’ PE CUONG CHI TIET
‘.JJ MON: THIET KE MANG
(Computer Network Designs)
M4 hoc phan: CND34031 - Sé tin chi: 03
Dung cho (cac) nganh: Céng nghé théng tin
Diéu kién tién quyét (néu c6): Mang may tinh cin ban.
Hinh thtrc dao tao: Truc tiép
Pon vi phu trach: Khoa Céng nghé thong tin

1. M@ ta chung vé hoc phan

Hoc phan cung cap cac kién thic co ban vé phan tich, thiét ké va 1ap ké hoach mang noi
bo (LAN) va mang mé rong (WAN). Dong thoi cung cap cac kién thire nhu cong nghé
két ndi co ban, cac mod hinh mang, ciing quy trinh phan tich va thiét ké cac mang LAN,
WAN thdng dung. Khi két thiic hoc phan, sinh vién s& naim duoc cach thuac dé thiét ké
mot hé thong mang dua trén céc cac két qua phan tich mé hinh va nhu cau thuc té.

Hoc phan gitip sinh vién c¢6 duoc kién thic vé khao séat, phan tich cac yéu cau nguoi
ding, hé théng mang, cac thanh phan va ciu tric mang va cac ky nang thuc hién trién

khai mot hé thdng mang may tinh, van hanh va bao tri.

2. Cé&c chir viét tat (néu co)
OSI model: Open Systems Interconnection- M@ hinh két ndi mang quy chuan
TCP/IP model: Transmission Control Protocol/Internet Protocol
loT: Internet of Things: Nbi két d6 vat véi internet

3. Chuan diu ra cia hec phan

M Chuan diu ra hoc phan

1. C6 nén tang kién thirc vé Quan tri va An ninh mang may tinh. Xay dung giai
phap an ninh va xi 1y cac 15i trong qua trinh cai dit va cau hinh

2. Co6 kha niang phan tich, danh gia, phan bién va ra cac quyét dinh chuyén mon
trén co s& minh chiing va sé liéu thuc té

lo10a
P 3. Kha nang phan tich va hién thyuc cac giai giai phdp an ninh may tinh. Phan

loai va trinh bay dugc dic diém co ban céc 16 hong trong hé thong mang

4. C6 ky ning vé thiét ké, xay dung, bao tri, quan tri cac hé thong phan mém va
hé thong mang.

4.  Gido trinh va tai liéu hoc tap
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4.1. Giao trinh va tai liéu hoc tap:
[1]. Andrew S. Tanenbaum, David J. Wetherall, computer networks, 5TH Edition, Pearson
Education, Inc., publishing as Prentice Hall, 2011

[2]. Nguyén Gia Nhw, Lé Trong Vinh. Gido trinh thiét ké mang. NXB Théng tin va truyén
thong, 2011

4.2. Tai ligu tham khao:

[3]. James Bernstein, Networking Made Easy: Get Yourself Connected,

published,September 2, 2018.

Independently

5. Chién lwgc hoc tap

Sinh vién can tich cuc va chu dong tham gia vao qué trinh hoc tap; can tham gia day
dua cac gio hoc theo quy dinh, khéng ngirng phan dau dé duy tri sy tién bo lién tuc trong hoc
tap; hoan thanh nhiém vu hoc tap dung tién do.

Dé hoan thanh tét hoc phan nay, sinh vién can:
+ Can hoan thanh tét cac bai thuc hanh tinh huéng cho tirng modul hoc tap do giang
vién giao.
+ Tich cuc thuc hién cac nhiém vu hoc tap do giang vién giao cho.
+ Tich cyuc tim hiéu cac gio trinh, bai giang, tai liéu tham khao ma giang vién yéu
cau.
Chu dong nghién ciru mo rong cac tai liéu cé lién quan dén bai hoc.
+ Chu dong va tich cuc 1am bai tap trude khi tham dy budi hoc ké tiép.
+ Chu dong va tich cuc tham gia thao luan; biét dit cac cau hoi dé trao doi .
+ Can ghi nhitng chi y va vé& so d6 thiét ké
6. Noi dung, ké hoach giang day va danh gia

Noi dung va ké hoach ging Hoat dong hoc tip cia nguoi hoc Chuin diu
day, danh gia Trén 16p ST Tu hoc SG ra
Mé dau
Chuong 1: Tong quan vé thiét
ké mang may tinh
1.1 Tong quan vé thiét ké mang
may tinh o ) Nghe giang
1.2 Céc thiét bi mang va su kién Thuyé t trinh Xem tham
trong mang may tinh céc cudc tin
1.3 Phén loai cac cac thiét b . y 09 cong mang plo10a.1,
mang va thiét bj du cuéi g;lvf\‘/gr"%l;‘i maytinh | 20 | ploload
1.4 Céc thanh phén ciia hé théng P 16n trong
mang o lich str
1.5 Khao sat va lap cac danh sach Thao lugn
cau hoi ve nhu cau 1ap va thiét ké
mang
1.6 M6 ta nhu cau lap mang

2/10




1.7 Céc giai phap thuc hi¢n hién
1.8 Lap bao bao phuong an

Chuong 2: Mang LAN va thiét ké
mang LAN

2.1 Kién thirc co ban vé mang
LAN.

2.2 B9 giao thue TCP/IP.

2.3 Mot s6 dich vu co ban trén Nghe giang:
mang. Trinh chiéu
2.4 Cong ngh¢ Ethernet and Powerpoint Poc thém:
Switching. cac ndi
2.5 Co ché két ndi thong tin Thuyét trinh dung lién
2.6 Phan doan trong mang LAN 09 quan 20 plo10a.l,
\ 1A an 2 plol0a.2,
2.7 Céc ché do chuyén mach 10102.3
trong mang LAN LAN P I% 1 O?i. 4’
2.8 Mang LAN 4o P '
2.9 Thiét ké mang LAN
2.10 Mot s6 mang LAN méu WIFI
Xay dung mang LAN quy md Thuc hanh: Security
mot toa nha Lam mau
2.11 Mang LAN Campus Mo phdng
2.12 Phan tich cac 16p mang va
subnetmarks
Khao sat va
Danh gia 1: 30% 1ap céc danh
. . Trinh ba ’ R
Kiém tra va danh gia thiét bi, ey | L oh bay dugc sach cau hoi plo10a.2,
lugng, bing thong, téc do, cde | - Tict bl mang vé nhu cAu lo10a.4
uong, bang thong, toc do, cac may tinh /€ nhu cau p :
ghi chu trén thiét bi 1ap va thiét
ké mang
Chuong 3: Mang WAN va thiét ké
mang WAN
3.1 Céc kién thiic co ban vé
mang WAN
3.2 Mot sb cong nghé két ndi co Lam t?al
ban dung trong WAN . thyc hanh
3.3 Thiét ké mang WAN Nghe giang M6 phéng
3.3.1. C4c mo hinh WAN Thyc hanh: Ung dung ol010a.2,
3.3.2. Mb hinh an ninh Trinh chicu 09 | cuacacky | 55 | pio10a3,
3.3.1. C4c md hinh WAN Tlﬁ‘}yet trinh ﬁggattrgrl]z plo10a.4
A ot A X - Lam mau
3.i1 Phan tich mot s6 mang WAN céc img
mau o dung trén
3.4.1. M6 hinh WAN doanh mang

nghiép
3.4.2. M6 hinh WAN gi4o duc
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3.5 Cac loai board nhing théng
dung: cau hinh
3.6 Céc interface giao tiép

banh gia 2: 30%

Thao tac nhu cai dat, két ndi, va
van hanh: thanh c6ng hay khéng
thanh cong

Trén thiét b
Switches and
Routers

plol0a.2,
plol0a.3,
plol0a.4

Chuong 4: Thiét ké mang trén cac
dich vu

4.1 Dich vu: 10T, API gateway,
cac loai co so dir liéu

4.2 Dich vu Cloud

4.3 Dich vu an ninh mang
security: xac thuc JWT, Ma hoa
TLS/SSL

4.4 Dich vu Web

4.5 Bai tap thiét ké dich vy IoT:
broker, API gateway, cac loai co
s& dir liéu

4.6 Remote access security

4.7 Web security

4.8 Email security

4.9 Buffer overflow

Nghe giang

Thuc hanh

Thiét lap
ché do hoat
09 dong 30
Lap trinh

ma

plol0a.l,
plol0a.3,
plol0a.4

Tong két-dy an

Thuc hanh

banh gia 3: 40%

Cai dat, thiét lap, van hanh

An ninh tmg dung lién két: thanh
cong hay khong

plol0a.l,
plol0a.2,
plol0a.3,
plol0a.4

Téng sb tiét/gio hoc

45 120

ST: Sé tiét chuan
7. Panh gia két qua hoc tap

SG: Sé gio

Hoat dong danh gia ctia hoc phan gom:

Phan loai .,
: gia

Phwong phap danh

Ty
trong

Chuén dau ra

plol0a.1

plol0a.2

plol0a.3

plol0a.4

PG1. Bao cao

30%

X

X

X

Qua trinh
DPG2. Bao cao

30%

X

X

Két thic hoc phan

PG3. Béo cdo, d& mo

40%

X

X

Tong cong:

100%
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7.1. Hoat dong danh gia 1 - Chuan dau ra: plo10a.1, plo10a.3, plo10a.4
- Ty 18: 30 diém hoc phan

- Hinh thtrc danh gia: B&o céo tryc tiép dy &n thiét ké mang LAN

- M0 ta bai dénh gia: Trinh bay dugc tong quan vé dy an thiét mang may tinh LAN,
cac thanh phan caa hé théng mang trong du an

- Matran danh gia:
Tidu chi Khung diém
P A B C D F
anh g 8,5+ 10 7,0+84 55+6,9 40+54 <40
TCl: du an|So dd tong | Cach dit | Cac ghi chi|So d6 thiéu, | So sai trong
thiét ké mang | quat, céc Ky | nhan, c4c | chi tiét, mo ta | trinh bdyda | cac so dd va
may tinh | higu day du, | dong dix liéu | céc tinh hudng biéu mau
(50%) trinh bay tot
TC2: Céc | Cac biéu mau | Mang thong, | Khung diém A | S6 lugng diém | Khong  thong
thanh phan hé | day du, tit ca | cac thiét bi | trir cac: thiéu | IP/TCP khong | mang
théng (50%) | cAc mang cac | mang bi déu | biéu mau day du.
thiét bi déu | hoat dong Mang can
thdng thdng

Két qua danh gia chung:
Panh gia 1 = TC1x50%+TC2*50%
7.2. Hoat dong danh gia 2 - Chuan dau ra: plo10a.2, plo10a.3, plol0a.4 - Ty 1&: 30 diém hoc

phan

- Hinh thirc danh gia: B&o céo truc tiép dy &n thiét ké mang WAN

- M0 ta bai danh gia: Trinh bay duogc tong quan vé dy an thiét mang may tinh WAN,
s6 lugng mang LAN, sé lwong céc thiét bi trong mdi mang LAN, cac thanh phan caa
hé thdng mang trong dy &n

- Ma tran danh gia:
Tiéu chi Khung diem
50k oi A B C D F
anh g 85+ 10 70+84 5569 40+54 <40
TCl: So d6|So dd tong|Sé luong | S6 luong | Sb lugng | S6 lugng
t6ng quat | quat, cac ky | LAN>16 LAN<12 LAN<8 LAN<5
(50%) hiéu day du, | Cach dat | Cac ghi chi|So do thiéu, | So sai trong
trinh bay tot | nhan, c4c | chi tiét, mo ta | trinh bdyda | cac so dd va
dong dix liéu | cac tinh hudng biéu mau
TC2: Két ndi | Cac biéu mau | Mang thong, | Khung diém A | Sb lugng diém | Khong  thong
(50%) day du, tat ca | cac thiét bi | trir cac: thiéu | IP/TCP khéng | mang
cac mang cac | mang bi déu | biéu miu day du.
thiét bi déu hoat dong Mang can
thdng thong

Két qua danh gia chung:
Panh gia 2 = = TC1x50%+TC2*50%
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7.3. Hoat ddng danh gia 3 - Chuan dau ra: plo10a.1, plo10a.2, plo10a.3, plo10a.4 - Ty 1&: 40
diém hoc phan
- Hinh thitc danh gia: Bao cao tryc tiép du an thiét ké mang LAN, WAN, va Dich vu
mang (Web, Security)
- M0 ta bai danh gia: Trinh bay duoc tong quan vé du an thiét mang may tinh: s6
lrong mang LAN, sé luong cac websites, cac thiét bi trong WAN, mdi mang LAN,

cac thanh phan caa hé thong mang trong du an

- Matran danh gia:
Titu chi Khung diém
danh gid A 5 = & a
8,5+ 10 7,0+ 84 55+ 69 40+54 <4,0
TC1: Két ndi Thu thap dit | Thunhapcac | S luong S6 luong
Cosdha | WAN, LAN, licu yéu cAunguoi | LAN<15 LAN<12
taing mang | va tai nguyén | Céc biéu duing Email Do phu
(30%) Internet mau Danhsach cau |  security
hoi
TC2: Két ndi: da Thiét ké Remote Lépung | loT security:
Danh gia dang WAN, | WAN, LAN access dung xac thuec,
LAN, WAN IOT, phén security
(30%) tich, dix liéu
CT3: Thiét ké va S6 luong Website, Quan ly hé S6 luong
Services ung Websites>4, | Email, loT, th6ng LAN<10
(40%) dung:Website, | Email, 10T, S6 luong S6 lwong | Websites<4
Email, 10T, Cell net ng Websites<4 | Websites<4
Cell net

Két qua danh gia chung:
Panh gia 3=TC1 x 30% + TC2 x 30% + TC3 x 40%
7.4. Céch tinh két qua hoc tap chung ciia hoc phan
Piém hoc phan = Danh gia 1 x 30.% + Danh gia 2 x 30% + Panh gia 3 x 40%
8.  Cac phwong tién, trang thiét bj day va hoc
Phong hoc ¢6 may chiéu, phan bang, thiét bi mang, thiét bi dé mo
Sinh vién c6 may tinh laptop, trinh mé phong
9. Antoan caa sinh vién va giang vién
Giang vién va sinh vién phai tuan thu cac quy dinh vé viéc st dung céc trang thiét bi
dién tai phong hoc.
Trong trudng hop phét sinh cac van dé c6 thé dan dén mat an toan, sinh vién can kip

thoi bao céo voi giang vién dé phéi hop giai quyét.
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10.

Ky luat, khiéu nai va hd tro

- Sinh vién chi duoc cdng nhan hoan thanh mén hoc néu co du cac diéu kién sau:

+ C6 mat trén I6p du thoi gian theo quy dinh cua nha truong.

+ Diém hoc phan tir 5,5 tré 1én va diém cac bai danh gia dat tir 5,5 tro [én.

- Néu c6 gian lan trong hoat dong danh gia nao thi s& hay két qua danh gia d6.10/10
- Sinh vién chua dat danh gia nao van tiép tuc hoc cac hoc phan tiép theo va s& duoc
tra

ng trong qua trinh hoc.

- Sinh vién c6 quyén khiéu nai truc tiép gi4o vién vé két qua danh gia ngay sau khi két
qua duoc cong bo.

- Sinh vién gap bat ky kho khan gi trong qué trinh hoc tap c6 thé lién hé tryc tiép voi
giang vién, Truang khoa/bd mon, Vian phong hd tro sinh vién, Phong Dao tao &
NCKH, Ban Thanh tra ciia Nha trudong dé duoc hudng dan, hd trg

Chi tich Héi dong Hdi Phong, ngay  thang  ndm 2022
xay dung CTDPT nganh Nguwoi bién soan
)
Nguyén Trong Thé
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