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NHIEM VU PE TAl
1. Ndi dung va cac yéu cau can giai quyét trong nhiém vu dé tai tét nghiép
a. Noi dung
- Tim hiéu vé cdng nghé IPSec.
- Tim hiéu vé géi phan mém OpenSwan.

- Thuc hién cai dit goi phan mém OpenSwan trén hai sever (cai hé diéu hanh
Centos) va cau hinh sao cho hai mang subnet & pia sau hau server c6 thé két noi
duoc véi nhau.

b. Céc yéu cau can giai quyét

- Hiéu vé cong nghé IPSec va tim quan trong caa né trong viéc truyén tai di
liéu trén mang.

- Cai dat va cau hinh thanh cong dugc goi phan mém OpenSwan theo md
hinh Site-to-Site.

2. C4c tai liéu, so liu can thiét
Tai liéu tiéng viét
1. Giao trinh An toan mang riéng do, “Hoc vién Ky thuat Mat ma”.
Tai liéu tiéng anh
Dave Kosiur. Building and Managing Virtual Private Networks. 1998.
Jon C. Snader. VPNs lllustrated: Tunnels, VPNs, andIPSec. 2005

Paul Wouters, Ken Bantoft. Building and Integrating Virtual Private
Networks with OpenSwan. 2006.

James S. Tiller. A Technical Guide to IPSec Virtual Private Networks. 2000

Naganand Doraswamy, Dan Harkins. IPSec: The New Security Standard for
the Internet, Intranets and Virtual Private networks, Second Edition. 2003

3. Pia diém thuc tap tét nghiép
- Cong ty C6 phan ha tang Vién théng CMC.



CAN BO HUONG DAN PE TAI TOT NGHIEP

Ho va tén : Nguyén Nhu Chién

Hoc ham, hec vi : Thac si

Co quan cong tac  : Hoc Vién Ky Thuat Mat Ma

Noi dung huéng dan : Néi dung hwéng din: “Nghién ctu, thir nghiém hé
thong VPN dwa trén OpenSwan”

Chuwong 1 - Bo phin mém OpenSwan: Trinh bay tong quan vé VPN,
giao thire IPSec VPN va gidi thiéu bo phan mém OpenSwan: lich s, cac thanh
phan cua by phan mém OpenSwan.

Chuong 2 - Trién khai hé thong VPN dua trén OpenSwan: Trinh bay
thue nghiém trién khai mé hinh VPN Remote access dua trén goi cai dat bo phan
mém OpenSwan.

, Chuwong 3 - Phan tich va tuy bién ma ngudn OpenSwan: Trinh be‘ly‘vé
cau trc thu myc md ngudén va phén tich cac module cua by phan mém
OpenSwan. Thuc hi¢n tiy bién ma ngudén by phan mém OpenSwan.

Chuwong 4 - Thyc nghiém: Trinh bay thuc nghiém trién khai mo hinh
VPN site to site duoc bién dich tir ma ngudn gdc va ma ngudn da tiy bién cta bo
phan mém OpenSwan.

Pé tai tot nghiép dugc giao ngay 07 thang 11 nim 2022
Yéu cau phdi hodan thanh xong truée ngay 18 thang 2 nam 2023

Pa nhan nhiém vu PTTN Pi giao nhiém vu PTTN
Sinh vién Gidng vién hwong dan
Vii Quéc Anh ThS. Nguy&n Nhw Chién

Hai Phong, ngay ..... thang..... nam 2022
TRUONG KHOA



CONG HOA XA HOQI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phic

PHIEU NHAN XET CUA GIANG VIEN HUONG DAN TOT NGHIEP

PHIEU NHAN XET CUA GIANG VIEN HUONG DAN TOT NGHIEP
Ho va tén giang vién: Nguyén Nhu Chién
Pon vi cong tac: Truong Pai hoc Quan ly va Cong nghé Hai Phong
Ho va tén sinh vién: Vii Qubc Anh Nganh: Céng nghé théng tin

Noi dung huéng dan: Nghién ciu, thir nghiém hé théng VPN dua trén

OpenSwan.
1. Tinh than thai do cia sinh vién trong qua trinh lam deé tai tét nghiép

Trong thoi gian thyc hién do an tot nghiép, sinh vién Vii Qudc Anh da co
nhiéu ¢ gang, cha dong, c6 thai do lam viéc nghiém tic. Mac du ¢6 nhiing han
ché nhat dinh vé trinh do chuyén mén va dic biét 1a khoang cach dia ly giita sinh
vién va thay hudng dan nhung sinh vién ludn tu tim toi, tiép thu y kién thay
hudng dan, khao sat thu thap tai liéu va khic phuc kho khin dé hoan thanh d6 an
day du cac ndi dung diang ky trong dé cwong va ding tién do dé ra.

2. Panh gia chat lwong cia dd an/khda luan (so véi ndi dung yéu cau da deé ra

trong nhiém vu B.T. T.N trén cac mat ly luan, thuc tién, tinh toan sé liéu...)

Do an duoc trinh bay rd rang trong 67 trang A4 bao gom céc ky hiéu chir
viét tat, danh muc bang biéu, danh muc hinh vé&, muc luc, 161 n6i dau, ndi dung 3
chuong dd &n, két luan va tai liéu tham khao. Noi dung d6 4n bao dam tinh khoa
hoc, chit ché va logic ddi vai dé tai. 6 an tim hiéu téng quan vé bo phan mém
OpenSwan, trién khai hé théng VPN dua trén OpenSwan, phan tich bién dich
dugc ma nguon va cd thuc nghiém. Tuy nhién phan thuc nghiém chua két ndi
duoc giita hai server Ha Noi va Hai Phong dé lay duoc dit liéu thuc.

3.Y kién cia giang vién hwéng din tdét nghiép

Pat | x Khong dat Diém: 8,7 (tdm phay bay)




Hdi Phong, ngay 16 thang 2 nam 2023

Giang vién hwéng dan
(Ky va ghi rd ho tén)

ThS. Nguyén Nhu Chién



CONG HOA XA HOQI CHU NGHIA VIET NAM
Poc lap - Tw do - Hanh phic

PHIEU NHAN XET CUA GIANG VIEN CHAM PHAN BIEN

Ho va tén giang vién:

Don vi cong tac: Truong DPai Hoc Quéan Ly va Cong Nghé¢ Hai Phong

Ho va tén sinh vién: Vii Quéc Anh Nganh: Cong ngh¢ thong tin
Dé tai tot nghiép: Nghién cuu, thir nghiém hé théng VPN dua trén OpenSwan.

3. Y kién caia giang vién cham phan bién
Puoc bao vé Khong duoc bao vé biém:.................L
Hai Phong, nigay 25 thang 10 nam 2022
Giang vién cham phan bién
(Ky va ghi rd ho tén)




LOI CAM ON
Em xin chan thanh cam on tit ca cac thdy, cac cd trong tru:c‘)’ng Pai hoc
Quan Ly va Cong Ngh¢ Hai Phong, nhimg nguoi dd nhiét tinh giang day va

truyén dat nhimg kién thirc quy bau trong sudt thoi gian em hoc tap tai truong, dé
em c6 thé hoan thanh tbt d6 an t6t nghiép nay.

Diéc biét em xin chan thanh cam on thay gido ThS. Nguyen Nhu Chién,
nguoi da truc tiép huéng dan em tan tinh, chi day em trong sudt qua trinh lam d
an tt nghiép.

Tuy c6 nhiéu cb géng trong qué trinh hoc tip ciing nhu trong thoi gian
thuc hién d6 an t6t nghiép nhung khong thé tranh khoi nhimng thiéu sOt, em rat
mong nhan dugc sy gop y quy bau cua tat ca cac thay, cac co ciing nhu tit ca cac
ban dé d6 an tt nghiép ctia em duoc hoan thién hon.

Em xin chan thanh cam on!
Hai Phong, ngay 10 thang 12 nam 2022
Sinh vién

Vit Qubc Anh



LOI CAM POAN

Em xin cam doan rang dé tai nay duoc tién hanh mot cach minh bach,
cong khai. Moi thir dugc dya trén su ¢ ging ciing nhu sy nd luc cua ban than
cling véi sy giup d& cua thay Nguyén Nhu Chién.

Cac sb liéu va két qua nghién ciru dugc dua ra trong dd &n 14 trung thuc
va khéng sao chép hay sir dung két qua cua bat ky dé tai nghién ctru nao tuong
tu. Néu nhu phat hién rang c6 su sao chép két qua nghién ctu dé nhiing dé tai
khac ban than em xin chiu hoan toan trach nhiém.

Hdi Phong, ngay 10 thang 12 nam 2022
Sinh vién

(Ky va ghi rd ho tén)

Vi Quéc Anh
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LOI NOI DAU

Ngay nay, Internet dd phat trién manh vé mdt mo hinh cho dén cong
nghé, dap ung cac nhu cau ciia nguoi sir dung. Internet da duogc thiét ké dé két
nbi nhidu mang khac nhau va cho phép thong tin chuyén dén nguoi sir dung mot
cach thuan tién. Cac thong tin trao doi trén Internet ciing da dang ca vé ndi dung
va hinh thtrc, trong dé co rat nhiéu thong tin can bao mat cao boi tinh kinh té,
tinh chinh xac va d¢ tin cdy cua n6. Bén canh do, nhitng dich vu mang ngay
cang co gi tri, yéu cau phai dam bao tinh 6n dinh va an toan cao. Tuy nhién,
cac hinh thirc pha hoai mang ciing trd nén tinh vi va phuc tap hon, do d6 ddi voi
mdi hé thong, nhiém vy bao mat dit ra cho ngudi quan tri 13 hét stc quan trong
va can thiét.

Su phat trién vé quy mo cuia cac cong ty to chic cung véi viée ap dung
cong nghé thong tin vao cac hoat dong dat ra yéu cau két ndi cac chi nhanh va
trung tdm thanh mot hé thong duy nhéat. Bén canh giai phép thué duong truyén
riéng voi chi phi lap dat va van hanh cao d6 la giai phap mang riéng ao (VPN -
Virtual Private Network), véi mé hinh méi ndy, ching ta khong phai dau tu
thém nhiéu vé co s& ha tﬁng ma cac tinh ning nhu bao mat va do tin ciy van
dugc dam bao ddng thoi ¢ thé quan 1y riéng duoc su hoat dong clia mang nay.
VPN cho phép nguoi str dung lam viéc tai nha riéng, trén duong di hodc cac van
phong chi nhanh c6 thé két n6i an toan dén may chi cta t6 chitc bang co sé ha
tang duoc cung cap bdi mang cong cong. N6 ciing ¢6 thé dam bao an toan thong
tin gitta dai 1y, nha cung cip va cac ddi tac kinh doanh v&i nhau trong moi
truong truyén thong rong 16n. Trong nhiéu truong hgp VPN ciing giéng nhu
WAN (Wire Area Network), tuy nhién dic tinh quyét dinh ctia VPN 1a chiing ¢
thé dung mang céng cong ma van dam béo tinh riéng tu va tiét kiém chi phi.
Song song v&i nhiing loi ich ma VPN dem lai con ton tai nhiing nguy co mét an
toan mang, do d6 phai lya chon ra mdt giai phap phu hop véi mdi moi trudng
mang cu thé. Hién nay c6 nhiéu cong nghé VPN nhung dé lua chon cong nghé
nao tot nhat thi rat khé vi con tiy thudc vao mdi hé thdng trién khai. Nhan thiy
cong nghé IPSec VPN rat hiru dung va pht hop vé6i nhiéu hé thong mang ciing
nhu hd trg nhiéu thiét bi va mo hinh trién khai nén em chon lam d6 an dé tai
“Nghién ctru, thir nghiém hé thong VPN dwa trén OpenSwan” nham nghién
ctru vé TPSec va cach thirc thuc hién trién khai IPSec VPN trén Linux st dung

san pham ma nguén mé 1a bd phan mém OpenSwan d€ dam bdo an toan mang.



Noi dung dd an duoc trién khai thanh bon chuong nhu sau:

Chuwong 1 - B phin mém OpenSwan: Trinh bay tong quan vé VPN,
giao thirc IPSec VPN va giéi thiéu bd phdn mém OpenSwan: lich sir, cac thanh

phan cua by phan mém OpenSwan.

Chwong 2 - Trién khai hé thong VPN dua trén OpenSwan: Trinh bay
thuc nghiém trién khai mo hinh VPN Remote access dua trén go61 cai dat bg
phan mém OpenSwan.

Chuwong 3 - Phan tich va tiy bién ma nguén OpenSwan: Trinh bay vé
cdu trac thy muc mi ngudén va phan tich cidc module ciia bo phin mém
OpenSwan. Thuc hién tiy bién ma ngudn bd phan mém OpenSwan.

Chuong 4 - Thue nghiém: Trinh bay thuc nghiém trién khai mé hinh
VPN site to site duoc bién dich tir md ngudn gdc va ma ngudn da tuy bién cia

bd phan mém OpenSwan.



CHUONG 1. BO PHAN MEM OPENSWAN

1.1. Téng quan vé VPN
1.1.1. Khai ni¢m VPN

Mang riéng ao la mang st dung mang cong cong (nhu Internet,
ATM/Frame Relay cta cdc nha cung cép dich vu) lam co s¢ ha tang dé truyén
thong tin nhung van dam bao la mot mang riéng va kiém soat dugc truy nhap. Noi
cécl} khac, VPN duogc dinh nghia la lién két cua to chirc dugc trién khai trén mot
ha tdng cong cdng vdi cac chinh sach nhu 1a trong mdt mang riéng.
1.1.2. Giao thuc IPSec trong VPN

IPSec (Internet Protocol Security) 1a su két hop cia cac chuan duge dinh
nghia trong RFC 2406, giao thirc IPSec cho phép ching thuc, kiém tra tinh toan
ven dir liéu, diéu khién truy cdp va dam bao bi mat dir liéu. Hoat dong tai tﬁng 3
ctia mo hinh OSI.

[PSec bao dam tinh tin cly, tinh toan ven va tinh xac thuc cua dit li€u khi
qua mang IP (Internet Protocol) cong cong. N6 st dung hai giao thuc dé diéu
khién qué trinh xac thuc va ma hoa tiéu dé goi IP:

— Xéc thuc tiéu d& AH (Authentication Header): AH dam bao tinh toan ven
cho ti€u dé goi tin va dir ligu

- Poéng gobi tai tin an toan ESP (Encapsulation Security Payload): thyc hién
ma hoa va ddm béo tinh toan ven cho goéi dir li¢u nhung khong bao vé ti€u
deé cho goi IP nhu AH.

IPsec sir dung giao thirc trao d6i khoa IKE (Internet Key Exchange) dé
thoa thuan lién két an toan SA (Security Association) giita hai thyc thé va trao doi
cac thong tin khoa. IKE can duge sir dung phan 16n trong cic ing dung thuc té dé
dem lai su truyén tai thong tin an toan trén dién rong.

1.1.2.1. Cau truc bao mat cua IPSec
IPSec 1a mét kién truc an toan dua trén chuan md, no co6 cac dac trung sau:
— Cung cap tinh xdc thuc, ma hoda, toan ven dit li¢u va bao vé sy phat lai.

~ Cung cip kha ning tao va ty dong lam méi cac khoa mat ma mot cach
an toan.

- St dung cac thuat toan mat ma manh dé cung cép tinh bao mat.
~ Cung cap kha ning xé4c thuc dya trén chimg thu sd.
— Diéu chinh cac thut toan mat m3 va cac giao thuc trao ddi khoa.

~ Cung cép tinh ning an toan cho cac giao thirc dudng ham truy cép tir xa
nhu L2TP, PPTP.

IPSec 1a mot phafm bt budc cua IPy6, ¢ thé duge lua chQI} khi st dung

IPv4. Trong khi cac chuan da dugc thiét ké cho cac phién ban IP giong nhau, pho

bién hién nay la dp dung va trién khai trén nén tang IPv4. IPSec dugc dinh nghia



tir RFC 1825 dén 1829 va dugc pho bién vao ndm 1995. Nam 1998, duoc nang
cap voi cac phién ban RFC 2401-2412, n6 khong tuong thich véi chuan 1825-
1829. Trong thang 12 nam 2005, thé h¢ thir ba cua [PSec dugc moé ta trong RFC 4301-
4300.

1.1.2.2. Ché do lam viéc ciia IPSec

IPSec c6 2 ché do lam viéc 14 giao van (transport) va dudng ham (tunnel). 2 ché
d6 lam viéc nay dugc chi ra trong Hinh 1.1: sau:

Untrusted

FramIeP/ L2 IP TCP/UDP Dat
Header Header Header aia
Packet
AH
L2 1P AH TCP/UDP
Transport
Mo%e Header | Header | Header | Header | D2
B Authenticated =
AH
Tunnel L2 New IP AH IP TCP/UDP Data
Header | Header Header Header Header
Mode
- Authenticated =
ESP
Trans ?th L2 IP ESP TCP/UDP Dat ESP ESP
P Header Header Header Header 28 Trailer Auth
Mode
- Encrypted ”
* Authenticated &
ESP
Tunnel L2 New IP ESP IP TCP/UDP Data ESP ESP
e Header | Header | Header | Header | Header Trailer Auth
* Encrypted 2
=~ Authenticated o

Hinh 1.1: Xt Iy géi tin IP & ché d6 giao van va ché d6 duong ham
a. Ché do giao van (Transport Mode)

Ché d6 giao van cho phép bao vé cac giao thirc 16p trén va mot sd truong
trong IP Header. Trong ché do nay, AH Header hoic ESP Header dugc chén vao
sau [P Header va trudc mét giao thirc 16p trén nhu TCP hoac UDP. Ché do giao
van thuong dugc st dung boi cdc Host chir khong dugce st dung bdi Gateway.

Ché d6 giao van co uu diém 14 chi thém vao g61 IP ban dau mot sb it
bytes, nhuoc diém cua ché do nay 1a nd cho phép cac thiét bj trong mang nhin
thay dia chi ngudn va dich ctia goi tin va ¢ thé thuc hién mot sé xu Iy (vi du nhu



phan tich luu luong) dya trén thong tin cta tiéu dé IP. Tuy nhién, néu dir liéu
dugc md hoa boi ESP thi s& khong biét dugc thong tin cu thé bén trong goi IP 13
gi. Theo IETF thi ché d6 giao van chi co thé duoc st dung khi hai hé¢ théng dau
cudi IP-VPN c6 thuc hién IPSec.

b. Ché dé dwong ham (Tunnel Mode)

Trong ché d6 duong him, mot géi tin IP khac duoc thiét 1ap dwa trén goi
tin IP cii. Header ctia goi IP cii mang dia chi ngudn va dich cudi cing, con Header
ctia goi IP méi mang dia chi dé dinh tuyén trén Internet. Trong ché d6 nay, géi tin
duoc bao vé toan bd bao gém ca IP Header.

Uu diém cua ché do duong ham 1a bao vé toan bo gbi IP va cac dia chi ca
nhan trong IP Header, nhugc diém la viéc xtr Iy cac goi tin s€ trd nén kho khan hon.

1.1.2.3. Cdc thanh phan bén trong IPSec
a. Giao thirc xdc thuc tiéu dé AH

Giao thirc x4c thuc tiéu dé AH s& thém mot tiéu dé vao goi IP. Nhu tén goi
cia no, tiéu dé nay phuc vu cho viéc xac thuc goi dir liéu IP géc tai nguoi nhan
cudi cung, tiéu dé nay giup nhan biét bat ky sy thay d6i nao vé nodi dung cia goi
dir liéu boi nguoi dung khong mong mubn trong khi truyén, tuy nhién AH khong
dam bao tinh tin cay.

Pé tao mot AH, mot gia tri ma thong di¢p can xac thuc qua ham bam
(HMAC) dugc tao tai nguoi gui. Gid tri bam nay duogc tao trén co s cua SA, SA
xac dinh trinh tu giao dich s€ duoc ap dung cho goi dir licu. Ma két qua dugc g:fm
kém vao géi dit liéu sau tiéu dé IP gbc. Tai ngudi nhan cudi, HMAC duoc giai ma
va dugc dung dé thiét 1ap viéc xac thuc ngudi gui cling nhu tinh toan ven cia
thong diép.

AH khong mang lai sy tin cady trong mot giao dich. N6 chi thém mot tiéu
dé vao goi IP, phan con lai cta ndi dung goi dit liéu khéng duoc can thiép dén.
Hon nita, AH khong bao vé bat ky truong nao trong tiéu dé IP vi mot trong s6 do
c6 thé thay doi trong qua trinh truyen chi c6 dia chi IP nguon va dia chi IP dich la
nhimg trudng ma khong thay d6i trong qua trinh truyén duoc bao vé badi AH.
Giao thirc AH c6 céc ddc trung co ban nhu sau:

- Cung cép tinh toan ven dir liéu va bao vé chéng phat lai

- St dung ma xac thuc thong di¢p dugc bam (HMAC), dya trén chia sé bi
mat

- NO1 dung céc goi tin khong dugc ma hoa

— Khéng sir dung céc truong changeable IP header dé tinh toan gia tri kiém tra
tinh toan ven (IVC)



AH Header bao gdm cac truong nhu trong Hinh 1.2 sau:

0 18 1516 )

Next Header Payload Length Reserved

Security parameters Index

Sequence Number

Authentication Data (ICV)

Hinh 1.2: Cac truong trong AH Header

~ Next Header: Truong nay dai 8 bits, chira chi sb giao thirc IP

+ Trong ché do duong ham, Payload 1a goi tin IP, gia tri Next Header
duoc cai dat 1a 4.

+ Trong ché do giao van, Payload ludn 1a giao thirc & Transport Layer.
Néu giao thtrc 16p Transport 1a TCP thi trudng giao thirc trong IP 13

6. Néu giao thtrc 16p transport 1a UDP thi truong giao thirc trong
IPla17.

~ Payload Length: Trudng nay chira chiéu dai cia AH Header.

- Reserved: Gia tri nay duoc danh dé st dung trong tuwong lai( cho dén thoi
diém nay n6 dugc bi€u thi bang cac chi so 0).

~ Security Parameters Index (SPI): Mbi dau cudi cua mot két ndi IPSec tuy y
chon gia tr1 SPI. Hoat dong nay chi dugc dung dé nhan dang cho két noi.
Bén nhén str dung gia tri SPI cung voi dia chi IP dich va loai giao thirc
[PSec (trong truong hop nay 1a AH) dé xac dinh chinh sich lién két an toan
SA dugc dung cho goi tin.

- Sequence Number: Chi ,sé ndy ting 1én 1 cho mdi 'AH Datagram khi mot
host~ gﬁ:j ¢é lién quan dén chinh sach SA. Gia tri bat dau cta by dém 1a 1,
chuoi s6 nay khong bao gio dugc phép ghi de 1én 1a 0.

- Authentication Data: Truong nay chira gia tri ICV (Integrity Check Value).

Truong nay ludn 13 boi ciia 32-bit va phai dugc dém vao néu chiéu dai cia
ICV trong cic bytes chua day.

b. Giao thikc trao doi khéa IKE (Internet Key Exchange)

Trong IPSec sur dung giao thirc trao déj khéa IKE (Internet Key
Exchange). Giao thirc IKE dugc thiét ké ra dé cung cap 5 kha nang:

— Cung cép nhimg phuong tién cho hai bén vé sy thong nhat nhimg giao thic,
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thuat toan va nhimg khod dé st dung.
~ Pam bao trao d6i khoa dén ding nguoi dung.
— Quan 1y khoa sau khi dugc chap nhan.
~ Pam bao rang su diéu khién va trao d6i khoa 1a an toan.
— Cho phép su chtng thuc dong giira cac ddi tuong ngang hang.
Giao thuc IKE c6 cac dac tinh sau:
— Cac khod ty phat sinh va nhiing thu tuc nhan biét.
— Tu dong lam méi lai khoa.
- Giai quyét van dé mot khoa.

~ MBJi mot giao thirc an toan (AH, ESP) c6 mot khong gian chi s6 an toan cia
chinh minh.
— Gan san sy bao vé.

Trude khi [PSec giri xac nhan hoac ma hoa dir li¢u IP, gitta bén gui va bén
nhdn phai thong nhat vé gidi thuat ma hod va khod ma hoa hodac nhitng khoa dé st
dung. IPSec sir dung giao thuc IKE dé tu thiét 1ap nhiing giao thirc dam phéan vé
nhirng khoa str dung cho viéc ma ho4, thuat toan sur dung.

~ Lién két an toan SA (Security Association)

Dich vu bao mat lién két giita hai hay nhiéu thuc thé dé thoa thuan truyén
thong an toan dugc goi la lién két an toan SA (Security Association).

Lién két an toan 1a mot két ndi don huéng, nghia 1a voi mdi cip truyén
thong A va B nao dé co it nhat hai SA (mot tir A t&i B va mot tir B t6i A). Khi luu
luong can truyén truc tiép hai chiéu qua VPN, giao thic trao ddi khoa IKE thiét
1ap mot cap SA truc tiép va sau d6 c6 thé thiét 1ap thém nhiéu SA khac, mdi SA
c6 mot thoi gian séng riéng. SA duoc nhan dang duy nhat bdi ba thanh phan gdém
Co:

+ Chi sb thong sb an toan SPI (Security Parameters Index)
+ bDia chi IP dich
+ Chi thi giao thtrc an toan (AH hay ESP)

Vé nguyén tic, dia chi IP dich c6 thé 1a mot dia chi don hudng (Unicast),
dia chi quang ba (Broadcast) hodc dia chi nhém (Multicast). Tuy nhién, co ché
quan 1y SA cua [PSec hién nay chi dugc dinh nghia cho nhitng SA don hudng.

Lién két an toan ciing ¢ hai kiéu 1a giao van va duong ham, phu thudc
vao giao thirc st dung. SA kiéu giao van 1a mot lién két an toan giira hai tram
hodc dugc yéu cau giita hai hé théng trung gian doc trén duong truyén. Trong
truong hop khac, SA kiéu giao van ciing c6 thé duoc sir dung dé hd tro IP-in-IP
hay dudng ham GRE. SA kiéu duong ham 1a mot SA co ban duoc tng dung toi
mot dudng him IP. SA giita hai cong an toan 1a mot SA kiéu duong ham dién
hinh, gibng nhu mot SA giira mot tram va mdt cong an toan. Tuy nhién trong
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nhimg truong hop ma luu lugng da duge dinh hinh tir truéc nhu nhing 1énh
SNMP, cong an toan lam nhi€ém vy nhu tram va kiéu giao van duogc cho phép.
~ Co s dit lidu lién két an toan
C6 hai co s¢ dit liéu lién quan dén an toan 1a:
+ Co s6 dir li¢u chinh sach an toan SPD (Security Policy Database)

+ Co so dir liéu lién két an toan SAD (Security Association Database)

SPD chi ra ,nhﬁ’,ng dich VU an toan du:(_yc dé nghi cho luu lugng IP, phu
thugc vao nhimg yeu t6 nhu ngudn, dich, chiéu di ra hay di vao. N6 chira dung
moét danh sach nhimg 161 vao chinh sach ton tai riéng r& cho Iuu lugng di vao va di
ra. Cac 161 vao nay co thé xac dinh mot vai luu lugng khong qua xu ly IPSec, mot
vai phai duoc loai bo va con lai thi dugce xtr 1y béi [PSec. Cac 161 vao nay 1a tuong
tu nhu firewall hay b loc goi.

7 SAD chtra thong s6 yé moi SA bao gom khoa AH hay ESP, s6 trinh tu,
ki€u giao thirc va thoi gian song ctua SA. D061 voi xur 1y di ra, mot 161 vao SPD tro
toi mot 161 vao trong SAD va SAD s& quyét dinh SA nao dugc su dung cho goi.
D61 voi xir 1y di vao, SAD duoc tham khao d€ quyét dinh goi duoce xur 1y tiép.

- Hoat dong trao d6i khoa IKE

Két nbi IPSec chi duoc hinh thanh khi SA d3 duoc thiét 1ap. Tuy nhién,
ban than IPSec khong c6 co ché dé t}liét lég liép két an toan. Chinh vi ‘V;ﬁy, IETF
da chon phuong an chia qué trinh thiét 1ap két n61 IPSec ra thanh hai phan:

+ IPSec cung cép viéc xir Iy & muc goi.
+ IKMP (Internet Key Management Protocol) chiu trach nhiém thoa thuan
cac lién két an toan.

Sau khi can nhic mot s6 phuong an, trong do co IKE, SKIP (Simple Key
Internet Protocol) va Photuis, IETF da quyét dinh chon IKE 1a chuan dé cau hinh
SA cho IPSec.

Mot duong ham IPSec-VPN duoc thiét 1ap gitra hai bén qua cac budc sau day:

Buoc 1: prét dinh luu lugng nao can duoc quan tdm bao vé tai mot giao
dién yéu cau thiét lap phién thong tin IPSec.

Budc 2: Thuong luong ché do chinh (Main mode) hoac ch,é dd linh hoat
(Aggressive modem) st dung IKE, két qua 1a tao ra lién két an toan IKE
(IKE SA) gitra cac bén IPSec.

Budc 3: Thuong lugng ché d6 nhanh (Quick mode) str dung IKE, két qua 1a
tao ra hai IPSec SA giira cac bén IPSec.

Budc 4: Dit liéu bat dau truyén qua duong hAm ma héa sir dung ky thuat
dong gbéi1 ESP hay AH hodc c4 hai.

Budc 5: Két thiic dudng ham IPSec-VPN (nguyén nhén c6 thé 1a do IPSec
SA két thuc, hét han hodc b1 x6a).



C. Giao thuc dong goi tai tin an toan ESP

Muc dich chinh ctia ESP 14 cung cép su tin cdy thém vao xéac thuc nguoi
guri va xac minh tinh toan ven ctia dir liéu trong khi truyén. ESP mé hoa ndi dung
ctia goi dir lidu bang cach dung cac thuat toan ma hoa, nhu di xac dinh boi SA.
Mot sd thuat toan duogc st dung boi ESP bao gé)m: thuat toan DES-CBC, thuat
toan CAST-128, thuat toan IDEA va thuat toan 3DES, thuit toan AES, ... Cac
thuat toan xac thuc thuong dugc dung tuong tu nhu trong AH 1a HMAC -
MD5 va HMAC-SHA.

Nhu da so sdnh, AH mang lai tinh xac thyc va toan ven dir liu ddi voi g0oi
dir liéu IP. ESP rat manh trong nhém ma hod. N6 ciing khong chiém dung nhiéu
CPU. Két qua 12 n6 nhanh hon AH. Nhung 24 byte ma né thém vao goéi dir liéu co
thé lam cham viéc phan doan vé tinh toan thong lwong nhu trong Hinh 1.3 g6i tin
IP sau khi da ma hoa.

‘ IP Header | ESP Header PayL oad ‘ESPTraiIer ‘ E SPAuthentication ‘

Hinh 1.3: Géi tin IP sau khi tiéu dé ESP va Trailer ESP duoc thém vao
— Khuon dang goi dir 1liéu ESP

Khuon dang cua goi ESP phirc tap hon so vo1 khuon dang cua AH, no
khong chi gom ESP header ma con ESP trailer va ESP Authentication data. Dir
liéu Payload dugc dat gitta ESP Header va ESP Trailer nhu trong Hinh 1.4

ESP ESP | ESP
IP Hdr Hdr Pavload Td Auth
Sccuri'l}'fv’ar;yncters Sequenci: P i Pad Next
Index (SPI) Number = | Leneth Header
32 32 0-255 8 8  Bits

Hinh 1.4: Khuén dang g6i ESP
Cac truong trong ESP:

+ Security Parameters Index (SPI): La mot s6 32 bit bat ky, cing véi
dia chi IP dich va giao thuc an toan, ESP cho phép nhan dang duy
nhit SA cua goi dit liéu nay. Gia tri SPI = 0 dé chi ra chua c6 SA nao
tdn tai.

+ Sequence Number: Giéng nhu AH, trudng sequence number chira
mot gia tri dém ting dan dé chdng lap lai. Mdi SA duoc lya chon thi
gia trj clia trudng nay bat dau 1a 0.

+ Payload Data: Truong c6 do dai bién doi chta dir liéu mo ta trong
Next Header. Payload Data la truong bat budc va duge ma hoa boi
cac thuat toan ma hod, cac thuat toan ma hoa nay dugc lya chon ngay

7



khi thiét 1ap SA. Trudng Next Header c6 do dai bang mot sd nguyén
lan 1 byte.

+ Padding: Truong padding dugce thém vao dé doan dir liéu dugc ma
hoa 1a mot sb nguyen 1an cua mot khéi cac byte. Ngoai ra truong con
dung dé che dau do dai thuc cua Payload.

+ Pad Length: Xéc dinh s6 byte padding da thém vao (0 dén 225)

+ Next Header: La truong 8 bit bat budc, nd chi ra kiéu dir liéu trong
Payload Data.

+ Authentication Data: Truong c6 do dai bién ddi chua gia tri ICV dugc
tinh cho goi ESP tir SPI dén Next Header. Authentication 13 trudong
khong bt budc, duge thém vao néu dich vu Authentication duoc lya
chon cho SA dang xét. Cac thuat toan dé tinh ICV 1a céc thuat toan
ham bam mot chiéu MD5 hoic SHA gidéng véi AH.

1.2. Cac dang VPN
1.2.1. VPN Remote Acces

VPN Remote Access cho phép ngudi dung truy cip bat cir lac nao bang
remote, mobile, va cac thiét bi truyén thong ctia nhan vién cac chi nhanh két ndi
dén tai nguyén mang cia cong ty. Dic biét 1a nhitng nguoi dung thudng xuyén di
chuyén hoic cac chi nhanh vin phong nho ma khong c6 két nbi thudng xuyén dén
mang Intranet ciia cong ty. Nham dap tng nhu cau truy cép dir liéu va ung dung
cho nguoi dung & xa, bén ngoai cong ty thong qua Internet. Vi du khi ngudi dung
mudn truy cap vao co s& dit liéu hay cac may chu file, giri nhan email tir cac may
chu mail nd1 bd cia cong ty.

)

Internet AN .
S
=
Hgwoi ding
t xa

g
Ngwoi ding

Nhanh V¥an phong



Hinh 1.5: M6 hinh VPN Remote Access

1.2.2. VPN Intranet

VPN Intranet hay con goi 1a VPN cuc bd 1a mot mé hinh tiéu biéu cua
VPN Site-to-Site, mo hinh két ndi nay duoc str dung dé tao lién két bao mat giira
cac dia diém khac nhau cia mot cong ty hay doanh nghiép. N6 lién két try so
chinh véi cic vin phong chi nhanh trén mét co sé ha ting chung st dung cac két
ndi riéng nhung ludén duge mi hoa bao mat. Piéu nay cho phép tat ca cac diém co
thé truy nhép an toan cac ngudn dit liéu dugc phép trong toan cong ty nhu trong
Hinh 1.6 dudi day:

Hhanh VP
t xa

Nhanh VP
t xa

Van phong
trung tam

VPN (&)
Gateway

Hhénh VP
t xa
Hinh 1.6: M6 hinh VPN Intranet

VPN Intranet cung cip nhiing dic tinh ciia mang WAN nhu kha ning mé
rong, tinh tin cdy va ho tro nhiéu kiéu giao thirc khac nhau véi chi phi théip nhung
van dam bao tinh mém déo.

1.2.3. VPN Extranet

VPN Extranet lién két cac khach hang, cac nha cung cép, hay cong dong

ngudi sit dung vao mang Intranet cia mot to chirc trén nén ha ting mang cong

cong sir dung cac duong truyén thué bao nhu trong Hinh 1.7



Mang Cong ty

Internet

Hinh 1.7: M6 hinh VPN Extranet

Gia1 phap nay cling cung cap cac chinh sach nhu trong mang riéng cua

mét to churc nhung dam bdao tinh bdo mat, tinh 6n dinh. VPN Extranet thuong su

dung céac két ndi danh riéng va thém vao cac 16p bao mat dé xac thuc va gidi han

truy nhap trén hé thong.

1.3.

1.3.1.

Uu diém va nhuwoc diém cia VPN

Uu diém

Chi phi dé trién khai thap.

Tinh bao mat cao vdi viée sur dung cac giao thirc xac thuc va ma hoa dir liéu
Tinh mo rong va linh hoat trong két ndi.

HJ trg nhiéu giao thirc.

Giam chi phi van hanh quéan 1y, thiét l1ap, nang cao két ndi, bao mat, nang
cap dé dang, hiéu suat bang thong.

Nhuoc diém

Phu thudc nhiéu vao chat lwrong mang cong cong (Internet). Dan dén viéc
g6i tin co thé dugc giri di cham hodc that thoat trong qua trinh truyén tin.
Phu thudc vao nha cung cap dich vu ISP.

Do dg phtrc tap cua cac thuat toan ma hoa s€ gay nhiing khé khan cho qua
trinh xac thuc. Thém vao d6, viéc nén di liéu dién ra chim chap. Do phai
truyén dit liéu thong qua Internet, nén khi trao d6i cac dir liéu 16n nhu cac
g6i dit liéu truyén thong, phim anh, 4m thanh s& rat cham.

1.4. Gi6i thiéu vé OpenSwan

OpenSwan la phin mém mi ngudén mé dung trién khai IPSec VPN dua
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trén giao thirc IPSec chuan REC 2401. Puoc hd trg trén nhiéu ban phan phdi linux
khac nhau: Red Hat, Debian, SuSE, Slackware va Gento, v.v. NO 1a mot nhanh
mé cua du an FreeS/WAN. Du an FreeS/WAN duoc thanh 1ap boi doanh nhan
John Gilmore, 14 du 4n dau tién thyc hién IPSec trong mi ngudn mé cu thé 1a
trong hé diéu hanh Linux.

OpenSwan hd tro cho hau hét cic phan md rong (RFC + du thao IETF)
lien quan dén IPSec, bao gém cac giao thirc IKEv2, chimg thu s6 X.509, NAT
Traversal, v.v.

1.4.1. Lich str cia OpenSwan

Trong khi IETF van dang trong qua trinh thiét ké giao thirc IPsec, doanh
nhan John Gilmore da thu nhdp du an FreeS/WAN. FreeS/WAN dtng thé cho
mang dién rong bao mat. Muyc ti€u cubi cung cua du an la lam cho IPsec tr¢ thanh
ché do hoat dong mac dinh cho toan b Internet. Phién ban 1. 0 da duoc phat hanh
cho Linux vao thang 4 nim 1999 duéi gidy phép GPL va lam viéc trén nhan
Linux 2.0.36.

Thang 9 nim 2000, Ken Bantoft di tao ra Super FreeS/wan dé cung cip
mot phién ban va cua FreeS/wan dé sir dung ma trong d6 da co tat ca cac tinh
nang can thiét cho nguoi ding VPN va c6 kha ning tuong thich.

Mua hé ndm 2003, cac tinh nguyén vién Chau Au va mot sé thanh vién
cia du an FreeS/wan din dau bdi Pau Woutrs dd gip va néi chuyén véi John
Gilmore tai trai hé Chaos Computer Club gan Berlin trén co s d6 thang 11 nim
2003 Openswan dugc phat hanh bdi Xelerance, mot cong ty mai thanh 1ap cho
Viéc tiép tuc phat trién ctia mot thuc hién IPsec mién phi cho Linux. Dy an da
dugc cong bd va phién ban cubi cung ciia Free/WAN, véi su hd trg Klips cho
nhan Linux 2.6, da dugc phat hanh.

Phién ban méi nhét cua Openswan 13 2.6.48 phat hanh vao ngay 06 thang
06 nam 2016.

1.4.2. Thanh phan cia OpenSwan
1.4.2.1. Pluto

Openswan ¢ daemon IKE linh hoat va tinh ning phong pha nhit dugc
goi 1a Pluto. Mic cho moi nguoi co thé dé dang bi nham 1an khi doc céc log
messages, nhung Pluto van cuc ky chinh x4c. N6 tham chi con dugc st dung nhu

mot tai liéu tham khao khi thuc hién thir nghiém daemon IKE thuong mai hoa.
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Mobi dém, cac du an Openswan chay mot bo kiém tra hdi quy hing dém
trén tit ca cac mi, bao gdm Pluto. Néu mot thay d6i ma pha v& bat ky chiic nang
nao né sé ty dong bao céo vao ngdy hom sau trén danh sach guri thu hing dém.
Ngoai ra con co cac bai kiém tra xem goi tin can phai duoc giam di thuc sy bi
giam hay chua, cic bai kiém tra khac vé ching nhan X.509, chudi CA khong an
toan, chuc nang NAT Traversal, phat hi¢n Peer Dead va nhiéu thi nghi¢m khac.
Cac bo kiém tra dugc van chuyén véi ma ngudn trong cic thu muc con thir
nghiém, bét cir ai ciing c6 thé chay cic phan mém thir nghiém trén hé théng cua
minh va n6 1a mdt cong cu rat hitu ich néu ngudi sir dung dang viét cac ban va 15
cua riéng minh hodc mé rong cho Openswan. Pluto c6 tinh nang khéi dong lai
manh mé trong truong hop that bai bat ngd. Bing cach nay, mot 16i duy nhat ma
c6 xay ra Pluto s€ khong tai lai toan bo mang cua nguoi dung.

Pluto c6 chuc ning trao d6i, thiét 1ap kénh an toan voi nhiéu tinh ning
thuc hién:

~ Pon gian hoa cac phuong thirc nang cao cho cac cau hinh ctua dudng ham.

— Tuén theo RFC (AH, ESP, transport va tunnel mode).

~ Ho6 trg NAT-Traversal.

— Opportunistic Encryption (duva trén khoa cong khai trong DNS/DNSSEC)
véi DHCP tich hop.

— Hb trg RoadWarrior nang cao (client trén IP dong).

~ Kha ning thuc thi cac scripts tiiy bién trén mot co sé cho mdi ngudi dung
hozc mdi dudng ham.

- Khoa RSAsig (khoa cong khai dugc quy dinh tryc tiép).

~ Sir dung chimg thu s6 X.509, CAs, va xir Iy CA trung gian.

~ Certificate Revocation List (CRL) - danh sach thu héi chung thu dong dugc
truy xuat bang cach sir dung FTP, HTTP, hoic LDAP.

— Phat hién két ndi ngang hang bi chét (Dead Peer Detection).

- XAUTH - Extended Authentication: hd tro xac thwc mdy chu va may
khach.

~ HO trg ché 4o Aggressive tuong thich.

~ Hb tro ModeConfig.

— Hb trg xac thuc tap trung PAM - Pluggable Authentication Module.

— Hb tro giao thire L2TP trén Windows.

~ Smartcard va phan cimg khéac hd trg token (Secure ID, eToken, ...).
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~ HO tro cho viéc trién khai quy mé 16n (hang ngan dudng ham ddng thoi
trén phan cung PC).

— M3 ngudn la rét linh hoat dwgc chuyén trén nhiéu nén tang Linux (MIPS,
ARM, Sparc, Alpha) tir Linux 2.0 dén 2.6, va Windows 2000 / XP.

— Lam viéc véi nhiéu loai IPsec stack (Klips va Netkey).

Pluto hoat dong nhu IKE. Pluto hay nhu mét daemon trén mot nit mang.
Hién nay, niit mang ndy phai c6 mot hé théng Linux chay Klips hodc Netkey cta
IPSec, hoac mot FreeBSD/NetBSD/MacOSX chay KAME cua IPsec.

Thuc thi IKE trén mdt nat mang cu thé, giao tiép voi mot thuc thé IKE
khac sir dung géi tin UDP, vi vay phai c6 mot tuyén giita cac nat cho mdi hudng.
IKE c6 thé duoc trién khai trén mot nut mang dé dam phan SA cho nit mang do.
IKE tao ra mot duong ham x4c thuc va ma hoa sau do la thoa thuan SA cho
IPSec, cac thong sd SA nay s& dugc luu trong co so dir liéu ciia SA 1a SAD.

Mot IPSec SA dung 2 co sé dir liéu. Security Association Database
(SAD) nam giir thong tin 1 lién quan dén mdi SA. Thong tin nay bao gém thuat
toan khoa, thoi gian séng ctua SA, va chudi sé tuan tu co so dit liéu thtr hai cua
IPSec SA, Security Policy Database (SPD), nam giir thong tin vé cac dich vu bao
mat kém theo v6i mét danh sach tht tu chinh sach cac diém vao va ra. Giéng nhu
firewall rules va packet filters. Cac thuc thé nay dinh nghia luu luong nao phai
duogc xir Iy va luu luong nao bi bé qua theo tirng chuan cua IPSec.
1.4.2.2 Klips

Klips 1an déu tién co trong IPSec stack cho Linux. Cac phién ban ban dau
chay trén Linux 2.0 va cac phién ban méi nhat da duoc hd tro trén Linux 2.2 cho
dén Linux 2.6. N6 duoc st dung duy nhat cho Linux Ipsec Stack trong hon mot nam.

Klips dugc viét lai giita phién ban FreeS/WAN 1.99 va phién ban 2.x. Mot
s6 chirc ning cua nd duoc phat trién manh dén nay va dugce tai cau trac. Cac ma
2.x ciing gidi thiéu hé thong kiém tra hoi quy (regression). Mdi mdt tinh ning ciia
Klips déu duoc kiém tra trong cac bai kiém tra nightly regression. Cac phién ban
2.X con la co s cho OpenSwan 2 x.

Klips ¢6 chuc nang thuc hién viéc ma hoéa cac goéi IP theo cong nghé
IPSec.

a. IPSecX interface.
Ké tir khi Klips c6 sdn cac ma netfiller trong nhan Linux, no di tim ra mot

cach madi d€ méc noi vao cac hat nhan va cac mang ludi stack. Cac giai phap tao

13



ra cac thiét bi 4o, cac thiét bi IPSecX, va ap dung mdt thu thuét dinh tuyén dé gui
cac goi tin vao cac thiét bi a0. Uu diém 14 luu luong cua goi tin rat rd rang. Mot
6i tin dd duoc ma hoa di vao cac thiét bi ethX. N6 phat hién ra rang day la mot
goi IPsec, va né duoc giri dén cac ma Klips dé dugc xur 1y. Klips giai ma goi tin,
va dat cac goi giai ma trén thiét bi ipsecX. Nhu vay, cac goi tin s& di qua tat ca cac
Linux iptables trén moi mot interface, cho phép cac luat tuong ltra riéng biét duoc
thuc hién cho ma hoa va giai ma cac goi tin. Piéu nay 1am cho céc luat tudng lira
duogc viét rat dé dang va duoc coi 1a mot trong nhimg tinh ning chinh cua Klips.
b. First Packet Caching.

Mot tinh nadng quan trong la b nhd dém (Caching) cua cac goéi dir licu
mang khi ma mot duong ham PS dugc tao ra. Boi vi voi bd nhé dém nay, duong
ham c6 thé dé dang dugc thiét lap bat va tat ma khong co bat ky mat mét nao vé
goi tin. Vi vdy ma viéc mat mat goi tin khong con la van dé dang lo ngai, nhung
hay cht ¥ néu mat di mot vai géi tin dau sé& dan dén mot sy cham tré dang ké.

c. Path MTU Discovery

Mot tinh nang khac cua Klips 12 né hd trg day du Path MTU Discovery
(RFC 1191). Path MTU Discovery mé ta mdt phuong phap dé xac dinh don vi
truyén t6i da (MTU) ctia mot goi tin.

Path MTU Discovery (PMTUD) 1a mét ky thuat duoc tiéu chuan hoa vé
mang may tinh dé xac dinh kich thudc don vi truyén tai toi da (MTU) trén mang
gifra hai giao thtrc Internet (IP) ctia céc hosts véi nhau, thong thudong véi muc tiéu
tranh phan manh géi IP. PMTUD ban dau dugc danh cho cac bo dinh tuyén trong
Internet Protocol Version 4 (IPv4). Tuy nhién, hién nay tat ca cac hé diéu hanh
hién dai da sir dung né trén céc thiét bi dau cudi.

Path MTU Discovery tim ra kich thudc 16n nhit cta géi tin ma c6 thé
dugc xir 1y boi tat ca cc router trung gian giira hai may tinh. May tinh khéi tao s&
bat dau guri cac goi tin nho, nhung mdt khi n6 da dugc nhan mot cach chinh xac &
phia bén kia, thi n6 sé& ting dan kich thudc goi tin. Tai mot diém nao d6, hoic l1a
diém két thic, hodc 12 mot may ¢ gitra ma dang chuyén tiép cac géi tin, s& c6 mot
g6i tin khong thé giri xa hon dugc nita bai vi nd qua 16n. N6 sé drop goi tin va gui
lai mdt thong bao cho may chu dang gui tin. Pay la mot goi ICMP “Destination
Unreachable” (khong thé gui téi dich), trong d6 c6 chira mot théng diép

“Datagram Too Big” (g6i dir li€u qué 16n). Tai May gui s€ nhan dugc goi tin
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ICMP do, no6 doc gia tri ‘Next-Hop MTU”, va sir dung go6i tin ¢6 kich thudc nho
hon dé thay thé.
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d. NAT Traversal

bay la mot truong hop dac biét cua NAT dong, NAT traversal dugc st
dung trong Linux. V&1 NAT traversal nhiéu dia chi IP duoc an di dudi mét dja chi
duy nhat, n twong phan véi NAT dong, chi c6 mot két ndi cho mot IP duy nhét
tai mot thoi diém. Trong NAT traversal nhiéu két ndi dén cung mot IP s€ duoc
phan chia thong qua TCP Port.

NAT traversal con duoc goi 1a UDP dong goi luu lugng truy cap dé co thé
dén dich chi dinh khi mot thiét bi khong c6 mot dia chi cong cong. biéu nay
thuong 1a truong hop néu ISP dong vai tro nhu NAT, hodc cac giao dién bén
ngoai ctia tuong lira duoc két ndi véi mot thiét bi c6 kich hoat NAT.

Ciing nhu IPSec cung cdp bao mat, NAT traversal ciing cung cdp tinh xac
thuc va toan ven. Dia chi nhiing cia mdy chu trong I[P Payload khong phu hop véi
dia chi ngudn cta goi tin IKE khi d6 né duoc thay thé bang dia chi cta thiét bi
NAT. Piéu nay c6 nghia la pha v& tinh xac thyc. Vi vy, khi cac thiét bi NAT 1am
thay do6i cac goi dit liu diéu d6 s& gay mat tinh toan ven va xac thuc.

Trong mdt s trudng hop tuy thudc vao mirc d6 ma hoa, luu luong va dic
biét I cac tiéu dé duoc ma hoa khi sir dung ESP trong IPSec. Cac thiét bi NAT
khong thé thay d6i céc tiéu dé dugc mi hoa dén cac dia chi riéng ctia minh. Trong
khi @0, cac thiét bi NAT & gitra pha v& tinh xac thuc, tinh toan ven va trong mot
s6 truong hop khong thé 1am bat cir diu gi ¢ tit ca cac géi tin. RS rang cac thiét
bi NAT va IPSec la khong twong thich v&i nhau, va dé giai quyét van dé nay NAT
traversal dd duoc phat trién NAT traversal s& thém mot tiéu ¢&&¢ UDP ma goi gon
tiéu dé IPSec ESP bén trong. Nhung gbi UDP méi nay 1a khong dugc ma hoa va
dugc coi 1a giong nhu mot goi tin UDP binh thudng, cac thiét bi NAT c6 thé thuc
hién cac thay ddi can thiét va xir Iy goi tin. NAT traversal trén ciing giai quyét

viéc ki€ém tra tinh xdc thyuc va toan ven dugc chi ra trong Hinh 1.8
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IPsec
Remote . IPsec

Private Client Thiétby PAT Gateway Private
Network Network
Public
Network
, SYCIOGENE ESP Header Original IP TCP/UDP _
| Header Header T Payload N=SEREETES

External IP [UDP Header ESP Original IP  TCP/UDP .
Header Header Header Header Pay load E=SIzEIEIIE

Hinh 1.8: NAT Travesal gitip hd trg cac goi tin d3 duoc ma hoa co thé di
qua céc thiét bi PAT

Truong hop NAT traversal dugc sit dung & mot hodc ca hai cung xac dinh
vO1 nhau réng ho dang sir dung NAT traversal, sau d6 cac cugc dam phan IKE
chuyén sang str dung UDP port 4500. Cac dir liéu duoc giri va xtr 1y bang cach st
dung IPSec trén UDP, ma da dugc xir Iy boi NAT traversal. Pau tién n6 nhan goi
tin IPSec chua dong goi tir géi UDP va sau d6 xu ly luu lugng nhu mot goi tin
IPSec tiéu chuan.

Ba céng dac bi¢t phai dugc mo trén thiét bi NAT cho VPN lam viéc mét
cach chinh xac la UDP port 4500 (st dung cho NAT-T), UDP port 500 (st dung
cho IKE) va giao thtc IP 50 (ESP).

1.5. Két luan chwong 1

Chuong 1 da gi6i thiéu tong quan vé VPN, cac md hinh VPN hién nay
cling nhu vu nhuoc diém cua VPN. Trinh bay mot cach chi tiét vé giao thirc IPSec
VPN dé tir 6 lya chon phan mém phu hop trién khai IPSec VPN. Giéi thiéu vé
bd phan mém OpenSwan, lich sir hinh thanh va thanh phan chinh. Qua day, chiing
ta co thé thdy duoc viée str dung cong nghé VPN trién khai cho hé théng mang
clia cac cong ty, t6 chirc 13 hét sirc can thiét. Vi nhiéu mo hinh trién khai VPN va
nhimg uu diém cua né mang lai. Trong chuong 1 ctia 46 4n da chi ra giao thirc
[PSec VPN nham bao dam tinh tin cay, tinh toan ven va tinh xéac thyuc cua dir licu
khi qua mang IP (Internet Protocol) cong cong va gi6i thiéu tong quan vé bd phan
mém OpenSwan nham muc dich trién khai IPSec VPN. Viéc lya chon st dun bd
phan mém OpenSwan cho trién khai IPSec VPN nhitng wu diém sau: bd phan
mém OpenSwan 13 phin mém mi ngudn md, hd trg trén nhiéu ban phan phdi
linux, hd trg cho hau hét cic phan md rong lién quan dén IPSec. Va dé minh
chtng cho nhiing 1y thuyét dd néu ra trong chwong 1 ctia dd an cac phan tiép theo

trong dd 4n s& thyc nghiém trén co s& 1y thuyét  do.
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CHUONG 2. TRIEN KHAI HE THONG VPN DUA TREN
OPENSWAN

2.1. MO hinh trién khai VPN

Mo hinh két nbi nay cho phép ngudi dung & xa két ndi téi mang ndi bd
ctia cong ty, tO chirc. Cu thé trong dd an t6t nghiép sé st dung IPSec VPN xac
thuc nguoi ding bang MS-CHAPv2 dé két ndi va dam bao an toan cho viéc
truyén dir liéu gilta ngudi ding ¢ xa va mang ndi bd cla cong ty, t6 chic qua
moi truong mang cong cong Internet. Sir dung mo hinh trién khai nhu trong
Hinh 2.1

10.10.10.0/24 \

/ \\\
/ g 10 \

Domain Controller 192.168.244.134

h 1 R / /
Switch $ 5 : 3
el
VPN Server

Client Remote
lf ] A1
Client 01

Hinh 2.1: M6 hinh trién khai VPN Remote Access
Céc thanh phan hé thong.

- 1 May chu DC (Domain controller): Winserver 2003: 10.10. 10.10
- 1 May chu VPN: CentOS 7 c6 2 giao di¢n card mang.

+ Card public: 192.168.244.134

+ Card private: 10.10.10.1
- 1 May Client: Win 7: 10 .10 .10. 11
- May Client Remote access: Win 7: 192.168.244.200

2.2. Cai dit phin mém OpenSwan

- (Cai dat g1 OpenSwan trén CentOS 7 server 14.04

192.168.244.200

\
\
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Str dung 1énh: apt-get install openswan
— Thuc hi¢n bat churc nang IP Forwarding:

Str dung 1énh: echo 1 > /proc/sys/net/ipv4/ip_forward
- Sau d6 restart IPSec: /etc/init.d/ipsec restart

~ Pé kiém tra trang thai ctia goi OpenSwan sir dung 1énh: ipsec verify

root@localhost qal23:-# Ipsec verify
Checking your system to see if IPsec got installed and started correctly
Version check and Ipsec on-path
Linux Openswan U2.6.38/K3.19.0-25-generlc (netkey)
Checking for IPsec support In kernel
SAref kernel support
NETKEY: Testing XFRM related proc values
[OK]
[OK]
Checking that pluto Is running
Pluto listening for IKE on udp 500
Pluto listening for NAT-T on udp 4500
Two or more Interfaces found, checking IP forwarding
QUERADE1ng [OK]
Checking for 'tp' command
Checking /btn/sh Is not /bln/dash
Checking for 'tptables' command
Opportunistic Encryption Support

Trang thai ipsec nhu trong Hinh 2.2 sau

Hinh 2.2: Trang thai cta goéi OpenSwan

Trang thai phan mém duoc kiém tra & day cho thay dbi voi goi cai dat
OpenSwan chtrc ning ma héa duoc hd tro & day la Netkey. Netkey c6 chirc ning
va nguyén Ky hoat dong ciing tuong tu nhu Klips xong khong dugc hd trg nhiéu
cho IPv4, cac tai liéu vé Netkey ciing khong c6 nhiéu do nd dang duoc nha phat
trién sur dung dé hd tro trén IPV6.

Nhu vy go6i phan mém OpenSwan di duoc cai thanh cong.
2.3. Trién khai thuc nghiém VPN Remote Access

Thiét 1ap cac file ciu hinh cho hé thdng VPN Remote Access

2.3.1. CAu hinh file ipsec.conf: nano /etc/ipsec.conf

version 2 # Conforms to second version of ipsec.conf specification
config setup
dumpdir=/var/run/pluto/

#Thu muc khéi tao Pluto dé thue hién qua trinh thiét 13p kénh an toan
nat_traversal=yes
#Bat ho tro Nat-Traversal
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virtual_private=%v4:10.0.0.0/8,%v4:192.168.0.0/16,%v4:172.16.0.0/12
, %0v6:fd00::/8,%v6:fe80::/10

#Nhiing dai mang noi bo duoc hd tro
protostack=netkey

# Quyét dinh giao thtrc stack duge st dung
conn L2TP-PSK-NAT

rightsubnet=vhost: %priv
also=L2TP-PSK-noNAT

# Su dl_mg giao thuc L2TP V,é’i kiéu két nbi 1a Presharekey c6 ho tro
NAT. Cac thong so tuy chinh dugc 13y ¢ dudi (L2TP-PSK-noNAT)

conn L2TP-PSK-noNAT

authby=secret

# Kiéu st dung 14 chia sé khoa bi mat st dung hé mat RSA
pfs=no

# Disable pfs

auto=add

# Tai cac két n6i va dap tmg mot yéu cau giri dén
keyingtries=3

# S6 1an c gang thoa thuan két ndi conn
ikelifetime=8h

# Théi gian t6i da trao doi khoa va thiét 1ap kénh truyén
keylife=1h

# Thoi gian séng cua key

type=transport

# Kiéu giao thirc truyén

Left=192.168.244.134

# Dia chi IP public cia VPN Server
leftprotoport= 17/1701

# Cong ket noi

right=%any

# Dia chi bén ngoai két ndi vao

rightprotoport=17/%any
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# Coéng két ndi

2.3.2. CAu hinh file ipsec.secrets: nano /etc/ipsec.secrets
Include /var/lib/openswan/ipsec.secrets.inc
192.168.244.134 %any: PSK “123456”

# Khoa bi mat duoc thiét 1ap
2.3.3. Cau hinh file x12tpd.conf: nano /etc/xI2tpd/xI2tpd.conf
[global]

Ipsec saref = no
debug tunnel = yes
debug avp = yes
debug packet = yes
debug network = yes
debug state = yes
[Ins default]
ip range = 10.10.10.100-10.10.10.150
# Dai dia chi dung dé cap cho Client khi thyc hién VPN remote access vao
local ip =10.10.10.1
# Dia chi card ndi b (private) cia may chu VPN
require chap = yes

refuse pap = yes
require authentication = yes

ppp debug = yes
pppoptfile = /etc/ppp/options.x|2tpd
length bit = yes

2.3.4. Cau hinh file options.x12tpd : nano /etc/ppp/options.xI2tpd

refuse-mschap-v2
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refuse-mschap
ipcp-accept-remote
ms-dns 8.8.8.8
ms-dns 8.8.4.4
asyncmap 0

auth

lock
hide-password
noccp

modem

dump

logfile /var/log/xI2tpd.log
logfd 2

idie 1800

mtu 1410

mru 1410

name thaonb4

password “Pa$$wO0rd”

# Username va password dé truy cap VPN
2.4. Két ndi va kiém tra két noi
Khot dong 1ai 2 giao thure: ipsec va 12tp
/etc/init.d/ipsec restart, trang thai khoi dong nhu trong Hinh 2.3

root@localhost gqal23:-# /etc/init.d/lpsec restart ipsec_setup: stopping Openswan
IPsec... Ipsecsetup: starting Openswan IPsec U2.6.38/K3.19.0-25-generic...

ipsec_setup: multiple Ip addresses, using 192.168.244.134 on ethe root@localhost
qal23:~# I

Hin h 2.3: Trang thai khéi dong 1ai cta giao thirc ipsec
/etc/init.d/xI2tpd restart, trang thai khoi dong nhu trong Hinh 2.4
root@localhost qal23:-# /etc/lntt.d/x12tpd restart Restarting X12tpd: X12tpd.
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Hinh 2.4: Trang thai khai dong 1ai cua giao thire L2T
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Trén may remote access thuc hién két ndi téi VPN server voi thiét lap két
nbi la L2TP nhu trong Hinh 2.5

Log On ko Windows

/ 7 WindowsSe
'. Enterprise Edition

Capyright € 1885-2003 Micrasoll Corparation

ser name: I Administrator

Passwiord; I sus

Ok I | Qpkions = >

Hinh 2.5: Két ndi remote access tGi VPN sever erver
Sau khi két n61 thanh cong may remote access s€ dugc cap 1 dia chi ip

trong dai dia chi ip da duoc thiép 1ap trén VPN server nhu trong Hinh 2.6

L s WAH {PPP-/SLIP) Interface
BE-53-45-80-08-88

C:sJocuments and Settingssade

Hinh 2.6: Pia chi ip duoc cap cho Client sau khi két ndi téi VPN Server
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Kiém tra Ping t6i may DC trong mang LAN nhu trong Hinh 2.7

—— - = - ot " oy - 1= mEl

et C:\WINDOWS\system32\cmd.exe - ping 10.10.10.10 -t

Physical Address. . . . . . . . . * 64-5A-84-72-9B-71
C:\Documents and Settings\admin’ping 18.18.168.18 -t
Pinging 18.168.18.18 with 32 bytecs of data:

y from 18.18.18.18:
from 16.18.16.18:

tine=619ms TTL=127
time{ins TTL=127

from 18.18.16.18:
y from 16.18.18.18: b S time=1ins TTL=127
from 18.18.168.18: es=32 time=1ims TTL=127
from 18.18.16.18: b time=1ns TIL=127
from 16.18.18.18: h: 2 time=3ms TTL=127

time=1mns TTL=127

3
2
y from 18.18.18.18: bytes=32 timne=1ins TTL=127
>
2

I.._.__

inh 2.7: Két qua két ndi tir may remote access toi may domain controller



Kiém tra Ping tlr may client téi may remote access nhu trong Hinh 2.8

e C:\WINDOWS\system32\cmd.exe - pmg10 10.10.100 -t

Microsoft Windows RP [Ue
(C> Copyright 1985 2861 M soft Corp.

C:\Documents and Settings\Administrator’ping 18.18.18.1688 -t

Pinging 18.18.108.188 with 32 hytes of data:

Reply from .18.18.188: b 2 tine=484ns TTL=127
Reply from 18.18.18.166: Tine'l s TTIL=127
Reply fronm .18.18.188: 2 s TTL=127
Reply from .18.18.188: 2 tim s TTL=127

Reply from .18.18.188: time=31ims TTL=127

Hinh 2.8: Kiém tra Ping tir may Client tGi may remote access
Thuc hién bét géi tin tren may remote access nhu’ trong Hinh 2. 9

ﬂ"""‘”‘"’" %@ Fle Edt View VM Tobs Help O = 55 Oent 5 wenserver ) Rem.. . B n» -'Basa

Cphae Andyze Satstes  Tekphony Iook  Intermals  Heb

X2 Re+»a9TF 2 B QA N8k B

ty Payload

Profile: Defack

14 start . Hetvork Zonnectons Capturng from Loed &t NE W

Hinh 2.9: Thuc hién bat goi tin trén may remote acCess

Thuc hién bat géi tin trén may remote access cho thdy cac goi tin khi di

ra ngoai mang ndi b da duoc ma hoa ESP. Do vady ma may remote access va

vung mang ndi bén trong co thé lién lac va trao d6i dir liéu véi nhau ma khong
can quan tdm dén van dé bao mat.
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2.5. Két luan chuong 2

Chuong 2 thyc nghiém m6 hinh VPN Remote Access sir dung giao thtic
IPSec VPN voi ho tro 1a phﬁn mém OpenSwan. Bing viéc cai dit géi OpenSwan
truc tlep tir goi hd tro. Két ndi thanh cong vdi 2 giao thie [PSec va L2TP dam
bao rang khi ngudi str dung két ndi t6i mot mang ndi bod cua 1 cong ty hay to
chtrc thi hoan toan dugc bao mat. Cac goi tin ra ngoai internet da dugc ma hoa
hoan toan va dudng hdm ma héa trong subt v6i nguoi st dung, do d6 ma khach
hang hay nhan vién khi két ndi vao co thé trao ddi thong tin, dit liéu mot cach an
toan. Trén day 1a nhitng budc trién khai ban dﬁu duoc thuc hién dya trén co sé ly
thuyét ctia chuong 1, trong nhiing chuong tiép theo ctia d6 an s& di nghién ctu
sau hon vé ma nguon bd phan mém OpenSwan.
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CHUONG 3. PHAN TiCH VA TUY BIEN MA NGUON OPENSWAN

3.1. Cau truc thw muc ma nguon

M3 ngudn bd phan mém OpenSwan c6 mot sd thu muyc chinh nhu trong
Hinh 3.1

—> Contrib

Include

b—3 | Lib

—_— Linux

OpenSwan :r—)

p | OsxApp
——> | Packaging

—> | Ports

e | Programs

by Makefile.inc

Hinh 3.1: Cau trac thuc muc chinh trong ma nguon bd phan mém
OpenSwan

Trong do:

— Thu muc Contrib: chira cdc dong gop cua nguoi dung va su da dang
cac loai ma trong viéc phat trién.

— Thu muc Include: chira nhan ctia ma ngudén OpenSwan va céc thu
vién cua bd phﬁn mém OpenSwan.

— Thu muc Lib: Gdm c6 cac ham thanh phén va cac thu vién nhu ma
hoa, ipsec config, ipsec policy.

— Thu muc Linux: Thu muc chira ma nguén va thu vién dé thyc thi
ipsec trén hé diéu hanh Linux.

— Thu myc OsxApp: Puoc hd tro riéng cho Mac OS X.

~ Thu muc Packaging: Dinh nghia céc gi tri théng sd hoat dong ciia
IPSec.

— Thu muc Ports: Dinh nghia cac thong s6 hé théng.

— Thuc muc Programs: cac ham chinh thuc thi cac file cau hinh va
bién dich.

~ File Makefile.inc: File thuc thi ma ngudn.
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3.2. Phan tich cic module mi ngudn bd phin mém OpenSwan
Céc module chinh cia mi ngudn bd phan mém OpenSwan hoat dong
theo nhu trong Hinh 3.2 duéi day
- /
\;\ \/ \/ 17

Mesmge oSl Dung >
p tuyén N\

”7/\/“ N

LIBIDEA
LIBDES

\‘\‘ /\ /”L
WV 7
< Duong

D truyén N

AN

Hinh 3.2: So d6 hoat dong ctia cac modul

Khi goéi tin di vao duong truyén s& duoc chuyén toi mién thuc thi cia
Pluto tai day Pluto s€ c6 nhiém vu xac thuc va thiét l1ap kénh an toan cu thé nhu
Sau:

Pulto str dung 2 file Whack.h va Whack.c s€ c6 nhiém vu la tao giao di¢n
dé thuc hién cac 1énh Pluto cling nhu céc tién trinh cia module Whack, tiép theo
d6 module IPSec doi thuc hi¢n vi¢c trao ddi cac thong tin vdi cac gateway khac
dé thuc hién céac qué trinh thdéa thuan cac SA an toan, trong module ndy, n6 cling
thue hién viée xac thuc cac gateway mi hoa bang viée sir dung khoa chia sé

truoc hay hé mat khoa cong khai sau do dir liéu duoc dua té1 CSDL lién két an
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toan SAD tai ddy SAD s& duoc tham chiéu dé quyét dinh xem goi dit liéu s&
dugc xur ly tiép theo, goi tin dugc chuyén téi mién thuc hién viéc trao doi cac
thong tin gitta Pluto va Klips v&1 3 module chinh: Kernel, Server,
Kernel comm, goi tin dugc dua toi Klips, Klips st dung module Pfkey v2 va
Pfkey v2 pars er dé giao tiép va trao ddi thong tin véi Pluto sau d6 goi tin s&
duoc module Ipsec_xfrom két hop voi cac thu vién DES, IDEA va cac thong tin
da thoa thun tai Pluto chuyén xudng dé tao ra cac khoa an toan cho phién lién
lac, goi tin duoc chuyén téi SAD dé quyét dinh cac thong tin ma hoa hay giai ma
sau d6 dugc module Ipsec_tunnel ma hoa va dong goi giri vao dudng truyén. O
chiéu nguoc lai module Ipsec_rcv s& giai ma goi tin véi cac thong sé da duoc
quyét dinh boi SAD 16i dua vao duong truyén.
3.3. Tuy bién mi ngudn OpenSwan
Mot s6 thue hién cho viée tuy bién ma nguén:
— Stra ndi dung cac ham da co
— Thém ham méi
—~ Tbi gian ma ngudn véi viéc bo di cac ham khong can thiét
Pé dé dang hon trong viéc trién khai va van hanh hé théng VPN, d6 an sé&
thuc hién viéc stra nd1 dung cac ham da co béng cach viét hoa mot sb ky tu
truyén vao va phan kiém tra trang thai giao thtrc IPSec.
3.3.1. Viét hoa ky ty truyén vao
Viéc cdu hinh IPSec VPN phu thudc phan 1én vao file ciu hinh
ipsec.conf né nam trong thu muc /etc (thuy muc chtra cac file cdu hinh), nhimg
tiy chon, ky tu trong file ipsec.conf déu dugc tham chiéu dén mi ngudn
OpenSwan da bién dich. Trong d6 c¢6 nhiing tuy chon, ky tr mac dinh va nhiing
tuy chon, tu yéu cau nguoi st dung gﬁn duoc truyén vao dé thuc hién IPSec
VPN.
Nhiing théng sé ciu hinh trong file ipsec.conf thé dugc chia thanh 3
phan:
- config setup
Nhirng thong s6 cau hinh & muc thiét lap ban dau nhu: bat hd trg NAT
Traversal, tiy chon nhitng dai mang noi bd duge hd tro hay quyét dinh

chtrc ndng ma hoa...
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- conn %default
Nhirng tuy chon méc dinh cho viéc thiét 1ap céc két ndi
— conns
Nhitng thong sb truyén vao tir ngudi dung cho viée thiét 1ap cac két ndi
Pé dé dang hon trong vi¢c thiét 1ap cac két ndi, 6 4n s& trinh bay vé viéc
viét hoa nhitng tham sd truyén vao trong file cdu hinh ipsec.conf. Bang cach stra
d6i ma ngudn bd phan mém OpenSwan tim kiém va thay thé mot sd ky tu trong
nhimg file thuc thi c6 phan dudi 1a .c va .h cia mi ngudén bd phian mém
OpenSwan. Nhiing file thuc thi ndy dugc luu chii yéu tai thu muc programs cia
ma nguodn. Nhimg ky tu dugc thay thé nhu sau:
~ Ky tu “trai” thay thé cho ky tu “left” trong ma ngudn
~ Ky tu “phu” thay thé cho ky tu “subnet” trong ma ngudn
— Ky tu “phai” thay thé cho ky tu “right” trong ma nguén
Vi du vé mot so file trong thu muc ma ngudn da duoc stra d6i nodi dung:
~ File whack.c trong thu muc programs/pluto dugc thay thé véi 2 ky tu
“trai” va “phai” twong Gng véi 2 ky tu “left” va “right” trong ma ngudn
nhu trong Hinh 3.3

*whack.c

Warning, you are using the root account, you may harm your system.

check end(&msg.trai, &msg.phai, !'LHAS(end seen before to, END NEXTHOP-END FIRST)
, msg.addr family, msg.tunnel addr family)

check end(&msg.phai, &msg.trai, 'LHAS(end seen, END NEXTHOP-END FIRST)
, msg.addr family, msg.tunnel addr family);

if (subnettypeof(&msg.trai.client) != subnettypeof(&msg.phai.client))
diag("endpoints clash: one is IPv4 and the other is IPv6");

i1f (NEVER NEGOTIATE(msg.policy))

{
* we think this is just a shunt (because he didn't specify
* a host authentication method). If he didn't specify a
* shunt type, he's probably gotten it wrong
./
if ((msg.policy & POLICY SHUNT MASK) POLICY SHUNT TRAP)
diag(“non-shunt connection must have --psk or --rsasig or both");
}
else
{
/* not just a shunt: a real ipsec connection */
if ((msg.policy & POLICY ID AUTH MASK) == LEMPTY)
diag(*must specify --rsasig or --psk for a connection”);

if (!'HAS IPSEC POLICY(msg.policy)

££ |mc

ha

Hinh 3.3: Stra d6i ndi dung file whack.c trong md ngudn

31



~ File connections.c trong thu muc programs/pluto duoc thay thé véi ky tu

“phu” tuong Gmg véi ky tu “subnet” trong ma ngudn nhu Hinh 3.4 sau

*connections.c

Warning, you are using the root account, you may harm your system.

{

if (routed(sr-=routing)
&& addrinphtl(our client, &sr->this.client)
&% addrinphu(peer client, &sr-=that.client))

if (best == NULL)
{
best = c;
break;

}

DBG(DBG OPPO,
DBG log("comparing best %5 to %s"
, best-=name, c-=name));

for (bestsr = &best->spd; best!=c && bestsr; bestsr=bestsr-=next)
{
if (!phuinphu({&bestsr->this.client, &sr->this.client)
|| (samephu{&bestsr->this.client, &sr->this.client)
&& !'phuinphu(&bestsr->that.client
, &sr->that.client)))

best = c;

B *connections.c

Hinh 3.4: Sira d6i noi dung file connections.c trong mi ngudn
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~ File confread.c trong thu muc lib/libipsecconf di dugc thay thé ca 3 ky tu

néu trén nhu trong Hinh 3.5 sau

*confread.c

Waming, you are using the root account, you may harm your system.

if(kw->keyword.keytrai)
{
the strings
the options
set strings
set options
} else {
the strings
the options
set strings
set options

&conn->trai.strings;
&conn->trai.options;
&conn->trai.strings set;
&conn->trai.options set;

wuw wn

&conn->phai.strings;
&conn->phai.options;
&conn->phai.strings set;
&conn->phai.options set;

}
field = kw->keyword.keydef->field;

#ifdef PARSER TYPE DEBUG
starter_log(LOG_LEVEL DEBUG, "#analyzing %s[%d] kwtype=%d\n",
kw->keyword.keydef->keyname, field,
kw->keyword.keydef->type);
#endif

assert(kw->keyword.keydef != NULL);

switch(kw->keyword.keydef->type)
{

case Kt string:

case kt_filename:

case kt dirname:

case kt bitstring:

case kt ipaddr:

case kt phu:

case kt idtype:

Hinh 3.5: Stra doi ndi dung file confread.c trong ma ngudn

Thuce hién tvong tu véi nhiing file c6 phan dudi 1a .c va .h con lai trén ma
nguoén bo phan mém OpenSwan.

Sau khi d3 stra d6i va bién dich bd phan mém OpenSwan tir ma ngudn
moi thi viéc truyén tham sd vao file cau hinh ipsec.conf khong con gidng nhu
truoc, luc nay s€ c6 mot sb tuy chon ma da dugc viét hoa budc nguodi dung phai
nhap dung theo yéu cau ciia md ngudén méi. Nhitng tiy chon duoc stra doi va

thay thé khi nhap vao file ciu hinh ipsec.conf nhu Bang 3.1 sau:
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Bang 3.1: Mot sb tiy chon dugc sira doi va thay thé trong file ipsec.conf

STT Ky tu ban dau Ky tu thay thé
1 left trai

2 leftsubnet traiphu

3 leftrsasigkey trairsasigkey
4 right phai

5 rightsubne phaiphu

6 rightrsasigkey Phairsasigkey

3.3.2. Viét hoa kiém tra trang thai IPSec

pé dé dang hon trong viéc kiém tra va van hanh IPSec VPN, d6 an da
thuc hién stra d6i phan hién thi thong tin trang thai IPSec nham dé dang hon cho
nguoi st dung. Tim kiém va thay thé nhiing ky tu duoc hién thi ra khi nguoi
dung thuc hién kiém tra trang thai [PSec VPN b'fmg cach stra ddi noi dung file
verify.in trong thu muc programs/verify ciia ma nguén bd phan mém OpenSwan.

Vi du nhur doan code duogc sira d6i nhu trong Hinh 3.6 sau:

verify.in

Waming, you are using the root account, you may harm your system.

sub installstartcheck {
print "Kiem tra giao thuc IPSec da duoc cai dat va van hanh mot cach chinh xac:\n";

printfun "Kiem tra phien ban va duong dan IPSec";
run "ipsec --version”;

errchk "@out";

print grep /Linux/, @out;

printfun "Kiem tra IPSec duoc ho tro trong nhan";
if ( -e "fproc/net/ipsec eroute” || -e "/proc/net/pfkey"” ) { s$test="1" }
errchk "stest”

# This requires KLIPS NAT-T patch > 2.4.%
if ( -e "/proc/net/ipsec eroute”) {

printfun " KLIPS: ho tro NAT Tralversal"”;
if ( -e "/sys/module/ipsec/parameters/natt available") {
run "cat /sys/module/ipsec/parameters/natt available”;
if("@out" =="1\n")
{ warnchk "", "OLD STYLE"; }
else {
if("@out" == "2\n")
{ errchk "OK"; }
else
{ warnchk "", "UNKNOWN"; }

}
} else { warnchk "","UNKNOWN"; }
printfun " KLIPS: ho tro OCF crypto offload”;
if ( -e "/sys/module/ipsec/parameters/ocf available") {
run "cat fsys/module/ipsec/parameters/ocf available";

if("@out" =="1\n")
{ errchk "OK": 1

Hinh 3.6: Stra doi noi dung file verify.in
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Lam tuong tu véi nhitng phan hién thi con lai trong file verify.in ta duoc
két qua khi kiém tra trang thai nhu trong Hinh 3.7

Kiem tra giao thuc IPSec da duoc cai dat va van hanh mot cach chinh xac:
Kiem tra phien ban va duong dan IPSec [OK]
Linux Openswan 2.6.32 (klips)
Kiem tra IPSec duoc ho tro trong nhan
KLIPS: ho tro NAT Tralversal
KLIPS: ho tro OCF crypto offload
Ho tro nhan SAref
Kiem tra Pluto hoat dong
Pluto lang nghe giao thuc IKE voi giao thuc truyen udp cong 500 [0K]
Pluto lang nghe giao thuc NAT-T voi giao thuc truyen udp cong 4500 [0K]
' tra IP forwarding cua cac giao dien mang [0K]
tra NAT and MASQUERADEing N/A]
tra for 'ip' command
tra /bin/sh is not /bin/dash

[0K]

[WARNING]

tra for 'iptables' command [0K]
[

tra Opportunistic Encryption DISABLED]

Hinh 3.7: Trang thai IPSec sau khi da stra d6i m3 ngudn bo phan mém
OpenSwan

3.4. Két luan chwong 3

Chuong 3 da dua ra dugc cau trac cac thu muc trong ma nguén cua bd
phan mém OpenSwan. Phan tich hoat dong cta cac module trong qua trinh trao
d6i va thiét lap kénh an toan trén Pluto, viéc mi héa va giai ma goi tin trong
mién thuc thi cia Klips. Can thiép vao ma ngudn bd phan mém OpenSwan sira
d6i noi dung mét sé file thyc thi dé dua ra mot bd ma ngudn méi giup cho nguoi
dung dé dang hon trong viéc trién khai va van hanh IPSec VPN. Dé thay duoc sy
tién ich ctia md ngudn méi so v6i ma ngudn gdc chuong tiép theo ciia dd 4n s&
thue nghiém mo hinh VPN site to site trén ma ngudén goc va ma ngudn da tiy

bién.
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CHUONG 4. THUC NGHIEM

4.1. Thuc nghiém 1: Trién khai hé thong VPN tir ma ngudén OpenSwan

Khi chi nhdnh mang tai Ha Noi va Ho Chi Minh cua 1 céng ty mudn
thie hién viéc lién lac va trao doi thong tin v6i nhau ma van dam bao vé tinh bao
mat cac thong tin dugc truyén tai dén nhau. M6 hinh VPN site to site dudi su bao
mat cua giao thirc IPSec VPN duoc xay dung ra dé giai quyét van dé do.

4.1.1. Mo hinh thuc nghi¢ém VPN site to site

Trién khai thyuc nghi¢ém VPN site to site s€ thuc hién theo mo hinh nhu
trong Hinh 4 .1

el //AHV\\‘\ _f// TN !
7 LANHN N\ 7 LANHCM
o, 172.16.1.0/24 N\ // 192.168.0.0/24
// “\ ///
\ / \\
/ \
f \

\
\ - .
( \Lj\ .IEO ‘:\O \Alo_w.o.z 10.10.0.%( @; \® )

\ ClientiN ~ VPNServerHN/ \VPNServerHCM  ClientHCM/

Hinh 4.1: M6 hinh thyc nghiém VPN site to site
4.1.1.1. Cdc thanh phan may chi, may tram
Vung mang ngi bo tai Ha Noi c¢6 dai dia chi: 172.16.1.0/24

- May chu VPNServerHN: chay hé diéu hanh Linux c6 sir dung bd phan
mém OpenSwan. Pong vai tro la gateway cho dai mang ndi bo tai Ha
Noi. N6 ¢6 2 giao dién card mang:

+ Card public: 10.10.0.2 dé giao tiép voi VPNServerHCM.
+ Card private: 172.16.1.129 giao tiép v6i mang noi bo Ha Noi.

- May ClientHN: Chay hé diéu hanh winserver 2003 c6 dia chi ip
172.16.1.10
Viung mang ndi bd tai H6 Chi Minh c6 dai dia chi: 192.168.0.0/24

- May chu VPNServerHCN: chay hé diéu hanh Linux c6 st dung bo phz‘ir‘l
mém OpenSwan. Pdéng vai tro 1a gateway cho dai mang ndi bo tai HO
Chi Minh. N6 c6 2 giao dién card mang

+ Card public: 10.10.0.3 dé giao tiép v6i VPNServerHN.
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+ Card private: 192.168.0.129 giao tiép v6i mang néi H6 Chi Minh.
~ May ClientHCM: Chay hé diéu hanh win 7 ¢ dia chi ip 192.168.0.10
4.1.1.2. Qua trinh hoat dong

Khi nguoi dung tir mang LAN Ha Noi1 va mang LAN HCM thuc hién két
ndi, 1u6ng dit liéu trao d6i sé& di qua hai VPNServer HN va HCM. Dt li¢u khi
dén cac VPN gateway s& duoc mi hoa va dong goi lai, sau khi duge dong goi lai
dir liéu c6 dang 1a cac packet va dugc truyén trén mang Internet dé t6i dich. VPN
gateway dich khi nhan dugc cac packet tién hanh giai ma dé duogc gitr liéu goc
ban dau. Roi giri dén ngudi dung trong mang ndi bo cia minh.

4.1.2. Trién khai thuc nghiém
4.1.2.1. Thiét Igp mdy chii VPNServer
May chu VPNServer dugc str dun trong thyc nghiém hay hé diéu hanh
CentOS 7 Duoc cai dat bd phan mém Ope~nSwan 2.6.32 dé tuong thichq vO1 nhan
cua hé C}iéu hanh. Trén do6 co cai cac goi ho trg cho viée bién dich va trién khai tur
ma nguon OpenSwan.
Tién hanh qua trinh bién dich va cai dat ma ngudn:
Budc 1: Thiét 1ap may chu theo so dd thue nghiém:
~ Thiét 1ap tén may chu
- bat dia chi IP
- Kiém tra cac két ndi
Budc 2: Tai ma ngudn bo phan mém OpenSwan
—~ Tai ma ngudn truc tiép tir trang chu cia OpenSwan:

https://www.openswan.org/

- Hodc stir dung 1é€nh:
Woget https://download.openswan.org/openswan/old/openswan-
2.6/openswan-2.6.32.tar.gz
Budc 3: Giai nén ma ngudn
Di chuyén vao thu muc chura file OpenSwan vura tai vé thuc hién cau
Iénh: tar -xvf openswan-2.6.32.tar.gz
Budc 4: Cai dat cac goi phan mém hd tro
Di chuyén vao thu muc openswan-2.6.32 thyc hién cai dat mdt ) g61
phan ho trg cho viéc bién dich ma ngudén dugc yéu cau trong file README. Cac
ham thu vién tinh toan GNU va mot s6 ho tro khac:
- GOi danh cho Debian: libgmp3, libgmp3-dev, gawk/mawk, flex, bison,
iproute, iptables.

37


https://download.openswan.org/openswan/old/openswan-

- Goi danh cho RPM: gmp, gmp-dev

Budc 5: Bit dau bién dich ma nguén

St dung I1&€nh: make programs

Budce 6: Cai dat Klips

Dé cai dat hd trg Klips cho b phan mém OpenSwan sir dung 2 ciu Iénh sau:
1. make KERNELSRC=/lib/modules/'uname -r'/build module
2. make KERNELSRC=/lib/modules/'uname -r'/build install minstall

Kiém tra trang thai goi OpenSwan sau khi d4 bién dich

St dung cau Iénh: ipsec verify, trang thai IPSec sau khi bién dich nhu

trong Hinh 4.2

vpnl@VPNServerHN:~$ sudo ipsec verify

Checking your system to see if IPsec got installed and started correctly:
Version check and ipsec on-path [OK]
Linux Openswan U2,6.32/K(no kernel code presently loaded)

Checking for IPsec support in kernel [FAILED]
SAref kernel support [N/A]
Checking that pluto is running [FAILED]

whack: Pluto is not running (no "/var/run/pluto/pluto.ctl") Two
or more interfaces found, checking IP forwarding [FAILED]
whack: Pluto is not running (no "/var/run/pluto/pluto.ctl™)
Checking for ‘ip’ command [OK]
Checking /bin/sh is not /bin/dash [WARNING]
Checking for ‘iptables! command [OK]
Opportunistic Encryption Support [DISABLED]

Hinh 4.2: Trang thai bd phan mém OpenSwan sau khi bién dich tir ma ngudn
Budc 7: Bat chire nang IP Forwarding stir dung cau Iénh:
Echo 1 > /proc/sys/net/ipv4/ip_forward
Sau do restart ipsec: /etc/init.d/ipsec restart

Trang thai IPSec sau khi bat chuc ndng IP Forwarding nhu trong Hinh 4.3
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Checking your system to see if IPsec got installed and started correctly:
Version check and ipsec on-path [0K]
Linux Openswan 2.6.32 (klips)
Checking for IPsec support in kernel

KLIPS: checking for NAT Traversal support

KLIPS: checking for OCF crypto offload support

SAref kernel support
Checking that pluto is running

Pluto listening for IKE on udp 500

Pluto listening for NAT-T on udp 4580
Two or more interfaces found, checking IP forwarding
Checking NAT and MASQUERADEing
Checking for "ip' command

Checking /bin/sh is not /bin/dash [WARNING]
Checking for 'iptables' command [OK]
Opportunistic Encryption Support [DISABLED]
Hinh 4.3: Trang thai b phan mém OpenSwan sau khi bat chirc nang IP
Forwarding

B6 phan mém OpenSwan di duoc bién dich thanh céng.

4.1.2.3 Cau hinh va cai dat VPN Site to site tir ma ngu&n da bién dich
- Trén VPNServerHN thuc hién nhitng budc cu hinh sau:

Buéc 1: Thuc hién trao d6i khoa cong khai véi VPNServerHCM

Export khéa cong khai va import sang bén VPNServerHCM

Str dung 1€nh: ipsec showhostkey --left, khoa cong khai cia bén
VPNServerHN nhu trong Hinh 4.4

vpnl@VPNServerHN:~$ sudo ipsec showhostkey --left

# rsakey AQOBtu+6h

leftrsasigkey=0sAQ0Btu+6hnIS/qMQydiD47YresOMU7eF11+kjWTO9tB4SmDMTS5eal A8
g0IBQncBPstrrXCRHIfzVWbDITAj/52z7fGPgWIF6D0oQuZo4LIbZf1Ani2z1SRYDBKkNh+11TmAcOg/

VETn+MytV2xSQd05daNyNL970Q0XGYsidHI0Ggdet5)j IghqXaLYugX5Kjy0ToKVgnpTSjccpj0jXoxvT
1D5AQ@LnCSAISmwIv7elsM6BnGvIqDHB98UkexKNSHmuUS38WU4AseSN819IzONPHqGXtIIzjWhX08M
Dzjq50GQXgDYHnwy romUC1fWvdu7CzDiv6NCkfAbOC+dKB+Moi0h04CqgKKuvK5xw2uR/APtifNiBT1
9/

Hinh 4.4: Khoa cong khai cia VPNServerHN
Budc 2: Cau hinh file ipsec.conf
Thuyc hién 1énh: nano /etc/ipsec.conf
version 2 # Conforms to second version of ipsec.conf specification
config setup
nat_traversal=yes

#Bat ho trg Nat-Traversal
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virtual_private=%v4:10.0.0.0/8,%v4:192.168.0.0/16,%v4:172.1
6.0.0/12,%vV6:fd00: :/8,%v6:fe80: :/10

# Ho nhimng dai mang bén trong

protostack=Kklips

#Quyét dinh giao thirc stack duoc sir dung

Interfaces="ipsecO=eth0”

# Giao dién card mang dugc gan cho card ipsecO
conn %default

authby=rsasig

# Su dung hé mat khoa RSA
conn HN-HCM

left=10.10.0.2

# Dia chi mang public giao tiép voi VPNServerHCM

leftsubnet=172.16.1.0/24

# Dai mang no1 bo HN

right=10.10.0.3

# Dia chi mang public giao tiép voi VPNServerHN

rightsubnet=192.168.0.0/24

# Dai mang nd1 b0 HCM

type=tunnel

# Kiéu giao thuc truyén tin

leftrsasigkey=0sAQOBtu+6hnIS/qMQydiD47YresOMU7eF11+
KiWT9tB4SmDMT5ealLA8g0IBQNcBPstrrXCRHIfzZVWbDITA|/5z7fGPgWJF6
DoQuZo4LJbZflAni2zISRYDBKKNh+IITmAcOg/VETn+MytV2xSQd05daNy
NL97QXGYsidHJOGgdet5jlghgXaLYugX5KjyoToKVgnpTSjccpj0jX0xvTID5
AQgInCSAISMwIv7elsM6BnGvIgDHB98ukexKNSHmMuS38Wu4Ase5N8I91z
ONPHgGXtJJzjWhX08MDzjg50GQXgDYHnwyrdmUCIfWvdu7CzDiveNCkf
AbOC+dKB+MoiOh04CqKKuvK5xw2uR/APtIfNiBT 19/

# Khoa cong khai cia VPNServerHN

rightrsasigkey=0sAQOD2PrJjZwPyMIWI5SusBi5kcla/aYad7K
JEFs9g4fN7rHRtIIUCIBCY VaXxI8wsle6cxCyv3sggveNUr29cyUTvH86UWg
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Q9VvNAEZ5Twjg+QL88sGNNNOgqKhxH4EBPYX/LFkjjPXm2k5TFFxWgwFev4
6NWs502x2+9T78PQciJtcx5Y/iowaVfanTIQCeqRTHHIdBHA7bCmTjZUSCn
+vdIGnB7AkzLP2x7geMdil/DiLLSx3neXQi6bEoUfVWNG6Lat6Qg431EGA3sO
hJoiNgUSmtAz2FipBNpOvT TedjwytwDOU/Ukfpl3clp3xpInlZE3IDPfi7+MXI
h2r+MHtd 18Y4vrpH64rj Oy 1 p9703st//QFH

# Khoa cong khai cuia VPNServerHCM
auto=start

# Tai, dinh tuyén va bat dau thyc hién két n6i

Budce 3: Khoi dong lai va kiém tra trang thai I[PSec

Khéi dong lai ipsec: /etc/init.d/ipsec restart

Kiém tra trang thai: ipsec verify, trang thai IPSec sau khi da thiét lap
duong ham bén VPNServerHN nhu trong Hinh 4.5

vpnl@VPNServerHN:~% sudo ipsec verify

Checking your system to see if IPsec got installed and started correctly:

Version check and ipsec on-path [0K]

Linux Openswan 2.6.32 (klips)

Checking for IPsec support in kernel [OK]
KLIPS: checking for NAT Traversal support [OK]
KLIPS: checking for OCF crypto offload support [N/A]
SAref kernel support [N/A]

Checking that pluto is running [OK]
Pluto listening for IKE on udp 500 [0K]
Pluto listening for NAT-T on udp 4500 [0K]

Two or more interfaces found, checking IP forwarding [OK]

Checking NAT and MASQUERADEing [N/A]

Checking for 'ip' command [OK]

Checking /bin/sh is not /bin/dash [WARNING]

Checking for 'iptables' command [OK]

Opportunistic Encryption Support [DISABLED]

Hinh 4.5: Trang thai IPSec trén VNPServerHN
— Trén VPNServerHCM thyc hién nhimg budc cau hinh tuong tu:
Budc 1: Thue hién trao ddi khoa cong khai vé1 VPNServerHN Export khoa
cbng khai va import sang bén VPNServerHN

St dung cau Iénh: ipsec showhostkey --left, khoa cong khai ctia bén

VPNSe rverHCM nhu trong Hinh 4.6

vpn2@VPNServerHCM:~$ sudo ipsec showhostkey --left
# rsakey AQOD2PrJj
leftrsasigkey=0sAQ0D2Pr]jZwPyM1W15SusBiSkcIa/aYad7KjEFs9q4fN7rHRt91UCI
BCYVaXx18wsIe6cxCyv3sggveNUr29cyUTvH86UWgQ9vNdEZS5Tw]jg+QL88sGnnNOgKhxH4EBPyX/LF

kjjPXm2k5TFFxWgwFev46NWs5q2x2+9T78PQciJtcx5Y/iowaVfanT1QCeqRTHHidBHd7bCmTjZUSC
n+vd1GnB7AkzLP2x7geMdiI/DiLLSx3neXQi6bEoUfvWN6Lat6Qg431EGd3s0hJoiNgUSmtAZz2FipB
NpOvTTcdjwytwDOU/Ukfpl3cIp3xpInlZE3IDPfi7+MXIh2r+MHtd18Y4vrpH64rj0Oylp9703st//Q
FH

Hinh 4.6: Khoa cong khai cia VPNServerHCM
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Budc 2: Cau hinh file ipsec.conf

CAu hinh tuong tu nhu file ipsec.conf bén VPNServerHN

Budc 3: Khoi dong lai va kiém tra trang thai cia bd phan mém
OpenSwan

Khéi dong lai ipsec: /etc/init.d/ipsec restart

Kiém tra trang thai: ipsec verify, trang thai IPSec sau khi da thiét 1ap
duong ham bén VPNServerHCM nhu trong Hinh 4.7

vpn2@VPNServerHCM:~$ sudo ipsec verify

Checking your system to see if IPsec got installed and started correctly:

Version check and ipsec on-path [0K]

Linux Openswan 2.6.32 (klips)

Checking for IPsec support in kernel [0K]
KLIPS: checking for NAT Traversal support [0K]
KLIPS: checking for OCF crypto offload support [N/A]
SAref kernel support [N/A]

Checking that pluto is running [0K]
Pluto listening for IKE on udp 500 [0K]
Pluto listening for NAT-T on udp 4500 [0K]

Two or more interfaces found, checking IP forwarding [0K]

Checking NAT and MASQUERADEing [N/A]

Checking for "ip' command [0K]

Checking /bin/sh is not /bin/dash [WARNING]

Checking for 'iptables' command [0K]

Opportunistic Encryption Support [DISABLED]

Hinh 4.7: Trang thai IPSec trén VPNServerHCM
4.1.2.3 Két néi va kiém tra két néi

- Kiém tra trang thai dudng ham IPSec
Str dung 1€nh: ipsec auto --status

000 using kernel interface: klips

000 interface ipsec0/eth0 10.10.0.2

000 interface ipsec0/eth0 10.10.0.2

000 %myid = (none)

000 debug none

000

000 virtual_private (%priv):

000 - allowed 3 subnets: 10.0.0.0/8, 192.168.0.0/16, 172.16.0.0/12

000 - disallowed 0 subnets:

000 WARNING: Disallowed subnets in virtual _private= is empty. If you have
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000 private address space in internal use, it should be excluded!
000

000 algorithm ESP encrypt: id=3, name=ESP_3DES, ivlen=64, keysizemin=192,
keysizemax=192

000 algorithm ESP encrypt: id=12, name=ESP_AES, ivlen=128, keysizemin=12
8, keysizemax=256

000 algorithm ESP auth attr: id=1, name=AUTH_ALGORITHM_HMAC_MD5,
keysizemin=128, keysizemax=128

000 algorithm ESP auth attr: id=2, name=AUTH_ALGORITHM_HMAC_SHA
1, keysizemin=160, keysizemax=160

000

000 algorithm IKE encrypt: id=3, name=OAKLEY_ BLOWFISH_CBC, blocksi
ze=8, keydeflen=128

000 algorithm IKE encrypt: id=5, name=OAKLEY _3DES_CBC, blocksize=8, k
eydeflen=192

000 algorithm IKE encrypt: id=7, name=OAKLEY_ AES CBC, blocksize=16, k
eydeflen=128

000 algorithm IKE encrypt: id=65004, name=OAKLEY__SERPENT __ CBC,
bloc ksize=16, keydeflen=128

000 algorithm IKE encrypt: id=65005, name=OAKLEY_TWOFISH_CBC, bloc
ksize=16, keydeflen=128

000 algorithm IKE encrypt: id=65289, name=OAKLEY_ TWOFISH _CBC_SSH,
blocksize=16, keydeflen=128

000 algorithm IKE hash: id=1, name=OAKLEY_MD?5, hashsize=16

000 algorithm IKE hash: id=2, name=OAKLEY _SHA1, hashsize=20

000 algorithm IKE hash: id=4, name=OAKLEY_SHA2_ 256, hashsize=32
000 algorithm IKE hash: id=6, name=OAKLEY_SHA2 512, hashsize=64

000 algorithm IKE dh group: id=2, name=OAKLEY_GROUP_MODP1024, bits
=1024

000 algorithm IKE dh group: id=5, name=OAKLEY_GROUP_MODP1536, bits
=1536

000 algorithm IKE dh group: id=14, name=OAKLEY_GROUP_MODP2048, bi
ts=2048

000 algorithm IKE dh group: id=15, name=OAKLEY_GROUP_MODP3072, bi
ts=3072
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000 algorithm IKE dh group: id=16, name=OAKLEY_GROUP_MODP4096, bi
ts=4096

000 algorithm IKE dh group: id=17, name=OAKLEY_GROUP_MODP6144, bi
ts=6144

000 algorithm IKE dh group: id=18, name=OAKLEY_GROUP_MODP8192, bi
ts=8192

000 algorithm IKE dh group: id=22, name=OAKLEY_GROUP_DH22, bits=10
24

000 algorithm IKE dh group: id=23, name=OAKLEY_GROUP_DH23, bits=20
48

000 algorithm IKE dh group: id=24, name=OAKLEY_GROUP_DH?24, bits=20
48

000

000 stats db_ops: {curr_cnt, total_cnt, maxsz} :context={0,0,0} trans={0,0,0} at
trs={0,0,0}

000

000 "HN-HCM": 172.16.1.0/24===10.10.0.2<10.10.0.2>[+S=C]...10.10.0.3<10.
10.0.3>[+S=C]===192.168.0.0/24; unrouted; eroute owner: #0

000 "HN-HCM": myip=unset; hisip=unset;

000 "HN-HCM": ike_life: 3600s; ipsec_life: 28800s; rekey margin: 540s; reke
y_fuzz: 100%; keyingtries: 0

000 "HN-HCM": policy: RSASIG+ENCRYPT+TUNNEL+PFS+IKEV2ALLO
W+SAREFTRACK; prio: 24,24, interface: ethO;

000 "HN-HCM": newest ISAKMP SA: #0; newest IPsec SA: #0;
000
000

— Thuec hién két ndi giira ClientHN t6i ClientHCM
Ping kiém tra két qua két ndi nhu trong Hinh 4.8
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INDOWS' system 32 cmd.exe

Microsoft Windows [Version 5.2.37981]
(C> Copyright 1985-20803 Microsoft Corp.

C:\Documents and Settings“Administrator>ipconfig

Vindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—-specific DNS Suffix H

IP Addres . . = 172.16.1.108
Subnet Mask . . = 255.255.255.8
Default Gateway . . . = 172.16.1.2

C:xDocuments and Settings“Administrator>ping 192.168.0.18
Pinging 192.168.08.18 with 32 bytes of data:

Reply from 192.168.8.18: hyt 2 time=1ms TIL=126
Reply from 192.168.8.10: bytes=32 time=1ms TTL=126
Reply from 192.168.8.18: hytes=32 time=1ms TTL=126
Reply from 192.168.8.18: hytes=32 time=1lms TTL=12

Ping statistics for 192.168.08.18:

Packets: Sent = 4, Received = 4, Lost (Bx loss).
Approximate round trip times in milli-secor H

Minimum = ims, Maximum = 1ms, Average

G:\Documents and Settings“Administrator>_

Hinh 4.8: Ping kiém tra két ndi tir ClientHN t&i ClientHCM

ClientHCM |ay dir liéu dugc chia sé tir clientHN nhu trong Hinh 4.9
Y 172 - [ox|

L)

@B&ck v ¥ (O search Folders  [T21]

\ddress | i 11172.16.1.10 v g Go
Network Tasks & / chinhsachmo / VanBan
- —r’
o Add anetwork place = -y
& View network connections £ kil Tosl
- Scheduled Tasks
? Set up a home or small //

iffice networl

icrosoft Windows XP [Ue on 5.1.26001]
<(C> Copyright 1985-2801 rosoft Corp.

>:\Documents and Settings\AdministratorXipconfig

M'indows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . :
IPAddress. . . . . . . . . « . . * 192.168.0.10
Subnet Mask . . . . . . . . . . . : 255.255.255.8

Default Gateway . . . . . . . . . * 192.168.0.3

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . * Media disconnected

IC:\Documents and Settings“\Administrator’_

172961040
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- Kiém tra két noi

Str dung phan mém wireshark dé bét géi tin trén VPNServerHN

Qua trinh trao d6i khoa va thiét lap kénh an toan, két qua nhu trong Hinh

4.10 va Hinh 4.11

- ) X

"PELT

Pasudo-devics that capiures on all interfaces: Capturing - Wireshark

Domain/morkgroup Announcensnt WORKGROUP, NT Workstatiom, Domain Enum
Domain/morkgroup Announcenent WORKGROUP, NT Workstatiom, Domain Enum

O Psewdo-device that captures on all

Packets: 38 Displayed: 38 Marked: 0

Pseudo-devi

that captures on all interfaces: Capturing - Wireshark

SRl € B A5 9f @M= @
[ Filier: w | iEgpression... | 4 Cleag | o apply
Mo . Time Source Destinatior Protocal  info
1 6.068600 18.10.8.2 18.16.8.3 ISMMP  Dnformational
2 7.446483 ViEware d8:9¢:44 AR Who has 16.18.8.37 Tell 18.18.8.2
3 7.447321 Vaware 12:dd:22 AR 10.00.0.3 1s &t B:OC:X9:12:dd:22
4 16865414 18.10.0.3 18.16.8.2 ISMHP  Informational
5 16.867915 10.10.0.3 18.16.8.2 ISMP  Informational
6 16866033 10.10.0.2 19.10.8.3 ISMGHP  Informational
7 18.661436 10.10.0.3 18.10.8.2 ISAKMP  Identity Protectlon (Main Mode)
8 18.661879 10.10.0.2 10.10.8.3 ISAKMP  Identity Protection (Main Mode)
9 18.663729 10.10.8.3 18.10.8.2 ISAKMP  Identity Protection (Main Mode)
10 18665908 10.10.8.2 18.10.8.3 ISAKMP  Identity Protection (Main Mode)
11 18.663748 10.10.8.3 19.10.8.2 ISAKMP  Identity Protection (Main Mode)
12 18.672798 10.10.8.2 19.10.8.3 ISAKMP  Identity Protection (Main Mode)
13 18.674418 10.10.8.3 19.19.8.2 ISHKMP  Quick Mode
14 18676861 10.10.8.2 19.19.8.3 ISAKMP  Quick Mode
15 18.681243 10.10.9.3 19.19.8.2 ISHKMP Quick Mode
16 21.864529 vaware_f2:dd:22 R who has 10.10.8.27 Tell 19.10.9.3
17 21.864552 Weware_d:9c:44 R 10.10.0.2 is at BO:0C:29:00:00 44
18 22.825154 192.168.176.1 192.168.176.255 BROWSER
19 23.458166 192.168.85.1 192.168.85 255 BROWSER
20 28.477297 10.10.8.2 10.18.8.3 ISMMP  Infornational
21 26.491824 10.18.8.2 10.18.8.3 ISMMP  Infornational
22 26.492346 10.18.8.3 10.18.8.2 ISMMP  Infornational
23 38.322675 10.18.8.2 10.18.8.3 ISMRMP  Identity Protection (Main Mode)
24 30.323488 18.108.8.3 10.18.8.2 ISMRMP  Identity Protection (Main Mode)
25 30. 324820 18.10.8.2 18.18.8.3 ISMMP  Identity Protection (Main Mode)
26 30.327078 18.10.8.3 18.18.8.2 ISMMP  Identity Protection (Main Mode)
27 30. 330069 18.18.8.2 18.18.8.3 ISMMP  Identity Protection (Main Mode)
28 38. 332442 18.18.8.3 18.18.8.2 ISMMP  Identity Protection (Main Mode)
29 38.333793 18.18.8.2 18.18.8.3 ISMMP  Quick Mode
38 38. 336463 18.18.8.3 18.18.8.2 ISMMP  Quick Mode
31 38. 340568 18.16.8. 18.18.8.3 ISMMP  Quick Mode
32 34. 246844 Ted8: 1202911 : Tedd: 9 1182::2 ICMPuE  Router solicitation
33 36.546857 VEniare de:9¢:4d ARP Who has 16.18.8.37 Tell 16.16.8.2
34 36.547291 VEnare 12:dd:22 ARP 18.18.8.3 is Bt 88:6c:29:12:0d:22
35 38. 246881 Ted8: 120 2910 : Teda: 9 1182::2 IEMPuE  Router solicitation
36 48. 355223 18.168.8.3 18.18.8.2 ISMMP  Infornational
37 53.361851 Venare £2:dd:22 ARP Who has 18.18.8.37 Tell 16.18.8.3
[ 38 55361814 Vimaare d8:9c:ad [T 18.16.8.7 1% at BB:Gc:29:d6:

B ad ]

Profile: Default

W) Fileer

NO. . Time

I 30 530.920084
48 530.520164
41 536.920368
42 530.9208415
43 530.933669
44 538.934193
1S 538 268
16 538.951235
47 536.951368
45 530.951317

49 531.933327

53 531.834356
54 531.934303
55 532.9367€2
56 532.936718

58 532.9

58 532.931621
66 532.931628
61 533.929316
52 533.929337

Source

Vmwars 3c:b3:Sc

- & 2

\ || i1 Expression

Destination

SHE]

4 clear

Protocol

Vmware d6:9c:4e
172.16.1.18
172.16.1.18
Vmware dé:9c:44
Vmware f2:dd:22
3108

18 ]
192.168.6.10
192.168.8.10
172.16:1.18
172.16.1.16

18.10.6.3
132.168.0.18
192.168.6.10
172.16.1.18
172:16.1.18

172.16.1.16
172.16.1.16

192.168.9.16
192.168.9.18

168.18.8.3
10.16.8.2
172.16.1.18
172.16.1.10
192.168.8.1@
192.168.9.16
18 8.3
19 2
172.16.1.18
172.16.1.18
192.168.9.18
192.168.8.10
303

172.16.1.10
172.16.1.18
192.168.0.18
152.188.8.18

ARP
e
e

o
i,
e
e

ARP W

Who has 10.10.8.37

" = '\E] g@ﬂj- 0
Apply
Info
Who has 172.16.1.27 Tell 192.16.1.10 1
172.16.1.2 is 3t 00:9c:29:d9:9¢:4¢
Echo (ping) request
Echo (ping) request

Tell 16.10.0.2

18.16.68.3 is at 88:6c:29:f2:dd: 22

a)

ESP fa
ESP (5P
Echo (ping) reply
Echo (ping) reply
Echo (ping) request
Echo
ESP
ESP
Echo
Echo (ping) reply
Echo (ping) request
Echo (ping) request

ESP (SPI=0xBhfH )

ESP |SPI-Oxen96f1d2
Echo (ping) reply
Echo (ping) reply
Echo (ping) request
Echo (ping) request

Hinh 4. 11: Qua trinh truyén tin trén kénh an toan da dugc thiét lap

4.1.3. Panh gia két qua thuc nghiém

Mb hinh VPN site to site d3 duoc trién khai va hoat dong nhim giai

quyét tot van dé bai toan dit ra. Két qua thuc nghiém cho thay mot dugc ham da
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duoc thiét lap giita 2 ving mang, duong him da duoc ma hoa va trong sudt véi
cac may client trong dai mang noi bd cua 2 khu vuc. Qua d6 ma cac nhan vién
trong cong ty co thé giao tiép va trao ddi dir liéu qua lai v6i nhau gitta 2 ving
mang ma khong can phai quan tim dén van dé bao mat.
4.2. Thwe nghiém 2: Trién khai hé thong VPN tir mi ngudén OpenSwan da
tuy bién
Thue nghiém 2 ctia d6 an sé trién khai hé thong VPN site to site tir ma
ngudn OpenSwan di tuy bién nhu trong phan 3.3 va dua trén co sd thuc nghiém
1. Str dung md hinh trong hinh 4.1 va cac thanh phan may chu, may tram nhu da
thiét 1ap trén thuc nghiém 1 cong véi bd ma ngudn OpenSwan di tiy bién trong
phan 3.3 ta s& co 1 hé thong VPN site to site dira trén bd ma ngudn OpenSwan d3
tiy bién ma van dam bao duoc nhitng yéu cau dé ra trong thuc nghiém 1, ngoai
ra viéc thiét lap va van hanh hé thong VPN ciing tré nén don gian hon véi mot 86
chtrc nang da dugc viét hoa.
4.2.1. Trién khai thuc nghiém
4.2.1.1. Thiét Igp mdy chit VPNServer
Tién hanh bién dich va cai dit ma ngudn bd phan mém OpenSwan di
tiy bién
Budc 1: Cai dit cac goi phan mém hd tro
Cac ham thu vién tinh toan GNU va mot s6 hd tro khac:
- GOi danh cho Debian: libgmp3, libgmp3-dev, gawk/mawk, flex, bison,
iproute, iptables
- Goi danh cho RPM: gmp, gmp-dev
Budc 2: Bién dich ma ngudn di tiy bién
Di chuyén vao thu muc ma nguén da tuy bién thyc hién lénh bién
dich ma nguén
Str dung Iénh: make programs
Budc 3: Cai dat Klips cho ma ngudn da tiy bién
Str dung 2 1énh sau:
1: make KERNELSRC=/lib/modules/'uname -r'/build module
2: make KERNELSRC=/lib/modules/'uname -r'/build install minstall

Budc 4: Bat chuc ning IP Forwarding
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St dung Iénh: echo 1 > /proc/sys/net/ipv4/ip_forward

Sau do6 restart ipsec: /etc/init.d/ipsec restart

Budc 5: Kiém tra trang thai IPSec

St dung Iénh: ipsec verify

Trang thai ctia IPSec sau khi d4 bién dich tir ma ngudn b phan mém
OpenSwan di tity bién nhu trong Hinh 4.12 sau

Kiem tra giao thuc IPSec da duoc cai dat va van hanh mot cach chinh xac:
Kiem tra phien ban va duong dan IPSec [0K]
Linux Openswan 2.6.32 (klips)
Kiem tra IPSec duoc ho tro trong nhan [0K]
KLIPS: ho tro NAT Tralversal [0K]
KLIPS: ho tro OCF crypto offload [N/A]
Ho tro nhan SAref [N/A]
Kiem tra Pluto hoat dong [0K]
Pluto lang nghe giao thuc IKE voi giao thuc truyen udp cong 500 [0K]
Pluto lang nghe giao thuc NAT-T voi giao thuc truyen udp cong 45600 [0K]
tra IP forwarding cua cac giao dien mang [0K]
tra NAT and MASQUERADEing [N/A
tra for 'ip' command [0K]
tra /bin/sh is not /bin/dash [WARNING]
tra for 'iptables' command [0K]
tra Opportunistic Encryption [DISABLED]

]

Hinh 4.12: Trang thai IPSec sau khi bién dich tir ma ngudn OpenSwan tiy bién
4.2.1.2 Céu hinh va cai ddt VPN site to site
- Trén VPNServerHN thuc hién nhitng budc ciu hinh sau:
Buéc 1: Thuc hién trao d6i khoa cong khai véi VPNServerHCM
Export khoa cong khai bén VPNServerEIN va import sang bén
VPNServerHCM
Str dung 1€nh: ipsec showhostkey --trai, khoa cong khai ctiia bén

VPNServerHN nhu trong Hinh 4.13

root@/PNServerHN:~# ipsec showhostkey --trai
# rsakey AQPRghZtn
trairsasigkey=0sAQPRqhZtn+M7xX8pGBUomOvcudiZwWI9BxrcPKY1Qd4h/skr7Nhh28j0S/
gBojKT2sx3ex1lmP3Nz98zh/TNHtmY9gyAWwwol rMNNNkiPMsX7bPA+RewYzRbtuUIIylcugM6DeJuGH3

BKOjNwe2cBy1PlecWBINTZgU3y9m08/VCgefFBRbUMLVFXT4TqYmYekIphrPzkXxINOLWVmGCoQRIMPT
S4ZasyzVKLSXoMXMEzR1xAh1EaiiR/TKY/g5cK8XXcRXdMXB2n5GyilDBUYWs4090RrPJw/oieadm3p0
9q+3pFO4AeP8BanVKSvTtmILpd8dgcBOhXru9xth8crwsCWvABKGTIXmWBHbLLI74cyUqlTX

Hinh 4.13: Khoa cong khai ciia VPNSe rverHN trén md ngudn tiy bién
Budc 2: Cau hinh file ipsec.conf
Thuyc hién lénh: nano /etc/ipsec.conf

version 2 # Conforms to second version of ipsec.conf specification

config setup
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nat_traversal=yes
#Bat ho tro Nat-Traversal

virtual_private=%v4:10.0.0.0/8,%v4:192.168.0.0/16,%v4:172.1
6.0.0/12,%v6:fd00: :/8,%v6:fe80: :/10

# Ho nhitng dai mang bén trong

protostack=Kklips

#Quyét dinh giao thirc stack duoc sir dung

Interfaces="1psecO=eth(0”

# Giao di¢n card mang dugc gan cho card ipsec0
conn %default

authby=rsasig

# Su dung hé mat khoa RSA
conn HN-HCM

trai=10.10.0.2

# Dia chi mang public giao tiép voi VPNServerHCM

traiphu=172.16.1.0/24

# Dai mang ndi bo HN

phai=10.10.0.3

# Dia chi mang public giao tiép voi VPNServerHN

phaiphu=192.168.0.0/24

# Dai mang nd1 b0 HCM

type=tunnel

# Kiéu giao thtc truyén tin

trairsasigkey=0sAQPRghZtn+M7xX8pGBUomOvcu4iZW9IBxr
cPKY1Qd4h/skr7Nhh28j0S/gBojKT2sx3exImP3Nz98zh/TNHtmY 9gyAWwwol
rMNNNKiIPMsX7bPA+RewYzRbtuUllylcugM6DeJuGH3BKOjNwe2cBy1PleW
BINTZgU3y9mO8/VCgefFBRbuMIVFxf4TqYmYekJphrPzkxxINOLWVmMGCo
QRIMP{S4ZasyzVKLSXoMXMEzR1xAhIEaiiR/TkY/g5cK8XXcRXdMXB2n5
GyilDBUYWs4090RrPJw/oieadm3p09q+3pF04AeP8BgnVkSvTtm9Lpd8dgcB
OhXru9xth8crwsCWVABKGTIXmWBHDILI74cyUqITX

# Khoa cong khai cua VPNServerHN
phairsasigkey=0sAQOD2PrJjZwPyMIWI5SusBi5kcla/aYad7K]
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EFs9g4fN7rHRIIIUCIBCY VaXxI8wsle6exCyv3sggveNUr29cyUTvH86UWQQ
9vNdEZ5Twjg+QL88sGNNNOgKhxH4EBPYX/LFkjjPXm2k5TFFxWgwFev4
B6NWs502x2+9T78PQciJtcx5Y/iowaVianTIQCeqRTHHIdBHA7bCmTjZUSCn
+vdIGnB7AkzLP2x7geMdil/DiLLSx3neXQi6bEoUfVWNG6Lat6Qg43IEGd3sO
hJoiNgUSmtAz2FipBNpOVT TedjwytwDOU/Ukfpl3clp3xpInlZE3IDPfi7+MXI
h2r+MHtd 18Y4vrpH64rj Oy 1 p9703st//QFH

# Khoa cong khai cuia VPNServerHCM
auto=start
# Tai, dinh tuyén va bat dau thuc hién két nbi
Budc 3: Khoi dong lai va kiém tra trang thai IPSec trén ma ngudn tiy
bién

Khdi dong lai ipsec: /etc/init.d/ipsec restart

Kiém tra trang thai: ipsec verify, trang thai IPSe ¢ sau khi da thiét lap

duong ham bén VPNServerHN nhu trong Hinh 4.14

root@VPNServerHN:~# ipsec verify
Kiem tra giao thuc IPSec da duoc cai dat va van hanh mot cach chinh xac:

Kiem tra phien ban va duong dan IPSec [0K]

Linux Openswan 2.6.32 (klips)
Kiem tra IPSec duoc ho tro trong nhan [0K]

KLIPS: ho tro NAT Tralversal [0K]

KLIPS: ho tro OCF crypto offload [N/A]

Ho tro nhan SAref [N/A]
Kiem tra Pluto hoat dong [0K]

Pluto lang nghe giao thuc IKE voi giao thuc truyen udp cong 500 [0K]
Pluto lang nghe giao thuc NAT-T voi giao thuc truyen udp cong 4500 [0K]
Kiem tra IP forwarding cua cac giao dien mang [0K]
Kiem tra NAT and MASQUERADEing [N/A]
Kiem tra for 'ip' command [0K]
Kiem tra /bin/sh is not /bin/dash [WARNING]
Kiem tra for 'iptables' command [0K]
Kiem tra Opportunistic Encryption [DISABLED]
Hinh 4.14: Trang thai IPSec VPNServerHN sau khi thiét 1ap trén ma nguon
tuy bién

~ Trén VPNServerHCM thyuc hién nhimg budc cau hinh twong tu:
Budc 1: Thuc hién trao d6i khoa cong khai véi VPNServerHN

Export khdéa cong khai bén VPNServerHCM import sang bén
VPNServerHN

St dung 1énh: ipsec showhostkey --trai, khoa cong khai ctia bén
VPNServerHCM nhu trong Hinh 4.15
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root@/PNServerHCM: ~# ipsec showhostkey --trai
# rsakey AQOA2]RSg
trairsasigkey=0sA00A2JRSg3coaRGNvILNvmlOedrklUAYa4RzkOL1lrvNNeettglxL1ld
TTp+zY1LKzZ8gtq43JROCRtKgcPtRTTABs2/kIidVAZGCvtOBjsex0TI6dY9eHmvbce+KS5atuTVe/T

0ZnwH3jYnPQbtJ4E8PoGB0 ] LGEZQbh/ /eZZGvIEulvkrGlcfp9poZY9bitT3baD3]3bagbHFI8ehas
uTtJcIDXAUYKZAGrro75G+wYpXvVTTijQi7kKcQocBlEloodzHgUeYtzEK1z1ckubwRrejoOU3YMvWS
gm3Jwp9Y731]3y/wvk8/TAPOQtSxoFSZc+zkI+WDdO25kAOXEIWUB2IpgAPPMVGi9VgcR4MgaSvVro
c]

Hinh 4.1 5: Khéa cong khai cia VPNServerHCM trén mi ngudn tuy bién

Budc 2: Cau hinh file ipsec.conf
Thuc hién ciu hinh tuong tu nhu file ipsec.conf bén VPNServerHN
Budc 3: Khéi dong lai va kiém tra trang thai IPSec trén ma ngué)n tuy
bién
Khaoi dong lai ipsec: /etc/init.d/ipsec restart
Kiém tra trang thai: ipsec verify, trang thai IPSec sau khi di thiét lap
duong ham bén VPNServerHCM nhu trong Hinh 4 .16

root@VPNServerHCM: ~# ipsec verify
Kiem tra giao thuc IPSec da duoc cai dat va van hanh mot cach chinh xac:
Kiem tra phien ban va duong dan IPSec [0K]
Linux Openswan 2.6.32 (klips)
Kiem tra IPSec duoc ho tro trong nhan [OK]
KLIPS: Ho tro NAT Traversal [0K]
KLIPS: Ho tro OCF crypto offload [N/A]
Ho tro SAref kernel [N/A]
Kiem tra Pluto hoat dong [0K]
Pluto lang nghe giao thuc IKE voi giao thuc truyen udp cong 500 [0K]
Pluto lang nghe giao thuc NAT-T voil giao thuc truyen udp cong 4500 [0K]
tra IP forwarding cua cac giao dien mang [0K]
tra NAT and MASQUERADEing [N/A]
tra for 'ip' command [0K]
tra /bin/sh is not /bin/dash [WARNING]
tra for 'iptables' command [0K]
tra Opportunistic Encryption [DISABLED]

Hinh 4.16: Trang thai IPSec VPNSeverHCM sau khi thiét 1ap trén ma
nguodn tuy bién
4.2.1.3 Két néi va kiém tra két noi

Viéc thuc hién két ndi va kiém tra két ndi cho ra nhimg két qua tuong tu
nhu trong phan 4.1.2.3

4.2.2. Panh gia két qua thyc nghiém

Qua viéc tgién khai hé théng VPN trr ma ngu(*)n’ OpenSwan da tuy bién
chung ta c6 thé thdy bd phan mém OpenSwan da tuy bién ¢ phan 3.3 hoat dong
rat t6t. Véi nhitng két ‘qua thue nghiém thu dugc tuong tuy nhu khi trién khai hé
thong VPN tir ma nguon gdc ctia bo phan mém OpenSwan.

4.3. Két luan chwong 4

Chuong 4 da thyc hién trién khai h¢ thong VPN site to site tir ma nguon
OpenSwan. Qua thuc nghiém 1, cho thay viéc bién dich va trién khai [IPSec VPN
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tir ma ngudn bod phan mém OpenSwan khong c6 nhiéu khé khin, hiéu qua mang
lai t&r OpenSwan véi tinh thuce té cao. Vi vdy, ma nd co thé duoc ap dung vao
moi truong thue té véi nhimg yéu cau nhit dinh dé dat dugc tinh hiéu qua cao.
OpenSwan la bo phan mém mi ngudn md viy nén bat ky ai ciing c6 thé trg
thanh nha phat trién cta né, véi thuc nghiém 2 cua dd 4n s& giip cho viée trién
khai va van hanh IPSec VPN thong qua mi ngudn bd phan mém OpenSwan trd
nén dé dang hon.
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KET LUAN
Do an tt nghiép dé tai “Nghién ciru, thir nghiém hé thong VPN dua

trén OpenSwan” cho thiy viéc xdy dung hé thong IPSec VPN dya trén
OpenSwan dap tng duoc cac yéu cau v€ tinh bao mat voi chi phi trién khai thép,
phu hop véi nhiéu mé hinh cong ty, t6 chic. Xay dung hé thong VPN dya trén
OpenSwan la mdt hudng giai quyét phu hop vdi su phat trién chung va yéu cau
dit ra ngdy cang cao cua cac cong ty, to chirc. Didu nay gop phan vao viée thic
day su phat trién cta Gmg dung cong nghé thong tin vao quan Iy va an toan
thuong mai dién tu trong thoi ky hi¢én nay.

ban.

D0 4n d3 hoan thanh duge nhitng muc tiéu dé ra nhu sau:
Hé thdng lai kién thirc tong quan vé VPN.
Trinh bay Iy thuyét IPSec VPN.
Nghién ciru tong quan vé bd phan mém ma nguén mé OpenSwan.
Phan tich, tiy bién ma ngudn bd phan mém OpenSwan.
Thuc nghiém hé théng VPN dua trén OpenSwan:

+ Hoan thanh thuc nghiém trién khai mé hinh VPN Remote Access
dua trén goi cai dat phan mém OpenSwan.

+ Hoan thanh thuc nghiém trién khai mo6 hinh VPN Site to Site dua
trén viéc bién dich tir ma nguén by phan mém OpenSwan.

+ Hoan thanh thuc nghiém trién khai mé hinh VPN Site to Site dua
trén viéc bi€n dich tir ma ngudén by phan mém OpenSwan da tuy
bién.

Bén canh nhimg két qua dat duoc db an con ton tai nhitng van dé sau:
Chua phén tich hét cac module trong bd ma nguén OpenSwan.

Céc tiy chon cau hinh IPSec VPN trong cac thuc nghiém con ¢ muc co

Vi¢c tuy bién ma ngudn con don gian. Chua di sau vao nghiém ctru cac
ham trong bd ma nguodn.
Tt nhitng van dé néu trén em xin dua ra hudng phat trién cia do an:

Thuc hién nghién ctru sau hon vé bd phan mém OpenSwan.

Thiét 1ap cac tuy chon cau hinh IPSec VPN véi nhi€u két hop dé dua ra
mot thuc nghi¢ém veé hé thong VPN véi nhiéu mirc bao mat.

Viéc tuy bién ma ngudn can toi ru hon bang cach can thi€p vao hoat dong
cua cac ham trong ma nguon by phan mém OpenSwan. Dé dua ra mdt b
ma ngudn vua dé déng cho nguoi str dung voi nhitng chac nang viét hoa
vira t01 uu trong viéc trién khai va van hanh IPSec VPN dya trén ma
ngudn bd phan mém OpenSwan.
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