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LO1 CAM ON

Dé hoan thanh tét dé tai ndy em xin chan thanh cam on ban ldnh dao Truong
Pai Hoc Quan Ly Va Cong Nghé Hai Phong cling tat ca cac giang vién da tao diéu
kién thuan loi va nhiét tinh giang day cho em trong sudt thoi gian hoc vira qua dé
em c6 thé hoc tap tét va dat dugc két qua nhu ngay hom nay.

Em ciing xin chan thanh gui 16i cam on dén T.S H6 Vin Canh di tan tinh
huéng dan cho em vé dé tai va dong thoi em ciing xin giri 16 cam on dén céc ban
thanh vién & mot s6 webiste va dién dan da cung cap thém mot sb thong tin hiru ich
cho em thuc hién tot dé tai nay.

Do quy md dé tai, thoi gian va kién thicc con han ché nén khong tranh khoi
nhiing sai so6t. Kinh mong quy thay c6 dong gop y kién dé em cung cd, bd sung va
hoan thién thém kién thirc cho minh.

Hai Phong, ngay 22 thang 10 nam 2022

Sinh Vién

Pham Duy Tuan Thinh
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MO PAU

Ngay nay, khi Internet da phat trién pho bién rong rai, cac to chirc, ca nhan déu c6
nhu cau gidi thiéu thong tin ciia minh trén xa 16 thong tin ciing nhu thuc hién cac phién
giao dich truc tuyén mot cach tién loi nhat. Van dé nay sinh 1a khi pham vi tng dung
clia cac g dung trén internet ngay cang mé rong thi kha ning xuat hién 13i cang cao.
Tir d6 nay sinh ra cac van dé vé hé thong mang khong dang co xay ra gy anh huong
dén xa hoi, kinh té ... Nhiing 16i nay hau nhu do ngudi lam khong kiém duyét ki ludng
trude khi dua cho ngudi dung cudi hay ciing ¢6 thé do c6 ngudi ¢ tinh pha hoai nham

danh cap thong tin ca nhan nhu tai khoan ngan hang, dién thoai, tinnhén, ...

Piéu nay cho thay hinh thai chién tranh thong tin di va dang dan dan hinh thanh &
Viét Nam. Van dé an toan thong tin cho mang mdy tinh va viéc nghién ctru vé chién
tranh thong tin trén mang va giai phap phong tranh, danh tra cu thé 1a mot nhu cau cip
bach hién nay. Chinh vi vay em da chon d6 an t6t nghiép : * Tim hiéu vé ham bam

Ripemd va tng dung trong chit ky sb .
Db 4n gdm ba chuong:

- Khao sat thuc trang vé an ninh mang may tinh tai Viét nam.
- Tim hiéu cac 15 hong bao mat mang may tinh.

- Mot s6 ky thuat phé bién phong va phét hién xam nhap mang may tinh.
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CHUONG 1: KHAO SAT THUC TRANG VE AN NINH MANG MAY TIiNH
TAI VIET NAM

1.1 Thuc trang an ninh mang tai Viét Nam :

Internet ngay cang phat trién manh mé va co strc anh hudng rong ri toi tat ca cac
nganh nghé, cac linh vuc cua cudc séng. Hié¢n nay, Internet da tré thanh mot moi truong
phtrc tap, bao ham moi thanh phﬁn xa hoi. Con nguodi st dung Internet voi nhiéu muc
dich khac nhau, trong 6 c6 mot s6 nguoi tan dung kha nang truyén ba thong tin nhanh
chong dé phat tan nhiing tin tire, su kién véi muyc dich 1am phuong hai dén tén tudi, uy

tin cia moOt ca nhan, t6 chirc hay dén sy 6n dinh mot quoc gia nham muc dich chinh tri.

Phan 16n cac cudc tan cong trén mang dugc thuc hién thong qua viéc st dung mot
hodc nhiéu cong cu phan mém (do nguoi tan cong tu xay dung hoac cd dugc tir cac
nguon khac nhau . Trong ban luan van nay, nhitng phan mém do6 duoc goi la cac phan

mém pha hoai.

Phan mém pha hoai 14 nhitng phan mém duoc thiét ké, xay nhung nham muc dich
tan cong gly ton that hay chiém dung bat hop phap tai nguyén cia may tinh muc tiéu
(mAy tinh bi tan cong . Nhitng phan mém nay thudng dugc che ddu hay hoa trang nhu

1a phan mém hop 1¢, cong khai hodc bi mat thAm nhap vao may tinh muyc tiéu.

Nhitng phin mém pha hoai khac nhau c6 phuong thirc va nguy co gy hai khac

nhau.

Cac vu tan cong trén mang ngay cang gia tang ca vé qui mo va tinh chat nguy hiém.
Co thé ké ra mot sO vy tan cong nhu sau:

Tinh hinh an ninh mang 2019:
Theo két qua danh gia an ninh mang do Tap doan cong nghé Bkav thuc hi¢n, trong
nam 2019, chi tinh riéng thiét hai do virus may tinh giy ra ddi voi ngudi dung Viét

Nam d 1én t6i 20.892 ty ddng (twong dwong 902 triéu USD), hon 1,8 triéu may tinh bj
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mat dit li€u do sy lan tran cta céc loai ma doc ma hoa dir li¢u tong ti€n (ransomware),
trong dé c6 nhi€éu may chu chura dit li€u ctia cac co quan, gay dinh tr¢ hoat dong cua

nhiéu co quan, doanh nghiép.

Phan tich vé nhitng nguyén nhan dan t&i s6 lugng may tinh bi nhidm virus ¢ murc
cao, cac chuyén gia Bkav cho biét nguyén nhan dau tién 1a viéc tai va cai dit cac phan
mém khong 16 ngudn gbc, tréi ndi trén mang. Trung binh, cir 10 may tinh cai cac phan
mém tai vé tir Internet thi ¢6 tGi 8 may tinh s& bi nhiém viurs, day 1a mot ty 1& rat cao.
Pé dam bao an toan, ngudi str dung chi nén tai cac phan mém c6 ngudn gdc rd rang, tir
nha san xuét tin tudng va tir cac kho ung dung chinh théng, khong tai tir nhitng nguén

troi noi trén mang.

Nam 2019, tiép tuc ching kién sy hoanh hanh cta cac loai ma doc ma hoa dit lidu
téng tién (ransomware). Theo thong ké ctiia Bkav, s6 lugng mdy tinh bi mat dit liéu
trong nam 2019 1én to1 1,8 tri¢u luot, tdng 12% so v&i nam 2018. Nghiém trong hon,
trong s6 ndy co rat nhiéu may chu (server) chira dit lidu ciia cac co quan. Khong chi
gay thiét hai 16n, viéc cac may chu bi x6a dir li€u cling gy dinh tré hoat dong ctia co

quan, doanh nghiép trong nhiéu ngdy sau d6, tham chi dén ca thang.

420.000 may tinh tai Viét Nam da bi nhiém loai ma doc tan cong APT nguy hiém
W32 Fileless. Theo cac chuyén gia Bkav, k¥ thuat ma W32 Fileless str dung rat tinh vi
va ¢ thé noi di dat dén mirc "tang hinh". M3 ddc nay khong dé lai bat cir dau hiéu gi
vé su ton tai ctia chiing dudi dang file nhi phan trén 6 cting may tinh nhu cac loai ma

doc thong thuong.

Do kha ndng an giau gan nhu trong suot vo1 nguodi dung, ma ddc nay s€ nam vung,
danh cdp thong tin, m¢ cong hau dé tin tac co6 thé chiém quyén diéu khién may tinh tu
xa. Bkav cling ghi nhan mogt s6 dong W32.Fileless co tai vé thém cadc ma doc khac dé

loi dung tai nguyén mdy tinh ddo tién 4o.
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Tinh hinh an ninh mang 2020:

Niam 2020, COVID-19 bung phat, hang loat doanh nghiép, co quan, té chirc chuyén
sang lam viéc tir xa. Cac phén mém lam viéc truc tuyén duoc tim kiém va download
rAm ro. Nhiéu don vi budc phai mé hé théng ra Internet dé nhan vién c6 thé truy cap
va lam viéc tir xa... Diéu nay tao moi truong cho ké x4u khai thac 15 héng, tAn cong,

danh cap thong tin.

Trong ndm 2020, hang loat vu tdn cong mang quy mo 1én dién ra trén toan cau,
dién hinh nhu vy viéc nha may cua Foxconn bi tin tac tan cong, bi doi 34 tricu USD
tién chudc dir liu; hay 267 tri¢u thong tin nguodi dung Facebook dugc rao ban; Intel bi
tin tic tan cong, gay ro ri 20GB dir li¢u bi mat... Mdi1 day nhét, T-Mobile, mot trong
nhiing nha mang 16n nhét ciia My ciing di trd thanh nan nhén tiép theo cua hacker.
Theo quan sat ctia Bkav, tai Viét Nam, nhiéu trang thuong mai dién tir 16n, mot s6 nén

tang giao hang truc tuyén c6 nhiéu ngudi stir dung, da bi xdm nhap va danh cép dir liéu.

Chi tinh riéng nim 2020, hang tram ty dong da bi hacker chiém doat qua tin cong
an ninh mang lién quan dén ngan hang, trong d6 chu yéu 1a cac vu danh cap ma OTP
giao dich ctia ngudi dung. Cach thirc chinh ctia hacker 1a Iira nguoi dung cai dit phan
mém gian di€p trén dién thoai dé léy trdm tin nhan OTP, thuc hién giao dich bat hop
phap. Trung binh mdi thang, hé thdng giam sat virus cia Bkav da phat hién hon 15.000
phan mém gian diép trén dién thoai di dong. Dién hinh 1a vu viéc VN84 App, phan mém
thu thap tin nhan OTP giao dich ngan hang 1én dén hang ty dong, da lay nhiém hang
nghin smartphone tai Viét Nam.

Hinh thirc tdn cong c6 cha dich APT str dung ma doc tang hinh d thuc su bung
phat trong nam 2020. Theo théng ké cua Bkav, d3 c6 it nhat 800.000 may tinh tai Viét
Nam bi nhiém loai ma ddc nay trong nam 2020, ting gap doi so v6i nam 2019,

Ma doc tang hinh Fileless 1a loai ma doc dac biét, khong co file nhi phan trén b

ciimg may tinh nhu cac loai ma doc thong thuong. Ky thuat nay giup Fileless dé dang
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qua mat hau hét cadc phan mém di¢t virus trén thi truong boi cdc phan mém nay chi

phat hién virus qua mau nhan dién.
Tinh hinh an ninh mang 2021:

70,7 triéu lugt may tinh bi nhiém virus trong nim 2021, bao dong do cho tinh hinh
an ninh mang tai Viét Nam. Trong nhiing nim gan day, Viét Nam ludn 1a mot trong
nhiing quéc gia co ty 1&¢ nhiém ma ddc va hing chiu cac cudc tAn cong mang thude
nhom cao trén thé giéi. Khong nhitng thé, mic do st dung may tinh va cac thiét bi
thong minh tai Viét Nam d3 ting dot bién boi anh hudng cia COVID-19, day chinh 1a

mdi trudng 1y tuong dé virus bung phat va 1ay lan manh.

Tai Viét Nam, sb luot may tinh bi virus ma hoa dir li¢u tAn cong trong nam 2021
1én t&1 hon 2,5 triéu luot, cao gép 4.5 1an so v6i nam 2020. Pa sb nguoi st dung Viét
Nam van con ling tung, chua biét cach timg pho khi may tinh bi ma hoa dit liéu. Hon
99% nguoi tham gia chuong trinh Panh gia an ninh mang 2021 cua Bkav chon lam
theo huéng dan tra tién voi hy vong léy lai dugc dir liéu cua minh tir hacker. Cach lam
nay khong nhiing ban c6 thé khong lay lai duoc dit liéu ma con mat tién oan. Can phong
vé mot cach chu dong, thiét 1ap cac bién phap bdo v¢ an toan cho dir li¢u, dic biét can

¢ co ché sao luu dit liéu dinh ky.

Sau 2 nam chuyén dich tr Zero COVID sang thich irng an toan, vi¢c hoc tap, lam
viéc, mua sam, tham chi du lich, giai tri... déu theo hinh thurc online da tro thanh nhirng
k¥ nang quen thudc d6i véi mdi ngudi. Theo bao cdo danh gia an ninh mang ctia Bkav,
nhan thirc bao ddm an toan an ninh thong tin cua nguoi dung da dugc cai thién dang
ke.

Tuy nhién, con mét k¥ nang quan trong nhung lai dang bi nguoi dung bod qua la
kiém tra dudng link ctia website co sir dung HTTPS hay khong trude khi thuc hién giao
dich. HTTPS giong nhu mot “tick xanh” danh dau nhiing website an toan, da duoc

dang ky chinh chu. Pa sb cac website hién nay déu cung cdp HTTPS va giao thirc nay
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trd thanh tiéu chuan gr?m nhu bit budc cho tit ca website c6 thuc hién giao dich ngan
hang, mua sim. Pang tiéc, chi c6 30% ngudi ding biét vé giao thire HTTPS; s6 con lai
van chap nhan dung HTTP ma khong hay biét vé nguy co bi tin cong gia mao. Dé tranh
nguy co bi tin céng, ngudi dung tuyét doi khong giao dich quan trong trén cac website
bat dau bang HTTP.

1.2 Khéi niém “Chién tranh thong tin” :

Cung véi sy phat trién manh mé& ciia cong nghé thong tin, su bung nd thong tin 1a
su hinh thanh ciia loai hinh chién tranh méi — Chién tranh thong tin. Khong dung sting
dan, vii khi hat nhan,... dé tin cong, Internet sir dung mot cong cu cuc ky hitu dung dé
tan cong dbi phuong. Cac thé luc thu dich loi dung su phat trién cua Internet, loi dung
tir do ngdn luan dé tan cong dbi phuong trén linh vyc thong tin, lam sai 1éch thong tin,
bop m o su that vé thong tin ciia d6i phuong, tham tri 1am té liét cac hé thong thong tin
cta d6i phuong. Pac bi¢t cac thé luc thu dich con s dung céc hacker chuyén nghiép
tap trung tAn cong vao co so ha tang thong tin ctia d6i phuong thudce cac linh vyuc nhu:
quan sy, tai chinh, ngan hang, mang may tinh quéc gia,... st dung Virus dé 1am cho
hé théng vii khi ctia ddi phuong bi mat diéu khién, pha hoai co so ha tang kinh té qudc
dan 1am cho nén kinh té ctia d6i phuong bi réi loan,... hay danh cap nhimng bi mat quan

su, nhitng thong tin qudc gia quan trong cta ddi phuong.

Tai Viét Nam, loai hinh chién tranh thong tin ngay cang dugc hinh thanh rd. Trong
thoi gian gan day, cac thé luc thu dich di loi dung mang Internet dé 1ap cac website cé
nhan, st dung cac mang xa hoi dua nhiing thong tin sai 1éch khong dung sy that vé
Pang vé Nha nudc 1én mang nham boi xau, gy mat 1ong tin ciia nhan dan véi Pang
va Nha nudc ta. Hang loat cac website ctia Viét Nam bi cac hacker nuéc ngoai tan cong
lam t€ li¢t trong mot thoi gian. Tham tri cd nhitng website Viét Nam bi tAn cong con

dé lai nhimng hinh anh va nhiing dong chir Trung Qudc.

V61 xu hudng toan cau hoa hién nay, cdc mang lu6i truyén thong va xur ly thong

tin ciia cac Quoc gia dugce lién két véi nhau. Do dé ¢ dau c6 diém két ndi mang thi &
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d6 déu co thé xay ra chién tranh thong tin. Do vy cac qudc gia can phai c6 bién phap
xay dung cac 16p bao vé hé théng thong tin ciia minh, dong thoi ciing phai chuén bi

cac phuong an tan cong cac hé thong tin ctua ddi phuong.

Pham Duy Tuan Thinh
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CHUONG 2: CAC LO HONG BAO MAT MANG MAY TIiNH

2.1 Khai niém 16 hong :
Lo hé)ng bao mat la khuyét diém trong qua trinh 1ap trinh hodc viéc cAu hinh sai hé
thdng ma qua d6 tao ra so hé dan dén ké tdn cong mang c6 thé truy cap truc tiép dir

li¢u ma bdé qua quy trinh thong thuong.

Lb hong bao mat cé thé xay ra & tat ca cac 16p bao mat bao gom: co so ha tang,

mang va ung dung (application).

H¢ diéu hanh Microsoft Windows c6 ngudén goc phat trién cho cac may tinh ca
nhan va cic mang an toan, tuy nhién no6 lai khong an toan doi véi mang phi chinh phu

nhu Internet.

Trong giai doan ban dau, Microsoft thiét ké hé diéu hanh Microsoft Windows ma
chua nghi téi tim quan trong cua Internet khi gan lién véi n6. Piéu d6 da din toi mot

s0 di€m yeéu la cac 16 hong bao mat.

Mot 16 hong bao mét cho phép mot ngudi ndo d6 xam nhdp vao may tinh cia ban
qua dudng két ndi Internet. Nhitng 16 hong nho c6 thé chi cho phép truy cip vao
clipboard ctia ban, nhung nhitng 15 héng 16n ¢ thé cho phép ho tiép quan hoan toan

may tinh cta ban.

Nhu vy, 16 hong bao mat 1a mot trong nhimg nguyén nhan dan dén sy mat an toan

ctia cac hé théng may tinh khi két ndi Internet.

Pé thuc hién co ché an toan, cac hé diéu hanh (hodc cac Website phai dugc thiét
ké dé dap tng cac yéu cAu vé& mat an toan dit ra. Tuy nhién, trén thuc té, viée thiét ké
cic hé diéu hanh (hodc cac Website chi dat dén muc d6 tiép can cac yéu cau an toan
chtr khéng dap tng duoc chung mot cach hoan toan. Nhitng noi ma yéu cau thiét ké bi

pha v& goi 1a cac 16 hong.
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2.2 Céc 16 héng biao mat ciha mang may tinh :

2.2.1 Cac diém yéu cia mang may tinh :

Viéc toan cau hoa cac hoat dong thuong mai lam cho su phu thudc twong hd ngay
cang tang giita cac hé thong thong tin. Viéc chuin hoa cong nghé vi tinh hiéu qua va
kinh té song ciing dan téi chuan hoa tinh méng manh von c6 ciia mang cho ké thu loi
dung, Cac quy tic va ty do hoa cling dong gop cho viéc ting thém tinh nguy co ctia an

toan mang. C6 nhiéu nguyén nhan gay ra 16 hong bao gom:

1. P phire tap: Cac hé thong phurc tap lam ting x4c suat cua 16 hong, sai sot trong

c4u hinh hoic truy cap ngoai y mudn.

2. Tinh phé bién: Cac loai mi, phan mém, hé diéu hanh va phan cimg c6 tinh phd
bién s& lam ting kha nang ké tn cong c6 thé tim thay hoic c6 thong tin vé cac 16 hong
da biét.

3. Miire d9 két noi: Thiét bj cang dugc két n6i nhiéu thi kha nang xuat hién 16 hong

cang cao.

4. Quén Iy mit khau kém: Nhirng mat khau yéu c6 thé bi pha bang tin cong brute-
force va viéc sir dung lai mat khau c6 thé dan dén tir mot vi pham dir lidu tré thanh

nhi€u vu vi pham x4y ra.

5. Ldi hé diéu hanh: Giong nhu bat ky phan mém nao khac, hé diéu hanh ciing c6
thé c¢6 16 hong. Cac hé diéu hanh khong an toan — chay mic dinh va dé tat ca moi ngudi
ding c6 quyén truy cp day du sé co thé cho phép vi-rat va phan mém doc hai thyc thi

cac lénh.

6. Viée sir dung Internet: Internet c6 rat nhiéu loai phan mém gian diép va phan
mém quang cao co thé duoc cai dat tu dong trén may tinh.

7. L&i phan mém: Lap trinh vién c6 thé vo tinh hodc cb y dé lai mot 15i co thé khai

thac trong phan mém.
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8. Piu vao ciia nguoi dung khong dwoc kiém tra: Néu trang web hodc phan
mém cho rang tit ca dau vao déu an toan, chiing c6 thé thyc thi cac 1énh SQL ngoai y
mudn.

9. Con nguoi: LS hong 16n nhét trong bat ky t6 chitc nao 13 con ngudi dang sau hé
thdng d6. Tan cong phi ky thuat (social engineering) 1a mdi de doa 16n nhat d6i véi da
sO cac to chic.

Trén thuc té, ngudi ta da théng ké duoc cac 16 hong dé bi xam nhap thong qua
mang may tinh, cu thé:

- Thiéu diéu khién truy cap bo dinh tuyén va 1ap cau hinh sai ACL s& cho phép 1o
ri thong tin thong qua céc giao thirc ICMP, IP, NetBIOS, dan dén truy cip bat hop phap
cac dich vu trén may phuc vu.

- biém truy cap tir xa khong duogc theo ddi va bao vé sé 1a phuong tién truy cap dé
dang nhat d6i voi mang cong ty.

- RO ri thong tin c6 thé cung cap thong tin phién ban hé diéu hanh va chuong trinh
mg dung, nguoi dung, nhom, dia chi tén mién cho ké tdn cong thong qua chuyén ving
va cac dich vu dang chay nhu SNMP, finger, SMTP, telnet, rusers, sunrpc, NetBIOS.

- May chii chay cac dich vu khong can thiét (nhu sunrpe, FTP, DNS, SMTP sé tao
ra 161 vao thadm nhap mang trai phép.

- Mat ma yéu, dé doan, dung lai & cép tram 1am viéc co6 thé don may phuc vu vao
chd thoa hiép.

- Tai khoan nguoi dung hodc tai khoan thir nghiém c6 dic quyén qua murc.

- May phuc vu Internet bi 1ap cau hinh sai, dic biét 1a kich ban CGI trén may phuc
vu web va FTP nac danh.

- Birc tuong lira hodc ACL bj 1ap ciu hinh sai ¢6 thé cho phép truy cép truc tiép hé

thong trong hoic mot khi di thoa hiép xong may phuc vu.
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- Phan mém chua dugc stra chira, 101 thoi, de bi tan cong, hodc dé ¢ cau hinh mac
dinh.

- Qué nhiéu diéu khién truy cap thu muc va tp tin.
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Hinh 2-1: M6 hinh mang may tinh

- Qua nhiéu mdi quan hé uy quyén nhu NT domain Trusts, cic tap tin.rhosts va

hosts.equiv trong UNIX s& cho ké tin cong truy cip hé thong bét hop phap.

- Céc dich vu khong chirng thuc.
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- Thiéu tinh ning ghi nhat ky, theo ddi va do tai mang va cap do may chu.
- Thiéu chinh sach bao mat, thu tuc va céc tiéu chuén tbi thiéu.
2.2.2 L& hong theo khu vuc phét sinh :
Bao gém: L hong code
- Lb hong code xuat hién do 13i trong qua trinh xay dung phan mém, gdom céc 15i
logic, ¢t phap va & cac muc truy cdp. L hong code con bao gdm cé nhimng cai dit c¢b

¥ ctia nha thiét ké dé tiép can trai phép vao hé thdng ciia ngudi dung phan mém.
- L5 hong cau hinh.

- L6 hong cau hinh, xuat hién trong qu4 trinh cai dat, cau hinh va cac phuong tién
k¥ thuat ctia hé théng thong tin , nhu cac tham sé cai dat va thong sd ki thuét cua cac

thiét bi k¥ thuat.
- L6 hong kién truc.
- Lb hong kién trac, phat sinh trong qua trinh thiét ké hé théng thong tin .

- L5 hong t6 chirc ton tai do thiéu (hodc do cac khiém khuyét) cua cc bién phép to
chtic bao vé thong tin trong cac hé thdng thong tin , hodc do khong tuan thu cac quy
tac khai thac hé théng bao vé thong tin ctia hé thong thong tin.

2.2.3 L& hong phat sinh do cac khiém khuyét caa hé théng thong tin :

Trong hé thdng thong tin t6n tai nhitng khiém khuyét s& lam xuét hién nhiéu 15
hong. Vi du: nhitng khiém khuyét dan dén ro ri, hoac 16 thong thong tin tiép can han
ché; khiém khuyét lién quan dén tran bd nhd (khi phan mém thuc hién cac ban ghi dir
li¢u vuot ra ngoai gidi han cua bo nhé viung dém, két qua l1a dit liéu dugc ghi phia trude
hoic tiép sau bo dém bi hu hai).

Céc khiém khuyét ctia hé thong thong tin 1am phat sinh 15 hong an toan thong tin
thuong lién quan dén cac van dé nhu: cai dat sai tham so trong dam bao chuong trinh,

kiém tra khong day du dir li¢u dau vao, kha nang gidm sat duong ti€p can cac thu muc,
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phan quyén st dung céc 1énh cua h¢ diéu hanh (vi du, Iénh xem cAu tric thu muc, 1énh
sao chép, Iénh loai bd tép tir xa); ap dung cac toan tir tich hop ngodn ngir 1ap trinh, su
dung ma 1énh, ro ri thong tin tiép can han ché, st dung cac bién doi mat ma, quan ly
tai nguyén, tran bo nhd.
2.2.4 L& hong theo vi tri phat hién :
- L3 hong trong dam bao chwong trinh toan hé thong: 16 hong hé diéu hanh (16 hong
hé thdng tép, 16 hong ché do tai, 16 hong trong cac co ché quan 1y quy trinh...), 16 hong

hé théng quan 1y co so dit lidu.
- L6 hong trong phan mém tng dung.

- Lb hong trong phan mém chuyén dung, tic 1a cac 16 hdng dam bao chuong trinh
dung dé giai quyét cac bai toan dic thu ctia hé thdng thong tin, cu thé 1a: 1i 1ap trinh,
su ¢ mit cac chirc ning khong cong bd co kha nang anh hudng 1én cac phuong tién
bao vé thong tin, khiém khuyét trong cac co ché han ché tiép can cho dén cac ddi tuong
dam bao chuong trinh chuyén dung.

- L6 hong ton tai trong dam bao chwong trinh cta cac phuong tién k¥ thuat nhu:
phan sun cac thiét bi nhd, cac mach logic tich hop, cac hé thong dau vao/ra, chuong
trinh trong cac bo diéu khién, giao dién....

-Ld hé)ng trong cac thiét bi cAm tay nhu: hé diéu hanh céc thiét bi di dong, giao
dién truy cdp khong day....

- L6 hong trong cac thiét bi mang nhu: bd dinh tuyén, tong dai, cac trang bi vién
thong khac nhu: giao thtrc dich vu mang, giao thirc diéu khién thiét bi vién thong....

- L hong trong cac thiét bi bao vé thong tin. Bao gdm 16 hong trong cac phuong
tién quan 1y truy cap (kiém soat tinh toan ven, phan mém chong ma doc, hé thong phat
hién xam nhap, tuong lva...).

Bén canh d6, GOST P56546-2-15 con phén loai 16 hong dua trén cac tiéu chi tim

kiém nhu: tén ctua hé di€u hanh, nén tdng phat trién, tén phan mém va phién ban, murc
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d6 nguy hai cta 16 hong, ngdn ngir 1ap trinh va dich vu str dung dé van hanh phan mém.
2.2.5 L& hong da biét, 1§ hong zero-day :

Vi nhitng ké tan cong, 16 hong 1a nhiing kénh chinh dé xam nhap trai phép vao hé
thong thong tin . Do d6, tim kiém 16 hong ludn 1a mbi quan tdm hang dau. Khi phat
hién duogc 16 hong, ké tin cong lap tirc tin dung co hoi dé khai thac. Tir thoi diém phat
hién ra 16 hong dén lan va dau tién s& mat mot khoang thoi gian dai va day chinh 14 co
hoi dé thuc hién 1ay nhiém, phét tdn ma doc. Con voi cac chuyén gia bao mat thong tin,
phat hién va khic phuc 16 héng la nhiém vu quan trong hang dau. Viéce phat hién 16
hong da kho khan, nhung khic phuc con kho khian hon. Do vay, dé thuan tién trong
qua trinh khac phuc, cac chuyén gia di chia 16 hong thanh hai loai 13 16 hong da biét va

16 hong zero-day.

L hong da biét, 1a 16 hong da duoc cong bd, kém theo cac bién phap thich hop dé
bao vé hé théng thong tin , cic ban vé 16i va ban cap nhat. Nhu vdy, mdi khi 16 hong

duoc phat hién thudc loai nay, thi van dé cling coi nhu da dugc giai quyét.

Tuy nhién, c6 nhitng 16 hong ma chi dén thoi diém phat hanh ban cap nhat, hodc
phién ban mai cia san phém, nha san xuit mai biét vé su ton tai cia nd. Nha san xuét
khong du thoi gian dé nghién ciru va khic phuc san pham da phat hanh, nén cac 16 hong
loai ndy duoc dat tén 1a 16 hong zero-day. Nhu vdy, trong sudt thoi gian ké tir thoi diém
t6n tai dén khi bi phat hién, 16 hong nay co thé da duogc khai thac trong thyc té va gay

anh huong tdi to chic, doanh nghiép, ngudi dung.

L3 hong zero-day thudng ton tai trong thoi gian dai, trung binh khoang 300 ngay.
Mot s6 ¢ “tudi tho™ cao hon rat nhidu. Hang SAP di cong bd rang, ho ting phét hién
va va duoc cac 16 hong ¢ tudi tho 10 nam. Trong d6, nguy hiém nhat 1a cac 16 hong:
CVE-2004-308 (lam ton hai bo nhé), CVE-2005- 2974 (gdy tan cong tir chdi dich vu)
va CVE-2005-3550 (cho phép thyuc hién 1énh tir xa).
Ngoai cac hing bao mat, “hacker” cling c6 thé 1a nhitng ngudi dau tién phat hién

ra 16 hong. Véi cac “hacker mii tring” thi cac 16 hong zero-day 13 d6i twong nghién ciru
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hap din, néu phat hién va khic phuc duogc, ho cling sin sang thong bao cho nha san xuat.
Nhung véi cac “hacker mii den” thi day 1a co hoi ot dé truc loi. Ho s& nghién ctru phuong
an khai thac ngay 1ap tirc, tham chi dua ra rao ban tai chg den véi gia cao. Ch:fmg han, 16
hdng zero-day cho phép chiém quyén quén trj trén hé diéu hanh Windows dugc rao ban
v6i gia 90 nghin USD. T6i pham mang hay cac co quan dic vu sin sang chi tra khoan tién

16n dé mua lai cac 16 héng nay, tao nén thi truong chg den s6i1 dong trén mang Internet.

Vi thé, nhiéu hing bao mat sin sang chi nhitng khoan tién 16n dé tra cho nhiing ai
phat hién duogc 16 hong trong cac san pham cua ho. Gan day, Kaspersky Lab da ting tién
thuong 1én 100 nghin USD cho ngudi ¢ thé phat hién ra nhiing 16 hong nghiém trong

trong cac san pham cua hang nay.

2.3 Mot s6 phwong thic tan cong mang :
Tan cong mang hay con goi la chién tranh trén khong gian mang. C6 thé hiéu tan
cong mang 13 hinh thirc tin cong xam nhap vao mot hé théng mang may tinh, co so dir

li¢u, ha tang mang, website, thiét bi cia mot cad nhan hodc mot t6 chirc nao do.
Cum tur “Tan cong mang” c6 2 nghia hiéu:

— Hiéu theo cach tich cuc (positive way): Tan cong mang (penetration testing) 13
phuong phap Hacker mii tréng xam nhap vao mot h¢ théng mang, thiét bi, website dé

tim ra nhitng 16 hong, cac nguy co tan cong nham bao v€ ca nhan hoac to chirc.

— Hiéu theo céch tiéu cuc (negative way): Tan cong mang (network attack) 1a hinh
thire, k¥ thuat Hacker mii den tan cong vao mot hé théng dé thay doi dbi twong hoac
téng tién.

bPoi tuong bi tan cong co thé 1a c4 nhan, doanh nghiép, td chirc hodc nha nudc.
Hacker sé tiép can thong qua mang ndi bd gdm may tinh, thiét bi, con ngudi). Trong
yéu td con nguoi, hacker co thé tiép can thong qua thiét bi mobile, mang xa hoi, ung

dung phan mém.

Tom lai, mot cude tan cong khong gian mang c6 thé nham vao cd nhan, doanh
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nghiép, quéc gia, xam nhép vao trong hé théng, co so ha tﬁng mang, thiét bi, con nguoi

dud1 nhiéu cac khac nhau va muc ti€u khac nhau.

2.3.1 T4an cbng vao trinh duyét (Browse Attacks)
Mot trong céc kiéu tin cong mang dién hinh nhat ndm 2017 phai ké dén 14 tin cong
vao trinh duyét. Cac cudc tan cong cta trinh duyét thuong dugc bat dau bang nhiing
trang web hop phap nhung dé bi ton thuong. Ké tin cong c6 thé xam nhap vao website

va gy hai cho ddi trong bang phan mém doc hai.

Cu thé, khi c6 khach truy cdp méi théng qua trinh duyét web, trang web d6 sé& 1ap
tirc bi nhiém ma doc. Tir d6, ma ddc s& xam nhap vao hé théng ctia nan nhan qua 16
héng cua trinh duyét.Cac trinh duyét web bi tin tic tin cong chu yéu nam 2017 1a

Microsoft Internet Explorer Edge, Google Chrome, Mozilla, Firefox, Apple Safari,

Opera.

Hinh 2-2: T4n cong vao trinh duyét Web
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2.3.2 Tan cbng bing phan mém ddc hai Malware
Tan cong Malware: 13 mot trong nhiing hinh thirc tn cong qua mang pho bién

nhat hién nay. Malware bao gdm:
- Spyware (phan mém gian diép)
- Ransomware (mi doc tong tién)
- Virus
- Worm (phan mém ddc hai 1y lan voi toc do nhanh)

Thong thuong, Hacker sé& tién hanh tin cong ngudi ding thong qua cac 16 hong bao
mat. Hodc Iira ngudi dung Click vao mot dudng Link hoic Email (Phishing) dé cai
phan mém ddc hai ty dong vao mdy tinh. Mot khi duoc cai dat thanh cong, Malware s&

gay ra nhirng hau qua nghiém trong:
- Chin cac truy cip vao hé théng mang va dit liéu quan trong (Ransomware).
- Cai dat thém phan mém doc hai khac vao mdy tinh nguoi ding.
- Panh cap dit liéu (Spyware).

- Pha hoai phﬁn cung, phﬁn mém, 1am hé théng bi té li¢t, khong thé hoat dong.
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Hinh 2-3: Tan cong bang phan mém doc hai

2.3.3 Tan cbng gia mao (Phishing)
Phishing (tin cong gia mao) 13 hinh thirc tAn cong mang bang gia mao thanh mot
don vi uy tin dé chiém 10ng tin va yéu cau nguoi dung cung cip thong tin ca nhan cho

chung.

Thong thuong, Hacker s€ gid mao la ngan hang, vi dién tu, trang giao dich truc
tuyén hodc cac cong ty thé tin dung dé lira ngudi dung chia sé cac thong tin c4 nhan
nhu: tai khoan & mat khau ding nhap, mat khau giao dich, thé tin dung va cac thong

tin quan trong khac.

Phuong thirc tin cong nay thuong duoc thuc hién théng qua viéc giri Email va tin
nhan. Nguoi dung khi mo Email va Click vao dudng Link gia mao s& duoc yéu cau
dang nhap. Néu “cin cau”, tin tic s& co dugc thong tin ca nhan ctia nguoi dung ngay

tirc khac.

Phuong thirc Phishing duoc phat hién 1an dau tién vao nam 1987. Thuét ngir 13 sy

két hop cuia 2 tir: Fishing For Information (cAu thong tin) va Phreaking (trd ltra déo sir
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b

dung dién thoai ctia nguoi khac khong tra phi). Do su twong dong trong viéc “ciu c&’

va “cau thong tin nguoi dung”, nén thuat ngtt Phishing ra doi.
|

\ o o

phishino )

7

ey sr l \ A

Hinh 2-4: Tan cong tir chéi dich vu ( Ddos Attacks )

2.3.4 Tén cong co sé dir liéu ( SQL injection )
Céac cudc tan cong SQL Injection dugc thuc hién béng cach guri 1énh SQL doc hai
dén cac may chu co s& dit liéu théng qua cac yéu cau clia ngudi dung ma website cho
phép. Bat ky kénh input ndo ciing ¢ thé dugc st dung dé giri cac 1énh doc hai, bao

gdm cac thé <input> chudi truy van (query strings), cookie va tép tin.

V61 SQL injection céac hacker cé thé truy cap mot phén hoac toan bo dir li€u trong
hé théng, co thé gay ra nhimg thiét hai khong 16

Véi viéc SQL injection dé tan cong, pho bién, gay ra hau qua nghiém trong. D6 1a

1y do ma SQL injection dtrng dau trong 10 16 hong bao mat cia OWASP.
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' UNION SELECT username, password FROM users-- i

SELECT name, description FROM products WHERE category
= 'Gifts' UNION SELECT username, password FROM users--

........................ <
f % All passwords

| —( &) All usernames ) i§ J

Hinh 2-5: Tan cong co so dit liéu SQL injection

2.3.5 Tan cong tir chéi dich vu ( Ddos Attacks )

DoS (Denial of Service) 1a “danh sap tam thoi” mot hé théng, may chu hodc mang
ndi bd. Dé thyc hién duoc diéu nay, cac Hacker thuong tao ra moét lugng
Traffic/Request khong 16 ¢ cting mdt thoi diém, khién cho hé théng bi qué tai. Theo
d6, nguoi dung s& khong thé truy cap vao dich vu trong khoang thoi gian ma cudc tan
cong DoS dién ra.

Mot hinh thic bién thé ciia DoS 1a DDoS (Distributed Denial of Service): Tin tic
str dung mot mang ludi cac may tinh (Botnet) dé tin cong ngudi dung.van dé ¢ day 1a
chinh cac may tinh thuéc mang luéi Botnet s& khong biét ban than dang bi lgi dung tré

thanh cong cu tan cong.
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Hinh 2-6: Tan cong tir chdi dich vu ( Ddos Attacks )

2.3.6 Kiéu tan cong ra quét
Thay vi sir dung cac hinh thiic tan coéng toan dién, Scan Attacks 1a k¥ thuét tin
cong mang ra quét 16 hong théng qua cac dich vy, hé thdng may tinh, thiét bi, ha tang
mang cua doanh nghiép. Tin tic s& sir dung cac cong cu dé ra quét, nghe 1én hé thong
mang dé tim ra 15 hong sau d6 thyc thi tin cong.
2.3.7 Kiéu tan cong mang khac
Ngoai 6 kiéu tdn cong mang ndi bat ndi trén, Hacker con c6 thé xAm nhép vao bén

trong hé théng bang cach:

- Tan cong vat 1y (Physical Attacks). Tin tic s& c¢6 gang pha huy, an cap dir liéu

kién tric trong cting mot hé thong mang.

- Tan cong ndi bd (Insider Attacks). Cac cudc tan cong ndi b thuong li€n quan to1
nguoi trong cudc. Chang han nhu trong mot cong ty, mot nhan vién nao dé “cam ghét”
nguoi khéc... cac cude tan cong hé thong mang ndi bo co6 thé gay hai hodc vo hai. Khi

c6 tan cong mang ndi bo xdy ra, thong tin dir liéu cia cong ty cé thé bi truy cap trai
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phép, thay d6i hodc ban doi.
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CHUONG 3: MQT SO KY THUAT PHO BIEN PHONG VA PHAT HIEN
XAM NHAP MANG MAY TiNH

3.1 Chir ki s

3.1.1 Gié1i thiéu chung

Hang ngay chiing ta van thudng hay dung chit ky dé xac minh mot van dé, hay dé
xac nhan quyén cua minh dbi véi mot vat thong qua nhiing gidy to hodc 1a mot hop
dong nao d6. Chang han nhu trén mot bic thu nhan tién tir ngan hang, hay nhiing hop
dong ky két mua ban, chuyén nhuong. Nhitng chit ky nhu vay con duoc goi 1a chir ky
viét tay, boi né dugc viét bai chinh tay ngudi ky khong thé sao chup dugc. Thong
thuong chit ky viét tay trén cic van ban, trén céc tai liéu hay trén cac hop dong kinh
té..v.v.. thi dugc dung dé x4c nhan ngudi ky né.

So d6 chir ky (hay con goi 1a chir ky s6) 12 phuwong phap ky mot birc dién luu dudi
dang dién tir. Chang han mdt buc dién c6 chit ky dugc truyén trén mang may tinh.
Chuong nay s& nghién ctru vai so do chir ky, song trudc hét, ta s& thao luan mot vai
khac biét co ban gitta cac chir ky thong thudng va chir ky sd.

Pau tién 1 van dé ky mot tai liéu. Véi chir ky thong thudng, nd 1 mot phan vat 1y
cua tai liéu, c6 nghia la chung ta str dung chir ky trén gidy lam co s& phéap 1y cho su xac
thue nguoi gui. Viée phan tich chit ky trén gidy phai dam nhan dugc cac tinh chat sau:

- Nguoi nhan c6 kha nang xac minh dugce chit ky cua nguoi gii.

- Khong mot ai (ké ca ngudi nhan) ¢ thé gia mao dugc chir ky ctia ngudi guri.

- Trong truong hop ngudi gui phi nhan chit ky cia minh trén mét thong bao x nao
d6, thi trong tai phai c6 kha nang khang dinh dugc chit ky trén x c6 phai la cliia ngudi
gui hay khong.

Tuy nhién, mot chir ky s6 khong gan theo kiéu vat Iy vao birc dién nén thuét toan
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duoc dung phai “khong nhin thay” theo cach ndo do trén buc dién.

Thi hai 14 van d& vé kiém tra. Chit ky thong thuong duogc kiém tra bang cach so
sdnh n6 vai cac chit ky xac thuc khac. Vi du ai do ky mdt tAm séc dé mua hang, nguoi
béan phai so sanh chit ky trén manh gidy voi chir ky ndm ¢ mit sau tAm thé tin dung dé
kiém tra. Puong nhién day khong phai 1a phuong phap an toan vi né dé dang bi gia
mao. Mit khéc, cac chit ky s6 co thé dugc kiém tra nhd dung mot thuat toan kiém tra
cong khai. Nhu vay, bat ky ai ciing ¢ thé kiém tra dugc chit ky sb. Viée dung mot so

do chit ky an toan c6 thé sé ngan chdn duogc kha nang gid mao.

Su khac biét co ban khac giita chit ky s6 va chir ky thong thudng 1a ban copy tai
liéu duoc ky bang chit ky s6 dong nhat vai ban gdc, con ban copy tai liéu co chit ky
trén gidy thuong c6 thé khac véi ban gdc. Diéu nay c6 nghia 13 phai can than ngan chin
mot bure dién ky s6 khoi bi dung lai. Vi du, néu B ky mot buc dién sd xac nhan A rit
1008 tir tai khoan nha bang ctia anh ta (vi du séc), anh ta chi muén A c¢6 kha nang lam
diéu d6 mot lan. Vi thé, ban than btc dién can chta thong tin (chang han nhu ngay

thang) dé ngan né khoi bi dung lai.

Mot so dd chit ky sd thuong chira hai thanh phan: thuit toan ky va thuat toan xac
minh. B ¢6 thé ky btic dién x dung thuat toan ky an toan. Chir ky sig(x) nhan duogc co
thé duoc kiém tra bang thuat toan xac minh cong khai ver(y). Khi cho trude cip (x, y),
thuat toan xac minh cho gia tri TRUE hay FALSE tuy thudc vao viéc chit ky duoc xac
thuc nhu thé nao.

3.1.2 Chir ky sé (chir ky dién tir)

Gidng nhu chit ky ctua ngudi str dung trén céac tai lidu thi chit ky dién tir ciing c6

mdt ¥ nghia twong tu, d6 1a dung chit ky dién tir dé ky 1én mot e- mail hodc dit liéu dién

tu. Chir ky dién tir dugc tao ra va dugc chung thuc do viéc dung chirng chi $0.

Ngay nay, trén thé giéi da co nhiéu qudc gia da ban hanh nhimmg diéu luat cong

nhan chi ky dién tir c6 gi tri phap 1y nhu nhitng chi ky trén cic van ban, gidy to trudc

Pham Duy Tuan Thinh 27



Tim hiéu vé ham bam Ripemd va ng dung trong chir ky sé D6 &n tét nghiep

day van dung. B¢ ky, dé tao nén mot giao dich an toan thi chung chi s6 ctia ngudi su

dung 1a duy nhat.
Chir ky dién tir mang lai cho ngudi st dung nhiéu chirc ning quan trong nhu:
¢ Tinh xac thuc
¢ An toan va toan ven dir liéu

¢ Khong chbi cdi ngudn goc
a. Tinh xac thue.

Xac thuc la sy chi ra dich danh mot nguol (hodc mot host, mot server, mot
client,...). N6 dam bao sy chinh xac vé ngudi da ky vao dir liéu bdi vy nén ngudi sir
dung biét dugc ai d3 tham gia vao mdt giao dich va ngudi tham gia vao giao dich d6
c6 phai 1a mao danh hay khong. N6 ciing cho phép mot hé théng kiém soat duoc quyén
truy cp ciia nguoi ding bang viéc thiét 1ap nén quyén truy cap hé thong bang ching
chi so.

b. Su toan ven dir liéu.

Chit ky dién tir bao vé su toan ven dit liéu. Nguoi st dung khong thé biét duoc rang
mot e- mail nguoi sir dung nhan duoc da bi thay doi hay chua du viéc thay doi d6 12 vo
tinh hay ¢d y. Vé mat k¥ thuat thi chit ky dién tir 1a viéc ma hoa boi kho4 riéng cua
nguoi gui dit lidu trén dang bam cua dit liéu duoc gui. Bat ky su thay doi nao sau khi

tai liéu duoc ky déu khong con hop 18 v6i dang bam nay.

Chir ky dién tor dam bao sy tin tuong vao dir li¢u- Chi nguoi dugce chi dinh nhan
moi doc duoc thong tin do.
¢. Khong chéi cii ngudn goc.

Mot dic diém cua chit ky dién tir 1a cho phép tac gia (nguoi da Ky vao théng tin
can gui di) chimg minh quyén tac gia cia minh. Khong chdi cai nguén gbe cho phép
nguoi st dung ching minh dugc ai da tham gia vao mét giao dich trudc do. Nguoi da

ky tén vao mot tai liéu dién tir thi khong thé chdi cii duoc rang minh da khong ky.
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Vay thi chdi cdi ngudn gbc don gian 1a viée khi ngudi ndo d6 da ky vao mot tai

liéu dién tir thi khong thé chdi cii 1a minh khdng ky.
3.1.3 Tao va kiém tra chir ky dién ti.

Dé tao mot chit ky dién tir, nguoi ky tao mot dir liéu “bam” 1a duy nhét va rat ngén
lai so v&i dit liéu gbe, sau d6 dung khod riéng dé ma hoa dir liéu dd duoc “bam” noi
trén. Vay thi chit ky dién tur chinh la dang bam cua dir liéu da duoc ma hoa b:?mg khoa
riéng cta ngudi ky. Néu thong diép bi thay doi thi dan dén két qua “bam” cua thong
diép da bi thay doi khac so véi két qua “bam” ciia thong diép khi chua bi thay doi.

Véi cac thong diép khac nhau va véi mot khod riéng dung dé ky thi chit ky dién tir
1a duy nhét, boi vay khong thé gia mao dugc chit ky dién tir. Chit ky dién tir dugc thém
vao thong diép va ca hai dugc gui téi ngudi nhan. Ngudi nhan tao lai gia tri bam tu
thong diép nhan duoc, sau d6 dung khoa cong khai ctia nguoi gui dé giai ma gia tri
“bam” trong thong diép nhan dugc. Néu ca hai gia trj bam 1 giéng nhau thi ca hai van
dé ching thyc nguoi giri va tinh toan ven cta thong tin.

3.1.4 Co s& ly luan caa chir ky so

Nguoi ta st dung hé mat ma dé giai quyét mot trong hai, hodc ca hai loai bai toan:
d6 1a bai toan bi mat va bai toan xac thyc. Hé mat ma giai quyét bai toan bi mat (goi
tat 1a hé mat) nham ngin chin cac to chlic va ca nhan bat hop phap thu nhan tin tir
nhirng btrc dién guri di chi ¢6 ngudi nhan hop phdp méi doc duge. Con hé mat ma giai
quyét bai toan xac thuc (goi tat 1a hé xac thuc) thi nham ngan chan viéc xen lan trai
phép nhiing birc dién gid vao kénh cong khai, bao dam cho nguodi nhan, nhan dugc
dlng ndi dung dién ctia nguoi gui.

Theo tinh chét khoa nguoi ta phan cac hé mat ma ra lam hai loai, d0 1a hé mat ma
d6i xtmg hay con goi 1a hé mat ma c6 dién (mot khod) va hé mat ma phi déi xtng (hai
khod) hay con goi 1a h¢ mat ma khoa cong khai.

3.14.1 Hé mat ma khoa cong khai.

Hé mat ma khoa cong khai 12 hé mat ma phi ddi ximg, trong ¢6 mdi nguoi sir dung
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cong bd cong khai mot khod cung loai (ttrc 1a cuing 1ap ma hodc cung giai ma), nhung
giit bi mat khod kia ctia minh va khoa bi mat khong thé tinh toan dé suy ra dugc tir

khoé cong khai (trong thoi gian hop 1y).

Cac khoa cong khai cta hé c6 thé ghi vao mot danh muc cong khai. Do khoa bi
mat khong thé tinh toan dé suy ra duoc tir khoa cong khai, nén bién doi bi mat ciing
khong thé tinh toan dé suy ra dugc tir bién doi cong khai. Néu ta goi mot bién doi ma
bién doi nguogc cua nd khong thé tinh toan dé suy ra dugc tir ban than nd 13 bién ddi
mot chiéu, thi moi bién d6i cong khai ctia hé mat ma loai ndy s& déu 1a bién d6i mot
chiéu. Viéc khong thé tinh toan dugc & day 1a khong that chinh xac theo quan diém
toan hoc. N6 phu thudc vao kha nang tinh toan hién tai cua ching ta, c6 nghia 1a phu
thudc vao phuong tién k¥ thuat tinh toan, vao cac thuat toan dang duoc dung. Vi vay,
mot khoa bi mat co thé khong thé tinh toan dugc tir khoa cong khai vao nam 2004,
nhung lai hoan toan c6 thé tinh todn dugc tir né vao nam 2200. Diéu d6 nhic nhé nhing
ngudi thiét ké hé mat ma khoa cong khai can phai tru tinh t6i sy phat trién cta khoa
hoc ki thuat trong mot khoang thoi gian sap dén dé dinh ra cac hé s an toan cho hé.

3.1.4.2 Bi mat va xac thuc bang hé mat ma khoa céng khai

H¢ mat ma khod cong khai co thé duoc dung nhu mot hé mat, hay mot h¢ xac thuc
hay vira mat, vira xac thuc. HE mat ma khod cong khai la mot hé¢ mat néu nhu khoa
cong khai 1a khoa 1ap ma.

Gia sir trong hé nay ngudi sit dung A mudn giri mot thong bao x cho ngudi st dung
B. Khi d6 vi A biét dugc khod cong khai eB cta B (tir danh muc cong khai), tirc 13 biét
duogc bién doi lap ma sigB ciia B (nhu da dinh nghia & trén sig c6 nghia 14 thuat toan
ky), nén anh ta c6 thé chuyén x cho B bang cach giri ban :

Cc = sigB(x).
Khi nhan duoc ¢, B ¢6 thé giai ma nay bang cach ap dung vao c bién doi bi mat

verB cua minh va thu duoc
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verB(c) = verB(sigB(m)) =m.

bién doi bién doi
Cong khai bi mat

Ao’ BX
- - — —

Hinh 3-1: So d6 dung hé mat ma khod cong khai 1am mot hé mat

Vi chi c6 B biét dugc khoa gidi ma dB ctia minh, nén chi c6 anh ta méi biét duge
verB va giai dugc ban ma ¢ thanh ban ro x. Nhu vay thong bao m 1a hoan toan mat.

So do trén khong bao dam duoc tinh xac thuc cua thong bao. Vi bién doi sigB cua
B dugc cong khai, nén bat ky ngudi sir dung nao ciing c6 thé thay thé thong bao x bang
mot thong bao x” khac bang cach giri di cho B ban mi ¢’=sigB(m’) thay vao c.

Hé mat ma khod cong khai 1a mot hé xac thuc néu nhu khoa cong khai 13 khoa giai

~

ma.
Gia st trong hé nay nguoi st dung A mudn giri mot thong bao x cho ngudi st dung
B. Khi d6 anh ta chuyén cho B ban ma
¢ = sigA(m).
Vi khoa giai ma dA, va do d6 bién doi giai ma verA, cua A dugc cong khai, nén
khi nhéan dugc ¢, nguoi st dung B c6 thé ap dung vao c bién doi verA dé giai ban ma c:
verA(c) = verA(sigA(x)) =m.

bién doi bién doi

bi mat cong khai

= C BX
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Hinh 3-2: So d dung h¢ mat ma khoa cong khai [am mot hé xac thuc

Vi chi c6 A biét duoc khoa eA, va do d6 biét dugc bién ddi 14p ma sigA cia minh,
nén chi c6 anh ta mé&i c6 kha ning tao ra cac ban ma bang cach ap dung sigA. Vi vay
thdng b4o x ma B nhan dugc dlng 12 do A giri va ndi dung dlng nhu A dé thao ra. Diéu

d6 c6 nghia 1a so d6 trén bao dam duge tinh xac thyuc cia thong bao.

So dd nay khong bao dam duoc tinh mat vi bat ky nguoi sir dung nao, do dA duoc

cong khai, cling c6 thé giai dugc ban ma ¢ va doc dugc x.

H¢ mat ma khoa cong khai 1a mot hé mat ma vira mat vira xac thuc, néu nhu n6

thoa man hai diéu kién sau day:
- Khong gian ban rd P phai trung voi khong gian ban ma A, tiic 1a P = A.

- Cac bién ddi sigA va verA phai 1a cac bién dbi nghich dao 1an nhau, tirc 1a:

sigA(verA(x)) = x, verA(sigA(x)) = x thoa man cho moi m eP=A
Khong 1am mat tinh chat chung, ta c6 thé gia thiét rang trong hé mat ma khoa cong
khai loai nay, khod cong khai ludn 1a kho4 1ap ma.

Gia st trong hé mat ma khoa cong khai vira mat, vira xac thuc A mudn giri mot thong bao
X cho B. Khi d6 dé dam bao ca tinh mat va tinh x4c thuc cta x, A chuyén di cho B ban ma

c = sigB(verA(x)).
Khi nhan duoc ¢, B giai ban ma nay bang cach 4p dung vao ¢ trudc hét bién doi verB,va
sau do bién doi sigA, tuc 1a anh ta thuc hién
sigA(verB(c)) = sigA(verB(sigB(verA(x)))) = sigA(verA(x)) = X.

Thong bao m duoc dam bao tinh mat vi chi co B biét dugc bién ddi verB, va do dé
chi c6 anh ta doc dugc ban ma ¢. Ca nguoi giri A va ndi dung thong bdo m dugc xac
thuc vi chi co A biét duoc verA, va do d6 chi ¢6 anh ta méi c6 kha nang tao ra cac ban
ma loai nay.

3.14.3  Téng quat hod vé so dd chir ky so6 biang hé mat ma khoa cong khai

Moi hé mat ma khoa cong khai x4c thue déu c6 thé cung cip cho ta mot so do don
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gian dé tao chir ky s6. Vi khoa 1ap ma eA dugc A giit bi mat, nén bién doi 1ap ma sigA
cling 13 bién ddi bi mat va chi c6 A biét. Do d6 ta co thé coi sigA 1a chit ky sd caa A.
Pé giri mot thong bao x duge A ky cho B, A tinh
SA = sigA(X)

va gui cap (x, sA) cho B. Nhu vay, sA duoc coi 1a chit ky ctia A cho thong bao m.
Khi nhan duogc (x, sA), B tinh

verA(sA) = verA(sigA(x)).

Pang thirc verA(SA) = x chimg to rang x 12 do chinh A thao ra. Nhu vy 13 ca ngudi
g va noi dung théng bao m duoc xac thuc. Vi chi c6 A biét duge sigA, nén bat ky ai,
ké ca B, déu khong thé gia mao duogc chir ky cua A trén mot thong bao bat ky khac.
Ban than A ciing khong thé phil nhan duoc mot thong bao di ky cia minh (vi gia thiét
la sigA khong bi mat va khong bi ton thuong). Mit khac, vi verA dugc cong khai, nén
nguoi nhan B ¢ kha nang kiém tra duge chit ky cua A. Trong trudng hop giita A va B
xay ra sy bat dong, B trinh trong tai cdp (x, sA). Dé giai quyét su bat dong trén, trong
tai tinh verA(sA) va kiém tra xem verA(sA) ¢ dang 1a x hay khdng. Nhu vay, co thé
coi SA =sigA(x) nhu 1a chir ky sb ciia A trén théng bo x

So d6 chit ky so trong hé mat mi khoa cong khai xéac thuc:

1. Trong h¢ mat ma khoa cong khai xac thyc (véi khoa bi mat 1a khod 1ap ma, sA
=sigA(x) 1a chir ky s6 ctia A cho thong bao x. Chit ky sA c6 cac tinh chat twong tu nhu
chir ky trén gidy. Cap (x, sA) 13 thong bao da duoc A ky va giri di cho B.

2. Sau khi nhan duoc (x, sA), B tinh verA(sA). Pang thirc verA(SA) = x ching to
x do A thao ra va giri di cho B. Néu bat dang thirc verA(SA) # x chimg t6 x da bi gia
mao.

3. Trong truong hop tranh chap véi A, B trinh trong tai cip (x, sA). Trong tai giai

quyét su tranh chip nay bang cach tinh verA(sA) va kiém tra xem verA(sA) c6 dung
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bang x hay khong nhu B 1am trong phén trén khong.

Trong h¢ mat ma khoa cong khai vira mat vira xac thuc voi khoa cong khai 1a khoa
1ap ma, ngoai vi¢c dam bao tinh xac thuc ta con phai dam bao ca tinh mat cia cac thong
béo giri di nita. Do vdy, thu tuc tao va kiém tra chit ky sb ciing nhu tha tuc giai quyét
tranh chap c phtc tap hon so véi viée giai quyét cac van dé trén trong hé mat ma khoa

cong khai xac thuc. Céc thu tuc d6 ta tom tat lai trong cac diém sau:

Chir ky s6 trong hé mat ma khod cong khai vira mat, vira xac thuc:

1. Trong h¢ mat ma khoa cong khai vira mat, vira xac thuc vo1 khod cong khai la
khoa 1ap ma, chit ky s6 sA ciia A cho thong bao x dugc tinh bang cach ap dung
verA vao x tirc 1a sA = verA(x).

2. Sau d6 dé gitr bi mat thong bao x, A str dung sigB dé ma hod A. Anh ta thu duoc
c =sigB(sA) va gtri ¢ cho B.
3. B trudc hét sir dung verB dé giai ma c:
verB(c) = verB(sigB(sA)) = sA
va thu dugc chir ky sd sA ciia A cho thong bao x. Sau d6 B ap dung sigA vao sA

dé khoi phuc ban rd x.

SigA(SA) = sigA(verA(x)) = x.
Bay gid B d4 c6 cap (x, sA) 1a thong bao co chir ky ctia A véi cac tinh chat tuong
tu nhu thong bao duoc ky trén gidy.
4. Khi xay ra tranh chap v6i A, B trinh trong tai cdp (x, sA). Trong tai giai quyét su
tranh chap ndy bang cach tinh sigA(SA) va kiém tra xem sigA(SA) c6 dang 1a x khong.
Cac hé mat ma kinh dién tuy bao dam duogc su xac thuc ndi dung thong béo,
nhung khong thé dung dé giai quyét bat dong giira nguoi giri va ngudi nhan dugc. Do
ngudi giri va ngudi nhan cé cung chung mot khoa, ngudi nhan co thé gia mao chir ky
clia ngudi giri, va vi thé trong tai khong thé giai quyét duoc sy bat dong nay sinh giira

hai nguoi do.
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3.2 Ham bam — Hash

3.2.1 Vai tro, vi tri cia ham Hash trong bao vé théng tin

Ngay nay, viéc t6 hop cac mang thong tin v6i may tinh da trd nén phd bién va da
mang lai lgi ich to 16n cho con nguoi trong kinh té, x4 hoi, an ninh qudc phong... Nhung
thuc té hon, ching ta théy réng khi cac hoat dong trong moi linh vuc dya trén cac ting
dung ctia Cong ngh¢ thong tin thuc su bung nd thi pham vi hoat dong cho cac hoat
dong gian 14n, xAm pham bat hop phap ngay cang tré nén vo cing rong 16n. Véi su phd
bién rong rai cua kién thuc tin hoc, cac hanh vi gian 14n qua may tinh c6 xu hudng ngay
cang gia ting va gia tang rat manh, nhat 13 khi diém yéu ctia hé théng cii duoc biét rd.
Chung ta c6 thé di dén két luan rang, cic bién phép an toan cb dién théng qua viéc kiém
soat xAm nhap & mirc vat 1y con khong du dé dap umg nhu cau trong cong nghé cao.
Cac bién phap bao dam an toan dir li¢u dang tin cdy la nhitng bién phap dua trén mat
mi hoc va dugc thi hanh mot cach dung dan. Nghién ctru dé dua ra cac giai phap ma
hoa cao cép cho nhu cau an toan dit liéu dang 1a mgt chu dé 16n cua viée thiét ké va
quan 1y hé théng thong tin.

3.2.2 Khéi niém thong diép dai dién, ham bam

Viéc str dung cac hé mat mé va céc so d6 chir ky s6 thuong 13 ma hoa va ky s trén
ting bit ctia thong tin, thoi gian dé ma héa va ky sé& ty 1& thuan véi dung lugng cua
thong tin. Thém vao d6 co thé xay ra truong hop: Véi nhidu bt thong diép dau vao
khac nhau, str dung hé mat ma, so dd ky sb gidng nhau (c6 thé khac nhau) thi cho ra
két qua ban ma, ban ky sd giéng nhau (anh xa N-1: nhiéu — mot). Piéu nay s& dan dén

mot sO rac ro1 vé sau cho viéc xac thuc thong tin.
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ong dié
x

>Th()ng aiep/ He rﬁl;; ma
\y/ AN So d6 ky s6

Nguén Pich

Hinh 3-3: Nhiéu thong diép ngudn cho cting mot két qua dich sau ma hoa hay ky sb.

Véi cac so dd ky sd, chi cho phép ky cac bire thong diép (thong tin) co kich thude
nho va sau khi ky, ban ky sb c¢o kich thudc gip déi ban théng diép gbe — vi du voi so
d6 chit ky chuan DSS chi ky trén cac burc thong diép co kich thudc 160 bit, ban ky sd
s& ¢6 kich thudc 320 bit. Trong khi d6 trén thuc té, ta can phai ky cac théng diép co
kich thudc 16n hon nhiéu, chang han vai chuc MegaByte. Hon nita, dit liéu truyén qua
mang khong chi 1a ban thong diép gdc, ma con bao gom ca ban ky s6 (co6 dung lugng
gap d6i dung luong ban thong diép gbc), dé dap ung viée xac thuc sau khi thong tin
dén nguoi nhan.

Mot cach don gian dé giai bai toan (v6i thong diép co kich thudc vai chuc MB) nay
la chdt thong di¢p thanh nhiéu doan 160 bit, sau d6 ky 1én cac doan d6 doc lap nhau.

Nhung, bién phap nay c6 mdt s6 van dé trong vi¢e tao ra cac chir ky so:

Tht nhét: véi mot thong di€p co kich thudc a, thi sau khi ky kich thudc cta chir ky
s€ 1a 2a (trong truong hop st dung DSS).

Thir hai: v6i cac chit ky “an toan” thi tdc d6 cham vi chung dung nhiéu phép tinh

s6 hoc phire tap nhu s mii modulo.

Thir ba: van dé nghiém trong hon d6 1a két qua sau khi ky, noi dung cua thong diép
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c6 thé bi xdo tron cac doan véi nhau, hodc mdt s6 doan trong chiing c6 thé bi mat mat,
trong khi ngudi nhan can phai xac minh lai thong di¢p. Ta can phai bao v¢ tinh toan

ven cua thong di¢p.

Giai phap cho cic van dé vudng mac dén chit ky sb 1a dung thong diép dai dién va
ham bam dé tro gitp cho viée ky s6. Cac thuat toan bam voi dau vao 1a cac birc théng
diép co dung lugng, kich thude tuy ¥ (vai KB dén vai chuc MB tham chi hon nira) —
cac buc thong dié€p co thé 1a dang van ban, hinh anh, am thanh, file tng dung v.v... -
va vé6i céc thuét toan baim: MD2, MD4, MD5, SHA cho cac ban bam dau ra c6 kich
thude cb dinh: 128 bit véi dong MD, 160 bit véi SHA.

Khai niém thong diép dai dién : Birc thong di¢p kich thudce tuy ¥ sau khi bam sé
dugc thu gon thanh nhitng ban bam — dugc goi 1a cac thong di¢p dai dién hay van ban
dai dién — co kich thudc ¢ dinh (128 bit hodc 160 bit).

Vé6i mdi thong diép dau vao chi ¢ thé tinh ra duge mot vin ban dai dién — gia tri
bam tuwong tng— duy nhat. Gia tri bam duoc coi la dac thu cia thong diép, gidng nhu
dau van tay cia mdi nguoi. Hai thong diép khac nhau chac chan c6 hai vin ban dai
dién khac nhau. Khi d3 c6 vin ban dai dién duy nhat cho buc thong diép, ap dung cac
so dd chit ky sb ky trén van ban dai dién do.

Co ché gui thong tin str dung ham bam tro gitp cho chit k¥ sb duge mé ta theo thir

tu cac Hinh 3-4a, 3-4b, 3-4c.
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Do dai ¢6 dinh 128

bo dai tuy y v6i MD hoac 160
l bit v6i SHA
Thong diép (ban 16) Bam thong diep \ l §
x (st dung thuat toan | Ban bam
(van bdn, dm thanh MD hoac SHA) (van ban dai dien)
hinh dnh() h(x) 2= h(x)

Hinh 3-4a: Bam thong diép.

Ky so
Ban bam (st dung céc so do
(van ban dai dién) ———p» ky s6 RSA, )
y = sig(z)
4 Elgamal, DSS)

sig(z)

Ban ky so

Khoa bi mat
clia nguoi gl

Hinh 3-4b: Ky trén ban bam.

Thong diép, Ban ky so

. (%, ) N
Nguoi gui (A) »Nguoi nhan (B)
guol g

Hinh 3-4c: Truyén dit liéu thong tin can giri.
Hinh 3-4: So d6 mb ta cac cong doan ngudi giri A 1am trude khi gui thong diép cho

ngudi B (str dung ham bam roi ky s6).

Gia st A mudn gui cho B thong diép x. A thuc hién cac budc sau:
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1. A bam thong di¢p x (Hinh 3-4a), thu dugc ban dai dién z = h(x) — c6 kich thudce cd
dinh 128 bit hoac 160 bit.

2. A ky s6 trén ban dai dién z (Hinh 3-4b), bang khoa bi mat ctia minh, thu duoc ban
ky s6 y =sigk (2).

3. A gtii (x, y) cho B (Hinh 3-4c).

Khi B nhan duogc (x, y). B thuc hién cac budc sau:

1. Bkiém tra chit ky s dé xac minh xem thong diép ma minh nhan duoc c6 phai duoc

Ui tir A hay ko bang cach giai ma chit ky sb y, bang khoa cong khai ctia A, dugc z.
(Hinh 3-5a)

2. B dung mot thuat toan bim — twong Gng v4i thudt toan bim ma A dung — dé bam
thong diép x di kém, nhan duogc h(x). (Hinh 3-5b)

3. B so sanh 2 gia tri bam z va h(x), néu gidng nhau thi chic chan rang thong diép x —
ma A mudn giri cho B — con nguyén ven, bén canh d6 ciling xac thuc dugc ngudi
gtri thong tin 1a ai. (Hinh 3-5c)

—> Y= sig(z)

True

Ban ky s0 Xac minh chit ky
B ——
Y ver K(y ’ Z)

False

T — Yy # sig(z)

Khoa cong khai
clia nguoi A

Hinh 3-5a: Xac minh chir ky.
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‘ Bam thong diép Bin bam
Thong diép (ban 15) (str dung thuat todn MD N
. } ——» (van ban dai di¢n)
X hoac SHA)

h(x) h(x)

Hinh 3-5b: Tién hanh bam thong diép x di kém.

z=h(x)

So sanh z va h(x)

z = h(x)

Hinh 3-5¢: Kiém tra tinh toan ven cua thong diép.
Hinh 3-5: So d6 mo ta cac cong doan sau khi ngudi B nhan duoc thong diép.

Ham bam d3 trg giup cho cac so d6 ky s nham giam dung luong cta dit liéu can
thiét dé truyén qua mang (lac nay chi con bao gdm dung luong cua buc thong diép gbe
va 256 bit (sir dung MD) hay 320 bit (sir dung SHA) ctia btic ky s6 duoc ky trén ban

dai dién cua thong diép gbc), twong duong voi viée giam thoi gian truyén tin qua mang.

Ham bam thuong két hop v6i chir ky s6 dé tao ra mot loai chit ky dién tir vura an

toan hon (khong thé cit/dan) vira c6 thé dung dé kiém tra tinh toan ven cta thong diép.

Ham biam duoc tmg dung rat manh trong van dé an toan thong tin trén dudng
truyén. Cac tmg dung c6 sir dung ham bam khong chi dam bao vé mat an toan thong
tin, ma con tao dugc long tin ciia ngudi dung vi ho co thé dé dang phat hién dugc thong
tin cua minh c6 con toan ven hay khong, ho biét réng thong tin ctia minh chic chin
duoc bi mat véi phia cac nha cung cap.

3.2.3 Dinh nghia ham bam

Ham bam ( hash function ) 1a mot 4nh xa H tir mot tp hop X c6 s6 chiéu n tiy
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vao mot tap hop Y co sb chiéu k ¢d dinh (k<n) va théa man cac diéu kién sau day:
1. H 12 ham mot chiéu, nghia 1a cho trudc mot phan tir x € X thi viée tinh H(x) =y
€ Y 1a dé dang nhung néu cho trudc y € Y hiy tim phan tir x € X sao cho H(x) = y la
mot bai toan kho.
2. H 1a ham va cham yéu ( weak Collision ), nghia 1 cho trudc mdt phan tir x € X

va y = H(x) thi viéc tim mot phan tir x1 sao cho H(x1) =y 14 bai toan kho. Va
3. H 1a mot ham c6 va cham manbh, tic la viéc tim duoc 2 phﬁn tor x, x1 vo1 x #x1
sao cho H(x) = H(x1) 1a khong thé trong thuc hanh.

3.2.4 Pac tinh ctia ham bam

Ham bam h 12 ham bam mot chiéu (one-way hash) véi cac dic tinh sau:
- Vi thong diép dau vao x thu dugc ban bam z = h(x) 1 duy nhét.

- Néu dir lidu trong thong diép x thay d6i hay bi x6a dé thanh thong diép x” thi h(x”)
#h(x). Cho du chi 1a mot su thay d6i nho hay chi 1a x6a di 1 bit dir liéu cta théng diép
thi gi4 tri bim ciing van thay d6i. Piéu nay c6 nghia la: hai thong diép hoan toan khac
nhau thi gia tr1 ham bam ciing khac nhau.

- N6i dung cta thong diép gbc khong thé bi suy ra tir gia tri ham bam. Nghia la:
v6i thong diép x thi d& dang tinh duoc z = h(x), nhung lai khong thé (thuc chét 1a kho)
suy nguoc lai duge x néu chi biét gia tri ham bam h(x).

3.3 Mot sb tuat toan bam

3.3.1 RIPEMD-128
RIPEMD-128 1a mot ham bam 128 bit st dung xay dung nhu mé rdng ctia Thuat
toan Merkle Damgard : ham bam dugc xdy dung bang cach duyét mot chirc ning nén

128 bit ma mat nhu mot dau vao 512 bit véi dau ra 1a 128 bit.

Céc chuc nang nén RIPEMD-128 dua trén MD4, véi cac dac thu ma no st dung

hai truong hop song song ctia n6, Chling ta phan biét hai chi nhanh tinh todn ctia nhanh
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trai va nhanh phai va chung ta hién thi boi Xi (resp.Yi) 32 bit cia nhanh trai (resp.right
branch).Quaé trinh nay s€ dugc cap nhat trong budc 1 ctia ham nén .Qua trinh nay bao

gdm 64 budc chia thanh 4 vong 16 budc timg & ca hai chi nhanh cy thé vé qua trinh:

Khéi tao: Cac diu vao 128-bit chudi cvi bién dugc chia thanh 4 tir hi mdi 32 bit,

s€ su dung dé khoi tao cac nhanh trai va phai 128 bit trang thai ndi bg :

X_;g = Jr.lﬂ JL-_-_} = .'Ii‘|_ JL-_]_ = “3 .Tﬂ = Jrﬁ;g

}_1_ = .'li'u }_;:_I = “1 }_] = hg ]:u = fi';g .

Mé rong tin: Khoi tin dau vao 512 -bit duoc chia thanh 16 tir Mi cia mdi 32 bit .
mdi tir Mi s& duoce st dung mot lan trong mdi vong theo mdt thur ty hoan vi ( tuong tu

nhu MD4 ) va cho ca 2 nhanh.
Wiieer = Muy and W7o, = Morgy

Chirc niing ciia tirng bude: Tai mdi bude i ,s6 dang ky Xi+1 va Yi+l duoc cap
nhat véi cac chirc nang Y va f diéu d6 phu thudc vao nhitng vong j trong ma i thude

Y
A

Ve

Xi1 = (Xics B (X;, Ximy Xico) BW/ B K =5,
Yipr = (Yiog BOY(Y;, Yimy, Ying) W] B K])=,

Két thiic qua trinh: Mot quyét toan va mot feed-forward dugc ap dung khi tat ca
64 budc da dugce tinh toan trong ca 2 chi nhanh . Bén 32 -bit tir hi' soan ra chudi bién
cudi cung da thu dugc bang cach :
ho=XeaB Yo Bl h] = Xex B ¥s1 B8 ha
|r-"_1 = X H Ygq B fig J"E'; = Xgq B ¥gq H iy .
3.3.2 RIPEMD-160
RIPEMD-160 1a mot ham bim mat ma 160-bit, dwoc thiét ké boi Hans Dobbertin,

Pham Duy Tuan Thinh 42



Tim hiéu vé ham bam Ripemd va ng dung trong chir ky sé D6 &n tét nghiep

Antoon Bosselaers va Bart Preneel. N6 duoc thiét ké dé st dung nhu 1a mdt thay thé
an toan cho cadc ham bam 128-bit MD4, MD5 va RIPEMD. MD4 va MDS5 dugc phat
trién bai Ron Rivest cho RSA Data Security, trong khi RIPEMD duogc phét trién trong
khuon khé cta du 4n RIPE EU ( RACE Integrity Primitives Evaluation, 1988-1992 ).
C6 hai 1y chinh dé xem ddy 1a mot sy thay doi tét :

- Mot két qua bam 128-bit khong cung cip di bao vé nita, mot cudc tan cong brute
force vao ham 128 bit chi doi hoi 264 hoac 2.1019 gia tri cua ham. Nam 1994 Paul van
Oorschot va Mike Wiener cho thiy viéc brute- lyc luong ndy c6 thé duoc thyc hién

trong vong chua day mot thang véi mot khoan dau tu $10.000.000

- Trong nira dau nam 1995 Hans Dobbertin tim thdy va cham d6i voi mot phién
ban ctia RIPEMD han ché dén hai vong cung cta ba .Str dung k¥ thuét twong ty dugc
san xuat Hans vao mua thu nim 1995 cho cac va cham (tat ca 3 vong ) MD4 . Cudc tan
cong vao MD4 chi doi hoi mdt vai gidy trén mot may tinh , va van con dé lai mot it tu
do dé lua chon cac tin nhin, cAm quyén rd rang ra MD4 nhu 1a mot ham bam khang va
cham . Ngay sau d6 , vao mua xuan nam 1996, Hans cling tim théy va cham cho cac
chtrc nang nén MD3S. Mac du chua duge mé rong dén va cham véi MD5 ban than, cudc

tan cong nay phdi nghi ngd nghiém trong vé sirc manh cia MD5 13 mot vu va cham

RIPEMD - 160 1a mét phién ban duogc ting cudng ciia RIPEMD véi mot két qua
bam 160 -bit, va du kién s& dugc an toan trong muoi nam téi hodc hon. Triét Iy thiét
ké 1a xay dung cang nhiéu cang tt vé kinh nghiém thu duoc bang cach danh gia MD4
, MD5 , va RIPEMD. Gidng nhu nguoi tién nhiém ctia nd, RIPEMD - 160 duoc diéu
chinh cho b6 vi xir Iy 32 -bit , ma ching ta cam thay s& van quan trong trong thap ky
toi .

RIPEMD-256 va RIPEMD-320 1a phan mé rong tity chon tuong (mg cho RIPEMD
- 128 va RIPEMD-160, va dugc danh cho cac tng dung cia cac ham bam ma doi hoi

mot két qua hash lau hon ma khong can mot mirc do bao mat 1én hon.
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CHUONG 4: XAY DUNG THUAT TOAN HAM BAM
4.1 Phéat biéu bai toan

4.1.1 Van @é dat ra
Khi ta dang ky mot dia chi nao d6, internet s& yéu cau ding ky password. Khi d6
internet s& khong luu truc tiép password ma s& luu gia trj ham bam nao d6 vao CSDL.
Sau d6, mdi khi truy cép vao dia chi internet, internet s& yéu cau gd vao password da
dang ky 1an trudc, sau d6 internet s& “bam” password vira gd vao may néu két qua bam
ma trung khép véi gia tri bam da dang ky thi internet chap nhan va ban duoc tiép tuc
sir dung dia chi va néu tréi lai thi internet thong bao 1a password vira dua vao 1a khong
dung va yéu cau truy cép lai.
Gia st ta c6 mot password: thidualayeunuoc. Bay gior ding ham bam r6i bam x dé
nhan dugc gia tri bam 1a m = m1,m2,...,m10 trong d6 mi = 0 hoac 1.
4.1.2 Céch tiép can va giai phap
e INPUT: Théng diép (vin ban) c6 d6 dai téi da 50 ky tur
e OUTPUT: Ban bam, dai dién cho thong diép goc, d6 dai ¢o dinh.

Tao mot bang dé dan ting ki tu ctia password véi m = m[1] m[2] ... m[10] van =
n[1] n[2]...n[5] cho dén khi két thuc.

m1l m2 m3 m4 m5 m6 m7 m8 m9 m10
nl t h [ d u a I a y e
n2 u n u 0 C t h [ d u
n3 a I a y e u n u 0 C
n4 t h [ d u a I a y e
nS u n u 0 C t h [ d u
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Gan cac ki tu cua bang chit cai twong tmg véi sé 0 dén 25

a 0 n 13
b 1 0 14
Cc 2 p 15
d 3 q 16
e 4 r 17
f 5 S 18
g 6 t 19
h 7 u 20
[ 8 % 21
j 9 W 22
K 10 X 23
| 11 y 24
m 12 y 25

Trong d6 m[i] 1a xau bit c6 do dai 10 ky tu, goi la word; m = 0 mod 26.
M duoc xdy dung bang thuit toan:

m[1],[2]...[10] = (N1/m[1],[2]...[10] + n2/ m[1],[2]...[10] + n3/ m[1],[2]...[10]
+ nd/ m[11,[2]...[10] + n5/ m[1],[2]...[10]) mod 26

Gia st password: thidualayeunuoc ching ta s& s& bam bang thuat toan:
ml=(19+20+0+19+20)mod26=0=>a
m2=(7+13+11+7+13)mod 26 =25=>72
m3=(8+20+0+8+20)mod 26 =4 =>¢

m4=(3+14+24+3+14)mod 26 =6=>¢
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m5=(20+2+4+20+2) mod 26 =22 =>w
m6=(0+19+20+0+19)mod 26 =6=>¢
m7=(11+7+ 13+ 11 + 7) mod 26 = 23 => X
m8=(0+8+20+0+8)mod26=10=>k
m9= (24 +3+ 14 +24 +3)mod 26 =16 => q
ml10=(4+20+2+4+20) mod 26 =24 =>y
Suy ra ching ta s€ dugc doan bam password thidualayeunuoc s€ 1a : azegwgxkay
4.1.3 Chay chwong trinh cai dat

Két qua chuong trinh:

2 C\Program Files (x86)\Microsoft Visual Studio\Shared\Python39_64\python.exe — O x

Mhap mat khau: thidualayeunuoc
Ket qua la: azegwgxkqy
Press any key to continue . . .

Hinh 4-1 Két qua bam cua chuong trinh
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Néu password c6 nhiing ki tu hay s thi chuong trinh s& bao 16i :

= C\Program Files (x86)\Microsoft Visual Studic\Shared\Python39_64\python.exe — a X

Nhap mat khau: thidualayeunuocl
Mat khau khong hop le

Nhap mat khau:

Hinh 4-2 Két qua bao 15i ctia chuong trinh
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4.1.4 M4 nguén chwong trinh :

def table_filling(passwd):
if len(passwd) > 50 or len(passwd) < 1:
return None
letter_positions = []
for c in passwd:
num = ord(c) - 97
if num < 0 or num > 25:
return None
letter_positions.append(num)
return (letter_positions*50)[:50]
if _name__ ==' main_":
while True:
passwd = input("Nhap mat khau: ")
table = table_filling(passwd)
if table is None:
print("Mat khau khong hop le\n")
continue
else:
result = ""
for col in range(10):
¢ = sum([table[row*10+col] for row in range(5)])
Cc = c%26
result += chr(c+97)
print(f"Ket qua la: {result}")
break
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KET LUAN

Trong d6 4an em da nghién ctru vé ham bam Ripemd va ung dung trong chir ky so.

Em da c¢6 gang nghién ctru str dung tai liéu két hop véi kién thirc da dugc hoc. Em
da hiéu v€ an toan bao mat mang, ham bam va st dung cong cu trong viéc bam Cac
doan van ban va chir ky s6. Tuy nhién do thoi gian va kha nang con han ché, nén em
van chua tim hiéu ki vé cac ham bam khac.

Trong thoi gian té1 em s€ tiep tuc va nghién ctru sdu hon vé cac ham bam
MD4,MD5,SHA @dé c¢o thé sur dung cong cu trong viéc bao mat

Em xin chan thanh cam on.
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