BO GIAO DUC VA BPAO TAO
TRUONG PAI HQC QUAN LY VA CONG NGHE HAI PHONG

PO AN TOT NGHIEP

NGANH : CONG NGHE THONG TIN

Sinh vién : Tran Hai Pang

Giang vién hwong dan: TS. Nguyén Trong Thé

HAI PHONG — 2022




BO GIAO DUC VA PAO TAO

TRUONG PAI HQC QUAN LY VA CONG NGHE HAI PHONG

PHAN TiCH THIET KE VA QUAN LY MANG

CHO DOANH NGHIEP

PO AN TOT NGHIEP PAI HQOC HE CHINH QUY

NGANH: CONG NGHE THONG TIN

Sinh vién : Tran Hai Pang

Giang vién huong dan : TS. Nguyén Trong Thé

HAI PHONG — 2022




BO GIAO DUC VA PAO TAO

TRUONG PAI HQC QUAN LY VA CONG NGHE HAI PHONG

NHIEM VU BE TAI TOT NGHIEP

Sinh vién: Tran Hai Pang M4& SV: 1712101001
Lép : CT2101C

Nganh : Cong nghé théng tin

Tén @@ tai: Phan tich thiét ké va quan Iy mang may tinh cho doanh nghiép.



NHIEM VU PE TAl
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2. Cac tai liéu, s6 liéu, thiét bi can thiét
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- Hudng dan st dung phan mém Cisco Packet Tracer.
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LOI CAM ON
Loi dau tién cho em giri 161 cam on sau sac dén gia dinh, ngudi than cua
em. Pa dong vién, gitp dd, ¢o vil, tao cho em thém dong luc dé em cd thé hoan
thanh d6 &n trong thoi gian duoc giao.

Em xin chan thanh cam on dén cé4c thay cd Ban Giam Hiéu Truong Pai hoc
Quan ly va Cong Nghé Hai Phong, cac thay co thuoc cac Ban, Nganh caa trudng
d3 tao moi diéu kién dé em co thé dang ki dugc do &n tét nghiép va hoan thanh.

Em xin chan thanh cam on cac thay gi4o cd gido trong Khoa Céng nghé
thong tin giang day cho em nhiing kién thac bo ich trong nhitng nam qua, giup
dd, cung cap cho em nhiing kién thac nén tang dé em cé thé hoan thanh dugc dé
tai tét nghiep.

Dic biét em xin chan thanh cam on thay gi4o, TS. Nguyén Trong Thé trong

thoi gian 1am tt nghiép vira qua, thay da gianh nhiéu thoi gian va tam huyét dé
huéng dan em thyc hién dé tai nay.

Em xin cam on cac ban, c4c anh, cac chi dong nghiép da giup d& em co
thém nhitng kién thiic nén tang vé cac mang Lan, dé em c6 thé hoan thanh tét dé
tai tét nghiép caa em.

Duéi day 1a két qua cua qua trinh tim hiéu va nghién ctru ma em da dat
duoc trong thoi gian vira qua. Mac du rat cé gang va dugc thay ¢ gitp dd nhung
do hiéu biét va kinh nghiém caia minh con han ché nén c6 thé day chua phai la két
qua ma thay c6 mong doi tir em. Em rat mong nhan duoc nhitng 10i nhan xét va
dong gop quy bau cua thay co dé bai luan van cia em dugc hoan thién hon ciing
nhu cho em thém nhiéu kinh nghiém cho cong viéc sau nay.

Em xin chan thanh cam on !
Hai Phong, ngay......thang......nam 2022

Sinh vién

Tran Hai Pang
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LOT NOI DAU
Ngay nay, nén kinh té cta dat nudc dang ngay mot phét trién va dang hoa nhap
v6i nén kinh té cua khu vuc ciing nhu cua thé gisi. Cung véi su phét trién do
mang may tinh di va dang trd nén rat quan trong déi vai ching ta trong moi linh
vuc nhu: khoa hoc, qudc phong, thuong mai, gido duc... Hién nay ¢ nhiéu noi
mang may tinh di trd thanh mot nhu cau khdng thé thiéu duoc.

Mang LAN(Local Area Networks) 1a mot mé hinh hién nay duoc sir dung phd
bién trong cac doanh nghiép Ién, vira va nho: Truong hoc, cdng sé, nha xuong...
Mang LAN dap tng hau hét moi yéu cau cta ngudi sir dung trong cac tng dung
mang nhu chia s¢ thong tin, tai nguyén trén mang, lam viéc trong moi truong
tuong tac... Véi viéc st dung mang LAN s& giam dang ké cac chi phi va thiét bi
nhung van dam bao duogc tinh chinh xac va yéu cau caa cong viéc. Vi vay, em da
lya chon dé tai “Phan tich thiét ké va quan Iy hé théng mang cho doanh nghiép”
dé gitp doanh nghiép c6 thé quan Ii cong viéc mot cach dé dang va hiéu qua cao.

Véi mac d6 phat trién caa cong nghé thong tin, viéc dua tng dung vao san
XUAt va luu trir tai cac cong ty ngdy cang ting cao clng véi su gia ting khong
ngung cua cac cong ty mai tai Viét Nam. Nhu cau vé luu trit va xir ly théng tin
trén may tinh ting cao kéo dén nhu cau thiét ké va thi cdng mang LAN cho doanh
nghiép cling tang theo.

Hai Phong, ngay.....thang.....ndm 2022

Sinh vién thuc hién

Tran Hai Dang
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CHUONG I : TONG QUAN VE MANG.

1.1. M0 hinh OSI.
1.1.1 Céac Giao Thuc OSI.

O thoi ky dau caa cong nghé ndi mang, viéc giri va nhan dit liéu ngang qua
mang thudng gay nham 13n do cac cong ty 16n nhu IBM, Honeywell va Digital
Equipment Corporation tu dé ra nhitng tiéu chuan riéng cho hoat dong két néi
may tinh. Nam 1984, t6 chic Tiéu chuian hod Quéc té - 1SO (International
Standard Organization) chinh thic dua ra m6 hinh OSI (Open Systems
Interconnection), 1a tap hop cac dic diém k§ thuat md ta kién tric mang danh cho
viéc két ndi cac thiét bi khong cung chang loai. M6 hinh OSI duoc chia thanh 7
tang, mdi tang bao gém nhitng hoat dong, thiét bi va giao thirc mang khac nhau.

Héthdng A Hé théng B
Giao thic tang 7
7 APPLICATION  Jm----ommmmmmm oo - ¥ng dung 7
6 PRESENTATION G'amh”“a”gﬁ_ Trinh dién 6
5 SESSION G'amh'“"“a"EE_ Phi&n 5
4 TRANSPORT G"“‘Dth“’“tang“_ Giao van 4
3 NETWORK Giao thitc tang 3 Mang 3
- — - - = - e - -]
Giao thic tang 2 L
2 DATA LINK | I »  Li&n k&t dif ligu 2
Giao thirc tang 1 L
1 PHYSICAL | - Vat ly 1

Hinh 1.1 : M6 hinh OSI 7 tang

Trong md hinh OSI ¢6 hai loai giao thire chinh duoc ap dung: giao thirc cé
lien két (connection - oriented) va giao thizc khéng lién két (connectionless).

— Giao thirc ¢6 lién két: trudc khi truyén dir liéu hai tang dong muac can
thiet 1ap mot lién ket logic va cac goi tin duoc trao doi thdng qua lién két nay,
viéc c0 lién ket logic sé nang cao d6 an toan trong truyen dir li¢u.

— Giao thuc khong lién két: trude khi truyén di lieu khdng thiét 1ap lién két
logic va mbi goi tin dugc truyén doc 1ap voi cac goi tin trude hoic sau nd. Nhu
vay vai giao thic cd lién két, qué trinh truyén théng phai gom 3 giai doan phan
biét:

— Thiét lap lién két (logic): hai thyuc thé ddng mac & hai hé thong thuong
lwgng vai nhau vé tap cac tham s sé sir dung trong giai doan sau (truyén di liéu).
Trang 14
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— Truyén dir liéu: dit liéu duoc truyén véi cac co ché kiém soat va quan ly
kém theo (nhu kiém soét 106i, kiém soat luong dit liéu, cat/hop dir liéu...) dé tang
cuong d6 tin cay va hiéu qua cua viéc truyen dir liéu.

— Huy bo lién két (logic): giai phong tai nguyén hé thong da duoc cap phét
cho lién két dé ding cho lién két khac. Déi véi giao thirc khong lién két thi chi c6
duy nhat mét giai doan truyén dit liéu ma thoi.

GOi tin cua giao thire: Goi tin (Packet) duoc hiéu nhu 1a mot don vi théng
tin dung trong viéc lién lac, chuyén giao di liéu trong mang may tinh. Nhiing
thong di¢p (message) trao d6i gitra c4&C may tinh trong mang, duoc tao dang thanh
cac goi tin & may ngudn. Va nhimg g01 tin nay khi dich s& duoc két hop lai thanh
thong diép ban dau. Mot gai tin co thé chira dung cac yéu cau phuc vy, cac thong
tin diéu khién va dir liéu.

Egnﬁi Giri
User Data
] .. L7 .
Application HDR'l SEr Datal
Presentation L6 L7 |,
HDR | gpg|User Daty
_ Ls |L6 L7
Session HDR |HDR |gpR [User Dataj
L L4 |LS |Le |[L7 |.
| Transport HDR | HDR |HDR |Hp ser Data|
o P L4 [L5S |Lé i
Network HDR |HDR | HDR | HDR [gp ser Dataj
, FRAME [L3 |4 [L5 |Lé |L7 |-
Data Link HDR gpR |HDR | HoR |HDR |HDR Ser Datal FCS
Phvsical Bits

Hinh 1.2 : Phuong thirc X4c 1ap cac goi tin trong mo hinh OSI

Trén quan diém mé hinh mang phan tang ting mdi tang chi thuc hién mot
chtic niang 1a nhan dir liéu tir tang bén trén dé chuyén giao xubng cho tang bén
dudi va nguoc lai. Chirc ning nay thuc chat 1a gan thém va g& bo phan dau
(header) d6i véi cac goi tin trudc khi chuyén né di. Noi cach khac, tirng goi tin
bao gom phan dau (header) va phan dit liéu. Khi di dén mot ting mai gai tin s&
duoc dong thém mot phan dau dé khac va duge xem nhu 1a goi tin cua tang mai,
cdng viéc trén tiép dién cho toi khi goi tin duoc truyén 1én duong day mang dé
dén bén nhan. Tai bén nhan cac goi tin dugc g& bé phan dau trén ting tang tudng
g va day ciling 12 nguyén 1y cta bat cir md hinh phan tang nao.
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1.1.2 Chire niing ctia cac tang.
- Tang Vat ly (Physical)

Tang vat ly (Physical layer) 1a tang dudi cing caa md hinh OSI 1. N6 md ta
cac dic trung vat Iy cua mang: Cac loai cap duoc dung dé ndi cac thiét bi, cac loai
dau ndi dugc dung , cac day céap co6 thé dai bao nhiéu v.v... Mt khac cé4c ting vat
ly cung cép cac dic trung dién cua c4c tin hiéu duoc dung dé khi chuyén dix liéu
trén cap tir mot may nay dén mot may khac caa mang, ki thuat ndi mach dién, toc
d6 cép truyén dan. Tang vat Iy khong qui dinh mot ¥ nghia ndo cho céc tin hiéu
d6 ngoai cac gia tri nhi phan 0 va 1. O cAc tang cao hon ctia mo hinh OS] ¥ nghia
cuia cac bit duoc truyén & tang vat ly s& duge xac dinh.

Vi du: Tiéu chuan Ethernet cho cap xoan d6i 10 baseT dinh rd cac dic trung
dién cua cap xoan doi, kich thudc va dang cua cac dau ndi, do dai téi da cua cap.

Khac véi cac tang khac, tang vat ly 1a khdng cé gai tin riéng va do vay khong
c6 phan dau (header) chia thong tin diéu khién, dir liéu duoc truyén di theo dong
bit. Mot giao thuc tang vat ly ton tai gitra cac tang vat Iy dé quy dinh vé phuong
thire truyén (dong bo, phi ddng bo), toe do truyeén.

- Tang Lién két dix lieu (Data link)

Tang lién két dit liéu (data link layer) la ting ma ¢ d6 y nghia dugc gan cho
cac bit duoc truyén trén mang. Tang lién két dit liéu phai quy dinh duoc cac dang
thuc, kich thude, dia chi may gui va nhan cia moi goi tin dugc giri di. No phai
xac dinh co ché truy nhap thong tin trén mang va phuong tién giri mdi goi tin sao
cho n6 duogc dua dén cho nguoi nhan da dinh. Tang lién két dit liéu co hai phuong
thire lién két dua trén cach két ndi cac may tinh, d6 1a phuong thic "diém - diém"
va phuong thuc "diém - diém". V&i phuong thirc "diém - diém" cac dudng truyén
riéng biét duoc thiét 1ap dé ndi cac cap may tinh lai véi nhau. Phuong thirc "diém
- diém" tat ca cac may phan chia chung mot duong truyén vat ly. Tang lién két di
liéu ciing cung cp cach phat hién va stra 16i co ban dé dam bao cho dix liéu nhan
duoc giéng hoan toan véi dit liéu gui di. Néu mot goi tin ¢ 16i khong stra duoc,
tang lién két dix liéu phai chi ra dugc cach thong bao cho noi giri biét goi tin d6
c6 161 dé n6 gui lai. Cac giao thic tang lién két dit liéu chia 1am 2 loai chinh Ia
cac giao thic hudng Ky tu va céc giao thie hudng bit. Cac giao thire hudng ky tu
duoc xay dung dua trén cac ky tu dic biét cua mot bo ma chuan nao d6 (nhu
ASCII hay EBCDIC), trong khi d6 cac giao thirc huéng bit lai ding cac cau truc
nhi phan (xau bit) dé xay dung cac phan ti cua giao thirc (don vi di liéu, cac thu
tuc.) va khi nhan, dit liéu s& duoc tiép nhan lan luot timng bit mot.
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- Tang Mang (Network)

Tang mang (network layer) nham dén viéc két ndi cac mang véi nhau bang
cach tim duong (routing) cho cac goi tin tir mot mang nay dén mot mang khac.
N6 xac dinh viéc chuyén hudng, vach dudng cac goi tin trong mang, cac goi nay
c6 thé phai di qua nhiéu chang trudce khi dén duoc dich cudi cing. N6 ludn tim
cac tuyén truyén théng khdng tic nghén dé dua cac goi tin dén dich. Tang mang
cung céac cac phuong tién dé truyén cac goi tin qua mang, tham chi qua mot mang
ctia mang (network of network). Béi vay né can phai dap tng véi nhiéu kiéu mang
va nhiéu kiéu dich vu cung cip bai cdc mang khac nhau. hai chirc nang chu yéu
cua tang mang 1a chon dudng (routing) va chuyén tiép (relaying). Tang mang Ia
quan trong nhat khi lién két hai loai mang khac nhau nhu mang Ethernet véi mang
Token Ring khi d6 phai dung mot bo tim dudng (quy dinh boi ting mang) dé
chuyén cac gai tin tir mang nay sang mang khac va nguoc lai. Dbi véi mot mang
chuyén mach goi (packet - switched network) - gom tap hop céc nit chuyén mach
g6i ndi véi nhau boi cac lién két dix liéu. Céac goi dit liéu duoc truyén tir mot hé
théng ma téi mot hé théng ma khac trén mang phai dugc chuyén qua mét chudi
cac nat. M&i nat nhan goi dit liéu tir mot duong vao (incoming link) roi chuyén
tiép né téi mot duong ra (outgoing link) huéng dén dich cua dir liéu. Nhu vay &
mdi ndt trung gian nd phai thuc hién cac chirc nang chon dudng va chuyén tiép.
Viéc chon dudng 1 su lya chon mot con duong dé truyén mot don vi dit lidu (mot
goi tin chang han) tir tram ngudn toi tram dich cua nd. Mot ki thuat chon duong
phai thuc hién hai chirc nang chinh sau day:

— Quyét dinh chon dudng tdi wu dua trén cac thong tin da co vé mang tai thoi
diém d6 thong qua nhitng tiéu chuan toi wu nhat dinh.

— Cap nhat céc thdng tin vé mang, tic 1a théng tin dung cho viéc chon duong,
trén mang ludn c6 su thay d6i thuong xuyén nén viéc cap nhat 1a viéc can thiét.
Nguoi ta c6 hai phuong thire dap ng cho viéc chon duong la phuong thirc xur ly
tap trung va xu ly tai chd.

— Phuong thirc chon dudng Xt Iy tap trung duoc dic trung baoi su ton tai cua
mét (hoic vai) trung tdm diéu khién mang, ching thuc hién viéc 1ap ra cac bang
duong di tai ting thoi diém cho cac nut va sau d6 giri cac bang chon duong téi
ting nut doc theo con dudng da dugc chon d6. Thong tin tong thé caa mang can
ding cho viéc chon dudng chi can cap nhap va duoc cét giir tai trung tam diéu
khién mang.

— Phuong thirc chon duodng xt Iy tai chd duoc dic trung boi viéc chon duong
duoc thuc hién tai mdi nut caa mang. Trong ting thoi diém, mdi ndt phai duy tri
cac thdng tin cua mang va tu xay dung bang chon duong cho minh. Nhu vay cac
thong tin tong thé cia mang can dung cho viéc chon duong can cap nhap va duoc
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cat giir tai mdi ndt. Thong thudng cac thong tin duge do ludng va st dung cho
viéc chon duong bao gom:

— Trang thai cua dudng truyén.

— Thai gian tré khi truyén trén mdi duong dan.
— Mtrc @6 luu thong trén moi dudng.

— Céc tai nguyén kha dung cua mang.

Khi c6 su thay di trén mang (vi du thay d6i vé cau triic caa mang do su cb tai
mot vai nlt, phuc hdi cua mot ndt mang, néi thém mot nit mai... hodc thay doi vé
muc d6 luu thong) cac thong tin trén can dugc cap nhat vao cac co so dir liéu vé
trang thai cua mang.

- Tang Van chuyén (Transport)

Tang van chuyén cung cap cac chic ning can thiét gitra ting mang va céc tang
trén. n6 1a ting cao nhat c6 lién quan dén cac giao thirc trao doi dit liéu giira cac
hé thong mé. N6 cling céc tang dudi cung cap cho ngudi sir dung cac phuc vu van
chuyén. Tang van chuyén (transport layer) 14 ting co s ma & d6 mot may tinh
ctia mang chia sé thong tin vi mot may khac. Tang van chuyén déng nhat moi
tram bang mot dia chi duy nhat va quan Iy sy két ndi giita cac tram. Tang van
chuyén ciing chia cac gai tin Ion thanh céc goéi tin nho hon truéce khi giri di. Théng
thuong ting van chuyén danh sb cac géi tin va dam bao chling chuyén theo ding
thir tu. Tang van chuyén 1 ting cudi cuing chiu trach nhiém vé mac do an toan
trong truyén dit liéu nén giao thirc tAng van chuyén phu thudc rat nhiéu vao ban
chat cua tang mang.

- Tang giao dich (Session)

Tang giao dich (session layer) thiét lap "cac giao dich" gitta cac tram trén
mang, né dit tén nhat quan cho moi thanh phan mudn d6i thoai véi nhau va lap
anh xa giita cac tén véi dia chi cua chiing. Mét giao dich phai dugc thiét 1ap trudc
khi dir liéu duoc truyén trén mang, tang giao dich dam bao cho cac giao dich duogc
thiét 1ap va duy tri theo dung qui dinh. Tang giao dich con cung cap cho ngudi sir
dung cac chirc ning can thiét dé quan tri cac giao dinh tng dung cua ho, cu thé
la:

— Piéu phéi viéc trao doi dix lidu gitra cac ung dung bang cach thiét lap va giai
phdong (mot céch 16gic) cac phién (hay con goi la cac hoi thoai - dialogues)

— Cung cap cac diém dong bo dé kiém soat viéc trao doi dit liéu.
— Ap dit cac qui tic cho cac twong tac gitra C4c tng dung cta nguoi st dung.

— Cung cap co ché "lay luot" (ndm quyén) trong qué trinh trao doi dit liéu.
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Trong trudng hop mang 1a hai chiéu luan phién thi nay sinh van dé: hai
ngudi sir dung luan phién phai "lay lugt" dé truyén dit liéu. Tang giao dich duy
tri twong tac luan phién bang cach béo cho mdi ngudi sir dung khi dén luot ho
duoc truyén dir lieu. Van dé dong bo hoa trong tang giao dich ciing duoc thyuc
hién nhu co ché kiém tra/phuc hdi, dich vu nay cho phép ngudi sir dung xac dinh
cac diém dong bo hoa trong dong di liéu dang chuyén van va khi can thiét co thé
khoi phuc viéc hoi thoai bat dau tir mot trong cac diém d6 O mot thoi diém chi co
mot ngudi str dung d6 quyén dic biét duoc goi cac dich vu nhat dinh cua tang
giao dich, viéc phan bd cac quyén nay thong qua trao doi thé bai (token). Vi du:
Ai c6 duoc token s& c6 quyén truyén dit liéu, va khi nguoi giir token trao token
cho nguoi khac thi ciing c6 nghia trao quyén truyén dit liéu cho ngudi do.

Tang giao dich co cé&c chuc niang co ban sau:

- Give Token cho phép ngudi str dung chuyén mot token cho mét ngudi sir dung
khac caa mot lién két giao dich.

- Please Token cho phép mot nguoi str dung chua cé token 6 thé yéu cau token
do.

- Give Control dung dé chuyén tat ca cac token tir mot nguoi st dung sang mot
nguoi su dung khac.

- Tang Thé hién (Presentation)

Trong giao tiép gitra cac ung dung théng qua mang véi ciing mot dir liéu co
thé c6 nhiéu cach biéu dién khac nhau. Théng thuong dang biéu dién ding bai
g dung ngudn va dang biéu dién dung béi tng dung dich c6 thé khac nhau do
cac ung dung duoc chay trén cac hé thong hoan toan khac nhau (nhu hé may Intel
va hé may Motorola). Tang thé hién (Presentation layer) phai chiu trach nhiém
chuyén doi di liéu giri di trén mang tir mot loai biéu dién nay sang mot loai khac.
Pé dat duogc diéu d6 nd cung cap mot dang biéu dién chung dung dé truyén thong
va cho phép chuyén dbi tir dang biéu dién cuc bo sang biéu dién chung va nguoc
lai. Tang thé hién ciing c6 thé duoc dung ki thuat ma hoa dé xao tron cac dir liéu
trugc khi dugc truyén di va giai ma ¢ dau dén dé bao mat. Ngoai ra tang thé hién
cling 0 thé dung céac ki thuat nén sao cho chi can mot it byte dit liéu dé thé hién
thong tin khi n6 dugc truyén & trén mang, ¢ dau nhan, tang trinh bay bung tro lai
dé duoc dit liéu ban dau.

- Tang Ung dung (Application)

Tang tng dung (Application layer) I ting cao nhat caa mé hinh OSI, n6 xac
dinh giao dién giita nguoi sir dung va méi truong OSI va giai quyét cac ky thuat
ma c&c chuong trinh ung dung dung dé giao tiép véi mang.
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1.1.3 Ludng di liéu trong OSI.
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Hinh 1.3 : Luéng dir ligu trong OSI ( PDU : protocol data unit )

*Phia may gui

O tang Application (tang 7), nguoi ding tién hanh dua théng tin can gui
vao may tinh. Cac thong tin nay thuong cé dang nhu: hinh anh, van ban,...

Sau d6 thong tin dit liéu nay duoc chuyén xuéng tang Presentation (tang 6)
dé chuyén céc dir liéu thanh mét dang chung dé ma hoa dix liéu va nén di liéu.

Dir liéu tiép tuc duoc chuyén xudng tang Session (Tang 5). Tang nay la
tang phién c6 chic nang bo sung cac thdng tin can thiét cho phién giao dich (guri-
nhan) nay. Cac ban cd thé hiéu ném na 1a tang phién ciing giong nhu cac cd nhan
vién ngan hang 1am nhiém vu xé&c nhan, b6 sung thdng tin giao dich khi ban
chuyén tién tai ngan hang.

Sau khi tang Session thuc hién xong nhiém vu, né s& tiép tuc chuyén dix
liéu nay xudng tang Transport (Tang 4). Tai ting nay, di liéu dugc cat ra thanh
nhiéu Segment va ciing lam nhiém vu bd sung thém céc thong tin vé phuong thudc
van chuyén dir liéu dé dam bao tinh bao mat, tin cay khi truyén trong md hinh
mang.
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Tiép do, dix liéu s& dugc chuyén xudng tang Network (Tang 3). O tang nay,
cac segment lai tiép tuc duoc cét ra thanh nhiéu g6i Package khac nhau va bé sung
thong tin dinh tuyén. Tang Network nay chtic nang chinh cta né 1a dinh tuyén
duong di cho goi tin chira dit liéu.

Dir liéu tiép tuc dugc chuyén xudng tang Data Link (ting 2). Tai tAng nay,
mdi Package s& dugc bam nho ra thanh nhiéu Frame va b sung thém céc thong
tin kiém tra goi tin chua dir liéu dé kiém tra & may nhan.

Cudi cuing, cac Frame nay khi chuyén xudng tang Physical (Tang 1) s& duoc
chuyén thanh mét chudi c4c bit nhi phan (0 1....) va dugc dua 1én cling nhu phé
tin hiéu trén cac phuong tién truyén dan (dy cap ddng, cap quang,...) dé truyén
dir liéu dén may nhan.

MJi gai tin dir liéu khi duoc dua xudng céc tang thi duoc gan cac header
cua tang do, riéng ¢ tang 2 (Data Link), géi tin dugc gan thém FCS.

*Phia may nhan

Tang Physical (tang 1) phia may nhan sé& kiém tra qua trinh dong bo va dua
cac chudi bit nhi phan nhan dugc vao ving dém. Sau d6 gui théng béo cho tang
Data Link (Tang 2) rang dit liéu da duoc nhan.

Tiép d6 tang Data Link s& tién hanh kiém tra cac I8i trong frame ma bén
may guri tao ra bang cach kiém tra FCS c6 trong goi tin dugc gan bén phia may
nhan. Néu cd 16i xay ra thi frame d6 sé& bi hity bo. Sau d6 kiém tra dia chi 16p Data
Link (Pia chi MAC Address) xem c0 trung vai dia chi cia may nhan hay khong.
Néu dtng thi 16p Data Link s& thuc hién g& bo Header cua ting Data Link dé tiép
tuc chuyén 1én tang Network.

Tang Network s& tién hanh kiém tra xem dia chi trong goi tin nay c6 phai
1a dia chi caa may nhan hay khong. (Luu y: dia chi ¢ tang nay la dia chi IP). Néu
dung dia chi may nhan, ting Network s& g& bo Header caa nd va tiép tuc chuyén
dén tang Transport dé tiép tuc qui trinh.

O tang Transport s& hd tro phuc hoi 13i va xi 1y 15i bang céch giri cac goi
tin ACK, NAK (géi tin dung dé phan hdi xem cac goi tin chira dir liéu da duoc
giri dén may nhan hay chua?). Sau khi phuc héi stra 181, tang nay tiép tuc sip xép
cac tht ty phan doan va dua dir lidu dén tang Session.

Tang Session 1am nhiém vu dam bao cé4c dit liéu trong goi tin nhan duoc
toan ven. Sau do tien hanh go bé Header cua tang Session va tiep tuc gui Ién ang
Presentation.

Tang Presentation s& xt Iy gai tin bang céch chuyén déi cac dinh dang di
liéu cho pht hop. Sau khi hoan thanh s& tién hanh gui 18n tang Application.
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Cudi cling, tang Application tién hanh xu Iy va g& bo Header cudi cing. Khi
d6 & may nhan sé nhan dugc dir liéu caa goi tin dugc truyén di.

1.2. Mét so giao thiic.
1.2.1 Giao thac TCP/IP.

— Ut thé chinh cua bo giao thuc nay 1a kha ning lién két hoat dong cua
nhiéu loai may tinh khéac nhau.

— TCP/IP da trg thanh tiéu chuan thyc té cho két ndi lién mang ciing nhu
két ndi Internet toan cau.

1.2.2 Giao thirc Net BEUI.

— B6 giao thuc nho, nhanh va hiéu qua dugc cung cap theo cac san pham
cua hang IBM, ciing nhu su hd trg cua Microsoft.

— Bt loi chinh caa b giao thuc nay 1a khéng hd trg dinh tuyén va st dung
gidi han & mang dya vao Microsoft.

1.2.3 Giao thac IPX/SPX.
— Day la bd giao thic sir dung trong mang Novell.

— Ut thé: nho, nhanh va hiéu qua trén cac mang cuc bo dong thoi hd trg
kha nang dinh tuyén.

1.2.4 Giao thiac DECnet.
— Pay 1a bo giao thire doc quyen caa hing Digital Equipment Corporation.

— DECnet dinh nghia mé hinh truyén théng qua mang LAN, mang MAN
va WAN. H3 tro kha ning dinh tuyén.

1.3 B§ giao thac TCP/IP.
TCP/IP - Transmission Control Protocol/ Internet Protocol
1.3.1 Téng quan.

TCP/IP 14 bo giao thizc cho phép két ndi cac hé théng mang khong dong
nhat v&i nhau. Ngay nay, TCP/IP duoc sir dung rong réi trong cac mang cuc bo
cling nhu trén mang Internet toan cau.

TCP/IP dugc xem |2 gian luoc cua md hinh tham chiéu OSI véi bén tang nhu sau:
— Tang lién két mang (Network Access Layer)
— Tang Internet (Internet Layer)

— Tang giao van (Host-to-Host Transport Layer)
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— Tang tng dung (Application Layer)

Applications —) Applications
Transport — TCP/UDP
ICMP
Internetwork _
ARP/RARP
Network Interface Network Interface
and I and
Hardware Hardware

Hinh 1.4 : Kién tric TCP/IP

- Tang lién két:

Tang lién két (con duoc goi la tang lién két dir liéu hay 1a ting giao tiép mang)
la tang thap nhat trong md hinh TCP/IP, bao gom céc thiét bi giao tiép mang va
chuong trinh cung cap cc thdng tin can thiét dé cd thé hoat dong, truy nhap duong
truyén vat ly qua thiét bi giao tiép mang do.

- Tang Internet:

Tang Internet (con goi la tang mang) xu ly qua trinh truyén goi tin trén mang.
Cac giao thic cua ting ndy bao géom: IP (Internet Protocol), ICMP (Internet
Control Message Protocol), IGMP (Internet Group Messages Protocol).

- Tang giao van:

Tang giao van phu trach ludng di liéu gitra hai tram thuc hién cac tng dung
cua tang trén. Tang ndy c6 hai giao thuac chinh: TCP (Transmission Control
Protocol) va UDP (User Datagram Protocol) TCP cung cap mot ludng dix liéu tin
cay giira hai tram, n6 str dung cac co ché nhu chia nhé céc gdi tin cua tang trén
thanh céac goi tin ¢6 kich thuéc thich hop cho ting mang bén dudi, bao nhan goi
tin,dat han ché thoi gian time-out dé dam bao bén nhan biét dugc cac goi tin da
gui di. Do tang nay dam bao tinh tin cay, tang trén s& khéng cin quan tam dén
nita. UDP cung cap mot dich vu don gian hon cho tang tng dung. N6 chi giri cac
goi dit liéu tir tram nay t&i tram kia ma khong dam bao cac goi tin dén dugc toi
dich. Cac co ché dam bao dd tin cay can duoc thuc hién bai tang trén.

- Tang &ng dung:
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Tang ung dung la tang trén cing caa mé hinh TCP/IP bao gém cac tién trinh
va cé4c ung dung cung cip cho ngudi sir dung dé truy cap mang. C6 rat nhiéu ung
dung duoc cung cap trong tang nay, ma phd bién 1a: Telnet: sir dung trong viéc
truy cap mang tir xa, FTP (File Transfer Protocol): dich vu truyén tép, Email: dich
vu thu tin dién tor, WWW (World Wide Web).

User data
Application
H’;‘Zggr User data
TCP
ngje, application data
TCP segment 1P
HelaF;er HZSEM application data
IP datagram Ethernet driver
“E”f"?fr{g”f“t He‘:der H;g:er application data Egﬂgt
- o — — - Ethernet

Ethernet frame

Hinh 1.5 : Qua trinh déng/mé gdi dir liéu trong TCP/IP

Ciing twong tu nhu trong mé hinh OSI, khi truyén dit liéu, qué trinh tién
hanh tir tang trén xudng tang dudi, qua mdi tang di liéu dugc thém vao mot thong
tin diéu khién duoc goi 1a phan header. Khi nhan di liéu thi qua trinh xay ra nguoc
lai, dir liéu duoc truyén tir ting dudi 1én va qua mdi tang thi phan header tuong
tmg duoc lay di va khi dén tang trén cting thi dir lieu khdng con phan header nira.
Hinh trén cho ta thay lugc do dit liéu qua céc tang. Trong hinh vé nay ta thay tai
cac tang khac nhau dit liéu dugc mang nhitng thuat ngi khac nhau:

— Trong tang wng dung di lidu 1 cac ludng duoc goi la stream.

— Trong tang giao van, don vi dit liéu ma TCP guri xudng tang dudi goi la
TCP segment.

— Trong tang mang, dit liéu ma IP gui t6i ting dudi dugc goi 1a IP datagram.

— Trong tang lién két, dix liéu duoc truyén di goi la frame.
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Application Layer oo 4
PP y TCP uD
stream message
Transport Layer -
segment packet
Internet Layer
datagram datagram
Network Access Layer
frame frame

Hinh 1.6 : C4u trac dir liéu trong TCP/IP
TCP/IP véi OSI: mdi tang trong TCP/IP cd thé 1a mot hay nhiéu tang cua OSI.

Bang sau chi rd mdi twong quan giira cac tang trong md hinh TCP/IP vai OSI

OSI TCP/IP
Physical Layer va Data link Layer Data link Layer
Network Layer Internet Layer
Transport Layer Transport Layer

Session Layer, Presentation Layer, | Application Layer

Application Layer

Su khéc nhau gitra TCP/IP va OSI chi la:
— Tang @ng dung trong md hinh TCP/IP bao gom luén ca 3 tang trén cia md
hinh OSI
— Tang giao van trong md hinh TCP/IP khdng phai luén dam bao d6 tin cay
ctia Viéc truyén tin nhu & trong tang giao van cua mé hinh OSI ma cho
phép thém mét lua chon khac 1a UDP
1.3.2 Mt sb giao thire co ban trong TCP/IP.
1.3.2.1 Giao thirc lién mang IP (Internet Protocol).

- Gioi thiéu chung

Giao thuc lién mang IP 1a mot trong nhiing giao thic quan trong nhat caa bo
giao thirc TCP/IP. Muc dich cua giao thirc lién mang IP 1 cung c4p kha nang két
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ndi cac mang con thanh lién mang dé truyén di liéu. IP 14 giao thtrc cung cap dich
vu phan phét datagram theo kiéu khdng lién két va khong tin cay nghia 1a khong
can c6 giai doan thiét 1ap lién két trude khi truyén dir liéu, khong dam bao rang
IP datagram sé& toi dich va khong duy tri bat ky théng tin ndo vé nhiing datagram
dd gui di. Khuon dang don vi dit liéu dung trong IP dugc thé hién trén hinh vé

dudi.
Bits >
‘ 1 1 2 ‘E‘ 2 3
0 4 8 2 6 0 4 8 1
Version | IHL Type of Service Total Length
2 Identification Flags | Fragmentation Offset
€ 3 TimetoLive Protocol Header Checksum kS
o — g
= 4 Source Address +
5 Destination Address
6 Options Padding
data begins here ...

Hinh 1.7 : Khuon dang di ligu trong IP
Y nghia cac tham s6 trong IP header:

— Version (4 bit): chi phién ban (version) hién hanh cia IP dugc cai dat.
— IHL (4 bit): chi d dai phan header tinh theo don vi tir (word - 32 bit)
— Type of Service (8 bit): dic ta tham sé vé yéu cau dich vu

— Total length (16 bit): chi @6 dai toan bo IP datagram tinh theo byte. Dua vao
truong nay va trudng header length ta tinh duoc vi tri bat dau cua dir liéu trong IP
datagram.

— Indentification (16 bit): 1a trudng dinh danh, cling cac tham sé khéac nhu dia chi
ngudn (Source address) va dia chi dich (Destination address) dé dinh danh duy
nhat cho mdi datagram duoc giri di bai 1 tram. Thong thuong phan dinh danh
(Indentification) dugc tang thém 1 khi 1 datagram duoc gui di.

Trang 26



PO AN TOT NGHIEP Trwong Pai hoc Qudn i va Cong nghé Hdi Phong

— Flags (3 bit): cac co, stir dung trong khi phan doan cac datagram.

0 1 2
\ 0 | DF \ MF |

Hinh 1.8 : Céu tric cia Flags ( 3 bit)
Bit 0: reseved (chua sur dung, c6 gia tri 0)
bit 1: DF (Don't fragment) = 0 ( G6i tin bi phan manh)
=1 ( Gai tin khdng bi phédn manh)
bit 2 : MF ( More fragments ) =0 ( Pay 1a doan cudi ciing )
=1 ( Pay chua phai la doan cubi cling )

— Fragment Offset (13 bit): chi vi tri cia doan phan manh (Fragment) trong
datagram tinh theo don vi 64 bit.

— TTL (8 bit): thiét 1ap thoi gian ton tai ciia datagram dé tranh tinh trang datagram
bi quan trén mang. TTL thuong c6 gié tri 32 hoic 64 duoc giam di 1 khi dix liéu
di qua mdi router. Khi truong ndy bang 0 datagram sé& bi haty bo va s& khong bao
lai cho tram guri.

— Protocol (8 bit): chi giao thuc tang trén ké tiép

— Header checksum (16 bit): dé kiém soét 15i cho viing IP header.
— Source address (32 bit): dia chi IP tram nguon

— Destination address (32 bit): dia chi IP tram dich

— Option (d6 dai thay d6i): khai bao cac tly chon do ngudi guri yéu cau, thuong
la:

o B an toan va bao mat,
0 Bang ghi tuyén ma datagram da di qua dugc ghi trén duong truyeén,
0 Time stamp,

o Xac dinh danh sach dia chi IP ma datagram phai qua nhung datagram
khong bat budc phai truyén qua router dinh truéc,

o Xéc dinh tuyén trong d6 cac router ma IP datagram phai duoc di qua.
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* Kién tric dia chi IP (IPv4)
Dia chi IP (IPv4):

Dia chi IP (IPv4) c6 do dai 32 bit va dugc tch thanh 4 viing, mdi ving
(mdi ving 1 byte) thudng dugc biéu dién dudi dang thap phan va duoc cach nhau
bai dau cham (.). Vi du: 203.162.7.92.

bia chi IPv4 dugc chia thanh 5 16p A, B, C, D, E; trong do6 3 16p dia chi A,
B, C duogc dung dé cap phat. Cac 16p nay dugc phan biét boi cac bit dau tién trong
dia chi.

Lép A (0) cho phép dinh danh toi 126 mang voéi t6i da 16 triéu tram trén
mdi mang. Lép nay thuong duoc diing cho cac mang c6 s tram cuc [6n (thudng
danh cho cac cong ty cung cap dich vu 16n tai M¥) va rat kho duoc cap.

Lép B (10) cho phép dinh danh téi 16384 mang vai ti da 65534 tram trén
mdi mang. Lép dia chi nay phi hop vai nhiéu yéu cau nén duoc cap phét nhiéu
nén hién nay da tré nén khan hiém.

Lép C (110) cho phép dinh danh t&i 2 triéu mang voi toi da 254 tram trén
moi mang. Lép nay dugc dung cho cac mang ¢ it tram.

Lép D (1110) dung dé gui goi tin IP dén mot nhdm cac tram trén mang
(con duogc goi la 16p dia chi multicast)

Lép E (11110) dung dé du phong

Lop Khoang dia chi
A 0.0.0.0 dén 127.255.255.255
B 128.0.0.0 dén 191.255.255.255
C 192.0.0.0 dén 223.255.255.255
D 224.0.0.0 dén 239.255.255.255
E 240.0.0.0 dén 247.255.255.255

Hinh 1.9 : C4c lop dia chi va khoang dia chi
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Class A

Class B

Class C

Class D

Class E

7-bits 24-bits
0 nectid hostid
14-bits 16-bits
1{0 netid hostid
21-bits 8-bits
1{11]0 netid hostid
28-bits
L{1(1]0 multicast group ID
27-bits
I{1{1[1(0 reserved for future use

Hinh 1.10 : Céc lop dia chi Internet

Ngoai ra con mot sé dia chi dugce quy dinh ding riéng (private address).
Cac dia chi nay chi ¢ ¥ nghia trong mang cua ting té chic nhat dinh ma khong
duoc dinh tuyén trén Internet. Viéc str dung cac dia chi nay khdng can phai xin

cap phép.

Vidu: 192.168.0.0 — 192.168.255.255

Céch chuyén d6i dia chi IP tir dang nhi phan sang thap phan:

Vi du:
Dang nhi phian Dang thap phan
11001011 | 10100010 00000111 01011100 203.162.7.92
00001001 | 01000011 00100110 00000001 9.67.38.1
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Dia chi mang con:

Déi véi cac dia chi lop A, B s tram trong mét mang 1a qué 16n va trong
thuc té thuong khong c6 mét sé luong tram 16n nhu vay két ndi vao mot mang
don 1é. Bia chi mang con cho phép chia mot mang Ion thanh cdc mang con nho
hon. Nguoi quan tri mang c6 thé ding mot sb bit dau tién caa truong hostid trong
dia chi IP @ dat dja chi mang con. Chang han ddi véi mot dia chi thudc 16p A,
viéc chia dia chi mang con c6 thé duoc thuc hién nhu sau:

1 2 3
8 6 * 1
01
Class A
Subnet | € NetID Subnet number | Host D

Hinh 1.11 : Class A Subnet
Viéc chia dia chi mang con 1a hoan toan trong suét déi vai cac router nam
bén ngoai mang, nhung né 1a khong trong suot doi véi cac router nam bén trong
mang

Extermal

172.16.0.0
R1
|
172.16.1.0
R3 R2
172.16.5.0 172.16.3.0
66 27 > 14

Hinh 1.12 : Vi du minh hoa c4u hinh Subnet
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Mat na dia chi mang con:

Bén canh dia chi IP, mét tram ciing can duoc biét viéc dinh dang dia chi
mang con: bao nhiéu bit trong truong hostid duoc ding cho phan dia chi mang
con (subnetid). Thong tin nay duogc chi ra trong mat na dia chi mang con (subnet
mask). Subnet mask ciing 13 mot s6 32 bit Vi céc bit tuong ang vai phan netid va
subnetid duoc dat bang 1 con cac bit con lai duoc dat bang 0. Nhu vy, dia chi
thuc ctia mot tram s€ la hop cua dia chi IP va subnet mask.

Cac dia chi IP dac biét: co6 7 loai dia chi IP ddc biét dugc mo ta nhu trong bang

sau:
Dia chi IP Vai tro Mo ta
netID | subnetID | hostID | Dia Dia
chi chi
ngudn | dich
0 0 co khong | Tram hién tai trong mang hién tai
0 hostID | co khong | Tram hostID trong mang hién tai
127 Bitky |co co Dia chi phan hoi
1 1 khong | c6 Dia chi quang ba gio1 han (khong
dugc chuyén tiép)
netID 1 khong | co Dia chi quang ba té1 mang netlD
netID | subnetID | 1 khong | co Dia chi quang b4 t61 mang con
subnetID, netID
netlD | 1 1 khong | co Dia chi quang ba t61 mo1 mang con
trong netlD

- Phan manh va hop nhét cac gdi IP

Ph&n manh di liéu 1a mét trong nhitng chirc nang quan trong cua giao thac
IP. Khi tang IP nhan dugc IP datagram dé guri di, IP s& so sanh kich thudc cua
datagram véi kich thudc cuc dai cho phép MTU (Maximum Transfer Unit), vi
tang dit liéu qui dinh kich thuéc 16n nhat cua Frame c6 thé truyén tai duoc, va s&
phan manh néu 16n hon. Mét IP datagram bi phan manh s& dugc ghép lai bai tang
IP ctia tram nhan véi cac thong tin tir phan header nhu identification, flag va
fragment offset. Tuy nhién néu mot phan caa datagram bi mat trén duong truyén
thi toan bo datagram phai duoc truyén lai.

- Mot sé giao thtre diéu khién
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* Giao thac ICMP

ICMP (Internet Control Message Protocol) la mot giao thuc caa l6p IP,
duoc dung dé trao ddi cac thong tin diéu khién dong sé liéu, théng bao 15i va cac
théng tin trang thai khac caa TCP/IP. Vi du:

— biéu khién dong truyén (Flow Control): khi cac gdi dir liéu dén qua
nhanh, tram dich hoac mot gateway ¢ gitra s€ gui mot thong diép ICMP tro lai
noi g, yéu cau noi giri tam thoi ding viéc gui dit liéu.

— Thong bao 16i: trong truong hop dia chi dich 1a khong téi dugc thi hé
thdng s& giri mot thong bao 18i “Destination Unreachable”.

— Pinh hudng céc tuyén duong: mot gateway s& gui mot thong diép ICMP
“Redirect Router” dé ndi véi mot tram la nén dung gateway khac. Thong diép nay
c6 thé chi duoc dung khi ma tram nguén & trén cling mot mang vai ca hai gateway.

— Kiém tra cac tram & xa: mot tram cd thé giri mot thong diép ICMP “Echo”
di dé biét duoc lieu mot tram & xa c6 hoat dong hay khong.

* Giao thuc ARP

ARP (Address Resolution Protocol) 1a giao thuc giai (tra) dia chi dé tir dia
chi mang xac dinh duoc dia chi lién két dit liéu (dia chi MAC). Vi du: khi IP gui
mét goi dit liéu cho mot hé théng khac trén cing mang vt Iy Ethernet, IP can biét
dia chi Ethernet ciia hé thong dich dé tang lién két dix liéu xay dung khung. Thong
thuong , ¢ thé xac dinh dia chi d6 trong bang dia chi IP — dia chi MAC & mdi hé
théng. Néu khdng, cd thé sir dung ARP dé 1am viéc nay. Tram lam viéc gui yéu
cau ARP (ARP_Request) dén may phuc vu ARP Server, may phuc vu ARP tim
trong bang dia chi IP — MAC cua minh va tra loi bang ARP_Response cho tram
lam viéc. Néu khong, may phuc vu chuyén tiép yéu cau nhan duoc dudi dang
quang bé cho tat ca cac tram lam viéc trong mang. Tram nao c6 trung dia chi IP
duoc yau cau s& tra 1o véi dia chi MAC caa minh.

* Giao thuc RARP

RARP (Reverse Address Resolution Protocol) la giao thic giai nguoc (tra
nguoc) tir dia chi MAC dé xac dinh IP. Qua trinh ndy nguoc lai véi qua trinh giai
thuan dia chi IP — MAC mo ta & trén.

- Chon tuyén (IP routing):

Bén canh viéc cung cap dia chi dé chuyén phét cac goi tin, chon tuyén la
mot chire nang quan trong caa 16p IP.

Ta thay rang 16p IP nhan datagram tir TCP, UDP, ICMP hoic IGMP dé g
di hodc nhan datagram tir giao tiép mang dé chuyén tiép. Lép IP c6 mot bang dinh
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tuyén dé truy cap mdi khi nhan duoc mot datagram dé giri di. Khi mot datagram
duoc nhan tir ting két ndi dit liéu, du tién IP s& kiém tra xem dia chi IP dich 1a
dia chi cua chinh n6 hay mét dia chi quang ba, néu dung thi datagram s& dugc cap
phéat cho giao thire @ dugc chi dinh trong protocol cua IP header. Néu datagram
khong duoc guri toi dia chi IP nay né s& dugc chuyén tiép trong trudng hop 16p IP
duoc cau hinh dong vai trd nhu mét router hoic bi hity bo trong truong hop nguoc
lai. IP duy tri mot bang chon tuyén dé truy nhap mdi khi c6 goi tin can chuyén
tiép. M&i muc trong bang chon tuyén gdm nhitng théng tin sau:

— bia chi IP dich: 1a dia chi dich can t&i, d6 c6 thé 1a dia chi IP cua mot
tram hoac dia chi IP cua mot mang tly thuoc vao co cua dau vao nay.

— Pia chi IP cua router ké tiép: 1a dia chi cua router dugc néi truc tiép véi
mang Vva ta cd thé giri datagram téi d6 dé cho router ké tiép phan phét.

Router ké tiép khong phai 1a dich nhung n6 c6 thé nhan lay datagram duoc
gui t6i va chuyén tiép datagram nay t6i dich cudi cung.

— Co: xéc dinh dia chi IP cua router ké tiép 12 mot dia chi mot tram hay 13
mét mang, router ké tiép 1a mot router thuc hay 12 mot tram két néi truc tiép vao
mang.

— Giao tiép mang: xac dinh giao tiép mang nao ma datagram phai giri qua
do dé t6i dich

Source Host Destination Host
Application Application
Transport Gateway Transport
Destination | Gateway  Destinaion | Gateway = | Destination : Gateway
1721610 117216123 1721610 (1721615 | 1721610 1721612
172.16.12.0 | 172.16.122 172.16.120 {172.16.123 default 11721615
default 1 172.16.12.1 default 1172.16.12.1 :
Network Access Network Access Network Access
172.16.12.2 172.16.12.3 172.16.1.5 172.16.1.2
172.16.12.0 172.16.1.0

Hinh 1.13 : Chen tuyén trong IP

Viéc chon tuyén cua IP duoc thuc hién theo cac trinh ty sau:
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— Tim kiém trong bang chon tuyén xem c6 muc nao khop véi dia chi dich
(ca phan networkID va hostID). Néu thay thi s& gui goi dix liéu toi router ké tiép
hay giao tiép mang két ndi truc tiép da dugc chi dinh trong muc nay.

— Tim trong bang chon tuyén xem c6 muc nao duoc coi 1a mic dinh
(default). Néu thay thi gui goi dit liéu téi router ké tiép da duoc chi ra. Néu sau
cac bude trén ma datagram khong dwgc gui di thi tram thuc hién viéc chuyén tiép
gui thong béo 151 “host unreachable” hodc “network unreachable” t&i tram tao ra
datagram nay.

Kha niang xac dinh mot tuyén téi mot mang ma khong phai 1a tuyén téi mot
tram 1a mot dic trung co ban cua viéc chon tuyén trong 16p giao thirc IP. Diéu
nay cho phép giam kich thudc cia bang chon tuyén, cho phép router trén Internet
chi c6 bang chon tuyén véi hang ngin dau vao thay vi hang triéu dau vao ti cac
tram.

routing roufe relriat
daemon || command command
] 3 UDP TCP
| : / Yes

4

Packet (one of
our [P add or
broadcast ?)

| ICMIP redifects

Procesz IP
ophon

IP mpat cpuene I

IP layer € —
N e

Network interfaces

Hinh 1.14 : Qua trinh xi ly thuc hién & lép IP

O day ta can phan biét thém vé hai khai niém: co ché chon tuyén va chién
lugc chon tuyén. Co ché chon tuyén la viéc tim kieém trong bang dinh tuyén va
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quyét dinh xem goi tin s& duoc giri ra ngoai theo giao dién mang nao. Co ché chon
tuyén duoc thuc hién boi 16p IP. Chién lugc chon tuyén 1a mot tap hop céc luat
qui dinh xem cac tuyén nao s& duoc dua vao bang chon tuyén. Chién lugc chon
tuyén duoc thuc hién bai chuong trinh chon tuyén (chang han routed). Chuong
trinh chon tuyén thuc hién viéc cap nhat bang chon tuyén bang céch giao tiép véi
chuong trinh chon tuyén cua cac tram khac trong mang. Viéc giao tiép nay giia
cac chuong trinh chon tuyén tuan thu thao mot giao thic nhat dinh. C6 thé tom
tat viéc chon tuyén thuc hién & 16p IP trong so do hinh 1.14

- Giao thuc lién mang thé hé méi (IPv6)

Giao thirc IPv4 di duoc coi 1a nén tang cho mang Internet véi nhiing tinh
chat uu viét cua no, tuy nhién véi sy bung né vé Internet giao thie IPv4 da boc 16
mot so yeu diém vé tinh nang, trong d6 noi bat la:

— Thiéu hut vé tinh ning xéc thyuc, an ninh cua goi tin trén mang. Kha ning
mao rong han che.

— Thiéu hut khong gian dia chi. V&i su phét trién caa mang Internet, khdng
gian dia chi IP ¢6 thé st dung thuc su 1a rat nho do céc dia chi l6p A dugc danh
chu yéu cho cac cong ty cung cap dich vu 16n tai My va rat han ché trong viéc cap
phat. Cac dia chi lép B nhanh chéng bi st dung hét do nd cung cap sé6 dia chi vira
phai. Hién nay nhiéu yéu cau chi duoc dap tng bang cac dia chi lop C véi sb dia
chi rat han ché.

— Su gia tang s6 luong c&c chi muc trong bang dinh tuyén do co ché dinh
tuyén khéng phan cap dan dén yéu cau nang cap cac router va va dinh tuyén khong
hiéu qua.

— Ngay nay, véi cac nhu cau két ndi vao mang Internet caa céc dich vu
khac nhu dién thoai di dong, truyén hinh sd,... doi hai giao thic IPv4 can c6 cac
stra d6i dé dap tng cac nhu cau méi.

Trudc nhitng nhu cau nay, giao thic lién mang thé hé méi IPv6 da ra doi
nham thay thé cho IPv4, nhung cho dén nay IPv6 van chi mgi cha yéu la dang
trong qué trinh thir nghiém va hoan thién. Trong khuén kho gido trinh ciing dé
cap mot cach tong quét vé giao thic lién mang thé hé mai 1PV6.

Mot s6 dic diém méi cua IPV6:
— Khuén dang header mai: Header cua IPv6 duoc thiét ké dé giam chi phi
dén muc tdi thiéu. Piéu nay dat duoc bang cach chuyén cac trudong lya chon sang
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cac header m¢é rong duoc dat phia sau cua IPv6 header. Khudn dang méi caa IPv6
tao ra su xur ly hiéu qua hon tai cac router.

— Header cua IPv4 va IPv6 khong thé xir Iy chung. Mét tram hay mét router
phai cai dat ca IPv4 va IPv6 dé co thé xt Iy dugc ca hai khudn dang header nay.
Header caa IPv6 chi c6 kich thudc gap 2 1an header cua IPv4 mac di khong gian
dia chi cua IPv6 16n gap 4 1an khong gian dia chi IPv4.

— Khéng gian dia chi 16n: IPv6 c6 dia chi nguén va dich dai 128 bit. Mic
di 128 bit c6 thé tao ra hon 3.4x1038 t6 hop, khong gian dia chi cua IPv6 duoc
thiét ké cho phép phan bé dia chi va mang con tir truc xuwong séng Internet dén
tirng mang con trong mot td chiec.

— Hién tai chi mot lwong nho cac dia chi hién dang dwoc phan bd dé su
dung bai cac tram, van con du thura rat nhiéu dia chi san sang cho viéc sur dung
trong tuong lai.

— Hiéu qua, phan cap dia chi hoa va ha tang dinh tuyén: Cac dia chi toan
cuc cua IPv6 duoc thiét ké dé tao ra mot ha tang dinh tuyén hiéu qua, phan cap va
c6 thé tong quat hoa dua trén su phan cp thuong thay cua cac nha cung cap dich
vu (ISP) trén thuc té.

— H& trg chat lugng dich vu (QoS) tot hon: Céac trudng mai trong header
cuaa IPv6 dinh ra cach thic xtr 1y va dinh danh trén mang. Giao thong trén mang
duoc dinh danh nho trudng gan nhan ludng (Flow Label) cho phép router c6 thé
nhan ra va cung cap cac xir Iy dac biét ddi véi cac goi tin thuoc vé mot ludng nhat
dinh, mot chuan céc gai tin gitta nguén va dich. Do giao théng mang dugc Xac
dinh trong header, cc dich vu QoS c6 thé duoc thuc hién ngay ca khi phan di
liéu duwoc ma hoa theo IPSec.

— Kha ning mé rong: IPV6 co thé dé dang mé rong thém cac tinh nang méi
bang viéc thém cac header maéi sau header 1PV6.

« Kién truc dia chi trong IPV6:

Khong gian dia chi:

— IPv6 str dung dia chi c6 d6 dai 16n hon IPv4 (128 bit so véi 32 bit) do do
cung cap khong gian dia chi I6n hon rat nhiéu. Trong khi khong gian dia chi 32
bit ciia IPv4 cho phép khoang 4 ty dia chi, khong gian dia chi cua IPv6 co thé co
khoang 3.4x1038 dia chi. S6 luong diac hi nay rat Ion, hd trg khoang 6.5x1023
dia chi trén mdi mét vudng bé mat trai dat. Dia chi IPv6 128 bit duoc chia thanh
cac mién phan cap theo trat ty trén Internet. N6 tao ra nhiéu mac phan cip va linh
hoat trong dja chi héa va dinh tuyén con dang thiéu trong 1Pv4.
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— Khéng gian dia chi IPv6 dugc chia trén co sé cac bit dau trong dia chi.
Truong c6 d6 dai thay ddi bao gom cac bit dau tién trong dia chi goi 1a tién t6
dinh dang (Format Prefix) FP.

— Ban dau chi méi c¢6 15% luong dia chi duoc sir dung, 85% con lai dé
dung trong tuong lai.

— CA4c tién té dinh dang tir 001 dén 111, ngoai trir kiéu dia chi multicast
(1111 1111) déu bat budc ¢o dinh danh giao dién theo khudn dang EUI-64.

— Céc dia chi dy trit khdng 13n véi cac dia chi chua cp phat. Chidng chiém

1/256 khong gian dia chi (FP = 0000 0000) va dung cho cac dia chi chua chi dinh,
dia chi quay vong va cac dia chi IPv6 c6 nhang IPv4

Cu phap dia chi:

Cac dia chi IPv6 dai 128 bit, khi viét mdi nhoém 16 bit duoc biéu dién thanh
mét s6 nguyén khong dau dudi dang hé 16 va duoc phan tach boi dau hai chim
(),

Vi du: FEDC:BA98:7654:3210:FEDC:BA98:7654:3210

Trén thuc té dia chi IPv6 thuong c6 nhiéu sb 0, vi du dia chi:
1080:0000:0000:0000:0008:0800:200C:417A. Do d6 co ché nén dia chi duoc
dung dé biéu dién dé dang hon céc loai dia chi dang nay. Ta khdng can viét cac
s6 0 & dau mdi nhom, vi du 0 thay cho 0000, 20 thay cho 0020. Dia chi trong vi
du trén s& trg thanh 1080:0:0:0:8:800:200C:417A. Hon nita ta c6 thé sir dung ky
hiéu :: @& chi mot chudi sé6 0. Pia chi trong vi du trén s& trg thanh:
1080::8:800:200C:417A. Do dia chi IPv6 c6 d6 dai c6 dinh, ta c6 thé tinh dugc
s6 cac bit 0 ma ky hiéu dé biéu dién. Tién té dia chi IPv6 duoc biéu dién theo ky
phép CIDR nhu IPv4 nhu sau: IPv6-address/prefix length trong d6 IPv6-address
la bat ky kiéu biéu dién nao, con prefix length 1a do dai tién t6 theo bit.

Vi du: biéu di&n mang con c6 tién té 80 bit: 1080:0:0:0:8::/80.
V61 node address: 12AB:0:0:CD30:123:4567:89AB:CDEF,
prefix: 12AB:0:0:CD30::/60 cd thé viét tat thanh
12AB:0:0:CD30:123:4567:89AB:CDEF/60

1.3.2.2 UDP.

UDP la giao thtrc khong lién két, cung cap dich vy giao van khdng tin cay
duoc, st dung thay thé cho TCP trong tang giao van . Khac véi TCP, UDP khong
c6 chire nang thiét 1ap va giai phong lién két, khong c6 co ché bao nhan (ACK),
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khong sip xép tuan tu cac don vi dir lidu (datagram) dén va c6 thé dan dén tinh
trang mat hoic trung dit lieu ma khéng hé c6 théng bao 16i cho nguoi guri. Khubn
dang cia UDP datagram dugc mo ta nhu sau :

’4 Bits >
0 | 16 £h

Source Port Destination Port

Length Checksum

data begins here ...

Hinh 1.15 : Khudn dang UDP datagram
S6 hiéu cong nguon (Source Port - 16 bit): s6 hiéu cong noi di giri datagram

— S6 hiéu cong dich (Destination Port - 16 bit): s6 hiéu cong noi datagram
duoc chuyén toi

— Do dai UDP (Length - 16 bit): do dai tong cong ké ca phan header caa
go6i UDP datagram.

— UDP Checksum (16 bit): dung dé kiém soét 16i, néu phét hién 13i thi UDP
datagram sé bi loai b6 ma khong cé mét thdng bao nao tra lai cho tram guri. UDP
c6 ché d6 géan va quan Iy cac so hiéu cong (port number) dé dinh danh duy nhat
cho céc tng dung chay trén mot tram ciia mang. Do co0 it chirc nang phtrc tap nén
UDP c6 xu thé hoat dong nhanh hon so véi TCP. N6 thuong ding cho céc tng
dung khong doi hoi do tin cay cao trong giao van.

1.3.2.3 TCP.

TCP va UDP Ia 2 giao thtc ¢ tang giao van va ciing st dung giao thuc IP
trong tang mang. Nhung khong giéng nhu UDP, TCP cung cap dich vu lién két
tin cay va co lién két. Co lién két ¢ day c6 nghia 1a 2 tng dung sir dung TCP phai
thiét 1ap lién két voi nhau trude khi trao d6i dir liéu. Su tin cay trong dich vy duoc
cung cap boi TCP duoc thé hién nhu sau:

— Dit liéu tir ting tng dung giri dén duoc duoc TCP chia thanh cac segment c6
kich thudc phi hop nhat dé truyén di .

— Khi TCP gui 1 segment, n6 duy tri mot thoi lwong dé chd phuc dap tir tram
nhan. Néu trong khoang thoi gian d6 phiic dap khong téi duoc tram gui thi
segment d6 dugc truyén lai.
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— Khi TCP trén tram nhan nhan du liéu tir tram guri n6 sé€ gui téi tram gui 1 phuc
dap tuy nhién phtic dap khong dugc giri lai ngay 1ap tirc ma thuong tré mot khoang
thoi gian .

— TCP duy tri gia tri tong kiém tra (checksum) trong phan Header cua dix liéu dé
nhan ra bat ky sy thay doi ndo trong qué trinh truyén dan. Néu 1 segment bi 15i
thi TCP & phia tram nhan s& loai bo va khéng phiic dap lai dé tram gui truyén lai
segment bi 16i d6. Gidng nhu IP datagram, TCP segment c6 thé téi dich mot cach
khong tuan ty. Do vay TCP & tram nhan sé sap xép lai dix liéu va sau d6 gui 1én
tang tng dung dam bao tinh dung dan cua dir lidu.

Khi IP datagram bi trung Iap TCP tai tram nhan sé loai bo dir liéu trung lap do

- Bits -
PR PR SR R R
Sourca Fon | Destination Port
e Sequence Number
8 3 Acknowiedgment Number &
é‘.u- Oftset Heserad Flags Window 5?
g i Chacksum Urgent Pointer
. Options Padding
data begins herg ..

Hinh 1.16 : Khudn dang TCP segment

TCP ciing cung cap kha nang diéu khién ludng. Mdi dau cua lién két TCP
c6 vung dém (buffer) gidi han do do6 TCP tai tram nhan chi cho phép tram gui
truyén mot luong dit liéu nhat dinh (nhé hon khong gian buffer con lai). Diéu nay
tranh xay ra trudng hop tram c6 toc d6 cao chiém toan bo vang dém cua tram cé
tdc d6 cham hon.

Khudn dang caa TCP segment dugc mo ta trong hinh 2.12

Céc tham s6 trong khudn dang trén cé ¥ nghia nhu sau:

— Source Port (16 bits ) 1a s hiéu céng cua tram nguon .

— Destination Port (16 bits ) 1a s6 hiéu cong tram dich .

— Sequence Number (32 bits) 1 s6 hiéu byte dau tién caa segment trir khi bit

SYN duoc thiét 1ap. Néu bit SYN duoc thiét 1ap thi sequence number 12 sé
hiéu tuan tu khai dau ISN (Initial Sequence Number ) va byte dir liéu dau tién 1a
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ISN + 1. Thong qua trudng ndy TCP thuc hién viec quan |i tirng byte truyén di
trén mot két ndi TCP.

— Acknowledgment Number (32 bits). S6 hiéu cua segment tiép theo ma tram
ngudn dang chd dé nhan va ngam dinh bao nhan tét cac segment ma tram dich da
gui cho tram nguon .

— Header Length (4 bits). Sé lugng tir (32 bits) trong TCP header, chi ra vi tri bt
dau caa ving dir liéu vi trudng Option c6 do dai thay d6i. Header length cd gia tri
tir 20 dén 60 byte .

— Reserved (6 bits). Danh dé dung trong twong lai .

— Control bits : cac bit diéu khién

URG : x4c dinh ving con tré khan c6 hiéu lyuc.

ACK : vlung bao nhan ACK Number c6 hiéu luc.

PSH : chirc nang PUSH.

RST : khai dong lai lién két.

SYN : dong bo hoa cac sb hiéu tuan tu (Sequence number).
FIN : khéng con dit liéu tir tram ngudn.

— Window size (16 bits) : cap phat thé dé kiém soat ludng dit liéu (co ché ctra s6
truot). Pay chinh 1a sb lwong cac byte dir lidu bat dau tir byte duoc chi ra trong
ving ACK number ma tram ngudn san sang nhan.

— Checksum (16 bits). M kiém soat 15i cho toan bo segment ca phan header va
dur liéu.

— Urgent Pointer (16 bits). Con tro tro téi s6 hiéu tuan tu cua byte cubi ciing trong
dong dit liéu khan cho phép bén nhan biét duoc do dai cua dir liéu khan. Vung
nay chi c6 hiéu luc khi bit URG dugc thiét lap.

— Option (d6 dai thay ddi ). Khai bao cac tuy chon ctiia TCP trong d6 thong thuong
la kich thudc cuc dai cua 1 segment: MSS (Maximum Segment Size).

— TCP data (46 dai thay d6i ). Chira dit liéu cua tang @ng dung c6 do dai ngam
dinh 12 536 byte . Gia tri nay c6 thé diéu chinh duoc bang cach khai bao trong
vung Option.
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CHUONG II : MANG LAN VA THIET KE MANG LAN

2.1. Kién thire co' ban vé mang Lan.

Mang cuc bo (LAN) Ia hé truyén thong tdc do cao dugc thiét ké dé két ndi cac
may tinh va cac thiét bi xt Iy dit liéu khéac ciing hoat dong véi nhau trong mét khu
vuc dia Iy nhé nhu & mot ting cua toa nha, hodc trong mot toa nha.... Mot sé mang
LAN c6 thé két ndi lai véi nhau trong mot khu 1am viéc. Cac mang LAN tro nén
théng dung vi né cho phép nhitng nguoi s dung dung chung nhiing tai nguyén
quan trong nhu may in mau, 6 dia CD-ROM, cé&c phan mém tng dung va nhiing
thong tin can thiét khac. Trudc khi phét trién cong nghé LAN cac mdy tinh 1a doc
lap v&i nhau, bi han ché bai sé luong cac chuong trinh tién ich, sau khi két ndi
mang rd rang hiéu qua cia chung ting 1én gap boi.

2.1.1.Cau tric Topo mang.

CAu trac topd (network topology) cua LAN Ia kién tric hinh hoc thé hién
cach bo tri cac duong cép, sap xép cac may tinh dé két ndi thanh mang hoan chinh.
Hau hét cdc mang LAN ngay nay déu duoc thiét ké dé hoat dong dua trén mot
cau tric mang dinh trude. Dién hinh va st dung nhiéu nhat 1a cac cau tric: dang
hinh sao, dang hinh tuyén, dang vong cling vai nhiing cau trdc két hop cua ching.

Mang dang hinh sao (Star topology).

Mang dang hinh sao bao gdm mét bo két ndi trung tam va cac nat . Cac nit
nay l1a cac tram dau cudi, cac may tinh va céc thiét bi khac cia mang. Bo két néi
trung tdm cua mang diéu phéi moi hoat dong trong mang. Mang dang hinh sao
cho phép néi cac may tinh vao mot b tap trung (Hub) bang cap, giai phap nay
cho phép ndi truc tiép may tinh véi Hub khéng can thdng qua truc bus, tranh duoc
cac yéu té gay ngung tré mang.

Hinh 2.1 : C4u tric mang hinh sao
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M6 hinh két ndi hinh sao ngay nay da tr¢ 1&n hét sic pho bién. Véi viéc str dung
cac b tap trung hodc chuyén mach, ciu tric hinh sao c6 thé dugc mé rong biang
cach to chirc nhidu muac phan cap, do vay dé dang trong viéc quan ly va van hanh.
Cac vu diém cta mang hinh sao:

— Hoat dong theo nguyén ly néi song song nén néu c6 mot thiét bi nao d6 ¢ mot
nit thong tin bi hong thi mang van hoat dong binh thudng.

— CAu tric mang don gian va cac thuat toan diéu khién 6n dinh.

— Mang c6 thé d& dang mé rong hoac thu hep.

Nhimg nhugce diém mang dang hinh sao:

— Kha nang mo rong mang hoan toan phu thuéc vao kha nang cua trung tam.
— Khi trung tdm c6 su ¢é thi toan mang ngirng hoat dong.

— Mang yéu cau néi doc lap riéng ré tung thiét bi ¢ cac nit thong tin dén trung
tam. Khoang cach tir may dén trung tam rat han ché (100 m).

Mang hinh tuyén (Bus Topology).

Thuc hién theo cach bé tri hanh lang, cac may tinh va cac thiét bi khac -
cac nat, déu duoc ndi vé véi nhau trén mot truc duong day cap chinh dé chuyén
tai tin hiéu. Tat ca cac ntt déu sir dung chung dudng day cap chinh nay. Phia hai
dau day cap duoc bit boi mét thiét bi goi 1a terminator. Cac tin hiéu va dit liéu khi
truyén di day cap déu mang theo dia chi cta noi dén.

r .

Terminator

— [

T
89 349

Hinh 2.2 : C4u trdc mang hinh tuyén

Uu diém: Loai hinh mang nay dung day cap it nhat, dé lap dat, gia thanh
re.

Nhuoc diém:

— Sy Un tic giao théng khi di chuyén di liéu véi luu luong 1on.
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— Khi ¢6 sy hong hoc & doan nao d6 thi rat kho phét hién, mot sy ngung
trén dudng day dé stra chira s& ngirng toan bo hé théng.

Céu tric nay ngay nay it duoc sir dung.

Mang dang vong (Ring Topology).

Mang dang nay, bé tri theo dang xoay vong, dudng day cap duoc thiét ké
lam thanh mot vong khép kin, tin hiéu chay quanh theo mét chiéu nao d6. Cac nat
truyén tin hiéu cho nhau mdi thoi diém chi dugc mot nit ma thdi. Dir liéu truyén
di phai c6 kém theo dia chi cu thé cia mdi tram tiép nhan.

Uu diém:

— Mang dang vong c6 thuan loi 1a c6 thé nai rong ra xa, tong duong day
can thiét it hon so vai hai kiéu trén

— M&i tram c6 thé dat dugc toc do toi da khi truy nhap.

Nhuoc diém: Duong day phai khép kin, néu bi ngat & mét noi nao do thi
toan bo hé théng ciing bi ngung.

lj/_':'
R g

Hinh 2.3 : C4u trc mang dang vong

J,

Mang dang két hop.

Két hop hinh sao va tuyén (star/Bus Topology): Cau hinh mang dang nay
c6 bo phan tach tin hiéu (spitter) giir vai trd thiét bi trung tdm, hé thdng day cap
mang c6 thé chon hoic Ring Topology hoic Linear Bus Topology. Loi diém cua
cau hinh nay 1a mang cé thé gom nhiéu nhém 1am viéc & cach xa nhau, ARCNET
la mang dang két hop Star/Bus Topology. Cau hinh dang nay dua lai su uyén
chuyén trong viéc bé tri duong day twong thich dé dang ddi véi bat cir toa nha
nao. Két hop hinh sao va vong (Star/Ring Topology). Cau hinh dang két hop
Star/Ring Topology, c6 mét "thé bai" lién lac (Token) dugc chuyén vong quanh
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mot cai HUB trung tm. Mdi tram 1am viéc (workstation) duoc ndi vi HUB - 1a
cau noi gitra cac tram lam viéc va dé tang khoang céach can thiét.

2.1.2 Cac phuong thirc truy nhap dwong truyén.

Khi duogc cai dat vao trong mang, cac may tram phai tuan theo nhiing quy
tic dinh trudc dé co thé sir dung duong truyén, d6 1a phuong thic truy nhap.
Phuong thic truy nhap duoc dinh nghia 1a cac thi tuc diéu huéng tram lam viéc
lam thé nao va ldc nao cé thé tham nhap vao dudng day cap dé giri hay nhan cac
g61 thong tin. Co6 3 phuong thire co ban:

Giao thac CSMA/CD (Carrier Sense Multiple Access with Collision
Detection) Giao thirc nay thuong diing cho mang c6 cau tric hinh tuyén, cac may
tram clng chia sé mot kénh truyén chung, cac tram déu c6 co hoi thAm nhap duong
truyén nhu nhau (Multiple Access).

Tuy nhién tai mot thoi diém thi chi ¢ mot tram duoc truyén dit liéu ma
thoi. Trudc khi truyén dir lieu, méi tram phai lang nghe duong truyén dé chac
chan rang duong truyén rdi (Carrier Sense). Trong trudng hop hai tram thyc hién
viéc truyén dir liéu ddng thoi, xung dot dir liéu s& xay ra, cac tram tham gia phai
phat hién dugc su xung dot va thdng bao téi cac tram khac gay ra xung dot
(Collision Detection), dong thai cac tram phai ngung tham nhap, cho doi 1an sau
trong khoang thoi gian ngau nhién nao d6 roi maéi tiép tuc truyeén.

Khi lvu lwgng cac goi dit liéu can di chuyén trén mang qué cao, thi viéc
xung dot c6 thé xay ra véi sd lugng 1on dan dén lam cham tdc do truyén tin cua
hé théng. Giao thirc nay con duoc trinh bay chi tiét thém trong phan cong Ethernet.

Giao thirc truyén thé bai (Token passing)

Giao thtrc nay duoc ding trong cac LAN c6 cau tric vong sir dung ki thuat
chuyén thé bai (token) dé cap phat quyén truy nhap dudng truyén tac 1a quyén
duoc truyén dit lidu di.

Thé bai ¢ day 1a mot don vi dir liéu dac biét, co kich thudc va ndi dung
(9om cac thong tin diéu khién) duoc quy dinh riéng cho mdi giao thirc. Trong
duong cap lién tuc c6 mat thé bai chay quanh trong mang.

Phan di liéu cua thé bai c6 mot bit biéu dién trang thai sir dung caa né (ban
hoac rdi). Trong thé bai c6 chira mét dia chi dich va dugc luan chuyén toi céc
tram theo mat trat ty da dinh trude. Dbi véi cdu hinh mang dang xoay vong thi
trat ty cua sy truyén thé bai twong duwong voi trat ty vat Iy cua cac tram xung
quanh vong.

Mot tram mudn truyén dit liéu thi phai doi ¢én khi nhan dugc mot thé bai
rdi. Khi d6 tram s& ddi bit trang thai caa thé bai thanh ban, nén gai dit liéu c6 kém
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theo dia chi noi nhan vao thé bai va truyén di theo chiéu cua vong, thé bai Iic nay
tré thanh khung mang dir liéu. Tram dich sau khi nhan khung dix liéu nay, s€ copy
dix liéu vao bo dém roi tiép tuc truyén khung theo vong nhung thém mot théng tin
x&c nhan. Tram ngudn nhan lai khung ctia minh (theo vong) di duoc nhan dung,
dbi bit ban thanh bit rdi va truyén thé bai di.

Vi thé bai chay vong quang trong mang kin va chi cé moét thé nén viéc dung
do6 dix liéu khdng thé xay ra, do vay hiéu suat truyén dit liéu cia mang khong thay
ddi. Trong cac giao thuc nay can giai quyét hai van dé cé thé dan dén pha va hé
théng.

Mot 1 viéc mat thé bai 1am cho trén vong khong con thé bai luu chuyén
nita. Hai 12 mot thé bai ban luu chuyén khong ding trén vong.

Uu diém cua giao thire 12 van hoat dong tot khi luu lugng truyén thong lon.
Giao thuc truyén thé bai tuan tha ding sy phan chia ciia méi truong mang, hoat
dong dua vao su xoay vong tai cac tram.

Viéc truyén thé bai s& khong thuc hién dugc néu viéc xoay vong bi dut
doan. Giao thirc phai chira cac thu tuc kiém tra thé bai dé cho phép khéi phuc lai
thé bai bi mat hoac thay thé trang thai cua thé bai va cung cap cac phuong tién dé
stra d6i logic (thém vao, bt di hodc dinh lai trat tu cua cac tram).

Giao thic FDDI.

FDDI la ky thuat duing trong cac mang cau tric vong, chuyén thé bai téc do
cao bang phuong tién cap soi quang. FDDI str dung hé thong chuyén thé bai trong
co ché vong kép. Luu théng trén mang FDDI bao gém 2 ludng gidng nhau theo
hai huéng nguoc nhau. FDDI thuong dugc st dung vai mang truc trén d6 nhirng
mang LAN cdng suat thap cé thé ndi vao. Cac mang LAN doi hoi téc do truyén
dir liéu cao va dai théng lon ciing c6 thé st dung FDDI.

;

- 4,
K

r

Hinh 2.4 : CAu tric mang dang vong FDDI
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2.2. Hé thdng mang Lan.
2.2.1.M6 hinh co ban
2.2.1.1 M6 hinh phan cap

Access <
— - ".‘7 =
Distribusion < ‘ !/
Core < L & b
Hinh 2.5 : M8 hinh phan cip
CAu truc

— Lép 16i (Core Layer): Pay la truc xuwong sdng cua mang(backbone) thudng ding
cac bo chuyén mach c6 toc do cao(high-speed switching), thudng co cac dic tinh
nhu d6 tin cay cao, c6 cong suat du thira, 6 kha ning tu khic phuc 15i, ¢ kha
ning thich nghi cao, dap ung nhanh, dé quan Iy, ¢ kha ning loc goi, hay loc cac
tién trinh dang truyén trong mang.

— Lop phan tan (Distribution Layer) Lop phan tan la gianh giéi gitra 16p truy nhap
va l6p 16i ctia mang. 16p phén tan thuc hién cac chic nang nhu dam bao gui dir
licu dén timg phan doan mang, dam bao an ninh-an toan, phan doan mang theo
nhom cong tac, chia mién Broadcast/multicast, dinh tuyén gitta cac LAN ao
(VLAN), chuyén méi truong truyén dan, dinh tuyén giita cac mién, tao bién gigi
giita cac mién trong dinh tuyén tinh va dong, thuc hién cac bo loc goi(theo dia
chi, theo sb hiéu cong,...), thuc hién cac co ché dam bao chét luong dich vy QoS.

— Lép truy nhap(Access Layer) Lép truy nhap cung cap cac kha ning truy nhap
cho ngudi dung cuc b hay tir xa truy nhap vao mang. Thuong dugc thuc hién
bang cac bo chuyén mach(switch) trong méi truong campus, hay cac cong nghé
WAN.
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Panh gid mo6 hinh
— Gi4 thanh thap

— dé cai dat

— dé mo rong
— dé co 1ap 15i.
2.2.1.2 Mb hinh an ninh-an toan ( Secure models ).

Hé théng tuong lta 3 phan (Three-Part Firewall System), dic biét quan
trong trong thiét ké WAN, chdng t6i s& trinh bay trong chuong 3. O day, ching
t6i chi néu mét sb khia canh chung nhét cau triic cia md hinh st dung trong thiét
ké mang LAN.

Hidden Corporate

Systems
i l Advertise
Bastion Route to
Isolation
Hosts
LAN Only
l '- FFFFFFFFF .’
ey 4-1...;3"_. i
. I:‘ ! e (" Internet )
Inside Outside  —~————
Filter Filter

Hinh 2.6 : M hinh twong lira 3 phan

— LAN c0 lap lam vung dém gitra mang cong tac vai mang bén ngoai(LAN cb lap
duoc goi la vung trung 1ap hay vung DMZ)

— Thiét bi dinh tuyén trong c6 cai dit bo loc goi duoc dat gitta DMZ va mang
cong tac.

— Thiét bi dinh tuyén ngoai ¢ cai dit bo loc goi duoc dit gitta DMZ va mang
ngoai.
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2.3 Piéu khién ludng ( Data flow control ).

Diéu khién ludng ( data flow control ) 1a qué trinh quan Iy toc do truyén di
liéu gitta hai nut dé ngan nguoi giri nhanh lan 4t ngudi nhan cham. N6 cung cap
mot co ché dé ngudi nhan kiém soat toe do truyén, dé ndt nhan khong bi qua tai
dix liéu tir nat truyén. Kiém soat ludng can dugc phan biét voi kiém soét tic nghén
, duoc sir dung dé kiém soat ludng dix liéu khi tic nghén thuc su xay ra. Co ché
diéu khién ludng c6 thé dugc phan loai theo viéc lidu ndt nhan cé giri phan hoi
dén nat gui hay khéng.

Kiém soat ludng rt quan trong vi may tinh g 6 thé truyén théng tin voi
tbc d6 nhanh hon may tinh dich c6 thé nhan va xir Iy thong tin d6. Piéu nay c6
thé xay ra néu may tinh nhan c6 tai luu luong 16n so véi may tinh gui hoic néu
may tinh nhan c6 sic manh xir Iy thap hon may tinh guri.

Phuong phap Stop and Wait

Sender Receiver

/

Stop and Wait Protocol

Hinh 2.7 : Phuwong thirc hoat dgng caa Stop and Wait

Vé co ban thi phuong thirc ndy hoat dong nhu sau: Bén giri s& gai mot goi di
liéu va sau do doi bén nhan xac nhan da nhan duoc goéi dir liéu. Bén gui chi gui
goi tiep theo sau khi nhan dugc thong bao cho goi trude dob.
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Van dé chinh ma phuong phap Stop and Wait gap phai 1a
- Mét g6i dir liu
- MAt x&c nhan

Pé giai quyét vin dé nay thi phuong phap Stop and Wait ARQ sinh ra, Véi
nhirng cai tien giup giam thiéu va loai bé nhirng rai ro trén.

Sender Receiver

—

Delayed |

¥

-
-

r
I
I
1
I
I
1

Discards
Duplicate ACK1

Hinh 2.8 : Phuong thirc hoat dgng cia Stop and Wait ARQ

Viéc gui lai 1 ACK xac nhan tinh trang cua goi tin da gui da giai quyét duoc
cac van dé 15i goi tin. Khi khong c6 1 ACK nao xac nhan dugc gui lai thi bén guri
sé tu dong gui lai gai tin.

Uu diém

Uu diém duy nhét cia phuong phap diéu khién dong chay nay 1a tinh don gian
cua no.
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Nhuoc diém

Bén guri can doi ACK sau mdi lan guri goi tin. Pay 1a Iy do cua viéc kém hiéu
qua ctia phuong phéap nay, dic biét hon khi do tré lan truyén dai hon nhiéu so Véi
do tré truyén .

Stop and Wait ciing co thé tao ra su kém hiéu qua khi gui céc goi data qua
duong truyén dai ciing nhu 1a cai goi tin 16n. Néu cac géi tin I6n 15i trong khi
truyén thi viéc guri ACK sé& lau hon ciing nhu viéc 1ang phi khoang thoi gian ACK
guri Ve.

Phuong phap Sliding window

Ky thuat nay dé giri nhiéu khung hinh mat luc. Kiém soat cac goi dit liéu giita
hai thiét bi, phan phdi céc gdi dir liéu Phuong thirc ndy bao gém 2 phuong thic
khac do la Go-Back-N ARQ va ARQ cé chon loc.

- Go-Back-N ARQ

Con dugc goi 12 Yéu cau lap lai tu dong Go-Back-N. N6 1a mot giao thie 16p
lien két dir liéu st dung phuong phap Sliding Window. Tac 12 khi truyén dir liéu,
néu bat khi phan nao trong goi dix liéu bi hong hoic mat thi tat ca nhitng phan sau
phai gui lai.

i R« X A
Tz:f:landlng sl" 12:1‘;;0 Nrszzltl.?e Neu ben
) W i nhan  nhan
Sender Receiver du‘OC mf)t

Deli N -
Network ool Data frame ACK frame :a'::r Network phén géi tln

¥ I?_ I?— T . ) R
Data Link seqNo ackNo. Data Link bl hong, bén
A + nhan sé hay
eysicar [ ecee 2ere oo sow | mjsical | 6, Bo thu
—> khong chap

CrEs TEs TEs TEm L
== R nhan goi tin
Event: | Request from Evant: Notification from b1, hong Khl
netwark layer Physical Layer hét gi‘O bén

)

Repeat forever ° muathwiv gfl’l Sé gﬁ’l Iai
Algorithm for Sender ima-ou gorithm for Receiver z A Al
oo ite <—|—|TLM_* Aigorithm for R te phan goi

T tin da hong.

Evant: Notification from
Physical Layer

Hinh 2.9 : Phuong thirc hoat dgng cia phwong phap Go-Back-N

Dudi day va mot vi du sur dung phuong phap Go-Back-N vai N=8 , tac 1a goi tin
duoc chia ra 1am 8 phan va giri cho bén nhan.
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Star Sender Receiver
- i
. - A
timer ][ s
0 initial [OT11213 4] 5617]0[12] ! : R
AEIDEEE Initial
] [5. ! : (0] 1]2]3[4]5]6]7 | :
Request JO1[2]3(4(5]|6]7]0]|1(2 : F”&meg | R
SIS~ :>C_K1d [0]1]2[3]4]5[6]7 ] Arrival
o[ BEEEEERIE— A=
1
i i I ]
]
Request 21314]|5|6|7]0[1]2
uest [O[1] ‘m: R
sl [®. 01.3456? Arrival
Request [0]1]2[3[4 5] 6] 7[0[1[2
S | =
" []
o[112|3[a[5[6]7 '
Request [O{1]2]34[S] 67102} >} OIEEEERT] Arival
S¢ 5 : RW
- - -:J[1|2.3 451617 | ivi
Arrival - [o[T]2]3[4[5]6]7]0[1]2 |« = Arrival
S 5.
e Arrival [0[1]2]34[5]6[7]0][1]{2 |
Stop ) .
timer Time Time

Hinh 2.10: Q

ARQ lap lai cé chon loc

ua trinh xir ly Go-Back-N véi N = 8

ARQ lap lai ¢6 chon loc con dugc goi 1a Yéu cau lap lai tu dong c6 chon loc. N6

la mot giao thac 16p lién két di |

iéu str dung phuong phép cira 6 truot. Giao thirc

Go-back-N ARQ hoat dong tét néu n6 ¢4 it 15i hon. Nhung néu cé nhiéu I3i trong

khung, s& mat nhiéu bang thong
giao thuc ARQ lap lai ¢6 chon

khi gui lai cac khung. Vi vay, chung toi st dung
loc. Trong giao thuc nay, kich thudc caa cta so

nguoi giri lubn bang kich thudc cua cira s6 nguoi nhan. Kich thudc cua cira s6

truot ludn 16m hon 1.

Néu ngudi nhan nhan dugc mot

khung bi hong, né khéng truc tiép loai bo né. N6

guri mot x&c nhan tiéu cuc dén nguoi gui. Ngudi giri s& guri lai khung d6 ngay sau
khi nhan dugc thong bao tiéu cuc. Khéng phai chd doi bat ky thai gian chd nao
dé giri khung hinh d6. Thiét ké cua giao thic ARQ Iap lai c6 chon loc duoc hién

thi bén dudi.
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) o Next t Hinh 2.11 :
::::tnnding §.. Next to 1 oceiv
send Cach hoat déng
cia phuwong phap
Sender Receiver ARQ lap lai c6
Deliver Metwork Ch(.)n I(.)C
Network e Dataframe  ACKframe | data e
Y %— t?- ¥
Data Link seqMo ackNo. Data Link
or
A | nakMo. 4 |
1 r ¥ v
Physical | Receive  Benc Rocaive  Send | Physical
e
[— i e— e —_ i —— )
e . ] [="1
Event: | Request from Event Notification from
network layer Physical Layer
'r.""‘ﬂ‘h 1..:' o -
epeatforever
o
nrgorlthm for Sender |
Event. MNotification from
Physical Layer
Sender Receiver
Initial mnaanamﬂmna : ' Rn
5 ! v JO111213]4][5]6]7 | Initial
" 1
Request unﬂﬂnuuuunu \ﬁmj
’ > unﬂﬂnanu Arrival
nnaanaﬂlnna /,,A———"E Frame 0
] 1 delivered
1
Request Uﬂﬂﬂﬂﬁﬂ.ﬂnﬂ % :
i unﬂﬂnunu Arival
é Request FHEEEBBIFHH ’3me2
3 Request Enﬂﬂnﬁﬁﬂnﬂ ' Unﬂﬂﬂﬂnu Arrival
1 ! Rn
Arrival ' [0[1]2[314]51617 ] Arrival
s s, : F'ame”fesend; Frame1,2,3
o o Arrival - [OIT1213]4]5]6]7]0TT12] /_W delivered
Y V

Hinh 2.12 : Vi du ARQ c6 chon lgc
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2.4 Piéu khién 16i ( Error control ).

Trong khi guri dit liéu tir nguoi guri dén nguoi nhan, kha nang cao 1a dit liéu c6
thé bi mat hoac bi hong. Lai 1a mot tinh hudng khi dix liéu cua ngudi gui khdng
khép véi dit liéu & dau caa ngudi nhan. Khi phat hién ra 16i thi chiing ta can truyén
lai dit liéu. Vi vay, c6 nhiéu k¥ thuat kiém soat I5i trong mang may tinh.

Kiém soét 13i trong Iop lién két dit liéu 1a mot qua trinh phét hién va truyén lai
dir liéu da bi mat hoic bi hong trong qué trinh truyén di liéu. Bat ky hé thong
dang tin cdy nao ciing phai c6 co ché phat hién va sira chira cac 16i d6. Viéc phat
hién va sira 15i xay ra ¢ ca 16p truyén tai va 1op lién két dit liéu. O day chung ta
s& noi vé 16p lién két dir lieu va kiém tra tieng chat mot xem c6 16i hay khéng.

Phan loai 15i
-L3i bit don: Khi ¢6 su thay doi chi trong mot bit dir liéu cua nguoi guri thi nd
duoc goi la 16i bit don.
Vi du: Néu nguoi giri giri 101 (5) cho ngudi nhan nhung ngudi nhan lai nhan 100
(4) thi d6 13 15 bit don.
101 (bit d& giri) — 100 (bit nhan)
-L3i brust Khi c6 sy thay ddi trong hai hozc nhiéu bit dit liéu cta ngudi giri thi nd
duoc goi la 16i cum.
Vi du: Néu nguoi gui giri 1011 (11) cho ngudi gai nhung ngudi nhan nhan duoc
1000 (8) thi d6 12 13i cum.
1011 (bit da giri) — 1000 (bit nhan)

Céc giai doan trong kiém soét 15i

Phat hién 16i: Pau tién, can phat hién & dau cudi may thu rang dit liéu nhan duogc
co bi 16i hay khong.

B4o nhan: Néu phat hién bat ky 16i nao, may thu s& giri mot théng bao xac nhan
am (NACK) dén may thu.

Truyén lai: Khi bén gari nhan duoc thdng béo xac nhan 15i hoac néu bat ky théng
b&o x&c nhan nao khéng dugc nhan tir nguoi nhan, nguoi gui € truyen lai dir liéu
mot lan nia.

Ciac phuong phap phat hién 15i

- Kiém tra du phong theo chiéu doc
- Kiém tra du phong theo chiéu doc

- Kiém tra du phong vong tron
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- CheckSum
Kiém tra du phong theo chiéu doc (VRC)

Trong phuong phéap nay, mot bit du thira duoc goi 12 bit chan 1¢ dugc thém vao
dix liéu. Bit chan 1é nay duoc thém vao sao cho sb luong 1 trong dit liéu 1 s6 chan.
Pay duoc goi 1a kiém tra chan Ié . Néu sé 1 1a chan thi bit can thém 12 0. Néu s6
1 14 1& thi bit cAn théem 1a 1.

Vi du: Ching tdi c6 dir liéu 1100001. Bay gid, dit liéu nay dwgc giri dén trinh tao
chén 1¢ ¢é thém mot bit du phong vao né bang céch kiém tra s6 lugng cua 1. Trinh
tao chan 1¢ s& thém s6 1 vi nd 6 cac sb 1é 1a s6 1. Vi vy, dit liéu s& duoc truyén
di 1a dir liéu goc cung véi bit chin lé tic 1a 11000011. O phia nhan, ching ta c6
mot chirc nang kiém tra dé kiém tra xem s6 1 ¢ chan hay khong.

1100001 Odd number of 1

i.e.3
Checking
Function i
Even-Parit

(checks if 1100001 | 1 c;-lerr:eratr:)ry
total number
of 1 is even) ‘

Even number
of 1i.e4 1 [ VRC

Vertical Redundancy
Check(VRC)

Hinh 2.13 : Phuong thic hoat dong cia VRC

Gioi han cua VRC

Gia sir trong vi du trén, néu tai thoi diém truyén, hai bit duoc thay doi sao cho
may thu nhan dit liéu 14 20000001. May thu s& chap nhan di liéu nay thanh cong.
Diéu nay 1a do chuc nang kiém tra s& kiém tra mot s6 chan cua 1 va dit liéu nhan
duoc sé& thoa méan diéu kién nay.
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Kiém tra du phong theo chiéu doc (LRC)

Trong LRC, ching tdi st dung mot khdi ma 1am bit chén [¢ . Ching t6i s&
lay ting khoi dir liéu va tinh toan bit chin 1¢ theo chiéu doc thay vi chiéu doc.
Nguoi gui s& gui dix liéu gbc cung véi khéi bit chin 1¢é duoc tao ra. Diéu nay c6

thé duoc hiéu boi vi du dudi day.

11100111
11011101
00111001
10101001

LRC — 10101010

Hinh 2.14 : Phwong thic hoat dong caa LRC

Vi du: Gia str chung ta phai gui dir liéu,
11100111 11011101 00111001
10101001. Vi vay, chlng ta sé€ tinh toan
bit chan 1é bang céach st dung kiém tra
chén Ié. Ching ta s& bat dau tir vi tri tha
0 caa mdi khéi bit va tién dan 1én cac vi
tri cao hon. Chung toi 14y tat ca cac bit
comatovitrisdOtaclal, 1,1, 1. Bay
gio, dau ra duoc quyét dinh theo hai quy
tac sau:

Néu co sd chin cua 1 thi daurasg 3 0.

Néu c6 so 1¢ 1a 1 thi két qua sé 1a 1.

Vi co tan 4 s6 1, 1a mot sé chian nén dau ra & vi tri s6 0 s& 1a 0 va cu tiép tuc nhu

vy d6i Vai cac vi tri cao hon.

Dir liéu duoc truyén s& 1a 11100111 11011101 00111001 10101001 10101010,

11100111
11011101
00110011
10100011

New — 10101010

LRC

Hinh 2.15 : Giéi han caa LRC

Gidi han cua LRC

Gia st trong vi du trén, trong qua trinh
truyén, mot s bit bi thay dbi va dit liéu
nhan duoc la 11100111 11011101
00110011 10100011. Néu ching ta
tinh bit chan Ié cho di liéu nhan dugc
nay thi n6 s lai 1410101010 ¢ dau may
nhan.

Vi vay, ngay ca khi cac bit dir ligu da

thay doi, 16i nay sé& khong dugc phat
hién & dau may thu.

Vi vay, néu hai bit trong mot don vi dit liéu bi hong va hai bit ¢ cung mot vi tri
chinh xac trong mot don vi dit liéu khac bi hong thi LRC s& khong thé phat hién

ra no.
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Checksum

C6 hai phuong phap xt 1y lién quan dén viéc nay. Nguoi guri tao tong kiém tra va
gui dit liéu ban dau cing véi tong kiém tra. Pau cudi ngudi nhan ciing tao tong
kiém tra tir dit liéu nhan duoc. Néu tong duoc tao ra & phia thu 1a tat ca cac s6 0
thi chi ¢d dit liéu duoc chap nhan.

Nguoi gui lam theo cac budc sau:
Dir liéu duoc chia thanh k phan hoac khéi caa n' bit cho truéec.
T4t ca céc phan duoc thém vao bang cach st dung phan bé sung (dix liéu) cua 1.

Tong cudi cung duoc bo sung theo ting bit (chuyén 0 thanh 1 va 1 thanh 0) dé
nhan tong kiém tra.

Nguoi gui giri dit liéu goc cuing vai tong kiém tra.
Ngudi nhan lam theo cac budc sau:
Dit liéu duoc chia thanh k phan hoac khéi cia n' bit cho trude.

Tat ca céc phan duoc thém vao bing cach sir dung phan bd sung cua 1 (dir liéu +
téng kiém tra).

Tong cubi cung dugc bo sung theo ting bit (chuyén 0 thanh 1 va 1 thanh 0).
Néu két qua 1 tat ca cac s6 khong thi né duoc chap nhan khac bj tir chi.

Vi du: Chiing ta phai gui dit liéu trong d6 dir liéu duoc chia thanh bon phan, mdi
phan 8 bit. Gia sir ching ta phai giri 10110011 10101011 01011010 11010101.
Vi vay, ¢6 32 bit va chung tdi sé chia toan b dit liéu 32 bit thanh mot nhom 8 bit
tac 1a 4 nhém.

O phia ngudi qui

LAy hai khdi dit liéu bat ky va thuc hién phép tinh phan bl caa 1.

L4y khoi dix liéu tiép theo va thém nd vao két qua cuaa lan bo sung cudi ciing. Thuc
hién phép cong cho dén khi tat ca cac khoi dugc thém vao.

L4y phan bl cua 1 cua tong cudi cung thu duoc. N6 1a mot tong kiém tra.
Truyén cac bit ban dau ciing voi tong kiém tra ti phia ngudi nhan.

O phia ngudi nhan

LAy hai khdi dit liéu bat ky va thuc hién phép tinh phan bl cua 1.
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LAy khoi dix liéu tiép theo va thém nd vao két qua cua lan bo sung cudi ciing. Thuc
hién phép cong cho dén khi tat ca cac khoi dugc thém vao.

L4y phan bl cua 1 cua tong cudi cung thu dugc. Néu phan bd sung 12 tat ca cac
s6 khéng thi chi dir liéu dugc chap nhan. O day, két qua la tat ca cac s6 khdng do
d6 nguoi nhan chap nhan di lidu.

~ Transmitted bits 10110011 a
10110011 | 10101011 | 01011010 | 11010101 | 01110000 10101011
+

101011110
a b [ d e

+ 1

o1011111T
, 01011010 ¢
10111001
, 11010101 d

10001110

+ 1
10001111
+ 01110000 e
G : 11111111
Receivers Side ‘ Complement
00000000

Hinh 2.16 : Cach hoat déng ciia checksum

Kiém tra du phong theo chu ky (CRC)

Viéc kiém tra dyu phong theo chu ky dua trén phép phan chia nhi phan. Nguoi gui
va ngudi nhan déu déng y vé mot da thic bo tao. Mot da thirc sinh o thé 12 bat
ky biéu thtrc da thirc nao. Pa thirc trinh tao nay gitp tim kiém trinh tao CRC. Bit
CRC (c6 cuing sb bit véi trinh tao CRC) dugc tao ¢ phia nguoi giri bang céach chia
chudi bit cia dit liéu cho trinh tao CRC. Trudc khi chia chudi bit cho bo tao CRC,
chding ta s& ndi dix liéu ban dau vai n-1 bit caa 0 véi gia st rang bo tao CRC ¢6 n
bit. Sau d6, nguoi gui s& ndi dit lidu voi bit CRC va gai né dén nguoi nhan.

Vi du: Cho bét ky da thirc bo tao ndo, ching ta cé thé tim bo tao CRC bing cach
lay hé s6 caa mdi bién.
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O dau cubi may thu, cac bit nhan dugc lai duoc chia boi b tao CRC. Néu phan
con lai caa phép chia 12 0 thi dit liéu duoc chap nhan khac bi tir chdi.

Vi du: Chiing tdi c6 dit liéu cta chung t6i 13 100100. Pa thic tao nhu trong phan
giai thichotréntaclalx 3+ 1x"2+0x" 1+ 1.x"0. Vivay, bo tao CRC
ctia ching toi s& 1a 1101 (4 bit). Bay gio, ching ta phai ndi dit liéu ban dau vai n-
1 56 0 trong d6 'n' 1a s6 bit trong bd tao CRC. O day n 1a 4. Vi vay, sb bi chia la
100100000 (trc 12 100100 va 000) va sb chia la 1101. Bay gio trong khi chia
ching ta s€ thuc hién phép toan XOR nhu sau. Viéc phan chia nay s€ duoc thuc
hién & ca phia nguoi giri va nguoi nhan. Dbi véi phia bén nhan, sb chia sé& giéng
nhau va so bi chia s& 1a dit liéu ban dau cing véi cac bit CRC. Néu phan con lai
& phia thu bang 0 thi chi c6 dir liéu dugc chap nhan.

Senders Side Receivers Side
111101 111101
1101 | 100100000 1101 | 100100001
11101 21101
01000 01000
1101 1101
01010 01010
1101 1101
001100 01110
1101 _ 1101 _
0001 001101
— 1101
CRC bits — 001 0000

Transmitted bits = Original Message +CRC bits
=100100000+001
= 100100001

Remainder is
zero, So data is
accepted

® represents bitwise XOR
Hinh 2.17 : C4ch hoat dgng ciia CRC
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2.5 Quan ly va van hanh hé théng mang Lan.

Mang Lan trong doanh nghiép c6 thé tém tit qué 2 dang chinh :

Workgroup, Domain. Ta sé& di chi tiét vé tiing dang dudi day

Workgroup

Workgroup hay con goi ma mang ngang hang ( Peer-to-peer ). Pay la mo
hinh ma tat ca cac mdy tham gia déu c6 quyén nhu nhau, cic may nay déu
c6 thé chia sé thong tin va sir dung may in ma khong can dén may cha hay
phan mém may chu.

Cac may tinh phai ty bao mat va tu quan ly tai nguyén. Diéu nay ciing dan
dén viéc kho khin khi tim kiém va quan ly tai nguyén khi c6 quéa nhiéu may
tham gia vao mot workgroup.

Céch cau hinh Workgroup ciing rat don gian, chi can cac may tinh trong
cling mang Lan va sir dung tinh ning Workgroup duoc tich hop sin trong
windown dé cau hinh.

Pay la giai phap vuot troi véi nhitng bai toan co sé luong may dudi 10 va
dat gan nhau.

Domain

M6t nhdm may tinh cting chia sé co so dit liéu bang thu muc tap trung dugc
goi 1a m6 hinh Domain. Thu muc dir liéu chua tai khoan nguoi dung va
thong tin bao mat cho toan bo Domain.

Nguoc lai vai mé hinh Workgroup, véi md hinh Domain thi viéc quan ly
nguoi dung mang tap trung tai may tinh Primary Domain Controller.
Domain controller 1a mot Server quan ly tt ca cac khia canh bao mat cua
Domain. Céc tai nguyén mang ciing duoc quan Iy tap trung va cap quyén
han cho ting nguoi dung. Luc d6 trong hé théng c6 cac may tinh chuyén
dung 1am nhiém vu cung cap cac dich vu va quan Iy cac may tram.

Trong mot Domain, thu muc chi ton tai trén cac may tinh duoc cau hinh
nhu may diéu khién mién. Cac may tinh trong cing domain cé thé ¢ trén
mot mang LAN hoac WAN. Chiing c6 thé giao tiép véi nhau qua bat ky két
ndi vat ly nao.

Khac véi Workgroup néu ngudi ding c6 bét ci thay doi nao thi sy thay doi
d6 s€ duogc cap nhat tu dong héa trén toan b Domain. Tuy nhién mot nhuoc
diém ctia Domain can dugc nhac téi d6 chinh 1a viéc Domain phai ton tai
trude khi nguoi dung tham gia vao nd. Mudn tham gia Domain can ¢4 tai
khoan nguoi ding dugc ngudi quan tri Domain cung cip cho may tinh
nguoi dung téi Domain do.
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2.6. An toan dir liéu trong mang doanh nghiép

Mic d0 mang ndi bd trong doanh nghiép 12 mang LAN nhitng van can két ndi
vai internet bén ngoai, do d6 nhirng bién phap an toan dir liéu cho doanh nghiép
cling 12 mot van dé quan trong, ¢ day dé chung ta dé cap dén firewall.

Tuong lta (Firewall) 12 mot hé théng an ninh mang, ¢d thé dya trén phan ciing
hodc phan mém, sir dung cac quy tic dé kiém soat data vao, ra khoi hé thong.
Tuong lra hoat dong nhu mot rdo chan giira mang an toan va mang khéng an
toan. N6 kiém soat cac truy cap dén timg phan caa hé théng mang théng qua mot
m6 hinh kiém soét chu dong. Nghia 13, chi nhitng data phi hop véi chinh séch
duoc dinh nghia trong tuong ltra méi duoc truy cap vao mang, moi data khac déu
bi tir chéi.

Céc tinh nang chinh cua Firewall nhu sau:

- Cho phép hoac vo hiéu hoa cac dich vu truy cap ra bén ngoai, dam bao théng
tin chi c6 trong mang noi bo.

- Cho phép hoac v6 hiéu hoa céc dich vu bén ngoai truy cap vao trong.

- Phéat hién va ngan chan c4c cudc tan cong tir bén ngoai.

- Hd tro kiém soat dia chi truy cap(co thé thay doi theo cai dat cua ngudi dung).
- Kiém soét truy cap cua nguoi ding.

- Quan ly va kiém soét ludng dix liéu trén mang.

- Xa&c thuc quyén truy cap.

- Hd tro kiém soét noi dung thong tin va goi tin luu chuyén trén hé thbng mang.

- Loc cac gai tin dya vao dia chi ngudn, dia chi dich va sb Port (hay con cong),
giao thic mang.

- Ngudi quan tri ¢ thé biét duoc ké nao dang c6 gang dé truy cap vao hé thong
mang.

- Firewall hoat dong nhu mdt Proxy trung gian.
- B40o vé tai nguyén cua hé thdng bai cac méi de doa bao mat.

- Can bang tai: C6 thé sir dung nhiéu duong truyén internet cing mot ldc, viéc
chia tai sé giap duong truyen internet 6n dinh hon rat nhiéu.

Firewall dugc phan lam 2 loai theo xu hudng su dung: Personal Firewall va
Network Firewall theo hinh dudi day
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Firewalls
|
| ]
Personal Firewalls Network Firewalls
Packet Filter Packet Filter Circuit-Level Application NAT
Firewalls Firewalls Gateways Level Gateways | [Firewalls
Stateful Stateful
Firewall Firewall

Hinh 2.18 : Thanh phan cua firewall

Personal Firewall.

Loai nay duoc thiét ké dé bao vé mot may tinh trudc Sy truy cap trai phép tur
bén ngoai. Bén canh d6 thi Personal Firewall con dugc tich hop thém tinh nang
nhu theo ddi cac phan mém chdng virus, phan mém chéng xam nhap dé bao vé
dir liéu. Mot s6 Personal Firewall thdng dung nhu: Microsoft Internet connection
firewall, Symantec personal firewall, Cisco Security Agent.... Loal Firewall nay
thi thich hop véi ca nhan béi vi thong thuong ho chi can bao vé may tinh cua ho,
thuong dugc tich hop sin trong may tinh Laptop, may tinh PC. Sir dung nhiéu
trong mo6 hinh mang Workgroup.

Network Firewalls.

Puoc thiét ké ra dé bao vé cac host trong mang trude su tan cong tir bén ngoai,
duoc chia nho tiép 14 Appliance-Based network Firewalls (Firewall cang ),
Software-Base firewalls (Firewall mém).

Cac thanh phan chinh cua Network Firewall nhu sau:

- B0 loc Packet (Packet- Filtering Router)
- Cong tng dung ( d6 1a Application-Level Gateway hay Proxy Server).
- Cong mach (Circuite Level Gateway).

Nhitng vu nhuogc diém cua céc loai Network Firewall trong thuc té.

Appliance Firewalls:

Hay con goi la Firewall cing. Pay 1a loai Firewall cimg duoc tich hop sin trén
cac phan ciing chuyén dung, thiét ké nay danh riéng cho Firewall.

Firewall duoc tich hop trén Router hoic ¢ han mét phan cang riéng.
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o

Router Firewall

Hinh 2.19: Appliance Firewalls
+ Uu diém:

Cung cip hiéu suit tong thé tét hon so véi Firewall mém vi hé diéu hanh cua
firewall cing duoc thiet ké d¢ toi vu cho firewall.

Tinh bao mat cao hon va tong chi phi thap hon so vé&i Firewall mém.

+ Nhuoc diém:

N6 khong duoc linh hoat nhu Firewall mém. Ban sé& khéng thé nao ma tich
hop thém cac chirc nang va quy tac nhu trén firewall mém duoc. Vi dy nhu chic
nang kiém soat thu rac ddi vai firewall mém thi ban chi can cai dat chire ning nay
nhu mot tng dung, nhung d6i véi Firewall cing thi doi hoi ban phai co thiét bi
phan ctng hd trg cho chic niang nay.

Software Firewalls:

Hay con goi la Firewall mém, day 14 loai Firewall dugc tich hop trén hé
diéu hanh.

4

~
.

&
Server firewall

Hinh 2.20 : Software Firewalls
Firewall dugc cai dat trén Server
+ Ul diém:

Firewall mém thudng dam nhan nhiéu vai trd hon firewall cing, né cé thé dong
vai tro nhu mot DNS server hay mot DHCP server.

Viéc thay doi va nang cap thiét bi phan cang 1a twong d6i dé dang va nhanh chéng.

+ Nhugc diém:
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Firewall mém duogc cai dat trén mot hé diéu hanh do d6 khong thé loai trir kha
nang c6 16 héng trén hé didu hanh d6 duoc. Khi 16 hong dugc phat hién va ban
thuc hién cap nhat ban vé 13i cho hé diéu hanh d6 thi ban nén nang cip ban va cho
Firewall ludn, néu khong rat c6 thé Firewall s& hoat dong khdng 6n dinh.

Firewall mém thuong c6 hiéu suét thap hon Firewall cting.

Trang 63



PO AN TOT NGHIEP Trwong Pai hoc Qudn i va Cong nghé Hdi Phong

CHUONG Il : THIET KE MANG LAN CHO MQT
DOANH NGHIEP

3.1 Piéu kién dam bao truwéc khi khao sat thiét ke.
3.1.1 Tai liéu.

- Ban v& thiét ké toa nha, mat bang san, mat bang phong lam viéc, phong
may ( bao gom mat bang dién mang) caa doang nghiép.
- So @6 b tri vat Iy phong ban.

3.1.2 Cong cu dung cu.

- S6 nhat ky khao sét, bat.

- Thudc day dé do chiéu dai, d6 cao.

- Pién thoai hd tro chup anh ( luu lai c&c vi tri dic biét nhu cai dat switch,
duong di cap, ip camera ).

- May tinh cai phan mém Visio va Autocad ( hd tro vé so do logic va vt ly)

3.2. Khao sat thiét ké.
3.2.1 Luu y khi khao sat.

- Ghi chép ti mi.
- Khao sét day du cac thdng tin vé yéu cau ky thuat va vi tri lap dat day LAN.
- Ghi chd lai cac vi tri quan trong ( cai dat switch, duong di cap, ....)

3.2.2 Khao sat c4c thong tin ky thuat va hwéng dan thiét ké.

STT Thong tin Thiét ké
khao sat thiet ke
1 SO lugng may tinh - Doanh nghiép <20 may tinh:

domain.

+ St dung mé hinh mang don gian.
- Doanh nghiép 20-200 may tinh:
+ Quan ly, kiém soét theo mé hinh domain (c6
may

chu Domain, DHCP).

ngoai.

+ C6 duong truyén internet du phong
- Doanh nghiép > 200 may tinh:

+ Quan ly, kiém soét theo mé hinh domain (c6
may

chu Domain, DHCP, Proxy ..).

+ Quan ly theo md hinh workgroup hoac

+ Xay dung Mail server noi bo hoac thué
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+ Xay dung Mail server va cac may chu dir
licu WEB,

CSDL, FTP...

+ Trién khai dudng truyén internet dy phong.
+ Trién khai thiét bi firewall.

+ Quan ly cac Phong/Ban theo 16p mang con

S0 lugng phong/ ban
SO luwgng may tinh tung
phong/ban

- Tinh s6 luong switch, dung luong port dau
tu tir s& may tinh va vi tri dia Iy caa phong
ban.

- Nén d¢am bao mdi phong ban déu khéng
dung chung switch dé dé quan Iy va trién khai
ldp dat.

- Quy hoach t6i wu vé sé port switch cung cap
va khoang cach tung tang.

- Lua chon switch layer nhu sau:

+ <14 port thi st dung switch 16 port.

+ 15-22 port thi stir dung switch 24 port.

+ >23 port thi str dung switch 48 port.

(s6 lugng port switch str dung bao gom tat ca
cac dich vu: may tram, may in, Voip, Ip
camera, cau truyén hinh...)

Yéu cau dy phong port
Switch cho tuong lai.

bam bao cho sy moé rong tuong lai cua cong
ty. Pam bao kha nang mo rong cua Switch.

Bang thong st dung (Can cur
vao linh vuc hoat dong cua
doanh nghiép, nhu cau st
dung mang)

-Linh vyc van phong binh thuong: St dung
switch cO giao dién download 100Mbps,
upload 1Gbps.

-Chuyeén vé linh vuc media, truyén théng: St
dung bang thong 16n, nén str dung switch giao
dién két n6i download 1én dén 1Gbps, upload
>1Gbps.

Nhu cau quan ly, kiém soat
nguoi dung tap trung
(c6/khdng).

-Néu ¢6 nhu cau: Trién khai theo md hinh
domain (dau tu may chi va cai dat cau hinh
domain).

- Néu khéng c6 nhu cau: Trién khai theo md
hinh workgroup.

Nhu cau vé vain dé dam bao
an toan thong tin (dau tu
thiét bi firewall riéng)
(co/khdng)

-Néu c6 nhu cau: Pau tu thiét bj phan ctng
hoac mem firewall va céc giai phap an toan.
-Néu khéng co nhu cau: Bo qua firewall.

Céc dich vu doanh nghiép sur
dung trén cung mang LAN
(IP camera, VolIP, Cau
truyén hinh, ..)

-Néu cé: Tinh toan sb luong node mang cho
cac dich vu

dé dau tu port switch, chon cau hinh switch
c6 hd trg VLAN
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8

Yéu cau dy phong duong
truyén: Dy phong dudng
truyén trong mang LAN, du
phong dudng truyén internet

-Dy phong duong truyén LAN: Dy phong cac
két ndi gitra cac switch 16p truy nhap 1én cac
16p trén (phan phdi, 16p core). Ap dung Vi
cac doanh nghiép lon.

-Dy phong duong truyén internet: Cac doanh
nghiép bat budc phai st dung mang internet
(nhu ngan hang, ching khoan, ban hang ...)
nén trién khai duong truyén du phong.

Yéu cau phan chia, quan Iy
cac Phong/Ban vé mang
LAN (chia cac Phong/Ban
thanh cac mang con riéng
biét)

Néu c6 yéu cau phan Iép mang cac phong/ban
doanh nghiép can dau tu thém cac switch
layer 3 hoic router dé thiét 1ap phan chia céac
Phong/Ban thanh mang con, cac switch 16p
truy nhap sé chia cac phong ban theo céac
VLAN riéng

10

Doanh nghiép cé chay thém
cac cac may chu dich vu noi
bo: Mail Server, Web
Server, FTP Server,
CSDL....

Can cir nhu cau dé dau tu cac may chu, switch
dam bao dap urng céac dich vu cho nguoi dung.

11

Nhu cau tbc d6 duong truyén
internet (bao nhiéu Mbps
trong nudc va bao nhiéu
Mbps qudc té)

Céan clr vao yéu cau st dung mang internet
trong nudc, quéc té dé lua chon céc gdi dich
vy, s6 luong dudng truyén cho phu hop.

3.2.3 Khao sat vat Iy va hwéng din thiét ké.

LAN taj 1 toa nha
hay nhi€u toa nha,

nha,
cach,

day du khoang
kich

TT Thong tin Chi tiét khao sat Thiét ké
khao sat
| | Bwéc 1: Xdc dinh pham vi doanh nghiép vé mit vat Iy (di bo diy di cac
vi tri, khu vue trién khai mang LAN ciia doanh nghiép)
1 |Phan bd mang |- V& tay vi tri cac toa | -Khoang cach c4c toa nha xa

>100m st dung viéc két noi

thude. | bang cap quang ,dé dam bao

cu thé khoang|- Luu duong di cap. | bang thong va toc do.
cach gitta cac toa | - Phuong phap di cap | -Khoang cach <100m str dung
nha. gitta cac toa nha (ngam, | cap CAT5e hoac CAT6

treo).

nha.

- V1 tri nhap cép cua toa

- Vi tri phong may.

(duong truyén giira cac
switch nén trién khai cap
CAT6 dé dam bao vé toc do
upload va download).

-Luu khoang cach thyc té can
trién khai.

-V& lai chi tiét khu vuc cac
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tda nha bang phan mém
autocad, thé hién rd kich
thuoc, duong di cap, phuong
thudce di cap.

2 |Phan bo tai bao
nhiéu tﬁng, dién
tich mat san,
khoang cach dai
rong mat san

- S6 tang st dung cua
doanh nghiép, do cao
cac tang.
- Dién tich mat san sur
dung chiéu dai, chiéu
rong).

-X4c dinh sb tﬁng, mat san
dé 1én mo hinh trién

khai, tinh toan khoi luong
cap va switch.

-V& lai chi tiét mat bang
tang, phong bang phan
mém autocad, thé hién 1o
kich thudce, duong di cap,
phuong thudce di cap.

Buwdrce 2: Xac dinh

phong may, truc ky thuat, hanh lang

1 | Xac dinh vi tri
phong may
(phong k¥ thuat
toa nha, ting)

-Khao sat chi tiét phong
may: vi tri, khu vuc dat
switch, server.

-Xac dinh duong di cap
tr phong may ra ngoai
(truc k¥ thuat, san..).
-Dung thudc day do
khoang céch theo duong
di cap du kién tir vi tri
dat thiét bi switch,
server dén tryc k¥ thuat.

Xéc dinh vi tri phong may,
truc k¥ thuat, hanh lang

dé cac dinh:

- Puong di cép, cac thirc
trién khai: Khuyén nghi trién
khai ngdm hoic di éng gel
dé dam bao cap khong bi
tac dong hay con tring can.
- bi dng gel:

+ Hanh lang di gan mép
tran.
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switch tai cac truc
k¥ thuat.

thé treo switch tai
truc ky thuat.
- Luu 1én ban v& mat cat
ding

2 | Xac dinh truc ky | -Po d6 dai duong di cap | + Trong phong di chéan
thuat di cap dén|qua truc ky thuat | twong hodc mép tran.
cac tang. tr phong may dén cac | + Tranh di qua vi tri dudng
tang. di, vi tri hay tac dong.
-Phuong an di cap tai | - Xac dinh khoang céch,
phan truc k¥ thuat | khdi lugng cap két ndi tir
1a gi: i theo thang cap, | phong may dén céc tang.
ludn 6ng nhua, | - Xac dinh khoang cach,
op gel.... | khdi luong cap két ndi tir
-V& mit cat dung truc k¥ thuat (Zlén cac phong.
3| Xac dinh duong di | -Xéc dinh duwong di cap | .~ © o chi tict mat cit dimg
o a N ~yon .+ oz | bang phdn mém
cap hanh lang tur | tr truc k¥ thuét vao dén R 1A 1
- N gk . . autocad, thé hién 10 kich
truc ky thuat dén | cac phong. . . .
. . ; , , thuoc, duong di cap,
cac phong. - Bo khoang cach cép. - huone thuse di ¢4
Phuong an di cap la gi: P & P-
Di trén tran hay di 6ng
gel men tudng.
-V& mit bang tang,
duong di cap, vi tri
nhap cap vao cac
phong.
- V& mit cit dimg.
4 | X4c dinh vi tri dat | -X4c dinh cac vi tri c6 | Vi tri switch phu cac tﬁng nén

dat vi tri trung tam,
t6i wu veé khoang cach cap,
dam bao téc do va tiét
ki€ém chi phi.
- V& lai chi tiét mit cat dung

bang phan mém
autocad, thé hién 1o vi tri lép
dat switch tai truc k¥
thuat.
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Budc 3: Xac dinh vi tri dat may tinh, dwong di cap tai cac phong

1

-Xac dinh vi tri vat

ly cac Phong/Ban
tai  cac  tang
-Xac dinh soO

lugng may tinh, vi
tri vat 1y cua céc
khu wvuc nguoi
dung cua tung
Phong/Ban

-Xac dinh duong
di cap trong
phong.

-Xéac dinh vi tri dat
switch tai cac

phong

-Xac dinh vi1 tri dat may

tinh, may in,
VoIP (node mang) cua
cac phong.
-PDuong di cap, khoang
cach cap tung
may dén vi tri du kién
dat switch.

-Xac dinh vi tri dat
switch (switch duoc
dat trong ti rack loai nho
d¢ dam bao my
quan).

- V& lai toan bo mat bang
cua phong gom:
vi tri tirng node mang, so
46 di  cap, lap
dat switch.
-Xac dinh cac vat tu:
+ Mait hat (outlet), dau
RJ45, éng gel,...
+ Tu rack dat switch cac
tang, phong.

-V& lai chi tiét cac thong tin
khao sat bang phin mém
autocad.

-Cap khoang cach <100m.
-bat switch tai cac vi tri trung
tam tang/phong.
-Théng ké khéi luong cap,
cic vat tu trién khai khac
(ong

gel, dau RJ45, mat hat )

3.2.4 Thiét ké chi tiét.

- Tng hop day du thdng tin ki thuat doanh nghiép cung cap va ban vé s¢ bo khao
st thuc té.

- Tur céc s6 liéu khao sét trén tién hanh lya chon mé hinh quan ly, md hinh trién

khai.

- Tinh toan s6 lugng thiét bi: Switch layer 2, switch layer 3, router, firewall, server
cac dich vu.

- V& mb hinh logic va ban vé& vat ly trén mat bang san, tang, toa nha bang autocad
(chinh x&c vj tri lap dit, di cap, kich thuéc, cac ky hiéu, danh dau ...).

- Ghi tén va ky hiéu va sb thi tu ctia di tuong mang (may tram, voip, camera IP,
.) trén ban vé& dé dé& kiém soéat khi trién khai (vi du switch, server, mit hat RJ45).

- Quy hoach dai IP (IP tinh, IP dong), VLAN cua dich vu va tirng phong ban.
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- Tinh toan khdi luong cac vat tu: Cap CATS, CAT6, dau RJ45, mit hat RJ45 tai
cac ban 1am viéc, dng, mang gel di cap, 6ng nhya xoan, tu rack dit switch tai cac
phong, cac tang ...

- Bang danh muc vat tu thiét bi:

TT Vit tu thiét bi Don vi Ghi chu
1 | Switch layer 2 Chiéc | Yéu cau cac switch hd trg uplink
2 | Switch layer 3 Chiéc | 1000Mbps, dé dam bao dich vu.
3 | Router Chiéc
4 | Thiét bi firewall B
5 | Cap CAT6 M Danh cho két ni giita cac toa nha,
két ndi uplink switch, két ndi server
6 | Cap CAT5e M Danh cho két ndi may cham,
Ipcamera, may in, Voip.
7 | Vong danh dau day mang Cudn
8 | Cépquang M Danh cho két ndi cac toa nha
>100m.
9 | ODF2FO Cai Két cudi cap quang (cb dinh dau cap,
bao vé mdi han)
10 | Pau RJ45+Nip chup Cai Chu y lya chon kich thudc phu hop
v6i s6 lugng cap di timg vi tri.
11 | Ong gel M Op hanh lang, dp trong phong
12 | SAu nhua di 6ng gel (vit+no | CAi
nhuya)
13 | Lat nhya 25-30cm (tai 250, | Tui Bo cap, di cap gon gang
500)
14 | Ong nhya xoan (6ng rudt ga) | M Pi 4m tuong, trén tran, hodc truc ky
thuat hodc di ngdm giira cac toa nha
(nén chon duong kinh 6ng >2 lan
duong kinh cap).
15 | Mat hat mang RJ45 Cai Str dung loai mat 2 khe cam RJ45
néu dung ca VoIP
16 | Patch panel RJ45 16/24/48 | Cai Lua chon s port bang sb port switch
port (1U)
17 | Ong cam dién kéo dai Cai
18 | Tarack xx U (1U=4.45cm) |Bo Dung lugng: Tuy theo s6 thiét bi sir
dung:
- Kich thudc switch, router : ~1U
- Kich thuéc Patch panel RJ45: ~1U.
19 | Server Bo
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- Dy toan khdi lugng cdng viéc theo hang muc cong viéc:

TT Hang muc Pon vi
1 | Picap ngdm m
2 | i cap ndi m
3 | Lap dit switch, router, firewall Bo
4 Lép dat mat hat Cai
5 | Pau nodi dau RJ45 (cap CATS, CAT6) Cai
6 | Pau ndi cap quang Moi ndi
7 | Nhan cong cai dat hé didu hanh mAy tinh va cic may chu May
8 | Nhan cong join domain va cu hinh quan tri May

- Du toan khéi luong cong viéc theo node mang:
TT Hang muc Don vi
1 | K§ thuat thi cong khong phai di éng gel Node mang
2 | K§¥ thuat thi cong can phai di 6ng gel Node mang
3 | K§ thuat thi cong can duc tuong, khoan tuong Node mang
4 | Truong hop k¥ thuat phai thi cong hé thong mang ndi bd ¢ | Node mang

ngoai troi

5 |K¥ thuat hd trg chay cap quang trong nha, ngoai troi, xi | m

nghi¢p, phan xudng
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- M6 hinh logic co ban ( mau )

Switch 3-

@ Téng 2
—

~ Modem

@ FTTH
Tang 1

= g
Firewall

S\\ilch
tong- 24P

DC,DHCP  Mail WEB

P.KT

Hinh 3.1 Ban v& logic phan theo ting

3.3. Trién khai.
3.3.1 Vit tur thiét bi.

Vit tu, Vit tur, o
TT | Thiét Hinh anh TT | it bi Hinh anh
bi :
ODF
\\ 2FO
, ‘ (kém 2
p | Cap —_— 10 | pigtail
CATbe / / EC va 2
/ coupler
FC)
\Vong
, danh 11114
5 | Cap dau 5333333
mang
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2 Ong gel,
3 |RMSH+ 12 |sau
nap nhu:a -
chup ) : \
4 | Cép 13 | Ong D s
guang rudt ga N:Wy )
Day 1 Switch
; layer 2
nha ;
> qua%’g 14 Switch
FC/LC - layer 3
6 Lat Router
nhua
Server
Outlet e
7 | (mat & DY 3 16
hat)
Patch Tua rack
8 | panel 17 | nho
RJ45 (6,8U)
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Tu rack
6N
9 O cim ' 1g | Phong
kéo dai may
12U+42
U.
3.3.2 Cong cu dung cu.
s Tén .
]
Kim Thang /]
1 | bidm dau 7 ntlom g
RJ45 gép ' &
il
o
BQ tool :
kiém tra . —= O,
két 1’161 Dao ban Q/‘/)y
2 | mang 8 | phin “
LAN, cron / .
dau
RJ45
o
f?
A . 9 But thu 4
3 | Tovit dién
’ ’ OIS
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Kim
dién

Khoan
tuong

B6 diu
ndi
quang:
+ Dao
cit
quang.
+ Kim
tudt

Cép ::>
10 console /
"(
11 | Laptop
Bao ho
12 | lao Giay, mil, gang tay
g dong
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3.3.3 Tiéu chuan lip dit va cau hinh.

TT

Noi Dung

Yéu Cau

1

Quy cach
trién khai
lap dat thiét
bi, di cap

-Ihiét bi va vat tu cap stir dung ding chung loai theo nhu thiét
ke.
-Vi tri 1ap dit thiét bi va dudng di cap ding theo thiét ké.
- Thiét bi lép dat trén rack:

+ Phai chic chin va dam bao khoang cach thong gio, thoat
nhiét cho thiét bi.

+ Phai hudng mat gidm sat dén bao ra phi trudc.

+ Thuén tién qué trinh van hanh khai thac.

+ Panh dau dﬁy du tén, dich vu, port, IP trén ting thiét bi.
- Cap di déu, bo gon gang, khong dé day ngan day dai. Cap ludn
6ng, di gel theo dung thiét ké.
- Cap di khong bi xoan, triy xudc, giy gap. Pam bao do cong
c6 duong kinh > Scm.
- Cép di trén rack phai bé gon vao cac thank dirng rack hodc di
rudt ga

Két ndi cap

- Bg dai cap CATSe, CAT6: <100m, do dai cap >100m xem xet
dung cép quang.

+ Cap CAT6 st dung két ndi uplink switch, router, server.

+ Cap CAT5e str dung két ndi tir node mang dén switch 16p
truy nhéap.
- Tdc d6 dap tmg 100/1000Mbps (theo giao dién mang sir
dung). (v6i giao dién 1000Mbps yéu cau két ndi cap dat thuc té
>700Mbps)
-Yéu cau 100% cép tor may tram den switch phai dau qua patch
panel RJ45 tai t rack, khong dau cam truc tiép vao switch
(ngoai trir truong hop switch khong gan ta rack).
- Cap di truc k¥ thuat: Phai di theo thang cap hoic di trong dng
ruot ga.
- Cap di hanh lang: Néu di trén tran phai luon rudt ga; néu
khong cé tran gia phai 6p gel sat mép trén tuong.
- Cap di trong phong: Pi 4m san hodc 6p gen, gon gang tranh bi
tac dong.

Panh  dau
nhan cap

-100% dau cap dugc gin nhan.

- Nhan dugc gin ding nhu thiét ké.

-100% port switch, router dugc gén thong tin: IP, VLAN, Port ,
thiét bi két ndi dau xa.

Bam dau

RJ45

-100% dau phai c6 nip chup

- Dau RJ45 phai 6m duoc vo cap

- Lut bdm dau RJ45: BAm thing theo chuin T568B.
- Trong luong treo sau khi bam >7keg.
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5 | Cai dat, cau | -Thiét lap Serve,r, ﬁ,rewall, router va switch theo dung mo hinh,
hinh giai phap da thiét ke.
-Cac may tram yéu cau join domain 100%

3.3.4 Cac bwérc thyc hién.

- Buéc 1: Lip dat ta rack, server, switch tai phong may va cac phong, thiét 1ap nguon.
+ Bat cac thiét bi may chu, switch I&n ta rack (hoic bét tuong).

+Lép dat patch panel RJ45, 6 dién AC.

+ Pi cap nguon, test thir nguon dién.

+ Gan tem nhan cho cac thiét bi.

- Buéc 2: Trién khai cap mang.

+ Trién khai cép truc tir phong may dén céc tang, tir truc ki thuat dén cac phong:
Puc tudng, di éng gel, di bng rudt ga.. (chu y dé dau cap du dé bam dau mang).

+ Gan vong danh dau tai cac dau cap.
+ Tai ti rack: Bam dau cap vao Patch panel (bam phin cron).
+ Bam day nhay CAT5e tir switch xudng Patch panel (bdm dau RJ45).

+ Kiém tra thong tin hiéu tat ca cac cap vira trién khai (st dung bé tool kiém tra
tin hiéu két ndi day mang trén).

- Buérc 3: Trién khai cép tai cac phong.

+ Trién khai cép tir vi tri dat switch dén cac ban lam viéc (gom may tinh va VolP),
dén cac may in, dén vi tri treo IP camera, gom duc tuong, di gel... (chta y dé dau
cap du dé bam dau mang).

+ Gin vong danh dau tai cac dau cap.

+ Tai tu rack: Bam dau cép vao Patch panel (bam phin cron).

+ Bam day nhay CAT5e tir switch xudng Patch panel (bam dau RJ45).

+ Lap dat mat han va bAm cap vao mit sau cac mat hat (dang phin cron).

+ Kiém tra théng tin hiéu tit ca cac cap vira trién khai (st dung bo tool kiém tra
tin hiéu két ndi day mang trén).
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- Buéc 4: CAu hinh thiét bi switch, router, firewall, cai dat server, cai dat may
tram, may in, Voip, IP camera.

+ Thuc hién console hoic telnet vao céac thiét bi switch, router, firewall, thiét 1ap
hé thdng mang nhu yéu cau thiét ké, mot s6 cau hinh chinh:

+ Trén switch: Chia VLAN, dt IP quan ly, cau hinh port downlink, port uplink.

+ Trén router, switch layer 3: Cau hinh IP, dinh tuyén cac mang, ciu hinh DHCP
(néu st dung router cip DHCP).

+ Trén Firewall: Dat cac rule cho phép hoac chan cac port, giao thuec, dich vy, cac
tinh nang bao mat...

+ Backup cac cau hinh thiét bi mang (router, firewall, switch..) vira thiét lap dé
du phong khi gap su co.

+ Cai dat hé diéu hanh cho cac server, cai dat cac dich vu trén server, tao group,
tao user, join domain, tao chinh sach truy cap, dat mat khau ... va cac yéu cau khac
theo nhu cau khach hang.

+ Test thir cAc cau hinh va dich vu d3 thiét lap.
+ Thuc hién cai dat cac node mang:

+ Cai dat hé diéu hanh cho may tram va join domain cho cac may tram, cai dat
cac phan meém queét virus.

+ Cai dat VolP client, kiém tra dich vu Voip.

+ Cai dat may in.

+ Thiét 1ap IP camera kiém tra dich vu IP camera.
+ o

+ Pau ndi uplink internet:

+ Sau khi da thiét 1ap firewall thuc hién két néi hé thong mang LAN véi hé théng
internet.

+ Thuc hién kiém tra két ndi LAN ra internet.

+ Thuc hién kiém bao mat cua hé théng tir mang WAN bing cac cong cu bao mat
(cac phan mém scan...).
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- Buéc 5: Dan tem nhan cho port céc thiét bi sau khi da cau hinh hoan thién.

+ Thuc hién gan nhan cho cac port trén cac thiét bi sau khi da thiét 1ap cdu hinh
(Dich vu, IP, VLAN, thiét bj va port phia xa).

+ Hoan thién céc bo ho so tai cac ti rack: Gom day du thong tin vé thiét bi, port,
VLAN, IP, dich vu, thiét bi két ndi phia xa...

- Buéc 6: Ban giao hé thong.

+ Sau khi d3 hoan thién viéc trién khai ldp dat va khai béo cau hinh cho hé théng
mang LAN, tién hanh nghiém thu va ban giao hé théng cho khach hang.

+ Tai liéu ban giao phai day du topo, ban vé thiét ké logic va vat ly caa hé théng
mang LAN cua doanh nghiép (y&u cau ban ctng va ban mém, ca 2 bén déu phai
Iuru lai dé phuc vu cong tac van hanh khai thac va xu ly su cd).

+ Thoa thuan, cam két cac chinh sach vé bao hanh.
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CHUONG |V : THUC NGHIEM.
4.1. Phat biéu bai toan.

Mot doanh nghiép san xuét, kinh doanh san pham, dich vu c6 01 tru so
chinh véi 10 phong ban va 01 chi nhanh 02 phong ban, 01 chi nhanh 03 phong
ban. Trong d6 chi nhanh c6 02 phong ban cé khoang cach gitra 02 phong tuwong
dbi xa. Tirng phong ban c6 sé luong may dao dong tir 05 dén 50 may.

Yé&u cau:

+ thiét ké cac may tinh trong doang nghiép thanh nhiéu mang LAN duogc két ndi
véi nhau bang router dé phuc vu cac cong tac trao d6i thdng tin noi bo, bao gom
ca 02 chi nhanh.

+ sir dung cac dich vu mail ngi bo.

+ chi nhanh c6 03 phong ban ¢6 nhu cau thiét ké vian phong khong day dé lam
van phong thur nghiém.

4.2. Cac buée thiét ké.
4.2.1 Phan tich thiét ké dia chi mang.
Chia dai dia chi

Pé dé dang hon cho viéc quan Iy va cau hinh thi mdi phong ban sé& c6 dai
dia chi riéng dang 192.168.x.0/24, sir dung IP tinh dé cau hinh cho ting may tinh.

Vi du nhu dudi

Tén phong ban Day dia chi
Phong ban A 192.168.1.x/24
Phong ban B 192.168.2.x/24
Phong ban C 192.168.3.x/24
Phong ban D 192.168.4.x/24

Két ndi tru sé chinh va chi nhanh

Tru s& chinh va 02 chi nhanh s& duoc coi 14 nhém nhiéu mang LAN nhé
két ndi voi nhau, ta tién hanh xay dung mang ludi chia nho hon ctia mdi nhém
véi viéc chuyén mdi phong ban thanh mot mang LAN nho. Sau d6 lién két tru so
chinh cting 02 chi nhanh lai bang Frame Relay.
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*Frame Relay: 12 mot dich vu truyén s6 liéu mang dién rong dwa trén cong
nghé chuyén mach goi. Frame Relay la mot giao thic chuan cong nghiép, né cé
thé xtr ly nhieu kénh truyen.

Péi vai chi nhanh c6 hai phong ban xa nhau, ta sir dung Cable hozc DSL.
C6 thé sir dung cap quang dé cai tién téc dd nhung gia thanh s& cao hon nhiéu so
véi Cable va DSL.

4.2.2 Thiét ké md hinh LAN.

Ta tién hanh chon céc thiét bi dau cudi xong két ndi véi nhau nhu so dd
bén dudi. Vi nguyén tic 1a mdi mot phong ban 1a mét mang LAN thu nhé véi
cac thiét bi dau cudi va mot Switch.
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[ o za

FPXTEITEL

Hinh 4.1 : So' dd mang LAN doanh nghiép
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Péi véi tru so chinh ¢d thé set up nhu dudi, mdi switch mot phong ban va
duoc lién ket véi nhau qua router.

192168 63724
|| ]

192,168 2224

Hinh 4.2 : So' @6 mang LAN tru sé chinh

Péi voi chi nhanh ¢ 02 phong ban ¢ xa nhau ta thiét ké két néi theo
Cable-Modem hodc DSL-Modem

192.168.13.x/24 U RS

Cable Modem(

Hinh 4.3 : So'dd mang LAN cho chi nhanh cé 02 phong ban
Trang 83



DO AN TOT NGHIEP Truwong Pai hoc Qudn i va Cong nghé Hdi Phong

Hinh 4.4 : So' @ mang LAN cho chi nhanh c6 03 phong ban
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4.2.3 Trién khai ciu hinh.

Cau hinh dia chi cho cic may dau cudi.

¥ pco

IP Configuration

IP Configuration

(") DHCP

IPv4 Address
Subnst Mask
Default Gateway
DMNS Server

IPvE& Configuration
() Automatic
IPvE Address

Link Local Address
Default Gateway
DMNS Saerver
BO2.1X

[] use BOZ.1X Security
Authentication
Username

Password

Physical Config Desktop
—

Programming Attributes

Interface FastEthernstQ

(® Static

[192.168.5.11

255.255.255.0

[192.168.5.1]

0.0.0.0

(@) Static

|FEBD::2D'I:QEFF:FE:19:EE2E

[ Top

Cac dia chi duoc chon thi tu voi thiét ké va quy uéc ¢ phan 4.2.

Hinh 4.5 : C4u hinh dia chi may dau cudi
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Cau hinh Router
+ Router R1 : néi va dinh tuyén 4 phong c6 dai dia chi
192.168.1.x/24
192.168.2.x/24
192.168.6.x/24
192.168.8.x/24

bang chudi cau Iénh sau:

Router>enable

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface FastEthernet0/0

Router(config-if)#ip address 192.168.8.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line  protocol on Interface
FastEthernet0/0, changed state to up

Router(config-if)#exit

Router(config)#interface FastEthernetO/1
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#
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%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet0/1, changed state to up

Router(config-if)#exit

Router(config)#interface FastEthernetl1/0

Router(config-if)#ip address 192.168.2.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet1/0, changed state to up

Router(config-if)#exit

Router(config)#interface FastEthernetl/1

Router(config-if)#ip address 192.168.6.1 255.255.255.0
Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernetl/1, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernetl/1, changed state to up

Router(config-if)#exit

Router(config)#router rip
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Router(config-router)#network 192.168.1.0
Router(config-router)#network 192.168.2.0
Router(config-router)#network 192.168.6.0
Router(config-router)#network 192.168.8.0
Router(config-router)#

Router#

%SYS-5-CONFIG_I: Configured from console by console

+ Router R3 : néi va dinh tuyén 4 phong c6 dai dia chi
192.168.3.x/24
192.168.4.x/24
192.168.5.x/24
192.168.8.x/24

bang chudi cau lénh sau:

Router>enable

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface FastEthernet0/0

Router(config-if)#ip address 192.168.8.3 255.255.255.0
Router(config-if)#

Router(config-if)#exit

Router(config)#interface FastEthernet0/1

Router(config-if)#ip address 192.168.3.1 255.255.255.0

Router(config-if)#
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Router(config-if)#exit

Router(config)#interface FastEthernetl/0
Router(config-if)#ip address 192.168.4.1 255.255.255.0
Router(config-if)#

Router(config-if)#exit

Router(config)#interface FastEthernetl/1
Router(config-if)#ip address 192.168.5.1 255.255.255.0
Router(config-if)#

Router(config-if)#exit

Router(config)#interface FastEthernet0/0
Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet0/0, changed state to up

Router(config-if)#exit

Router(config)#interface FastEthernet0/1

Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet0/1, changed state to up
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Router(config-if)#exit

Router(config)#interface FastEthernet1/0

Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet1/0, changed state to up

Router(config-if)#exit

Router(config)#interface FastEthernetl/1

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface FastEthernetl/1, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernetl/1, changed state to up

Router(config)#router rip

Router(config-router)#network 192.168.3.0
Router(config-router)#network 192.168.4.0
Router(config-router)#network 192.168.5.0
Router(config-router)#network 192.168.8.0

Router(config-router)#
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+ Router R2 : néi va dinh tuyén 4 phong c6 dai dia chi
192.168.7.x/24
192.168.9.x/24
192.168.10.x/24
192.168.8.x/24

bang chudi cau Iénh sau:

Router>enable

Router#

Router#configure terminal

Router(config)#interface FastEthernet0/0

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet0/0, changed state to up

Router(config-if)#ip address 192.168.8.3 255.255.255.0
Router(config-if)#

Router(config-if)#exit

Router(config)#interface FastEthernet0/1

Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet0/1, changed state to up
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Router(config-if)#ip address 192.168.7.1 255.255.255.0
Router(config-if)#exit

Router(config)#interface FastEthernet1/0

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface FastEthernet1/0, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernet1/0, changed state to up

ip address 192.168.10.1 255.255.255.0

Router(config-if)#ip address 192.168.10.1 255.255.255.0
Router(config-if)#exit

Router(config)#interface FastEthernetl/1

Router(config-if)#no shutdown

%LINK-5-CHANGED: Interface FastEthernetl/1, changed state to up

%LINEPROTO-5-UPDOWN:  Line protocol on Interface
FastEthernetl/1, changed state to up

ip address 192.168.9.1 255.255.255.0
Router(config-if)#ip address 192.168.9.1 255.255.255.0
Router(config-if)#exit

Router(config)#router rip
Router(config-router)#network 192.168.8.0
Router(config-router)#network 192.168.7.0
Router(config-router)#network 192.168.9.0
Router(config-router)#network 192.168.10.0

Trang 92



PO AN TOT NGHIEP Trwong Pai hoc Qudn i va Cong nghé Hdi Phong

Cau hinh Frame Relay

C4u hinh nhan dién kénh logic & Cloud

¥ CloudD — O *

Physical Config Attributes
|

GLOBAL Frame Relay: Serial0

Settln.gs Port Status On
TV Settings
CONNECTIONS
Frame Relay
DsL DLCl Namd |
Cable Add Remove
INTERFACE

Serial0

LMI Cisco ~

| DLCI Name

102 R4toRS
102 R4toRE

Seriall
Serial2
Serial3
Modem4
ModemS
Ethernets
Coaxial?

Hinh 4.6 : C4u hinh nhan di¢n kénh logic

bat dinh danh & Cloud

¥ Cloudn — | »

Physical Config Artributes
L]

GLOBAL
Settings
TV Settings
CONNECTIONS Port Sublink

Frame Relay
Seriall ~ | | R5toR6 - it Sarial2 ~ | | R6toR5 ~
Port Sublink

Frame Relay | From Port Sublink To Port Sublink
DSL .

Cable 1)

R4toR5 Seriall R5toR4

LARIERE ACH 2 Seriald R4toREG Serial2 REtoR4
Serial0
Seriall 2 Seriall R5toRE Serial2 REtoRS
Serial2
Serial3
Modem4
Modems
Ethernetd
Coaxial7

Hinh 4.7 : C4u hinh dinh danh Cloud
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Pong 261 router R4

Router>enable

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface Serial2/0

Router(config-if)#enc

Router(config-if)#encapsulation fr
Router(config-if)#encapsulation frame-relay

Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state
to up

Pong goi router R5

Router>enable

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface Serial2/0

Router(config-if)#enc

Router(config-if)#encapsulation fr
Router(config-if)#encapsulation frame-relay

Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state
to up

DPong 201 router R6

Router>enable

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface Serial2/0

Router(config-if)#enc

Router(config-if)#encapsulation fr
Router(config-if)#encapsulation frame-relay

Router(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial2/0, changed state
to up
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C4u hinh DSL

¥ psL - t x

Physical Config Attributes
I

GLOBAL
Settings
TV Settings
CONNECTIONS

DSl

'Modem4 v %* | Ethemet ~

Port Port

| |
| |
| |
| |
| Frame Relay |
| DSL |
| Cable |
| INTERFACE |
| |
| |
| |
| |
| |
| |
| |
| |

From Port To Port

ModemS Ethernst&

. Modemd Ethemnst6
Serial0

Seriall
Serial2
Serial3
Modems
Modem5
Ethernete
Coaxial?

] Top

Hinh 4.8 : C4Au hinh DSL

C4u hinh SSID va bao mat cho Wifi

LY Dioad or OV

= ® Wireless Router3 - O X
Physical Config Gul Attributes
I
GLOBAL [ Wireless ing
Settings |S'3ID Pz
Algorithm Settings
2.4 GHz Channel 1-2412GHz ~
INTERFACE -
\Coverage Rangs (meters) 250.00 =
Internet
LA Authentication
p Wircloss () Disabled ) wep WEP Key
() WPA-PSK (@ WPA2-PSK PSK Pass Phrase 12345678 |
O wea () weaz
RADIUS Server Settings
IP Address
hared Secret
Encryption Type AES £
R

Hinh 4.9 : C4u hinh SSID
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C4u hinh Cable

# Cloud2 - O ®

Physical Config Attributes
I

|  GLOBAL |
| Settings |
| TV Settings |
|
|

Cable

| Coaxial7 | < |Ethemets w
Port Port

| CONNECTIONS
| Frame Relay

g DSL
Cable Coaxial7 Ethernsts

From Port To Port

INTERFACE
Seriall
Seriall
Serial2

| |
| |
| |
| Serial3 |
| |
| |
| |
| |

Modem4
Modem5S
Ethernets
Coaxial?

[ Top

Hinh 4.10 : C4u hinh Cable
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KET LUAN
Trong thoi gian 1am do &n, bang kién thic da duoc hoc trong trudng cling sy
gitip d& huéng dan tan tinh cua thay cd, ban bé. D3 gitip em van dung, hoan thanh
dé tai do tot nghiép trong thoi gian quy dinh. Qua qua trinh hoan thién db an tt
nghiép em da hoc hoi duoc rat nhiéu kién thirc dé c6 thé tim hiéu duogc céc kién thuc
vé viéc phan tich thiét ké va thi cong mang may tinh cho doanh nghiép.

Trong pham vi cta d6 an nay, em da néu ra nhitng kién thuc va giai dap cua
riéng minh vé viéc phan tich thiét ké mot hé théng mang cho doanh nghiép ciing nhu
tao thir mot md hinh mang nho trén phan mém Cisco Packet Tracer dé kiém chtng
cach lam caa minh. Do kién thac con han hep, nén db &n tt nghiép cia em khéng
thé tranh khoi nhitng thiéu s6t, em mong s& nhan duogc nhitng 101 déng gop cua cac
thay c6 trong khoa dé do an caa em tro 18n hoan thién hon.

Em xin chan thanh cam on!
Hai Phong, ngay......thang......nam 2022

Sinh vién thyc hién

Tran Hai Pang
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TAI LIEU THAM KHAO
[1] Hudng dan khao sat thiét ké va trién khai mang LAN cho doanh nghiép.

[2] https://www.howkteam.vn/d/tai-lieu-hoc-ccna-225.

[3] Céc ngudn trén internet.
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