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LOI CAM ON

Pé tai “Sur dung phan mém Nagios dé giam sat hé thong mang” 1 noi
dung Em chon dé nghién ctru va lam d6 4an tot nghiép sau bon nam hoc
chuong trinh dai hoc nganh cong ngh¢ thong tin tai truong Pai Hoc Dan Lap
Hai Phong.

Pé hoan thanh qu4 trinh nghién cru va hoan thién do an tot nghiép nay,
161 d4u tién Em xin giri 161 cam on chan thanh cam on t6i toan thé quy Thay
C9, ban be cua Truong Pai Hoc Dan Lap Hai Phong.

Bay to 10ng biét on sdu sic nhat thay co trong khoa cong nghé thong tin
da diu dat, chia sé nhiing kién thirc quy bau trong suét qué trinh hoc tap tai
truong. Dac biét 1a thay TS. Ngo Truong Giang cung véi tri thic va tim
huyét ctia Thay di tao diéu kién em hoan thanh d6 an t6t nghiép tai truong.

Cubi cung, Em xin cam on nhitng ngudi than, ban bé di luén bén Em,
dong vién, sé chia, gitip d&, cd vil tinh than... Do 1a ngudn dong lyc gitp Em

hoan thanh chuong trinh hoc va dé an t6t nghiép nay.

Hai Phong, ngay 26 thang 12 nam 2019
Sinh vién

Pham Quang Anh
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MO PAU
Nén coéng nghé thong tin nudc ta di va dang phat trién trén moi linh
vuc cua cudc séng. Vi vige phat trién nhanh mang ludi thiét bi cong nghé
thong tin dd gy ra nhitng khé khin nhit dinh trong viéc quan 1y hé thong
mang. Do d6 van dé quan tri mang hién nay 1a khong thé thiéu duoc. Tuy
thudc vao cac giai phap cong nghé va cac ung dung trién khai ma cac nha
khai thac liwa chon va xay dung cac hé thdng quan 1y mang thich hop dé nang

cao hi¢u qua van hanh va khai thac mang.

Quan tri mang theo giao thuec SNMP la phuong phap dugc st dung
rong rai nhat. Pay 1 giao thic quan 1y mang don gian, cung cip kha nang
giam sat va diéu khién cac thiét bi mang. Véi un diém cai dit kha don gian,
kha nang mém déo trong viéc md rong, SNMP trd thanh mot giai phap hiéu

qua cho viéc quan 1y thiét bi nhiéu nha cung cép.

Bén canh d6 rat nhiéu phan mém hd tro nhau quéan 1y va giam sat mang
ra doi. Nagios 13 hé thong giam sat mang c6 chi phi dau tu thap. Tuy nhién no
c6 kha niang rat mang mé trong viéc giam sat hoat dong cua cac thiét bi trén
mang. Boi vdy Nagios rat duoc tin tuong va sir dung rong rii trén toan cau.
Pay 13 bo cong cu hd trg déc luc cho nha quan tri nham phan tich, gidm sat
cling nhu cac cong cu quéan 1y viée thuc thi trén hé thong mang. Vi vay, trong

de tai nay em s€ di sau tim hi€u vé “H¢ thong gidm sat mang Nagios™.
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CHUONG 1:  TONG QUAN GIAM SAT HE THONG MANG
1.1 Giam sat mang
Giam séat hé thong mang 13 giam sat, thu nhap thong tin dwa ra cac
thanh phan ciia hé thong, phan tich cac thong tin, dau hiéu nham danh gia va
dua ra cac canh bio cho nguoi quan tri hé théng. Péi tuong cua hé thong
giam sat gém: cac may tram, co s& dir li€u, cac rng dung, cac server, cac thiét

bi mang ...

Khi phuy trach hé thong mang may tinh, dé giam thiéu t6i da cac su co
lam gian doan hoat dong ctia hé théng mang, nguoi quan tri hé théng mang
can phai nim duogc tinh hinh “stc khoe” cac thiét bi, dich vu duoc trién khai
dé c6 nhimg quyét dinh xur 1y kip thoi va hop 1y nhat. Ngoai ra, viéc hiéu o
tinh trang hoat dong cua cac thiét bi, cac két ndi mang... cling giup cho nguoi
quan tri toi vu dugc hiéu ning hoat dong cua hé théng mang dé dam bao duoc
cac yéu cau st dung ctia nguoi dung. Viée giam sat hoat dong cua céac thiét bi
mang, ing dung va dich vy trong moi trerong mang, véi hang chuc hay hang
tram thiét bi, ma nguodi quan tri thue hién thu cong s€ khong mang lai hiéu
qua. Vi thé, can phai c6 mot ph?m mém thuc hién viéc giam sat mot cach tu
dong va cung cép cac thong tin can thiét dé nguodi quan tri ndm duoc hoat

dong cua hé thong mang, d6 13 hé thong giam sat mang.

Hé théng giam sat mang (Network Monitoring System) 1a mot phan
mém thue hién viée giam sat hoat dong cua h¢ théng va cac dich vy, ing dung
bén trong hé thong mang d6. N6 thuc hién viéc thu nhap thong tin ciia cac
thiét bj mang, cac két ndi, cac ung dung va dich vu bén trong hé¢ théng mang
dé phan tich va dua ra cac thong tin hd trg ngudi quan tri mang c6 cai nhin
tong quan, chi tiét vé moi truong mang. Dya trén nhitng thong tin thu nhap
dugc, hé théng gidm sat mang c6 thé tong hop thanh cic bao cdo, gl cac
canh bao cho ngudi quan tri dé co6 hudéng xir 1y phir hop nham giam thiéu su

¢ va ning cao hiéu sudt mang. Vi nhitng thong tin nhan duogc tir hé thong
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gidm sat mang, ngudi quan tri c6 thé xur ly cac su co6 va dua ra cac huong

nang cép thiét bi, dich vu dé dam bao hé théng mang hoat dong thong sudt.

1.1.1 Céc yéu té co ban trong giam sat mang
bé viéc giam sat mang dat hiéu qua cao nhat, can xac dinh cac y€u to

cOt 101 ciia gidm sat mang nhu:
- Cac don vi, hé thong, thiét bi, dich vu can gidm sat.

_ Céc trang thiét bi, giai phap, phan mém thuong mai phuc vu giam sat.

Xéc dinh cac phan mém ndi bd va phan mém ma nguén mé phuc vu
giam sét.
- Ngoai ra, y€u t6 con nguoi, dac biét 1a quy trinh phuc vy gidm sat 1a vo

cung quan trong.

1.1.2 Chirc niang cuia giam sat mang
Canh bao qua Web, Email va SMS khi phat hién tan cong vao hé thong

mang.

Bio dong bang am thanh va SMS khi mot host (Server, Router,

Switch...) hoac mot dich vu mang ngung hoat dong.

Giam sat luu luong mang qua cac cong giao tiép trén Router, Switch,
Server... hién thi qua cac dod thi truc quan, thot gian thyc. Giam sat luu lugng
gilra cac thiét bi két ndi v6i nhau mét cach truc quan.

1.1.3 Cin giam sat nhirng gi va tai sao?

Pbi v6i hé théng mang, diéu quan trong nhat 13 nim duoc cac thong tin
chinh x4c nhat vao moi thoi diém. TAm quan trong chinh 13 ndm bt théng tin
trang thai cta thiét bi vao thoi diém hién tai, cling nhu biét duoc thong tin vé

cac dich vu, (mg dung ctia hé thong.

Thong tin sau ddy chira mot vai ndi dung trang thai hé théng ma ta phai

biét va 1y do tai sao:

Pham Quang Anh CT1901M 7
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Can giam sat gi

Tai sao

Tinh san sang cta
thiét bi (Router,

Switch, Server...).

Day 1a nhitng thanh phan chu chét giit cho mang hoat dong.

Cac dich vu trong
hé théng (DNS,
FTP, HTTP...).

Nhitng dich vu nay dong vai tro quan trong trong mdt co
quan, t6 chtrc, néu cac dich vy nay khong duoc dam bao
hoat dong binh thuong va lién tuc, nd s€ anh hudng nghiém

trong dén co quan to chirc do.

Tai nguyén hé

théng.

Céc ung dung déu doi hoi tai nguyén hé théng, viéc giam
sat tai nguyén s€ dam bao cho ching ta c6 nhitng can thiép

kip thoi, tranh anh huong dén hé thong.

Luu lugng trong

mang.

Nham dwa ra nhitng giai phap, ngan ngira hién tuong qua tai

trong mang.

Céc churc nang vé

bao mat.

Nham dam bao an ninh trong hé thong.

Luong dir liéu vao

va ra cua Router.

Can xac dinh chinh xéc thong tin luong dit liéu dé tranh qua

tai hé thong.

Cac su kién duoc
viét ra log nhu
WinEvent or

Syslog.

C6 thé thu duoc thong tin chinh xac cac hién tuong trong h¢

théng.

Nhiét dg, thong tin

v€ may chu, may in.

Ta c6 thé biét dugc thong tin vé may in bi hu hong hay can
thay muc trude khi duge ngudi dung bao cling nhu dam bao

may chu khong bi qua nong.
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Khi mét hé théng mang duoc trién khai va dua vao van hanh, van dé
giam sat hoat dong ctia toan bo hé théng co vai trd quan trong. Cac bét thuong
lién quan dén thiét bi, dich vu, tin cong mang, hay tai nguyén hé théng. .. can
dugc phat hién nhanh chong dé co giai phap stra chita, thay thé, phan ung kip
thoi giup hé thong mang hoat dong on dinh, thong subt.

Trong cac hé théng mang 16n va phtrc tap nhu hién nay, cac thiét bi, két
ndi, dich vy, ung dung déu dugc thiét ké mang tinh du phong cao dé sin sang
giai quyét khi su ¢d xay ra. Viéc phat hién kip thoi cac thiét bi, cac két ndi hu
hong dé tién hanh stra chita, thay thé lai cang cap thiét. Vi khi su hu hong xay
ra mot phﬁn, than phén du phong van hoat dong. Néu thanh phén hu hong
khong dugce phat hién, xur 1y kip thoi s€ c6 nguy co cao cho hoat dong ctuia hé
théng. Néu khong c6 cong cu hd trg, ngudi quan tri s& bi dong trudc cac tinh

huéng bt thuong xay ra.

10 1y do hang dau cho viéc can thiét phai sir dung hé thong giam sat

mang:

Biét duoc nhiing gi dang xay ra trén hé théng: giai phap giam sat hé
théng cho phép duoc thong bao tinh trang hoat dong ciing nhu tai nguyén cia
hé thdng. Néu khong c6 nhitng chirc ning nay ta phai doi dén khi nguoi dung

thong bao.

Lén ké hoach cho viéc nang cép, sua chita: néu mot thiét bi ngung hoat
dong mot cach thuong xuyén hay bang thong mang gan cham téi ngudng thi
lic nay can phai cé su thay doi trong hé théng. Hé thong giam sat mang cho

phép ta biét dugc nhimng théng tin nay dé co thé co nhitng ddi khi can thiét.

Chuan doan cic van dé mot cach nhanh chong: gia st may chi cia ta
khong két ndi toi duge. Néu khong co hé thdng giam sat ta khong thé biét
dugc nguyén nhan tir dau, may cht hay Router hay ciing c6 thé 1a Switch.

Néu biét dugc chinh x4c van dé ta c6 thé giai quyét mot cach nhanh chong.
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Xem xét nhitng gi dang hoat dong: cic bao céo bang dd hoa cé thé giai
thich tinh trang hoat dong cua hé théng. Do 1a nhitng cong cu rat tién loi phuc

vu cho qua trinh giam sat.

Biét dugc khi ndo can 4p dung cac giai phap sao luu phuc hoi: véi du
cac canh bao can thiét ta nén sao luu dit liéu cta hé thdng phong trudng hop
hé théng co thé bi hu hai bat ki luc nao. Néu khong co hé thdng giam sat ta

khong thé biét co van dé xay ra khi dd qua tré.

Pam bao hé thong bao mat hoat dong t6t: cac to chirc tén rat nhiéu tién
cho hé thong bao mat. Néu khong c6 hé théng giam sat ta khong thé biét hé

thong bao mat cua ta c6 hoat dong nhu mong doi hay khong.

Theo ddi hoat dong cta cac tai nguyén dich vu trén hé théng: hé théng
giam sat c6 thé cung cip thong tin tinh trang cac dich vu trén hé thong, dam

bao nguoi dung co thé két nd1 dén nguodn dit ligu.

Dugc thong bao ve tinh trang ctia hé thong & khdp moi noi: rat nhiéu
cac ung dung giam sat cung cap kha ndng giam sat va thong bao tur xa chi can

cO két noi Internet.

Pam bao hé thdng hoat dong lién tuc: néu to chirc cta ta phu thudc
nhiéu vao hé thong mang, thi tot nhat 1a nguoi quan tri can phai biét va xir ly
cac van dé trude khi su c6 nghiém trong xay ra.

Tiét kiém tién: véi tit ca cac 1y do & trén, ta c6 thé giam thiéu toi da voi
thoi gian hé thong ngung hoat dong, 1am anh huéng t6i lgi nhuan cia to chirc
va tiét kiém tién cho viéc diéu tra khi co su ¢b Xay ra.

1.1.4 TAm quan trong clia giam sat mang

Heé théng giam sat mang dong vai trd quan trong, khong thé thiéu trong
ha tang cong nghé thong tin clia cic co quan, don vi, t6 chirc. Hé thong nay
cho phép thu nhap, chuan héa, luu trit va phén tich twong quan toan bd cac su

kién an toan mang dugc sinh ra trong hé thdng cong nghé thong tin cua td
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chtrc. Ngoai ra, hé théng gidm sat an toan mang phat hién kip thoi cac tin
cong mang, cac diém yéu, 16 hong bao mat ciia cac thiét bi, tng dung va dich
vu trong hé théng, phat hién kip thoi su bung nd virus trong hé théng mang,

cac may tinh bi nhiém ma doc.

Hé thong giam sat mang s& gitp dinh hudng trong moi trudng mang
phtec tap, dua ra cac bao cdo va cac nhan dinh dé dam bao cong tac giam sat
mang an toan hiéu qua. Thong qua hé théng gidm sat mang gitp cho nguoi

quan tri hé thong:

Tinh bdo mat: Pam bdo céc thong tin khong bi 16 ra ngoai. La mdt
trong nhiing phan quan trong giita cic giam sat mang, tinh ning nay s& theo
doi nhitng bién dong trong hé théng mang va canh bao cho quan tri vién biét
khi c6 sy c6 xay ra kip thoi. Thong qua man hinh giam sat, nguoi quan tri co
thé xac dinh dugc van dé kha nghi va tim cach giai quyét phu hop nhét cho
van dé do.

Kha ning xtr 1y sy cd: Kha ning nay mot trong cac loi thé cua giam sat
mang. Tiét kiém thoi gian chuan doan sai 1éch trong mang, giam st vién co
thé biét chinh x4c thiét bi nao dang c6 van dé va xir Iy né mot cach nhanh

nhat truée khi ding mang phat hién.

Tiét kiém thoi gian va tién bac: Néu khong c6 phan mém gidm sat thi
s& mét nhiéu thoi gian dé tim kiém va sira 16i hé thong ma 1& ra chi mat vai
gidy dé stra 16i d6. Piéu nay khong chi tén thém chi phi ma con lam giam
nang suét lao dong. Nguoc lai, nho co6 phan mém giam sat, van dé s& nhanh
chong tim ra va xir Iy hiéu qua, c6 thé tdp trung nhién hon vao cong viéc

khac, lgi nhuédn cong ty cling gia tang.

Lap ké hoach thay doi: V&i gidm sat mang, giam sat vién cé thé theo
ddi dugc thiét bi ndo sip hong va can phai thay méi. Giam sat mang cho
ngudi giam sat kha niang l1én ké hoach sin va dé dang tao ra thay doi can thiét

cho hé théng mang.
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1.2 Nhirng loi ich ciia viéc xdy dung hé thong giam sat mang

Phat hién sy ¢, két ndi that bai cua hé théng, dich vu hay thiét bi mang
24/7 va gui céc thong tin té1 ngudi quan tri.

Thay thé thiét bi qu4 tai trude khi né anh huong dén hé théng.

Tim ra bét thuong trong mang c6 thé dan dén méi de doa an ninh.

Giai quyét hiéu qua vé viéc bi lay cap thong tin.

1.3 Cac quy tic khi thiét ké hé thong giam sat mang
1.3.1 M0 hinh FCAPS

Mot trong nhitng quy tac khi thiét ké hé thong giam sat 13 tuan theo mo
hinh FCAPS (Fault Configuration Accounting Performance Security). “Theo
tiéu chuan cta ISO (International Standard Organization), mé hinh dugc phan
loai thanh 5 chiic ning chinh, d6 1a chuc ning quan 1y 16i (Fault
management), quan 1y cdu hinh (Configuratinon management), quan 1y ké
toan (Accounting management), quan 1y hiéu nang (Performance

management) va quan 1y bao mat (Security management)” [1].

Quan 1y 16i: Hang muc nay c6 thé thuc hién qué trinh ghi nhan, co lap
va xtr Iy 16i xay ra trén mang. Viéc x4c dinh nhitng van dé tiém an trong mang

cling do hang muc nay dam nhiém.

Quan 1y cdu hinh: Gitp thu thap va luu trit cac cau hinh cua vo sd thiét
bi, bao gom viéc 1an ra nhimng thay d6i cAu hinh trén thiét bi, gop phan quan

trong trong viéc chu dong quan tri va giam sat mang.

Quan 1y ké toan: Thuong ap dung cho cic nha cung cip dich vu mang.
Trong hé thong mang, cong viéc nay duoc thay bang viéc quan 1y ngudi ding
mang, n6i cach khac, quan tri vién s& cip cho nguoi dung mat khau, quyén dé

Vvao mang.
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Quan 1y hiéu nang: Quan 1y toan bd hiéu ning cua mang, toc do truyeén
thong, luong truyén, nhitng goi tin bi mat, thoi gian phan hoi, v.v. va thuong

st dung bang giao thirc SNMP.

Quan 1y bao mat: La mot hoat dong rat quan trong trong quan tri mang.
Quan 1y bao mat trong FCAPS bao gdm qué trinh kiém soat truy cap tai
nguyén trén mang, kém theo cac dir liéu, cAu hinh va bao vé thong tin ngudi
dung.
1.3.2 Bao cao va canh cao

Cong viéc cuia giam sat mang 1a thu nhap dir liéu tir cac thanh phan
mang va xtr 1y trinh bay chiing dudi dang ma quan tri vién c6 thé hiéu — tién
trinh nay duoc goi 13 bao céo. Bao cdo gitp quan trj vién biét dugc hiéu suét
cuia cac nat mang, trang thai mang hién tai. Véi cac dir liéu tir ban bdo cao,
quan tri vién co thé dua ra quyét dinh vé viéc quan 1y dung luong, bao tri

mang, xu ly s co hay bdo mat mang.

Tuy nhién, viéc 1am nay khong gitip quan tri vién bao tri mang ¢ hiéu
suat cao. Vi thé, viéc tao cac canh bao dua trén ngudng cung cac diém kich
hoat s& 1 nhan t6 bo sung gitip cac nha quan tri xac dinh cac van dé co thé
xay ra trudc khi n6 gdy sup do hoan toan hé thong.

1.3.3 Tich hop luu trir dir liéu

Hé théng giam sat thu nhap va dung dir lidu tir cac thanh phan mang
cho cic chiic nang lién quan. Trong khi d6, mang van tiép tuc giam sat dé
dam bao van dé s& duoc phat hién trudc khi mang bi sap. Viée tiép tuc cong
viéc nhu vay s€ tich lily mot luong dit li¢u va n6 co thé lam cham hiéu suét,
tac dong dén khong gian luu trit dit liéu hay lam cham viéc xir 1y sy ¢, giam
sat hé thong sir dung dir liéu tich hop 1a dé tranh nhiing viéc nhu viée xay ra.
Tich hop dit liéu 13 mot qua trinh thu thap dir liéu theo thdi gian da duogc tong
hop va goi gon dé dir liéu tro thanh dang chi tiét. Mirc do chi tiét ctia ban bao

cao dugc tao ra bdi dir li€u tich hop s€ phu thudc vao mo6 hinh ma hé théng
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dugc tich hop. Dir liéu s& duoc 14y trung binh theo thoi gian va dua vao bang
dir liéu chi tiét, diéu nay giup hé thong giam sat tao ra cac ban bao céo vé cac
nut c6 thé kéo dai khoang thoi gian trong mang ma khong gay ra cic van dé
vé hiéu suét hay khong gian luu tri.

1.4 Cac giai phap va cong cu giam sat mang pho bién

Hé théng giam sat mang c6 thé dugc xay dung theo mot trong ba giai
phap sau:

- @Giai phap quan ly sy kién an ninh: tap trung xtr ly, phan tich cac nhat ky
da dugc thu nhap dé dua ra canh béo cho ngudi sir dung.

_ Giai phap quan 1y thong tin an ninh: tp trung thu nhap, luu trir va biéu
dién nhat ky.

_ Giai phap quan 1y va phan tich su kién an ninh: 1 su két hop cua hai
giap trén nham khic phuc nhiing han ché vén co.

Mo hinh cua giai phap quan 1y va phan tich sy kién an ninh gdm cac
thanh phan chinh [1]:

a) Thu thap nhat ky an toan mang bao gdm cac giao dién thu thap nhat
ky truc tiép tir cac thiét bi, ung dung va dich vu. Thanh phan nay c6 tinh
nang:

_ Thu thap toan bd dir liéu toan bd nhat ky tir cdc ngudn thiét bi, ung
dung.

_ Kiém so4t bang théng va khong gian luu trir thong qua kha ning luu trix
va chon loc dir liéu nhat ky.

_ Phan tach timg sy kién va chuan hoa cic su kién vao mot luge do
chung.

_ Tich hop cac sy kién dé giam thiéu sd luong cac su kién giri vé thanh

phan phan tich luu trit.
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_ Chuyén toan bo cac su kién da thu thap vé thanh phan phan tich va luu
trir.

b) Thanh phan phén tich va luu trir bao gdm cac thiét bi luu trit dung
luong 16n, cung cp kha ning tong hop va phan tich tw dong. Tinh nang:

_ Két ndi voi cac thanh phan thu thap nhat ky dé tap hop nhat ky tap
trung va tién hanh phan tich, so sanh twong quan.

- Module phan tich s& dugc hd tro bdi cac luat (dinh nghia trude) ciing
nhu kha ning tily bién, nham dua ra két qua phan tich chinh x4c nhat.

_ Céc nhat ky an toan mang duoc tién hanh phan tich, so sanh twong quan
theo thoi gian thuc nham dua ra canh bao tirc thoi cho ngudi quan tri.

_ HO tro két ndi dén cac hé théng luu trit dir licu.

¢) Thanh phan quén tri mang tap trung:

_ Cung cap giao dién quan tri tip trung cho toan bo hé thdng giam sat an
toan mang.

~ HGJ tro san sang hang nghin mau béo cio, cac giao dién theo ddi, dicu
kién loc.

~ HOb tro cac cong cu cho viée xtr 1y cic su kién an toan mang xay ra
trong hé thong.

d) Cac thanh phan khac:

GoOm cac thanh phan canh bao, hé thong DashBoard theo ddi thong tin,
cac béo céo dap tmg tiéu chuan quan 1y hodc thanh phan luu trit dir liéu l1au
dai.

1.5 Giao thirc giam sat mang SNMP

Giao thire 1a mdt tap hop cac thu tuc ma cac bén tham gia can tuan theo

dé co thé giao tiép dugc véi nhau. Trong linh vuc thong tin, mdt giao thirc

quy dinh cau trac, dinh dang (format) cua dong dir liéu trao d6i véi nhau va
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quy dinh trinh tu, thu tuc dé trao doi dong dir li¢u do. Néu mét bén tham gia
gui dir liéu khong ding dinh dang hoac khong theo trinh tu thi cdc bén khac
s& khong hiéu hodc tir chdi trao d6i théng tin. SNMP (Simple Network
Management Protocol) 1a mét giao thirc, do d6 nd c6 nhitng quy dinh riéng

ma cac thanh phan trong mang phai tuan theo.

Mot thiét bi hiéu dugc va hoat dong tuan theo giao thuc SNMP duoc
goi 1a “cé hd trg SNMP” (SNMP supported) hodc “twong thich SNMP”
(SNMP compartible).

Vi du mét s6 kha niang cta phan mém SNMP:

Theo dbi tbc d6 duong truyén ctia mot Router, biét duoc tong sb byte

da truyén/nhan.

Lay thong tin may chu dang c6 bao nhiéu 6 cimg, mdi 6 cimg con tréng
bao nhiéu. Tu dong nhan canh bao khi Switch c6 mot port bi down. Diéu

khién tat (shutdown) céc port trén Switch.

SNMP dung dé quan 1y mang, nghia 1a n6 duogc thiét ké dé chay trén
nén TCP/IP va quan ly céc thiét bi co ndi mang TCP/IP. Cac thiét bi mang
khong nhat thiét phai 1a may tinh ma c6 thé 1a Switch, Router, firewall, adsl

gateway, va ca mot s phan mém cho phép quan tri bang SNMP.

Vi du: Gia st ban c6 mdt cai may gidt co6 thé néi mang IP va n6 ho tro

SNMP thi ban c6 thé quan 1y né tir xa bang SNMP.

SNMP 14 giao thirc don gian, do né duge thiét ké don gian trong cau
truc ban tin va thu tuc hoat dong, va con don gian trong bao mat (ngoai trur
SNMP version 3). St dung phan mém SNMP, nguoi quan tri mang co thé

quan ly, giam sat tap trung tir xa toan mang cua minh [5].
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1.5.1.1 U'u diém trong thiét ké cia SNMP

SNMP duoc thiét ké dé don gian héa qua trinh quan 1y cac thanh phan
trong mang. Nho d6 cac phan mém SNMP c6 thé dugc phat trién nhanh va
tbn it chi phi.

SNMP duoc thiét ké dé co thé mé rong cac chiic ning quan ly, giam
sat. Khong c6 giéi han rang SNMP c6 thé quan 1y duogc cai gi. Khi co mot
thiét bi m&i v6i cac thude tinh, tinh nang maoi thi nguoi ta co thé thiét ké
“custom” SNMP dé phuc vu cho riéng minh.

SNMP duoc thiét ké dé co thé hoat dong doc 1ap véi cac kién trac va co
ché cua céc thiét bi hd tro SNMP.Cac thiét bi khac nhau c6 hoat dong khac
nhau nhung dap tmg SNMP 1a gidng nhau. Vi du ban c6 thé dung 1 phan
mém dé theo ddi dung luong 6 cing con tréng cila cac may chu chay HPH
Windows va Linux; trong khi néu khong ding SNMP ma lam tryc tiép trén

cac HPDH nay thi ban phai thyc hién theo cac cach khac nhau.

1.5.1.2 Nhuoe diém cia SNMP.

Lam ting luu lugng dang ké.

Khéng cho phép phan bo tac dong truc tiép cho cac dai Iy.

Khéng ¢ su diéu khién tong hop cua nhiéu noi quan 1y.
1.5.1.3 Cac phién ban cia SNMP

SNMP ¢6 4 phién ban: SNMPv1, SNMPv2c, SNMPv2u va SNMPv3.
Céc phién ban nay khac nhau mot chit & dinh dang ban tin va phuong thirc
hoat dong. Hién tai SNMPv1 1a ph bién nhat do c6 nhiéu thiét bi twong thich
nhét va c6 nhiéu phﬁn mém hd trg nhat. Trong khi d6 chi c6 mot s6 thiét bi va
phan mém hd trg SNMPv3.

Nam 1993, SNMP Version 2 (SNMPv2) duoc IETF dua ra véi muc
dich giai quyét van dé ton tai trong SNMPv1 1a co ché dam bao bao mat.
SNMPvV2 c6 nhiéu thay d6i so voi SNMPv1 nhu hd trg cdc mang trung tdm

cap cao, mang phan tan, co ché bao mat, lam viéc voi khoi dir liéu 16n... Tuy
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nhién SNMPv2 khong duoc chdp nhan hoan toan boi vi SNMPv2 chua thoa
min van dé bao mat va quan tri boi vay nim 1996 nhitng phin bao mat trong
SNMPv2 bi bé qua va SNMPv2 duogc goi 1a “SNMPv2 trén co sé truyén
thong” hay SNMPv2c.

Niam 1998, IETF bat dau dua ra SNMPv3 duoc dinh nghia trong RECs
2571-2575. Vé ban chit, SNMPv3 md rong dé dat dugc ca hai muc dich la
bao mat va quan tri. SNMPv3 hd tro kién trac theo kiéu module dé co thé dé
dang mé rong. Nhu thé néu cac giao thirc bao mat dugc md rong chiing co thé

dugc ho tro bai SNMPv3 bang cach dinh nghia nhu 13 cac module riéng.

1.5.2 Diéu hanh SNMP
1.5.2.1 Cac thanh phan trong SNMP

Hé théng quan 1y mang dua trén SNMP gdm ba thanh phan: bo phan
quan li(manager), dai ly(agent) va co s& dit li€u goi 1a co s& thong tin quan
Iy(MIB). Mic di SNMP 1a mét giao thire quan 1y viée chuyén giao thong tin
giita ba thuc thé trén, song nd ciing dinh nghia mdi quan hé client-server. O
day, nhirng chuong trinh client 1a bo phan quan ly, trong khi client thyc hién &
cac thiét bi tir xa ¢6 thé duoc coi 1a server. Khi do, co s& dir liu do agent

SNMP quén 1y 1a dai dién cho MIP cua SNMP.

1.5.2.2 B¢ phan quan ly (manager)

Bo phan quan 1y 13 mot chuong trinh van hanh trén mot hodc nhiéu
may tinh tram. Tuy thudc vao cu hinh, mdi bd phan quan li co6 thé duoc dung
dé quan ly mét mang con, hodc nhiéu bo phan quan 1y co thé duoc dung dé
quan ly cung mdt mang con hay mdt mang chung. Tuong tac thuc su gitra
mot ngudi st dung cudi (end-user) va bd phan quan 1y duge duy tri qua viée
sir dung mot hodc nhiéu chuong trinh ing dung ma ciing v&i bo phan quén 1y,
bién mit bang phan cung thanh Tram quan Iy mang (NMS). Ngay nay, trong
thoi ky cac chuong trinh giao dién ngudi st dung dd hoa (GUI), hau hét

nhiing chuong trinh tng dung cung cip méi truong cira so chi va click chudt,

Pham Quang Anh CT1901M 18



Giam sat hé thong mang voi Nagios D6 an tot nghiép

thuc hién van hanh vé1 bo phan quan 1y dé tao ra nhirng ban dd hoa va biéu dd

cung cép nhiing té)ng két hoat dong cua mang dudi dang théy duoc.

Qua bo phan quan 1y, nhimg yéu cau dugc chuyén téi mot hodc nhiéu
thiét bi chju su quan ly. Ban dau SNMP duge phat trién dé sir dung trén mang
TCP/IP va nhiing mang nay tiép tuc lam mang van chuyén cho phan 16n cac
san pham quan 1y mang dya trén SNMP. Tuy nhién SNMP ciing c¢6 thé duoc

chuyén qua NetWare IPX va nhiing co cu van chuyén khac.

1.5.2.3 Agent

Thiét bi chiu sy quan 1y (Managed device): La mot nat mang hd tro
giao thic SNMP va thudc vé mang bi quan 1y. Thiét bi c6 nhiém vy thu thap
thong tin quan 1y va luu trit && phuc vu cho hé thdng quan Iy mang. Nhiing
thiét bi chiu sy quan ly, d6i khi dugc goi 1a nhiing phan tir mang, c6 thé la
nhitng bo dinh tuyén va may chu truy cap-Access Server, Switch va bridge,

hub, may tinh hay la nhirng may in trong mang.

Mdi thiét bi chiu su quan 1y bao géom phan mém hodc phan sun
(firmware) dudi dang ma phién dich nhimg yéu cau SNMP va dap tng cia
nhiing yéu ciu d6. Phan mém hodc ph?m sun nay duoc coi 1a mot agent. Mac
di mdi thiét bi bat budc bao gom mot agent chiu quan 1y truc tiép, nhiing thiét
bi tuwong thich khong theo SNMP ciing ¢6 thé quan 1y dugc néu nhu chung hd
tro mot giao thirc quan 1y doc quyén. Dé thuc hién dugc diéu ndy, phai gianh
dugc mot agent uy nhiém (proxy agent). Proxy agent nay c6 thé dugc xét nhu
mot b chuyén d6i giao thirc vi nd phién dich nhitng yéu ciu SNMP thanh
giao thirc quan 1y doc quyén cia thiét bi khong hoat dong theo giao thirc
SNMP.

Mic du SNMP chi yéu 1a giao thirc dap ung tham do (poll-respond)
v6i nhiing yéu cau do bo phan quan 1y tao ra dan dén nhiing dap tng trong
agent, agent ciing c6 kha ning dé xudng ra mot “dap ung tu nguyén”. Dép

ung tu nguyén nay la di€u kién canh bao tir viéc giam sat agent voi hoat dong
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d3 duoc dinh nghia trudc va chi ra rang da t6i ngudng dinh trude. Dudi su
diéu khién cia SNMP, viéc truyén canh bao nay duoc coi 1a cai bay (trap).
1.5.2.4 Co s6 thong tin quan ly — MIB

MJi thiét bi chju su quan 1y co thé ¢6 cAu hinh, trang thai va thong tin
théng ké rat da dang, dinh nghia chirc ning va kha ning van hanh cua thiét bi.
Thong tin nay c6 thé bao gdm viéc thiét 1ap chuyén mach phan ctng, nhimg
gid tr1 khac nhau luu trit trong cac bang ghi nho dit li¢u, bd hd so hoidc cac
truong théng tin trong hd so luu trit ¢ céc file va nhitng bién hodc thanh phan
dir liéu tuong tu. Nhin chung, nhitng thanh phan dit liéu nay duoc coi 1a co s
thong tin quan 1y cua thiét bi chju sy quan ly. Xét riéng, mdi thanh phan dix
lidu bién doi duogc coi 1a mot dbi tugng bi quan 1y va bao gdm tén, mot hoic
nhiéu thudc tinh, va mot tap cac hoat dong (operation) thuc hién trén ddi
tugng d6. Vi vay MIB dinh nghia loai thong tin ¢ thé khoi phuc tir mot thiét
bi chiu sy quan 1y va nhitng bé tri (settings) thiét bi ma c6 thé diéu khién tur
hé thong quan 1i [5].
1.5.2.5 Cac Iénh co ban trong SNMP

SNMP sir dung cac dich vu chuyén tai dir liéu dugc cung cap boi cac
giao thuc UDP/IP. Mot tng dung ciia Manager phai nhan dang dugc Agent
can thong tin véi nd. Mot img dung cua Agent dugc nhan dang bdi dia chi IP
ctia n6 va mot cong UDP. Mot tmg dung Manager dong géi yéu cau SNMP
trong mot UDP/IP, UDP/IP chira mi nhan dang cong nguon, dia chi IP dich
va ma nhan dang cong UDP cua n6. Khung UDP s& duoc gui di thong qua
thuc thé IP t&i hé théng dugc quan 1y, té1 d6 khung UDP s€ dugc phan phéi
boi thuc thé UDP t6i Agent. Tuong tu cc ban tin TRAP phai dugc nhan dang
bai cac Manager. Cac ban tin sir dung dia chi IP va mi nhan dang cong UDP

cua Manager SNMP.

SNMP str dung 3 1€nh co ban 1a Read, Write, Trap sb 1énh tuy bién dé
quan 1y thiét bi.
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Lénh Read: Pugc SNMP dung dé doc thong tin tir thiét bj. Cac thong
tin ndy duoc cung cAp qua cac bién SNMP luu trit trén thiét bi va dugc cap
nhat bi thiét bi.

Lénh Write: Puoc SNMP dung dé ghi cac thong tin diéu khién 18n thiét
bi bang cach thay d6i gia tri cac bién SNMP.

Lénh Trap: Dung dé nhan cac su kién gui tu thiét bj dén SNMP. Mdi

khi c6 mdt su ki¢n xay ra trén thiét bi mot 1énh Trap s¢ dugc gui td1 NMS.

SNMP diéu khién, theo ddi thiét bi bang cach thay d6i hodc thu thap
thong tin qua cac bién gia tri luu trén thiét bi. Cac Agent cai dit trén thiét bi
tuong tic v6i nhitng chip diéu khién hd tro SNMP dé lay noi dung hodc viét

lai nd1 dung.

Tram quén tri SNMP SNMP Agent
((_‘a’\c tai nguyén dwoe quan tri
Ung dung quan tri -
— Ung dung quan tri dwge SNMP quan tri
= I
z12|% 2 %l
= |3z A AHE >
[l =1 [i¥] =1
71218 &|E =515 Ee
<5 | & | HELE: e
Bz |D o AR o | =
0 |E|=» 0 D |z ¥R D
! 219 g
Y ¥ ¥ ) r ¥
SNMP Manager T o SNMP Agent
UDp Cac ﬂ'iﬁl‘ig bao UDP
SNMP
P P
Cac giao thire Cac giao thire
phu thude mang phu thude mang

Mang hoac
P

Hinh 1-1: M6 hinh giao thirc hoat dgng SNMP

Pham Quang Anh CT1901M 21



Giam sat hé thong mang voi Nagios D6 an tot nghiép

MANAGER NETWORK AGENT
Get, Set
Get-next, Gel-bulk
- -
I =
mmmmmmm=T T Response
Trap
o —
eimmmmmnT tinx
c | -
Inform
| e Y
= S
Response ey .

Note 1: Inform is only allowed for dual agent-manager entities
Note 2: Get-bulk and Inform have Deen added in SNMPv2

Hinh 1-2: Hoat dong cia giao thirc SNMP
1.5.3 Quan li lién lac giira management véi cac agent

Nhin trén phuong dién truyén théng, nha quan li (manager) va cac tac
nhan (agent) cling 12 nhitng nguoi st dung, sir dung moét giao thuc ting dung.
Giao thirc quan 1y yén cau co ché vén tai dé hd tro twong tac gitta cac tac nhan
va nha quan ly.

Management trudc hét phai xac dinh duoc cac agent ma né mudn lién
lac. C6 thé xac dinh duoc tmg dung tac nhan bang dia chi IP ciia nd va cong
UDP duoc gan cho nd. Cong UDP 161 duoc danh riéng cho cac agent SNMP.
Management goi 1énh SNMP vao mot phong bi UDP/IP. Phong bi nay chtra
cong ngudn, dia chi IP dich va cong 161. Mot thuc thé UDP tai chd s& chuyén
n6 téi cac agent. Tuong ty nhu vay, lénh TRAP ciing can x4c dinh nhiing
management ma nd can lién hé. Ching ta sir dung dia chi IP ciing nhu cong

UDP danh cho management SNMP, d6 13 cong 162.

1.5.4 Co ché van chuyén thong tin giira management va agent
Viéc Iwa chon co ché van chuyén c6 tinh truc giao véi giao thire truyén
thong d6. SNMP chi doi hoi co ché truyén tai khong tin cdy dir lieu dd

(datagram) dé truyén dwa cac PDU (don vi dit liu giao thuc) giita
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management va cac agent. Didu nay cho phép su anh xa cia SNMP t6i nhiéu
nhém giao thirc. M6 hinh van chuyén datagram giam duoc d6 phuc tap cua
anh xa tdng van chuyén. Tuy nhién, van phai nhan thirc thy su tham gia cta
mot s6 lua chon tﬁng van chuyén. Cac téng van chuyén khéac nhau c6 thé sir
dung nhiéu k¥ thuat danh dia chi khac nhau. Cac tang van chuyén khac nhau
c6 thé dua ra nhitng han ché quy mé cua PDU. Anh xa tdng van chuyén co
trach nhiém phai xur Iy cac van dé danh dia chi, han ché quy mé PDU va mot

s0 tham s0 tang van chuyén khac.

Trong phién ban tht hai cia SNMP, ngudi ta sir dung kinh nghiém dé
lam sdc nét va don gian héa qua trinh anh xa tdi cac chuan van chuyén khac
nhau. Giao thirc quan 1y dugc tach khoi méi truong van chuyén mot cach truc
giao, diéu nay ciing dugc khuyén khich str dung cho bat cir nhom giao thirc
nao.

1.5.5 Bio vé truyén thong lién lac giira management va cac agent

Trong diéu kién mang thiéu 6n dinh va thiéu do tin cay thi s€ lién lac
quan 1y cang trd nén quan trong. Lam thé ndo dé cac management lién lac véi
cac agent mot cach tin cay? Viéc SNMP sir dung co ché UDP dé lién lac da
c6 nghia 1a thiéu di do tin cdy. SNMP hoan toan dé lai cho chuong trinh
management chiu trach nhiém va xtr 1y viéc mat thong tin. Cac 1énh GET,
GET-NEXT, va SET déu dugc phuc dap bang mot 1énh GET-RESPONSE.
Hé thong c6 thé d& dang phat hién ra viéc bi mat mot 1énh khi khong nhan
duoc 1énh tra lai. No co thé lap lai yéu ciu d6 mét 1an nita hodc ¢6 nhirng
hanh dong khéc. Tuy nhién, cac ban tin TRAP do agent tao ra va khong duoc
phuc dap khang dinh. Khi 1énh TRAP bj thét lac, cac chuong trinh agent s&
khong biét vé diéu do (tat nhién 1a management ciing khong hay biét vé diéu
nay). Thong thudng cac ban tin TRAP mang nhiing thong tin hét sic quan
trong cho management, do vy management can chi ¥ va can bao dam viéc

chuyén phat ching mot cach tin cay.
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Mot cau hoi dit ra 1a 1am thé ndo dé chuyén phat cac ban tin TRAP
tranh mat mat, that lac? Ta c6 thé thiét ké cho cac agent 1ap lai ban tin TRAP.
Bién s6 MIB c6 thé doc sb lan lap lai theo yéu cau. Lénh SET cua
management c6 thé dit cau hinh cho bién s nay. C6 mot cach khac 13 agent
o thé 1ap lai 1énh TRAP cho dén khi management dat bién s6 MIB dé chim
dut sy cb. Hiy ghi nhé rang, ca hai phuong phap trén déu chi cho ta nhiing
giai phap ting phan. Trong trudng hop thir nhat, s6 1an 13p lai c6 thé khong
du dé dam bao lién lac mot cach tin cdy. Trong truong hop thtr hai, mot su cb
mang co thé dan dén viéc hang loat ban tin TRAP bi mat tuy thudc vao tbc d6
ma cac agent tao ra chung. Diéu nay lam cho su ¢d mang tré nén tram trong
hon. Trong ca hai truong hop, néu ta can chuyén phat nhiing ban tin TRAP
t6i nhiéu management, thi c6 thé xay ra tinh trang khong nhat quan giira cac
management hodc xay ra hién tuong that lac thong tin rat phtrc tap. Néu cac
agent phai chiu trach nhiém vé thiét ké cho viéc phuc hdi nhiing ban tin
TRAP thi cang lam tang thém do phurc tap trong viéc quan 1y cac agent trong
moi truong da nha ché tao. Nguoi ta cling di theo dudi cai tién co ché xir 1y
ban tin sy ¢6 cho phién ban thir hai cia SNMP. Tht nhat 1a don nguyén
TRAP duoc bo di va thay thé né bang mot 1énh GET/RESPONSE khong yéu
cau. Lénh nay do agent tao ra va chuyén dén cho “management bay” tai cong
UDP-162. Piéu nay phan anh mot quan diém 1a nha quan 1y su cb co thé
théng nhat cac ban tin sy ¢b roi tra lai cho cic yéu cau do. Bang cach bo di
mot don the, giao thic duge don gian héa. Nguoi ta ciing bo sung thém mot
co s& thong tin quan 1y dic biét TRAP MIB dé thong nhét viéc xt 1y su cd,
cac management nhan ban tin vé cac su cd nay va vi¢c lap lai dé cai thién do
tin cdy trong chuyén phat thong tin.

1.5.6 Cac phwong thirc cia SNMP
Giao thirc SNMPv1 c6 5 phuong thirc hoat dong, tuong trng vé1 5 loai

ban tin nhu sau:
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Ban tin/ phu'dng tha'c | Mé ta tacdung

Manager glfi GetRequest cho agent dé yéu ciu agent cung cdp thing tin

GetRequest
g nao dd duavao ObjectID (trong GetRequest cd chira 0ID)

GetNextRequest Managir gL'r‘iﬂ GetNextbRequ”es.tﬁcd ch.L’ra mit E]bjectID cho agent dé yéu cau
cung cap thdng tin nam k& ti€p ObjectID dd trong MIB.

Manager gi SetRequest cho agent d& d&t gid tri cho dfi twong cda agent

SetRequest
g duavao ObjectlD.
GetResponse Agent gifi GetResponse cho Manager dé tra Idi khi nhan dugc
GetRequest/GetNextRequest
Trap Agent ty ddng gl Trap cho Manager khi cd mt s kién xay ra ddi vdi mgt

object nao d¢ trong agent.

Hinh 1-3: Bang cac phwong thirc co ban cia SNMP

M&i ban tin déu c6 chira OID dé cho biét object mang trong né 1a gi.
OID trong GetRequest cho biét n6 mubn lay thong tin ctia object nao. OID
trong GetResponse cho biét né mang gia tri cua object nao. OID trong
SetRequest chi ra né muén thiét lap gia tri cho object nao. OID trong Trap chi
ra n6 théng bao sy kién xay ra ddi véi object ndo.
1.5.6.1 GetRequest

Ban tin GetRequest dugc manager giri dén agent dé 1dy mot thong tin
nao d6. Trong GetRequest c6 chita OID cua object mudn lay. VD: Mubn lay
thong tin tén cua Devicel thi manager gui ban tin GetRequest OID=
1.3.6.1.2.1.1.5 dén Devicel, tién trinh SNMP agent trén Devicel s& nhan
dugc ban tin va tao ban tin tra 10i. Trong mot ban tin GetRequest co thé chira
nhiéu OID, nghia 1a ding mot GetRequest c6 thé 1y vé cung lic nhiéu thong
tin.
1.5.6.2 GetNextRequest

Ban tin GetNextRequest ciing dung dé lay thong tin va ciling ¢ chira
OID, tuy nhién né dung dé liy thong tin ctia object nam ké tiép object duoc
chi ra trong ban tin.

Tai sao phai c6 phuong thirc GetNextRequest? Nhu ban da biét khi doc
qua nhitng phan trén: mot MIB bao gédm nhiéu OID dugc sip xép tht tu

nhung khong lién tuc, néu biét mot OID thi khong xac dinh dugce OID ké tiép.
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Do d6 ta cin GetNextRequest dé 1y vé gia tri caa OID ké tiép. Néu thuc hién

GetNextRequest lién tuc thi ta s€ léy duoc toan bd thong tin cua agent.

1.5.6.3 SetRequest
Ban tin SetRequest dugc manager giri cho agent dé thiét 1ap gia tri cho

mot object nao do.
Vi du:

_ C6 thé dat lai tén cia mot may tinh hay Router bang phin mém SNMP
manager, bang cach guri ban tin SetRequest c6 OID 14 1.3.6.1.2.1.1.5.0

(sysName.0) va ¢ gi tri 1a tén m&i can dat.

_ C6 thé shutdown mot port trén Switch bang phan mém SNMP manager,
bang cach giri ban tin ¢6 OID 1a 1.3.6.1.2.1.2.2.1.7 (ifAdminStatus) va
c6 gia tri 1a 2 7. Chi nhiing object ¢ quyén READ WRITE mdi c6 thé
thay d6i dugc gia tri.
1.5.6.4 GetResponse

Mbi khi SNMP agent nhan dugc cac ban tin GetRequest,
GetNextRequest hay SetRequest thi nd s& giri lai ban tin GetResponse dé tra
1oi. Trong ban tin GetResponse c6 chira OID cua object duoc request va gia
tri cua object do.
1.5.6.5 Trap

Ban tin Trap duoc agent tu dong gui cho manager mdi khi c6 su kién
xay ra bén trong agent, cac su ki¢n nay khong phai la cac hoat dong thuong
xuyén cua agent ma la cac su kién mang tinh bién cd. Vi du: Khi c6 mot port
down, khi c6 mot nguoi ding login khong thanh cong, hodc khi thiét bi khai
dong lai, agent s€ guri trap cho manager.

Tuy nhién khong phai moi bién cb déu dugc agent giii trap, ciing khong
phai moi agent déu gui trap khi xay ra cing mot bién cb. Viéc agent giri hay

khdng gui trap cho bién cb nao 13 do hing san xuét device/agent quy dinh.
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Phuong thure trap 1a doc lap voi cac phuong thic request/response.
SNMP request/response dung dé quan 1y con SNMP trap dung dé canh bao.
Ngudn giri trap goi 1a Trap Sender va noi nhan trap goi 1a Trap Receiver. Mot
trap sender c6 thé dugc cau hinh dé gui trap dén nhiéu trap receiver cung lic.
C6 2 loai trap : trap phd bién (generic trap) va trap dic thu (specific trap).
Generic trap dugc quy dinh trong cic chuan SNMP, con specific trap do
nguoi dung tu dinh nghia (nguoi ding ¢ day 1a hing san xuat SNMP device).
Loai trap 1a mot sd nguyén chtra trong ban tin trap, dua vao d¢6 ma phia nhan

trap biét ban tin trap c6 nghia gi [7].

Theo SNMPv1, generic trap c¢6 7 loai sau: coldStart(0), warmStart(1),
linkDown(2), linkUp(3), authenticationFailure(4), egpNeighborloss(5),
enterpriseSpecific(6).

Gi4 tr1 trong ngodc 1a ma sO cua cac loai trap. Y nghia ctua cac ban tin

generic-trap nhu sau:

~ ColdStart: thong bao rang thiét bi giri ban tin nay dang khoi dong lai

(reinitialize) va cau hinh cia n6 c¢6 thé bi thay doi sau khi khéi dong.

_ WarmStart: thong bao rang thiét bi giri ban tin nay dang khoi dong lai
va gilt nguyén cau hinh cil.

_ LinkDown: thong bao rang thiét bi giri ban tin nay phat hién dugc mot
trong nhitng két ndi truyén thong (communication link) ctia né gap 16i.

Trong ban tin trap c¢6 tham so6 chi ra ifIndex cua két ndi bi 101.

~ LinkUp: thong bao rang thiét bi giri ban tin nay phat hién dugc mot
trong nhitng két ndi truyén thong ctia né da khoi phuc trd lai. Trong ban
tin trap c6 tham s6 chi ra ifindex cua két ndi duoc khoi phuc.

_ AuthenticationFailure: thong bao rang thiét bi giri ban tin nay di nhan
dugc mdt ban tin khong dugc ching thuc thanh cong (ban tin bi ching

thuc khong thanh cong c6 thé thudc nhiéu giao thic khac nhau nhu

Pham Quang Anh CT1901M 27



Giam sat hé thong mang voi Nagios D6 an tot nghiép

telnet, ssh, snmp, ftp, ...). Thong thuong trap loai nay xay ra la do user

dang nhap khong thanh cong vao thiét bi.

_ EgpNeighborloss: thong bao rang mot trong s6 nhitng “EGP neighbor”
8 cta thiét bi gui trap dd bi coi 1a down va quan hé dbi tac (peer

relationship) gitra 2 bén khong con dugce duy tri.

_ EnterpriseSpecific: théng béo rang ban tin trap nay khong thudc cac
kiéu generic nhu trén ma nd 1a mot loai ban tin do nguoi dung tu dinh

nghia.

Nguoi dung c6 thé tu dinh nghia thém cac loai trap dé lam phong phu
thém kha ning canh bao cua thiét bi nhu: boardFailed, configChanged,
powerLoss, cpuTooHigh, v.v.... Nguoi dung tu quy dinh y nghia va gia tri
cua cac specific trap nay, va di nhién chi nhiing trap receiver va trap sender
hd trg cing mot MIB méi c6 thé hiéu ¥ nghia cta specific trap. Do d6 néu ban
dung mot phan mém trap receiver bat ky dé nhan trap cta cac trap sender bat
ky, ban co thé doc va hiéu cic generic trap khi chiing xay ra, nhung ban s&
khong hiéu y nghia cac specific trap khi chung hién 1én man hinh vi ban tin

trap chi chtra nhiing con s0.

-

GetResponse r:

Manager Agent Manager
, GetRe t ! '
- ques > Trap .
' GetResponse - *
- 1 Trap '
| >
i GetNextRegquest K Trap .
\ GetResponse | !
4 ] i
i SetRequest : !

-

Hinh 1-4: Minh hoa cac phwong thirc SNMPv1
Déi v6i cac phuong thitc Get/Set/Response thi SNMP Agent lang nghe
& port UDP 161, con phuong thirc trap thi SNMP Trap Receiver ling nghe &
port UDP 162.
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1.5.7 Cic co ché bao mat cho SNMP
Mot SNMP management station c¢6 thé quan 1y/giam sat nhiéu SNMP

element, thong qua hoat dong gui request va nhan trap. Tuy nhién mot SNMP
element co thé dugc cdu hinh dé chi cho phép cac SNMP management station

nao do dugc phép quan ly/gidm sat minh.

Céc co ché bao mat don gian ndy gdm c6: community string, view va

SNMP access control list.

1.5.7.1 Community string

Community string 1a mdt chudi ky tu duoc cai dit giéng nhau trén ca
SNMP manager va SNMP agent, dong vai trd nhu “mat khau” gita 2 bén khi
trao doi dir liéu. Community string c6 3 loai: Read-community, Write-

Community va Trap-Community.

Khi manager giri GetRequest, GetNextRequest dén agent thi trong ban
tin gui di ¢6 chira Read-Community. Khi agent nhan dugc ban tin request thi
nd sé so sanh Read-community do manager giri va Read-community ma no
duoc cai dit. Néu 2 chudi nay giéng nhau, agent s¢ tra 101, néu 2 chudi nay

khac nhau, agent sé khong tra 101.

Write-Community dugc ding trong ban tin SetRequest. Agent chi chap

nhén thay d6i dit liéu khi write-community 2 bén gidng nhau.

Trap-community nam trong ban tin trap cua trap sender gui cho trap
receiver. Trap receiver chi nhan va luu trf ban tin trap chi khi trap-
community 2 bén gidng nhau, tuy nhién ciing cé nhiéu trap receiver dugc cau
hinh nhén tit ca ban tin trap ma khong quan tdm dén trap-community.

Community string ¢6 3 loai nhu trén nhung cing mot loai ¢ thé cé
nhiéu string khac nhau. Nghia 1a mot agent c6 thé khai bao nhiéu read-

community, nhiéu write-community.
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Trén hau hét hé théng, read-community mac dinh la “public”, write-

community mac dinh la “private” va trap-community mac dinh Ia “public”.

Community string chi 1a chudi ky tu dang cleartext, do d6 hoan toan co6
thé bi nghe 1én khi truyén trén mang. Hon nira, cdc community mac dinh
thuong 1a “public” va “private” nén néu ngudi quan tri khong thay doi thi
chung co6 thé d& dang bi do ra. Khi community string trong mang bi 16, mot
nguoi ding binh thuong tai mot may tinh nao d6 trong mang c6 thé quan
Iy/giam sat toan bo cac device cd cung community ma khong dugc su cho
phép cua ngudi quan tri.
1.5.7.2 View

Khi manager c6 read-community thi né c6 thé doc toan bo OID cua
agent. Tuy nhién agent c6 thé quy dinh chi cho phép doc mét sé OID c6 lién
quan nhau, térc 1a chi doc dugc mot phan cua MIB. Tap con ctia MIB ndy goi
1a view, trén agent c6 thé dinh nghia nhiéu view. Vi du: agent c6 thé dinh
nghia view interfaceView bao gdm ciac OID lién quan dén interface,
storageView bao gom cac OID lién quan dén luu trir, hay AllView bao gém

tAt ca cac OID.

Mot view phai gan lién véi mot community string. Tty vao community
string nhan duoc la gi ma agent xur 1y trén view tuwong tng. Vi du: agent dinh

13 29

nghia read-community “inf” trén view interfaceView, va “sto” trén
storageView; khi manager guri request 1ay OID ifNumber v&i community 13
“inf’ thi s& dugc dap Gng do ifNumber nam trong interfaceView; néu
manager request OID hrStorageSize véi community “inf” thi agent s€ khong

tra 161 do hrStorageSize khong nim trong interfaceView; nhung néu manager

[13 29

request hrStorageSize v&1 community “sto” thi s€ duoc tra 101 do

hrStorageSize nam trong storageView.
Viéc dinh nghia cac view nhu thé nao tuy thudc vao timg SNMP agent

khac nhau. C6 nhiéu hé théng khong hd trg tinh ning view [7].
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1.5.7.3 SNMP access control list
Khi manager gti khong dtng community hodc khi OID can ly lai
khong niam trong view cho phép thi agent s& khong tra 1oi. Tuy nhién khi

community bi 16 thi mot manager ndo dé van request duoc thong tin.

Pé ngan chian hoan toan cic SNMP manager khong duoc phép, ngudi
quan trj c6 thé ding dén SNMP access control list (ACL). SNMP ACL 1a mét
danh sach cac dia chi IP dugc phép quan ly/giam sat agent, n6 chi ap dung
riéng cho giao thirc SNMP va dugc cai trén agent. Néu mot manager co IP
khong dugce phép trong ACL guri request thi agent s€ khong xtr ly, du request
c6 community string la dang.

Pa s6 cac thiét bi tuong thich SNMP déu cho phép thiét 1ap SNMP
ACL.

1.5.8 Céu triic bin tin SNMP
SNMP chay trén UDP. Céu trac cua mot ban tin SNMP bao gém:

version, community va data.

Ethernetframe | [P packet | UDP packet | SNMP packet

.....
- -

version Community string Data
(GetRequest PDU,
GetNextRequest PDU,
S5etRequest PDU,
GetResponse PDU,
Trap PDU)

Hinh 1-5: Céu triic ban tin SNMP Version: v1= 0, v2c= 1, v2u= 2, v3= 3.
Phan Data trong ban tin SNMP goi 1a PDU (Protocol Data Unit).
SNMPv1 c6 5 phuong thirc hoat dong tuong img 5 loai PDU. Tuy nhién chi
c6 2 loai dinh dang ban tin 1a PDU va Trap-PDU, trong dé cac ban tin Get,
GetNext, Set, GetResponse c6 cung dinh dang 1a PDU, con ban tin Trap c6
dinh dang la Trap-PDU.
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CHUONG 2:  PHAN MEM GIAM SAT HE THONG MANG
NAGIOS

2.1 Giéi thiéu vé nagios
Nagios 12 mot hé théng gidm sat manh mé cho phép cic td chirc xac
dinh va giai quyét cac vin dé co so ha ting CNTT trudce khi chiing anh hudng

nghiém trong dén qua trinh kinh doanh.

Dau tién ra mit vao nim 1990, Nagios da phat trién v6i hang ngan du
an duoc phat trién bai cong dong Nagios trén toan thé gidi. Nagios chinh thirc
bao trg boi doanh nghiép Nagios, hd trg cac cong dong trong mot sé cach

khac nhau thong qua doanh s6 ban hang thuong mai cia san pham dich vu.

Nagios 1a mot cong cu dé giam sat hé thong. Diéu nay c6 nghia 1a né
lién tuc kiém tra trang thai ctia may va dich vu khac nhau trén cac may. Muc
dich chinh cua hé théng giam sat 1a dé phat hién va bao céo vé bat ky hé
théng khong hoat dong, cang sém cang tot. Do d6 ta nhan thirc duoc van dé

trudc khi nguoi dung st dung.

Nagios khong thyc hién bat ky kiém tra may chu hoac cac dich vu nao
trén cia may chu Nagios. N6 sir dung plugin dé thuc hién viéc kiém tra thuc
té. Piéu nay 1am cho né co tinh linh hoat cao, va 1a giai phap hiéu qua cho

viéc thuc hién va kiém tra dich vu.

Nagios ¢6 hai vu diém 16n khi néi dén qua trinh giam sat, thay vi theo
doi cac giai tri, n6 chi st dung bdn mic dd dé mo ta tinh trang: OK,
WARNING, CRITICAL va UNKNOW. Céac mé ta tinh trang cta cac doi
tugng giam sat cho phép nguoi quan tri giai quyét hay bo cac van dé trén hé
thong ma khong tén nhiéu thoi gian. Pay chinh 13 diéu Nagios lam. Néu ta
dang theo ddi mot gia tri s6 nhu luong khong gidn va tai CPU, ta c6 thé dinh

nghia ngudng nhiing gia tri dé dugc canh bao khi can thiét.

Mot thuan tién khac cia Nagios 1a cac bdo cao vé trang thai cua céc

dich vu dang hoat dong. Béo cdo nay cung cap mot cai nhin téng quan tot vé
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tinh trang co s& ha tang. Nagios cling cung cap cac bao cdo tuong tu cho cac
nhom may chu va cac nhdém dich vy, canh bao khi bat ky dich vu quan trong
hoac co s¢ dir li¢u server ngung hoat dong. B4o c4o nay cling c6 thé giap xac

dinh d6 uu tién cia cac van d€ nao can giai quyét trudc.

Poi tuong giam sat cua Nagios dugc chia thanh hai loai: host va dich
vu. Host 1a cdc may vat ly (may chud, by dinh tuyén, may tram, may in...),

trong khi dich vu 1a nhitng chitc ning cu thé.

Vi du: Mot may chu web (qué trinh xtr 1y http) c6 thé dugc dinh nghia
nhu 1a mot dich vy duoc giam sat. Moi dich vu ¢o lién quan dén mot may chu
la dich vu dang chay trén d6. Ngoai ra, cd hai may va dich vu c6 thé duoc

nhoém lai thanh cadc nhém cho phu hop.

e'e & <

Host 1 Host 2
(10.0.01) Hostgroup 1 (10.0.0.2)

—

@ x soner Q“’ ). Q"D@
.

Host 3 Host 4

(10.0.03) (10.0.0.4)
Hostgroup 2

Hinh 2-1: Cac d6i twong cin giam sat trén Nagios
Nagios thyc hién tat ca cac kiém tra cia minh bang cach st dung
plugins. Pay 13 nhitng thanh phan bén ngoai ma Nagios qua d6 ldy duoc
thong tin vé nhitng gi can duogc kiém tra va cung cap cac canh bao cho nguoi
quan tri. Plugins c6 trach nhiém thuc hién cac kiém tra va phan tich két qua.
Cac dau ra tir mot kiem tra d6 1a mot trang thai (OK, WARNING, CRITICAL

va UNKNOW) va céc vin ban bd sung cung cip thong tin vé cac dich vu cu
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thé. Vian ban nay chu yéu danh cho cac quan trj vién hé théng dé co thé doc

mot trang thai chi tiét cua mot dich vu.

Nagios khong chi cung cdp mot hé thong cdt 161 dé theo ddi, ma con
cung cap mot tip cac plugins tiéu chuin trong mot goi riéng biét. Nhimg
plugins ndy cho phép kiém tra cac dich vu dang chay trén hé théng. Ngoai ra
néu ra mudn thyc thi mot kiém tra dic biét ta c6 thé tao mot plugins cho riéng
minh [3].

2.2 Chirc nang cia Nagios

Giam sat trang thai hoat dong cua cac dich vu mang (SMTP, POP3,
IMAP, HTTP, ICMP, FTP, SSH, DHCP, LDAP, DNS, name server, web
proxy, TCP port, UDP port, c& s& dir li¢u: mysql, portgreSQL, oracle)

Giam sat cac tai nguyén cac may phuc vu va cac thiét bj dau cudi (chay
hé diéu hanh Unix/Linux, Windows, Novell netware): tinh trang st dung
CPU, nguoi dung dang log on, tinh trang st dung 6 dia cung, tinh trang st

dung bd nhé trong va swap, so tién trinh dang chay, cac tép log hé thong.

Giam sat cac thong sb an toan thiét bi phan ctng trén host nhu: nhiét do

CPU, tdc d6 quat, pin, gid hé thong. ..

Giam sat cac thiét bi mang c6 IP nhu Router, Switch va may in. V&i
Router, Switch, Nagios c6 thé theo ddi duogc tinh trang hoat dong, trang thai
bat tat ciia timg cong, luu lugng bing thong qua mdi cong, thoi gian hoat
dong lién tuc (Uptime) cua thiét bi. Vi may in, Nagios c6 thé nhan biét duoc

nhiéu trang thai, tinh hudng say ra nhu ket gidy, hét muc...

Cénh bao cho nguoi quan tri bang nhiéu hinh thirc nhu email, tin nhan

tic thoi (IM), am thanh ...néu nhu ¢6 thiét bi, dich vu gap truc trac

Téng hop, luu gitr va bao céo dinh ky vé tinh trang hoat dong ctia mang

[4].
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2.3 Dic diém cia Nagios

Céc hoat dong kiém tra dugc thuc hién boi cac plugin cho may phuc vu
Nagios va cac mo dun client trén céc thiét bi ciia ngudi dung cubi, Nagios chi
dinh ky nhan céc thong tin tir cac plugin va xu Iy nhiing thong tin dé (thong

bao cho ngudi quan 1y, ghi vao tép log, hién thi 1én giao dién web...).

Thiét ké plugin don gian cho phép ngudi dung cé thé ty dinh nghia va
phat trién cac plugin kiém tra cac dich vu theo nhu ciu riéng bang cac cong cu

12p trinh nhu shell scripts, C/C++, Perl, Ruby, Python, PHP, C#.

C6 kha ning kiém tra song song trang thai hoat dong cta cac dich vu

(d6ng thoi kiém tra nhiéu dich vu).

H) trg khai bao kién tric mang. Nagios khong c6 kha ning nhan dang
dugc topo ciia mang. toan bd cac thiét bi, dich vu mudn dugc giam sat déu

phai khai bao va dinh nghia trong cau hinh.

Gui thong bao dén nguoi/mhom ngudi duoc chi dinh sin khi dich
vu/host duoc giam sat gip van dé va khi chung khoéi phuc hoat dong binh
thuong (qua e-mail, pager, SMS, IM...)

Kha nang dinh nghia bo xur Iy su kién thuc thi ngay khi c6 su kién xdy
ra voi host/ dich vu.

Giao dién web cho phép xem trang thai cia mang, thong béo, history,
tép log [4].

2.4 Kién tric va té chirc hoat dong
2.4.1 Kién tric ciia Nagios

Hé théng Nagios gom hai phan chinh:

1. LOi Nagios

Phan 15i nagios c6 chic ning quan 1y cac host/dich vu duoc giam sat,
thu thap cac két qua kiém tra (check) host/dich vu tir cac plugin gti vé, biéu

dién trén giao dién chuong trinh, luu trit va thong bao cho ngudi quan tri.
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Ngoai ra n6 con tong hop va dua ra cac bao cao vé tinh hinh hoat dong chung

hodc cua tung host/dich vu trong mét khoang thoi gian nao do.
2. Plugin

Plugin 1a bd phéan truc tiép thuc hién kiém tra host/dich vu. Mdi mét
loai dich vu déu c6 mot plugin riéng biét dugc viét dé phuc vu riéng cho cong
viéc kiém tra dich vu d6. Plugin 1a cac script (Perl, C ...) hay cac tép da duoc
bién dich (executable). Khi can thuc hién kiém tra mot host/dich vu nao d6
Nagios chi viéc goi plugin tuong tng va nhat két qua kiém tra tir chiing. Véi
thiét ké nhu thé nay, hé thong Nagios rat dé dang dugc mé rong va phat trién.
Bat ki mot thiét bi hay dich vu nao ciling co thé duoc gidm sat néu nhu viét
dugc plugin cho né. Hinh bén duéi cho ta thiy sy tvong quan gitta cac thanh

phan trong Nagios [4].

Nagios Process

Monitoring Logic

Monitoring Abstraction Layer

Hinh 2-2: So' d0 t6 chirc ciia Nagios
2.4.2 Cach thirc td chirc hoat dong

Nagios c6 5 cach thyc thi cac hanh dong kiém tra:
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2.4.2.1 Kiém tra dich vu truec tiép.

Dbi voi cac dich vu mang cé giao thire giao tiép qua mang nhu smtp,
http, ftp... Nagios c6 thé tién hanh kiém tra truc tiép mot dich vu xem no hoat
dong hay khong bang cach giri truy van két ndi dich vu dén server dich vu va
doi két qua tra vé. Céac plugins phuc vu kiém tra nay duoc dat ngay trén server
Nagios.
2.4.2.2 Chay cac plugin trén may & xa bing secure shell

Nagios server khong c6 cach ndo co thé truy cap truc tiép client dé theo
ddi nhimg thong tin nhu tinh trang st dung 0 dia, swap, tién trinh ... Pé lam
dugc viéc nay thi trén may dugc giam sat phai cai plugin cuc bg. Nagios s€
diéu khién cac plugin cuc bd trén client qua secure shell ssh bang plguin
check_by_ssh. Phuong phéap ndy yéu cau mét tai khoan truy cap host duoc

giam sat nhung né co thé thuc thi dugc tat ca cac plugin duoc cai trén host do.

2.4.2.3 B¢ thue thi plugin tir xa (NPRE- Nagios Remote Plugin Executor)

NRPE 1a mdt addon di kém vé1 Nagios. N6 trg giup viéc thuc thi cac
plugin dugc cai dat trén méy/thiét bi duoc giam sat. NRPE duogc cai trén cac
host duoc giam sat. Khi nhan dugc truy van tir Nagios server thi nd goi céac
plugin cuc bd phit hop trén host nay, thuc hién kiém tra va tra vé két qua cho
Nagios server. Phuong phép nay khong doi hoi tai khoan truy cap host dugc
giam sat nhu st dung ssh. Tuy nhién cling nhu ssh cac plugin phuc vu gidm
sat phai dugc cai dat trén host dugc giam sat. NRPE c6 thé thuc thi duoc tat
ca cac loai plugin giam sat. Nagios c6 thé diéu khién may cai NRPE kiém tra
cac thong ) phr:in cung, cac tai nguyén, tinh trang hoat dong cua may doé hoac
str dung NRPE dé thuc thi cac plugin yéu cau truy van dich vu mang dén mot
may thur 3 dé kiém tra hoat dong cua cac dich vu mang nhu http, ftp, mail...
2.4.2.4 Giam sat qua SNMP

C6t 151 cua giao thirc SNMP (SimpleNetwork Management Protocol) 1a
tap hop don gian cac hoat dong gitip nha quan tri mang c6 thé quan 1y, thay

doi trang thai thiét bi. Hién nay rat nhiéu thiét bi mang hd tro giao thirc
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SNMP nhu Switch, Router, may in, firewall ... Nagios cling c6 kha nang st
dung giao thire SNMP d¢é theo ddi trang thai cua céc client, cac thiét bi mang
c6 hd trg SNMP. Qua SNMP, Nagios c6 duoc thong tin vé tinh trang hién
thoi cua thiét bi. Vi du nhu véi SNMP, Nagios c6 thé biét dugc cac céng cua
Switch, Router c6 md hay khong, thoi gian Uptime (chay lién tuc) l1a bao

nhiéu...

2.4.2.5 NSCA (Nagios Service Check Acceptor)

Nagios dugc coi la mot phén mém rat manh vi n6 d& dang dugc mo
rong va két hop véi cac phan mém khac. N6 c6 thé tong hop thong tin tir cac
phan mém kiém tra cta hang th ba hodc céac tién trinh Nagios khac vé trang
thai ctia host/dich vu. Nhu thé Nagios khong can phai lap lich va chay cac
hanh dong kiém tra host/dich vu ma cac ung dung khac s€ thuc hi¢n diéu nay
va bao cdo thong tin vé cho né. Va cac ung dung kiém tra c6 thé tan dung
dugc kha ning rat manh cua Nagios 1a thong bao va tong hop bao cdo. Nagios
st dung cong cu NSCA dé gui cac két qua kiém tra tir tng dung cta ban vé
server Nagios. Cong cu nay giap cho thong tin giri trén mang dugc an toan

hon vi n6 dugc ma hoa va xac thuec.

Nagios
core logic

Nagios server

external
command
file

check_xyz check_by ssh check_nrpe snmp NSCA
(plugin) (plugin) (plugin) (plugin) (daemon)

.

e = s

> Y - <
: sshd nrpe snmpd send_nsca
[ Service J [ (daemon) M L (inetd) J [ (daemon) J [ (client) ]

~
check_xyz check_xyz result of
(plugin) (plugin) service check
A

client E client E client E _client E \_client E

Hinh 2-3: Cac cach thirc hién kiém tra
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Hinh trén cho ta céi nhin tong quan vé cac cach thurc kiém tra dich vu

v6i nagios. Co 5 client duoc giam sat bang 5 cach thirc khac nhau:

Client 1: Nagios st dung plugin ‘check xyz’ dugc cai dat ngay trén
server Nagios dé gui truy van kiém tra dich vu trén client (http, ftp, dns,

smtp...)

Client 2, 3: Nagios st dung cac plugin trung gian dé chay plugin
‘check xyz’ gidm sat dugc cai dat truc tiép trén client. (bdi vi ¢6 nhiing dich
vu khong c6 hd trg giao thirc trao d6i qua mang, vi du khi ban mudn kiém tra

dung luong 0 dia cting con trong trén client...)

Client 4: Kiém tra dich vu qua giao thirc snmp, nagios server s& si
dung plugin check snmp dé kiém tra cac dich vu trén client c6 hd trg giao
thire SNMP. Rat nhiéu thiét bi mang nhu Router, Switch, mdy in... ¢6 hd tro
giao thirc SNMP.

Client 5: Pay 1a phuong phap kiém tra bi dong. Nagios khong chii dong
kiém tra dich vu ma 1a client chit dong guri két qua kiém tra dich vu vé cho
Nagios thong qua plugin NSCA. Phuong phap nay dugc ap dung nhiéu trong
giam sat phan tan. Vi cac mang co6 quy md 16n, ngudi ta co thé dung nhiéu
server Nagios dé giam sat ting phan cua mang. Trong d6 c6 mdt server
Nagios trung tim thuc hién tong hop két qua tir cac server Nagios con thong

qua plugin NSCA.

2.5 Céau hinh nagios
2.5.1 Cac tép cAu hinh chwong trinh

Thu muc /ust/local/nagios/etc/

- Tép cau hinh chinh nagios.cfg. Thiét dat nhimg tiy chon chung nhat
ctia Nagios, tac dong dén cach thirc hoat dong ctia Nagios. Trong nagios.cfg
ban c6 thé khai bao duong dan cac tép cu hinh con lai, tép log, t&p dém ...
hodc bat tit cac tuy chon cdu hinh nhu cho phép thong bao, st dung 1€nh

ngoai tra, kiém tra bi dong, cach thuc log, cap nhat...
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- Tép cAu hinh tai nguyén resource.cfg. Cac tép tai nguyén ding dé luu
trlr cac nhan(macro) dugc dinh nghia bdi nguoi dung, va Iuu trit nhitng théng
tin nhay cdm (nhu mat khéu...), an v4i CGls. Ban c¢6 thé chi dinh mot hay
nhiéu tiy chon tép tai nguyén bang cach st dung chi thi resource file trong
tép cdu hinh chinh.

- Tép cAu hinh CGI cgi.cfg. Tép cdu hinh CGI chua tip cac chi thi anh
huong dén hoat dong cua CGIs va céch thirc hién thi thong tin trén giao dién

web.

2.5.2 Cac tép cAu hinh ddi twong

Thu muc /ust/local/nagios/etc/objects
Noi luu trit cac tép cau hinh ddi twong duoc giam sat va quan 1y trong
nagios. Cac tép dinh nghia dbi tuong duoc sur dung dé dinh nghia host, dich
vy, lién hé(contacts), nhom lién hé(contactgroups), 1€nh... day l1a noi dinh
nghia tat ca moi thtr ma ban mudn giam sat va cach ma ban giam sat chdng.
Ban c6 thé chi dinh mot hay nhiéu tép dinh nghia doi tuong béng st dung cac
chi thi cfg_file va cfg dir trong tép cau hinh chinh. Cac tép cau hinh sin co
la:
- Localhost.cfg  //dinh nghia cac may linux
- Contact.cfg  //dinh nghia nguoi dung
~ Printer.cfg  // dinh nghia cac may in
- Switch.cfg  // dinh nghia Switch
- Window.cfg // dinh nghia may window
- Command.cfg // dinh nghia cac Iénh
_ Template.cfy  //miu dinh nghia c6 san

- Timeperiods.cfg //dinh nghia cac chu ki thoi gian
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2.6 Cach thirc dinh nghia ddi twong trong cac tép ciu hinh ddi twong
Céc ddi twong (bao gdm host, dich vu, ngudi lién hé, 1énh, nhom, chu
ky thoi gian) ¢ thé duoc dinh nghia trong bat ki tép nao c6 dudi .cfg va khai
bao duong din trong tép cdu hinh chinh qua tuy chon cfg file. Tép
template.cfg di co san nhitng dinh nghia d6i twong chuan, cic dinh nghia ddi
tuong méi co thé ké thira khuén mau ctia dinh nghia chudn va c6 thé thay do6i
di mot sb tiy chon cho phu hop véi timg yéu cau sir dung [4].
2.6.1 Dinh nghia host
Host 12 mot trong nhitng d6i tuong co ban nhat duoc giam sat. Pac

diém cua host la:

- Host thuong 1a cac thiét bi vat Iy trén mang nhu server, workstation,

Router, Switch, printer...
- Host ¢6 dia chi x4ac dinh (IP hoac MAC).
- Host thuong co it nhat mot dich vu lién quan dén no.
_ Mot host ¢6 thé c6 mbi quan h¢ cha/con, phu thudc véi host khéc.

Khi dinh nghia ddi tuong host ban cé thé ké thira mau dinh nghia host
c6 trong tép template.cfg. Mau dinh nghia ndy co trong phan phu luc cubi tai
liéu. Tuy nhién v&i mdi host dugc dinh nghia méi thi c6 3 tuy chon bét bude
phai khai bao cho phu hgp. D6 1a tén host, bi danh va dia chi IP ctia host.

define host {

use linux-server //ké thira dinh nghia mau c6 sin

host_name

fedorall

alias 10

address 192.168.89.128 ... }
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2.6.2 Dinh nghia dich vu

binh nghia dich vu dung dé khai bao dich vu duogc giam sat chay trén
host. Dich vu ¢ day co thé hiéu 1a cac dich vu mang thyc sy nhu la POP,
SMTP, HTTP... hay 1a chi 1a mot s6 s liéu cta host nhu sb lugong nguoi
ding, 6 dia con trong... Céc tiiy chon dudi ddy 1a bat budc khi dinh nghia mot

dich vu méi.
define service {host_name linux-server service_des
cription check-disk-sdal
check_command check-disk!/dev/sdal
max_check attempts 5
check_interval 5
retry_interval 3
check_period 24x7
notification_interval 30
notification_period 24x7
notification_options w, c, r
contact_groups linux-admins}

Tuy nhién ciing gidng nhu dinh nghia host, néu str dung ké thtra tir dinh

nghia mau thi khi dinh nghia mot host méi chi can khai bao 4 tiy chon:
define service {
use generic-service
host_name linux-server
service_description check-disk-sdal

check_command check-disk! /dev/sdal}
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2.6.3 Dinh nghia I€nh
Tat ca cac hanh dong ciia Nagios nhu kiém tra host/dich vy, théng béo,
xu 1y su kién déu duoc thuc hién béng cach goi 1énh. T4t ca cac 1énh trong

Nagios déu duoc dinh nghia trong tép cau hinh commands.cfg.
Khuon dang cua moét 1€nh dugc dinh nghia:
define command {
command_name Tén 1énh
command_line Nguoi dung/script! Danh sach tham s}

2.6.4 Cac dinh nghia khac
Ngoai ra con cac dinh nghia khac nhu nhém host, nhém dich vy, nhoém

lién lac, chu ky thoi gian duoc gidi thiéu trong phan phy luc cua tai liu [4] ...

2.7 Cai diat phan mém nagios
2.7.1 Yéu ciu hé thong
Server: CPU duo core, RAM >= 1GB, HDD >=50 GB tuy theo nhu cau

luu lugng

OS: Windows, Linux, Unix. O day ta chon CentOS 6.10 64bit, vira nhe,

khong quan tAm lisence va tan dung cho cac cong tac hé thong khac.

Nagios core: Hién tai da c6 ban Nagios 4.3.4, nhung ta dung version

4.0.8 cho server vi tinh 6n dinh
Web: dung Apache2 hoac httpd
PHP, net-snmp: ban mai nhat

2.7.2 Cac g6i yéu cau truée khi cai dit Nagios

bam bao cac gobi sau dugc cai dat trudc tiép tuc cai Nagios:
Apache, PHP, GCC compiler, GD development libraries
Str dung 1énh:

yum install httpd php gcc glibc glibc-common gd gd-devel

Pham Quang Anh CT1901M 43



Giam sat hé thong mang voi Nagios D6 an tot nghiép

2.7.3 Tao thong tin tai khodn

Tao mdt tai khoan nguoi dung Nagios méi va dat mat khau
/usr/sbin/useradd —m nagios
Passwd nagios

Tao mot nhdém méi co6 tén la nagemd cho phép céac 1énh ngoai tra duoc
submit qua giao dién web. Thém tai khoan nguoi dung nagios va nguoi dung

apache vao nhom nay.
/usr/shin/groupadd nagcmd
/usr/shin/usermod -a -G nagcmd nagios
/usr/sbin/usermod -a -G nagcmd apache

2.7.4 Tai vé Nagios va Plugin

Tao thu muc dé luu trit ma nguén mé dowload
Mkdir /home/source
Cd /home/source

C6 thé vao website httpd://www.nagios.org/dowload/ dé tai vé phién
ban méi nhat cua Nagios va Plugin. Hodc thuc hién dowload phién ban

Nagios 4.0.8 va Nagios Plugin 2.0.3 bang 1énh [2]:

Wogethttpd://osdn.dl.sourceforge.net/sourceforge/nagios/nagios-
4.0.8.tar.gz

Wogethttpd://osdn.dl.sourceforge.net/sourceforge/nagiosplug/nagios-

plugins-2.0.3.tar.gz

2.7.5 Bién dich va cai dat Nagios
Giai nén ma nguodn Nagios
Cd /home/source

tar xzf nagios-4.0.8.tar.gz

Pham Quang Anh CT1901M 44



Giam sat hé thong mang voi Nagios D6 an tot nghiép

cd nagios-4.0.8

chay script cau hinh, véi tham s 13 tén ciia nhém vira tao
Jconfigure --with-command-group=nagcmd

Bién dich ma ngudn Nagios:

make all

Cai dat nhi phan, script khoi tao, tép cAu hinh miu va dat quyén trén

thu muc 1énh ngoai tra (external command).

2.7.6

make install

make install-init

make install-config

make install-commandmode

Tuy chinh cAu hinh
Tép cau hinh mau duoc dat trong thu muc /usr/local/nagios/etc.

Mo tép cau hinh /usr/local/etc/objects/contacts.cfg

Thay doi dia chi email trong phan nagiosadmin thanh dia chi email cua

nguoi s€ nhan canh bao cac nguy co cia mang tir Nagios

Hinh 2-4: Thay d6i email trong nagiosadmin
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2.1.7

Céu hinh giao dién web

Cai dit tép cAu hinh mau cua Nagios vao thu myc conf.d ctia apache
Make install-webconf

Tao tai khoan nagiosadmin dé didng nhap vao Nagios qua giao dién

web. Dit mat khau:

2.7.8

2.7.9

thong.

htpasswd -c /usr/local/nagios/etc/htpasswd.users nagiosadmin
Khaoi dong lai Apache
service httpd restart

Bién dich va cai dat cac Nagios Plugin

Giai nén mi ngudn Nagios plugins.

Cd /home/source

tar xzf nagios-plugins-1.4.11.tar.gz

cd nagios-plugins-1.4.11

Cai dat

Jconfigure --with-nagios-user=nagios --with-nagios-group=nagios
make

make install

Khéi dong Nagios

Thém nagios vao danh siach cac dich vu ty dong kho1 dong voi hé

chkconfig --add nagios
chkconfig nagios on
Kiém tra file cAu hinh Nagios

/usr/local/nagios/bin/nagios -v /usr/local/nagios/etc/nagios.cfg
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r commands. ..

Hinh 2-5: Kiém tra 16i

Néu khong c6 15i xay ra, khoi dong nagios
service nagios start

Dit selinux ¢ kiéu permissive

setenforce O

Tat tuong lira

service iptables stop

truy cap nagios: http://ip_hodc_tén mién/nagios
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Nagios

General
Home
Documentation
Current Status
Tactical Overview
Map

D6 an tot nghiép

Nagios &
Core”

+ Daemon running with PID 2679

Nagios® Core™
Version 4.0.8

August 12, 2014
Check for updates

A new version of Nagios Core is available!

Visit nagios org to download Nagios 4.4.5.

Hosts
Services
Host Groups
Summary
Grid
Service Groups
Summary
Grid
Problems
Senvices (Unhandled)
Hosts (Unhandled)
Network Qutages
Quick Search: -
Easy Configuration
Advanced Reporting
Reports
Availability |“d
Trends — e
Alerts
History Get Started
E‘“s”w";a,, « Start monitoring your inlraslmc(u_re
Notifications * Change the \nnk_and feel of Nagios
Event Log « Extend Nagios with hundreds of
addons
System + Get support
+ Get training
Comments + Get certified
Downtime

Process Info
Performance Info
Scheduling Queue
Configuration

Latest News

« Nagios Update: XI 5.6.6
« Nagios Update: XI 5.6.5
+ Nagios Update: XI 5.6.4
+ More news

Nagios Log Server

Monitor and analyze
logs from anywhere
 Download
_— ==

Real-time netflow and
bandwidth analysis

Quick Links

Nagios Library (tutorials and docs)
Nagios Labs (development blog)
Nagios Exchange (plugins and
addons)

Nagios Support (tech support)
Nagios com (company)

Nagios org (project)

E Get starte...

>

MALICH

COR._

Don't Miss...

= Monitoring Log Data with Nagios - Nagios Log Server can handle all log data
in one central location

Can Nagios monitor netflow? - Yes! Nagios Network Analyzer can take in a
variety of flow data. Learn More

Nagios XI 5 Available Now! - Easier configuration, Advanced Reporting
Download Today!

Hinh 2-6: Khéi dong nagios

+

® Not secure

2.168.89.128,

Current Network Status
Last Updated: Mon Nov 11 23:04:35 PST 2013
Updated every 90 second

Host Status Totals
Up Down Unreachable Pen

Nagios

Service Status Totals
Ok Warning Unknown Critical Pending

EEEC o o

] W o Ao

General

Nagios® Core™ 4.0.8 - wwwrnagios org
Logged in as raglossdmin All Problems_All Types
lome

H View Service Status Detail For All Host Groups
Documentation

View Status Overview For All Host Groups
View Status Summary For All Host Groups

Current Status. View Stalus Grid For All Host Groups

Tactical Overview
Map

Hosts

Services

Host Groups
Summary

100 v

Limit Resuls:

Host *# status * Last Check *#

All Problems

Host Status Details For All Host Groups

Duration *# Status Information

client

5. oown
5w

11-11-2019 23:03:15
11-11-2019 22:59.43

Grid
Service Groups
Summary
Grid
Problems
Services
(Unhandled)
Hosts (Unhandled)
Network Qutages
Quick Search:

localhost

Results 1- 2 of 2 Matching Hosts

3d 18h 21m 505
3d 18h 42m 10s

PING CRITICAL - Packet loss = 100%
FING OK - Packet loss = 0%, RTA = 0.09 ms

Hinh 2-7: Kiém tra host monitor

+

@ Not secure | 192.168.89.128,

Current Network Status
Last Updated: Mon Nov 11 23:03:24 PST 2019
Updated every 90 seconds

Host Status Totals
Up Down Unreachable Pending

Nagios’

Service Status Totals
Ok Wamning Unknown Critical Pending

EEN o o]

Bl o | e

Nagios® Core™ 40,8 - wrinagios.org
n

General Logged in as nagiosadmi All Problems Al Types
Home View History For all hosts
Documentation View Nofificalions For All Hosts

View Host Status Detail For All Hosts
Current Status.

Tactical Overview
Map

ANl Problems Al Types

Service Status Details For All Hosts

Entries sorled by host name (descending)

gzrs;:lies Limit Results: | 100 *
Host Groups Host *#  service *# status *%  Last Check *# Duration *%  Attempt ##  Status
Summary localhost Current Load [BK ] 11-11-2019 230128 3d 18h 40m 595 14 OK - Ioad average: 0.01, 0.09, 0.13
Sewi:e Groups Cument Users [ 12019225645 3d18h40m21s 14 USERS OK - 3 users currently logged in
Summary HTTP PR [WaRNING | 1112019225043 0dOnS3mdts a4 HTTP WARNING: HTTP/1.1 403 Forbidden - 5158 byles in 0.002 second response fime
Grid PING 1-1:201923:0042  3d 18h 39m 6s " PING K - Packet loss = 0% RTA = 0.08 ms
Pr%be‘fv"‘lzs Root Partition OK. 11-11-2019 23:01:41 3d 18h 38m 293 4 DISK OK - free space: / 14134 MB (84% inode=90%)
(Unhandied) SSH = [ox H-41:201923:0041  3d18h3TmSls 44 SSH OK - OpenSSH_5 3 iprotocol 2.0)
Hosts (Unhandled) Swap Usage oK 1112019230245 3d 18h 37m 14s 14 SWAP OK - 100% free (2047 ME out of 2047 MB)
N Nf:"“mho“'ages Total Processes oK 11.11-2019 23:02:06 3d18h36m3ss 14 PROGS OK: 174 processes with STATE = RSZDT

Hinh 2-8: Trang thai giam sat service
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CHUONG 3: UNG DUNG THUC NGHIEM
3.1 Phat biéu bai toan
M6 phong hé thng giam sat cho cong ty Datatech bao gdm céc vin
phong, cac day chuyén san xuét, phong thi nghiém... Tt ca cac phong déu
duoc trang bi cac h¢ théng may tinh phuc vu cong vi¢c san xuét. Yéu cau cai
dit server giam sat tu dong cac may tinh, tai nguyén hoat dong. Khi gip su cb

hé thong s& tu dong thong bao dén cac quan trj vién bang email.

3.2 Cai dit trién khai

=5 I3 J

PC-PT F'C-PT F'C-F'T PC‘PT

Smtchﬂ
; 1 : ;
Serv BB domain

Server
D ; controller

“—
]

4

— 4
\

Hinh 3-1: M6 hinh hé thong giam sat Nagios
3.2.1 Giéi thi€éu va giai thich mo hinh
So dd nay gidi thiéu cach thirc hoat dong cua hé thong giam sat Nagios
Vung Internal: Domain Controller s¢ dong vai tro xay dung cac User-
Group dugc st dung trong cong ty noi day cling 13 noi trién khai cong viéc
dén cac may Client. Cac may clinet s& phai ding nhap vao Domain dé lay

User st dung lam viéc trong cong ty.
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Vung DMZ: Vung nay chira cac server st dung cho cong ty nhu Web
Server (Website cua cong ty), FTP Server (luu trir cac file tai li¢u), Mail
Server (mail ndi bo cong ty). Pé giam sat cac may Server chung ta s& sir dung

mot hé thong giam sat Nagios.

Ving Internet: La ving cung cdp dich vu Internet cho ngudi st dung
trong cong ty.
3.2.2 Trién khai h¢ thong thuc nghiém

Hé théng Nagios bat dau dugc cai dit va gidm sat nhing dich vu dau
tién vao ngay 29/11/2019 trén server cd dia chi mang 1a 192.168.89.128. bia
chi truy cap vao hé théng 1a http://192.168.89.128/nagios. V&i muc dich thir

nghiém viéc gidm sat theo ddi cac thiét bi, may tinh cua cong ty va gui két

qua vé cho server c6 dia chi 1a 192.168.89.128.

Céc thanh phan hé théng mang bao gom:

STT | Hostname | IP (ON) NOTE

1. Nagiossver | 192.168.89.128 Centos 6.10 |May chu gidm sat
thiét bi mang
chuong trinh Ung
dung, tai nguyén cac
may server khac

2. Mail server | 192.168.89.137 | Centos 6.10 | Thong bao tinh trang
cac dich wvu cua
nagios server qua
mail cho nguoi dung

3. Web server | 192.168.89.138 Windows May chu dich vu web
Server 2008 | trén server

4, Client 192.168.89.134,... | Windows 7 | Cac may tinh cong ty

X4y dung kich ban giam sat cac thiét bi, may tinh cta cong ty va thong
bao vé may chii nagios server gdom: 2 may chi chay hé diéu hanh server linux
(Centos 6.10) va cic may tinh dwgc giam sat chay trén hé diéu hanh

window?.

a). Giam sat trang thai mot sb host
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Trang thai hoat dong cta host
Trang thai hoat dong cua services
b). Giam sat viéc str dung tai nguyén cac may window

CPU sb lugng processes trong hang doi hay theo % sir dung CPU cua

hosts

RAM: Cho biét dung luong téng va dung luong st dung

Disk: Cho biét dung luong tong va di sir dung.

c¢). Canh bao

Canh bdo trang thai: Vi du may clinet bi down bat thuong, hay su )
ngoai y mudn

Canh bao dich vu: Services bj tat hay thay doi trang thai

3.3 Théng ké tinh trang hoat dong ciia mot sé host/dich vu

Duéi day l1a nhitng s6 litu ghi lai duoc vé tinh trang hoat dong, do on

dinh cua mot so dich vu.

3.3.1 Server mail
3.3.1.1 Host mail

Bang thong tin trang thai va cac thiét bi dit cho giam sat server mail

192.168.89.137
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Current Status:
Status Information:
Performance Data:

Current Attempt: 1/4 (HARD state)
Last Check Time: 12-03-2019 18:56:20
Check Type: ACTIVE

Check Latency / Duration: 0.000/0.009 seconds
12-03-2019 19:01:20

Next Scheduled Check:
Last State Change:
Last Notification:

11-29-2019 03:13:20
N/A (notification 0)

@ (for 4d 15h 47m 45s)
OK - load average: 0.00, 0.02, 0.06
load1=0.000;5.000;10.000;0; load5=0.020;4.000;6.000;0; load15=0.060;3.000;4.000;0;

Is This Service Flapping? (0.00% state change)

In Scheduled Downtime?

Last Update:

Active Checks:
Passive Checks:
Obsessing:
Notifications:
Event Handler:
Flap Detection:

12-03-2019 19:00:58 { 0d Oh Om 7s ago)

Hinh 3-2: Thong tin mail server

Tir bang trén ta co6 dugc cac thong tin co ban vé trang thai host mail

(server mail). Host mail dang & trang thai UP, lan kiém tra cubi cung cach day

bao 1au, loai kiém tra (ACTIVE), host khong bi flapping hay khong, khong

duoc 1ap lich downtime. Tét ca cac tinh nang déu dugc ENABLED.

Hinh trén 13 bang thong ké trang thai ctia host mail tir 11-29-2019 dén

12-03-2019. Tur bang nay cho thay host mail & trang thai UP(hoat dong) lién

tuc trong quang thoi gian dugc gidm soat

client C:\ Drive Space [ oK 12-09-2019 01:25:40
CPU Load oK 12-09-2019 01:26:55
Explorer oK 12-08-2019 01:2810

12-08-2019 23:37:19

Memory Usage 0K

OK 12-08-2019 23:38:33

NSClient++ Version

Uptime OK 12-08-2019 23:39:49
W3sSVC CRITICAL 12-08-2019 23:37:04
localhost Current Load OK 12-09-2019 01:26:05
Current Users oK 12-09-2019 01:27:20
HTTP WARNING 12-09-2019 01:28:35
PING OK 12-09-2019 01:24:28
Root Partition OK 12-09-2019 01:26:21
S5H 0K 12-09-2019 01:26:17
Swap Usage OK 12-09-2019 01:26:59

Total Processes OK 12-09-2019 01:26:30

0d 2h 15m 36s
0d 2h 14m 21s
0d 2h 13m 55
0d 2h 21m 315
0d 2h 20m 37s
0d 2h 19m 215
5d 20h 33m 44s
5d 20h 55m 34s
5d 20h 24m 565
2d 3h 3m 165
od 20h 53m 41s
5d 20h 53m 4=
5d 20h 52m 26s
5d 20h 51m 493
5d 20h 51m 11s

. Khong ¢6 su ¢6 nao voi host mail.

«c: - lotal 40 00 Gb - used: 7 43 Gb (19%) - free 32 57 Gb (81%)

CPU Load 1% (5 min average)

explorer exe: Running

Memory usage: total:1535.51 MB - used: 352.39 MB (23%) - free: 1183.12 MB (77%)
NSClient++ 04,190 2013-02-04

System Uptime - 0 day(s) 0 hour(s) 33 minute(s)

W3SVG: Mot found

OK - load average: 0.35, 0.15, 0.05

USERS QK - 2 users currently logged in

HTTP WARNING: HTTP/1.1 403 Forbidden - 5159 bytes in 0.004 second response time
PING OK - Packet loss = 0%, RTA=0.04 ms

DISK OK - free space: / 14002 MB (23% inode=90%)

SSH 0K - OpenS5H_S.3 (protocal 2.0)

SWAP OK - 100% free (2047 ME out of 2047 ME)

PROCS OK: 175 processes with STATE = RSZ0T

Hinh 3-3: Mt s6 host dwoc mail server kiém soat

Bang nay cung cap thong tin cac may tinh window va linux, trang thai

hién thoi, lan kiém tra cuoi...
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3.3.2 Giam sat may tinh linux
Céac dich vu di trién khai thir nghiém trén may st dung hé diéu hanh
linux 13 tinh trang st dung luot tai, gidm sat tong sé trinh dang chay, s6 ngudi

dung hién thoi dang sir dung cac dich vu dang chay.

localhost Current Load

Current Users

CK 12-08-2019 05:20:27 &d Oh 50m 365 pIe OK - load average: 0.39, 0.32, 0.14
oK 12-09-2019 05:21:42 6d Oh 49m 585 14 USERS OK - 2 users currently logged in

HTTP WARNING 12-09-2019 05:22:57 2d 7h 3m 18s 44 HTTP WARNING: HTTP/1.1 403 Forbidden - 5159 bytes in 0 002 second response fime
PING CK 12-08-2019 05:23:26 6d Oh 48m 43s. 4 PING OK - Packet loss = 0%, RTA=0.08 ms

Root Partition oK 12-09-2019 05:19:28 &d Oh 43m 63 14 DISK OK - free space: / 14002 MB (83% inode=90%)

S5H OK 12-09-2019 05:22:23 6d Oh 47m 285 104 SSH OK - OpenSSH_5.3 (protocol 2.0)

Swap Usage CK 12-08-2019 05:21:57 6d Oh 46m 51s. pIe SWAP OK - 100% free (2047 MB out of 2047 MB)

oK 12-09-2019 05:20:52 6d Oh 46m 133 14 PROCS OK: 175 processes with STATE = RSZDT

|| o R
88 A

Total Processes

Hinh 3-4: Cac dich vu dwgc giam sat trén may linux
Pay 1a s6 liéu trén hinh 3.4 ghi lai hoat dong cuia may linux trén server
mail trong thang 12-2019. Ghi lai cac trang thai dimg hoat dong, khoi phuc,
canh bdo, khong xac dinh cua dich vu (UP, DOWN, UNREACHABLE,
INDETERMINATE) cua dich vu. Cot doc 1a cac trang thai, cot ngang la thoi

gian. Bén phai 1a théng ké céc trang thai theo phan tram.

State History For Host "localhost”
Mon Dec 2 05:28:1d4 2019 to Mon Dec 9 05:29:14 2019

Up : i = Up T (L00,000%) 7d Oh Om Os

D D rC0L000EY Od Oh Om Oz
Unreachable Unreachable @ C0.000E) Od Oh Om Os
Indeterminate Indeterminate: (0.0008) Od Oh Om O

oy o o Mo O

= = = o o

p=3 f=3 = o

o~ I (2] [ o |

= o o ol

o = e ol o

oy o = o o

o o Y mey ol

['w) =3 = [ Lo i Ty ]

=3 & 2 d 2

™l = - oo M

o o o (A&

LT L L) LR TR T

[=] [=] [=] oo o

= =3 - L ©

o LT} T >3 O

= = o wIn =

Hinh 3-5: S6 liéu hoat ddng ciia may linux
Ttr s6 lidu trén hinh 3-5 chung ta c6 thé thay trong thang 12-2019, may
tinh linux cta ching ta str dung rat 6n dinh khong ngay nao bi DOWN. Pay 1a
s6 lidu ngay 02/12/2019 dén 09/12/2019.

3.3.2.1 Mt s6 dich vu dugc ding trén may linux
a). Dich vu PING

Pham Quang Anh CT1901M 53



Giam sat hé thong mang v6i Nagios Db an t6t nghiép

State History For Serwice "PING” On Host “localhost”
Mon Dec 16 O1:22:040 2049 to Tue Dec 17 01:22:01 2019

Ok Ok toA00,000%) 1d Oh Om Oz
Warning Warning T0000EY 0d Oh Om Os
Unknawn Unknowr DOLOL0008) Od Oh om Os

Critical Critical D0 000EY Od Oh Om Os

Indeterminate Indeterminate: (0,000%) 0d Oh Om O
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] = L
- — —
3] o [ER A SR £}
o i} o @ DD
[=1 (=1 o ooo
c = [ T T T}
] I} g 3 33
= = =

Hinh 3-6: Tinh trang hoat dong ciia PING
bay la sb licu ghi lai hoat dong cua dich vu PING tir ngay 16/12/2019-
17/12/2019. Ghi lai cac trang thai dung hoat dong, khoi phuc, canh béo,
khong xac dinh cua dich vu (OK, WARNING, CRITICAL, UNKNOWN) cua
dich vu. Cot ngang la cac trang thai, cdt doc 1a thoi gian. Bén phai théng ké
céc trang thai theo phan tram.
Nguén dif liéu: G6i bi mat L e JESN

Packets lost

128
108
a0
a0
40
20

Packets lost

27:40 23:00 23:20 23:40 00:00 00:20 00:40 01:00 01:20 01:40 02:00 02:20
[ Packets Lost 0 % Last 0 % Max 0 % Average

O wWarning 20%

B Critical 6A%

Hinh 3-7: Biéu d6 dich vu PING
Qua biéu d6 nay nham gitp ching ta biét duoc mang khong bi xam
nhap va cac goi dugc tra lai cho ngudi gui mot cach an toan. TAt ca moi tht

hién tai van dang trong tinh trang duoc kiém soat.

b). Dich vu HTTP (server web)
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State History For Service "HTTP' On Host “localhost”
Sun Dec & 05:96:43 2019 to Mon Dec 9 03:96:43 2019

Ok A Ok T C0L000ED Od Oh om0z
Warning Warning T (400000 1d Oh Om Os
Unkrown Urikniown D (0L000E) Od Oh Om O3

Critical Critical POO0L000E) Od Oh Om O
Indeterminate Indeterminate: (000082 Od oh Om Os
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- - - — - -

=3 =3 =3 == =3 =3

od od od [ ] o [}

o Il o e o o

Lo oo = = - oWy Lo

oo (=31 [l = uwn oo
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Hinh 3-8: Tinh trang hoat dong cia HTTP
Pay 1a s6 liéu cua dich vu HTTP ¢6 thé do qué nhiéu luot truy cip vao

server web nén da gdp phai tinh trang Warning.

Response Times localhost / HTTP

05:00 05:20 05:40 06:00 0F:20 0F:40 07:00 67:20 07:40 03:00 03:20 08:40
W time 0.00 s Last 0.00 s Max 0.00 s Average

e F

4 p 44 44 »l

Hinh 3-9: Biéu d6 HTTP
Nhu chiing ta quan sat biéu dd c6 thé do dich vu cia HTTP khong 6n
dinh 1én da dan dén tinh trang Warning. Thong béo tinh trang dich vu HTTP
dang & trang thai nguy hiém dugc giri dén cho ngudi quan tri qua email.

Khuon dang thong bao c6 dang kiéu nhu sau:
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2 NEgiDS 2

Motification Type: PROBLEM

Service: HTTP

Host: localhost
Address: 192.168.89.128
State: WARNING

Date/Time: Sun Dec 19 22:08:48 PST 2019
Hinh 3-10: N¢i dung email canh bao dich vu HTTP dang WARNING
¢). Dich vu SSH
O phan nay chung ta s& thuc hién phan canh bao dich vu SSH thay d6i
trang thai.

State History For Serwice "PINGT On Host "localhost”
Mon Dec 18 ol:22:01 2019 to Tue Dec 17 0l:22:01 2019

Ok Ok Do0d00, 0008 1d oh On Os
Warning Warning r (00008 Od Oh Om Os
Urikrowr Unknizut ro0 0008 O0d Oh Om Oz

Critical Critical ro0 0008 Ood Oh Om Os

Indeterminate Indeterminate: (0,000 0d Oh Om Os

Mon Dec 16 0l:22:01 2019
Mok Dec 16 20:06:23 2019
Mon Dec 16 23:11:17 2019
Tue Dec 17 G000 2019
Tue Dec 17 004711 2019
Tue Dec 17 01:22:01 2019

Hinh 3-11: Tinh trang hoat dong SSH dang 6n dinh
O hinh 3.11 c6 thé thay dich vu SSH dang hoat dong binh thudng tir
16:01° ngay 16/12/2019 — 01:22° ngay 17/12/2019. Bay gi¢ chung ta s€ thuc
hién can thiép vao SSH béng cau I€nh: ’service sshd stop’ dé dung dich vu lai.

State History For Service "35HT On Host “localhost”
Tue Dec 17 01:18:32 2019 to Tue Dec 17 01:50:26 2019

0k 0k t (4764952 0d Oh 18m 12z
Warning Warning D 0L000EY Od Ok Om Oz
Urknicun Unknour ToO0L000EY Od Oh Om Oz

Critical Critical 1 082.35180 Od oh 16m 42s

Indeterminate Indeterminate: (0.000%) Od Oh Om Os

Tue Dec 17 01:15:32 2019
Tue Dec 17 01:35:44 2019
Tue Dec 17 01:90:26 2019

Hinh 3-12: Dich vu SSH bi tit
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Khi ching ta can thiép dimg dich vu SSH s& hién nén khoang tréng
mau do6 thé hién tinh trang Critical, déng thuc email s€ gtri dén quan tri vién
vé tinh trang dich vu SSH bi thay ddi dot ngot.

Motification Type: PROBLEM

Service: S5H

Host: localhost
Address: 192.168.89.128
State: CRITICAL

Date/Time: Tue Dec 17 1:55:48 PST 2819
Hinh 3-13: N§i dung email canh bao dich vu SSH dang CRITICAL
Hinh chup 1 s6 canh bdo dugc dua ra va duogc ghi lai trong tép log.
Canh bao OK la ghi nhan dich vu tr¢ lai hoat dong. Canh bao hinh
CRITICAL la dich vu dirng hoat dong.

Service Log Entries:
[ View full log entries |

Event Start Time Event End Time Event Duration Event/State Type Event/State Information
11-11-2019 00:00:00 11-11-2019 04:30:38 0d 4h 30m 385 SERVICE OK (HARD) SSH OK - OpenSSH_5.3 (protocol 2.0)
12-17-2019 00:00:00 12-17-2019 00:47:11 0d Oh 47m 115 SERVICE OK (HARD) SSH OK - OpenSSH_5.3 (protocol 2.0)

12-17-2019 01:33:44 12-17-2019 02:11:17 0d 0h 37m 335+ SERVICE CRITICAL (HARD) connect to address 127.0.0.1 and port 22 Connection refused

Hinh 3-14: Log thdéng bao
3.3.3 Giam sat may tinh window server 2k8
Céc dich vu da trién khai thir nghiém trén may st dung hé diéu hanh
Window server 2k8 1a tinh trang sir dung CPU, 6 dia cing, RAM, giam sat

hoat dong cac tién trinh, cac dich vu dang chay.

web server C:\ Drive Space - [OK 01-05-2020 04:26:09 0d Oh 9m 395 3 ¢ - total: 40.00 Gb - used: 7.23 Gb (18%) - free 32.77 Gb (82%)
CPU Load oK 01-05-2020 04:29:27 0d Oh 6m 213 13 ‘CPU Load 2% (5 min average)
Explorer OK 01-05-2020 04:33:58 0d Oh 1m 50s 113 explorer exe: Running
HTTP ¢ WARNING 01-05-2020 04:27:18 0d Oh 8m 325 303 HTTP WARMING: HTTPf1.1 404 Not Found - 482 bytes in 0 014 second respoense time
Memory Usage OK 01-05-2020 04:32:34 0d Oh 3m 14s w3 Memory usage: total 1503 28 MB - used: 384 27 MB (26%) - free: 1118.99 ME (74%)
Uptime i oK 01-05-2020 04:33:53  0d Oh 11m 55 3 System Uptime - 0 day(s) 0 hour(s) 10 minute(s)
W3sVC Q E OK 01-05-2020 04:29:11 0d Oh 8m 37s w3 W3SVC: Starled

Hinh 3-15: Cac dich vu dwgc giam sat trén window server 2k8
3.3.3.1 Mt s dich vu dwoc sir dung giam sat

a). Tai nguyén 0 cing
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Pay 1a s6 lidu cua 6 dia ctng trén thiét bi window tir ngay 04/01/2020
dén 05/01/2020. Trong d6 chi ghi nhan mdt 1an 6 dia ctng khong dung dugc
tir 0336’ dén 04h28’ ngay 05/01/2020.

State History For Serwice “Cih Drive Space” On Host “web serwver”
Sat Jan 4 0d4:28:02 2020 to Sun Jan 5 04:28:52 2020

k. Ok T 099,309 0d 23h Som 3=
Warning Warning D 000y od oh oom Os
Unkricur Urkniown D 0000 Od Ok Om Os

Critical Critical T 0.651E) Od Ok 9m 57=

Indeterminate Indeterminates (0.0008) Od Oh Om Os

Sat Jan 4 04:253:52 2020
Sun Jan 5 02:13:42 2020
Sun Jan 5 03:36:d41 2020
Sun Jan 9 04:28:52 2020

Hinh 3-16: Dién bién hoat dong ciia 6 cirng

Event History For Serwice "Ci% Drive Space” On Host ‘client”
Wed Dec 15 00:27:14 2019 to Thu Dec 19 00:27:14 2019

EVENT TYPE MIN  MAx SUM AMG
9 Recovery (Ok): [ 1 z 0,02
a8 Warning: o o 00,00
2 7 Unknoun s o0 e o0
2 & Critical: o 1z o002
% 5
& 4
€
=] 3
=
2
1
: A AA
k=3 k=3 k=3 k=3 k=3 k=3 E=3 k=3 k=3 k=3 k=3 k=3 k=3 k=3 k=3 k=3 k=3 k=3 E=3 k=3 k=3 k=3 k=3 k=3 k=3
B O A
k=3 E=3 E=3 E=3 k=3 =3 E=3 k=3 k=3 k=3 - - - - - - - - — - o (3] [aY) (o] k=3

Hinh 3-17: Biéu dd sir dung 6 cirng

2
A

Trén hinh 3.17 chung ta c6 thé thdy mau xanh 13 khoang thoi gian 6
clmg sir dung binh thuong c6 mau xanh con mau do6 chi dinh 6 cimg dang co

van de.

b.) Tai nguyén RAM
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State History For Service “Memory Usage” On Host “web server”
Sat Jan 4 04531036 2020 to Sun Jan D 0431536 2020

Ok, k. T (95,6525 0d 23h dim 1s
Warning - Warning D C0L000E) Od Oh Om Oz
Unknown FT Unknown T0L000EY Od Ok Om Oz
Critical Critical t 1.3188) 0d Oh 18m 593

Indeterminate Indeterminate: (0.000%) Od Oh Om Os
= p=4 L=
[ () [ ]
= p=3 L=
(] (=] LY |
o o =
b wooE g
- o W
= () Ll
k=3 k=3 L= =1
= ['y] o
= = =
] i i i
= = = =
E= = = =
I =3 =3 =
ol ol oWy

Hinh 3-18: Dién bién hoat dong ciia RAM
Pay 1a s6 liéu cia RAM trén thiét bi window tir ngay 04/01/2020 dén
05/01/2020. Trong d6 chi ghi nhan mot 1an RAM khong ding dugc tir 03h36’
dén 04h31’ ngay 05/01/2020.

Datasource: Memory usage ﬂ‘ i @ 5;'\
web server / Memory Usage
508
400
o 300
208
1lo8
i}
01:08 81:20 01:40 @2:00 ©2:20 ©62:40 03:00 03:20 03:40 04:00 O4:20 O4:40
O Memory _usage 307.2711 MB Last 464.9611 ME Max 329.5725 MEB Average
O Warning 1282.61
B Critical 1352.94
Default Template
Command check_nt

Hinh 3-19: Biéu d6 sir dung RAM
Dua vao biéu dd trén chiing ta c¢6 thé quan sat duoc thong so sir dung

RAM cua may window 464MB/2GB
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State History For Serwice ‘Memory Usage” On Host “web server”
Sun Jan 5 0d4:13:01 2020 to Sun Jan 5 0d:19:d41 2020

k. k. T (0000 Od Oh Om O
Warning Warning r (0L0O0EY Gd Oh Gm O
Unknown Unknown TO0L000ED O Oh Om Os
Critical Critical r (A00.000E) Od Oh &n d0s

Indeterminate Indeterminate: (0.0008) Od Oh Om 0=

Sun Jan 5 04313001 2020
Sub Jan 5 04:19:41 2020

Hinh 3-20: RAM dang bi qua tai
Pay la khoang thoi gian may tinh dang hoat dong lién tiép nhiéu gio va
¢4 nhiéu chu trinh & trang thai chd s& dan dén tinh trang RAM bi qua tai.
DPong thoi khi RAM bi qua tai chiing ta s& duoc nhan 1 email thong bao dén
quan trj vién dé kiém soat.

L Nagiqu g

Service: Memory Usage
Motification Type: PROBLEM
Host: web server

Address: 192.168.89.138
State: CRITICAL

Date/Time: Sat Jan 5 84:33:89 PST 26286

Hinh 3-21: Email canh bao RAM dang qua tai
c). Tai nguyén CPU

State History For Serwice "CPU Load” On Host “web serwver”
Sat Jan 4 04:24:55 2020 to Sun Jan 5 0d4:24:55 2020

Ok Ok T099.6208) 0d 23h Sd4m 325
Warning Warning s (0L000E) Od Oh om Og
Urknown Urik.ruonae T C0L000EY Od Oh Om Oz
Critical Critical T C0.3E0EY 0d Oh Sm o 28z
Indeterminate Indeterminate: (0.000%) Od Oh Om Os

Sat Jan 4 0d:24:55 2020
Sun Jan 5 02il3idz 2020
Sun Jan B 03:36:41 2020
Sun Jan 5 0d:24:55 2020

Hinh 3-22: Dién bién hoat dong ciia CPU

Pham Quang Anh_CT1901M 60



Giam sat hé thong mang voi Nagios D6 an tot nghiép

Pay 1a sb liéu cua CPU trén thiét bi window tir ngay 04/01/2019 dén
05/01/2020. Trong d6 chi ghi nhan mot 1an CPU khong dung duoc tir 03h36°
dén 04h24’ ngay 05/01/2020.

Datasource: 5 min avg Load ""4"”' ] ¥

web server / CPU Load

128
108
a0
L7 a0
40
20

01:00 01:20 01:40 @2:00 @2:20 02:40 ©03:00 ©03:20 03:40 04:00 04:20 04:40
O5 min_avg_Load 90.0000 m% Last 3000.0000 m% Max 985.2941 m% Average

O wWarning 8@

B Critical 90

Default Template
Command check_nt

Hinh 3-23: Biéu dé sit dung CPU
Theo ddi CPU cuia may, quan tri vién s& duoc nhin canh bao dén email
CRITICAL néu CPU qua tai 5 phat 80% tré' nén hoic WARNING néu CPU
hoat dong dén 70%.

Service: CPU

Motification Type: PROBLEM
Host: web server

Address: 192.168.89.138
State: CRITICAL

Date/Time: Sat Jan 5 B84:24:17 PST 2626
Hinh 3-24: Email vé tinh trang CPU
d.) Canh béo sy cb
Tir nhiing thong tin trén chiing ta c6 thé thdy ngay 05/01/2020 may tinh
window server 2k8 ctia chiing ta di gip su cb bi down trang thai s& duoc gui

dén cho ngudi quan tri email. Khudn dang thong bao c6 dang kicéu nhu sau:
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Motification Type: PROBLEM

Host: web server
Address: 192.168.89.138
State: DOWN

Date/Time: Sat Jan 5 84:35:22 PST 26286

Hinh 3-25: N§i dung email
3.3.4 Mot s6 nhan dinh vé Nagios

Mon Dec 2 09:03:51 2019 to Mon Dec 9 09:03:51 2019

Up

Dawn

Up D L00.0008Y 7d Oh On Oz
Oown 200008 0d Oh Om O
Unreachable @ (00008 Od Ok On Og
Indeterminate: (0.0008) 0d Oh Om O

Unreachable

Indeterminate

& T o] T T
- - - e e
o = = oo oD
[N ] o] IS RS
- o o] N,
1] 1 = IR 'y
o] ) ju) Q- w0
o 3] Iy] O
[ay] = o T 10
=) ] =] —An oo
[t + I~ 0w d
o 8] 4] (A A ]
] L] 1] LI TR TRy T]
] m] ] oo oo
= o + CL CC
] L] m I og
= = 5] v EE

Hinh 3-26: Tinh trang hoat dong ciia Nagios tir 02/12/2019 dén
09/12/2019

Nagios & trang thai UP 100% trong thoi gian dugc giam sat. Ta c6 thé
thdy duoc rang tuy 1a mot hé théng ngudon mé nhung Nagios hoat dong rat on
dinh. Phat hién chinh xac cac thay ddi cua cac dich vu mang. Thu nira do thiét
ké theo kiéu plugin nén Nagios rat uyén chuyén trong viéc giam sat. Nguoi
dung co thé tu viét script thuc thi viéc giam sat cac dich vu theo ¥ minh. Hau
nhu tat ca cac dich vy, thiét bi mang déu co thé viét duoc plugin giam sat.
Tuy nhién viéc cai dit, cdu hinh Nagios con ruom ra va mat kha nhiéu thoi

gian va cong stc.
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KET LUAN
Trong d6 4n nay di nghién ctru, tim hiéu xay dung hé thdng gidm sat

mang dua trén phan mém ngudn mé Nagios.

ba 4p dung céc kién thirc ctia cdc mon hoc nhu quan tri mang, mang
may tinh ... vao m6 hinh va thyc té. B3 hoc hoi duoc thém nhiéu kinh nghiém
vé cach thire to chuic, xay dung hé thdng giam sat cling nhu quy hoach hé
théng. Tuy nhién, do thoi gian va kha ning c6 han, nén chua di sdu tim hiéu
dugc thém nhiing van dé can thiét ciia hé théng. M6 hinh giam sat hé thong
mang Nagios m&i chi dirng & mirc do theo doi, giam sat may chu nhu giam sat

tai nguyén may, dung lugng traffic, tinh trang cta host.

Trong tuwong lai sy phat trién va nghién ctru sau hon vé hé théng giam
sat mang Nagios va cac cong cu hd trg giam sat mang, gidm sat sdu hon
nhitng van dé can thiét ctia hé thong s& dugc tiép tuc. Phét trién cac chirc ning
trén Nagios nhu: giam sat ha tang mang bao gdm cac thiét bi Router, Switch,
firewall ... Canh bao qua SMS.
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