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LOI NOI PAU

Trudce day khi cong nghé may tinh chua phat trién, khi noi dén van dé an toan
bao mat thong tin, chung ta thuong hay nghi dén cac bién phap nham dam bao cho
thong tin duoc trao d6i hay cat gitr mot cach an toan va bi mat, chang han 1a cac bién
phap nhu: Péng dau va ky niém phong mot bic thu dé biét rang 14 thu c6 duoc
chuyén nguyén ven dén nguoi nhan hay khdng, ding mat ma ma hoa thong diép dé
chi c6 ngudi gui va ngudi nhan hiéu dugc thong diép, luu giit tai liéu trong cac két
sat co khoa tai noi duoc bao vé nghiém ngit.

Ngay nay véi su phat trién cua khoa hoc céng nghé, dat biét 1a sy phat trién
cua Internet, viéc str dung may tinh va dién thoai ca nhan cang trd 18n rong réi, dan
dén cang nhiéu thong tin duoc luu trit trén may tinh va giri di trén mang Internet. Do
d6 nhu cau vé an toan va bao mat thong tin trén may tinh cang nhiéu va viéc st dung
mat ma ma hoa cang duoc phé bién. Trong dd 4n nay, em thyc hién xay dung chuong
trinh ma hda va giai ma mat ma hoa cong khai RSA. P6 an nay gom 3 chuong:
Chuong 1 : Tong quan vé mat ma hoc.

Chuong 2 : Mat mé hda cong khai RSA.
Chuong 3 : Chuong trinh RSA.

Em xin cam on thay Nguyén Van Duong, giang vién huéng dan, di rat nhiét
tinh chi bao em hoan thanh dé tai nay, ciing nhu cac thay c6 khac trong bo mon da
tao diéu kién cho em trong suét thoi gian 1am dé tai.

Hai Phong, ngay .... thang .... nam 2018
Sinh vién
Tri
L& Thé Tri



Chuong 1.
Tong quan vé mat ma hoc
1.1. Giéi thiéu vé mat ma hec.

An toan théng tin la bao vé cac dac tinh riéng tu (confidentialy), toan ven
(intergrity) va kha dung (availabity) cua thong tin.

- C: (Confidentialy) bao vé tinh riéng tu cua dit liéu thong qua cac co ché
chung thuc va ma héa, ngan ngura nhitng ngudi khong hop 1€ sé khong duge doc
nhitng théng tin. Giéng nhu cac bi thu khi phat luong thudng dugc dan chir
Confidentialy, ching ta c6 thé hinh dung trong méi trudng cong nghé théng tin 1a
mot nguoi chua dang nhap vao Domain sé€ khong duoc truy cap nhiing dir liéu chi
chia sé cho cac Domain User.

- I: (Intergrity) bao v¢ tinh toan ven cua dix liéu thong qua cac thuat toan RSA,
SHA, MD5 ... ngin ngira attacker thay doi cac thong tin nhay cam trong qué trinh
truyen.

- A: (Available) bao ¢am di liéu lubn & trong trang thai sin sang dap tng nhu
Cau caa nguoi dung.

- Non-Repudiation: Tinh khéng thé chéi bo, nghia 1a dit liéu nguoi nao gui di
thi ho phai cé trach nhiém véi céc théng tin ciia minh théng qua cac xac nhan nguon
gbc nhu chir ki dién ti.

Pé thuc hién diéu nay ching ta &p dung cac bién phéap xac thuc va ma hoa.
Va mat ma hoc 1a nghién cau vé van dé ma hda. Ma hda 1a mot tién trinh bién d6i
dir liéu tir dang plaintext (van ban thuan tly dé dang nhan biét) thanh két qua
ciphertext, dang dir liéu khdng thé doc duoc néu khong duoc giai ma bang cac khoa
thich hop. Muc tiéu ciia ma hoa 1a ngin ngira viéc tin cong danh cap di liéu tréi
phép hoic phong ngtra viéc mat mat di liéu khi b tin cong vat Iy nhu trom dia ctng,
may tinh xéach tay hay tham chi dot nhap vao hé thong van khong thé xem duoc di
liéu riéng tu, bi mat da dugc bao vé bang cac thuat toan ma hda manh ma.

1.2. Khai niém co ban vé mat ma hoc

K§ thuat mat ma thong qua viéc bién d6i hoac ma hod thong tin, bién doi
nhitng théng tin nhay cam, van dé co mat thanh nhitng van ty ma hoé cé dang hon
loan, 1am cho tin tic kho 1ong ma doc hiéu dugc, tir d6 s& dat duoc hai muc dich:
mot 13, 1am cho tin tac khdng biét 1am thé nao dé giai ma nén ciing khong thé thu
dugc nhitng thdng tin c6 bat ky y nghia nio trong chudi mat ma hon loan do; hai la
lam cho tin tic khong c6 kha niang 1am gia théng tin véi chudi mat ma hon loan nhu
thé. Khoa hoc nghién ctu ki thuat mat ma goi 13 mat ma hoc.

Mat ma hoc bao gom hai nhanh, 1a mat ma hoc 1ap ma va mat ma hoc phan
tich. Mat ma hoc 1ap ma véi ¥ 1a tién hanh mi ho4 thong tin dé thuc hién viéc che



giau thong tin, con mat ma hoc phan tich 1a nganh hoc nghién ciru phan tich giai dich
mat ma. Hai cai d6i 1ap v6i nhau, nhung lai thuc day 1an nhau.

Dung phuong phap mat ma c6 thé che déu va bao ho nhimg thong tin co mat,
1am cho nguoi chua duoc uy quyén khdng thé 1y duoc théng tin, nhitng théng tin
dugc gidu kin kia dugc goi 12 vin ban rd, mat ma c6 thé dem van ban rd bién doi
thanh maot loai hinh khac, goi 14 van ban mat. Sy bién d6i van ban rd thanh van ban
mat goi la m& hoa bao mat, qua trinh nguoi thu nhan hop phap khéi phuc tir van ban
mat tro thanh van ban ré duoc goi la qua trinh giai ma (hoac giai mat). Nguoi thu
nhan phi phap c6 ¥ dd phan tich tir vin ban mat ra thanh van ban rd, goi la giai dich.
1.3. Céc thanh phan ciaa mét hé mat ma

Mot hé mat 1a mot bo 5 (P, C, K, E, D) thoa mén cac diéu kién sau:

+ P 1a mot tap hitu han cac ban rd co thé

+ C la tap hitu han c&c ban ma c6 thé

+ K (khéng gian khod) 1a tap hitu han céc khoé c6 thé

+ Pbi véi mdi keK co mot quy tic ma ek: P -> C va mot quy tac giai
ma twong tng dkeD. Mbi ek: P -> C va dk: C -> P la nhitng ham ma: dk(ek(x)) = x
Va1 moi ban rd xeP.

Piéu kién tht 4 1a tinh chat chi yéu. Noi dung caa n6 1a néu mot ban rd x
duoc ma hod bang ek va ban ma nhan duge sau d6 duoc giai ma bang dk thi ta phai
thu duoc ban rd ban dau x. Trong trudng hop ndy ham ma hoa ek phai 1a ham don
anh, néu khéng viéc giai ma s& khdng thé thuc hién dugc mot cach tuong minh.
1.4. Phan loai cac hé mat ma

Hién nay nguoi ta da thiét ké ra nhiéu loai hé thdng mat ma, néu nhu 1ay khoé

mat ma 1am tiéu chuan cé thé phan cac hé mat ma thanh hai loai:
+ H¢ mdt ma doi xang (con goi 1a mat méa khoa don hoic 1a mat ma khoa riéng):
Trong céac hé mat ma nay, khoa mat ma ma hoa bao mat giong véi khoa giai ma hoac
trén thyc té 1a cung dang cap. LGc nay khoé mat ma can phai c6 mot duong truyén
an toan dé truyén dua khoa mat ma tir phia nguoi truyén cho phia nguoi nhan. Pac
diém cta mat ma ddi xing 1a bat luan khi gia cong bao mat hay 1a khi giai ma déu
su dung cung mot khoa mat ma. Do @6 tinh an toan cia mat ma nay la su an toan
cuia khoa mat ma. néu nhu khoa mat ma bi tiét 16, thi hé théng mat méa nay sé bi phé
v&. Mat ma d6i xang c6 anh huéng nhat 1a phép tinh DES do cuc tiéu chuan quéc
gia My cong b vao nam 1977.

- Uu diém: Tinh an toan cao, toc do giai ma nhanh.

- Nhuoe diém:

e Theo sy m¢ rong cua quy mé mang ludi, viéc quan ly khoa mat ma tré
thanh mot viéc kho khan.



e Khong c6 cach nao giai quyét van dé xac nhan thdng tin.

e Thiéu ning luc kiém tra ty dong su tiét 16 khoa mat ma.
+ Hé mdt ma bdt doi xing (con goi 1a mat ma khoa cong khai hoac mat ma khoé
doi):

Trong cac hé mat ma nay qua trinh ma hod va giai ma co6 chia khoa khac nhau,
lGc nay khdng can c6 dudng truyén an toan dé truyén dua khoa mat md ma chi can
bo phat sinh khoé ma tai chd dé tao ra khoa giai ma dong thoi 1ay d6 dé khéng ché
cac thao tac giai ma. Mat ma bat d6i xtng 12 mot thé ché mat ma loai méi do W.Diffie
va M.E Hellman dé xuat nim 1976. Do qu4 trinh ma hoa va giai ma cua thé ché mat
ma bét d6i xtimg khong nhu nhau va khoa ma bao mat 1a cong khai, hon nira, chi yéu
cau bao mat khoa giai ma, cho nén mat ma bat d6i xang khong ton tai van dé quan
ly khoa mat ma. Mat ma bat ddi xang con mot wu diém nixa 1a c6 thé c6 kha nang ky
tén chir s6 va mot sé chirc nang méi. Mat ma bat dbi xung noi tiéng nhat 1 thé ché
mat ma RSA do ba ngudi 1a Rivest, Shamir va Adleman dé xuat nam 1977. Khuyét
diém ctia mat ma bat d6i xang 1a: phép tinh mat ma 1a twong d6i phuc tap, toc do
giai ma cham.

Do d6, viéc bao mat dit liéu trén mang nén dung co ché bao mat hdn hop két
hop giita mat ma déi xiing va mat ma bat d6i xang, tuc 1a khi giai ma thi dung mat
ma d6i xang, khi truyén dua khoa mat ma thi ding mat ma bat ddi xtmg. Nhu thé
tic 1a da giai quyét duoc kho khin trong viéc quan Iy khoa mat mé, lai vira giai quyét
duoc van dé toc do giai ma. Khong con hoai nghi gi nita, nd 1a mot phuong phap
tuong doi tot dé giai quyét van dé an toan théng tin khi truyén dua trén mang hién
nay.

1.5. Mt s6 phwong phap mi hoéa
1.5.1. M4 hoa co dién

M4 hoé c6 dién 13 phuong phap ma hoa don gian nhat xuat hién dau tién trong
lich stir nganh m& hod. Thuat toan don gian va dé hiéu. Nhimg phuong phap ma hoa
nay 1a co so cho viéc nghién ciu va phat trién thuat toan ma hoa déi xtimg duoc sir
dung ngay nay.

Truéc khi md hoa mot ban rd thanh ban ma bang cac phuwong phap ma hoa, ta
xét mot su thiét lap twong tng gitra cac Ky tu va cac thing du theo modulo 26 nhu
sau: A0, B, ..., Z«<>»25 hoic theo bang
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+ Mat ma CAESAR

Mot trong s nhitng ngudi str dung mat ma duoc biét sém nhat, d6 1a Julias
Caesar (X&-Da). Ong di lam cho céc birc thu trd nén bi mat bang cach dich mdi chi
cai di ba chir cai vé phia truéc trong bang chit cai (va ba chir cai cudi cling thanh ba
chit cai dau tién). Pay 1a 1 vi du vé sy ma hod, tic 1a qué trinh 1am cho b thu tro
nén bi mat. Phuong phap mé hoa cuia CAESAR c6 thé duogc biéu dién boi ham f,
ham nay gan cho sé nguyén khdng am p, p < 25, s6 nguyén f(p) trong tap {0, 1, 2,
..., 25} sao cho: f(p) = (p+3) mod 26.

Nhu vay, trong phién ban ma hoa cua buc thu, chit cai duge biéu dién bai p
s& duoc thay bang chir cai duoc biéu dién bai: (p+3) mod 26

Dé phuc hdi lai btrc thu gbe di duogc ma hoa theo mat ma cua CAESAR, ta
can phai dung ham nguoc ! caa f: £1(p) = (p-3) mod 26. N6i cach khac, dé tim lai
bic thu gbc, mdi mot chir cai I0i lai ba chir trong bang chit cai, voi ba chit cai dau
tién chuyén thanh ba chit cai cudi ciing twong ¢ng cua bang chit cai.

Nhgn xet: phuong phap ma hoa cia CAESAR khong c6 d6 an toan cao.
Phuong phap mé ho4 nay dé bi kham phé bang cach dya vao tan xuat xuét hién cua
cac chix céi trong brc thu.

+ Ma thay thé

M4 thay thé c6 thé duoc mo ta nhu sau: Cho P = C = Z26. K chitra moi hoan
vi ¢ thé caa 26 ki hiéu 0, 1, ..., 25. véi mdi hoan vi © € K, ta dinh ngha:

en(X) = n(x) va dr(y) = 7(y)
trong d6 ©! la hoadn vi nguoc cua «t
Vi du: ma hoa ban rd: illustrate sir dung ma thay thé voi khod 1a 1 hoan vi bat ki sau:

a|blc cl|e|f|g|l_1|1|_i|k:|1|m|u|o|p|q|r|s|t
X[ N|Y A|H|P|O|G|Z|O|Tﬁ-’|B|T|S|F|I_|R|(Z‘|V M

u | v |w|x |}' |z
U|E |[K|7T |I}|I

Vi khoa 1a mot hoan vi bat ki ¢ trén thi ban rd: illustrate s& tuong (ng voi ban ma
sau (su dung ham mé hoé en(x) = n(x)): ZBBUVMCXMH

Ham giai ma 1a phép hoan vi nguoc, diéu nay dugc thuc hién bang cach viét
hang thir hai 18n trudc roi sap xép theo thir tu chix cai. Ta nhan duoc:
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Str dung phép hoan vi nguoc nay ta bién doi ban ma: ZBBUVMCXMH thanh
ban r6 la: illustrate
Nhan xét: Voi ma thay thé, ta c6 mot khong gian khoa tuong déi 16n (mdi
khoé 12 mot hoan vi caa 26 ki hiéu 0, 1, ..., 25) do d6 né kho c6 thé bi tham theo
phuong phap tim khéa vét can, tham chi ca bang may tinh.
+ Ma vigenere
Str dung mé vigenere, ta co thé gan cho mdi khoa k mot chudi ki tu c6 do dai
m duoc goi I tir khod. Mat ma vigenere s& ma hoa dong thoi m ki tu: mdi phan tu
cua ban rd tuong duwong véi m ki tu. Ma vigenere co thé dugc mé ta nhu sau:
Cho m 1a mot s nguyén duong ¢6 dinh nao d6. dinh nghia P=C=K=(Z)m véi
khod k = (k1, k2, ..., km), ta xac dinh:
ek(x1, X2, ..., xm) = (x1+k1, x2+k2, ..., xm+km)  va
dk(yl,y2, ..., ym) = (y1-kl1, y2-k2, ..., ym-km)
trong do tat ca cac phép toan dugc thuc hién trong Z26
Vi du: M& hoa ban rd: thiscryptosystemisnotsecure voi m=6 va tir khoé la CIPHER
bang ma vigenere.
Tir khoa CIPHER tuong tng véi day sé k=(2, 18, 15, 7, 4, 17)
Bién d6i cac phan tir ciia ban rd thanh cac thing du theo modulo 26, viét chiing thanh
cac nhom 6 roi cong vai tir khod theo modulo 26 nhu sau:

19 7 s |18 |2 17 |24 |15 |19 |14 |18 |24 |18 |19

2 8 |15 7|4 17 2 8 |15 7 4 |17 2 8

21|15 z_%|.25 6 |3 |0 |2%|3 |21|22|1%|20|1

4 |12 8 18 |13 |14 |19 | 18 4 2 |20 |17 4

15 7 4 17 2 8 |15 7| 4 17 2 8 |15
O 5

19 |1G |1z

|,zz |3 |25|8 |1c.=|zg|,35|1c.>

Day ki tu: 21, 15, 23, 25, 6, 8, 0, 23, 8, 21, 22, 15, 20, 1, 19, 19, 12, 9, 15, 22, 8, 25,
8, 19, 22, 25, 19. Sé tuong trng véi xau ban ma la:
VPXZGIAXIVWPUBTTMJIPWIZITWZT
Dé giai ma ta bién doi cac phan tir ciia ban méa thanh cac thang du theo modulo
26, viét ching thanh cac nhém 6 roi trir voi tir khoa theo modulo 26. Két qua ta s&
ra dugc ban ro nhu sau: thiscryptosystemisnotsecure



Nhdn xét: Ta thay riang sé cac tir khod c6 thé véi sb d6 dai m trong mat ma
vigenere 12 26m , bai vay, n6 khé c6 thé bi tham theo phuong phap tim khoa vét can,
tham chi véi cac gia tri m khé nhé, phuong phap tim khod vét can ciing phai yéu cau
thoi gian kha lon.,

+ Ma hoan vi

Y tuwdng caa mé hoan vi 12 gitr cac Ky tu ctia ban rd khong thay doi nhung sé
thay d6i vi tri ciia ching bang cach sip xép lai cac ky ty ndy. Ma hoén vi cé thé duoc
mO ta nhu sau:

Cho m 1a mot s6 nguyén duong xac dinh nao d6. Cho P=C=(Z26)m va K gém
tat ca cac hoan vi cua {1, ..., m}. Bdi vi mot khoa m (tic 14 mot hoén vi) ta xac
dinh: en(x1, ..., xm)=(xn(1), ..., xn(m)) va

dr(yl, ..., ym)=(ynt(1), ..., yr(m))
trong d6 ©! 1a hoan vi nguoc cua .
Vi du: Ma hoa ban r6: shesellsseashellsbytheseashore, stir dung ma hoan vi, véi m=6
va khoa la phép hoan vi « sau:
1 | 2 | 3 | 4 | 5 | (&)
5[5 [ |6 |7 |2

Trudc tién ta nhom ban rd thanh cac nhdm 6 ky tu:
shesel / Isseas / hellsb / ythese / ashore
Bay gio mdi nhdm 6 chit cai duoc sap xép lai theo hoén vi =, ta co:
EESLSH / SALSES / LSHBLE / HSYEET / HRAEOS
Nhu vay ban mé la: EESLSHSALSESLSHBLEHSYEETHRAEQOS
Dé giai ma ta sir dung phép hoan vi nguoc cia 7t 1a 7 ¢d dang:
1 | 2 | 3 | 4 | 5 | (&)
56 [t [5 |2 |4

Ta cling nhom ban ma thanh nhém 6 ky tu:
EESLSH / SALSES / LSHBLE / HSYEET / HRAEQOS
MJ3i nhdém 6 chit cai duoc sap xép lai theo hoan vi nguoc ! ta co:
shesel / Isseas / hellsb / ythese / ashore
Cubi cung ta thu dugc ban rd 1a: shesellsseashellsbytheseashore
+ DES (Data Encryption Standard)

Lugc dd6 mi hoa duoc sir dung phd bién nhét dua trén co sé cia DES duoc
phat trién vao nim 1977 bai cuc tiéu chuan qudc gia My, bay gio 1a hoc vién tiéu
chuan va cong nghé quéc gia (NIST), chuan xtr 1y thong tin lién bang. Ddi véi DES,
dix liéu duwoc ma hoa trong khéi 64 bit sir dung khod 56 bit. Thuat toan chuyén 64 bit
dau vao, bién d6i va dua ra 64 bit dau ra. DES duoc sir dung phé bién. N6 ciing 1a



cha dé cua rat nhiéu cudc tranh luan vé mic do an toan. Bé hiéu rd gia tri caa nhiing
cudc tranh luan vé DES ching ta xem qua lai lich st cua DES.

Cudi nhitng ndm 1960, IBM da dua ra dy an nghién ctu trong bao mat may tinh. Dy
an két thac vao nam 1971 véi viéc cho ra doi thuat todn goi 1a LUCIFER, hé mat
LUCIFER di dugc sir dung trong hé thong phan phét tién, ciing dugc phat trién boi
IBM. LUCIFER Ia mét khdi ma hoa Feistel dugc thuc hién trén khéi 64 bit, sir dung
khoa c6 d6 dai 128 bit. Nhitng két qua day hira hen dwa ra boi du an LUCIFER, IBM
d3 bat tay vao cong viéc day nd luc dé phat trién thanh mot san pham ma hoa thuong
mai c6 thé ban dugc, d6 12 mot san pham 1y tudng cd thé thuc hién duoc trén mot
chip don. Cong dau phai ké dén Walter Tuchman va Carl Meyer, nd khong chi lam
rac rbi cho nhiing nha thiét ké ma con can phai c6 nhiing loi khuyén cia nhitng nha
ky thuat va tu van & bén ngoai d6 1a NSA. Két qua caa nd luc nay 1a mot phién ban
LUCIFER c6 chon loc ky ludng, phién ban nay c6 thé chéng lai cac phuong phap
giai dich, nhung né ciing lam giam d6 dai khoa xudng con 56 bit, dé phi hop trén
mot chip don. Nam 1973 cuc tiéu chuan quéc gia My (NBS) dua ra mot yéu cau dé
nghi cho mdt chuan ma hoé qudc té. IBM da dua ra xem xét nhiing két qua caa dy
an Tuchman-Meyer. Két qua n6 duoc dé nghi I thuat toan tot nhat va duoc cong
nhan vao nim 1977 nhu 1a mot chuan ma hoa dit liéu.

Trudce khi dugc cdng nhan nhu 13 mot chuan ma hod dix liéu, DES d tré thanh
cha dé cua nhiéu cudc phé binh manh mé, va sy phé binh nay van chua lang xubng
cho dén ngay hdm nay. C6 hai van dé dugc dua ra khdng 1am hai 1ong nhiing nha
phé binh. Pau tién, chiéu dai khoa cua thuat toan LUCIFER nguyén thuy caa IBM
1a 128 bit nhung hé théng duoc dé nghi chi dung 56 bit, mot sy giam rét 16n trong
d6 dai khoa 72 bit. Nhitng nha phé binh lo sg rang (va van so) chiéu dai khoa qua
nho dé chdng lai nhitng cudc tan cong quy mé 16n. Mt thir 2 can quan tam 12 tiéu
chuan thiét ké cho cau triic bén trong cua DES, nhitng hop S phai duoc coi 1a mat.
Nhu vay, nhimg nguoi st dung khdng thé chic chan rang cau tric bén trong cua
DES la tu do cho bat ky nhitng diém yéu duoc che dau, diéu nay sé cho phép NSA
hudng téi nhitng théng bao giai ma khong cé loi cho khoa. Nhirng su kién xay ra
sau, dac biét gan day lam viéc trén nhitng sy giai dich khac nhau, dudng nhu chi rd
rang DES c6 mot cau tric bén trong rat manh.

1.5.2. Thuat toan ma hoa cong khai
+ Hé mat RSA

Y tudng vé mot hé mat khoa cong khai da dugc Diffie va Hellman dua ra vao
1976. Con viéc hién thuc héa hé mat khoa céng khai thi do Rivest, Shamir va
Adleman dua ra dau tién vao 1977, ho di tao nén hé mat RSA néi tiéng.

Hé mat nay sir dung cac tinh toan trong Zn, trong d6 n 1a tich cua 2 sé nguyén t6
phan biét p va g. Ta c6 thé md ta hé mat RSA nhu sau:



Cho n = p.q trong d6 p va q 1a cac s6 nguyén t6. Bat P=C=Zn va dinh ngha:

K={(n,p,q,a,b):n=pq, p, q 1a cac sé nguyén to, ab = 1(mod ¢(n))}
Vi K =(n,p,q,a,b) ta xac dinh

ek(x)=xb mod n
dk(y)=ya mod n

(x,y € Zn) cac gia tri n va b dugc céng khai va céc gia tri p, g, a dugc gitr Kin,

¢(n)=(p-1)(g-1)
Qua trinh thyuc hién hé mat RSA: (nguoi gui: Alice; nguoi nhan: Bob)

+ Bob tao hai s6 nguyén té 16n p va g

+ Bob tinh n = pg va ¢(n) = (p-1)(g-1)

+ Bob chon mot sé ngau nhién b (0<b<d(n)) sao cho UCLN(b, ¢(n))=1

+ Bob tinh a = b-1 mod &(n) bang cach dung thuat toan Euclide

+ Bob cdng b n va b trong mot danh ba va ding ching 1am khoa cong khai.
Vi du: gia st Bob chon p=101 va q=113

Khi d6 n = 11413 va ¢(n) = 100x112=11200. Vi 11200 = 26527, nén co thé
ding mot s6 nguyén b nhu mot 6 mil ma hoa khi va chi khi b khéng chia hét cho 2,
5 hoac 7. Vi thé trong thuc té Bob s& khong phan tich ¢(n), anh ta s& kiém tra diéu
kién UCLN(¢(n),b) = 1 bang thuat toan Euclide. Gia sir Bob chon b = 3533, khi d6
theo thuat toan Euclide mé rong: b-1=6597 mod 11200. Bai vay, s6 mil mat dé giai
ma cho Bob 1a a=6597. Bob s& cong bd n = 11413 va b = 3533 trong mét danh ba.
Bay gio, gia sir Alice mudn giri ban rd 9726 toi Bob. C6 ta sé tinh
97263533 mod 11413 = 5761 rdi gui ban ma 5761 trén kénh. Khi Bob nhan duoc
ban ma 5761, anh ta sir dung s6 mil a mat dé tinh: 57616597 mod 11414 = 9726.
Véi hé mat RSA duoc trinh bay & trén ta thay cach tan cong dé thay nhit dbi véi hé
mat nay 1a thAm m& cé gang phan tich n ra céac thira s6 nguyén t6. Néu thuc hién
dugc phép phan tich nay thi co thé dé dang tinh dugc ¢(n) = (p-1)(g-1) va rdi tinh s6
mil a va b dung nhu Bob d4 lam.Vi thé dé hé RSA duoc coi 1a mat thi nhat thiét n =
pq phai 1a mot sé da 1on dé viéc phan tich nd s& khong c6 kha nang vé mat tinh toan.
+ Hé mat Elgamal

Hé mat Elgamal la mot hé mat mé cong khai dya trén bai toan logarithm roi
rac. N6 1a mot hé mat khdng tat dinh vi ban ma phu thudc vao ca ban rd x 1an gié tri
ngau nhién k do nguoi giri chon. Bai vay s& ¢6 nhiéu ban ma duoc m tir cuing ban
ro.

Bai toan logarithm roi rac trong Zp:
Pic trung ctia bai toan: 1 = (p,a,p) trong d6 p 1a sd nguyén té o € Zp 14 phan tir
nguyén thuy, B € Zp*
Muc tiéu: hdy tim mot s6 nguyén duy nhit a, 0 < a < p-2 sao cho



aa = (mod p)
Ta s& xac dinh s nguyén a bang logap.
Hé mat khoa cong khai Elgamal trong Zp*:

Cho p 1a sé nguyén t6 sao cho bai toan logarithm roi rac trong Zp 1a kho giai.
cho a e Zp* 1a phan tir nguyén thuy. Gia st P=Zp*, C= Zp* x Zp*. Ta dinh nghia:
K={(p, o,a, B): B=oca(modp)}

Céac giatri p, o, B dugc céng khai, con a git kin
Vé6i K = (p, o.,a, B) va mot s ngau nhién bi mat k e Zp-1 ta xac dinh:
ek(x,k)=(y1,y2)
Trong d6
yl = ok mod p
y2 = xpBk mod p
Vi yl, y2 € Zp* ta xac dinh:
dk(yl,y2) = y2(yla)-1 mod p
Vi du:
Cho p =2579, .= 2, a =765. Khi d6 $=2765 mod 2579 = 949
Bay gio gia st nguoi gui mudn guri thdng bao x=1299 téi ngudi nhan. Gia st s6
ngau nhién k ma ngudi giri chon 1a k=853. Sau dé ngudi g tinh:
yl = 2853 mod 2579 = 435
y2 = 1299 x 949853 mod 2579 = 2396

Khi ngudi nhan thu dugc ban ma y = (435, 2396), nguoi nhan tinh
X = 2396 x (435765)-1 mod 2579 = 1299

Pay chinh la ban rd ma nguoi guri da@ ma hoa.



Chuong 2.
Ma hdoa RSA

2.1. Ly thuyét sb
2.1.1. Thuat toan Euclid

Thuat toan Euclid 1a mot thuét toan dé xac dinh wéc chung 16n nhat (GCD —
Greatest Common Divisor) caa 2 phan ti thuoc viing Euclid (vi du: cac s6 nguyén).
Thuat toan Euclid 1a mét trong nhitng thuat toan cb nhét duoc biét dén, tir khi xuét
hién trong cubn Euclid’s Elements khoang nim 300 trudc cdng nguyén. Euclid khoi
dau da trinh bay rd rang van dé vé phuong dién hinh hoc, nhu van dé tim ra mot
thudce do chung c6 do dai hai dudng thang, va thuat toan cua 6ng da xir Iy bang cach
lap lai phép trir doan dai hon cho doan ngan hon. Tuy nhién , thut toan da hau nhu
khéng dugc phat hién ra bai Euclid va n6 da c6 thé duogc biét dén sém hon 200 nam.
N6 ciing da duoc biét dén boi Eudoxus of Cnidus (khoang 375 trudc cong nguyén)
va Aristotle (khoang 330 truéc cdng nguyén).

Thuat toan Euclid sir dung dé giai mot phuong trinh vo dinh nguyén (con duoc
goi la phuong trinh Pi-0-phang ) c6 dang: a x x + b xy =,
trong d6 a, b, ¢ 1a cac hé s6 nguyén, X, y 1a cac an nhan gia tri nguyén. Diéu kién can
va d dé phuong trinh nay c6 nghiém (nguyén) 1a gcd(a,b) 1a wéc cta c. Khang dinh
nay dya trén mot ménh dé sau:

Trong s6 hoc di biét rang néu d = ged(a,b) thi ton tai cac s6 nguyén x, y sao
choaxx+bxy=d

Giai thuat Euclid mao rong két hop qué trinh tim ged(a,b) trong thuat toan
Euclid véi viéc tim mot cap s6 X, y thoan méan phuong trinh Di-6-phing. Gia sir cho
hai s6 tu nhién a, b, ngoai ra a >b>0. Pat ro = a, ry = b, chia ro cho r; duoc s6 du r,
va thuong s6 nguyén gz. Néu r = 0 thi ding lai, néu r, khac khong, chia r; cho r»
duoc sb du rs ..... Vi ddy cac r; 12 giam thuc sy nén sau hitu han buée ta duge sb du
Mm+2 = 0.

Fo=01 XTI +12,0<r2<ry

r=02xr2+r30<rz<ry;

Mm-1=0m XM+ M+10<rme1<rp

Mm=0m+1XIm+1
trong d6 s6 du cudi cung khac 0 13 ry+1 = d. Bai toan dit ra 1a tim x, y sao cho

axx+bxy=rn+1(=d)
Pé lam diéu nay, ta tim x, y theo cong thirc truy hoi, nghia 1a s& tim x; va y; sao cho:



axx+bxyi=rivoii=0,1,..
Taco

axl+bx0=a=r,vaax0+bx1l=b=ry,
Nghia la:

Xo=1x1=0vay,=0,y; =1 (2.1)
Tong quat, gia st co

axx+bxyi=rivoii=0,1,..

axXi+1+tbXyir1=ris1véii=01,..
Khi do tu

l=Qi+1Xl+1+Tlis2
Suyra

li—Qi+1 XT+1=Ti+2

@xxitbxy)—Qgi+1X(@%XXi+1+DXYir1) =Tis2

axX(Xi—Qi+1XXi+1) T DX (Yi—Qi+1XVYit1) =Tli+2
tir d6, ¢6 thé chon

Xi+2 = Xi = Qi+1 X Xi+1 (2.2)

Yi+2=Yi—Qi+1XVYi+1 (2.3)
Khii=m—1tacd dugc Xm+1Va Ym+1. Cac cong thic (1), (2), (3) 1a cong thirc truy
hoi dé tinh x,y.

Ap dung giai thuat Euclid mo rong tim sé nghich dao trong vanh Z,
S6 nghich dao trong vanh Zm

Trong 1y thuyét sd, vanh Z, dugc dinh nghia 1a vanh thuong cta Z véi quan
hé dong du theo médun m (la quan hé twrong duong) ma cac phan tir cia no la cac
l6p dong du theo modun m (m la s6 nguyén duong 16n hon 1). Ta cling c6 thé
Xét Z chi v6i cac dai dién cia nd. Khi dé

Zn={0,1, ....... ,m-1}

Phép cOng va nhan trong Z, 1a phép toan thong thuong duogc rat gon theo modun m:
a+tb=(a+b)modm (2.4)
axb=(axb)modm (2.5)

Phan tir a cia Zy, dugc goi 1a kha nghich trong Z,, hay kha nghich theo modun m néu
ton tai phan tir a' trong Z, a0 cho a x @' = 1 trong Zy, hay a x a’ = 1(mod m). Khi
d6 a' duoc goi 1a nghich dio modulo m cua a. Trong 1y thuyét s6 di ching minh
rang, sO a 1a kha nghich theo modun m khi va chi khi GCD ciia a va m bang 1.
Khi d6 ton tai cac s6 nguyén x, y sao cho



mxx+axy=1

Ding thirc nay lai chi ra x 12 nghich dao cua a theo modun m. Do d6 ¢6 thé tim dugc
phan tir nghich dao cta a theo modun m nhd thuat toan Euclid mo rong khi chia m
cho a.

2.1.2. S6 nguyén to

Mot s6 nguyén té p > 1 1a s6 nguyén té khi va chi khi sb chia cia né 1a 1 va
p. S& nguyén té dong vai trd quan trong trong Iy thuyét sé va trong cac ky thuat. Bat
ctr SO nguyén a>1 déu duoc tinh theo cach duy nhat.

a=q;t X qy? X..X q;t (2.6)
trong d6 : q1<03<.....<q; 1a s6 nguyén to

ai 1a 1 s6 nguyén duong
Vidy: 91 =7 x 13!

3600 = 2* x 32 x 52

11011 = 7% x 112 x 13!

N6 con dugce biéu dién theo mot cach khac pho bién hon. Néu P 1a tap hop
cua tat ca cac sé nguyén to, sau do bat ki sé nguyén duong a co thé dugc viét duy
nhét trong céch trong cach sau:

a= [l,epp™ trong do: a,>0

Phia bén phai 1a két qua trén tat ca cac so nguyén té p, khi cho bat ki s6 nguyén
dwong a, hau hét cac s6 mil a, s& 12 0. Gia tri cia bat Ki s6 nguyén dwong nao do6 co
thé dugc xac dinh bang cach chi don gian liét ké tat ca cac sé mii khong phai la ngoai
I¢ trong cac cong thac néu trén.

S6 nguyén 12 duoc biéu dién boi {a; =2, as= 1}

S6 nguyén 18 duoc biéu didn boi {a, =1,a3=2}

S6 nguyén 91 duogc biéu dién boi {a; = 1, a;3 = 1}

Nhan 2 s6 twong duong véi viéc cong 2 s6 mil .

Vidy:a= HpEP p* b= HpEP pbp
Véi k = a x b. Tabiét 1 s6 nguyén k c6 thé biéu dién qua cac s6 nguyén té:

k= Tlpep pke trong d6 k, = a, + b, voi VpeP

Bdng 2.1 Bang sé nguyén té nhé hon 2000



101 211 307 401 503 | 601 701 809 907 | 1009 | 1103 | 1201 | 1300 | 1408 | 1511 | 1s01 | 1709 | 1801 | 1901
103 123 311 409 500 | 607 | TO9 811 911 1013 | 1109 | 1213 | 1303 | 1423 | 1523 | 1607 | 1721 | 1811 | 1907
7T | 227 313 419 521 613 | TI9 821 919 | 1019 | 1117 | 1217 | 1307 | 1427 | 1531 | 1609 | 1723 | 1%23 | 1913
7 e | 229 317 421 523 617 727 | 823 929 | 1021 | 1123 | 1223 | 1319 | 1429 | 1543 | 1613 | 1733 | 1831 | 1931
11 113 233 | 331 431 541 619 | 733 | &27 937 | 1031 | 1129 | 1229 | 1321 | 1433 | 1549 | 1619 | 1741 | 1847 | 1933
13 127 239 | 337 433 547 631 T30 | 829 941 1033 | 1151 | 1231 | 1327 | 1439 | 1553 | 1621 | 1747 | 1861 | 1949
17 131 241 347 439 557 641 T43 &30 947 | 103% | 1153 | 1237 | 1561 | 1447 | 1559 | 1627 | 1753 | 1867 | 1951
19 137 251 349 443 6% | 643 751 853 953 | 1049 | 1163 | 1249 | 1567 | 1451 | 1567 | 1657 | 1759 | 1871 | 1973
23 139 257 353 +4 569 | 647 757 857 967 | 1051 | 1171 | 1259 | 1573 | 1453 | 1571 | 1657 | 1777 | 1873 | 1979
29 1449 263 359 457 i 653 761 B854 971 | 1061 | 1181 | 1277 | 15381 | 1459 | 1579 | 1663 | 1783 | 1877 | 1987
31 151 2649 367 461 577 | 659 7649 #63 977 | 1063 | 1187 | 1279 | 1399 | 1471 | 1583 | 1667 [ 1787 | 1879 | 1993

LELN AT N

3 157 e | 373 463 58T | 661 773 877 983 | 1069 | 1193 | 1283 1481 | 1597 | 1669 [ 1789 | 1889 | 1997
41 163 77 379 467 593 | 673 787 881 991 | 1087 1289 1483 1693 1999
43 167 281 383 479 | 599 | €77 797 BE3 97 | 1091 1291 1487 1697

47 173 283 359 487 683 857 1043 1297 1489 1649

53 179 293 397 491 691 10497 1493

59 181 499 1499

61 191

67 193

7 197

3 199

9

83

89

9

k=12 x18 = (22 x3' ) x(2! x3%)= 216

k=2+1=3 ky=1+2=3

216 =23+ 3% =8 x 27
Bat ki s6 nguyén nao c6 dang p" chi c6 thé chia 1 s6 nguyén nhé hon hoic s6 nguyén
cé dang p' véi j<n.

Cho a= Hpep pr b= HpEP pbp
Néu a|b thi a, <b,véi Vp

Vidu: a=12; b=36; 12|36
12=22 x3; 36=2%2x 3

a,=2=by.a3= 1<2=bgy
Nhu vay, bat dang thuc: a,< b, dung véi moi sé nguyén t6. N6 rat dé dé xac dinh
s6 udc chung 16n nhét cua sé nguyén duong néu ching ta thé hién mdi s6 nguyén
du6i dang caa s6 nguyén tb
Vi du: 300 = 22 x 3! x 57 18 = 21 x 32

gcd(18,300) =2t x31 x 5°=6
Ta co mdi lién két: Néu k = ged(a,b) thi k,= min(ap,b,) Vp

Xac dinh cac phan tir nguyén té cia mot sb 1on khong phai la mot viéc dé
dang do d6 mébi lién két trén khong phai 1a phuong phap thuc té dé tim cac uée chung
I6n nhét.
2.1.3. Pinh ly Fermat va dinh ly Euler.



Hai dinh ly déng vai trd quang trong nhat trong ma hda khéa cong khai 1a
Fermat va Euler.
2.1.3.1. binh ly Fermat.

Pinh 1y Fermat duoc phat biéu nhu sau: Néu p 1a sé nguyén té va a la sb
nguyén duong khong thé chia hét cho p, thi: a! =1(mod p)
Vidu:a=5;p=3

Ta co a”! = 5%1=52 = 25=1(mod p) = =1(mod 3)
Chang minh: Ta xét cac s6 nho hon p: {1, 2, ..., p-1} va nhan mdi phan ta véi a,
(modulo p) dé c6 duoc tap X = {a mod p, 2a mod p, ..., (p-1)a mod p }. Khong phan
tr ndo cua X bang 0 bai vi a khéng chia hét cho p. Hon nita khong ¢ hai s6 nguyén
nao cta X bang nhau. D& xét diéu nay ta gia sir: ja = ka (mod p), véi 1<j<k < p-1.
Bai vi a twong d6i nguyén tb véi p, chiing ta co thé loai bo a tir ca 2 vé cta phuong
trinh j=k( mod p). Su c&n bang cudi cung nay la khong thé, bai vi j va k 1a hai s6
nguyén duong nho hon p. Vi vay, ta biét rang cac phan tir (p-1) cta X la tat ca cac
s6 nguyén duong khong co hai phan tir bang nhau. Ching ta c6 thé két luan X bao
gom céc tap s6 nguyén (1, 2, ..., p-1) theo thr ty nao d6. Nhan cac sé trong ca hai
tap (p va X) va lay két qua mod p.

a x 2a X...x (p-la = [(1x2X.....x(p-1)](mod p)

aP*(p-1)! =(p-1)!(mod p)

Bo (p-1)! => a”1=1(mod p) (2.7)
Mot dang thay thé caa dinh ly Fermat: Néu p 1a s6 nguyén td, a 1a mot s6 nguyén
duong thi:

a’ = a (mod p) (2.8)

Luu ¥ rang hinh thie dau cua dinh ly Fermat: a”* = 1(mod p) yéu cau ring a twong
d6i nguyén tb véi p, nhung dang nay khong dung.

p=5; a=3; a? = 3°=243 =3(mod 5) = a(mod p)

p=5; a=10; a® = 10°= 100000 = 10 (mod 5) = 0(mod 5) = a(mod 5)
2.1.3.2. binh ly Euler

Trude khi trinh bay dinh ly Euler, ta can can giéi thiéu mot diéu quan trong
goi 1a ham sb cua Euler, dugc viét @(n) va duoc dinh nghia 1a s luong cac sd
nguyén duong nhd hon n va twong ddi nguyén té véi n. Theo quy wéc @(1)=1
Vi du: Xac dinh @(37) va @(35)

Bai vi 37 1a s6 nguyén tb, suy ra cac s6 nguyén tir 1 dén 36 déu twong ddi
nguyén tb véi 37. Nhu vay @(37)=36.



Véi @(35), ta c6 mot danh sach nhiing sé nguyén duong nhé hon 35 va tuong
dbi nguyén tb véi 35 1a:
{1,2,3,4,6,8,9,11,12,13,16,17,18,19,22,23,24,26,27,28,29,31,32,33,34}
c6 24 sb trong danh sach. Nhu vay @(35)=24.
Bdng 2.2. Mt sé gia tri ham sé ciia Euler

n @(n) | n @(n) | n @(n)
1 11 10 21 12
2 1 12 4 22 10
3 2 13 12 23 22
4 2 14 6 24 8
5 4 15 8 25 20
6 2 16 8 26 12
7 6 17 16 27 18
8 4 18 6 28 12
9 6 19 18 29 28
10 4 20 8 30 8

Trong bang 2.2. 1a danh sach 30 gié tri dau tién cua @(n). Gia tri (1) la
khong c6 nghia nhung dinh nghia c6 mot gia tri 1. Can phai rd rang rang, d6i véi
mot s6 nguyén té p: @(p) = p — 1. Bay gio gia sir ta c6 hai s6 nguyén t p va q khac
nhau. Sau d6 chiing ta c6 thé thay riang:

Véi: n = pXxa.

Taco: @(n)=0(pq) = B(p) X B()=(p-1) x(q-1)

bé thay rang: @(n)= 0(p) X 8(q).

Hay xét rang tap hop cac s6 nguyén duong it hon n 1a tap {1, 2, ..., (pq—1)}. Tap cc
s6 nguyén khong twong ddi nguyén té véi n 1a tap {p, 2p, ..., (q-1)p} va tap {q, 2q,
.., (p-1)q}.

Suy ra: @(n) = (pg-1) - [(p-a)+(a-1)]

=pq - (p+g)+1

= (p-1)x(q-1)

=0(p) x 2(q)
Vidu: 9(21) = 0(3) X @(7) = (3-1)x(7-1) = 2x6 =12. Mudi hai s6 nguyén trong
dola: {1,2,4,5,8,10,11, 13,16, 17, 19, 20}



DPinh Iy Euler dwoc phét biéu nhw sau: Vi mdi s6 a va n twong ddi nguyén
t6 v6i nhau thi:
a®™ =1 (mod n) (2.9)
Ching minh: Phuong trinh (2.9) 1a dung néu n 1a sé nguyén t4, boi vi trong trudng
hop @(n) = (n—1) va dinh 1y ctia Fermat. Tuy nhién nd ciing dang voi bat ki sb
nguyén n. Vi @(n) 1a sb lugng cac s6 nguyén nho hon n va twong ddi nguyén td voi
n. Xét tap c4c s6 nguyén nhu vay: R={x,, x,, . . ... , Xp(my}- TGC 18, m3i phan tir x;
cua R 12 mot sé nguyén nhoé hon n va ged(x;,n) = 1. Bay gid nhan mdi phan tt Vo
a, mod n:
S={(ax;modn), (ax,modn),. ........ (axg) modn)}.
Tap S la mot phép hoan vi cua R,bai cac chirng minh sau:
e Boi vi a la s tuong dbi nguyén té n va x; tuong dbi nguyén tb vai n,
ax; cling phai tuong ddi nguyén to véi n. Nhu vay, tat ca cac phan tu
cua S 1a nhitng s6 nguyén nho hon n va twong ddi nguyén té vai n.
e Khong c6 nhan dbi trong S. Vi cong thirc néu (axb)=(axc) (mod n)
va a twong d6i nguyén t6 véi n thi b = ¢(mod n).
Vi thé ta s& co:
1% (ax; mod n) = 2%
m?®ax, = 1°% x,(mod n)
a®™ x [P x;] = 129 x;(mod n)
a®™ =1 (mod n)
2.1.4. Kiém tra sé nguyén té
D6i v6i nhiéu thuat toan mat mé, né 1a can thiét dé chon maot hoac nhiéu sd
nguyén té 16n mot cach ngau nhién. Vi vay, ching ta phai d6i mat véi mot van dé
vé xac dinh mot con s6 1on ¢6 1a sé nguyén t6 hay khdng. Trong phan nay, ta trinh
bay mot thuat todn rat duoc quan tdm va phd bién, cd thé thay rang thuat toan nay
mang lai mot s6 khdng nhat thiét 1a mot sé nguyén té. Tuy nhién, thuat toan cé thé
mang lai mot s6 gan nhu chac chan 1a mot s6 nguyén té.
2.1.4.1. Thugt todn Miller-Rabin
Thuat toan Miller-Rabin thudng duoc sir dung dé kiém tra mot s 16n 1a s6
nguyén td. Trudc khi giai thich thuat toan, ta can mot sé kién thie can ban. Bat ki
mot s6 dwong 1é nao n >3 ¢6 thé duoc biéu dién nhu sau:
n—-1 =2¢qvéik>0,qlasdlé.
Dé thay diéu nay, luu ¥ rang (n— 1) 1a 1 s6 nguyén. Sau d6 chia (n—1) cho 2 dén khi
két qua 1a s6 1¢ g, vai tong s6 1an chia 12 k. Néu n duoc biéu dién dudi dang nhi phan

Xi



s6, thi két qua dat duoc bang cach dich chuyén sb sang bén phai cho dén khi sé bén
phai 1a s6 1, véi tong sé k 1an dich chuyén.

Vidu:n=23=>n-1=22=>n-1=2'x11=>¢g=11vak=1
+ Hai tinh chdt ciia sé nguyén té.

- Tinh chat thiz nhat: Néu p 1a s6 nguy@n t6 va a 1a s6 nguyén duong nho hon
p thi: a2 mod p = 1 khi va chi khi a mod p = 1 hoic a mod p = -1 mod p = p—1. Theo
quy tic cua module sb hoc (a mod p)(a mod p) = a2 mod p.

Do d6: Néuamod p =1 hoic amod p = -1 thi a® mod p = 1.
Nguoc lai: Néu a? mod p = 1 thi (amod p )%= 1. N6 chi dung véi a mod p = 1 hoac
amodp=-1

- Tinh chdt thiz hai: Cho p 13 s6 nguyén té I6n hon 2. Sau d6 ta co thé viét
p—1=2%qvaik>0vaqlasdlé. Cho alasénguyén bat ki trong day. 1 <a < p-1
thi mot trong hai diéu Kién sau 1a ding:

1. a% la phu hop vai 1 modulo p d6 1a a% mod p =1 hoac a?=1(mod p)

2. Mét trong nhitng sb a9, a2, a% ......a%" ' thich hop véi -1 modulo p, tac
laco 1sé jtrong dai (1 <j<k). Nhuvaya? “9modp=-1modp=p— 1. Tuong
duong véi a?’ 14 = -1(mod p)

Chizng minh: Theo dinh Iy Fermat ta thay a™'=1(mod n). Néu n 1a s6 nguyén té ta
co: p — 1 = 2%q. Do d6: 2" mod p = a4 mod p = 1. Vi vay néu nhin vao day sé ta
thay:

a% mod p, 8% mod p, a mod p ..., a7 mod p, a2 mod p (2.10)
Trong biéu thuc trén ta c6 con sé cudi cung bang 1. Hon nita mbi 6 trude 14 cin bac
2 ctia s6 dung sau. Do d6 mot trong nhitng kha ning sau phai 1a dung.

1. S6 dau tién trong danh séch va tat ca cac sb tiép theo trong danh séch bang

2. Mot sé trong danh sach khong bang 1, nhung binh phuong mod p cta né
bang 1. Nho tinh chat dau tién ctia cac sé nguyén té duoc dinh nghia ¢ trén, ching
ta biét rang s duy nhat thoa man diéu kién nay la (p—1). Vi vay, trong trudng hop
nay danh sach chira mot phan tir bang (p-1).

+ Chi tiét vé thudt toan

Néu n 1a s6 nguyén t6 thi phan tir dau tién trong danh sach du luong hoac
phan du, (a%,a%,a%, ..., a2“?) modulo n bing mdt hodc mat sé phan tir trong danh
sach bang (n—1), néu khdng n 1a hdn hop (nhu 13, khdng phai 12 s nguyén t6). Mt



khac, néu diéu kién duoc dap tng, diéu d6 khong nhat thiét co nghia 1a n 1a sé nguyén
t6.
Cho vi du:

Néu n =2047 =23 x 89, thin—1=2 x 1023

Ta tinh 2192 mod 2047 = 1, |én 2047 thoa mén diéu kién nhung phai 12 s6
nguyeén to.

Ta cd thé str dung thudc tinh truée dé tao ra mot phép thir cho tinh nguyén té.
Cach thirc kiém tra: Lay 1 s6 nguyén t6 n 13 dau vao va tra két qua “hdn hop” néu n
chic chan khéng phai sé nguyén t va két qua tra vé 1a “chua di dén két qua” néu n
c6 thé hoac khdng thé 1a 1 s6 nguyén t6
Cac budc dé kiém tra nhu sau:

1. Tim s6 nguyén k, q véi k>0, g la sé 1é. Sao cho (n—1 )= 2,

2. Lya chon 1 s6 nguyén ngau nhién a: 1< a < n-1

3. Néu a? mod n thi tra vé két qua 1a “chua di dén két qua”

4.V6i ). 0<j<k-1.

5. Néu a?’? mod n = n-1 thi tra vé “chua di dén két qua”.

6. Nguoc lai tra vé “hdn hop”.
Vidul:n=29.Taco(n—-1)=28=22x7=24q

- PAu tién ta thira = 10

- Ta tinh 107 mod 29 = 17 (a® mod n): Két qua nay khdng phai 1 hay 28

- Vay nén ta tiép tuc kiém tra

- Tinh toan tiép theo ta thay (107)2 mod 29 = 28 va kiém tra tra vé 1a “chua di
dén két qua”. Tac 1a 29 6 thé 1a sb nguyén td.

- Tathirvéia=2. (@®mod n) = 2" mod 29 = 12;

[(a%)? mod n] = 24 mod 29 = 28
Lan nay van tra vé 1a chua di dén két qua.

- Néu chiing ta thuc hién kiém tra cho tat ca cac sé nguyén a trong khoang tir
1 dén 28, chiing ta nhan dugc 1 két qua 13 “chua di dén két qua”, diéu nay tuong
duong vé6i n 1a s6 nguyén té.
Vidu?2: Tacon=13 x 17 =221

(n—1) = 220 = 22 x 55 = 2¢q

- Thira =5, ta ¢ a% = 5°°> mod 221 = 112, né khdng phai la 1 hay 220.

- Ta thu tiép (5°°)2 mod 221 = 168. Boi vi chung ta di dung tt ca cc gia tri
cua j (j =0 vaj=1) trong budc thir 4 trong qué trinh kiém tra sé nguyén to. Viéc
kiém tra s& tra vé 1a s6 hon hop. Nhung gia sir ta da chon a = 21 thi ta c6 21% mod



221 mod = 200; (21%)2 mod 221 = 220, va viéc kiém tra s& tra vé 1a khong xac dinh
duogc sd. Cho biét rang 221 cd thé 1a sé nguyén td. Trong thuc té, vai 218 sé nguyén
tir 2 dén 219 ta s& c6 4 s6 trong 218 s6 d6 s& tra vé 1a khong xac dinh duoc kiéu s6
la 21, 47, 174, 200.
+ Sur dung thugt toan Miller-Rabin lgp

Lam thé nao ta c6 thé st dung thuat toan Miller-Rabin dé xac dinh véi mot
muc d6 tin cdy cao hoic khéng phai 1a mot sé nguyén té. C6 thé hién thi cho mot 1é
n khong phai 1a s6 nguyén té va mot s6 ngau nhién dugc chon a véi 1 < a < n-1.
Xéc suat ma viéc kiém tra tra vé khong xac dinh duogc (tic 1a khdng phat hién ra
rang n khdng phai 1a s6 nguyén t6) 1a it hon i. Do d6 néu t khac véi véi gid tri cia a
da chon, x&c suat ma tat ca s& qua viéc kiém tra (tra vé 1a chua di dén két qua) véi n
nho hon (i)t. Vi dy, d6i vai t = 10, xac suat 1a mot con s6 khdng phai ngoai 18 vuot
qua tat ca viéc kiém tra 12 nho hon 10°6. Do d6 véi a du Ién vai gia trj caa t, chlng
ta c6 thé tin cay rang n 1a s6 nguyén t6 néu viéc kiém tra caa Miller ludn tra vé 1a
chua di d¢én két qua. Biéu nay cho ching ta mot co so dé xac dinh xem mot sé 1é n
la s6 nguyén t6 véi mic do tin cay hop ly. Thi tuc nhu sau:

Lap di 1ap lai viéc kiém tra n bang cach sir dung cac gia tri ngau nhién cho a.
Néu & bat ki thoi diém nao viéc kiém tra tra vé 1a s6 hdn hop, sau d6 n duoc xac dinh
la khdng phai sé nguyén t6. Néu viéc kiém tra tiép tuc tra vé 1a chua di dén két qua
cho cac thuc nghiém t, sau d6 véi a du 16n véi gia tri caa t, ta thira nhan n 1a sé
nguyeén to.
2.1.4.2. Thudt todn xdc dinh tinh nguyén té.

Trude nam 2002, khong c6 phuong phap nao chirng minh hiéu qua tinh
nguyén té cua nhitng con sé 16n. Tat ca céc thuat toan duoc st dung, bao gom ca
thuat toan pho bién nhat 1a (Miller-Rabin) tao ra mot két qua xac suat.

Nim 2002 (cong bd 2002, xuat ban 2004) Agrawal, Kayal va Saxena da phat
trién mot phuong phap xac dinh twong dbi don gian thuat toan xac dinh cé hiéu qua
s& xac dinh xem mot s 16n 12 s6 nguyén té. Thuat toan duoc goi 1a thuat toan AKS,
duong nhu khong hiéu qua nhu thuat toan Miller-Rabin.

+ Sy phan bé ciia sé nguyén té

Can luu ¥ c6 bao nhiéu con sb ¢d thé bi tir chdi trudc khi c6 1 s6 nguyén tb
duoc tim thay bang cach su dung viéc kiém tra Miller-Rabin hozc bat ki bai kiém
tra ndo khac. Két qua tir Iy thuyét sé duoc goi 1a dinh Iy sé nguyén té néi rang sb
nguyén t6 gan n duoc chia déu cho mdi sé trung binh mdi In(n) sé nguyén. Nhu vay
trung binh nguoi ta s& phai kiém tra vi tri cua sd nguyén In(n) “trudc khi mot sb
nguyén té dugc tim thay. Boi Vi tat ca cac s6 nguyén tham chi cé thé duoc loai bo



ngay lap tuc, con sé chinh xac 1a 0,5In(n)”. Vi du, néu mot s6 nguyén té & vi tri do
l6n 22%° duoc tim thay. Sau d6 khoang 0,5In(n) = 0,5In(22°°) = 69 thir nghiém s& can
thiét dé tim mot sé nguyén té.

2.1.4.3. binh ly con lai ciza Trung Hoa

Mot trong nhitng két qua hiru ich nhat cua Iy thuyét s6 1a dinh ly con lai cua
Trung Hoa (CRT). V& ban chat (CRT) néi rang: C6 thé tim lai cac s6 nguyén trong
mot pham vi nhét dinh tir du lugng cua ching theo mod c6 mot bo cac module twong
di quan trong theo cap.

Mudi s6 nguyén trong Zio, d6 1a s6 nguyén tir 0 dén 9. C6 thé dugc khdi phuc
lai tir 2 du lwgng mod 2 va mod 5 1a cac phan ti trong ddi nguyén té cua 10. Noi
cac du lugng ton tai cia mot chix s6 thap phan x lar, =0 vars = 3.

Po 1a: x mod 2 =0 va x mod 5 = 3. Vi vay x |1a s6 nguyén duong trong Z1, chia cho
S5du3,suyrax=38

CRT c6 thé dugc thé hién bang nhiéu cach. Dudi day 1a mot céng thuc hitu
ich khac: M = IT}X,m; trong d6: m; 12 cip twong dbi nguyén t6 gcd(m;, m; )=1 véi
1<i, j< kvai#j. Taco thé biéu dién bat ki so6 nguyén A trong Zy boi 1 bo k ¢6
cac phan tir trong Zpm, St dung twong Ung sau:

A o (a1, @, ..., &) (2.11)
Trong d6: A€ Zw; a; € Zyy, vaa; = Amod m; voi 1 <i<k
+ Hai khang dinh ciia CRT nhw sau:

1. Lap ban d6 cta phuong trinh (2.11) 1a mot su tuong thich mot — mot gitra
Z va san pham Cartesia Z,,, X Z,,, X ......X Z,,, . Nghia 1a d6i vi mdi s6 nguyén A
sao cho 0 < A<M, co61Db0 K (as, az, ..., &) voi 0 < a;< m; dai dién cho nd va doi
véi mdi bo (ay, az, ..., a) €O 1 s6 nguyén doc nhat A trong Zy,

2. C4c hoat dong thyc hién trén cac thanh phan caa Zy ¢6 thé duoc thuc hién
tuong duong trén bo k twong (ng bang cach thuc hién cac hoat dong doc 1ap trong
mdi Vi tri ngang nhau trong hé thong thich hop.

- Chizng minh khéang dinh dau tién: Chuyén doi tir A sang (a1, az, ..., a) la
rang budc doc nhat. Nghia 14, mdi a; duoc tinh duy nhat 13, a; = A mod m;. Tinh A
tir (ay, az, ..., &), €0 thé dugc thuc hién nhu sau. Bé cho M; = M/m;  véi 1<i<k.

nén M; = 0 (mod my;) VGi tat ca j # i.
Saudé ¢;= M; x (M7t mod my) véi 1 <i<k (2.12)



Theo dinh nghia ctia M;, n6 twong d6i nguyén té véi m; va do d6 co duy nhét
mot nhan nghich dao mod m;. Céng thuc (2.12) duoc xac dinh ré rang va tao ra mot
gia tri C; . Bay gio ta c6 thé tinh:

A = (XTI, a;c;)(mod M) (2.13)
Dé chitng minh gié tri cua A 1a ding ¢ cong thie (2.13), tathdy a; = A mod m; V6i
1<i<k
Luuy: C;=M; =0 (modm;)néuj#ivaC; =1 (modm;).Saudéa; =A mod
m;.

- Chizng minh khdang dinh thiz 2 ciza CRT: Lién quan dén cac phép tinh sb hoc
tir cac quy tac cho sé hoc modul. Nghia 13, khang dinh thar hai c6 thé duoc ghi lai
nhu sau:

Néu Ao (ay, a...... a) vaB « (by, b ... .. by)

Thi (A+B)modM < ((astb;)) modmy, . ... ... (ax + by) mod my)
(A-B)modM < ((az—bi)modmg,....... (ak — bk) mod my)
(A xB)mod M «((a; x by) mod my),............ (ax % bx) mod my)

Mot trong nhing tinh nang hiru ich cia dinh 1y du Iuwgng cia Trung Hoa la no
cung cap mot cach dé thuc hién (co tiém ning rat 16n) sé mod M trong diéu kién
ctia nhitng bo véi s6 lwong nhé hon. Piéu ndy co thé hitu ich khi M 1a 150 chir sb
tré 1én. Tuy nhién, luu ¥ rang no 1a can thiét dé biét cac phan tir cia M. Vi du, dé
didn ta 973 mod 1813 nhu mot cip s6 mod 37 va 49. Ta xac dinh m; = 37; m, = 49;
M = 1813; A=973. Chlng ta c6 M; = 49 va M, = 37, ta dung thuat toan Euclide m¢
rong. Ta tinh My = 34 mod my va M;* = 4 mod m; (Luu ¥: Ta chi can tinh mdi M;
va méi M; 1 mot l1an). Lay du lugng mod 37 va 49, biéu thic ciia 973 14 (11, 42) boi
vi 973 mod 37 =11 va 973 mod 49 = 42,

Bay gio gia sir ta mudn thém 678 vao 973. Ta s& xt ly bo (11,42) nhu sau:

Pau tién ta tinh 678 <« (678 mod 37, 678 mod 49)=(12,41). Sau d6 ta thém
nhitng bo s6 vao va giam ((11+12) mod 37, (42+41) mod 49) = (23,34)

Pé xac minh rang diéu nay chinh xac, ta tinh:

(23,34) (MM + a,M2M5 1) mod M
= [(23)(49)(34) + (34)(37)(4)] mod 1813
= 43350 mod 1813
= 1651

Va kiém tra né bang véi (973 + 678) mod 1813 = 1651. Nhé rang phép lay
dai s6 ¢ trén; M1 12 phép nhan nghich dao ciia My mod m; mod M * 1a phép nhan
nghich dao cua M, mod ms.



Gia str ta mudn nhan 1651 (mod 1813) véi 73. Ching ta nhan (23,34) véi 73
va giam di c6 ((23 x 73) mod 37, (34 x 73) mod 49) = (14, 32). Ta ching minh nhu
sau:

(14, 32) [(14)(49)(34) + (32)(37)(4)] mod 1813 = 856

=(1651 x 73) mod 1813
2.1.5. Logarithms rai rac.

Logarithms roi rac 1a co ban ciia mot sé thuat toan khéa cong khai bao géom
trao d6i khoa Diffie_Hellman va thuat toan chit ki s6 (DSA). Sau day 1a tong quat
ngan gon vé logarithms roi rac.
2.1.5.1. Khd néng ciia mét sé nguyén (mod n).

Ta c6 cong thirc a®™ = 1 (mod n)

@(n): 1a s6 nhitng s6 nguy@n nho hon n va terong d6i nguyén tb véi n

Biéu thic tong quat hon

a™ =1 (mod n) (2.14)
Néu a va n tuong d6i nguyén té véi nhau, thi c6 it nhat 1 s6 nguyén m thoa man
(2.14). Cu thé la: M=@(n). S6 mil m cho s6 phuong trinh (2.14) dugc dé cap dén
trong mot sb cach sau:

- Thir tu cia a (mod n)

- S6 mil ciia a( mod )

- Chiéu dai thoi han tao ra bai a
Vi du: Kha nang cta 7, (mod 19)

7' =7 (mod 19)

72 =49 =2 x19 + 11 = 11 (mod 19)

73=343=18x 19+ 1 = 1 (mod 19)

74=2401=126 x19+ 7 =7 (mod 19)

75= 16807 = 884 x 19 + 11 = 11 (mod 19)

Khéng c6 diém dé tiép tuc vi trinh ty lap di 1ap lai.
Piéu nay co thé ching minh bang céch rang :

78 =1 (mod 19) va vi thé 739 =737 = 7 (mod 19)

Do d6 bat ki 2 kha ning nao ctia 7 ¢6 s6 mii khac nhau bang 3 (hoic 1 bdi sé caa 3)

tuong (g voi nhau (mod 19), vai chiéu dai caa khoang thoi gian ti s6 mii nho nhat
cua m:

7™ =1 (mod 19)



a|a|a|a|a|a |a |a|a |[a%|alt|a?|a¥|a|a®|al®|al’]|a®
1111|1111 ]1]1 1 1 1 1 1 1 1 1
2 4|8 |16|13| 7 |14] 9 (18|17 |15 |11 3 6 |12 5 |10 1
3198|5157 |2 |6 (18|16 10|11 |14 | 4 |12 |17 13| 1
4 116|719 |17|11]6 | 5|1 |4 |16]| 7 9 |17 11| 6 5 1
516 (11|17 9 |7 |16|4 | 1|5 6 |11 |17 | 9 7 116 | 4 1
6 |17 7 |4 |5 (119|161 |6 [17| 7 | 4 51119 (16| 1
7|11y 1|7 )11y 7 (1217|111 7 111 ] 1 7 111 ] 1
8 |7 |18 |11 (12|18 |7 |18|11 12| 1 8 7 118 |11 (12| 1
9| 5|7 |6 |16 114 17| 1] 9 5 7 6 |16 11| 4 |17 | 1
105|126 |3 |11|15|17 (18| 9 |14 | 7 (13|16 | 8 4 2 1
1’y 712127 1 (11|71 |11]7 1 |11 7 1 |11 7 1
1211177 | 8 |1 (12|11 17| 7 8 1 (1211 (17| 7 8 1
13117112 4 {14111 (10|16 |18 | 6 2 7 15| 5 8 9 3 1
14|16 |8 |17|10| 7 | 3 | 4 18| 5 |13 |11 | 2 9 112|116 |15 | 1
151161129 | 2 |11 ]13| 5 |18 4 3 7 110| 17| 8 6 |14 | 1
6|9 |11} 54 717|621 |16] 9 (11|65 | 4 7 117 ] 6 1
7|4 1111166 |7 |59 |1 |17 4 11|16 6 7 5 9 1
81 (181|181 (18| 1 (18| 1 (18| 1 |18 1 (18| 1 |18 | 1

Bdng 2.3 Khd néng ciia nhirng sé nguyén, (mod 19)

Bang trén cho thay tat ca cac kha nang cua a, mod 19 cho tat ca s6 duong
a<19. Chiéu dai caa chudi cho mdi gié tri co ban dugc danh didu mau. Luu y nhitng
diéu dudi day:

- Tét ca céc trinh ty két thic bang 1.

- Chiéu dai cua 1 day phan chia @(19) = 18. Tac 1a 1 s6 nguyén cua cac day
X4y ra trong moi hang cua bang.

- Mot s6 day c6 chiéu dai 1a 18. Trong trudng hop nay, nguoi ta néi rang sb
nguyén co ban tao ra tap cac sé nguyén khong theo mod 19. Mdi s6 nguyén nay
duoc goi la gbc nguyén té caa mod 19.

NGi chung, ching ta c6 thé noi rang sé mii 16n nhat cua mot sé (mod n) 1a
@(n). Néu mot sé nam trong vi tri ndy, né dugc goi 1a géc nguyén t cua n. Tam
quan trong caa khai niém nay 1a néu a 1a goc nguyén t6 cia n, thi kha ning cua no:
a, &, ..., a®™ 1a khéc biét (mod n) va tat ca twong ddi nguyén t véi n. Pac biét, vai
mot s6 nguyén té p, néu a 1a mot gdc nguyén té cuaa p, thi: a, &, .. aP7! I
khac biét (mod p). Cho sé nguyén té 19, gc nguyén té caand 1a 2, 3, 10, 13, 14, va
15. Khdng phai tat ca cac sé nguyén déu c6 gc nguyén td. Trong thuc té, chi nhitng



s nguyén véi goc nguyén té dang: 2, 4, p%, 2p®. Trong d6: p 1a bat ki s6 nguyén
t6 1é va a 12 mot sé nguyén duong.
2.1.5.2. Logariths cho mé dun sé hoc

Vi s6 thyc, chirc nang logarithms 13 nghich d4o cua lity thira. Mot chiic nang
tuong tu ton tai cho md dun sb hoc. Ta xem Xxét ngan gon cac tinh chat cua cac
logarithms thong thuong cua mot sé duoc dinh nghia 1 kha ning ma mot s duong
cin ban (trir 1) duoc lity thira 1én dé bang mét s6. Tuc 14, dbi véi co sb x va cho mot
giatriy: y = x109x0)
Cac thugc tinh cuaa logarithms bao gom:

log,(1)=0
logx(yz) = logx(y) + log,(2) =0 (2.15)
log,(x) =1
log,(¥)" =rx log,(y) (2.16)

Hay xem xét 1 goc nguyén té cho mot sé nguyén té p. Sau d6 chiing ta biét rang cac
kha nang cua a tir 1 dén (p — 1) tao ra mdi s6 nguyén: tir 1 dén (p — 1) chinh xac mdi
lan. Ta biét bat ctr s6 nao dap tng duoc: b=r (mod p) véi 1 56 r; 0 <r < (p-1) theo
dinh nghia mé dun s6 hoc. Sau d6 d6i véi bat ki s nguyén b va gbc nguyén té a cia
sb nguyén té p, chdng ta co thé tim thidy mot sé mii duy nhét i nhu vay: b = a
(mod p); trong d6 0 <i < (p-1). S6 mil i nay duoc goi 1a logarithms roi rac caa s6 b
cho co s6 a (mod p). Chuing ta biéu thi gia tri: d x log,, , (b)°
Luuy:
dxlog,,(1)=0; boivia®modp=1modp=1 (2.17)
dxlog,,(0)=1;boiviatmodp=amodp=a (2.18)
Pay 1a vi du st dung mot mo dun khong trong s6: n=9. O day @(n) =6vaa=21a
g6c nguyén td. Chang ta tinh kha nang khac nhau cua a dugc tim thay:
20=1 22=4 24 =7 (mod 9) 26 = 1 (mod 9)
2t=2 23=8 2° =5 (mod 9)
Diéu nay cho ching ta bang sau day cua cac sé véi logarithms roi rac (mod 9) Véi
goc a=2
Logarithms 0 1 2 3 4 5
Number 1 2 4 8 7 5
Lam n6 cho dé dang dé c6 duoc logarithms roi rac cia mot sé nhét dinh, ta sap xép
la bang:
Number 1 2 4 5 7 8



Logarithms 0 1 2 5 4 3
Bay gio ta xét:
x = a®*°9ap™ mod p
y= a®*9ap) mod p
xy = a®*1°9ap(*¥) mod p
Str dung cac quy tic ciia phép nhan mé dun:
xy mod p = [(x mod p )x(y mod p)] mod p
a?x19ap*¥) mod p = [(a%*°92r™) mod p)( a®*!°922) mod p) Jmod p
= (q@¥109ap() + dX109ap() Ymod p
Nhung gio xem xét dinh ly Euler n6i rang: D6i voi mdi a va n tuong d6i nguyén to
véi nhau thi a®™ = 1 (mod n). Bat ki s6 nguyén duong z c6 thé dugc thé hién duéi
dang z = q + k@(n) v6i 0 < q < @(n).
Nhu vay theo dinh ly Euler: a2 = z% (mod n) néu z = ¢ (mod @(n) )
Ap dung diéundy voi phuong trinh & trén ta co:
d X 10gap(xy) =[d X 1logey(x) +dXlogsy(y)] (mod @(n))
Piéu nay chling to su twong tu gitra logarithms va logarithms roi rac.
2.1.5.3. Tinh toan logarithms roi rac
Xét phuong trinh: y = g*mod p
Cho g, X, p tinh y. Van dé 1 ta phai nhan lap di 1ap lai va cac thuat toan ton
tai dé dat duoc hiéu qua 16n hon. Tuy nhién, cho g, y, p rat dé tinh x (lay logarithms
1o rac): e (P> nnp)**) Nhung 1ai khong kha thi véi nhiing con sé nguyén té
I6n. Bang (2.4) duoc rdt ngan bang (2.3). Cho thay cac tap logarithms roi rac c6 thé
dugc dinh nghia cho mod 19.

a. Logarithms réi rac ciia co sé6 2, mod 19

a 112, 3 (4|56 |7(8[9|10(11 |12 13|14 |15|16 |17 |1

8

log,19(a) |18 113|216 |14 |6 |38 1712|155 | 7 |11 4 10| 9

b. Logarithms réi rac cia co sé 3, mod 19

a 11234 /|5/6|7|8|9|10|11|12|13 |14 15|16| 17|18

logso(a) |18 | 7 [ 1144|8632 ]11][12][15][17[13] 5 [10[16] 9

c. Logarithms rei rac ciia co sé 10, mod 19

a 1 2 |34 |5|6|7 8 9 |10 11| 12 13 14 | 15 | 16 | 17

18

logioo(@) | 18 | 17 [5]16 24|12 |15 101 ]6 | 3 13 [ 1 ]7[14] 8

d. Logarithms réi rac cia co sé 13, mod 19




a 112 3(4/,5,6 |7 |8|9|10|11|12|13|14|15|16 |17 |18
l0g1310(a) | 18|11 |17 |4|14|10(12|15|16|7 |6 |3 |1 |5 |13|8 |2 |9
e. Logarithms réi rac ciia co sé 14, mod 19

a 112 (3|4|5|6|7(8|9]10|11(12|13|14|15|16 |17 |18
logi419(a) |18 137|810 263|145 12|15 (11| 1 17|16 4 | 9
f. Logarithms réi rac cia co sé 15, mod 19

a 1123|456 |78 |9(10(11 12|13 |14|15|16|17 |18
logisi9(a) |18 5|11 10|8 |16 (12|15 |4 |13|6 |3 |7 |17|1 | 2 |14 9

Bdng 2.4. Khd ndng ciia nhieng sé nguyén té, (mod 19)
2.2 Mat ma khoéa cong khai va RSA.

Sy phét trién ctia mat ma khoa cong khai la Ion nhét va co I8 la cudc cach
mang thuc sy trong todn bo lich st cia mat ma hoc. Tir nhitng khai dau méi nhat
dén thoi hién dai, hau nhu tat ca cac hé thbng mat ma déu dya trén cac cong cu co
ban dé thay thé va hoan vi. Sau mét thién nién ki 1am viéc véi cac thuat todn co thé
duogc tinh bang tay, mot tién bo 16n trong ma hoa ddi xang xay ra va véi su phat
trién cua may ma hda va giai ma ty dong . Cac may tinh cho phép su phat trién cua
hé thong mat ma cuc Ki phuc tap. Vi su san ¢ ciia may tinh, tham chi cac hé théng
phirc tap hon di duoc dua ra, ndi bat nhat 1 nd luc caa Lucifer tai IBM dat duoc két
qua la tiéu chuan ma hoa dix liéu (DES). Nhung ca hai may tinh va DES mic du dai
dién cho cho nhiing su tién b nhung van dya vao céc céng cu thay thé va hoan vi.

Thuat toan mat ma khoa cong khai duwoc dua trén cac chirc nang toan hoc thay
vi thay thé va hoan vi. Quan trong hon, mat ma khoa cong khai 1a khong dbi xtung
bao gom viéc st dung hai khoa riéng biét, trai nguoc véi ma hoa ddi xang, chi st
dung mét khoa. Trudc khi tién hanh, ta nén dé cap dén mot sé khai niém sai 1am phd
bién lién quan dén ma hoa khoa cong khai. Mot quan niém sai 1am nhu vay la: Mat
mi khoa cong khai an toan hon tir viéc phan tich mat ma hon ma hoa dbi xang.
Trong thuc thé, bao mat cua bat ki chuong trinh ma hoa nao phu thudc vao do dai
cua khoa va cong viéc tinh toan lién quan dén pha vé mot mat ma. Khong c6 gi vé
nguyén tic ctia ma hoa dbi xing hoic ma hoa khoa cong khai ma lam cho nhiing
cap trén khac chdng lai phan tich mat ma.

Mét quan niém sai 1am thi hai khac 12 ma hda khoa céng khai 1a mot ki thuat
da muc dich da 1am ma hoa di xtang 16i thoi. Nguoc lai, vi nhitng tinh toan trén co
s tinh toén cua cac chuong trinh mé hoa khoa cong khai hién tai, duong nhu khong
c6 kha nang du doan duoc raing ma hoa ddi xtng s& bi bo di. Nhu mot trong nhirng
nha phat minh ma hoa khoa cong khai da cho rang "han ché cua mat mé khoa cong
khai dé quan ly chinh va cé4c ung dung chit ky gan nhu duoc chap nhan rong rai."




Cudi cing, c6 mot cam giac rang phan phdi cha chét 1a tim thuong khi st
dung ma hoa khoa cong khai, so véi viéc bat tay phic tap hon véi cac trung tam
phan phdi chinh cho ma hoa ddi xang. Trén thuc té, mot sé dan giao thic 14 can
thiét, thuong bao gom mét tac nhan trung tdm va cac thu tuc lién quan khong don
gian hon ciing khong hiéu qua hon céc thu tuc can thiét cho ma hoa ddi xang.

Chung ta nhin vao khéi niém cua nd, khai niém vé ki thuat nay da duoc phat
trién va cdng b trude khi noé dugc chap nhan dé thuc hién. Tiép theo, ta kiém tra
cac thuat todn RSA, thuat todn ma hda va giai ma quan trong nhit di duoc chang
minh 1a kha thi d6i voi mat ma khda cong khai.

-Hai khoa lién quan (khoa cong khai va khoa ca nhan) dwoc sir dung dé

Khoa bat doi o C ; f i
thuc hién céc thao tac bo sung, chang han ma héa va giai mé hoac tao

Xtn . ,
d chix ki va xac minh chir ky.
) -Tai liéu ki thuat so6 va chir ki s6 dugc cap boi cac co quan chirng nhan
Chang thuc| .. .. .. . . T . , , . £
, . lién ket tén cua nguoi dang ki véi khoa cong khai. Chung chi cho biét
khoa coOng e e , s 2 s
Khai nguoi dang ki da xac dinh trong chung nhan da dugc kiem soéat va truy

cap vao khoa ca nhan tuong urng.

Thuat toan

_ | -Thuat toan ma hoa str dung hai khoa lién qua(khda cong khai va khoa
mat ma khoa

) ~ | canhan).
cong  khai | oA
(bt a6 Hai khoa nay c6 dac tinh la lay khoa ca nhan tur khoa cong khai la khong

, kha thi vé mat tinh toan.
Xung)

o -Mot bo chinh s&ch, quy trinh, nén tang may chu, phan mém va may tram

Cosohatang | . L , . e , NS

. . lam viéc duoc sir dung cho muc dich quan ly céc chang chi va cac cap
cong cong|,,, . A . 1a N
(PKI) khoa cong khai va ca nhan, bao gom kha nang phat hanh, duy tri va thu

hoi giay ching nhan khoa cong khai.

Bdng 2.5 Cac thudt ngé lién quan dén ma hoa bét déi xirng
2.2.1. Nguyén tic caa cac hé théng mat ma khoa céng khai.

Khéi niém mat ma khda cong khai phét trién tir mot nd luc tan céng hai trong
s6 nhitng van dé khé khan nhat lién quan dén ma hoa ddi xang. Phan phéi khoa,
phan phbi khoa theo ma hoa d6i xang yéu cau thtr nhat 1a: Hai ngudi giao tiép da
chia s¢ mot khoa bang cach nao d6 da dugc phan phéi cho ho. Thu hai 1a: Viéc sir
dung maot trung tam phan phdi chinh
2.2.1.1. Hé thang mdt ma khoa cong khai

Cac thuat toan bat ddi xang dua vao khoa cho ma hoa va céc thuat toan khac
nhung khéa c6 lién quan cho giai mi. C4c thuat toan nay c dic diém quan trong
sau day:



- Tinh toan khong thé thuc hién duoc dé xac dinh khoa giai ma chi dugc dua
ra kien thic vé thuat toan mat ma va khdéa mat ma.
Ngoai ra, mot s6 thuat toan, chang han nhu RSA ciing c6 cac dic diém sau day:

- Mot trong hai khéa lién quan dung dé ma hoa, khoa con lai duge ding dé
giai ma.
M6t chuong trinh ma hoa khoa cong khai ¢6 sau thanh phan (Hinh 2.1. (a))

- Ban rd (plaintext): Day la thong diép c6 thé doc hoac dit liéu duoc dua vao

thuét toan nhu dau vao.
puhl.ic-key
R o4

Ted ?
Mike Alice

PU, | Alice's public PR, Allice's private
key key

Joy

Transmitted Y= I—
ciphertext D[PR,, Y| ==
> —p | =
Y=E[PU, X]
Plai t Plaintext
la;g::x Encryption algorithm Decryption algorithm m:::]::
(e.g., RSA) \_/Tx/
Bob (a) Encryption with public key Alice
? | ‘
Mike
PR, | Bob's private PU, | Bob's public
key key
X=
— X Transmitted DIPU, Y| ===
| ! ciphertext . E—
== |—Pr > —r | ==
— ¥ = E[PR,, X1 =
Plaintext Plaintext
— Eneryption algorithm Decryption algorithm Amex
input - , - output
(e.g., RSA)
Bob (b) Encryption with private key Alice

Hinh 2.1 Mgt m& khoda cong khai

Thuat todn ma hoa (Encryption algorithm): Thuat todn ma hoa thuc hién cac
phép bién doi khéac nhau trén plaintext.

Khéa cong khai va khoa ca nhan (Public and private keys): Pay la mét cap
khoa di duoc chon dé néu mot trong hai cai duoc st dung dé ma hoa, khda con lai
duogc sir dung dé giai ma. Cac phép bién d6i chinh xac duoc thuc hién bai thuat toan
phuc thudc vao khéa cong khai hoic khoa ca nhan duoc cung cap nhu dau vao.



Ban ma (Ciphertext): Pay 1a thong diép dugc ma hda, tao ra nhu dau ra. N6
phu thudc vao ban 16 va chia khoa. P6i véi mot thong diép nhat dinh, hai khoa khac
nhau sé tao ra hai ban ma khac nhau.

Thuat toan giai ma (decryption algorithm): Thuat toan nay chap nhan ban ma va két
hop chia khéa va tao ra ban ro.
2.2.1.2. Cdc bwéc can thiét

1. Mdi nguoi duing tao ra mot cap khoa dé stir dung ma hda va giai ma tin nhan.

2. Mdi nguoi sir dung dat mot trong hai khda trong thanh ghi cong khai hoic
tap tin truy cap khac. Pay 1a khoa cong khai. Khoa ca nhan duoc giit kin. Nhu so d6
hinh (2.1. (a)). Mdi ngudi dung, duy tri 1 bo suu tap cac khoa cong khai cé duoc tir
nhitng ngudi khac.

3. Néu Bob mudn gtri mét tin nhan bi mat dén Alice, Bob ma héa tin nhan
bang khoa cong khai cua Alice.

4. Khi Alice nhan tin nhin, cd ay giai ma n6 bang khéa ca nhan. Khong nguoi

nhan khac c6 thé giai ma tin nhan vi chi co Alice biét khoa riéng cua Alice.
Véi céch tiép can nay, tat ca nguoi tham gia déu cd quyén truy cap vao khoa cong
khai, v&i cac khoa riéng duoc tao boi modi ngudi tham gia va do d6 khong bao gio
duogc phan phdi. Mién 1a khoa ca nhan ctua ngudi ding van duoc bao vé bi mat, théng
tin dén duogc an toan. Vao bat ki toi diém nao, hé théng cé thé thay doi khoa riéng
ctia N6 va xuat ban khoa cong khai di kém dé thay thé khoa cong khai cii ctia no.

Ma hoéa thong thuong M4 hoa khoa cong khai

Can cho hoat dong: Can cho hoat dong:

1. Cung mot thuat toan véi mot khoa
duoc sir dung dé ma hoa va giai ma

2. Nguoi gui va nguoi nhan phai chia sé
thuat toan va khoda

1. Mot thuat toan duoc st dung dé ma
hoa va mot thuat toan lién quan dé giai
ma vai mot cawoj khoa, mot cho mé hoa
va mot cho giai mé.
2. Nguoi guri va nguoi nhan phai cé mot
cap khoa khap nhau.

Can cho an ninh:

1. Chia khoa phai dugc gitr Kin

2. N6 phai khéng thé hoic it nhat la
khong thuc té (4p dung) dé giai md mot
tin nhan néu khoa dugc gitt bi mat.

3. Kién thac vé thuat todn véi mat ma
hoéa khong du dé xac dinh khoa.

Can cho an ninh:
1. Mot trong hai khoa phai dugc gitr bi

mat.

2. Phai 1a khéng thé hoic it nhat Ia
khong thuc té ddi véi giai ma mot tin
nhan néu mot trong cac khoa gitr bi mat.




3. Kién thuc vé thuat toan cong véi mot
trong cac khoa cong véi cac mau ma hoa
phai da dé xac dinh khéa khac.

Bdng 2.6. Ma héa thong thwong va ma hoa khoa cong khai.
Bang 2.6. tom tit mot sé khia canh quan trong ciia ma hoa déi xang va ma hda khoa
cong khai. Dé phan biét giita hai cai nay, ching ta thay khoa duoc sir dung trong ma
héa ddi xting 1a mot khoa bi mat. Con hai khoa duoc str dung trong ma hoa bat doi
xung duoc goi la khoa cong khai va khoa ca nhan. Khoa ca nhan dugc gitt bi mat,
nhung né duoc goi 1a khda ca nhan chir khéng phai 1a mot khda bi mat dé tranh nham

1dn v&i ma khoa di xang.
A
. {
Cryptanalyst A
= PR,
[

Source A Destination B
: X - .
Message Encryption Decryption »l Destination
source algorithm ¥ = E[PU}, X] algorithm X _—— )
1 D[PR;, Y]
PU, PRy,

Key pair
SOUrce

Hinh 2.2. H¢ mdt ma khoa cong khai: Bi mdt
Ta xem xét ki hon cac yéu té can thiét caa ma khoa khoa cong khai (hinh 2.2.).
C6 mot s6 ngudn A, d6 1a tao ra cac thong diép trong ban rd X = [Xy Xz, ..., Xul.
Cac phan tar M cuia X 1a cac chir trong s6 bang chir cai hitu han. Thong diép duoc
dung cho dich B, B tao ra mét cap khdéa lién quan; khéa cdng khai PU, va khoa ca
nhan PRy. PRy chi dugc biét d¢én o B, trong khi PU, cong khai ¢ sén va do d6 ¢
thé truy cap bai A. Véi thong diép X va khoa ma héa dau vao PUp, A hinh thanh ban
maY =[Yy, Ya, ..., YAI:
Y = E(PUp, X)
Nguoi nhan ¢ ké hoach, s¢ hitu khoa ca nhan két hop, cé thé dao nguoc sy
chuyén dbi:
X = D(PRy, Y)



Mot d6i twong, quan sat Y va cé quyén truy cap va PUp, nhung khong cd
quyén truy cap vao PRy, hodc X, phai c6 gang khdi phuc X va&/ hoic PRy. Gia st ddi
phuong khong c6 kién thuc vé cac thuat toan ma hda (E) va giai ma (D). Néu dbi
phuong chi quan tim dén thong diép dic biét nay, thi trong tdm cua nd luc 1a khoi
phuc X bang cach tao ra wdc lwgng ban rd X. Thong thudng, d6i phuong ciing quan
tam dén kha ning doc duoc cac tin nhan trong twong lai, trong trudng hop do, mot
nd luc @é khoi phuc PRy, bang cach tao ra woc tinh PBy.

Nhu dé cap trude d6 rang, mot trong hai khoa c6 thé duoc sir dung cho ma
hoa, va mot cach khac duoc st dung dé giai ma. Diéu nay cho phép thuc hién mot
luge dd mat ma hoa khac. Hinh 2.1. (b) va hinh 2.3. cho thay viéc sir dung khoa cong
khai ma hoa dé cung cap ching thuc:

Y = E(PRa, X)
X = D(PU,, Y)
A
PR,
Source A Destination B
Message X Encryption _ | Decryption »| Destinati
source algorithm Y = E[PR,, X] | algorithm ¥ | tnation

DIPU,, ¥
y IPUs Y]

Hinh 2.3 Hé ma khoa cong khai: Xac thuc

Trong trudng hop ndy, A chuan bi mot thong diép dén B va ma hoa n6 bang cach sir
dung khoa riéng ciia A trude khi truyén né. B ¢ thé giai ma thong diép bang khoa
cong khai ciia A. Bai vi tin nhan da dugc ma hoa bang khoa riéng tu ciia A, chi A
c6 thé chuan bi thong diép. Do do, toan b tin nhan duoc ma hda hoat dong nhur mot
chir ki s6. Ngoai ra, khdng thé thay doi thong bao ma khong can truy cap vao théng
tin c& nhan cua A, chinh vi vay thong diép duoc xac dinh ca vé ngudn va vé dir liéu
chinh thyec.

Trong so dd trudc, toan bo tin nhan duoc ma hda, mac du ca tac gia va noi
dung, doi hoi rat nhiéu luu trit. Mai tai liéu phai dugc giit nguyén dé sir dung cho
muc dich thyc tién. Mot ban sao ciing phai dwoc luu trir trong ban ma dé ngudn goc
va ndi dung cé thé duge xac dinh trong trudng hop cé tranh chap. Mét céch hiéu qua



hon dé dat duoc két qua tuong tu 14 md héa mot khdi nho cac bit 1a mot chirc ning
cua tai lieu. Mot khoi nhu vay dugc goi 1a chiing thuc, phai ¢é tinh chat d6 1a khéng
thé thay doi tai liéu va khong thay d6i ngudi xac thuc. Néu trinh xac thuc duoc ma
hoa voi khda ca nhan cua nguoi gui, no s€ dong vai tro nhu mot chir ki xac minh
ngudn gbc, ndi dung va trinh tuy.

Diéu quan trong la phai nhan manh rang qué trinh ma héa mé ta trong hinh
2.1. (b) va hinh 2.3. khéng cung cap tinh bao mat. D¢ 1a thong diép dang dugc guri
di dugc an toan trude sy thay d6i nhung khong phai tir nghe trom. Bidu nay rd rang
trong trudng hop caa mot chit ki dua trén mot phan cua tin nhan, boi vi phan con lai
cua tin nhian duoc truyén di trong rd rang. Ngay cé trong trudng hop ma héa hoan
chinh nhu trong hinh 2.3, khéng c6 bao vé bi mat vi bat ki ngudi quan sét c6 thé giai
ma tin nhan bang cach su dung khoa cong khai caa nguoi gui. Tuy nhién, nd cung
cap ca chirc ning xac thuc va bao mat théng qua hai lan khoa cong khai nhu hinh
2.4. dudi day:

Source A Destination B
Encryption Y Encryption Z Decryption Y Decryption || X Message
algorithm algorithm algorithm algorithm dest.
PU, PRy,

Key pair
source

PR, FU,

Key pair
source

Hinh 2.4. H¢ mdt m& khoa cdng khai: Xac thuc va bi mdt.

Z = E(PUp, E(PR,, X))

X = D(PU,, D(PRy, 2))

Trong truong hop ndy, ta bit ¢au nhu trude bang cach md hoa mot tin nhan,
str dung khoa riéng tu cua nguoi giri, diéu ndy cung cap chit ki sb. Tiép theo, ta lai
ma hoa, sir dung khda cong khai ciia nguoi nhan. Cac ban ma cudi cung chi cé thé
duogc giai ma chi boi nguoi nhan chi dinh, mot minh nguoi d6 cé khoa ca nhan két
hop. Vi vy, bao mat dugc cung cap cua cach tiép can nay la thuat toan khoa cong
khai, phirc tap, phai dugc thuc hién bén 1an thay vi hai lan trong mdi giao tiép.

2.2.1.3. Ung dung cia cac hé thang mdt ma khoa cong khai



Trudc tién, ta can nam mot khia canh cua cac hé thong mat ma khéa cong
khai, ma c6 thé dan toi su nham Ian. Cac hé théng khoa cong khai duoc dic trung
baoi viéc sir dung thuat toan mat ma vaéi hai khda, mot duoc gitr riéng va mot duoc
cong khai cé san. Tuy thudc vao tng dung, ngudi gui st dung khoa c& nhan cua
ngudi gui hodc khoa cong khai ctiia ngudi nhan, hoic ca hai, dé thuc hién mot sé loai
chtrc nang mat ma. N6i chung, ta c6 thé phan loai viéc st dung céc hé thdng mat ma
khoa cong khai thanh ba loai:

- M4 héa/giai ma: Ngudoi gii ma héa mot tin nhan véi khoa cong khai cua
nguoi nhan.,

- Chit ki s6: Nguoi giri “ki” mot tin nhan cd khoa riéng caa no. Viéc ki két
duoc thuc hién bing mot thuat todn mat ma duoc &p dung cho tin nhin hodc mot
khoi dit liéu nho 1a chirc nang cua tin nhan.

- Trao d6i khoa: Hai bén hop tac trao d6i khoa phién. C6 thé c6 mot sb cach
tiép can khac nhau, bao gom cac khoa ca nhan caa mot hoac ca hai bén.

Mot s6 thuat toan pht hop cho ca 3 ang dung, trong khi mot sé khac chi co thé duoc
str dung cho mét hoic 2 ing dung nay. Bang 2.7. chi ra cac tng dung duoc hd tro
baéi cac thuat toan.

Algorithm Encryption/Decryption | Digital Signature Key Exchange
RSA Yes Yes Yes
Elliptic Curve Yes Yes Yes
Diffie-Hellman No No Yes
DSS No Yes No

Bdng 2.7 Ung dung cho cac h¢ théng médt ma cong khai

2.2.1.4. Y8u cdau doi véi mat ma khoa cong khai

Hé théng ma hoa duoc minh hoa trong hinh 2.2. dén hinh 2.4. phu thudc vao
thuat todn mat ma dya trén hai khoa lién quan. Difie va Hellman d3 dua ra hé thong
nay ma khdng can chitng minh rang cac thuat toan nhu vay ton tai. Tuy nhién, ho da
dua ra cac diéu kién ma céc thuat toan nhu vay phai dap ung.

1. b6 1a tinh d& dang cho mét bén B dé tao ra mot cap (khoa cong khai PUy,
khoa ca nhan PRy).

2. N6 dé tinh toan cho nguoi giri A, biét khoa cong khai va thong diép duoc
ma hoa, M, dé tao ra ban ma twong ung. C= E(PUy,, M)

3.6 1a tinh dé& dang cho nguoi nhan B dé giai ma cac ban ma két qua sir dung
khoa riéng dé khdi phuc lai thong bao ban dau.

M = D(PRb,C)=D[PRb,E(PUp,M)]

4. N6 1a khong thé thuc hién tinh toan duoc d6i véi ké tin cong, biét duoc

khoa cong khai PUy, dé xac dinh khoa ca nhan PRy



5. N6 1a khong thé thuc hién tinh toan duoc ddi véi ké tin cong, biét duoc
khda cong khai PUp, va 1 ban ma C, dé khdi phuc thong diép ban dau M.

6. Hai khoa cd thé duoc 4p dung theo thir tu

M = D[PU,,E(PRy,M)]=D[PRy,E(PUp,M)]

Pay 14 nhiing yéu cau, ching minh bang thuc thé 1a chi c6 mot vai cac thuat
toan (RSA, mat ma Ellip Curve, Diffie-Hellman, DSS) d3 nhan dugc su chip nhan
rong réi trong vai thap ki ké tir khi khai niém ma héa khéa cong khai duoc dé xuat.

Trudce khi giai thich Ii do tai sao céc yéu cau qua khit khe, trudc tién ta nén
lam lai ching. Giam céc yéu cau dé can mot cira chirc ning mot chiéu. Mot chirc
nang mdt chiéu 1a anh xa mot mién vao mot dai sao cho mdi gié tri ham c6 mot su
nghich dao duy nhat, véi diéu kién tinh toan cua ham la dé dang, khi tinh toan ngugc
lai 1a khdng kha thi.

Y =f(X) dddang X = f~1(Y) khong kha thi

NGi chung, d& dang dugc dinh nghia dé c6 nghia 1a mot van dé cé thé duoc
giai quyét trong thoi gian da thire nhu 14 mot chirc ning cua chiéu dai dau vao. Vi
vay, néu chiéu dai cua dau vao Ia n bit, thi thoi gian tinh toan ham twong tng véi n,
trong d6 a 1a hang s6 ¢ dinh. Nhu 13 thuét toan duoc cho 1a thuoc vé 16p P. Thuat
ngit khdng kha thi 12 mot khéai niém mé. Noi chung, chiing ta ¢6 thé néi rang mét
van dé la khong kha thi néu nd luc dé giai quyét no phat trién nhanh hon thoi gian
da thtrc nhu 13 mot chire ning cua kich thude dau vao.

Vi du: Néu chiéu dai cia dau vao la n bit va thoi gian dé tinh toan cac chuc
nang 1a ti 1& thuan véi 2", van dé duoc xem la khéng thé kha thi. That khong may,
rat kho dé xac dinh néu mot thuat toan thé hién cu thé su phuc tap nay. Hon nita, Cac
khai niém truyén thong cua sy tinh toan phuc tap tap trung vao sy phuc tap cua thuat
toan hoic truong hop xau nhat. Nhiing bién phap nay khéng phd hop véi mat ma,
diéu nay doi hoi khéng thé dao ngugce dugc chic ning cta hau hét cac dau vao,
khong phai d6i véi truong hop xau nhat hoac tham chi 1a truong hop trung binh.

Bay gio ta chuyén sang dinh nghia caa mot chire ning cira biy, d6 1a d& dang
dé tinh toan theo mot hudng va khong thé tinh toan ¢ mot husng khac trir khi mot
sb théng tin bd sung duoc biét dén. Vi céc thdng tin bd sung nghich dao c6 thé
duoc tinh bang thoi gian da thic. Ta c6 thé tom tat nhu sau: Mot chirc nang ctra by
la mot gbc o chie nang dao nguoc fi, nhu vay:

Y = fi(X) dé& dang, néu biét k va X

X = f1(Y) dé dang, néu biétk va 'y

X = f71(Y) khéng kha thi, néu biét Y va khong biét k



Do d6, su phét trién thuc té cia mot ma hoa khda céng khai phu thudc vao sy phat
trién cia mot chirc nang cira bay thich hop.
2.2.1.5. Phan tich méa khoa cong khai

Gidng nhu d6i v6i ma hoa ddi xang, mot chuong trinh ma hoa khéa cong khai
d& bi ton thwong bai brute-force. Céc bién phap ddi phé nhu sau: Str dung mot khoa
I6n. Tuy nhién, c6 mot su can bang dé dugc xem xét. Céc hé théng khoa cong khai
phu thudc vao viéc st dung mot loai chire ning toan hoc khong thé dao nguoc. Tinh
phtrc tap cua tinh todn cac chirc nang nay c6 thé khdng quy mé tuyén tinh véi sé
lugng bit trong khoa nhung phat trién nhanh hon. Do d6, kich thudc khoa phai da
l6n dé 1am cho cudc tin céng brute-force khdng thuc té nhung du nho dé thyuc té ma
hoa va giai ma. Trong thuc té, cac kich ¢& quan trong da dugc dé xuat dé 1am cho
cudc tan cong brute-force khdng thuc té nhung két qua trong ma hoa va giai ma toc
dé qua cham cho muc dich str dung chung. Thay vao d6, ma hoa khoa cong khai
hién dang bi gidi han trong viéc quan ly khoa va chit ki ing dung.

Mot dang tan cong khac 1a tim mot sb cach dé tinh toan cac khoa riéng dua
vao khoa cong khai dugc cung cap. Cho dén nay, né da dugc chirng minh bang toan
hoc bang hinh thtc tin cong nay 1a khéng thé thuc hién duoc cho mot thuat toan
khoa cong khai cu thé. Do d6, bat ki thuat toan nao, bao gom céac thuat toan RSA
duoc sir dung rong rai la nghi ngo.

Lich st ciia phan tich ma cho thay mot van dé duong nhu khong thé giai quyét
duoc tir mot quan diém co thé duoc tim thay c6 mot giai phap néu nhin theo mot
cach hoan toa khac.

Cubi ciing, c6 mot dang tan cong dic thu ddi véi cac hé thdng khda cong khai.
Pay 1a vé ban chat, mot cudc tan cong cd thé xay ra. Gia s “Mot thong bao duoc
gui di bao gom chi mot khoa DES 56 bit. Mot d6i tugng c6 thé ma hoa tat ca cac
khoa DES 56 bit c6 thé sir dung khoa cong khai va c6 thé kham pha khoéa ma hoa
boi két hop ban ma truyén. Cudc tan céng nay cd thé bi can tro bang cach thém mot
s6 bit ngau nhién vao cac thdng béo.

2.2.2. Thuat toan RSA

Céc bai bao dau tién cua Diffie va Hellman d3 dua ra mot cach tiép can méi
ddi v6i mat ma, va thuc té da thach thirc cdc nha mat ma hoc dé dua ra mot thuat
toan mat ma dap ung cac yéu cau ddi véi cac hé théng khda cong khai. Mot sé thuat
toan da dugc dé xuat cho mat ma khoa cong khai. Mot s6 trong sé nay ban dau day
hira hen sau d6 no lai c6 thé bi bé gay.

Mot trong nhiing két qua thanh cong dau tién vai thach thirc nay da duoc phat
hién vao nam 1977 cta Ron Rivest, Adi Shamir va Len Adleman tai MIT va xuét
ban lan dau vao nam 1978.



Chuong trinh Rivest-Shamir-Adleman (RSA) duoc chap nhan rong rai va ap
dung ddi v6i ma hoa khoa cong khai tir d6. RSA 1a mot mat ma, trong d6 ban mi 1a
s nguyén gitta 0 va n — 1 cho mot s6 n. Mot kich thude dién hinh cho n 12 1024 bit
hoac 309 chir s6 thap phan. Do 13, n nhé hon 2192, Ta kiém tra RSA trong phan nay
mat cach chi tiét bt dau véi sy din ta vé thuat toan. Sau do, ta kiém tra mot s6 cac
tinh toan va mat ma cua RSA.
2.2.2.1. M0 td thugt toan

RSA sir dung mot biéu thirc vi ham mii. Ban 16 dugc ma hoa trong khdi, V6i
mdi khéi c6 mot gia tri nhi phan nho hon mét sé n. Tirc 13 kich thugc khdi phai nho
hon hoidc bang logz(n)+1; trong thuc té, kich thudc khéi 1a i bit, trong d6: 2' <n <
2i*1. M4 hoa va giai ma co dang sau day, dbi vai mot s6 khdi ban rd M va khéi ban
ma C

C=M*modn

M = C% mod n = (M®¢ mod n = M® mod n
Ca nguoi giri va ngudi nhan phai biét gia tri caa n. Nguoi gui biét gia tri cia e va
chi dinh ngudi nhan biét gi tri caa d. Do d6, day 1a thuat toan khoa cong khai cua
PU = {e,n} va khoa ca nhan PR = {d,n}. Déi voi thuat toan nay la théa dang cho ma
hoa khoa cong khai, phai dap tng cac yéu cau sau:

1. C6 thé tim dugc cac gia tri cua e, d va n sao cho M® mod n = M véi v M<

2. Twong doi dé tinh toan M mod n va C® mod n cho tét ca gia tri caa M<n.
3. Khong thé xac dinh d cho e van
Bay gio, ta xem xét van dé dau tién: Ta can phai tim mot mdi qua hé cua biéu thic.
Mé mod n=M
Cac méi quan hé trude do gitra e va d 1a s6 nhan nghich dao modulo @(n), trong do
@(n) 1a ham mii ctia Euler. N6 duogc thé hién ¢ dinh 1i s6 hoc rang p, q la s6 nguyén
t, @(pq) = (p—1)(g—1). Méi quan hé giita e va d c6 thé dugc biéu dién bang: ed mod
@(n) = 1 diéu nay tuong duong vai :
ed =1 (mod @(n)) < d = e (mod @(n))
Nghia 13, e va d 1a phép nhan nghich ¢ao mod @(n). Luu ¥ rang theo c4c quy tic cua
md dun sb hoc, diéu nay 1a dung chi khi d (va do d6 e) twong d6i nguyén té véi @(n).
Tuong duong ged(@(n),d) = 1.
Bay gio ta x4c dinh cac thanh phan thyc té cua RSA:
P, q, Z S6 nguyén to (riéng tu, da chon)
n = pq (cong khai, tinh)



e vai ged (B(n),e) =1; 1 <e < @(n) (cong khai, da chon)
d = e (mod @(n)) (riéng tu, tinh)

Khoa c& nhan bao gém {d, n} va khoa céng khai bao gdm {e, n}. Gia st ngudi ding
A di cong bd khda cong khai ctia nd va ngudi ding B mudn gui tin nhan M dén A.
Sau d6 B tinh C = M® mod n va truyén C. Khi nhan duoc ban ma, ngudi st dung A
giai ma bang cach tinh M = C? mod n. Sau déy 1a tom tat thuat toan RSA, twong ung
véi hinh 2.1. (). Alice tao cap khoa cong khai va c& nhan; Bob ma héa bang khoa
cong khai cua Alice va Alice giai ma bang khda cé nhan.
Alice tao cap khoa :

- Chon p, q véi diéu kién p, g ca hai 1 s6 nguyén t5; p#q

- Tinh n = pxq

- Tinh @(n) = (p-1)(gq-1)

- Chon sb nguyén e vaéi ged (@(n),e) = 1; 1 < e < @(n)

- Tinh d vsi d = e (mod @(n))

- Khéa cong khai PU = {e, n}

- Khoa ca nhan PR = {d, n}
Bob ma hoa tin nhan véi khda cong khai cua Alice

-Banrdo M <n

-Ban ma C = M®* mod n
Alice giai mi tin nhan véi khoa ca nhan cua Alice

-Banma C

- Ban rd M=CYmod n
Vi du dugc thé hién trong hinh 2.5. Di véi vi du ndy, cac khoa di duoc tao ra nhu
sau:

Encryption Decryption
-y Ciphertext -
aintext aintext
88 —- Esijmod{i:jh 11 2 1|@ijmﬂd{i:j}= 58— 15

/ |/
PU =17, 187 FR =23, 187
Hinh 2.5 Vi du vé thugt toan RSA.
Péi vai vi du nay, cac khoa duoc tao ra nhu sau:
1. Chon 2 s6 nguyén t6, p=17 va q=11
2. Tinh n = pq = 17x11=187
3. Tinho(n)=(p-1)x(gq—-1)=16 x 10=160



4. Chon e véi diéu kién e twong d6i nguyén té véi @(n)=160 va nho hon
@(n).Ta chone =7

5. Xac dinh d sao cho ed =1(mod 160) va d < 160. Gia tri chinh xac d = 23,
boi vi 23x4 =161 = (1x160)+1; d cd thé duoc tinh bing cach sir dung thuat toan
Euclid mo rong.

Két qua cac khoa la khoa cong khai PU = {7,187} va khoa ca nhan
PR={23,187}. Vi du cho thay viéc st dung cac khoa nay cho mot dau vao ban rd
ctia M = 88. Vi mé hoa, chiing ta can tinh C = 887 mod 187. Khai thac tinh chét cua
mo dun s hoc, chiing ta c6 thé 1am diéu nay nhu sau:

88" mod 187 = [(88* mod 187)x(882 mod 187)x(88* mod 187)] mod 187

88! mod 187 = 88

882 mod 187 = 7744 mod 187 = 77

88% mod 187 = 59969536 mod 187 = 132

88" mod 187 = (88x77x132) mod 187 = 894432 mod 187 = 11
Péi vai giai ma, ta tinh M = 112 mod 187

1122 mod 187 = [(11! mod 187)x(11?> mod 187)x(11* mod 187)x(118 mod
187)x(11% mod 187)] mod 187

11' mod 187 = 11

112 mod 187 = 121

114 mod 187 = 14641 mod 187 = 55

118 mod 187 = 214358881 mod 187 = 33

1122 mod 187 = (11x121x55%33%33) mod 187 = 79720245 mod 187= 88
Bay gio ta xét 1 vi du cho viéc sir dung RSA dé xu ly nhiéu khdi dit liéu. Trong vi
du nay, ban rd 1a mot chudi chir s6. Madi biéu twong ban rd dugc gan mot ma duy
nhat gém hai s6 thap phan (vi du: a = 00; A = 26). Mot khéi ban rd bao gém bén
chix s6 thap phan, hoic hai ki tu chir va sb. Hinh 2.6. (a) minh hoa ma hoa nhiéu khoi
va hinh 2.6. (b) dua ra mot vi du cu thé. S6 vong tron thé hién tha tu hoat dong thuc
hién.



Sender Sender

Plaintext P H?HL —
Decimal string 33 14 23 62 00 17 04 62 24 14 20 66
Hlocks of mumbers P =3314 P, =216 P =0017
P"PI"' P =462 P, = 2414 P, =2066
@ Ciyke € @ €, =3314" mod 11023 = 10260
Public key Cy =P, mod n €, =2262" mod 11023 = 9489
&0 - =P "modn e=11 - €, =17" mod 11023 = 1782
- n =11013 €, = 462" mod 11023 = 727
€y = 2414" mod 11023 = 132
€, = 2066 mod 11023 = 2253
nep - . 11023 = T¥x151 I
@ Iransmit Transmit
Private key — Rm{md @::: 801 @ .
—_— =
o] decimal text n=11023 Py = 10260° mod 11023 = 3314
4 P, = 9489 mod 11023 = 2262
d =1 mod &(n) Py =r‘.‘_, " 4 Py = 1782 mod 11023 = 0017
S} = (o — Ihg— 1 S 5891 = 11- mod 10800 | P, = 7275 mod 11023 = 0462
@ _nul t g 10800 = (73— 1151 = 1) | P, = 10032%% mod 11023 = 2414
=pq . @ 11023 = T3x 51 P, = 2253 mod 11023 = 2066
LY e=11
T p=T73,g=151
l:.r:tnr "l — Receiver Random number Receiver
- generator

Hinh 2.6. Xi# Iy RSA nhiéu khdi
2.2.2.2. C&c khia cgnh tinh toan

Bay gio ta chuyén sang van dé can thiét vé tinh toan dé sir dung RSA. Thuc
su 0O hai van dé dé xem xét: ma hoa/giai ma va tao khoa. Trudc tién ta xét qué trinh
méa hoda va giai ma.

+ Tinh todn lily thira trong mé dun sé hoC:

Ca hai md hda va giai ma trong RSA lién quan dén viéc liy thira, mot s6
nguyén cho mot s6 nguyén, mod n. Néu sé lity thira duoc thuc hién trén céac sé
nguyén va sau d6 giam mod n, cac gia tri trung gian la v cung Ién. Nhu vi du ¢ trén
ta cd thé sir dung mot thudc tinh ciia mo dun sé hoc.

[(@a mod n)x(b mod n)] modn=(axb)modn
Nhu vay ta ¢ thé giam céc gia tri trung gian theo mod n. Biéu nay cho phép tinh
thuc té. Mit khac xét tinh hiéu qua cua liy thira, d6i véi RSA, chung ta dang gial
quyét véi s mil 16n. Bé xem hiéu suat co thé tang 1én nhu nao, xét trudng hop ching
ta tinh x'6. Cach giai quyét binh thudng 1a phai c6 15 phép nhan

X =X XXX XXXXXXXXXXXXXXXXXXXXXXXXXXX

Tuy nhién ta c6 thé dat duoc két qua cudi cing véi 4 phép nhan, néu ta lién
tuc binh phuong cua ting két qua mdi phan, lién tuc hinh thanh (x?, x*, x8, x9).

Mot vi du khac, gia sir ta mudn tinh x'* mod n, cho mot s6 nguyén x va n:



Ta thay x1 = x1*2*8 = x x x2x x8. Trong trudng hop nay, ta tinh x mod n, x2 mod n,
x* mod n, x® mod n va sau d6 tinh: [(x mod n ) x(x2 mod n) x(x® mod n)] mod n.
Nhin chung, gia sir ta muén tim gia tri a®> mod n véi a, b va n 1a nhiing s6 nguyén
duong. Néu ta biéu dién b nhu mot sé nhi phan: bbi.1......be, sau d6 ta co:

szbiio 2!
Nhu vay:

ab = q@bi=o 2h) _ | a2

a® mod n=[ [1p,xo a2 Tmodn = (Hbiio[azi mod n]) mod n
2.2.2.3. Hoat dong hié¢u qud dung khoa cong khai

Dé day nhanh hoat dong cua thuat toan RSA sir dung khoa cong khai, mot lua
chon dic biét cua e thudng dugc thuc hién. Lya chon pho bién nhat 12 65537 (215+1).
Hai lwa chon pho bién khac la 3 va 17. M&i lya chon nay chi c¢6 hai bit, do d6 s6 1an
nhan dugc yéu cau dé thuc hién lity thira dugc giam thiéu.

Tuy nhién, véi mot khoa cong khai rat nhé nhu e = 3, RSA tro 1én dé bi tan
cong. Gia str, chiing ta c6 ba ngudi diing RSA khac nhau, tat ca déu ding gia tri e =
3, nhung duy nhat gié tri cia n. Cu thé la (n1, nz, nz). Néu ngudi ding A giri mot
thong diép ma hoa M dén tat ca ba nguoi, sau d6 ba ban ma 1a :

Ci=M3modn;; C,=M3mod ny; Cs = M3 mod ng;

C6 kha nang ni; n2; n3 1a cip twong ddi nguyén té. Do do, ta c6 thé dung dinh 1y du
luong cta Trung Hoa (CRT) dé tinh M2 mod (n:n,ns). Theo quy tac cia thuat toan
RSA, M nho hon mdi s6 cua n; (M < ng; M <ny; M < ng). Nhu vay: M3<n;n,nz. Theo
d6, ké tan cong chi can tinh tinh toan cin bac 3 cia M3. Cudc tan cdng nay cé thé
khodng thuc hién duoc néu ta them mot bit gia cho mdi trudng hop cia M dé duoc
mé hoa.

Luu ¥ rang dinh nghia cua thuat toan RSA doi hoi rang trong qué trinh tao
khoa, nguoi dung s& chon mot gia tri twong d6i nguyén té vai @(n). Vi vay, néu mot
gia tri cua e duoc chon dau tién va sé nguyén té p va q duoc tao ra, nd co thé xay ra
gcd(@(n),e) # 1. Truong hop nay ta phai tir chdi gia tri p, q va tao ra mot cap p, q
moai.

Chuing ta khdng thé chon mot gia tri hang sé nho d dé hoat dong hiéu qua.
Mot gia tri nho caa dé bj tan céng bang cach tan céng brute-force va cac hinh thic
mat ma khéc. Tuy nhién, c6 mot cach dé day nhanh toc d6 tinh toan sir dung dinh Iy
du lwong cua Trung Hoa. Ta muén tinh gi& tri M = C? mod n. Ta xac dinh cac két
qua trung gian sau day:

Vp=CY modp; Vq=Cimodq



Theo phuong trinh (1.8): ¢;= M; x (M;* mod m;)véil<i<kcta dinh ly du
luong Trung Hoa:

Xp=0x(@*modp);  Xq=px(p™ mod q)
Sau d6 dung phuong trinh A = (X¥_, a;c;)(mod M) biéu dién:

M = (VpX; + VgXq) modn
Hon nita, hon nua ta c6 thé don gian hoa viéc tinh V, va V, bang viéc su dung dinh
ly Fermat, trong d6 néu rang: a* = 1 (mod p); néu p va a twong ddi nguyén té Véi
nhau. Két qua tinh todn cudi ctng 1a nhanh hon gap bbn 1an véi M = C¢ mod n.
2.2.2.4. Tao khéa

Truéc khi p dung hé théng mat ma khoa cong khai, mdi nguoi tham gia phai
tao ra mot cap khoa. Biéu ndy bao gébm céc van dé sau:

- Xac dinh hai s6 nguyén té, p va g.

- Chon e hoac d va tinh toan khac.

Pau tién xem xét viéc chon p va g. Béi vi gia tri cia n = p x q s& duoc biét
dén vai bat Ki ké tan cong nao, dé ngan chan sy phat hién caa p va g bang cac phuong
phap day du, nhitng sé6 nguyén nay phai duoc lua chon tir mot tap hop di lén (tic 1a
p va g phai 1a nhitng con sé 16n). Mat khac, phuong phap nay duoc st dung dé tim
s nguyén tb 16n phai c6 hiéu qua hop 1y.

Hién nay khong c6 céac ki thuat hitu ich mang lai nhitng con s6 nguyén té 16n
vi vay can phai c6 mot sb bién phap giai quyét van dé khac. Phuong phap nay noi
chung dugc sir dung 1a chon ngau nhién mot sé 1é cua vi tri mong mudn cua cudng
d6 va kiém tra sé d6 1a sé nguyén t. Néu khong, chon sé ngau nhién tiép theo cho
dén khi tim va kiém tra thay s6 nguyén té.

Nhiéu thir nghiém vé tinh nguyén té da duoc phat trién va gan nhu chung chi
c6 tinh xé&c suat. Nghia 13, viéc tar nghiém sé& chi xac dinh rang mot sé nguyén nhat
dinh ¢4 1& 1a s6 nguyén t6. Mac cho sy thiéu chac chan nay, cac thir nghiém nay co
thé duoc thuc hién theo cach 1am cho xéc suat gan bang 1.0 nhu mong muén.

Vi du: Mbt trong nhitng thuat toan phd bién va hiéu qua la thuat toan Miller-
Rabin dugc giéi thiéu & phan Iy thuyét s6. Véi thuat toan nay va hau hét cac thuat
toan nhu vay, tha tuc dé kiém tra xem mot s6 nguy@n n 1a sé nguyén té 1a thuc hién
mot phép tinh lién quan dén n va a, chon ngau nhién sé nguyén a. Néu n khéng théng
qua viéc kiém tra thi n khdng phai 1a s6 nguyén t6. Néu n thong qua viéc kiém tra,
sau d6 n co thé 1a s6 nguyén t hoic khong phai 12 sé nguyén té. Néu n vuot qua
nhiéu viéc kiém tra nhu vay voi nhiéu cac gié tri duoc chon ngau nhién cho a, sau
d6 ta co thé chac chan rang n 1a sé nguyén to.

TOm lai, cac bude dé chon mot sé nguyén té nhu sau:



1. Chon mét s6 nguyén Ié n ngau nhién (vi du: st dung bo tao sb gia ngau
nhién).

2. Chon mét s6 nguyén a < n mot cach ngau nhién.

3. Thuc hién phép thir s6 nguyén té xac suat, nhu Miller-Rabin, véi a nhu mot
tham sé. Néu n khdng thong qua thtr nghiém, tir chdi gié tri n va quay lai budc 1.

4. Néu n da vuot qua viéc thir nghiém, chap nhan n, néu khéng quay lai budc

Can luu y rang ¢ bao nhiéu con sé c6 thé bi tir chéi truge khi sé nguyén tb
duoc tim thay. Két qua tir Iy thuyét s, goi 1a dinh Iy s6 nguyén td, cho biét céc sb
nguyén té gan N nam trén mot trong mdi In(N) sé nguyén. Nhu vay, trung binh ta
phai kiém tra theo tht tu cua In(N) sé nguyén trude khi tim thay sé nguyén té. Trén
thuc té, bai vi tat ca cac sd nguyén té tham chi co thé ngay lap tac bi tir chéi, con s6
chinh xé&c 1a In(N)/2. Vi du, néu mot s6 nguyén trén thi tu ciia cudng do 22°° da duoc
tim kiém, sau d6 In(22%°)/2 = 70 thur nghiém sé& can thiét dé tim mot s6 nguyén to.

C6 sb nguyén té p va qua trinh tao ra cap khoéa duoc hoan thanh bang cach
chon mot giéa tri caa e va tinh d hoac chon moét gia tri caa d va tinh e. Gio ta chon e
sao cho ged (@(n), e) = 1. Sau d6: Tinh d=e?*(mod (@(n)). C6 Mot thuat toan don
gian s& dong thoi tinh toan udc chung 1én nhét caa hai s6 nguyén va néu ged bang
1, xac dinh nghich dao caa 1 trong sé cac sé nguyén khéac.Thuat toan nay duoc goi
1a Euclid mé rong. Do d6 cac budc tao ra mot chudi sé ngau nhién, kiém tra mdi s6
d6i véi @(n) cho dén khi mot sé nguyén tuong dbi nguyén té véi @(n) duoc tim thay.



Chuong 3.
Chuwong trinh ma hoa va giai ma RSA
3.1. M6 ta thuat toan

Sender:
Message
Sender
® |
e T plaintext
Drecimal string
@
Blocks of numbers
Pplp.-. al_sweigart_pubke Encrypted.py
® l y.txt(n, e)
@ Ciphertext €
e E':i' mod n Ciphertext:
. - ] Transmit
al_sweigart_pri
n=py |
Transmit Vkey.txt(n d)
¢ Decrypted.
@_ ) l ypted.py
LS — Recovered
£55] decimal text /]\
P, =€  modn .
d=e"mod i) | P =C4modn e, n,d plaintext
)= (p—Lg—-1) . -
@ n=pq
ep.g \4
1 makeRsaKeys.py,cr Receiver:
Random number b Receiver
generator yptomath.py,
rabinMiller.py Message
3.2. Ma chwong trinh

3.2.1. Cryptomath.py
Str dung thuat toan Euclid mé rong dé tinh woc chung 16n nhat nhat néu wac

chung I6n nhét bang 1, xac dinh nghich dao.
def gcd(a,b):

while a!=0:

a,b =b%a,a

return b
def findModInverse(a, m):

if gcd(a, m) 1=1:

return None



ul,u2,u3=1,0a
vl,v2,v3=0,1m
while v3 1= 0:
g=u3//v3
vl,v2,v3,ul,u2,u3=(ul-q*vl), (u2-q*v2), (Uu3-q*v3),vl v2 v3
return ul % m
3.2.2. RabinMiller.py
Str dung thuat toan Rabin-Miller dé kiém tra sé nguyén t6
#Primality Testing with the Rabin-Miller Algorithm
import random

def rabinMiller(num):
#return True if num is prime number.
Ss=num-1
t=0
while s % 2 ==0:
s=s/l2
t+=1

for trials in range(5):
a = random.randrange(2, num - 1)
v =pow(a, s, num)
ifv!=1:
=0
while v I= (hum - 1):
ifi==t-1:
return False
else:
i=i+1
v =(v**2)%num
return True

def isPrime(num):
if(num<2):
return False

lowPrimes = [2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47,
53,59, 61,67,71,73,79, 83, 89, 97, 101, 103, 107, 109, 113, 127, 131, 137,



139, 149, 151, 157, 163, 167, 173, 179, 181, 191, 193, 197, 199, 211, 223, 227,
229, 233, 239, 241, 251, 257, 263, 269, 271, 277, 281, 283, 293, 307, 311, 313,
317, 331, 337, 347, 349, 353, 359, 367, 373, 379, 383, 389, 397, 401, 409, 419,
421, 431, 433, 439, 443, 449, 457, 461, 463, 467, 479, 487, 491, 499, 503, 509,
521, 523, 541, 547, 557, 563, 569, 571, 577, 587, 593, 599, 601, 607, 613, 617,
619, 631, 641, 643, 647, 653, 659, 661, 673, 677, 683, 691, 701, 709, 719, 727,
733,739, 743, 751, 757, 761, 769, 773, 787, 797, 809, 811, 821, 823, 827, 829,
839, 853, 857, 859, 863, 877, 881, 883, 887, 907, 911, 919, 929, 937, 941, 947,
953, 967, 971, 977, 983, 991, 997]
if num in lowPrimes:
return True
for prime in lowPrimes:
if (num % prime ==0):
return False

return rabinMiller(num)

def generateLargePrime(keysize=1024):
while True:
num = random.randrange(2**(keysize-1),2**(keysize))
if isPrime(num):
return num

3.2.3. MakeRsaKeys.py
Tao khoa
#RSA Key generator
import random, sys, os, rabinMiller, cryptomath

def main():
print('Making key file...")
makeKeyFiles('al_sweeigart', 1024)
print('Key files made.")

def generateKey(keySize):
#Step 1
print('Generating p prime...")



p = rabinMiller.generateLargePrime(keySize)
print('Generating q prime...")
q = rabinMiller.generateLargePrime(keySize)

n=p*q

#Step 2
print('Generating e that is relatively prime to (p-1)*(g-1)...")
while True:
e=random.randrange(2**(keySize - 1), 2**(keySize))
if cryptomath.gcd(e, (p-1)*(g-1))==1:
break

#Step 3

print(‘Calculating d that is mod inverse of e...")
d = cryptomath.findModInverse(e, (p-1)*(g-1))
publicKey = (n, e)

privateKey = (n, d)

print('Public key : ', publicKey)
print('Private key:', privateKey)

return (publicKey, privateKey)

def makeKeyFiles(hame, keySize):
if o0s.path.exists('%s_pubkey.txt' %(name)) or
0s.path.exists('%s_privkey.txt'%(name)):
sys.exit(WARNING: The file %s_pubkey.txt or %s_privkey.txt already exists!
Use a different name or delete these files and re-run this program.' %(name, name))
publicKey, privateKey = generateKey(keySize)

print()

print('The public key is a %s and a %s digit number." %(len(str(publicKey[0])),
len(str(publicKey[1]))))

print("Writing public key to file %s_pubkey.txt ...'%(name))

fo = open('%s_pubkey.txt'%(name), 'w")

fo.write('%s,%s,%s' %(keySize, publicKey[0], publicKey[1]))

fo.close()



print()

print("The private key is a %s and a %s digit number.' %(len(str(publicKey[0])),
len(str(publicKey[1]))))

print("Writing private key to file %s_privkey.txt..." %(name))

fo = open(‘%s_privkey.txt' %(name), 'w")

fo.write('%s,%s,%s' %(keySize, privateKey[0], privateKey[1]))

fo.close()

if _name_=='" main_ "
main()

3.2.4. Encrypted.py

#RSA Cipher encrypt

import sys

blockSize = 128 # 128 byte
BYTE_SIZE =256 # 1 byte have 256 value

filename = 'encrypted_file.txt'
message = input(‘Input message:")
print ('Message : ',message)

print

(FHRRE AR AR RRAARR AR AR IR A AR R IR R AR REAFHRRIA AR RIAFRR AR
*)

pubKeyFilename = "al_sweigart_pubkey.txt'

print (‘Encrypting and writing to %s....."%(filename))

#encryptedText = encryptAndWriteToFile(filename, pubKeyFilename, message)

#def encryptAndWriteToFile(messageFilename, keyFilename, message,
blockSize= DEFAULT_BLOCK_SIZE)



#keySize, n , e = readKeyFile(keyFilename)
fo = open(pubKeyFilename)

content = fo.read()

fo.close()

keySize , n, e = content.split(',)
keySize=int(keySize)

n=int(n)

print (‘'number n is :%s' %n)

print

('**************************'k*******'k*****************************')

e=int(e)
print (‘'number e is : %s' %e)

print

('****************************************************************')

if keySize < blockSize*8:# *8 to convert bytes to bits

sys.exit(ERROR: block size is %s bits and key size is %s bits. The RSA cipher
requires the block size to be equal to or less than the key size. Either increase the
block size or use different keys.' % (blockSize * 8,keySize))

#encryptedBlocks = encryptMessage(message,(n,e),blockSize)
#def encryptMessage(message, key, blockSize=DEFAULT BLOCK SIZE):
encryptedBlocks =[]
#for block in getBlocksFromText(message, blockSize):
messageBytes = message.encode(‘ascii’)
blockints =[]
for blockStart in range(0, len(messageBytes), blockSize):
blockint =0



for i in range(blockStart, min(blockStart + blockSize, len(messageBytes))):
blockint += messageBytes[i]* (BYTE_SIZE**(i%blockSize))
blockints.append(blockint)
print('blocklints is: ‘,blockints)
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encryptedBlocks =[]
for block in blocklnts:
#ciphettext = plaintext * e mod n
encryptedBlocks.append(pow(block, e, n))
print ('Encryptedblocks : ',encryptedBlocks)

p ri nt('************************************************************')

for i in range(len(encryptedBlocks)):
encryptedBlocks[i]=str(encryptedBlocks[i])

encryptedContent=",".join(encryptedBlocks)

encryptedContent = '%s_%s_%s'%(len(message), blockSize, encryptedContent)

fo = open(filename,'w")

fo.write(encryptedContent)

fo.close()

print ('Len(message) _ blockSize__content is: ',encryptedContent)

print

('****************************************************************')

3.2.5. Decrypted.py
#RSA cipher decrypt

import sys

blockSize = 128 # 128 byte



BYTE_SIZE = 256 # 1 byte have 256 value

filename = 'encrypted_file.txt'

privKeyFilename = 'al_sweigart_privkey.txt'

print (‘'Reading from %s and decrypting ..."%(filename))
#decryptedText = readFromFileAndDecrypt(filename, privKeyFilename)
#def readFromFileAndDecrypt(messageFilename, keyFilename):
#keySize , n, d = readKeyFilename(keyFilename)

#def readKeyFilename(keyFilename):

fo = open(privKeyFilename)

content = fo.read()

fo.close()

keySize, n, d = content.split(’,")

keySize = int(keySize)

print ('keySize is : ', keySize)
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n =int(n)

print ('number nis :',n)

pl’l nt('******************************')

d =int(d)

print ('number d is ', d)

p“nt ('******************************')

fo =open(filename)

content = fo.read()

messagelLength, blockSize, encryptedMessage = content.split(* ")
messageLength = int(messageLength)

print('mesagelLength is ;' ,messagelLength)

print
('*********************************************************')
blockSize = int(blockSize)

print (‘blockSize is : ',blockSize)

pl’l nt('********************************************************
**')

print('encryptedMessage is :',encryptedMessage)

p ri nt('********************************************************

***')

if keySize < blockSize*8: #*8 to convert byte to bits



sys.exit('Error : The RSA cipher requires the block size to be equal to or less
than the key size. Did you specify the correct key file and encrypted file?')
encryptedBlocks =[]
for block in encryptedMessage.split(’,'):
encryptedBlocks.append(int(block))
print('encryptedBlocks is :',encryptedBlocks)
#return decryptMessage(encryptedBlocks, messageLength,(n,d), blockSize)
decryptedBlocks =]
for block in encryptedBlocks:
#plaintext = ciphertext * d mod n
decryptedBlocks.append(pow(block,d,n))
print(‘decryptedBlocks is:',decryptedBlocks)

pl’l nt('********************************************************

******8')

# return getTextFromBlocks(decryptedBlocks, messagelLength, blockSize)
#def getTextFromBlocks (blocklInts, messagelLength, blockSize)
message =[]
for blockInt in decryptedBlocks:
blockMessage =[]
for i in range(blockSize - 1 ,-1, -1):
if len(message) + 1 < messagelLength:
asciiNumber = blockint //(BYTE_SIZE **i)
blockiInt = blockInt%(BYTE_SIZE**i)
blockMessage.insert(0, chr(asciiNumber))
print(‘blockMesage’, blockMessage)
print(".join(blockMessage))
message.append(blockMessage)
print('message.extend’,message)



KET LUAN

Trén ddy em d trinh bay toan bd ndi dung vé xay dung chuong trinh mi hoa
va giai ma mat ma khda cong khai RSA. Bé tim hiéu vé cach hoat dong caa mat ma
khoa cong khai, em da tim hiéu vé co so todn hoc, cac thuat toan dé xay dung vé ma
hoa RSA. Ma hda RSA hoat dong dua trén co s¢ toan hoc nhu cac dinh ly Fermat,
dinh 1y Euler, dinh ly con lai cta Trung Hoa va cac cac thuat toan Euler, thuat toan
Miller-Rabin. Chuong trinh ma héa va giai ma dugc xay dung trén ngdn ngir
Python3.

Do diéu kién thai gian c6 han ciing véi kha nang con han ché nén khong tranh
khoi thiéu s6t. Vay mong duoc thay 6 chi bao dé quyén d6 an duoc hoan thién hon.

Em xin chan thanh cam on thady Nguyén Vin Duong, thiy gido huéng dan
truc tiép, va cac thay cd khac trong bd mon tan tinh giup d& va tao diéu kién dé em
hoan thanh quyén db an nay.
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