Tim hiéu Wireless LAN va van dé bao mdt Wireless LAN

LOT CAM ON

Truoc tién em xin gui loi cam on sdu sdc toi thay, TS. Ho Van Canh, da tan
tinh hwong dan,giup do em trong suot qua trinh thyuc hién dé tai. Dé dé tai cua em

hoan thanh dung thoi han.

Em xin cam on cdc thdy, ¢é khoa Cong nghé thong tin, truong Pai hoc Dén
Ldp Hai Phong da trang bi cho chiing em nhitng kién thirc quy bdu trong qud trinh
hoc tdp, va tao diéu kién givip d& dé em lam tét nghiép tét nhat trong thoi gian vira
qua.

Em xin cdm on cdc thay cé trong trieong Bai hoc Dan Ldp Hai Phong da
trang bi cho chung em nhurng tri thuc quy bau giup chung em du hanh trang budc
vao doi.

Cdm on tdt ca cdc ban khoa cong nghé théng tin da givip do va dong hanh

VGi t6i trong sudt thoi gian qual
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LOI MO PAU

Su tién bo ctia nén khoa hoc cong nghé thong tin di gép phan lam cho doi
séng xa hoi ngay cang phong pht. N6 mang lai siéu loi nhuan cho nén kinh té cua
mdi qudc gia va toan ciu, ddng thoi mang lai nén van minh cho nhan loai chua
ting o tir trude dén nay. Viét Nam 1a mot nude dang trén da phat trién va hoi
nhap, nhiing anh hudng tich cuc va h¢ qua uu viét do cong ngh¢ thong tin mang lai
cho nén kinh té va doi séng xa hoi khoang vai chuc nim gan ddy di ching minh
diéu nay.

Hé thdng mang khong day WLAN 1a mot phat trién vuot bac ctia nganh cong
nghé thong tin. Hién nay no 1a su Iya chon t6i uwu nhét boi ciing mot luc c6 thé két
ndi mdy in, Internet va céc thiét bi may tinh khac ma khong can day cap truyén dan.
Nho d6 ma ta giam thiéu dugc sb luong day chay trong phong, tir phong nay sang
phong khac. S6 lugng day khong déng ké nén khong lam thay doi canh quan, tham
mi noi ¢ va noi lam viéc, hoi hop.He théng lién lac khong day hién nay khong chi
con bi gidi han trong truyén théng tiéng ndi ma né6 mo rong ra nhiéu dich vu khéac
nhu hé théng dién thoai 3G. Ngoai chirc nang di¢n thoai, ngudi s dung co thé st
dung ndé nhu mot thiét bi giai tri, truy cap internet, kiém tra tai khoan...Ngoai ra
mang LAN khong day con rat nhiéu tién loi khac d6 1a sy mém déo, dé thay thé

bao tri, d& dang mo rong hé thong...

Céac chuin mang khong diy tuy méi dua ra nhung di nhanh chong tro 1én
pho bién trong hé théng mang két ndi str dung day hién nay. Hién nay, mang khong
day thuc sy di vao cudc song . Chi can mdt laptop, PDA hodc mét phuong tién
truy cdp mang khdng day bat ky, ban c6 thé truy cap vao mang & bit ctr noi dau,
trén co quan, trong nha, ngoai dudng , trong quén cafe...bit cit néi ddu nam trong

pham vi phu song cia WLAN.

Trong nodi dung d¢ tai nay, em xin trinh by nhiing hiéu biét vé WLAN nhu

1a mt gidi thi€u vé mot cong nghé moi dang duoc trién khai rong rai hi¢n nay.
NO dung dé tai gom 3 chuong:

Chuong 1 : Gi6i thiéu tong quan vé WLAN
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Chuong 2: Cac van dé ki thuat

Chuong 3: Bao mat cho WLAN

Trong qua trinh lam, do diéu kién thoi gian va trinh do c6 han, diéu kién tiép xuc
vé6i thiét bi con it, do d6 khong tranh khoi mot s sai sot.Vi vay mong thiy co va
cac ban dong goép ¥ kién dé em co thé hoan thién hon tai lidu ndy, em Xin chan

thanh cam on.
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CHUONG 1: GIOI THIEU TONG QUAN VE
WIRELESS LAN

1.1. Tong quan

K¥ thuat lién lac khong day thuc su trd thanh mot hién tugng bung nd cla
khoa hoc ki thuat trén toan thé gi6i. Chi riéng tai My, s luong théng ké cho thay tir
nam 1987 dén 1993 sb luong dién thoai di dong (cellular phone) da tang tir 1 triéu
cai 1én 10 triéu cai, hiéu suat ban thiét bi c6 thé 1én tdi 180.000 cai/thang. O Thuy
Pién, theo s6 luong théng ké nam 90, cir 10 ngudi dan thi c6 mot ngudi sir dung
dién thoai di dong. K¥ thuat nay ngay cang tré thanh mdt phuong tién lién lac hiru
hiéu voi sy ra doi cua vé tinh. Ngay nay, lién lac khong day da tré thanh mot

phuong tién khong thé thiéu ciia con nguoi.

Céc cong nghé va san pham dung cho két ndi mang may tinh khéng can day
dan thuc sy méi duge chu ¥ vao cudi nhitng nam 90 cua thé ky 20. Kha nang di
chuyén linh hoat trong mang LAN khong day (WLAN) cho phép nhan vién c6 thé
tan dung thoi gian va khong gian 1am viéc tai bat ky dau trong pham vi ban kinh
cho phép, ho khong phai gan cting vao chiéc may PC nita, vi thé nang cao hiéu suat
lam viéc. Do do, viéc phat trién WLAN d4 trd thanh mot muc tiéu hang dau cua
cong ty may tinh, nham gitp cac doanh nghiép ciing nhu ngudi dung riéng 1& co
dugc nhiing tién loi tbi da trong cong viéc.

Puoc phé chuan cua IEEEb 802.11 vao nam 1999, dén nay WLAN di tré 1én
phét trién manh trén thé gidi, tuy nhién & mot sé nudc ma nén céng nghé thong tin
danh phat trién nhu ¢ Viét Nam hién nay thi WLAN van con 1a mot cong nghé kha

md&i mé can dugce nghién ctru va dau tu thich dang

GVHD: TS — Hé6 Vin Canh 6 SVTH: Vii Thi Dung



Tim hiéu Wireless LAN va van dé bao mdt Wireless LAN

IEEE 202 20 oo PP HGE

M
waw VAN o aeran
W & HFRRACCE 5%

Eff a2y LAN s
Wispdyss LAN HPERAN

B . v . 1
e e

. o

Hinh 1.1: Vi tri ciia WLAN trong mé hinh hé théng mang
Khai niém mang WLAN
Mang WLAN (WIRELESS LOCAL AREA NETWORK-WLAN ) 1a mét hé théng

truyén thong s6 liéu linh hoat dugc thuc hién trén sy m& rong cua mang LAN hiru
tuyén. WLAN gdm céc thiét bi duoc ndi lai v6i nhau c6 kha ning giao tiép thong
qua séng RADIO hay tia hong ngoai trén co so st dung cac giao thirc chuén riéng
ctia mang khong day thay vi cac dudng truyén dan bang day.

1.2. Cong nghé sir dung

Hau hét tat ca cac cong nghé tir computer dén non-computer déu c6 nhimg
chuan riéng quy dinh cho chung WLAN ciing khong phai 1a ngoai 1&. C6 2 t6 chtic
16n va uy tin cia My hién nay cung dua ra cac chuan cho WLAN. D6 1a FCC (
Federal Communication Commission ) va IEEE

(Institute of Electrical and Electronics Engineers). Ho quy dinh ra khoang tan s6
ma cac thiét bi WLAN duogc phép sir dung. C6 2 loai khoang tan sb:

< ISM ( Industrial, Scientifi, and Medical ): tan sé dung cho ISM dugc quy
dinh 1a: 902 MHz, 2.4 GHz va 5.8 GHz va d¢ rong thay ddi co thé tir 26 MHz t&i
150 MHz.

X/

< UNII ( Unlicensed National Information Infrastructure ): Cac bang song déu
nam trong dai 5GHz va d¢ rong bang thay doi 1a 100 MHz
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Hinh 1.2: Phén bé tan s6 ISM va UNIT

Hién nay, cac chuan do IEEE duoc sir dung phd bién nhat dé dung lam chuéin cho
cac hing san xuat thiét bi WLAN. Chuin cho WLAN dugc IEEE dit tén 1a IEEE
802.11. 802.11 quy dinh cach thtr hoat dong ciia mang khong day, cac ky thuéat

truyén, téc do va bang thong ciia mdi phuong phép truyén.

Céac chuin cia WLAN dugc IEEE quy dinh trong 802.11: “WLAN 1a mot
cong nghé Internet khong day tbe do cao theo chuan 802.11 IEEE”

Kich thuéc phu song méi HOSTPOT : < 300m.

Tan sb: Tan s6 stir dung pho bién: 802.11b, 2,4GHz (giai IMS), céng suit phat : =
100mW, d¢ rong bang thong 22MHz.

Téc do : 11Mbps véi chuan 802.11b.
Bao mat: WEP ( Wired Equivalent Privacy )
H¢ quan 1y: Radius ( Remote Authentication Dial In User Service )

Phuong phép truyén song cé thé 1a: Giai trai pho truc tiép ( Direct Sequence Spread
Spectrum-DSSS ), giai trai phd nhay tan ( Frequency Hopping Spread Spectrum-
FHSS ) va hong ngoai.
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1.3. Pdi twong sir dung

O nhimg nudc phat trién WLAN duoc trién khai rong rai trong nhitng phong
hoi nghi van phong tap doan, nhiing kho hang 16n, nhiing 16p hoc c6 st dung
Internet, tham chi c4 nhitng quén cafe. V&1 nhitng nudc nhu Viét Nam thi nhitng
d6i tuong dang quan tdm 1a khach hang dung Laptop, Pocket PC: c6 thé 1a cac
doanh nhan, cac khach du lich, cu dan: dung PC + card modem, nhiing nguoi dung

di dong, sinh vién...

H¢ thong thong tin doanh nghigp: Cac nha quan 1y mang c6 thé di chuyén nhan
vién 1ap ra cac van phong tam thoi hodc cai dat may in va nhiéu thiét bi khac ma

khong anh hudéng baéi chi phi va tinh phtrc tap ctia mang co6 day.

Du lich: Khach san va cac diém du lich c6 thé xtr 1y thong tin dat phong yéu cau
dich vu hodc thong tin hanh 1y ctia khach hang.
Giéo duc: Sinh vién va giang vién c6 thé lién lac v6i nhau tir bat ky vi tri nao trong
khuon vién dai hoc dé trao ddi hodc tai vé cac bai giang co san trén mang. Mang
WLAN con giam thiéu nhu cau st dung phong thue hanh may tinh cua sinh vién.
Thong tin sdan phtfm: Céac nhan vién chiu trach nhiém vé xuat kho co thé cap nhat
va trao do6i cac thong tin ctia san pham.
Yté: Y ta co thé trao d6i cac thong tin vé liéu phap chita bénh va bénh nhan.
1.4. Dia diém lip dit

Tai cac khu tap trung dong nguoi nhu: Cac van phong, toa nha, truong dai
hoc, san bay, nha ga, san van dong, khu trién 1am, khach san , siéu thi, khu dan
cu...
1.5. Kha nang wng dung tai Viét Nam

Viét Nam 1a mot nudc cong nghé théng tin dang trén da phat trién nhanh
chong, vi vay tiém nang khai thac 1 rat 16n. Hon thé trong nhimg nim vira qua va
nhiing nam t61, Viét Nam la diém dén cta cac nha dau tu, cic khach du lich nuéc
ngoai. Cac khach quéc té, du lich c6 Laptop cam card dé ndi mang WLAN, hoic

Laptop doi méi dung cong nghé chip Centrino hoic Duo Core 1a dbi tuong ngudi
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ding. ( theo boingo: ndm 2005 90% Laptop c6 san tinh ning két ndi mang WLAN
ma khong can dén card riéng, & My 27 triéu trén tong sd 36 triéu doanh nhan cé
may tinh xéach tay ).Dan cu nam trong ving HOSTPOT dung card chuyén dung
(dudi 100 USD) 1a ddi twong ctia nha dau tu. Néu c6 nhitng chinh sach dau tu giam
gia thich hop, thi ddi tuong sinh vién & cac truong dai hoc sir dung Laptop, PC,
PDA, Pocket PC 1a ddi twong tiém ning cAn quan tim, cAn phat trién s6 diém

HOSTPOT, giam gia cudc, c6 chién dich xic tién, tiép thi.
1.6. Uu va nhwoc diém ciia mang WLAN
1.6.1. Uu diém

Sw tién loi: Mang khong day cling nhu hé théng mang théng thudng. N6 cho phép
nguwoi dung truy xudt tai nguyén mang 6 bét ky noi dau trong khu vwe dwoc trién
khai(nha hay vin phong). Véi su gia ting s6 nguoi su dung may tinh xach
tay(laptop), 6 1a mot diéu rat thuan loi. (bén trong ving phul séng Radio cac nut
mang cac thé truyén thong khong giéi han xa hon).

Kha niing di dong: Vi su phét trién cta cic mang khong day cong cong, nguwoi
ditng c6 thé truy cdp Internet ¢ bét cir ddu. Chang han & cac quan Cafe, ngudi
dung co thé truy cap Internet khong day mién phi.

Hiéu qua: Nguoi dung c6 thé duy tri két ndi mang khi ho di tir noi nay dén noi
Trién khai: Viéc thiét 1ap hé thong mang khong day ban dau chi cdn it nhét 1
access point. Voi mang dung cép, phai ton thém chi phi va co thé gip kho khin
trong viéc trién khai hé théng cap o nhiéu noi trong toa nha.

Kha niang mé rong: Mang khong day co thé ddp iing tirc thi khi gia ting sé
Iwong ngwoi ding. D& lap dit, trién khai va mo rong (khi thém may khong anh
hudéng dén hé théng), it st dung céc két ndi co day do do6 loai bo dugc sy ruom ra
ctia viée di cap, dic biét thuan tién véi nhitng diém kho di day, tiét kiém duoc thoi
gian lap dat day cap va khong lam thay d6i tham my kién tric toa nha. Pong nghia
v6i viée it phat sinh nhiéu van dé cho nguoi ding va quan tri hé thong. Do d6 lam

giam chi phi bao tri bao dudng hé théng nho kha niang d& thay thé khi xay ra su cd.
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Tinh manh mé:

Mang WLAN tranh duoc nhimg tham hoa nhu dong dat, nguoi dung 16i kéo.
Sy phat trién manh mé& va pho bién rong ri cia mang khong day hién dang 13 mot
dong luc 16n thiic ddy mot 1an song d6i moi trén Internet. Cong nghé khong day c6

mit & khap moi noi.
1.6.2. Nhuge diém ciia mang WLAN

Bao mat:_Moi trudong két ndi khong day 1a khong khi nén khd néng bi tin cong
cud ngwoi ding la rit cao. Thém vao nita, giao dién song radio 1am cho viéc nghe
trom trong WLAN dé& hon nhiéu trong mang khac.

Pham vi: Mot mang chuin 802.11g véi cac thiét bi chuan chi cé thé hoat dpng tot
trong pham vi vai chuc mét. N6 phu hop trong 1 cidn nha, nhungvéi mot toa nha
16n thi khong dap tmg dugce nhu cau. Bé dép tng can phai mua thém Repeater hay
access point, dan dén chi phi gia ting.

Po tin cay( nhiu ): Vi st dung song vo tuyén dé truyén thong nén viéc bi nhiéu,
tin higu bi giam do tic dong cua cac thiét bi khac(ld vi song,....) 1a khong tranh
khoi. Lam giam déng ké hiéu qua hoat dong ctia mang.

Toc dd: Toc d6 ciia mang khong day (1- 125 Mbps) rdt chdm so véi mang sie
dung cdp(100Mbps dén hang Gbps).
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CHUONG 2: CAC VAN PE VE Ki THUAT
2.1. Téng quan
WLAN la mdt cong nghé truy cap mang bang thong rong khong day theo

chuan 802.11 cta IEEE. Puoc phat trién v6i muc dich ban dau 1a mdt san pham
phuc vu gia dinh va vin phong dé két ndi cac may tinh ca nhan ma khong can day,
n6 cho phép trao doi dir liéu qua song radio véi tc do rat nhanh. La co hodi cung
cap duong truy cap Internet bing thong rong ngdy cang nhiéu ¢ cac dia diém cong
cong nhu san bay, ctra hang cafe, nha ga, cac trung tdm thuong mai hay trung tam
bao chi .

Tiéu chuan IEEE 802.11 dinh nghia ca 2 kiéu co so ha tﬁng, voi sb luong tbi
thiéu cac diém truy nhap trung tim toi mot mang huu tuyén, va mot ché do 1a peer-
to-peer, trong d6 mot tap hop nhiing dai vo tuyén lién lac truc tiép voi nhau ma
khong can mot diém truy nhap trung tim hoic mang vo tuyén nao. Su hap dan cua
WLAN 1a tinh linh hoat cta ching. Chiing c6 thé mé rong truy cap téi cdc mang
cuc bg, nhu Intranet, cling nhu hd tro su truy nhap bang rong to1 Internet tai cac
diém truy cap. WLAN c6 thé cung cap két ndi khong ddy nhanh chéng va dé dang
t§i cac mdy tinh, cic may moc hay cac hé thong trong mot khu vuc, noi ma cac hé
théng co so ha tang truyén thong c6 dinh khong ton tai hodc noi ma truy nhap nhu
vay 1a khong cho phép. Ngudi dung c6 thé 1a ¢b dinh hodc di dong hoic tham chi
c6 thé dang ngdi trén mot phuong tién chuyén dong. Mot vai hinh vé sau s& dua ra

mot cai nhin tong quat vé kha niang ting dung cia WLAN:
Vai tro truy cdp (Access role).

WLAN cung cdp gidi phdp cho mét van dé kha khé dé la: kha nang di déng.Cdc
WLAN nhanh,ré, va co mat khcfp moi noi.
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Hinh 2.1: Kha nang truy nhap

Vé kha ndang truy cdp mang trong cdc toa nha, nha kho, bén bai ma khong
@dp phdi van dé ton kém va phirc tap trong viéc di day. Hay ciing chinh la kha nang
mo rong mang:

Cac mang khong day co thé duoc xem nhu mot phﬁn mo rong cua mot mang
co day. Khi mudn md rong mot mang hién tai, néu cai dat thém duong cap thi sé rat
tén kém. Hay trong nhitng toa nha 16n, c6 thé cai dit cap quang nhung nhu thé s&
yéu cau nhiéu thoi gian va tién bac. Cac WLAN c6 thé thuc thi mot cach d& dang
hon.

'I“r_n [[;li,' [}-J Servers
: l|/|/wf ............

'''''
. .
‘‘‘‘
.
XA

-

Warehouse Clients

Hinh 2.2: Kha nang truy cdp mang ma khong phdi di ddy
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Vé kha ndang don gidn héa viéc két noi mang giit hai toa nha ma giita ching la dia
hinh phitc tap khéng thi cong doi véi mang théng thuong.(véi cdc loai anten khong
day phu hop va trong mot khoang cach cho phép)

ooo0y
LU A

000
o DDDD{BS ;

Hinh 2.3:Tién lpi trong vigc xdy dwng mang trén mién nii

hay cdc khu vuee ¢é dia hinh long giéng van cé thé truy cdp mang binh thwong nhu

cac noi khac.

Y

-
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- —
-
-
-~ —
-~
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-
-—

WISP
Owned Remote

Tower Residence

Hinh 2.4: Tai noi co dia hinh long chdo

Va sw tién loi trong viéc truy cdp mang ma van cé thé di chuyén (nghia
1a di chuyén tir khu vuc khong day nay sang khu vuc khong day khac ma khong bi
mat két ndi, gibng nhu dién thoai di déng, nguodi dung co thé di chuyén giita cac
ving khac nhau. Trong mét to chic 16n, khi pham vi pha séng cua wireless rong thi

viéc roaming kha quan trong vi nguoi dung c6 thé van giit két noi khi ho ra ngoai)
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Hinh 2.5:Khd nang truy cdp trong khi di chuyén

Tir cdc van phong , nha riéng (Trong mdt s6 doanh nghiép chi c6 mot vai ngudi
dung va ho mudn trao ddi thong tin giira nhitng ngudi dung va chi c6 mot dudng ra
Internet. V&i nhitng Gmg dung nay, thi mot wireless LAN 1a rat don gian va hiéu
qua. )

Wireless

Residential
Gateway

Hinh 2.6: Truy cdp tir cdc vin phong, nha riéng

DPén cdc vin phong di dong (Mobile Ofices),cdc khu 1om hon nhw cdc truong daii
hoc, cdc khu chung cw déu c6 thé truy cdp mang véi toc dd cao va qud trinh thiét
lap don gian. (nhu tinh trang thiéu cac van phong lam tru s ¢ cac cong ty hién
nay, hay vi tinh trang qua tai ctia cac 16p hoc, nhiéu trudong hién nay dang st dung
16p hoc di dong. Pé c6 thé mo rong mang may tinh ra nhitng toa nha tam thoi, néu
str dung cap thi rat ton chi phi. Cac két n6i WLAN tir toa nha chinh ra cac 16p hoc

di dong cho phép céac két ndi mot cach linh hoat véi chi phi c¢6 thé chap nhan dugc)
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A school with mobile classrooms

Educational ‘
Facility Portable Classrooms

Hinh 2.7: Truy cdp tw cdc truwong dai hoc
2.2. Cac tinh nang cua WLAN 802.11

WLAN la cong nghé thudc 16p truy nhap, vé ban chat 1a mot mang LAN co
co ché tranh xung dot CSMA/CA.
IEEE 802.11 gdom c6 cac chuin:
- 802.11a: 5,6 GHz, 54 Mbps, Sir dung phuong phéap diéu ché OFDM
(Orthogonal Frequency Division Multiplexing), hoat dong & dai tan 5,6GHz, tc do
truyén dit liéu 1én téi 54 Mbps, hién chuan nay dang duoc mot sé hing dau tu dé hy
vong chiém linh thi trudng thay cho chuan 802.11b.
- 802.11b: 2,4 GHz, 11 Mbps, DSSS diy 1a mot chuan kha phd bién, no hoat
dong & dai tan 2.4GHz, 1a dai tan ISM (Industrial, Scientific and Medical). G My,
thiét bi hoat dong & dai tin nay khong phai ding ki. Téc d6 truyén dit liéu c6 thé
lén dén 11Mbps. Wi-Fi 1a tén goi cua cac dong san pham tuong thich véi chuan
802.11b va dugc dam bao bai to chic WECA (Wireless Ethernet Compatibility
Alliance).

- 802.11c: hd trg cac khung thong tin cuia 802.11.
- 802.11d: ciing hd trg cic khung thong tin ctia 802.11 nhung tuin theo nhing

chuan moi.

- 802.11e: nang cao QoS & 16p MAC.

GVHD: TS — Hé6 Vin Canh 16 SVTH: Vii Thi Dung



Tim hiéu Wireless LAN va van dé bao mdt Wireless LAN

- 802.11f: Inter Access Point Protocol

- 802.11g: (2.4GHz, 54Mbps, OFDM): ting cudng sir dung dai tin 2.4GHz, nd 1a
phién ban nang cap cta 802.11b, dugc thong qua boi IEEE, toc do truyén c6 thé 1én
tGi 54Mbps nhung chi truyén duogc giita nhitg d6i twong nam trong khoang cach
ngan. Hién nay chuan 802.11g da dat dén toc d6 108Mbps-300Mbps.

- 802.11h: c6 thém tinh nang lya chon kénh dong. Dynamic Channel Selection

(DCS) va diéu khién cong suit truyén dan (Transmit Power Control).

- 802.11x: mot chuan méi duoc cap nhat va thyc hién, né cung cép viéc diéu
khién truy cdp mang trén cong co sé. Mic du luc dau IEEE thiét ké 802.1x cho
thong tin hitu tuyén, nhung da duoc ap dung cho cac WLAN dé cung cip cho vai
su bao mat can thiét. Loi ich chinh ciia 802.1x d6i v6i WLANS 1a n6 cung cap su

chimg thuc 1an nhau giita mdt network va mot client ctia no.

- 802.11i: nang cao kha ning an ninh bao mat 16p MAC, chuan nay dang duoc
hoan thién, né s& 13 mot nén tang vimg chic cho cac chudn WLAN sau ndy. N6
cung cép nhiéu dich vu bao mat hon cho WLAN 802.11 boi nhirng van dé dinh vi
gan lién voi ca su diéu khién phuong tién truy nhap, Media Access Control (MAC),
1an nhitng 16p vat 1y ctia mang Wireless. Nhiing kiéu chtng thuc dya trén nén tang
la 802.1x va giao thic ching thuc co6 thé md rong Extensible Authentication
Protocol (EAP), ma van cho phép cac nha cung cip tao ra mot vai kha niang ching
thuc khac. Trong thoi gian sau 802.11i ¢6 thé cung cAp mdt su théng nhat dé sur
dung nhiing tiéu chuin mi hoéa tién tién (Advanced Encryption Standard - AES)
cho nhitng dich vu ma héa ctia nd, nhung n6 van twong thich véi thuat toan RC4.

- 802.11j: la chuan théng nhit toan cdu cho cac tiéu chuan: IEEE, ETSI,
HiperLANZ2, ARIB, HISWANa.

V6i cac chuan 802.11, thi chuan 802.11b va 802.11g hoat dong & dai tn 2.4GHz,
tuy nhién dai tan ISM 14 dai tan s hoat dong khong can cap phép, do d6 c6 thé bi
giao thoa dang ké véi cac phuong tién nhu xe cap ctru, 6t6 canh sat, xe taxi, cling

nhu tir nhitng nguoi dung khac va nhiéu thiét bi gia dinh va van phong hoat dong
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trong bang ISM. Vi 1& d6, chuan 802.11a duoc dua ra. Nhung tit ca cic chuan khac
lai str dung dai 2.4GHz, do d6 kha nang tuong thich nguoc lai 1a mot van dé.

802.11a: c6 nhirng vu diém ndi bat nhu toc do truyén dir liéu nhanh hon, trong
khi 802.11b chi cung cép 3 kénh doc 1ap thi 802.11a mic du khu vuc phua song
nho hon, lai c6 thé cung cip toi 12 kénh. Nhitng bang thong phu thém nay cé ¥
nghia rat quan trong trong viéc chéng nhidu séng khi thiét ké mang véi dung
lugng toi da. Mot diém yéu cua 802.11a 1a dai phu séng hep, do chuan nay st

dung dai tan SGHz (tan sb cang cao thi dai truyén tin hiéu cang ngan).

2Mbp
5 5Mbos

“amp

? 0,88, Wc;

Hinh 2.8: Sw lién quan giiva toc dé va bin kinh phii séng
Tbc do truyén dir liéu thép hon thi pham vi hoat dong ctia AP rdng hon, do dé viéc
lya chon gitra tbc d6 truyén va pham vi hoat dong can phai can nhéc, khi d6 anh
huong truc tiép toi viéc bd tri cac AP.
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Hinh 2.9: Sw lién quan giira toc dé va sé lwong AP

Xét trong cung pham vi phu séng, thi néu yéu cau téc do 1a 2Mbps thi chi
can bo tri 6 AP, trong khi voi téc do truyén yéu cau 1a SMbps thi dé pham vi phi
song bao hét khu vuc trén thi can gip doi sé AP, 12 AP ( h.vé).

Khai niém In-door va Out-door: In-door 1a khai niém dung vo tuyén
trong pham vi khong gian nho, nhu trong mot tdoa nha. Out-door 14 khai ni¢m
ding vo tuyén trong pham vi khong gian 16n hon. Véi WLAN thi ban kinh dén
cac thiét bi dau cudi phia khach hang (CPE- Customer Premises Equipment) ma
né quan 1y c6 thé tir 5+40 km. Véi khoang cach nhoé hon 1km thi thdm chi CPE
khong can trong tam nhin thang véi AP. CPE la thiét bi truyén thong ca nhan
dung dé két n6i v6i mang trong mot to chirc. Thiét bi CPE bao gom cac thiét bi
PBX (Private Branch Exchange), cac dudng dién thoai, hé thong khoa, cac thiét b

fax, modem, thiét bi xir 1y tiéng néi, va thiét bi truyén video.
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2.3. Piéu khién xung dét:

WLAN st dung séng radio 1am phuong tién truyén dan, tuy nhién, moi
truong truyén song ciing 1a mot moi trudng cd tinh chat chia sé (shared medium).
Do d6, n6 ciing phai ¢ cac co ché dé triét tiéu cac xung dot gitta cac thiét bi trong
mang khi ching truyén/ nhan dir liéu giéng nhu cic mang hiru tuyén trudc d6 da
gip phai. Cac mang st dung day din sir dung co ché CSMA/CD (Carrier Sense

Multi Access/ Collission Avoidence) dé han ché tranh céc xung dot.

Piém khac biét 1on nhét gitta CSMA/CD va CSMA/CA d6 1a: céac thiét bi st
dung CSMA/CD chi do xung d6t va tranh cac xung dot bang cach khong truyén dit
liu khi mang xdy ra xung dot ma doi cho dén khi hét xung dot maoi truyén, con
CSMA/CA thi khac, n6 c¢6 kha nang ngin ngira cac xung dot va sir dung céc tin
hiéu positive acknowledgement (ACK) thay vi phai ding ra phan xtr viéc sir dung
duong truyén khi c6 xung dot nhu CSMA/CD. Céch thir hoat dong ciia ACK ciing
kha don gian. Khi mdt tram wireless giri di mQt goi tin, tram nhan s€ g lai mot
ACK sau khi da nhan dugc hét goi tin. Néu tram gdc khong nhan dugc géi tin ACK
d6, n6 sé coi nhu 1a da xay ra xung dot, goi tin da bi mat va nd s& giri lai goi tin
d6.Diéu nay co thé khién cho cac tin hiéu diéu khién chiém téi 50% bang thong cia
mang (voi chuan 802.11b c6 bing thong 11Mbps thi nd chiém khoang 5-5,5Mbps)
nhung chung co thé gitp cho hé théng ngin ngira dugc cic xung dot. Voi
CSMA/CD,luong bang thong chi chiém khoang 30%. Nhung néu xay ra xung dot
thi mang st dung CSMA/CD c6 thé bi chiém t6i 70% bang thdng trong khi
CSMA/CA chi bi chiém khoang 50-55% bang thong ma thoi.

%  CSMAJ/CA (Carrier Sense Multi Access/ Collission Avoidence)

Mot tram khong day muén truyén khung, diu tién nd sé& nghe trén moi truong
khong day dé xac dinh hién co tram nao dang truyén hay khdng (nhay cam song
mang). Néu mdi trudng nay hién dang bi chiém, tram khong day tinh toan mot
khoang tré 1ip lai ngdu nhién. Ngay sau khi thoi gian tré do tréi qua, tram khong
day lai nghe xem liéu c6 tram nao dang truyén hay khong. Bing cach tao ra thoi
gian tré ngau nhién, nhiéu tram dang mudn truyén tin s& khong cb ging truyén lai

tai cing mot thoi diém (tranh xung d6t). Nhitng va cham c6 thé xay ra va khong
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gidng nhu Ethernet, chung khong thé bi phat hién boi cac node truyén dan. Do do,
802.11b dung giao thirc Request To Send (RTS)/ Clear To Send (CTS) véi tin hié¢u
Acknowlegment (ACK) dé dam bao rang mot khung nao d6 di duoc giri va nhan
thanh cong.

Céc yéu td quan trong:

>
>
>
>
>

Do1i yén lang

RO “néi”

“Nghe” trong khi “noi”

Heé théng s& lam gi néu c6 hai thiét bi cing “Ién tiéng”? Tam ding

Lap lai qua trinh

Trong co ché CSMA/CA ta can quan tdm dén hai van dé 1a dau cudi an (Hidden
Termial) va dau cudi hién (Exposed Terminal).

o DPau cuoi an

<
<«

Xnuno dat :

Hinh 2.10: Pdu cuéi dn
A n6i chuyén véi B
C cam nhan dudng truyén
C khong nghe thiy A do C nam ngoai viing phu song ctia A
C quyét dinh noi chuyén véi B

Tai B x4y ra xung dot.

s  Dau cuoi hién:

Khaono thwre hién dwvoe

@0 B

Hinh 2.11: Pdu cuéi hi¢n
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L)

L)

Trong truong hop nay néu C mudn ndi chuyén véi D thi nd hoan toan co thé

B noéi chuyén voi A
C mudn noéi chuyén véi D
C cam nhan kénh truyén va thay n6 dang ban

C giir im lang (trong khi n6 hoan toan c6 thé néi chuyén véi D)

»  Giai quyét van deé dau cuodi an :

Hinh 2.12: Gidi quyét vin dé diu cuéi an
A g1 RTS cho B
B guri lai CTS cho A néu né sin sang nhan
C nghe thay CTS
C khong néi chuyén véi B va cho doi

A guri dir li€u thanh cong cho B

giam cong suét cho phi hop.

Vin dé dat ra la C phai cho bao ldu thi moi noi chuyén dwoc voi B:

Trong RTS ma A giri cho B ¢6 chita 46 dai cia DATA ma né mudn gui. B chia
thong tin chiéu dai nay trong g6i CTS ma né6 gui lai A C, khi “nghe” thay goi CTS

s€ biét dugc chiéu dai goi dir liéu va st dung n6 dé dat thoi gian kim ham sy

truyén.
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)/

s Giai quyét van dé dau cuoi hién :

C truyén binh @

thwong cho D

CTS C khong nghe thiy CTS

Hinh 2.13 : Gidi quyét vin dé ddu cudi hién
e B gui RTS cho A (bao trum ca C)
e A girilai CTS cho B (néu A 15i)
e  C khong thé nghe thay CTS cua A
e C coirang A hoic “ chét” hodc ngoai pham vi
e  Cnodi chuyén binh thuong vo1 D
Tuy nhién con c¢6 van dé xay ra :

GOi RTS c6 thé xung d6t, vi du: C va A cing nhan thdy cé thé truyén cho B va
cung gui RTS cho B, tai B sé c6 xung dot, nhung xung dot nay khong nghiém trong
nhu xung dot goi DATA bai chiéu dai goi RTS thudong nhé hon nhiéu DATA. Tuy
nhién nhimg g6i CTS c6 thé gay giao thoa, néu kich thudc cua goéi RTS/CTS nhu
cia DATA thi diéu nay rat dang quan tdm. Véan dé nay duogc khic phuc bang cach
tao ra mot khoang thdi gian tré 13p lai ngdu nhién (nhu trén da trinh bay).

2.4. Giai phap Roaming cho WLAN

Van dé Roaming duogc dé cap dén khi mot client cua AP nay di chuyén dén
ving pha song ciia AP khac. Co hai loai Roaming cin giai quyét trong mang
WLAN: D6 1a Roaming 16p 2 va Roaming 16p 3.

»  Roaming lép 2 (Datalink layer):

Roaming 16p 2 xay ra trong trudng hop xdy ra sy si chuyén cua client tir ving phi
song cua AP nay sang vung phu song cua AP khac.
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Wi féd~~l,AN cor]néf:‘t.ing

Access Pdints

A MK
B (Intra-subhét roaming)\«

£ Access Point A S

© o uAep
Inter Access
Point Protocol _.!

Hinh 2.14: Roaming ¢ l6p Datalink

Qua trinh duoc tién hanh theo cac su kién sau:

1. Mot client di chuyén tir viing phu song ctia AP “A” sang ving phil song cla
AP “B”, ca hai déu cung subnet. Khi client di chuyén, qué trinh Roaming gitra AP
“A” va AP “B” bt dau duogc thuc hién. Client s& cam nhan va so sanh cuong do
song phat ctia AP, néu 16n hon khoang 20% so v6i AP cii thi n6 s& tién hanh bat tay
voi AP méi.

2. Client d6 s€ quét tat ca cac kénh theo chuin 802.11 dé lua chon AP thay thé.
Trong truong hop ndy, client nay s& phat hién ra n6 dang nim trong ving phui song
ciia AP “B”, do d6, n6 s& bat dau thuwch hién qué trinh xéac thuc lai va két hop lai
vo1 AP “ B”, nhu n6 da tung thuc hién voi AP “A”.

3. AP “B” n6 s€ girt mot null MAC multicast voi dia chi nguén la dia chi MAC
cua client. Cac thong tin nay s€ duoc cap nhat cho bang dia chi (Content
Addressable Memory - CAM) trong cac chuyén mach duong 1én (upstream
switche) va diéu khién traffic cia LAN cho client thong qua B chir khong phai qua
A nira.

4, AP “B” gtri mgt MAC multicast st dung dia chi nguén 1a dia chi cta n6 dé
thong bao voi AP cua client rang no da bat tay lam viéc véi client ma trude dé dang
lam viéc vo1 AP “A”. A nhan dugc goéi tin multicast d6 va thuc hién loai bo dia chi
MAC cua client d6 ra khoi bd nhé.
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> Roaming lép 3

Qua trinh Roaming 16p 3 duogc thuc hién khi mot client di chuyén tir subnet
nay sang mot subnet khac. Qua trinh Roaming 16p 3 s& duoc thuc hién tiép theo sau
qua trinh Roaming 16p 2.

Sau khi d4 thyc hién viéc quang ba rang client da nam trong ving phii song
cua minh, da ghi nhé dia chi MAC cua thiét bi, AP “B” s& st dung co ché danh dia
chi dong (DHCP) dé cung cip mot dia chi IP (16p 3) m&i cho thiét bi.

2.5. Su dinh vi mgt WLAN

Mot may client mudn dinh vi m6t WLAN thi no sé& “nghe” trén mang dé tim
kiém nhimg vét tin dé lai bai AP, cac SSID hodc cac ban tin dan dudng (Beacons).
Qua trinh nay duoc goi la quét, co6 hai loai quét 1a: quét chu dong va quét bi dong.
> Beacon:

Viét day du 1a Beacon management frame, 1a cac khung ngan dugc gii tir AP toi
cac may tram (Station) trong ché d6 co so, hodc tir cac tram t6i cac tram trong ché
do dic biét, dé thiét lap va déng bd thong tin vo tuyén trén mang WLAN. Trong
ban tin dan dudng chia cac thong tin phuc vu.

> Sw dong bo:

Khi céc client nhin duoc ban tin din dudng, ching s& déng bd dong hd cua minh
v6i dong hd AP.

> Tap hop cac tham sb ciia FH va DS:

Chtra dung cac thong tin dic biét phuc vu cho cong nghé trai pho: véi hé thong
FHSS, céc thong tin vé thoi gian nhay va ngimg. Con voi DSSS, ban tin dan duong

chira cac thong tin vé kénh truyén.

> Théng tin vé SSID:

Céc tram tim trong ban tin din dudng thong tin SSID ctia mang ma chiing muén

truy cap. Khi cac thong tin nay duoc tim thiy, cic tram xem dia chi MAC cua noi

GVHD: TS — Hé6 Vin Canh 25 SVTH: Vii Thi Dung



Tim hiéu Wireless LAN va van dé bao mdt Wireless LAN

xudt phat ban tin din dudng va gui yéu cau chimg thuc dé lién két véi diém truy
nhap. Néu mét tram duge thiét 1ap dé chép nhén bat ctt SSID nao, tram dé s& cb
gang truy cdp dén mang thong qua AP dau tién ma gl ban tin dan dudng hoic

thong qua AP c6 tin hi¢u tot nhat trong truong hop c6 nhiéu AP.

> Chirng thure va lién két:

Qua trinh nay c6 ba trang thai phan biét:

1. Khéng chimg thuc va khong lién két (Unauthenticated and unassociated).
2. Chung thuc va khong lién két (Authenticated and unassociated).

3. Chung thyuc va lién két (Authenticated and associated)

Theo so do sau:

State 1
Lnauthenticated,
Unassociated

)

Dedthentication
Matification

Successful
Authentication

Deauthertication
natification

State 2
Authenticated,
|nassociated

Sugcessful Associstion
or Reazzociation y

Dizazsocistion
Motification

State 3
Authenticated, and
Associated

Hinh 2.15: Quia trinh chikng thuee va lién két

< Qua trinh chirng thue hé théng mé:
Qua trinh nay thyc hién don gian theo hai budc sau:
1. May client giri mot yéu cau lién két toi AP

2. AP chung thuc may khach va guri mdt tra 161 xac thuce client duoc lién két
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Communication
- AcCCess

Client A request to

Authenticate is sent to the access point
= S—

The access point 4
authenticates

/

The client connects to
the network

Hinh 2.16: Qud trinh chirng thwe hé thong mé

Phuong phap nay don gian va bao mat hon phuong phap ching thuc khoa
chia sé. Phuong phap nay duoc 802.11 cai dit mic dinh trong cac thiét bi WLAN.
Str dung phuong phap ndy mot tram c6 thé lién két véi bat cir mot AP nao sir dung
phuong phap chimg thuc hé théng mé khi n6 ¢6 SSID dang. SSID d6 phai phu hop
trén ca AP va client trude khi client do hoan thanh qua trinh chimg thuc. Qua trinh
chtng thue hé thdng mé dung cho ca méi trudng bao mat va moi truong khong bao

mat. Trong phuong phap nay thi WEP chi dugc str dung dé ma hoa dit liéu, néu co.
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)/

% Chirng thuc chia sé khoa:
Phuong phap niy bat buc phai ding WEP.

Mot qué trinh chung thyc khoéa chia sé xay ra theo cac budce sau:

1. Mot client giri yéu cau lién két t6i AP, bude ndy gidng nhu ching thuc hé
théng mo.
2. AP glri mot doan van ban ngau nhién t6i client, vin ban ndy chua dugc ma

hoa, va yéu cau Client dung chia khoéa WEP cua n6 dé ma hoa.

3. Client ma hoa van ban vai chia khéa WEP cua n6 va giri van ban da dugc ma
hoéa d6 dén AP.
4. AP sé thir giai ma vin ban do, dé xac dinh xem chia khoa WEP ciia Client co

hop 1 khong, néu co thi no giri mot tra 10i cho phép, con néu khong, thi no tra 1oi
bang mot théng bao khong cho phép Client d6 lién két.

Clie Acces
' S

1 \

Hinh 2.17: Quad trinh chirng thwe khoa chia sé

Nhin qua thi phuong phap nay ¢6 vé an toan hon phuong phap chimg thuc hé
thong md, nhung néu xem xét k¥ thi trong phuwong phép nay, chia khéa Wep duogc ding
cho hai muyc dich, dé chimg thyuc va dé ma hoa dit liéu, day chinh 13 k& ho dé hacker co
co hdi tham nhép mang. Hacker s€ thu ca hai tin hi¢u, van ban chua ma héa do AP guri
va vin ban dd mi hoa, do Client giri, va tir hai thong tin d6 Hacker c6 thé giai ma ra
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duoc chia khoa WEP. Dé ddi pho véi Hacker, nguoi ta dung 2 chia khoa: mot dé xac
thuc va mot chia khoa khac dé ma hoéa.

2.6. Ky thuat diéu ché
2.6.1. K§ thuit diéu ché s6 SHIFT KEYING

Hién nay c6 rat nhiéu phuong thtc thyc hién diéu ché sé Shift Keying nhur:
ASK, FSK, PSK...Qué4 trinh diéu ché duoc thuc hién boi khoa chuyén (keying)
giita hai trang thai (states), mot cach 1y thuyét thi mot trang thai s& 13 0 con mot
trang thai s& 1a 1, (chudi 0/1 trudc khi diéu ché 1a chudi sd da dugc ma hoa dudng

truyén).

PSK da dugc phat trién trong sudt thoi ky dau cua chuong trinh phaét trién vil
try va ngay nay duoc s dung rong rai trong cac hé thong thong tin quan sy va
thuong mai. N6 tao ra xac xut 161 thip nhat voi mire tin hiéu thu cho trudc khi do

mot chu ky tin hi¢u.
> Nguyén Iy co ban ciia diéu ché PSK

Dang xung nhi phan coi nhu 12 dau vao ciia bo diéu khién PSK s& bién d6i vé pha &
dang tin hiéu ra thanh mot trang thai xac dinh trudc, va do d6 tin hiéu ra duoc biéu

thi bang phuong trinh sau:

. 2n(i—1
Vo(t):Esm[wot+ ES‘; )}

=12,...M
M=2N, s6 luong trang thai pha cho phép
N= S6 lugng céc bit s6 lidu can thiét dé thiét ké trang thai pha M
Nhin chung thi ¢6 3 k¥ thuat diéu ché PSK: khi M=2 thi 1a BPSK, khi M=4 thi 1a
QPSK va khi M=8 thi la 8(phi)-PSK.
O day can nghi nh¢ rang khi sb luong céc trang thai pha tang 1én thi toc do

bit ciing ting nhung téc do boud van giit nguyén. Tuy nhién mudn ting téc do sb
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liéu thi phai tra gia. Nghia 13, yéu cau vé S/N ting 1én dé giit nguyén dugc BER (ty
1¢ 13i bit)
> Khéa chuyén dich pha (Phase Shifp Keying — PSK/Binary PSK):

Pay 1a phuong phéap thong dung nhat, tin hiéu séng mang dugc diéu ché dua
vao chudi nhi phan, tin hiéu diéu ché c6 bién do khong thay ddi va bién doi giira
hai trang thai 0° va 1800, moi trang thai cta tin hiéu diéu ché dugc goi la symbol.

» QPSK(Quardrature Phase Shift Keying):

O phuong phap BPSK, mdi symbol biéu dién cho mét bit nhi phan. Néu mdi
symbol nay biéu dién hon 1 bit, thi s& dat dugc mot tdc do bit 16n hon. Vi QPSK
s& gip doi sb thong luong dit liéu ciia PSK véi cing mot bang thong bang cach mdi
symbol mang 2 bit. Nhu vay trang thai phase cta tin hiéu diéu ché s& chuyén doi
giita cac gia trj -90°,0°,90° va 180°.

Amplitude 2 bits 2 bits 2 bits 2 ht[H

00 : 01 : 10

A A NN N
VARV \/\//\/\

z Acos(2aft+07) 00 Dibit | Phase
PP . 00 0
sy =) Acos2a1+907) 01 ot | o0
Acos(2xf,t+1807) 10 10 180
Acos(2af.t+270°) 11 | 270
) ﬂf Dibit (2 bits)

> CCK(Complementary Code Keying): Khéa ma bd xung

CCK 1a mot k¥ thuat diéu ché phat trién tir diéu ché QPSK, nhung toc do bit dat
dén 11Mbps voi cing mdt bang thong(hay dang song) nhu QPSK. Pay 1a mot ky
thuat diéu ché rat phu hop cho cac tmg dung bang rong. Theo chuan IEEE802.11b,
diéu ché CCK dung chudi sd gia ngiu nhién c6 chiéu dai ma 1a 8 va téc do
chipping rate 13 11Mchip/s. 8complex chips s& két hop tao thanh mot symbol don
(nhu trong QPSK — 4 symbol). Khi toc d6 symbol 1a 1,375MSymbol/s thi toc d6 di
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lidu s& dat dugc: 1,375x8=11Mbps vdi cung biang thong xap xi nhu diéu ché QPSK
tbc do 2Mbps.

2.6.2. K§ thuit diéu ché song cong

Trong cac hé thong diém-da diém, hién nay ton tai hai k¥ thuat song cong

(hoat dong & ca chi€u lén va chi€u xudng, upstream va downstream) do la:

Phén chia theo tdn s (Frequency Division Duplexing, FDD): K¥ thuat nay cho
phép phan chia tdn sb sir dung ra 1am hai kénh riéng biét: mot kénh cho chiéu

xuong va mdt kénh cho chiéu lén.

Phan chia theo thot gian (Time Division Duplexing, TDD): Ky thuat nay méi
hon, cho phép luu lugng luu thong theo ca 2 chiéu trong cung mot kénh, nhung tai

cac khe thoi gian khac nhau.

Viéc lua chon FDD hay TDD phu thudc cht yéu vao muc dich sir dung chinh
cta hé thdng, cac ung dung ddi xtng (thoai) hay khong d6i xtimg (dit liéu).

K§ thuat FDD st dung bang thong t6 ra khong hiéu qua ddi voi cac tmg
dung dit liéu. Trong hé thong st dung k¥ thuat FDD, bing théng cho mdi chiéu
dugc phan chia mét cach ¢d dinh. Do d6, néu luu luong chi luu thong theo chiéu
xuéng, vi du nhu khi xem céac trang Web, thi bang thong ctia chiéu 1én khong dugc
str dung. Piéu nay lai khong xay ra khi hé théng duoc sir dung cho cac img dung
thoai: Hai chiéu néi chuyén thuong néi nhiéu nhu nghe, do d6 bang thong cia hai
chiéu 1én, xudng duoc sir dung xap xi nhu nhau. Di véi cac ing dung truyén dir
liéu téc do cao hodc ing dung hinh anh thi chi c6 bang thong chiéu xubng duogc sir

dung, con chiéu 1én gan nhu khong dugc st dung.

Péi véi ki thuat TDD, s6 luong khe thoi gian cho mdi chiéu thay d6i mot
cach linh hoat va thuong xuyén. Khi luu lugng chiéu 1én nhiéu, s6 luong khe thoi
gian danh cho chiéu 1én s& ting 1én, va nguoc lai. Vi su giam sat s6 luong khe thoi
gian cho mot chiéu, hé théng sir dung k¥ thuat TDD hd trg cho sy bung no thong
luong truyén dan ddi voi ca hai chiéu. Néu mot trang Web 16n dang duogc tai
xubng thi cac khe thoi gian cta chiéu 1én s& dugc chuyén sang cip phat cho chiéu

xuong.
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Nhuoc diém chi yéu cua ki thuat TDD 1a viéc thay d6i chiéu cua luu lugng
tén nhiéu thoi gian, viéc cip phat khe thoi gian 1a mot vin dé rat phire tap cho cac
hé thong phan mém. Hon nita, k¥ thuat TDD yéu cau sy chinh xac cao vé thoi gian.
TAt ca céac may tram trong khu vuc ciia mot hé théng st dung k¥ thuat TDD can c6
mot diém thoi gian tham chiéu dé x4c dinh chinh xac cac khe thoi gian. Chinh diéu

nay lam gi6i han pham vi dia Iy bao phu ddi véi cac hé thdng diém- da diém
2.7. Ky thuat truy nhap:

> FDMA(Frequency Division Multiple Access) — da truy nhap phan chia

theo tan so

Pho tan dung cho thong tin lién lac duoc chia thanh 2N dai tan sb ké tiép,
cach nhau béi mot dai tan phong vé. Mbi dai tan s6 duoc gan cho mot kénh lién
lac, N dai danh cho lién lac hudng 1én, sau mot dai tan phan cach 1a N dai tan danh
cho lién lac huéng xubng. Mdi CPE dugc cap phat mot doi kénh lién lac trong sudt
thoi gian két ndi, nhidu giao thoa xay ra ¢ day 1a rat dang ké.

Trong mdi nira bang tan nguoi ta bd tri cac tan sb cho cac kénh. Trong cac
cip tin s & nira bang thap va ntra bang cao c6 cung chi s6 dugc goi 1a khoang cach
thu phat hay song cong, mot tan sé s& duoc sir dung cho mdy thu ciia cling mét

kénh, khoang cach giira 2 tan sd nay goi 1a khoang cach thu phat song cong.

Ntra bang thap fo Nira bang cao
f1 f2 f3 fn-1 fn f1 fz2 f3 fn-1 fn
L ] [ ] [ ] ‘ ‘ [ ] [ ] [ ]
| |
AX
- A\’! |
B
Hinh 2.18: M6 hinh FDMA
Trong do:

- Ax: Khoang cach tan so gitra 2 kénh lan can
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Ay: Khoang cach tan sd thu phat

B: Bing thong cap phat cho hé théng

f0: Tan s trung tim

f’i: Tan sO dudong xuong

fi: Tan s6 duong 1én

»  TDMA(Time Division Multiple Access) — da truy nhap phan chia theo
thoi gian.

Pho tan s6 dugc chia thanh cac dai tan lién lac, mdi dai tan nay duoc dung chung
cho N kénh lién lac. Mdi kénh lién lac 1a mot khe thoi gian trong chu ky mot
khung. Lién lac duoc thyc hién song cong theo mdi hudng thudc cac dai tin lién

lac khac nhau, diéu nay s€ lam giam nhicu giao thoa mot cach dang ké.

Hinh 2.19: M6 hinh TDMA
> CDMA(Code Division Multiple Access)- da truy nhap phan chia theo

~

ma

CDMA 1a phuong phap da truy nhap ma ¢ d6 mdi kénh dugc cung cdp mot

cap tan sO va mot ma duy nhat.

Mbi CPE duoc gan mot ma riéng biét, véi ki thuat trai phé tin hi€u giup cho
cac CPE khong gdy nhiéu 14n nhau trong diéu kién dong thoi dung chung mot dai
tan sd. Dai tan sb tin hiéu c6 thé rong toi hang chuc Mhz. Str dung k¥ thuét trai phd

phtic tap cho phép tin hiéu v tuyén sir dung c6 cudng d6 truong rat nho va chéng
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pha dinh hiéu qua hon FDMA, TDMA. Bén canh d6 viéc cac CPE trong cung mdt
tram gdc sir dung chung dai tdn sd s& gitip cho cu tric hé théng truyén din thu

phat vo tuyén tré nén rat don gian.

a . spreaa spectrum

Radio Spectrum

Time
g

Hinh 2.20: M6 hinh CDMA
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Hinh 2.21: M6 hinh téng qudt FDMA, TDMA, CDMA

2.8. K§ thuit vé tuyén
>  Viba truyén thong

Trong k¥ thuét viba truyén théng mdi CPE s& duoc cung cép mot hoac mot
cdp tan sb bang hep dé hoat dong. Dai tan bang hep nay duoc danh vinh vién cho
thué bao dang ky, moi tin hi€u ctia cac CPE khac lot vao trong dai tan nay dugc coi
12 nhiéu va 1am anh hudng dén hoat dong cua kénh. Viéc cép phat tan s6 nhu trén
1am han ché sb nguoi su dung kénh vo tuyén vi tai nguyén vo tuyén 1 c6 han. Va
vi 1a dai tan bang hep nén duong nhién s¢ dan dén sy han ché vé téc do cua kénh
truyén dan. Do d6 viba truyén thdng to ra chi thich hop cho céc tmg dung thoai va

dix liéu toc do thap.

Hinh dudi minh hoa sy khic nhau giita truyén théng bing hep va truyén
thong trai phd. Chu y 1a mot trong nhitng dic diém cua bang hep 1a cong suat dinh
(peak power) cao. Khi sir dung diy tan s cang nho dé truyén thong tin thi cong
sudt yéu cau cang lon. Dé cho tin hiéu bang hep c6 thé nhan dugc chung phai nam

¢ trén mirc nhiéu chung (con goi 1a nhiéu nén — noise floor) mot lugng dang ké.
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Béi vi bang tan cia n6 kha 1a hep, nén cong suat dinh cao bao dam cho viéc tiép

nhan tin hiéu bang hep khong co 1i.

P oS
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Hinh 2.22: Truyén théng béing hep

Mot ching cir thuyét phuc chéng lai truyén thong bing hep (ngoai viéc yéu ciu sir
dung cong suat dinh cao) 14 tin hiéu bang hep co6 thé bi jammed (tit nghén) hay
interference (nhiéu) rat dé dang. Jamming 1a mot hanh dong ¢b ¥ str dung cong suét
rat 16n dé truyén tin hiéu khong mong muén vao cung diy tan sb véi tin hiéu mong
mudn. Béi vi bang tan ciia n6 1a kha hep, nén céc tin hiéu bang hep khac bao gdm
ca nhiéu co thé huy hoai hoan toan thong tin bang cach truyén tin hiéu bang hep
cong suat rt cao
>  K¥ thuit trai pho

Khi tai nguyén v6 tuyén ngay cang tré nén can kiét, ngudi ta bat dau phai ap
dung k¥ thuat trai phd nhim nang cao hiéu ning str dung tan sd. C6 hai k¥ thuat trai
phd thong dung nhét hién nay 1a FHSS va DSSS. Bing thong cho mdi CPE s&
khong con 1a mdt dai hep ma s€ 1a toan bd bang tan s0, viéc xac dinh CPE thong
qua mdt ma code ctia mdi CPE — ma gia ngau nhién (PN sequence)

FHSS(Frequency Hopping Spread Spectrum)
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Hinh 2.23: Nhay tén so

Tin hiéu dir liéu duoc truyén trén mot dai tan rong béng k¥ thuat truyén tin
hiéu trén nhiing tan s6 song mang khic nhau tai nhiing thoi diém khac nhau.
Khoang céach giita cac tan sé song mang FHSS duogc qui dinh trude, bang thong cho
mdi kénh khoang 1Mhz, trat tu nhay tan dugc xac dinh béng mot ham gid ngau
nhién. FCC yéu cau biang thong phai dugc chia it nhat thanh 75 kénh (subchannel).
FHSS radio duoc gidi han chi giri mot luong nhé dir liéu trén mdi kénh trong mot
chu ky thoi gian xac dinh, trude khi nhay sang kénh tan sb ké tiép trong chudi nhay
tan. Chu ky thoi gian ndy goi 1a dwell time, thudng co gia tri khoang 400
microseconds. Sau mdi budc nhay (hop) thiét bi thu phat can phai thuc hién dong
bd (resynchronize) voi nhimg tan s6 vo tuyén khac trude khi co thé truyén dir lidu.
Muc dich chii yéu ctia viée nhay tan gia ngiu nhién nhu trén 1a dé tranh hién tuong
giao thoa tin hiéu khong 1am viéc qué lau trén mot kénh tan sd cy thé nao do. Gia
str néu nhu xay ra nhidu giao thoa nghiém trong trén mot tan sd nao do trong chudi
nhay tan thi né ciing 4nh huéng khong nhiéu dén hé thong. Bai qua trinh truyén chi
duoc thyc hién tai day trong mot khoang thoi gian nho.

DSSS(Direct Sequence Spread Strectrum)

DSSS ciing thuc hién viéc trai phé) tin hi¢u nhu trén nhung theo mot ky thuat

khac. Bing thong cia tin hiéu thay vi duoc truyén trén mot bang hep (narrow band)
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nhu truyén thong viba, s& dugc truyén trén mot khoang tan sb 16n hon bang ky
thuat ma ho4 gia ngau nhién (Pseudo-noise sequence).

Tin hiéu bang hep va tin hiéu trai phd cung duoc phat véi mot cong suat va
mot dang thong tin nhung mat d6 pho cong suét cua tin hiéu trai phd 16n hon nhiéu
so v&i tin hiéu bang hep. Tin hiéu dir liéu két hop véi chudi ma gia ngiu nhién
trong qua trinh ma hoa s& cho ra mét tin hiéu véi bang thong mé rong hon nhiéu so
véi tin hiéu ban dau nhung v61 mirc cong suét lai thép hon. Mot wu diém ndi bat
cua ky thuat DSSS 1a kha nang du phong dit liéu. Bén trong tin hi¢u DSSS s& gop
du phong it nhat 10 dit liéu ngudn trong cing mot thdi gian. Phia thu chi cin dam
bao thu tt dugc 1 trong 10 tin hiéu du phong trén 13 da thanh cong. Néu c6 tin hiéu
nhiéu trong bang tan hoat dong cia tin hiéu DSSS, tin hiéu nhiéu ndy c6 cong suat
16n hon va s& dugc hiéu nhu mot tin hiéu bang hep. Do d6, trong qué trinh giai ma
tai ddu thu, tin hiéu nhidu nay s& duoc trai phd va dé& dang loai bo boi viée xur Iy do
loi (gain processing). Xt 1y do 1oi 13 qua trinh lam giam mat d6 phd cong suit khi
tin hiéu duoc xur 1y dé truyén va ting mat do phd cong sut khi giai trai phd, véi
muc dich chinh 13 1am tang ti s6 S/N.

Theo chuan 802.11b, thi st dung 14 kénh DS(Direct Sequence) trong dai
bang tan 2,4 GHz, mdi kénh truyén rong 22MHZ, nhung cac kénh chi cach nhau
5MHZ, vi vay céc kénh canh nhau s& giao thoa 1an nhau.

Vi du, kénh 1 hoat dong tir 2.401 GHz dén 2.423 GHz (2.412 GHz +/- 11MHz);
kénh 2 hoat dong tir 2.406 GHz dén 2.429 GHz (2.417 GHz +/- 11 MHz)... Hinh

dudi minh hoa diéu nay
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Hinh 2.24: Cac kénh trong DSSS

Do d6 trong 1 khu vuc ngudi ta bd tri cac kénh truyén sao cho mién tan sd
ctia chiing khong chong 1én nhau, trong hé théng 14 kénh DS thi c6 tbi da 3 kénh
dam bao khong chong lan trén 1y thuyét, vi du trong hinh sau thi cac kénh 1,6,11
duoc sir dung dé phat trong mot khu vuc ma khong gy nhidu giao thoa cho nhau.

. A
3 MHz
—_—
—— 22 MHz —
Channel 1 Channel & Channel 11
2.401 GHz 2473 GF

Hinh 2.25: Kénh khéong trung lap trong DSSS

Nhu vay trong 1 ving don toc do bit van chuyén dén c6 thé Ién toi :
11Mbpsx3=33Mbps,thay vi 11Mbps nhu khi chi c6 mot kénh truyén duoc sir dung

trong mot khu vye.
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So sdnh FHSS va DSSS

FH khong c6 qua trinh xir i d6 1oi do tin hiéu khong duoc trai phd. Vi thé no
phai dung nhiéu cong suit hon dé c6 thé truyén tin hiéu véi cing mic S/N so voi
tin hiéu DS. Tuy nhién tai bang song ISM, theo quy dinh c6 mirc gidi han cong suét
phat, do d6 FH khong thé dat dugc S/N gidng nhu DS. Bén canh d6 viéc dung FH
rat kho khin trong viéc ddng bo gitta may phat va thu vi ca thoi gian va tan sé déu
yéu cau can phai duoc dong bd. Trong khi DS chi can dong bo vé thoi gian cila cac
chip. Chinh vi vay FH s& phai mat nhiéu thoi gian dé tim tin hiéu hon, lam ting d6
tré trong viéc truyén dir liéu hon so vai DS.

Ngoai ra ca cong nghé FHSS va DSSS déu ¢ diém thuan loi va bat loi. Va
nhiém vu cia WLAN administrator 1 phai quyét dinh chon lya st dung cong nghé
nao khi cai dat mang WLAN méi. Phan ndy s& mo ta mot sd yéu td nén xem xét dé
xé4c dinh xem cong nghé nao 1a thich hop véi ban nhat. Cac yéu t6 nay bao gom:

- Nhiéu bing hep

- Co-location

- Chi phi

- Tinh tuong thich va tinh san c6 cua thiét bi
- Tbc do va bang thong dir liéu

-  Baomat

- HO trg chuén.

Nhiéu biing hep

Piém thuan loi cia FHSS 1a kha nang khang nhiu bang hep cao hon so voi
DSSS. Hé théng DSSS ¢6 thé bi anh huéng boi nhidu biang hep nhiéu hon FHSS
boi vi chung sir dung bang tan rong 22 MHz thay vi 79 MHz. Yéu t6 ndy c6 thé
dugc xem nhu 13 yéu t6 quyét dinh khi ban du dinh trién khai mang WLAN trong
mai truong cé nhiéu nhiéu.

Chi phi
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sKhi cai dit mang WLAN, nhiing diém thuan loi cia DSSS dbi khi hdp din
hon FHSS dac biét 1a khi c6 ngan sach han ché. Chi phi cua viéc cai dat mdt h¢
théng DSSS thuong thip hon rat nhiéu so voi FHSS. Thiét bi DSSS rat phd bién
trén thi truong va ngay cang giam gia. Chi mot vai nam gan day, gia cua thiét bi da
c6 thé chap nhan dugc ddi véi khach hang doanh nghiép.
Co-location

Mot diém thuén loi caa FHSS so v6i DSSS 1a kha nang co nhiéu hé théng
FHSS cung hoat dong voi nhau (co-located). Vi hé théng nhay tan s dung su
nhanh nhen ctia tan s va st dung 79 kénh riéng biét nén sé lugng co-located nhiéu
hon so vai DSSS (chi 3 co-locate system hay 3 AP)
Tuy nhién, khi tinh toan chi phi phan cing cta hé théng FHSS dé dat dugc cing
bang thong nhu DSSS thi loi thé nay khong con nita. Béi vi DSSS ¢6 3 co-located
AP nén bang thong t6i da cho cau hinh nay la:
3 AP * 11 Mbps = 33 Mbps
Véi khoang 50% bang thong danh cho chi phi do cac giao thirc duoc sir dung nén
bang thong con lai khoang :
33 Mbps /2 =16.5 Mbps
Trong khi d6, dé dat duoc ciing mirc bing thong twong tu thi FHSS yéu cau:
16 AP * 2 Mbps = 32 Mbps
Va cling voi 50% chi phi thi bang thong that su la
32 Mbps / 2 = 16 Mbps
Trong ciu hinh nay, hé théng FHSS yéu ciu phai mua thém 13 AP nita dé c6 duoc
bang thong tuong ty DSSS. Thém vao d6 1a chi phi cho dich vu cai dat, cable, dau
ndi va anten.
Ban c6 thé théy réng 6 nhiéu thuén 1gi khac nhau dbi véi mdi loai cong nghé. Néu
nhu muc tiéu 1a chi phi thap va bang thong cao thi hién nhién cong nghé DSSS sé&
thang. Néu nhu myc tiéu 14 phan chia nguoi dung sir dung cac AP khac nhau trong

mot moi truong co-located day dac thi FHSS s€ thich hgp hon.

GVHD: TS — Hé6 Vin Canh 41 SVTH: Vii Thi Dung



Tim hiéu Wireless LAN va van dé bao mdt Wireless LAN

Tinh twong thich va tinh sin c6 cia thiét bi

WECA (Wireless Ethernet Compatibility Alliance) cung cp kiém tra tinh
tuong thich DSSS cua cac thiét bi 802.11b dé dam bao rang nhimg thiét bi nhu vay
s€ hoat dong duoc voi nhau va hoat dong dugc vdi cac thiét bi 802.11b DSSS khac.
Chuan tuong thich ma WECA tao ra duoc biét voi tén goi 1a Wi-Fi (Wireless
Fidelity) va céac thiét d3 qua kiém tra twong thich dugc goi 1a cac thiét bi tun theo
Wi-Fi (Wi-Fi compliant). Cac thiét bi nay duoc thém vao logo Wi-Fi luc xuét hién
trén thi truong. Logo ndy noi 1én rang thiét bi d6 co thé giao tiép duoc vai cac thiét
bi khéc c6 logo Wi-Fi.

Khong c6 mdt sy kiém tra tuong tu nao danh cho FHSS. Co cac chuan sir dung
FHSS nhu 802.11 va OpenAir, nhung khéng c6 t6 chitc ndo lam cong viéc kiém tra
tinh tuwong thich FHSS tuong tu nhw WECA cho DSSS.

Boi vi tinh phd bién ctia cac thiét bi 802.11b nén rat dé dang mua duoc chung. Nhu
cdu ngay cang phat trién cho céc thiét bi twong thich Wi-Fi trong khi nhu cau cho

FHSS gan nhu d4 bao hoa va di xuéng.
Téc d) va bing thong dir lidu.

Nhu ching ta d3 biét 1a tbc do cia FHSS (2 Mbps) thip hon nhiéu so véi
DSSS (11 Mbps). Mic du mét s6 hé théng FHSS ¢6 thé hoat dong & toe do 3 Mbps
hay 16n hon nhung cic hé théng nay 1a khong twong thich véi chuan 802.11 va c6
thé khong giao tiép duoc véi hé thong FHSS khac. Hé théng FHSS va DSSS ¢6
thong lugng (dit liéu that sy duoc truyén) chi khoang mot nua toe do dit lidu. Khi
kiém tra thong luong lic cai dat mot mang WLAN moi thuong chi dat duge 5 — 6
Mbps dbi v6i DSSS va 1 Mbps d6i voi FHSS cho du d3 thiét 1ap téc do tdi da.

HomeRF sir dung cong ngh¢ nhay tan bang rong dé dat duoc tde do dir licu
10 Mbps (khoang 5 Mbps thong luong). HomeRF st dung cong suét phat gisi han
la 125 mW.

Khi cac frame wireless duoc truyén thi s& c6 khoang thoi gian tam ngimng
gilra cac frame cho céc tin hi¢u diéu khién va céc tac vu khéac. V&i hé théng nhay

tan thi khoang chén gitta cac frame (interframe space) nay 1a 16n hon so voi DSSS
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gy ra giam toc do truyén dir liéu. Hon nita, hé thong nhay tan con c6 thém qua
trinh thay ddi tdc do truyén, trong khoang thoi gian nay thi khong co dit liéu nao
duogc truyén. Mot s6 hé théng WLAN sir dung céc giao thire 16p vat Iy riéng dé lam
ting bang théng. Cac phuong phap nay lam ting thong luong 1én dén 80% so véi
tbc do dir liéu nhung co thé s& khong twong thich dugc vai thiét bi chuan.

Security

Theo cac quang cdo (thudng 1a khong ding su that) thi hé thdng nhay tan 1a
an toan hon hé théng DSSS. Chtng cir dau tién bac bo diéu nay chinh 1a FHSS
radio chi dugc san xuat boi mot sd it cdc nha san xuat nén chiing phai tuan theo
chuan dé c6 thé ban thiét bi duoc dé dang. Thir 2 1 cac nha san xuét sir dung mot
tap cac chudi nhay chuan thuong 1 theo mot danh sach xac dinh trude do cac to
chtrc nhu IEEE hay WLIF dua ra. Hai diéu nay 1am cho viéc phat hién duoc chudi
nhdy kha la don gian.

Mot Iy do khac lam cho viéc tim dugc chubi nhay cuia FHSS don gian chinh
1a viéc sb kénh luén duoc quang ba (khéng mi héa) trong mdi Beacon phat ra. Dia
chi MAC cuia AP truyén ciing bao gom trong Beacon vi thé chiing ta c6 thé biét
dugc nha san xuét thiét bi. Mot s6 nha san xuat cho phép administrator dinh nghia
linh dong hop pattern tiy y. Tuy nhién, n6 cling chang tao thém dugc mirc bao mat
nao ca vi mot s6 thiét bi don gian nhu bd phan tich phd (Spectrum Analyzer), may
laptop c6 thé duoc st dung dé theo ddi hopping pattern ctia FHSS radio trong vong
vai giay.

Hb trg chuin

Nhu da thao luan ¢ phén trude, DSSS da gianh duoc sy chép nhan rong rai
do chi phi thp, tdc d6 cao, chuan twong thich Wi-Fi va nhiéu yéu t6 khac. Su chap
nhan nay lam thiic ddy nghanh cong nghiép chuyén sang cong nghé méi hon va
nhanh hon DSSS nhu 802.11g hay 802.11a. Chuan tuong thich méi cia WECA 1a
Wi-Fi5 danh cho hé thong DSSS hoat dong & 5 GHz UNII s& gitip ¢y nhanh nganh
cong nghiép phat trién hon nita nhu Wi-Fi d3 timg 1am. Cac chuan méi cho hé
théng FHSS nhu HomeRF 2.0 va 802.15 (hd trg cho WPAN nhu Bluetooth) nhung
déu khong nang cap hé thong FHSS trong doanh nghiép.
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Nhu vay chung ta c6 thé thdy DSSS 1a ki thudt trai phd c6 nhiéu dic diém wu
viét hon hin FHSS.

2.9.Van dé bao mat
> Chiing thuc qua hé thong mé (Open Authentication)

Day 14 hinh thirc chung thyc qua viéc xac dinh chinh xac SSIDs (Service Set
Identifiers) mot tap dich vu mé& rong (ESS- Extended Service Set) gdm hai hodc
nhiéu hon cac diém truy nhap khong day duoc két ndi t6i cing mot mang co day, 1a
mot phan doan mang logic don (con dugc goi 1a mot mang con) va dugc nhan dang
bai SSID. Bét ki mot CPE ndo khong co SSID hop 1é s& khong duoc truy nhap t6i
ESS.

> Chirng thuc qua khoa chia sé(Shared- Key authentication)

La kiéu chimg thuc cho phép kiém tra mot khach hang khong diy dang duoc
chtng thuc c6 biét vé bi mat chung khéng. Diéu nay tuong tu voi khoa chimg thyc
chia sir trudc trong bao mat IP(IP Sec). Chuan 802.11 hién nay gia thiét rang khoa
dung chung duoc phan phdi dén tit ca cac khach hang dau cudi théng qua mot kénh
bao mat riéng phai doc 1ap voi tat ca cac kénh khac IEEE 802.11. Tuy nhién, hinh
thirc ching thuc qua khod chia sé n6i chung l1a khong an toan va khong dugc

khuyén nghi str dung .
»  Bdo mat dir liéu thong qua WEP(Wired Equivalent Privacy)

Véi thudc tinh ¢d hitu ciia mang khong day, truy nhap an toan tai 16p vat 1y
t6i mang khong day 13 mot van dé tuwong ddi khé khin. Boi vi, khong can dén mot
cong vat 1y riéng bat ctr nguoi ndo trong pham vi ctia mot diém truy nhap dich vu
khong dy ciing c6 thé giri va nhan khung ciing nhu theo ddi cac khung dang duoc
gui khac. Chinh vi thé WEP(dugc dinh nghia boi chuan IEEE 802.11) duoc xay
dung voi muc dich cung cAp muc bao mat dir lidu twong duong véi cac mang co
day. Néu khong c6 WEP, viéc nghe trom va phat hién goi tir xa sé trd nén rat dé
dang. WEP cung cép cac dich vu bao mat dur liéu béng cach ma hoa dir lidu dé gui
giita cac node khong diy. Ma hoa WEP dung ludng mat ma ddi xing RC4 cach véi

tor khoa dai 40bit hodc 104 bit. WEP cung cép do toan ven cua dir liéu tr cac 16i
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ngau nhién bang cach gdp mot gia tri kiém tra d6 toan ven (ICV- Integrity Check

Value) vao phan dugc ma hoa cua khung truyén khong day.

Viéc x4c dinh va phan phéi cac chia khoa WEP khong dugc dinh nghia va
phai dugc phan phdi thong qua mot kénh an toan va doc 1ap véi 802.11.

> Bdo mat dir liéu thong qua EAP(Extensible Authentication Protocol)

bay 1a mdt trong nhitng hinh thirc chirng thuc dong, khoa chung thuc dugc
thay doi gia tri mot cach ngau nhién ¢ mdi 1an ching thuc hoic tai cac khoang co
chu ky trong thoi gian thuc hién mot két ndi di dugce ching thuc. Ngoai ra, EAP
con xé4c dinh chung thue qua RADIUS ¢6 nghia 1a: Khi mét CPE mudn két ndi vao
mang thi n6 s& gui yéu cau téi AP. AP s& yéu cau CPE gui cho né mét tin hiéu
Identify. Sau khi nhan dugc tin hi¢u Identify cua CPE, AP s€ gui tin hi¢u Identify
nay téi server RADIUS dé tién hanh chimg thuc. Sau d6, RADIUS sé tra 1oi két
qua cho AP dé AP quyét dinh c6 cho phép CPE ding nhap hay khong.
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CHUONG 3: BAO MAT MANG LAN KHONG DAY

Bao mat 1a vin d& hét strc quan trong ddi véi ngudi dung trong ca hé théng
(WLAN, LAN...). Pé két ndi téi mot mang LAN hitu tuyén can phai truy cap theo
duong truyén day cap, phai két néi mot PC vao mot cong mang. voi mang khong
day chi can c6 thiét bi trong ving phu séng 13 c6 thé truy cap dugc nén van dé bao

mat mang khong day 1a cuc ky quan trong va 1am dau dau ngudi st dung mang.

Piéu khién cho mang hitu tuyén 1a don gian: Puong truyén bang cap thong
thuong dugc di trong cac toa nha cao tang va cac port khong sir dung c6 thé lam
cho né disable bang céc tmg dung quan 1y. Cac mang khong day (hay vo tuyén) sir
dung song v6 tuyén xuyén qua vt liéu cta cac toa nha va nhu vay su bao phu 13
khong giéi han & bén trong mot toa nha. Séng vo tuyén co thé xuat hién trén duong
phd, tir cac tram tir cdc mang LAN nay, va nhu vay ai d6 ciing c6 thé truy cap nho
vao cac thiét bi thich hop. Do d¢6 mang khéng diy ctia mot cong ty ciing c6 thé bi

truy cap tir bén ngoai toa nha cong ty cua ho.

Hinh sau thé hién mét nguoi la co thé truy cap dén mot LAN khong day tir bén

ngoai nhu thé nao:

| I Access
Point
O Wired Network LAN ) (;"?)
—-"" g
8 el )
lue ared denotes . Eavesdropper
"-'

AP coverage Wireless LAN Client

Virdlass LA N Client
Wireless th Client

Office Building

Hinh 3.1: Mgt ngwoi la truy cdp vao mang

Chia khoa d€ md ra sy an toan cua WLAN va gitt cho né dugc an toan 1a su

thuc hién va quan 1y nd. Bao tao nguoi quan tri mot cach can ban, trén nhitng cong
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nghé tién tién 1a cach quan trong dé tao ra su an toan cho WLAN. Trong phan nay
chung ta s& ban dén bién phap bao mat theo chuan 802.11 di biét, WEP. Tuy nhién
ban than WEP khong phai 1a ngon ngit bao mat duy nhat, mot minh WEP khong
thé dam bao an toan tuyét ddi cho WLAN. Vi vay ma chung ta can xem xét tai sao
¢ su han ché trong bao mat WEP, pham vi tng dung cua WEP, va cac bién phap
khic phuc..

Trong phan nay ching ta ciing dé cap dén mot vai bién phép tin cong, tir do
ma nguoi quan tri dua dugc ra cac bién phap phong ngura. Sau d6 chung ta cling
ban vé cac bién phap bao mat san co, nhung chua dugc thira nhan chinh thirc boi
bat ctr chuan 802. nao. Cudi cung ching ta ciing dua ra va khuyén nghi vé cac
chinh sach bao mat cho WLAN.

3.1. Cach thiét 1ap bao mat LAN khong day

8 VPN wireless client connectivity {IPSec)
Firewall Packet fikering/port blocking to protect
enterprise networks from wireless intruders
Mutual authentication between client
@ Authentication devices, users and the network
(802.1x EAP-TLS using certificates)
. Encrypling data 10 prevent eavesdropping
@ Gy PIOR (Dynam ic WEP, 802.1x EAP-TLS and 3DES)
Authorizing network access 10 wireless
9 Device Authorization devices (MAC address access control)
Hinh 3.2: Cdch thiét ldp bdao mdt LAN khéong daiy

1.Device Authorization: Cac Client khéng day cé thé bi ngan chén theo dia chi

phan citng ciia ho (vi du nhu dia chi MAC). EAS duy tri mot co sé dir liéu cua cac
Client khong day duoc cho phép va cac AP riéng bi¢t khoa hay luu thong luu lugng
phu hop.
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2.Encryption: WLAN ciing hd trg WEP, 3DES va chudn TLS(Transport Layer
Sercurity) str dung ma hoa dé tranh ngudi truy cap trom. Cac khoa WEP c6 thé tao

trén mot per-user, per session basic.
3.Authentication: WLAN hd tro sy ay quyén 14n nhau (bang viéc st dung 802.1x

EAP-TLS) dé bao dam chi c6 cac Client khong day dugc uy quyén méi duogc truy
cap vao mang. EAS sir dung mot RADIUS server bén trong cho su 0y quyén bang
viée str dung cac chung chi sd. Cac chung chi sb nay co thé dat dugc tir quyén
chtng nhén bén trong (CA) hay duoc nhap tir mot CA bén ngoai. Piéu ndy da ting

16i da sy bao mdt va giam 16i thiéu cdc thii tuc hanh chinh.

4.Firewall: EAS hop nhét packet filtering va port blocking firewall dya trén cac
chudi IP. Viéc cau hinh tir truéc cho phép céc loai luu lugng chung dugc enable
hay disable.

5.VPN: EAS bao gdbm mdt IPSec VPN server cho phép cac Client khong day thiét
1ap cac session VPN virng chéc trén mang.
3.2. Nhirng tan cong trén mang

Mot sy tan cong cd ¥ c6 thé gay vo hiéu hoa hoic cd thé tim céach truy nhap
vao mang.

CO thé tan cong vao WLAN trai phép theo mét vai cach thirc sau:
- Tén cong bi dong (Nghe trom) Passive attacks
- Tan cong chi dong (két ndi, do va cau hinh mang) Active attacks
- Tan cong kiéu chén ép, Jamming attacks
- Tan cong theo kiéu thu hat, Man-in-the-middle attacks
Trén day chi liét ké mot vai kiéu tin cong, trong d6 mot vai kiéu co thé thuc
hién duoc theo nhiéu cach khac nhau.
3.2.1. Tan cong bi dong

Nghe trom c6 18 1a mot phuong phéap don gian nhat, tuy nhién né van cé hiéu
qua dbi véi WLAN. Tan cong bi dong nhu mot cude nghe trom, ma khong phét
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hién duoc su 6 miat cua ngudi nghe trom (hacker) trén hodc gan mang khi hacker
khong thuc su két ndi toi AP dé ling nghe céac gdi tin truyén qua phan doan mang
khdng day. Nhiing thiét bi phan tich mang hoic nhimg tmg dung khac duoc su
dung dé lay thong tin caa WLAN tir mot khoang cach véi mot anten dinh hudng.

Server g & 1
Intruder

Access Point Camdr? %

* T LA . MY LOG

- |
af _ | MAC Addresses... .

e U IP Addresses... . ;
ﬂ..' - % I Usernames & Passwords. .. .
- - | Instant Messenger -
% | Conversations.. . :
L | Email.._. .

. HTTP logins... .

- Server logins... .

Hinh 3.3: Tdn céng bi dong

Phuong phéap nay cho phép hacker gitr khoang céch thuan loi khong dé bi
phat hién, nghe va thu nhat théng tin quy gia.

C6 nhimg tmg dung c6 kha niang lay pass tir cac Site HTTP, email, c4c instant
messenger, cac phién FTP, cac phién telnet dugc gui dudi dang text khdng ma hoa.
C6 nhitng tng dung khac co thé lay pass trén nhitng phan doan mang khong day
cua Client va Server cho muc dich truy nhap mang.

Hay xem xét tic dong néu mot hacker tim duoc cach truy nhap téi mot
domain cia nguoi sir dung, hacker d6 sé dang nhap vao domain ctia nguoi st dung
va gay hau qua nghiém trong trén mang. T4t nhién viéc d6 1a do hacker thuc hién,
nhitng nguoi ding 1a nguoi phai tryc tiép chiu trach nhiém, va ganh chiu moi hau
qua, va co thé di téi chd mat viéc.
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Xét mot tinh hudng khac ma trong d6 HTTP hozc mat khau email bj lay trén
nhiing phan doan mang khdng day, va sau d6 duogc hacker sir dung vai muc dich
truy nhap téi mang WLAN do.

3.2.2. Tan cong chii dong

Nhitng hacker cd thé sir dung phuong phép tan céng chi dong dé thuc hién
mot vai chtrc niang trén mang. Mot su tan cdng cha dong co thé duoc dung dé truy
nhap ti mot server dé lay nhitng di liéu quan trong, sir dung su truy nhap téi mang
internet ciia té chtrc cho nhitng muc ¢6 hai, tham chi thay d6i cau hinh co so ha
tang mang. Bang cach két nbi toi mot mang WLAN théng qua mot AP, mot ngudi
str dung c6 thé bat dau tham nhap sau hon va trong mang va tham chi 1am thay d6i
chinh mang khong day do.

Chang han mot hacker qua duoc bd loc MAC, sau d6 hacker c6 thé tim cach
t6i AP va g& bo tat ca cac bo loc MAC, 1am cho né dé dang hon trong lan truy nhap
tiép theo. Ngudi quan tri cd thé khong dong y dén sy kién nay trong mot thoi gian.
Hinh duéi ddy mé ta mot kiéu tan cong chu dong trén WLAN.

Attacker

& - | MY ATTACK LOG
\ .
‘,. i Usernames & Passwords... |
Open Ports & Running
- Services....
! Confidential Files. ...
I wirii & Trojans.....

Hinh 3.4: Tdn céng chii dpng
Mot vai vi du caa tan cdng chu dong c6 thé nhu viéc giri bomb mail, cac
spam do cac spammer hoic cac doanh nghiép dbi tha mudn truy nhap dén ho so
cua ban. Sau khi thu duoc mot dia chi IP tir DHCP server caa ban, hacker co thé
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guri hang ngan 14 thu st dung két ndi Internet va ISP’s email server cua ban ma ban
khong biét. Kiéu tin cong nay c6 thé 1a nguyén nhan ma ISP cua ban cit két ndi
cho email ctia ban do su lam dyung email, mic di 16i d6 khong phai do ban gay ra.
Mot dbi thu cd thé lay bang danh sach khach hang, bang luong ctia ban ma khong
bi phét hién.

Khi hacker d két néi khdng day téi mang cua ban thi anh ta ciing cd thé truy
nhap vao mang hitu tuyén trong van phong, vi hai su kién khong khac nhau nhiéu.
Nhung két ndi khdng day cho phép hacker vé téc do, su truy nhap téi server, két
ndi téi mang dién rong, két ndi internet, ti desktop va laptop cua nhitng nguoi su
dung. Vi mot vai cdng cu don gian, cd thé lay cac théng tin quan trong, chiém
quyén ciia nguoi sir dung, hoic tham chi pha huy mang bang cach cau hinh lai
mang.

Str dung céc server tim kiém véi viéc quét cac cong, tao nhitng phién rong dé
chia sé va c6 nhimg server phuc vu viéc ¢6 dinh password, dé hacker khong thé
thay doi duoc pass, dé nang cao cac tién ich va ngan chin kiéu tan cong nay.

3.2.3. T4n cong theo kiéu chén ép

Trong khi mot hacker sir dung phuong phap tan cong bi dong, chu dong dé
ldy théng tin tir viéc truy cdp tdi mang cua ban, tan cong theo kiéu chén ép,
Jamming, 1a mét ki thuat s dung don gian dé dong mang caa ban. Tuong tu nhu
viéc ké pha hoai sip dit mot su tir chdi dich vu mot céch &p dao, su tan cdng duoc
nham vao Web server, vi vay mot WLAN c6 thé ngimg lam viéc boi mot tin hiéu
RF ap dao. Tin hiéu RF d6 c6 thé vd tinh hoic ¢6 y, va tin hiéu co thé di chuyén
hoic ¢d dinh. Khi mét hacker thuc hién mot cude tan céng Jamming ¢ chu v,
hacker c6 thé st dung thiét bi WLAN nhung c6 nhiéu kha nang hon Ia ching s&
ding mot may phat tin hiéu RF cdng suat cao hodc may tao séng quét.
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Hinh 3.5: Tdn céng theo kiéu chén ép

Pé loai bo kiéu tan cong nay, yéu cau trude hét 1a tim duogc ngudn phat tin
hiéu RF d6, bang cach phan tich phd. C6 nhiéu may phan tich phd trén thi truong,
nhung mot may phan tich phd cam tay va chay bang pin thi tién loi hon ca.

Mot vai nha san xuat ché tao nhimg bo phan tich phd cam tay, trong khi mot
vai nha san xuat Khac da tao ra cac phan mém phan tich pho cho nguoi ding tich
hop ngay trong céc thiét bi WLAN.

Khi jamming gy ra béi mot ngudn ¢ dinh, khéng cha ¥, nhu mot thép
truyén thong hoidc cac hé théng hop phap khac, thi nguoi quan tri WLAN c6 thé
phai xem xét dén viéc st dung bo thiét dat cac tin s6 khac nhau.

Vi du néu mot admin c6 trach nhiém thiét ké va cai dit mot mang RF trong
mot khu phong rong, phirc tap, thi nguoi dé can phai xem xét mot cach ki cang
theo thtr tw. Néu mot ngudn giao thoa 1a mot dién thoai, hoic cac thiét bi 1am viéc &
dai tan 2,4Ghz thi admin c6 thé si dung thiét bi & dai tan UNII, 5Ghz, thay vi dai
tan 802.11b, 2,4Ghz va chia sé dai tan ISM 2,4Ghz véi cac thiét bi khéc.

Jamming khdng cha y gay ra véi moi thiét bi c6 dung chung dai tan 2,4Ghz.
Jamming khong phai la su de doa nghiém trong vi jamming khdng thé dugc thuc
hién phé bién boi hacker do van dé gia ca cua thiét bi, n6 qué dat trong khi hacker
chi tam thoi vé hiéu hod dugc mang.
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3.2.4. TAn cong bing cach thu hat

Kiéu tan cong nay, Man-in-the-moddle Attacks, 1a mot tinh trang ma trong
d6 mot ca nhan sir dung mot AP dé chiém doat quyén diéu khién cia mot node di
dong bang cach gui nhimg tin hiéu manh hon nhitng tin hiéu hop phap ma AP dang
gui téi nhimg node d6. Sau d6 node di dong két hop véi AP trai phép nay, dé giri
cac dit lidu ciia ngudi Xam nhap nay, co thé 1a cac théng tin nhay cam. Hinh vé sau
dua ra mot md hinh cho sy tan c¢ong kiéu nay.

o
\

Lo
An access point and sometimes a
workgroup bridge are used fo hijack users

Hinh 3.6: Man-in-the-middle attacks

Pé céc client lién két voi AP trai phép thi cong suat ciia AP d6 cao hon nhiéu
cua cac AP khéac trong khu vuc va do6i khi phai la nguyén nhan tich cuc cho céac
user truy nhap t6i. Viéc mat két ni véi AP hop phap c6 thé nhu 12 mot viée tinh co
trong qua trinh vao mang, va mot vai client s& két ndi tgi AP trai phép mot cach
ngau nhién.

Nguoi thuc hién man-in-the-middle attack trudc tién phai biét SSID ma
client st dung, va phai biét WEP key dang sir dung ctia mang.

Két néi nguoc (huéng vé phia mang I8i) tir AP trai phép dugc diéu khién
théng qua maot thiét bi client nhu 1a PC card, hoic workgroup bridge. Nhiéu khi
man-in-the-middle attack dugc sap dat sir dung mot laptop véi hai PCMCIA card.
Phan mém AP chay trén mot laptop, & d6 mot PC card duoc sir dung nhu 1a mot
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AP va PC card tht hai duoc dung dé két ndi laptop t6i gan AP hop phap. Kiéu cau
hinh nay lam laptop thanh mot “man-in-the-middle attack™ van hanh gitra client va
AP hop phép. Mot hacker theo kiéu man-in-the-middle attack c6 thé lay duoc cac
thong tin c6 gié tri bang cach chay mét chwong trinh phan tich manh trén laptop.

Mot diéu dac biét véi kiéu tan cdng nay la nguoi st dung khong thé phat
hién ra dugc cudc tin cong, va lugng thdng tin thu nhit duoc bang kiéu tan cong
nay 1a gi6i han, nd bang lugng théng tin thu pham lay duogc trong khi con trén
mang ma khong bi phat hién. Bién phap tét nhat dé ngan ngira loai tn cong nay 1a
bio mat I6p VAt Iy

3.3. Cac phwong phap bao mat cho WLAN

3.3.1 WEP, WIRED EQUIVALENT PRIVACY
M4 hinh vector khéi tao (IV)

Vector khoi tao TV 1a mot s6 duge thém vao khéa va lam thay doi khoa . IV
duoc ndi vao khoa trude khi chudi khoda duge sinh ra, khi IV thay doi thi chudi
khoa ciing s& thay doi theo va két qua 1 ta s& c6 ciphertext khac nhau. Ta nén thay
d6i gia tri IV theo ting frame. Theo cach nay néu mot frame duoc truyén 2 lan thi

ching ta s€ c¢6 2 ciphertext hoan toan khac nhau cho tirng frame.

V| Key | o KeySteam45678|
| /
Py
— / ———

// \\/ // \\ R,
Cipher \ XOR ) »[(,’tpnerth W(J‘Sb‘k]
\ S
. S N

t

| Plaintoxt DATA |
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Hinh 3.7 :Mé hinh Vector khaoi tao IV

WEP (Wired Equivalent Privacy) la mot thuat toan ma hoa st dung qua trinh
chtng thuc khoa chia sé cho viéc ching thuc ngudi ding va dé ma héa phan dir
lidu truyén trén nhitng phan doan mang LAN khong day. Chuan IEEE 802.11 dic
biét st dung WEP.

WEP 1a mot thuat toan don gian, st dung bo phat mot chudi gia ngau nhién,
Pseudo Random Number Generator (PRNG) va dong ma RC4.

Trong vai nim, thuit toan nay dugc bao mat va khong san cd, thang 9 nim
1994, mot vai nguoi da dwa ma ngudn cta nd 1én mang. Mic du bay gio ma ngudn
san c6, nhung RC4 van dugc ding ky boi RSADSI. Chudi ma RC4 thi ma hoa va
giai ma rat nhanh, no rat dé thuc hién, va di don gian dé cac nha phat trién phan

mém co6 thé dung nd dé ma hoda cac phan mém cua minh

Encryption Process

[ Piain Text r.;Ei-.:J Frame | | Key |
wE)—'J
I" egn'amer
Ky S-II'E‘.'HI‘I

Plain Tml Frame l:’ r
|Fr.1f_, mer ﬁD [ M ’"-'
{xom
Plai r:Tearl Frame | |C phigr Te-cl Frame
Fmgme*n '-.'11"' ICY 'Fragrm it with 1CY

Decryption Process

o
IM—"WEa' | Koy Siraam Plain Taxt Frama
E e Fragment with 1GY
.

L e
- — Plain Text Frame
: Mixcr (,I_@—- o
| Cipher Text Frame J/'H.OH \ Fragment
| Fragme nt with ICV " g
Dikcard Bad
ICV Frame |

Hinh 3.8: So' d6 qud trinh ma héa va gidi ma siv dung WEP
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ICV gia trj kiém tra tinh toan ven

Ngoai viéc ma hoa dir lidu 802.11 cung cap mot gia tri 32 bit ICV ¢co chirc
nang kiém tra tinh toan ven cia frame. Viéc kiém tra nay cho tram thu biét rang
frame dd dugc truyén ma khong co 16i ndo xay ra trong sudt qua trinh truyén.
ICV dugc tinh dwa vao phuong phip kiém tra 16i bits CRC-32( Cyclic
Redundancy Check 32). Tram phat sé& tinh toan gia tri va dat két qua vao trong
truong ICV, ICV s€¢ dugoc ma hoa cung vo1 frame dir liu.
Tram thu sau khi nhan frame s€ thuc hién giai ma frame, tinh toan lai gia tri ICV va
so sanh va&i gia tri ICV da dugce tram phat tinh toan trong frame nhan dugc. Néu 2
gia tri trang nhau thi frame xem nhu chua bj thay d6i hay gia mao, néu gia tri

khong khép nhau thi frame do6 s€ bi huy bo.

Plain Text Frame
Fragment

Plain Text Frame | 32 Bil To WEP Encryption
Fragment ICV Function

Hinh 3.9: M6 hinh hoat dong ciia ICV

Thuat toan RC4 khong thuc sy thich hop cho WEP, né khong do dé 1am
phuong phap bao mat duy nhat cho mang 802.11. Ca hai loai 64 bit va 128 bit déu
c6 cung vector khoi tao, Initialization Vector (IV), 1a 24 bit. Vector khdi tao bang
mot chudi céac s6 0, sau d6 ting thém 1 sau mdi goi duoc gui. Voi mdt mang hoat
dong lién tuc, thi sy khao sat chi ra rang, chudi mi nay c6 thé sé bi tran trong vong
nira ngay, vi thé ma vector nay can dugc khai dong lai it nhat mdi 1an mot ngay,
tirc 1a céc bit lai tré vé 0. Khi WEP duoc st dung, vector khdoi tao (IV) duoc truyén
ma khong dugc ma hoa cung vé1 mot goi duge ma hoa. Viéc phai khéi dong lai va

truyén khong dugc ma héa do6 1a nguyén nhan cho mét vai ki€u tan cong sau:
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- Tin cong chi ddng dé chén goéi tin méi: Mot tram di dong khong duoc phép
chén cac gbi tin vao mang ma c6 thé hiéu duoc, ma khong can giai ma.

- Tin céng chii dong dé gidi md théng tin: Dua vao sy danh liru diém truy
nhap.

- Tin céng nho vao tir dién tan céng dwoc xdy dwng: Sau khi thu thap thong
tin, chia khoa WEP c¢6 thé bi crack bang cic céng cu phin mém mién phi. Khi
WEP key bi crack, thi viéc gidi ma cac goi thoi gian thuc cod thé thuc hién bé'mg
cach nghe cac gbi broadcast, st dung chia khéa WEP.

- Tin céong bi déng dé gidi ma théng tin: Sit dung cic phan tich théng ké dé

gidi ma dir liéu cua WEP.
3.3.1.1. Tai sao Wep duoc lua chon

WEP khong duoc an toan, vay tai sao WEP lai duoc chon va dua vao chuan
802.11? Chuan 802.11 dua ra céc tiéu chuian cho mét van dé duoc goi la bao mat,
do la:

- (C6 thé xuat khau

- Dbu manh

- Kha nang tuong thich

- Kha nang udce tinh dugce

- Tuy chon, khong bt budc

WEP hoi tu da cac yéu tb nay, khi duoc dua vao dé thyc hién. WEP dy dinh
ho tro bao mat cho muc dich tin cay, diéu khién truy nhap, va toan ven dir liu.
Nguoi ta thay rang WEP khong phai 1 giai phap bao mat ddy du cho WLAN, tuy
nhién cac thiét bi khong day déu duoc hd tro kha niang dung WEP, va diéu dic biét
1a ho c6 thé bd sung céc bién phap an toan cho WEP. Mdi nha san xuét c6 thé st
dung WEP véi cac cach khac nhau. Nhu chuan Wi-fi cia WECA chi sir dung tir
khoa WEP 40 bit, mot vai hang san xuét lua chon cach tang cuong cho WEP, mot
vai hang khac lai st dung mot chuan m&i nhu 1a 802.11X v6i EAP hodc VPN
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Wireless Security

Security System iWEP v

WEP Data Encryption: | 64 bit(10 Hex chars) v
Key 1: ®

Key 2: ©

Key 3. O |

Key 4.0 :

Passphrasejﬁ \[ Generate Keys ]

[Save ] [ Cancel ]

Hinh 3.10: WEP Wireless Security

3.3.1.2. Chia khoa WEP

Vén dé cbt 161 cia WEP 1a chia khéa WEP (WEP key). WEP key 1a mét
chudi ky tu chit cai va s6, duoc st dung cho 2 muc dich cuia WLAN
- Chia khoa WEP duoc str dung dé xac dinh su cho phép ctia mot Station
- Chia khoéa WEP dung dé ma hoéa dit liéu.

Khi mét client ma st dung WEP cd grflng thuc hién mot su xac thuc va lién
két t6i mot AP (Access Point). AP s€ xac thuc xem Client c6 chia khoa c6 xac thuc
hay khong, néu co, co nghia 1a Client phai c6 mot tir khoa 1a mot phan cia chia
khoa WEP, chia khoa WEP nay phai duoc so khop trén ca két ndi cubi cung cua
WLAN.

Mot nha quan tri mang WLAN (Admin), c6 thé phan phdi WEP key bang tay
hodc mot phuong phép tién tién khac. Hé thong phdn phoi WEP key c6 thé don

gian nhw sy thyc hién khoa tinh, hodac tién tién sir dung Server quan li chia khoa
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md héa tdp trung. Hé thdng WEP cang tién tién, cang ngan chin duoc kha ning bi

pha hoai, hacker.

WEP key ton tai hai loai, 64 bit va 128 bit, ma doi khi ban thay viét 1a 40 bit

va 104 bit. Ly do nay 1a do ca hai loai WEP key déu sir dung chung mot vector
khoi tao, Initialization Vector (IV) 24 bit va mot tir khoa bi mat 40 bit hoac 104 bit.
Viéc nhdap WEP key vao client hodc cac thiét bj phu thudc nhu 1a bridge hoac AP
thi rat don gian.
Hau hét cac Client va AP c6 thé dua ra déng thoi 4 WEP key, nham hd trg cho viée
phan doan mang. Vi du, néu hd trg cho mot mang cO 100 tram khach: dua ra 4
WEP key thay vi mdt thi c6 thé phan s6 nguoi ding ra lam 4 nhom riéng biét, moi
nhom 25 nguoi, néu moét WEP key bi mat, thi chi phai thay d6i 25 Station va mot
dén 2 AP thay vi toan bd mang.

These are the wireless settings for the AP(Access Point]Portion,

Sifireless Radio ;& Enabled ¢ Disabled
SSID : thunghiem

Channel 2111 =
S5ID Broadeast 1 % Enabled 0 Disabled
Security @ WEFR -

Authentication : & Open system  Shared key
YWER Encryption iEquit "i

ke Type iHEK *i

Keyl: & [laZb3cddse

Key2 : ¢ (0000000000
Key3 : ¢ |0000000000
Keyd ¢ |0000000000

g
Apply Ca

Hinh 3.11: Giao dién setup ciia AP thir nghié¢m
Mot 1i do nira cho viéc dung nhiéu WEP key, néu 1a mot Card tich hop ca
khoa 64 bit va khoa 128 bit, thi no co thé dung phuong an toi wu nhat, dong thoi

néu hd trg 128 bit thi cling co thé 1am viéc duoc véi chia khoa 64 bit.
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Theo chuan 802.11, thi chia khoa WEP duoc sir dung 1a chia khéa Wep
tinh. Néu chon Wep key tinh ban phai ty gan mot Wep key tinh cho mot AP hodc
Client lién két v6i nd, Wep key ndy s& khong bao gid thay doi. N ¢o thé 1a mot
phuong phap bdo mat can ban, don gian, thich hgp cho nhing WLAN nhd, nhung
khong thich hop véi nhitng mang WLAN quy mo 16n. Néu chi sir dung WEP tinh
thi rat d& din dén sy mét an toan.

Xét truong hop néu mot ngudi nao d6 “lam mat” Card mang WLAN cua ho,

card mang d6 chtra chuong trinh co s& ma c6 thé truy nhap vao WLAN d6 cho toi
khi khoa tinh cia WLAN dugc thay doi.

3.3.1.3. SERVER quain ly chia kh6a ma héa tap trung

V61 nhitng mang WLAN quy mo 16n sit dung WEP nhu mét phuong phéap
bdo mat can ban, server quan 1y chia khoa ma hoéa tap trung nén dugc st dung vi

nhirng ly do sau:

- Quan li sinh chia khoa tap trung

- Quan ly viéc phan phdi chia khda mot cach tap trung
- Thay dbi chia khoa ludn phién

- Giam bdt cong viée cho nha quan 1y

Bat ky s6 lugng thiét bi khac nhau nao ciing c6 thé dong vai trdo mot server
quan ly chia khoa ma hoa tap trung. Binh thuong khi st dung WEP, nhiing chia
khoa (dugc tao bdi nguoi quan tri) thudng duoc nhap bang tay vao trong cac tram
va cac AP. Khi sir dung server quan 1y chia khéa ma hoa tap trung, mot qua trinh tu
dong gitra cac tram, AP va server quan 1y s€ thuc hién viéc trao cac chia khoa

WEP. Hinh sau mo ta cach thiét 1ap mdt hé théng nhu vay.
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RADIUS
Server
L
VERIFYING
ACCESS POINT
Client

CIMU SECURED

VERIFYING
CLIENT

Hinh 3.12: Cdu hinh chia khéa ma héa tip trung

Server quan 1y chia khoa ma hoa tap trung cho phép sinh chia khoa trén mdi
g6i, mdi phién, hodc cac phuong phap khac, phu thudc vao su thuc hién cia cic
nha san xuét.

Phén phdi chia khéa WEP trén mdi gbi, mdi chia khoa méi s& duoc gan vao
phan cubi cta cac két ndi cho mdi goi duge giri , trong khi do, phan phdi chia khoa
WEP trén mdi phién sir dung mdt chia khoa moi cho mdi mot phién mai giira cac
node.

3.2.1.4 Cach sir dung WEP

Khi WEP duoc khéi tao, dir liéu phén tai ciia moi g61 duge gui, st dung
WEP, da dugc ma hoéa. Tuy nhién, phﬁn header cua mbi g61, bao gém dia chi
MAC, khong dugc ma hoa, tat ca thong tin 10p 3 bao gdm dia chi ngudn va dia chi
dich duoc ma hoéa bo1 WEP.

Khi mot AP guri ra ngoai nhiing thong tin dan duong cta n6 trén mot WLAN
dang str dung WEP, nhiing thong tin nay khéng dugc mi héa. Hay nhé ring, thong
tin dan duong thi khéng bao gdm bét cir thong tin nao cua 16p 3.

Khi cac goi duge gui di ma st dung ma hoéa WEP, nhiing gbi nay phai dugc
giai mi. Qua trinh giai ma nay chiém cac chu ky cta CPU, né lam giam dang ké
thong luong trén WLAN. Mot vai nha san xuat tich hgp cac CPU trén cac AP cua
ho cho muc dich ma hoéa va giai ma WEP. Nhiéu nha san xuét lai tich hop ca ma

hoa va gidi ma trén mot phan mém va st dung cung CPU ma dugc dir dung cung
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cho quan 1y AP, chuyén tiép gbi. Nho tich hop WEP trong phan cimg, mot AP ¢o
thé duy tri thong luong 5Mbps hodc nhiéu hon. Tuy nhién sy bét loi cua gia phap
nay la gia thanh cua AP tang 1én hon so v&1 AP thong thuong.

WEP c¢6 thé duogc thuc hién nhu mot phuong phap bao mat can ban nhung
cac nha quan tri mang nén nim bat dugc nhimg diém yéu cia WEP va cach khic
phuc ching. Cac admin ciing nén hiéu ring, mdi nha cung cip sir dung WEP ¢6 thé
khac nhau, vi vay gdy ra tré ngai trong viéc str dung phan ctng ctia nhiéu nha cung
cp.

Pé khic phuc nhitng khiém khuyét cia WEP, chuan ma hoéa tién tién
Advanced Encryption Standard (AES) dang dugc cong nhan nhu mot sy thay thé
thich hop cho thuat toan RC4. AES sur dung thuat todn Rijndael (RINE- dael) véi

nhiing loai chia khoa sau:
- 128 bit
- 192 bit
- 256 bit

AES duoc xét 1a mot phuong phap khong thé bé khoa boi hau hét nguoi viét
mat ma, va NIST (National Institute of Standards and Technology) da chon AES
cho FIPS (Federal Information Processing Standard). Nhu mot phan cai tién cho
chuan 802.11, 802.11x duoc xem xét dé sir dung AES trong WEP v.2.

AES néu duoc dong y boi 802.11i, sir dung trong WEP v2, s& duogc thyc hién
trong phan vi chuong trinh va cic phian mém boi cac nha cung cip. Chuong trinh
co so trong AP va trong Client (Card vo tuyén PCMCIA) sé& phai dugc ning cap dé
hd tro AES. Phan mém tram khach (céc driver va cac tién ich mdy khach) s& hd tro

ciu hinh AES cuing véi chia khoa bi mat.

3.3.2. WPA (Wifi Protected Access)

Wi-Fi Alliance da dua ra giai phap goi la Wi-fi Protected Access (WPA).
MGt trong nhitng cdi tién quan trong nhat cia WPA la sir dung ham thay doi khéa
TKIP (Temporal Key Integrity Protocol). WPA ciing sit dung thuat toan RC4 nhu
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WEP, nhung mé hoa day du 128 bit. Va mot dic diém khéac 1a WPA thay ddi khoa
cho mdi géi tin. Cac cong cu thu thap cac goi tin dé pha khéa ma hoa déu khdng
thé thuc hién duoc vé6i WPA. Bdi WPA thay ddi khoa lién tuc nén hacker khong
bao gio thu thap du dit liéu mau dé tim ra mat khau. Khong nhing thé, WPA con
bao gom kiém tra tinh toan ven ciia théng tin (Message Integrity Check). Vi vy,

dir liéu khong thé bi thay ddi trong khi dang & trén dudng truyén.

Mot trong nhitng diém hap din nhét cia WPA 13 khong yéu cau nang cip
phan cimg. Cac nang cdp mién phi vé phan mém cho hau hét cic card mang va
diém truy cap st dung WPA rat dé dang va co san. Tuy nhién, WPA ciing khong hd
tro cac thiét bi cAm tay va mdy quét ma vach. Theo Wi-Fi Alliance, c6 khoang 200
thiét bi dd dugc cap chimg nhan tuong thich WPA.

WPA c6 san 2 lya chon: WPA Personal vda WPA Enterprise. Ca 2 lua chon
nay déu sur dung giao thirc TKIP, va su khac biét chi 1a khoa khéi tao ma hoa luc
dau. WPA Personal thich hop cho gia dinh va mang van phong nho, khéa khoi tao
s& duoc st dung tai cac diém truy cdp va thiét bi mdy tram. Trong khi 46, WPA cho
doanh nghiép can mdt may chil x4c thyc va 802.1x dé cung cap cac khoa khoi tao
cho mdi phién 1am viéc. Trong khi Wi-fi Alliance da dua ra WPA, va duoc coi la
loai trir moi 16 hong dé bi tin cong ctia WEP, nhung ngudi sir dung van khong thuc

sy tin twdng vao WPA.

Cé mét 16 héong trong WPA va 16i ndy chi xdy ra véi WPA Personal. Khi ma sir
dung ham thay doi khéa TKIP dwoc sir dung dé tao ra cac khéa ma héa bi phat
hién, néu hacker cé thé du dodn dwoc khéa khéi tao hodc mot phcfn mat khau, ho
cé thé xdac dinh dwoc toan bé mdt khau, do d6 cé thé giai ma dwoc dir lieu. Tuy
nhién, 16 hong nay ciing sé bi loai bé bang cdch s dung nhitng khéa khéi tao
khéng dé dodn (dirng sir dung nhitng tir nhuw “PASSWORD” dé lam mdt khdau ma

»

thay tw “password” boi tw passphrase hodc sw dung ky thudt ham bam (hash

function) dé bao mdt mdt khdu (passwork)).
Diéu nay ciing c¢6 nghia rang k¥ thuat TKIP cia WPA chi 1a giai phap tam
thoi, chua cung cip mot phuong thirc bao mat cao nhat. WPA chi thich hop véi

nhimg cong ty ma khéng truyén dir liéu “mat” vé nhitng thuong mai, hay cac thong
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tin nhay cam... WPA ciing thich hop vdi nhitng hoat dong hang ngay va mang tinh

thtr nghiém cong nghé.

3.3.3. 802.11i (WPA2)
Mot giai phap vé lau dai 13 st dung 802.11 twong duong véi WPA2, dugc

chirng nhan béi Wi-Fi Alliance. Chuan nay st dung thuat todn ma hoa manh m¢ va
duogc goi 1a Chuan ma hoa nang cao AES (Advanced Encryption Standard). AES sir
dung thuat todn ma hoa déi xung theo khoi Rijndael, st dung khdi ma hoa 128 bit,
192 bit va 256 bit.

Pé danh gia chuan ma hoa nay, Vién nghién ctru qubc gia vé Chuan va Cong
nghé MV, NIST (National Institute of Standards and Technology), da thong qua
thuat toan d6i ximg ndy. Va chuan mi hoa nay dugc sir dung cho cac co quan chinh

pht My dé bao vé cac thong tin nhay cam.

Trong khi AES duoc xem nhu 1a bao mat t6t hon rat nhiéu so véi WEP 128
bit hodc 168 bit DES (Digital Encryption Standard). Pé dam bao vé mit hiéu ning,
qua trinh ma hoa can dugc thuc hién trong céc thiét bi phan cimg nhu tich hop vao
chip. Tuy nhién, rat it nguoi sir dung mang khong diy quan tim téi van dé nay.
Hon nita, hau hét cac thiét bi cam tay Wi-Fi va may quét ma vach déu khong twong
thich véi chuan 802.11i.

3.4.LOC

Loc (Filtering) 1a mot co ché bao mat can ban c6 thé dung bd sung cho WEP
va/ hodc AES. Loc theo nghia den 13 chin nhitng gi khong mong mudn va cho phép
nhiing gi dugc mong mudn. Filter 1am viéc gidng nhu 1a mot danh sach truy nhap
trén router: bang cach xac dinh cac tham sé ma cac tram phai gan vao dé truy cap
mang. V&1 WLAN thi viéc d6 xac dinh xem cac may tram la ai va phai c4u hinh

nhu thé ndo. C6 ba loai cdn ban cua Filtering co thé thyuc hién trong WLAN
- Loc SSID
- Loc dia chi MAC

- Loc giao thuc

GVHD: TS — Hé6 Vin Canh 64 SVTH: Vii Thi Dung



Tim hiéu Wireless LAN va van dé bao mdt Wireless LAN

3.4.1. Loc SSID

Loc SSID (SSID Filtering) 14 mot phuong phép loc so dang, va chi duoc
dung cho hau hét cac diéu khién truy nhap. SSID (Service Set Identifier) chi 1a mot
thuat ngtr khac cho tén mang. SSID cua mot tram WLAN phai khop voi SSID trén
AP (ché dd co sd, infrastructure mode) hodc cua cac tram khac (ché do dac biét,
Ad-hoc mode) dé chimg thuc va lién két Client dé thiét 1ap dich vu.

Vi li do SSID duogc phat quing ba trong nhiing ban tin dan dudng ma AP
hoic céac Station gui di, nén dé dang tim duoc SSID ctia mot mang sir dung mot bo
phan tich mang, Sniffer. Nhiéu AP c6 kha ning 14y cac SSID cuta cac khung thong
tin ddn duong (beacon frame). Trong trudng hop ndy client phai so khép SSID dé
lién két v6i AP. Khi mot hé théng duogc cau hinh theo kiéu nay, n6 dugc goi la hé
théng doéng, closed system. Loc SSID dugc coi 1a mdt phuong phap khong tin ciy

trong viéc han ché nhimg ngudi st dung trai phép cia mot WLAN.

Mot vai loai AP c6 kha niang g& bo SSID tir nhitng thong tin dan duong hoic
cac thong tin kiém tra. Trong truong hop nay, dé gia nhap dich vy, mdt tram phai

c¢6 SSID duoc cau hinh bang tay trong viéc thiét 1ap cau hinh driver.

Mot vai 16i chung do ngudi st dung WLAN tao ra khi thuc hién SSID Ia:
mang dé 1ay dia chi MAC khoi ngudn tir AP, va sau d6 xem MAC trong

- Sir dung SSID mdc dinh: Su thiét 13p ndy 1a mot cach khac dé dua ra thong tin
vé WLAN cua ban. N6 da don gian dé su dung mot bd phan tich bang OUI cua
IEEE, bang nay liét ké cac tién t6 dja chi MAC khac nhau dugc gan cho c4c nha
san xuat. Cach tot nhat dé khic phuc 16i nay 1a: Ludn luén thay doi SSID mdc dinh.

- Lam cho SSID c6 gi dé lién quan dén céng ty: Loai thiét 1ap nay 1a mot mao
hiém vé bao mat vi n6 1am don gian hoéa qua trinh mgt hacker tim théy vi tri vat ly
cua cong ty. Khi tim kiém WLAN trong mot vung dia 1y dac biét thi viéc tim théy
vi tri vat 1y ciia cong ty da hoan thanh mdt nira cong viéc. Khi mdt nguoi quan tri
sit dung SSID ma dit tén lién quan dén tén cong ty hodc to chirc, viéc tim thay
WLAN sg 1a rat d& dang. Do d6 hdy nhé rang: luén luén sir dung SSID khéng lién

quan dén cong ty
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- Su dung SSID nhw nhitng phuwong tién bao mdt mang WLAN: SSID phai dugc
ngudi dung thay d6i trong viéc thiét 14p cau hinh dé vao mang. N6 duoc st dung
nhu mot phuong tién dé phan doan mang cht khong phai dé bao mat, vi thé hay:

luon coi SSID chi nhu mot cdi tén mang.

- Khéng can thiét quang bd cdc SSID: Néu AP cua ban c6 kha nang chuyén SSID
tir cac thong tin dan dudng va cic thong tin phan hoi dé kiém tra thi hiy cau hinh
ching theo cach d6. C4u hinh ndy ngin can nhitng ngudi nghe vo tinh khoi viée
gay 10i hodc sir dung WLAN cua ban.

3.4.2. Loc dia chi MAC

WLAN c6 thé loc dwa vao dia chi MAC cua céac tram khach. Hau hét tat ca
cac AP, tham chi ca nhiing céi ré tién, déu co chirc ning loc MAC. Ngudi quan tri
mang c6 thé bién tap, phan phdi va bao tri mot danh sach nhiing dia chi MAC dugc
phép va 1ap trinh chiing vao cac AP. Néu mot Card PC hoic nhitng Client khac voi
mot dia chi MAC ma khong & trong danh sach dia chi MAC cua AP, n6 s€ khong
thé dén duogc diém truy nhép.

Access Access
Point | Point

|
?/ P........

MAC Filler me— %

Q Rogue Client
with Stolen
PC Card

Stolen Card

I

Hinh 3.13: Loc dia chi MAC

Tat nhién, 1ap trinh cac dia chi MAC cua Client trong mang WLAN va cac
AP trén mdt mang rong thi khong thuc té. Bo loc MAC c6 thé dugc thuc hién trén
vai RADIUS Server thay vi trén mdi diém truy nhap. Cach cau hinh nay lam cho
loc MAC 1a mét giai phap an toan, va do d6 c6 kha ning dugc lya chon nhiéu hon.
Viéc nhdp dia chi MAC cung véi thong tin xac dinh nguodi st dung vao RADIUS
kha 13 don gian, va c6 thé phai duoc nhap bang bat ctr cach ndo, 1a mot giai phap
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t6t. RADIUS Server thudng tré dén cac ngudn chimg thuc khac, vi vy cac ngudn
ching thuc khac phai dugc hoc tro b loc MAC.

B6 loc MAC c6 thé lam viéc tdt trong ché d6 nguoc lai. Xét mot vi du, mdt
nguoi lam théu bod viéc ma mang theo ca Card Lan khong day cua ho. Card WLan
nay nam gilr ca chia khoa WEP va bd loc MAC vi thé khong thé dé ho con duoc
quyén sir dung. Khi d6 nguoi quan tri c6 thé loai bo dia chi MAC ciia may khach
do6 ra khoéi danh sach cho phép.

Mic du loc MAC tréng c6 vé 1a mot phuong phap bao mat tbt, ching van dé
bi anh hudng bdi nhitng tham nhap sau:

- Su an trom mot Card PC trong ¢ méot bo loc MAC cua PC

- Viéc tham do WLAN va sau d6 gia mao voi mot dia chi MAC dé tham nhap
vao mang.

V6i nhitng mang gia dinh hodc nhitng mang trong van phong nhé, noi ma ¢
d6 c6 mot s6 luong nho cac tram khéch, thi viéc ding b loc MAC 1a mot giai phap
bao mat hiéu qua. Vi khdng mot hacker thdng minh nao lai tén hang gio dé truy
nhap vao mang c6 gia tri st dung thap.

bia chi MAC cua Client WLAN thuong dugc phat quang ba bai cac AP va
Bridge, ngay khi sir dung WEP. Vi thé mot hacker c6 thé nghe duoc luu luong trén
mang khéng day cua ban. D& mot bo phan tich mang thiy dia chi MAC cua mot
tram, tram d6 phai truyén mot khung qua doan mang khdng day, day chinh 1a co so
dé dua dén viéc xay dung mot phuong phap bao mat mang, tao duong ham trong
VPN, ma s& dugc dé cap o phan sau.

Mét vai card PC khong day cho phép thay dbi dia chi MAC cua ho thdng qua
phan mém hoic tham chi qua céch thay ddi cau hinh hé thong. Mot hacker khi biét
dugc danh sach cac dia chi MAC cho phép, cé thé dé dang thay d6i dia chi MAC
cua card PC dé phu hop véi mot card PC trén mang cta ban, va do dé truy nhap toi
toan bo mang khong day cta ban.

Do hai tram véi cung dja chi MAC khong thé dong thoi ton tai trén mot
WLAN, hacker phai tim mét dia chi MAC cua mét tram ma hién thoi khéng & trén
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mang. Chinh trong thoi gian tram di dong hoac may tinh sach tay khéng cé trén
mang 14 thoi gian ma hacker c6 thé truy nhap vao mang tét nhat.

Loc MAC nén dugc sir dung, nhung khéng phai 1a co ché bao mat mang duy
nhit trén may cua ban.

3.4.3. Loc giao thire

Mang Lan khong day c6 thé loc cac gdi di qua mang dwa trén céc giao thirc
l6p 2-7. Trong nhiéu trudng hop, cac nha san xuit 1am céc bo loc giao thic ¢ thé
dinh hinh doc lap cho ca nhitng doan mang hiru tuyén va vo tuyén ctaa AP.

Tudng twong mot hoan canh, trong d6 mot nhoém cau ndi khéng day duoc dit
trén mot Remote building trong mot mang WLAN ctua mot trudng dai hoc c6 két
ndi lai t6i AP cuia toa nha ki thuat trung tdm. Vi tat ca nhitng ngudi sir dung trong
remote building chia sé bang thdng 5Mbs giao gitru nhitng toa nha nay, nén mot sb
lwong dang ké céac diéu khién trén cac sir dung nay phai duoc thuc hién. Néu cac
két ndi nay duoc cai dit voi muc dich dic biét cua su truy nhap internet cia nguoi
st dung, thi b loc giao thic sé& loai trir tt ca cac giao thuc, ngoai trir SMTP,
POP3, HTTP, HTTPS, FTP...

(=
/
" > //
outer &1 /
Wireless .

Access . >
Al Foint Workgroup m "
Brid 2
- l JE !L- \/

HTTP, HTTPS, SMTP \/\ (L
POP3. & FTP only / .
>

/
Hinh 3.14: Loc giao thirc
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3.5. C4c giai phap bao mat dwoc khuyén nghi

Vi WLAN vén khdng phai la da an toan, bén canh d6 WEP ciing khdng phai
la phuong phap bao mat duy nhat va hoan hao cho WLAN, vi vay can dua ra céc
phuong phap bao mat bé sung cho WLAN.

Nhitng phuong phéap bao mat nay duoc dua ra, va tat nhién con chua dugc
cdng nhan bai chuan 802.11, tuy nhién cé thé déng vai trd quan trong trong mang
LAN khéng day cua ban. Nhu chuan 802.1x d3 duoc chap nhan boi IEEE nhung
van chua dugc chinh thire coi 1a mot phan cua ho 802.11. Chuan 802.11i thi van
cOn nam trén ban thao.

3.5.1. Quan ly chia khoa WEP

Thay Vi sir dung chia khoa WEP tinh, ma van dé dang bi cac hacker phat
hién. WLAN c6 thé dugc bao mat tét hon nho viéc thuc hién cac chia khoa trén
ting phién hoic ting goi, st dung mot hé thdng chia khoa phan phéi tap trung.

Sy phan phéi chia khod WEP cho mdi phién, mdi goi s& gan mot chia khoa
WEP méi cho ca Client va AP cho mdi phién hoic méi goi duoc gui giita ching.
Mic di khoa dong c6 thé 1am tang thém tai cho hé thong va giam bét luu luong,
ching lam cho hacker xdm nhap vao mang thdng qua nhitng doan mang khong day
tré 18n kho khian hon nhiéu. Hacker c6 thé phai du doan chudi chia khod ma server
phan phéi chia khoa dang dung, diéu nay 1a rat khé.

Hay nhé 1a WEP chi bao vé thdng tin 16p 3-7 va dir liéu phan tai, nhung
khong méa hoa dia chi MAC hoic cac théng tin dan duong. Mot bo phan tich mang
c6 thé bat bat ctr thdng tin ndo dugc truyén quang bé trong ban tin dan dudng tir AP
hodc bat cir thong tin dia chi MAC nao tron nhitng goi unicast tir client.

Pé dat mot server quan ly chia khod ma hoé tap trung vao chd thich hop,
nguoi quan tri WLAN phai tim mot tng dung dé thyc hién nhiém vu nay: mua mot
server véi mot hé diéu hanh thich hop, va cau hinh tng dung theo nhu cau. Qué
trinh nay c6 thé tén kém va can nhiéu thoi gian, phu thudc vao quy mé trién khai.
Tuy nhién chi phi s& nhanh chong thu lai dugc nho viée ngan ngira nhiing phi ton
thiét hai do hacker gay ra.
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3.5.2. Wireless VPN

Nhitng nha san xuat WLAN ngay cang ting cac chuong trinh phuc vu mang
riéng ao, VPN, trong cac AP, Gateway, cho phép dung ki thuat VPN dé bao mat
cho két néi WLAN. Khi VPN server duoc xay dung vao AP, c4c client sir dung
phan mém Off-the-shelf VPN, str dung cac giao thic nhu PPTP hoic IPsec dé hinh
thanh mot duong ham truc tiép toi AP.

Trudc tién client lién két téi diém truy nhap, sau d6 quay sé két ndi VPN,
dugc yéu cau thuc hién dé clientdi qua duoc AP. Tat ca luu luong duoc chuyén tai
qua mot duong ham logic va cd thé dugc ma hoa dé thém mot Iop an toan. Hinh
sau day md ta mot cau hinh mang nhu vay:

L~ Access Point /

AT TR | VPN Server
|

/{______»:‘-\:ssc ciated

Truy cap dén mang LAN bén trong
thong qua dwong ham VPN

Hinh 3.15: Wireless VPN

Sy str dung PPTP véi nhitng bao mat duoc chia sé rat don gian dé thuc hién
va cung cip mot muc an toan hop i, dic biét khi dugc thém ma hoa WEP. Sy str
dung ldsec véi nhitng bi mat dung chung hoac duoc phép la giai phap chung cta su
Iya chon gitta nhirng k§ nang bao mat trong pham vi hoat dong nay. Khi mot VPN
server dugc cung cip vao trong mot gateway, qua trinh xay ra tuong ty, chi c6 diéu
sau khi client lién két voi AP, dudng ham VPN duoc thiét lap véi thiét bi gateway
thay vi véi ban than AP.
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Ciing c6 nhimg nha cung cap dang dé nghi cai tién nhimg giai phap VPN
hién thoi caa ho (phan cimg hodc phan mém) dé hd tro céc client khong day va
canh tranh trén thi truong WLAN. Nhimng thiét bi hodc nhimg tmg dung nay phuc
vu trong cling kha nang nhu gateway, giita nhitng doan mang vo tuyén va mang 16i
hiru tuyén. Nhitng giai phap VPN khong day kha don gian va kinh té. Néu mot
admin chua c6 kinh nghiém vai cac giai phap VPN, thi nén tham du mot khoa dao
tao trude khi thyc hién n6. VPN ma hd trg cho WLAN duoce thiét ké mot cach kha
don gian, cd thé dugc trién khai boi mot nguoi dang tap su, chinh diéu d6 Ii giai tai
sao cac thiét bi nay lai pho bién nhu vay dbi véi nguoi ding.

3.5.3. Ky thuat chia khoé nhay

Gan day, k¥ thuat chia khoa nhay str dung ma hoa MD5 va nhiing chia khoa
ma hoa thay d6i lién tuc tro 18n sin dung trong moi truong WLAN. Mang thay doi
lién tuc,”hops”, tir mot chia khod nay dén mot chia khoa khac thdng thuong 3 gidy
mét lan. Giai phap ndy yéu cau phan ctng riéng ca chi la giai phap tam thoi trong
khi cho sy chap thuan chuan bao mat tién tién 802.11i. Thuat todn chia khoa nay
thuc hién nhu vay dé khic phuc nhitng nhuoc diém caa WEP, nhu van dé vé vector
khoi tao.

3.5.4. Temporal Key Integrity Protocol(TKIP)

TKIP thyuc chat 1a mot su cai tién WEP ma van giit nhimg van dé bao mat da
biét trong WEP cuia chudi dong s6 RC4. TKIP cung cap cach 1am réi vector khoi
tao dé chong lai viéc nghe 1én cac goi mot cach thy dong. N6 ciing cung cap Viée
kiém tra tinh toan ven caa thong bao dé gilip xac dinh liéu c6 phai mot nguoi sur
dung khong hop phép da stra d6i nhitng goi tin bang cach chén vao luu luong dé cé
thé crack chia khoa. TKIP bao gom viéc str dung cac chia khoa dong dé chdng lai
su an cip céac chia khoa mot cach bi dong, mot 15 hong 16n trong chuan WEP.

TKIP ¢6 thé thuc hién théng qua c4c vi chuong trinh duoc nang cap cho AP
va bridge ciing nhu nhimg chuan pham mém va vi chuong trinh nang cap cho thiét
bi client khdng day. TLIP chi rd cac quy tic st dung vector khoi tao, cac thu tuc
tao lai chia khoa dya trén 802.1x, su tron chia khoa trén méi goi va ma toan ven
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théng bédo. S€ c6 su giam tinh thuc thi khi sir dung TKIP, tuy nhién bu lai Ia tinh
bao mat dugce ting cudng dang ké, n6 tao ra mot su can bang hop 1.

3.5.5. Nhirng giai phap dwa trén AES

Nhitng giai phap dua trén AES c6 thé thay thé WEP sir dung RC4, nhung chi
tam thoi. Mic dU khéng c6 san pham nao sir dung AES dang c6 trén thj truong,
mot vai nha san xudt dang thuc hién dé dua ching ra thi truong. Ban dy thao
802.11i chi rd su sir dung cua AES, va xem xét cac ngudi sir dung trong viéc sur
dung né. AES c6 vé nhu 1a mot bo phan dé hoan thanh chuan nay.

K§ thuat ma hoa dit liéu dang thay d6i t6i mot giai phap du manh nhu AES
s& tac dong dang ké trén bao mat mang WLAN, nhung van phai 1a giai phap phd
bién sir dung trén nhimg mang rong nhu nhiing server quan ly chia khoa ma hoa tap
trung dé ty dong hoa qua trinh trao doi chia khod. Néu mot card v tuyén cia client
bi mat, ma da dugc nhdng chia khod ma hod AES, nd khong quan trong véi Vviéc
AES manh dén murc ndo béi vi thit pham van vo thé ¢d duoc su truy nhap téi mang.

3.5.6. Wireless Gateways

Trén wireless gateway bdy gio sdn sang voi cong nghé VPN, nhu la NT,
DHCP, PPPoE, WEP, MAC filter va cd 1& tham chi la mot filewall xay dung san.
Nhitng thiét bi nay da cho cac van phong nho voi mot vai tram 1am viéc va ding
ching két ndi téi Internet. Gia cua nhiing thiét bi nay 1am thay d6i phu thudc vao
pham vi nhitng dich vu dugc dé nghi.

Nhitng wireless gateway trén mang quy mo Ién hon la mot su thich nghi dac
biét cua VPN va server chung thuc cho WLAN. Gateway nay nam trén doan mang
hiru tuyén gitta AP va mang hitu tuyén. Nhu tén cua nd, gateway diéu khién su truy
nhap tir WLAN 1&n doan mang hitu tuyén. Vi thé trong khi mot hacker c6 thé ling
nghe hoic truy cap duoc t6i doan mang khéng day, gateway bao vé hé thdng khoi
su tan cong.

Mot vi du mot truong hop tot nhat dé trién khai mé hinh gateway nhu vay 1a
nhu sau: gia thiét mot bénh vién da st dung 40AP trén vai ting cta bénh vién. Vén
dau tu caa ho vao day 1a kha Ién. Vi thé néu cac AP khong hd tro cac bién phap an
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toan ma co thé nang cép, thi dé tang tinh bao mat, bénh vién d6 phai thay toan bo
s6 AP. Trong khi d6 néu ho thué mot gateway thi cong viéc nay s& don gian va da
tbn kém hon nhiéu. Gateway nay c6 thé dugc két ndi gitta chuyén mach 18i va
chuyén mach phan bo (néi téi AP) va c6 thé dong vai tro cua server ching thue,
server VPN qua dé tit ca céc client khdng day c6 thé két ndi. Thay vi trién khai tat
ca cac AP méi, mot (hodc nhiéu hon tuy thudc vao quy md mang) gateway co thé
duogc cai dat dang sau cac AP.

Str dung kiéu gateway nay cung cip mét sy an toan thay cho nhém cac AP.
Pa sb cac gateway mang khdng day hd tro mot mang cac giao thirc nhu PPTP,
IPsec, L2TP, chimg thuc va tham chi ca QoS (Quality of Service— chat luong dich
vu).

3.5.7. 802.1x giao thirc chirng thuwe moé

Chuan 802.1x cung cap nhirng chi tiét ki thuat cho viéc diéu khién truy nhap théng
qua nhirng cong co ban. Viéc diéu khién truy nhap thdng qua nhitng cong truy nhap
co ban duoc khoi dau, va van dang duoc sir dung véi chuyén mach Ethernet. Khi
ngudi dung thir néi t6i cong Ethernet, cong do6 s& dit két ndi cia nguoi sir dung &
ché d6 khoa va cho doi su xac nhan nguoi sir dung ciia hé thong chimg thuec.

Giao thirc 802.1x da duogc két hop vao trong hé théng WLAN va gan nhu trg thanh
mét chuan giira nhimg nha cung cap. Khi duoc két hop giao thic chimg thuc mo
(EAP), 802.1x c6 thé cung cap mdt so dd ching thuc trén mot mdi trudng an toan
va linh hoat.

EAP, dugc dinh nghia trudce tién cho giao thirc point-to-point (PPP), 1a mot
giao thirc dé chuyén d6i mot phuong phap chung thuc. EAP dugc dinh nghia trong
RFC 2284 va dinh nghia nhitng dic trung cua phuong phap chimg thuc, bao gom
nhitng vin dé& ngudi st dung duoc yéu cau (password,certificate,v.v ), giao thirc
duoc st dung (MD5, TLS, GMS, OTP, v.v), hd trg sinh chia khoa ty dong va hd
tro sy ching thuc 1an nhau.

M® hinh chimg thuc 802.1x-EAP thanh céng thuc hién nhu sau:
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The 802.1X Message Exchange

Hinh 3.16: Qué trinh trao doi thong tin xdc thuc 802.1x-EAP
1. Client y&u cau lién két véi AP
2. AP dap lai yéu cau lién két voi mot yéu cau nhan dang EAP
3. Client giri dap lai yéu cau nhan dang EAP cho AP

4. Thong tin dap lai yéu cau nhan dang EAP cua client dugc chuyén téi Server
chung thuc

5. Server chtng thue giri mot yéu cau cho phép tgi AP
6. AP chuyén yéu cau cho phép téi client
7. Client gui tra 101 su cap phép EAP t6i AP

8. AP chuyén sy tra 101 d6 toi Server chimg thuc
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9. Server chung thuc gui mét théng bao thanh cong EAP téi AP

10. AP chuyén thdng béo thanh cong véi client va dit cong cua client trong ché do
forward.

Sinh chia khoa djng

Dé tranh viéc gia mao, mdi mot phién két ndi véi mot client s& duoc RADIUS
server cip cho mot key riéng, session key. Khi truyén key nay cho Client, dé tranh
viéc nghe trom thong tin clear text, AP sé ma hod session key nay, va client sé dung
key ctia minh dé giai mé, iy session key cho minh. Tt ca cac session key nay déu
duoc sinh boi RADIUS server thdng qua mot thuat toan nao d6. Co khi mdi phién
lien két chi c6 mot Key, nhung ban ciing c6 thé thiét 1ap trén RADIUS server dé tao
cac chu ky xéc thyc theo yéu cau cia ban. Theo co ché nay, RADIUS sé& dinh ky,
xac thyec client, do d6 tranh duogc truy cap mang do vo tinh,

Quan li chia khoa tap trung

Ngoai ra voi nhitng mang WLAN quy md 16n st dung WEP nhu mot
phuong phap bdo mat can ban, server quan ly chia khoa ma hoa tap trung nén dugce
st dung vi nhiing 1i do sau:
- Quan li sinh chia khoéa tép trung
- Quan li viéc phan bo chia khoa mot cach tap trung
- Thay ddi chia khoa luan phién
- Gi1am b6t cong viéc cho nha quan ly
Binh thuong, khi st dung WEP, nhiing chia khoa (dugc tao bdi nguoi quan tri)
thuong dugc nhap bang tay vao trong céc tram va cac AP. Khi sir dung server quan
1y chia khdéa ma hoa tap trung, mot qua trinh ty dong gitra cac tram, AP va server
quan ly s€ thuc hién vi¢c trao cac chia khoa WEP. Hinh sau m6 ta cach thiét lap

mdt hé thdng nhu vay:
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Key
Server

Acces Acces

Hinh 3.17: Topo mang qudn ly chia khéa ma héa tdp trung

Server quan 1y chia khoa ma hoa tap trung cho phép sinh chia khéa trén mdi
g6i, moi phién, hodc cac phuong phap khac, phu thudc vao su thuc hién cia céac
nha san xuit. Phan phéi chia khoa WEP trén mdi g01, mdi chia khoa méi sé& duogc
gan vao phan cubi cua cac két ndi cho mdi goi duoc guri, trong khi d6, phan phdi
chia khoa WEP trén mdi phién sir dung mot chia khoa méi cho moi mot phién méi
giita cac node. Vi nhiing cai tién ctiia chuan 802.1x, cac client duoc xac dinh thong
qua username, thay vi dia chi MAC nhu céc chuan cho truéc d6. N6 khong nhiing
tdng cuong kha ndng bdo mat ma con lam cho qua trinh AAA (Authentication,
Authorization, and Accountting) hiéu qua hon. Néu khong c6 su xac thuc 1an nhau
thi viéc mét client 1dm tudng mot AP gia mao 13 AP hop phap 13 diéu hoan toan co
thé x4y ra. Mo hinh mang st dung RADIUS server nhu trén da khic phuc duoc

diéu d6 thong qua viéc xac thuc nguoc giita Client va AP.

Thue té qua trinh xac thuc xay ra theo 3 pha, pha khéi dau, pha ching thuc
va pha két thuc. Trong d6 pha chtng thuc véi su tham gia cia RADIUS server cho
phép hé thong phan quyén nguoi sir dung thong qua céc chinh sach cai dat trén
server dya trén tai khoan cta ngudi dung. Néu viéc xac thuc thong qua dia chi vat
Iy, MAC, chi 1a xac thuc vé mat thiét bi, ttirc 1a khong c6 su phan quyén cho nguoi

ding, thi xac thuc dua trén tén va mat khau cho phép chung ta phan quyén ngudi
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dung. Van dé cip quyén, Authorization, tiy thudc chinh sach cua ngudi quan tri, c¢6
thé phan quyén theo giao thtrc, théng qua cong, theo pham vi dit liéu, hodc theo su

phan cap vé nguoi dung, admin, mod, member,v.v.

Thong qua viéc quan ly va cap quyén noi trén, nguodi quan tri hoan toan co
thé ghi lai dugc vét cua nguoi st dung, theo doi cac trang, thu muc cling nhu ghi

lai duogc tit ca qud trinh truy cip cta ngudi dung.

3.6. Chinh sach bao mat

Mot cong ty ma st dung WLAN nén c6 mdt chinh sach bao mat thich hop. Vi du,
néu khong cé chinh sach diing dan ma dé cho kich thuéc cell khong thich hop, thi
sé tao diéu kién cho hacker c6 co hdi tot dé truy cdp vao mang tai nhitng diém
ngoai ving kiém soat ctia cong ty, nhung van nam trong ving phu séng cta AP.
Cac van dé can dua ra trong chinh sach bao mat cua cong ty do 1a cac van dé vé
password, chia khoa WEP, bao mat vat li, su st dung cac bién phap bao mat tién
tién, va ddnh gia phan cmg WLAN. Danh sach nay tat nhién khong day du, boi cac
giai phap an toan sé& thay doi véi mdi mot to chirc. PO phirc tap cta chinh sach bao
mat phu thudc vao nhitng yéu cau an toan cua to chirc ciing nhu 1a pham vi cia

mang WLAN trong mang.

Nhiing lo1 ich cua viéc thyc hién, bdo tri mot chinh sach bao mat dem lai 1a viéc
ngan ngua sy an cép dir li¢u, su pha hoai cua cac tip doan canh tranh, va co thé
phat hién va bét gitr cac ké xam nhap trai phép.

Sy bat dau tt nhat cho cc chinh sach bao mat 1a viéc quan 1y. Cac chinh sach bao
mat can duoc xem xét va du doan, va can dua vao cung véi cac tai liu xay dung
tdp doan. Vi¢c bdo mat cho WLAN can dugc phan bo thich hop, va nhitng ngudi
dugc giao trach nhi¢m thuc hién phai dugc dao tao mot cach quy md. Doi ngii nay
lai phai thanh 1ap chuong muc tai liéu mot cach chi tiét dé co thé lam tai liéu tham

khéao cho cac ddi ngii ké can.

3.6.1. Biao mat cac thong tin nhay cam

Mot vai théng tin nén chi duoc biét bai ngudi quan tri mang 1a:
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- Username va password cia AP va Bridge
- Nhitng chudi SNMP

- Chia khoa WEP

- Danh sach dia chi MAC

Nhitng théng tin ndy phai duoc cat giit boi mot ngudi tin cdy, co kinh nghiém, nhu
ngudi quan tri mang, 13 rit quan trong boi nd 1a nhitng théng tin nhay cam ma néu
16 ra thi c6 thé 1a nguyén nhan cua sy truy nhap trai phép, hodc tham chi 1a su pha
huy ca mot mang. Nhiing thong tin nay c6 thé dugc ct giir trong nhiéu kiéu khac
nhau.

3.6.2. Su an toan vat ly

Mic du bao mat vat 1y khi st dung mang hitu tuyén truyén thong 1a quan
trong, tham chi quan trong hon cho mét cong ty st dung cong nghé¢ WLAN. Nhu
d3 dé cap tir trude, mot nguodi ma cé card PC wireless (va co thé 1a mot anten)
khong phai trong cing khu vuc mang ¢ thé truy cdp téi mang d6. Tham chi phan
mém do tim sy xdm nhap khong ¢t ngan can nhitng hacker an cip théng tin nhay
cam. Sy nghe 1én khong dé lai ddu vét trén mang boi vi khong c6 két ndi nao duoc
thuc hién. C6 nhiing tng dung trén thi trudng bay gid co thé phat hién cac card

mang & trong ché do pha tap (dung chung), truy nhap dir liéu ma khéng tao két nbi.

Khi WEP 14 giai phap bao mat WLAN thich hop, nhiing diéu khién chat ché
nén dat trén nhing ngudi dung ma cé sd hiru cac thiét bi client khong day cta cong
ty, dé khong cho phép ho mang cac thiét bi client d6 ra khoi cong ty. Vi chia khoa
WEP dugc gilr trong chuong trinh co sé trén thiét bi client, bat ky noi nao c6 card,
vi thé 1am cho mdi lién két an toan cia mang yéu nhat. Ngudi quan tri WLAN can

phai biét ai, & dau, khi nao mdi card PC duge mang di.

Thudong nhitng yéu cau nhu vay 1a qua giéi han cia mot ngudi quan tri,
nguoi quan tri can nhan ra rang, ban thain WEP khong phai 1a mot giai phap an toan
thich hop cho WLAN. Ké ca véi su quan 1i chat ché nhu vay, néu mot card bi mat
hoac bi an trdm, ngudi co trach nhiém véi card d6 (nguoi st dung) phai dugc yéu

cdu bdo cdo ngay voi ngudi quan tri, dé co nhitng bién phap dé phong thich hop.
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Nhitng bién phap tdi thiéu phai lam 1a dat lai bo loc MAC, thay ddi chia khéa
WEP,v.v.

Cho phép nhdm bao vé quét dinh ky xung quanh khu vuc cong ty dé phat
hién nhiing hoat dong dang ngd. Nhitng nhan sy nay dugc huan luyén dé nhéan ra
phan cung 802.11 va canh giadc cac nhan vién trong cong ty luén lubn quan sat
nhitg nguoi khong & trong cong ty dang trén quanh toa nha véi cac phan cimg co

ban cua 802.11 thi ciing rt hiéu qua trong viéc thu hep nguy co tin cong.

3.6.3. Kiém ké thiét bi WLAN va kiém dinh su an toan

Nhu mét su bd sung to1 chinh sach an toan vat ly, tat ca cac thiét bi WLAN
can duogc kiém ké déu din dé 1ap chuong muc cho phép va khong cho phép cac
nguoi sir dung thiét bi WLAN truy nhap téi mang cta to chic. Néu mang qua 16n
va bao gom mot s6 lugng dang ké cac thiét bi khong day thi viéc kiém ké dinh ky
¢ thé khong kha thi. Trong nhiing truong hop nhu vay thi can thiét thuc hién
nhimg giai phap bao mat WLAN ma khong dua trén phan cimg, nhung di nhién 1a
van dya trén username va password hodc mot vai loai khac trong cac giai phap bao
mat khong dya trén phan cimg. Véi nhitng mang khong diy trung binh va nho, su
kiém ké hang thang hodc hang quy gitp phat hién nhiing sy mat mat cac phan
ctng. Quét dinh ky v&i cac bd phan tich mang dé phat hién cac thiét bi xam nhép,
1a cach tot nhat dé bao mang mang WLAN

3.6.4. Sir dung céc giai phap bao mat tién tién

Nhiing t6 chirc WLAN can tan dung mot vai co ché bao mat tién tién co sin
trén thi truong. Piéu d6 ciing can dugc dé cap trong chinh sach bao mat ciia cong
ty. Vi nhimg cong nghé nay kha mdi, con doc quyén va thuong duoc sir dung phdi
hop véi cac giao thirc, cac cong nghé khac. Chung can dugc 1ap thanh tai liéu
hudéng dan, dé néu c6 mot sy xam pham xuat hién, thi nguoi quan tri co thé xéc

dinh noi va cach ma su xam pham dé xuat hién.

Béi chi s6 it duge dao tao vé bao mat WLAN, do d6 nhiing ngudi nay rat 1a

quan trong, vi thé chinh sach tién lwong ciing dugc dé cap dén trong cac chinh sach
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bdo mat cuia cong ty, tap doan. N6 cling 1a mot trong cdc muc can lap tai li€u chi

tiét.
3.6.5. Mang khong day cong cdng

Piéu tit yéu s& xay ra la nhitng nguoi sir dung cta cong ty voi nhitng thong
tin nhay cam cua ho s& két ndi tir laptop cua ho t6i WLAN cong cong. Diéu nay
cling nam trong chinh sach bao mét ciia cong ty. Nhimng ngudi dung d6 phai chay
nhitng phan mém firewall c& nhan va cac phan mém chdng vi rut trén laptop cta
ho. Pa sb céc mang WLAN cong cong it hodc khong c6 sy bao mat nao, nham lam
cho két ndi ctua nguoi dung don gian va dé giam bot s luong cac hd tro ky thuét

dugc yéu cau .

3.6.6. Su truy nhap c6 kiém tra va gi6i han

Hau hét cac mang LAN 1én déu c6 mdt vai phuong phap dé gidi han va
kiém tra sy truy nhdp cta ngudi sir dung. Tiéu biéu 1a mot hé théng hd trg ching
thuc, su cép phép, va cac dich vu Accounting, (Authentication, Authorization,
Accountting (AAA)) dugc trién khai.

Nhitng dich vu AAA cho phép t6 chitc gin quyén st dung vao nhiing 16p dic
biét cia nguoi dung. Vi du mot ngudi dung tam thoi c¢é thé chi dugc truy cap vao
internet trong mot pham vi nao do.

Viéc quan 1y nguot st dung con cho phép xem xét nguoi dé da lam gi trén

mang, thoi gian va chuong muc ho da vao.
3.7. Nhirng khuyén cdo vé bao mat
Nhu mét su tom luoc ctia phan II, phan duéi ddy dua ra vai khuyén céo trong
viéc bao mat mang WLAN.
3.7.1. Wep

Khéng dugc chi tin ciy vao Wep, khong c6 mot bién phap ndo an toan tot dé
ma ban c¢6 thé chi ding né dé bao mat. Mot moi trudng khong day ma chi dugc bao
vé b1 Wep thi khong phai 1a mot moi truong an toan. Khi sit dung WEP khong
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dugc str dung chia khéa WEP ma lién quan t61 SSID hoac tén cua td chtrc 1am chia
khoa WEP kho nhé va kho luan ra. Co nhiéu truong hop trong thuc té ma chia khoa
WEP c6 thé dé& dang doan dugc nho viéc xem SSID hodc tén cua td chue.

WEP 1a mdt giai phap c6 hiéu qua dé giam bot viéc mét thong tin khi tinh co
bi nghe thay, boi nguoi d6 khong c6 chia khoa WEP thich hop, do d6 tranh duoc su

truy nhap cua d6i tuong nay.

3.7.2. Pinh c& cell

Pé giam b6t co hoi nghe trom, ngudi quan tri nén chic chan rang kich c&
cell ciia AP phai thich hop. Phan 16n hacker tin thdy nhiing noi ma tén it thoi gian
va nang luong nhat dé tim cach truy cap mang. Vi li do nay, rit quan trong khong
cho phép nhiing AP phat ra nhiing tin hiéu ra ngoai khu vuc an toan cua t6 chuc,
trir khi tuyét dbi can thiét. Vai AP cho phép céu hinh mtc cong suat dau ra, do d6
c6 thé diéu khién kich thudc cell RF xung quanh AP. Néu mot ngudi nghe trom
nam trong khu vuc khong duge bao vé cua to chic va khong phét hién duoc mang

ctia ban, thi mang ctia ban khong phai 14 d& bi anh hudng cua loai tin cong nay.

C6 thé nguoi quan tri mang st dung cac thiét bi voi cong suat 16n nhat dé dat
thong luong 16n va ving bao phi rong, nhitng diéu ndy sé& phai tra gia bang viéc chi
phi vé cac bién phap bao mat. Vi vay v6i mdi diém truy nhap can biét cac thong sb
nhu cong suat, ving phi song, kha nang diéu khién kich thudc cell. Va viée diéu
khién ban kinh cell cin phai dugc nghién ctru cho k¥ va lap thanh tai liéu hudng
dan cung véi cau hinh ciia AP hoic cua bridge cho mdi ving. Trong vai truong hop
c6 thé can thiét dat hai AP c6 kich ¢ cell nho hon thay vi mot AP dé tranh nhiing

ton hai khong nén co.

C6 gang dat AP cua ban vé phia trung tAm ctia toa nha, né s& giam thiéu viéc
rd tin hiéu ra ngoai pham vi mong doi. Néu ban dang st dung nhitng anten ngoai,
phai lyu chon dling loai anten dé co ich cho viéc toi gian pham vi tin hiéu. Tét cac
AP khi khong sir dung. Nhiing diéu niy s& giam thiéu nguy co bi tin cong va giam

nhe ganh nang quan 1y mang.
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3.7.3. Su chirng thuc nguwoi dung

Su ching thuc nguodi dung 1a mot mdi lién két yéu nhat cia WLAN, va
chuan 802.11 khong chi rd bat ky mot phuong phap chimg thuc nao, d6 13 yéu cau
bat budc ma ngudi sir quan tri phai lam véi ngudi st dung ngay khi thiét 1ap co s
ha tﬁng cho WLAN. Su chting thuc nguoi dung dua vao Username va Password,
thé thong minh, ma thong bdo hoac mot vai loai bao mat nao dé dung dé xac dinh
ngudi ding, khong phai 1a phan cting. Giai phap thyc hién can hd trg su chiing thyuc
song hudng gitra server chung thuc va cac client khong day, vi du nhu RADIUS
Server.

RADIUS 1a chuan khong chinh thirc trong hé thdng chtng thue nguoi stir dung. Cac
AP gtii nhitng yéu cau ching thuc nguoi sit dung dén mét RADIUS server, ma co
thé hodc c6 mot co so dir liu duge gén san hodc c6 thé qua yéu cau chimg thuc dé
téi mot bd diéu khién vung, nhu NDS server, active directory server, hodc tham chi

1a mot hé théng co s dit liéu twong hgp LDAP.

Mot vai RADIUS vendor c6 nhitng san phém RADIUS hitu hiéu hon, hd trg cac
ban méi nhat cho cac giao thirc chimg thuc nhu 13 nhiéu loai EAP.

Viéc quan tri mot RADIUS server c6 thé rat don gian nhung ciing c6 thé rat
phtrc tap, phu thudc vao yéu cau can thuc hién. Béi céac gidi phap bao mat khong
day rat nhay cam do d6 can can than khi chon mét giai phap RADIUS server dé
chic chan rﬁng nguol quan tri co thé quan tri n6 hoac no cé thé lam viéc hiéu qua

v6i nguoi quan tri RADIUS dang ton tai.

3.7.4. Sw biao mat cin thiét

Chon mot giai phap bao mat ma phu hop véi nhu cau va ngan sach cia to
chtrc, cho ca bay gid va mai sau. WLAN dang nhanh chéng pho bién nhu vy vi su
thuc hién dé dang mot WLAN bat dau véi mot AP va 5client ¢6 thé nhanh chéng
nén td1 15 AP va 300 client. Do d6 cung mdt co ché an toan 1am viéc cho mot AP
la diéu ma hoan toan khong thé chap nhan cho 300 AP, nhu thé s& lam ting thém
chi phi bao mat mot cach dang ké. Trong trudng hop nay td chirc can co céc

phuong phap bao mat cho ca hé théng nhu: hé théng phat hién xam nhap, firewalls,
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radius server. Khi quyét dinh cac bién phap trén WLAN, thi céc thiét bi nay xét vé

lau dai 12 mot nhan td quan trong dé giam chi phi.

3.7.5.S&r dung thém cac cong cu bao mit

Tan dung cac cong nghé sin c6 nhu VPN, firewall, hé théng phat hién xam
nhap, Intrusion Detection System (IDS), cac giao thirc va cic chuan nhu 802.1x va
EAP, chung thuc client véi RADIUS c¢6 thé giup d& cac giai phap an toan niam
ngoai pham vi ma chuan 802.11 yéu ciu va thira nhan. Gia va thoi gian thuc hién

cac giai phap nay thay d6i tiiy theo quy mo thuc hién.

3.7.6. Theo ddi cac phin cirng trai phép

Pé phat hién ra cac IP trai phép cac phién do cac AP d6 can dugc hoach dinh
cu thé nhung khong dugc cong bo. Tich cuc tim va x6a bo cac AP trai phep va s&
giir 6n dinh cau hinh AP va 1am ting tinh an toan. Viéc ndy c6 thé duoc thuc hién
trong khi theo ddi mang mdt cach binh thuong va hop 1¢. Kiéu theo ddi nay co thé

tim thay céc thiét bi bi mat.

3.7.7. Switches hay Hubs

Mot nguyén tic don gian khéc 1a ludn két ndi cac AP t6i Switch thay vi Hub,
Hub 14 thiét bi quang ba, do d6 d& bi mat pass va IP address

3.7.8. Cép nhit céc vi chwong trinh va cic phin mém.

Cap nhat vi chuong trinh va driver trén AP va card khong day cua ban luén
ludn st dung nhitng chuong trinh co s& va driver madi nhat trén AP va cac khong
day cua ban. Thuong thi cac dac tinh an toan, cadc van dé co ban s€ dugc ¢6 dinh,

bo sung thém cac dac tinh moi, sy khac phuc céac 16 hong trong cac cap nhat nay.

3.7.9. Cac ché @9 Ad hoc 6 trén cac mang Wifi

Ché d6 Ad-hoc 1a ché d6 ma & d6 mot may tinh sau khi két nbi dugc voi AP
c6 thé lam thay nhiém vu ctia AP, cho phép cac may tinh khac ciing dang bat ché
dd Ad-hoc c6 thé két ndi vao mang thong qua no. Ché do nay co thé tiét kiém duoc

chi phi mua AP nhung lai rt khong an toan. Khi mot may c6 thé két ndi vao mang
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thong qua mot may tinh khac thi né c6 thé nhin thay tit ca cac thong tin trén may
tinh kia va c6 thé xdm nhip vao mang may tinh chinh. Do dé dé an toan hay
khuyén céo tat ca cac may tinh trong mang cé cac wifi nén tat ché d6 Ad-hoc cua

card mang di.
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KET LUAN

Sau tho1 gian thuc hién dé tai, véi su gitp do nhiét tinh cua thﬁy HO Vin
Canh, d¢ tai luan van tot nghiép: “ Téng quan vé Wireless LAN va van dé bao mat
Wireless LAN ” da dugc hoan thanh ding thoi han.

Trong d6 an t6t nghiép ctia minh, em d tap trung tim hiéu sau k¥ thuat mang
WLAN va nghién ctru d6 an toan ciing vdi cac co ché bao mat cho WLAN. Do diéu
kién tiép can vo1 mang khong day trong thuc té kho duoc thuc hién. Em biét mot
vai co quan hodc cong ty da ing dung mang WLAN (Bo Cong An, B6 Buu Chinh
Vién Thong,...) nhung em khong dugc phép tiép can do tinh bao mat riéng tu cia
don vi.

Vi vy, chac chan la con nhiéu thiéu sot trong dé tai luan vian co thé xay ra,
em mong duoc sy gop ¥, chi din ciia cic thay cd dé em c6 diéu kién hoan thanh tét

hon lusn vin ciia minh va c6 co so dé dua Iy thuyét 4p dung vao thuc tién.

Em xin chan thanh cam on!

Hai phong, 07/2009
Sinh vién thuc hién

Vit Thi Dung
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CAC THUAT NGU PUQC SU DUNG

AAA Authentication, Authorization, | Ching thuc, cap phép, ké
Accountting toan
ACK Acknowlegment Xac nhan
ADSL Asymmetric Digital Subscriber | Mang thué bao khong dong
Line bo
AES Advanced Encryption Standard | Chuan mé hoa nang cao
AP Access point Piém truy nhap
ASK Amplitude shift keying Diéu bién
BPSK Binary phase shift keying Piéu ché khoa dich pha nhi
phan
CCK Complementary Code Keying | Khoa mi bo xung
CDMA Code Divison Multiple Access | Pa truy nhap phan chia theo
ma
CPE Customer Premises Equipment | Thiét bi tai nha cia khach
hang
CSMAJ/CA | Carrier Sense Multiple Access/ | Pa truy xuat cam bién mang
Collision Avoidance tranh xung dot
CTS Clear To Send Xo6a nhan dang guri
DCS Dynamic Channel Selection
DHCP Dynamic Host Configuration | Co ché danh dia chi dong
Protocol
DSSS Direct  Sequence  Spread | Trai pho truc tiép
Strectrum
EAP Extensible Authentication | Giao thirc ching thuc mo
Protocol rong
ESS Extended Service Set B0 dich vu mo rong
FDD Frequency Division Duplexing
FDMA Frequency Division Multiple | Pa truy nhap phan chia theo
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Access tan so

FHSS Frequency Hopping Spread | Trai pho nhay tan
Spectrum

FIPS Federal Information
Processing Standard

FSK Frequency Shift Keying Piéu tan

ICV Integrity Check Value Gia trj kiém tra toan bo

IDS Intrusion Detection System

IEEE Institute of Electrical and | Vién ki thuat dién va dién tir
Electronic Engineers

IMS Industrial, ~ Scientific  and | Bang tan danh cho Cong
Medical nghiép, khoa hoc va y té

vV Initialization Vector Vector khoi tao

MAC Media Access Control Piéu khién truy cdp moi

truong

NIST National Institute of Standards | Vién tiéu chuan va ky thuat
and Technology qudc gia

OFDM Orthogonal Frequency | Phan chia tan so truc giao
Division Multiplexing da bo phan

PCMCIA | Personal Computer Memory
Card International Association

PDA Personal Digital Assistant May trg 1y cd nhan dung k¥

thuét s6

PRNG Pseudo Random  Number | Thiét bi tao sd gid ngiu
Generator nhién

PSK Phase Shifp Keying Piéu pha

QoS Quality of Service Chat luong dich vu

QPSK Quardrature  Phase  Shift | Diéu ché khoa dich pha cau
Keying phuong

RADIUS | Remote Authentication | Dich vu truy nhap bang dién
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Dial_In User Service thoai xac nhan tur xa
RTS Request To Send Yéu cau gui
SSID Service Set ldentifiers B0 nhan dang dich vu
TDD Time Division Duplexing Phan chia theo thoi gian
TDMA Time Division Multiple Access | Pa truy nhap phan chia theo
thoi gian
TKIP Temporal  Key Integrity | Him thay doi khoa
Protocol
VPN Virtual Private Network Mang riéng 4o
WDMZ Wireless DeMilitarized Zone | Vung phi quan sy khong
day
WECA Wireless Ethernet
Compatibility Alliance
WEP Wired Equivalent Privacy
Wi-fi Wireless Fidelity
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DANH MUC TAI LIEU THAM KHAO

1. Ky thuat thAm nhap mang khong day- Lé Tién Lién.Minh Quén
2. Quan tri mang.com.vn

3. 802.11 Wireless Network

4. Building a Cisco Network Wireless LAN, Cisco systems

5. IEEE Std 802.11-1999

6. Inttrodution to Wireless Technology, IBM

7. Security problems and solutions in WLAN access zones
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