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MO PAU

Niam 1946 chiéc may tinh dau tién dugc khai sinh tai Hoa ky tir 6 da phat trién
rat manh cho dén nay. Trai qua nhiéu thé hé may tinh di c6 dé c6 nhiing cai tién vuot
bac, da va dang tham nhép sau rong vao hau hét céac linh vuc. Nho sy tién loi, tde dd
xtr Iy cao, kha nang luu trit 16n n6 da dang dan thay thé cac phuong thire luu trit, xir 1y
dir liéu xua tha cong. Vao khoang cudi thap nién 80 dau thap nién 90. Sy bung nd cua
mang Internet mot lan nira dua may tinh budc sang mot trang sir méi. Dt liéu duoc
Iwu thong mot cach nhang chéng, thuan tién. Ung dung may mang may tinh giup dé
dang trong viéc trao do6i dir liéu da ra doi va ngdy mot phd bién. Cac phuong thic
thanh toan, trao d6i thong dir liéu qua mang thay thé hau hét nhitng phuong thic tha
cong.

Trong mot méi truong dir liéu “mo”™ nhu vay, dir li¢u cod thé dugc nhiéu nguoi
khai thac va xtr dung vao nhiéu muc dich khac nhau bén canh d6 viéc luu trit va trao
d6i thong tin kém an toan s& 1a mot co hoi cho nhitng ké xau mudn pha hoai thong tin
hogc xtr dung dir liéu sai muc dich hoanh hanh. Vi dé dam bao rang dit liéu luu trit
khong bi thay d6i hay truy cap trai phép, tin tir truyén trén mang dén dung dich can
dén ma khong bi bén thir ba can thié€p, viéc tao ra cac co ché bao mat, xac thirc thong
tin 14 rat can thiét.

Trong dé tai nay em xin chi dé cap dén cac van dé lién quan ma hoa va xac thuc
khi truyén tin va bo qua phan luu tri.

Muc ti€u co ban ctia mat ma 1a cho phép hai nguoi, gid st A va B lién lac voi
nhau qua kénh khong an toan theo cach ma ngudi tht ba O (duoc nédi dén nhu ngudi
tham m#) kho c6 thé hiéu dwoc hai nguoi dang lién lac gi v6i nhau. Kénh nay c6 thé 1a
duong dién thoai, mang may tinh hay don thudn 1a thu tay. Thong tin ma A guri cho B
duoc goi 12 “ban r3” (plaintext), c6 thé 1a bt ky vin ban tai liéu ndo. A s& ma héa“ ban
o “ v6i 1 hodc nhiéu khoa bﬁng mot thuat toan ma hoa cho trudc. Sau khi ma hoa dir
lidu A giri cho B “ban ma” thong qua kénh truyén tin cong cong hodc bi mat. B nhan
“ban ma” s& dung nd két hop véi 1 hodc nhiéu khoa c6 san cling voi thuat toan giai ma
dung. S& cho ra két qua 1a gbi dir liéu ban dau trudc khi A ma hoa. Néu trén dudng
truyén tin, O danh cip ban ma. O khong co trong tay “khéa” va thuit toan giai ma.

Trong tay O chi 1a 1 goi dit liéu hdn don va khong co gia tri.



Co6 hai loai hé mat gém hé mat ma khoa bi mat va hé mat ma khoa cong khai.
Trong hé mat ma khoa cong khai, hai nguoi mudn trao d6i thong tin voi nhau phai
thoa thuan vé1 nhau mot cach bi mat khoa k. Trong hé méat ma nay c6 hai ham 1ap ma
ek va ham giai ma dk. Néu tiét 16 khoa k s& 1am cho hé thong khdng an toan. Trong
thuc té, P9 an toan hé théng chinh la do an toan tinh toan. Mgt hé mat 1a “an toan tinh
toan” néu phuong phap tét nhat da biét dé pha nd yéu cau mot sé 16n khong hop 1y
thot gian tinh toan, nghia 1a qua trinh thyc hién tinh toan cuyc ky phtc tap, phtc tap
dén muc ta coi “khong thé duoc”. Hé ma khoa cong khai da dap tmg duoc yéu cau do.
Y tudng cua hé mad khoa cong khai 1a & chd n6 co thé tim ra mot hé ma kho c6 thé tinh
toan xac dinh dk khi biét ek. quy tic ma ek c6 thé cong khai. Him ma hoa cong khai
ek phai dé dang tinh toan nhung viéc giai ma phai khé d6i véi bat ki ngudi nao ngoai
ngudi 1ap ma. Tinh chit d& tinh toan va kho ddo nguoc nay thudng duoc goi 1a tinh
chat mot chiéu. Piéu nay bao dam tinh bi mat cao.

Nhu ching ta di biét, trong cach thuc giao dich truyén thdng, thong bao dugc
truyén di trong giao dich thuong dudi dang viét tay hodc danh may kém theo chir
ky(viét tay) ctia ngudi giri & bén dudi vin ban. Chit ky d6 13 bang ching xac nhan
thong bao dung 13 cta ngudi ky, tirc 1a chu thé giao dich. Chir ky viét tay c6 nhiéu wu
diém do6 1a dé kiém thtr, khong sao chép duge chit ky cia mot ngudi 1a gidng nhau trén
nhiéu véan ban...

Ngay nay, cung v6i sy phat trién cta khoa hoc va cong nghé thong tin dic biét
1a sy bung nd ciia mang mdy tinh thi nhu cau trao doi thong tin trén mang ngay cang
phd bién. Khi chung ta chuyén sang cach thuc truyén tin bang cac phuong tién hién
dai, cac thong bao duoc truyén di trén cac mang truyén tin s6 hoa, ban than cac thong
béo ciing biéu dién dudi dang sb hoa tirc 1a dudi dang bit nhi phan, “chit ky” néu c6
cling & dudi dang céac day bit, thi cac mdi quan hé ty nhién ké trén khong con giit dugc
nita. Chang han, “chir ky” ctia mot nguoi giri trén nhitng van ban khac nhau phai thé
hién duogc su gén két trach nhiém cua nguoi gui ddi véi tung van ban do thi tat yéu
phai khiac nhau chtr khong thé 1a nhiing doan bit giong nhau nhu cac chit ky gidng
nhau trén cac van ban thong thuong. Chir ky viét tay co thé duoc kiém thir bang cach
so sanh voi nguyén mau, nhung “chit ky” dién tir thi khong thé c6 “nguyén mau” dé
ma so sanh, viéc kiém thir phai dugc thuc hién bang nhiing thuat toan dic biét. Mot
van dé nira d6 1a chit ky dién tir c6 thé sao chép tiy y kho co thé phan biét dugc ban
sao va ban gbc nén c6 thé c6 nguy co dung lai nhiéu lan. Vay lam thé nio dé ngan
chin nguy co d6 va 1am thé ndo dé co thé ngin can duoc nguoi ky chdi bo chir ky cua

minh hodc nguoi ki€m tra choi bd viéc minh da nhan doc thong béo.



Trudc nhitng yéu cdu d6, dé nang cao tinh an toan cua chit ky dién tir va dé
nang cao trach nhiém ciia nguoi ky va nguoi kiém tra, doi hoi nguoi ta phai dua ra mot
luge dd chir ky st dung céc giao thirc dé c6 thé khic phuc duoc nhitng nhuoc diém
cta chit ky s6.

D6 14 1y do em chon dé tai “Céac Chir ky khong chdi bo duge va tng dung”lam
dé tai nghién ctru ctia minh.

Trong do an nay em di sau tim hiéu v€ lugc do chit chong chodi bo va img dung.

CHUONG i. CO SO MAT MA VA CHU KY SO
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1.1. CO SO TOAN HQC
1.1.1. Phép chia hét
- Dinh nghia: cho a,b € Z a. Ta ndi a chia hét cho b néu 3 s6 ¢ sao cho a = b.c ; Ky
hiéu: bla
- Tinh chat: a,b,c € Z
*ala
*alb, blc — alc
*alb, alc — a|(x.b+y.c) V Xy€ Z
calb,bla—>a=+b
1.1.2. Khong chia hét
- Pinh nghia: Phép chia goi 1a khong chia hét néu ton tai s6 r (0 < r < b) sao cho:
a=h.q+r
Véi: q 1a phan nguyén
r 1a phan du
1.1.3. Uéc sb
- Pinh nghia: Udc s6 ciaa vab1a c néu cla vaclb
- Udc $6 chung I6n nhdt : La s6 16n nhat ma a va b chia hét
Ky hiéu : ¢ = gced(a,b) ; (great common d4.11sor)
- Bi 56 chung nhé nhidt : d 1a BSCNN ciia a va bnéu V ¢ ma alc, bjc — d|c
Ky hi¢u: d = lem(a,b) ; (Ileast common multiple)
- Tinh chdt: lcm(a,b) = a.b/gcd(a,b)

1.1.4. Nguyén t6 ciing nhau
- Pinh nghia: a,b goi 13 hai nguyén t6 cung nhau khi ged(a,b) = 1 don gian (a,b) = 1

1.1.5. S6 nguyén té
- Pinh nghia: S6 nguyén td 14 s6 chi chia hét cho 1 va chinh nd
- Tinh chit:
*Gia str p 1a s6 nguyén to va pla.b thi p|a hodc p|b hodc ca hai déu chia hét cho

«C6 v sb sb nguyén to.
1.1.6. Pinh nghia ham phi Euler
- Pinh nghia: V&i n>1 ching ta goi ¢ (n) 14 tap cac s nguyén té cung nhau véi n nim
trong khoang [1,n]
- Tinh chét :
« Néu p 1a s6 nguyén t6 — ¢ (p) =p-1



1.1.7. Dinh nghia thing du bac 2

- Dinh nghia: Cho a € Z*n goi a la thang du bac 2 theo modulo n néu ton tai x Z*n
sao cho x2=a(modn) va néu khong ton tai thi goi a la bét thang du bac 2 theo modulo
n. Tap céc thang du bac 2 ky hi¢u 1a Qn va céc tap bat thang du bac 2 ky hi¢u la Qn .
1.1.8. S6 Blum

- Dinh nghia: S6 Blum 1a mét hop tir n=p.q néu p,q 1a hai sé nguyén t6 khac nhau va
dong du véi 3mod4.11

i.2. TIM HIEU MAT MA

1.2.1. Gidi thi¢u

Mat ma da dugc st dung tur rat sém, khi con nguoi biét trao ddi thong tin cho
nhau va trdi qua bao nhiéu nim né da dugc phat trién tir nhirg hinh thirc so khai cho
dén hién dai va tinh vi. Mat ma duogc st dung trong rat nhiéu linh vuc cta con nguoi
va cac quéc gia, ddc biét trong cac linh vuc quan sy, chinh tri, ngoai giao va thuong
mai. Muc dich cia mat ma 1a tao ra kha nang trao doi thong tin trén mot kénh thong tin
chung cho nhitng ddi twong cing tham gia trao d6i thong tin va khong mubn mot ddi
tugng thir ba khac biét duoc nhimg thong tin ma ho trao doi.

Khi mot dbi twong A mudn giri mot thong diép cho nhirng ngudi nhan, A s&
phai mi hoa thong diép va gui di, nhitng nguoi nhan dugc thong diép ma hoa mudn
biét duoc nodi dung thi phai giai ma thong diép ma hoa. Cac d6i tugng trao doi thong
tin cho nhau phai thoa thuan v6i nhau vé cach thirc ma hoa va giai ma, quan trong hon
1a kh6a mat ma di st dung trong qua trinh ma hoa va giai ma, né phai tuyét dbi dugc
gilt bi mat. Mot doi tuong thor ba mac du co biét duoc nhung s¢ khong biét dugc nodi
dung thong diép da ma hoa.

C6 hai phuong phap ma héa dir liéu 13 Ma héa khoa ddi xtmg va M3 héa khoa
cong khai.

.2.2. So @6 hé thong mat ma
La mot bo nam (P, C, K, E, D) trong do:
+ P la mét tap hitu han céc ban ro.
+ C la mot tap hiru han cac ban ma.
+ K la mét tap hitu han cac khoa.
+ Vi moi k e K, cO motham 1ap ma e e E
e, .P—C
va mot ham giai mad d¢ € D
dy : C — P sao cho d (e (X)) = x v&i moi X € Py
i.2.3. Mat ma khoa déi xirng

Phuong phap ma héa ddi ximg (symmetric cryptography) con duoc goi 1a ma

hoa khoa bi mat (secret key cryptography). Vi phuong phap nay, ngudi gui va nguoi
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nhan s& dung chung mot khoa dé ma héa va giai ma thong diép. Trude khi ma
hoathong diép gui di, hai bén gtri va nhan phai c6 khéa chung va phai théng nhat thuat
toan dung dé ma héa va giai ma. C6 nhiéu thuat toan ung dung cho ma hoa khéa bi
mat DES - Data Encrytion Standard, 3DES - triple-strength DES, RC2 - Rons Cipher 2
va RC4, 5.14.2.. va so khai nhét 1a cdc hé mat mi c6 dién.

Nhuoc diém chinh cta phuwong phap nay 1a khoa duoc truyén trén kénh an toan
nén chi phi tén kém va khong kip thoi. Uu diém 1a tbc d6 ma hoa va giai ma rat nhanh.
Mt 56 hé mat ma cb dién

Pinh nghia: M4 dich chuyén: (P, C, K, E, D)

P=C=K=2Z, vodikeK,dinhnghia e,(x) = (x + k) mod 26 dx (y) = (y — k) mod 26
(X, yeZss )

Vi dy: DUng khoé k = 9 dé ma hoa dong thu: “toinaydichoi” dong thu d6 twong tng vé
[

dong sb

t 0 1 n a y d 1 c h 0 1

19 |14 |8 1210 24 |3 8 2 7 14 |8

qua phép ma hoa ey s€ duoc:

2 23 17 122 |9 7 12 17 11 16 |23 17

C X r W ] h m r 1 q X r

ban mé s la: “gqnwcexreqdkjh”

Nhéan dugc ban ma do, dung d9 dé nhan duoc ban rd. Cach day 2000 nam ma
dich chuyén da duoc Julius Ceasar st dung, véi khoa k=3 ma dich chuyén dugc goi la
ma Ceasar. Tap khod phu thudc vao Zm véi m 13 s khoa c6 thé. Trong tiéng Anh tap
khod chi c6 26 khoa c6 thé, viéc tham ma c6 thé duoc thue hién béng cach duyét tuan
tu 26 khoa do, vi vdy dd an toan cua ma dich chuyén rat thép.
i.2.3.1 M4 thay thé

Pinh nghia M4 thay thé: (P, C, K, E, D)
P=C=2Zx5 ,K=S(Z) Véi mdineK, tirc |a mot hoan vi trén Z,; , ta xac dinh
e =(X) = m (X)
dr(y) = 7™ (y)



VGi X, Y eZy ,m 1anghich dao cua x
Vi du: m dugc cho bai (¢ day ta viét chir céi thay cho cac con sb thudc Zyg ):

olpla|rls|t]ulv|wlx|y|z]
flidrlelvimlulelk]j|d]i]|
ban rd: “toinaydichoi”
s¢ dugc mé hod thanh ban ma (vai khoa ): “mfzsxdazygfz”

D& xac dinh duge 7t

, Va do do tir ban ma ta tim duoc ban rd.

Mai thay thé co tap hop khod kha 16n - bang s6 cac hoan vi trén bang chit cai,
ttrc s6 cac hoan vi trén 226 hay la 26! > 4.1110 26 . Viéc duyét toan bd cac hoan vi
dé tham ma 1a rat kho, ngay ca ddi voi may tinh. Tuy nhién, bang phuong phap thong
ké, ta co thé dé dang tham dugc cac ban ma loai nay, va do d6 ma thay thé ciing khong
thé dugc xem 14 an toan
1.2.3.2 Ma Anffine:

binh nghia M& Anffine: (P, C, K, E, D)
P=C=2Zy K={(a,b)eZys x Zy :(a,26)=1}

véi moi k = (a, b) € K ta dinh nghia:
ek (X) =ax + b mod 26
de (y) =a (y—b) mod 26

Trong do X,y € Zy.
Vi du: Lay k = (5, 6).
Ban ro:
“tomaydichoi”
t 0 1 n a y d 1 c h 0 1

y=5x + 6 mod 26
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y 23 24120 19 |6 24 |21 20 16 15 124 |20

X y u t g y v u q P y u

Ban mé: “xyutgyvuqpyu”
Thuat toan giai ma trong trueong hgp nay c6 dang: d(y) = 21(y — 6) mod 26
Véi ma Apphin, s6 cac khoa co thé co bang (sd cac s6 < 26 va nguyén t6 voi
26) x 26, tc 1a 12 x 26 = 312. Viéc thir tat ca cac khoa dé thAm ma trong truong hop
nay tuy kha mat thi gio néu tinh bang tay, nhung khong kho khin gi néu diung may
tinh. Do vdy, ma Apphin cting khong phai 1a ma an toan.
1.2.3.2. Ma Vigeneére:
Pinh nghia Ma Vigenere: (P, C, K, E, D)
Cho m la s6 nguyén duong. P=C=K=2Zx
v6i moi khod k = (ky, Ka,....kn) € K ¢o:
ek (Xt X2 0oy X )= (X + Ky, X0 +Koyoo s Xy + Ky )
dYi, Yoo Ym ) =1 —Ki, Y2 =Ko seets Ym—Knm )
c4c phép cong phép trir déu 1ay theo modulo 26
Vi du: Gia sir m = 6 va khoa k la tor CIPHER - tuc k=(2, 8, 15, 7, 4, 17).
Ban ro:

“toinaydicho1”

t 0 1 n a y d 1 c h 0 1

X 19 14 |8 I3 0 24 3 8 2 7 14 8

k 2 8 15 |7 4 17 |2 8 | 4 17

Ban ma

“vwxuepfqrosz”
Tu ban ma do, dung phép giai ma dk tuong ung, ta lai thu dugc ban rd.
Chu y: M3 Vigenere voi m = 1 s& tré thanh ma Dich chuyén.

Tap hop cac khoa trong mi Vigenere méi m > 1 ¢6 tit ca 1a 26m khod c6 thé co.
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Véim = 6, s6 khoa d6 13 308.915.776, duyét toan bo chimg 4y khoa dé thim ma bang
tinh tay thi kho, nhung v6i may tinh thi van 1a diéu d& dang.

1.2.3.3. Ma Hill:
Pinh nghia Ma Hiu’:({P,g; K, E, D)
Cho m I sé nguyer frong.
i d /" P=C=Zxn

K = { K € Zeom : (det(k), 26) =1} f

o a1 )
v6i mdi k e K dinh nghia: k™ =!\ . ‘
ek (Xt , X2 5eees Xm ) = (X 2 Xo 5./ Xm ).K
Oh (V11 Y2 - Yim ):_,(Y1,y29---a)(m)-kd -b )
(a b ) '(7 b\ _lad-be ad-be '” b (1 0)
Vidu:Ldym =2, vaklz Jle d) | -c a \le d ‘ \0 1)

\ ,'

| I\
\ad -bc ad-bc)

Voi b6 2 ky tu (X]_, Xo ), taco mi la (y]_, y2) = (X]_ ) Xz).k dlIQ’C tinh boi

Y1=11.X;+3.X,
Y,=8.X1+7.%X;
Gia str ta c6 ban rd: “tudo”, tach thanh timg bo 2 ky tw, va viét dudi dang sb ta
duogc 19 20 | 03 14, 1ap ban ma theo quy tic trén, ta duoc ban ma dudi dang s6 1a: 09
06 | 2318, va dudi dang chir 1a “fgxs”.
Chu y: Bé don gian cho viéc tinh toan, thong thudng chon ma tran vudng 2x2. Khi d6

¢6 thé tinh ma tran nghich dao theo cach sau :

Giasurtacod:

Ta c6 ma tran nghich dao

Va dugc tinh nhu sau :
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Mot chu y 13 dé phép chia ludn thue hién duoc trén tap Z26 thi nhét thiét dinh thic ciia k
: det(k) = (ad — bc) phai co phan tir nghich dao trén Z26, nghia 1a (ad — be) phai 1a mot trong céc
giatri: 1,3,5,7,9, 11, 15, 17, 19, 21, 23, hodc 25. Péy ciing 1a didu kién dé ma tran k ton tai ma
tran nghich dao.

Khi d6: k™ .k = I 13 ma tran don vi (dudng chéo chinh bang 1)

( d -bh
‘ a b l ( a b\ \ad-bc ad-be l’ a by (10 \J
\¢ d)\e d) | -c a (e d)\0 1
\ad-bc ad-bc)
(11 8)
Pinh thuc cua : l
o 5
La11*7-8*3=1=1mod 26
Khi d6 (11 8Y' (7 -8\_(7 18)
I = ' J = ’ mod 26
3 7 Y= ar) \2% di
1.2.3.4. Ma hoan vi:
Pinh nghia M4 hoan vi: (P, C, K, E, D) :Cho m la s nguyén dwong.
P:C:ZZG ,K:Sm
véimdik=meS,,taco
(11 8 7 -8\ (7 18 .
I = 1 ’ = ’ mod 26
I 7l ks ) \ow g

trong d6 ™" 1 hoan vi nghich dao cua n
Vi dy: Gia sit m = 6, va khoa k dugc cho boi phép hodn vi n

13



Khi d6 phép hoan vi nghich daon™ 1a:

1 | 2] 3| 4| 5| 6

3 | 6 1| 5| 2 4

Ban ro:

“toinaydichoi”

t 0 1 n a y d 1 c h 0 1

vt 1 2 3 4 5 6 1 2 3 4 5 6

T -3 2-25|3->1|4-26  5->4| 6->2 1-23|2->5| 3->1 4->6| 5->4 6->2

vt 3 5 1 6 4 2 3 5 1 6 4 2

1 a t y n 0 c 0 d 1 h 1

Ban mé: “iatynocodihi”
Dung hoan vi nghich dao, tir ban mat ma ta lai thu dugc ban ro.
Chuy:

M4 hoén vi la mot truong hop riéng caa ma Hill. Thyuc vay, cho phép hoén vi « cua
{1, 2,..., m}, ta c6 thé xac dinh ma tran Kz =(k;; ), v6i

;1’ neu i=7a()

—

* |0 neunguoc lai
Thi d& thay rang ma Hill voi khoa Kz triing véi ma hoan vi véi khod m.
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Vi m cho trude, sb cac khoa cé thé cd cua ma hoan vi 1a m!
D& nhan thdy véi m = 26 ta cd s6 khoa 26! (ma Thay thé).
1.2.3.5. Ma khoéa cbng khai:

Phuong phép ma hoa khoa cong khai (public key cryptography) con duoc goi 1a
ma
hoa bat ddi xting (asymmetric cryptography) da giai quyét dugc van dé cia phuong
phap ma hoa khoa bi mat (d6i ximg) 13 sir dung hai khoa: khoa bi mat (pré.11late key)
va (public key). Khoa bi mat dugce gitr kin, trong khi d6 dugc gui cong khai boi vi tinh
chat khoé tinh duoc khoa bi mat tir khoa cong khai. Khoa cong khai va khoa bi mat co
vai tro trai nguoc nhau, mot khoa dung dé ma héa va khoa kia s& dung dé giai ma.

Hién nay cac hé mat ma khoa cong khai déu dua trén hai bai toan “khé” 1 bai

toan logarith roi rac trén trudng hitu han va bai toan tim udc sé nguyén to.
Phuong phap cho phép trao d6i khoa mot cach dé dang va tién lgi. Nhung toc d6 ma
hoa kha chdm hon rat nhiéu so voi phuong phap mi héa khoa dbi ximg rat nhiéu, Tuy
nhién, hé mat ma khoa cong khai c6 mot wu diém ndi bat 1a cho phép tao chir ky dién

tu.

Mot s6 hé mat ma khoa cong khai
1.2.3.6. Ma RSA:

Hé mat nay sir dung tinh toan trong Zn, trong d6 n 1a tich cua 2 s nguyén té phan
biét p va q. Ta thiy rang ¢(n) = (p — 1).(q - 1).
binh nghia
Cho n = p.q trong d6 p va q la cac s6 nguyén to. Pat P = C = Zn va dinh nghia:
K={(n p,q,a b): n=p.q; p, qla cic s6 nguyén td, a.b = 1 mod ¢(n)}
V6i K = (n, p, q, a, b) ta xac dinh: eK = xb mod n va dK = ya mod n (x, y € Zn) Cac
gia tri n va b dugc cong khai va cac gia tri p, q, a dugc gilt kinVi du:
Chonp=2,q=5.Tinhn=p.q=2*5=10
p(m)=(p-1).(a-1)=1*4=4
Do UCLN(p(n), b)=1nén chonb =3
a.b =1 mod ¢(n) nén chona =7
Gia sit G mudn guri ban rd x = 3 téi N, G phai tinh:
y=eK=xbmodn=33mod10=7
Khi N nhan dugc ban ma y = 1, anh ta st dung s6 mil a mat dé tinh:
x=dK=yamodn=77mod 10=3
Do chinh 14 ban 6 ma G da ma hoa.
DPo mat cia hé¢ RSA duoc dua trén gia thiét 14 ham m3 eK = xb mod n 13 ham
motchiéu. Bai vay tham ma s& kho c6 kha nang vé mit tinh toan dé giai ma mot ban ma
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Cira sap cho phép N chinh 13 théng tin vé phép phan tich thira sé n (n = p.q). Vi N biét
phép phan tich nay nén anh ta c6 thé tinh @(n) = (p — 1).(q — 1) va rdi tinh sé mil giai
mi a bang cach st dung thuat toan Eculide mé rong.

1.2.3.7. M& Elgamal:

MO0 ta hé mé Elgamal

Hé mat md ElGamal duoc T. ElGamal dé xuit nam 1985, dua vao do phtrc tap cua
bai toan tinh logarit roi rac, va sau d6 da nhanh chong dugce st dung rong rai khong
nhimng trong van dé bao mat truyén tin ma con trong cac van dé xac nhan va chit ky
dién tu.

Bai toan logarithm rdi rac trong Zp 1 d6i twong trong nhiéu cong trinh nghién ctru
va duoc xem 12 bai toan kho néu p dugc chon can than. Cu thé 1a khong c6 mot thuat
toan thoi gian da thirc nao cho bai toan logarithm rdi rac. Pé gy kho khin cho cac
phuong phép tin céng di biét, p phai co it nhat 150 chit s6 va (p — 1) phai c6 it nhat
mot thira s6 nguyén t6 16n

H¢ mat Elgamal 1a mgt hé mat khong tat dinh vi ban ma phu thudc vao ca ban ro x
1an gia tri ngiu nhién k do G chon. Béi vay sé& c6 nhiéu ban ma duge ma tir cling mot
ban ro.

Bai toan logarithm ro1 rac trong Zp:
Dic trung ctia bai toan: I = (p, o, ) trong d6 p 1a s6 nguyén td, o € Zp 1 phan tir
nguyén thuy (hay phan tir sinh), p € Zp*
Muc tiéu: Hay tim mot sé nguyén duy nhat a, 0 <a <p — 2 sao cho:
aa = (mod p)
Ta s& xac dinh s nguyén a bang log o p.

binh nghia ma khda céng khai Elgamal trong Zp*:

Cho p 14 s6 nguyén t6 sao cho bai toan logarithm rdi rac trong Zp 1a kho giai . Cho
o € Zp* 1a phan tir nguyén thuy. Gia sit P = Zp*, C = Zp* x Zp*. Ta dinh nghia K =
{(p, 0, a, B): B=o0a(mod p)}Cé&c gia tri p, a, B dugc cong khai, con a gitr kin.

Véi K =(p, a, &, B) va mot s6 ngau nhién bi mat k € Zp — 1, ta xac dinh:

eK(x, k) = (y1, y2).

Trong do: y1l = ak mod p

y2 = X. Bk mod p

véi yl, y2 € Zp* ta x&c dinh:

dK(y1, y2) = y2(yla) — 1 mod p

Vi du:

Chon p =7, a € Zp* 14 phan tir nguyén thuy nén a. = 3

Chonasaocho0<a<p-2néna=2

Khido: p=aamodp=32mod7=2
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Chon mdt sb ngau nhién bi matk € Zp — 1, chon k =3

Gia st G mudn giri thong béo x = 3 cho N, G phai tinh:

eK(x, k) = (y1,y2)

trong do:

yl =0k modp=33mod7=6

y2=x. Bk modp=3*23mod 7 =3

Khi N thu dugc ban ma (yl1, y2) = (6, 3), anh ta s¢ tinh:
x =dK(y1, y2) = y2(yla)-1 mod p = 3*(62)-1 mod 7 = 3
D6 chinh 1a ban r6 ma G da ma hoa.

i.3. CHU'KY SO

.3.1. Gi6i thiéu chung vé chir ky so:

Nhu chiing ta d4 biét, chit ky viét tay “thuong 18” gan véi tai lidu duoc ding dé chi
ra ngudi da ky nd. Chit ky duoc sir dung hang ngay nhu viét thu, ky hop dong. ..

O day chung ta tim hiéu vé chir ky hoan toan khac d6 1a chit ky sd. N6 1 phuong
phap ky thong bao dugc luu dudi dang dién tir va thong bao duoc ky c6 thé truyén trén
mang mdy tinh. Chir ky tay va chit ky s6 dii co chung nhiém vu 1a ky nhung c6 su khéac
biét co ban gilta chung.

Thir nhat, vé viéc ky tai liéu: voi chit ky viét tay thi chii ky 12 bo phan vt 1y cia tai
liu duoc ky. Tuy nhién, chit ky s6 khong mot cach vat Iy v6i théng bao duge ky ma
duoc gin véi thong bao theo logic, do d6 thuat toan duoc dung phai “tréi ” chir ky véi
thong bao theo mot cach nao do.

Th hai, v& viéc kiém tra: chit ky tay dugc kiém tra bang cach so sanh né véi nhimg
cai khac nhirng chit ky di duoc xac thuc. Vi du, mot nguoi ky mot tim séc mua hang,
nguoi ban hang phai so sanh chir ky trén tdm séc v6i chit ky ndm sau thé tin dung dé
kiém tra. Tuy nhién, phuong phép nay khong an toan lim vi né twong ddi dé danh lira
boi chit ky cua nguoi khac. Khac véi chit ky tay, chit ky sd c6 thé duoc kiém tra bang
cach dung thuat toan kiém tra cong khai da biét. Vi vay bat ki nguoi nao déu co thé
kiém tra chir ky sb, va viéc sir dung lugce do ky an toan s& ngin chin kha nang danh lira.

Diéu khac nhau co ban giita chit ky tay va chit ky s6 1a “ban sao” théng bao sé duoc
ky 14 dong nhat voi ban gde. Trong khi do, ban sao tai liéu gidy di ky thuong 1a khéc
v6i ban goc. Didu nay cé nghia 1a phai can than dé ngan chan thong mot thong bao da
ky s6 bi str dung lai. Vi du, néu A ky thong bao s6 cho B rat 10008 tir tai khoan trong
ngan hang cia minh, A chi muén B 1am diéu d6 1 lan. Do d6, thong bao d6 phai chira
thong tin dé ngan chian B lam lai viéc d6 nhiéu lan.

Luge dd chit ky gdm hai thanh phan: mot thuat toan kY va mot thuat toan kiém tra.

A c¢6 thé ky thong bao x nhd thuat toan ky(bi mat) Sig. Chir ky thu duoc Sig(x) sau d6
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c¢6 thé dugc kiém tra bang thuét toan kiém tra cong khai Ver. Khi cho cip(x,y) thuat
toan kiém tra tra 16i “dang” hoac “sa1” phu thudc vao viéc ky c6 dich thyc khong?

i.3.2. Dinh nghia lugc d6 chir ky:

Lugc do chit ky 1a mot bo nam phan tr (P,A,K,S,V) théa man cac diéu kién sau:

i. P_ 1a mot tap hiru han céc thdng béo.

2. A _tap hitu cé&c chit ky ¢ thé.

3. K _ tap hiru han céc khoa, khéng gian khoa.

411 Véimdik € K, 3 sigk € Svaverk eV

Moi sigk: P— A, verk: P * A— {true, false}la nhitng ham sao cho mdi birc dién x
€ Pva mdi chit ky y € A thoéa mén:

Ver(x,y) = 1 ( true, khi | y= fgﬁ} .

\false. khi y sig{x)

Yéu cau:

- Véimdi k € K, cac ham sigk va verk 1a cac ham thoi gian da thic
Verk la ham céng khai, sigk 1a ham bi mat tranh truong hop mét nguoi B nao do co

thé gia mao chir ky ctia chii thé A dé ky théng bao. Vi mdi x chi duy nhat A tinh d
uoc

chir ky y sao cho:

Ver(x,y)= True

Luoc d6 chir ky phai an toan. Boi vi ngudi tham ma B c6 thé kiém tra tit ca cac
kha ning cua chit ky y nho thuit toan kiém tra cong khai Ver cho t6i khi dat duoc yéu
cau tirc 12 tim duoc chit ky ding. Do do, néu du thoi gian can thiét thi B ¢ thé gia mao
duoc chit ky cuia A. Vi vay, muc dich ctia ching ta la tim céc lugc dd chit ky sao cho B
khong du thoi gian thuc té dé thir nhu thé.

i.3.2.1. Luoc db chir ky RSA:

Lugc dd chir ky RSA duoc dinh nghia nhu sau:

‘Tao khoa:

So d6 chit ky cho béi bo nam (P,A,K,S,V)

Cho n=p.q; v6i mdi p,q 1a cac s6 nguyén t6 16n khac nhau e(n) = (p - 1)(q - 1).

Cho P = A = Zn va dinh nghia:

K la tap cac khoa, K=(K’,K"’); vai K’=a; K*’=(n,b)

a,b € Zn*, thoa mén ab = 1mod ¢(n).

Céc gia tri n,b la cong khai, cac gia tri p,g,a la cac gié tri bi mat.

‘Tao chir ky:

Vi mdi K=(n.p,q,a,b) xac dinh:
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SigK’(x)= xa mod n

‘Kiém tra chir ky:

VerK”’(x,y)= true ©x =yb mod n; X, y € Zn.

Gia st A mudn giri thong béo x, A sé tinh chit ky y bang céch :

y=sigK’(x)= xa mod n (a la tham s6 bi mat ctia A)

A glii cdp (x,y) cho B. Nhan dugc thong bao x, chir ky s y, B bat dau tién
hanhkiém tra dang thirc

x=ybmod(n)(b Ia khéa cong khai A)

Néu dang, B cong nhan y 1a chit ky trén x cia A. Nguoc lai, B s& coi x khong phai
cua A gutri cho minh (chit ky khong tin cdy).

Nguoi ta ¢ thé gia mao chit ky ctia A nhu sau: chon y sau d6 tinh x= verK’’(y),
khi d6 y= sigK’(x). M6t cach khic phuc khé khan nay 13 viéc yéu cau x phai ¢ nghia.
Do d6 chit ky gia mao thanh cong v6i xac suat rt nho. Ta c6 thé két hop chir ky v6i ma
hoa lam cho do an toan tang thém.

Gia su trén mang truyén tin cong cOng, ta c6 hai h¢ mat ma khoa cong khai 61 va
hé xéac nhan chit ky 82. Gia str B ¢6 bo khdéa mat ma K=(K’,K’”) voi K’=(n,e) va K’’=d
trong hé 61, va A c6 bd khoa chir ky Ks=(Ks’,Ks’”) vdi Ks’= a va Ks’’=(n,b) trong hé
32. A c6 thé giri dén B mot thong béo vira bao mat vira co chir ky xac nhan nhu sau: A
tinh chit ky ctia minh 13: y= sigA(x), va sau d6 ma héa ca x va y bang cach sir dung mat
ma cong khai eB cua B, khi d6 A nhan dugc z= eB(X,y), ban ma z s¢ duogc gui toi B.
khi nhan dugc z viée trude tién B phai giai ma bang ham dB dé nhan dugc (x,y). Sau
d6 B sir dung ham kiém tra cong khai ctia A dé kiém tra xem verA(x,y)= true? Tirc 13
kiém tra xem chit ky d6 c6 ding 1a caa A?.

Vi du:

A dung lugc do chit ky sé RSA véi n=247,(p=13,g=19);

¢(n) =12.18 = 216. Khoa cdng khai cta A 1a b=7.

=a =7-1mod216 = 3i.

A cong khai (n,b) = (247,7)

A ky trén théng bao x=100 v&i chir ky:

y = xa modn = 10031 mod247 = 74.11

A giri cap (x,y) = (100,74) cho B, B kiém tra bang cach sir dung khoa cong khai
cua A nhu sau:

X =yb modn = 747 mod247 = 100 = x.

B chip nhan y=74 la chit ky tin cay.

1.3.2.2. Luoc d6 chit ky EIGamal:
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Lugc d6 chir ky ElGamal dugc gidi thidu nam 1985 va dwoc Vién tiéu chuan va
Cong nghé qudc gia My sira d6i thanh chuan chir ky s6. Luoc d6 chir ky ElGammal
khong tat dinh ciing gidng nhu hé ma héa ElGamal. Didu niy c6 nghia 1a c6 nhiéu chir
ky hop 1¢ cho mot théng bao bat ky. Thuat toan kiém tra phai c6 kha ning kha ning
chap nhan bét ky chit ky hop 1¢ nao khi xac minh.

Luogc do chit ky EIGamal dugc dinh nghia nhu sau:

- Tao khoa:

Cho p 13 sé nguyén t6 sao cho bai toan logarit r0i rac trong Zp 1a khé va gia sir
0€EZ p laphan tir nguyén thay

ChoP=2Z*p, A=Z*px Zp-1va dinh nghia

K={(p, a, a, B): p = aa modp }.

Céc gia tri p, a, B 1a cong khai, a la bi mat.

- Tao chir ky

Vé6i K = (p, a, a, B) va vai sd ngau nhién k € Z *p—1 ,

dinh nghia sigk(y, 8), trong do:

v = ok modp va d = (X - ay) kK -1mod(p - 1).

. Kiém tra chit ky sd

Véix,y € Z*p vad €Zp-1, tadinh nghia :

Ver (X, v, ) = True &py. 6 = ax modp.

Chtng minh:

Néu chit ky duoc thiét 1ap ding thi ham kiém tra s& thanh cong vi:

=Py yd = aa.y ar.0 modp

= ax modp (vi ay + ré =x mod(p - 1)).

A tinh chit ky bang cach dung ca gia tri bi mat a( 1 mot phan cia khoa ) 14n s6
ngau nhién bi mat k ( ding dé ky trén x). Viéc kiém tra ¢ thé thuc hién duy nhat bang
thong tin cong khai

Vi du: Gia s p=467, 0. = 2,a =127

Khi d6: p = ca modp = 2127mod467 = 132

Gia sir A ¢6 théng bao x=100 va A chon ngau nhién k=213 vi (213,466)=1 va

213-1 mod466 = 431, A ky trén x nhu sau:

v = ak modp = 2213mod467 = 29

Va & = (X - ay)k-1 mod(p -1) = (100 — 127. 29).431 mod466 = 5i.

Chir ky ctia A trén x= 100 la (29,51).

Bat ky nguoi ndo d6 ciing 6 thé kiém tra chir ky bang cach:

13229 . 2951 = 189 mod 467

2100 = 189 mod 467

Do do, chit ky Ia tin cay.
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i.4.Ham Hash

i.4.1. Giéi thiéu:

Déi véi xac thue va chit ky sd ta thdy rang cac thuat toan thuong nhan dau vao 1a
cac dong bit co d6 dai rat ngin (6i.128.160 bit) va co tdc d6 thyc hién cham. Mit khac,
cac thong bao ky thuong c6 do dai khac nhau va trong truong hop chiung c6 do dai 1on
¢& vai Kildbyte hodc va Megabyte. Do vay, mudn ky trén mot thong bao dai ta phai cat
thong bao ra nhiéu doan c6 do dai hitu han va cb dinh rdi tién hanh ky doc 1ap timg
doan va gui tung doan d6 di, khi d6 lai xudt hién mot vin dé& nhu:-
Téc d6 s& cham Vi phai Ky trén quéa nhiéu doan.

- D& xay ra truong hop khong sip xép duge thong bao theo dung trat ty ban dau.

- C6 thé bi mat cac doan riéng biét trong qua trinh truyén tin.

Dé giai quyét van dé nay ta dung ham Hash. Ham Hash chap nhan mét thong bao ¢

d6 dai bat ky lam dau vao, Ham Hash sé& bién d6i théng bao nay thanh mot thong b
o rut

gon, sau do s& sir dung luoc d6 chir ky dé ky trén thong béo rit gon.

Ta c6 md hinh chung nhu sau:

Thong béo X do dai tuy y
Thong bao rut gon z=h(X) 160 bit
Chir ky y = sigK(x) 320 bit

Ta s& giri cdp (X,y) cho nguoi nhan. Néu can giir bi mat x thi ta ma hoa x thanh x’ roi
sau do gui cap (x’,y).

I.4.2. Dinh nghia:

Ham Hash la ham tinh toan c6 hi¢u qua khi anh xa c&c dong nhi phan co6 d6 dai tuy

thanh nhitng dong nhi phan cé d6 dai cb dinh nao do.

-Ham Hash yéu: ham Hash goi 14 yéu néu cho mét thong béo x thi vé mit tinh toan
khong tim ra dugc thong bao x’ khac x sao cho:

h(x”) = h(x)

-Ham Hash manh: ham Hash duoc goi 1a manh néu vé& mat tinh toan khong tim ra
duoc hai thong bao x va x’ sao cho:

x1 # x2 va h(x1) = h(x2)
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NOi cach khac, tim hai van ban khac nhau cé cung mét dai dién la cuc ky kho

Ham Hash phai 1a ham mot phia, nghia 1a cho x tinh z = h(x) thi dé, nhung nguoc
lai, biét z tinh x 13 cong viéc cuc kho.

Ham Hash yéu 1am cho chit ky tré 18n tin cay gidng nhu viéc ky trén toan thdng bao.

Ham Hash manh c¢6 tac dung chéng lai ké gid mao tao ra hai ban thong bao c6 noi
dung khéac nhau, sau d6 thu nhan chir ky hop phap cho mét ban thong bao dé dugc xac
nhan réi ldy n6 gia mao lam chit ky ciathong bao thir 2 hay néi cach khac tim 2 vin
ban khac nhau c6 cung mdt dai dién la cuc ky kho.

i.4.2.1. Mét s6 ham Hash sir dung trong chit ky sé:

Cac ham Hash don gian:

TAt ca cac ham Hash déu duoc thue hién theo quy tac chung la: Pau vao duge biéu
dién dudi dang mot diy cac khdi n bit, cac khdi n bit nay duge xir Iy theo cing mot
kiéu va lap di 1ap lai dé cubi cung cho dau ra c6 s6 bit cb dinh.

Ham Hash don gian nhét Ia thyc hién phép toan XOR ting bit mot ctia mdi khi.

NG duoc bicu dién nhu sau:  Ci = bli @ b2i® ...@bmi

Trong do:
Ci: la bit ther i céia ma Hash, i =1, n
m : 1a s6 cac khéi dau vao
by : 14 bit thr i trong khéi thit j
@ : la phép cong modulo 2
So d ham Hash str dung phép XOR.

Khéi 1: Bi1l B12 Bln
Khéi 2: B21 B22 B2n
Khdi m: Bm1 Bm2 Bmn
Ma Hash: C1l C2 Cmn
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Ci 1a bit kiém tra tinh chdn 1& cho vi tri thi i khi ta chia tép dir liéu thanh tung
kho1, moi khoi con vi tri. N6 ¢6 tdc dung nhu su kiém tra tong thé tinh toan ven cua dir
li¢u.

Khi ma héa mét thong bao dai thi ta sir dung mode CBC (The Cipher Block Chaining),
thuc hién nhu sau:

Gia sir théng bao X dugc chia thanh cac khéi 64 bit lién tiép

X=X1X2 ... Xn
Khi d6 m& Hash C s¢ la:
C=XnH=X1i® X2 @...® Xn
Sau d6 ma hoa toan bd thong bao ndi voi ma Hash theo mode CBC san sinh ra ban ma
Y1Y2 L YN+
Ky thuat khdi xich :

Ngudi ta du tién dé xuat ki thuat mat ma xich chudi nhung khdng cé khoa bi mat 1a
Rabin.
K§ thuat nay dugc thue hién nhu sau :

Chia thong bao M thanh céc khdi ¢6 ¢& ¢b dinh 1a M1, M2, ..., MN, st dung hé ma
thun tién nhu DES dé tinh ma Hash nhu sau :Ho = gia tri ban dau

Hi= Emi(Hi1), 1=1,N
G =Hn

Céc ham Hash mé rong:

O trén, ta d¢ cap dén ham Hash c¢6 nhiéu dau vao hitu han. Tiép theo ta s& dé cap t6i
loai ham Hash manh véi dau vao vo han thu dugc do mé rong mdt ham Hash manh co
dau vao d6 dai hiru han. Ham nay s€ cho phép ky cac thong bao c6 do dai tuy y.

Gid su h: (Z2 )m — (Z2 )t la mdt ham Hash manh, trong d6 m >t + 1 ta s€ xay
dung mot ham Hash manh :

h=: X — (Z2 )i, trong d6 X = U(Z2)i
Xeét truong hgpm >t + 2
Gia s x € X, vy thi ton tai n dé x €(Z2)", n>m.
Ky hiéu : [x| la d6 dai cua x tinh theo bit. Khi do, x| = n.
Ky hiéu : x || y 1a ddy bit thu dugc do ndi x vai y.
Gia sir [x| = n>m. Ta c6 thé biéu dién x nhu sau:

x=x | b [ 1 1x
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Trongdo| x| 4 xd = ... 5 x]=m-t-1va|x| =m-t-1-d,
0<d<m-t-2
= |xl >1vam-t-1>1k>2.

Thuat toan xay dung h thanh h* dugc mo ta nhu sau :
i. Choi=1toik-1ganyi=xi;
2. Yk =Xk || 04 (0 12 dy c6 d s6 0. Khi do yk dai m-t-1)
3. Vi1 12 biéu dién nhi phan cua d (Jyks1| = m-t-1)
411 gr=h(ow | |y (g =t 0| | yadai m)
5. Cho i=1 tdi k thuc hién
gﬂ:h(glllllwﬂ)
a. h*(x) = gkn
Ky higu y(x) = y1 || y2|... || yksa
Ta thay rang y(X) # y(x’) néu X £ x’
Xeét trrong hop m=t+1
Cling nhu trén, ta gia su [X| = n>m
Ta xac dinh f nhu sau:
f(0) = 0;
f(1) = 01;
Thuat toan xay dung h* khi m=t+1 nhu sau :
i. Choy=y1Y2, ..., Yk =11 || f(x2) || f(X2) ... f(Xn) (X1 & Mot bit)
2. g=h(otl | y)(y =m—t)
3. Cho i=1 t6i k -1 thuc hién
ger=h(gl | yir) (y =m-t-1)
411 h*(X) = ger
Ngoai ra con c6 mét sé ham Hash khac nhu ham Hash MD4 va ham Hash MD5.

Chwong2 CHU KY SO CHONG CHOI BO
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2.1. Giéi thi¢u:

Chit ky khong chbéi bo duoc cong bd boi Chaum va Van Antverpen vao
nam1989. N6 c6 mot nét riéng mai la va thu vi. Quan trong nhat trong s6 do la chir ky
khongthé kiém tra khi khong c¢o su cong tac cia nguoi ky, A(gia st nguoi ky 1a A).

Sy bao vé nay ctua A dé phong kha ning chir ky trong tai liéu ctia anh ta bi sao
chép va phan b boi thiét bi dién tir ma khong c6 sy dong y cua anh ta.

Viduy: A c6 mot phan mém va chit ky kém theo dugc tao ra nhd thuat toan cua
chir ky s6 thong thuong. Nhu vay, s€ khong tranh khoi truong hop phan mém d6 bi sao
chép ma B khéng biét. Nguoi mua s& kiém tra chir ky kém theo nho thuit toan kiém
tra cong khai Ver va cong nhan chit ky d6 1a ding. Vi nhu chung ta d3 biét ban sao cua
chit ky sb dong nhat véi ban gbc. Puong nhién nhu viy A s& bi mat ban quyén. Dé
tranh diéu bat tién d6 A da dung chit ky khong chdi bo. Sy kiém tra s& thanh cong khi
thuc hién giao thic hoi - dap.

Luoc 516 chir ky chéng chdi bo gdm 3 phan: thuat toan ky, giao thirc kiém tra,
giao thtrc choi bo.
2.2. Lwgce d6 chong choi bé:
2.2.1. Thuat toan ky:
* Tao khoa:
Cho p,q 1a céc sé nguyén té 1é sao cho p=2g+1 va bai toan roi rac trén Zp 1a kho. La
y
o € Zp+ la mot phan tir bac q( Néu oo 1a phan tir nguyén thity caa Zp thi
o = aop DA modp) 1ay 1 <a < g-1 va xac dinh: p = 2 modp.
Lay G l1a phan nhém nhan cta Z+ bac q (G bao gdm céc thang du bac hai theo
modun p).
Lay P=A=G, xac dinh:
K={(p, 0, a, p): p=a*modp}
Céac giatri p, o, p la cong khai, a la bi mat.
* Tao chir ky:
Vai K= (p, a, a, B) va x € G, xac dinh chir ky y trén théng béo x:
y = sigk(x) = xa modp

2.2.2 Giao thire kiém tra :

Véi X, y € G, su kiém tra duoc tién hanh theo giao thirc sau

1. A chon e1,e2 ngau nhién, e1, e2 € Zp~.
2. A tinh ¢ =y* B*2 modp gtri né cho B.

3. B tinh d= ¢* -m% modp va giri nd cho A.
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4. A chap nhan chit ding khi va chi khi :
d=X. [l emodp. *)

* \ai tro cua p, g trong luoc do:

Lugc do nam trong Zp; tuy nhién ching ta can tinh toan trong phan nhom nhan
G clia Zp* cua bic nguyén t6 1é. Dic biét, chung ta can tinh phan ttr nghich dao theo
modun |G|, diéu nay ly giai tai sao |G| nén la nguyén t6 1é. N¢ thuan tién lay p=2q+1
v6i q 1a s6 nguyén t6 1é. Trong truong hop nay, phan nhém G ton tai.

Vi du: gid sir ta ldy p = 467, tw 2 la can nguyen thiuy => 22 = 4 la thang dw bdc
hai theo modun 267 va 4 la phan tw sinh cua G, lay o = 4.11 Gia swa=101, ta co:

B = admodp = 4191 mod467 = 449

A sé ky thdng bao x=119 véi chir ky:

y = xamodp = 119101 mod467 = 129
Gia sir B muén kiém tra chit ky y, B chon ngau nhién e1 = 38,e2= 397.
Taco: ¢ =y™ B2 modp = 129°° 449%7 mod467 = 13
B gui c=13 cho A va A tinh d theo:

-1
d= ¢ ™% modp .

>d=13"m00233004467(q = (p - 1)/2 = (467 -1 )/2 = 233).
=>d=9.
B mubn kiém tra chix ky y theo budc 4.11 C6:
X e [l e modp = 11938 4397 mod467 =9
> d =x* a® modp
=> B chap nhan chit ky 13 ding

2.2.3. Giao thirc chdi bé

Mot van dé dit ra, néu su cOng tac cua chu thé ky la can thiét trong viéc kiém tra
chir ky thi diéu gi dd ngin can anh ta trong viéc tir chdi chit ky do anh ta tao ra. Tat
nhién, anh ta c6 thé cho rang chir ky dang do6 1a gia mao va tir chdi kiém tra n6 hoic
anh ta thyc hi¢n mét giao thirc ma theo dé chir ky s€ khong dugc kiém tra. Vi vay, mot
luge d6 chir ky chéng chdi bo duge két hop chat ché véi mot giao thirc chdi bo va nhd
diéu d6 chu thé ky c6 thé ching minh duoc chit ky d6 13 gida mao. (Néu anh ta tir chdi
thue hién 1 phan trong giao thic chdi bo, diéu d6 ddng nghia voi ddu hiéu chimg minh
chit ky d6 13 ctia anh ta va anh ta dang c6 gang tir chdi chit ky cia minh).

Giao thirc chbi bo gdm hai tién trinh cta giao thuc kiém tra va ¢ cac budc sau:
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B chon e1, €2 ngau nhién, e1, &2 € Zg~.

B tinh ¢ =y* B2 modp va giri n6 cho A.

A tinh d= ¢ 1moda modp s va gtri n6 cho B.

B kiém tra d # x** a*2 modp.

B chon f1,f2 ngau nhién, f1, f2 € Zg~.

B tinh C = y™ ™ modp va giri né cho A.

Atinh d= c¥tmoda modp va giri n6 cho B.

B kiém tra d # x™ o2 modp.

B két luan rang y 1a chit ky gia mao khi va chi khi

(da®2 Y = (Da™?)® modp

©oo N oA W e

Vi du: Lay p=467, 0. = 4, a = 101, p = 449. Ky trén thong bao x=286 vai chit ky
y= 83 (1a gia mao). A mudn thuyét phuc B rang chit ky d6 1a khéng ding. Vay phai thyuc
hién nhu sau:
Chon ngiu nhién el = 45, e2 = 237. B tinh ¢=305 va A tra 1&i v&i d= 109.
B tinh 286" .4 **" mod467 = 149.
Vi 149 # 109 nén ta phai thuc hién giao thirc chdi bo
B chon tiép f1= 125, f2 =9, ngau nhién, B tinh C=270 va A tra |di véi D=68.
B tinh: 286.49mod467 = 25.
Vi 25 # 68 nén B thuc hién tiép budc cudi cling cua giao thic 12 thuc hién kiém tra
tinh chinh xac.
Ta c0: 109.4-237)125 = 188 mod467
va (68.4 )" = 188 mod467 :=> (da®)™ = (D o) modp
Vay B tin chic rang d6 1a chit ky khéng ding
Bay gid van dé dat ra la:
- A ¢6 thuyét phuc dugc B rang chit ky khong dung dé 1a gia mao
- A khéng thé 1am cho B bi thuyét phuc rang chir ki d6 dung 13 gia mao ngoai trir Xac
suat rat nho.

2.3. C4c dinh Iy

2.3.1. Pinh Iy 1:
Néu'y # x2 modp B s& chap nhan y nhu 1a mét chit ky ding ctia x véi xac

suét 1/q.
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Ching minh: Trudc tién, ta nhan xét rang moi yéu cau ¢ s& xdy ra twong tng chinh
xac voi mot cdp (el,e2) bac q. (Boi viy va p déu 1a phan tor thuéc nhém nhan G cé bac
nguyén t6 1é q). Khi A nhan yéu cau c, A khong biét B di dung cip (el,e2) nao dé xay
dung c.

Chung ta can phai chimg minh rang, néu y # xamodp thi cac cau tra 10i cia A d € G
c6 thé dung duy nhat moét cdp (el,e2) trong cac cap (el, €2) bac q.

Tur phan tr sinh o cia nhom G, ching ta c6 thé viét dugec mot s6 phan tir cia G nhu
la mdt kha nang cua a vdi s6 mil xac dinh duy nhat theo modun cua q.

Nhu vay, ta c6 thé viét ¢ = ai, d = aj, x =0k, y=oalvoii,j k| €Zpva tat ca tinh
theo modun cua p.

Ta xét 2 déng du sau:
¢ =ye:pe2 modp (1)
d =xe10t2modp (2)
(1) o' =al-e1.fe2modp
Vi B = a®modp
= of = ol €1, g@e2 modp
& ol =aletaeamodp
= i=l.ei1+a.e2modqg (3)
(2) = ol = ok, g2 modp
& ol=okete2 modp
= j=kei1+e2modq (4)
Tu (3) va (4) ta co hé:
i=lei+a.e2modq
j=k.e1 + e2modq
Xét D=k a1l =1—ak (5) matkhac: y+#xamodp (gt)
& a'# ak-2modp
= | #a.k modq (6)
Tu (5)va(6)=>D#0
Vi hé s6 ma tran cua hé dong du theo modulo q # 0 nén hé c6 1 nghiém duy nhét

nghia 14 tim dugc duy nhat mot cap (el, e2) V i, j, k, | € Zp.

Do d6, V d € G la cdu tra 1oi thi tat cd céc cau tra 101 do chi dang véi 1 cip (el, e2)
trong céac cdp (el, €2) bac q.

Vay x4c suit A dua cho B cu tra 10i d ma s& duoc kiém tra 1/q, ddng nghia véi vide
B chép nhan y 1a chit ky cua A véi xac suét 1/q.
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2.3.2. Pinh ly 2:
Khi A va B thuc hién giao thirc chdi bo. Néu y # x@modp thi
(doe2)fr = (Dorf2)er modp.
Chirng minh:
Taco:d=ca modp.
Ma c=ye 182 modp.
> Eyei.a-l 0(e2.a-1 modp
Mat khac: B = o modp1
=>d=yela  o€2.aamodp
Do vay :

yei,a'l-fi. aez.a'i-a

(d.a®)"=( .2 modp.

= yei'a_l f1 _aez.fl-ez.ﬂ

gl
Eye,,a flmodp (1)
Tuong tu nhu trén ta tinh duoc :

(D.af2 )er = yeralfi modp(2)

modp

Véi D ECa_1 modp
C =y 2 modp
B = o modp
Tu (1) va (2) =(doe2)f = (Daf2 )er modp.
Vi vay, néu y Ia chir ky gia mao thi A c6 thé thuyét phuc duoc B tin chix ky d6 1 gi
a

mao.

2.3.3. Pinh ly 3:
Gia str y = xamodp B thuc hién giao thirc chdi bo.

Néu d+#xe 1 ae 2 modp, D # xf 1 af 2 modp thi kha ning (da-e 2 )f 1 # (Do-f 2 )e
1 modp c6 x4c suit 1a 1-1/q.

O day ta xét trudng hop A c6 thé tir chdi chir ky dung cua anh ta. Trong truong hop
nay, chiing ta c6 thé khong gia dinh A 1am theo giao thirc nghia la A khong x4y dung d
va D nhu 1y thuyét boi giao thirc, chung ta chi gia dinh A tao ra 2 gi4 tri d va D théa
min diéu kién budc 4, 8, 9 cua giao thirc chdi bo.

Gia thuyét ching ta cé.
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y = xamodp
d # xe1af2 modp
D # xfraf2 modp
(dae2)fr = (Daf2 )er modp
Tur (doe2 )2 = (Dorf2 )e2 modp c6:

2.3.4. Pinh ly 4:
Gia st y = xamodp B thuc hién giao thirc chdi bo.

Néu d # xe 1 ae 2 modp, D # xf 1 af 2 modp thi kha nang (da-e 2 )f 1 # (Do-f
2 )e 1 modp co6 xac suat la 1-1/q.

O day ta xét truong hop A c6 thé tir chdi chit ky dung cta anh ta. Trong truong
hop nay, chung ta co thé khong gia dinh A 1am theo giao thiic nghia 1a A khong xay
dung d va D nhu 1y thuyét béi giao thirc, chung ta chi gia dinh A tao ra 2 gia tri d va D
thoa man diéu kién bude 4, 8, 9 cua giao thuc chdi bo.

2.3.5. Van dé can giai quyét:

Ba dinh 1y trong phan nay déu méi chi dé cap t6i mot khia canh 1a A chép nhéan
hay chdi bo chir ky cua minh chua noi dén mot khia canh khac 1a B ¢6 thé chdi bo viéc
minh d4 doc thong bao do A giri. Ta gia dinh rang, néu A guri cho B mot thong bao doi ng
nhung B chua mudn tra hodc khong muén tra thi anh ta s& 10 di coi nhu chua nhan hay
chwra doc thong bao d6. Vay A c6 thé 1am cach nao dé chimg minh B d3 mé thong bao?

Dé giai quyét van dé ca A va B thyc hién theo giao thirc sau:
Trudc tién, A va B phai xay dung khoa K theo lugc d6 trao ddi khoa Diffie- Hellman.
Giao thure nhu sau:

Gia st p 1a s6 nguyén to, a 1a can nguyén thuy cta Zp*; a, p 1a cong khai cudc trao doi
khoéa gilra A va B dién ra nhu sau:

i. A chon ngau nhién aA: 0 <aA < p-2.
2. Atinh 0@ A mod p réi giri n6 cho B.
3. B chon ngau nhién aB: 0 < aB < p-2.
4.11 B tinh o2 B va gtri nd cho A.

5. AtinhK=(a@B )2 A mod p.
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6. BtinhK=(a@B )& A mod p.

Sau do, A tiép tuc xay dung mot khoa K1, K1 bi mat. A co thé xay dung K1 theo
hé mat dbi xtng (DES, AES — d6 1a mét hé khoa. Cac khoa 1ap ma va giai ma la nhu
nhau hay dé dang x4c dinh 1in nhau. Cac hé mot khoa cung cip mot cach tuyét voi cho
viéc ma hoa cac tép riéng ctia ngudi dung). Ava B tién hanh theo cac budc sau déy:

i. Adung K1 dé ma hda thong bao x va chir ky kém theo:

y = sigA(X)

i=eK1(X,y) AgtiichoB

2. B gui lai thong bao x1 kém theo chir ky y1 = sigB(x1) va ma y1 bang
K: j=eK(y1) roi giri cho A. Trong d6 x1 chia ngay, gio, 101 yéu cau

va chtra ca i.

3. Atinhil =eK(K1) va gtri n6 cho B.

Khi A va B tién hanh theo giao thic trén, mudn doc duoc thong thi B phai giri
lai mot théng bao (dd duoc md hoa bang khoa K) t6i A, yéu cau A giri khoa K1 cho
minh, boi vi K1 chi minh A biét. A kiém tra théng bao ciia B theo thuat toan kiém tra
cong khai Bver dé xac dinh thong bao c6 diing 1a ciia B giri hay khong? Néu ding, anh
ta giri K1 cho B ma K1da dugc ma hoa theoK.

A thuc hién theo cach trén s& c6 du chimg cir d@é ching minh trude toa rang B
c6 mo va doc thong bao anh ta gui tdi bang cach dua ra thong béo c6 kém theo chit ky
cua B va ca ngay, gido B doc thong bao do.
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Chuong 3 Ung dung mo phéng

3.1. GIOI THIEU SO BQ .NET
3.2.  Gi6i thiéu chung vé nén tang .NET (NET platform)

Nén .NET la m6t khai niém méi trong khoa hoc may tinh; né vuot ra ngoai
khuun khd cua mot ngun ngir 1ap trdnh, mot bo thu vién; nu chua phai la mot hé diéu
hanh, chyng ta ct thé hiéu don gian nu 1 mdt nén dé tir da ca thé phot trién coc ung
dung ca tron Windows 14n trom Internet thuan tién hon. Nén .NET duoc thiét ké dé
phuc vu céc muc déch sau:

(@)

Cung cap mot muyi truong 1ap trdnh hudng ddi twong tuyét ddi, mo cua
chuong tronh dugc thyc thi tron mdt mdy hay ciing cu thé thyc thi tu
mot moy tur xa thung qua Internet.

Giam thiéu t6i da xung dot giita coc version cia mot phan mém

Pem lai mot mui trudng cho phdp coc ngun ngit 1ap trdnh ca thé giao
ti€p voi nhau, tdch hop véi nhau

Chy y: chyng ta ciing can phdi phon biét giita hai thudt ngit: NET va nén .NET.
.NET bao gom 3 thanh phan co ban :

(@)

@)

Nén .NET: mét nén cho phdp phét trién céc vmg dung

Céc san pham .NET: bao gom tt ca coc san pham cia Microsoft dua
tron nén .NET.

Coc dich vu .7NE T: coc dich vu duoc cung cdrp boi Microsoft phuc vu cho
viéc phot trién coc ung dung chay tron nén .NET.

Nhie viy nén .NET chi la mét thanh phan ciia .NET.

Nén NET gdm hai thanh phéq chonh: Common language runtime ( CLR ) va
thu vién 16p nén .NET. Hai thanh phan nay s€ dugc tronh bay cu thé & nhiing phan

Sau.

3.3. Kién tric phan 16p nén NET

Hinh 1 biéu dién kién trac nén .NET. Mdi ngdn ngit thudc gia dinh .NET (
phién ban dau tién gom cac ngdn ngit : VC.NET, VB.NET, C#, sau d6 c6 thém VJ#)
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VBLHET Hanoged ( Per] Other NET
(++ Longuoges

Commen Longuoge Spedficotion (C15)

Weh Services

Windoes Forms
Wieh Forms

Data and XML

Base Closs Library H

Common Longuoge Runfime (CLR)

Hinh I Kién triic nén NET

déu duoc dich sang ngdn ngit trung gian Microsoft ( MSIL hay goi ngan 1a IL ) — ngén
ngir dua theo tiéu chudn ciia Common Language Specification ( CLS ). C6 3 loai tng
dung co ban la: cac ung dung Web, cac dich vu Web, cac ung dung Form trén
Windows. Nhirng tng dung nay st dung cac d6i twong, phuong thirc tir thu vién 16p
co s¢ va chay trong moi truong CLR.

3.4. Nhirng dic trung ciia nén .NET

Nhitng dic trung chu chdt caa nén NET chu yéu nssam trong CLR, thu vién 16p
co so va CLS.emchi xin trinh bay mét s6 dac trungemcho 1a dé nhan biét va nam
bat nht

3.4.1. Phat trién da ngon ngir

Trude day, van dé st dung da ngon ngir ( multilanguage ) hay giao thoa ngdn ngir lap
trinh ( cross — language ) da duoc dé cap nhiéu khi phat trlen cac ung dung. Da ngon
ngir co thé hiéu 1a viéc sir dung nhiu ngon ngit phat trién mot ing dung, moi ngon
ngit viét 1én mot phan tmg dung. Véi giai phap ndy, ngudi lap trinh ¢ thé sir dung mot
ngdn nglt ma minh quen thudc két hop sir dung lai nhiing doan ma duoc viét trén
nhirng ngdn ngit khac phu hop véi muc dich ciia mot phan chuong trinh nhit dinh dé
xay dung 1én mot ing dung hoan chinh. Mot phwong phap truyén théng dé thuc hién
giai phap nay la xay dung nén cac thu vién dong .dll. Phuong phap nay dugc ap dung
trong VS 6.0. M&i ngdn ngit déu c6 thé xay dung nén mot thu vién .dl1L.
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Mot ngon ngit khac s& sir dung file .dIl ¢6 nhu 1a mot phan thu vién cia
minh. Phuong phép thu hai 1a sir dung m6 hinh d6i tugng hudng thanh phan —
COM ( trong dé tai nay s€ khong trinh bay vé COM, ¢ dayemchi diém qua). Ca
hai phuong phap trén déu st dung ngdn ngir dinh nghia giao dién ( IDL ). Vo1
nén .NET, chung ta c6 thé thuc hién viéc phdi hop ngon ngir dé dang hon. Nén
NET cho phép ngon ngir nay c6 thé tich hop voi ngdn ngit khac bang viée sir
dung ngodn ngit trung gian 14 MSIL Tat ca cac ngdn ngit khi soan thao c6 thé
khac nhau, sau d6 dugc dich boi mot chuong trinh dich thich hop, chiung déu tro
thanh dang ngdn nglr trung gian, khac biét gitta cac ngdn ngt hoan toan bi xoa
bo. Ngon ngir trung gian s& duoc dua vao CLR dé thuc thi.

3.4.2. Chuwong trinh ng dung ddc 1ap véi hé diéu hanh va bd vi xir li

Ngon ngir trung gian IL la ngdn ngir doc 1ap voi bo vi xtr li, no 1a ngdn
ngir 6 cap cao hon ngén ngir may. Khi nao can thuc thi, IL s& dugc dich ra ngon
ngit may thich hop. Bat cr hé diéu hanh nao hd trg nén NET thi ung dung
NET s¢€ chay va khong gap kho khan gi. DPdi véi cac hé diéu hanh thudc ho
Windows tir Win 98 tré nén déu hd trg nén .NET. Thang 6 — 2001, khi mdi cho
ra doi .NET, Microsoft da thong bao réng ho da dat dugc thoa thuan phat trién
NET trén Unix, tuy nhién dén nay van chua c6 két qua chinh thirc. Thang 10 —
2001, Microsoft cho phép Ximian, ngudi da phat trién giao dién GNOME thong
dung trén Linux, phat trién mot chuong trinh dich C# va CLR trén Linux. Phién
ban dau tién co tén Mono c6 thé tim trén www.go-mono.net. Cong viéc hién
dang tién hanh & giai doan xay dung thu vién co so trén Linux.

3.4.3. Quan li by nhé tu dong

RO ri bo nhé ludn 1a van dé phic tap trong 1ap trinh khi ta khong quan 1y
ndi nhitg ving nhé di duoc cp phat. Trong Visual Basic, quan 1y bd nhé duoc
thue hién boi ki thuat dém s 1an truy cép. Trong C va C++, cach t6t nhat dé
quan 1y bo nhd 12 ty minh tra lai cho hé diéu hanh nhiing ving nhd khéng ding
nita. Trong .NET, c6 mot by phan 1a GC( Garbage Collection ) lam nhiém vu
thu héi lai ving nhé hiéu qua hon nhimng cach trén.

3.4.4. HOb trg phién ban

Nhirng 14p trinh vién da timg lap trinh véi thu vién dong DLL chic han déu biét
dén thuat ngt ‘DLL Hell’. DLL Hell c6 thé miéu ta nhu sau : ban dang st dung mot
chuong trinh (rng dung véi mot DLL phién ban i.0, sau d6 ban cai thém mdt ing dung
khac ciing str dung mot DLL gidng nhu vay véi phién ban 1.1. Khi d6 tng dung cix
lap tirc s& c6 van d¢, c6 thé khong chay. Khi ban thay thé DLL d6 véi DLL phu hop
v6i tng dung cii thi tng dung méi lai khong chay. Trong NET, cac thanh phan cua
d6i tuong ludn duge phan tach riéng 18, mot tng dung chi load nhitng thanh phan da
dugc xay dung, kiém tra chay thir véi ung dung d6. Sau khi mot ing dung da cai dat
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va chay thtr thanh cong thi n6 ludn chay. .NET thyc hién van dé& nay bang cach sir
dung thém thanh phan 13 assemblies. Nhirng thanh phan dugc dong géi lai trong mot
assembly. Assembly co chira thong tin vé phién ban, va CLR trong .NET s& sir dung
thong tin nay dé nap dung nhimng thanh phan phuc vu cho tng dung

3.4.5. Nhirng thanh phan ciia nén .NET

Nhu chiing ta dd xem & phan trudc, c6 nhiéu thanh phan trong nén .NET. Trong phan
nay chiing ta s& trinh bay cc thanh phan ndi bat vé tinh chit va vai tro ctia chung
trong ca hé thong

35. CLR

CLR c6 thé dugc coi nhu trai tim cua nén NET. CLR nam & cap cudi cung
trong so d6 phan cip ciia nén .NET, tryc tiép giao tiép v6i hé diéu hanh hay céc thiét
bi phan cimg. Vai tro cua no la nhan ma IL, dich chuyén sang ma may thich hop. Tu
IL tro xuong CLR gidng nhau cho moi ngdn ngir thudc dong .NET, diéu nay giai quyét
dugc van dé da ngon ngir trong mot rng dung

u
I
L

Common Type system

Security \_CLLLQIILQLIQI‘_‘

Class Memory Management

Loader Including
Garbage Collectio

-

Execution Support

mzZ2~=INn>»ZX=x
m o O 0O
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3.5.1. Ma quén li va ma khong quan li ( Managed/Unmanaged Code )

Nhitng ma dugc soan thao, dich nham muc dich duoc chay trong moi truong
CLR thi duoc goi 12 md md quan 1i ( managed code ). C6 thé hiéu don gian hon, ma
quan li 12 loai m3@ ma chuong trinh thyc thi ma d6 dugce quan li boi CLR va né duge
thira hudng moi dich vu ma CLR c6. Thong thuong, ma quan li 1a nhitng ma dugec tich
hop sin & trong cac thu vién 16p hay nhitng ma duoc dich béi mot chuong trinh dich
tuan theo chuan CLS tao ra ngdn ngit trung gian. Ma khong quan li (unmanaged code)
la nhitng ma khong dugc soan thao, dich trong moi truong .NET va khong nham muc
dich chay trong CLR tuy nhién CLR van nap nhitng mi ndy vao chay, né chi khong hd
trg cac dich vu cho loai ma nay. Dién hinh cho loai ma nay la cac thu vién DLL c¢6 tir
trude NET va thu vien Windows APIs, nhitng chuong trinh .NET st dung Windows
APIs c6 nghia 1a n6 da sir dung ma khong quan 1y.

3.5.2. Ngon ngir trung gian , hé théng kiéu thong thwong va CLS

Ngon ngir trung gian MSIL trong .NET, hé thong kiéu thong thuong va CLS 1a
3 yéu té gan lién véi nhau tao nén kha nang phdi hop da ngén ngit va doc 1ap vai moi
truong cua cac tng dung .NET.

Hé thong kiéu théng thudng ( common type system ) bao gdm cac kiéu dit liéu
ma cac ngdn ngit NET c6 thé st dung ciing nhu qui cach nguoi dung phai tuan theo
dé xay dung nén nhitng kiéu dir liéu cta nguoi dung. Céac kiéu dir liéu trong hé thng
kiéu théng thuong duoc chia thanh 2 loai :

1 Loai tham tri: nhiing kiéu tham tri truc tiép luu trir cac dir liéu, duoc cép
phat & ving nhé stack. Nhitng dir liéu kiéu nay thuong 1a kiéu dir licu
xdy dung sin nhu Int, long, boolean,.. hay kiéu struct do ngudi dung
dinh nghia.

1 Loai tham bién: kiéu tham bién lua giit dia chi chi t6i mot ving dit liéu,
chung dugc cip phat & ving nhd Heap. Nhitng dit liéu kiéu nay thuong
1a cac bién dbi tuong.

CLS ( common language specification) 1a mot tap hop cac dac diém ngoén ngir
ma tat ca cac ngon ngir lap trinh trén NET phai tuan theo, n6 ciing bao gém cac kiéu
dir lidu va cac qui cach trong h¢ thong kiéu thong thuong. Nhirng ngudi mubn phat

trién mot ngon ngit trén NET thi ciing phai dira theo CLS dé xiy dung chuong trinh
dich goi 1a chuong trinh dich CLS .

Ngon ngir trung gian IL dugc dich ra tir ma ngudn ctia mot ngdn ngir lap trinh
cap cao bang mot chuong trinh dich CLS, ngon ngir trung gian IL sau d6 dugc CLR
dich lai mt 1an nira ra m3 may dé thyc thi.

3.5.3. Thuw vién l6p co sé cia .NET

NET c6 mét thu vién dd so nhitng kiéu dit liéu co thé sir dung lai, dugc tich
hop chit ché vai CLR. Thu vién 16p nay hoan toan hudng doi tuong, cung cap nhiing
ki€u dir liéu ma chung ta c6 thé st dung rat nhiéu chirc nang tir 6. Nho st dung thu
vién 16p co s& chung ta ¢6 thé phat trién cac ki€u ing dung sau:
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Ung dung vao ra Console

Nhitng tng dung Windows véi giao dién db hoa
Nhitng rng dung ASP.NET

Dich vu Web

] Cac thu vién

[
[
[
[

Khi mudn 14p trinh trén Windows ching ta c6 thé st dung cac 16p Form,
Button, CheckBox, Text... dé phat trién cac giao dién d6 hoa. Khi mudn phat trién mot
ing dung Web, chung ta co thé sir dung cac 16p Web Forms. Tat ca cac ngdn ngit cua
NET déu st dung thu vién nay, diéu nay 1am cho viéc sir dung da ngén ngit ciing d&
dang hon.

3.5.4. Assembly va metadata

Néu chung ta muon trinh bay ki vé assembly va metadata thi can phai c6 mot dé
tai chuyén vé mang nay, trong gioi han dé tai nay,emchi xin trinh bay mang tinh khai
niém vé hai van dé trén. Assembly c6 thé hiéu nhu 13 mot goi ca mi chwong trinh, cac
thanh phan, cac tai nguyén. Mgt assembly bao gom thong tin metadata, ma chuong
trinh & dang IL, cac file tai nguyén vi du nhu céc file anh, &m nhac, cac thu vién thanh
phan.

Metadata 1a tap hop dit liéu & dang nhi phan dién ta cac thanh phan cua chuong
trinh. Metadata dugc luu trit ¢ file c6 thé thuc thi ( executable hay .exe , .dll) cung véi
ma IL cta chuong trinh. Metadata chira nhiing loai dir li¢u cu thé sau:

[1 Tén assembly
S6 hiéu phién ban
Culture : thong tin vé loai ngon ngit ma assembly h tro
Thong tin vé strong name

Danh séach tat ca cac file dugc dong goi

N N Iy O O

Thong tin vé tham chiéu kiéu dir liéu: CLR sir dung thong tin nay dé tim
ra nhitng file dinh nghi kiéu dir li¢u do.

1 Théng tin phuc vu cho tham chiéu dén cac assembly khac
CLR hoan toan dwa nhiing thong tin nay dé diéu khién ing dung. Assembly va

metadata dugc tao ra ngay khi ta bién dich ma ngudn

3.5.5. Chuwong trinh dich Just in time

Chuong trinh dich Just In Time 1a nam trong CLR, ¢6 nhiém vu chuyén ma IL
sang ma may thich hop. Trong .NET c6 3 loai chuong trinh dich JIT:

1 Pre-JIT: loai JIT nay dich ngay toan bd ma IL sang ma may khi né dugc
goi toi.

1 Econo-JIT: loai nay su dung cho cac h¢ théng han ché bd nhd, nd dich
ma IL sang ma may tung bit mot, nhirng ma may sau khi duogc dich va
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dua vao thuc thi nd con duoc dé & ving nhd dém, néu hét ving nhé dém
JIT s€ xo04 cac ma may nay.

'] Normal JIT: day la loai ngﬁm dinh, dich ma IL chi khi n6 dugc goi tdi,
ma may sau khi dich s€ dugc dua vao thyuc thi dong thot duge dat vao
trong bd nhd dém.

3.5.6. Quan li by nhé ( Garbage Collection )

Nhiing nguoi lap trinh thuong gap nhiéu khé khin khi giai quyét van dé cép
phat b6 nhd, ro ri bd nhd, cong viéc nay lam giam nang sut lap trinh. Dé giai quyét
van dé nay, NET dua ra hé thng thu gom bd nhé GC. Khi chuong trinh doi cdp phat
thém bd nhg, by phan cap phat by nh¢ trong phan quan 1li bd nhé trong CLR s€ thuc
hién, néu khong con di bd nhé no sé thong bao 13 khong con bd nhé dé cap phat. GC
bat chay, n6 gia dinh rang tat ca moi thir trong bo nhd déu c6 thé thu hoi. Sau dé, né
xem toan b bd nhd danh cho chuong trinh ing dung, xay dung nén mat dd thi dién ta
tat ca cac ving bd nhd duoc tham chiéu bai chwong trinh va tham chiéu 13n nhau. Sau
xay dung xong d6 thi, GC tién hanh thu gon bd nhd Heap bang cach di chuyén tat ca
cac vung nhé that sy dung vé vi tri méi bat dau tai mot ving nhd Heap con tréng. Cubi
cung no cdp nhat lai cac con tro trd dén céc vung bo nhé vira dugce di chuyén. Chung
ta co thé théy duong nhu GC thuc hién rit nhiéu viéc, tuy nhién n6 dugc thuc thuc
hién tu dong bang CLR, giam nhe di rat nhiéu céng viéc clia ngudi lap trinh.

3.5.7. Vong doi cia ma
Trong phan nay, emsé gidi thiéu vé trinh lam viéc ctia mot Gng dung .NET tir
khi soan thao ma nguon dén khi chay chuong trinh :

[ Bit dau tir viéc soan thao ma ngudn trén mot ngdn ngit .NET quen thudc
trén mdt hé soan thao van ban thong thuong.

) Dung mot chuong trinh dich NET dich ma nguén ra ma IL, dong thoi
xay dung assembly cho ing dung.

] Khi chuong trinh Gmg dung thuc thi, hé diéu hanh s& doc header cua
chuong trinh va dua CLR vao quén 1i chuong trinh, CLR doc cac thong
tin metadata, diéu khién Loader nap cac thu vién can thiét vao bo nhd.

Ham _CorExeMain dugc chén vao diém nhdp cua chuong trinh.

[] B6 phian Loader nhay vao diém nhdp chuong trinh va goi ham
_CorExeMain thyec thi.

Khi _CorExeMain thyc thi, né goi chuong trinh dich JIT ra thyc thi.

1 JIT dich ma IL sang ma may va dua vao thyc thi déng thoi duogc du trir &
bd nhd dém dé khi can khong phai dich lai.
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3.5. MO PHONG
3.5.1. Yéu ciu hé thong

- Tt ca hé diéu hanh Windows hd trg .NET Framework 2.0

H¢ diéu hanh A

trd 1én
CPU . Pentium 233-megahertz (MHz) tr¢ 1én.
RAM : 256MB tr¢ 1én.

Card man hinh

: Khong yéu cau.

Card am thanh

: Khong yéu cau.

.NET Framework

- Phién ban 2.0 tro 1én.

Internet

: Khuyén cdo nén dung dé trao doi khoa.

3.5.2. Giao dién chuwong trinh

3.5.2.1 Chir ky s6 RSA

i. Giao thire ky.
@ Chirky s& chéing chéi bd v3 (mg dung (=] @ |[=]
Chii ky s6 RSA | Uing dung chil ky s& chdng chi bo -
[, b=

Ky t€p | Kiémtra

Budc 2: Chontép chia

MEéu chua cd cap chil

Budc 1: Chon tép can ky

khoa bi mat.

ky : Click vao day dé tao cp khoa.

Budc 3 :THUC HIEN KY

2. Giao thirc kiém

Hinh 1: Giao dién ky tép ( Chit ky s6 RSA)

tra.
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@ Chil ky s8 chdng chdi bd va ing dung

Chil kj s6 RSA | Uing dung chil ky s& chéing ehi bo| -
(n} Ly
Ky tép | Kiémtra

Budc 1: Chon tép c&n kiém tra

Budc 2: Chontép chil ky (file.cks)

Budc 3: Chon khda céng khai.

Budc 4 :KIEM TRA CHU KY

Hinh 2: Giao dién kiém tra chir ky ( Chit k¥ s6 RSA)

3.5.2.2 Chir ky s6 chéng choi bé

1. Giao thire ky.

’ L - L | "
@ Chir ky 58 chéng chéi bd va (ng dung — -

Chilkj s6 RSA| Ung dung chil ky s6 chéng chéi bo |
Giao thilc ky | Giao thiic kiém tra | Giao thilc chi bd |
Tao chii ky

= 2 [

Ky
Budc 1: Nhap s6 nguyén ts lé q - x

: a P .

p= ;gg 286 101 467
q=

a=4

Budc 2: Chon 1<a<qg-1:

a= 101 Y=122
B= 449
K={p.a.a.B}={467.4.101.449}
s=rreNhan D000 dé thuc higén lait****

Nhap

W Te—— — s — — = T—

Hinh 3: Giao dién tao khoa va ky ( Chir ky s chong chdi bo)

2. Giao thire kiém tra
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@ Chif ky =8 chéng chéi bd va tng dung 5

Chil ky s6 RSA | Ung dung chil ky s& chéng chdi bo |
-Giao thiic ky | Giaa thic kiEmtra | Gizo thiic chéi bo

A(Bén kigm tra) B (Bén ky)
e1=33 C: 13
e2=397
c=13 a: 1 = .
d=9 d: 9
p: 449
Nhap dil ligu B1: A Sinh ng3u nhién el.e2.
X 286 Y- 129 B2 : A nhap di lidu X.Y.B.a. tinh C_
B3: A Gii c cho B, B nhip c.a.q tinh d_
B: 449 a: 4 B4: B gui d cho A. A tinh d theo cGng thic roi so sanh
vdi d B gdi. Néu 2 két qua nhu nhau chil ky ding.
| Tusinhel,e2 ||  TmhC ||  Tinhd
d:

Hinh 4: Giao dién kiém tra( Chir ky s6 chéng chéi bo)

3. Giao thirc choi bé

@ Chirky s6 chdng chéi bé va img dung (e ® =]
| Chil ky s6 RSA| Ung dung chii ky s& chéing chdi bé |
¥
| Giao thiic ky | Giao thiic kigm tra | Giao thilc chéibs |
A B
Mhip a: e1=45
101 £2=237
MNhap q: > C=305
Nhap c:
305 e
»>d=109 Nhap dii liéu
X 286 Y. 83
B: 449 a: 4
Nhap di liéu p: 467
| Tusih el.e2 ||  TinhC ||  Tinhd

Hinh 5: Giao dién giao thtrc chdi bo( Chir ky sb chong chdi bo)

KET LUAN

Ngay nay, cting v6i su phat trién ctia khoa hoc cong nghé hién dai va Cong nghé
thong tin, nganh mat md da c6 nhitng budc phat trién manh mé, dat duoc nhiéu két qua
1y thuyét sau sic va tao co s& cho viéc phat trién cc giai phap bao mat, an toan thong
tip trong moi linh vyc hoat dong cta con ngudi. Pac biét 1a nhimg vu diém cia chir ky
sO.
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Chir ky s6 duoc biét dén khi sy trao doi thong tin ngay cang pho bién trén cac mang
truyen thong ¢ noi ma chir ky tay khong thé phat huy tac dung. Nhung bén canh nhiing
vu diém cua chit ky s6 mang lai nd con boc 16 nhitng han ché nhét 1a ddi véi cac chir ky
tu xac thyc (RSA, Elgamal...), d6 1a kha nang bao v¢ chir ky, do an toan va xac thuc
chir ky...

Trong d6 4n ndy, em di di sau tim hiéu vé lugc d6 chit ky s chdng chdi bo va tng
dung.

Véi luge dd chir ky chéng chdi bo né da giai quyét duge yéu ciu cia chir ky sé do
1a kha nang bao v¢€ chir ky chong sy sao chép khong hop phap. Vi chir ky chong choi bo
chi c6 thé dugc kiém tra khi c6 su cOng tac cua nguoi ky thong qua giao thire hoi — dap.

Tuy nhién, v6i luoc dd nay lai c6 mot van dé nira 1a Qéu nguoi ky khong cong tac
trong viéc xac thuc chir ky thi chit ky s€ khong dugc ki€m tra hoac nguoi ky khong
thuc hién ding giao thirc khi ho mudn choi bo chir ky cia minh.

Luan van tap chung vao nghién ciru co so ly thuyét va xay dung chuong trinh vé
chir ky s6.Tuy con nhi€u diém céan phai nghién ciru va hoan thién nhung do thoi gian va
trinh d0 con han ché nén khong thé tranh khoi nhitng nhugce diém, rat mong duoc su
g0p y cua cac Thay, Co6 va cac ban.

Cubi ciing em xin cam on nha truong va cac théy co trong khoa CNTT truong DH
Déan Lap Hai Phong, dac biét la thay giao T.S Tran Ngoc Thai da tao diéu kién va tan
tinh gitip d& em hoan thanh d6 an nay.
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