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NHIEM VU PE TAI
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a. Mo ti tom tit dé tai
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sat hiéu suét may chu, dich vu mang tai Truong PH Quan 1y va Cong nghé Hai
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- Dé xuit cai tién dua trén két qua thu thap.
d. Cac yéu cau doi véi sinh vién
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- K¥ néang 12p trinh co ban (Python, Bash).

- Kha nang tu nghién ctru va lam viéc doc 1ap.



2. Cac tai liéu, s6 liéu can thiét
- Tai liéu chinh thtrc ciia Grafana: https://grafana.com.docs/

- Sach “Monitoring with Grafana” — Alan Hohn.

- Céac bai bao khoa hoc vé giam sat hé thong.

3. Pia diém thwc tap tot nghiép

- Truong Pai hoc Quan ly va Cong ngh¢ Hai Phong



CAN BQ HUONG DAN DPE TAI TOT NGHIEP

Ho va tén : P Vin Tuyén

Hoc ham, hoec vi : Thac sy

Co quan cong tac : Khoa Cong ngh¢ thong tin

Noi dung huéng din:

Téng quan vé giam sat mang va cac cong cu giam sat phd bién.

Tim hiéu vé Grafana.

Trién khai Grafana tai trudng Dai hoc Quan 1y va Cong nghé Hai Phong.
Panh gi4 hiéu qua cua Grafana.

D¢ xuat cac giai phap to1 vu hoa va nang cao hi¢u qua giam sat.

Pé tai tot nghiép duoc giao ngay 16 thang 08 nam 2025

Yéu cau phai hoan thanh xong trudc ngay 15 thang 11 nim 2025

Pa nhin nhiém vu PTTN Da giao nhiém vu PTTN
Sinh vién Giang vién huéng dan
Poan Qudc Anh ThS. P4 Vin Tuyén

Hai Phong, ngay thang  nam 2025
TRUONG KHOA



CONG HOA XA HOI CHU NGHIA VIET NAM
DPoc lap - Tu do - Hanh phuc

PHIEU NHAN XET CUA GIANG VIEN HUONG DAN TOT NGHIEP

Ho va tén giang vién: D6 Vin Tuyén

Pon vi cong tac: Khoa Cong nghé thong tin - Truong Pai hoc Quan Ly va Cong Nghé
Hai Phong. )

Ho va tén sinh vién : Poan Quéc Anh Nganh: Cong nghé Thong tin

Noi dung huéng din : Toan bo dé tai

1. Tinh than thai d) cia sinh vién trong qua trinh 1am dé tai tot nghiép

2. Panh gia chat lwong ciia 46 4n/khoéa luin (so v6i ndi dung yéu cau da dé

ratrong nhiém vu P.T.T.N, trén cac mit 1y luin, thue tién, tinh toan sé liéu...)

3. Y kién ciia giang vién hwéng din tot nghiép

DPuoc bao vé Khong dugc bao vé biém hudéng dan

Hai Phong, ngay .... thang .... nam 2025
Giang vién huéng din

(ky va ghi ré ho tén)



CONG HOA XA HOQI CHU NGHIA VIET NAM
Poc 1ap - Tu do - Hanh phiic

PHIEU NHAN XET CUA GIANG VIEN CHAM PHAN BIEN

Ho va tén GIANg VIEN:  ..eiiviiiniiiiiiiiiiiiiiieiiniiiniosetonetsssssnsconessnsosnsosasonnsons
Pon vi CONZ tAC:  iiiviiiiiiiiiiiiiiiiiiiitiiiiaietetssesentosassssssssssnssssssssssnssnnss
Ho va tén sinh vién: Poan Qudc Anh Nganh: Cong nghé Thong tin
Pé tai tot nghiép: Nghién ctru va tim hiéu va ing dung Uptime Kuma — cong cu
giam sat trang thai website va dich vu mang tai Truong DPai hoc Quan ly va Cong nghé
Hai Phong
1. Phan nhin xét ciia giang vién cham phén bién

3. Y kién cua gidang vién cham phan bién

Puoc bao vé Khong duoc bao vé Diém phan bi¢n
Hai Phong, ngay......thang ..... nam 2025

Giang vién cham phan bién

(ky va ghi ro ho tén)



LOI CAM ON
Trong qua trinh lam d6 4n vira qua duoc sy chi dan nhiét tinh cta thay ThS.
Do Vin Tuyén — Trudng Pai hoc Quan 1y va Cong nghé Hai Phong, em di hoan
thanh dd 4n ctia minh. Mic du em d3 cb ging véi su tan tim cta thay, nhung vi
thoi gian va kha ning nén do 4n ciia em van con khong tranh dugc nhimg diéu

thiéu sot.

Em xin chan thanh va bay to long biét on sau sic dén thay P4 Vian Tuyén vi da
tan tinh chi bao, huéng din va gianh thdi gian quy bau ctia minh cho em trong

thoi gian qua dé em co thé hoan thanh d6 an ctia minh dung thoi han.

Em xin cdm on tat cd thay co giao trong khoa Cong nghé¢ thong tin vi da truyén
dat cho em rat nhiéu cac kién thirc nén tang, chuyén nganh, chuyén mon va chuyén
sau cuc ki virng chac trong nhitng nam qua dé em c6 thé hoan thanh duoc d6 an

nay.

Em xin cam on Truong Pai hoc Quan ly va Cong nghé Hai Phong vi khong
ngimg hd tro va dao tao nhiing diéu kién tot nhat trong nhitng nam vira qua dé em

c6 thé hoc va thyuc hién tdt do an.

Em xin chan thanh cam on !



MUC LUC

LOI CAM ON
DANH MUC HINH ANH
DANH MUC BANG
MO DAU ...ttt 1
CHUONG 1: TONG QUAN VE GIAM SAT MANG VA HE THONG MAY
CHU oottt 4
1.1. Tim hiéu vé giam sat mang va hé thong may chil...........occoewveerreeueenenss 4
I.1.1. KBAINIEIM ceeiiiiiiiiiii e sesessssasnnnnnnes 4
1.1.2. Cac yéu td co ban trong giam SAt MaNg ............ooeveveeeeeeeeeereeeserenn. 4
1.1.3.  Chtic ning ctia hé thOng GIAM Sat........o.eoveueeeeeeeeeeeeeeeeeeeeereeeen. 5
1.1.4. DA6i trong va muc tHeu 1AM SAL ......o..veeeeeeeeeeeeeeeeee e 6
1.1.5. Tam quan trong clia @iAm SAt MANG .............oveveeveerveeereeeeeseeeeeneennns 7
1.1.6. Cac loai hinh gIAm Sat..........cccviieiiiiiieiieeee e 8
1.1.7. Uu diém va nhugc diém cta hé thong gidm sat..........oooeevvveereennane. 8
1.2. Céc cong cu giam sat mang va hé thong may chu pho bién..................... 9
1.3. S0 SANh CAC CONE CU..eeeieiiieeiiiieeiee ettt e et e e e e 13
CHUONG 2: TIM HIEU VE HE THONG GIAM SAT GRAFANA VA
PROMETHEUS ...ttt st e 14
2.1, G101 thi€u Grafana..........cccccoevvvvvviiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 14
2.2. Thong tin va tinh nang Grafana:...........ccccceeveiieniiiniieeiieciece e 15
2.3 G161 thi€u Prometheus..........ooovvviiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 15
2.4 Thong tin va tinh nang ctia Prometheus ...........cccceeveiiieeciieceiie e, 16
2.5 CAach thiic hoat AONE ........coviiiiiieiiieeiie e 17
2.6 Cach thirc hoat AONg tNg bUGC: ...ccevveeeiiieeiieeeee e 19
2.7 Céac phuong thirc giam sat trong hé thong (Grafana & Prometheus)..... 22
2.8 Uu diém va nhuoc diém ctia hé thdng giam Sat ..........coeveveeeeeeveeeereeeeans 23
2.8.1  UUGIEIMN ..ottt 23

2.8.2  NRUOQC GI€M ...ttt 24



2.9 So sanh Grafana v&i cac cong cu Khac.........oveeevieeiciiiiieeeeee, 26

CHUONG 3: TRIEN KHAI HE THONG GIAM SAT GRAFANA TAI NHA

TRUONG. w.coocitieiiciseese sttt sttt 29
3.1, MUC U AN KNI ..o 29
3.2. Dich vu gidm sat trong nha trrONg .......cceeveveeeriieiieeeieeeiee e 29
3.3. MO0 hinh trién Khai thire t€ ........oevvemereenereereireriineeneeeeeseeeseeeeseenees 30
3.4 Trién khai moi trudng VA Na tANg..........cvveevieeeeeeeeeeeeeee e 32
3.5 Cau hinh thu thAp i TBU......ov.eveeeeeceeeeeeeee e 34
3.6 Cau hinh tryc quan hoa trén Grafana..............cocooveveeeeeeveeeeeeeeeeeses 36

3.6.1. Két n6i Data Source: Thiét 1ap két ndi ti Prometheus...................... 36
3.6.2. Xay dung dashboard giam sat hi¢u nang server va giam sat dich vu
WEbSite (daSHDOATA tONE) . ..., 39
3.7 Thiét 12p hé thong CANN DAO.......o.veeeeeeeeeeeee e 43
3.7.1 Céu hinh kénh thong bao (Contact Point)............ceeueveeuveeeeeeeeeeeeeeene. 43
3.7.2 Thiét 1ap Quy tic canh bao (Alert RULES) ....c.ovovevveeeeeeeeeeeeeeeeane. 45
3.8 Kich ban Kiém thir VA K&t qUA ......vveeieeeeeeeeeee oo 47
3.8.1. Kich ban gia lap su c6 mat két ndi vdi website HPU va két qua ....... 47
3.8.2. Kich ban gia 1ap su ¢d CPU qua tai va K&t qUa .......oecveveeeeereereene. 50

Chuong 4: KET QUA PAT BUGC VA BANH GIA HIEU QUA CUA

GRAFANA ettt sttt ettt et st eane s 54
4.1. Két qua trién khai hé thong gIAM St ..........eveeeveeeeeeeeeeeeeeeeeeeeeeeene 54

4.1.1 Két qua thu dugc tir Prometheus .........o.c.vveeeeeeeeeeeeeeeeeeeeeeeeeeeen. 54
4.1.2. Két qua tir Grafana Dashboard ..............ccvveeeeeeereeeeeeeeeseeeeeereeeen. 55
4.1.3. Két qua vé hé thong canh bao (Alerting System)..........cocoeveeveeueeenee. 56
4.2. Dénh gia hiéu qua gidm sat bang Grafana.............cccccoevvevvvvevverernnn. 59
4.2.1 Tinh truc quan va d& qUAN SAt ...........cccoeueveeeeeeeeeeeeeeeeeeeee e, 59
422D0 chinh xac cua dli LU .....ooooevviiiiiiiiiii 59
4.2.3 Kha nang phat hién va phan ing voi SW ¢O........oveveeeeveeeeeeeeeeeeeenn. 59
4.2.4 Loi ich mang lai cho hé théng ............................................................. 59

4.3 Han ché cua h¢ thong @lam SAt ...........cccceeeviiiiiiieniiecie e 60



CHUONG 5: PE XUAT CAC GIAI PHAP TOI UU HOA VA NANG CAO

HIEU QUA GIAM SAT. ...t 61
5.1. Téi wu hoa hé théng Prometheus — Grafana...............cooeeeeeeeeeeeeeeeeecenns 61
5.1.1  TO1 Ut PrOMENCUS ..ot 61
5.1.2 TOL WU GIafana.........c.couveveeeeeeeeieeeeeeeeeeee e, 61

5.2 MO 1ONE h& thONG ZIAM SAL ... 61
5.2.1. B6 sung cac EXporter CAN thibt ...........ooeoeueveeeeeeeeeeeeeeeeeeeeeeeeeeeene 61
5.2.2. Giam sat nhiéu server (Multi-node Monitoring) ...............coceceeeeee.... 61
5.3. Tudong hoa cAnh DAO ........cooeiiiiiieeeeeeeee e 62
5.3.1. Tich hop thém kénh canh bAo...........cccocviiieciiiiiiiieeeeeeee, 62
5.3.2. CAnh BA0 NANE CAO ....evvveieiiieeeiiee et e 62
5.4. Nang cao do tin cAy va tinh 0n dinh ...........cocooeveviveeeieeeeeeeeeeeeeens 62
5.4.1. Prometheus HA (High Availability)........ccccccovieiiiieniiiiiiieeeeee, 62
5.4.2. TOi wu ha tAng PhAN CUHNE ......veveeeeeeeeeeeeee e 62
5.4.3. Tang cudng bA0 MAL........cccueiiiiuiiieeiiieeciie e e 63
5.5. Huéng phat trién trong twong 1ai ...........ccoveeveeeeeeeeeeeeeeeeeeee e 63
KET LUAN <.ttt 64
TATI LIEU THAM KHAO ... 66



DANH MUC HINH ANH

Hinh 1. Phan mém giam sat mang Grafana ..............coooeeeoeeeeeeeeeeeevseeeeeenenenn. 10
Hinh 2. Phan mém giam sat mang ZabbiX ..............ccceververveeeeereereeesrsrseseneenens. 10
Hinh 3. Phin mém gidm sat mang Naios ...........cceueeeeeeeeremreeeeeeeeeeeereeseeeeeneenn. 11
Hinh 4. Phan mém giam sat mang PRTG NetwWork ............cocoovevveeeveeverreeerenene. 12
Hinh 5. Phan mém giam sat mang Grafana ..............coooeeeeeeeeeeeeeeeeveeeeeeenenenn. 14
Hinh 6. Phan mém thu thap va luu trit dir liéu Prometheus..............cevveveeunne..... 16
Hinh 7. Cach thirc hoat dONg..........ccoevviiieiiiiiiieeee e 18
Hinh 8. Quy trinh cai dat va cu hinh hé théng giam sat Grafana va Prometheus

............................................................................................................................. 22
Hinh 9: M6 hinh trién Khai thure t&.........oovoveeeeeeeeeeeeeeeeeeeeee e, 31
Hinh 10: Trang thai Docker Engine (da dugc active).......cceccvveeecieeeeiieeernienee, 32
Hinh 11: Phién ban ctia docker va docker compose ..........cocevvveeciieeecciiieecnienne, 33
Hinh 12: Hinh anh cac container dang hoat 0ng..........c.ccceeevvveeeiiiiccieeeciiee, 33
Hinh 13: Cau hinh Prometheus SerVer............oooveeieeeeeeeeeeeeeeeeeeeeeseeseeneeens. 35
Hinh 14: Cau hinh muc tiéu GIAM SAL.........c.ooueveeeeeeeeeeeeeeeeeeee e, 35
Hinh 15: Giao di¢n Prometheus Target Health .............cccoevviiiniiiiiniii, 36
Hinh 16: Giao dién dang nhap Grafana..........c.ccccceeeviiiiiiiniiiiiiecieceeeee 37
Hinh 17: Giao dién chinh Grafana ..............ccccccoooeiiiiiiiiiiii e, 37
Hinh 18: Thé&m Data SOUICE........ccueieeiiiieeiie et 38
Hinh 19: CAU hinh URL ..ot 38
Hinh 20: Nguon dit liéu dang hoat GONg..........oveeeeeeeeereeeeeeeeeeeeeeeeeeeeeeeeneene. 39
Hinh 21: Panel CPU USAZE (90) ..veevvveeruiiiriieeiieeiie ettt sevee e 40
Hinh 22: Panel RAM USAZE (90)...cuveeriiiiiieeiieeiie e eeieeereeeieeesvee e esevee e 41
Hinh 23: Panel Network Traffic.......cccoeeeoiiiiciieeee e 42
Hinh 24: Panel Website UPtime .........ccceeveuiiieiciiieeciiee et 42
Hinh 25: DashbBOArd tONE ...........cvevveeeieeeeeeeeeeeeee oo, 43
Hinh 26: Noi chua Webhook URL cua kénh Discord.........c.cocveviiiiiieniinnnnnn. 44
Hinh 27: Xé4c nhan két ndi t6i Discord Webhook di dugc thiét 1ap thanh cong 44
Hinh 28: Thiét 1ap canh bao Website Down thanh cong.............cccoeeevveeeeeunenne.. 45

Hinh 29: Thiét 1ap canh bdo CPU qué tai thanh cOng..........covvevevveeeveeeeeeeenanne. 46



Hinh 30:
Hinh 31:
Hinh 32:
Hinh 33:

Hinh 34:
Hinh 35:
Hinh 36:
Hinh 37:
Hinh 38:

--------------

Hinh 39:
Hinh 40:

Hinh 41:
Hinh 42:
Hinh 43:

Dashboard chuyén trang thai sang DOWN mau do...........cvveeeeunan.. 48
Kénh Discord nhan tin nhin FIRING (WEBSITE_ HPU DOWN) .... 48

Trang thai trén Dashboard chuyén vé UP mau xanh...............cc.co........ 49
Kénh Discord nhan tin nhin RESOLVED (WEBSITE_HPU DOWN)

............................................................................................................... 50
Biéu d6 CPU Usage VUGt MUIC 90% ......eveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeenn. 51
Kénh Discord nhan tin nhin FIRING (CPU_OVERLOAD) .............. 51
Biéu d6 CPU Usage giam dan dudi mac 90%..........ccoveveeeeeeeeeeeeeenns 53
Kénh Discord nhan tin nhan RESOLVED (CPU OVERLOAD......... 53
Chirng minh Prometheus san sang truc quan hoa dit liéu trén Grafana.

............................................................................................................... 54
Chtng minh Dashboard giam sat tong thé hoat dong 6n dinh ............ 55

Chutng minh Dashboard phat hién va canh bao sy ¢ Website DOWN

Chting minh tin nhan canh bao FIRING dugc giri vé kénh Discord... 57
Chiing minh Dashboard khoi phuc tré lai Website UP....................... 58
Chung minh tin nhan RESOLVED duoc gui vé Discord.................... 58



DANH MUC BANG

Bang 1 CAc 1Y dO CAN IAIM SAL ... 7
Bang 2. S0 SANh CAC CONZ CU..eoouvvieiiieiiiecieeeee ettt e 13
Béang 3: Cac phuong thirc @IAm St ..........ccceeveviieiiiieiii et 23
Béang 4: So sanh Grafana v&i cac cOng cu Khac........coooeveeeiiiiciiiiiiicieccieeee 27

Bang 5: Két qua giam sat tr GIafana ...............o.ooveeveeeeeeeeeeeeeeeeeeeeeeeeee oo, 56



MO DAU

1. Ly do chon dé tai

Trong bbi canh cong nghé thong tin ngay cang phat trién, viéc dam bao hé
théng mang va cac dich vu truc tuyén hoat dong on dinh, lién tyc 13 mot yéu ciu
quan trong ddi voi cac td chure, dic biét 1a cac co s& giao duc. Viéc giam sat trang
thai hé thong gitip phat hién sy cb kip thoi, giam thiéu rai ro va nang cao chét

lugng van hanh.

Tai truong Dai hoc Quén 1y va Cong nghé Hai Phong, hé théng Website va
dich vu mang déng vai trd quan trong trong quan 1y, giang day va ho tro sinh vién.
Tuy nhién, cong tdc gidm sat hién tai chu yéu dung & viée kiém tra trang thai

UP/DOWN v con thiéu kha nang phan tich hiéu nang chuyén sau theo thoi gian.

Grafana va Prometheus 1a bd doi cong cu ma nguén mé, ndi bat véi kha
ning thu thap dit liéu chudi thoi gian (Time-series data) va truc quan hoéa manh
m&. Viéc tmg dung hé thong nay gitip nang cap cong tac giam sat 1én mot tam cao
moi: tor gidm sat trang thai sang giam sat hi¢u nang thuc té (CPU, RAM, Network
Latency).

Vi vy, em chon dé tai “Nghién ciru tim hiéu va irng dung Grafana— céong
cu giam sat mdy chu va dich vu mang tai trwong DH Qudn ly va Cong ngh¢é
Hii Phong” nham tim hiéu, trién khai thir nghiém va xay dung mot Dashboard

giam sat toan dién cho nha truong.

2. Hién trang h¢ thong giam sat tai nha truong
Tai Truong Pai hoc Quéan 1y va Cong nghé Hai Phong, hé théng CNTT
dang ngay cang dugc md rong véi cac dich vu nhu website truong, hé thong dao
tao truc tuyén, may chu nd1 bg, email, va cac dich vu khac phuc vu gidng vién,

sinh vién va can bo.



Tuy nhién, coéng tac giam sat cac hé thong ndy hién nay chu yéu dua vao
kiém tra thi cong hodc cac phuwong phap don gian, chua co cong cu chuyén biét
hd tro thu thip cac chi sb hiéu ning (Performance Metrics) nhu CPU, RAM, 1/0
ctia may chu theo thoi gian thuc. Diéu nay dan dén viéc cham tré trong phat hién
su ¢d, thiéu dir liéu lich st dé phan tich nguyén nhan géc ré, gdy 4nh hudng dén

hoat dong cuia nha truong va trai nghi¢ém nguoi dung.
3. Nhu céu thyec té

Tur thyuc trang trén, nha trudng rat can mot giai phap giam sat hé thong

chuyén nghi¢p, c6 kha nang:

- Giam sat hiéu ndng chuyén sau (CPU, RAM, Disk, Network) theo dit li¢u
chudi thoi gian.

- Truc quan hoa Dashboard linh hoat (Grafana) va c6 kha ning tiy bién cao.

- Canh bao tu dong, chinh xac dva trén cac ngudng hi¢u nang va c6 kha nang
tich hop lén da kénh nhu Telegram, Discord, Email...

- Khoéng yéu cau chi phi ban quyén, d¢ trién khai va bao tri.

Bo d6i Grafana va Prometheus dap tng day du cac yéu cau trén, véi uu
diém nodi bat 1a cung cap kha ning truy van phtrc tap bang ngdén ngit PromQL,

gitip chuyén doi dir liéu tho thanh cac chi s c6 y nghia va truc quan.
4. Muc tiéu dé tai

Dé tai “Nghién ciru tim hiéu va iing dung Grafana— cong cu gidm sat mdy
chu va dich vu mang tai truong DH Quan ly va Cong nghé Hai Phong” hudng

dén cac muc tiéu cu thé sau:

- Nghién clru tong quan vé céc cong cu giam sat may chu va dich vu mang
hién nay, dac biét 1a Grafana.
- Tim hiéu nguyén 1y hoat dong, cac tinh ndng nd1 bat va cach trién khai

Grafana.



- Thuc hién trién khai hé théng Grafana va Prometheus trong moi trudng
mang thyc té cia nha trudng.

- Xay dung Dashboard hoan chinh gébm 6 muc giam sat: CPU, RAM, Disk,
Network, Website Uptime va Website Latency.

- Panh gia tinh tryc quan ctia Dashboard va hiéu qua ctia hé thdng trong viéc
thu thap dir liéu va canh béo sy cb.

- D& xuét cac giai phap cai tién va ung dung mo rong sau khi thir nghiém
thanh cong.

5. D6i twong va pham vi nghién ciru

Pbi tuong nghién ctiru: Cong cu giam sat Grafana va hé thong may chu,

dich vu mang tai truong Pai hoc Quan 1y va Cong ngh¢ Hai Phong.

Pham vi nghién ctru: Tap trung vao cai dit, ciu hinh va xay dung dashboard
giam sat hi¢u ndng cho mdt may chu va dich vu website cu thé tai truong (vi du:

website chinh thirc cua nha truong).
6. Phuong phap nghién ciru

Tim hiéu tai liéu: Nghién ctru tai lidu chinh thirc va cac bai viét lién quan dén
Grafana.

Thyuc nghiém: Cai dat va trién khai Hé théng Grafana/Prometheus trén moi
truong mang thuc té. Phuong phép trién khai dugc wu tién 1a sir dung Docker
Container trén mot may chu ao (VPS) dé dam bao tinh co 1ap, linh hoat va dé dang
tai tao moi truong.

Phan tich va danh gia: Theo doi két qua hoat dong, phan tich dit liéu chudi thoi

gian dé danh gia hiéu qua cta dashboard trong viéc phat hién va xir 1y su cd.



CHUONG 1: TONG QUAN VE GIAM SAT MANG
VA HE THONG MAY CHU
1.1. Tim hiéu vé giam sat mang va hé thong may chi

1.1.1. Khai niém

- Giam sat mang (Network Monitoring) 1a qua trinh theo doi, thu thap va
phan tich dir liéu vé tinh trang hoat dong cuia cac thanh phan trong hé théng mang
va may chu. Thong qua viéc giam sat, ngudi quan tri c6 thé nam bat dugc hiéu
nang, do on dinh, kha nang dap tng va phat hién som cac sy ¢ tiém an dé dua ra
bién phap xur 1y kip thoi.

- Hoat dong gidm sat mang thuong bao gdm viéc theo doi tai nguyén hé thong
(CPU, RAM, dung luong dia, bang théng mang), trang thai thiét bi (Router,
Switch, Server), cling nhu tinh trang ctia cac dich vu mang (Web, Email, Database,
).

- Viéc nay gitp dam bao hé thong ludn hoat dong on dinh, han ché téi da thoi
gian gian doan va nang cao chét luong dich vu.

- Hé thong giam sat mang thuong dugc xay dung dua trén cac cong nghé thu
thap dit liéu ty dong, luu trir va hién thi thong tin dudi dang biéu dd, bao cdo, hodc
canh bao thoi gian thuc. Nho d6, ngudi quan tri dé dang theo ddi va danh gia toan
bo hiéu suit cta ha t?mg CNTT trong doanh nghiép hoac t chre.

1.1.2. Cac yéu to co ban trong giam siat mang

- Pé trién khai mot hé thong giam sat hidu qua, bao gdm ca may chi va dich
vu mang, can xac dinh 1 cac yéu td cbt 16i mang tinh nén tang, duoc phan thanh
ba nhom chinh:

a. Doi twong giam sat:
- Pay la viéc x4c dinh pham vi can theo ddi, bao gom:
e H¢ théng may chu: Giam sat tai nguyén cbt 161 (CPU, RAM, Disk
I/O).



e Thiét bj mang: Giam sat router, switch va chat luong dudng truyén
(bang thong, do tré).

e Dich vuung dung: Giam sat trang thai hoat dong (Uptime), hi¢u suit
va ty 18 16i ctia cac tmg dung ndi bo.

b. Cong cu va giai phap hé tro:
- La cac phuong tién k¥ thuat dung dé thue hién viéc giam sat, duoc chia
thanh hai loai:
e Phin mém thuong mai: Céc giai phap c6 ban quyén, cung cip sy hd
trg chuyén nghi¢p nhu SolarWinds, ManageEngine OpManager ...
e Phin mém mi ngudn md: Céac cong cu linh hoat, tiét kiém chi phi
(Grafana, Uptime Kuma, ...) phu hop cho viéc tiy chinh theo cdu
truc mang dac thu.
c¢. Yéu té con nguwoi va quy trinh van hanh:
- Cong nghé can duoc van hanh béi quy trinh 18 rang. Yéu td nay bao
gbm:
e Con nguoi: Doi ngii quan trj hé théng can co kién thic dé phan tich
dir li€u va phan ung véi canh bao.
e Quy trinh: Thiét 13p quy trinh van hanh tiéu chuan cho viéc xir Iy sur
¢d, dam béao sy nhat quan va kip thot khi hé¢ théng ¢ van deé.
1.1.3. Chirc niing ciia hé thong giam sat
- H¢ théng giam sat hién dai can thuc hién chudi cac chic nang k¥ thuat
nham dam bao quy trinh quan 1y hiéu suét va su cb dién ra lién tuc, tu dong. Cac
churc ning cot 16i bao gom:

e Thu thap va lwu trir dir liéu: Chic ning nén tang 1a thu thap céac
chi s6 hiéu sut (metrics), dir liéu nhat ky (logs) va luu trit chung
trong Co s& dit liéu chudi thoi gian (time-series database). Viéc nay
dam bao dir liéu dugc ghi nhan lién tuc, chinh xac theo thoi gian

thuc, 14 co s& cho cac phan tich tiép theo.



e Truc quan héa: Chuc ning thiét yéu gitp chuyén d6i dit liéu tho
thanh cac biéu dd, dd thi truc quan (dashboard). Chirc nang nay gitip
nguoi quan tri d& dang nam bat tinh trang hé théng, phat hién xu
huéng bat thuong, va danh gia hiéu suat cia may chu va dich vu
mang chi qua giao dién hién thi.

e Canh bao: Co ché tu dong hoa viéc phat hién su cd. Hé théng s€
kiém tra céc chi sd so véi ngudng da thiét 1ap va tu dong kich hoat,
gt thong bao dén d6i ngii k§ thuat khi ngudng bi vi pham, dam bao
thoi gian phan Gng nhanh nhat.

e Phan tich va bao cdo: Su dung dir li€u lich su da luu tri dé thuc
hién phan tich nguyén nhan goc ré sau sy c6. Chirc ning nay con hd
trg tao cac bao cao dinh ky vé mure do s dung tai nguyén va tinh kha
dung cua dich vu, phuc vu cho viéc 1ap ké hoach nang cép.

1.1.4. P6i twong va muc tiéu giam sat

- Trong bdi canh ha ting cong nghé thong tin ngay cang phuc tap, viéc trién
khai mot hé théng giam sat hiéu qua 1a diéu kién can thiét d¢ dam bao tinh lién
tuc va chat luong dich vu. Bude dau tién va quan trong nhat trong quy trinh nay
1a xac dinh rd d6i twong giam sat va muc tiéu giam sat.

- Doi tugng gidm sat can bao tram toan bd cac 16p cia hé thong, tir phan
cung vat 1y, may chu, thiét bi mang cho dén cac dich vu ung dung cung cép cho
nguoi dung. Viée xac dinh muc tiéu sé& gitip dinh hudng chién lugc thu thap di
liéu, dam bao dit liéu giam sat thu thap duoc 1a thiét yéu cho cong tic quan Iy va

ra quyét dinh.



Can giam sat gi (P6i twong

giam sat)

Tai sao (muc tiéu giam sat)

Tinh kha dung ciia ha ting
(Router, Switch, Server, ...)

DPam bao cac thanh phan chu chét ludn trong
trang thai hoat dong va co thé truy cap duoc,

ngan chan su gian doan nghiém trong.

Tai nguyén Hé thong (CPU,
RAM, Disk 1/0, ...)

Phét hién diém nghén dé can thiép tai nguyén kip

thoi, duy tri hiéu suat xtr Iy on dinh.

Hiéu suét dich vu (toc do
phan hoi, ty 1€ 16i)

DPam bao chit luong trai nghiém ngudi dung doi

vOi cac ing dung nghiép vu chinh.

Dir li€u logs va luu lwgng
Mang

Cung cép thong tin chi tiét dé phan tich nguyén

nhan xdy ra sy co.

An toan va bao mat

Phat hi¢n xam nhap, tan cong mang (nhu DDoS)
hoic cac hanh vi dang ngd dé bao vé dir liéu va

dam bao tinh toan ven cua hé¢ thong.

Bing 1 Cac Iy do can giam sat

- Khi mot hé thong duoc trién khai va dua vao van hanh, dir liéu giam sat thu

thap duogc 14 tai san quy gia. Viéc phat hién nhanh chong cac bat thuong lién quan
dén thiét bi, dich vu hay tai nguyén hé thong... thong qua cac canh bao ty dong s&
gitip doi ngil k¥ thuat c6 giai phap sta chita, thay thé hodc phan tng kip thoi. Tir
do, dam bao hé théng luén 6n dinh, thong sudt va nang cao hi€¢u qua van hanh
téng thé toan bo hé théng.
1.1.5. TAm quan trong ciia giAm sat mang

- Tam quan trong cia giam sat hé thong mang va mdy chu vuot ra ngoai
khuon khé khic phuc su ¢d; n6 1a mot yéu t6 chién lugc dam béo tinh lién tuc va
hiéu qua hoat dong ciia bat ky to chirc ndo. Trong moi truong cong nghé thong tin
hi¢én dai, noi sy gidn doan dich vu c6 thé gay ra nhiing hau qua nghi€ém trong,
giam sat chi dong da tro thanh mot yéu cau bat budc.

- Viéc giam sat hé thong mang va may chu mang lai 1oi ich chién lugc va van

hanh, bao gom:



1.1.6.

Chuyén d6i tir phan ng sang chii dong: Gitp doi ngil van hanh phat
hién cac xu huéng suy giam hiéu suét va cac dau hiéu bat thuong
(anomalies) dé can thiép kip thoi, trude khi 161 hé thong xay ra.

Ting cwdng tinh lién tuc va dd tin ciy: Giam thiéu dang ké thoi gian
ngimg hoat dong, dam bao cac dich vu thiét yéu ludn sén sang.

T6i wu héa tai nguyén va chi phi: Cung céap dit liéu chinh x4c vé mirc
d6 sir dung tai nguyén, hd tro viéc 1ap ké hoach ning luc va ra quyét
dinh dau tu nang cip hé théng mot cach hiéu qua.

H® tro phan tich va ra quyét dinh: Dt lidu lich st 14 co s¢ viing chic
dé phan tich nguyén nhan xay ra xu c6 va cai thién hiéu suét lau dai.
Pam bdo an ninh va bao mat: Giam sat luu lugng va cac su kién logs

dé phat hién sém cac hanh vi truy cip hodc tin cong mang dang ngo.

Cac loai hinh giam sat

Giam sat Chu dong (Active Monitoring): 12 phuong phap ma hé thong giam

sat chi dong gui truy van hodc tao giao tiép téi dbi twong can theo doi dé kiém

tra trang thai va hiéu suat.

- Giam sat Thu dong (Passive Monitoring): 1a phuong phap ma hé thong

giam sat l'fmg nghe va nhan dit liéu dugc g ty dong tur chinh céc doi tuong dugc

theo doi, ma khong can tao ra truy van.

1.1.7. Uu diém va nhwoc diém ciia hé thong giam sat

- Hé thong giam sat 1a cong cu khong thé thiéu, tuy nhién, viéc trién khai nd

luén di kém véi nhimg danh doi vé tai nguyén va ky thuat:

Uu diém:

e Ting tinh 6n dinh va thoi gian hoat dong: Phat hién sém cac du hiéu
suy giam hiéu suat va sy ¢, gitip giam thiéu dang ké thoi gian ngimg
hoat dong.

e HO tro ra quyét dinh: Cung cép dir liéu lich sir va thoi gian thyc dé
phan tich hiéu suat, xac dinh nat thit can thao g0 va hé tro viée 1ap

ké hoach nang cap.



e Minh bach hoa hoat dong: Truc quan hoéa trang thai hé théng thong
qua cac dashboard, gitip quan tri vién dé dang theo ddi va bao co.
e (a1 thién bao mat: Phat hién céac luu lugng truy cap hodc hoat dong
dang ngo.
% Nhuoe diém:

e Ténkém tai nguyén: Yéu cau tai nguyén may chi (CPU, RAM, Disk,
...) dang ké dé thu thap, luu trir va xtr 1y luong 10n dit liéu chudi thoi
gian (time-series data).

e Do phiic tap trong cau hinh: Viéc thiét 1ap cac cong cy, tich hop nhiéu
ngudn dir liéu va cAu hinh ngudng canh béo chinh xac doi hoi ky
nang ky thuat cao.

e Chi phi béo tri: Hé thong giam sat can dugc bao tri va diéu chinh lién
tuc dé phu hop voi su thay d6i va mo rong cta ha tang.

1.2. Cac cong cu giam sat mang va hé thong may chii pho bién
- Co rat nhiéu giai phap giam sat mang trén thi truong:
< Phan mém giam sit mang Grafana

e Grafana 13 mot nén tang ma ngudn mé hang dau dugc thiét ké
chuyén biét cho viéc truc quan hoa, phan tich va canh bao trén dir
liéu chudi thoi gian (time-series data). Grafana dong vai tro 1a giao
dién hién thi thong minh, khong tu thu thap di liéu ma két ndi va
hop nhit dit liu tir nhidu ngudn khac nhau nhu Prometheus,
InfluxDB, ...

e N6 cho phép ngudi dung xiy dung cac dashboard tryc quan va thiét

1ap h¢ théng canh bao manh mé dé giam sat toan dién h¢ théng.
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m Grafana

Hinh 1. Phin mém giam siat mang Grafana

Phin mém giam sat mang Zabbix
Zabbix 12 mot cong cu ma ngudn mé ndi tiéng giai quyét cho ta cac
van dé vé giam sat—1a phadn mém st dung cac tham sé ctia mot mang,
tinh trang va tinh toan ven cta Server ciing nhu céc thiét bi mang.
Zabbix sir dung mot co ché thong bao linh hoat va kha niang tuy bién
cao cho phép ngudi ding cau hinh email hodc sms dé canh bao dya
trén sy kién duoc ta thiét 1ap san. Ngoai ra Zabbix cung cép bao cao
va dir liéu chinh x4ac dua trén co sé dir liéu.
Diéu nay khién cho Zabbix trd nén 1y tudng hon, thich hop phuc vu
cho hé thong mang tdm trung va 16n ctia cac doanh nghiép hién tai
v6i mirc chi phi dau tu vira phai.
Tat ca bao céo, théng ké ciing nhu cdu hinh thong s ctia Zabbix co

thé dé dang truy cép qua giao dién web tinh té dep mat.

Aopllancas Servars Virtual Web/Java Hardware -
L Infrastructures applications & Environment sou
" = 3 N B A

: Performance

View l g Graphs
Configure L ~ \‘ Sra? Alerts
Manage L_—- Y 4 Maps

IT Admins

Hinh 2. Phin mém giam sat mang Zabbix
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Phin mém giam sat mang Nagios
Nagios 12 mot ing dung phan mém ma nguén mé va mién phi danh
cho cac hé théng may tinh. N6 dugc sir dung dé giam sat hé thong,
mang va co s ha ting.
Ung dung phan mém nay duoc viét bang ngdn ngit C, chi yéu duogc
thiét ké dé chay trén hé diéu hanh Linux. Tuy nhién nd ciing c6 thé
chay v6i hé diéu hanh Unix va Windows.
Nagios duoc str dung dé giam sat lién tuc cac hé théng, tng dung,
dich vu va quy trinh kinh doanh, ... Trong trudng hop xay ra su cd,
Nagios c6 thé thong bao cho nhan vién k¥ thuat vé su ¢d, cho phép
ho bét dau cac quy trinh khic phuc trude khi su ¢ ngimg hoat dong
anh hudng dén quy trinh kinh doanh, ngudi dung cudi hodc khach
hang.

Hinh 3. Phin mém giam sat mang Nagios

Phin mém gidm sat mang PRTG Network

e Mot cong cu giam sat mang noi tiéng va dugc ua thich rong rai nhu

vy 1a PRTG. PRTG duoc dinh nghia 13 “Trinh biéu thi d6 thi luu
lugng bo dinh tuyén Paessler”.
N6 12 mot phan mém giam sat mang khong cé tac nhan (agentless
network monitoring software) - Agentless 13 giai phap khong yéu cau
cai dat Agent, phan tich mang dua trén gidm sat package, dugc st

dung dé giam sat tinh san sang cia mang va hi¢u suat.
11



e PRTG ciing thu thap s6 liéu thong ké tir cac mdy chii nhu bo chuyén
mach, by dinh tuyén va may chu. Phan mém giam sat dé stir dung va
c6 giao dién dd hoa truc quan. PRTG Network Monitor theo doi hiéu
suit mang, thong lugng, bing thong va cac yéu td khac.

S oo ) O D 7 O 2

All Servers Overview Nuremberg Munich

Core Health (Nbg)

ath 100 %

e 5d20h26m

26m58s

0%

Hinh 4. Phin mém giam sat mang PRTG Network
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So sanh cac cong cu

Cong cu

Grafana

Zabbix

Nagios

PRTG
Network

Uu diém

Giao di¢n truc quan tuy¢t voi, kha
nang tuy chinh dashboard cao, két
nbi da dang véi hau hét cac nguon
dir liéu (Prometheus, Zabbix, SQL,
v.v.), manh mé& vé canh bao.

Manh mé, hd tro giam sat chi tiét
toan bd hé thong (all-in-one), ¢
san co ché thu thap va luu trir.

Ho trg giam sat toan dién, 1a nén
tang ma nguoén mo lau doi, dang tin
cay.

Chuyén giam sat ha tang, hién thi
biéu do tryc quan, dé cai dit cho

moi truong Windows.

Nhuoc diém
Khong tu thu thap/luu trir dit ligu,
yéu cau phai tich hop véi cac hé

théng backend khac dé hoat dong.

Kho cau hinh, giao dién phtc tap
hon so v&i1 Grafana, doi hoi tai
nguyén 16n khi hé théng mé rong.
Giao dién cil, cau hinh phirc tap
qua file vin ban, cAn nhiéu tai
nguyeén.

C6 gidi han vé s luong "cam
bién" (sensors) trong phién ban

mién phi, chi phi cao khi m& rong.

Béang 2. So sanh cac cong cu

So sanh nhanh:

- QGrafana: Truc quan hoa dir liéu hang dau, tich hop linh hoat v41 moi nguén

dir liéu (Data Source Agnostic), phtl hop nhét cho vai tro hién thi Dashboard va

canh bao.

- Nagios, Zabbix: Manh m&, phu hop giam sat toan bo hé thong (All-in-one),

tich hop kha nang thu thap va luu triv dir li¢u.

- PRTG: Giao dién tryc quan, tip trung vao giam sat hiéu suat mang va thiét

bi ha tﬁng.

13



CHUONG 2: TIM HIEU VE HE THONG GIAM
SAT GRAFANA VA PROMETHEUS

2.1. Gioéi thiéu Grafana

- Grafana 1 mot nén tang ma ngudn mo (Open-Source) hang dau, dugc thiét
ké chuyén biét cho viéc truc quan hda, phan tich va tuong tac véi dir liéu chudi
thoi gian (time-series data). Puoc phat trién va duy tri boi Grafana Labs, cong cu
nay da nhanh chéng tré thanh tiéu chuan cong nghiép cho viéc xay dung cic
Dashboard, gitip ngudi quan tri hé théng dé dang theo dbi hiéu suét va tinh trang
stc khoe cua toan bd ha tﬁng.

- Ban chat ciia Grafana 1a mot giao dién nguoi dung (User Interface - UI)
thong minh, hoat dong doc 1ap véi ngu@)n dir liéu. Piéu nay déng nghia vdi viée
Grafana khong tu thu thap hay luu trit dir liéu; thay vao do, no két ndi véi cac
nguon dir liéu bén ngoai (data source) thong qua cac API chuyén biét.

- Vai trd chinh cta Grafana 13 thong nhat dir liéu tir nhiéu ngudn khac nhau
(nhu Prometheus, Zabbix, SQL, v.v.) va chuyén d6i ching thanh cac biéu dd, d6

thi sinh dong, phuc vu cho cong tac giam sat chu dong va phan tich 16i.

Home > Dashboards

Welcome to Grafana Need help? poc

Remove this panel

Find and install plugins
Create users and teams

L your users in teams and manage resource

Learn how in the docs

Dashboards Latest from the blog

Starred dashboards 1

Recently viewed dashboards |

Oihm nAb WA thZnn Ilada Eunactar 0 Dinnbbnu) (4

Hinh 5. Phin mém giam sit mang Grafana
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2.2. Thong tin va tinh nang Grafana:
- Céc tinh ning ctia Grafana dugc xay dung dé cung cdp mot nén tang quan

sat toan dién, linh hoat va manh mée:

o Kha niing két ndi da dang: Grafana c6 thé két ndi va truc quan hoa dix
liéu tir hau hét cac ngudn dir lidu phd bién nhu Prometheus (Metrics),
Loki (Logs), InfluxDB, céac co s¢ dir licu SQL (MySQL, PostgreSQL) va
cac dich vu Cloud khac.

e Giao dién dashboard trwc quan va linh hoat: Cung cip giao dién nguoi
dung truc quan, nhanh chong, hd trg tiiy chinh cao thong qua nhiéu loai
Panel khac nhau (Biéu d6 duong, Gauge, Heatmap, Bang...).

e Tinh ning miu héa: Cho phép xay dung cic dashboard dong bang cach
str dung cac bién (Variables), giup tai st dung mot Dashboard cho viéc
gidm sat khong gioi han ) luong may chu hoac dich vu.

e Co ché canh bao nang cao: HJ tro thiét 1ap cac quy tic canh bao phirc
tap, da diéu kién va gui thong bao qua nhiéu kénh phd bién nhu Email,
Discord, Microsoft Teams ...

e Truc quan héa dir liéu thoi gian thwe: C6 kha ning hién thi dir liéu gan
thot gian thuc (Near Real-time) véi do phan giai tuy chinh, gitp theo doi
cac su kién dang dién ra.

e Tinh ning mé réng: SO hiru thu vién Plugin phong pht, cho phép bd
sung cac loai Panel mdi, Data Source mdi hodc céc tinh nang nghiép vu
chuyén biét khéac.

e HBO tro da ngdn ngir: Cung cap nhiéu tiy chon ngdn ngit cho giao dién
nguoi dung.

e Xac thue manh mé: HJ tro cac phuong thirc xac thuc cho to chic nhu
LDAP, OAuth, SAML va xac thuc da yéu t6 (2FA/Multi-factor
Authentication).

e Tich hop quén ly: HJ tro ciu hinh Proxy va Reverse Proxy, gitp tich
hop Grafana vao moi trudong mang va bao mat ctuia td chirc médt cach an
toan.

2.3 Gidi thiéu Prometheus

- Prometheus 12 mot bo cong cu gidm sat va canh bao hé thong mi ngudn
mé (Open-Source), ban dau dugc phat trién béi SoundCloud vao nim 2012. Hién

nay, Prometheus 1a mot du &n doc 1ap va dugce duy tri bo1 Cloud Native Computing
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Foundation (CNCF), tr thanh tiéu chuan vang trong viéc giam sat cic hé thong
phan tan va kién trac vi dich vu (microservices).

- Khac véi cac hé thong gidm sat truyén théng, Prometheus hoat dong theo
mo hinh Pull-based (kéo dit liéu). Thay vi doi cac thiét bi giri dir liéu vé,
Prometheus chu dong két nbi dén cac muc tiéu giam sat (targets) theo chu ky dinh
trude dé thu thap cac chi sb (metrics).

- Toan bo dit liéu thu thap dugc s& duoc luu trit trong mot co sd dir liéu chudi
thoi gian (Time Series Database - TSDB) hi¢u ndng cao do chinh Prometheus
quan 1y, cho phép truy van va phan tich dit liéu lich st mot cach nhanh choéng va

chinh xac.

gPrometheus

Hinh 6. Phin mém thu thip va luu trir dir li¢u Prometheus

2.4 Thong tin va tinh nang cia Prometheus
- Cac tinh nang ctia Prometheus duoc thiét ké t6i wu cho do tin cay va kha
nang mé rong trong moi truong giam sat hién dai:

e Mo hinh dit liéu da chiéu (Multi-dimensional Data Model): Dir liéu
duoc luu trit dudi dang chudi thoi gian (time-series), dugc dinh danh
boi tén chi sd (metric name) va cac cip khoa-gia tri (key-value pairs)
goi 1a nhan (labels). Piéu nay cho phép phan tich dir liéu linh hoat theo
nhiéu chiéu huéng khac nhau.

e Ngon ngit truy van manh mé (PromQL): Prometheus cung cip ngdn

ngit truy van riéng biét 1a PromQL (Prometheus Query Language).
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PromQL cho phép ngudi dung thue hién cac phép toan tong hop, loc, va
tinh toan phure tap trén dir liéu time-series dé tao ra cac biéu d6 va canh
bao chinh xac.

Co ché thu thap dir liéu chi dong (Pull Model): Prometheus cha dong
thu thap dit li€u qua giao thiec HTTP, gitip viéc giam sat trd nén don
gian hon khi khong can cai dit agent phirc tap day dit liéu di, dong thoi
dé dang phat hién néu mot dich vu muc tiéu bi "chét" (khong thé pull
dugc).

Kha niing tw dong phat hién muc tiéu (Service Discovery): Ho tro
tich hop v6i cac hé théng quan 1y dich vu nhu Kubernetes, Consul,
EC2... d¢ ty dong phat hién va giam sat cac dich vu méi ma khong can
c4u hinh thi cong lién tuc.

Luwu trit cuc b hiéu qué: Prometheus khong phu thudc vao hé thdng
luu trt phan tan phuc tap; cdc node may chu Prometheus hoat dong ddc
1ap va tu cha vé luu trit, giup hé théng d& van hanh va it diém 16i hon.
HG tro Push Gateway: Ddi voi cac tac vu ngin han (short-lived jobs)
khong thé chd Prometheus dén kéo dit lidu, Prometheus hd trg push
gateway dé cac tac vu ndy chu dong day metrics 1én trude khi két thuc.
Hé thong canh bzo (Alerting): Quan 1y cac quy tic canh bao (alert
rules) dya trén PromQL va gui thong bao dén Alertmanager dé xu 1y,

g0p nhém va dinh tuyén thong bao dén Email, Slack, Discord, ...

2.5 Cach thirc hoat dong

- Nhu da dé cap, Grafana chi dong vai tro 1a giao dién hién thi va khong tu

luu trit dit liéu. Do d6, dé hoat dong duoc, Grafana can két hop véi mdt co so dix

liéu manh mé& phia sau. Trong d6 4n nay st dung Prometheus lam hé thong thu

thap va luu trir dir liéu trung tam.
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GRAFANA
- Hién thj Dashboard
- Panh gia Ludt canh bao

,-/ ) -‘i‘"‘-,_

Truy v&n (PromQL) GUii Webhook (Khi 157)

PROMETHEUS KENH THONG BAO
(Time-Series Database) (Discord / Telegram)

~ -
- .

Pull Metrics Pull Metrics

l l

Node Exporter Blackbox Exporter
(Théng s6 May chu) (Trang thai Website)

Hinh 7. Cach thirc hoat dong

- So d6 hoat dong gdm cac thanh phan sau:
e Nguon di liéu (Data Sources / Exporters):

o La cac thanh phﬁn chiu trach nhiém thu thap dir li¢u tho tir cac
dbi tuong can giam sat.

o Node Exporter: Pugc cai dit trén may cha dé thu thap cac
thong s6 vé phan cimg va hé diéu hanh nhu: mirc sir dung CPU,
dung luong RAM, 6 cing va luu luong mang.

o Blackbox Exporter: Thuc hi¢n viéc tham do tor bén ngoai dé
kiém tra tinh san sang (uptime) va do tré cta cac dich vu thong
qua cac giao thuc nhu HTTP, HTTPS, DNS, TCP...

e H¢ thong thu thiap (Prometheus):

o Dong vai trd 13 trung tAm luu trit co s& dit liéu chudi thoi gian
(Time Series Database).

o Thuc hién co ché Pull (kéo dir liéu) dé dinh ky 1ay dir liéu tir
cac Exporters (Node Exporter va Blackbox Exporter) vé luu trit

va xu ly.
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o Cung cip ngdn ngit truy van (PromQL) dé trich xuét dir liéu
phuc vu cho viée hién thi.

o H¢ thong hién thi va Canh bao (Grafana):

o La giao dién nguoi dung (Dashboard) chinh, noi ngudi quan tri
theo ddi trang thai hé thong.

o Két ndi toi Prometheus dé truy van dir liéu va truc quan hoa
dudi dang cac biéu d6, dd thi sinh dong.

o Cho phép ciu hinh cac quy tic canh bao (Alert Rules) dua trén
ngudng gia tr1 (vi du: CPU > 90% hodc Website bi Down).

e H¢ thong nhin canh bio (Alerting System):

o La cac kénh tiép nhan thong bao cudi ciing khi c¢6 su ¢ xay ra.
o Khi Grafana phat hién vi pham quy tic canh bdo, né s& gui
thong bao dén ngudi quan tri thong qua cac kénh tich hop nhu

Email, Telegram, Webhook...

2.6 Cach thirc hoat dong tirng buére:

- Truy van dir liéu (Query): Grafana ty dong giri cac yéu cau truy van
(Queries) dén ngudn dit liéu da cau hinh (& ddy 1a Prometheus) dé kéo vé céac chi
s6 (metrics) hodc dit liéu log can thiét cho viéc hién thi va danh gia.

- Xirly va truc quan héa (Processing & Visualization): Grafana tiép nhan
dir liéu di kéo vé va xtr 1y chiing (vi du: tinh toan tong hop, chuyén dbi don vi),
sau d6 chuyén dbi dir liéu tho thanh cac thanh phan truc quan (Panels) nhu biéu
dd va do thi, hién thi trén Dashboard.

- Danh gia luat cinh bao (Rule Evaluation): Grafana lién tuc chay céc
luat canh bao (Alert Rules) da duogc thiét 1ap, danh gia gia tri hién tai ctua dir liéu
truy van duoc so vdi cac ngudng canh bao (thresholds).

- Kich hoat va gixri canh bao (Alerting & Notification): Khi ludt canh bao
bi vi pham (thay d6i trang thai tir OK sang Alerting), Grafana s& kich hoat hé
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théng canh bao va giri thong bao tirc thoi dén cac kénh lién lac d céu hinh
(Webhook, Email, Discord, ...) dé thong bao su cd.
2.6  Quy trinh cai dit va ciu hinh co ban

- Quy trinh trién khai hé théng giam sat hiéu ning dya trén Grafana va
Prometheus trén nén tang Docker dugc thuc hi¢n theo mot trinh ty tiéu chuan gém
5 budc chinh. Quy trinh ndy dam bao tinh hé thong, kha ning mé rong va dé dang

trong viéc quan ly, bao tri.

Buéc 1: Chuin bi méi truong trién khai (Environment Setup) Pay la

budc khoi tao ha tﬁng co s& cho hé théng.

e Ha ting: Sir dung mot may cha (VPS hodc may chu vt 1y) chay hé
diéu hanh Linux (nhu Ubuntu Server hodc CentOS) dé dam bao tinh
6n dinh va toi wu hoa tai nguyén.

e Nén tang Container héa: Cai dit Docker Engine dé cung cip moi
truong chay Gmg dung dudi dang container co 1ap, giup toi vu hiéu
suat so véi may ao truyén thong. Pong thoi, cai dat Docker Compose
dé quan 1y va diéu phdi viéc khoi chay nhiéu container cung lac thong

qua file ciu hinh.

Buéc 2: Thiét ké Kién triic va Cau hinh dich vu (Service Orchestration)
Hé théng dugc dinh nghia dudi dang ma (Infrastructure as Code) thong qua file

diéu phdi docker-compose.yml, thay vi cai dit thu cong timg phan mém roi rac.

o Khai bao dich vu: Xéc dinh cac container thanh phan can thiét bao
gom: Prometheus (thu thap dit liéu), Grafana (hién thi), Node
Exporter (giam sat tai nguyén may chu) va Blackbox Exporter (giam
sat dich vu website).

e Thiét 1ap mang (Network): Cu hinh mang noi b 4o dé cac dich
vu ¢ thé giao tiép bao mat vi nhau ma khong can md cong cong

khai khong can thiét.
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e Quan ly lru trir (Volumes): Cau hinh cac phan ving luu trit bén
vitng (Persistent Volumes) cho Prometheus va Grafana dé dam bao
dir liéu lich sir va cau hinh Dashboard khong bi mat khi khoi dong
lai hé théng.

Budéc 3: Cau hinh thu thép dir liéu (Data Collection Configuration) Pay
1a bude thiét 1ap logic hoat dong cho "bd ndo" Prometheus thong qua file ciu hinh

prometheus.yml.

e Dinh nghia Job: Khai bao céc tac vu (Jobs) gidm sat cy thé. Mdi Job

s€ chi dinh dia chi (IP/Port) cua cac Exporter muc ti€u.

e Chu ky thu thip (Scrape Interval): Thiét 1ap tan suat Prometheus
lay dix liéu tir cac Exporter (vi du: mdi 15 gidy hodc 1 phat), dam bao

do min cua dir liéu phu hgp v6i nhu cau giam sat.

Buéc 4: Cau hinh hién thi va True quan hoéa (Visualization Setup) Sau
khi dir lidu da duogc thu thap vé Prometheus, budc nay tap trung vao viéc bién dir

liéu tho thanh thong tin c6 y nghia trén Grafana.

o K&ét ndi Data Source: Thiét 1ap Prometheus lam nguon dit liéu chinh
trong Grafana.

e Xaiy dung Dashboard: St dung ngdn ngi truy vin PromQL dé trich
xuat dit liéu va hién thi 1én cac Panel tryc quan nhu: Biéu d6 duong
(Time series) cho CPU/RAM, Biéu dd trang thai (Stat) cho Uptime,
va Pong ho do (Gauge) cho dung lugng dia.

Buéc 5: Cau hinh Canh bso tw dong (Alerting Configuration) Budc

cudi cung nham hoan thi¢n tinh chi dong ctuia h¢ thong giam sat.

e Kénh thong bao (Contact Points): Céu hinh cac kénh nhén canh
bao nhu Discord, Telegram hodc Email dé gui thong tin sy cd dén

nguoi quan tri.
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e Quy tic canh bao (Alert Rules): Thiét 1ap cac diéu kién kich hoat
canh bdo dya trén hai nhom chi s chinh:
o Canh bao hiéu ning: Khi tai nguyén hé théng bi qua tai (vi dy:
CPU > 90%).
o Cénh bao trang thai (Uptime/Down): Khi dich vu hoac website
khong phan hoi hodc phan hoi 16i (Website Down), gitip phat

hién ngay lap tuc su cd gian doan dich vu

BU'G'C 1: CHUAN BI MOI BUGC 2: THIET KE KIEN BU'G'C 3: THU THAP DOf BU'G'C 4: TRUC QUAN BUGC 5: CAU HINH CANH
TRUONG TRUC LIEu HOA BAO
(Environment Setup) (Service Orchestration) (Data Collection - (Visualization - Grafana) (Alerting)

« May chu: VPS/Server + File: docker-compose.yml Prometheus) « K&t néi: Prometheus + Kénh thong bao (Contact
Linux « Phuidng phap: « File: prometheus.yml Points):

N : N
{Ubuntu/Cent0s) Infrastructure as Code » Dinh nghfa: Jobs & - Discord, Telegram, Email
. « Thiét |ap: Network néi bd Exporters + Quy téc cénh béo (Rules):
& Viing d liéu (Volumes) * Chu ky quét (Scrape 1. Tai nguyén: CPU > 90%

Interval): 2. Trang thai: Uptime /

Compose 15 gidy hodic 1 phit Gauge, Stat, Bar chart... Down

Data Source

« Ngbn ngif truy van:
PromQL

« Dashboard: Time series,

« Cai dat: Docker Engine
» Cai dat: Docker

Hinh 8. Quy trinh ci dit va cAu hinh hé thong giam sit Grafana va Prometheus

2.7  Cac phuong thirc giam sat trong hé thong (Grafana & Prometheus)
- Pé dam bao kha ning giam sat toan dién tir tai nguyén may chil dén trang
thai website, hé théng st dung két hop cac cong cu thu thap dit liéu chuyén biét

v6i phuong thire hoat dong cu thé nhu sau:
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Cong cu thu Loai hinh

Mo ta ky thuat Ung dung thyec té
thap giam sat
1. CPU: Theo doi ty 1¢
phan trim vi xir 1y dang
Thu thap cac s6 liéu chi | hoat dong.
Nod Giam sét tai tiét tir nhan hé diéu 2. RAM: Theo dai
ode .
nguyén may hanh Linux dé danh gid | dung luong b nhé da
Exporter )
chu suc khée va hi¢u nang | sir dung.

xir Iy ciia phan ctng. 3. Bang théng: Do
luong toe d6 truyén va

nhén dir liéu cua mang.

Thuc hién co ché tham | 4. Uptime: Xac dinh

do tir bén ngoai thong | trang thai hoat dong
Blackbox | Gidm sat tinh . ,
. qua giao thuc HTTP dé | cua website (dang chay
Exporter | san sang I _
kiém tra trang thai phan | hay bi gian doan) theo

hoi cua trang web. thoi gian thye.

Bang 3: Cac phuwong thirc giam sat

2.8 Uu diém va nhwoc diém ciia hé thong giam sat
- Viéc két hop Grafana va Prometheus tao nén mdt kién trac giam sat hién
dai, tan dung duoc thé manh cua ca hai cong cu: kha nang thu thap dir [iéu manh
meé cua Prometheus va kha nang tryc quan hoéa linh hoat cua Grafana. Tuy nhién,
bén canh nhiing thé manh vé cong nghé, viéc trién khai cong cu nay cling di kem
v6i nhitng yéu cau k¥ thuat va thach thirc van hanh dic thu can duoc xem xét ky
ludng.
2.8.1 Uu diém
- Kién tric phan tian va linh hoat: Hé thong tach biét hoan toan 16p thu
thap dit liéu (Prometheus) va 1p hién thi (Grafana).
e Doc 1ap ngudn dir liéu (Data Source Agnostic): Grafana khong ép
budc luu trir dit liéu theo dinh dang c6 dinh ma c6 thé két nbi dong

thoi toi nhiéu ngudn (Prometheus, MySQL, Loki) trén cung mot
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Dashboard. Diéu nay tao ra kha ning quan 1y tit ca dit liéu tir ha ting
dén tmg dung trén mot man hinh duy nht.

e Tinh 6n dinh: Néu giao dién Grafana gip 16i, dit liéu nén tang van

duoc Prometheus thu thap lién tuc ma khong bi gian doan.

- Kha ning tiy bién hién thi chuyén siu: Grafana cung cip quyén kiém
soat chi tiét d6i v6i viéc hién thi dir lidu, vuot troi hon cac biéu do tinh truyén
théng.

e Da dang Panel: HO tro Heatmaps, Histograms, Geomaps va Node
Graph dé v& so d6 mang.

e Bién (Variables): Tinh ning tao bién gitp Dashboard tré nén "dong"
(Dynamic). Nguoi dung c6 thé chuyén doi viéc giam st giita hang
trim may chu khac nhau chi bang mét thao tac chon menu tha xudng
ma khong can thiét ké lai tir dau.

- Hiéu ning xir Iy va ngdn ngir truy vin manh mé:

e Hiéu ning cao: M6 hinh luu trit chudi thoi gian (Time-series) cua
Prometheus duoc toi vu hoa dé xt 1y hang triéu diém dir liéu, cho
phép giam sat tan suét cao (vi du: 10 gidy/lan) ma khong 1am qua tai
tai nguyén.

e PromQL linh hoat: Khi két hop véi Prometheus, Grafana cho phép
thuc thi cac ciu Iénh PromQL phirc tap ngay trén 16p hién thi ma
khoéng can thay ddi cau tric dir liéu gdc.

- H@ sinh thai cong dong phong phii:

e La phan mém ma ngudn md pho bién nhat trong linh vuc quan sat,
Grafana s& hitu kho thu vién dashboard khéng 16.

o Ngudi quan trj c6 thé tai vé va sir dung ngay cac mau dashboard duoc
cong dong tdi wu sidn (vi du: Node Exporter Full, Blackbox
Exporter), gitip tiét kiém dén 90% thoi gian cau hinh.

2.8.2 Nhuoc diém

- Rao can ky thuit vé ngén ngir truy van:
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e Grafana khong phai 1a cong cu danh cho ngudi ding phd thong
khong c6 nén tang ky thuat. Bé xay dung duoc cac Dashboard
chuyén sau va co gia tri phan tich cao, nguoi quan trj bat budc phai
am hiéu va thanh thao ngén ngir truy van PromQL (Prometheus
Query Language).

e Viéc viét sai cau 1énh truy van khong chi dan dén hién thi dit liéu sai
1éch ma con c6 thé gdy qua tai cho hé théng thu thap dit lidu. Pay la
mot rao can 16n so véi cac cong cu st dung giao dién "kéo-tha" don
gian.

- Do phirc tap trong van hanh va quan tri:

e Khac voi cac giai phap giam sat "nguyén khéi" (All-in-one) nhu
PRTG hay Zabbix — noi moi tinh ning dugc dong goi san trong maot
bo cai dat duy nhat, hé théng Grafana - Prometheus hoat dong dua
trén kién trc vi dich vu (Microservices). Co nghia 1a kién tric phan
mém chia ung dung 16n thanh nhiéu dich vu nhé, doc lap, mdi dich
vu xir Iy mot chirc nang cu thé. Cac dich vu nay giao tiép voi nhau
qua API

e Piéu nay doi hoi nguoi quan tri phai quan 1y va duy tri nhiéu thanh
phan 10i rac (cac Docker container, cac file cau hinh YAML riéng
bi¢t cho tung dich vu). Viéc cAu hinh, nang cép hodc khéc phuc su
cb do d6 s& phuc tap hon va yéu cau sy hiéu biét sau sic vé su trong
tac gitta cac thanh phan.

- Han ché trong lwu trir dir liéu dai han:

e Prometheus duoc thiét ké dé theo ddi dit liéu "nong" (dir li¢u quan
trong, hay sir dung) trong thoi gian ngan, nén mic dinh né chi gitr
lai dir liéu trong khoang 15-30 ngay, sau d6 dir liéu s& bi x6a di dé
tiét kiém dung lugng va t6i wu héa hiéu suat.

e Grafana chi dong vai tro hién thi dit liéu tor mot ngué)n (nhu
Prometheus), con moi dir li€u lich st déu duoc luu trir bén trong

Prometheus. Do d6, néu Prometheus bj mét dix liéu, Grafana khong
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c6 dir liéu dé 1ay va hién thi, dan dén viéc khong thé xem lai duogc
lich sir ¢a mat.

e Dé dap tmg nhu cau luu trit va phan tich dit liéu lich st trong dai
han (vai thang hodc vai nim), hé thdng can phai tich hop thém céc
gidi phap luu trit m¢ rong phuc tap nhu Thanos hodc Cortex, lam
tang thém ganh ning quan tri cho hé thong.

2.9 So sanh Grafana véi cac cong cu khac

- Pé lam 15 co s& lya chon cong nghé cho dd an, ching ta can xem xét su
khac biét vé tu duy kién triic va phuong phap xu 1y dit liéu. Bang duéi day s& d6i
chiéu chi tiét cac dic tinh ky thuat gitra mo hinh Grafana két hgp Prometheus so

v6i cac giai phap giam sat nguyén khbi (Monolithic).
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Tiéu chi ky
thuat

M6 hinh Grafana + Prometheus

Mo hinh Zabbix / PRTG

Kién truc

Decoupled (Tach roi): Lép hién thi
(Grafana) va 1op dir li¢u

Monolithic (Nguyén khoi): Thu

thap, luu trit, xtr 1y va hién thi

hé théng | (Prometheus) 14 hai phin mém riéng | déu ndm trong mot phin mém
biét, giao tiép qua API. duy nhét cai dit trén mdy chu.
Cao: C6 thé dé dang thay thé hodc | Trung binh: Kho mé rong. Khi
nang cap timg thanh phan ma khong | hé théng 16n, database (thuong 1a
Kha nang . . x . .
anh hudéng dén toan bd hé thong. Co SQL) dé bi nghén, budc phai
mérong | C ,
thé dung 1 Grafana dé soi dir li€u tir | nang cap toan bd may chu hoac
10 Prometheus khac nhau. thiét 1ap phan tan phirc tap.
Relational DB (Quan hé):
. . Thuong dung
Time-series (Chuoi thoi gian): Toi ,
M6 hinh . _ MySQL/PostgreSQL dé luu trir,
uu hoa cho viéc luu trir hang triéu , ' ,
dir liéu B _ o tot cho dir li¢u c6 cau triic nhung
diém dir li€u theo tho1 gian thuc. L
nang né khi xu ly luong 16n
metrics.
Push Model (Pay) / Agent:
Co ché thu | Pull Model (Kéo): Server chit dong | Mady con lién tuc day dit liéu vé
thap di 14y dir liéu tir cac may con. Giap Server. Dé gy "ngap lut"

kiém soat tai tot hon.

(DDOS) server néu khong cau
hinh k¥.

Két luan

ap dung

Phu hgp v61 moi truong Cloud,
Container (Docker), Microservices
va cac hé thong can tinh linh hoat

cao nhu tai HPU.

Phu hgp v61 moi truong mang
truyén thong, hé théng may chu

vat 1y ¢d dinh, it thay doi.

Bang 4: So sanh Grafana véi cac cong cu khac
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K#ét luan: Qua phan tich so sanh, mo hinh Grafana két hop Prometheus di chtng
minh sy vuot troi vé kién trac linh hoat va kha nang phan tich dir liéu chuyén sau,
dap (mg dtng nhu cau chuyén dich tir gidm sat trang thai sang quan trj hiéu ning
tai HPU. Day 1a co s6 then chdt dé dé tai tién hanh x4y dung va ap dung giai phap
vao moi truong thuc té, voi quy trinh trién khai chi tiét s& dugc trinh bay trong

chuong sau.

28



3.1.

CHUONG 3: TRIEN KHAI HE THONG
GIAM SAT GRAFANA TAI NHA TRUONG.

Muc tiéu trién khai

- Viéc trién khai hé théng gidm sat dua trén Grafana va Prometheus tai

Trudng Pai hoc Quan 1y va Cong nghé Hai Phong hudng téi cac muc tiéu cu thé

sau.:

3.2

XAy dung hé thong giam sat tap trung: Thiét 1ap mot nén tang quan tri
théng nhat, cho phép theo ddi dong thoi trang thai cia ca ha ting may
chu va céac dich vu website trén cung mdt giao dién Dashboard tryc quan.
Giam sat hiéu nang tai nguyén (Resource Monitoring): Thu thap va
phan tich cac chi s6 phan cting quan trong nhu ty 1¢ sir dung CPU, dung
luong RAM va bing thong mang theo thoi gian thuc dé danh gia d6 6n
dinh va phat hién sém nguy co qua tai.

Pam bio tinh sin sang ciia dich vu (Availability Monitoring): Kiém
tra li€n tuc trang thai hoat dong (Uptime) ctia website nha truong nham
phat hién ngay 1ap ttc cac su cd gian doan dich vu.

Tu ddong héa quy trinh canh bao: Thiét 1ap co ché gui thong bao su ¢b
turc thot qua kénh Discord, gitip doi ngti k§ thuat phan ing nhanh chong,

giam thiéu t6i da thoi gian nglmg hoat dong ctia hé thong.

Dich vu giam sat trong nha truwong

- Can cr vao nhu cau quan tri thyc t€ va pham vi ctia do an, h¢ thong dugc

cau hinh dé giam sat hai nhém doi tuong cot 151 tai truong DPai hoc Quan ly va

Cong nghé Hai Phong:

a) Nhém ha ting may chii
e Doi twong giam sat: May chi a0 (VPS) chay hé diéu hanh Linux,

noi van hanh cac dich vu ndi bo va nén tang Docker.
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Muc tiéu: Theo ddi sat sao tai nguyén phan cing dé dam bao may
chu khong bi qua tai.
Cic chi s6 giam sat:
o CPU: Ty 18 phan tram xu 1y cta vi xit 1y.
o RAM: Dung luong by nhé dang dugc sir dung.
o Bang thong mang (Network Traffic): Luu luong dir li¢u
truyén va nhan qua card mang.
Tan suat thu thap dir liéu: 15 gidy/lan.
Kénh canh bao: Discord (khi CPU > 90%)).

b) Nhom dich vu irng dung

Poi twgng giam sat: Website chinh thirc ciia nha truong.

Dia chi: https://hpu.edu.vn/

Muc tiéu: Pam bao tinh sin sang phuc vu cta céng thong tin d6i
vo1 sinh vién va giang vién.

Kiéu giam sat: Trang thai

Chi sb giam sat: Uptime (Trang thai hoat dong)

Tan suat kiém tra: 60 gidy/lan.

Kénh canh bao: Discord (khi Website khong phan héi).

3.3.  MB0 hinh trién khai thuc té

- MBb hinh trién khai thuc té ctua hé thong giam sat duoc xdy dyng tip trung

trén mot may chu ao (VPS) duy nhét, sit dung nén tang Container hoéa (Docker)

dé to1 uu tai nguyén va quan ly.

- Kién trac van hanh dua trén su phéi hop chét ché gitra Prometheus (dam

nhiém thu thap di liéu tap trung) va Grafana (dam nhiém hién thi Dashboard va

canh bdo), qua d6 tao nén mot quy trinh gidm sat khép kin va ty dong tur 16p ha

tang may chu dén ngudi quan tri.
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Hinh 9: M hinh trién khai thue té

- Kién trac hé thong bao gom 4 tang chinh va cac thong so thuc té:
e Tang ha tang va ngudn dir liéu (Targets):
o May chii VPS: Nén tang vat 1y chay hé thong.
o Website HPU: Muc tiéu giam sat.
o Node Exporter (Cong 9101): Thu thap cc thong sd may chi
(CPU, RAM, téc d6 bang thong)
o Blackbox Exporter (Cong 9115): Thu thap trang thai va do trd
phan hoi ctia Website HPU.
e Tang thu thip va luu trir (Collector & Storage):
o Prometheus (Céng 9091): Dong vai tro trung tdm, thyc hi¢n Pull
dir liéu tir Node Exporter (d¢ liy thong s6 phan cimg) va
Blackbox Exporter (d¢ 1ay trang thai website) va luu trit vao co s

dit liéu chudi thoi gian (Time Series DataBase).
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o Tang hién thi va canh bio (Presentation & Alerting):

o Grafana (Céng 3001): Giao dién quan tri, hién thi Dashboard.
e Kénh thong bao (Notification Channel):

o Discord Webhook: Piém tiép nhan canh bao.

3.4 Trién khai méi trwong va ha tang

- Téap trung vao viéc chuén bi ha tﬁng co sG va thiét 1ap cac container Docker.
Pay 1a budc tién dé dé khoi chay dong thoi toan bo dich vu giam sat cdt 15i
(Prometheus, Grafana, Exporters), chuyén d6i ban thiét ké kién trac sang méi

trudong hoat dong thuc té.

a, Chuan bi méi truwong: Cai diit Docker va Docker Compose trén

VPS Linux

e Hg¢ thong dugc trién khai trén may chu VPS chay Ubuntu Server.
Docker va Docker Compose da dugc cai dat va cAu hinh tir truée dé
phuc vu viéc chay céac dich vu gidm sat nhu Prometheus, Grafana,
Node Exporter va Blackbox Exporter. Dé dam bao méi truong hoat
d6ng 6n dinh va khong anh huong dén dir liéu dang chay, nhom chi
thuc hién céc thao tac kiém tra thay vi cai dat lai.

e Pau tién, trang thai cua Docker Engine duoc kiém tra bang 1énh:

systemctl status docker

Lines 1-34/34 (END)

Hinh 10: Trang thai Docker Engine (da dwgc active)
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o Két qua cho thay dich vu Docker dang & trang thai active (running),
dam bao du diéu kién khoi chay cac container giam sat. Sau do, phién

ban Docker va Docker Compose dang sir dung duogc xac thuc bang:

docker --version

docker compose version

Hinh 11: Phién ban ciia docker va docker compose

b, Thiét 1ap kién triic dich vu va anh xa ports

e Lénh kiém tra container dang hoat dong duoc thuc hién nhu sau:

docker ps

Hinh 12: Hinh dnh céac container dang hoat dong

o Két qua hién thi dﬁy du 4 dich vu chinh gém Prometheus, Grafana, Node
Exporter va Blackbox Exporter, tit ca déu & trang thai Up lién tuc tir

thot diém trién khai ban dau.

Két luan: Két qua kiém tra cho thay Docker va Docker Compose di dugc cai dit
va hoat dong on dinh trén VPS. Cac dich vu hd trg chay container déu & trang thai
active (running), dam bao mai truong sin sang cho qua trinh trién khai hé thong

giam sat. Viéc xac thyc nay gitip khang dinh rang nén tang ha ting da duoc chuan
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bi day du, phuc vu cho cac budc cau hinh va trién khai cac dich vu Prometheus,

Grafana, Node Exporter va Blackbox Exporter & cac muc tiép theo.
3.5 CAu hinh thu thap dir liéu

- Muc nay tap trung vao viéc thiét 1ap cac file cu hinh YAML cét 16 dé
chi thi cho Prometheus biét tan suit thu thap dir liéu (Scrape Interval) va dinh

danh chinh x4dc cac muc ti€u giam sat (Exporters va Website)

a, Cau hinh Prometheus Server

e File ciu hinh chinh dinh nghia cic cong viéc giam sat (Jobs) va tich hop
cac Exporter can thiét. Cau hinh nay chi thi cho Prometheus tan suit thu
thap dir liéu va dinh tuyén cac truy van kiém tra Website. G5 1énh sudo
nano prometheus.yml

e Cai dit tan suit Scrape: Thiét lap scrape_interval: 30s cho cic cong viéc
chung

e Job node-exporter: Cu hinh dé Prometheus két ndi toi Node Exporter (tai
cong nodi bo 9100) dé thu thap cac chi s6 phan ctimg (CPU, RAM va bang
thong mang).

e Job blackbox-hpu: Thiét 1ap muc tiéu Website mot cach tinh (static) ngay
trong file prometheus.yml

o Pinh tuyén dir liéu: Str dung relabel configs dé dam bao cac truy van kiém

tra Website dugc dinh tuyén chinh xac dén Blackbox Exporter (cong 9115).
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GNU nano 6.2 prometheus.yml

Hinh 13: CAu hinh Prometheus Server
b, Cau hinh muc tiéu giam sat

e File nay cung cap danh sach URL cy thé ma Blackbox Exporter can thim
do. Pay 1a budc quan trong dé dam bao hé théng kiém tra dang Website
ctia trudng, dong thoi giup Prometheus biét cach phan loai dir liéu thu
thap duoc bang cic nhan (labels) dinh kém. Cau hinh duéi day xac dinh
Website HPU la muc ti€u duy nhét. G6 1énh sudo nano
blackbox_targets.yml

e Khai bao Target: Khai bao dia chi chinh xac ciia Website HPU
(https://hpu.edu.vn) 1am muc tiéu kiém tra.

e Pinh kém Labels: Pinh kém nhan instance: hpu.edu.vn dé Prometheus

dé dang phan loai va truy van dit liéu nay.

blackbox targets.yml

e: hpu.edu.v

Hinh 14: Cau hinh muc ti¢u giam sat
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e Viéc kiém tra trang thai muc tiéu (Target Health) trén giao dién
Prometheus x4c nhén toan bd qua trinh cdu hinh da thanh cong. Tt ca cac
Job (bao gdm Node Exporter, Blackbox Exporter va Prometheus tu giam
sat) déu hién thi trang thai UP (hoat dong), chimg minh hé thdng dang sén

sang cho budc truc quan hoa dir li€u trén Grafana.

9 Prometheus Q. Query & Alerts @ Status > Target health ~

Hinh 15: Giao dién Prometheus Target Health

Két luén: Qua trinh cau hinh Prometheus d3 hoan tat. Vi cac thiét 1ap vé Job
va Target, hé thong da dugc chi thi cu thé dé thu thap dit liéu tir cic Exporter
theo dung tan suét dinh ky, dam bao toan bo dit li¢u hi¢u nang va trang thai san

sang cho budc tiép theo 1a tryc quan hoa trén Grafana
3.6 Cau hinh truc quan héa trén Grafana

- Sau khi dir li¢u da duoc thu thap va luu trit thanh cong trong Prometheus,
muc nay sé& tap trung vao viéc st dung Grafana (truy cip qua cong 3001) dé truy
van dir liéu, xay dung Dashboard truc quan nham chuyén ddi céc chi sb théd

thanh thong tin quan tri c6 gia tri
3.6.1. Két ndi Data Source: Thiét lap két ndi téi Prometheus
Viéc nay dam bao Grafana c6 thé giao tiép v6i Prometheus dé lay dit liéu.
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Budce 1: Truy cap Grafana: M¢ trinh duyét web va truy cap giao dién
quan tri Grafana bang dia chi IP ctia VPS va cong di anh xa:

http://160.191.50.119:3001

G hitpy/160.191.50.119:3001

§ Facebook [ Lop hoe

Welcome to Grafana

Email or username

Hinh 16: Giao dién dang nhap Grafana

Budc 2: Dang nhap: Tai man hinh dang nhap, nhap Username va
Password quan tri da thiét 1ap dé truy cap hé thong. Vao man hinh giao dién

chinh Grafana.

Welcome to Grafana Need help? pocumentation Tutorials Com

Remove this panel

Find and install plugins
Create users and teams

Le

Dashboards Latest from the blog

Starred dashboards

Recently vies hboards A ”EW DASHBQ k““

Hinh 17: Giao dién chinh Grafana
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Buwdce 3: Thém Data Source: Trong giao dién quan tri, chon Connections =
Add new connection > Chon loai ngudn dir li¢u 1a Prometheus.

Home ons

Data sources + Add new data source

prometheus =
88 Build a dashboard @ Explore

Hinh 18: Thém Data Source

Budc 4: CAu hinh URL: Trong myc HTTP, tai truong URL (dia chi ndi bo
Docker), nhap dia chi: http://prometheus-quocanh:9090 (sir dung tén service

va cong ndi bo) dé thiét 1ap két ndi gitra Grafana va Prometheus.

® Con

Connection

Prometheus server URL *
Data sources

Authentication

Hinh 19: CAu hinh URL
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Buéc 5: Lwu: Nhin Save & Test.

+  Successfully gueried the Prometheus API.

Hinh 20: Nguon dir li¢u dang hoat dong

3.6.2. Xay dung dashboard giam sat hi€éu ning server va giam sat dich vu

website (dashboard tong)

- Dashboard nay duoc thiét ké dé cung cap cai nhin toan dién hién thi ca
hiéu nang server va trang thai dich vu website trén cung mot man hinh. Quy

trinh thuc hién:

e Tao Dashboard M¢i: Trong giao dién Grafapa, chon Dashboards 2>
New Dashboard. Dit tén 1a: Giam sat hé thong (Node Exporter &
Blackbox)

e Thém Panel: Chon Add visualization. Chon Data Source 1a
Prometheus.

e Xay dung Panel: Thuc hién cac budc sau dé xay dyng timg Panel
giam sat:

a, Panel: CPU Usage (%):

e Muc dich: Po luong phan trim CPU dang hoat dong.
e Cong thirc (PromQL): 100 - (avg by (instance)
(rate(node cpu seconds total {mode="idle"}[5m])) * 100)
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e Thao tac: Pién cong thirc vao truong Query. Dit tiéu dé Panel 1a
CPU Usage. Chon loai Visualization 12 Time Series. Cau hinh don vi
hién thi l1a percent (0-100).

CPU Usage (%) W

Hinh 21: Panel CPU Usage (%)

b, Panel: RAM Usage (%)

e Muc dich: Do luong phan trim RAM di duogc st dung so voi tong dung
lugng RAM.

o Cong thirc (PromQL): (1 - (node memory MemAvailable bytes /
node memory MemTotal bytes)) * 100

e Thao tac: Dién cong thirc vao truong Query. Dit tiéu dé Panel 1a RAM
Usage. Chon loai Visualization 1a Time Series. CAu hinh don vi hién thi

1a percent (0-100).
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ome Dashboards » Bo an Grafana - Qud... Gidm sét hé théng (...

« Back to dashboard

¢ @ LastSminutes ~ > @ {3 Refresh ~

' B8 Dashboards - RAM Usage (%)

.06

prometheus ® Quer Query inspector

Single

Hinh 22: Panel RAM Usage (%)

¢, Panel: Network Traffic (Bang thong mang)

e Muc dich: Do luong tdc do truyén va nhan dit liéu qua giao dién mang
cua VPS.
e Cong thirc (PromQL):
o Tbc do Nhan (RX - Receive):
rate(node network receive bytes total {device="eth0"}[5m])
o Téc dd Truyén (TX - Transmit):

rate(node network transmit bytes total{device="eth(0"}[5m])
e Thao tac: Dién timg cong thirc vao Panel, st dung tinh ning Legend dé

dit tén hién thi. Chon loai Visualization 1a Time Series. Cau hinh don

vi hién thi 14 bytes/sec (B/s).
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< @ LastSminutes ~ > Q

Time series

Panel options

dwidth (MB/s)

mang gifi/nhan

Tooltip
Tooltip mode

single
te(node_network_transmit_bytes_total{devi
Haver proximity

Hinh 23: Panel Network Traffic

d, Panel: Website Uptime (Trang thai hoat dong ctia website)

e Muc dich: Xac dinh trang thai hoat dong ctuia website, séng/chét (UP=1,
DOWN = 0).

e Cong thirc (PromQL): probe success {job="blackbox-hpu"}

e Thao tac: Pién cong thirc vao truong Query. Chon loai Visualization 13
Stat. Cau hinh Thresholds (Ngudng) dé hién thi mau sic: 1 (UP) sé& ¢6

nén mau xanh 14, 0 (DOWN) s€ ¢6 nén mau do.

< (@D Last5minutes ~

Website Uptime (hpu.edu.vn)

Thresholds

+ Add threshold

Query inspector

Absolute

+ Add field override

Hinh 24: Panel Website Uptime
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- Sau khi d3 x4y dung thanh cong 4 Panels ¢t 161 (CPU, RAM, Network
Traffic, Website Uptime), em tién hanh luu Dashboard nay lai. Dashboard dugc
dit tén 'Giam sat hé thong (Node Exporter & Blackbox)' va duoc luu trix

trong thu muc '"Pd 4n Grafana - Quoc Anh' dé dam bao tinh quan 1y tap trung.

Hinh 25: Dashboard tong

3.7Thiét 1ap hé thdng cianh bao

- Sau khi cac Dashboard da duoc xay dung thanh cong, muc nay s& thiét 1ap
co ché phan tmg ty dong. Viéc thiét 1ap canh bao gitip hé thdng chuyén tir ché 4o
giam sat thu dong sang ché do chi déng (Active Monitoring), dam bao thong

béao sy ¢ duoc guri ngay 1ap tac toi doi ngii k¥ thuat thong qua kénh Discord.
3.7.1 Céu hinh kénh thong bao (Contact Point)

- Budc nay thiét 1ap cau no1 gitta Grafana va kénh nhan canh bao Discord.

e Truy cip Cau hinh: Trong menu bén trai Grafana, chon Alerting >
Contact points.

e Tao Contact Point méi: Nhan nut + New contact point.
e Thiét 1ap chi tiét:
o Name: Dat tén la Discord Alerts Channel.

o Integration Type: Chon Discord
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o URL: Dién Webhook URL cua kénh Discord di tao:
https://discord.com/api/webhooks/1433240477490217010/Z29XorQué6f
LT1CIKIRIHHsOL ivHNtLybJJz86-
sLAdOFTEe0rd406_uHtzUw87hkaBZXC

Tich hgp > Webhooks

Tich hgp

Sao Chép URL Webhook

Hinh 26: Noi chwa Webhook URL cia kénh Discord

e Kiém tra va Lwu: Nhan nat Test ¢ cudi trang d€ xadc minh Discord nhan

duogc thong bao kiém tra, sau d6 nhan Save contact point.

Home > Alerting

Contact points

Update contact point

Hinh 27: Xac nhin két ndi t6i Discord Webhook di dwoc thiét 1ap thanh cong
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3.7.2 Thiét 1ap Quy tic canh bao (Alert Rules)

- Quy trinh thiét 14p quy tic canh bao duoc thuc hién truc tiép trén giao
dién Grafana, chuyén doi cic cong thirc PromQL thanh cic ngudng kich hoat
canh bao tu dong.

e Quy tic 1: Canh bao Website DOWN: Quy tic ndy nham dam bao tinh

sin sang cia Website chinh thirc ctia trudng.

o Buéc 1: Truy cip Alerting > Alert rules va nhan + New alert rule.

o Buéc 2: Pt tén quy tic 1a WEBSITE_ HPU DOWN.

o Buéc 3: Tai muc Define query and alert condition, dién cong thirc
PromQL kiém tra trang thai Website: probe_success{job="blackbox-
hpu''}

o Buéc 4: Thiét 1ap diéu kién kich hoat: WHEN QUERY A IS
BELOW 1.

o Budc 5: Chon thu muc d6 an: D6 an Grafana - Qudc Anh

o Buéc 6: Dat thoi gian duy tri for 1m (1 phat) dé canh bao dugc kich
hoat nhanh chéng.

o Buwéc 7: Trong muc Configure notifications, chon Discord Alerts
Channel Iam kénh nhan thong béo.

o Buwéc 8: Nhin Save.

< WEBSITE_HPU_DOWN = »

Hinh 28: Thiét 1ap canh bio Website Down thanh cong
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e Quy tiic 2: Canh bao CPU qua tai

O

O

O

Buwde 1: Lap lai quy trinh tao Rule méi.

Budérc 2: Dit tén Quy tic 1a CPU_OVERLOAD.

Buéc 3: Dién cong thirc PromQL tinh phan trim CPU dang hoat
dong: 100 - (avg by (instance)

(rate(node _cpu_seconds_total{mode=""idle"}[Sm])) * 100)
Buwéc 4: Thiét 1ap diéu kién kich hoat: WHEN QUERY A IS
ABOVE 90.

Budrc 5: Chon thuy muc d6 an: Pd an Grafana - Quéc Anh.

Buéc 6: Dit thoi gian duy tri for 5m (5 phut) dé tranh cac canh bao
g1a mao.

Buwéc 7: Lién két thong bao toi Discord Alerts Channel.

Buwdc 8: Nhan Save.

CPU_OVERLOAD = wer

uery and conditions

Hinh 29: Thiét 1ap canh bao CPU qua tai thanh cong
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3.8 Kich ban kiém thir va két qua

- Déng vai tro 13 budc xéac thuc cudi cung, chuyén d6i hé thong tir trang
thai 3 duoc cdu hinh sang trang thai da dwoe kiém chirng (End-to-End
validation).

- Phan nay sé trinh bay chi tiét cac kich ban gia 1ap su ¢b (Website Down
va CPU Overload) dé kich hoat Alert Rules, qua d6 ching minh toan bo quy
trinh tr thu thap dir li¢u dén gtri canh bao Discord hoat dong chinh xac va hi¢u

qua.
3.8.1. Kich ban gia 1ap sw ¢6 mat két ndi voi website HPU va két qua

- Kich ban duoc thyc hién bang cach gia 1ap tinh trang mat két ndi véi
Website HPU d¢é kich hoat Rule WEBSITE_ HPU _DOWN trong mdi truong
Docker. Bé kich hoat canh bao, em thuc hién thay d6i URL muc tiéu trong file
prometheus.yml thanh mdt dia chi khong ton tai (s€ tra vé 131 404 hodc
timeout).

e Thao tic 1am 16i: M¢ file cdu hinh muyc tiéu trén VPS (trong thu muyc
quocanh-docker): Chay 1énh sudo nano prometheus.yml
e Stra URL: Stra dia chi Website HPU thanh mét dia chi gia:
o Trwéce khi stra: - https://hpu.edu.vn
o Sau khi stra (Lam 16i): - https://hpu.edu.vn/url_fake
e Khéi dong lai Prometheus: Chay I¢énh docker restart prometheus-
quocanh dé Prometheus tai cau hinh 16i méi.
- Két qua canh bao thuc té: Sau khi khoi dong lai Prometheus, Rule

WEBSITE_HPU DOWN sé bat dau danh gia URL 16i.
a, Trang thai ALERTING (Mat két noi):

e Sau khoang 1 phut (theo thdi gian for 1m da thiét 14p), Grafana
xé4c nhan sy ¢b va chuyén Rule sang trang thai Firing (Pang bao

dong).
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e Bing chirng 1: Dashboard chuyén trang thai sang mau dé
(Alerting).

¢ (@ Lastiminute ~ > Q &) Refresh ~

Website Uptime (hpu.edu.vn)

Hinh 30: Dashboard chuyén trang thai sang DOWN mau dé

° B%lng chirng 2: Kénh Discord nhan dugc tin nhin [FIRING]
(Canh bao Kich hoat).

Grafana (BFE
Firing

Value: A=0, C=1
Labels:

* alertname = WEBSITE_HPU_DOWN

» grafana_folder = B4 an Grafana - Quéc Anh
* instance =

* job=blackbox-hpu

Annotations:

Source:
Silence:

{9 Grafanavi2.21

Hinh 31: Kénh Discord nhén tin nhin FIRING (WEBSITE_HPU_DOWN)
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b, Trang thai RESOLVED (H¢ thong khéi phuc binh thwong):

e Sau khi d4 ghi nhan canh b4o & trang théi Firing, em tién hanh
hoan tac cau hinh dé mo phong viéc hé théng trd lai hoat dong
binh thuong.

e Hoan tic URL 16i: M lai file cu hinh muc tiéu va chinh URL
vé dtng dia chi ban dau:

https://hpu.edu.vn

e Qua trinh danh gi4 lai trang théi (Recovery): Ngay sau khi
Prometheus tai lai cAu hinh hop 1¢, cac phép do probe success
bat dau tra vé gia tri 1, biéu thi viéc website da truy cap duoc.

- Két qua khéi phuc:

e Sau khoang 30-60 gidy, Grafana ty dong chuyén Rule tir trang
thai Firing — Normal (OK).

e Panel trén dashboard chuyén tir mau d6 tré lai mau xanh.

e Discord ghi nhan mot tin nhin méi & trang thai [RESOLVED],
x4c nhén sy ¢d di duoc giai quyét.

e Bing chirng 3: Trang thai trén Dashboard chuyén tir Alerting
(d6) vé Normal (xanh).

¢ (@ Last10seconds ~ > @ &) Refresh ~

Website Uptime (hpu.edu.vn)

Hinh 32: Trang thai trén Dashboard chuyén vé UP mau xanh
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e Bing chimg 4: Tin nhan [RESOLVED] dugc giri t6i kénh
Discord (tu dong).

Grafana (APE
Resolved

Value: A=0, C=1
Labels:

¢ alertname = WEBSITE_HPU_DOWN

» grafana_folder = D4 an Grafana - Qudc Anh
® instance =

* job = blackbox-hpu

Annotations:

* grafana_state_reason = MissingSeries

Source:
Silence:

Hinh 33: Kénh Discord nhén tin nhin RESOLVED (WEBSITE_HPU_DOWN)

3.8.2. Kich ban gia l1ap su ¢c6 CPU qua tai va két qua

- Kich ban dugc thuc hién bﬁng cach sur dung cac Iénh hé théng dé tao tai
gia lap trén VPS, day muc st dung CPU vuot qua ngudng 90% dé kich
hoat Rule CPU_OVERLOAD. Do méi truong VPS dung chung, em st
dung phuong phap tao tai chu dong (dung 1énh yes) dé dé dang kiém soat
va dung lai ngay 1ap ttrc.

e Thao tac 1am 15i (Tao tai): Chay 1énh yes lién tuc dé ép CPU hoat
dong tbi da cong sut.

e Chay nhiéu ludng song song trong Putty dé dam bao chiém dung
toan b cac nhan CPU: for i in {1..n}; do yes > /dev/null & done

- K&ét qua canh bao thue té: Ngay sau khi 1énh dugc thyc thi, Node
Exporter ghi nhan muc tiéu thu CPU ting dot bién vuot mirc 90%.
Grafana bit dau danh gia Rule.
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a, Trang thai QUA TAI & ALERTING (Phat hién s cd):

e Sau khoang 1 phut (theo thoi gian for 1m da thiét 1ap cho
Demo), Grafana xac nhan tinh trang qua tai kéo dai va chuyén
Rule sang trang thai Firing (Pang bdo dong).

e Bing chimg 1: Trén Dashboard, biéu d6 CPU Usage (%) vuot

muc hon 90%.

¢ (O Last5minutes v > & ) Refresh v

CPU Usage (%)

102.00%
100.00%
98.00%
96.00%
94.00%
92.00%
90.00%
88.00%
86.00%
84.00%
82.00%
80.00%

02:23:00 02:23:30 02:24:00 02:24:30 02:25:00 02:25:30 02:26:00 02:26:30 02:27:00 02:27:30

== node-exporter-quocanh:9100

Hinh 34: Biéu d6 CPU Usage vwrgt mirc 90%

° B%lng chirng 2: Kénh Discord nhan dugc tin nhin [FIRING]
v6o1 nd1 dung canh bdo may chu dang qua tai.

Grafana [APP
Firing

Value: A=100, C=1
Labels:

s alertname = CPU_OVERLOAD
 grafana_folder = D6 an Grafana - Quéc Anh
¢ instance = node-exporter-quocanh:9100
Annotations:

Source:

Silence:

40 Grafanavi2.21

Hinh 35: Kénh Discord nhan tin nhin FIRING (CPU_OVERLOAD)
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b, Trang thai RESOLVED (Hé thong khéi phuc binh thwong):

Sau khoang 1 phut (theo thoi gian for 1m da thiét 1ap cho
Demo), Grafana xc nhan tinh trang qua tai kéo dai va chuyén
Rule sang trang thai Firing (Pang bdo dong).

Thao tac Khéi phuc: Chay 1énh tiéu diét toan bo céc tién trinh
yes dang chay ngam: sudo killall yes

Qua trinh danh gia lai trang thai (Recovery): Ngay lap ttc,
mure tiéu thu CPU giam sau vé mirc binh thudng (< 5%).
Prometheus ghi nhan sy thay d6i nay va gui dir liéu méi vé

Grafana.

- Két qua khéi phuc:

Sau khoang 30 gidy (theo chu ky danh gia), Grafana nhan thay
chi s6 CPU d3 nam duéi ngudng 90% an toan. Rule ty dong
chuyén tir trang thai Firing ©>Normal (OK).

Panel trén dashboard dudng biéu d6 di ngang 6n dinh.

Discord ghi nhan mot tin nhin méi & trang thai [RESOLVED],
xac nhan su cd qua tai da cham dut.

Bang chirng 3: Trang thai trén Dashboard muc tiéu thu CPU

gidm dan xudng dudi mirc 90%.
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¢ @ LastSminutes ~ > Q@ ) Refresh ~

CPU Usage (%)

02:35:00 02:35:30 02:36:00 02:36:30 02:37:00 02:37:30 02:38:00 02:38:30 02:39:00 02:39:30

= node-exporter-quocanh:9100

Hinh 36: Biéu d6 CPU Usage giam din duwéi mirc 90%

e Bing chirng 4: Tin nhin [RESOLVED] dugc giri téi kénh
Discord (tu dong).

Grafana [APE
Resolved

Value: A=28.5379629629487125, C=0
Labels:

e alertname = CPU_OVERLOAD

= grafana_folder = D8 4n Grafana - Quéc Anh
s instance = node-exporter-quocanh:9100
Annotations:

Source:
Silence:

{9 Grafanavi2.21

Hinh 37: Kénh Discord nhin tin nhin RESOLVED (CPU_OVERLOAD
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Chwong 4: KET QUA PAT PUQC VA PANH GIA
HIEU QUA CUA GRAFANA

4.1. Két qua trién khai h¢ thong giam sat
4.1.1 Két qua thu dwoc tir Prometheus

- Sau khi trién khai thanh c6ng Prometheus trong méi trudng Docker, hé
théng da thu thap dit liéu 6n dinh tir cic ngudn chinh: Node Exporter, Blackbox
Exporter, va cac dich vu cai dat trén VPS. Prometheus thuc hién viéc scrape dit
li¢u theo chu ky 5-15 giay tuy tirng target.

- Toan bd cac metric nhu CPU, RAM, Disk, Network... déu duoc thu thap

chinh x4c va san sang cho truy van bang PromQL.

9 Prometheus Q Query & Alerts @ Status > Target health

Endpoint

module="http 2 target="https://hpu.edu.vn”

Hinh 38: Chirng minh Prometheus sin sang truc quan héa dir li¢u trén Grafana.

- Bén canh d6, Prometheus ciing phan hdi nhanh véi cac thay d6i cau hinh
(reload/restart), gitp viéc thir nghiém Rule va Blackbox Target dién ra thuan loi,

phu hop véi muc tiéu xay dung hé théng giam st linh hoat.
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4.1.2. Két qua tir Grafana Dashboard

- Grafana da duoc trién khai thanh cong va két ndi truc tiép voi Prometheus
lam Datasource. Sau do, hé théng da xay dung va van hanh nhiéu Dashboard truc
quan gom:

e Dashboard tai nguyén hé thdng: hién thi CPU load, memory usage,
traffic mang theo thoi gian thuec.

e Dashboard Website giam sat bing Blackbox Exporter: theo di
tinh trang uptime.

- Tét ca biéu d6 déu hoat dong on dinh, tu dong cap nhat theo thoi gian thuc

va cho phép thao tac phong to, loc, xem chi tiét metric.

¢ @ LastSminutes ~ > @ O Refresh ~

400 bytes/sec (B/s)
300 bytes/sec (B/s)
200 bytes/sec (B[s)
100 bytes/sec (B/s)

0 bytes/sec (Bfs)

03:11:00 03:12:00 03:13:00 03:14:00 03:15:00

== receive == transmit

CPU Usage (%) RAM Usage (%)

13.66%
13.64%
13.62%

136%

13.58%
03:11:00 03:12:00 03:13:00 03:14:00 03:15:00 03:11:00 03:12:00 03:13:00 03:14:00 03:15:00

== node-exporter-quocanh:9100 == {instance="node-exporter-quocanh:9100", job="node-exporter"}

Hinh 39: Chirng minh Dashboard gidm sat tong thé hoat déng on dinh

Két luan: Diéu nay ching minh hé thong c6 kha ning truc quan héa dit liéu hiéu

qua va phu hop cho nhu cau giam sat chuyén nghiép.
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Chi sb
Trang thai ghi nhan Panh gia
giam sat
CPU . Hé thong hoat dong duéi tai, tai nguyén du
On dinh (< 5%)
Usage thtra.
RAM L .
On dinh (~15%) Khong c6 hién tugng ro ri bo nhd
Usage
Website Dich vu web hoat dong lién tuc trong thoi gian
100% (UP) _
Uptime thur nghiém.
. Khong phat hién tdn cong mang hay nghén
Network On dinh
bang thong.
Traffic

Bang 5: Két qua giam sat tir Grafana
4.1.3. Két qua vé hé thong canh bao (Alerting System)

- H@é thong canh bao di duoc xay dung dua trén bo Rule PromQL danh cho
CPU, RAM, bang thong va dac biét 1a kiém tra trang thai hoat dong cuia Website
HPU thong qua Blackbox Exporter.

- Cac diém noi bat:
e Alert hoat dong chinh x4c theo ngudng thiét lap.
e Thoi gian Pending va Firing phtt hop véi cau hinh thoi gian (for 30s
-1m).
e Tt ca canh bao duogc giri thanh cong dén Discord Webhook.
- Vi du tiéu biéu: Trong qua trinh thr nghiém 16i Website HPU, sau khi
chinh URL trong prometheus.yml thanh URL khong ton tai, Prometheus da phat
hién tinh trang bat thuong va kich hoat Rule WEBSITE_HPU DOWN.
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e H¢ thdng ngay 1ap tirc chuyén sang trang thai Pending — Firing,
dong thoi Dashboard Grafana d61 mau canh bdo sang do.

¢ @ Lastiminute v 3> @ ) Refresh ~

Website Uptime (hpu.edu.vn)

Hinh 40: Chirng minh Dashboard phat hién va canh bao sw c6 Website DOWN

e Tin nhan canh bao cling xuat hién day du tai Discord.

Grafana (PP
Firing

Value: A=0, C=1
Labels:

* alertname = WEBSITE_HPU_DOWN

» grafana_folder = B4 4n Grafana - Quéc Anh
* instance =

* job=blackbox-hpu

Annctations:

Source:
Silence:

{9 Grafanavi2.21

Hinh 41: Chitng minh tin nhin canh bao FIRING dwgec giri vé kénh Discord

e Sau khi nhan dugc canh bdo, quan tri vién da kip phat hi¢n va tién
hanh khic phuc su ¢d. Ngay khi Prometheus ghi nhan cac chi s6 da
tré vé ngudng an toan, Grafana ty dong chuyén trang thai quy tic
tur Firing sang Normal. Website UP tré lai.
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< (@ Last1l0seconds ~ > @ ) Refresh ~

Website Uptime (hpu.edu.vn)

Hinh 42: Chirng minh Dashboard khoi phuc tré lai Website UP

e Pong thot gui tin nhan xéac nhan RESOLVED t61 kénh Discord,
danh dau quy trinh xtr 1y su ¢6 da hoan tat.

Grafana (APP
Resolved

Value: A=0, C=1
Labels:

* alertname = WEBSITE_HPU_DOWN

» grafana_folder = D& an Grafana - Quéc Anh
* instance =

* job=blackbox-hpu

Annotations:

* grafana_state_reason = MissingSeries

Source:
Silence:

{9 Grafanavi2.21

Hinh 43: Chimg minh tin nhin RESOLVED dwoc giri vé Discord

K¢ét luan: Diéu nay cho thay hé thdng canh bao hoat dong hiéu qua va c6 tinh
ung dung thyc té cao.
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4.2. Danh gia hiéu qua giam sat bing Grafana
4.2.1 Tinh tryc quan va dé quan sat

- Giao dién cua Grafana mang tinh truc quan cao, dé sir dung va than thién
vO1 ngudi quan tri.

- Céc biéu d6 str dung mau sic rd rang, kha nang twong tic manh mé va hd
tro da dang loai biéu dién nhu Graph, Gauge, Bar Gauge, Stat Panel. ..

- Piéu nay ho tro dic luc trong viéc theo doi trang thai h¢ théng mot cach

nhanh chéng va chinh xéc.
4.2.2 Do chinh xac ciaa dir liéu

- Véi co ché thu thap metric 6n dinh ctia Prometheus, dit liéu duoc dua vao
Grafana luon c6 d0 tré rat thap (< 1 giay).

- Phan anh chinh xac trang thai hién tai cua tai nguyén may chu va dich vy
mang, giup loai bo céc sai s6 do do trd duong truyén hoic 15i déng bd hoa."

- Nho co ché thu thap dit liéu cha dong (Pull Model) tir Prometheus két hop
voi cac Exporter chuyén dung, dir li¢u hién thj trén Grafana dam béo tinh trung

thuc va doé tin cay cao.
4.2.3 Kha ning phat hién va phan tng véi su c6

- Hé thong canh bao gitip phat hién nhanh cac van dé nhur:
e CPU va RAM sur dung vuot mirc cho phép.
e Tbc do truyén va nhan dit liéu trén bang thong.
e Website c6 dang hoat dong hay khong.
- Nho vay, thoi gian phat hién su c6 giam dang ké so véi viée kiém tra thi
cong hodc kiém tra theo lich.
- Viéc giri canh bao dén Discord giup ngudi quan tri c6 thé nhan thoéng tin

ngay lap tic va xu ly kip thoi.

4.2.4 Loi ich mang lai cho h¢ thong

- Viéc trién khaiPrometheus — Grafana dem lai nhiéu loi ich o rét:
e Ting dd tin ciy ctia dich vu nho phat hién 16i sém.
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Han ché downtime, gop phan ning cao chat luong van hanh.

Tiét kiém thoi gian cho doi k¥ thuat khi phan tich su cb.

Theo do6i toan dién tinh trang VPS va Website theo thoi gian thyc.
Tang tinh tw dong héa trong quy trinh giam sat.

4.3 Han ché cia hé thong giam sat

- Mac du hé théng hoat dong tdt, nhung van con mot s6 han ché:

Chua trién khai High Availability cho Prometheus (mdi chay
single instance).

Dit liéu Prometheus chu yéu luu trong container, d& mat khi update
néu khong gan volume.

Blackbox Exporter méi kiém tra HTTP/HTTPS, chua mé rong sang
TCP, DNS, SMTP...

Khi s6 lugng node giam sét ting cao, viéc scrape c6 thé bi cham
néu chua téi vu.

- Cac han ché nay s& duoc giai quyét trong chuong tiép theo vdi cac dé xuat

cai thién.
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CHUONG 5: DE XUAT CAC GIAI PHAP TOI UU
HOA VA NANG CAO HIEU QUA GIAM SAT.
5.1. T6i wu hoa hé thong Prometheus — Grafana
5.1.1 Téi wu Prometheus
- Str dung Volume Persist dé lwu dit liéu metric 1au dai.
- Tbi wu chu ky scrape dé giam tai hé théng nhung van dam bao do chinh
Xac.
- Chia nh¢ cac file rule dé d& quan 1y hon.
- Ap dung Service Discovery néu mudn mé rong thém nhiéu server.
- Giam s6 lugng metric khong can thiét dé tiét kiém tai nguyén.
5.1.2 T6i wu Grafana

T6 chtrc Dashboard theo nhém (System, Network, Website...).

Str dung bién Dashboard (Variables) giup tai sir dung.

Céu hinh Alerting theo Unified Alerting méi cua Grafana.

Tu dong sao luu Dashboard dinh ky.

Str dung folder dé phan loai o rang.

5.2 Mé rong hé thong giam sat
5.2.1. B sung cic Exporter cén thiét
- Dé hé thdng giam sat toan dién, co thé bd sung:
e MySQL Exporter — Giam sat Database.
e Nginx Exporter — Giam sat Webserver.
e Docker Exporter — Gidm sat container.
e Process Exporter — Gidm sat ung dung quan trong.
- Viéc mé rong Exporter gitp hé thong giam sat sau hon va phat hién 15i da
dang hon.
5.2.2. Giam sat nhiéu server (Multi-node Monitoring)
- Khi hé thong phat trién, c6 thé trién khai:
e Node Exporter tai tat ca server.

e Prometheus Federation dé gom dit liéu tir nhiéu Prometheus con.
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e Két ndi qua VPN/TLS dé bao mat khi thu thap dir licu.
- Diéu nay phu hop cho doanh nghiép hoic truong hoc ¢6 nhiéu hé théng
can giam sat.
5.3. Tw dong hoa canh bao
5.3.1. Tich hgp thém kénh cianh bao
- Hé thong c6 thé mé rong giri canh bao sang:
e Telegram Bot.
e Slack APL
e Zalo Official APIL.
e Email SMTP.
e SMS Gateway.
- Viéc da dang hoa kénh canh bao giup hé thong linh hoat va phu hop véi
tirng moi truong.
5.3.2. Canh bao nang cao
- Ngoai ngudng canh bao cd dinh, c6 thé ap dung:
e Ngudng dong dya trén lich sir hoat dong.
e Canh bao khi c6 hanh vi bat thudng (anomaly detection).
e Canh bao theo xu hudng (vi du RAM ting dan 30 pht lién tuc).
- Nhiing k¥ thuat nay gitip hé thong canh bao thong minh va chinh xac hon.
5.4. Nang cao d¢ tin cdy va tinh 6n dinh
5.4.1. Prometheus HA (High Availability)
- Dé tranh mét dir liéu hodc downtime:
e Chay 2 Prometheus song song.
e Sir dung Thanos dé luu trit dai han va hop nhét dit liéu tir nhiéu
Prometheus.
e Dung Hardening va nén dir liéu dé t6i wu dung luong.
5.4.2. T6i wu ha ting phin cirng
- Dung Hardening va nén dit liéu dé t6i uu dung luong.

- Tach Grafana va Prometheus thanh 2 VPS dé giam tai.
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Str dung SSD dé tang tdc do doc ghi metric.

5.4.3. Tang cuwdng bao mat

Pit mat khau manh cho Grafana.
bat sau Nginx Reverse Proxy.
Bat HTTPS (Let’s Encrypt).
G161 han IP truy cap.

Kiém tra log dé ngan truy cap trai phép.

5.5. Huéng phat trién trong twong lai

Phat trién hé thong canh bao thong minh str dung AI/ML.
Tich hop vé6i CICD dé ty dong deploy dashboard va rule.
Tu dong scale Prometheus dua trén tai.

Phat trién thém dashboard danh cho bao mat hoic log (két hop Loki).

Ung dung thuc té tai doanh nghiép, truong dai hoc hodc du an cé nhan.
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KET LUAN

Trong qué trinh thuc hién dd an tot nghiép voi dé tai “Nghién ciru tim hiéu
va irng dung Grafana— Cong cu giam sat may chu va dich vu mang tai trweomg
Pai Hoc Quan ly va Cong nghé Hai Phong”, em d3 nd luc tim hiéu, nghién ciru
va trién khai hé théng vao thuc té. Mic du da hoan thanh cac muc tiéu co ban dé
ra, nhung do nang luc chuyén mén cua em con nhiéu han ché, nén dd an chic
chén khong tranh khoi nhitng thiéu s6t. Em rat mong nhan duoc sy dong gop ¥
kién, chi bao cua quy thay/cé dé d6 an dugc hoan thién hon va em c6 thém kinh
nghiém cho cong viéc sau nay.

1. Két qua dat dwoc
- Sau thoi gian nghién ctu va trién khai, d6 an da dat duoc nhiing két qua cu
thé sau:

e Vé mit Iy thuyét: Pa tim hiéu va nam viing kién tric hoat dong ctia cac
cong cu giam sat ma nguoén maé hién dai 1a Prometheus (Thu thap dit lidu),
Grafana (Truc quan héa) va cac Exporter. Hiéu rd su khac biét giita giam
sat trang thai va gidm sat hiéu nang.

e Vé mit thue tién:

o Xay dung thanh cong ha ting giam sat trén nén tang Docker/VPS.

o Cau hinh thanh cong viéc thu thap dit liéu da chiéu: TUr tai nguyén
phan cting (Node Exporter) dén trang thai dich vu Website (Blackbox
Exporter).

o Thiét ké hoan thién Dashboard trwc quan hién thi thoi gian thuc
cac chi s6 quan trong (CPU, RAM, Network, Uptime).

o Thiét 1ap thanh cong hé théng Canh bio tw dong (Alerting) qua
kénh Discord, giup phat hién va thong bao su cd (Website Down,
CPU Overload) ngay lap ttrc.

2. Huéng phat trién cho twong lai
- P06 4n mang lai nhimng gid tri thiét thuc cho cong tic quan tri mang tai

Truong Pai hoc Quan 1y va Cong nghé Hai Phong:
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e Ning cao hiéu qua quan tri: Chuyén d6i phuong thirc giam sat tir thy
dong (doi ngudi dung bao 15i) sang chii dong (hé thong tu phat hién va
canh bao), giup giam thiéu thoi gian gian doan dich vu.

e Tiét kiém chi phi: Viéc tmg dung céc céng cu mi ngudn md (Open-
Source) gitp nha truong xay dung dugc hé théng giam sat chuyén
nghiép, manh mé ma khong ton chi phi ban quyén phan mém.

e Tinh ing dung cao: Mo hinh niy dé dang nhan rong dé giam sat thém
nhiéu may chu va dich vu khéc trong trudng ma khong can thay ddi kién
trac hé théng.

3. Huéng phat trién trong twong lai
- Dé hé théng trd nén hoan thién va manh mé hon, em dé xuét cac hudéng
phat trién tiép theo:
e Mé rong pham vi giam sat: Tich hop thém cac Exporter dé giam sat
Co s¢ dir ligu (MySQL/PostgreSQL), giam sat Logs tap trung (st dung
Loki) va giam sat thiét bji mang (Switch/Router qua SNMP).
e Ting cuwdng bao mat: Trién khai giao thirc HTTPS va co ché xéc thyc
nguoi dung chat ché hon cho Dashboard Grafana.
e T6i wu héa canh bao: St dung Prometheus Alertmanager dé quan 1y,
gdp nhom cac canh bao va dinh tuyén thong bao théng minh hon (vi

du: gtri SMS ho#c Email cho céac 16i nghiém trong).
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TAI LIEU THAM KHAO

1. Tai li€u chinh thirc cua Grafana: https://grafana.com.docs/

2. Sach “Monitoring with Grafana” — Alan Hohn.

3. Céc bai bao khoa hoc vé giam sat hé thong.
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