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NHIEM VU PE TAI

1. Noi dung va céc yéu ciu cin giai quyét trong nhiém vu dé tai tét nghiép

a. Mo ta tém tit dé tai

Uptime Kuma 12 mot cong cu ma ngudn mo dugce st dung dé gidm sat trang thai

cua cac website va dich vu mang. B¢ tai nay tap trung vao vi¢c nghién ctru, tim hi€u va

ung dung.

Uptime Kuma dé gidm sat trang thai hoat dong cua cac website va dich vu mang

tai Truong Pai hoc Quan 1y va Cong ngh¢ Hai Phong.

b.

Noi dung huéng din

Tong quan vé giam sat mang va cac cong cu giam sat pho bién

Tim hiéu vé Uptime Kuma

Trién khai Uptime Kuma tai trudng Pai hoc Quan 1y va Cong nghé Hai Phong.
Panh gia hiéu qua cua Uptime Kuma.

D¢ xuat cac giai phap to1 vu hoa va nang cao hi¢u qua giam sat.

. Két qua can dat duoc

Bio c4o tong quan vé Uptime Kuma va cac cong cu gidm sat mang.

H¢ théng Uptime Kuma duogc trién khai va hoat dong 6n dinh trén mang cua
truong.

Panh gia chi tiét vé hiéu qua cta Uptime Kuma trong viéc gidm sat cac
website va dich vu mang

D¢ xuat cac giai phap to1 vu hoa va nang cao hi¢u qua giam sat.

. Cac tai li€u, so li€u can thiet

Tai liéu chinh thirc cia Uptime Kuma: https://uptime.kuma.pet/
Tai liéu vé giam sat mang va cic cong cu giam sat phd bién.
Céc bai viét, nghién ctru vé ung dung Uptime Kuma trong thyc té.

Tai liéu vé quan tri mang va hé thong.

. Pia diém thue tap tot nghiép



- Truong Pai hoc Quan ly va Cong ngh¢ Hai Phong



CAN BQ HUONG DAN PE TAI TOT NGHIEP

Ho va tén : P Vin Tuyén
Hoc ham, hoec vi : Thac sy
Co quan cong tac : Khoa Cong ngh¢ thong tin
Noi dung huéng din:
- Tong quan vé giam sat mang va cac cong cu giam sat pho bién
- Tim hiéu vé Uptime Kuma
- Trién khai Uptime Kuma tai truong Pai hoc Quan 1y va Cong nghé Hai Phong.

- Panh gia hiéu quéa cua Uptime Kuma.

Pé xuét cac giai phap toi vu héa va nang cao hiéu qua giam sat.
Pé tai tot nghiép duoc giao ngay 17 thang 02 nam 2025
Y&u cau phai hoan thanh xong truéc ngay 10 thang 05 ndm 2025

Pa nhin nhiém vu PTTN Da giao nhiém vu PTTN
Sinh vién Giang vién huéng dan
Th.S P4 Vin Tuyén

Hai Phong, ngay thang  nam 2025
TRUONG KHOA



CONG HOA XA HOI CHU NGHIA VIET NAM
Poc 1ap - Tu do - Hanh phc

PHIEU NHAN XET CUA GIANG VIEN HUONG DAN TOT NGHIEP

Ho va tén gidng vién: D5 Vin Tuyén
Pon vi cong tac: Khoa Cong nghé thong tin - Truong Pai hoc Quan Ly va Cong Ngh¢ Hai

Phong.
Ho va tén sinh vién : Vii B4 Qudc Anh Nganh: Cong nghé Thong tin

Noi dung huéng din : Toan bo dé tai

1. Tinh than thai d§ cia sinh vién trong quéa trinh lam deé tai tot nghiép

2. Panh gia chat lwong ciia d6 an/khoa luin (so véi ndi dung yéu cau da dé ra

trong nhiém vu D.T.T.N, trén c4c mit ly luin, thue tién, tinh toan sé li¢u...)

3. Y kién ciia gidng vién hwéng din tot nghiép

Puogc bao vé Khéng duogc bao vé Diém huéng dan

Hai Phong, ngay .... thang .... nam 2025
Giang vién huéng dian

(ky va ghi rd ho tén)



CONG HOA XA HOI CHU NGHIA VIET NAM
Podc 1ap - Tu do - Hanh phlc

PHIEU NHAN XET CUA GIANG VIEN CHAM PHAN BIEN

Ho VA teN GIANE VIEIM.  .eieiiiiiiiiiiiiiieiieeniintieceeesscncascnsansessnsessnsassnsansnnnns
Pon Vi CONGTAC:  winiieiiiiiiiiiiiiiiieteiiaeieenteetntessesescesensessnsessnsossnsossnssnsnsans
Ho va tén sinh vién: Vii B4 Quic Anh Nganh: Cong nghé Thong tin
Pé tai tét nghiép: Nghién ctru va tim hiéu va Gmg dung Uptime Kuma — cong cu giam sat
trang thai website va dich vu mang tai Truong DPai hoc Quan ly va Cong nghé Hai Phong
1. Phian nhén xét ciia giang vién cham phan bién

3. Y kién ciia giang vién cham phan bién

Pugc bao vé Khong dugc bao vé Piém phan bién

Hai Phong, ngay......thang ..... nam 2025
Giang vién chAm phan bién

(ky va ghi rd ho tén)



LOI CAM ON

Trong qua trinh lam dd 4n vira qua vi dugc sy chi dan nhiét tinh cua thﬁy ThS.
Do Vin Tuyén — Truong Pai hoc Quan 1y va Cong nghé Hai Phong, em d hoan thanh
d6 4n ctia minh. Mic du em dé ¢ ging voi su tdn tim cua thay, nhung vi thoi gian va
kha ning nén d6 4n ctia em van con khong tranh dugc nhitng diéu thiéu sot.
Em xin chan thanh va bay to long biét on sau sic dén thay DS Vian Tuyén vi di tan tinh
chi bao, hudng dan va gianh thoi gian quy bau ctia minh cho em trong thoi gian qua dé
em c6 thé hoan thanh d6 4n ciia minh dung thoi han.
Em xin cam on tat ca thay co gido trong khoa Coéng nghé thong tin vi da truyén dat cho
em rat nhiéu céac kién thirc nén tang, chuyén nganh, chuyén mén va chuyén sau cuc ki
vitng chic trong nhitng nim qua dé em c6 thé hoan thanh dugc dd an nay.

Em xin cdm on Truong Pai hoc Quéan ly va Cong nghé Hai Phong vi khong
ngimg hd tro va dao tao nhimng diéu kién tot nhét trong nhitng nim vira qua dé em co

thé hoc va thuc hién tot d6 an.

Em xin chan thanh cam on !
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MO DPAU
1. Ly do chon dé tai
Trong bdi canh cong nghé thong tin ngdy cang phat trién, viéc dam bao hé théng
mang va cac dich vu truc tuyén hoat dong 6n dinh, lién tuc 1a mot yéu cau quan trong
ddi véi cac to chue, dic biét 1a cac co sé gido duc. Viéc gidm sat trang thai hé théng

gitip phat hién sy ¢b kip thoi, giam thiéu rai ro va nang cao chat lwong véan hanh.

Tai Truong Pai hoc Quan 1y va Cong nghé Hai Phong, hé thong Website va dich
vu mang doéng vai trd quan trong trong quéan ly, gidng day va hd trg sinh vién. Tuy
nhién, cong tac giam sat hé théng chua thuc sy dugc dau tu dang murc, con phu thudc

nhiéu vao kiém tra thu cong hoac cac cong cu chua phu hop.

Uptime Kuma 1a mot cong cu ma nguén ma, mién phi, dé trién khai va stir dung
de gidm sat h¢ thong mang, dich vu va website. Véi giao dién truc quan, kha nang canh

bao hi¢u qud, Uptime Kuma la mot giai phap phu hop cho moéi truong gido duc.

Vi vy, em chon dé tai “Nghién ciru va tim hiéu va itng dung Uptime Kuma —
cong cu giam sdt trang thdi website va dich vu mang tai Trwong Dai hoc Quan Iy va
Céng nghé Hai Phong” nhim tim hiéu, trién khai thir nghiém va danh gia hiéu qua

cuia cong cu nay trong thuc té.

2. Hién trang hé thong giam sat tai nha truong
Tai Truong Pai hoc Quan 1y va Cong nghé Hai Phong, hé thong CNTT dang
ngay cang duoc mé rong vaoi cac dich vu nhu website truong, hé théng dao tao truc
tuyén, may chu ndi bo, email, va cac dich vu khac phuc vu gidng vién, sinh vién va can

bo.

Tuy nhién, cong tac gidm sat cac hé thong nay hién nay chu yéu dya vao kiém

tra thu cong hodc cac phuong phap don gian, chua cé cong cu chuyén biét ho tro canh



b4o tw dong. Diéu ndy dan dén viéc cham tré trong phat hién sy c6, gdy anh hudng dén

hoat dong ctia nha truong va trai nghiém ngudi dung.
3. Nhu céu thyec té

Tir thuc trang trén, nha truong rat can mot giai phap giam sat hé thong chuyén

nghiép, c6 kha ning:

- Giam sat thoi gian thye céc dich vy, may chu va website;
- Canh bao tu dong khi co su cd xay ra;
- Giao dién than thién, dé sir dung cho céan bd k¥ thuét;

- Khoéng yéu cau chi phi ban quyén, dé trién khai va bao tri.

Uptime Kuma 1a mot cong cu ma nguon m¢o dép ung day du cac yéu cau trén,
v6i uu diém ndi bat 1a dé st dung, cai dit don gian, tiry bién linh hoat va c6 kha ning

tich hop canh bao qua nhiéu kénh khac nhau nhu Telegram, Discord, email...
4. Muc tiéu dé tai

Dé tai “Nghién ciru va tim hiéu va vmg dung Uptime Kuma — céng cu gidm sat
trang thai website va dich vu mang tai Truwong Pai hoc Quan ly va Cong nghé Hai

Phong” hudng dén cac muc ti€u cu thé sau:

- Nghién ctru tong quan vé cac cong cu giam sat mang hién nay, dic biét 1a Uptime
Kuma;

- Tim hiéu nguyén 1y hoat dong, cac tinh ning noi bat va cach trién khai Uptime
Kuma;

- Thuc hién trién khai Uptime Kuma trong moi trudng mang thuc té cua nha
truong;

- Paénh gia hiéu qua hoat dong ctia cong cu trong viéc phat hién va canh bao su c;

- Dé xuat cic giai phap cai tién va ing dung mo rong sau khi thir nghiém thanh

cong.



5. P6i twong va pham vi nghién ciru

Poi twong nghién ctru: Cong cu giam sat Uptime Kuma va hé théng website,

dich vu mang tai Truong Pai hoc Quan 1y va Cong nghé¢ Hai Phong.

Pham vi nghién ciru: T4p trung vao cai dat, ciu hinh va danh gia Uptime Kuma

trong viéc giam sat mot sb hé théng dich vu cu thé tai truong.
6. Phuwong phap nghién ctru
Tim hiéu tai liéu: Nghién ciru tai lidu chinh thirc va cac bai viét lién quan dén
Uptime Kuma.
Thue nghiém: Cai dit va trién khai Uptime Kuma trén mdi truong mang thuc té.

Phan tich va danh gia: Theo ddi két qua hoat dong, phan tich dir liéu giam sat dé

danh gia hiéu qua cong cu.



CHUONG 1 : TONG QUAN VE GIAM SAT MANG
VA CAC CONG CU GIAM SAT PHO BIEN
1.1. Tim hiéu vé giam sit mang

1.1.1. Khai niém

thong tin cia cac thiét bi mang, cac két ndi,cac ung dung va dich vu bén trong
hé théng mang dé phan tich va dua ra cac thongtin hd tro ngudi quan tri mang ¢ cai
nhin téng quan, chi tiét vé moi trudng mang.Dua trén nhitng théng tin thu thap duoc,
hé thong giam Giam sat mang 1a viéc giam sat, theo ddi va ghi nhan nhiing ludng dir

liéu mang, tir d6 st dung 1am tu liéu dé phan tich mdi khi cé su co xay ra.

Khi phu trach hé thong mang may tinh, dé giam thiéu toi da cac sy cd lam gian
doan hoat dong cua h¢ théng mang, nguoi quan tri h¢ théng mang can phai nam duge
tinh hinh "strc khoe" cac thiét bi, dich vu dugc trién khai dé c6 nhitng quyét dinh xtr 1y
kip thoi va hop 1y nhét. Ngoai ra, viéc hiéu r5 tinh trang hoat dong cua cac thiét bi, cac
két ndi mang... cling giup cho ngudi quan tri t6i vu dugc hiéu niang hoat dong cia hé
théng mang dé dam bao dugc cac yéu cau st dung ctia ngudi dung. Viée giam sat hoat
dong cua cac thiét bi mang, ing dung va dich vu trong moi trudng mang, voi hang chuc
hay hang tram thiét bi, ma nguoi quan tri thuc hién thu cong sé khong mang lai hiéu
qua. Vi thé, can phai c6 mot phﬁn mém thuc hién viéc giam sat mgt cach ty dong va
cung cap cac thong tin can thiét dé ngudi quan tri ndm duogc hoat dong cua hé thdng

mang, d6 1a hé thong gidm sat mang.

Hé thong giam sat mang (Network Monitoring System) 12 mot phan mém thuc
hién viéc giam sat hoat dong ctuia hé théng va cac dich vy, ing dung bén trong h¢ théng
mang do. N6 thuc hi¢n viéc thu thap sat mang co thé téng hop thanh cac bao céo, g
cac canh bao cho nguoi quan tri dé c6 hudng xur Iy pht hop nhim giam thiéu sy ¢d va
nang cao hiéu suat mang. V4i nhitng théng tin nhan duoc tir hé thdng giam sat mang,
nguoi quan tri co thé xir 1y cac sy ¢b va dua ra cac hudng nang cap thiét bi, dich vu dé

dam bao hé thong mang hoat dong thong sudt



1.1.2. Cac yéu td co ban trong giam sat mang

bé vi giam sat mang dat hi¢u qua cao nhat , can xac dinh céac yéu t6 cot 161 ciia

gidm sat mang nhu:

- Cacdonvi, hé théng, thiét bi, dich vu can gidm sat
- Céc trang thiét bi, giai phap , phan mém thuong mai phuc vu giam sat

- Xac dinh cac phan mém ndi bd va phan mém ma ngudén moé phuc vu gidm sat

Ngoai ra, y€u t0 con nguoi, dac bi€t 1a quy trinh phuc vy giam sat 1a vo cung

quan trong

1.1.3. Chirc nang cia giam sat mang-
- Canh bao qua Web, Email va SMS khi phat hién tin cong vao hé théng mang.
- Béodong bé“mg am thanh va SMS khi mdt host (Server, Router, Switch...)hoac
mot dich vu mang ngung hoat dong.
- Giam sat luu luong mang qua cic cong giao tiép trén Router,
Switch,Server...hién thi qua cac dd thi truc quan, thoi gian thyce. Giam sat luu
luong gitra cac thiét bi két ndi v6i nhau mot cach truc quan

1.1.4. Ai can giam sat mang? Can giam sat nhirng gi va tai sao ?

Giam sat mang la can thiét ddi voi tat ca cac doanh nghiép va t6 chuc st dung h¢
théng mang. Bat ky doanh nghiép nao mudn bao vé di liéu ctia ho khoi nhitng nguy co
mang nhu tan cong phﬁn mém doc hai, tin tic hodc vi pham bao mat phai c6 mot giai

phap dé dam bao an toan cho thong tin ciia ho.

Dbi véi hé thong mang, diéu quan trong nhit 1a nim duoc cac thong tin chinh
xé4c nhat vao moi thoi diém. Tam quan trong chinh 14 nam bat thong tin trang théi cua
thiét bi vao thoi diém hién tai, cling nhu biét duoc thong tin vé cac dich vu, tng dung

ctia hé thong.



Thong tin sau day chira mot vai ndi dung trang thai hé thong ma ta phai biét va

1y do tai sao

Can giam sat gi

Tai sao

Tinh siin sang cia thiét bi
(Router, Switch, Server..)

Pay 13 nhimg thanh phan chu chét gitr cho mang hoat
dong

Cac dich vu trong h¢
thong(DNS, FTP, HTTP...)

Nhitng dich vu nay dong vai tro quan trong trong mot co
quan, td chure, néu cac dich vu nay khong dugc dam bao
hoat dong binh thuong va lién tuc, n6 s€ anh hudng

nghiém trong dén co quan t6 chic do.

Tai nguyén hé thong

Céc ung dung déu doi hoi tai nguyén h¢ thong, vi¢cgiam
sat tai nguyén s€ dam bao cho ching ta c6 nhitng can

thiép kip thoi, tranh anh hudng dén hé théng

Luwu lwgng trong mang

Nham dwa ra nhiing giai phap, ngan ngira hién twong qua

tai trong mang.

Cac chirc niang vé biao mat

Nham dam bao an ninh trong hé thong

Luwong dir liéu vao va ra caa
route

Can xé4c dinh chinh x4c thong tin lugng dir liéu dé tranh

qua tai trong hé thong

Cac sur kién dwoc viét ra log
nhu WinEvent or Syslog

C6 thé thu dugc thong tin chinh x4c cac hién twongxay ra

trong hé thong

Nhiét d9, thong tin vé may
chu, may in

Ta c6 thé biét duoc thong tin vé may in bi hu hong hay
can thay muc trude khi duge ngudi dung bao ciing nhu

dam bao may chu khong bi qua nong

Bang 1 Cac ly do cin giam sat

Khi mot h¢ thong mang duoc trién khai va dua vao van hanh, van dé giam sat

hoat dong ctia toan bo hé thdng c6 vai trd quan trong. Cac bat thudng lién quandén thiét

bi, dich vu, tan cong mang, hay tai nguyén hé théng... can duoc phat hiénnhanh chong




dé co giai phap sira chita, thay thé, phan ung kip thoi giup hé thongmang hoat dong 6n

dinh, thong subt

1.1.5. TAm quan trong ciia giam sat mang

Giam sat mang thuc su 1a mdt viéc rat can thiét trong cong viéc. Khong chi boi

tinh an toan va bao mat dir liéu, giam sat mang c6 thé giup doanh nghiép tiét kiém chi

phi stra chita, giam thiéu thoi gian chét cua hé théng khi gip su ¢d, dam bao tithong

sudt trong toan hé thong.

Nhiing tiéu chi dudi day s& giai thich rd hon vi sao giam sat mang lai 1a mot phan quan

trong dbi v6i cac doanh nghiép:

Tinh bado mat: Pam bdo cac thong tin khong bi 16 ra ngoai. La mdt trong
nhitng phan quan trong clia giam sat mang, tinh ning nay sé& theo ddi nhiing
bién dong trong hé thong mang va canh bao cho quan tri vién biét khi c6 sy
cd xay ra kip thoi. Thong qua man hinh giam sat, ngudi quan tri c6 thé xac
dinh duoc van dé kha nghi va tim cach giai quyét phu hop nhat cho van dé
do.

Kha nang xu 1y su c¢6: Kha ning ndy 1a mot trong cac loi thé cua giam sat
mang. Tiét kiém thoi gian chan doan sai 1éch trong mang, giam sat vién c6
thé biétchinh xac thiét bi nao dang c6 van dé va xir Iy n6 mot cach nhanh nhét
trude khi nguoi dung mang phat hién.

Tiét kiém thoi gian va tién bac: Néu khong c6 phidn mém giam sat thi s&
matnhiéu thoi gian dé tim kiém va stra 16i hé thong ma 18 ra chi mat vai giay
dé sira 16i d6. Pidu nay khong chi tén thém chi phi ma con 1am giam ning
suat lao dong.Nguoc lai, nho co phr:in mém giam sat, van dé s& nhanh chong
duoc tim ra va xu lyhi€u qua, co thé tap trung nhiéu hon vao cong viéc khac,
lg1 nhudn cong ty cling giatang.

Lap ké hoach thay d6i: Véi giam sat mang, giam sat vién c6 thé theo ddi duoc
thiét bi ndo sap hong va can phai thay méi. Giam sat mang cho ngudi giam
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satkha nang 1én ké hoach san va dé dang tao ra thay d6i can thiét cho hé thong
mang
1.1.6. Cac loai giam sat mang

- Giam sat hiéu suat mang (Network Performance Monitoring — NPM)

- Giam sat trang thai mang (Network Availability Monitoring — NAM)

- Giam sat bao mat mang (Network Security Monitoring — NSM)

- Giam sat luu lugng mang (Network Traffic Analysis — NTA)

- Gidm sat tng dung (Application Performance Monitoring — APM)

1.1.7. Uu diém va nhwoc diém
U'u diém

- Bao v¢ dir li¢u: N6 giap bao vé dit li€u cua ban khéi cac cudc tdn cOng mang.

- Phat hién va xtr Iy sém cac van dé bao mat: N6 c6 thé gitp nhéan vién IT phat
hién, xir 1y cac van dé bao mat nhanh chong va hiéu qua.

- Tang cudng hiéu suat: Giup ban theo ddi hoat dong trén mang cua ban va t6i
uu hoa hiéu suat ctia hé théng mang.

Nhugc diém:

- Chi phi: Viéc trién khai giai phap giam sat c6 thé doi hoi chi phi dang ké cho
doanh nghiép.

- Kho khan trong viéc phat hi¢n cac cudc tAn cong mdi: Mac du gidm sat co thé
gitip phat hién cac cudc tin cong di biét, nhung kho khin dé phét hién cac
cudc tan cong mai va chua duogc biét dén.

1.2. Céc cong cu giam sat mang pho bién

C6 rat nhiéu giai phap giam sat mang trén thi truong:

% Phan mém giam sat mang Uptime Kuma



Uptime Kuma 1a mot cong cu gidm sat ty luu trit ma ban cé thé cai dat truc tiép
hoac thong qua container Docker. N6 cho phép gidm sat cac dich vu va giao thirc khac

nhau nhu HTTP, HTTPS, DNS, PING, TCP, SQL, MYSQL va nhiéu hon nifa.

Hinh 1. Phan mém giam sat mang Uptime Kuma
% Phin mém giam sat mang Zabbix

Zabbix 1a mot cong cu ma ngudén mdé ndi tieng gidi quyet cho ta cac van dé vé
giam sat — 1a phan mém st dung cac tham s6 cia mdt mang, tinh trang va tinh toan ven

cua Server cling nhu cac thi€t bi mang.

Zabbix str dung mot co ché thdng bao linh hoat va kha ning tuy bién cao cho
phép nguoi dung cau hinh email hoic sms dé canh bao dya trén su kién duoc ta thiét
1ap san. Ngoai ra Zabbix cung cép bao cao va dir licu chinh xac dua trén co s& dir licu.
Diéu nay khién cho Zabbix trd nén Iy tudng hon, thich hop phuc vu cho hé théng mang
tam trung va 1on cua cac doanh nghiép hién tai véi murc chi phi dau tu vira phai.Zabbix
dugc sang 1ap béi Alexei Vladishev va hién tai dugc phat trién cling nhu hd tro boi to
chtic Zabbix SIA. Zabbix dugc viét va phat hanh dudi ban quyén General Public
License GPL phién ban 2

Tat ca bao céo, thong ké ciing nhu cdu hinh théng sé clia Zabbix co thé dé dang

truy cap qua giao dién web tinh té dep mat.
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Hinh 2. Phan mém giam sit mang Zabbix
< Phan mém giam siat mang Nagios

Nagios 1 mot ung dung phan mém ma ngudn md va mién phi danh cho cac hé
théng may tinh. N6 duoc sir dung dé giam sat hé thong, mang va co sé ha tang. Tén
ban dau ctia tng dyung 1a NetSaint, dugc phat trién boi Ethan Galstad va mot nhom céc
Developer vao nam 1999. Ung dung phan mém nay dugc viét bang ngon ngir C, chu
yéu duoc thiét ké dé chay trén hé diéu hanh Linux. Tuy nhién n6 ciing c6 thé chay voi

hé di€éu hanh Unix va Windows.

Nagios dugc str dung dé giam sat lién tuc cac h¢ théng, ung dung, dich vu va quy
trinh kinh doanh, v.v. trong vin hoa DevOps. Trong truong hop xay ra su ¢, Nagios co
thé thong bao cho nhan vién k¥ thuat vé sy c¢d, cho phép ho bat dau cac quy trinh khac
phuc trude khi su ¢d ngimg hoat dong anh huéng dén quy trinh kinh doanh, ngudi dung

cuoi hodc khach hang
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Hinh 3. Phin mém giam sat mang Nagios

% Phan mém giam st mang PRTG Network

Giam sat va quan 1y co so ha tang 1a mot trong nhitng hoat dong thiét yéu nhat
trong hoat dong quan tri va quan Iy CNTT. Mot cong cu giam sat Mang noi tiéng va
dugc ua thich rong rii nhu vy 1a PRTG. PRTG dugc dinh nghia 1a “Trinh biéu thi d6
thi luu lwong bo dinh tuyén Paessler”. N6 1a mot phan mém giam sat mang khong co
tac nhan (agentless network monitoring software) - Agentless 1a gidi phap khong yéu
cau cai dit Agent, phan tich mang dua trén giam sat package, dugc st dung dé giam sat
tinh sén sang ciia mang va hiéu suat dugc phat trién tir cong ty Puc, c6 tén Paessler
AG. Phién ban déu tién dugc phat hanh vao nam 2003 v&i cac kha niang chinh 1a theo
ddi va phan loai cac diéu kién hé théng nhu sir dung bang théng hoidc thoi gian hoat
dong. PRTG ciing thu thap $6 lidu théng ké tr cAc may chu nhu bo chuyén mach, bo
dinh tuyén va may chu. Phan mém giam sat dé s dung va cé giao dién dd hoa truc
quan. PRTG Network Monitor theo ddi hiéu suit mang, thong luong, bang thong va cac

yéu to khéc.
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Hinh 4. Phin mém giam sat mang PRTG Network

1.3. So sanh cac cong cu

Congcu  Uu diém Nhuwoc diém

Uptime Giao dién dep, dé cai dat, ho trg nhiéu Chua manh vé giam sat sau hé

Kuma phuong thurc giam sat théng

Zabbix Manh mé&, hd tro giam sat chi tiét Khé ciu hinh, giao dién phtc tap

Nagios Hb tro giam sat toan dién, nhiéu tinh Can nhiéu tai nguyén may chi
nang

PRTG Chuyén giam sat ha téng, hién thi biéu Phtc tap, can nhiéu ciu hinh

Network db truc quan

Bang 2. So sanh cac cong cu
Q So sanh nhanh:

- Uptime Kuma: D¢ dung, phu hop giam sat website, API.
- Nagios, Zabbix: Manh m¢, phu hop gidm sat toan bo h¢ théng.

- PRTG: Giao di¢n truc quan, Hi¢u suat mang, Thiét bi
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CHUONG 2 : TIM HIEU VE UPTIME KUMA

2.1. Gioéi thiéu Uptime kuma

Uptime-Kuma 13 mét cong cu giam sat ma ngudn md giéng nhu “Uptime
Robot” dugc viét bang Nodejs. N6 1a mot cong cu giam sat doc 1ap voi bang diéu khién
dep mat va hd tro mot sé phuong phap thong bao. Uptime-Kuma giam sat thoi gian
hoat dong ctuia cac may chu hoac may chu thong qua (céc) giao thirc HTTP, TCP va
Ping. Néu may chu khong thé di qua cac giao thirc nay trong khoang thoi gian nhu vay,
may chu thoi gian hoat dong sé& guri tin nhin qua Webhooks, Telegram, Discord, Gotify,
Slack, Pushover, Email (SMTP), v.v.

@A Uptime Kuma

LouisLam net

https://louislam.net

Q
08 Pause # Edit W Delete

i

Hn saanasaanasnannRRRRRRROIIING [ up J

i Response Avg. Response Uptime Uptime Cert Exp.
100%

= =

Hinh 5. Phin mém giam siat mang Uptime Kuma

2.2. Thong tin va tinh nang Uptime Kuma :
- Gidm sat thot gian hoat dong (uptime) cua cac dich vu nhu HTTP(s) / TCP /
HTTP(s) Tur khoéa / HTTP(s) Json Query / Ping / DNS Record / Push / Steam
Game Server / Docker Containers.

- Giao dién nguoi dung tryc quan, nhanh chong.
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2.3.

Hb tro thong bdo qua Telegram, Discord, Gotify, Slack, Pushover, Email
(SMTP) va hon 90 dich vy thong bao

C6 thé giam sat, kiém tra theo chu ky 20 giay.
HJ tro nhiéu ngdn ngi.

HJ trg nhiéu trang trang thai.

Anh xa céc trang trang thai tdi cic tén mién cy the.

Biéu dd Ping.

Thong tin chig chi SSL.

Ho tro proxy.
HO trg 2FA.

Cach hoat dong cua Uptime Kuma

So d6 hoat dong Uptime Kuma

So db bao gém cac thanh phan chinh sau:

Mguii ding

# Uptime Kuma GUI

Database

™ (SQLite/MongoDE)

¥

Uptime Kuma
Monitoring

A

Website 1

AP Service

Server/Database

¥

Alerting System

Telegram

Email

Slack/Webhook

Hinh 6. Hoat dong ciia Uptme Kuma
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- Nguoi dung (Admin/User):
+ Languoi cau hinh va quan Iy cac dich vu can giam sat trén giao dién web
cua Uptime Kuma.
+ Nguoi ding c6 thé thém/xé6a cac muc tiéu giam sat, thiét 1ap tin suét
kiém tra va cai dit canh béo.
- Uptime Kuma GUI (Giao di¢n Web):
+ Day 1a giao dién Dashboard ma ngudi dung sir dung dé thiét 1ap va theo
dbi trang thai hé thong.
+ Tu day, c6 thé xem biéu dd, bao cio uptime/downtime, lich sir su co.
+ Nguoi ding c6 thé quan 1y danh sach website, server can giam sat.
- Database (SQLite/MongoDB):
+ La noi luu triv dir li€éu giam sat nhu:
e Lich st kiém tra trang thai dich vu.
e Thoi gian hoat dong (uptime) va ngung hoat dong (downtime).
e Thoi gian phan hdi cia website/server.
+ Hb tro SQLite (nhe, don gidn) hoic MongoDB (quy mé 16n, luu trir
tot hon).
- Uptime Kuma Monitoring (B¢ giam sat chinh):
+ Thanh phan thwe hién giam sat cac website, API, dich vu mang theo tan
suat dinh ky.
+ C6 thé kiém tra HTTP(S), Ping, TCP, DNS,....
+ Khi phat hién su c¢d, n6 s& ghi nhén vao database va kich hoat hé thong
canh bao.

- Muc tiéu giam sat (Monitor Targets):

+ Day la cac dich vu, hé thong can giam sat, bao gom:
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Website: Kiém tra trang web c6 hoat dong khong (HTTP 200 OK).
API Service: Kiém tra REST API ¢6 phan hoi ding khong.
Server: Kiém tra may chu c6 dang hoat dong khong (Ping, TCP).

Database: Kiém tra dich vu MySQL, PostgreSQL, Redis c6 hoat dong
khong.

- Hé thdng canh bao (Alerting System):

+

+

Néu mét dich vu bi 15i, Uptime Kuma s& giri canh bao ngay lap tirc dén

nguoi quan tri qua:
Email

Telegram
Discord/Slack
Webhook API

SMS (néu c6 tich hop dich vu bén ngoai)

Cach thirc hoat dong tirng buérc:

Budc 1: Nguoi dung thiét 1ap giam sat

Budc 2: Uptime Kuma thuc hién kiém tra dinh ky

Budc 3: Ghi nhan két qua kiém tra vao Database

Budc 4: Canh bao khi ¢6 su ¢co

2.4. Quy trinh cai dit va cau hinh co ban

Uptime Kuma co6 thé duoc cai dat thong qua Docker, hoac cai truc tiép khong

qua Docker.

Em dung cach tai decker desktop vé rdi dung 1énh

Nhén lénh:
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docker run -d --restart=unless-stopped -p <YOUR PORT>:3001 -v <YOUR DIR OR
VOLUME>:/app/data --name uptime-kuma louislam/uptime-kuma: 1

Két qua :

Hinh 7. Két qua chay cau Iénh docker

Liét ké container dang chay

PS C:\Users\Quoc Anh= docker ps

CONTAINER ID IMAGE COMMAND CREATED STATUS POR EI

TS NAMES

2893d9f00cde  louislam/uptime-kuma:1  "/usr/bin/dumb-init .." 7 days ago Up 14 minutes (healthy) 0.0
IR

Hinh 8. Container dang chay

Céu hinh Uptime Kuma
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Hay truy cap vao localhost:3001/ dé vao giao dién web Uptime Kuma

Uptime Kuma
Create your admin account
Language
Tiéng Viét
Username

Password

Repeat Password

Hinh 9. Giao dién web Uptime Kuma
Sau khi vao giao dién ban hay nhap vao cac thong tin sau:

- Language: Chon ngdn ngit hién thi

- Username: Ban dat tén dang nhap quan tri

- Password: Dt mat khau dang nhap

- Repeat Password: Nhap lai mat khau dang nhap

- Dang nhap thanh cong, s€ c6 giao dién quan tri .
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2.5. Cac phwong thirc giam sat trong Uptime Kuma

Phwong thire | Mo ta Vi du sir dung

Ping (ICMP) | Kiém tra xem server c6 phan hoi hay khéng | Giam sat mdy chéi Linux,
Windows

HTTP/HTTPS | Kiém tra trang thai website (200 OK, 404, | Giam sat website, API REST

500)

TCP Port Kiém tra xem cong dich vu c6 mé hay khong | Giam sat SSH, MySQL,
FTP, Redis

DNS Query Kiém tra tén mién c6 phan hoi dung khong | Giam sat dich vu DNS

Push Server tu dong gui dit liéu vé Uptime Kuma | Giam sat thiét bi IoT, Cloud

Monitoring Server

Bang 3. Cac phuong thire giam sat trong Uptime Kuma

2.6. Uu diém va nhwoe diém cia Uptime Kuma
Uu diém:

- Désir dung: Giao dién web than thié¢n, dé dang thém muc ti€u giam sat.

- M4 ngudn mé & mién phi: Khong tn phi duy tri, c6 thé cai dat trén Linux,
Docker.

- Da dang hinh thirc giam sat: HTTP, Ping, TCP, DNS, Push, WebSocket.

- Canh bzo théng minh: H tro giri thong bédo qua nhiéu nén tang (Email,
Telegram,...).

- Luru trir dir liéu: HS tro SQLite hodc MongoDB dé luu két qua giam sat.
Nhuoc diém

- Khéng hd tro giam sat hiéu suat hé thong (CPU, RAM, Disk)

- Khéng hd tro giao thic SNMP

- Khéng c6 tinh ning ty dong khac phuc 16i

- Can may chu chay lién tuc
19




- Han ché khi giam sat & quy mo 16n

- Khong ho tro giam sat da cép

2.7. So sanh Uptime Kuma véi cac cong cu khac
: _ : PRTG Network
Tiéu chi Uptime Kuma Zabbix Nagios _
Monitor
Thuong mai

Loai phan mém

Ma ngudn ma,

self-hosted

Ma3a ngudn ma,

self-hosted

Ma3a ngudn ma,

self-hosted

(freemium — mién phi

gid1 han)

Muc tiéu st

dung chinh

Gidm sat trang
thai dich vu
(Uptime)

Giam sat hé
thdng, thiét bi

mang toan dién

Giam sat ha ting
CNTT va canh bao

161

Giam sat h¢ thong
mang, bang thong,

dich vu

Giao dién ngudi

Giao dién don

gian, hi¢n dai, dé

Web dashboard

nhiéu thong tin,

Pon gian, co dién,

Rét triuc quan, dang

dung

thirc sau

dung _ it truc quan d6 hoa, d€ hiéu
dung hoi phuec tap
i Telegram, Telegram, Email, SMS, )
Kha nang cau . Email, SMS, app
Email, Email, SMS, Plugin canh béo
hinh canh bao _ mobile
Discord,... script tuy chinh | tuy chinh
Gidm sat tai
Giam sat HTTP, ,
nguyeén, ing Giam sat uptime, Giam sat hiéu suat,
TCP, Ping, )
Tinh nang - dung, mang thiét bi mang trang thai mang
chinh Ho6 trg SNMP, Ho trg plugin, cau | Tu dong phat hién
Canh bao khi ‘ ‘ L
agent, script tuy | hinh linh hoat thiét bi, bao cédo
DOWN/UP
chinh
Trung binh (phu | Cao (cho h¢ Cao, tuy bién nhiéu
Kha nang mé , , Cao, gi6i1 han tuy
hop hé thong thong 16n, phuc | nhung kho sir dung .
rong theo license
nhod-vira) tap) hon
Mirc d¢ than Rat dé dung, . i . L N
. , Can kién thuc ky | Can hiéu cau hinh | Dé dung, c6 hudng
thién nguoi khong can kién , .
thuat hé thong plugin/command dan ty dong
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Rét don gian, hd

Phtrc tap, yéu

Trung binh, can

Cai trén Windows

Cai dat cau c4u hinh ) hodc VM, c6 ban
tro Docker . stra file cau hinh
nhicu portable
Mién phi cho 100
Gia thanh Mién phi 100% | Mién phi Mién phi sensors, sau d6 tinh

phi

Bang 4.So sanh Uptime Kuma véi cac cong cu khac
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CHUONG 3 : TRIEN KHAI UPTIME KUMA TAI

NHA TRUONG
3.1. Muc tiéu trién khai
Muc tiéu chinh cua viéc trién khai Uptime Kuma la:
- Xay dung hé thong giam sat trang thai hoat dong cho website va dich vu mang
cua nha truong;
- Phat hién su ¢b kip thoi va canh béo tuc thi dén quan tri vién;
- Giam thiéu thoi gian gian doan dich vy, nang cao hiéu qua quéan Iy hé thong
CNTT.
3.2. Cac dich vu giam sat trong nha truwong
Tan
A A0 Kiéu . . suat Canh
STT Tén dich vu e Dia chi X .
* * giam sat kiém bao
tra
Website chinh cua
1 HTTP(S) https://hpu.edu.vn/ 60 gidy Telegram
truong
Cong thong tin sinh
2 » HTTP(S) https://sv.hpu.edu.vn/ 60 gidy Telegram
vién
Cong thong tin
3 . n HTTP(S) https://gv.hpu.edu.vn/ 60 gidy Telegram
giang vién
Quan ly giang .
4 HTTP(S) https://qlgd.hpu.edu.vn/ 120 giay | Telegram
duong
Hé théng hoc tép )
5 HTTP(S) https://Ims.hpu.edu.vn/ 30 gidy | Telegram
LMS
6 Thu vién s6 HTTP(S) https://lib.hpu.edu.vn/ 120 giay | Telegram
Heé thong quan 1y thu ) )
7 ) ) HTTP(S) https://libol.hpu.edu.vn/ 120 gidy | Telegram
vién (Libol)
Bang 5 Cac dich vu giam sat trong truong
3.3. MB0 hinh trién khai
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‘Website trrémng
(Hosting hodc Server)

Y

(HTTP / Ping / TCF)

h

Giri canh bao khi 13i
Uptime Kuma
(Cai trén may &o)

h

Web giao dién quan tri
(guan tri vién theo doi)
Telegram/Email

Hinh 10. M6 hinh trién khai
Cic thanh phan trong mé hinh :
-  Website truong:
Hé théng website, c6 thé chay trén hosting hoac server vat 1y, la doi tuong
dugc gidm sat.
- Uptime Kuma:

+ La phan mém gidm sat, dugc cai dat trén may ao ndi by, may tinh hoac

VPS.
+ Kiém tra trang thai website qua cac giao thirc nhu: HTTP(s), Ping, TCP...

+ Néu phat hién 13i (timeout, khong phan hoi, sai trang thai), s& 1ap tirc kich
hoat canh bao.

- Giao dién quan tri:
Quan trj vién c6 thé truy cp qua trinh duyét dé:
+ Thém dich vu can giam sat.

+ Xem trang thai hoat dong.
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+ Kiém tra lich st 101.

- Hé thong canh bao (Telegram / Email):

Khi c6 su ¢d, Uptime Kuma s€ gtri thong bao dén quan tri vién qua Telegram

bot hoidc Email, gitip ho biét ngay dé xu 1y.
3.4. Cau hinh giam sat dich vu

Sau khi cai dat Uptime Kuma va truy cap giao dién quan tri thong qua dia chi

http://localhost:3001, ngudi dung c6 thé bat dau ciu hinh cac dich vu can giam sat.
3.4.1. Thém mot dich vu giam sat mai
Budc 1: Truy cap giao dién chinh
Sau khi dang nhap, nhan ntit “Thém méi” (Add New Monitor).

Uptime Kuma = Trang trang thai v

Théng ké nhanh

sele Up Down Bao tri Khéng xac Tam dirng
= Trangthii v Active v Tags v 0 0 dinh 0
0

Khéng c6 kénh theo déi nac Thém mdi

Tén Trang thai Ngay thing Trang thai request

Hinh 11. Giao dién ciia Add New Monitor
Buwéc 2: Thiét lap thong tin dich vu

- Loai giam sat (Type): Chon “HTTP(s)” dé giam sat mot website.

- Tén dich vu (Friendly Name): Dit tén hién thi, vi du: Website HPU.

- Pia chi URL: Nhap dja chi ddy du caa trang web, vi du: https://hpu.edu.vn.

- Chu ky kiém tra (Heartbeat Interval): Chon 20 gidy (tic 1a kiém tra mdi
phut).

- Timeout: 5 gidy (sau thoi gian nay néu khong c6 phan hoi s& coi 14 that bai).

24



- Retry Count: 3 (s6 lan thir lai trudc khi xac nhan 15i).

Kiéu kénh theo doi

HTTP(s) v

Tén ritgon

Website HPU

URL

https://hpu.eduvn

Tan suét kiém tra (Ki€m tra méi 20 gidy)

20

Tht lai

0
S& 15N thit lai t6i da truéc khi dich vu duce danh du 13 down va gifi théng bao
Tan sudt kiém tra lai (Tht lai m&i 20 giay)

20

Request Timeout (Timeout after 5 seconds)

5

Guii lai théng bao néu Down X [an lién ti€p (GUri phan hai méi 3 [an)

3

Nang cao

Théng béo hét han ching chi

Hinh 12. Céu hinh théng tin dich vu
Buwéc 3: Kiém tra tuy chon ning cao (néu can)

- HTTP Method: GET (mac dinh).

- SSL Alert: Bat néu mudn nhan thong bao khi chtng chi HTTPS sap hét han.

- Accepted Status Codes: 200-299 (mic dinh chap nhan trang thai phan hoi
HTTP thanh cong).

Nhan Lwu (Save) dé hoan tat viéc tao monitor.
3.4.2. Thiét 1ap canh bao qua Telegram

Mo Telegram 1én, tim dén BotFather: @BotFather hoic vao duong dan nay:

https://t.me/BotFather

Lan lugt gd 1énh sau vao bot Father:

+ /newbot
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Click vao link t.me/xxxxxxxxxxxx ma bot dua cho , nhan vao nat Start dé chat

vO1 bot

+ Iteasy noti hodc dat tén khac

- create a new
- get a list of your games
- edit a game
- delete an existing game

newbot ;.50

Alright, a new bot. How are we going to
call it? Please choose a name for your
bot.

iteasy_noti . 15,

Good. Now let's choose a username for
your bot. It must end in “bot". Like this,
for example: TetrisBot or tetris_bot.

+ Iteasy notil bot hodc dat tén khac

BotFather # 5
®

iteasy_noti1_bot ;.

Done! Congratulations on your new bot.
You will find it at ;
You can now add a description, anout
section and profile picture for your bot,
see for a list of commands. By the
way, when you've finished creating your
cool bot, ping our Bot Support if you want
a better username for it. Just make sure
the bot is fully operational before you do
this.

Use this token to access the HTTP API:
8079786411: AAGROKf LdRf3-
CB1ljinETkis-d0J4Az-miA

Keep your token secure and store it
safely, it can be used by anyone to
control your bot.

For a description of the Bot API, see this
page:

Hinh 13. I€nh tao bot telegram

iteasy_noti ‘

March 12

start o1.06

Hell 1.07.»

Hinh 14. I€nh tao bot telegram

Bay gio quay lai trang Uptime Kuma, trong phan Setup Notification, ban thuc

hién ting budc nhu sau:

+ Notification Type: Telegram
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+

Friendly Name: Pat tén tuy thich

+ Bot Token: Copy doan HTTP API ma con Bot Father cung cp cho ban

+

Click vao nat Auto Get, ban s& thiy diy sd xuat hién ¢ phan ID chat

(trwong hop ko thiy ddy sd xuét hién thi ban vao chat véi con bot vira tao)

Save

—+

Cai d3t thong bao X
Kiéu théng bdo
Telegram v

Tén rit gon

My Telegram Alerts (1)

Bot Token

Ban c6 thé 15y m3 token tif
Chat ID

7149173761

H& trg chat tryc tiép / Nhém / Kénh Chat ID

Ban c6 thé hat id ciia minh bang cach gui tin nhan tdi bot va truy cap

url nay dé xem chat_id!

https://api.telegram.org/bot /ge
tUpdates

(Optional) Message Thread ID

Optional Unique identifier for the target message thread (topic) of the
forum:; for forum supergroups only
Send Silently

Sends the message silently. Users will receive a notification with no sound.

Protect Forwarding/Saving
If enabled, the bot messages in Telegram will be protected from forwarding

and saving

Hinh 15. Théng bao telegram
3.4.3. Kiém tra két qua
Sau khi hoan tat thiét lap:

Trang thai website s& hién thi ngay trén dashboard.
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Website HPU

MTamcing 5% M Cione m

Phan hoi Phan héi trung binh Uptime Uptime Cert hét han
182 ms 220 ms 99.84% 99.95% 37 nody

Hinh 16. Trang thai website dang hoat dong binh thwong (UP)

Trang thai website dang hoat dong binh thuong (UP)

lib.hpu.edu.vn
11 Tam dimg & Sia ™ Clone m
T o O T T [ Down ]
Phan hoi Phan héi trung binh Uptime Uptime Cert hét han
NIA 798 ms 1556% T7.2% 72 ngdy

Hinh 17. Trang thai website dang bi 16i DOWN)
Trang thai website dang bi 16i (DOWN)

Néu website bi tit hodc 11, dong trang thai sé chuyén mau dod, va bot Telegram

s& gui tin nhan thong bao nhu
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[lib.hpu.edu.vn] [*® Down] Request
failed with status code 502 01:41

[Website HPU] [M Up] 200 - OK ..

Hinh 18.Théng b4o tin nhin telegram
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Chuwong 4 : KET QUA PAT PUQC VA PANH GIA
HIEU QUA CUA UPTIME KUMA
4.1. Két qua dir liéu giam sat
Sau khi trién khai Uptime Kuma dé theo ddi cac dich vu cua nha truong, dir liu

thu thap cho thay:

4.1.1. Két qua giam sat Website HPU

Website HPU

M Tam diing [# Stra (® Clone m

Phan hoi Phan hoi trung Uptime Uptime Cert hét han
binh
185 ms 99.93% 99.98% 87 ngay

293 ms

o o o

Thél glan phén hai (ms)

SN W e

Hinh 19. Két qua giam sat Website HPU

Thong tin Gia tri Nhan xét
Phan hoi hién tai @ up Hé thong dang hoat ddong 6n dinh
Phan hoi hiéntai | 185 ms Toc d6 phan hoi t6t (dudi 200ms)
Phan hoi trung binh | 293 ms (24 gid | On dinh, tuy c6 luc cao dot bién
qua)
Uptime (24 gio 99.93% Chi so6 tot, gan nhu khong c6 downtime
qua)
Uptime (30 ngay) | 99.98% Rat 6n dinh, cho thay h¢ thong duoc duy
tri lién tuc
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Chtng chi SSL hét
han

Con 87 ngay

An toan, nhung can theo ddi dé gia han
ding han

Bang 6. Két qua giam sat Website HPU

4.1.2. Két qua giam sat SV HPU

SV HPU

Il Tam diing [ Sta B Clone

Phan hai Phan héi trung Uptime Uptime Cert hét han
binh
151 ms 99.88% 99.99% 29 ngay

n @
= o o
e =

Theri gian phan hol (ms)
[*)

- o
e = =3
=]

15:21 15:32 1543 15:54

186 ms

eh -

Hinh 20.Két qua giam sat SV HPU

Thong tin Gia tri Nhan xét

Phan hoi hién tai Up Hé thong dang hoat dong on dinh

Tan suat kiém tra Mbi 20 gidy Theo dai lién tuc

Phan hoi trung binh | 186 ms (24h) On dinh, khong c6 bién dong 16n

Uptime 24 gio 99.88% C6 thé da xay ra 1-2 1an 15i nho trong
ngay

Uptime 30 ngay 99.99% Gan nhu hoan hao, cho thiy hé thong
duoc duy tri rat 6n dinh

Chitng chi SSL hét | Con 29 ngay (hét Can theo ddi dé kip thoi gia han, tranh

han han: 06/06/2025) bi 16i bao mat

Bang7 .Két qua giam sat SV HPU
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4.1.3.  Két qua giam sat CTTGV
CTTGV
I Tam ding [# Sua B Clone
Phan hoi Phan haéi trung Uptime Uptime Cert hét han
binh
111 ms 99.93% 100% 51 ngay
222 ms
Gan day ~
2,000
1,800
Z 1,600
= 1400
< 1,200
£ 1,000
£ 800
> g00
2 400
200
! g na 1R-1E 1626 1R-37 1R-AR 1R-R0Q 1710 1721 17-312 17-42 17-RA 12-n5 12-1R 1897
Hinh 21. Két qua giam sat CTTGV
Thoéng tin Gia tri Nhan xét
Trang thai hién Up H¢ thong dang hoat dong 6n dinh
tai
Tan suat kiém | Moi 60 gidy Tan suat thap hon SV HPU, phu hop

tra

cho hé thong it bién dong hon

Phan hoi trung

222 ms (24h)

On dinh, tuy c6 vai dinh nho

binh
Uptime 24 gio' | 99.93% C6 thé c6 1-2 1an gian doan ngan
Uptime 30 100% Hoan hao — khong c6 1an downtime
ngay nao
Chirng chi SSL | Con 51 ngay (hét han: | Pam bao an toan trong thoi gian t&i
hét han 28/06/2025)
Bang 8.Két qua giam sat CTTGV
4.14. Két qua giam sat QLGP
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I Tam ding [# Sta

Phan héi Phan héi trung Uptime Uptime Cert hét han
binh
2452 ms 2.43% 40 noay
2603 ms
Gan déy ~
500
g 000
é 2,500
g‘ZDGD
1,500
15:21 1 15:49 1 16:17 16:31 16:4 1 17:2 1741 17:5 18:09 182 18 18:51
Hinh 22. Két qua giam sat QLGD
Thoéng tin Gia tri Nhan xét

Trang thai hién
tai

Up

H§ théng dgng hoat dong, nhung co
dau hi¢u bat 6n nghiém trong

TAn suat kiém
tra

Mbi 120 gidy

Tan suat thap, co thé bo sot thoi diém
downtime

Phan hoi trung

2603 ms (24h)

Hi¢u suat rat kém — vugt xa ngudng toi

binh uu cho web
Uptime 24 gioc | 37.78% Canh bao nghiém trong — thoi gian
gian doan 16n
Uptime 30 ngay  2.43% Hé théng gan nhu khong hoat dong
trong thang qua
Chirng chi SSL | Con 40 ngay (hét han: | Van dam bao két néi HTTPS hop 16
hét han 17/06/2025) trong thoi gian ngan sap téi

Bang 9. Két qua giam sit QLGV

4.1.5. Két qua giam sat LMS
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Hé théng hoc tap LMS

I Tam ding @ Sia @ Clone
Phan héi Phan hai trung Uptime Uptime Cert hét han
binh
340 ms 99.96% 100% 84 ngay
416 ms
Gan déy ~
o 600
= 550
£ w0
S %
2
200
18:05 18:10 18:15 18:20 18:25 18:30 18:40 18:45 18:50 18:55 19:00 19:05 19:10
Hinh 23. Két qua giam sat LMS
Thoéng tin Gia tri Nhén xét

tra

Trang thai hién | Up Hé théng dang hoat dong 6n dinh
tai
Tan suat kiém | MJbi 30 gidy Tan suat hop 1y — gidm sat sat sao tinh

trang hé thong

Phan héi trung
binh

416 ms (24h)

Qn dinh — Vﬁp nam trong ving cho phép
doi véi hé thong LMS

Uptime 24 gi6 | 99.96% Gan nhu hoan hao — khéng c6 downtime
dang ké

Uptime 30 ngay | 100% Tuyét dbi — hé thong hoat dong lién tuc
30 ngay qua

Chirng chi SSL Con 84 ngay Hop 1¢, khong can can thiép trong ngan
hét han (30/07/2025) han
Bang 10. Két qua giam sat LMS
4.1.6. Két qua giam sat thw vién so
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lib.hpu.edu.vn

WTamding @ Sia 8 Clone
Phan hai Phan hai trung Uptime Uptime Cert hét han
binh
556 ms 98.76% 88.52% 53 ngay.
810 ms
Hinh 24. Két qua giam sat LIB
Thoéng tin Gia tri Nhén xét
Trang thai hién  Up Hé théng dang hoat dong binh thudng
tai
Tan suat kiém | Mdi 20 giay Tan suat day ddc — giup phat hién 15i
tra nhanh chong
Phan hoi trung | 810 ms (24 gid) Hoi cao — can t6i wu backend hodc ha
binh tang mang
Uptime 24 gio 98.76% Kha tot — nhung c6 thé di xay ra vai sy
¢ nho trong ngay
Uptime 30 ngay  88.52% Can luu ¥ — hé thong c6 thoi gian ngimg
hoat dong dang ké
Churng chi SSL. | Con 53 ngay Hop 1€ — khong c6 nguy co bao mat
hét han (29/06/2025) trong ngan han

4.1.7.

Bang 11.Két qua giam sat LIB

Két qua giam sat h¢ thong quan 1y thw vién (Libol)
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Hé thong quan ly thu vién

M Tam diing [# Sta @ Clone

T T " Down
Phan hoi Phan haéi trung binh Uptime Uptime
N/A N/A 0% 0%

Thai gian phan hol (ms)

Gan day -

6:57 17:13 17:29 17:45 18:01 18:17 18:33 18:49 19:05 19:21

Hinh 25. Két qua giam sat LIBOL

Thoéng tin

Gia tri

Nhan xét

Trang thai hién tai | Down H¢ thong dang khong thé truy cap hodc phan
hoi

Tan suat kiém tra | 120 Tan suat vira phai, nhung da nhiéu 1an kiém tra
gidy/lan | déu that bai

Phan hoi trung N/A Khong c6 dif liéu — chimg t6 hé thong da bi 16i

binh (24h) sudt thoi gian dai

Uptime (24h) 0% Khéng hoat dong trong sudt 24 gid qua

Uptime (30 ngay) 0% Khéng hoat dong trong ca thang — c6 thé hé

théng dd dimg hoan toan

4.2. Danh gia dir li€u giam sat

Bang 12.Két qua giam sat LIBOL

Sau mot thoi gian trién khai thu nghiém Uptime Kuma tai hé théng CNTT cua

nha trudng, cac dit liéu thu dugc tir qua trinh gidm sat cho thay:
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- Cac dich vu chinh nhu website truong, may chu co sé dir li€u, h¢ théng email
hoat dong 6n dinh voi uptime > 99.8%.

- Mot s6 thoi diém ghi nhan mang ndi bd bi gian doan ngin (~1-2 phut), dugc
phat hién nhd canh bao Ping tdi cac thiét bj mang.

- Biéu db thoi gian phan hoi (Response Time) tir website giup danh gia dugc
tbc do truy cap vao ting thoi diém trong ngdy, hd tro xac dinh cac khung gio
tai cao.

- Céc sy kién Down/Up déu duoc luu trir diy du giup phan tich nguyén nhan
su ¢ va 1ap ké hoach nang cép.

Dt 1i¢u thu thap tir Uptime Kuma c¢6 d¢ chinh xac cao, truc quan va hitu ich trong

cong tac danh gia strc khoe hé théng CNTT.
4.3. Kha ning cianh bio va phat hién 15i

Uptime Kuma cho phép cdu hinh canh bao da dang va hiéu qua:

- Cénh b4o tirc thoi khi dich vu gip 16i MOWN) qua Telegram, Email
hodc Discord, gitp ngudi quan tri phan ing nhanh.

- Giri canh bao khi dich vu hoat ddng lai (UP) dé xac nhan hé thng da
on dinh.

- C6 thé thiét lap:
+ Thoi gian timeout kiém tra.
+ S6 1an kiém tra lai trudc khi giri canh béo (dé tranh canh bao gia).
+ Lip lai canh bao néu sy cb kéo dai (resend interval).

Kha nang canh bao nhanh, dung thoi diém 1a mot diém manh ndi bat cua Uptime
Kuma, dic biét phu hop trong mdi trudng gido duc can phan img nhanh véi sy ¢ mang.
4.4. Kha ning mé rong va ing dung thue té

Trong tuwong lai, hé thong c6 thé tiép tuc duoc niang cdp va md rong theo cac
hudng sau:
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Giam sat thém nhiéu dich vu khac trong truong nhu hé théng camera, may
chim cong, hoc li€u di¢n tu,...

Két hop v6i hé théng dashboard hién thi dé theo dbi tinh trang hé thong truc
tiép tai phong quan tri mang.

Trién khai phan quyén ngudi dung, giup nhiéu can bo cung giam sat hé théng
theo tirng mang phu trach.

Tich hop canh bao ning cao véi cac hé théng nhu Zabbix, Grafana dé giam

sat hi€u nang chuyén sau (CPU, RAM, 1/0O...).
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CHUONG 5 : PE XUAT CAC GIAI PHAP TOI UU
HOA VA NANG CAO HIEU QUA GIAM SAT.

5.1. Dé xuit giai phap va hwéng phat trién

T6i wu héa hidu qua giam sat

Pé nang cao hiéu qua trong viéc giam sat hé thong CNTT ciia nha truong, em da
nghién ctru dé xuit mot sb giai phap nhu sau:

- Phan loai dich vu giam sat theo mirc d¢ wu tién

Vi du: website truong va may chu email 1a dich vy trong yéu — can giam sat voi

tan suat cao hon (30 gidy/lan), trong khi thiét bi mang phu chi can 2—5 phut/lan.
- Sir dung cinh bao da kénh

Két hop canh bao qua Telegram (nhanh, mién phi) va Email (d& luu trit, kiém
soat ndi dung). Néu co diéu kién, c6 thé bd sung canh bao qua dién thoai di dong hoac

dong bo voi hé thong bao dong nodi bo.
- Pinh ky kiém tra va cip nhit lai danh sach dich vu giam sat

Khi c6 thay d6i co so ha tang (trién khai thém hé thong hoc truc tuyén, cong

tuyén sinh...), can thém cac Monitor twong ing dé dam bao day du.
- Sao lvu ciu hinh hé thong giam sat dinh ky
Phong khi may chil gidm sat bi 13, c6 thé khoi phuc cau hinh nhanh chong.
- CAu hinh lai thoi gian phan hoi tdi da (Timeout)
M&i dich vu ¢6 yéu ciu riéng vé thdi gian phan hoi.
Vi du: HTTP: Timeout ~10 giay

Ping noi bo: Timeout ~2 gidy Piéu chinh hop 1y gitp tranh canh bao gia va ting

do chinh xac.
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5.2. Tich hgp véi cac cong cu quan ly khac

Pé phat huy t6i da strc manh ctia hé thong giam sat, c6 thé tich hop Uptime Kuma
v6i cac hé thong quan 1y san co trong nha trudng, bao gdbm:

- Tich hop véi hé thong Helpdesk/Ticket (vi du: OTRS, Freshdesk)

Khi Uptime Kuma phét hién 16i, canh bao c6 thé tao tu dong mot phiéu xu ly su
cd dé doi k¥ thuat phan hdi nhanh hon.

- Tich hop véi bang diéu khién ndi by (Dashboard IT)

Dit liéu tir Uptime Kuma c6 thé hién thi trén man hinh giam sat chung, gitp ban
lanh dao nam bat trang thai hé théng truc quan.

- Sir dung API ciia Uptime Kuma dé dong b dir liéu

(Uptime Kuma c6 hd trg API RESTful) — c¢6 thé két ndi v6i cac cong cu théng
ké, bao cdo tuy dong hoac luu trit dir liéu log lau dai.

- Pong bd v6i cong cu quan 1y tai sain CNTT

Giam sat thiét bi ndo — tai san nao — c6 thé lién két v6i phan mém quan 1y tai

san (Asset Management Software) dé dé theo doi vong doi thiét bi.
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KET LUAN

1. Két qua dat dwoc

Trong khuon kho dé tai, em da hoan thanh cac noi dung sau:

Tim hiéu co ban vé cong cu Uptime Kuma, cach thic hoat dong, céc tinh ning
chinh va mé hinh kién truc.
Trién khai thyc té hé thong giam sat tinh trang hoat dong ciia cac dich vu
mang va website tai truong thong qua cai dat Uptime Kuma
CAu hinh giam sat mot sé dich vu quan trong nhu: website trudng, hé théng may
chu ndi bo, céng mang va tién hanh cAu hinh canh bao qua Telegram.
Panh gia tinh hiéu qua ciia Uptime Kuma thong qua thir nghiém cac tinh huéng
su cd gia lap.
So sanh wu, nhuge diém ctua Uptime Kuma voi cic cong cu giam sat khac
(Zabbix, Nagios, PRTG) nham dua ra cai nhin tong quan cho nha trudng khi lua
chon cong cu phu hop.
Pé xuat mot s6 hudng toi uu hoa va tich hop véi hé thong hién c6 nhim nang
cao hi¢u qua su dung lau dai.
. Y nghia thue tién cia dé tai

Pé tai giup nha truong cd thém maot giai phap giam sat hé thong don gian,
tiét kiém va hiéu qua, dic biét phu hop voi méi truong gido duc ¢d ngudn luc
gi61 han.

Gop phan nang cao nhan thirc va k¥ niang thuc hanh CNTT cua sinh vién,

can bo k¥ thuat qua viéc ti€p can va lam chu cong cu ma nguon mo.

Ho tro bo phan ky thudt nha truong phat hi¢n va xu ly su o) kip thoi, tur
do dam bao hé théng dich vu cong nghé hoat dong on dinh, phuc vu giang day —
hoc tap.
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3. Hwéng phat trién trong twong lai

Tich hop Uptime Kuma v&i cac hé thong bao cdo tu dong dé xuat thong ké

161, thoi gian downtime dinh ky.

Nghién ctru thém céc cong cu nang cao (Zabbix, Grafana, Prometheus...) dé

két hop va mo rong hé thong giam sat toan dién.

Xay dung bang diéu khién trung tam (Central Dashboard) dé hién thi tat ca

trang thai hé théng mot cach tryc quan tai phong may chu.

Két hop giam sat hiéu suét (load, CPU, RAM) dé phat hién cac 16i tiém an,

nang cap tir giam sat trang thai sang giam sat hiéu ning
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