DE CUONG CHI TIET
MANG KET NOI VAN VAT VA CAC UNG DUNG
(Internet of Things and Applications)
M3 hec phan: 10T33021 — Sé tin chi: 03
Dung cho (cac) nganh: Cong nghé Thong tin
Diéu kién tién quyét (néu c6): Cau tric may tinh.
Hinh thirc dao tao: Tryc tiép/tuyén
Pon vi phu trdch: Khoa Céng nghé théng tin

1. M@ ta chung vé hoc phan

Hoc phan Mang két ni van vat va cac tng dung trang bi cho sinh vién céc kién thic
co ban lién quan dén cac cac thanh phan cua mot mang két ndi van vat bao gdm phan hé
théng nhang (hé diéu hanh nhing, driver, cac loai cam bién, va cac giao tiép co ban cua hé
théng nhang); phan co so ha tang dam may va dich vu cho lod: (vi du Google 10T core, va
AWS loT core); cac loai mang khéng day (vi du, WiFi, Nb-l1oT, Bluetooth) va cac giao thac
truyén di liéu (vi du, CoAP, MQTT, HTTP) va dinh dang di liéu trong mang két ndi van
vat.

Hoc phan nay ciing sé& thao luan mét sé tng dung cu thé cia IoT nhu nha théng minh,
thanh phd théng minh. Két thic hoc phan, sinh vién c6 thé hiéu dugc céc thanh phan va
ludng dir liéu cua mang 10T, va nhitng ang dung cua loT.

Pay 1a mot mdn hoc can thiét trong linh vuc cng nghé thdng tin cung cap cai nhin
tong quat dé phat trién céc ting dung xay dung trén hé thong mang két ndi céc thiét trong
cong nghiép ciing nhu dan dung.

2. Céc chix viét tat (néu co)

loT: Internet of Things: Mang két ni van vat

lod: Internet of Things in cloud: Dich vy ndi két dam may
3. Chuin dau ra ciia hoc phan

Ma Chuén dau ra hoc phan

plo10d.1 | Nhan biét cac thiét bi cd thé két ndi Internet dé gia tang chirc ning

plo10d.2 | Thuc hién cac thao tac cai dat, két ndi, va van hanh

plo10d.3 | Thiét ké két ndi cac thiét bi va lién két vai Internet

4. Giao trinh va tai liéu hoc tap
Giao trinh va tai liéu hoc tap:
1. David Hanes, Gonzalo Salgueiro and Rob Barton, 10T Fundamentals: Networking

Technologies, Protocols, and Use Cases for the Internet of Things, Cisco Press,2017
Tai liéu tham khao:




1. Dimitrios Serpanos, Marilyn Wolf, Internet-of-Things (IoT) Systems: Architectures,
Algorithms, Methodologies, © Springer International Publishing AG, 2018

[2]. TS Nguyén T4t Bao Thién, KS Pham Quang Huy, Arduino va Iap trinh 10T, NXB
Thanh Nién, 2020.

[3]. Houbing Song, Ravi Srinivasan, Tamim Sookoor, Sabina Jeschke, Thanh Phé Théng
Minh - Nén Tang, Nguyén Ly Va Ung Dung, NXB Chinh tri Quéc gia va Su that, 2019

5. Chién lwgc hoc tap

Sinh vién can tich cuc va chu dong tham gia vao qué trinh hoc tap; can tham gia day
du cac gio hoc theo quy dinh, khdng ngung phan dau dé duy tri su tién bo lién tuc trong hoc
tap; hoan thanh nhiém vu hoc tap dung tién do.

Pé hoan thanh tét hoc phan nay, sinh vién can:
+ Tich cuc thuc hién cac nhiém vu hoc tap do giang vién giao cho.
+ Tich cyuc tim hiéu cac gio trinh, bai giang, tai liéu tham khao ma giang vién yéu
cau.
Chu dong nghién ciru mé rong céc tai liéu co lién quan dén bai hoc.
+ Chu dong va tich cyc 1am bai tap trude khi tham dy budi hoc ké tiép.
+ Chu dong va tich cuc tham gia thao luan; biét dat cac cau hoi dé trao doi .
+ Can ghi nhitng chi y va vé so d6 thiét ké
6. Noi dung, ké hoach giang day va danh gia

Noi dung va ké hoach giing Hoat dong hoc tip ciia nguoi hoc Chuin diu
day, danh gia Trén 16p ST Tu hoc SG ra
M& dau
Chuong 1: Gidi thiéu vé IoT
1.1 C4c thiét bi gia dinh, cach | Nghe gidng
di€u khién truyén thong
1.2 Céc thiét bi tré nén Xem tham
R . R 06 khao hinh
“ Thong minh” ty dong anh trén 12 plo10d.1
1.3 Céc sy kién co thé 1am thiét Internet
bi thay doi on/off Thao luan
1.4 Cac thanh phan cta hé thong
loT
Trinh bay duoc N }fﬁon(gkh
Panh gi4 1: 30% chc thiét bi gia & C%‘; u
Nhan biét dugc cac thiét bi co thé | dinh trong ngdi ons )9 w plo10d.1
két ni Internet nha, khu trung E1eD), V¢
o) thanh pho
’ (smarts)
Chuong 2: Hé théng nhiing IoT
3.1 Cac loai board nhing thon . . .
dung SO | Nghe giang Lam bai
3.2 Chu hinh phin cimg Thye hanh 15 lt\l/}‘f" Ea}nh 30
3.3 Hé didu hanh nhung O phong
3.4 Céc loai cam bién




3.5 Céc interface giao tiép

Panh gia 1: 30%
Thao tac nhu cai dat, két ndi, va
van hanh

plo10d.1,2,3

Chuong 3: Phan tich dir li¢u IoT
5.1 Dich vu IoT: broker, API

gateway, cac loai co s& dir licu Nghe giang T}lié:[ lap

5.2 Céc IoT core thong dung: che d¢ hoat

Google 10T, AWS 19 dong 38 | plo10d.1,2,3
Thuc hanh A s

5.3 IoT security: xac thuc JWT, \re han Lap trinh

Ma hoa TLS/SSL ma

5.4 Project: Smart home, City,

Auto

Tong két-dy an Thuc hanh 2 4

Danh gia 1: 40%

L o . 1010d.1,2
Thiét ké va lién két voi Internet plo10d.1,2.3
Tong sb tiét/gio hoc 45 90

ST-S6 tiét chuan SG-S6 gio
7.  Panh gia két qua hoc tap
Hoat dong danh gia ctia hoc phan gom:
in da Chuin dau ra
Phan loai Phuong p_l}ap danh Ty trong
gla plo10d.1 plo10d.2 | plo10d.3
R DG1. Béo cao 30% X
Qua trinh
bG2. Béo cao 30% X
Két thic hoc phan | BDG3. Bao céo, dé mod 40% X
Tong cong: | 100%

7.1 Hoat dong danh gia 1 - Chuan dau ra: plo10d.1 - Ty 18: 30% diém hoc phan

- Hinh thtrc danh gia: B&o céo tryc tiép
- M0 ta bai danh gia: Trinh bay duogc cac thiét bi gia dinh (trong ngoi nha, khu trung
cu), cong nghiép (khu céng nghép), va thanh phé (smarts)

- Matran danh gia:
Tiou chi Khung diém
dénh gi4 A 5 < D F
8,56+ 10 7,0+8,4 55+6,9 40+54 <4,0
TC1: Hé thdng | Kha ning két | Phuong phap | Téc do tinh Po phu
Gisi thieu | két ndi cac ni tich hop hieu
thiét bi
TC2: M6 hinh két | Phan Ip tng |  Giao thuc Lop ung Giao di¢n
Nhan biét ndi dung Lép dung




Tiéu chi Khung diém
danh g4 A 5 < P a
8,5+ 10 70+84 55+6,9 40+54 <4,0
CT3: Phan tich Thiétké | Gankétthiét | Quanlyhé | Chuyén giao
Phan loai mang bi thong Va an ninh
hé thdng
banh gia 1 =TC1 x 30% + TC2 x 30% + TC3 x 40%
7.2 Hoat dong danh gia 2 - Chuan dau ra: plo10d.2
- Hinh thtrc danh gia: B&o céo tryc tiép
- M0 ta bai danh gia: Thiét 1ap hé thong véi ngdi nha (smart homes)
- Matran danh gia:
Tieu chi Khung diém
danh gi4 A 5 c = a
8,5+ 10 70+84 55+6,9 40+54 <4,0
TC1: CAc thiét bi Routers switches Cables Powers
Mang LAN mang
TC2: M6 hinh OSI TCP/IP Thu thap Dtr liéu Luu
Internet Data Data tore
TC3: Phan tich Thiétké | Gankétthiét | Quan ly hé Cau hinh
Thiét 1ap hé Nhu cau mang subnet bi thong
thdng

Danh gia 2 =TC1 x 40% + TC2 x 30% + TC3 x 30%

7.3 Hoat @ong danh gia 3 - Chuan dau ra: plo10d.3
- Hinh thirc danh gia: B&o céo tryc tiép
- M0 ta bai danh gia: Trinh bay duoc cac thiét bi gia dinh (trong ngdi nha, khu trung

cu), cong nghiép (khu céng nghép), va thanh phé (smarts)

- Matran danh gia:
Tieu chi Khung diém

. . s A B C D F
danh gia 8,5+ 10 70+84 55+6,9 40+54 <4,0

TC1: Tai nguyén | Thuthapdir | Thiét lap Téc do tinh Do phi
Co so ha Internet lieu biéu kién hiéu
tang mang

TC2: Két ndi Lép mang Giao thirc Lép ang Giao dién
bam may Lép dung

TC3: Phan tich Thiétké | Gankétthiét | Quanlyhé | Chuyén giao
Khai thac Dit liéu mang bi thong Va an ninh
Big Data hé thong

Danh gid 3 =TCI1 % 40% + TC2 x 40% + TC3 x 20%




7.4 Céach tinh két qua hoc tap chung cia hec phan
K&t qua dénh gi4 chung: Panh gid= DG1x 30% +DG2x 40% +DG3x 40%

8.

Cac phwong tién, trang thiét bi day va hoc

Phong hoc c6 may chiéu, phan bang, thiét bi mang, thiét bi @& mo
Sinh vién c6 may tinh laptop, trinh mé phong

9. An toan cua sinh vién va giang vién

10.

Giang vién va sinh vién phdi tuan thi cdc quy dinh vé viéc sir dung cac trang thiét bj
dién tai phong hoc.

Trong trudng hop phét sinh cac van dé c6 thé dan dén mat an toan, sinh vién can kip
thoi bao céo voi giang vién dé phéi hop giai quyét.

Ky luat, khiéu nai va hé tro

- Sinh vién chi duoc cdng nhan hoan thanh mdn hoc néu c6 du cac diéu kién sau:

+ C6 mat trén I6p du thoi gian theo quy dinh cua nha truong.

+ Piém hoc phan tir 5,5 tré 1én va diém cac bai danh gia dat tir 5,5 tro [én.

- Néu c6 gian lan trong hoat dong danh gia nao thi s& hay két qua danh gia d6.10/10

- Sinh vién chua dat danh gia nao van tiép tuc hoc cac hoc phan tiép theo va s& duoc

tra no trong qua trinh hoc.

- Sinh vién c6 quyén khiéu nai truc tiép gido vién vé két qua danh gia ngay sau khi két
qua dugc cong bd.

- Sinh vién gap bat ky kho khan gi trong qué trinh hoc tap ¢ thé lién hé tryc tiép voi
giang vién, Truang khoa/bd mon, Vin phong hd tro sinh vién, Phong Dao tao &
NCKH, Ban Thanh tra cia Nha truong dé dugce hudng dan, hd trg

Chii tich Hi dong Hai Phong, ngay 20 thang 07 ndm 2022
xay dung CTPT nganh Nguwoi bién soan
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