DE CUONG CHI TIET

AN NINH MANG
(Networks Security)

M3 hec phan: NETS33021 — Sé tin chi: 03
Dung cho (cac) nganh: Cong nghé Thong tin
Diéu kién tién quyét (néu cb): Mang may tinh can ban.
Hinh thirc dao tao: Tryc tiép va truc tuyén
Pon vi phu trdch: Khoa Céng nghé théng tin

1. M@ ta chung vé hoc phan

Hoc phan An ninh mang cung cap kién thicc vé nguyén ly cua céc ky thuat an ninh
mang gom luan Iy, k¥ thuat théng qua cac cong cu phan tich vé cac 15 hong trong hé théng
mang; cac k¥ thuat bao mat ha ting mang. Vi du nhu Firewall, IDS/IPS; cac k¥ thuat trong
bao mat irng dung: remote access security, web security, Email security, buffer overflow.

Pay 1a mot mon hoc can thiét trong linh vuc cdng nghé théng tin gidp sinh vién co
cai nhin tong quat dé phat trién cac (ing dung xay dung trén hé théng mang két ndi cac thiét
trong cong nghiép cling nhu dan dung.

2. Céc chir viét tat (néu c)
OSI model: Open Systems Interconnection- M hinh két néi mang quy chuan
TCP/IP model: Transmission Control Protocol/Internet Protocol
loT: Internet of Things in cloud: Dich vy ndi két dam may

3. Chuan diu ra cia hec phan

Ma Chuén dau ra hoc phan

1. Van dung kién thirc vé Quan tri va An ninh mang may tinh dé xay dung giai phap an
ninh va xtr ly céac 16i trong qua trinh cai dat va cau hinh

2. Phan tich va hién thyc cac giai giai phap an ninh may tinh. Phan loai va trinh bay dac

PIo10C | 4im co ban cac I3 hdng trong hé théng mang

3.Van dung kién thirc vé an ninh mang dé giai quyét van dé trong thuc té. Trinh bay cac
nhom giai phap str dung dé phat hién va phong chong xadm nhap mang

ploll | 4. C6 y thirc trach nhiém véi cong dong, tuan thi phap luat va cac chuan myc dao dic
nghé nghiép

4. Giao trinh va tai liéu hoc tap
Giao trinh va tai liéu hoc tap:
1. Nei Daswani, Christoph Kern, Anita Kes avan, “Foundation of Security”, Apress,
2007.
Tai liéu tham khao:
e Steve Manzuik, Ken Pfeil, Andre,”Network Security Assessment”, Syngress, 2007



e JieWang, Computer Network Security: Theory and Practice, Springer Berlin

Heidelberg New York, 2009

5. Chién lwgc hoc tap

Sinh vién can tich cuc va chu dong tham gia vao qué trinh hoc tap; can tham gia day
dua cac gio hoc theo quy dinh, khéng ngirng phan ddu dé duy tri sy tién bo lién tuc trong hoc
tap; hoan thanh nhiém vu hoc tap dung tién do.

Dé hoan thanh tét hoc phan nay, sinh vién can:

+ Tich cyc thuc hién cac nhiém vu hoc tap do giang vién giao cho.

+ Tich cuc tim hiéu céc gi4o trinh, bai giang, tai liéu tham khao ma giang vién yéu

CAU.

Chu dong nghién ciru mé rong céc tai liéu co lién quan dén bai hoc.

+ Chu dong va tich cuc 1am bai tap trudc khi tham dy budi hoc ké tiép.

+ Chu dong va tich cuc tham gia thao luan; biét dat cac cau hoi dé trao doi .

+ Can ghi nhitng chi y va vé so d6 thiét ké

6. Noi dung, ké hoach giang day va danh gia

Noi dung va ké hoach giing

Hoat dong hoc tap cia nguwoi hoc

Chuan dau ra

day, danh gia Trén l6p ST | Twhoc SG
M¢é dau
Chuong 1: Tong quan vé bio
mat mang
;Ln. ; Tt?rl\lr% quan vé bao mat mang | ghe ’gién g
yam - o | Thuyét trinh Xem tham
1.2 Cac, thiét bi va su kién c6 thé cac cudc
lam thiet bi thay doi . An co
MDA Trinh chiéu |09 | ncong plo10c.1,
1.3 Phén loai céc 10 hong bao Powerpoint mang may 18 plo10c.2
mat tinh 16n '
1.4 Céc thanh phan cuia hé thong Lo trong lich
mang Théo luan Str
1.5 Céc kiéu tin cong mang
1.6 Cac giai phap phat hién va
phong chong tan cong mang
Cac
giai phap
Pénh gid 1: 30% Trinh bay dugc han C(};? 0100 1
Nhan biét duoge cc thiét bi c6 céc thit bi mie o P olo1l
thé két ndi Internet mang méy tinh neuy i
clia cac
loai tan
cbng




Chuong 2: Cong cu phan tich,
danh gia an ninh mang

2.1 Thiét lap tudng lira-Firewall
2.1.1 Chan va nhan biét céc tan
cong

2.1.2 Gibi han truy cép toi sites | Nghe giang:
den Trinh chiéu
2.2 Thiét 1ap dao nguoc Reverse Powerpomt BQ? them:
firewall: Thuyét trinh cac nol
« AL e qen dung lién
2.2.1 Ngan ngtra mat dir li¢u 09 quan 18
2.2.2 Hién hanh vi bat thudng. plo10c.2,
2.3 Mang riéng a0 VPN/edge VLAN ploll
Service
2.3.1 Phan ludng truy cip
internet WIFI
2.3.2 Lap may proxy Thuc hanh: Security
2.4 Phat hién ma doc va hanh vi Lam mau
tuong tac o
2.5 Gi4m sat, danh hoi va quét Mo phong
mat/thé
Chuong 3:Mé hoa Cryptography Lam bai
3.1 Cac }oai board nhung thong thuc hanh
dung: Cau hinh Nghe gidng Mo phong
3.2 CaAn b{j,n Ye ma} hoei ’ Th‘l_I‘C hal’.ll’li Ung dung~ 0lo10c.1,
3.3 Mot so k¥ thuat ma hoa Trinh chieu cua cac ky
, e A YR 09 O 18 plol0c.2,
3.4 Ung dung cua cac ky thuat Thuyeét trinh thuat ma
<1 . o . x . plol10c.3
ma hoéa trong cac tng dung trén | - Lam mau hoa trong
mang cac ung
3.5 Céc interface giao tiép dung trén
mang
Chuong 4: Béo mét ha ting
mang va phong chong xam
nhép
4.1 Thiét 13p cac chinh sach an
ninh Nghe gidng: Cai d
A L . al 5t
4.11Thiet bi cmg Trinh chiu IDS/IPS
4.1.2 Phan mém L, s ~ o\
413 Ougn 14 kh - Thuyet trinh ma nguon plo10c.2,
.1.3. Quan ly khu vuc , 09 mo 18 plo10c.3,
4.2 Xay dung tuong ltra phan cap
Switch firewall Thue hinh
. e 1 uc hanh:
4.3 Dich lai dia chi mang- NAT - Lim miu M6 phong

4.4 IDS/IPS

4.4.1 Hé thong phat hién xam
nhép

4.4.2 Hg théng ngan chin xam
nhap




Dénh gia 2: 30% Trén thiét bi plo10c.2,
Thao tac nhu cai dat, két ndi, va Switches and plo10c.3,
van hanh: thanh c6ng hay khéng Routers
Chuong 5: Si dung cac ung dung
bao mat
5.1 Dich vu IoT: broker, API )
gateW?y, CflC loai hf; C(‘)V sG dir liéu Nghe giang T}ne} lap plo10c.1,
5.2 Bao mét truy cép tir xa ché d6 hoat plo10c.2
5.3 Bao mat IoT: xac thuc, Ma hoa Thue hanh 09 dong 18 p|010C.3,
TLS/ISSL He Lap trinh -
5.4 Bao mat bang web: ngan/ han ma
ché tracks
5.5 Bao mat thu dién tir
5.6 Tran bo dém
Téng két-dy an Thuc hanh 2 4
Dénh gia 3: 40%
An ninh (g dung lién két: do plo10c.1plo10
tim diém da thong, mirc ¢ thanh c.2, plo10c.3
cong
Téng sb tiét/gio hoc 45 90
ST-Sé tiét chuan SG-S6 gio
7. Panh gia két qua hoc tap
Hoat dong danh gia cia hoc phan gom:
Chuén dau ra
Oc.l | Oc.2 | Oc.3 1
R bG1. Béo cao 30% X X X
Qua trinh —
DbG2. Bao cao 30% X X X
Két thdc hoc phan DG3. Bao céo, d& mo 40% X X X
Tong cong: 100%

7.1 Hoat @dng danh gia 1 (PG1) - Chuan dau ra: plo10c.1, plo10c.3, ploll - Ty lé: 30%

diém hoc phan

- Hinh thirc danh gia: Bao céo tryc tiép
- M0 ta bai danh gia:Trinh bay duoc tong quan vé bao mat mang may tinh, cac thanh
phan cua hé théng mang, xay dung giai phap an ninh va xi 1y cac 18i trong qua trinh cai
dat va cdu hinh, c6 y thtc trach nhiém voi cong ddng, tuan thu phép luat va cac chuan muc
dao duc nghé nghiép khi twong tac trén mang.

- Matran danh gia:
. Khung diém
Tiéu chi danh
Ieu C i;dan A B C D =
g 8,5+ 10 70+84 5569 40+54 <40
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Tiéu chi danh
gia

Khung diém

A

B

C

D

F

8,5+ 10

70+84

55+6,9

40+54

<4,0

TC1.
Trinh bay c&c

Trinh bay c&c
thiét bi c6 thé
két ndi va cac

Trinh bay céc
thiét bi c6 thé

Trinh bay cac
thiét bi c6 thé

Trinh bay céac
thiét bi c6 thé

Trinh bay con
thiéu va chuua

thiét b1 CEﬁ thé hich thie tAn két ndi va C:’iC két ndi va C,élC két ndi va C:élC dua ra dugc
két noi cong, phan hinh thac tan | hinh thirc tan | hinh thac tan giai phap
Internet va cac | tich dua ra cbng, phan cong, duara cong, chua
hinh thac tan | dugc gidi | tichvaduara |  duoc giai dua ra dugc
cong. Phan ggzp dathidu | 4 0c giai phép nhung giai phap
tich va dua ra phép chua phan tich
giai phap han dugc
ché muac do
nguy hai cua
cac loai tan
cong (80%)
TC2: Trinh bayva | Trinh bay va Trinh bay Trinh bay con | Trinh bay so
Co y thuc giai thich rd giai thich nhung chua | thiéu cac quy sai cac quy
trach nhiém rang cac quy | duogc cacquy | giaithich rd dinh phép ly | dinh phap ly
Véi cong dinhphap ly | dinhphaply | rangcacquy | vachuan myc | vachuan myc
d6ng, tuan tha | va chuan muc | vachuan myc | dinhphdply | daodacvay | daoducvay
phap ludstva | daoducvay | daoducvay | vachuan muc thuac trach thac trach
cac chuan thirc trach thirc trach dao dirc vay nhiém khi nhiém khi
muc dao duc nhiém khi nhiém khi thac trach tuong tac trén | tuong tac trén
nghé nghiép. | twong tac trén | twong tac trén nhi¢m khi mang. mang.
(20%) mang. mang. tuong tac trén
mang.

béanh gia 1 =TC1 x 30% + TC2 x 30% + TC3 x 40%
7.2 Hoat dong danh gia 2 (PG2)- Chuan dau ra: plo10c.1, plo10c.2, plo10c.3

- Hinh thtrc danh gia: B&o céo tryc tiép
- M0 ta bai dénh gia: Thiét 1ap hé thdng vai cong cu phan tich, danh gia an ninh mang

- Matran danh gia:
Tigu chi Khung diém
, .. A B C D F
danh gia 85+ 10 70-84 55+6,9 40+54 <40
TC1: Mo hinh OSI Cong cu Cong cu Quan ly khu Nhan vién
Mang LAN | Cacthiétbi | phantich | danhgidan | vucvatly Vvao ra
Cac chinh an ninh mang ninh mang
sach an toan mang
(40%)
TC2: Ma héa Network Thu thap Dir ligu Luu
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Khung diém

Tiéu chi
danh g4 A 5 < P a
8,5+ 10 70+84 55+6,9 4,0+54 <4,
Internet Phan tich security Logs Analyses Data tore
(30%) thiét ké monitoring Data
CT3: Phan tich Thiétké | Gankétthiét | Quanly hé C4u hinh

Setting Nhu cau mang subnet bi thong
(30%)

Danh gia 2 =TC1 x 40% + TC2 x 30% + TC3 x 30%

7.3 Hoat dong danh gia 3 (PG3)- Chuan dau ra: plo10c.1, plo10c.2, plo10c.3
- Hinh thirc danh gia: B&o céo tryc tiép

- MO0 ta bai danh gia: Trinh bay dugc cac cac chinh sach an ninh trong co quan ap dung
mang - Network security policy

- Matran danh gia:
Tieu chi Khung diém
danh gid A 5 < & i
8,5+ 10 7,0+ 8,4 55+69 40+54 <4,0
TC1: Tai nguyén | Thuthap dir | Web security Email b6 phu
Co s ha Internet liéu security
tang mang Cac chinh
(40%) sach an ninh
TC2: Két ndi: Buffer Remote Léptng | 10T security:
Panh gia Phan tich overflow access dung xac thuc,
(40%) Dt liéu security Ma hda
TLS/SSL
TC3: Anninhang | Thiétkéan | Gankétthiét | Quanlyhé | Chuyén giao
Khai thac dung ninh mang bi thong Va an ninh
an toan mang hé thong
(20%)

Danh gia 3 =TC1 x 40% + TC2 x 40% + TC3 x 20%

7.4 Céach tinh két qua hoc tap chung ciaa hec phan

Két qua d4nh gi4 chung: Danh gid= DG1x 30% +DG2x 40% +DG3x 40%

8. Cac phwong tién, trang thiét bi day va hoc

Phong hoc c6 may chiéu, phan bang, thiét bi mang, thiét bi dé mo

Sinh vién c6 may tinh laptop, trinh mé phong

9. An toan cua sinh vién va giang vién

Giang vién va sinh vién phdi tuan thi cde quy dinh vé viéc sir dung cac trang thiét by

dién tai phong hoc.

Trong trudng hop phét sinh cac van dé c6 thé dan dén mat an toan, sinh vién can kip
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10.

tra

thoi bao céo véi giang vién dé phéi hop giai quyét.

Ky luat, khiéu nai va hé tro

- Sinh vién chi duoc cdng nhan hoan thanh mén hoc néu co du cac diéu kién sau:

+ CO mat trén I6p du thoi gian theo quy dinh cta nha truong.

+ Diém hoc phan tir 5,5 tro 1én va diém cac bai danh gia dat tir 5,5 tro 1én.

- Néu c6 gian lan trong hoat dong danh gia nao thi s& hay két qua danh gia d6.10/10

- Sinh vién chua dat danh gia nao van tiép tuc hoc cac hoc phan tiép theo va s& duoc

ng trong qua trinh hoc.

- Sinh vién c6 quyén khiéu nai truc tiép gi4o vién vé két qua danh gia ngay sau khi két
qua duoc cong bo.

- Sinh vién gap bat ky kho khan gi trong qué trinh hoc tap ¢6 thé lién hé tryc tiép voi
giang vién, Truang khoa/bd mon, Vin phong hd tro sinh vién, Phong Dao tao &
NCKH, Ban Thanh tra cia Nha truong dé dugce hudng dan, hd trg

Chi tich Héi dong Hdi Phong, ngay thang  ndam 2022
xay dung CTDPT nganh Nguwoi bién soan

Nguyén Thi Xuan Huwong



