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LOTI NOI PAU

Cung véi su phét trién cua xa hoi ngay nay. Céng nghé théng tin ngay cang
phat trién bung nd, khi st dung may tinh, thong thudng ta luwu trit thong tin dudi
dang tap tin, thu muc khac nhau. Ngoai ra, dir liéu con Iuu trit dudi dang cac bang
c6 quan hé véi nhau hay chinh 13 luu trix trén cac hé quan tri co s dit liéu dé co thé
thuc thi cac thao tac nhu: Chinh sira, thém, xo04, tim kiém dir liéu duoc dé dang va
nhanh gon. Hé quan tri co sé dir liéu (CSDL) 1a mét trong nhitng kién thirc ¢6 tng
dung quan trong va duoc sir dung phd bién trong hau hét moi linh vuc dugc thiét
ké dé quan 1y co so dir lidu mot cach tu dong va co trat tu.

Trong mot sé co quan, to chic cua nha nuéc tinh bi mat cua dir liéu can
duoc bao dam tuyét ddi. Diéu d6 cho thay tam quan trong cua viéc bao vé dir liéu
trong mot hé quan tri CSDL. Hién nay c6 rat nhiéu hé quan tri CSDL ma ngudn
ma& véi chi phi trién khai thap. Va hé quan tri CSDL PostgreSQL dugc phan Ién
cac doanh nghiép thudc cac khéi vién théng, ngan hang, chinh phu st dung vi
PostgreSQL c¢6 cac tinh nang nhu:

- CAu truy van phuc hop

- Thu tuc sy Kién

- Tinh toan ven cua cac giao dich

- Viéc kiém tra truy cap dong thoi da phién ban

- Truy van xu ly song song

- Sao chép dir liéu dang ludng

Trong HQTCSDL PostgreSQL con hd tro nhiéu cac co ché an toan khac
nhau trong d6 c6 cac co ché ma hoa dam bao tinh bi mat di liéu nhu co ché ma
TDE hay ma hoa kénh truyén véi TLS1.3. Viéc tim hiéu rd nhimg co ché ma hoa
nay la diéu can thiét doi voéi quan tri vién dé c6 thé dam bao an toan cho
HQTCSDL. Dua trén Iy do d6, em d chon dé tai “Tim hiéu, trién khai mot sé co
ché ma hoé dir liéu trong HQTCSDL PostgreSQL” dé lam do an tét nghiép.

vii



CHUONG 1. TONG QUAN VE HQTCSDL POSTGRESQL

1.1. Giéi thiéu chung vé HQTCSDL PostgreSQL
PostgreSQL 1a hé quan trj co s& dit liéu duoc viét theo huwdng ma ngudn mo

va rit manh mé&. Hé quan tri co sé dir liéu nay da c6 hon 15 ndm phat trién, dong
thoi cau trac dd duoc Kiém chang va tao dugc 10ng tin véi nguoi sir dung vé do tin
cdy, tinh toan ven dit liéu, va tinh dung dan. PostgreSQL c6 thé chay trén tit ca cac
hé diéu hanh, bao gom ca Linux, UNIX (AIX, BSD, HP-UX, SGI IRIX, Mac OS
X, Solaris, Tru64), va Windows. C6 hd trg day du cac foreign keys, joins, views,
triggers, va stored procedures (trén nhiéu ngén ngit). Hé quan tri nay con bao gom
cac kiéu dir lieu SQL: 2008 nhu INTEGER, NUMBER, BOOLEAN, CHAR,
VARCHAR, DATE INTERVAL, va TIMESTAMPs. PostgreSQL ciing hd trg luu
trit cac ddi twong c6 kiéu dit liéu nhi phan 16n, bao gdm ca hinh anh, am thanh,
hoac video. Hé quan tri co so dir li€u nay dugc st dung thdng qua giao dién cua
cac ngbn ngt C / C + +, Java,. Net, Perl, Python, Ruby, Tcl, ODBC...

PostgreSQL

Hinh 1.1. PostgreSQL

La mot hé quan tri co s& dir liéu manh, PostgreSQL cé cac tinh nang phuc
tap nhu kiém soét truy cap ddng thai nhiéu phién ban (MVCC), khéi phuc dit liéu
tai ting thoi diém (Recovery), quan 1y dung lwong bang (tablespaces), sao chép
khong ddng bo, giao dich Iong nhau (savepoints), sao luu truc tuyén hoic noi bo,
truy van phuc tap va toi uu hoa, Viét trudc cac khai bao dé quan ly va go 16i.
PostgreSQL hd trg bo ky tu qudc té, hd trg bang ma nhiéu byte, Unicode, va cho
phép dinh dang, sip xép va phan loai ky tu van ban (chit hoa, thuong). PostgreSQL
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con duoc biét dén vai kha ning mé rong dé nang cao ca vé sé luong dit liéu quan
ly va sé luong nguoi ding truy cap ddng thoi. Pa ting c6 nhitng hé théng
PostgreSQL hoat dong trong méi trudong thyc té thuc hién quan 1y vuot qué 4
terabyte dir liéu.

Duéi ddy 1a thong tin vé gi6i han kha ning cua PostgreSQL.

Bang 1. Gidgi han kha nang cua PostgreSQL

G161 han Gia tri
fi)éulilg luong toi da cua co so dir Khong gici han
Dung luong bang tdi da 32TB
Dung luong tbi da cua cot 1,6 TB
Dung luong ti da cua trudng 1GB
Hang t6i da mdi Bang Khong gidi han
S6 cot thi da ctia mdi bang 250 - 1600 tuy thudc vao loai cot
Chi s6 t6i da cia mdi bang Khong gidi han

Vai nét vé lich sir ciia PostgreSQL

Hé thdng quan 1y co s¢ dir liéu dbi twong-quan hé bay gio duoc goi la
PostgreSQL ¢4 ngudn gbc tir cadc goi Postgres viét tai Dai hoc California ¢
Berkeley. Véi hon hai thap ky phat trién, PostgreSQL bay gio 1a co s& dir liéu ma
ngudn ma tién tién nhat san sang o bat ca dau.

Du an Postgres, do Gido su Michael Stonebraker dan dat, duoc Co quan Du
an Tim hiéuCao cap Quéc phong - DARPA (Defense Advanced Research Projects
Agency), Van phong Tim hiéuQuan d6i - ARO (Army Research Office), Quy
Khoa hoc Quéc gia— NSF (National Science Foundation), va ESL Inc., tai trg. Du
an Postgres bat dau trién khai vao nim 1986. Cac khai niém ban dau cho hé thong
da duoc trinh bay trong “Cac thiét ké cua Postgres- Stonebraker and Rowe, 1986”,
va dinh nghia cia md hinh dit liéu ban dau da xuét hién trong “ Cac moé hinh dit
licu Postgres - Rowe and Stonebraker, 1987”. Thiét ké cua hé théng cac qui tac khi
d6 da duoc mod ta trong “Céc thiét ké ctia hé thong quy tic Postgres - Stonebraker,
Hanson, Hong, 1987”. Nhan té cin ban va Kién tric cia nguoi quan 1y kho luu trit



da duoc trinh bay chi tiét trong “Cac thiét ké cua hé thong luu trir Postgres -
Stonebraker, 1987”.

Postgres da trai qua vai phién ban chinh ké tir d6. Hé thong “phan mém trinh
dién” (demoware) dau tién dd hoat dong vao nam 1987 va di duoc trinh bay tai
Hoi nghi ACM-SIGMOD 1988. Phién ban 1, duoc md ta trong “Viéc trién khai
Postgres - Stonebraker, Rowe, Hirohama, 19907, dugc phat hanh véi mot vai
nguoi dung bén ngoai trong thang 6 nam 1989. Bé dap tng véi mot bai phé binh
cua hé thong quy tic dau tién, hé thdng quy tic di duoc thiét ké lai, va phién ban 2
d3 duoc phat hanh vao thang Sau ndm 1990 véi hé thong qui tac méi. Phién ban 3
Xuat hién vao nam 1991 va da bo sung hd tro cho nguoi quan 1y nhiéu kho lwu trix,
thi hanh truy van dugc cai thién, va hé thong quy tic dugc viét lai. Boi véi hau hét
cac phan, phién ban tiép theo cho dén Postgres 95 (xem bén dudi) tap trung vao
tinh di dong va do tin cay.

POSTGRES di dung dé thyc hién nhiéu tng dung san xuat va Tim hiéukhac
nhau. Ching bao gom: Mot hé théng phan tich co so dit liéu tai chinh, mot goi
gidm sat hiéu nang ctia dong co phan luc, mot co sé dir liéu theo dbi cac hanh tinh
nho, mot co sé dir liéu théng tin y té, va vai hé thong thong tin dia ly, POSTGRES
cling di duoc st dung nhu mot cong cu gido duc tai mot sb truong dai hoc. Cudi
cung, lllustra Information Technologies (sau nay sat nhap vao Informix, ma bay
gio thudc so hiru ciia IBM) di chon ma va thuong mai hda n6. Vao cubi naim 1992,
POSTGRES da tr¢ thanh trinh quan 1y co so dit liéu chinh cho dy an tinh toan
khoa hoc Sequoia 2000. Quy md cia cong dong ngudi ding bén ngoai ting gan
gap doi trong nam 1993. RS rang 13 viéc bao tri cac ma mau va su hd trg dd chiém
rat nhiéu thoi gian ma 1& ra phai duoc danh cho Tim hiéuco sé di liéu. Trong nd
lyc dé giam bét ganh nang hd tro nay, cac du an Postgres o Berkeley chinh thic
két thdc voi phién ban 4.2.

Vao nim 1994, Andrew Yu va Jolly Chen di bo sung thém mat trinh bién
dich ngdn ngir SQL vao POSTGRES. Dudi céi tén mai, Postgres95 sau d6 da dugc
phat hanh 1én web dé tim ra cach di cua riéng minh trén thé gidi nhu mot hau dué
ngudén md cua ma POSTGRES ¢ Berkeley. Ma cua Postgres95 di hoan toan 1a
ANSI C va dugc giam kich thudc t6i 25%. Nhiéu thay doi noi bo da tang higu suat
va kha nang bao tri. Postgres95 phéat hanh ban 1.0.x chay nhanh hon khoang 30-
50% so va&i chuan Wisconsin so véi Postgres, phién ban 4.2. Ngoai viéc sta 161,
sau day 1a nhitng cai tién quan trong:



- Ngdn ngit truy van PostQUEL di duoc thay thé bang SQL (duoc trién khai
trong may chi).Cac truy van phu (Subqueries) da duoc hd tro cho téi PostgreSQL,
nhung ching c6 thé dugc md phong trong Postgres9d5 vai cac ham SQL do ngudi
str dung dinh nghia. Cac ham tong hop da duoc tai trién khai. HS trg cho cau truy
van GROUP BY ciing da duoc bd sung.

- Mot chuong trinh méi (psql) da duoc dua ra cho cac truy van SQL tuong
tac, n6 str dung GNU Readline. Piéu nay da thay thé phan 16n chuong trinh giam
sat cil.

- Mot thu vién (front-end) moi “libpgtcl”, dugc cac may tram dua vao Tcl hd
trg. Mot trinh bién dich (shell) mau, pgtclsh, da cung cap cac lénh Tcl méi cho cac
chuong trinh giao tiép Tcl véi may chi Postgres9s.

- Giao dién ddi tuong 16n da duoc kiém tra ky ludng. Cac ddi twong nghich
da0 lén da chi con 1a co ché cho viéc luu trit cac ddi twong lén. (Hé théng tép
nghich dao da dugc loai bo).

- Mot sach chi dan ngan gon gidi thiéu cac tinh ning SQL thong thuong
cling nhu cic tinh ning cua Postgres95 da duoc phat hanh cliing vai ma nguon.

Té1 nam 1996, 1o rang cai tén “Postgres95” khong phu hop theo thoi gian.
PostgreSQL 1a tén mai duoc chon, dé phan anh méi quan hé gitta POSTGRES gdc
ban dau va céc phién ban gan day véi SQL. Pong thoi, thiét 1ap viéc danh so phién
ban bat dau tir 6.0, dua con sb tro lai trinh ty xuat phat ban dau cua du an
POSTGRES ¢ Berkeley.

Nhiéu ngudi van coi PostgreSQL nhu "Postgres" vi truyén théng hay boi vi
n6 dé phat am. Viéc sir dung nay duoc chap nhan rong rai nhu mot biét danh hozc
bi danh.

Piém nhan cia Postgres95 trong qué trinh phat trién 1a viéc xac dinh va hiéu
dugc c4c van dé dang ton tai trong ma cua may chu. Véi PostgreSQL, trong tam
chuyén sang nang cao tinh ning, mac du van tiép tuc lam viéc trong tat ca cac linh
vuc.

1.2. Kién tric, thanh ph?m PostgreSQL
Trong phan nay s& trinh bay vé kién tric va thanh phan cua hé quan tri co sé

dir liéu PostgreSQL.
Kién tric cua PostgreSQL duoc thé hién trong hinh sau:



PostgreSQL Basic Architecture

y = = y «j/" S
i

User User Use : .
r r r Shared Mamary Data Files 1

I g WAL buifars
Shared Buffers
Backend Process  f#—»
Wal files

o

Temnp Buffers
CLOG buffers ]
————————»
|| Other Buffers L >
~ y Log files
P I r >
. ) Archiver Logging Stats Autevacuum
Writer WAL Writer  ||Checxpointer Procass Callaclor Collactor S—
Archive Files
L Utility Procdsses
b >
4

&k Physical Files _j

Hinh 1.2. Kién tric PostgreSQL

Kién trdc caa PostgreSQL 1a mét kién trdc véi rat nhiéu thanh phan lién két
véi nhau, bao gom cac phan chinh: Bo nhé chung (Shared Memory), cé4c tién trinh
nén (Utility Processes), cac file dix liéu (Physical Files).

1.2.1. Bo nho chung

Bo nhé chung (Shared Memory) la bo nhé danh riéng cho luu trit co so dix
liéu va nhat ky giao dich. Céac thanh phan quan trong ciia bo nhé chung co thé ké
dén 1a Shared Buffer, WAL Buffer, CLOG Buffer, Temp Buffer, Work Memory va
Vacuum Buffer.

- Shared Buffer:

Thao tac doc va ghi trong bo nhé ludn nhanh hon bat ky thao tac nao khac.
Do d6 cac co sé dit liéu ludn can bo nhé dé truy cap nhanh dit liéu, mdi khi c6 truy
cap READ va WRITE xuit hién. Trong PostgreSQL chinh 1a Shared Buffer (duoc
diéu khién boi tham sé shared buffers). Dung luong RAM dugc cap phat cho
Shared Buffer la ¢é dinh trong suét thoi gian chay PostgreSQL. Shared Buffer co
thé duoc truy cap boi tat ca tién trinh server va ngudi dung két néi dén co so dir
lidu.

Dir liéu duogc ghi hay chinh sira trong Shared Buffer dwoc goi la dirty data,
va cac don vi thao tac trong co so dir liéu block (hay page) thay d6i duoc goi la



dirty block hay dirty page. Dirty data s& dugc ghi vao file vat ly lién tuc trén ¢ dia,
cac file nay duogc goi la file dir liéu (data file).

Muc dich cta Shared Buffer 13 dé giam thiéu cac tac vu I/O 1én dia (DISK
10). Bé dat dugc muc dich d6, nd phai dap tng duoc nhitng yéu ciu sau:

+ Phai truy cap bé nhé @ém 1on (hang chuc, tram gigabites) nhanh chong.

+ T4i thiéu hoa xung d6t khi nhiéu ngudi ding truy cap cung lic.

+ Céc blocks duogc sir dung thuong xuyén phai ¢ trong bo dém cang lau cang
tét.

- WAL Buffer:

WAL Buffer con goi la transaction log buffers, 1a bo nhg dém dé luu trix di
licu WAL. Dit lieu WAL la thdng tin vé nhiing thay d6i d6i véi dit liéu thuc té va
dung dé tao lai dit liéu trong qua trinh sao luu va phuc hdi co sé dir liéu. Dir ligu
WAL duoc ghi trong file vat ly ¢ cac vi tri lién tuc goi la WAL segments hoac
checkpoint segments.

WAL Buffer dugc diéu khién boi tham s wal_buffers, nd dugc cap phat boi
RAM cua hé diéu hanh. Mic du né ciing c¢6 thé dugc truy cap béi tat ca tién trinh
server va ngudi dung, nhung né khong phai 1a mot phan caa Shared Bufer. WAL
Buffer nim ngoai Shared Buffer va rat nho néu so sanh véi Shared Buffer. Dix lidu
WAL lan dau tién sira doi s& duoc ghi vao WAL Buffer trude khi duoc ghi vao
WAL Segments trén 6 dia. Theo thiét 1ap mic dinh, n6 s& duoc phan bo vai kich
thudc bang 1/16 Shared Buffer.

- CLOG Buffer:

CLOG la viét tit caa commit log, va CLOG Buffer 12 b ¢ém danh riéng cho
luwu trit cac trang commit log duoc cap phat bai RAM cua hé diéu hanh. Cac trang
commit log chira nhat ky vé giao dich va cac thong tin khéc tir dir lisu WAL. Céc
commit log chira trang thai commit cua tat ca giao dich va cho biét mot giao dich
da hoan thanh hay chua.

Khong c6 tham sé cu thé dé kiém soat ving nhé nay. S& c6 cong cu co so dit
lieu tu dong quan ly véi s6 luong rat nho. Pay 1a thanh phan nhé ding chung, cé
thé duoc truy cap boi tat ca tién trinh server va ngudi ding caa csdl PostgreSQL.

- Memory for Lock:

Thanh phan nhd nay 1a dé luu trit tat ca cac khoa (lock) ning duoc sir dung
boi PostgreSQL. Cac khoa nay duoc chia sé trén tat ca tién trinh server hay user
két néi dén csdl. Mot thiét 1ap gitra hai tham sé 14 max_locks_per_transaction va
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max_pred_locks_per_transaction s& anh hudéng theo mot cach nao dé dén kich
thudc cua bo nhé nay.

- Vacuum Buffer:

Pay 1a luong bd nhé téi da dugc sir dung cho mdi tién trinh autovacuum
worker, duoc diéu khién boi tham sé autovacuum_work_mem. B nhé dugc cap
phat bai RAM cuaa hé diéu hanh. Tt ca thiét 1ap tham sé chi c6 hiéu qua khi tién
trinh auto vacuum duoc bat, néu khong cac thiét 1ap nay s& khong anh hudng dén
VACUUM dang chay & ngir canh khéac. Thanh phan nhé nay khong duoc chia sé
boi bat ky tién trinh may cha hay nguoi ding nao.

- Work Memory:

Pay 1a bo nhd danh riéng cho mét thao tac sap xép hoic bang bam cho mot
truy van nao d6, duoc diéu khién boi tham sé work_mem. Thao tac sap xép co thé
la ORDER BY, DISTINCT hay MERGE JOIN. Thao tac trén bang bam c6 thé 1a
hash-join hozc truy van IN.

CAc cAu truy van phuc tap hon nhu nhiéu thao tac sap xép hoac nhiéu bang
bam c6 thé duoc cap phat bai tham s work mem. Vi 1y do d6 khong nén khai bao
work_mem vai gia tri qua 16n, vi nd c6 thé dan dén viéc sir dung viing nhé caa hé
diéu hanh chi cho mét cau truy van 16n, khién hé diéu hanh thiéu RAM cho céc
tién trinh can thiét khac.

- Maintenance Work Memory:

Pay 1a luong nhé téi da ma RAM st dung cho cac hoat dong bao tri
(maintenance). Cac hoat dong bao tri c6 thé 1A VACUUM, CREATE INDEX hay
FOREIGN KEY, va duoc kiém soat bgi tham sé maintenance_work_mem.

Mét phién co so dit liéu chi co thé thuc hién bat ky hoat déng bao tri ndo da
dé cap ¢ trén tai mot thoi diém va PostgreSQL thuong khdng thuc hién dong thoi
nhiéu hoat dong bao tri nhu vdy. Do d6 tham s6 nay ¢ thé thiét 1ap 16n hon nhiéu
so vé&i tham sé work_mem.

- Temp Buffer:

Céc co so dit liéu can mot hay nhiéu bang mau, va céc block(page) cua bang
mAu nay can noi dé luu trit. Temp Buffer sinh ra nham muc dich nay, bang cach st
dung mot phan RAM, duge xac dinh boi tham s6 temp_buffer.

Temp Buffer chi duoc sir dung dé truy cap bang tam thoi trong phién nguoi
dung. Khong co lién hé gi gitta temp buffer vai céac file mau duoc tao trong thu
muc pgsql_tmp dé thyc hién sap xép Ion hay bang bam.
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1.2.2. Cdc tién trinh nén

PostgreSQL c6 4 tién trinh: Postmaster (Daemon) Process, Background
Process, Backend Process, Client Process.

- Postmaster Process:

Postmaster Process 1 tién trinh khai tao dau tién sau khi PostgreSQL khoi
dong. Tién trinh nay dam nhiém viéc khoi dong hoic ding cac tién trinh khac néu
can hoic cd yéu cau. Sau khi khoi dong postmaster process s& khoi dong céc
background process.

Background
Process

At initial startup, fork ()

L

Postmaster
Process

- 2
* B
o,*o

Client = Backend

R >
Process ' Process

3. Send query request and result

Hinh 1.3. Céc tién trinh cua PostgreSQL

- Background Process

Background process 14 tién trinh c6 nhiéu tién trinh nén con, mdi tién trinh
déu dam nhan cac nhiém vu khac nhau dé gitp cho co s¢ dit liéu hoat dong on dinh

Duéi day 1a cac tién trinh nén con:

+ Background writer: Tién trinh nay két hop vai checkpointer dé dam bao
viéc ghi dir liéu tir bo dém xudng ving luu trit. Thong thuong khi checkpoint
khdng hoat dong, tién trinh ndy s& ghi tirng chit mot dit liéu xudng vung luu tri.

+ Checkpointer: Tién trinh ndy chu yéu giir vai tro thuc hién checkpoint
(d6ng bo dir lieu tir bo nhé dém xubng vung luu trir) khi can thiét.



+ Autovacuum launcher: Tién trinh nay hoat dong khi tham sb autovacuum
= on. N6 thuc hién chirc nang ty dong lay ving di liéu du thira sau khi DELETE
hoic UPDATE dix liéu. Tién trinh nay khai dong cac VACUUM worker processes
sau moi autovacuum_naptime. Cac VACUUM worker processes s& thuc hién viéc
VACUUM dir liéu trén cac database.

+ WAL writer: Bam nhiém viéc dong bo WAL tir b nhé dém xudng ving
lwu trir. Thong thwong WAL s& duoc ghi tir bd dém xudng ving luu trir khi
transaction dugc commit. Néu dir liéu dém cua WAL trén bo nhé dém vuot qué
tham sb wal_buffers, dir liéu WAL trén viing nhé dém sé tu dong ghi xudng ving
Iwu trix dit liéu théng qua tién trinh nay.

+ Statistics collector: Tién trinh nay thuc hién vai tro luu trir cac théng tin
théng ké hoat dong cua PostgreSQL va cap nhat vao cac system catalog (thdng tin
noi bo cua PostgreSQL hién dién boi cac bang pg_stat all tables hoac
pg_stat_activity).

+ Logging collector: Tién trinh nay dam nhiém viéc ghi log cua
PostgreSQL.

+ Archiver: Khi ¢ ché @6 Archive.log, tép WAL s& duoc sao chép vao thu
muc duoc chi dinh.

- Backend Process:

S6 luong toi da backend process duoc thiét lap bsi tham sé
max_connections ¢ gia tri mic dinh 1a 100. Backend process thuc hién yéu cau
truy van cta user process, sau do truyén két qua. Mot sé cau tric bd nhé dugc yéu
cau dé thuc thi truy van, dugc goi 1 b nhd cuc bo (local memory). Céc tham sb
chinh lién quan dén bo nhé cuc bd 1a:

+ work_mem duoc st dung cho diéu chinh Work Memory. Thiét lap mac
dinh la 4 MB.

+ maintenance work mem duoc st dung cho diéu chinh Maintenance Work
Memory. Thiét 1ap mac dinh 1a 64 MB.

+ temp_buffers dugc str dung cho diéu chinh Temp Buffer. Thiét lap mac
dinh 1a 8 MB.

- Client Process:

Client Process la tién trinh duoc thé hién cho mai két ndi véi nguoi dung.
Thong thuong, postmaster process s& phan ra mot tién trinh con danh riéng phuc
vu cho két néi nguoi dung.



1.2.3. Céu triic Database

Céu trac co s& dir liéu cua hé quan tri co so dit liéu PostgreSQL duoc thé
hién nhu hinh dudi day:

Database Cluster

Dz
, v , ‘ M
t System Catalogs ‘ \ Schema ‘ l Extensions
Table View Sequence Function Triggers,...

Hinh 1.4. C4u tric database

CAu trac co sé dir liéu duoc chia thanh cac phan nhu sau:

e Database Cluster
Database Cluster 1 don vi luu trir 16n nhat caa mot may chu co so dit liéu

PostgreSQL. Database cluster duoc tao ra boi cau lénh initdo(), bao gom céc files
config (PostgreSQL.conf, pg_hba.conf, ...), va tat ca cac dbi tugng luu trir déu nam
trong database cluster.

e Users/Groups, Database, Tablespaces
- Database: La don vi 16n sau Database cluster. Dé thuc hién duoc cau truy

van, ban phai truy cap vao mot database nao d6. Khi initdb() thuc thi, mic dinh
PostgreSQL s€ tao ra 3 co s¢ dir liéu la templateO, templatel va postgres. Véi:

+ template0 1a co s dir liéu mau. Khong thé truy nhap va chinh sta cac ddi
tugng trong d6. Ngudi ding cd thé tao database méi dya trén template0 nay bang
cach chi dinh TEMPLATE trong cau Iénh CREATE DATABASE.

+ templatel 14 co s& dit liéu mau. Nguoi ding cd thé truy nhap va chinh sira
cac ddi twong trong d6. Khi thuc hién cau lénh "CREATE DATABASE",
PostgreSQL s& copy templatel nay dé tao database méi.

+ postgres: Co sé dir liéu mac dinh ciaa PostgreSQL khi tao database cluster.
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- Tablespace: La don vi luu trit dit liéu vé phuong dién vat Iy bén duéi
database. Thong thuong dir liéu vat 1y duoc Iuu tri tai thu muc dit liéu (noi nguoi
dung chi dinh ldc ta tao database cluster). Nhung c¢6 mot phuong phap luu trir dit
liéu ngoai phan vung nay, nho sir dung chicc nang TABLESPACE. Khi tao mot
TABLESPACE tuc 1a ta da tao ra mot vung luu trir dir liéu mai doc lap vai dir lidu
bén dudi thu muc dir liéu.

- Schema: La don vi luu trir bén dudi database, quan ly dir liéu dudi dang
logic. Mic dinh trong mdi database ¢ mot schema cho ngudi sir dung, do 1a
schema public. Ta c6 thé tao schema bing cau Iénh CREATE SCHEMA. Pic
diém cta 1 schema nhu sau:

+ CO thé st dung tén tring véi schema ¢ database khac nhung khong tring
tén trén cung database.

+ Ngoai TABLESPACE va user ra, schema cd thé chia hau hét cac doi
tuong con lai (nhu table, index, sequence, constraint...) dé truy cap schema ta c6
thé thém tén schema vao phia trudc ddi tugng mudn truy cap hoic s dung tham
sb search_path dé thay doi schema truy cap hién tai.

+ Schema ¢ thé sir dung véi cac muc dich nhu ting cuong bao mat, quan ly
dir liéu dé dang hon.

- Bang (Table): Bang 1a ddi twong luu trir dit liéu tir nguoi dung. Mot bang
bao gém 0 hoic nhiéu cot (column) twong (ng vai tirng kiéu dir liéu khac nhau cua
PostgreSQL. Tong quan c6 3 kiéu tables ma PostgreSQL hd tro, dé la:

+ unlogged table: 1a kiéu table ma cac thao tac déi véi bang dir liéu nay
khong duoc luu trir vao WAL. Tac 12 khdng c6 kha nang phuc hdi néu bi hong.

+ temporary table: 1a kiéu table chi dugc tao trong phién Iam viéc d6. Khi
két néi bi ngat, n6 s& tu dong mat di.

+ table thong thuong: Khéc véi 2 kiéu table trén, 12 loai table thong thuong
dé luu trir dir liéu. C6 kha niang phuc hoi khi bi hong va ton tai vinh vién néu
khdng cé thao tac xda bo nao.

1.3. Mot s6 dic trung chinh ciia PostgreSQL

1.3.1. Cdc tinh nang
PostgreSQL tich hop nhiéu tinh ning tuyét voi gilp hd trg nha phat trién xay
dung tng dung dap ung cac chirc nang phac tap, truy van nhanh chéng va bao mat
duy tri tinh todn ven va do tin cay. Pé dang tin cay hon, PostgreSQL cung cap cac
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tuy chon bao mat, xac thuc va khoi phuc tham hoa khac nhau. PostgreSQL duoc
chting minh 14 ¢6 kha ning mé rong cao ca vé sb luong dit liéu va s luong ngudi
ding c6 thé thao tac ciing ldc.
% Céac tinh nang Chinh

- Cau truy van phuac hop (complex query)

- Thu tuc su kién (trigger)

- Cac khung nhin (view)

- Tinh toan ven cua céc giao dich (integrity transactions)

- Viéc kiém tra truy cap dong thoi da phién ban (multiversion concurrency
control)

- Truy van xir Iy song song (parallel query)

- Sao chép dir liéu dang ludng (Streaming replication)
% Cac tinl} nang khac

- Kiéu di liéu:

+ Nguyén ham: Sé nguyén, sb, chudi, Boolean

+ Cau trlc: Date/Time, Array, Pham vi

+ Document: JSON/JSONB, XML, Key-value (Hstore)

+ Hinh hoc: Piém, Puong thang, Vong tron, Pa giac

+ TUy chinh: Composite, Cac kiéu ty chinh

- Toan ven di liéu:

+ UNIQUE, NOT NULL

+ Primary Keys

+ Foreign Keys

+ Rang budc loai trir

+ Khoa ham s, Khoa khuyén nghi

+Pdng quy, hiéu suat

+ Lap danh muc: B-tree, Multicolumn, Expressions, Partial

+ Lap danh muc nang cao: GiST, SP-Gist, KNN Gist, GIN, BRIN, Bloom
filters

+ Trinh 13p ké hoach / trinh t4i wu hoa truy van phuc tap, quét index-only,
thdng ké sb liéu trén nhiéu cot.

+ Giao tac, Giao tac dang nest (thong qua luu diém)

+ Piéu khién dong thoi nhiéu phién ban (MVCC)

+ Truy van doc song song

+ Phan vung bang
12



+ Tat ca cac mc d6 giao dich doc 1ap dugc xac dinh trong tiéu chuan SQL,
bao gdbm ca Serializable

+ Do tin cay, phuc hdi sau tham hoa

+ Ghi nhat ky ghi trudc (Write-ahead Logging - WAL)

+ Replication: Khong dong bd, Bong bo, Logical

+ Khdi phuc diém-theo-thdi gian (Point-in-time-recovery - PITR), active
standbys

+ Khong gian bang

- Bao mat:

+ Xac thuc: GSSAPI, SSPI, LDAP, SCRAM-SHA-256, Certificate va cac
hinh thuc khac

+ Heé théng kiém soéat truy cap manh mé

+ Bao mat cap do cot va hang

- Kha nang mé rong:

+ Phuong phép luu trir

+ Ngon ngir thu tuc: PL / PGSQL, Perl, Python (va nhiéu ngén ngit khac)

+ Trinh lién két dix liéu ngoai: két néi véi cac co so dit liéu hodc ludng khac
véi giao dién SQL chuan

+ Tién ich mé rong cung cap chirc ning bo sung, bao gom ca PostGIS

+ HJ tro cac bo ky tu quoc té, vi du: théng qua ICU collations

+ Tim kiém vin ban day du

1.3.2. Cac cau lénh chinh

Hé quan tri co so dir liéu PostgreSQL cung cap cac cau lénh chinh nhu sau:
- CREATE TABLE

CREATE TABLE Ia tir khoa dé khoi tao mét bang rdng méi trong CSDL.
Bang nay s& thudc s& hitu cta user da viét ra cau Iénh nay. Vi du nhu sau:

postgres=# create table dummy_table (name varchar(20), address text, age int);

CREATE TABLE

Khi sir dung 1énh CREATE TABLE, Iénh da tao ra mot bang dummy _table
vai cac thuoc tinh:
+ name c6 kiéu dix liéu 1a varchar
+ address c6 kiéu di liéu 13 text
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+ age c6 kiéu dir liéu 12 int
- INSERT
Cau lénh INSERT duoc st dung dé chén dix liéu vao mot bang. Vi du:

postgres=# insert into dummy _table values("XYZ','location-A',25);
INSERT 0 1
postgres=# insert into dummy _table values('ABC','location-B',35);
INSERT 0 1
postgres=# insert into dummy _table values('DEF','location-C',40);
INSERT 0 1
postgres=# insert into dummy _table values('PQR’,'location-D',54);
INSERT 0 1

Nhu vay da ding 4 cau lénh insert dé chén thém bon hang dir liéu vao bang
dummy _table. C4c dir liéu dugc chén twong ung véi 3 thugc tinh cta bang khi tao
bang.

- SELECT

Cau lénh SELECT (khi khéng c6 tlly chon WHERE) s& tim dén hét tat ca

cac dix liéu co trong bang:

postgres=# select * from dummy _table;
name | address | age

XYZ |location-A| 25
ABC | location-B | 35
DEF |location-C | 40
PQR |location-D | 54
(4 rows)

Néu cau lénh c6 tly chon Where, két qua truy van sé& tra vé cac két qua thoa
man diéu kién trong Where. Vi du:

postgres=# select from dummy _table where age <40;
Cau lénh truy van sé& tra vé két qua nhu sau:
name | address |age

XYZ |location-A | 25
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ABC | location-B | 35

- UPDATE
Cau lénh UPDATE dugc sir dung dé cap nhat céc dit liéu trong bang. Trong
vi du duéi day, sit dung UPDATE dé thay ddi tudi cia mot nguoi co tén 1a 'PQR'":

postgres=# update dummy _table set age=50 where name='"PQR’;
UPDATE 1

postgres=# select * from dummy _table;

name | address |age

________ S SO

XYZ | location-A | 25

ABC | location-B | 35

DEF | location-C | 40

PQR | location-D | 50

(4 rows)

Tiép theo, str dung 1énh UPDATE dé thay d6i tén va tudi caa mot ngudi co
dia chi la 'location-D":

postgres=# update dummy table set name='GHI', age=54 where
address="location-D’;

UPDATE 1

postgres=# select * from dummy _table;

name | address |age

______ S R

XYZ | location-A | 25

ABC | location-B | 35

DEF | location-C | 40

GHI | location-D | 54

(4 rows)

Néu mudn sira doi tat ca cac gia tri trong address va cot age trong bang
dummy _table, thi ching ta khéng can st dung ménh dé& WHERE. Truy vin
UPDATE sé trong giong nhu sau:

postgres=# update dummy _table set age=54, address='location-X";
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UPDATE 4

postgres=# select * from dummy _table ;
name | address |age

______ T

XYZ | location-X | 54

ABC | location-X | 54

DEF | location-X | 54

GHI | location-X | 54

(4 rows)

Ménh dé RETURNING tra vé cac hang di cap nhat. Pay 1a tuy chon trong
UPDATE:

postgres=# update dummy _table set age=30 where name="XYZ' returning
age as age_no;
age_no

- DELETE

Cau lénh DELETE duoc st dung dé xda cac hang trong bang. Biéu kién
WHERE tily chon, néu thiéu diéu kién WHERE, 1énh s& x0a tat ca cac hang, dé lai
cho ban mét bang tréng.

postgres=# delete from dummy_table where age=65;
DELETE 1

- DROP TABLE
Lénh DROP TABLE nay duoc st dung dé x6a mot bang khéi co sé dit liéu:

PostgreSQL=# drop table if exists dummy;
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NOTICE: table "dummy" does not exist, skipping
DROP TABLE

Lénh nay d xoa toan b bang, bao gdm moi dit liéu lién quan, chi muc, quy

tic va rang budc cho bang do.

1.4. Uu nhuoe diém cia PostgreSQL

Sau.

- PostgreSQL 1a hé quan tri co s& dit liéu ma nguon mé véi nhitng vu diém

+ D& str dung.

+ H3d tro nhiéu kiéu dit liéu.

+ M4 nguon mo.

+ R4t nhiéu su hd tro cua cong dong.

+ Str dung cac thu tuc da luu trir.

+ HJ trg ACID, ttc 1a Tinh nguyén tt, Tinh nhat quéan, Tinh co lap, Do bén.
- Nhuoc diém:

+ Str dung nhiéu bo nhé.

+ Chua phd bién so vai cac hé quan tri co sé dit liéu khac.
+ Téc do chua bang cac hé quan tri co sé dit liéu khéc.

+ Cai dat khong dé dang cho ngudi méi bat dau.

1.5. Két luin chwong 1

Chuong 1 d3 trinh bay mot céch chi tiét, rd rang vé tong quan hé quan tri co

s& dir liéu PostgreSQL. Cu thé d trinh bay dwoc cac ndi dung sau:

- Gigi thiéu vé PostgreSQL.

- Kién trdc, thanh phan trong PostgreSQL.

- Mot sb dic trung chinh trong PostgreSQL.

- Uu nhuoc diém cua PostgreSQL.

Tir co s6 trén d6 &n s& tim hiéu rd thém vé nhimg nguy co mat an toan trong

hé quan tri co so dit liéu va co ché dam bao an toan va co ché ma hda trong hé
quan tri co so dir liéu PostgreSQL trong chuong 2.
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CHUONG 2. CO CHE MA HOA TRONG HQTCSDL POSTGRESQL

2.1. Nguy co mat an toan trong trién khai trong PostgreSQL

Trudc tién, c6 thé 1y gii tai sao co s¢ dit liéu luén nam trong tAm ngam cla
nhiéu tin tic. Béi vi, co so dit liéu luu giit nhitng thong tin quan trong nhu: thong
tin cua khach hang, ké hoach phat trién ciia mot doanh nghiép, cac tap doan kinh
té, va nhiéu muc dich quan trong khac...Co s¢ dir li¢u con chira nhiéu thong tin
riéng tu ctia cac c4 nhan ma tin tic c6 thé thu duoc bang cach truy van nhimg di
lidu cong khai. Trong phan nay dd an s& trinh bay mot s6 nguy co mat an toan

chung trong trién khai cac dang co so dit liéu néi chung va PostgreSQL noi riéng.

2.1.1. Tan céng bén trong va bén ngodi
Tan cong bén trong

Ké tan cong co thé 14 nhan vién hodc quan tri vién cua chinh co quan, tb
chtre trién khai may chi co so dit liéu.

+ Ké tan coéng co quyén truy cap vat Iy vao may chu co s dir liéu dé chiém
giit cac ban ghi trong hé quan tri co s& dit liéu dugc trién khai. Thong thuong céac
hé quan tri co s¢ dir li€u trién khai dudi dang r0, vi vay ké tan cong co thé xay ra O
hau hét cac co so dit liéu nodi chung va co sé dit liéu PostgreSQL ndi riéng.

+ Pé phong chdng tin cong bén trong can thiét 1ap cac bién phap nghiép vu.
Quy dinh vé dit may chu co so dir lidu tai vi tri dia 1y riéng biét va chi cho phép

truy cap truc tiép véi nhitng quan tri vién dugce phép truy cap hop phép.

+ Trién khai hé thong tuong lira dé phan chia ving mang logic tach biét véi
cac may chu dich vy khoi cac phan vung ciia nhan vién trong co quan, cong ty
hoac doanh nghiép.

+ Trién khai hé théng phat hién va ngan chdn xam nhap mang dé phat hién
cac ludng truy cap va nhitng hanh dong bat thudng truy cap vao hé thong quan tri
co s¢ dir lidu trong PostgreSQL.

+ Trién khai hé théng ghi nhat ky cho hé théng quan tri co s¢ dir liéu trong
PostgreSQL, viéc ndy 1a cin ctr dé diéu tra nguyén nhan hay thu pham gy ra céac
vu tan cong tir bén trong nay.

T4n cong bén ngoai
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Thong thuong ké tin coéng st dung tin cong k§ nghé xd hoi dé co thé lay
duoc thong tin, tai khoan ngudi dung hop phap trong hé quan tri co sé dir li¢u
trong PostgreSQL. Tir d6 ké tin cong co quyén hop phap danh cap dir liéu nguoi
dung. Dé phong chéng tin cong nay thi dbi véi co quan, t6 chirc can c6 quy dinh

va bién phép rd rang vé quan 1y tai khoan mat duoc an toan.

2.1.2. Tin céng leo thang ddc quyén

Khi ngudi dung (hay tng dung) duoc gan cac dic quyén truy nhép co so dir
liéu vuot qua cac yéu cau trong chiic ning cong viéc cia ho, thi nhimg dic quyén
nay co thé bi lam dung cho cac muc dich x4u. Vi dy, mot nguoi phu trach cho co
so dir lidu cua truong dai hoc véi cong viée 1a thay doi cac thong tin lién lac cua
sinh vién, ngudi nay c6 thé lam dung quyén ctia minh véi quyén cap nhat co s di
liéu dé sira doi diém cua sinh Vién (trai phép).

Mot Iy do don gian la nhitng quan tri vién co s¢& dir li¢u vi ban ron véi cong
viéc quan tri cia minh nén khong co thoi gian dé dinh nghia va cap nhat co ché
kiém soat quyén truy nhap mic dinh cho mdi nguoi dung. Két qua 1a mot sd luong
16n nguoi dung duoc gan cac dic quyén truy nhap mic dinh vugt xa so voi yéu cau

cong viéc cua ho.

Trong PostgreSQL khi mdt co s¢ dir li€éu dugc tao ra cia bat ky nguoi dung
nao thi hé thong déu cip quyén truy cip co s& dit liéu riéng cho ba ngudi ding mic
dinh la: Admin, writer va reader

- Admin: Nguoi ding ndy cé quyén truy cap vao tat ca cac chirc ning trén co
so dir liéu ma khong bi gigi han.

- Reader: Nguoi ding nay 1a nguoi ding chi doc. Nguoi doc ¢6 thé truy van
bat ky ban ghi nao trong co sé dit liéu, nhung khéng thé sira d6i hodc x6a ching.
NG khong co quyén truy cap vao thong tin noi bo.

- Writer: Ngudi dung nady gidng nhu Reader nhung né ciing c6 thé tao, cap
nhat va xda cac ban ghi.

Trong truong hop ndy quan tri vién khong thay ddi mat khau nguoi dung
nay thi mic dinh ké tan cong c6 thé truy cap vao cac co so dit liéu nay mot cach
hop phap. Pé ngin chin tan cong ngudi quan tri can phai thay d6i mat khau mic

dinh cua cac nguoi dung (Admin, Writer va Reader).

Vi du: Ké tan cong co thé thay d6i mat khau mic dinh nhu sau:
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+ Admin thay d6i mat khau mic dinh véi cau 1énh

postgres=# update OUser set password="newadminpass" where name="admin"
Updated 1
+ Reader thay d6i mat khau mic dinh voi cau 1énh

postgres=# update OUser set password="newreaderpass" where name="reader
Updated 1

+ Writer thay ddi mat khau mic dinh véi cau lénh

postgres=# update OUser set password="newwriterpass" where name="writer"
Updated 1

2.1.3. Tdin céng diea trén diém yéu cia nén tang cai dit

Hé quan tri co s¢ dir liéu PostgreSQL hién nay hd tro nhiéu nén tang cai dat
trén window, linux (centos, ubuntu) Unix, MAC.

Cac nén tang nay thi déu sé& c6 16 bao mat da ton tai hodc phat hién trong
tuong lai. Ké tan cong c6 thé dua vao cac 16 hong bao mat dé xam nhap bat hop
phép vao may chu co s¢ dir li¢u PostgreSQL trong truong hop co s¢ dir liu luu &

dang 10, ké tan cong hoan toan c6 thé doc duoc ndi dung cua cac ban ghi.

2.1.4. Tan céng xdc thuc yéu

Hé quan tri co so dir liéu PostgreSQL cho phép nguoi dung su dung mat
khau yéu dé ding ky, dang nhap vao hé thong.

Vi du: 1234, abed... Ké tin cdng c6 thé doan va diang nhap thu.

Theo mic dinh trong PostgreSQL khong han ché sb lan ding nhap caa nguoi
ding thi ké tan cong c6 thé str dung tan cong vét can dé do tim ra mat khau cua
nguoi dung.

- Céch thtic phong chdng tan cong

+ Y&u cau ngudi dung hé théng dat mat khau manh, d6 phac tap 16n dam
bao an toan.

Vi du: Do dai mat khau 8 ky tu tro 18n, c¢6 két hop chix hoa va chix thuong,
c6 dung ky tu dac biét...

+ Pat luat vé s6 lan dang nhap duoc phép nhap.

Vi du: Pang nhap 5 lan sai thi ngimg dang nhap thoi gian sau 3-5 gio va

tham chi 1au hon dé tiép tuc nhap mat khau tiép tuc.
20



2.1.5. Tdn céng tir chéi dich vu (Denial of Service)

Hé quan trji co so dit liéu PostgreSQL s& md cac cong dich vu tir 2424 —
2440 trén giao thic TCP (Transmission control protocol) 14 giao thirc diéu khién
truyén nhan & tang van tai, ké tAn cong co thé st dung k¥ thuat tin céng Syn flood
vao may chu PostgreSQL gay ra tinh trang qua tai cua may chu PostgreSQL , tinh
trang nay s& khong phuc hdi cac dich vu di cung cdp. Pé hiéu vé tin cong SYN

flood ta can hiéu:

THREE - WAY HANDSHAKE (TCP)

Hinh 2.1. M0 hinh hoat dong cua TCP

Tan cong SYN Flood DDoS khai thac tir 16 hong bén trong TCP/IP, bat tay

nhau trong vi¢c tan cong pha v mdt dich vu web.

SYN flood (half — open attack) 1a mot kiéu tin cong tir chdi dich vu (DDoS).
Tan cong nay véi muc dich 1am cho Server khong c¢6 luu luong dé truy cap hop
phap. Bang cach tiéu thu tat ca tai nguyén Server dang c6 san. Ké tin cong c6 thé
ap dao tat ca cac cong Server. Lam cho thiét bi client dap tng luu luong hop phép

mot cach cham chap hinh 2. 1

Mot cudc tin cong DDoS SYN flood tan dung quy trinh bt tay ba chiéu
TCP. Trong diéu kién binh thuong, két néi TCP duoc thé hién quy trinh ba buéc
(hinh 2.2) nhu sau :

+ B1: Pau tién may tan cong giri 1 packet tin SYN dén SYN dén server dé
yéu cau két ndi.

+ B2: Sau khi tiép nhap packet SYN, server phan hoi lai may khach bing
mot packet SYN/ACK, dé xac nhan thong tin tur client.
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+ B3: Cudi cuing, client nhan dugc packet tin SYN/ACK thi sé tra 1oi sever
bang packet tin ACK bao v&i server biét ring né da nhan duoc packet tin
SYN/ACK, két néi da duogc thiét 1ap va sin sang trao ddi dir liéu.

Attacker

-

SYN-ACK1 ‘
<« SYN-ACK2

<« SYN-ACKS3
SYN-ACK4
SYN-ACKS5

Hinh 2.2. Tdn cdng Syn Food

Dé tao tir chdi dich vu (DOS), ké tan cong s& khai thac sau khi nhan duoc
packet SYN ban dau tir client. Server s& phan hoi lai mot hoic nhiéu packet
SYN/ACK va chd dén budc cudi clng trong qué trinh bét tay (handshake). Cach
thirc thuc hién nhu sau: (hinh 2.2)

B1: Ké tan cong s& gui mot khéi lugng 16n cac packet tin SYN dén server.
Puoc xem la muyc tiéu va thong thuong 1a dia chi IP gia mao.

B2: Sau d6 server s& phan hdi lai ting y&u cau két ndi. Bé lai 1 cong mé san
sang tiép nhan va phan hoi.

B3: Trong khi server cho packet ACK & budc cudi cung tir client, packet ma
khong bao gio dén. Ké tan cong tiép tuc gui thém cac packet SYN. Sy xuat hién
cac packet SYN méi khién may cha tam thoi duy tri cong mo méi trong mot thoi
gian nhat dinh. Mot khi céc cong c6 san duoc st dung thi server khong thé hoat
dong nhu lac binh thuong.

2.2. Co ché dam bao ATTT trong HQTCSDL

2.2.1. Yéu cau dé dam bdo an toan cho co sé dir liéu
Viéc t6 chuc, luu trit thdng tin ndi chung cé thé duogc trién khai dudi nhiéu
hinh thtrc va cng nghé khéc nhau, st dung cac phan mém va phuong tién luu trix

khac nhau, trong d6 viéc str dung co s dir liéu dé luu trix thong tin 1a rat pho bién.
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Do vay, viéc dam bao an toan cho co s& dit lidu 12 van dé cép thiét va phai duoc
xéac dinh ngay tir ban dau.

Bao mat hay an toan cho co so dir liéu (Database Security) la moét tap hop
cac thu tuc, chuan, chinh séch va cong cu duoc sir dung dé bao vé dir liéu nham
tranh bi trom cip, lam dung, dot nhap, tan cdng, hoic cac hanh dong khdng mong
muébn khac. N6i cach khac, muc dich cua viéc bao mat hay an toan cho co s¢ di
liéu 12 ¢& dam bao 3 thudc tinh co ban cua an toan co sd dit liéu, bao gom tinh bi
mat (Confidentiality), tinh toan ven (Integrity) va tinh sin sang (Availability).
Trong do:

- Tinh bi mat: Pam bao rang chi c6 nguoi ding ¢ tham quyén (Authorised
Users) méi c6 thé truy nhap va thuc hién céc thao tac trén co s& dir liéu. Tinh bi
mat c6 thé dugc dam bao thong qua cac co ché kiém soét truy nhap bao gom xac
thuc (Authentication) va trao quyén (Authorisation) vao cac ddi twong trong co s&
dir liéu. Ngoai ra tinh bi mat con duoc dam bao bai nhiéu bién phap bao mat bo
sung, nhu bao vé vat 1y, tuong ltra, ma hoa,...

- Tinh toan ven: Pam bao rang di liéu c6 thé dugc stra ddi boi nhimg nguoi
ding c6 tham quyén. Tinh toan ven lién quan dén tinh hop 1& (Validity), tinh nhat
quan (Consistency) va chinh xac (Accuracy) cua dit liéu. Dir liéu dugc xem la toan
ven néu n6 khéng bi thay d6i, hop 1& va chinh xac. Tinh toan ven cd thé duoc dam
bao boi cac rang budc dir liéu (Constraints), cac phép kiém tra va cac co ché xu ly
dur liéu.

- Tinh sin sang: Pam bao rang co s& dit liéu c6 thé truy nhap boi nguoi
dung hop phap bat ci khi ndo ho yéu cau. Tinh sin sang c6 lién quan mat thiét dén
ha tAng mang va ning luc cua cac may chi co so dit lidu va c6 thé dugc dam bao
bang chudi may chi co sé dit liéu va hé thong can bang tai. Tinh san sang co thé
duoc do bang céc yéu to:

+ Thoi gian cung cap dich vu (Uptime);

+ Thoi gian ngung cung cap dich vu (Downtime);

+ Ty 1€ phuc vu: A = (Uptime)/(Uptime + Downtime);

+ Thoi gian trung binh gitta cac su ¢d;

+ Thoi gian trung binh ngimg dé sira chira;

+ Thoi gian khéi phuc sau su cé.

Vi cac yBu cau vé an toan co sé dit liéu néu trén, ching ta d& dang nhan
thay cac mdi de doa cho co so dit lidu nhu sau:
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- Su that thoét thdng tin khéng hop 1y, diéu nay de doa tinh bi mat cua dix
lidu.

- Thay doi dix liéu khéng hop 1y, diéu nay de doa tinh toan ven cua dir liéu.

- Tur chéi dich vy, diéu nay de doa tinh sén sang cua dix liéu.

2.2.2. Cac co ché dé bao vé tinh an toan cua co so dir liéu

a) Phan quyén user

Tao user

User trong Postgres dugc goi l1a ROLE. Co 2 loai role 1a login role va non -
login role. Khi tao USER trong Postgres thi tic la dang tao mét login role do.

Pé tao mot user (hay login role) méi thi sir dung lénh CREATE ROLE. Vi
du dé tao user myuser, ta sir dung nhu sau:

CREATE ROLE myuser WITH LOGIN;

Mic dinh thi mét role s& 1a no - login role, do d6 can thém LOGIN dé tao
mét login role. Ciing c6 thé ding CREATE USER thay vi CREATE ROLE nhu
sau:

CREATE USER myuser;

Pé cai dat password, thém tly chon PASSWORD nhu sau:

CREATE USER myuser WITH PASSWORD 'mypassword’;

Hoac

CREATE ROLE myuser WITH LOGIN PASSWORD 'mypassword’;

PostgresSQL khéng c6 cai dat xac thuc dau cudi nhu MySQL/MariaDB.
Tuy nhién, nguoi dung van c6 thé cai mot sé config twong ty nhu chi cho phép
login hozc yéu cau password/certificate tly theo host & file pg_hba.conf.

Tao DB

Pé tao DB, ta dung query CREATE DATABASE. Céc object trong
PostgresSQL déu c6 owner, thong thuong nguoi nao tao ra nd sé la owner. Véi DB
thi chi c6 user véi quyén CREATE DATABASE méi tao dugc nén dé tao DB cho
mot user khéc ching ta sé thém option OWNER.

Vi du dé tao DB mydatabase véi owner 1a myusser thi query cta ching ta s&

nhu sau:

CREATE DATABASE mydatabase OWNER myuser;
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Tuong tu nhu CREATE USER, CREATE DATABASE ciling khong cé
option IF NOT EXISTS. Tuy nhién, khac véi query truéc, CREATE DATABASE
con khong dugc phép chay trong mot transaction khac nira, vay nén ching ta
khong thé dung cach trén dé tao DB chi khi n6 chua ton tai dugc.

Néu chay tur shell script thi c6 thé dung psql dé tao DB nhu sau:

echo "SELECT 'CREATE DATABASE mydb’ WHERE NOT EXISTS
(SELECT FROM pg_database WHERE datname = 'mydb*)\gexec" | psql

Néu phai chay trong SQL script thi s& hoi phirc tap mot chit. Ching ta s&
can dén extension dblink. Ngudi diing sé phai tu connect dén server DB hién tai dé
chay query thay vi chay truc tiép.

DO $$

BEGIN

PERFORM dblink_exec('password=yourpassword', 'CREATE DATABASE
mydb OWNER myuser");

EXCEPTION WHEN DUPLICATE_DATABASE THEN

RAISE NOTICE 'Database mydb already exists, skipping';

END

$$;

Ngoai ra trong mdi database con cé cac schema. Mic dinh thi mdi DB s&
duoc tao véi mot schema . Ai co quyén truy cap DB ciing sé& truy cip duoc schema
nay. CO thé tao schema véi query CREATE SCHEMA.

CREATE SCHEMA myschema;

Phan quyén cho user

Hé thdng phan quyén cuaa Postgres kha phtc tap. Ngoai owner va superuser
ra thi cac user khac s& khong cé quyén gi véi cac dbi twong méi duoc tao ra. Dé
cap quyén cho user thi chiing ta dung query GRANT.

C6 céc quyén nhu sau

+ CONNECT: connect téi DB.

+ USAGE: Murc d6 st dung.

+ CREATE/SELECT/INSERT/UPDATE/DELETE/TRUNCATE:

duogc chay cac query tuwong tng.
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+ EXECUTE: goi function.

+ REFERENCES/TRIGGER/TEMP/TEMPORARY : quyén tao foreign key,
trigger, bang tam thoi.

+ ALL PRIVILEGES: tat ca moi quyén cd thé GRANT.

Dé thém quyén xem (read only) cho mét user chiing ta can nhimg query nhu
thé nay.

+ GRANT CONNECT ON DATABASE mydb TO my_readonly;

+ GRANT USAGE ON SCHEMA public TO my_readonly;

+ GRANT SELECT ON ALL TABLES IN SCHEMA public TO
my_readonly;

+ GRANT SELECT ON ALL SEQUENCES IN SCHEMA public TO
my_readonly;

+ GRANT USAGE ON ALL SEQUENCES IN SCHEMA public TO
my_readonly;

+ GRANT EXECUTE ON ALL FUNCTIONS IN SCHEMA public TO
my_readonly;

Ngoai ra mdi role trong postgres vira c6 thé 13 user ma ciing c6 thé 1a mot
group. C4c user trong ciing group sé& duoc "ké thira” nhitng quyén caa group dé. Vi
du sau khi di c6 user my readonly & trén, muén tao mot user my_readwrite véi
quyén ghi, thay vi phai lap lai cac quyén nhu trén, ngudi ding chi can GRANT cho
nod cac quyén cua my_readonly.

GRANT my_readonly TO my_readwrite;

Sau d6 co thé thém céc quyén khac.

GRANT SELECT, INSERT, UPDATE, DELETE ON ALL TABLES IN
SCHEMA public TO my_readwrite;

Phan quyén theo group

Mot role thi ngoai user ra con cd thé 1a mot group. Role login danh cho user
va no-login role dugc dung dé tao group. Ngudi ding cd thé tao group véi cac
quyén nhu read only, read write, hay tham chi 1a ca owner dé quan ly cho cac user
khac. Vi du tao database véi nhiéu owner bang cach cap quyén quyén my_owner
cho cac user khac nhu sau.

CREATE ROLE my_owner;
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CREATE DATABASE mydb OWNER my_owner;
GRANT my_owner TO john_smith;
GRANT my_owner TO whoever,

Cac DEFAULT PRIVILEGES cap quyén cho ca group nén cac user trong
group ciing s& duoc ké thira quyén cua group. Vi du véi default privileges nhu sau

ALTER DEFAULT PRIVILEGES FOR ROLE myuser IN SCHEMA public
GRANT SELECT ON TABLES TO my_readonly;

Cac user cua group my_readonly s& co quyén select trén tat ca table moi
duoc tao boi myuser. Tuy nhién, trong truong hop nguoc lai, néu table duoc tao
bai mot user khac trong group myuser thi default privileges sé khong c6 tac dung.
Q
b) Kiém toan (Auditting)

Kiém toan 14 mot cach tét dé git cho dit liéu an toan nhat cé thé va dé biét
diéu gi dang xay ra trong co s¢ dit liéu. N6 ciling duoc yéu cau dbi véi nhiéu quy
dinh hozc tiéu chuan bao mat. Do d6, hé quan tri co sé dit liéu PostgreSQL ciing
khong phai ngoai I¢.

PostgreSQL da tao duoc danh tiéng manh mé& vé kién tric da dugc ching
minh, do tin cay, tinh toan ven cua dir liéu, bd tinh nang manh mé, kha nang mé
rong va su cong hién cua cong dong nguén mo dang sau phan mém dé lién tuc
cung cp cac giai phap hiéu qua va séng tao.

Pé sir dung tinh ning kiém toan trén PostgreSQL, nguoi ding can cai dat
pgAudit. pgAudit cung cap ghi phién nhat ky kiém toan va doi tugng thong qua
tiéu chuan ghi nhat ky PostgreSQL.

Cai dat co ché kiém toan pgAudit

- Kiém tra tinh kha dung caa pgAudit véi thdng tin:

pgauditl4 12.x86 64 : PostgreSQL Audit Extension

- Cai dat pgAudit bang lénh:

$ yum install pgaudit14 12

- can thém no vao tép cau hinh PostgreSQL.conf, duoc dit theo mic dinh
trong /var/lib/pgsql/12/data/PostgreSQL.conf va khai @ong lai dich vu PostgreSQL
dé ap dung thay doi.
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shared preload_libraries = 'pgaudit, pg_stat_statements'

- Sau khi khoi dong lai dich vy, ngudi dung can thuc hién tao tién ich mo
rong:

postgres=# CREATE EXTENSION pgaudit;
CREATE EXTENSION
And now, you can run the following query to check the new extension created:

postgres=# SELECT * FROM pg_available_extensions WHERE name LIKE
‘Yoaudit%',

name | default_version | installed_version | comment
--------- o
pgaudit | 1.4.1 |1.4.1 | provides auditing functionality
(1 row)

Thiét 1ap pgAudit
Nguoi dung c6 thé kiém tra nhitng thiét 1ap dang sir dung nhu sau

postgres=# SELECT name,setting FROM pg_settings WHERE name LIKE
‘pgaudit%’;

name | setting
____________________________ I S
pgaudit.log | none
pgaudit.log_catalog | on
pgaudit.log_client | off
pgaudit.log_level | log

pgaudit.log_parameter | off
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poaudit.log_relation | off
pgaudit.log_statement_once | off
pgaudit.role |

(8 rows)

Cac tham s thiét 1ap c6 y nghia nhu sau:

+ pgaudit.log: chi dinh cac I6p cau Iénh ndo s& duogc ghi lai bang ghi nhat ky
kiém toan. Mic dinh 1a khéng cé.

+ pgaudit.log_catalog: Chi dinh ghi nhat ky phién sé duoc bat trong truong
hop tat ca cac quan hé trong mot cau lénh déu nam trong pg_catalog. Viéc tat cai
dat nay s& giam nhiéu trong nhat ky tir cac cong cu nhu psql va PgAdmin truy van
danh muc nhiéu. Mic dinh dugc bat.

+ pgaudit.log_client: Chi dinh viéc théng béo nhat ky c6 dugc hién thi cho
mét quy trinh khach hang chang han nhu psql hay khong. Cai dit nay thuong bi tat
nhung c6 thé hitu ich cho viéc g& I18i hoic cac muc dich khac. Mic dinh 14 tat.

+ pgaudit.log_level: Chi dinh mic nhat ky s€ duoc st dung cho cac muc
nhap nhat ky. Cai dat nay duoc str dung dé kiém tra hoi quy va ciing ¢o thé hitu ich
cho ngudi ding cubi dé kiém tra hoic cac muc dich khac. Mic dinh 1a nhat ky.

+ pgaudit.log_parameter: Chi dinh rang ghi nhat ky kiém toan phai bao gém
cac tham sb da duoc thuc thi véi cau lénh. Khi cac tham sé hién dién, ching s&
duoc dua vao dinh dang CSV sau cau lénh. Mic dinh 12 tat.

+ pgaudit.log_relation: Chi dinh viéc ghi nhat ky kiém tra phién c6 nén tao
mot muc nhat Ky riéng biét cho méi quan hé (TABLE, VIEW, v.v.) dugc tham
chiéu trong mot cau lénh SELECT hoic DML hay khong. Day 1a mot phim tét hitu
ich dé ghi nhat ky toan dién ma khéng can sir dung ghi nhat ky kiém toan déi
twong. Mic dinh 14 tat.

+ pgaudit.log_statement_once: Chi dinh viéc ghi nhat ky s& bao gém cau
lénh va cac tham sé véi muc nhap nhat ky dau tién cho mét té hop cau lénh / cau
lénh con hoic vai moi muc nhap. Viéc tat cai dat nay s& dan dén viéc ghi it chi tiét
hon nhung c6 thé gay khé khin hon trong viée xac dinh cu lénh di tao muc nhap
nhat ky, mac du cap cau lénh / cau Iénh con cling véi id quy trinh du dé xac dinh
van ban cau lénh duoc ghi bang muc nhap trude d6. Mic dinh 12 tat.

+ pgaudit.role: Chi dinh vai trd chinh dé sir dung cho viéc ghi nhat ky kiém
toan dbi tuong.
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c) Thiét 1ap chinh sich

CREATE POLICY name ON table_name

[ AS { PERMISSIVE | RESTRICTIVE } ]

[ FOR { ALL | SELECT | INSERT | UPDATE | DELETE } ]

[ TO { role_name | PUBLIC | CURRENT _ROLE | CURRENT_USER |
SESSION_USER } 1, ...]1]

[ USING ( using_expression ) ]

[ WITH CHECK ( check_expression) ]

Dé thiét l1ap chinh sach, bao mat muc hang phai dugc thiét 1ap trén bang,
bang cach su dung cac lénh ALTER TABLE..ENABLE ROW LEVEL
SECURITY dé cac chinh sach duogc &p dung.

Chinh sach cap quyén select, insert, update, or delete cac hang khép voi
biéu thuc chinh sach cd lién quan. Cac hang hién cé trong bang dugc kiém tra so
Vvéi biéu thirc duoc chi dinh trong USING, trong khi cac hang mai sé duogc tao
théng qua INSERT hoic UPDATE duoc kiém tra dya trén biéu thirc duoc chi dinh
trong WITH CHECK. Khi mét biéu thirc USING tra vé true cho mot hang nhat
dinh thi hang d6 s& hién thi cho nguoi dung, trong khi néu tra vé false hoac null thi
hang d6 s& khdng hién thi. Khi biéu thiec WITH CHECK tra vé true cho mét hang
thi hang d6 s& duoc chén hoic cap nhat, trong khi néu tra vé false hoac null thi s&
xay ra |6i.

Déi voi cac cau lénh INSERT va UPDATE, biéu thie WITH CHECK dugc
thuc thi sau khi lénh kich hoat BEFORE duoc kich hoat va truéc khi thuc hign bat
ky stra d6i dir liéu thuc té nao. Do do, trinh kich hoat BEFORE ROW ¢4 thé sira
d6i dit liéu dugc chén vao, anh hudng dén két qua kiém tra chinh sach bao mat.
Biéu thacc WITH CHECK duoc thuc thi truéc bat ky rang budc nao khac.

Tén chinh sach twong Gng véi mbi bang. Do d6, mot tén chinh sach co thé
duogc st dung cho nhiéu bang khac nhau va c6 dinh nghia cho ting bang phu hop
véi bang do.

Cac chinh sach cd thé duoc ap dung cho cac 1énh cu thé hoic cho cac roles
cu thé. Mic dinh cho céc chinh sdch méi duoc tao 14 chiing ap dung cho tat ca cac
lénh va cac roles , trir khi duoc chi dinh khac. Nhiéu chinh sach c6 thé &p dung cho
mot Iénh.

Déi véi cac chinh sach co thé co ca biéu thac USING va WITH CHECK
(ALL va UPDATE), néu khong c6 biéu thiee WITH CHECK nao dugc xéac dinh,
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thi biéu thirc USING s& dugc sir dung ca hai dé xac dinh hang nao duoc hién thi
(truong hop USING thong thuong) va hang méi nao sé dugc duoc phép thém vao
(truong hop WITH CHECK).

Néu bao mat cip hang duoc bat cho mot bang nhung khong ton tai chinh
sach hién hanh, thi chinh sach "default deny - tir chdi mac dinh" s& duoc gia dinh
dé khong c6 hang nao dugc hién thi hoic c6 thé cap nhat.

C4c tham so6 chinh

+ Name: Tén chinh sach can tao, can phai phan biét véi tén cua cac chinh
sach khéac trong bang.

+ table_name: Tén cua bang ma céc chinh sach ap dung.

+ PERMISSIVE: Chi dinh rang chinh sach s& dugc tao nhu mot chinh sach
cho phép. Tat ca cac chinh sach dugc phép ap dung cho mét truy van nhat dinh s&
duoc két hop véi nhau bang cach st dung toan tir Boolean “OR”. Bing cach tao
cac chinh sach cho phép, quan tri vién co thé thém vao tap hop cac ban ghi cd thé
duogc truy cap. Cac chinh sach dugc cho phép theo mac dinh.

+ RESTRICTIVE: Chi dinh riang chinh sach s& dugc tao nhu mét chinh sach
han ché. T4t ca cac chinh sach han ché 4p dung cho mot truy van nhat dinh s& duoc
két hop véi nhau bang cach sir dung toan tir Boolean “AND”. Bang céch tao cic
chinh sach han ché, quan tri vién c6 thé giam tap hop cac ban ghi c6 thé dugc truy
cap Vi tat ca cac chinh sach han ché phai duoc théng qua cho mdi ban ghi.

Luu ¥ rang can c6 it nhat mot chinh sach cho phép dé cap quyeén truy cap
vao cac ban ghi trude khi cac chinh séch han ché c6 thé duoc st dung hitu ich dé
giam quyeén truy cap d6. Néu chi ton tai cac chinh sach han ché, thi s& khong co
ban ghi nao c6 thé truy cap duogc. Khi co su két hop giita cac chinh sach cho phép
va han ché, chi c6 thé truy cap ho so néu it nhat mot trong cac chinh sach cho phép
duoc théng qua, ngoai tat ca cac chinh sach han ché.

+ command: Lénh 4p dung chinh sach. Céc tuy chon hop I¢é la ALL,
SELECT, INSERT, UPDATE, and DELETE. ALL la mac dinh.

+ role_name: Cé&c roles ma chinh sach sé¢ duoc ap dung, mac dinh la
PUBLIC, sé& &p dung chinh sach cho tat ca cac roles.

+ using_expression: Bat ky biéu thuc diéu kién SQL nao (tra vé boolean).
Biéu thirc diéu kién khong duoc chta bat ky ham téng hop hoic ham cira s6 nao.
Biéu thuc ndy s& duoc thém vao céc truy van tham chiéu dén bang néu bao mat
muc hang duoc bat. Cac hang ma biéu thuc tra vé true s& dugc hién thi. Bat ky
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hang nao ma biéu thuc tra vé false hodc null s& khdng hién thi véi nguoi ding
(trong SELECT) va s& khong co san dé sira doi (trong UPDATE hoic DELETE).

+ check_expression: Bat ky biéu thuc diéu kién SQL nao (tra vé boolean).
Biéu thtrc diéu kién khong duoc chta bat ky ham téng hop hoic ham cira s6 nao.
Biéu thirc nay s& duoc sir dung trong cac truy van INSERT va UPDATE dbi voi
bang néu bao mat cip hang duoc bat. Chi nhitng hang ma biéu thirc danh gia 1a
true méi dugc phép. Mot 18i s& duoc dua ra néu biéu thie danh gia 1a false hoac
null cho bat ky ban ghi nao duoc chén vao hoic bat ky ban ghi nao 1a két qua cua
qué trinh cap nhat. Luu ¥ ring check expression dugc danh gia dya trén noi dung
méi duoc dé xuat cua hang, khdng phai noi dung ban dau.

Chinh sach cho méi lénh

+ ALL: Sir dung ALL cho mét chinh sach c6 nghia 1a né sé& &p dung cho tat
ca cac lénh, bat ké loai 1énh ndo. Néu ton tai chinh sach ALL va cac chinh sach cu
thé hon ton tai, thi ca chinh sach ALL va chinh sach (hoac cac chinh sach) cu thé
hon s€ dugc &p dung. Ngoai ra, ALL cac chinh sach s€ dugc ap dung cho ca phia
lya chon cua truy van va phia sira d6i, sir dung biéu thirc USING cho ca hai truong
hop néu chi mot biéu thirc USING di duoc xac dinh.

+ SELLECT: Str dung SELECT cho mot chinh sach c6 nghia 1a n6 sé ap
dung cho céc truy van SELECT va bat ca khi ndo cac quyén SELECT dugc yéu
cau dbi véi quan hé ma chinh sach duoc xac dinh. Két qua 1a chi nhitng ban ghi tir
quan hé vuot qua chinh sach SELECT sé& dugc tra vé trong mot truy van SELECT
Vva C4c truy van yéu cau quyén SELECT, ching han nhu UPDATE, ciing s& chi
thiy nhitng ban ghi dwgc chinh sich SELECT cho phép. Chinh sach SELECT
khong duoc ¢6 biéu thirc WITH CHECK, vi n6 chi dp dung trong trudng hop cac
ban ghi dang dugc truy xuat tir quan hé.

+ INSERT: Str dung INSERT cho mot chinh sach c6 nghia la n6 sé &p dung
cho céac Iénh INSERT. Cac hang dugc chén vao khéng vuot qua chinh sach nay sé
dan dén 15i vi pham chinh sach va toan bo 1énh INSERT sé bi hay bo. Chinh sach
INSERT khéng dugc ¢6 biéu thuc USING, vi né chi p dung trong truong hop céc
ban ghi dang dugc thém vao mdi quan hé.

+ UPDATE: St dung UPDATE cho mét chinh sach c¢6 nghia 1a n6 sé€ ap
dung cho céac Iénh UPDATE, SELECT FOR UPDATE va SELECT FOR SHARE,
cling nhu cac ménh d& ONDATE bé tro cua Iénh INSERT. Vi UPDATE lién quan
dén viéc kéo mot ban ghi hién cé va thay thé né bang mot ban ghi méi duoc sira
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d6i, céc chinh saich UPDATE chip nhan ca biéu thic USING va biéu thac WITH
CHECK. Biéu thirc USING xac dinh ban ghi nao ma lénh UPDATE sé& thiy dé
hoat dong chdng lai, trong khi biéu thiee WITH CHECK xéc dinh cac hang da sta
d6i ndo dugc phép luu trir tré lai quan hé.

+ DELETE: Sir dung DELETE cho mét chinh sach c6 nghia la n6 s€ ap
dung cho céac 1énh DELETE. Chi nhitng hang vuot qua chinh sdch nay méi duoc
nhin thay bang lénh DELETE. C6 thé ¢6 cac hang hién thi théng qua mot SELECT
khdng co san dé x6a, néu ching khong chuyén biéu thic USING cho chinh séch
DELETE.

Chinh sach DELETE khong dugc ¢6 biéu thiacc WITH CHECK, vi né chi ap
dung trong truong hop cac ban ghi dang bi x6a khoi quan h¢, do d6 khong c6 hang
méi dé kiém tra.

Bang 2. Chinh sach &p dung cho cac Iénh

Lénh SELECT/ALL | INSERT/ALL | UPDATE/ALL DELETE/ALL

USING WITH USING | WITH USING
CHECK CHECK

SELECT Hang c6 san

SELECT FOR | Hang c6 san Hang co

UPDATE/SHARE san

INSERT Hang méi

INSERT ... | Hang mai Hang mai

RETURNING

UPDATE Hang c6 san va Hang co6 | Hang méi
moi san

DELETE Hang c6 san Hang co san

ON  CONFLICT | Hang c6 sin va Hang co6 | Hang méi

DO UPDATE méi san

2.3. Co ché ma hoa dit liéu lwu trir

Dé bao vé céc tép dit lieu nay, cac hé quan tri co sé dir liéu di cung cap co
ché ma hoa dir liéu trong suét. Pay 1a co ché an toan bao vé céc dir liéu nhay cam
ké ca trong truong hop phuong tién luu trit hoic tép dit liéu bi danh cap.

M4 hda dit liéu trong sudt (Transparent data encrytion — TDE) 1a mét trong
nhiing co ché an toan, cho phép ma hoa dit liéu nhay cam duoc luu trir trong bang

va khong gian bang. Dit liéu dugc ma hda va giai ma trong suét dbi véi nguoi
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ding va céc tng dung c6 quyén truy cap vao dit liéu. Bé ngan chin viéc giai ma
trai phép, TDE luu trit cac khéa ma hoa trong mo-dun an toan bén ngoai co so dir
ligu (CSDL).

TDE thuc hién ma héa va giai ma thoi gian thuc cac dir liéu. Viéc ma héa su
dung khéa ma hoa dit liéu (Data Encryption Key - DEK) dugc luu trir trong ban
ghi khoi dong CSDL dé san sang trong qua trinh phuc hdi. Bén canh d6, TDE c¢6
kha ning bao vé dit liéu luu trir, nghia 1a cac tép dir liéu va nhat ky. N6 cung cap
kha ning tuan thu nhiéu luat, quy dinh va huéng dan duoc thiét 1ap trong cac
nganh céng nghiép khac nhau. Didu nay cho phép cac nha phét trién phan mém ma
hoa dir liéu bang cach st dung thuat toan ma hoa AES va 3DES ma khong can thay
d6i cac ung dung hién co.

Uu diém cua ma héa TDE:

- bam bao an toan cac di liéu nhay cam trong truong hop phuong tién luu
trit hozc tép dix liéu bi danh cap.

- Tuan thu cac quy dinh lién quan dén an toan.

- Khéng can tao trinh kich hoat hodc ché d6 xem dé giai ma dir liéu cho
ngudi dung hoic wng dung dugc ay quyén. Dir liéu tir cac bang duoc giai ma trong
suét cho ngudi dung va ung dung CSDL.

- Céc rng dung khong can phai sira doi dé xur ly dit liéu duoc ma hoa. M3
hoa va giai ma dir liéu dugc quan ly boi co sé dit lidu.

Mai hoa TDE duoc chia lam 2 loai la méd héa TDE muc cot va ma hoa TDE
khong gian bang. Trong khi ma héa cot TDE cho phép ma hoa dit liéu nhay cam
duogc Iuu trir trong c&c cot cua bang duoc chon, thi md hoa khéng gian bang TDE
cho phép ma hoa tat ca dit liéu duoc luu trir trong mot ving bang.

Ca ma hda cot va ma hoa khong gian bang TDE déu sur dung kién tric dua
trén khoa hai tang. Ngay ca khi dit liéu ma hoa duogc truy xuat, dit liéu ciing khong
dugc hién thi cho dén khi qué trinh giai ma dugc ay quyén xay ra, qua trinh nay la
tu dong cho nguoi dung dugc ty quyén truy cap vao bang.

Ma hoa cot TDE
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ID NAME | CARD

1 Alice [dilnzesbg|

2 Bob  f#bsifgh74

—— —

Hinh 2.3. Ma h6a cgt TDE

M4 hda cot TDE duoc st dung dé bao vé dir liéu nhay cam, chang han nhu
thé tin dung va sé an sinh x& hoi, duoc luu trit trong cac cot cua bang. Loai ma hda
nay sir dung Kién trlc hai 1op, dua trén khoa dé ma hoa va giai ma cac cot bang
nhay cam. Trong d6, khoa mi héa chinh (Master encryption key) dwoc st dung dé
mé& hoa khoa bang (Table key). Khoa nay dwoc Iuu trir an toan phu thudc vao co
ché caa hé quan tri co so dit liéu dang sir dung.

Viéc Iuu trir theo cach nay s€ ngan viéc sir dung trai phép cac khéa mat va
tach biét cac chirc nang chuong trinh thong thuong khoi cac hoat dong mé hoa,
gilip phan chia nhiém vu gitta nguoi quan tri CSDL va quan tri an toan, dan dén
tang cuong kha nang bao mat.

Ma hoa khéng gian bang TDE

M4 héa khong gian bang TDE cho phép ma héa toan bo ving bang. Tat ca
cac d6i twong duoc tao trong khdng gian bang sé duoc ma hoéa ty dong. Ma hoa
khong gian bang TDE rat hitu ich néu trong trudng hop muén bao vé dit liéu nhay
cam trong cac bang. Truong hop ndy, khdng can thuc hién phan tich chi tiét ting
cot trong bang dé xac dinh cac cot can ma hoa.
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Hinh 2.4. M& hoa khong gian bang TDE

Tat ca dit liéu trong mot ving bang duoc ma héa sé duoc luu trit ¢ dinh dang
ma hoa trén dia. Dit liéu dugc giai ma trong suét cho nguoi ding duoc uy quyén
c6 cac dac quyén can thiét dé dugc xem hodc sira doi dir liéu. Nguoi dung hoac
tng dung CSDL khéng can biét liéu dit liéu trong mét bang cu thé c6 duge ma hda
trén dia hay khong. Trong trueong hop cac tép dir liu trén dia hodc phuong tién sao
lwu bi danh cép, dix liéu s& khong bi xam pham.

M4 hda khdng gian bang TDE ciing str dung kién tric hai tang, dua trén
khoa dé ma hda trong suét va giai ma khong gian bang. Khoa chinh TDE ciing c6
chirc nang va cach thirc luu trit nhu ma hoa cot TDE.

Cac thuat toan ma hoa dwgc hd tro

CAc thuat toan duoc hd tro hién nay 1a cac thuat toan mi hoa khoa ddi xang:
AES, 3DES, BLOWFISH.

2.4, Co ché mi hoa dir liéu kénh truyén

Co s& dit liéu PostgreSQL hé tro nguoi diing truy cap thong qua giao thuc
HTTP. Giao thirc ndy khong c6 co ché bao mat duong truyén, vi vay can bao mat
cho giao thirc ndy bang céch két hop giao thirc SSL/TLS dé ma hoa dudng truyén.
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Hinh 2.5. Bdo mdt kénh truyén theo mé hinh mang Client — PostgreSQL Server

Giao thic TLS (Transport Layer Security) la mot giao thac bao mat dir liéu
truyén trén mang Internet va hoat déng & tang giao van trong kién trdc mang
TCP/IP.

TCP/IP Stack

Application

TLS 1.3 Layer

Handshake Record Alert
Protocol Protocol Protocol

Transport

Internet

Network Access

Hinh 2.6. Kién truc, v; tri TLS 1.3 trong md hinh TCP/IP

Giao thuc SSL/TLS (Secure Sockets Layer/Transport Layer Security) la
giao thuc duoc sir dung dé bao mat kénh truyén cho rat nhiéu dich vu mang hién
nay nhu: Dich vu Web, Email, Database, VoIP... TLS 1.3 1a phién ban méi nhat
cua giao thic nay véi nhidu vu diém nhu téc d6 nhanh va d6 an toan cao hon so
Vi cac phién ban trudc.

TLS 1.3 dugc céng bd vao thang 8/2018 sau thoi gian rat dai ké tir khi bat
dau duoc phat trién boi IETF nam 2014 va sau 28 ban nhap khac nhau.

TLS 1.3 thyc hién xir ly dit liéu tang tng dung chuyén xuéng trude khi giao
thire tang van tai xir Iy va c6 kién tric bao gom 3 giao thuc chinh (hinh 2.7): giao
thire bat tay (Handshake protocol), giao thirc ban ghi (Record protocol), giao thirc

canh bao (Alert protocol).
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TLS 1.3 bao mat kénh truyén theo md hinh mang Client — Server va c6 cach
thirc dugc MO ta nhu trong hinh 2.6.

TLS 1.3 duoc thiét lap ban dau véi giao thic bat tay gom 3 budce chinh nhu
sau:

+ Budéc 1: Phia may tram gui go6i Client Hello bao gém cac truong bat budc
nhu mot s6 nguy@n ngau nhién, phién ban TLS... Trong cac truong nay can chl y
hai truong chinh:

Supported Cipher Suites: La dinh danh cac bo thuat toan mé hoa co xac thuc
véi dir liéu lién két ma bén may tram hd tro.

Key share: Pay chinh 1a truong luu trir gia tri khoa cong khai ciia may tram
dung dé cho thoa thuan mot khoa chu cho phién lién lac nay gitta may tram va may
chu.

+ Bu6c 2: Phia may cha gui lai goi Server Hello bao gdm cac truong bat
budc. Trong cac truong nay can chi y ba truong chinh:

Selected Cipher Suite: La dinh danh bd thuat toan mé hda cé xac thuc bén
may chu chon s& dung dé ma hda dir liéu phién lién lac gitta may tram va may chi
trong phién lién lac nay.

Key share: Pay chinh la trueong luu trir gia tri khda cong khai cua may chu
dung dé cho thoa thuan mot khoa chu cho phién lién lac nay gitta may tram va may

chu.

Certificate: Pay la truong mo rong dugc bao mat co noi dung la chimg thu
s6 ciia may chii cung cap cho may tram dé kiém tra xac thuc may chu dang lién

lac.

+ Budc 3: Két thiic qué trinh bat tay vai thong diép Finished va bat dau thuc
hién két ndi cua giao thic trén tang tng dung.

- Sau khi thuc hién xong giao thirc bat tay, TLS 1.3 s& thuc hién giao thuc
ban ghi dé xtr Iy phan manh dix lidu gui tir tang ¢ng dung chuyén xudng trong cac
budc 4, 5 hinh 2.8.

+ Cac phan manh da liéu dugc ma hda boi bo thuat todn mat ma da thoa
thuan duoc gitra Client va Server trong qué trinh bit tay trudc do.
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Hinh 2.7. Hoat dong giao thic TLS 1.3

+ Khoa phién ma hoa str dung duoc dan xuat tir khoa bi mat thoa thuan duoc

giira hai bén lién lac trong qua trinh bt tay.
- Trong phién lién lac TLS 1.3 duoc thiét lap va thuc thi moi van dé phét

sinh vé trang thai, 15i két ndi, sai théng sé dugc thong bao dudi dang céc thdng

diép bai giao thic canh bao cho cac bén lién lac.

Chitng thu so

- Pé tao Chimg thu tu ky don gian cho may cha PostgreSQL , c6 gia tri

trong 365 ngdy, nguoi dung sa dung lénh OpenSSL sau, thay thé

dbhost.yourdomain.com bang tén mién caa may chu:

openssl reqg -new

\-keyout server.key -subj

-days 365 -nodes -text

" /CN=dbhost.yourdomain.com"

-out server.crt

Pé tao Ching thu may chu ma khach hang cé thé xéac thuc danh tinh, budc

dau can tao yéu cau ky Chuang thu (CSR) va tép khoa cong khai / bi mat:

openssl req -new -nodes -text -out root.csr \ -keyout root.key -

subj "/CN=root.yourdomain.com"
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chmod og-rwx root.key

Sau d6, ky yéu cau bang khoa dé tao root CA (sir dung vi tri tép cau hinh
OpenSSL mac dinh trén Linux):

openssl x509 -req -in root.csr -text -days 3650 \ -extfile
/etc/ssl/openssl.cnf -extensions v3 ca \ -signkey root.key -out

root.crt

Cudi cuing, tao Chimg thu may cha duoc ky bai root CA méi:

openssl req -new -nodes -text -out server.csr \ -keyout
server.key -subj "/CN=dbhost.yourdomain.com"

chmod og-rwx server.key

openssl x509 -req -in server.csr -text -days 365 \ -CA root.crt

-CAkey root.key —-CAcreateserial \ -out server.crt

2.5. Két luan chwong 2

Trong chuong 2 di trinh bay cac ndi dung vé co ché md hoa trong
HQTCSDL PostgreSQL. Cu thé :

- Nguy co mét an toan trong trién khai HQTCSDL

- Co ché dam bao ATTT trong HQTCSDL

- Co ché ma héa dit liéu lwu trix

- Co ché ma hoa dix lidu kénh truyén

Noi dung trién khai mé hinh thuc nghiém s& dugc trinh bay trong chuong 3
Véi co so 1a nhiing ly thuyét da trinh bay trong chuong 2.
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CHUONG 3. TRIEN KHAI CAI PAT MQT SO CO CHE MA HOA DU
LIEU TRONG POSTGRESQL

3.1. Mo hinh trién khai

Trong chuong nay, do an tién hanh trién khai co so dir liéu PostgreSQL trén
may chu Ubuntu 18.04. Cung cap dich vy co so dit liéu cho nguoi ding théng qua
mang Vmnet 10.10.10.0/24 nhu mo hinh 3.1.

SSL/TLS

T o

F Y
L J

CLIENT PG:ESS::QL

_ Window 7 Ubuntu 18.04

ip: 10.10.10.2 ip: 10.10.10.5
domain: 10.10.10.5

=

HACKER
10.10.10.100
WIRESHARK

Hinh 3.1. Md hinh trién khai dich vu co sé dif liéu PostgreSQL

Cac budc trién khai md hinh sé& bao gom:

- Bu6c 1: Cau hinh mang co ban

+ Cai dat HPH trén cac may chu, may tram.

+ Cai dat dia chi IP

+ Kiém tra két néi gitta cac may.

- Budc 2: Trién khai co so dir liéu PostgreSQL

+ Cai dat PostgreSQL trén may chu

+ Cai dat co s¢ dit liéu nguoi dung

+ Tién hanh truy cap vao CSDL tir nguoi ding ¢ xa
- Budc 3: Trién khai co ché mé ho4 trén méy chu PostgreSQL
+ M4 hoa dit liéu kénh truyén

+ M3 hoa co s¢ dir liéu nguoi dung
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- Bu6c 4: Panh gia va kiém tra
+ Tién hanh phan tich gai tin voi Wireshark

3.2. Cac budc cai dat co ban

Trong phan nay trinh bay cac budc cai dat PostgreSQL trén may cha va may
client.

Budc 1: Cai dat Vmware trén may tinh

Budc 2: Cai dat Ubuntu 18.04 trén may chu.

Budc 3: Cai dat PostgreSQL trén may chu va may client. Khoi tao co s¢ dir
liéu va truy cap to may client.

Budc 4: Cau hinh dija chi IP va kiém tra két ndi thong thuong gitta may cha
va may client.

Véi cac bude 1 va 2 1a cac bude co ban khi cai dit moi truong. Trong d6 &n
nay trinh bay tu buaoc 3.

Sau khi c6 dugc moi trudng cai dit, tién hanh thuc hién cai dat PostgreSQL
- Thém PostgreSQL 12 repository

+ Nhap khéa GPG va thém kho Iuu trir PostgreSQL 12 vao may Ubuntu.

curl -fsSL https://www.PostgreSQL.org/media/keys/ACCC4CF8.asc|sudo gpg -
-dearmor -0 /etc/apt/trusted.gpg.d/PostgreSQL.gpg

+ Thém repository bao gdm: PostgreSQL-client, PostgreSQL, libpg-dev,
PostgreSQL-server-dev, pgadmin packages nhu hinh sau

echo "deb http://apt.PostgreSQL.org/pub/repos/apt/ “Isb_release -cs -pgdg
main" |sudo tee /etc/apt/sources.list.d/pgdg.list

+ Sau khi cai dat thanh céng cac g6i PostgreSQL 12 repository, tién hanh cai
dat PostgreSQL phién ban 12 véi 1énh sau, va két qua duge nhu hinh:

sudo apt -y install PostgreSQL-12 PostgreSQL-client-12

+ Kiém tra xem PostgreSQL 12 d3 hoat dong chua bang Iénh

Systemctl status PostgreSQL

+ Két qua dugc nhu hinh. PostgreSQL da hoat dong trén may cha thanh
cong.
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3.3. Trién khai thwe nghiém va danh gia két qua

3.3.1. Co ché ma héa dir liéu kénh truyén
Tao co sé dir liéu
Vi du tao database c0 tén nga vai user nga nhu sau:

root@kemm: ~

File Edit View Search Terminal Help

ktmm@ktmm:~5 sudo su

[sudo] password for ktmm:
root@ktmm: fhome fktmm# cd

root@ktmm:~# su - postgres
postgres@gktmm:~% createuser --interactive
Enter name of role to add: nga

Shall the new role be a superuser? (y/n) y
postgrespktmm:~5 createdb nga
postgresgktmm: ~ I

Hinh 3.2. Tgo database va user

Tiép theo, dat mat khau ding nhap database cho cac user nhu sau:

postgres=# grant all privileges on database nga to nqga;
GRANT

postgres=# alter user nga with password "123456°';

ALTER ROLE

postgres=# alter user postgres with password '1234586';
ALTER ROLE

postgres=#

Hinh 3.3. Aat mdt khau cho user

Kiém tra danh sach database va user di tao, thdy database nga va user noa da
tao thanh cong.

root@ktmm: ~

File Edit View Search Terminal Help

List of databases
Collate y Access privileges

UTF8
UTF8

postgres postgres |
template® postgres | vi_VN.UTF- vi_VN.UTF- =c/postgres
| postgres=CTc/postgres
| vi_VN.UTF- vi_VN.UTF- =c/postgres +
| postgres=CTc/postgres
UTF8 | Vi_VN.UTF- vi_VN.UTF- =Tc/postgres +
| postgres=CTc/postgres+
|

nqa=CTc/postgres

nga postgres

|
|
|
templatel postgres | UTF8
|
|
|
|

(4 rows)

Hinh 3.4. Danh sdch database va user da co
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Tién hanh tao bang thongtin va thém dix liéu vao bang nhu sau:

nga=# create table thongtin{ten warchar, tuoi int, que varchar);
CREATE TABLE

nqa=# insert into thongtin values ('Toan',24,'HN'),('Minh',24,'HB'),('Tung',24,'BD"),("'Chien’,
24,"NA');
nga=# se
security label select
nga=# select * from thongtin ;
ten | tuol | que

Chien
(4 rows)

nqa=# I

Hinh 3.5. Thém diz liéu vao database

Sau khi d3 khoi tao, thém dix liéu vao database thanh cong, tién hanh két ndi
t6i database tir may Client dé kiém tra xem Client cd thé thao tac trén co s dir liéu
dugc hay chua.

Trén may Client két ndi téi database nhu sau:
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Server [localhost]: 18.1@.18.5

Database [postgres]: nga

Port [5432]:

Username [postgres]: nga

Password for user nga:

psgql (13.7, server 12.11 (Ubuntu 12.11-1.pgdgl8.€4+1))

IWARNING: Console code page (437) differs from Windows code page (1252)
8-bit characters might not work correctly. See psql reference
page "Notes for Windows users" for details.

Type "help" for help.

nqa=# select * from thongtin;
| tuoi | que

24
24
24

Hinh 3.6. Két néi va truy van théng tin tiz may Client

C6 thé thay rang khi két ndi database tir client dén server, duong truyén chua
dugc bao vé boi SSL/TLS. Cac budc thuc hién bao mat dir liéu kénh truyén véi
SSL/TLS s€ dugc trinh bay dudi day.

Khi chan bat g6i tin véi phan mém Wireshark, ta dugc két qua nhu sau:

45



‘4

e RNC QuwEFIE (= QaQQiE
i| ‘App\',-ad\spla‘;ﬁlter.”=Ctr|-.":- +
Mo, Time Source Destination Protocol Length  Info

27 29.953808 16.10.16.2 10.10.16.5 PGSQL 141 >
28 29.953962 10.10.168.5 10.10.106.2 TCP 60 5432 > 49169 [ACK] Seq=2 Ack=96 Win=64256 Len=0
29 29.954609 10.10.10.5 10.10.10.2 PGSQL 67 <R
30 29.954779 10.19.10.2 10.10.10.5 PGSQL 95 >p
31 29.954849 10.1@.10.5 10.10.10.2 TCP 60 5432 > 49169 [ACK] Seq=15 Ack=137 Win=64256 Len=0
32 29.955877 10.10.10.5 10.10.10.2 PGSQL 420 <R/S/S/S/S/S/S/S/S/S/S/S/K/Z I
33 30.156453 16.1@.10.2 10.10.10.5 TCP 54 49169 » 5432 [ACK] Seq=137 Ack=381 Win=65280 Len=0
34 61.490237 16.10.16.2 10.10.16.5 PGSQL 82 >Q
35 61.490448 10.10.168.5 10.10.106.2 TCP 60 5432 > 49169 [ACK] Seq=381 Ack=165 Win=64256 Len=0
36 61.494157 10.10.10.5 10.10.10.2 PGSQL 257 <T/D/D/D/D/C/Z
> Frame 36: 257 bytes on wire (2856 bits), 257 bytes captured (2856 bits) on interface \Device\NPF_{E7FB388A-FA37-AFAG-B318-99DBCD3549
> Ethernet II, Src: VMware_2b:ad:ed4 (00:0c:29:2b:ad:ed), Dst: VMware_f3:7e:9e (0@0:0c:29:f3:7e:9e)
> Internet Protocol Version 4, Src: 10.10.10.5, Dst: 19.10.10.2
> Transmission Control Protocol, Src Port: 5432, Dst Port: 49169, Seq: 381, Ack: 165, Len: 203
» PostgreSQL
> PostgreSQL
> PostgreSQL
> PostgreSQL
> PostgreSQL
> PostgreSQL
> PostgreSQL
00 Bc 29 f3 7e 92 08 Bc 29 2b ad e4 08 @0 45 00 Yo I+ E
00 3 18 1d 40 00 48 06 19 cd @a Ba ©a 05 0a @a @-@
Qa @2 15 38 ¢@ 11 ac e6 99 bl 72 @9 11 8c 50 18 8 r---p
01 f6 eb 35 90 6@ 54 @ 00 00 49 00 83 74 65 6Ge 5--T I--ten
00 00 00 40 02 00 01 00 00 04 13 ff ff ff ff ff @
ff @@ 00 74 75 6f 65 00 0O 00 40 02 00 02 00 @0 tuoi @
00 17 @8 84 ff ff ff ff 00 808 71 75 65 00 00 00 que
49 92 09 @3 8@ 80 04 13 ff ff ff ff ff ff 00 @0 @
44 00 00 00 1la 90 03 0@ 00 00 04 54 6f 61 6e 0@ D Toan
00 60 02 32 34 00 00 00 02 48 de 44 00 00 00 la 24 HND
00 93 00 00 PO V4 4d 69 6e 68 00 09 00 02 32 32 Mi nh
00 00 00 02 48 42 44 00 00 00 1la 0@ 03 00 00 60 HBD
84 44 75 be 67 00 00 00 ©2 32 37 60 00 00 02 de ung 2 N

L O 7 vMware Network Adapter VMnet1: <live capture in progress>

Hinh 3.7. Diing WireShark dé badt géi tin khi chuwea thiét 1dp TLS 1.3

C6 thé thay ring, néu khéng dugc bao mat duong truyén voi TLS, khi nguoi
ding truy van dit liéu tir xa, cac goi tin déu ¢ dang rd va ké tin cong hoan toan c6
thé doc duoc noi dung bén trong. Bé bao mat dix liéu kénh truyén, ta can thiét 1ap
nhu phan trinh bay duéi day.

Packets: 49 - Displayed: 49 (100.0%)

Bao mat dir liéu kénh truyén véi SSL/TLS

+ St dung OpenSSL dé tao Chung thu may chi ty ky va khoa riéng tu cho

may chu PostgreSQL.:

Profile: Default

# openssl req -new -x509 -days 365 -nodes -text -out server.crt -keyout server.key \
-subj "/CN=10.10.10.5"

# chmod og-rwx server.key server.crt

+ Tao thu myc ~/.PostgreSQL/ chtra Chting thu va di chuyén Chung thu vao

thu muc

# mkdir ~/.PostgreSQL
# mv server.* ~/.PostgreSQL/
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Vi Chimg thu 12 Chimg thu tu ky, nén c6 thé sir dung Chimg thu may cha
(server.crt) 1am Chimg thu goc dang tin cdy (root.crt) cho may client. Vi root.crt

cling giéng nhu server.crt. Luu y “~ / .PostgreSQL / root.crt” duoc psql si dung la
vi tri mic dinh va c6 thé dinh cau hinh.

# cp ~/.PostgreSQL/server.crt ~/.PostgreSQL/root.crt

+ Sau d6 cap quyén cha so hitu cho user postgres vai lénh sau:

# sudo chown postgres:postgres ~/.PostgreSQL/server*

Thay do6i ssl_cert_file and ssl_key file trong file PostgreSQL.conf va tro
dén thu muc ~/.PostgreSQL :

# nano /etc/PostgreSQL/12/main/PostgreSQL.conf

root@kemm: ~

File Edit View Search Terminal Help
GNU o 2.9. fetc/postgresql/12 /main/postgresql.conf

#authentication_timeout = 1min # 1s-600s
#password encryption = md5 # md5 or scram-sha-256
#db user namespace = off

# GSSAPI using Kerberos
#tkrb_server_keyfile = 'FILE:S${sysconfdir}/krb5.keytab'
#krb_caseins_users = off

# - S5L -

ssl = on

#ssl _ca_file =
ssl _cert_file = '/home/ktmm/.postgresql/server.crt'
#ssl_crl_file = "'

ssl_key file = '/home/ktmm/.postgresql/server.key'

ssl_ciphers = 'HIGH:MEDIUM:+3DES:!aNULL' # allowed SSL ciphers
#ssl_prefer_server_ciphers = on

ssl_ecdh_curve = 'prime256v1l’

ss1_min_protocol_version = 'TLSv1.2'

#ssl_max_protocol_version = "'

Esﬁl_dh_paranﬁ_’ile ="'

Hinh 3.8. Chinh sura file PostgreSQL.conf

Chinh sta file pg_hba.conf , thém hostssl dé cho phép client két néi théng
qua SSL nhu sau:

# nano /etc/PostgreSQL/12/main/pg_hba.conf

47




root@ktmm: =

File Edit View
[ GNU nano je ostgresgl/12/main/pg _hba.conf

# TYPE DATABASE USER ADDRESS METHOD
# "local” is for Unix domain socket connections only

local all all peer

# IPv4 local connections:

host all all 127.0.0.1/32 md5

# IPve local connections:

host all all ::1/128 md5

# Allow replication connections from localhost, by a user with the
# replication privilege.

local replication all peer
host replication all 127.06.08.1/32 md5
host replication all ::1/128 md5
hostssl all all 0.0.0.0/0 md5
host all all 0.0.0.0/0 md5

Hinh 3.9. Chinh sua file pg_hba.conf

Sau khi chinh sua 2 file PostgreSQL.conf va pg_hba.conf, ta tién hanh luu
lai va khoi dong lai hé thdng

# systemctl restart postgresqgl

Kiém tra két ndi
Trén may Client chay hé diéu hanh Window 7 da cai PostgreSQL 12, ta tién
hanh mé SQL shell dé két ndi dén database di tao trudc d6 1a nga nhu sau:

L5 shei oo
IServer [localhost]: 10.10.10.5
Database [postgres]: nga
Port [5432]: 5432
Username [postgres]y
Password for user t

Hinh 3.10. Két néi dén server

Véi cac tham sb can nhap:

Server : 10.10.10.5 1a dia chi ip ciia may server
Database : nga la tén database da tao trudc do
Port: 5432 14 cong truy cap

Username: nga

+ o+ o+ 4+

Password: mat khau caa user nga
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Két qua ta cd thé két ndi thanh cong dén database nga tir may client voi két
ndi SSL/TLS nhu hinh. Tai day c6 thé truy van dix liéu tir database.

erver [localhost]: 16.10.18.5

Database [postgres]: nga

Port [5432]: 5432

sername [postgres]: nga

Password for user nga:

psql (13.7, server 12.11 (Ubuntu 12.11-1.pgdgl8.e4+1))

ARNING: Console code page (437) differs from Windows code page (1252)
8-bit characters might not work correctly. See psgl reference
page "Notes for Windows users" for details.

SL connection (protocol: TLSv1.3, cipher: TLS_AES_256_GCM_SHA384, bits: 256, com

pression: off)

ype "help" for help.

nga=# select * from thongtin;
| tuoi |

24
24
24

Hinh 3.11. Két néi thanh cong véi giao thizc TLS 1.3 va truy van diz liéu tir
database

Khi str dung phan mém chin bét goi tin WireShark dé bét gi tin khi may
client két ndi dén server ta dugc két qua nhu sau:

£ Capturing from Viware Metwork Adapter VMnet1 - O bt
File Edit View Ge Capture Analyze Statistics Telephony Wireless Tools  Help
ma® RERe2=2F s EQQan
[. |Appl'-r' a display filter ... <Ctrl-/> a |+
Mo. Time Source Destination Protocol  Length Info ~
34 87.968266 18.18.18.5 18.168.18.131 TCP 6@ 5432 » 49161 [ACK] Seq=
35 87.963454 18.16.18.5 18.168.18.131 TLSv1.3 153 Hello Retry Request, Ch
36 87.971246 168.16.18.131 18.18.18.5 TL5v1.3 382 Change Cipher Spec, Cli
37 87.971485 18.16.18.5 18.18.18.131 TCP 6@ 5432 = 49161 [ACK] Seq=
38 B87.973766 16.18.18.5 168.18.18.131 TL5v1.3 1428 Server Hello, Applicati
39 87.977298 168.16.18.131 16.18.18.5 TLSv1.3 128 Application Data
4@ 87.977588 18.18.18.5 18.168.18.131 TCP 6@ 5432 » 49161 [ACK] Seq=
41 87.977642 168.16.18.131 18.18.18.5 TLSv1.3 163 Application Data
42 87.977788 18.16.18.5 18.168.18.131 TCR 6@ 5432 » 49161 [ACK] Seq=
43 87.977865 18.16.18.5 18.18.18.131 TLSv1.3 133 Application Data
44 87.978082 16.18.18.5 168.18.18.131 TLSv1.3 133 Application Data
45 87.978@95 168.16.18.131 16.18.18.5 TCP 54 40161 = 5432 [ACK] Seq=
46 87.978843 10.10.10.5 10.10.10.131 TLsvi.3{ B9 Application Data V
< >
Frame 46: 89 bytes on wire (712 bits), 89 bytes captured (712 bits) on interface \Dewvice\NPF_{9E9ES
L4 >
@0 @c 20 71 8b 2b @8 Bc 29 73 5d 43 @3 @@ 45 @8 - -)q-+ - )s]C--E-
@a 4b 92 c1 48 8@ 48 86 7T 5@ Ba @a @a B5 Pa @a K@@ P
@a 83 15 38 c@ 89 dd 8= 95 5Ff 3b a9 86 d8 5@ 18 B - R o
c7 bc 8b e ea LER-CIRTEYT do a7 db e
19 7a d4 4b 58 32

Hinh 3.12. DUng WireShark dé bdt goi tin khi da thiét lap TLS 1.3
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Nhu vay c6 thé thay ring duong truyén di duoc ma hoéa. Bo thuat toan duoc
st dung dé md héa 1a TLS_AES 256_GCM_SHA384.

Do d6 viéc trién khai co ché ma hoa dir liéu kénh truyén caa dd an da thuc
hién thanh cong.

3.3.2. Co ché md héa dir liéu huu triv

Véi nhiing ly thuyét da duoc trinh bay ¢ muc 2.3, trong phan 3.3.2 nay d6 an
sé trinh bay trién khai thuc nghiém co ché ma hoa dix liéu luu tri v6i hé quan tri co
so dir liéu PostgreSQL. Co ché duoc st dung trong trién khai nay 1a co ché ma hoa
dir liéu TDE muc cot.

nga=# create table thongtin{ten wvarchar, tuoi int, que varchar);

CREATE TABLE

nqa=# insert into thongtin values ('Toan',24,'HN"'),('Minh',24,'HB"'),{'Tung',24,'BD"),("'Chien"’,
24,'NA');

INSERT @ 4

nga=# se

security label select

nga=# select * from thongtin ;

Minh
Tung
Chien
(4 rows

nga=i |

Hinh 3.13. D liéu da khoi tao truoc

Vi cac dir liéu da duoc khoi tao trude do, gia sur thdng tin cot que la nhirng
thong tin vé qué quan can duoc bao mat.

Buac 1. Khai tao tién ich bao mat pgerypto. Pay la tién ich bao mat cung
cap cac ham ma hoa dix lidu cho co sd di liéu.

nga=# CREATE EXTENSION pgcrypto;
CREATE EXTENSION

Céc ham ma hdéa/ giai ma dugc su dung la:

pgp_sym_encrypt(data, password [, options text] ) return bytea
pgp_sym_decrypt(data :: bytea, password [, options text ]) returns text

Vai [, options text] cho phép tuy chon thuat toan ma hoa nhu AES,
Blowfish. Trong d6 an nay sé& trién khai ma hoa TDE muc cot véi thuat toan AES-
256.

50




Budc 2. Thao tdc ma hda véi cot que nhu sau:

C6 thé thuc hién trén bat ki may nao khi di két néi thanh cong dén database
nga. Trén may Client chay Win 7, da két néi thanh cong dén database, thuc hién
1énh:

nga=# update thongtin set que = pgp_sym encrypt(que,'gaz@123','compress-
algo=1, cipher-algo=aes256");

Server [localhost]: 1©.10.10.5

Database [postgres]: nqga

Port [5432]:

Username [postgres]: nga

Password for user nqa:

psql (13.7, server 12.11 (Ubuntu 12.11-1.pgdgl8.04+1))

ARNING: Console code page (437) differs from Windows code page (1252)
8-bit characters might not work correctly. See psql reference
page "Notes for Windows users" for details.

SSL connection (protocol: TLSv1.3, cipher: TLS_AES_256_GCM_SHA384, bits: 256, compression: off)
Type "help" for help.

nga=# update thongtin set que = pgp_sym_encrypt(que, 'qaz@123’', 'compress-algo=1, cipher-algo=aes256');

Hinh 3.14. Thiét Igp ma hda TDE muc cot

Nhu hinh trén, ta da thuc hién ma hda cot que véi mat khau 1a qaz@123,
thuat toan ma hoa la AES-256.

- psql}
ARNING: Console code page (437) differs from Windows code page (1252) -
8-bit characters might not work correctly. See psql reference
page "Notes for Windows users" for details.
SSL connection (protocol: TLSvl.3, cipher: TLS_AES_256_GCM_SHA384, bits: 256, compression: off)
Type "help" for help.

"

nga=# update thongtin set que = pgp_sym encrypt(que, 'qaz@l23’', 'compress-algo=1, cipher-algo=aes256');
UPDATE 4
nga=# select * from thongtin;

ten | tuoi | que

e

Toan | 24 | \xc30eded4e90302al11d498a09b45f17879d238011caa5F742da2703470a9d3¢21697b0e9968al1d28ca262f@0cbece22e
c23f7b5b8445bd1812fd9b3a6eb658b5d98785b6ebc98a85eba33c

Minh I 24 | \xc30ded4e9e3e2fafb95036758697f6bd23801955e@012cadbef2alel3bc6970b8d19b95cece@ordcbada7edaddlfbl
d47ea2@alf833dbl5deadecedbbd451347d43bcof32f4ac6a3d6l58

Tung | 24 | \xc30de4e90302delad406a9bf3a34a6fd23801359943e9abedd fed5a92444ded3211F522b410c4582720053cBadda7
f6e68a1739d46bSbed3@d392ef6458e317290bdb8e8bbdd1847268

Chien | 24 | \xc30de489e3e25fcdS56bc8R46F5F069d23808138593a@206cfef07761T0281a99026bbecd81ddbcSdS5decc2a2a5@2d3c
aaledb735824F5b019f15ef27011089050391036765741eldb17F9

(4 rows)

nga=# _ i

Hinh 3.15. Dt liéu cot da dwroc ma hba
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C6 thé thay rang khi truy van dix liéu thong thuong, dit liéu cot da duoc ma
hoa va khong thé doc dugc néu khdng c6 mat khau. Dé truy van dit liéu rd can truy
van két hop ham giai ma pgp_sym_decrypt() nhu sau:

nga=# select ten,tuoi,pgp_sym_decrypt ( que::bytea, 'gaz@123', ‘compress-algo=1,
cipher-algo=aes256') from thongtin;

Két qua c6 thé truy van dugc nhu sau:

Server [localhost]: 1€.10.10.5
Database [postgres]: nga
Port [5432]:
sername [postgres]: nga
Password for user nga:
psql (13.7, server 12.11 (Ubuntu 12.11-1.pgdgl8.04+1))
ARNING: Console code page (437) differs from Windows code page (1252)
8-bit characters might not work correctly. See psgl reference
page "Notes for Windows users"” for details.
SSL connection (protocol: TLSv1l.3, cipher: TLS_AES_256_GCM _SHA384, bits: 256, compression: off)
Type "help" for help.

ten | tuci | pgp_sym_decrypt
_______ e e e e e
Toan | 24 | HN
Minh | 24 | HB
Tung | 24 | BD
Chien | 24 | NA
(4 rows)
nga=4#

Hinh 3.16. Truy vén diz liéu véi ham gigi ma pgp_sym_decrypt()

3.3.3. Pdnh gid két qua

Co ché ma hoa dir liéu kénh truyén

- V6i co ché ma hoa dir liéu kénh truyén véi TLS1.3, toan bo duong truyén
tir client dén server va nguoc lai da dugc ma hda, dir lidu dugc truyén mot cach an
toan trén kénh nhu hinh 3.14.

- V/6i viéc kénh truyén duoc bao mat, gidp tranh tan cong phd bién nhu tan
cOng xen gitra, gitp dam bao dugc cac tinh chat bao mat cua dir liéu: tinh bi mat,
tinh toan ven , tinh xac thuc.

Co ché ma hoa dir liéu lwu trir

V6i co ché ma hoa dir liéu luu trix, gia st c6 cac kich ban tan cong nhu sau:

- Kich ban 1: Ké tan cbng sir dung 16 hong bi mat nao d6 da biét trén
CentOS7 dé truy cap vao may chu PostgreSQL (cai dat Ubuntu 18.04) hoic ké tin
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cong c6 kha ning truy cap vao may cha PostgreSQL (ké tin cong Ia nhan vién
trong cong ty, doanh nghiép:

Khi d6, ké tin cong sé& c6 thé truy xuat file co s& dir liéu bén trong hé thong.
Tuy nhién, véi co ché mic dinh sir dung khda ma héa masterkey 1a mat khau dang
nhap cua user trong hé quan tri co sé dir liéu dé ma hoa dix liéu caa user do, ké tan
cong sé khong thé xem duoc noi dung bén trong file ma chdng 1ay duoc néu khong
c6 mat khau cua user trong hé quan tri co sé dit ligu.

- Kich ban 2: K¢ tin cong da co thé truy cap vao may chu PostgreSQL (cai
dat Ubuntu 18.04) nhu kich ban 1, thém vao d6 ching c6 thém tai khoan va mat
khau cua user bén trong hé quan tri. Khi d6 chung tién hanh truy van co s dit lidu
caa user. Tuy nhién do céc dix liéu quan trong nhay cam da dugc ma hoa vai khoa
riéng ctia nguoi dung. Tuc 1a ké tin cong can biét thém 1 khoa nita dé c6 thé xem
duoc toan bo dir liéu bén trong. Néu khdng, ké tan cong chi cé thé xem duoc dix
liéu nhu hinh 3.18.

Nhu vay. Viéc trién khai co ché md hda TDE muc cot 1a co ché gitp dam
bao an toan cho dir li¢u cia nguoi dung trong hé quan tri co so dir liéu
PostgreSQL.

3.4. Két luan chwong 3
Chuong 3 d trinh bay chi tiét, rd rang qua trinh trién khai cai dat hé quan tri
co s6 dit liéu PostgreSQL, trién khai 2 co ché mé hoa di trinh bay tai chuong 2.
Noi dung bao gém:
+ M6 hinh trién khai cai dat PostgreSQL
+ Trién khai thyc nghiém va danh gia két qua.
Két qua dat duoc trong chuong nay 13 di thuc hién thanh cong hai co ché ma
hoa dit liéu bao gom co ché ma hoa dit liéu luu trit va co ché ma hoa dir liéu kénh
truyén, véi 2 co ché ndy, dit liéu cia nguoi dung sé duoc bao vé.
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KET LUAN
Sau thoi gian nd luc nghién ciu, tim hiéu dudi su giup d& tan tinh caa thay
gido Nguyén Nhu Chién, em di hoan thanh do &n tét nghiép “TIM HIEU, TRIEN
KHAI MOT SO CO CHE MA HOA DU LIEU TRONG HQTCSDL
POSTGRESQL”.

Céac két qua da dat duoc nhu sau:
-Vé ly thuyét
+ Trinh bay duoc vé hé quan tri CSDL PostgreSQL.

+ Hiéu duoc nhimg nguy co tin cdng gy mat an toan dir liéu trén hé quan
tri co s& dir liéu ndi chung va hé quan tri co s¢ dir liéu PostgreSQL ndi riéng.

+ Pua ra mot sd co ché mi hoa dit liéu bén trong h¢ quan tri co s¢ dir licu
PostgreSQL.

- Két qua dat dwoc
+ Nam duoc mot sé co ché dam bao an trong PostgreSQL.

+ Pua ra bién phap bao mat ma hoa dir liéu luu trir mirc co6t va ma hoa dir
liu kénh truyén dé phong chéng lai cac cudc tin cong caa hacker.

- Pinh hwéng phat trién
+ Tiép tuc nghién ctru, tim hiéu sau hon vé PostgreSQL.

+ Tim hiéu tinh hinh cta moét sé doanh nghiép, dé xuédt st dung
PostgreSQL trong thuc té.
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