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MO PAU
Ta biét rang s6 nguyén té va dat biét 1a s6 nguyén té 16n dong vai tro rat quan
trong trong nhiéu linh virc vé an todn — bao mat thong tin nhu: Trong ha tan co s
khoa cong khai, trong cac hé mat ma RSA, Elgamal, trong xac thuc va chir ky
dién tr, vv. Tuy nhién mot van dé dit ra 1a 1am thé nao dé khang dinh mét s6
nguyén duong N nao dé 1a sé nguyén té hay hop s6?

Ta biét ring s6 nguyén t6 1a mot sé chia hét cho mot va chinh né. Nhu vay sb
nguyén té 1a mot s6 nguyén (dwong) 16? Vi néu no 1a sb chin thi nd sé chia hét
cho 2 va nhu vay, n6 khdng phai 1a mét sé nguyén té. Vay sé nguyén tb (trir s6 2)
1a mot s6 1é. Nhung s6 Ié chua han d3 1a s6 nguyén td. vi dy:

S6 9 1a s6 1é nhung khong phai 12 s6 nguyén té.

S6 15 12 56 1é nhung ciing khong phai 1a s6 nguyén t6. Vi (15 = 3.5) 1a hop

S6 2047 ciing khong phai 12 s6 nguyén té vi (2047 = 23.89)

Vay cho mot sé nguyén Ié n bat ky 1am thé nao dé nhan biét duoc n 1a s6 nguyén
t6 (chi chia hét cho 1 va chinh n6)? Dén nay da c6 nhiéu tai liéu nghién ctu vé
van dé nay chang han trong Knut(2004):” The Artof Programming Computer”
(Tap 11- 2004): “ chang han thuat toan sang binh phuwong “ (Quadratic Sieve
algerithin) [1: Alfred J. Menezes, Pau C.van Oorschot and Scott A.Vanstone
(1998) CRC press: Boca Raton. Newyork, London and Tokyo(1998) ].



Chuong 1. CAC KHAI NIEM CO BAN
1.1. MOT SO KHAI NIEM TRONG SO HQC, PAI SO
1.1.1. Khai niém trong sé hoc
1). Ky hiéu chia hét
Cho a va b 1a hai s6 nguyén duong.
S6 a chia hét cho s b ky hiéulaa : b < Ton tai n € N sao cho:
a=b*n
Khi d6 nguoi ta noi b 1a wdc cia a va ky hiéu: b | a.
2). U'éc s6 chung 16n nhat
Cho a va b 12 hai s6 nguyén duong.

U'6e sb chung 16n nhat cia a va b 12 s6 tu nhién m 16n nhat sao cho m | a va
m | b. Khi d6 ky hiéu la gcd(a, b) = m.

3). Hai sé nguyén té cung nhau
Cho a va b 12 hai s6 nguyén duong.
S6 a va s6 b dugc goi 1a 2 nguyén tb cing nhau < ged(a, b) = 1.
4). })f“)ng du modulo
ChoneN,n#0vaabe*Zn.
Ky hiéu a = b (mod n) nghia 1 a dong du véi b theo mod n
< Tontai sé nguyén k € * Znsaochoa=b + k * n
Tacla (a-b)=k *n, nhu vay n| (a-b).
5). Mt sé tinh chat ciia dong du modulo
(a£b) (mod n) =[(a mod n) £+ (b mod n)] (mod n)
(@* b) (mod n) =[(a mod n) * (b mod n)] (mod n)

1.1.2. Khéi niém trong dai s6



1). Khai niém nhém

Nhom la mat cip (G, *), trong d6 G 1a tap hgp khac rong, * la phép
toan hai ngoi trén G thoa méan ba diéu kién sau:

1. Phép toan co tinh két hop:
x*y)*z=x*(y*z)voimoix,y,z eG.
2. C6 phan tir phan tir trung lap e € G:
X*e=e*x=xvoimoix e G.
3. Vi moi X € G, ¢6 phan tir nghich dao x’ € G:
X*xX'=x"*x=¢
2). Nhom con

Cho G la mot Nhém, cho S c Gva S # ¢. S duoc goi 1a Nhdm con
cua G néu:

1/. Phan t trung 1ap e cua G nam trong S.

2/. S khép kin ddi véi luat hop thanh trong G (tic 1a x * y € S V4i
moi X, ye S).

3/. S khép kin d6i vai phép lay nghich dao trong G (tic x* e S Vi
moi XeS).

3). Nhom Cyclic
a). Khai niém Nhom Cyclic

Nhém (G, *) duoc goi 1a Nhém Cyclic néu né duoc sinh ra bai mot
trong cac phan tir cua no.

Tuc 12 ¢6 phan tar g € G ma voi mdi a € G, déu ton tai sé n e N @é
gn=g*g* . *g=a(Chuy:g*g*.. *glag*gvéinlan).

Khi d6 g dugc goi 1a phan ti sinh hay phan tir nguyén thuy caa nhoém



Néi cach khéac: G duoc goi 1a Nhém Cyclic néu ton tai g € G sao cho
moi phan tir trong G déu 1a mot luy thira nguyén nao d6 cua g.

Vi du: Nhdm (Z +, +) gom céc sé nguyén duong 1 Cyclic véi phan tir sinh
g-=1.

b). Cap cua Nhém Cyclic:

Cho (G, *) 1a Nhdm Cyclic véi phan tir sinh g va phan tir trung lap
e. Néu ton tai s6 ty nhién nho nhitn ma g " = e, thi G s& chi gdm c6 n phan
tir khac nhau: e, g,g92,93%,...,g" t. Khi d6 G duoc goi la nhém Cyclic
hitu han cap n.

Néu khong ton tai s6 tu nhién n dé g " = e, thi G c6 cap .

Vidu: (Z*, +) gdbm cac sé nguyén duong 1a Cyclic vai phan tir sinh
g=1,e=0.D61a Nhém Cyclic vo han, vi khéng ton tai s6 tu nhién n dé g
n e e1

c). Cap cua mét phan ti trong Nhom Cyclic:

Phan tr o. € G duoc goi la ¢d cap d, néu d 1a s6 nguyén duong
nhé nhét sao cho o ¢ = e, trong d6 e 1a phan tu trung lap cua G.

Nhu vay phan tir oo ¢ cap 1, néu o = e.
4). Tap ZnvazZ’
Z,=1{0,1,2,...,n-1}. Tac Z, la tap cac s6 nguyén khong &m < n.

Tap nay cing voi phép cong lap thanh Nhém Cyclic ¢é phan ti sinh
1a 1. 6 1a Nhom hitu han c6 cap n.

Zn* = {e € Z,, e la nguyén t6 cung nhau véi n}. Tac lae # 0.

D6 1a tap cac s6 nguyén duong < n, nhung nguyén té cling nhau Véi
n. duoc goi la tap Thang du thu gon theo mod n, 1ap thanh mot Nhom véi
phép nhan mod n.

&(n) 1a s6 cac phan tir cha tap z;; .



5). Mét so két qua
Nhitng két qua sau da duoc chitng minh, nhic lai dé si dung:

* Pinh ly Lagrange: Cho G 1a nhdm Cép n va ge G. Khi d6 cip cua
g la uoc cuan.

* Hé qua: Gia sir ge z;; 6 Cap m thi m 1a uéc cua ¢ (n).
Néub e * z thi b*® =1 (mod n).
Néu p 1a sé nguyén té thi ¢ (p) = p -1.

Do d6 v6i moi b € * z; (tic b nguyén to véi p) thi ®® =1 (mod n)
hay b P =1 (mod n).

* Pinh ly: Néu p 1a s6 nguyén to thi z; 1a Nhém Cyclic.

Chu y: Phan tr o € z; ¢6 cap d néu d 1a so nguyén duong nho nhat
sao cho a’ =etrong z;; , tic la o ¢ = 1 (mod n).

6). Khai niém Logarit rai rac
Cho p 1a s6 nguyén t6, o 1a phan tir nguyén thuy cia Z,, Be z;, .

Logarit roi rac chinh la viéc giai phuong trinh x =log. B (mod p) Véi
an X.

Hay phai tim s6 x duy nhat sao cho: o x = B (mod p).

- B6 dé: Néu (a, n) = 1 thi ton tai a* € Z,thoamana*a’=1 (mod
n).
- Pinh Iy (Euler tong quét): Néu (a, n) = 1 thi a¥™ mod n = 1.

- Hé qua: Véi p 1a mot sé nguyén t6 va (a, p) = 1 thi a”* (mod p) =
1.

1.2. MOT SO THUAT TOAN

1.2.1. Thuét toan tinh wéc chung Ién nhat



Ky hiéu Z 1a tap hop céc sb nguyén, Z={ ..., -2,-1,0,1,2, ..}, vazZ*la
tap hop cac s6 nguyén khong am, Z* = {0, 1, 2, ...}. Trong muc nay s& nhic lai
mot s6 kién thirc vé s6 hoc caa cac sb nguyén can cho viéc trinh bay Iy thuyét mat
ma. Vi dé luan van khong quéa dai dong, cac kién thirc s& dugc nhic dén chu yéu
la cac khéi niém, cac ménh dé s& duoc st dung, Vv.v..., con cac phan chiing minh
s€ duogc luoc bo.

Tap hop Z 1a déng kin dbi véi cac phép cong, trir va nhan, nhung khong
dong kin ddi voi phép chia: chia mot sé nguyén cho mot sé nguyén khéng phai
bao gio ciing duoc két qua 1a mot s6 nguyén! Vi vay, truong hop chia hét, tic khi
chia s6 nguyén a cho s6 nguyén b dugc thuong 1a mot sé nguyén g, a = b.qg, ¢6
mot ¥ nghia dac biét. Khi d6, noi a chia hét cho b, a la boi s6 cia b, b 1 udc sd
cua a, va ky hiéu 1a bja. D& thay ngay rang s6 1 1a wdc s6 caa moi s6 nguyén bat
ky, s6 0 12 boi s6 ciia moi s6 nguyén bat ky, moi sé nguyén a déu 1a uéc s6, dong
thoi 12 boi s6 cua chinh no.

Pinh ly 1.2

Néu b > 0 va bja thi gcd(a,b) = b.
Néu a = bq +r thi gcd(a,b) = ged(b,r).

Mot s6 nguyén m duoc goi 1a boi s6 chung cia a va b néu ajm va bjm. Sé
m dugc goi 12 boi s6 chung bé nhit cua a va b va dugc ky hiéu 1a lem(a,b), néu
m>0, m 14 boi s6 chung cua a va b, va moi bdi s6 chung cia a va b déu 13 boi cua
m. Vi du Icm(14,21) = 42.

Véi hai sé nguyén duong a va b bat ky ta c6 quan hé lcm(a,b).gcd(a,b) =
a.b.

Tur dinh ly 1.2 ta suy ra thuat toan sau day thuc hién viéc tim wéc sé chung 16n
nhét cia hai s nguyén bat ky:

Thuat toan Euclide tim uéc s6 chung 16n nhat:
INPUT: hai s6 nguyén khong am a va b, véi a>b.

OUTPUT: wdc s6 chung 16n nhat caa a va b



1. Trong khi con b>0, thuc hién:
1.1.datr<amodb,a<«b, b «r.
2. Cho ra két qua (a).

Vi du: Dung thuét toan Euclide tim gcd(4864, 3458), lan luot duoc cac gié tri gan
cho cac bién a, b va r nhu sau:

Bang 1.2.1. M6 ta qué trinh tinh toan cua thuat toan Euclid

a b C
4864 = 1.3458 + 1406 | 4864 3458
3458 = 2.1406 + 646 3458 1406 1406
1406 = 2.646 + 114 1406 646 646
646 =5.114 + 76 646 114 114
114 =1.76 +38 114 76 76
76 =2.38 +0 76 38 38

38 0 0

Cho hai s6 nguyén bat ky a va b, b > 1. Thyc hién phép chia a cho b ta s&
duoc hai s6 g va r sao cho

a=b.q+r,0=<r<b.

S6 q duoc goi 1 sb thuong cua phép chia a cho b, ky hiéu a div b va sé r
duoc goi 12 s6 du cua phép chia a cho b, ky hiéu a mod b. Vi du: 25 div 7 = 3 va
25mod7=4,-25div7 =-4va—25mod 7 = 3.

Mot sb nguyén d duoc goi 13 uéc sé chung caa hai sé nguyén a va b néu
d/a va d/b. S6 nguyén d dugc goi 1a uéc s6 chung 16n nhat caa a va b néu d>0, d
1a wéc s6 chung cua a va b, va moi udc chung cua a va b déu 1a wéc sb cua d. Ky
hiéu wéc sé chung 16n nhat cia a va b 1a ged (a,b). Vi du ged (12, 18) = 6, ged (-
18, 27) = 3.

D& thay rang vai moi s6 nguyén duong a ta ¢ ged (a, 0) = a, ta ciing s& qui
wdc xem rang ged (0,0) = 0.



Mot s6 nguyén a > 1 dugc goi 1a s6 nguyén té, néu a khéng c6 wéc sd nao
ngoai 1 va chinh a; va duoc goi 1a hop s, néu khdng phai 12 nguyén td. Vi du cac
sb 2, 3, 5, 7 1a s6 nguyén td; cac s 6, 8, 10, 12, 14, 15 1a hop sb. Hai sé a va b
duoc goi 1a nguyén té véi nhau, néu ching khéng c6 wde s6 chung ndo khéc 1,
tc 1a néu ged (a,b) = 1. Mot sé nguyén n > 1 bat ky déu cd thé viét duéi dang:

— p%1 pa: ak
n— P1 -PZ LR Pk

Trong d6 pi, P2, ....px 1a cac sb nguyén té khéac nhau, ay, ay, ...ax 1a cac sd
mil nguyén duong. Néu khong ké thir tu c4c thira s6 nguyén tb thi dang biéu dién
d6 1a duy nhét, ta goi d6 1a dang khai trién chinh tac cia n. Vi du dang khai trién
chinh tic cua 1800 12 2° 3252,

Cac sd nguyén tb va cac van dé vé s nguyén té c6 mot vai trd quan trong
trong s6 hoc va trong wng dung vao ly thuyét ma hoa, s& xét riéng trong chuong
sau.

Thuat toan cho két qua: ged (4864, 3458) = 38.
Biét rang néu ged (a,b) = d, thi phuong trinh bét dinh
ax+by=d

c6 nghiém nguyén (x,y), va mot nghiém nguyén (x,y) nhu vay cd thé tim
duoc boi thuat todn Euclide mé rong nhu sau:

Thuat toan Euclide mé rong:
INPUT: hai s6 nguyén khéng am a va b véi a >b.
OUTPUT: d = gcd (a,b) va hai s6 x, y sao cho a.x +b.y = d
1.Néub=0thiditd < a, x < 1,y « Ovachora(d, x, y).
2.batx2=1,x1=0,y2=0,yl1 =1.
3. Trong khi con b > 0 thuc hién:

3.1g<«adivb, r<amodb, X < Xo—0xy, Y < Y2 —Qy.

32a< b, b1 Xoe X, Xg < X, Yo YyivVays < V.



4.Piatd « a, X « X2,y < y2, va cho ra két qua (d, x, y)

Vi du: Dung thuat toan Euclide mé rong cho cac s6 a = 4864 va b = 3458, lan luot
duoc céc gia tri sau day cho cac biéna, b, g, r, X, Y, X1, X2, Y1, Y2 (5au mdi chu trinh
thuc hién hai 1énh 3.1 va 3.2).

Bang 1.2.2. M6 ta qua trinh tinh toan cua thuat toan Euclid mé rong

a b q r X y x1 X2 yl y2
4864 | 3458 0 1 1 0
3458 | 1406 |1 1406 |1 -1 1 0 -1 1
1406 | 646 2 646 -2 3 -2 1 3 -1
646 114 2 114 5 -7 5 -2 -7 3
114 76 5 76 =27 38 -27 5 38 -7
76 38 1 38 32 -45 32 -27 -45 38
38 0 2 0 -91 128 |91 32 128 | -45

D& thir lai rang sau mdi 1an thuc hién chu trinh gém hai Iénh 3.1 va 3.2 céc gia tri
X, y, 1 thu dugc lubn thoa man 4864. x + 3458.y =, va do d6 khi két thic cac
vong lap (tng véi gié tri b = 0), thuc hién tiép Iénh 4 ta duoc két qua d = 38 vay
= -45, cap sb (32, -45) thoa man: 4864.32 + 3458. (-45) = 38.

1.2.2. Thuat toan tinh phan tir nghich dao theo Modulo
* Dinh nghia:

Choa e Z,, néu ton tai b € Z, sao cho a.b = 1 (mod n), ta n6i b la phan tu
nghich d4o cua a trong Z, va ky hiéu a.

M6t phan tir c6 phan tir nghich d4o, goi la kha nghich.
*Pinh ly: ged (a, n) = 1 < Phan tir a € Z, ¢6 phan ti nghich dao.

Chang minh:



Néua.al=1 (modn)thiaal=1+kn«< aal-kn=1— (a,n)=l.

Néu(a,n)=1,tacoaal+kn=1—aal=1+kn,dodbéaal=1 (mod

* Hé qua: Moi phan tir trong Z, * déu cé phan tir nghich dao.
* Tim phan tir nghich d4o bang Thuat toan Euclid mé réng.
Input: a € Zn, n
Output: Phan tir nghich dao cua a.
Procedure Invert(a, n);
Begin
Jo:=N; g1:=4; Uo:=1; u1:=0; vo:=0; vi:=1;
I:=1;
while gi= 0 do
begin
y:=gi1div gi; Giv1 1= Giva - Y.0i;
Uis1 := Uist - Y.Ui; Vis1 i= Vier - Y.V,
=i+1;
end;
= Vi,
ift>0thenal:=telse al:i=t+n;
End;
Vi dy: Tim phan tr nghich dao cua 3 trong Z;

Tuc 1a phai giai phuong trinh 3.x = 1(mod 7), x sé& 1a phan tir nghich dao
cua 3.
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I Oi Ui \ y
1 7 0

1 3 1

2 1 1 -2

3 0

Vit=v2=-2<0dodox=al:=t+n=-2+7=5.

Vay 5 1a phan ti nghich d4o cua 3 trong Z-

chay

Dinh Iy (Euler tong quét): Néu (a, n) =1thia®™modn=1

Hé qua: Néu p la s6 nguyén to va (a, p) = 1, thiaP* (mod p) = 1
1.2.3. Thuat toan phan tich mét sé ra céc thira sé6 nguyén to

Dit van dé: Co mot khéi lugng khong 16 céc tai lidu vé cac thuat toan phan
tich thira s6. Tuy vay, trong phan nay chi dwa ra mot cai nhin khéi quéat bao gom
viéc thao luan so lugc vé cac thuat todn phan tich thura sé tot nhat hién thoi va
cach st dung ching trong thuc té. Ba thuat toan hiéu qua nhat trén cac s6 that 16n
la: sang bac hai, thuat toan duong cong Elliptic va sang truong s6. CAc thuat toan
noi tiéng khac bao gom: phuong phap p va thuat toan (p — 1) caa Pollard, thuat
toan (p + 1) caa Williams, thuat toan lién phan s6 va di nhién 1a ca phép chia thir.

1.2.3.1. Phwong phap Pollard

Thuat toan (p — 1) cta Pollard (dua ra vao ndm 1975) 1a mot vi du vé mot
thuat toan don gian khi duoc 4p dung d6i vai cac s nguyén 16n.

Inputs: n, sé nguyén can phan tich; va f(x), ham tao sé gia ngau nhién
modulo n.

Output: mét nhan tir khdng tam thuong (khac 1 va n) cua n, hoic khéng
thuc hién duoc.

11



X—2,y—2;d1

While d = 1:

x «— f(x)

y « f(f(y))

d «— GCD(|x —y|, n)

If d = n, return khdng thuc hién duoc

Else return d.

Hinh 1. 2: Thuat toan phan tich thira so p - 1
Chu y rang thuat toan cd thé khdng tim thay nhan ter va tra vé két qua khdng
thuc hién duoc véi mot hop s6 n. Trong trudng hop nay st dung ham f(x) khac
va tha lai. Thuat toan cling khong lam viéc khi n 1a sé nguyén t, trong trudng
hop nay d sé€ ludn la 1.
Déi véi ham f, chling ta chon da thuc véi hé sb nguyén. mét trong nhiing
dang chung nhat d6 1a: f(x) = x?+ ¢ mod n, ¢ # 0, -2.

Vi du: Cho n = 8051 va f(x) = x2 + 1 mod 8051

[ Xi yi ged(|xi —vi |, 8051)
1 5 26 1

2 26 7474 1

3 677 871 97

97 1a mdt nhan tir khdng tam thuong caa 8051. Nhan tir con lai 13 thuong
cua phép chia n cho 97 bang 83.

1.2.3.2. Thuat tean dwong cong Elliptic

Thuat toan duong cong Elliptic manh hon (dugc Lenstra xay dung vao nhitng nam
80) trén thuc té |1a su tong quat hda cua phuong phap p - 1. Ta s& khong thao luan
vé mit Iy thuyét & ddy ma chi nhan manh rang, thanh cong caa phuong phap
duong cong Elliptic tuy thudc vao mot tinh hudng twong tu: mot s6 nguyén “gan
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v6i” p chi c6 céc thira s6 nguyén té bo. Trong khi phuong phap p - 1 phu thudc
vao quan hé trong Z, thi phuong phap duong cong Elliptic phu thuéc vao cac
Nhom xac dinh trén cac duwong cong Elliptic theo modulo n.

1.2.3.3. Thuét toan kiéu Las Vegas

Thuat toan duoc xay dung trén co s mot sé nguyén té nhat dinh lién quan téi cac
cin bac hai cia 1 theo modulo n, trong d6 n = p * q la tich cua hai s6 nguyén tb
Ié phan biét.

1. Chonw langau nhiénval<w<n-1

2. Tinh x = gcd (w, n)

3. Néu 1 < x < n thi thoat (thanh cong: x = p hoic x = q)

4. Tinha=A (b)

5.Vietab-1=2°r,rl¢

6. Tinh v=w"mod n

7. Néu v = 1 (mod n) thi thoat (khéng thanh cong)

8. Trong khi v = 1 (mod n) thi thuc hién

9.vo=V

10.v=v2modn

11. Néu vo= -1 (mod n) thi thoat (khdng thanh cong)
nguoc lai
tinh x = gcd (vo + 1, n)

(thanh cong: x = p hoac x = q)

Hinh 1. 3: Thuat toan phan tich thira s6 (cho trudc s6 mil giai ma
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1.2.3.4. Thuét toan phan tich cé dién

Hién nay ngudi ta chua c6 cach nao tinh tryc tiép p, q hitu hiéu tir n trir khi
biét ¢ (n). Vi khi biét ¢ (n), ta co:

p*g=n
o) =(-D*@-1)
= p+q=n-¢(n)+L
Dua vao dinh ly Vi-ét p va g la nghiém cua phuong trinh:
X2-(n-¢p(n)+1)*x+n=0
Giai phuong trinh nay ta dé dang tim dugc p va q.
Vi du: n = 84773093, ¢ (n) = 84754668 = q = 9539, p = 8887,

Ngoai ra theo cach co dién, sir dung thuat toan :

// Input: n

/[ Output: pthoaménp|n

I

Il 0 trong truong hop nguoc lai
For (inti=3;i<=sqrt(n); i+=2)

if (n% i) return i;

return O;

Hinh 1. 4: Thuat toan phan tich co dién

Trong thuat toan trén vong lap 1a (n¥# 2). Néu n c¢d 512 bit, gia tri Ién nhat caan
la 2512, Néu 1 may tinh thyc hién 10° chi lénh trong 1 gidy thi thoi gian thyc hién
la:

T=nY2]2<2Y27512 ]2 =226 [ 2 =225(gidy) = 2 2* (ngay) = 2 2** nam.
(1 ngay = 60 * 60 * 24 = 86400 gidy = 2 7 giay.
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1 ndm =30 * 12 * 86400 gidy = 31104000 gidy = 2 % gidy.)

Néu ké gia mao muén tim p, q theo cach nay thi day 1a diéu khong tudng.
1.3. PO PHUC TAP TiNH TOAN

1.3.1. Khai niém vé d phirc tap tinh toan

Ly thuyét thuat toan va cac ham sé tinh dugc ra doi tir nhitng nam 30 cua
thé ky 20 da dat nén méng cho viéc nghién ciu cac van dé “tinh duoc”, “giai
dugc” trong toan hoc, dwa dén nhiéu két qua rat quan trong va 1y tha. Nhung tir
cai “tinh dwgc” mot cach triru tuong, hiéu theo nghia tiém ning, dén viéc tinh
duoc trong thuc té cua khoa hoc tinh toan bang may tinh dién tu, 1a ca mot khoang
cach rat 1on. Véan dé 1a do ¢ chd nhiing doi hoi vé khong gian vat chat va vé thoi
gian dé thuc hién cac tién trinh tinh toan nhiéu khi vuot qué xa nhiing kha ning
thuc té. Tir d6, vao khoang gitra nhitng nam 60 (cta thé ky trugc), mot ly thuyét
vé do phuc tap tinh toan bat dau duoc hinh thanh va phat trién nhanh chéng, cung
cap cho chling ta nhiéu hiéu biét sau sac vé ban chat phic tap cua cac thuat toan
va cé4c bai toan, ca nhiing bai toan thuan tly ly thuyét dén nhiing bai toan thudng
gap trong thuc té. Sau day gidi thidu so lugc mot s6 khai niém co ban va vai két
qua s& duoc dung dén cua ly thuyét do.

Truéc hét, hiéu do phuc tap tinh toan (vé khong gian hay vé thoi gian) cua
mét tién trinh tinh toan 1a s6 6 nhé dugc ding hay sé cac phép toan so cap duoc
thuc hién trong tién trinh tinh toan do.

Dit liéu dau vao d6i vai mot thuat toan thuong dugc biéu dién qua cac tir
trong mot bang Ky tu nao d6. Do dai caa mot tir 1a s6 ky tu trong tir do.

Cho mot thuat toan A trén bang ky tu 3 (tc c6 dau vao 1a céc tir trong ).
Do phuirc tap tinh toan cua thuat toan A dugc hiéu 1a mot ham sé fa(n) sao cho véi
mdi sb n, fa(n) 1a s6 & nhé, hay s6 phép toan so cap toi da ma A can dé thuc hién
tién trinh tinh todn caa minh trén cac dit liéu vao c6 do dai < n. Ta ndi thuat toan
A ¢6 d6 phiic tap thoi gian da thtic, néu c6 mot da thirc P(n) sao cho véi moi n du
I6n ta ¢ fa(n) < P(n), trong d6 fa(n) 1a @6 phuc tap tinh toan theo thoi gian cua
A.
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Vé sau khi noi dén céc bai toan, ta hiéu d6 1a cac bai toan quyét dinh, mdi
bai toan P nhu vay duoc xac dinh bai:

- Mot tap céc dir liéu vao | (trong mot bang ky tu 2. nao do).

- Mot cau hoi Q trén céc di liéu vao, sao cho vai mdi dir liéu vao x € 1, cau
hoi Q c6 mét tra 161 ding hoac sai.

Bai toan quyét dinh P 12 giai duoc, néu cé thuat toan dé giai nd, tic 1a thuat
toan 1am viéc c6 két thic trén moi dit liéu vao céc bai toan, va cho két qua dung
hoac sai tuy theo cau hoi Q trén dix li¢u d6 co tra 101 dting hoac sai. Bai toan P la
giai duoc trong thoi gian da thirc, néu c6 thuat toan giai nd véi do phuc tap thoi
gian da thic. Sau day 13 vai vi du vé cac bai toan quyét dinh:

Bai toan SATISFIABILYTY (viét tat 1a SAT):

- MAdi dit liéu vao 1a mot cdng thac F cua logic ménh dé, duge viét dudi
dang hoi chuan tac, tac dang hoi ciia mot s6 cac “clause”.

- Cau hoi la: céng thuc F cé thoa duoc hay khéng?
Bai toan CLIQUE:
- MAi dir liéu vao 1a mot graph G va mot sé nguyén k.

- Méi cau hoi la: Graph G ¢d mot clique véi > k dinh hay khéng? (maot
clique cua G 1a mot graph con day du cua G).

Bai toan KNAPSACK:

- MAi dir liéu 1a mot bo n + 1 s6 nguyén duong I = (sq, ...Sn; T).
- Céu hai la: c6 hay khdng mot vecto Boole (x4, ...,Xn) Sa0 cho
Yi=1"Xi-si = T?

(vecto Boole 1a vecto c6 cac thanh phan 13 0 hoic 1)

Bai toan thang dw bac hai:

- MGi dit liéu gdm hai s6 nguyén duong (a, n).

- Cau hoi la: a co la thang du bac hai theo mod n hay khéng?
16



Bai toan hep sé:
- MAi dir liéu 12 mot sé nguyén duong N.

- Cau hoi: N 1a hop sé khdng? Tuc ¢ hay khong hai s6 m, n >1 sao cho N
=m.n?

Tuong tu, néu dat cau hoi 1a “N 1a sé nguyén t6 hay khong?” thi ta dugc
bai toan sé nguyén to.

Déi vai tat ca cac bai toan ké trén, trir bai todn hop sé va s6 nguyén tb, cho
dén nay nguoi ta déu chua tim dugc thuat todn giai chling trong thoi gian da thic.

1.3.2. Lép phirc tap

Xét mot vai lop cac bai toan dugc xac dinh theo do phuc tap tinh toéan cua
chung. Trudc hét, dinh nghia P 12 16p tat ca cac bai toan cd thé giai duoc bai thuat
toan don dinh trong thoi gian da thuc.

Gia st cho hai bai toan A va B vaéi céc tap dir liéu trong hai bang ky tu
twong ung la X5 va X, . Mot thuat toan f: 2°; — X% duoc goi la mot phép quy
dan bai toan A vé bai toan B, néu n6 bién mdi dix liéu x cua bai toan A thanh mot
dir liéu f(x) cua bai toan B, va sao cho cau hoi cia A trén x co tra loi dung khi va
chi khi cau hoi ciia B trén f(x) ciling c6 tra 16i ding. Ta néi bai toan A quy dan
duoc vé bai toan B trong thoi gian da thire, va ky hiéu A o B, néu cd thuat toan f
véi do phuc tap thoi gian da thirc qui dan bai toan A vé bai toan B. D& thay rang,
néu A o.BvaB e P, thiciing co A € P.

Mét 16p quan trong cac bai toan da duoc nghién ciu nhiéu 1a 16p cac bai
toan kha thuong gap trong thuc té nhung cho dén nay chua c6 kha ning nao chiing
t6 1a chling c6 thé giai duoc trong thoi gian da thic. D6 13 16p cac bai toan NP-
day du duoc dinh nghia sau déy:

Cung voi khai niém thuat toan tat dinh thong thuong (c6 thé mé ta chinh
xé&c chang han bai may Turing tat dinh), xét khai niém thuat toan khéng don dinh
v6i mot it thay doi nhu sau: néu dbi voi may Turing tat dinh, khi may dang & mot
trang thai q va dang doc mot ky tu a thi cap (q, a) xac dinh duy nhat mot hanh
dong ké tiép caa may, con ddi voi may Turing khong don dinh, qui udc rang (g,
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a) xac dinh khdng phai duy nhat ma 1a mét tap hitu han cac hanh dong ké tiép;
may c6 thé thuc hién trong budc ké tiép mot trong cac hanh dong do.

Nhu vay, dbi véi mot dix liéu vao x, mot thuat toan khong don dinh duoc
(duoc x4c dinh chang han boi mot may Turing khong don dinh) khdng phai chi
c6 mot tién trinh tinh toan duy nhat, ma c6 thé c6 mot sé hiru han nhirng tién trinh
tinh toan khac nhau.

Ta néi thuat toan khong don dinh A chap nhan di liéu x, néu véi dir liéu
vao chap nhan (tac vai két qua dang).

Mot bai toan P duoc goi 1a giai duoc bai thuat toan khong don dinh trong
thoi gian da thac néu c6 mot thuat toan khdng don dinh A va mot da thirc p(n) sao
cho véi moi dir liéu vao x c¢6 do dai n, x € P (tirc cau hoi caa P c6 tra loi ding
trén x) khi va chi khi thuat toan A chap nhan x boi mét tién trinh tinh toan c6 do
phic tap thoi gian < p(n). Ta ky hiéu l6p tat ca véi cac bai toan giai duoc bai thuat
toan khong don dinh trong thoi gian da thac 1a NP.

Nguoi ta da chting to duoc rang tat ca nhitng bai toan trong céc vi du ké
trén va rat nhiéu cac bai toan to hop thuong gap khac déu thuoc 16p NP, di rang
hau hét chiing déu chua duoc ching to 12 thuoc P. Mét bai toan P duogc goi 12 NP-
day du, néu P € NP va véi moi Q € NP déu c¢d Q o P.

Lép NP ¢6 mét sé tinh chét sau day:

1)Pc NP

2) Néu A o Bva B € NP, thi A € NP

3) Néu A, B € NP, A o B, va A 1a NP- day du, thi B ciing 1a NP-day du
4) Néu c6 A sao cho A 1a NP-day du va A € P, thi P=NP

Tir cac tinh chat d6 c6 thé xem rang trong 16p NP, P 1a 16p con céc bai toan
“d&” nhat, con cac bai toan NP day du 1a cac bai toan “kho” nhat; néu co it nhat
mot bai toan NP ddy du duoc ching minh 1a thudc P, thi lap tac suy ra P = NP,
di ring cho dén nay tuy da c6 rat nhiéu cd giang nhung toan hoc van chua tim
dugc con duoc ndo hy vong di dén giai quyét van dé [P = NP? ], tham chi van dé
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d6 con duoc xem 1a mot trong 7 van dé khé nhat cua toan hoc trong thién nién ky
mai!
1.3.3. Ham mét phia va cira sap mét phia

Khai niém d6 phutc tap tinh todn cung cap mot cach tiép can moi ddi véi
van dé bi mat trong cac van dé bao mat va an toan thong tin. Du ngay nay da c6
nhitng may tinh dién tir c6 toc do tinh toan c& hang ty phép tinh mot gidy, nhung
véi nhirng thuat toan c6 d6 phuec tap tinh toan ¢& f(n) = 2", thi ngay véi nhirng dix
liéu c6 d6 dai khoang n = 1000, viéc thuc hién cac thuat toan d6 da khong thé xem
la kha thi, vi nd doi hoi thuc hién khoang 103% phép tinh! Nhu vay, mot giai phap
ma hda chang han cd thé xem 1 c6 d6 bao mat cao, néu dé giai ma can phai thuc
hién mot tién trinh tinh toan c6 do phuc tap rat 16n. Do d6, viéc phat hién va sir
dung cac ham sb c6 do phuc tap tinh toan rat Ion 1a c6 ¥ nghia hét sac quan trong
di véi viéc xay dung céc giai phap vé ma hda va an toan thdng tin.

Ham sé s6 hoc y = f(x) duoc goi 1a ham mét phia (one-way function), néu
viéc tinh thuan tir x ra y 1a “d&”, nhung viéc tinh nguoc lai tir y tim lai X 13 rat
“kh6”, & day cac tinh tir “dé” va “kho” khong co cac dinh nghia chinh xac ma
duoc hiéu mot cach thuc hanh, c6 thé hiéu chang han dé 1a tinh duoc trong thoi
gian da thirc (v6i da thire bac thap), con kho 1a khong tinh duoc thoi gian da thic!
Thuec té thi cho dén hién nay, viéc tim va chitng minh mot ham sé nao d6 1a khong
tinh dugc trong thoi gian da thac con 1a viéc rat kho, cho nén “kho” thuong khi
chi dugc hiéu mot cach don gian chua tim duoc thuét toan tinh nd trong thoi gian
da thtrc! Véi cach hiéu twong d6i nhu vay vé “d&” va “kho”, nguoi ta di dua ra

mét s6 thi du sau dy vé cac ham mot phia.
Vi du 1:
Cho p 1a mot sé nguy@n té, va a 1a mot phan tir nguyén thay mod p. Ham

s6y =ax mod p (tir Z°, vao Z*,) 1a mot ham mat phia, vi ham nguoc caa nd, tinh
tir y tim x ma ta ky hiéu x = loga(y), 1a mot ham cé do phuc tap tinh toan rat lon,

Vi du 2:

Cho n=p.q la tich cta hai s6 nguyén té Ién. Ham sé y=x 2mod n (tir Z, vao
Z,) ciing dugc xem la mot ham mot phia.
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Viduy 3:

Cho n = p.q la tich caa hai s6 nguyén t4 16n, va a 1a mot s6 nguyén sao cho
ged (a, d(n)) = 1. HaM sd y = x 2mod n (tir Z, vao Z,) ciing 1a mdt ham mét phia,
néu gia thiét 1 biét n nhung khong biét p, q.

Ham y = f(x) dugc goi la ham ctra sap mot phia (trapdoor one-way
function), néu viéc tinh thuan tir x ra y 1a “d&”, viéc tinh nguoc tir y tim lai x 13
rat “kh6”, nhung c6 mot cira sap z dé vai su trg gilp cua caa sap z thi viéc tinh x
tir y va z lai tré thanh dé.

Vi du 4 (tiép tuc vi du 3):

Ham sé y = x 2 mod n khi biét p va q 12 ham cira sap mot phia. T x tinh y
1a d&, tir y tim x (néu chi biét n,a) 1a rat kho, nhung vi biét p va g nén biét ¢(n) =
(p1)(g-1), va dung thuat toan Euclide mo rong, tim duoc b sao cho a.b =1 (mod
a (n)), tir 6 dé tinh dwoc x =y ® mod n. O ddy c6 thé xem b 1a cira sap.
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1.4 Két luan chwong

Chuong 1 nay tim hiéu tdng quan cac khai niém trong sé hoc va dai s6, Tim hiéu
mot s6 thuat toan, cd thé liét ké thuat toan tinh wdc chung 16n nhat, thuat toan
nghich dao theo Modulo, Thuit toan phan tich mot sb ra cac thira s6 nguyén té,
nhung thuat toan ndy gop phan xay dung chuong trinh vao chuong tiép theo.
Tim hiéu vé cac 16p phirc tap trong tinh toan, cac khai niém phuc tap tinh toan,
I6p phac tap, ham mot phia cura sap mot phia.
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CHUONG II: MOT SO PHUONG PHAP KIEM TRA SO
NGUYEN TO

2.1. SONGUYEN TO
2.1.1. Khai niém vé sé nguyén to
S6 nguyén té: 1a sé tu nhién chi c6 udce sb 1a 1 va chinh né.

Vi du: Céc s6 nguyén té 79, 83, 89, 97

2.1.2 Tinh chat caa sé nguyén té
Ky hiéu "bla" nghia 1a b 1a wéc cua a, ky hiéu a : b nghia 13 a chia hét cho

1). Uéc tw nhién khac 1 nhé nhit cia mét sé tw nhién I1a sé nquyén té .

Chtng minh: Gia sir dja; d nho nhat; d #1. Néu d khdng nguyén té
= d =d1.d2; d1, d2 > 1 = d1ja véi d1 < d mau thuan vai d nho nhat. Vay
d 1a nguyén té.

2). Cho p 14 s6 nguyén t6; aeN; a # 0. Khi dé
ged (@p)=p<=(a:p)
ged (ap) =1 < (as p)
3). Néu tich ciia nhiéu s6 chia hét cho mat s6 nguyén té p, thi cé it nhat

mdt thira sé chia hét cho p.

N
[[a:p=3a,:p
i=1 .

4). Uéc s6 dwong bé nhat khac 1 cia hop sé a 1a sé nguyén té khong
vuot qua Va.

5). S6 2 14 6 nguyén té nhé nhat va ciing 1a sé nguyén té chan duy nhat.
6). Tap hep cac sé nguyén té 1a v han (khdng c6 sé nguyén té 16n nhat).

Chting minh: Gia sir ¢ pr 1a s6 nguy@n t4 16n nhat va cac sé nguyén
td duoc ky hiéula: pl =2, p2=3,p3=35, ..., pr

biat: P=pl. p2. p3...pr
Taco: Vpi,i=1,23,...r
(P+1)mod pi=(pl.p2.p3...pr+1)mod pi=1
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Vay P + 1 1a s6 nguy@n t6. Nhung P+1 > pr mau thuan véi gia thiét pr 1a sé
nguyén té 16n nhat. Vay tap hop cac sé nguyén té 1a vo han.

2.1.3. Pinh Iy co ban ciia sé hec
Pinhly 1.1

Moi s tu nhién 16n hon 1 déu phan tich duoc thanh tich nhiing thira s6
nguyén td, va su phan tich nay 1a duy nhat néu khéng ké dén thir tu cua cac thua
$6.

Tir d6 c6 dang phan tich tiéu chuan ciia mot s6 tu nhién bat ky 1a:
_kok ok,
n=p'py..p,

Trong d6 p1, P2...., Pm & cac s& nguyén té d6i mot khac nhau. Ta ¢ n chia
hét cho (ki+1)(ko+1)...(Ke#+1) S8 tu nhién.

Vi duy: 300 chia hét cho (2+1)(2+1)(1+1) =18 sb ty nhién. 300 = 22 .52 .3

Tuy nhién, vi tap hop sé nguyén t6 1a tap con cua sé tu nhién, ma tap hop
s6 ty nhién 1a dém duoc nén tap hop cac s6 nguyén td 1a dém dugc. Luu ¥ khéi
niém dém duoc trong toan hoc khac véi ngon ngir doi thudong, mot tap hop c6 vo
han phan tir van c6 kha niang dém duoc.

Pinh Iy 1.2

Moi hop s6 n déu c6 uéc nguyén td nho hon hodc bang n . That vay moi
hop s6 n ta ¢ thé phan tich thanh tich tiéu chuan sau:

Moi hop s6 n déu c6 uéc nguyén té nho hon hoic bang n .

That vay moi hop sé n ta c6 thé phan tich thanh tich tiéu chuan sau:
— kl kZ km
n=p pPy.--Pn

Trong d6 p1, Pa,..., Pm 12 CAC S6 Nguyén t6 d6i mot khac nhau.

Mt khac hop s6 chin bé nhit 4 c6 wéc nguyén t6 13 2 < V4 va hop s6 1é bé
nhét 9 c6 wdc nguyén tb 1a 3<V9 . Do vay moi hop sé n déu c6 wéc nguyén té nho
hon hoic bang Vn .

2.1.4. Sw phan bd sé nguyén té
Dinh nghia 1.1
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Ham n(n) duoc dinh nghia 1a sé c4c s6 nguyén td nho hon hay bang n.
Vi du n(5) = 3 bai vi 2, 3 va 5 1a s6 nguyén to.
Bang liét ké dudi day liét ké mot vai gia tri cua .

n |2 |3 |4 |5 |6 |7 |8 |9 |10 |100 |1000 | 10000
)|l |2 |2 |3 [3 |4 [4 |4 |4 |25 |168 [1229
Pinh Iy 2.3. (Pinh 1y s6 hoc)

n
m(n) ~—
(n) .

Phat biéu cua dinh ly: n(n) c6 gié tri xap xi bang n n In . Co6 nghia 1a khi
n—o0, () c6 gié tri gan ban # Mot cach hinh thire, diéu d6 c6 nghia ti s6 cua

hai ham x4p xi bang 1 khi n du 16n hodc lim =L =
x—oon/lnn

Bang dudi day so sanh gia tri gan ding va gia tri chinh xac cua n(n) ma ta
biét dugc.

n 2 3 4 5 6 7 8 9 10 |100 | 1000 | 10000
7(n) 1 2 2 3 3 4 4 4 4 25 168 |1229
n/in(n) |29 |27 ({29 |31 |33 |3.6 |38 |41 |43 |22 |145 |1086
C6 thé st dung dinh Iy s6 hoc (Prime Number Theorem) dé uéc luong so
cac s6 nguyén td trong mot khoang bang cach trir hai gia tri cua n. Vi du dé biét
trong khoang 5 ti dén 6 ti c6 bao nhiéu s nguyén to:

(6.10°) - 1(5.10° ) ~ 2,66.10° — 2,24.10° = 4,26.10°

Vay co:
- 4,26.108 s nguyeén t6 trong khoang 5 ti dén 6 ti.

- Khoang 4,3% cac s6 trong khoang nay 1a s nguyén t, nhu vay trung binh
ctr trong 23 s6 thi ¢6 mot s6 1a nguyén té.

Diéu nay rat cé ich cho viéc xay dung cac ang dung tim sé nguyén té. Vi
du, mot phan mém méa hda can sinh ngau nhién mot sé nguyén té trong khoang 5
ti dén 6 ti thi trung binh n6 can kiém tra 23 s6 ngau nhién trudc khi tim ra mot sé.
Pé tim ra mot sé nguyén té trong khoang n cho trude can kiém tra khoang In n s6
nguyén chon ngau nhién. Con sb nay giam di mot nira néu chi chon ngau nhién
cac s6 lé trong khoang n.
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2.2 SO NGUYEN TO CO DANG DAT BIET
2.2.1. S6 nguyén té dang Mersenne
2.2.1.1 Khai niém s6 nguyén té Mersenne
S6 nguyén té Mersenne 1a mot sé Mersenne c6 dang:
M,=2"-1
Mot sb dinh nghia yéu cau lily thira (n) phai 1a s6 nguyén té va 1a mot sé nguyén
t6. Vi du 31 1a s6 nguyén t6 Mersenne vi 31 = 25— 1 va 31 1a s6 nguyén td.

Diéu kién can dé M, 1a sb nguyén té 1a g phai 1a sé nguyén t5. Tuy nhién thuc té
cho thay: mac du g 1a s6 nguyén té nhung M, c6 thé 1a mot hop sé. Chang han:
211-1 = 2047 l1a mot hop sb, vi 2047 = 23.89.

Bang dudi dy liét ké mot vai Mersenne va cho biét s6 nao 1a sé nguyén té.

n 2 |3 |4 |5 |6 |7 |8 |9 |10 |11
M, 3 7 15 |31 |63 |127 |255|511|1023 | 2047
Prime?|Y |Y [N |Y |N |Y [N |N |N N
Pinhly 1.4

Néu M, = 2" -1 1a s6 nguyén t6 thi n 1a s6 nguyén to.

Chtng minh. That vay, néu n 1a mot hop sb, chang han n=p.r trong do p var 1a
nhitng s6 nguyén duong nao do, p,r > 1. Thé thi theo Hé qua ( Corollary ) trong
[3], ta c6; 2" — 1 = 20 — 1 = (2P-1)(2PD) + 2024+ 2P+ 1). Vay 2" — 1 phai la
hop s6. Pinh 1y 1.4 dugc chiang minh.
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Pinh ly 2.5
Moi s6 nguyén to n > 2, moi phan tich nguyén té cia M, twong duong vai 1
mod n va + 1 mod 8.
Hién nay, cac sb nguyén té I6n nhat duoc tim thay thuong 1a sé nguyén t6
Mersenne. C4c sd nguyén t6 Mersenne ¢ quan hé chit ché véi cac sé hoan
thién (12 s6 nguyén duong c6 tong cac udc s6 nguyén duong bé hon nod bang
chinh n6), nghia 1a cac s bing téng cac udc chan chinh cua né. Trong lich s,
viéc nghién ctu cac sé nguyén td Mersenne da ting bi thay d6i do cac lién
quan nay. Vao thé ky 4 42 TCN, Euclid phat biéu rang néu M 1a s nguyén té
Mersenne thi M(M+1)/2 1 s6 hoan thién.
Vao thé ky 18, Leonhard Euler chitng minh rang tat ca cac sé hoan thién chan
déu c6 dang nay. Khong mot sé hoan thién 1é nao duoc biét, va ngudi ta nghi
ngo rang ching khdng ton tai.

2.2.1.2 Tim cac s6 hguyén té Mersenne
Phan nay s& dugc ap dung trong chuong trinh code tinh sé nguyén té6 Mersenne
2nt,
Piing thirc: 20— 1 = (22— 1).(1 + 22 + 22 + 2%+, 2 (> Da)

Cho biét rang M, c6 thé 1a sé nguyén té chi néu chinh n=ab 1a s6 nguyén td,
diéu d6 lam gian luoc bét viéc tim cac so nguyén to Mersenne. Ménh dé dao, noi
rang M, la s6 nguyén to néu n la sd nguyén to 1a chua hoan toan dang.

Vi dy 21 - 1 = 23x89 14 hop s6.

Pi c6 cac thuat toan nhanh dé tim s6 nguyén té Mersenne, do d6 hién nay da
biét cac sé nguyén t6 Mersenne rat Ion. Ching han, ngdy nay, ngudi ta da xéc
dinh dugc rang : cac sé nguyén dang 2" — 1 1a nhitng s6 nguyén t6 néu pe{
2,3,5,7,13,17,19,31,61,89,107, 521, 607,1279,2203,2281,3217,4253, 4423, 9689,
9941,11213,19937, 21701, 23209,}. Theo Wikipedia

Bbn s6 nguyén t6 Mersenne dau tién M, =3, Mz =7, Ms = 31 va M; = 127 da
duogc biét tir ¢ xua. S6 thir nam, M3 = 8191, duoc tim thay vao trudc nam 1461;
hai s6 tiép theo (M17 va M) tim thay boi Cataldi vao nam 1588. Sau hon mot thé
ky M3y dugc kiém tra boi Euler vao nam 1750. S6 tiép theo (trong lich sir, khdng
theo thir tu s6) 14 M1z, do Lucas tim thay vao nim 1876, sau d6 Me; do Pervushin
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tim vao nim 1883. Hai s nita (Mge VA M1o7) dugc tim thiy vao thé ky 20, boi
Powers vao nam 1911 va 1914.

Tur thé ky 17, cac sé nay dugc mang tén nha toan hoc Phap Marin Mersenne,
nguoi da chang minh mot loat cac s6 nguyén té Mersenne véi s6 mil 1én t6i 257.
Danh sach ctia 6ng da mac mot sé sai lam, nhu bao gdbm ca Mgz, Mas7, va bo quén
Me1, Mgg Va Myg7.

Phuong phap tot nhat dé kiém tra tinh nguyén té caa cac sé Mersenne duoc
dua vao su tinh todn mot ddy tuan hoan, duoc phat biéu dau tién boi Lucas nim
1878 va chirng minh boi Lehmer vao nhitng nam 1930. Hién nay n6 duoc goi la
kiém tra Lucas - Lehmer véi s6 nguyén td Mersenne. Dic biét, ta c6 thé chang
minh rang (voi n > 2) M, = 2" — 1 1a s6 nguyén t6 néu va chi néu M, chia hét cho
Sp.2, trong d6 Sp =4 vavai k>0,2 Sg=521-2 . trong d6 Sp» = Omod(n™?).

Viéc tim cac sé nguyén té6 Mersenne thuc su dugc cach mang boi cac may tinh
dién tir so. Thanh cong dau tién cua tu tuéng nay thuoc vé sé nguyén to Mersenne
Ms1, thd nd luc khéo 1éo vao 1ac 10:00 P.M ngay 30/01/1952 khi sir dung may
tinh ty dong Western U.S. National Bureau of Standards (SWAC) tai Institute for
Numerical Analysis thudc Pai hoc California tai Los Angeles, dudi su diéu khién
truc tiép cua Lehmer, sir dung chuong trinh viét va chay bai GS R.M. Robinson.
Ms; 12 56 nguyén td Mersenne dau tién tim théy sau 38 nam; sd tiép theo, Mgg7,
da duoc tim thay do computer ndy sau gan hai gio chay may. Ba sé tiép theo M7,
M2203, M22g1 da duogc tim théy Véi cung chuong trinh trén sau nhiéu thang nira.
M.zs3 12 56 nguyén t6 Mersenne dau tién & s6 nguyén té siéu lon (trén 1000 chit
s6 thap phan-titanic). Maase7 1a $6 nguyén té dau tién c6 trén 10.000 chir sb thap
phan (gigantic).

Pén thang 9 nam 2008, chi mai biét 46 s6 nguyén té Mersenne; sb 16n nhat da
biét 1a 56 (243112609 — 1) Ciing nhu nhiéu s6 nguyén té Mersenne trudc dé, né duoc
tim ra nho du 4n tinh toan phan tan trén Internet, dwoc biét véi tén goi Tim kiém
s6 nguyén t6 Mersenne khong 16 trén Internet (Great Internet Mersenne Prime
Search - GIMPYS)
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Hinh 2.2.1.2 B4 thi biéu dién sé cac chir sb cua sé nguyén t6 Mersenne 16n

nhat di biét theo timg nam cua ky nguyén dién tir

Danh s&ch cac s6 nguyén t Mersenne da biét:

TT n Mn S6chirsd | Ngaytim | Nguoitim
trong M, duoc
1 2 3 1 codai | Hy Lap co dai
2 3 7 1 codai | Hy Lap cb dai
3 5 31 2 codai | Hy Lap co dai
4 7 127 3 codai | Hy Lap co dai
5 13 8191 4 1456 Khuyét danh
6 17 131071 6 1588 Cataldi
7 19 524287 6 1588 Cataldi
8 31 2147483647 10 1750 Euler

28




9 61 2305843009213693951 19 1883 Pervushin
10 89 618970019...449562111 27 1911 Powers
11 107 162259276...010288127 33 1914 Powers
12 127 170141183...884105727 39 1876 Lucas
13 921 686479766...115057151 157 30/1/1952 Robinson
14 607 531137992...031728127 183 30/1/1952 Robinson
15 1279 104079321...168729087 386 25/6/1952 Robinson
16 2 203 147597991...697771007 664 7/10/1952 Robinson
17 2 281 446087557...132836351 687 9/10/1952 Robinson
18 3217 259117086...909315071 969 8/9/1957 Riesel
19 4 253 190797007...350484991 1281 3/11/1961 Hurwitz
20 4 423 285542542...608580607 1332 3/11/1961 Hurwitz
21 9 689 478220278...225754111 2917 11/5/1963 Gillies
22 9941 346088282...789463551 2993 16/5/1963 Gillies
23 11213 | 281411201...696392191 3376 2/6/1963 Gillies
24 19937 | 431542479...968041471 6002 4/3/1971 Tuckerman
25 21701 | 448679166...511882751 6533 30/10/1978 | Noll & Nickel
26 23209 | 402874115...779264511 6987 9/2/1979 Noll
27 44 497 854509824...011228671 13395 8/4/1979 Nelson &
Slowinski
28 86 243 | 536927995...433438207 25 962 25/9/1982 SlowinskKi
29 110503 | 521928313...465515007 33 265 28/1/1988 Colquitt &
Welsh
30 132 049 | 512740276...730061311 39 751 20/9/1983 SlowinskKi
31 216 091 | 746093103...815528447 65 050 6/9/1985 SlowinskKi
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32 756 839 | 174135906...544677887 | 227832 | 19/2/1992 | Slowinski &
Gage trén
Cray-2
33 859 433 | 129498125...500142591 258 716 | 10/1/1994 | Slowinski &
Gage
34 1257 412245773...089366527 | 378 632 3/9/1996 | Slowinski &
787 Gage
35 1398 814717564...451315711 420921 | 13/11/1996 | GIMPS / Joel
269 Armengaud
36 2 976 623340076...729201151 895932 | 24/8/1997 GIMPS /
221 Gordon
Spence
37 3021 127411683...024694271 909526 | 27/1/1998 GIMPS /
377 Roland
Clarkson
38 6 972 437075744...924193791 | 2098 960 | 1/6/1999 GIMPS /
593 Nayan
Hajratwala
39 13466 | 924947738...256259071 | 2098 960 | 14/11/2001 GIMPS /
917 Michael
Cameron
40* 20996 | 125976895...855682047 | 6 320430 | 17/11/2003 GIMPS /
011 Michael
Shafer
41* 24 036 | 299410429...733969407 | 7235733 | 15/5/2004 | GIMPS / Josh
583 Findley
42* 25964 | 122164630...577077247 | 7816230 | 18/2/2005 GIMPS /
951 Martin Nowak
43* 30402 | 315416475...652943871 | 9152 052 | 15/12/2005 GIMPS /
457 Curtis
Cooper&

Steven Boone
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44* 32 582 124575026...053967871 | 9808 358 | 4/9/2006 GIMPS /
657 Curtis Cooper

& Steven

Boone

45* 37156 | 202254406...308220927 |11185272| 6/9/2008 GIMPS /
667 Hans-Michael

Elvenich

46* 43112 | 316470269...697152511 | 12978 189 | 23/8/2008 GIMPS /
609 Edson Smith

Chua khang dinh dugc c6 s6 nguyén t6 Mersenne nao nam gita s6 thir 39 (Mis
466 917) Va 46 (w43 112 609) trong bang ma chua dugc phéat hién hay khong, do do thu
ty c4c 56 d6 1 tam thoi. Mot vi du 1a s6 thir 29 duoc phat hién ra sau s6 thir 30 va
31, sb thir 46 ciing duoc cdng b truéc sé 45 2 tuan.

Pé hinh dung d6 16n cua s6 nguyén t6 16n nhat duoc tim thay (s6 tha 46), can co
3461 trang gidy dé biéu dién s6 d6 véi cac chir sb trong hé co s6 10, 75 chir s6
mot dong va 50 dong mot trang.

U'u diém:

Pua ra duoc cac sb rat 16n; 219937-1

Pass rat nhiéu cac bai kiém tra vé tinh ngau nhién, co thé n6i Mersenne 1a mét
thuat todn vo cung tot.

Nhwoe diém: Mersenne c6 nhuoc diém co ban vé hiéu suat, c6 thé coi la cham va
tdn bo nhé

S6 nguyén té Mersenne s& duoc ap dung vao chuong 3.

2.2.2. S0 nguyén to Lucas-Lehmer
Khéi niém:

Trong sb hoc cho may tinh (hay sb hoc thuat toan), kiém tra lucas-lehmer
1a phép kiém tra tinh s nguy@n t6 ddi voi sb ty nhién n, nd doi hoi ring c6 mot
thira s6 nguyén t6 cua n — 1 1a da biét.

Néu ton tai s6 a nho hon n va 16n hon 1 1a s6 thoa man
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a™ =1 (mod n) va a™@ % 1 (mode n)

Véi moi wdc nguyén té g ciia n — 1, thi n 1a sb nguyén t6. Néu khong tim
thay so6 a nhu vay thi n la hop so.

Chang han, véin="71,n—1=70 = (2)*(5)*(7).Lay a = 11 trudc hét:
117° = 1 (mode 71)
bieu nay cho thay bac cua 11 mod 71 1a 70 vi wéc cua 70 chi cd the nhu trén.
Nhung kiém tra véi cac udc caa 70 ta co:
1135 =70 # 1 (mode 71)
1114 =54 # 1 (mode 71)

1110 = 32 # 1 (mode 71)
Do dé bac ctia 11 mod 71 la 70, va nhu vay 71 la s6 nguyén to.
Ung dung :
Déy Lucas duoc s dung trong kiém tra xac suat gia nguyén to Lucas nam
trong Kiém tra tinh nguyén to Baillie-PSW thuong dung.

Diay Lucas duoc ding trong mot sé6 phuong phap chitng minh tinh nguyén té, bao
gom Kiém tra Lucas-Lehmer-Riesel va cac phuong phap khéc trong Brillhart-
Lehmer-Selfridge 1975[4]

LUC 14 hé théng mat ma khoa cong khai dua trén day Lucas[5] thuc hién hé
analog ElGamal (LUCELG), Diffie — Hellman (LUCDIF) va RSA (LUCRSA).
Viéc mi héa thong diép trong LUC dugc tinh nhu mot phan tir ciia ddy Lucas nhat
dinh, thay vi lily thtra md-dun nhu trong RSA hoac Diffie — Hellman. Tuy nhién,
bai viét cua Bleichenbacher va cong su[6] cho thay nhiéu loi thé bao mat cia LUC
la khéng chinh xac hoic khong dang ké khi so sanh véi cac hé théng dya trén lity
thira mo dun. Kiém tra lucas-lehmer s& dugc ap dung vao chuong 3

Theo Wikipedia

2.2.3. S0 nguyén toé Fermat

S6 Fermat 1a mot khai niém trong toan hoc, mang tén nha toan hoc Phap Pierre de
Fermat, ngudi dau tién dua ra khai niém nay. NG 1a mot sé nguyén dwong c6 dang
Fo=F, = 2% +1
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Rat nhiéu sb Fermat 1a s6 nguyén t6 nén mot thoi ngudi ta cho rang tat ca cac sd
c6 dang d6 déu 1a s6 nguyén to. Vai n 12 sb khong am. Cac sé Fermat dau tién bao
gom:

Fo=2'+1=3 Fi=22+1=5
F,=2+1=17 Fs=28+1=257
F,=2%+1=65537 Fs=2%+1=4.294.967.297

Fe = 2%+ 1=18.446.744.073.709.551.617
F; =218 + 1 = 340.282.366.920.938.463.463.374.607.431.768.211.457

Fe = 2256 + 1 =
115.792.089.237.316.195.423.570.985.008.687.907.853.269.984.6
65.640.564.039.457.584.007.913.129.639.937

Cong thuc thiét 1ap s6 Fermat

Fo=(Fr1—1)2+1 F,=F, ,+ 22" F0..F,_,
Fn = F2=1 — 2(Fno = 1)?

Fn=Fo...Fha+2

Véin > 2, cac hé thie trén c6 thé ching minh biang cach quy nap toan hoc. Ta co
thé tinh gan dung s6 chit s6 cua ching bang hé thic gan ding:

D(n,b) =L logs (22" + 1) +1]~[2"logy2+ 1]

Fermat dua ra du doan vao nam 1637 rang céac s6 dang nay la sé nguyén to chi ra
su ding dan cua n tir 0 dén 4. Tuy nhién, tat ca cac sé6 Fermat dugc Kiém sau d6
déu cho két qua 1a hop sé.

Pinh Iy 2.6 Néu p = 2™ +1 14 s6 nguyén t6 Ié thi m 12 lily thira cua 2.

Dinh Iy nay ndi rang bat ky sé nguyén t nao Ién hon 1a liy thira cua 2 cong véi
1 thi 12 s6 nguyén t Fermat.

Pinh ly 2.7 Cho n > 2, moi thira s nguyén té p caa F, ¢6 dang p = 1 mod 2",
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Dinh Iy ndy néi rang ca dinh Iy Euler phan tich ra tich céc thira sé nguyén t6 déu
duogc kiém tra khi kiém thir F,, . Cac phuong phap khac nhau dugc sir dung dé biéu
dién F, 1a hop sb cho n tir 5 dén 32 1a phuong phéap Trial Division va kiém thir
Pepin.

2.3. MOT SO PHUONG PHAP KIEM TRA SO NGUYEN TO
2.3.1. Phwong phap cé dién
2.3.1.1. Phuwong phap Trial Division

Néu n khong c6 bit ky uéc sb a nao nam trong khoang 1< a <vn , thi n 1a sb
nguyeén to.

Sau day 1a thuat toan so khai kiém tra nguy@n tb véi sé tu nhién n:

Function Prime(n : Integer) : Boolean; Var
I : Integer;

Begin Prime := False;

Fori:=2ton-1do

if n mod i = 0 then Break;

Prime := True;

End;

Nhu ta thay thuat toan & trén kha don gian, tuy nhién ciing dé nhan ra la thuat toan
nay di theo hudng vét can do d6 hoan toan khong tbi wu. Chi phi trong trudng hop
xau nhat Ién téi O(n).

Phuong phap Trial Division dya vao nhan xét: Néu n 1a hop sé thi nd phai c6 mot
wéc nho hon Vn , va do d6 ta chi can xét cac wac khdng quéa Vn caa né. That may
man khi chiing ta c6 thé chiing minh rang thay vi chia thir cho toan b cac sé tir 2
dén (n-1) ching ta chi can kiém tra cac udc sé < Vn . Thuat toan cai tién s& duoc

mo ta nhu sau :
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Function Prime(n : Integer) : Boolean;
Var
I,m : Integer,
Begin
Prime := False; m:= Trunc(Sqrt(n));
Fori:=2tomdo
if n mod i = 0 then Break;
Prime := True;

End;

Thuat toan nay thuc hién t6i da n phép toan dé kiém tra \n 1a s6 nguyén t5. Néu
VYn=2! thi thoi gian thuc hién cua thuat toan 14 O( Vn! ) = O(272) 1a ham mii cua t.
Tuy nhién ta cling can chd y rang thuat toan cai tién chi khac thuat toan ban dau
khi n 12 s6 nguyén t6, con véi n 12 hop sé thi hai thuat toan két thic sau cing mot
sb phép tinh.

2.3.1.2. Phwong phap sang Eratosthenes

Thuat todn nay sé& ap dung vao chuong trinh code phan: Liét ké cac s6 nguyén to
trong mot pham vi.

Sang Eratosthenes: La mot thuat giai toan ¢ xua dé tim cac sé nguyén té nho hon
100. Thuat toan nay do nha toan hoc c6 Hy Lap 1a Eratosthenes (O-ra-toxten) phat
minh ra.

Ban dau, nha toan hoc Eratosthenes sau khi tim ra thuat toan, da 1ay 14 co va ghi
tat ca cac s tir 2 cho dén 100. Ong di choc thiing cac hop sb va giir nguyén cac
s nguyén t6. Bang sé nguyén t con lai trdng rat gidng mot céi sang. Do do, no
cé tén la sang Eratosthenes.
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Chu y: Sang Eratosthenes chi ghi cac sb tir 2 dén 100 ma khong ghi haisé 0 va 1,
ca hop sb 13n sé nguyén té déu 16m hon 0 va 1.

Ta c6 thé dién dat giai thuat sang Eratosthene nhu sau:
Procedure Eratosthene(var Prime[1..n]: boolean);
Var i,j,m:integer;
Begin
for i:=1 to n do Prime[i]:=True;
Prime[1]:=false; m:= Trunc(Sqrt(n));
For i:=2 to mdo
if (Prime[i])then Prime[Boi cua i]:= False;
End;

Pau tién x6a s6 1 ra khoi tap cac sé nguyén tb. Tiép theo s6 1 12 s6 2, 1a s6 nguyén
t6 gitr lai. Tiép thep x04 tat ca cac boi cua 2 ra khoi bang. S6 dau tién khdng bi
x04 12 56 3 (s6 nguyén tb). Tiép theo xoa cac boi cua 3...

Giai thuat tiép tuc cho dén khi gip sé nguyén té Ion hon hodc bang sqrt(n) thi
dirng lai. Tét ca cac s6 khong bi xo0d 1a sb nguyén té.
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ENNEE: EEEE: =
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]
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Pr)mzahlen;
(S0 nguyén to)

2 3

i1 13
23 29
41 43
59 61
73 79

97 101 103 107

109 113

5

17
31
47
67
83

7

19
37
53
71
89

Vé6i mdi s6 nguyén t6 p nhd hon Vi , vong 1ap bén trong s& thuc hién n/p lan.

Do d6 thai gian thyuc hién thuét toan tuong duong véi Yp < n% ,ma Y p< n%

O(n log log n)

vi vdy d6 phuc tap 12 O(n log log n). Tuy nhién n6 phai tim tat cac s6 nguyén t6
nho hon n dé kiém tra n 14 s6 nguy@n to, dé kiém tra sé nguyén t6 rat 16n thi diéu

nay la khéng kha thi.
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2.3.2. Phuong phap xac suat

2.3.2.1. Thuat toan Fermat

1). Co s& ly thuyét cia giai thuat: a** = 1(mod p)
DPinh ly 2.8. (Pinh ly nhé Fermat)

Néu p 1a s6 nguyén té va 1 <a < p thi

Hé qua

Néu p 12 s6 nguyén t, a 12 s nguyén, thi a® = a (mod p)

Vidu: a=2thi

Vé6ip=3: a*l=4 =1mod 3 V6ip=4:. a*l=8 =0 mod 4
V6ip=5: a*'=16 =1mod5 V6ip=6: a®'=32 =2mod6
V6ip=7: a’™=64 =1mod7 Vsip=8: a®l=128 =0mod

V6ip=9: a®'=256 =1mod9

Ké&t qua trén xac nhan khi p 1a sé nguyén t6 thi 2P =1 (mod p), va ciing cho mot
phong doan rang p khéng phai 1a sé nguyén té khi 2P =1(mod p). Tuy nhién
phong doan nay lai khong ding, chang han nhu n = 341 khong phai 1 s6 nguyén
t6 nhung nod van thoa 23*' -1 =1 (mod 341).

Cac s6 ma thoa man dinh Iy Fermat ma khdng phai 12 s6 nguyén té goi 1a sé gia
nguyén t6 va dugc dinh nghia nhu sau:

Dinh nghia 1.2
Mot sé gia nguy@n té co s a 1a mot hop sé nguyén n thoa mén a™*= 1(mod n).
2). Giai thuat:

Néu s6 gia nguyén té co so a khong ton tai thi dinh ly Fermat cho mot cach
rat don gian dé kiém tra s6 nguyén t6. Pang tiéc s6 gia nguyén té co so a lai ton
tai Vi moi co so vi vay dinh Iy Fermat chi cho mét cach kiém tra thién vé hop sb
va thuat toan nhu sau:
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Boolean pseudoprime (n, b)

{
If (b*(n-1) % n == 1)return true;

Else return false;

Thuat toan Fermat duoc xay dung trén co sé thuat toan kiém tra thién vé hop s6
& trén. N6 sé kiém tra mot so n la gia nguyén to vai so lan kiém tra la k, két luan
n la s6 nguyén t6 vai xac suat nao dé néu n6 vuot qua k lan kiem tra. Thuat toan
nhu sau:

Thuat toan pseudoprime c6 do phic tap 12 O(log n). Thuat toan kiém tra Fermat
thuc hién pseudoprime k lan vi vay d6 phuc tap s& 1a O(k.log n). Do vay no6 la
thuat toan xac suat kiém tra sé6 nguyén té hiéu qua.

Boolean fermat (n, k)

{
For (i from 1 to k)
{ b = random(2, n-1); //inclusive
If (!pseudoprime(n,b)) return false;
by
return true; //probably prime
by

2.3.2.2. Thuat toan Miller - Rabin
1). Co s& ly thuyét cia giai thuat:
Cho p 12 mot s6 nguyén t6, a 1a s6 nguyén khdng chia hét cho p, ta c6 :
aPl=1(modp) (1)
a?=1(mod p) < a=1 (mod p) hoic a=-1 (mod p). (2).

Hai tinh chét trén kha quen thudc trong sé nguyén to, ta co thé dé dang
chung minh.
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Véi p-1 = q.2! trong d6 q 1a mot s6 nguyén duong 1&. Theo (1) va (2) moi
sb a khdng chia hét cho p ta déu o :

a%=1 (mod p) hoac

at? =-1 (mod p) v&i mot s6 nguyén r nao d6 thoa 0 <r < t. (*)

Nhu vay, mot s6 n 1a nguy@n té thi nd phai thoa man diéu kién trén véi moi
1 < a < n-1, nguoc lai néu ton tai mot a khdng thoa man tinh chat trén thi chac
chan n khong phai 1a sé nguyén to.

Mt khéc, ta c6 thé ching minh dwogc rang, néu n 1a mot hop sé 1¢ > 3 thi
c6 khéng qua nT_l gia tri a trong khoang 1 dén n-1 thoa méan (*). Do d6, véi mot
s6 a chon ngau nhién trong khoang 1 dén n-1, thi xac suat a thoa man (*) khong
qué% , va néu k 1an chon thi xac suat dé moi lan chon déu thoa man 1a khéng qua

1
k "
Tir d6, nguoi ta da dua ra mot thuat toan xac suat cho phép kiém tra mot sd

n c6 phai nguyén té hay khdng trong thoi gian da thic véi do chinh xéc rat cao
thuat toan (Miller - Rabin).

Thuat toan Miller — Rabin thuc hién vé ban chat né tinh a” mod n bing
phuong phéap binh phuong lién tiép. Thuat toan Miller — Rabin thuc hién k 1an

, . 4 A . - s 1
tinh a” mod n véi xac suat phan loai sai la < e

Phan quan trong nhat Ia kiém tra a c6 thoa man tinh chét (*) hay khéng.
Trudc hét, ta phai tinh a% mod n, néu ta tinh bang thuc hién tuan tu cac phép nhan
g lan thi chi phi s& rat Ion (g cd thé ti 1& v&i n). Vi ta chi can tinh luy thira modulo
n nén ta c6 mot phuong phép rat hay : Phuong phép binh phuong lién tiép.

Y tudng co ban ciia né nhu sau : phan tich q dang nhi phan, g s& c6 dang
tong cua cac luy thira cua 2.

Ta xa@y dung day {u} nhu sau :

-Up=a

-Ukt =Uk2modnV k e N,

Khi d6, ta d& dang chang minh uy = a2 mod n.

Khi d6, a; mod n s& duoc tinh bang tich theo modulo n cua cac uy tuong
ung vai cac luy thura caa 2 trong phan tich nhi phan cuaa q.
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2). Giai thuat:
Thuat toan duoc trinh bay nhu sau:

Algorithm for the Miller-Rabin Probabilistic Primality Test

Miller-Rabin(n,t)
INPUT: An odd integer n>1 and a positive
security parameter t

OUTPUT: the answer “COMPOSITE” or “PRIME”

Write n-1 = 2°r such that r is odd
Repeat from 1 to t
Choose a random integer a which satisfies 2<a<n=1
Compute y=a" mod n
If y<>1 and y<>n-1 then DO
j=1
while j<s and y<>n-1 then DO
y:=y2modn
if y=1 then return(“COMPOSITE”)
=l
if y<>n-1 then return(“COMPOSITE”)
return(“PRIME”)
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2.3.2.3. Thujt todn AKS
1). Co s& ly thuyét cia giai thuat:

Thang 8 nam 2002, ba tac gia Manindra Agrawal, Neeraj Kayal va Nitin
Xaxena (Vién cong nghé Kanpur An D) cong b thuit toan kiém tra tinh nguyén
t6 véi do phic tap da thirc (thuong goi 1a thuat toan AKS). N6 thoa méan ba tinh
chat:

- Xac dinh: Ludn cho cau tra 1oi chinh xac.

- Khong diéu kién: Khong bac bo bat ctr gia thiét khong duoc chitng minh
nao chang han nhu gia thiét Riemann.

- Thoi gian da thirc: Do phuc tap thoi gian caa thuat toan la da thuc.
Thuat todn xuat phat tir y tuéng sau:

S6 nguyeén t6 p 1a nguyén té khi va chi khi dang thire sau dang véi mot s6
nguyén a nao d6 ma nguyén té clng nhau véi p:

(x-a)P =xP—a (mod p) (*)

Nhu viéc kiém tra dang thuc trén khdng phai don gian (khi p du Ion), cho
rdt gon hai vé cta ding thire trén theo modulo da thtrc xr -1 (Vi r 1a mét s6 nguyén
c6 tinh chat “dic biét”), sau d6 lai rdt gon cac hé sé cua két qua thu dugc theo

modulo p. Tuc la hé thuc sau:

(x-a)P =xP—a (mod x"-1,p) (**)
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Biéu thirc (**) c6 thé xay ra trong mot s truong hop p 1a hop s, nhung
nguoi ta da chimg minh dugc rang khdng hop sé p nao thoa man (**) véi moi a
nam trong ving 1< a < \r log p . Nhu vay viéc kiém tra (**) cho céc s a nam
trong vling nay sé& twong duong voi viéc kiém tra tinh nguyén t cua p va thuat
toan c6 do phuec tap 1a da thuec.
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2). Giai thuat:

Thuat toan duoc trinh bay nhu sau:

Input: integer n>1;

1. If (n is of the form ab, b>1) output COMPOSITE;

2. r=2;

3. while (r<n){

4, If (ged(n,r) # 1) output COMPOSITE;

5. If (r is prime)

6. Let g be the largest prime factor of r-1;

7. If (9> 4~r log n) and (n((r-1)/2) =/ 1 (mod r)) break;
8. r—r+1,

9. }

10. Fora=1to2+rlogn
11. if ((x-a)n=/ (xn—a)(mod xr — 1, n)) output COMPOSITE;

12.  Output PRIME;
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Thuat toan AKS trén day dugc ching to 1a c6 do phuac tap thoi gian la da thac
c& O(log2n) khi thir trén sé n bat ky, nhung néu thir véi sé nguyén cé dang
Sophie German (dang 2P +1) thi do phuc tap s& chi ¢ O(log*?n)

2.4 Két luan chwong:

Chuong 2 d3 néu ra khai niém cua mot sé nguyén té, tinh chat va dinh 1y co ban
cua s6 nguyén td, sy phan bd cua sé nguyén té trong sb hoc. Bong thoi chuong
nay gilp em tim hiéu duoc cac sé nguyén té cé dang dac biét nhu Mersenne.
Fermat, Trong mersenne chuwong néu ra dugc danh sach sé nguyén té da biét va
s6 liéu thong ké cua nguoi tim ra va vu-nhugce diém cua Mersenne. Cubi chuong
néu ra mot sé phuong phéap kiém tra s nguyén to, kiém tra lucas-lehmer. ta c6
thé biét qua vai phuong phap nhu, phuong phap c6 dién va phuong phap xac xuat.
cac dinh Iy va khai niém o chuong 2 1a tién dé dé tiép tuc xay dung chuong trinh
& chuong tiép theo
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CHUONG 3: UNG DUNG CUA SO NGUYEN TO VA THU NGHIEM
CHUONG TRINH

3.1. THU NGHIEM CHUONG TRINH
3.1.1. Cau hinh h¢ théng.

- Y&u cau phan ciing: Phan cang ti thiéu dé nghi cho tat ca may du cai dat
va su dung chuong trinh Demo

+ T6i thiéu 12 i3 3210.
+ Dung luong RAM dé nghi 8gb.
+ Dung lwong can dé cai dit chuong trinh 15GB.

- Yéu cau phan mém : Chuong trinh chay trén nén tang hé diéu hanh
Windows, Vsual Studio, can cai dit ASP.NET MVC, Desktop Devellogment with
C++, C#.

3.1.2. Chirc nang chinh.
Chuong trinh cho phép thuc hién cac chirc nang sau :
- Kiém tra mot s6 nguyén tb.
- Tinh s6 nguyén t6 dang Mersenne 2N-1.
- Liét k& cac sd nguyén té trong mot pham vi.
- Phan tich thira s6 nguyén té.

*Lwu y: Chuong trinh em viét cic s6 nguyén to bang kiéu int(32bit)(-
2,147,483,648 t6i 2,147,483,647). Nén s& c6 mot han ché @6 1a cac sd 16n hon
kiéu int, thi chuong trinh s& khong kiém tra duoc sé nguyén to
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3.1.3 Kiém tra mot s6 nguyén to:

Nhap céc day sb tir 2 — 5000 vao Kiém tra chuong trinh
Tim s nguyén té trong pham vi 1-5000

Qua kiém tra chuong trinh ta c6 :

Két qua thu vé 2, 3,5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47, 53, 59,
61, 67, 71, 73, 79, 83, 89, 97, 101...4999 day la diy sé nguyén t6 tur 1- 5000.

Kiém tra sb nguyén té

KIEM TRA MOT SO NGUYEN TO TINH SO NGUYEN TO MERSENNE (2*N-1) LIET KE SO NGUYEN TO TRONG MOT PHAM VI PHAN TiCH THUA SO NGUYEN TO

[ Check |
Day la s6 nguyén t6

Kiém tra s6 nguyén to

KIEM TRA MOT SO NGUYEN TG TINH SO NGUYEN TO MERSENNE (2*N-1) LIET KE SO NGUYEN TO TRONG MOT PHAM VI PHAN TICH THUA SO NGUYEN TO

[ Check |
Day khéng phai s6 nguyén to

Hinh 3.1.3 Kiém tra s6 nguyén t5 2,5000
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3.1.4 Tinh sb nguyén té dang Mersenne ( 2"-1)
Theo sb nguyén té dang Mersenne phat biéu trong chuong (2.2.1.2) cac s6
nguyén dang 2"-1 Ia nhirng s6 nguyén tb néu:

pe{ 2,3,5,7,13,17,19,31,61,89,107, 521, 607,1279,2203,2281,3217,4253, 4423,
9689, 9941,11213,19937, 21701, 23209, 44497, 86243,}. Theo Wikipedia

Str dung kiém tra Lucas-Lehmer vao thuat toén.
Tién hanh kiém tra day so:

Kiém fra s& nguyén t&

KIEM TRA MOT SO NGUYEN TO TENH SO NGUYEN TO MERSENNE (2°N-1) LIET KE 56 NGUYEN TG TRONG MOT PHAM VI PHAN TICH THUA 56 NGUYEN TO

[ Check |
Ket qua phép tinh 242-1=3
Is0 Mersenne nay la s6 nguyén to

Kiém tra sé nguyén t6
KIEM TRA MOT SO NGUYEN TG TENH SO NGUYEN TO MERSENNE (2°N-1) LIET KE SO NGUYEN TO TRONG MOT PHAM VI PHAN TiCH THUA SO NGUYEN TO
K&t qua phép tinh 2°11213-1 =

281411201369737313339315297584258419181866238201360078789241934934551517668227631381071509474563325707419878930853507153734244501641888180178939054870941439185725757154
56 Mersenne nay la sb nguyén t6

Hinh 3.1.4. Két qua tra vé cua chuong trinh tinh s6 nguyén té 2"-1caa 2, 11213.
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3.1.5. Liét ké s6 nguyén té trong 1 pham vi:
Kiém tra trong khoang sé tir 1->5000:

Kiém tra sb nguyén té

TG MERSENNE (2*N

Start:
End
[ Check]

Céc s6 nguyén 16 trong khodng tir 1 dén 5000:

2 357 11 13 17 19 23 29 31 37 41 43 47 53 59 61 67 71 73 79 83 89 97 101 103 107 109 113 127 131 137 139 149 151 157 163 167 173 179 181
191 193 197 199 211 223 227 229 233 239 241 251 257 263 269 271 277 281 283 293 307 311 313 317 331 337 347 349 353 359 367 373 379 383 389 397
401 409 419 421 431 433 439 443 449 457 461 463 467 479 487 491 499 503 509 521 523 541 547 557 563 569 571 577 587 593 599 601 607 613 617

619 631 641 643 647 653 659 661 673 677 683 691 701 709 719 727 733 739 743 751 757 761 769 773 787 797 809 811 821 823 827 829 839 853 857

859 863 877 881 883 887 907 911 919 929 937 941 947 953 967 971 977 983 991 997 1009 1013 1019 1021 1031 1033 1039 1049 1051 1061

1063 1069 1087

1091 1093 1097 1103 1109 1117 1123 1129 1151 1153 1163 1171 1181 1187 1193 1201 1213 1217 1223 1229 1231 1237 1249 1259 1277 1279 1283 1289 1291

1297 1301 1303 1307 1319 1321 1327 1361 1367 1373 1381 1399 1409 1423 1427 1429 1433 1439 1447 1451 1453 1459 1471 1481 1483 1487
1511 1523 1531 1943 1549 1553 1559 1567 1571 1579 1583 1597 1601 1607 1609 1613 1619 1621 1627 1637 1657 1663 1667 1669 1693 1697
1723 1733 1741 1747 1753 1759 1777 1783 1787 1789 1801 1811 1823 1831 1847 1861 1867 1871 1873 1877 1879 1889 1901 1907 1913 1931
1973 1979 1987 1993 1997 1999 2003 2011 2017 2027 2029 2039 2053 2063 2069 2081 2083 2087 2089 2009 2111 2113 2129 2131 2137 2141
2179 2203 2207 2213 2221 2237 2239 2243 2251 2267 2269 2273 2281 2287 2293 2297 2309 2311 2333 2339 2341 2347 2351 2357 23711 2377
2393 2399 2411 2417 2423 2437 2441 2447 2459 2467 2473 2477 2503 2521 2531 2539 2543 2549 2551 2557 2579 2591 2593 2609 2617 2621
2659 2663 2671 2677 2683 2687 2689 2693 2699 2707 2711 2713 2719 2729 2731 2741 2749 2753 2767 2777 2789 2791 2797 2801 2803 2819
2851 2857 2861 2879 2887 2897 2903 2909 2017 2927 2939 2953 2957 2063 2969 2971 2999 3001 3011 3019 3023 3037 3041 3049 3061 3067
3109 3119 3121 3137 3163 3167 3181 3187 3191 3203 3209 3217 3221 3229 3251 3253 3257 3250 3271 3299 3301 3307 3313 3319 3323
3347 3359 3361 3 3389 3407 3413 3433 3449 3457 3461 3463 3467 3469 3491 3499 3511 3517 3527 3529 3533 3539 3541 3547

3583 3593 3617 3637 3643 3673 3677 36N 3701 3709 3727 3733 3739 3761 3779

3823 3833 3853 3881 3889 3917 3919 3923 3031 3943 3067 3989 4019

TO MERSENNE (21 SO NGUYEN TO TRONG MOT PHAM VI

Start
End
[ Cheex |

859 863 877 881 883 887 907 911 919 929 937 941 947 053 967 971 O77 983 991 997 1009 1013 1019 1021 1031 1033 1039 1049 1051 1061

1489
1699
1933
2143

2381
2633
2833
3079
3329
3557

1493 1499
1709 1721
1949 1951
2153 2161
2383 2389
2657
2843
3089
3343
3571
3803

4049

1063 1069 1087

1091 1093 1097 1103 1109 1117 1123 1129 1151 1153 1163 1171 1181 1187 1193 1201 1213 1217 1223 1229 1231 1237 1249 1259 1277 1279 1283 1289 1291

1297 1301 1303 1307 1319 1321 1327 1361 1367 1373 1381 1399 1409 1423 1427 1429 1433 1439 1447 1451 1453 1459 1471 1481 1483 1487
1511 1523 1531 1543 1549 1553 1550 1567 1571 1579 1583 1597 1601 1607 1609 1613 1619 1621 1627 1637 1657 1663 1667 1669 1693 1697
1723 1733 1741 1747 1753 1759 1777 1783 1787 1789 1801 1811 1823 1831 1847 1861 1867 1871 1873 1877 1879 1889 1901 1907 1913 1931
1973 1979 1987 1993 1997 1999 2003 2011 2017 2027 2029 2039 2053 2063 2069 2081 2083 2087 2089 2099 2111 2113 2129 2131 2137 2141
2179 2203 2207 2213 2221 2237 2239 2243 2251 2267 2269 2273 2281 2287 2293 2207 2309 2311 2333 2339 2341 2347 2351 2357 2371 23717
2393 2399 2411 2417 2423 2437 2441 2447 2459 2467 2473 2477 2503 2521 2531 2539 2543 2549 2551 2557 2579 2591 2593 2609 2617 2621
2659 2663 2671 2677 2683 2687 2689 2693 2699 2707 2711 2713 2719 2729 2731 2741 2749 2753 2767 2777 2789 2791 2797 2801 2803 2819

2851 2857 2861 2879 2887 2897 2903 2909 2917 2927 2939 2953 2957 2963 2969 2971 2999 3001 3011 3019 3023 3037 3041 3049 3061 3067

3109 3119 3121 3137 3163 3167 3169 3181 3187 3191 3203 3209 3217 3221 3229 3251 32653 3257 3259 3271 3299 3301 3307 3313 3319 3323

3347 3359 3361 337 373 3389 3391 3407 3413 3433 3449 3457 3461 3463 3467 3469 3491 3499 3511 3517 3527 3529 3533 3539 3541 3547
3

3581 3583 3593 3607 3613 3617 3623 3631 3637 3643 3659 3671 3673 3677 3691 3697 3701 3709 3719 3727 3733 3739 3761 3767 3769 3779
3821 3823 3833 3847 3851 3853 3863 3877 3907 3911 3917 3919 3023 3929 3931 3943 3947 3067 3989 4001 4003 4007 4013 4019
4051 4057 4073 4079 4091 4093 4099 4111 9 4133 4139 4153 4157 4159 4177 4201 4211 4217 4219 4229 4231 4241 4243 4253 4259
4283 4289 4207 4327 4337 4339 4349 4357 4391 4397 44090 4421 4423 4441 4447 4451 4457 4463 4481 4483 4493 4507 4513 4517
4549 4561 4567 4583 4591 4597 4603 4621 4 4643 4649 4651 4657 4663 4673 4679 4691 4703 4721 4723 4729 4733 4751 4759 4783
4799 4801 4813 4817 4831 4861 4871 4877 4909 4919 4931 4933 4037 4043 40951 4957 4967 4969 4973 4987 4993 4999

Hinh 3.1.5. Két qua nhan duoc sau khi liét ké tir 1 -> 5000.
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1489
1699
1933
2143
2381
2633
2833
3079
3329
3557
3793
4021
4261
4519
4187

1493 1499
1709 1721
1949 1951
2153 2161
2383 2389
2647 2657
2837 2843
3083 3089
3331 3343
3559

3797

4027

4271

4523

4789 4793




3.1.6. Phan tich thira s6 nguyén té:
Xét cac thira s6 nguyén tb: 27,102,1001,5000:

Két qua thu dugc: 27 = 3x3x3, 102 = 2x3x17, 1001 = 7x11x13 .

Kiém tra s6 nguyén td

KIEM TRA MOT 56 NGUYEN TO TINH SO NGUYEN TG MERSENNE (2*N-1) KIEM TRA SO NGUYEN T TRONG MOT KHOANG PHAN T1CH THIUA 56 NGUYEN TG

Nhap s

Thira s6 nguyén to ctia 27:
33

3 3

Kiém tra s nguyén t&

KIEM TRA MOT SO NGUYEN TO TENH SO NGUYEN TO MERSENNE (2*N-1) ET KE 56 NGUYEN TO TRONG MOT PHAM VI PHAN TfCH THITA SO NGUYEN TO

Nhap sb:
[ check |

Thira s6 nguyén tb cia 102
2317
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Kiém tra s6 nguyén t6

TENH SO NGUYEN TG MERSENNE (2% T KE 56 NGUYEN TO TRONG MOT PHAM VI PHAN TICH THU'A 56 NGUYEN TO

Nhap sé:
[ check |

Thira 56 nguyén t6 ctia 1001
1

Kiém tra s6 nguyén to

KIEM TRA MOT SO NGUYEN TO TENH SO NGUYEN TO MERSENNE (2"N-1) KE 5O NGUYEN TG TRONG MOT PHAM VI PHAN TfCH THU'A SO NGUYEN TO

Nhap sb-
[ check |

Thira s6 nguyén t6 ciia 5000
2225555

Hinh 3.1.6 Phan tich thira s6 nguyén t6 27,102,1001,5000.

o1



3.2 Két luan chuong

Chuong 3 chay thir nghiém chuong trinh Kiém tra cac sé nguyén td dang
Mersenne (2"-1). Chuong trinh phan tich ra cac thira s6 nguyén té va kiém tra mot
sb 6 phai sb nguyén té hay khéng, Tinh sb nguyén té dang Mersenne 2"-1 theo
kiém tra lucas-lehmer. Liét ké s6 nguyén té trong mot pham vi bang phuong phap
sang eratosthenes. Phan tich thira s6 ra céc thira sé nguyén té.
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KET LUAN

Em d trinh bay y nghia vai tro ciia s6 nguyén té trong an toan - bao mat
thong tin. Trén so &6 em da khao sat mot s6 thuat toan phan tich sé nguyén té 16n.
C6 rat nhiéu thuat toan phan tich sé nguyén tb tuy nhién céc thuat toan d6 khong
dap ing duoc yéu cau khi s nguyén té da 16n. Vi dy thuat toan Sang Binh Phuong
la thuat todn manh nhat hién nay nhung chung chi xac dinh dugc mot sé nguyén
t6 12 s6 nguyén td khi n6 nho hon nho hon hodc bang 1 ham sé thap phan con néu
mét sé nguyén té du 16n hon 100 chir s thap phan thi chuong trinh chay véi thuat
toan d6 khong kha thi dbi v6i may tinh thong thudng hién nay. D6 an cua em da
cho phép xac dinh mot s6 1a s6 nguy@n té hay khong co do rat Ion véi thoi gian
chay thuc té cho két qua dung néu s6 do c6 dang 2™L. Trong d6 n 1a s6 nguyén to.
*Han ché:

Mic du em rat cd gang nhung do thoi gian bi han ché va sy hiéu biét cua
em c6 han nén chi ding lai ¢ tim hiéu cac dang s6 nguyén t6 da dugc phat trién
va hinh thanh tir trudc. nén cd thé trong d6 &4n em con mot sé han ché. Em rat
mong nhan dugc Y Kién dong gop dén tir thay co gido. Em xin chan thanh cam on
cac thay co

53



CPTAI LIEU THAM KHAO

[1.]JAlfred J. Menezes. Paul C. van Ooschot, Scott A. Vanstone: “Handbook of
applied Cryptography”, CPC press: Boca Raton-Newyork-london-Tokyo, 1998.

[2.]JL.MAdleman(1994): “the function field Sieve:(1994),” Number
Theory(LNCS 877). 108-121(1994).

[3.]Neal Koblitz(2000): “ Co s& cua ly thuyét sé va mat ma(ban dich anh-viét)”.
Springer-Veilog: Newyork, Bedtine, Heiderberg London, Paris, Tokyo (2000).

12.04 LTS Install Guide, Symmetrix Technologies.

[4.]JHb Vian Canh (cha bién), Lé Danh Cudng (2018) : <> M4t ma va an toan
thong tin’’. Nha xuat ban thong tin — Truyén Théng ; 2018

[5.]Hoc vién k¥ thuat mat ma (2008), “B¢ giao thiee TCP/IP”, Hoc vién Ky thuat
mat ma, Ha Noi[8.]https://fossies.org/linux/snort/configure.in

[6.]https:/Ivi.wikipedia.org/wiki/S®%E1%BB%91 Lucas#:~:text=S%E1%BB%9
1%20nguy%C3%AAN%20t%E1%BB%91%20Lucas%201%C3%A0,s%E1%BB
%91%20A005479%20trong%20b%E1%BA%A3ng%200EIS)

[7.]https://www.snort.org
[8.]https://seclists.org/snort/
[9.]https://fossies.org/linux/snort/configure.in

[10.]https://www.academia.edu/4302986/Cai_d%E1%BA%B7t_Snort_Barnyard
_BASE tren Cent OS 5 2

54



