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MO PAU

Théng tin 1a mot tai san vo clng quy gia caa chinh phu, t6 chic, doanh nghiép
hay bat cir mot ca nhan nao. Ngay nay, nho ¢é Internet va mang may tinh nén viéc trao
d6i thong tin dwgc thuc hién ngay cang dé dang, thuan tién va nhanh chong hon bao gid
hét. Tuy nhién, viéc trao doi thong tin trén cac thiét bi dién tir vd mang may tinh lai ton
tai rai ro mat an toan thdng tin. Thong tin quan trong nam & kho dit liéu hay dang trén
duong truyén cd thé bi trom cip, c6 thé bi 1am sai léch hoic c6 thé bi gia mao. Diéu d6
s& lam anh huéng toi hoat dong cua cac to chire, cong ty hay ca mot quéc gia. Nhing bi
mat kinh doanh, tai chinh 1 muc tiéu cua cac ddi thu canh tranh. Tin tic v& an ninh qubc
gia ciing ludn 1a muc tiéu caa cac to chirc tinh bao trong va ngoai nudc. Chinh vi vay
viéc gitr bi mat thdng tin 1a mot van dé rat quan trong d6i voi to chirc va ca nhan.

Theo s liéu cia CERT (Computer Emegency Response Team), s6 luong c4c vu
tan cong trén Internet mdi ngay mot nhiéu, quy mé caa ching mdi ngay mot 16n va
phuong phéap tin cdng ngay cang hoan thién.

Truéc nhitng van dé thyc tién dit ra nhu vay, luan van: “Mang may tinh va giai
phép bao mat théng tin cho mang may tinh ctia cong ty CMC Telecom” tap trung vao
nghién ctru cac phuong phap bao mat mang thong tin dit li¢u véi nhitng tinh nang an
toan cao hién nay. Luan van trinh bay nhitng vin dé ki thuat quan trong vé bao mat
mang, bao gom ca IDS/IPS va dé xuat giai phap bao mat phi hop véi yéu cau va diéu
kién thuc té cho hé thbng mang may tinh cua cong ty CMC Telecom.



CHUONG |: TONG QUAN VE MANG MAY TINH VA VAN PE

1.1. Tong quan dé tai
1.1.1. Khéi quét vé mang may tinh
Mang may tinh 12 mot hé thong cac may tinh don 1¢ dugc két ndi véi nhau thdng
qua céc thiét bi két ndi mang va phuong tién truyén théng (giao thac mang va moi truong
truyén dan) theo mot kién trac nao d6 va cac may tinh nay trao d6i thdng tin qua lai véi
nhau. Néu mot may tinh nay cé thé guri hodc nhan dit liéu dén tir mot may tinh khéc tur
xa, thi hai may tinh nay dugc cho la trong mét mang.

Mang 1& mot nhém cac thiét bi dugc két ndi véi nhau. Mang cd thé dugc phan
loai thanh nhiéu dic diém khac nhau, chang han nhu phuong tién dwgc sir dung dé van
chuyén dit liéu, giao thuc truyén thong duoc sir dung, quy md, cau tric lién két, loi ich
va pham vi to chizc. Mang may tinh bao gom hai hoac nhiéu may tinh dugc lién két dé
chia sé tai nguyén nhu mdy in, Cac thiét bi khac, chuong trinh,... trao d6i tép hoic cho
phép giao tiép dién tir. Cac may tinh trong mang may tinh c6 thé duoc lién két théng
qua cap, duong day dién thoai, séng vd tuyén, vé tinh hozc chim anh sang hong ngoai.

Ung dung ciia mang may tinh:

- M6t mang cung cap phuong tién dé trao doi dir liéu giita cac may tinh va cung

cap cac chuong trinh va dit liéu cho moi ngudi

- N6 cho phép chia sé tai nguyén cua may

- Két ndi mang ciing cung cap chirc ning sao luu.

- Két ndi mang cung cap mot moi truong mang linh hoat. Cac may tinh dat xa
nhau ciing c6 thé két ndi trao doi dir liéu cho nhau théng qua mang.

1.1.2. Céc thanh phan co ban
Pé mot hé théng an ninh mang hoat dong tét nd bao gom rat nhiéu thanh phan,
hoat dong trén cac nén tang va mai truong khac nhau nhu:

- Cac thiét bi dau cubi: May tinh, dién thoai, may quét, may in... cac thiét bi nay dugc
két n6i v6i nhau qua thiét bi két ndi hodc moi trudng truyén dan.
- Mbi trudng truyén dan: GOm céc thiét bi két ndi khong day nhu bo truyén tin hiéu,

bd phat song, song dién tur...

- Thiét bj két ndi vat 1y: Day ndi, modun,.... duoc két ndi truc tiép tir thiét bj dau cubi

nay sang thiét bi dau cubi khéc.



- Phan mém cho phép thuc hién viéc trao doi thong tin giita cac may tinh: La nhitng ing
dung, chuong trinh dugc cai dat trén cac thiét bj dau cudi va cé chic nang chia s¢ dir
liéu qua cac duong truyén khong day.

1.2. Kién trac mang may tinh va cac dich vu
1) Kién truc khach/chi (Client/Server):

La mot loai md hinh mang may tinh bao gdm 2 thanh phan la may chi va may
tinh. Trong d6 may chu dong vai trd cung cap cac dich vy theo yéu cau cia may khéch.

— R

B

\' -

Client

Hinh 1.1: M6 hinh mang khéach/cha(Client/Server)
2)Kién tric mang hang ngang(peer-to-peer)

Mang hang ngang la mot mé hinh mang may tinh binh dang. T4t ca cac may tinh
trong mang déu cd quyén va nghia vu nhu nhau.Chung vira 1a may cha vira 13 may
khach.

-
/ \
\ /

-

Hinh 1.2: M6 hinh mang mang hang ngang(peer-to-peer)



1.2.1. Cau truc lién két mang

Cau truc lién két mang biéu thi cach thirc ma cac thiét bi trong mang nhin thay
mdi quan hé logic hoic vat ly caa ching voi nhau. Mang may tinh cé thé duoc phan loai
theo cau tric lién két mang ma mang dua trén. Sau day 1a mot sé cau trac dién hinh.

1) Mang tuyén tinh (Bus network)

CAu triic mang & dang lién két diém — da diém. Tt ca cac thiét bi duoc két ndi
véi cap va giao tiép qua mot kénh chia sé duy nhét trén mot mach dién ding chung. Mai
doan cap duoc giéi han trong mot khoang d6 dai nao d6 do cac van dé vé suy hao tin
hiéu & tan s6 s6ng mang.

Hinh 1.3: CAu tr(ic mang tuyén tinh (Bus network)

2) Mang hinh sao (Star network)

Mang hinh sao 1a mang cuc bo (LAN) trong d6 tat ca cac n(t (may tram hoic céc
thiét bi khac) duoc két ndi truc tiép vai mot may tinh trung tdm chung. Cac may tram
duogc két néi gian tiép véi nhau théng qua may tinh trung tm. Trong mét sé mang hinh

sao, may tinh trung tim ciing c6 thé hoat dong nhu mot may tram.

[ ]

o 1

Hinh 1.4: CAu tric mang hinh sao (Star network)



3) Mang hinh vong (Ring network)

C4u tric lién két vong 1a mot cau hinh mang noi cac két néi thiét bi tao ra mot
duong dan di liéu hinh tron. Mai thiét bi duoc ndi mang dugc két ndi véi hai thiét bi
khac, giéng nhu cac diém trén mot vong tron. Cuing véi nhau, cc thiét bi trong ciu tric
lien két vong duogc goi 1a mang vong.

Trong mang vong, cac goi dir liéu di chuyeén tir thiét bi nay sang thiét bi khac cho
dén khi chung dén dich. Hau hét cac cau trac lién két vong cho phép cac goi chi di
chuyén theo mét hudng, duoc goi 1a mang vong mot huésng. Mot s6 khac cho phép di
lieu di chuyén theo mét trong hai huéng, dugc goi 12 hai chiéu.

Hinh 1.5: C4u tric mang hinh vong (Ring network)
4) Mang hinh lwéi (Mesh network)
La mdt mang ma trong d6 tat ca may tinh va thiét bi mang duoc két ndi véi nhau.
Thiét Iap cau trdc lién két nay cho phép hau hét cac duong truyén duoc phan phdi ngay
ca khi mot trong céc két ndi gap su cd. N6 1a mot cau trac lién két thuong duoc st dung
cho céc mang khong day. Duéi day 1a mot vi du trc quan vé thiét 1ap may tinh don gian
trén mang sir dung cau trac lién két lui.

Node 1 Node 2

Node 3

Hinh 1.6: CAu tr(ic mang hinh lu6i (Mesh network)
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5) Mang cau truc lién két cay hoiic phan cap

CAu trac lién két cay cd thé dugc bat ngudn tir cau trdc lién két hinh sao. Cau trdc
hinh cay c6 mét hé thong phan cap cua cac chum khac nhau, gidng nhu cac nhénh trong
mot céi cay.

1.2.2. Céc dich vu ciia mang Internet
1) E-mail

Pay 1a dich vu gui thu dién tir pho bién trén trén Internet. N6 cho phép ngudi
ding gui, nhan, chuyén tiép cac thu dién tir (ké ca thu co tép dinh kém).
2) WWW (World Wide Web)

La hé thdng cung cap thdng tin dua trén siéu van ban. N6 o thé coi nhu 1a dich
vu tin da phuong tién, n6 cho phép ngudi dung trinh duyét, tim kiém, truyén va to chirc
lien két cac trang web trén internet.

3) FTP (File Transfer Protocol)

La dich vy truyén tép (file) trén mang. Cac file duoc truyén duoc dinh dang duéi
dang van ban, hinh anh, video..., cdc phan mém ¢ng dung cé thé sir dung mién phi hozc
tha nghiém.

4) Telnet

La dich vu truy nhap tir xa. Pay la mot céng cu co ban cua Internet. Telnet cho
phép nguoi sir dung c6 thé truy cap vao mot may tinh va khai thac cac tai nguyén cua
may d6 hoan toan giong nhu dang ngdi trudc may cia minh.

5) Chat

La dich vu cho phép hoi thoai truc tuyén (gom cd: text chat, voice chat, video
chat). Chat 1a phuong tién thoi gian thuc, nghia 1a nhitng tir ban g& vao may tinh s& xuat
hién gan nhu tirc thoi trén man hinh cia ngudi nhan va tra 1oi caa ho ciing s& xuat hién
trén man hinh ctua ban nhu vay.

6) NewsGroup

La dich vu cho phép mot nhom nguoi sir dung mang dé trao ddi thdng tin xung
quanh mot dé tai.

7) Usenet

La dich vu cho phép tap hop vai ngan nhém NewsGroup. Nhitng nhém trao doi
tin tic theo nhitng chung loai chuyén mdn nhat dinh (may tinh, khoa hoc, tin tac,..).
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Gidng nhu ban tin mot nguoi ¢6 thé guri di dé nhitng nguoi khac co thé doc va tra loi
hay tranh luan.

8)VolP
La dich vu dién thoai truyén qua giao thuc Internet.
9) Video Conference

La dich vu truyén hinh hoi nghi. Dich vu nay di gitip cho nhitng ngudi ¢ céc vi
tri dia Ii cach xa nhau cé thé nhin thay hinh anh caa nhau, néi chuyén duoc véi nhau
thdng qua mot phong hop ao.

10) WAP (Wireless Application Protocol)

La giao thuc truyén thdng mang lai rat nhiéu ¢ng dung thiét bi dau cubi di dong
nhu E-mail, wed, mua bén truc tuyén,ngan hang truc tuyén,thdng tin chirng khoan.
1.3. Cac nguyén tic nén tang caa an ninh mang
Déi vai nhiéu to chic, doanh nghiép, ca nhan thi thong tin va dir liéu dong mot vai tro
hét sizc quan trong trong doi song va cé khi anh huong téi sy ton vong caa ho. Vi vay,
viéc bao mat nhitng thong tin va dix liéu d6 1a diéu vo cung can thiét, nhat 1a trong boi
canh hién nay céc hé thong thong tin ngay cang dugc md rong va trg nén phic tap dan
dén tiém an nhiéu nguy co khong luong trude duoc.

Diéu nay cho thay vai trd ¢t yéu cua an ninh mang trong viéc bao hé hé thong
mang. Va nén tang quan trong caa an ninh mang bao gém 3 yéu té:

- Confidentiality (Tinh bi mat)
- Integrity (Tinh toan ven)
- Availability (Tinh sian sang)

Tay thudc vao tng dung va hoan canh cu thé, ma mot trong ba nguyén tic nay sé
quan trong hon nhitng céi khéc.



Data
Security

Hinh 1.7. M6 hinh bo ba CIA

Confidentiality, Integrity, Availability, duoc goi la: M6 hinh bo ba CIA. Ba
nguyeén tac cét 16i nay phai dan duong cho tat ca cac hé thong an ninh mang. Bo ba CIA
cling cung cap mot cong cu do (tiéu chuan dé danh gia) d6i vai cac thuc hién an ninh.
Moi vi pham bat ky mot trong ba nguyén tac nay déu cé thé gay hau qua nghiém trong
d6i voi tat ca cac thanh phan cé lién quan.

1.3.1. Tinh bi mat
Bi mat Ia sy ngdn ngira viéc tiét 16 trai phép nhitng thdng tin quan trong, nhay
cam. Do 1a kha nang dam bao mic do bi mat can thiét duoc tuan thu va thdng tin quan
trong, nhay cam d6 duoc che gidu véi nguoi ding khong dugc cap phép. Tinh bi mat
cua théng tin c6 thé dat duoc bang cach gigi han truy cap vé ca mat vat ly, vi du nhu
tiép can tryc tiép t6i thiét bi luu trit thong tin d6 hoac logic, vi du nhu truy cap thong tin
d6 tir xa qua mdi truong mang. Sau day 1a mot sé cach thac nhu vay:

- Khda kin va niém phong thiét bi.
- Y&u cau d6i twong cung cap credential, vi du, cip username + password hay dic
diém vé sinh tric dé xac thuc.
- Str dung firewall hodc ACL trén router dé ngan chan truy cap trai phép.
- Ma& hoa thong tin stir dung cac giao thuc va thuat toan manh: SSL/TLS, AES, ...

Déi vai an ninh mang thi tinh bi mat rd rang 1a didu dau tién dugc nédi dén va nd
thudng xuyén bi tan cong nhét.

1.3.2. Tinh toan ven
Toan ven la su phét hién va ngin ngira viéc stra doi trai phép vé dir liéu, thong

tin va hé théng, do d6 dam bao dugc sy chinh xéac cua thong tin va hé théng. C6 ba muc
dich chinh cua viéc dam bao tinh toan ven:



- Ngan can sy lam bién dang noi dung thdng tin caa nhimg ngudi st dung khong
dugc phép.

- Ngin can su 1am bién dang noi dung thong tin khéng dugc phép hoic khéng cha
tam cua nhitng nguoi su dung dugc phep.

- Duy tri su toan ven di liéu ca trong noi bo va bén ngoai.

bam bao tinh toan ven cta thong tin, tirc 1a théng tin chi dugc phép x6a hoac sura
boi nhitng d6i twong dugc phép va phai dam bao rang thong tin van con chinh xéac khi
duogc luu trir hay truyén di. Vé diém nay, nhiéu nguoi thuong hay nghi tinh “integrity”
don gian chi 1a dam bao thong tin khong bi thay d6i (modify) 1a chwa day du. Ngoai ra,
mét giai phap “data integrity” c6 thé bao gom thém viéc xéac thuc ngudn gdc cua thdng
tin nay (thudc so hitu cua déi twong nao) dé dam bao thong tin dén tir mot ngudn dang
tin cay va ta goi do 1a tinh “authenticity” ctia thong tin. Sau ddy 13 mot s6 trudng hop
tinh “integrity” cua théng tin bi pha vo:

- Thay d6i giao dién trang chii caa mot website.
- Chan dtng va thay doi géi tin duoc giri qua mang.
- Chinh sira trai phép cac file dugc lIuu trir trén may tinh.

- Do ¢6 sy ¢b trén dudng truyén ma tin hiéu bi nhiu hoic suy hao dan dén thdng
tin bi sai léch.

1.3.3. Tinh sin sang
Tinh san sang bao dam cac ngudi st dung hop phap cuaa hé théng cé kha niang
truy cap dang luc va khong bi ngat quing tgi cac thong tin trong hé théng va tgi mang.
Tinh sin sang ¢ lién quan dén d6 tin cay cua hé thong. Pé ting kha nang chong choi
VGi cac cudc tin cong cling nhu duy tri 6 san sang caa hé thong ta co thé ap dung mot
s6 ki thuat nhu: Load Balancing, Clustering, Redudancy, Failover...

Moi hé thong thong tin déu phuc vu muc dich riéng ctia n6 va thong tin phai luén
lubn sian sang khi can thiét. Piéu d6 c6 nghia rang hé thong tinh toan su dung dé luu trix
va xir ly théng tin, c6 mot hé thong diéu khién bao mat sir dung dé bao vé no, va kénh
két ndi sir dung dé truy cap né phai ludn hoat dong chinh xac. Hé théng c6 tinh sin sang
cao hudng dén sy san sang & moi thoi diém, tranh dugc nhitng rai ro ca vé phan cang,
phan mém nhu: sy ¢b mat dién, hong phan cang, cap nhat, nang cap hé thong... dam
bao tinh sin sang cling c¢6 nghia 1a tranh dugc tan cong tir chdi dich vu.



1.4. Céc kiéu tan cong mang
1.4.1. VAn dé bao mat mang
Bao mat mang 1a qué trinh thuc hién cac bién phap phong ngira dé bao vé co s&
ha ting mang bén dudi khoi bi truy cap trai phép, sir dung sai, hoat dong sai, sira doi,
pha huy hoic tiét 16 khong ding cach. Van dé& bao mat mang ludn 1a mot van dé buc
thiét khi ta nghién ctu mot hé théng mang. Hé thng mang cang phét trién thi van dé
bao mat mang cang dugc dat 1én hang dau.

Khi nghién ctu mét hé théng mang ching ta can phai kiém soat van dé bao mat
mang & c&c cap do sau:

« Mrc mang: Ngin chin ké xam nhap bat hop phap vao hé théng mang.

« Mirc server: Kiém soét quyeén truy cap, cac co ché bao mat, qué trinh nhan dang
nguoi dung, phan quyén truy cap, cho phép cac tac vu

« Mtrc co sé dit liéu: Kiém soat ai, dugc quyén nhu thé nao véi mbi co so dit liéu

« Mtrc trudng thdng tin: Trong mdi co so dir liéu kiém soat duoc mdi truong di

liéu chira thdng tin khac nhau s& cho phép cac ddi twong khac nhau cé quyén truy cap
khac nhau.

« Mtic mat ma: Ma hod toan bg file dir liéu theo mot phuong phap nao do va chi
cho phép ngudi c6  chia khod” méi 6 thé st dung duoc file dir liéu.

1.4.2 Cac giai doan tan cong
- Tham do (Reconnaissace): Tham do muc tiéu la mét trong nhitng budc quan
trong dé biét nhiing thong tin trén hé théng muc tiéu. Hacker st dung ky thuat nay dé
kham phé hé théng muc tiéu dang chay trén hé diéu hanh nao, c6 bao nhiéu dich vu dang
chay trén cac dich vu dé, cong dich vu nao dang dong va cong nao dang mo, gom hai
loai:

. Passive: Thu thap cac thdng tin chung nhu vi tri dia 1y, dién thoai, email cta cac
c4 nhan, ngudi didu hanh trong td chuc.

. Active: Thu thap cac thong tin vé dia chi IP, domain, DNS, ... cua hé thong.

- Quét hé thdng (Scanning): Quét thim do hé théng 1a phuwong phap quan trong ma
Attacker thuong dung dé tim hiéu hé thong va thu thap cac thong tin nhu dia chi IP cu
thé, hé diéu hanh hay cac kién truc hé thbng mang. Mot vai phuong phap quét thong
dung nhu: quét cong, quét mang va quét cac diém yéu trén hé théng.
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- Chiém quyén diéu khién (Gainning access): Pén day hacker da bat dau dan dan
xam nhap duoc hé thong va tan cong no, da truy cap duoc n6 bang céc Iénh khai thac.
Cac lénh khai thac lubn ¢ bat ctir khéng gian nao, tir mang LAN cho téi INTERNET va
da lan rong ra mang khong day. Hacker c6 thé chiém quyén diéu khién tai:

. Mtc hé diéu hanh/mic wng dung.
. Muc mang.
. Tt chdi dich vy

- Duy tri diéu khién hé théng (Maitaining access): Dén day hacker bat dau phé
hong 1am hai, hoic cd thé cai trojan, rootkit, backdoor dé lay thong tin thém. Thuong
duogc thay str dung dé danh cap tai khoan tin dung, ngan hang.

- X04 dau vét (Clearning tracks): Puoc dé cap dén hoat dong dugc thuc hién bang
cach hacker cé tinh che dau hanh dong xam nhap caa minh. Hacker phai tim cach x6a
di dau vét mdi khi dot nhap bang cac phuong thicc nhu Steganography, tunneling,
andaltering log file.

1.4.3. Céc hinh thic tan cong mang phé bién hién nay
1) Tan cong bang phan mém doc hai (Malware Attack)

- Tan cong Malware 1a mot trong nhiing hinh thtc tdn cong qua mang pho bién
nhat hién nay. Malware bao gom:

« Spyware (phin mém gian diép)
« Ransomware (ma ddc tong tién)
o Virus

e Worm (phﬁn mém ddc hai lay lan voi toe do nhanh)

Thong thudng, Hacker sé tién hanh tdn cong ngudi dung théng qua cac 16 hong bao mat.
Hoic Ira nguoi dung Click vao mot dudng Link hodc Email (Phishing) dé cai phan mém
doc hai ty dong vao may tinh. Mot khi dugc cai dit thanh cong, Malware sé gay ra

nhitng hau qué nghiém trong:

« Chin cac truy cap vao hé thong mang va dir liéu quan trong (Ransomware).
« Cai dat thém phan mém doc hai khac vao may tinh nguoi dung.

« Danh cip dit liéu (Spyware).

o Pha hoai phﬁn cung, phén mém, 1am hé théng bi té li¢t, khong thé hoat dong.
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Hinh 1.8. T4n céng bang malware
Giai phap

« Sao luu dit liéu thudng xuyén: Viéc nay s& gitip ban khong phai lo ling khi dir
liéu bi pha huy.

o Thudng xuyén cap nhat phan mém: Cac ban cap nhat ctia phan mém (trinh duyét,
hé diéu hanh, phén mém diét Virus,.. .) S€ va 16i bao mat con tdn tai trén phién

ban cii, ddm bao an toan thong tin cho nguoi dung.

« Can than v&i cac Link hodc File la: bay la phuong thirc ltra ddo kha phé bién cua
Hacker. Chung s& giri Email hodc nhin tin qua Facebook, dinh kém Link
Download va néi ring d6 13 File quan trong hodc chira ndi dung hap dan. Khi tai
vé, cac File nay thuong nam ¢ dang .docx, .xlxs, .pptx hay .pdf, nhung thyc chat
1a File .exe (chuong trinh c6 thé chay duogc). Ngay luc ngudi dung Click mé File,

ma ddc s€ 1ap tirc bat dau hoat dong.

2) T4n cong gia mao (Phishing Attack)

Phishing (tin cong gia mao) 13 hinh thtc tin cong mang bang gia mao thanh mot don vi
uy tin dé chiém long tin va yéu cau ngudi dung cung cip thong tin ca nhan cho ching.
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Hinh 1.9 Tan cong phishing

Thong thuong, Hacker s€ gid mao 1a ngan hang, vi dién tr, trang giao dich truc
tuyén hodc cac cong ty thé tin dung dé Iira ngudi dung chia sé cac thong tin c4 nhan nhu:
tai khoan & mat khau ding nhap, mat khau giao dich, thé tin dung va cac thong tin quan

trong khac.

Phuong thirc tn cong nay thudng duoc thuc hién thong qua viéc giri Email va
tin nhan. Nguoi dung khi mé Email va Click vao duong Link gia mao s& duoc yéu cau
dang nhap. Néu “can cdu”, tin tic s& co dugc thong tin c4 nhan ctia ngudi ding ngay tirc
khéc.

Cac phuong thirc tin cong:
Gia mao Email:

Pay 13 hinh thirc Phishing kha cin ban. Tin tic s& giri Email dén ngudi dung dudi
danh nghia ctia mot don vi/to chirc uy tin nham dan du nguoi dung truy cap dén Website

gia mao

Nhirng Email gid mao thuong rat tinh vi va rat giong véi Email chinh chu, khién
ngudi dung nham 14n va tré thanh nan nhan cta cudc tan cong. Dudi day 1a mot s6 cach

ma tin tac thuong nguy trang:

« Dia chi nguoi gui (VD: Dia chi dting 1a sales.congtyA@gmail.com thi sé dugc
gia mao thanh sale.congtyA@gmail.com)

« Thiét ké cac cira s6 Pop-up gidng hét ban goc (ca mau sic, Font chit,...)

« Sir dung ky thuat gia mao duong din dé lra nguoi dung (VD: dudng dan
la congtyB.com nhung khi nhan vao thi diéu huéng dén contyB.com)

« Sir dung hinh anh thwong hiéu cua cac t6 chuc 1on dé tang do tin cay.
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Gia mao Website

Gia mao Website trong tin cdng Phishing I1a 1am gia mét trang cht khéng phai toan bo

Website. Trang dugc 1am gia thuong 13 trang dang nhap dé cudp thong tin cia ngudi

dung.

Website gia thuong c6 nhimg dic diém sau:

Thiét ké gidng dén 99% so véi Website géc.

DPuong dan chi khac mot ki tu duy nhat: VD: facebook.com va fakebook.com,
microsoft.com va mircosoft.com...)

Ludn c6 nhimg thong diép khuyén khich ngudi ding cung cap théng tin ca nhan.

Cach phong chong tin cong Phishing

Canh giac voi cac Email c6 xu hudng thiic giuc ban nhap thong tin cd nhan, thong
tin nhay cam (thong tin thé tin dung, thong tin tai khoan,..)

Khong Click vao cac duong dan duoc gii dén Email néu khong chac chin an
toan.

Khoéng tra 161 nhitng thu rac, ltra dao.

Luon cdp nhat phan mém, tng dung dé phong cac 16 hong bao mat ¢ thé bi tan
cong.

Cong cu han ché phishing

SpoofGuard: Pay 1a mdt Plugin trinh duyét twong thich véi Microsoft Internet
Explorer. SpoofGuard s& dat “canh bao” trén thanh cong cu cua trinh duyét. N6
s& chuyén tir mau xanh sang mau d6 néu ban vo tinh truy cip vao Website gia
mao Phishing. Néu ban cb nhap cac thong tin quan trong vao mot trang gia mao,
SpoofGuard s€ luu dit li¢u cua ban va dua ra canh béo.

Anti-phishing Domain Advisor: Thuc chit day 1a mot Toolbar (thanh cong cu)
gilp canh bao nhiing trang web ltra ddo, dya theo dir li€u cua cong ty Panda
Security.

Netcraft Anti-phishing Extension: Netcraft 1a don vi uy tin trong viéc cung cip
cac dich vu bdo mat. Trong sb do, tién ich mo rong chéng Phishing ctuia Netcraft

dugc danh gid rat t6t véi nhiéu tinh niang canh bao thong minh cho nguoi ding.
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3) Tén cdng trung gian (Man in the middle attack)

Tan cdng trung gian (MitM), con goi la tin céng nghe 1én, xay ra khi ké tin cong
xam nhap vao mot giao dich/sy giao tiép giira 2 dbi twong. Mot khi dd chen vao thanh
cdng, ching c6 thé danh cap dir liéu trong giao dich do.

HOW MAN IN THE MIDDLE ATTACKS WORK

ORIGINAL CONNECTION

Lt
ik %, -
USER/ VICTIM Q“’e% M WEB APPLICATION

-

MAN IN THE MIDDLE

Hinh 1.10. Tan c6ng trung gian
Cic hinh thirc tin cong trung gian.

« Sniffing: Sniffing hodc Packet Sniffing 14 k¥ thuat duoc sir dung dé nam bt cac
g6i dit liéu vao va ra ciia hé théng. Packet Sniffing ciing twong tu véi viéc nghe
trom trong dién thoai. Sniffing duwoc xem 13 hop phap néu duoc sir dung dung

cach. Doanh nghiép cé thé thuc hién dé tang cuong bao mat.

« Packet Injection: Ké tan cong s& dua cac goi dit liéu doc hai vao véi dir liéu thong
thuong. Bing cach ndy, ngudi dung tham chi khong nhan thiy tép/phan mém doc
hai boi ching dén nhu mot phan cta ludng truyén thong hop phap. Nhiing tap tin
nay rat pho bién trong cc cudc tan cong trung gian ciing nhu cac cudc tan cong

ttr chdi dich vu.

« Loai bo SSL: SSL Stripping hoic SSL Downgrade Attack 13 mot loai hiém khi
no6i dén cac cudc tan cong MiTM, nhung ciing 1a mot trong nhimg nguy hiém
nhat. Chirng chi SSL/TLS giit lién lac ctia chung t6i an toan truc tuyén thong qua
mi hoa. Trong cac cudc tin cong SSL, ké tin cong loai bo két ndi SSL/TLS va

chuyén giao thirc tir HTTPS an toan sang HTTP khéng an toan.
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Céch phong chong tan cong trung gian.

bam bao cac Website ban truy cap da cai SSL.

Khong mua hang hoac guri dit liéu nhay cam khi dung mang cong cong.
Khong nhép vao Link hoac Email doc hai.

Cé céc cong cu bao mat thich hop duoc cai dat trén hé théng cua ban.

Tang cudng bao mat cho hé thong mang cua gia dinh ban.

4) Tén cdng tir chéi dich vu (DoS & DDoS)

DoS (Denial of Service) 1 “d4nh sap tam thoi” mot hé théng, may chu hodc mang
ndi bo. Pé thuc hién duge diéu nay, cac Hacker thuong tao ra mot lugng
Traffic/Request khong 16 & cing mot thoi diém, khién cho hé théng bi qua tai.
Theo d6, ngudi dung s& khong thé truy cdp vao dich vu trong khoang thoi gian

ma cudc tan cong DoS dién ra.

Hinh 1.11.T4n cong tur chdi dich vu

M6t hinh thac bién thé cua DoS 1a DDoS (Distributed Denial of Service): Tin tic
str dung mot mang ludi cac may tinh (Botnet) dé tan cong nguoi ding.van dé ¢
day 1a chinh cac may tinh thuéc mang ludi Botnet s& khdng biét ban than dang bi
loi dung trg thanh cong cu tan cong.

M@t sé hinh thirc tan cong DDoS

Tan cong gay nghén mang (UDP Flood va Ping Flood)
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. Muyc tiéu: Gay qua tai hé théng mang bang lugng truy cap 16n dén tir nhiéu ngudn
dé chan céc truy cap thuc cua nguoi ding.

. Phuong thirc: Gay nghén dbi twong bang cac goi UDP va ICMP.
Tan coéng SYN flood (TCP)

. Muyc tiéu: Gay can tai nguyén may chu, ngin chin viéc nhan cac yéu cau két ndi
mai.

. Phuong thirc: Loi dung qué trinh “bit tay” 3 ching TCP, guri di yéu cau SYN dén
may chu va duoc phan hdi bang mot géi SYN-ACK. Nhung khong gui lai goi ACK,
diéu nay khién cho tai nguyén may chu bi st dung hét vao viéc doi goi ACK giri Vé.

Tan cong khuéch dai DNS

. Muc tiéu: Lam qua tai hé thong bang phan héi tir cac bo giai ma DNS.

. Phuong thic: Mao danh dia chi IP ciia may bi tin cong dé giri yéu cau nhiéu bo
giai ma DNS. Céc bo giai ma hoi dap vé IP ciia may c6 kich thudc goi dir liéu 6 thé 1on
hon kich thudc cua yéu cau téi 50 lan.

Céch phong chdng tan cong DDoS

. Theo dai Iuu luong truy cip cta ban: Vi cach ndy, ban c6 thé phat hién duoc
c4c vu tin cong DDoS nho ma tin tic van thuong dung dé Test nang luc cua mang ludi
truéc khi tan cong that su.

. Néu ban c6 thé xac dinh duoc dia chi caa cac may tinh thyc hién tan cong: c6 thé
tao mot ACL (danh séch quan ly truy cap) trong tuong lira dé thuc hién chin cac IP nay.
5) SQL Injection — TAn céng co sé dir ligu

SQL Injection 1a hinh thirc tAn cong trong do6 tin tdc chén mot doan ma ddc hai vao

server. Sau do sir dung ngon ngir SQL dé lay cap thong tin.

Hau qua nghiém trong nhat do SQL Injection gay ra 1a 1am 16 dit liéu quan trong. Thong
tin khach hang, bi mat kinh doanh hay tai san trf tué khi bi phat tan hodc téng tién s& gay

ra thiét hai vo ciing ning né cho doanh nghiép.
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Hinh 1.12. T4n cong co s¢ dit liéu

Céch phong chdng hinh thic tAin cdng mang co sé dir liéu

e Khong str dung SQL dong va khong xay dung cau truy van véi di liéu nhap vao
tur nguoi dung

e B nhitng database function khdng can thiét dé giam bét 15 hdng tin tic c6 thé
loi dung

e Sao luu dit liéu thuong xuyén trén ddm may

6) Khai thac 16 hong Zero Day (Zero Day Attack)

L& héng zero-day (0-day Vulnerability) thuc chét 1a nhitng 16 hong bao mat cia phan
mém hoac phan cirg ma ngudi dung chua phat hién ra. Ching ton tai trong nhiéu moi
truong khac nhau nhu: Website, Mobile Apps, hé théng mang doanh nghiép, phan mém
— phan cang may tinh, thiét bi 10T, Cloud, ...
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Hinh 1.13.Khai thac 16 hong Zero Day

Sy khac nhau gitra mot 16 hong bao mat thong thuong va mot 16 hong Zero-day nam &
chd: L3 hong Zero-day 1a nhiing 16 hong chua duoc biét toi boi dbi twong sé hitu hodc

cung cap san pham chia 16 hong.

Thong thudng ngay sau khi phat hién ra 16 hong 0-day, bén cung cp san pham sé& tung
ra ban va bao mat cho 15 hong nay dé ngudi ding duoc bao mat tot hon. Tuy nhién trén
thuc té, nguoi dung it khi cap nhat phién ban méi ctia phan mém ngay lap tirc. Diéu d6
khién cho Zero-day dugc biét dén 1a nhiing 16 hong rat nguy hiém. Co thé gay thiét hai

nghiém trong cho doanh nghi€p va nguoi dung.
Mot khi dugc cong bd rong rii ra cong chung, 16 hong 0-day tré thanh 16 hong n-day.

Cich phong chong 16 hong Zero-day

. Thudng xuyén cip nhat phian mém va hé diéu hanh
. Trién khai gidm sat bao mat theo thoi gian thuc

. Trién khai hé théng IDS va IPS

. Str dung phan mém quét 16 hong bao mat

Cic loai hinh tin cong khac

Ngoai ra, con rat nhiéu hinh thurc tan cong mang khac nhu:
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. Tan cong chudi cung ting

. Tan cong Email
. Tan cong vao con nguoi
. Tan cong ndi bd to chirc

MG&i hinh thire tAn cong déu ¢ nhitng dic tinh riéng. Va ching ngdy cang tién héa phic
tap, tinh vi doi hoi cic c4 nhén, t6 chtrc phai lién tuc canh giac & cip nhat cac cong nghé

phong chéng méi.
Cic giai phap han ché tin cong mang
Déi véi ca nhan

. Bao vé mat khau ca nhan bﬁng cach: dit mat khau phtrc tap, bat tinh nang bao
mat 2 16p — xac nhan qua dién thoai,... Chi tiét tai: 3 kiéu Tén cong Password co ban &

cach phong chéng
. Han ché truy cdp vao cac diém Wifi cong cong

. Khong sir dung phan mém bé khoa (crack)

. Ludn cap nhat phan mém, hé diéu hanh 1én phién ban méi nhat.

. Can trong khi duyét Email, kiém tra k¥ tén nguoi giri dé phong tranh lira dao.
. Tuyét ddi khong tai cac File hodc nhap vao dudng link khong rd ngudn gdc.
. Han ché sir dung céc thiét bj ngoai vi (USB, 6 ctmg) dung chung.

. Str dung mot phan mém diét Virus uy tin.

Poi véi to chire, doanh nghiép
. Xay dung mot chinh sach bao mat vadi cac diéu khoan 1o rang, minh bach

. Lua chon cac phan mém, d6i tac mot cach k¥ cang. Uu tién nhitng bén c6 cam

két bao mat va cam két cap nhat bado mat thuong xuyén.
. Tuyét dbi khong str dung cac phan mém Crack
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. Luon cap nhat phin mém, Firmware 1én phién ban méi nhat.
. Str dung cac dich vu lIuu trir ddm may uy tin cho muc dich luu trit.

. Danh gia biao mat & Xay dung mot chién lugc an ninh mang tong thé cho doanh
nghiép, bao gém cac thanh phén: bao mat Website, bao mat hé théng may chu, mang
ndi bo, hé théng quan hé khach hang (CRM), bao mat IoT, bao mat hé thong CNTT —

van hanh...
. T6 chite cac budi dao tao, Training kién thuc sir dung Internet an toan cho nhan
vién.

1.5. Céac khia canh bao mat mang va mirc do bao mat
1.5.1. Céc khia canh bao mat mang
1) Céc khia canh can quan tdm khi phan tich bao mat mang

-Con ngudi: Trong bao mat mang yéu té con nguoi ciing rat quan trong. Khi nghién ciu
dén van dé bao mat mang can quan tm xem ai tham gia vao hé théng mang, ho c6 tranh
nhiém nhu thé ndo. G mac d6 vat ly khi mot nguoi khdng ¢ tham quyén vao phong
may ho c6 thé thuc hién mét sé hanh vi pha hoai & muc do vat ly.

- Kién trlic mang: Kién tric mang ciing 1a mot vin dé ma chdng ta can phai quan tam
khi nghién ciru, phan tich mot hé thdng mang. Ching ta can nghién cau hién trang mang
khi xay dung va nang cip mang dwa ra cac kiéu kién tric mang phu hop véi hién trang
va co so ha tang & noi minh dang dinh xay dyng....

- Phan cting & phan mém:

Mang dugc thiét ké nhu thé ndo. N6 bao gom nhitng phan cang va phan mém nao va tac
dung ctia ching. Xay dung mot hé thong phan cting va phan mém phd hop vai hé thong
mang ciing 14 van dé can quan tdm khi xay dung hé théng mang. Xem xét tinh tuong
thich caa phan ciing va phan mém véi hé thong va tinh twong thich giita ching.

2) Cac yéu t can duoc bao vé

+ Bao dam An toan thong tin, dir li¢u.

+ B0 Vé quyén riéng tu va thong tin ca nhan.
+ M& hoa bao dam an toan thong tin.

+ Bao dam an toan hé thdng thdng tin.

+ Bao dam an toan hé thdng thdng tin trong yéu.
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1.5.2 Mirc d§ an toan bao mat
Pé danh gia kha nang bao mat mang ctia mot hé théng nguoi ta chia ra 1am cac muc do
an toan:

5) Twong lia (firewall)

4) Bio vé vit 1y (Physical protect)

3) Mi hoa dit lién (Data encryption)

2) Pang nhip/Mit khau (login/password)

1) Qu}'én truy nhip (Access Right)

Théng Tin

Hinh 1.14:Cac mac do bao mat
1) Quyén truy nhap (Access Right)

Pay 1a 16p bao vé trong cuing nham kiém soat cac tai nguyén (¢ day la thong tin) cua
mang va quyén han cho phép khai thac nhiing gi trén tai nguyén d6. Vi du nhu nha quan
tri phan quyén cho nguoi dung nhu: chi doc ( only read), chi ghi (only write), thuc thi
(execute)

2) Pang nhap/Mat khau (login/password)

Pay la phuong phap bao vé phd bién nhit vi né don gian, it tén kém va ciing rat hiéu
qua. Khi ngudi dung mudn truy cap vao sir dung cac tai nguyén trén mang thi phai dang
nhap tén va mat khau da dang ky. Nguoi quan tri hé thong cd trach nhiém quan ly, kiém
soat moi hoat d6ng ciia mang va xac dinh quyén truy cap cua nhirg ngudi st dung khéc
tuy theo thoi gian va khdng gian

3) M& hoa dir liéu (Data encryption)

M4 hoa dix liéu 12 qua trinh chuyén d6i céc dit liéu (vin ban hay tai liéu gbc) thanh cac
dir liéu dudi dang mat ma dé bat cir ai, ngoai ngudi giri va ngudi nhan déu khong doc
duoc.

4) Bao vé vat ly (Physical protect)
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Pay 12 hinh thirc ngin chin nguy co truy nhap bat hop phap vao hé thong. Thuong ding
c4c bién phép truyén thdng nhu ngin cam tuyét déi ngudi khdng phan sy vao phong dit
may, ding hé théng khoa trén may tinh hoic cai dat cac hé thdng bao dong khi co truy
nhap vao hé théng ...

5) Tuong lia (firewall)

Tuong lta 1a mot co ché kiém soat géi tin dién hinh hozc phong thu theo chu vi. Muc
dich cua tuong lira 1a dé chian luu luong truy cap tir bén ngoai, nhung nd ciing c6 thé
dung dé chin luu lwong tir bén trong. Tuong lta 1a co ché bao vé tuyén dau chdng lai
nhitng ké xam nhap. N6 1a mot hé théng duoc thiét ké dé ngan chan truy cap trai phép
vao hoic tir mot mang riéng. Tudng lira c6 thé duoc thyuc hién trong ca phan cang va
phan mém, hoic két hop ca hai.

1.6. Céac chinh sach va bién phap bao vé an toan cho mang
1.6.1 Giai phap bao mat wng dung
1) Giai phap tuong hra hé théng wng dung Web (Web application firewall - WAF)

Loi ich

Cho phép ngin chin c&c hanh vi tin céng vao tng dung Web, lién tuc giam sat hé théng
rng dung Web va cung cap cac canh bao néu xuat hién cac 16 hong trén ung dung.

Tinh nang

+ Quan 1y luu lugng web.

+ Bao vé ¢ tang 7 (theo md hinh OSI)

+ Giam sat cac giao thirc HTTP/S

+ Bao vé cac ung dung va dir liéu trudc cac loai tan cong trai phép.

+Phan tich sau céc goi tin di chuyén trong cac luu luong di ra/ vao tir may ch
dich vu Web.

2) Giai phap chbng gia mao giao dich (Fraud detection) Loi ich

Ngin chin c4c hanh vi gia mao nguoi dung, chiém doat va sir dung céc tai khoan thanh

toan trén moi truong thanh toan dién tir, e-banking. Tinh nang

+ Giam sat hanh vi nguoi dung dich vu thanh toan dién tir, e-banking.

+ Chéng danh cap dinh danh nguoi dung dwa trén nhiéu thong tin: loai giao
dich, sé tién giao dich, thoi gian 1am viéc, vi tri dia 1y (theo dia chi IP), ..
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+ Ngan chan hanh lam dung trén hé théng: truy cap truc tiép vao cac trang dat hang, sir
dung c4c bién moi truong dang ngo...

+ Ngin chin hanh vi dang ngd trén hé thdng giao dich trc tuyén nhu: sb 1an sir dung
thé thanh toan, thanh ton nhiéu lan tir cing dia chi IP...

1.6.2 Giai phap bao mat dir li¢u
1) Giai phap giam sét an ninh hé théng co s¢ dit lidu
- Kiém soét céc thao tac 1én CSDL, thiét 1ap cac chinh sach bao vé chit ché.

- Ngan chin cac hanh vi bat thudng tir qua trinh tu hoc vé cac hoat dong binh thuong
cua CSDL.

- Phéat hién va ngan chan céc tin cong vao CSDL nhu mdt IPS chuyén dung.
- Quan ly cac tai khoan dic quyén va quyén han cia nguoi dung trén CSDL.

- B40 c4o hiéu ning hoat dong ciia CSDL nhu tai, Cac truy van, cac ddi tuong duoc truy
Xuat nhiéu nhat, cac d6i twong c6 van dé vé response time ..

- Xac dinh va khuyén nghi cach thac xia Iy cac 16 hong an ninh, ¢6 kha nang danh gia
mirc do an ninh theo cac tiéu chuan an ninh vé CSDL.

2) Giai phap ma hoda di liéu
Loi ich

Bao vé céc dix liéu nhay cam bang céc hinh thirc ma hoéa nhu: ma héa thu muc, tap tin,
6 cing ...

Tinh nang

+ Thuc thi mé hoa dir liéu trén thiét bi dau cudi (may tinh xach tay, smart phone, may
tinh dé ban, ...)

+ M4 hoa dit liéu trén 6 dia local, may chi mang, & cap do tap tin va thu muc.

1.6.3. Giai phap bao mat mang
1) Giai phap tuong lra da nang UT

Loi ich
Bao vé cong hé thdng (gateway), ngan chin cac rai ro tir méi truong Internet.

Tinh nang
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+ Loc web Chdéng xam nhap (IPS) Chéng DDoS Chdng virus, spam. + Loc c4c cng
dich vu Gidm sat trng dung va nguoi dung

2) Giai phap chéng xam nhép va chéng tan cong tir chdi dich vu (DDoS)
Loi ich

Thiét bi chuyén dung ngan chan hinh thuc tan cong DDoS.

Tinh nang

+ Ngan chan cac hinh thirc xdm nhap SSL offload.

+ Chédng tan cong DdoS.

3) Giai phap do quét cac 15 hong an ninh

Loi ich

Xac dinh, gidm sat va dua ra phuong an xir Iy cac 16 héng an ninh trén toan hé thong
mang, may chi, hé diéu hanh, co sé dit liéu va tng dung. Tinh ning

+ Cung cap béo céo toan dién vé cac 16 hong an ninh trén hé thong
+ Pua ra cac béo tirc thoi khi hé thdng xuat hién 16 hong bao mat

+ HJ tro ngudi quan tri dwa ra quyét dinh vé cac chinh sach va diéu chinh bao mat hé
thdng chinh xéc, phi hop va kip thoi

+ Tich hop véi cac cong cu giam st bao vé hé théng nhu IDS/IPS, tudng lira tng dung
web... tao ra mot hé théng phong tha an ninh ¢6 chiéu sau va lién két chat ché giira cac
thanh phan bao mat

4) Giai phap phong chdng spam/ virus mic gateway

Loi ich

Giai phap chuyén dung ngan chan cac hinh thic spam email, ngan chan virus.
Tinh ndng

+ SSL offload Loc email spam Loc email dinh kém virus

+ C6 lap cac két ndi dén lién két c6 ma doc

5) Giai phap ma hoa va bao mat dudng truyén

Loi ich
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Giai phap chuyén dung bao vé két ndi giira cac site trong cung mot hé thdng, dic biét
phl hop vai cac doanh nghiép c6 nhiéu chi nhanh va yéu cau bao mat cao trén dudng
truyén.

Tinh nang

+ M4 hoda tir mic layer 2 (theo mo hinh OSI), ho tro cac giao thuc Ethernet, Fibre
Channel/FICON va SDH/SONET tir 20Mbps dén 10Gbps

+ Ma héa cudc goi/ voice

+ M4 hoa duong truyén fax

6) Giai phap giam sat va phan tich ma doc
Loi ich

Xac dinh céc loai ma doc dang hién hiru trén hé thong, tich hop véi céac giai phap mic
gateway ngan chin ma doc xam hai hé théng.

Tinh nang

+ Phéat hién va chdng lai APTs va cé4c tan cong c6 muc tiéu Zero-day malware va céac
khai théac 15 hong trén document.

+ C4c hanh vi tan cong mang Email threats (phishing, spear-phishing): Bots, Trojans,
Worms, Key Loggers and Crime ware.

+ Giam sat thoi gian thyc, phan tich sau dya trén giao dién diéu khién truc quan + Giam
sét tap trung vao cac nguy co cd muc ¢ nghiém trong cao va cac doi twong co gia tri.

+ Cung cap cac thong tin vé an ninh hé thong, va dua ra cac bién phap khic phuc.

1.6.4. Giai phap bao mat dau cudi
1) Giai phap giam sat truy cap

Loi ich
Pam bao cac quy dinh/ chinh sach an ninh trén hé thong dugc tuan thu.
Tinh ndng

+Pam bao cac dau cudi phai tuan tha cac chinh sach trudc khi truy cap tai nguyén hé
théng nhu: phai cap nhat ban va mai nhat, phai cai dit chuong trinh anti- virus theo quy
dinh...

+ Tich hop véi cac thanh phan trén hé thong cd lap cac may tinh khdng tuan tha chinh
sach, tu dong stra chira hay ap dat cac chinh sach 1én cac may khong tuan thu
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2) Giai phap bao mat dau cudi

Loi ich

Cho phép ngin chin cac nguy co bao mat c¢d thé gay hai cho dau cudi.
Tinh ndng

+ Chéng that thoat dit liéu

+ Chéng virus/ spyware/...

+ Loc céc lién két web c6 hai

+ Chéng tan cong trén dau cudi (Hosted-1PS)

+M4 hda céc thong tin quan trong Giam séat cac ung dung cai dit trén dau cudi
3) Giai phap giam sat truy cap

Loi ich

Pam bao cac quy dinh/ chinh sach an ninh trén hé thong dugc tuan th.
Tinh ndng

+ Pam bao cac dau cudi phai tuan tha cac chinh sach trudc khi truy cap tai nguyén hé
théng nhu: phai cap nhat ban va méi nhat, phai cai dit chuong trinh anti- virus theo quy
dinh... + Tich hop véi cac thanh phan trén hé thdng cd lap cac may tinh khong tuan tha
chinh sach, tu dong sua chira hay ap dat cac chinh sach Ién cdc may khdng tuan thu,

4) Giai phap mat khau sir dung mot 1an (One-time password — OTP)
Loi ich

Téang cuong bao vé truy cap cua nguoi dung.

Tinh ning

+ Mat khau phét sinh ngau nhau theo thoi gian (30 giay, 60 giay, ...)

+ Tich hop OTP vao ha tang CNTT khi truy cap may chu, thiét bi mang, co s& dit liéu,
ung dung.

+ H& tro nhiéu hinh thire OTP khéc nhau nhu giri qua email, giri qua SMS, st dung
hardware token, software token.

1.6.5 Giai phap quan ly bao mat tap trung
1) Giai phap phan tich su kién va canh bao an ninh
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Loi ich

Giam sét, phan tich va quan ly tap trung hé thong nhat ky (log).

Tinh ndng

+ Thu thap log tir tit ca cac thanh phan hé thong gdm: mang, thiét bi bao mat, may chu,
hé diéu hanh, (ng dung, co so dit liéu.

+ Tu dong tong hop va phan tich log trén toan hé théng Pua ra cac canh bao kip thoi
cho ngudi quan tri khi hé thdng co su cd.

+ Lién két cac su kién tir nhiéu ngudn log.

2) Giai phap quan ly chinh sach an ninh hé thdng

Loi ich

Xay dung, quan ly, giam sat cac chinh sach an ninh tong thé trén hé théng. Tinh ning

+ Thu thap log tir tit ca cac thanh phan hé thong gdm: mang, thiét bi bao mat, may chu,
hé diéu hanh, (ng dung, co so dit liéu.

+ Tu dong tong hop va phan tich log trén toan hé théng. Pua ra cac canh bao kip thoi
cho ngudi quan tri khi hé thdng c6 su cd.

+ Lién két cac sy kién tir nhiéu nguon log.

Két luan

Chuong nay di giéi thiéu tong quan vé mang may tinh va cac van dé bao mat mang.
Trong noi dung chuong da phan tich 1am 13 cac khai niém vé mang may tinh, cac phuong
phép phan loai pho bién hién nay caa mang may tinh ma cac nha mang dang khai thac,
sir dung, va phan tich mot s6 hinh thirc tin cong mang pho bién hién nay. Trong thoi dai
s, tin tac c6 vo sd cach dé danh cip thong tin, va dé bao mat dugc mang ching ta phai
nam duoc cac khia canh bao mat va mirc d6 bao mat mang dé tir d6 lya chon ra duogc
c4c giai phap bao mat phu hop véi hé thdng ha tang mang cua don vi minh.
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CHUONG 2: CAC HE THONG PHAT HIEN VA NGAN CHAN XAM NHAP
MANG

2.1. Hé théng phat hién xam nhip (Intrusion Detection Systems - IDS)

Hé thong phét hién xam nhap 12 mot hé thdng giam sat luu lwong mang nham
phat hién ra hién twong bét thudng, cac hoat dong trai phép xam nhap vao hé thong. Muc
dich cua IDS 14 gidm sat cac goi tin luu thong trén mang va phan tich cac goi tin dé phat
hién nhitng dau hiéu kha nghi canh bao cho nha quan tri mang kip thoi ngan chian dam
bao an ninh mang.

IDS ciing c¢6 thé phan biét giira nhitng cudc tn cdng ndi bo (tir chinh nhan vién
hoac khéach hang trong to chirc) va tan cong bén ngoai (tir hacker). Trong mot sé trudng
hop, IDS c6 thé phan tng lai véi cac goi tin luu thong bat thuong/doc hai bang cach
chin ngudi ding hoic dia chi IP ngudn truy cap mang.

2.1.1. Cac chire niing ciia hé thong phat hién xam nhap
Hé thdng phat hién xam nhap (IDS) thyuc hién cac chiic ning co ban sau:

- Giam sat toan b cac goi tin Iuu thong trén mang.
- Phéat hién ngay lap tic khi ¢é cudc tin cdng mang xay ra.

- Nhanh chéng trién khai bién phap d6i pho dé ngin chin cudc tin cong (hé théng
ngan chan xam nhap)

- Guri bao céo cho quan tri vién hoac nhom bao mat.

Muc dich cta IDS 14 tao ra mot giao thuc tu dong dé giam sat cac cudc tan cong
mang va thu hat sy tham gia cuia mot nhom cac chuyén gia bao mat truc tiép, nhiing
ngudi c6 thé phan ang véi nd luc vi pham, xem phan tich ki thuat sé vé hoat dong va
sau d6 trién khai cac giai phap dé cai thién an ninh mang. Hé théng phét hién xam nhap
duoc thiét ké dé bao vé moi thanh phan cia mang bao gom thiét bi, phan ctiing va phan
mém trong trung tam dit liéu tai chd, may chu a0 hoic nén tang dua trén dam may. N6
tao thanh mot vanh dai k¥ thuat s6 bao vé an toan cho mang.

2.1.2. Vai tro caa hé théng phat hién xam nhap
- Kiém tra 1an nita cac diém yéu cua fire wall

- Nhan ra c4c cudc tin cong ma firewall da cho 1a hop phap (nhu cudc tin cong
vao webserver).

- Nhén ra duoc nhu 13 viéc thir nhung that bai (bit duoc viéc scan port login...).

- Nhan ra cac cudc tan cong tir bén trong.
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2.1.3 Phan loai hé théng phat hién xam nhap Hé thong IDS dwoc phan lam 2
loai co ban:
- Hé théng phat hién xam nhap mang (Network-based I1DS - NIDS): La hé théng
giam sét tat cac cac luu luong dén va di tir tit ca céc thiét bj trong mang.

- Hé théng phat hién xam nhap may chu (Host-based IDS - HIDS): La hé théng
theo dai nguoi ding va xir ly cac hoat dong trén cac may noi bo dé tim dau hiéu xam
nhap.

1) Hé théng phat hién xam nhap mang (Network-based 1DS - NIDS)

Hinh 2.1: M@ hinh trién khai hé théng NIDS

Hé thong phat hién xam nhap mang thuong cé hai thanh phan logic: cam bién va
tram quan ly. Thanh phan Cam bién nam trén mot phan doan mang va né giam séat phan
doan mang d6 dé biét luu lwong truy cap ddng ngd. Céac tram quan ly nhan céc canh bao
tir (C&c) cam bién va hién thi chung cho ngudi van hanh,

Cac cam bién thuong 1a cac hé théng chuyén dung chi ton tai dé giam sat mang.
Chung c6 giao dién mang & ché do quang céo, ¢ nghia la chung nhan duoc tat ca mang
luu lwong truy cap, khdng chi danh cho dia chi IP ndi mang va chiing con biét duoc dia
chi IP cta Iuu luong mang truy cap dé phan tich. Néu chiing phéat hién diéu gi d6 c6 vé
bat thuong, ching s& chuyén né tra lai tram phan tich. Tram phan tich c6 thé hién thi
cac canh béo hozc thyc hién phan tich bo sung. Mot sé man hinh Ia chi don gian la giao
dién voi cong cu quan Iy mang, nhung mot sé cac giao dién d6 hoa ngudi ding tiy
chinh, duoc thiét ké dé giup ngudi van hanh phén tich van dé.

- U'n diém:

Hé thong phat hién xam nhiap mang cd thé phat hién mét s cudc tan cong sir
dung mang lugi. Chang rat tot dé phét hién cac quyén truy cap trai phép hoic mot sé
loai truy cip vuot qua tham quyén.

30



Hé thong phat hién xam nhap mang khéng yéu cau sira d6i may chia hoic may
cha san xuat. Pay 1a mot lgi thé vi cac may chi san xuat thuong xuyén hoat dong gan
dung sai cho CPU, VO va dung lugng dia; cai dit phan mém bé ning luc cua hé théng.
sung cd thé vuot qua

IDS khong nam trén con duong critcal cho bat ky dich vy hozc quy trinh san xuat
nao vi hé théng phat hién mang khong hoat dong nhu mét bo dinh tuyén hoic thiét bi
quan trong khac. Li hé théng khong anh hudng dén hoat dong caa mang. Mat loi ich
phu cua viéc nay 1a ban it c6 kha ning gip phai su tan cong tir bén trong mang noi bo;
rai ro d6i véi thao tac thyuc hién trén hé théng mang thip hon so véi may cha luu trit hé
thong.

Hé thdng phat hién xam nhap mang c6 xu hudng khép kin hon cac hé thong dya
trén may chi. Ching chay trén mot hé thong chuyén dung dé cai dat; chi can mo hop
thiét bi, 1am maot sé cau hinh khac phuc va cam né vao mang caa ban & vi tri cho phép
n6 dé giam sat luu lugng truy cap nhay cam.

- Nhwoc diém

Hé thdng phat hién xdm nhap mang chi kiém tra luu luong mang trén phan doan
ma n6 duogc két ndi truc tiép, nhung né khong thé phat hién ra mot cudc tan cong di qua
phan doan mang khac nhau.

Hé thong phét hién xam nhap mang c6 xu huéng sir dung phan tich chir ky dé
dap wng cac yéu cau thuc hién. Diéu nay s& phat hién cac cudc tan cong dugc lap trinh
pho bién tir bén ngoai nhung n6 khong du dé phat hién cac méi de doa thdng tin phic
tap hon. Piéu nay yéu cau kha nang kiém tra moi truong manh mé hon.

Hé théng phat hién xam nhap mang cé thé can giao tiép khéi lugng 16n dit ligu
duogc luu trit bén trong hé théng trung tim dé phan tich. Poi khi diéu d6 c6 nghia 14 bat
Ky goi tin nao dugc phan tich ciing tao ra mot luong Ién hon luu lwgng mang thuc té.
Nhiéu hé théng nhu vay sir dung tich cuc quy trinh giam dir liéu dé giam luong luu
lwgng truy cap duogc truyén thdng. Ho cling day phan 16n quy trinh ra quyét dinh duoc
dua vao chinh cam bién va sir dung tram trung tam nhu mot man hinh hién thi trang thai
hozc trung tam lién lac, thay vi dé phan tich thyc té.

Céc nhuoc diém cua diéu nay 1a n6 cung cap rat it su phdi hop gitra cac cam bién;
bat ki di cho cam bién khong biét ring mot cam bién khac dd phat hién mot cudc tan
cong. Mot hé thong nhu vay thong thuang khong thé phat hién ra cac cudc tan cong hiep
ddng hoic phirc tap

31



Hé thong phat hién xam nhap mang c6 thé gap kho khin trong viéc xu ly céc
cudc tan cong trong pham vi ma hda phién hop. May man thay, c6 rat it cudc tan céng
dién ra trong mot phién luwu lwong truy cap, ngoai trir cAc cudc tan cdng vao cac may
cha web yéu. Piéu ndy s& trd nén nhiéu hon van dé khi cac to chirc chuyén doi sang
IPVG6.

2) Hé théng phat hién xam nhap may cha (Host-based 1DS - HIDS)
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Hinh 2.2: M@ hinh hé théng HIDS

Hé thong phét hién xam nhap may chu tim kiém céc dau hiéu xam nhap vao hé
théng may chi cuc bd. Thuong xuyén sir dung co ché kiém tra va ghi nhat ky caa hé
théng may chi luu trir 1am ngudn thong tin dé phan tich. Ho tim kiém hoat dong bat
thudng duoc gigi han trong may chu cuc bd chang han nhu dang nhap, truy cap vuot
giéi han cho phép, bao cao dic quyén chua duoc phé duyét hodc cac thay do6i vé dic
quyén hé théng. Kién trac IDS thuong st dung cac cong cu dya trén quy tic dé phan
tich hoat dong; mot vi du quy tic nhu vay c6 thé 1a, "dic quyén siéu ngudi ding chi ¢6
thé dat duoc théng qua chi huy." Do d6, cac nd luc ding nhap lién tiép vao tai khoan
g6c co thé duoc xem xét mot cudc tan cong.

- U'n diém:

Hé thong phat hién xam nhap may chu cé thé 1a mot cong cu cuc ky manh mé dé
phan tich mét cudc tan cong c6 thé xay ra. Doi vai vi du, d6i khi né c6 thé cho biét chinh
x&c nhitng gi ké tin cong da lam, 1énh ndo ma anh ta chay, anh ta di mo nhitng tép nao
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va hé théng nao goi anh ta thyc thi, thay vi chi 1a mot céo budc rang anh ta da c6 gang
thuc hién mot 1énh nguy hiém. Hé théng phat hién xam nhap may chu thudng cung cap
thong tin chi tiét va phi hop hon nhiéu so véi hé théng phét hién xdm nhap mang. Hé
théng phét hién xdm nhap may chii cd kha ning phat hién cac truy cap trai phép chinh
xac hon so voi hé théng phat hién xdm nhap mang. Piéu nay xay ra do pham vi lénh
duogc thuc thi trén mot may chu cu thé tap trung hon nhiéu so véi cac loai luu luong truy
cap qua mang. Piéu nay tai san cd thé 1am giam su phuc tap cia cac cong cu phan tich
dua trén may chu.

Hé thong phat hién xam nhip may chu c6 thé dugc str dung trong méi trudng noi
phét hién xam nhap rong khéng can thiét hoic khi bang thong khong c6 san cho truyén
thong tir cam bién dén phan tich. Hé thong phat hién xam nhap may chii c6 thé hoan
toan doc lap. Piéu nay ciing cho phép hé thdng phét hién xam nhap may cha dé chay,
trong mot sé trudng hop, tir phuong tién chi doc; diéu nay ngan can ké tan céng vo hiéu
hoa IDS.

Cubi cuing, hé théng phat hién xam nhap may chi luu trit ¢6 thé it rai ro hon khi
dinh cau hinh vai phan hoi hoat dong, chang han nhu cham dat mot dich vy hoic dang
xuat mot ngudi ding vi pham. Mot hé thong dya trén may chu khé gia mao hon dé han
ché quyeén truy cap tir cac ngudn hop phap.

2.1.4. Céc thanh phan cia hé théng phat hién xam nhap

B

l 1 !

tnformation Collection Detection Response

Protected System

Event
Generotor

Hinh 2.3: Cac thanh phan caa IDS
Hé thdng phat hién xam nhap bao gom cac thanh phan chinh sau:

- B4 suu tap goi tin (information collection).
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- B phén tich xur ly géi tin (Detection).

- B6 phan canh bao (response) néu cd truy cap bat thudng né sé gii théng bao vé
cho quan tri vién. Trong ba thanh phan trén thi bo phan tich xir Iy géi tin Ia quan trong
nhét va trong thanh phan nay thi bo cam bién (sensor) dong vai trd quyét dinh.

-B6 cam bién dugc tich hop véi thanh phan suu tap dit liéu va mot bo tao su kién.
Céch suu tap nay duoc xac dinh boi chinh sach tao su kién. Bo tao su kién (hé diéu
hanh, mang, tng dung) cung cap mot sé chinh séch thich hop cho cac sy kién, cé thé 1a
mét ban ghi cé&c su kién cua hé thdng hoic cac goi mang.

-Vai trd cua bo cam bién 1a dung dé loc thdng tin va loai bo dir liéu khong tuwong
thich dat dugc tir cac su kién lién quan véi hé thdng bao vé, vi vay c6 thé phat hién duoc
cac hanh dong nghi ngo. Bo phén tich stir dung co s dir liéu chinh sach phat hién cho
muc nay. Ngoai ra con c6 cac thanh phan: diu hiéu tin cdng, profile hanh vi théng
thudng, cac tham cau hinh, gdm c6 céc ché do truyén thong véi module dap tra. Bo cam
bién ciing c6 co so dit liéu caa riéng n6, bao gdm dit liéu luu vé cac xam pham phuc tap
tiém an (tao ra tir nhiéu hanh dong khéc nhau).

2.2. Hé thong ngin chian xam nhap (IPS)
2.2.1 Khéi niém
Hé théng ngin chan xdm nhap (IPS - Intrusion Prevention System) la mot hé
théng phat hién xam nhap ngoai kha niang theo ddi, giam sat thi con c¢6 chirc ning ngin
chan kip thoi cac hoat dong xam nhap khéng mong mudn ddi véi hé théng may tinh. Hé
théng ngan chian xam nhap st dung tap luat twong ty nhu hé théng phét hién xam nhap.

Hé thdng ngdn chin xam nhap (IPS) I hé théng duoc phat trién mé rong dua trén
kha niang cua cac hé thong phat hién xam nhap (IDS), phuc vu muc dich co ban 1a giam
st luru lwgng mang va hé thdng. Diéu nay 1am cho IPS tro nén tién tién hon cac hé thdng
IDS 14 IPS duoc dit truc tiép trén dwdng mang vi vay chiing c6 kha ning ngan chin cac
hoat dong doc hai dang xay ra theo thoi gian thuc.

2.2.2. Chike ning ciia hé théng ngin chin xam nhap

Chtc ning cua hé thong ngan chin xam nhap 1a xac dinh céc hoat dong truy cap
trai phép, luu giit cac thong tin nay. Sau d6 két hop véi firewall dé ding ngay cac hoat
d6ng nay va cudi cung dua ra cac bao cdo chi tiét vé cac hoat dong xam nhap trai phép
trén. Hé thdng ngan chin xam nhap dugc xem 1a truong hop mé rong cua hé théng phat
hién xam nhap, hai hé thdng nay c6 dic diém va cach thic hoat dong twong ddi gidng
nhau. Diém khéc biét duy nhat 1a hé thdng ngin chin xam nhap ngoai kha ning theo
ddi, gidam sat thi né con cd chirc nang ngin chin kip thoi cac hoat dong nguy hai ddi véi
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hé théng. Hé thong ngan chan xam nhap sir dung tap luat twong tu nhu hé théng phat
hién xam nhap.

Hé thdng ngin chin xam nhép ¢6 cac chic ning chinh nhu sau:
- Theo di cac hoat dong truy cap bat thudng d6i voi hé thong.

- X4c dinh ai dang tac dong dén hé théng va cach thirc nhu thé nao, cac hoat dong
xam nhap xay ra tai vi tri no trong céu trdc mang.

- Phéi hop véi hé théng firewall dé ngan chin tac thoi cac hoat dong xam nhap
khéng mong mudn trén mang.

- Tudng thuat chi tiét vé cac hoat dong xam nhap.

2.2.3. Phan loai hé thong ngin chin xam nhap
Hé thdng ngin chin xam nhap duoc phan 1am 2 loai chinh sau:

1) Hé thdng ngdn chin xam nhap mang (NIPS — Network-based Intrusion Prevention)

Hé thdng ngin chan x&m nhap mang thuong duoc trién khai truéc hoic sau firewall.
Khi trién khai IPS truéc firewall 12 c6 thé bao vé duoc toan bo hé théng bén trong ké ca
firewall, ving DMZ. C6 thé giam thiéu nguy co bi tan cong tir chdi dich vu doi véi
firewall. Khi trién khai IPS sau firewall c6 thé phong tranh dugc mot s kiéu tan cong
thong qua khai thac diém yéu trén cac thiét bi di dong sir dung VPN dé két ndi vao bén
trong.

2) Hé thdng ngan chin xam nhap may cha (HIPS — Host-based Intrusion Prevention)

Hé thdng ngin chian xam nhap may chu thuong duoc trién khai véi muc dich phat hién
va ngan chan kip thoi céc hoat dong tham nhap trén cac host. Pé ¢6 thé ngan chin ngay
c4c tan cdng, HIPS sir dung cong nghé tuong tu nhu cac giai phap antivirus. Ngoai kha
nang phat hién ngan ngtra cac hoat dong tham nhap, HIPS con c6 kha nang phat hi¢n sy
thay di c4c tap tin cdu hinh.

2.3. Két luan

Chuong nay trinh bay vé hé thong phat hién va ngan chan xam nhap. Truéc tinh hinh
mat an toan an ninh mang ngay cang gia ting doi hoi cac hé thdng may tinh phai c6 mot
chién Iugc phong thi theo chiéu sau nhiéu 16p. Hé thong IDS/IPS 13 mét su bo sung can
thiét cho céc thiét bi Firewall, c6 chirc ning phat hién va canh bao trudc cac dau hiéu
tan cong 1én hé théng mang, gitp cho nguoi quan tri cha dong trong viéc ngin chan cac
hanh vi xam nhap trai phép. Hé théng IDS c6 thé phan 1am 2 loai chinh 1a NIDS va
HIDS tuy theo dbi tegng ma n6 giam sat.
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M6t hé théng IDS dién hinh thuong cé 3 thanh phan la: Cam bién, bo xu ly va giao dién,
qua trinh phat hién tin cong theo 5 giai doan chinh la: Giam sat, Phén tich, Lién lac,
Canh bao va Phan tng. Tinh ning chi dong phan ang lai véi cac cudc tan cong co thé
bang cac hanh dong nhu: Ngat phién, ngat dich vy hoac khoa IP tan cong. Hién tai da
s6 cac hé thong 1DS phat hién xam nhap bang k¥ thuat dya trén dau hiéu. Ky thuat nay
so sanh cac dau hiéu hién tai véi cac mau tin cong da c6 sin trong dit liéu dé danh gia
cO tan cong hay khong. Uu diém ctia phuong phap nay 1a c6 thé hoat dong ngay 1ap tic,
c4c canh bao dua ra 13 chinh x4c, nguoi quan trj ¢d thé dé dang quan Iy va chinh sta tap
cac dau hiéu.
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CHUONG 3:UNG DUNG VA GIAI PHAP BAO MAT CHO MANG MAY TIiNH
CUA CONG TY CMC

3.1. M6 hinh wng dung va giai phap an ninh mang

Cong ty CMC so hitu trang web cmc.telecom va hé thong server dat & lau trén
cling ciia mot tda nha 2 lau. Cong ty cd mot router két ndi vai internet, sau router 1a
firewall, sau firewall s& chia ra 2 dudng truyén di dén hé thong may server va di dén hé
thdng cac thiét bi van phong trong mang ndi bo.

Phuong phap an ninh mang ma chdng ta sé su dung cho céng ty la: Phat hién va
phong chéng xam nhap mang bang Snort.

Cai dat cac bo cam bién IDS/IPS ¢ trude va sau firewall, cai trudc firewall gidp
chiing ta loc dugc cac goi tin doc hai. Tin hiéu cua cam bién s& duoc guri vé va tap hop
tai Mot may tinh diéu khién va phat ra canh bao cho nhan vién.

PHONG HOP

- Y v N
[/ < i\‘
[ : Lqul. HO'ST /)
— (téng dudi) \‘\/

\~\.\_7,\\ /

Hinh 3.1 So d6 thuc té cai dit IDS vao hé thong mang

Cac duong dan mau xanh 1a duong truyén tach ra tir duong truyén mang boi cac
thiét bi chia mang (& day ta st dung network Tap). Pudng truyén nay dan cac ban sao
ctia goi tin tir internet ra vao hé thong LAN ciia cong ty di qua cam bién IDS, néu c6 cac
goi tin bt thuong s& IDS console s& phat ra canh bao.
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3.2. Giai phéap trién khai hé théng giam sat an toan thong tin cho mang.
3.2.1. Giéi thiéu vé Snort
Snort 1a hé thong phat hién xam nhap mang dugc Martin Roesch phét trién dudi
mo hinh ma ngudn mé. Snort ban dau duoc xay dung trén nén Unix nhung sau d6 phat
trién sang cac nén tang khac. Snort duoc danh gia rat cao vé kha ning phat hién xam
nhap. Snort c6 rat nhiéu tinh nang t6t. Vi kién tric kiéu Module, ngudi ding c6 thé tu
tang cuong tinh niang cho hé théng Snort cua minh.

Snort chay trén nhiéu hé théng nhu: Windows, Linux, OpenBSD, FreeBSD,
Solaris...Snort ngoai viéc hoat ddng nhu mét &ng dung bit goi tin thong thudng, nd con
duoc cu hinh dé chay nhu mot hé théng phat hién xam nhap mang.

3.2.2. Kién tric ciaa snort
Snort bao gom nhiéu thanh phan, véi mdi phan ¢6 mét chirc nang riéng.

Céc phan chinh d6 la:

Modun giai ma goi tin (Packet Decoder)

Moédun tién xir 1y (Preprocessors)

Modun phat hién (Detection Engine)

Modun log va canh bao (Logging and Alerting System)
Modun két xuat thong tin (Output Module)

Kién truc ctia Snort dugc mo ta trong hinh sau:

7y

= jon | Alerts/
Network | ——=| Sniffer |Preprocessor| Detection | - Alerls :‘;%
Backbone | — Engine | Logging

= Log Files/
" Packefs W i D?:lgluhlcfsse

Hinh 3.3. Kién trlic va quy trinh xt Iy caa Snort.
. Packet dugc dua vao tir truc mang chinh.
. Packet duoc giri thong qua Preprocessor dé xac dinh xem né c6 phai la packet
hay khdng va cd gitr né lai hay khéng (preprocessor).

. Tiép dén packet duoc sap xép theo theo loai, tiy theo viéc ¢ phat hién duoc xam
nhap hay khéng ma gai tin c6 thé duoc bo qua dé luu thong tiép hoic duoc dua vao Log
va canh bao dé xir ly.
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. Cubi cling nhiém vu cta nguoi quan tri 1a xac dinh xem 1am gi véi né (ghi lai va

luu vao co sé dit ligu).

3.2.3. Luat trong Snort

Ciing gidng nhu virus, hau hét cac hoat dong tin cong hay xdm nhap déu cé
cac du hiéu riéng. Cac thong tin vé cac dau hiéu nay s& duogc str dung dé tao nén
cac ludt cho Snort. Thong thudng, cac biy (honey pots) duoc tao ra dé tim hiéu
xem céc ké tin cong lam gi ciing nhu cac thong tin vé cong cu va céng nghé chiing
str dung. Va nguoc lai, cling c6 cac co so dit liéu vé cac 16 hdng bao mat ma nhiing
ké tan cong mudn khai thac. Cac dang tin cong da biét nay duoc dung nhu cac ddu
hiéu dé phat hién tin cong xam nhap. Cac dau hiéu d6 co thé xuat hién trong phan
header cta cac goi tin hodc nam trong phan nodi dung cua chung. Hé thong phat
hién cia Snort hoat dong dua trén cac luat (rules) va cac luat nay lai dugc dya trén
cac dau hiéu nhan dang tan cong. Cac luat co thé duogc ap dung cho tat ca cac phﬁn

khac nhau ctia mot goi tin dir ligu.

Mot luat co thé duogc st dung dé tao nén mét thong di€p canh bao, log mdt

thong diép hay co thé bo qua mot goi tin.

Cau truc luat caa Snort.

Hay xem xét mot vi du don gian:
alert tcp 192.168.2.0/24 23 -> any any (content:”confidential”’; msg:
“Detected confidential™)

Ta théy cAu tric cia mot luat co dang nhu sau:

Rule Header Rule Option

Hinh 3.4: Ciu trtc luat cta Snort
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Dién gidi:

Tat ca cac Luat ctia Snort vé logic déu gém 2 phan: Phan header va phan Option.

Phan Header chira thong tin vé hanh dong ma luat d6 sé thyuc hién khi phat hién ra c6
x4m nhap nam trong goi tin va né ciing chira cac tiéu chuan dé ap dung luat véi goi tin
do.

Phan Option chira mot thong diép canh bao va cac théng tin vé cac phan cua goi tin ding
dé tao nén canh bao. Phan Option chira cac tiéu chuan phu thém dé d6i sanh luat véi goi
tin. Mot luat c6 thé phat hién dugc mot hay nhiéu hoat dong thdm do hay tAn cong. Cac
luat thong minh c6 kha nang ap dung cho nhiéu dau hiéu xam nhap.

1) Phan tiéu dé (Header).

Duéi day 1a cau tric chung ciia phan Header ctia mot luat Snort:

Action |P1'nmcnl Address Port Direction| Address Port

Hinh 3.5: Header luat cia Snort

Nhu phén trén d4 trinh bay, Header ctia luat bao gdm nhiéu phan. Sau day,
1a chi tiét cy thé cua timg phan mot.

Action:La phan qui dinh loai hanh dong nao duoc thyc thi khi cac dau hiéu cua goi
tin dugc nhan dang chinh xéc béng luat d6. Thong thuong, cac hanh dong tao ra mot
canh bao hoac log thong diép hoac kich hoat mdt luat khac. Action chi ra hanh dong nao
duoc thuc hién khi ma cac diéu kién cua luat duoc thod méan. Mot hanh dong duogc thuc
hién khi va chi khi tat ca cac diéu kién déu phu hop. C6 5 hanh dong da duoc dinh nghia
nhung ta c6 thé tao ra cac hanh dong riéng tuy thudc vao yéu cau ciia minh. Di véi cac
phién ban truéc ciia Snort thi khi nhiéu luat 1a pht hop véi mot géi tin nao d6 thi chi
mot luat duoc ap dung. Sau khi 4p dung luat dau tién thi cac luat tiép theo s& khong ap
dung cho goi tin ay nita. Nhung d6i v6i cac phién ban sau ctia Snort thi tit ca cac luat

s€ dugc ap dung goi tin do.

Pass: Hanh dong nay huéng dan Snort bé qua goi tin ndy. Hanh dong nay
dong vai tro quan trong trong viéc ting cuong toc do hoat dong cua Snort khi ma ta
khong mudn ap dung céc kiém tra trén cic goi tin nhat dinh. Vi du ta sir dung cic bay
(dat trén mot may nao d6) dé nhir cac hacker tdn cong vao thi ta phai cho tit ca cac goi
tin di dén dugc may d6. Hodc 1a dung mot may quét dé kiém tra d6 an toan mang cia

minh thi ta phai bo qua tit ca cac goi tin dén tir may kiém tra do.
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Log: Hanh dong nay dung dé log goi tin. C6 thé log vao file hay vao co s&

dir liéu tuy thudc vao nhu cau cua minh.

Alert: Gt mot thong di€p canh bao khi dau hiéu xam nhap dugc phat hién.

C6 nhiéu cach dé giri thong diép nhu giri ra file hodc ra mot Console. Tt nhién 14 sau

khi guri thong di€p canh bao thi goéi tin sé dugc log lai.

Activate: st dung dé tao ra mot canh bao va kich hoat mét luat khac kiém

tra thém cac di€u kién cua goi tin.

Dynamic: chi ra day la luat dugc goi boi cac luat khac c6 hanh dong 1a

Activate.

Protocols

La phﬁn thir hai cia mot luat c6 chirc nang chi ra loai goi tin ma luat s€ duogc
ap dung. Protocols qui dinh viéc ap dung luat cho cac packet chi thugc mot giao

thirc cu thé nao d6. Hién tai Snort hiéu duoc cac protocol sau:

IP
ICMP
TCP
UDP

Néu 1a IP thi Snort sé& kiém tra header cua 16p lién két dé xac dinh loai gdi tin. Néu

bat ki giao thurc nao khac dugc st dung thi Snort st dung header IP dé xac dinh loai

protocol. Protocol chi dong vai trd trong viéc chi rd tiéu chuan trong phan header ciia

luat. Phan option cua luat co thé co cac diéu kién khong lién quan gi dén protocol.

Address

La ph?m dia chi nguén va dia chi dich. Cac dija chi c¢6 thé 1a mét may don,
nhiéu may hodc cia mdt mang nao do6. Trong hai phén dia chi trén thi mét sé 1a dia
chi nguén, mot s€ la dia chi dich va dia chi nao thudc loai nao s€ do phén Direction
“->” qui dinh. C6 hai ph'ém dia chi trong mot luat ciia Snort. Cac dia chi nay duoc
dung dé kiém tra ngudn sinh ra va dich dén cua goi tin. Dja chi co thé 1a dia chi
cua mot IP don hodc 1a dia chi cua mot mang. Ta co thé dung tur any dé ap dung

luét cho tat ca cac dia chi.
Dja chi duoc viét ngay theo sau mot ddu gach chéo va sb bit trong

subnet mask.Vi du nhu dia chi 192.168.2.0/24 thé hién mang 16p C 192.168.2.0
vGi 24 bit cua subnet mask. Subnet mask 24 bit chinh 1a255.255.255.0. Ta biét

rang:

e Néu subnet mask 13 24 bit thi d6 1a mang 16p C

41



e Néu subnet mask 1a 16 bit thi d6 1a mang 16p B

e Néu subnet mask 1 8 bit thi d6 1a mang 16p A

e Néu subnet mask 1a 32 bit thi d6 1a dia chi IP don.
Trong hai dia chi ctia mot luat Snort thi ¢c6 mot dia chi 1a dia chi nguén va dia chi con
lai 1a dia chi dich. Viéc xac dinh dau la dia chi nguén, dau 1a dia chi dich thi phu thudc

vao phan huéng (direction).
Vi du nhu luat:
alert tcp any any ->192.168.1.10/32 80 (msg: “TTL=100"; ttl: 100;)

Luat trén sé& tao ra mot canh bao dbi véi tat ca cac g6i tin tir bat ki nguén nao c6 TTL =
100 di dén web server 192.168.1.10 tai cong 80.

Ngan chan dia chi hay loai trir dia chi

Snort cung cap cho ta ki thuat dé loai trir dia chi bang cach sir dung déu phu
dinh (d4u !). Dau phu dinh nay dung trude dia chi s& chi cho Snort khong kiém tra
cac goi tin dén tir hay di t6i dia chi d6. Vi dy, lut sau s& ap dung cho tit ca cac goi
tin ngoai trir cac godi co ngudn xuat phat tir mang 16p C 192.168.2.0.

alert icmp![192.168.2.0/24] any
-> any any (msg: “Ping with TTL=100"; ttl: 100;)

Danh sach dia chi

Ta c6 thé dinh 16 ra danh sach cac dia chi trong mot luat ctia Snort. Vi du
néu ban mudn ap dung luat cho tit ca cac goi tin trir cac gbi xuat phat tir hai mang
16p C 192.168.2.0 va 192.168.8.0 thi luat duoc viét nhu sau:

alert icmp![192.168.2.0/24, 192.168.8.0/24] any
-> any any (msg: “Ping with TTL=100"; ttl: 100;)
Hai déu [] chi can dung khi ¢6 ddu ! dtng trude.

Cong (Port Number)

Xac dinh cac cé)ng nguén va dich cia mot goi tin ma trén d6 luat duoc ap dung. So
hiéu cong dung dé ap dung luat cho cac géi tin dén tir hodc di dén mot cong hay
mot pham vi céng cu thé ndo d6. Vi du ta c6 thé sir dung s6 cong ngudn 1a 23 dé
ap dung luat cho tit ca cic goi tin dén tir mot server Telnet. TUr any ciing duoc

dung dé dai dién cho tit ca cac cong. Chu y 13 s6 hiéu cong chi co ¥ nghia trong
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cac giao thirc TCP va UDP thoi. Néu protocol ciia luat 14 IP hay ICMP thi s6 hiéu

cong khong dong vai trod gi ca.

Vi du:

alert tcp 192.168.2.0/24 23 -> any any (content: “confidential”’; msg:
“Detected confidential’;)

S6 hiéu céng chi hiru dung khi ta mudn ap dung mdt luat chi cho mét loai
g61 tin dit liéu cu thé nao d6. Vi du nhu 1a mot luat dé chéng hack cho web thi ta

chi can str dung cong 80 dé phat hién tn cong.
2)Qui tic tiiy chon (Rule options)

Céc tiy chon quy tic tao thanh trung tim cta céng cu phat hién xam nhap cia
Snort, két hop tinh dé sir dung v61 sttc manh va tinh linh hoat. TAt ca céc tuy chon
quy tic Snort dugc phan tach véi nhau bang ddu chdm phay ";" tinh cach. Céc tir

khoa tuy chon quy tic dugc phan tach khoi cac ddi sé cua chung bang ky tu dau

"nn

hai chdm "". Céc tir khoa tiy chon quy tic c¢6 sin cho Snort:

« msg - in tin nhin trong canh bao va nhat ky géi.

logto - ghi gai tin vao tén tép do ngudi ding chi dinh thay vi tép dau ra tiéu chuan.
« tt] - kiém tra gia trj truong TTL cta tiéu dé IP.

tos - kiém tra gia trj truong TOS cua tiéu dé IP.

¢ id - kiém tra truong ID phan doan cua tiéu dé TP cho mot gia tri cu thé.

« ipoption - xem cac trudong tiy chon IP dé biét cac ma cu thé. fragbits - kiém tra

cac bit phan manh cia tiéu dé IP.

« dsize - kiém tra kich thudc tai trong cta goi v6i mot gia tri.
« flags - kiém tra c& TCP cho céc gi tri nhat dinh.

* seq - kiém tra truong sb thtr tu TCP cho mdt gia tri cu thé.
« ack - kiém tra trudong xac nhan TCP cho mot gia tri cu thé.
* itype - kiém tra truong loai ICMP v&i mot gia tri cu thé.

« icode - kiém tra truong ma ICMP v6i mot gid tri cu thé. icmp_id - kiém tra trudng
ID ICMP ECHO v&i mét gia tri cy thé.

«icmp_seq - kiém tra s6 thir tw ICMP ECHO véi mot gia tri cu thé
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« content - tim kiém mot miu trong tai trong ctia go.i
« content - lists - tim kiém mét tip hop cac miu trong tai trong cta goi.

* offset - cong cu sura ddi cho tuy chon nd1 dung, dit offset dé bat dau thir so khép

mau.

depth — cong cu stra di cho tiiy chon ndi dung, dat d6 sau tim kiém tdi da cho lan

thir 61 sanh mau.
- Msg

Tuy chon quy tic tin nhan bao cho bd may ghi nhat ky va canh bao tin nhan sé& in
cung voi két xuat géi tin hodc canh bao. N6 1a mot chudi van ban don gian st dung
"\" lam ky tu thoat dé chi ra mot ky tu roi rac c6 thé gdy nham 1an cho trinh phan

tich ct phap quy tic ctia Snort (chang han nhu ky tu ddu chdm phay ";").
- Logto

Tuy chon logto yéu cau Snort ghi lai tat ca cac géi kich hoat quy tic nay vao mot
tép nhat ky dau ra dic biét. Biéu nay dic biét tién dung dé két hop dir liéu tir nhitng
thit nhu hoat dong NMAP, quét HTTP CGI, v.v. Can luu ¥ rang tuy chon niy
khong hoat dong khi Snort & ché do ghi nhat ky nhi phan.

TTL

Tuy chon quy tac nay dugc st dung dé dat mot gia tri thot gian tdn tai cu thé dé
kiém tra. Thtr nghiém né thuc hién chi thanh cong trén mot két qua phu hop chinh
xac. Tur khoa tuy chon nay duoc thiét ké dé st dung trong viéc phat hién cac nd luc
theo doi 10 trinh.

- TOS

Tur khoa "tos" cho phép ban kiém tra truong TOS ciia tiéu dé IP dé biét mot gia tri
cu thé. Thir nghiém no thuc hién chi thanh cong trén mot két qua phu hop chinh
X&c.

-1D

Tir khéa tiy chon nay duogc sir dung dé kiém tra ddi sanh chinh xac trong trudng
ID phan doan tiéu dé IP. Mot sb cong cu hack (va cac chuong trinh khac) dit truong
nay cho cac muc dich dac biét khac nhau, vi du gia tri 31337 rat phé bién véi mot
s tin tic. Diéu ndy c6 thé chdng lai ho bang cach dua ra mot quy tic don gian dé

ki€ém tra di€éu nay va mot sO "s6 hacker" khac.
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- Ipoptions

Néu céac tuy chon IP ¢ trong mot gbi, tiy chon nay s& tim kiém mot tiy chon cu
thé dang duoc st dung, ching han nhu dinh tuyén ngudn. Cac d6i s6 hop 1é cho

tuy chon nay la:

rr - Ghi lai tuyén dudng. eol - Cudi danh sach.
nop - Khong co tuy chon.

ts - DAu thoi gian. sec - tuy chon bao mat IP.
Isrr - Pinh tuyén nguén 1ong 1éo.

ssit - Pinh tuyén ngudn nghiém ngit.

satid - M dinh danh luong.

Cac tiy chon IP duoc theo ddi thudng xuyén nhat 13 dinh tuyén ngudn chit ché va
long 1éo, khong duge st dung trong bat ky tng dung internet pho bién nao. Chi

mot tuy chon co thé duoc chi dinh cho mdi quy tac.
- Fragbits

Quy tic nay kiém tra phan doan va cac bit danh riéng trong tiéu dé IP. C6 ba bit co
thé dugc kiém tra, bit danh riéng (RB), More Fragment (MF) bit va Don't Fragment
(DF) bit. Cac bit nay co thé duoc kiém tra bang nhiéu cach két hop. Str dung cac

gi4 tri sau dé chi ra cac bit cu thé:
R-Reserved bit (RB): Bit du trit

D — Don’t Fragment (DF) bit: Néu bit nay duoc thiét lap thi goi tin khong bi phan

manh

M- More Fragments (MF) bit: néu duoc thiét 1ap thi cac thanh phan khac cua gbi
tin van dang trén duong di ma chua t&i dich. Néu bit nay ma khong duogc thiét 1ap

thi day 1a phan cubi cua goi tin.

Ban ciing c6 thé st dung cong cu stra doi dé chi ra tiéu chi doi sanh logic cho céac
bit dugc chi dinh:

+ - All flag, khép trén céc bit dugc chi dinh cong voi bat ky bit nao khac.
* - ANY flag, khép néu c6 bat ky bit nao duge chi dinh duoc dat.

I - NOT flag, khép néu cac bit chi dinh khong duogc dat.

- Dsize
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Tuy chon dsize duoc st dung dé kiém tra kich thudc tai trong goi. N6 c6 thé duoc
dit thanh bat ky gié tri nao, cong véi viée st dung cac dAu hiéu 16n hon / nho hon
dé biéu thi pham vi va gii han. Vi du: néu ban biét ring mét dich vu nhét dinh c6
bd dém c6 kich thude nhat dinh, ban c6 thé dit tiy chon nay dé theo ddi cac 1an cb
tran bo dém. N6 c6 thém loi thé 1a cach kiém tra 1 tran bd dém nhanh hon nhiéu

s0 v6i kiém tra ndi dung trong tai.
- N6i dung (Content)

Tir khoa ndi dung 13 mot trong nhitng tinh ning quan trong nhit cta Snort. N6 cho
phép ngudi dung thiét 14p cac quy tic tim kiém ndi dung cu thé trong tai trong goi
va kich hoat phan hoi dua trén dir liéu d6. Bét cir khi nao khép mau tiry chon noi
dung duoc thuc hién, ham d6i sanh mau Boyer-Moore dugc goi va kiém tra (kha
mat thoi gian vé mit tinh toan) duoc thuc hién ddi voi noi dung goi. Néu dir liéu
khép chinh xé4c véi chudi dit liéu trong hé diéu hanh chira & bat ky dau trong trong
tai ctia goi, thi kiém tra s& thanh cong va phan con lai cia quy tac kiém tra tity chon

duogc thyc hién. Luu y rang thir nghiém nay phan biét chit hoa, chir thuong.

Dt 1iéu tuy chon cho tir khéa ndi1 dung hoi phuc tap; n6 cé thé chia hdn hop van
ban va dir liéu nhi phan. Dit liéu nhi phan thuong duoc bao trong ky tu 6ng dan
(") va duoc biéu dién dudi dang mi bytecode. Bytecode biéu dién dit liéu nhi phan
du6i dang s thap phan va 1a mot phuong phap viét tit tét dé mo ta dir liéu nhi

phan phtrc tap.
- Offset

Tuy chon quy tic bu dip dugc st dung 1am cong cu stra doi cho cac quy tac st
dung tir khoa tuy chon ndi dung. Tur khoa nay sua ddi vi tri tim kiém bét dau cho
chtrc ning d6i sanh mau tir dau cua trong tai goi. N6 rat hiru ich cho nhiing thi nhu
quy tac phat hién quét CGI trong d6 chudi tim kiém noi dung khong bao gio duge
tim théy trong bon byte dau tién cua tai trong. Can can than chéng lai vigéc dat gia
tri bu ddp qua "chit ch&" va c6 kha ning bi thiéu mot cudc tAn cong! Khong thé sir
dung tir khéa tiiy chon quy tic ndy ma khong chi dinh tuy chon quy tic ndi dung.
- Depth

Do sau 1a mot cong cu stra doi tiy chon quy tic nodi dung khac. Diéu nay dit do
sau tim kiém t6i da cho chtrc ning d6i sanh mau ndi dung dé tim kiém tir dau ving
tim kiém cta nd. N6 hitu ich dé han ché chirc nang dbi sanh mau thyuc hién cac tim
kiém khong hiéu qua khi ving tim kiém c6 thé c6 cho mét tip hop ndi dung nhat

dinh da bi vuot qua. (C6 nghia la, néu ban dang tim kiém "cgi-bin / phf" trong mdt
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goi lién két web, ban c6 thé khong can phai lang phi thoi gian tim kiém trong tai
vuot qua 20 byte dau tién!)

- Nocase

Tuy chon nocase duoc sit dung dé huy kich hoat phan biét chit hoa chir thuong
trong quy tic "noi dung". N6 dugc chi dinh mot minh trong mot quy tac va bat ky
ky tu ASCII nao duoc so sanh véi tai trong g6i dugc coi nhu thé chiing 13 chit hoa
va chir thuong.

- Flag

Quy tic nay kiém tra c& TCP xem c6 khdp khong. Thyc té c6 8 bién co ¢6 san
trong Snort:

F - FIN (LSB trong byte co TCP)

S-SYN

R-RST

P-PSH

A-ACK

U-URG

2 - Bit 2 danh riéng

1 - Bit 1 danh riéng (MSB trong byte co TCP)

Ngoai ra con c6 cac toan tir logic c6 thé dugc str dung dé chi dinh tiéu chi phu hop

cho cac co dugc chi dinh:
+ - ALL flag, khép trén tat ca cac cd duge chi dinh cong véi bat ky cd nio
khac
* - ANY flag, pht hop vai bat ky co ndo duoc chi dinh
I —NOT flag, khép néu cac ¢ duoc chi dinh khong dugc dit trong goi
Céc bit danh riéng co6 thé dugc sir dung dé phat hién hanh vi bat thuong, chang han
nhu cac nd luc 1y ddu van tay ngin xép IP hoic hoat dong dang ngd khac.
- Sep
Tuy chon quy tic nay dé cap dén sb thir ty TCP. Vé co ban, né phat hién xem goi
¢6 bo s thu ty tinh hay khong.
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- Ack

Tir khoa tiy chon quy tic ack dé cap dén truong xac nhédn cia tiéu dé TCP. Quy
tic ndy c6 mot muyc dich thue té cho dén nay: phat hién cac ping TCP NMAP. Mot
ping TCP NMAP dat truong nay thanh 0 va gui mot géi tin ¢c6 co TCP ACK duoc

dit dé xac dinh xem may chii mang c6 dang hoat dong hay khong.

- Itype

Quy tic nay kiém tra gi tri cua truong loai ICMP. N6 duoc dit bang gid tri s6 ca
truong nay. Can luu ¥ rang céc gia tri co thé duoc dit ngoai pham vi dé phat hién
cac gia tri loai ICMP khong hop 1€ do61 khi dugc st dung trong cac cude tan cong

tir chdi dich vu va tran ngép.
- lcode

Tir khoa tiry chon quy tic icode kha gidng véi quy tac itype, chi can dat mot gia tri
s & day va Snort s& phat hién bat ky luu lwong nao st dung gia tri ma ICMP do.
Gia tri ngoai pham vi ciing c6 thé duoc dit dé phat hién luu luong truy cap dang

ngo.
- Session

Tir khoa session 13 hoan toan méi ké tir phién ban 1.3.1.1 va duoc sir dung dé trich
xuat dir liéu ngudi dung tir cac phién TCP. N6 cuc ky hitu ich dé xem nhiing gi
nguoi dung dang nhap trong telnet, rlogin, ftp hodc tham chi cac phién web. Co hai
tir khoa dbi s6 ¢o sin cho tiy chon quy tic phién, c6 thé in hodc tat ca. Tir khoa co
thé in chi in ra dir liéu ma ngudi dung thudng thiy hoidc c6 thé nhap. Tat ca tir khoa
thay thé cac ky tu khong in dugc bang cac ky tu tuong dwong hé thap luc phan cia
chung. Ham nay c6 thé lam chdm Snort xubng dang ké, vi viy n6 khong nén duoc
su

dung trong céc trudng hop tai ning va cé 1& phu hgp nhat cho cac tép nhat ky nhi
phan (dinh dang tcpdump) sau xtr 1y.

- lcmp_id

Tuy chon icmp_id kiém tra s6 ID ICMP cta géi ICMP ECHO dé tim mét gia tri
cu thé. Diéu nay rat hiru ich vi mot s6 chuong trinh kénh bi mat sir dung trudng
ICMP tinh khi chiing giao tiép. Plugin dic biét nay duoc phat trién dé kich hoat
cac quy tac phat hién stacheldraht do Max Vision viét, nhung né chic chén hiru ich
dé phat hién mot sb cudc tin cong tiém an.

- lcmp_seq
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Tuy chon icmp_id kiém tra truong trinh ty ICMP cta goi ICMP ECHO dé tim mot
gia tri cu thé. Diéu nay rat hitu ich vi mét sb chuong trinh kénh bi mat st dung
truong ICMP tinh khi ching giao tiép. Plugin dic biét nay duoc phat trién dé kich
hoat cac quy tic phat hién stacheldraht do Max Vision viét, nhung no chic chin

hiru ich dé phat hién mot s6 cudc tan cong ti€ém an.
- Rpc

Tuy chon nay xem xét cac yéu cau RPC va ty dong giai ma Gmg dung, thi tuc va
phién ban chuong trinh, cho biét thanh cong khi ca ba bién dugc khép. Pinh dang
ctia 1énh goi quyén chon 14 "ing dung, thu tuc, phién ban". Cac ky tu dai dién hop

1é cho ca s6 thi tuc va phién ban va duoc biéu thi bﬁng dau
- Resp
Tir khoa twong tng trién khai phan hoi linh hoat (FlexResp) cho luu lugng truy cap

pht hop véi quy tic Snort. Ma FlexResp cho phép Snort chu dong dong cac két

nbi vi pham. Cac déi sb sau hop 18 cho mo-dun nay:
erst_snd - giri cac goéi TCP-RST dén 6 cam giri.

e rst_rcv - giri g6i TCP-RST dén 6 cam nhan. erst_all - gtri g6i TCP_RST theo ca

hai hudng.

e icmp_net - giri ICMP_NET UNREACH cho nguoi gui. * icmp_host - gui
ICMP_HOST UNREACH cho nguoi giri.

 icmp_port - gui [CMP_PORT_UNREACH cho nguoi gtri.
« icmp_all - giri tat ca cac goi ICMP trén cho ngudi giri.

Céc tiy chon nay co thé dugc két hop dé giri nhiéu phan héi dén may chu dich.
Nhiéu d6i s6 duoc phan tach bang dau phay.

- React

Tir khéa phan (mg dua trén phan tng linh hoat (Flex Resp) trién khai phan tmg linh
hoat véi luu lugng truy cap phit hop voi quy tac Snort. Phan Gmg co ban 1a chin
cac trang web tht vi ma nguoi dung mudn truy cdp: New York Times, Slashdot
hoac moét cai gi do thuc sy quan trong - napster va cac trang web khiéu dam. Ma
Flex Resp cho phép Snort chii dong dong cac két ndi vi pham va / hodc giri thong
béo hién thi cho trinh duyét (canh bao s& sdm c6 cong cu sira d6i). Thong bao co
thé bao gdbm nhan xét cua riéng ban. Cac d6i sb sau day (b6 ngit co ban) hop 1 cho

tuy chon nay:
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« Block - déng két ndi va giri thong bao hién thi

Warn - gtri thong béo canh bao, hién thi (s& sém cd)

Dbi s6 co ban ¢ thé dugc két hop vai cac dbi sé sau (bd sung bd sung):

« Msg - dua vin ban tily chon tin nhan vao théng bao hién thi chin

proxy: <port_nr> - sir dung cong proxy dé giri thong bao hién thi (s& sém co)
Nhiéu d6i s6 bo sung dugc phan tach bang diu phay. Tir khoa react nén duoc
dit ¢ vi tri cudi cing trong danh sach tiy chon. 3) B6 tién xir 1y (Proprecessor)
- Tong quan vé b tién xur 1y

Céc bo tién xir Iy da dugc gidi thidu trong phién ban 1.5 ciia Snort. Chung cho phép
mo rong chitc nang ciia Snort bang cach cho phép ngudi dung va 1ap trinh vién tha
cac "plugin" md-dun vao Snort kha dé dang. M tién xir Iy duoc chay trude khi
cong cu phat hién duoc goi, nhung sau khi géi tin da duoc giai ma. Goi tin co thé

duoc sira doi hodc phan tich theo cach "ngoai bang tan" thong qua co ché nay.

B0 tién xtr Iy dwoc tai va dinh ciu hinh bang tir khoa b tién xir Iy. Pinh dang cta

chi thi tién xt 1y trong tép quy tic Snort.
- Cac mo-dun tién xtr I c6 sin
+ Minfrag

Bo tién xtr Iy minfrag kiém tra cic goi bi phan manh cho mét ngudng kich thudce
dugc chi dinh. Khi cic goi bi phan manh, n6 thuong do cac b dinh tuyén gitra
ngudn va dich gay ra. Noi chung, khong co thiét bi mang thwong mai nao phan
manh cac goi c6 kich thuéc nho hon 512 byte, vi vay chiing ta c6 thé st dung thuc
té dé cho phép giam sat luu luong d6i véi cac doan nhod thuong 13 ddu hiéu cho

thiy ai d6 dang ¢ ging che giau luu lugng ciia ho dang sau sy phan manh. nay
+HTTP Decode

HTTP Decode dugc sir dung dé xu 1y cac chudi HTTP URI va chuyén d6i dit liéu
cua chung thanh cac chudi ASCII khong bi xao tron. biéu nay duoc thuc hién dé
danh bai cac trinh quét URL web 1an tranh va nhimng ké tin cong thu dich c6 thé
loai bo cac chudi phén tich ndi dung dugc str dung dé kiém tra luu luong truy cip
HTTP dé tim hoat dong dang ngd. Mé-dun tién xt 1y 1dy s6 cong HTTP (phan tach

bang dau cach) duoc chuan hoa lam dbi sé cua né (thuong 1a 80 va 8080).

+ May do quét cong (Portscan Detector)
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Bo tién xur Iy Snort Portscan dugc phat trién boi Patrick Mullen va (nhiéu) thong

tin khéc co6 san trén trang web cua anh ay.
B6 tién x1r Iy Snort Portscan lam gi:

Ghi nhat ky bt dau va két thuc quét cong tir mot IP ngudn duy nhat vao co s ghi
nhat ky tiéu chuan.

Néu mot tép nhat ky dugc chi dinh, hay ghi nhat ky cac IP va céng dich dugc quet
cling nhu loai quét.

Quét cong dugc dinh nghia 13 két néi TCP cb ging dén nhiéu hon cong P trong T
giay hoic cac goi UDP dugc giri dén nhiéu cong P trong T gidy. Cac cong c6 thé
duogc trai rong trén bat ky s6 luong dia chi IP dich nao va tat ca co thé 1a cung mat
cong néu trai rong trén nhiéu IP. Phién ban nay thyc hién quét don-> don va don
nhiéu cong. Ban phat hanh day du tiép theo s& thuc hién quét cic cong phan tan
(nhiéu-> don hodc nhiéu-> nhiéu). Mot portcan ciing dugc dinh nghia 1a mot goi
"quét 4n", chang han nhu NULL, FIN, SYNFIN, XMAS, v.v. Diéu ndy c6 nghia

la tir scan

lib trong phan phoi tiéu chuan cia snort, ban nén nhan xét phan danh cho cac goi
quét an. Loi ich 1a vdi mo-dun quét cong, cac canh bdo nay s€ chi hién thi mdt lan
cho mdi 1an quét, thay vi mdt 1an cho mdi goi. Néu ban sir dung tinh niing ghi nhat

ky bén ngoai, ban c6 thé xem k¥ thuat va nhap tép nhat ky.
Céac ddi s6 cho mo-dun nay la:

« network to monitor - The network / CIDR dé giam sat cac lan quét cong « number

of ports - s6 cong duogc truy cap trong khoang thdi gian phét hién.

« detection period - s6 gidy dé dém ma ngudng truy cap cong duoc xem xét. » logdir
/ filename - thu muc / tén tép dé dat canh bao. Canh bao ciing duoc ghi vao tép

canh bao chuan
- Cong khong quét (Portscan Ignorehosts)

Mot mo-dun khac tir Patrick Mullen stra d6i hoat dong ctia hé thong phat hién quét
cong. Néu ban c6 cac may cha cé xu hudng tit may do quét cong (ching han nhu
may cha NTP, NFS va DNS), ban ¢6 thé yéu cau cac may cha quét qua cong TCP
SYN va UDP tir cac may chi nhat dinh. Cac dbi s6 cia mo-dun nay 1a danh sach
cac khéi IP / CIDR can duoc bo qua.

- Defrag
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M6-dun chéng phan manh (tir Dragos Ruiu) cho phép Snort thuc hién chéng phan
manh IP hoan toan, khién tin tic khé khan hon khi chi don gian 13 pha v& kha ning
phat hién cta hé thng. N6 rat don gian trong cach st dung, chi yéu cau thém mot
chi thi tién xtr Iy vao tép cdu hinh ma khong c6 ddi s6. Tong mo-dun nay thay thé
chtic ning ctia mo-dun minfrag (tic 12 ban khong can sir dung minfrag néu ban

dang st dung defrag).
4) M6 dun dau ra (Output Modules)

M6-dun dau ra 1a méi ké tir phién ban 1.6. Chiing cho phép Snort linh hoat hon
nhiéu trong viéc dinh dang va trinh bay dau ra cho ngudi dung. Cac mo-dun dau ra
dugc chay khi hé théng con canh bao hodc ghi nhat ky ctia Snort dugc goi, sau b
tién xur Iy va cong cu phat hién. Pinh dang cia chi thi trong tép quy tic rat giong

v6i dinh dang cua bo tién xir ly.

Nhiéu plugin dau ra c¢6 thé dugc chi dinh trong tép cdu hinh Snort. Khi nhiéu plugin
cung loai (nhat ky, canh bao) dugc chi dinh, chiing duogc "xép chéng lén nhau" va
dugc got theo trinh tuy khi mot su kién xay ra. Nhu véi cac hé théng ghi nhat ky va
canh bao tiéu chuan, cac plugin dau ra gui dir liéu cua ching dén /var/log/snort
theo mac dinh hodc dén thu muc do nguoi dung hudng dan (st dung chuyén doi
dong I¢nh "-1").
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3.2.4 Cai @it h¢ théng
Cai dat may ao

Buac 1: Khoi dong Vmware Workstation.

Buée 2: Ctrl + N dé mé trinh tao may ao méi -> Typical (recommended) ->
Next

Mew Virtual Machine Wizard >

Welcome to the New Virtual
Machine Wizard

1 What type of configuration do you want?
I ) (®) Typical (recommended):

WORKSTATION Create a Workstation 14.x virtual machine
N in a few easy steps,

T,
L

() custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI contraller type,
‘ virtual disk type and compatibility with
older VMware products.

<Back | Next> || Cancel
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Budc 3: Installer disc_imge file (iso) -> Browse dén noi luu file iso hé diéu hanh ->
Next.

Mew Virtual Machine Wizard >
Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How wil you install the guest operating system?

Install from:
() Installer disc:

= DVD RW Drive (E:)

(@) Installer disc image file (iso):

| D:'Download'a00 1, 18000, 080115-1840_xdafre_Sern - | Browse...

jrj Windows Server 2008 detected.
This operating system will use Easy Install. (What's this?]

()1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back Cancel
Budc 4: Bat tén cho may 4o va vi tri luu trit may ao.

Mew Virtual Machine Wizard >

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| Vindows Server 2008 (2)

Location:

| D:Wser\Documents\irtual MachinesWWindows Server 2008 (2) | Browse...

The default location can be changed at Edit = Preferences.

< carcl

54



Budc 5: Phan ving dung luong 6 cing cho may 4o (dé 20 GB 1a duoc) -> Next

New Virtual Machine Wizard X

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host computer’s
physical disk. These file(s) start small and become larger as you add applications,
files, and data to your virtual machine.

Maximum disk size (GB): =

Recommended size for Windows Server 2008: 40 GB

(O store virtual disk as a single file
(@ Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another computer
but may reduce performance with very large disks.

Help <Back || Next> || Cancel

Budc 6: Finish

Mew Virtual Machine Wizard >

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2003 and then VMware Tools.

The virtual machine will be created with the following settings:

Location: D:\Jser'\Documentsvirtual MachinesWindows Serve... #
Version: Workstation 14.x
Operating System:  Windows Server 2008

Hard Disk: 20 GB, Split

Mermaory: 1024 MB

Metwork Adapter: MAT

Other Devices: CD/OVD, USE Contraller, Printer, Sound Card

Customize Hardware...

[+| Power on this virtual machine after creation

<asc carcel
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Budc 7: Budce vao trinh cai dat windows, ta lam tuong tu nhu khi cai dat win may that

Installing Windows...

That's oll the information we need right now, Your computer will restart several times duning
installation.

W/ Copying Windows files

 Expanding Windows files

W Instaling features

o Instaliing updates
Completing installation ...

1 Collecting information 2 Installing Windows
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3.2.5. Cai dat Snort trén Snort trén Windows Server 2008.
Bwéc 1: Cai dat Snort

Link download: https://snort.org/downloads#snort-downloads

Download Snort 2 9 11 1 Installer.exe

Download snortrules-snapshot-29111.tar.gaz (Bt bugc phai ding ky tai khoan)
Double click vao file Snort_2 9 11 1 Installer va tién hanh cai dat Snort vao 6 C:\
Budéc 2: Giai nén file snortrules-snapshot-29111.tar

Sau do6 copy toan b thu muc giai nén dugc vao thu muc cai dat snort (Mac dinh
C:\Snort), chon Yes to All dé dan de.

Bwéc 3: Cau hinh Snort (Cai dit notepad++ dé doc file)

Mo file C:\Snort\etc\snort.conf bang Notepad++ dé tién hanh chinh sira file cau
hinh tirng budc nhu sau:

1. Stra dong: ipvar HOME_NET any thanh ipvar HOME_NET 192.168.92.128/24
* DuNg lénh ipconfig trong cmd dé kiém tra ip caa may.

2.Stra vi tri cac thu muc rule (mic dinh 1 c:\snort\) bang cach:
Stra 3 dong : var RULE_PATH ../rules

var SO_RULE_PATH ../so_rules
var PREPROC_RULE_PATH ../preproc_rules

Thanh :
var RULE_PATH c:\snort\rules
var SO_RULE_PATH c:\snort\so_rules
var PREPROC_RULE_PATH c:\snort\preproc_rules

Hinh 3.4 Sura vi tri cac thu muc rules
3.Stra dong: include classification.config

include reference.config

Thanh:

include C:\Snort\etc\classification.config
include C:\Snort\etc\reference.config

Buwdc 4.Chen Dynamicpreprocessor
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Buwdéc 5. Thém luat vao file config: include $SRULE_PATH/<name>.rules
+ Cai dat Snort trong Service.

Tai dau nhat 1énh go:
Snort /SERVICE /INSTALL —c c:\snort\etc\snort.conf -l c:\snort\log —K ascii -il

ot C\WINDOWS' system32\cmd.exe -

BC:\Snort\bin>sc config snortsvc start= auto

C:\Snort\bin>

e CAWINDOWS \ system32\cmd.exe

C:\Snort\bin>snort /SERVICE /INSTALL —-c c:\snort\etc\snort.conf -1 c:\snort\log

K ascii -iil

[SNORT_SERVICE] Attempting to install the Snort service.

[SNORT_SERUVICE] The full path to the Snort bhinary appears to he:
C:\Snort\bin\snort /SERVICE

[SNORT_SERVICE] Successfully added registry keys to:
\HKEY _LOCAL_MACHINENSOFTUARENSnort\

[SNORT_SERUVICE] Successfully added the Snort service to the Services datahase.

C:\Snort\bhin>

Thuc hién tiép Iénh: sc config snortsvc start= auto
Khai dong lai Windows Server.

Sau khi khai dong lai Windows, vao Service dé kiém tra Snort duoc start thanh céng

hay chua
=lof x|
=) File Action View Window Help =12 =]

e~ @ RERIR > = 1=

=) Computer Management (Local) || Name | Description | Status | Startup Type | Logonas | o]
= System Tools Sresultant Set of Pol,.. Enables a ... Manual Local System
+){f]] Event Viewer SRouting and Remot...  Enables mu... Disabled Local System
* Shared Folders 1‘i'ég)‘.'wm:ond-—:ry Logon Enables st, .. Started Automatic Local System
is Locfal Users and Gn?u;:vs | %Seturity Accounts ... The startu... Started Automatic Local System
) ) zz:z:;:z:;;::gs and Alg cﬁ:ﬁev ver Supports fil,.. Started Automatic Local System
= 3 EEE., 208 - %Shell Hardware Det... Providesn,.. Started Automatic Local System
3 @3 Removable Storage Smart Card Manages a.. Manual Local Service
g Disk Defragmenter Snork Started Automatic Local System * ]
Disk Management Special Administrati...  Alows adm.. Manual Local System J
= &8 Services and Applications %‘System Event Not¥i... Monitorss... Started Automatic Local System
¥ _j Telephony %Task Scheduler Enablesa... Started Automatic Local System
3y Services - %TCPIIP MNetBIOS Hel,.. Providess... Started Automatic Local Service
§ WMI Control = Q%Telephorly Provides T... Started Manual Local System L]
) Tommdmscimms o shomm & -4 . - ) -~ L) ) I~
< | _’_J \ Extended >\ Standard /
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Budc 5: Chay Snort ¢ ché d6 Detect Intrusion (IDS): dé phét hién, ghi nhan va
canh bao trén cac loai traffic mang:

G0 Iénh: snort —de —I c:\snort\log —c c:\snort\etc\snort.conf

[c+.| Administrator: C:\Windows\system32\cmd.exe

o+ Administrator: C:\Windows\system32\cmd.exe - snort -de -1+

Hinh 3.6:Hoan tat khai chay Snort & ché @6 1DS
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3.2.6.M6 phéng qua trinh sir ly cta snort.
Vo file Local.rules theo dudng dan C:\Snort\rules.

Trong file viét luat phét hién ping véi noi dung nhu sau:

alert icmp any any -> $HOME NET any (msg:”Canh bao co may dang ping”;
sid:140791;)

Sau d6 luu file lai theo dudng dan cii.

Tiép theo ta vao may tdn cong tao 1énh ping vao may bi tin cong theo 1énh ping
sau:Ping 192.168.92.129 -t

Két qua ping trén may bi tan cong nhu sau:

BN C:\Windows\system32\cmd.exe - ping 192.168.92.129 -t — O *

Hinh 3.7 May attacker dang ping
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Snort phét hién ping va kiém tra lai két qua ¢ file alert.ids (C:\Snort\log)

¥ C:\Snort\log\alert.ids - Notepad++ [Administrator]

Tép Chinhsra Tim Xem M3héa Ngénnglr Thi€tldp Tools Macro Chay Plugins Clrasé ?
cHHE LR smD|(e | ak| t B8 (S1[EREALD = (O ED BB >
B e s 3| B nies (3| Bsoort conf 3 [ aletids £ [Bester s 3]

=

v

453 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28150 IpLen:20 DgmLen:&0
454 Type:8 Code:0 ID:1 Seq:35 ECHO
455
456 [**] [1:140791:0] “Canh bao co may dang ping” [*¥]
457 [Priority: O]
458 03/27-08:36:50.843095 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:0x4A
4589 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28151 IpLen:20 DgmLen:é&0
460 Type:8 Code:0 1ID:1 Seq:36 ECHO
461
462 [**] [1:140791:0] “Canh bao co may dang ping” [*¥]
463 [Priority: O]
464 03/27-08:36:51.846245 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:0x4A
465 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28152 IpLen:20 DgmLen:é&0
466 Type:8 Code:0 1ID:1 Seq:37 ECHC
467
468 [**] [1:140791:0] “Canh bao co may dang ping” [*¥]
469 [Priority: O]
470 03/27-08:36:52.849894 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:0x4A
471 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28153 IpLen:20 DgmLen:&0
472 Type:8 Code:0 1ID:1 Seqg:38 ECHO
473
474 [**] [1:140791:0] “Canh bao co may dang ping” [*¥*]
475 [Priority: O]
476 03/27-08:36:53.852502 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:0x4A
477 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28154 IpLen:20 DgmLen:&0
478 Type:8 Code:0 1ID:1 Seq:39 ECHO
479
480

[Normal text [length : 21,444 lines : 480 ln:1 col:1 sel:o]o |Windows (CRLF)  [UTF-8 s

.{,'Stzrtl | % m &

61

| 1. 4 Window... +| { snort4-Paint | g Administrat... | @ C:\snortbi... || c\Snort\L. [« @Yy 8:37aM
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b.Tao luat canh bao Ping c6 kich thudc lon.

Tao file luat vai lénh:

alerticmp any any -> SHOME_NET any (msg: “Co Ping size lon”; dsize: > 1000; sid:2)
Thuce hién 1énh ping trén may tin céng nhu sau:

ping —| 1300 —f 192.168.92.128 —t

BN C\Windows\system32\cmd.exe - ping -1 1300 -f 192,168.92,129 -t - O *

Hinh 3.9 Attacker dang ping go6i 1300 byte t&i Server
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Két qua hién thi phat hién trén snort

B C:\Snort\log\alert.ids - Notepad++ [Administrator] ] -8l x|
X

Tép Chinhsia Tim Xem M3héa Ngonnglr Thi€tldp Tools Maco Chay Plugins Clrasd ?

cHHE 3 2| MDD e| iy 2 =2 | B2 SV EEELND = (O N @E| >
B =nont cord 13 [ alertids E3 l.'.e—s:a nies JI [l t=stpod nies _.3]

298 [**] [1:2:0) Co Ping size lon [**] _:J
299 [Priority: 0]

300 03/27-08:56:55.667135 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:0x53E

1 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28300 IpLen:20 DgmLen:1328 DF
02 Type:8 Code:0 1ID:1 Seq:69 ECHO

304 [**] [1:140791:0] “Canh bao co may dang ping” [**]
305 [Priority: 0]
306 03/27-08:56:56.669967 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:O0xS3E
07 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28301 IpLen:20 DgmLen:1328 DF
Type:8 Code:0 ID:1 Seq:70 ECHO

[**] [1:2:0]|Co Ping size lon [**]
311 [Priority: O
312 03/27-08:56:56.669967 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:0Ox53E
313 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28301 IpLen:20 DgmLen:1328 DF
314 Type:8 Code:0 1ID:1 Seq:70 ECHO

16 [**] [1:140791:0] “Canh bao co may dang ping” [**]

17 [Priority: 0]

18 03/27-08:56:57.672341 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:0xS3E

318 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28302 IpLen:20 DgmLen:1328 DF

20 Type:8 Code:0 1ID:1 Seq:71 ECHO _J

[**] [1:2:0])]|Co Ping size lon [**]
323 [Priority: O
324 03/27-08:56:57.672341 00:50:56:C0:00:08 -> 00:0C:29:D3:36:01 type:0x800 len:0x53E

325 192.168.92.1 -> 192.168.92.129 ICMP TTL:128 TOS:0x0 ID:28302 IpLen:20 DgmLen:1328 DF

v
Trimma s 2 Srdass0 TN SamsT71 wORA —J

[Normal text flength : 17,172 lines : 385 ln:328 Col:48 Sel:0]0 [Windows ((RLF)  UTF-8 fINs
."surt' | m @ | | awndow... | | demo1-pant | @H Administat... | @H C:\snortbi... [ C\snort\L. [« &y 8:s8AM

Hinh 3.10:Két qua hién thi phat hién phat hién ping kich thudc 16n trén snort.

3.3. P& xuit quy trinh dAm bao an toan thong tin d6i véi nguoi sir dung mang.
3.3.1. it mat khau may tinh va &ng dung
Pit mat khau may tinh nhdm gitp nguoi st dung bao vé duoc tai khoan Windows bang
mat khau. Nhét 1 cac may tinh xach tay hozc may tinh ca nhan nén khuyén khich nguoi
dung dat nhap mat khau mdi 1an ban bat may tinh hozc khi n6 thoat khoi ché do ngu
dong hoac man hinh ao.

Mat khau tai khoan 13 mot dong lénh phong thu hiéu qua dau tién, vi vay nén khuyén
c4o ngudi dung tranh st dung mot mat khau thuong xuyén hay mat khau dé doan.
Khuyén nguoi ding nén chon mot mat khau dai, c6 nhitng ki ty dac biét va tat nhién
phai kho dé ngudi khac doan duoc.

Giai phap bao mat dir liéu may tinh nay dugce xem la co ban nhat, vi vay cap do bao mat
cling chi & mic trung binh. Mat khau Windows c6 thé dé dang bi qua mat hoac théo ga,

vi thé khuyén nguoi dung khong nén “géi tron niém tin” vao né nhé.
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3.3.2. Sir dung pham mém diét virus

Mot trong nhitng cach bao mat dir liéu trén may tinh 1a sir dung phan mém diét virus.
Phan mém doc hai (Malware) 12 phan mém dugc thiét ké dé tham nhap hoic gay hai cho
dir liéu may tinh ma khéng c6 sy déng y cua ban. N6 bao gom virus may tinh, sau,
trojan, spyware, scareware va nhiéu thir khac nira va c6 thé xuat hién trén cac trang web
va email. Phan mém doc hai 1a mot van dé nghiém trong gay anh huong nhiéu dén nguoi
str dung may tinh. Cach tot nhat dé tranh bi 1ay nhiém 1a khuyén khich nguoi ngudi chay
mot chuong trinh chdng vi-rit tt, chiing s& quét spyware dinh Ky, canh béo khi nguoi
dung nhap chuot vao lién két email hoic trang web nguy hiém. Diéu nay it nhiéu gilp
nguoi sir dung tranh duoc nhimg nguy co mat dit lieu may tinh do phan mém ma doc
gay ra.

3.3.3. Cap nhat phan mém thwong xuyén
Cap nhat phan mém c6 thé 1a mot van dé gay phién toai cho ngudi sir dung vi mét nhiéu
thoi gian. Tuy nhién chdng 13 mot diéu can thiét, vi cac ban cap nhat nay chira céc ban
va bao mat quan trong, cac ban va 15i ay s& bao vé dit liéu may tinh cua ban khoi cac
mbi de doa mai phat hién gan nhat. Khong cai dat cac cap nhat nay cé nghia 1a may tinh
cua ban dang gip nguy hiém. Dé dam bao rang ban s hitu ban cap nhat bao mat méi
nhét tir hé diéu hanh hay bat hdy bat tinh nang cap nhat tu dong.

3.3.4. M4 hoéa dir liéu t6i quan trong
M4 hoéa dit liéu khdng chi danh cho nhitng ngudi chuyén siu vé cong nghé, ngudi ding
binh thudng ciing c6 thé ma hoa duoc. Cac cong cu hién dai s& gitip moi ngudi c6 the
ma hoa email va cac thong tin khac mot cach dé dang. Bé tranh viéc may tinh cua ban
gap rui ro vé viéc mat thong tin, dir liéu thi ban c6 thé st dung mot s6 phan mém ma
hoa dir liéu may tinh nhu: AutoKrypt 11.09, TrueCrypt 7.1.

3.3.5. Bao mat mang khong day tai nha é hoac nei lam viéc cia ngwoi dung

Khuyén cao ngudi ding nén bao mat mang khong day tai nha ¢ hoic noi 1am viéc bang
mat khau. Piéu nay ngin ngira cic ca nhan bat hop phap chiém quyén diéu khién mang
khong day cia ban. Ngay ca khi ho dang c6 gang truy cap Wi-Fi mién phi, nguoi ding
s& khéng mudn vé tinh chia sé thong tin ca nhan véi nhitng nguoi khac dang st dung
mang cia minh ma khong dugc sy cho phép. Mat khac, nhitng hacker gioi ho c6 thé
xam nhap vao dit liéu trén laptop ciia nguoi ding, vi thé dé bao mat dir liéu may tinh
yéu cau ngudi ding nang cap 16p bao mat tai nha ¢ hodc noi lam viéc.

3.3.6. Bao v¢ may tinh khéi nhirng ngwai sir dung khéc
Khuyén cao ngudi dung han ché chia sé may tinh cho nguoi khéc, vi ching ta khong
biét ho da 1am nhing gi véi may tinh cia minh. Néu khong may tinh caa ching ta co
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thé bi cai nhitng phan mém doc hai, hay phan mém theo dai. Vi thé, khuyén ngudi ding
chi giao may tinh cho nhitng nguoi thyc sy tin tudng.

3.3.7. X6a hoan toan tap tin can x6a
X6a mot tap tin trong Windows thuc su chi 1a di chuyén n6 vao Recycle Bin. Dit liéu
cua tép tin van con trén 6 dia. Mot tén trom dit liéu lién tuc cd thé st dung cac tién ich,
cdng cu dé thu hdi thong tin d6. Vi thé, can phai x6a cac thu muc khong can thiét mot
cach triét dé.

3.3.8. Thiét lap céc chinh sach an toan trén may tinh
Str dung tuong lira Windows, tit dich vu Remote Desktop, CMD...
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KET LUAN

Trong chuong nay da tap trung danh gia va phan tich hién trang mang dang trién
khai ¢ cong ty CMC TELECOM. Dya trén viéc phan tich nhitng diém han ché tir d6 dua
ra tinh cép thiét phai quy hoach lai mang may tinh cua cong ty. Trong phan noi dung
quy hoach mang di dwa ra mé hinh quy hoach va céc giai phap &p dung vao mang dé
dat hiéu qua cao nhat. Tiép theo trong chuwong da trinh bay vé ciu trdc caa Snort, nguyén
ly hoat dong va quy tic luat caa Snort dé c6 nhitng kién thirc co ban ap dung vao trong
hé thong.

Mot trong nhitng két qua chinh ctaa chuong 1a mé phong trién khai hé théng phat
hién trén mé hinh mang quy hoach. Qua két qua md phong nhan dugc cho thay viéc ap
dung phan mém vao trong hé thong 14 rat can thiét, né gitp cho ngudi quan tri mang
kiém soat dugc toan bo hé théng mang ma minh quan 1y. Bé bao dam an toan mang thi
ngodi co so ha ting mang thi yéu t6 con ngudi ciing rat quan trong, dong vai tro quyét
dinh dén két qua thanh cdng hay that bai trong céng tac bao mat.
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