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LOI CAM ON
Dé hoan thanh t6t dé tai ndy em xin chan thanh cam on ban lanh dao
Truong Pai Hoc Dan Lap Hai Phong cung tit ca cac giang vién di tao diéu
kién thuan loi va nhiét tinh giang day cho em trong sut thoi gian hoc vira qua

dé em c6 thé hoc tap tot va dat duoc két qua nhu ngay hom nay.

Em ciling xin chan thanh gui 161 cdm on dén T.S Ngo6 Truong Giang da
tan tinh huéng dan cho em vé dé tai va dong thoi em ciing xin gui 1oi cdm on
dén cac ban thanh vién & mot s6 webiste va dién dan di cung cap thém mot so

thong tin hiru ich cho em thyc hién tét dé tai nay.

Do quy mé dé tai, thoi gian va kién thitc con han ché nén khong tranh
khoi nhimg sai sét. Kinh mong quy thiy c6 dong gop v kién dé em cung ¢,
bd sung va hoan thién thém kién thtc cho minh.

Hai Phong, ngay 28 thang 12 nam 2019
Sinh vién

Nguyén Duy Quang
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MO DAU

Ngay nay, khi Internet d phat trién phd bién rong rai, cac to chirc, ca
nhan déu c6 nhu cau gidi thidu thong tin cia minh trén xa 16 thong tin ciing
nhu thuc hién céc phién giao dich truc tuyén mét cach tién loi nhat. Van dé
ndy sinh 1a khi pham vi tng dung cua cac ing dung trén internet ngdy cang
m¢ rong thi kha nang xuat hién 15i cang cao. Tlr d6 nay sinh ra cac van dé vé
hé théng mang khong dang c6 xay ra gy anh huong dén xa hoi, kinh té ...
Nhing 16i nay hau nhu do ngudi lam khong kiém duyét ki ludng trude khi
dua cho nguoi dung cudi hay ciing ¢6 thé do c6 ngudi c¢b tinh pha hoai nham
danh cap thong tin ca nhan nhu tai khoan ngan hang, dién thoai, tin nhan, ...

Vi vy can c6 nhiing cong cu phat hién 16 hong bao mat cho phép ta
thuc hién kiém tra 18i trudc khi dua cho nguoi st dung cudi hodc kiém tra va
vé lai nhiing 18 hong d6 dé c6 thé an toan nhét khi ¢ trén mang. Chinh vi vay
em di chon d6 an tot nghiép : “Tim hiéu céng cu Nessus trong phat hién va
phan tich 16 héng bao mat trén hé théng mang”. Va muc tiéu cua dd an la
nghién ctru, tim hiéu vé nhitng giai phap phat hién 16 hong bao mat dé giup
phat hién 16i sém, va dua ra nhitng giai phap t6t nhat cho hé thong mang.

D6 4n gdm ba chuong:

-~ Chuong 1: Tong quan vé bao mit mang
- Chuong 2: Phat hién va phén tich 16 hong bao mat mang v&i Nessus

- Chuong 3: Thuc nghiém
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CHAJONG 1:  TONG QUAN VE BAO MAT MANG
1.1 Bdo mat mang
B4o mat mang 1a sy bao vé h¢ thé)ng mang nham tranh bi truy cap, su
dung, tiét 19, gian doan, stra ddi hoac pha hoai trai phép nham bao dam tinh
toan ven, tinh bao mat cia mot thong tin td chirc, doanh nghi¢p. Theo nhu
tiéu chuan cta Lién minh Vién thong tin Qudc té (ITU) thi 1a “Bao mat mang
la tap hop cac cong cu, chinh sich, khai ni€ém vé bao mat, hudéng dan ,
phuong phap quan 1y rai ro, phan tng, dao tao, dién tap, thiét bi va cong ngh¢
c6 thé duogc dung dé bao vé hé théng mang va tai san "
Van dé an toan va bao mat thong tin phai ddm bao nhiing yéu t6 chu
yéu sau:
- Tinh bao mat: chi cho phép nhiing nguoi c6 quyén han dugc truy cap
dén no.
- Tinh toan ven dir liéu: dir liéu khong bi stra d6i, bi x6a mot cach bat
hop phap.
- Tinh sin sang: bat ctr khi nao ching ta can thi dit liéu ludn sin sang.
1.2 Céc loai 156 hong bio mat
Lo héng cua hé théng thong tin rat da dang va co thé do nhiéu nguyén
nhan khac nhau, c6 thé phat sinh tir nhimg yéu té vé k¥ thuat, ciing c6 thé do
cac yéu to vé t6 chic va quan 1y nhu: thiéu kinh nghiém hodc khiém khuyét
trong cac bién phap bao vé thong tin. Do vay, c6 kha nhiéu phuong phap phan
loai 16 hong ciia hé thong thong tin.
L3 hong an toan thong tin cta hé thong thong tin dugc chia thanh ba
loai:
- Ld hong khach quan 14 16 hong xuét phat tir cac dic tinh k¥ thuat von co

ctia thiét bi va phan mém cua hé théng thong tin.

Nguyén Duy Quang-CT1901M 6



Cong cu Nessus trong phan tich 15 hong bao mat D6 an t6t nghiép

- L hong chu quan 1a 16 hong xuat phét tir hanh vi ctia chu thé, c6 thé 1a

nha thiét k€, cac quan tri vién va nguoi st dung.

- L3 hdng ngiu nhién 14 16 hong xuat phat tir moi trudng cua hé thong

thong tin va nhitng béi canh khong du doan trude duge.

L3 hdng an toan thong tin duoc phan loai theo cac giai doan trong vong

doi cua hé thdng thong tin , bao gdm: 16 hong thiét ké, 16 hong ché tao va 15

hong khai théc.

1.2.1 L§ hong theo khu vuc phat sinh

O

Bao gém:
L hong code

L hong code xuat hién do 13i trong qua trinh xay dung phan mém, gdm
cac 16i logic, ¢t phap va & cac mirc truy cap. LS hong code con bao
gdm ca nhimng cai dit cd ¥ cua nha thiét ké dé tiép can trai phép vao hé
thong ctia ngudi ding phan mém.

L3 hong cau hinh.

L5 hong cau hinh, xuat hién trong qua trinh cai dat, cdu hinh va cac
phuong tién k¥ thuat cta hé théng thong tin , nhu cac tham s cai dit va
thong s6 k¥ thuat cua céc thiét bi ki thuat.

L hong kién trac.

L3 hong kién tric, phat sinh trong qua trinh thiét ké hé théng thong tin .

L hong t6 chuc.

Ld hong to chuc ton tai do thiéu (hodc do cac khiém khuyét) ciia cac
bién phap t6 chtrc bao vé thong tin trong cac hé thong thong tin , hoic
do khong tuan thu cac quy tac khai thac hé thong bao vé thong tin cia

hé théng thong tin.
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1.2.2 L& hong phat sinh do cac khiém khuyét ctia h¢ thong thong tin
Trong hé théng thong tin ton tai nhitng khiém khuyét s& lam xuét hién
nhiéu 16 hong. Vi du: nhimg khiém khuyét ddn dén ro ri, hodc 16 thong thong
tin tiép can han ché; khiém khuyét lién quan dén tran bd nhé (khi phin mém
thuc hién céac ban ghi dir li¢u vuot ra ngoai gioi han cua by nhd viung dém, két

qua 1a dir liéu dugc ghi phia trude hodc tiép sau bd dém bi hu hai).

Céc khiém khuyét ctia hé thong thong tin lam phat sinh 16 hong an toan
thong tin thuong lién quan dén cic van dé nhu: cai dat sai tham sb trong dam
bao chuong trinh, kiém tra khong day du dir liéu dau vao, kha ning giam sat
duong tiép can cac thu muc, phan quyén st dung cac 1énh ctia hé didu hanh
(vi duy, 1énh xem cAu tric thu muc, 1énh sao chép, Iénh loai bo tép tur xa); ap
dung céc toan tir tich hop ngon ngit 1ap trinh, sir dung ma 1énh, 10 ri thong tin
tiép can han ché, st dung cac bién d6i mat ma, quan 1y tai nguyén, tran b

nho.

1.2.3 Ld hong theo vi tri phat hién
Ld hong trong dam bao chwong trinh toan hé théng: 16 hong hé diéu
hanh (156 hong hé thong tép, 16 hong ché do tai, 16 hong trong cac co ché quan

Iy quy trinh...), 15 hong hé thong quan 1y co so dit liéu.
L hong trong phan mém ung dung.

L3 hong trong phan mém chuyén dung, tic 1a cac 16 hong dam bao
chuong trinh dung dé giai quyét cac bai toan dic thu cta hé thdng thong tin,
cu thé 1a: 13i 1ap trinh, sy c6 mat cac chic nang khong cong bd ¢6 kha nang
anh huong 1én cac phuong tién bao vé thong tin, khiém khuyét trong cac co
ché han ché tiép can cho dén cac dbi tuong dam bao chuong trinh chuyén
dung.

L3 hong ton tai trong dam bao chuong trinh ciia cac phuong tién k§
thuat nhu: phﬁn sun cac thiét bi nhd, cac mach logic tich hop, cac hé théng

dau vao/ra, chuong trinh trong cac bd di€u khién, giao dién....
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L hong trong cac thiét bi cAm tay nhu: hé diéu hanh céc thiét bi di
dong, giao dién truy cap khong day....

L3 hong trong cac thiét bi mang nhu: bd dinh tuyén, tong dai, cac trang
bi vién thong khac nhu: giao thirc dich vu mang, giao thtrc diéu khién thiét bi

vién thong....

L3 hong trong céac thiét bi bao vé thong tin. Bao gdm 156 hong trong céac
phuong tién quan 1y truy cip (kiém soat tinh toan ven, phdn mém chéng ma

doc, hé thong phat hién xam nhap, tuong lia...).

Bén canh d6, GOST P56546-2-15 con phan loai 16 hong dua trén céc
tiéu chi tim kiém nhu: tén cia hé diéu hanh, nén tang phat trién, tén phan
mém va phién ban, mic d6 nguy hai cua 16 hong, ngdn ngit lap trinh va dich

vu st dung d€ van hanh phan mém.

1.2.4 Ld hong da biét, 16 hong zero-day

Vi nhiing ké tan cong, 16 hong 1a nhiing kénh chinh dé xAm nhap tréi
phép vao hé théng thong tin . Do d6, tim kiém 16 hong luon 1a mbi quan tim
hang dau. Khi phat hién dugc 16 héng, ké tAn cong lap tirc tan dung co hoi dé
khai thac. TUr thoi diém phat hién ra 16 hong dén 1an va dau tién s& mat mot
khoang thoi gian dai va day chinh 13 co hoi dé thuc hién 1ay nhiém, phat tan
mi doc. Con véi cac chuyén gia bao mat thong tin, phat hién va khic phuc 18
hong 13 nhiém vy quan trong hang dau. Viéc phat hién 16 hong da kho khan,
nhung khéc phuc con kho khan hon. Do vay, dé thuan tién trong qua trinh
khac phuc, cac chuyén gia da chia 16 hong thanh hai loai 13 16 hong da biét va

16 hong zero-day.

L3 hong da biét, 1a 16 héng dd duoc cong bd, kém theo cac bién phap
thich hop dé bao vé hé thong thong tin , cdc ban va 18i va ban cap nhat. Nhu
vay, mdi khi 16 héng dugc phat hién thudc loai nay, thi van dé cling coi nhu

da duoc giai quyét.
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Tuy nhién, c6 nhitng 16 hong ma chi dén thoi diém phat hanh ban cap
nhat, hodc phién ban madi ctia san phém, nha san xuit méi biét vé su ton tai
ciia n6. Nha san xuat khong du thoi gian dé nghién ctu va khic phuc san
pham da phat hanh, nén cac 15 hong loai ndy dugc dit tén 13 16 hong zero-day.
Nhu vay, trong sudt thoi gian ké tir thoi diém ton tai dén khi bi phat hién, 15
hong nay c6 thé da duoc khai thac trong thuc té va gay anh huong tdi to chirc,

doanh nghi¢p, nguoi dung.

L3 hong zero-day thuong ton tai trong thoi gian dai, trung binh khoang
300 ngay. Mot sd c6 “tudi tho” cao hon rat nhiéu. Hing SAP di cong b rang,
ho tirng phat hién va va duoc cac 16 hong ¢ tudi tho 10 nim. Trong do, nguy
hiém nhét 13 cac 16 hong: CVE-2004-308 (lam t6n hai b nhg), CVE-2005-
2974 (giy tan cong tir chdi dich vu) va CVE-2005-3550 (cho phép thyc hién

1€nh tir xa).

Ngoai cac hing bao mat, “hacker” ciing c6 thé 1a nhitng ngudi dau tién
phat hién ra 15 héng. V&i cac “hacker mil trang” thi cac 16 hong zero-day 1a
d6i trong nghién ctiru hap din, néu phat hién va khic phuc duoc, ho ciing san
sang thong bao cho nha san xuat. Nhung véi cac “hacker mil den” thi day 1a
co hoi tot dé truc loi. Ho s& nghién ctru phuong an khai thac ngay lap tirc,
tham chi dua ra rao ban tai cho den véi gia cao. Chang han, 15 hong zero-day
cho phép chiém quyén quan tri trén hé diéu hanh Windows duoc rao ban véi
gia 90 nghin USD. To6i pham mang hay cac co quan dic vu san sang chi tra
khoan tién 16n dé mua lai cac 16 hong nay, tao nén thi truong cho den soi

dong trén mang Internet.

Vi thé, nhiéu hing bio mat sin sang chi nhiing khoan tién 16n dé tra
cho nhimng ai phat hién duoc 16 hong trong cac san pham cta ho. Gan day,
Kaspersky Lab da ting tién thuong 1én 100 nghin USD cho ngudi c¢6 thé phat

hién ra nhimg 16 hong nghiém trong trong cac san pham cua hing nay.
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Cong cu Nessus trong phan tich 15 hong bao mat D6 an t6t nghiép

1.3 Mot s6 phojong thirc tin cong mang

T4n cong mang hay con goi 13 chién tranh trén khong gian mang. C6
thé hiéu tan cong mang 1a hinh thtc tin cong xdm nhap vao mot hé thong
mang may tinh, co s¢ dir liéu, ha tﬁng mang, website, thiét bi cia mot ca nhan

hodc mot to chirc nao do.
Cum tur “Téan cong mang” c6 2 nghia hiéu:

- Hiéu theo cach tich cuc (positive way): Tan cong mang (penetration
testing) 13 phuong phap Hacker mii tring xam nhdp vao mot hé thong
mang, thiét bi, website dé tim ra nhiing 15 hong, cic nguy co tan cong

nham bao vé ca nhan hoac to6 chic.

- Hiéu theo cach tiéu cuc (negative way): Tan cong mang (network
attack) 14 hinh thtrc, k¥ thuat Hacker mil den tdn cong vao mot hé thong

dé thay doi d6i tuong hodc téng tién.

Péi tuong bi tan cong co thé 1a c4 nhan, doanh nghiép, t6 chuc hodc
nha nudc. Hacker sé& tiép can thong qua mang ndi bd gdm mady tinh, thiét bi,
con nguoi). Trong yéu t con ngudi, hacker c6 thé tiép can thong qua thiét bi

mobile, mang xa hoi, tng dung phan mém.

Toém lai, mot cudce tan cong khong gian mang cé thé nham vao cé nhan,
doanh nghi¢p, quoc gia, xam nhap vao trong h¢ thong, co s¢ ha ting mang,

thiét bi, con ngudi dudi nhi€u cac khac nhau va muyc tiéu khac nhau.

1.3.1 Tén cong vao trinh duyét (Browse Attacks)

Mot trong cac kiéu tdn cong mang dién hinh nhit nim 2017 phai ké dén
1a tAn cong vao trinh duyét. Cac cudc tin cong cua trinh duyét thuong dugce
bat dau bang nhimng trang web hop phap nhung dé bj ton thuong. Ké tin cong
c6 thé xam nhap vao website va gy hai cho dbi tuong bang phan mém doc
hai.

Nguyén Duy Quang-CT1901M 11



Cong cu Nessus trong phan tich 15 hong bao mat D6 an t6t nghiép

Cu thé, khi c6 khach truy cip mai thong qua trinh duyét web, trang web
d6 sé& 1ap tirc bi nhiém ma doc. Tur d6, ma doc s& xAm nhap vao hé théng cua
nan nhan qua 15 hong cua trinh duyét.Céc trinh duyét web bj tin tic tin cong
cha yéu nam 2017 1a Microsoft Internet Explorer Edge, Google Chrome,
Mozilla, Firefox, Apple Safari, Opera.

N

O R,

Hinh 1-1: T4n cong vao trinh duyét Web

1.3.2 Tan cong bang phan mém ddc hai

».

L o

........

Hinh 1-2: Tén c6ng bang phan mém doc hai
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Cong cu Nessus trong phan tich 15 hong bao mat D6 an t6t nghiép

Tan cong Malware 13 hinh thirc phd bién nhat. Malware bao gdém
spyware ( phan mém gian diép ), ransomware ( ma doc tong tién ), virus va
worm (phan mém ddc hai c6 kha ning lay lan nhanh). Thong thudng, tin tic
s& tin cong ngudi dung théng qua cac 16 hong bao mat, ciing ¢ thé 1a du db
nguoi dung click vao mot duong link hoac email dé phr:in mém ddc hai tu
dong cai dat vao may tinh. Mot khi dugc cai dat thanh cong, malware s€ gay

ra.

- Ngan can nguo1 dung truy cdp vao mdt file hoac folder quan trong

(ransomware)

- Cai dit thém nhitng phan mém doc hai khac

- Lén lut theo ddi nguoi dung va danh cap dir liéu (spyware)

- Lam hu hai phan mém, phan ctng, lam gian doan hé thong.
1.3.3 Tan cong tir chéi dich vu ( Ddos Attacks )

DoS (Denial of Service) 13 hinh thtc tn cong ma tin tic “danh sip tam
tho1” mot hé théng, may chu, hodc mang ndi bo. Pé thuc hién duoc diéu nay,
ching thuong tao ra mdt luong traffic/request khé)ng 16 & cung mot thoi diém,
khién cho hé théng bi qua tai, tir d6 ngudi dung khong thé truy cap vao dich

vu trong khodng thoi gian ma cudc tan cong DoS dién ra.

Mot hinh thic bién thé cua DoS 13 DDoS (Distributed Denial of
Service): tin tic st dung mot mang ludi cac may tinh (botnet) dé tAn céng nan
nhan. Piéu nguy hiém 1a chinh cac mdy tinh thuéc mang ludi botnet ciing

khong biét ban than dang bi loi dung dé 1am cong cu tin cong.
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Maiy tin céng

Cac may
bi diéu khién

Maiy muc tiéu

Hinh 1-3: T4n cong tur chdi dich vu DoS
1.3.4 Kiéu tin cong sau bo ( Worm Attacks )

- . -

Hinh 1-4: Tan cong kiéu sau bo

Worm 14 nhitng chuong trinh c¢6 kha ning ty dong khai thac, tdn cong
vao diém dau cudi hoic nhiing 16 hong da c6 san. Sau khi da tan dung céc 15
hong thanh céng trong hé thong, Worm sé& ty dong sao chép chuong trinh tir

may bi nhiém ro61 lay lan sang cac may khéc.
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Kiéu tin cong mang Worm Attack thuong yéu cau ngudi ding tuong
tac trudc dé bat dau 1ay nhiém. Worm Attacks thuong duge tan cong thong

qua tép tai Xuéng chira email doc hai, usb, dau loc thé.

Mot trong vi du tiéu biéu ctia phuong thirc tin cong nay 1a ma doc
WannaCry dd lay nhiém hon 300.000 mdy tinh chi sau mdt vai ngay.
WannaCry nhdm vao muc tiéu 13 héng trén Windows, mot khi mdy bi nhiém,
phan mém ddc hai s& ty dong quét hé thong mang két ndi véi nhau, tir d6 lay

nhiém sang cac may tinh khac.

1.3.5 Tén cong co s& dir liéu ( SQL injection )

Cac cudc tin cong SQL Injection dugc thuc hi¢n béng cach gui 1énh
SQL ddc hai dén cac may cha co s dir lidu thong qua cac yéu ciu ctia ngudi
dung ma website cho phép. Bat ky kénh input nao ciing c6 thé duoc sir dung
dé giri cac lénh doc hai, bao gdom céac thé<input>, chudi truy van (query

strings), cookie va tép tin.

Véi SQL injection cac hacker c6 thé truy cap mot phan hodc toan bo di
liéu trong hé thong, co thé gay ra nhiing thiét hai khong 16

Véi viée SQL injection dé tan cong, phd bién, gdy ra hau qua nghiém
trong. D6 12 1y do ma SQL injection dung dau trong 10 16 hong bao mat ciia
OWASP

SQL Injection

http://students.com? SELECT * FROM students
studentld=117 or 1=1;-- WHERE studentld=117 or 1=1;
‘ ‘ l I AR R NN i A —
oo —_— -
Attacker Web API Server
QL Databas
Data for is Return data for Server

returned to the attacker

Hinh 1-5: Tan cong co s& dit liéu SQL injection
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1.3.6 Kiéu tin cong ra quét

Thay vi st dung cac hinh thtic tdn cong toan dién, Scan Attacks 1a k¥
thuat tdn cong mang ra quét 16 hong thong qua cac dich vu, hé théng may
tinh, thiét bi, ha tﬁng mang cua doanh nghiép. Tin tdc s€ sit dung cac cong cu

dé ra quét, nghe 1én hé théng mang dé tim ra 16 hong sau d6 thuc thi tin cong

1.3.7 Kiéu tan cong mang khac
Ngoai 6 kiéu tan cong mang ndi bat noi trén, Hacker con cé thé xam

nhap vao bén trong hé thong bang cach:

- Téan cong vat Iy (Physical Attacks). Tin tic s& c6 gang pha huay, in cép

dir liéu kién trac trong ciing mot hé thong mang.

-+ Tén cong nd1 bo (Insider Attacks). Cac cudc tAn cong ndi bo thuong
lién quan t&i nguoi trong cudc. Chang han nhu trong mot cong ty, mot
nhan vién nao d6 “cim ghét” nguoi khéc... cac cudc tan cong hé thong
mang ndi bd co thé gay hai hodc vo hai. Khi co tin cong mang ndi bo
xay ra, thong tin dit lidu ctia cong ty co thé bi truy cap trai phép, thay
doi hodc ban doi.
1.4 Céc giai phap va cong cu hd trg bio mat mang

Vi viéc Internet va con nguoi dang gﬁn nhau, viéc ma mdi to chuc, ca
nhan can 1am 1 can c6 nhiing giai phap va nhimg cong cu dé dam bao an toan
cho viéc bao mat thong tin. Sau day sé& 1a nhimng giai phap va mot sé cong cu
hitru ich
1.4.1 Cac giai phap bao mat mang

Trong thdi dai ngdy nay c6 rat nhiéu phuong phap bao mat an ninh
mang. Nhiéu cong ty 16n da dua ra nhung giai phap, cong cu, ... dé c6 thé bao

mat thong tin, chéng danh cép dir liéu, xadm nhap tai nguyén mang, ...

Dué6i day 1a nhung giai phap co chat luong uy tin hang dau, duoc cac

chuyén gia trén toan thé gi6i khuyén dung

Nguyén Duy Quang-CT1901M 16



Cong cu Nessus trong phan tich 15 hong bao mat D6 an t6t nghiép

1.4.1.1 Giai phap tojong lira
Loi ich: bao vé cong hé thdng ( gateway ), ngan chin cc rai ro tir moi

truong internet
Tinh nang:
o Loc web
-~ Chébng xam nhap (IPS)
-~ Chéng DDoS

Chong virus, spam

[}

- Loc céc cong dich vu

1 Giam sat ung dung va nguoi dung

)e
8
|

1.4.1.2 Giai phap chong xdm nhip va chdng tan cong tir chdi dich vu
(DDoS)

Loi ich: thiét bj chuyén dung ngan chin hinh thirc tin cong DDoS.

Firewall

Hinh 1-6: Giai phap tuong ltra

Tinh nang:
- Ngan chan céc hinh thirc xdm nhép
- SSL offload

- Chéng tan cong DDoS
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Attacker

- a

S =4

Bot

Targeted
Bot Victim

W

:
|G |
=

Bot

Hinh 1-7: Str dung DDoS

1.4.1.3 Giai phap mi hoa va biao mat dojong truyén

Loi ich: giai phap chuyén dung bao vé két ndi giita cac site trong cling
mot hé théng, dac bi¢t phu hop véi cac doanh nghiép co nhiéu chi nhanh va
yéu cau bao mat cao trén dudng truyén.

Tinh nang:

- M4 hoéa tir muc layer 2 (theo m6 hinh OSI), hd trg cac giao thic
Ethernet, Fibre Channel/FICON va SDH/SONET tir 20Mbps dén
10Gbps

- Ma hoa cudc goi/ voice
- M3 héa dudng truyén fax
1.4.1.4 Giai phap giam sat va phan tich ma doc
Lot ich: xac dinh cac loai ma doc dang hién hitu trén hé théng, tich hop
cac giai phap mirc gateway ngin chin ma doc xam hai trén hé thong
Tinh nang:
- Phat hién va chéng lai APTs va cac tin cong c6 muc ti€u Zero-day

malware va céac khai thac 16 hong trén document

- Cac hanh vi tdn cong mang
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7 Email threats (phishing, spear-phishing): Bots, Trojans, Worms, Key
Loggers and Crime ware

- Giam sat thoi gian thuc, phan tich sau dua trén giao dién diéu khién
truc quan
- Gidm sat tap trung vao cac nguy co ¢6 muc do nghiém trong cao va cac
dbi tuong co gia tri
- Cung cap cac thong tin vé an ninh hé thong, va dua ra cac bién phap
khic phuc
1.4.1.5 Giai phap phong chéng spam/ virus mirc gateway
Loi ich: giai phap chuyén dung ngédn chdn cac hinh thirc spam email,
ngan chan virus.
Tinh nang:
.+ SSL offload
- Loc email spam
o Loc email dinh kém virus
- C0 lap cac két nbi dén lién két c6 mi doc
1.4.2 Cac cong cu hd trg' bio mit mang
Ngoai nhiing giai phap trén chiing ta van can dén nhitng cong cu sau
1.4.2.1 Cong cu Nmap
Nmap 13 cong cu biao mat dugc phat trién bai Floydor Vaskovitch.
Nmap c6 mi ngudn mo, mién phi, ding dé quét 156 cong va cac 16 hong bao
mat. Cac chuyén gia quan tri mang st dung Nmap dé xac dinh xem thiét bi
nao dang chay trén hé thong ctia ho, ciing nhu tim kiém ra cac may chi c6 sin
va cac dich vu ma cac may chu nay cung cap, dong thoi do tim cac cong mé

va phat hién cac nguy co vé bao mat.
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Nmap c6 thé duge str dung dé giam sat cac may cha don 1é ciing nhu
cac cum mang 16n bao gdm hang trim nghin thiét bi va nhiéu mang con hop

thanh.

Mic di Nmap da khong ngimg duoc phat trién, cai tién qua nhiéu nim
va cuc ky linh hoat, nhung nén tang ctia n6 van la mot cong cu quét cong, thu
thap thong tin bang cach guii cac goi dir liéu thd dén cac cong hé thong. Sau
d6 n6 ling nghe va phan tich cac phan hdi va xac dinh xem céac cong d6 dugc
mao, dong hodc loc theo mot cach nao do, vi du nhu tuong lra. Cac thuat ngir
khac dugc str dung dé chi hoat dong quét cong (port scanning) bao gdm do

tim cong (discovery) hodc liét ké cong (enumeration).

Mot trong nhiing 1y do din dén su pho bién rong rai cia Nmap 13 nd ¢6
thé dugc sir dung duoc trén rat nhiéu hé diéu hanh khac nhau N6 chay duoc
trén Windows va macOS ciing nhu dugc hd tro trén cic ban phan phdi cia

Linux bao gém Red Hat, Mandrake, SUSE va Fedora
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v 2 C1ES
Scan Tools Proflle Help

% @ © ° &

New Scan Command Wizard Save Scan Open Scan ' Report a bug Help

Intense Scan on scanme.nmap.org 171.67.22.3 10.0,0.10 wap.yuma.net zardoz.yuma.net %

Target: 0 wap.yumanetzarooz.yuma.netB Profile: ‘lntense Scan ﬂ Scan

Command: nmap -T Aggressive -A scanme.nmap.org 171.67.22,3 10.0.0.10 wap.yuma.net zaruoz.yumelI

Hosts | Services Ports / Hosts [INmap Output | Host Detalls | Scan Detalls

Py Hostname Port |Protocol | State |Server product

Service

& scanme.nmap.org 205 B0  tcp open  Apache hitpd
& wapyumanet 19216€ 80  tep open  Linksys WRT54GL wirel

domain
rpebind
msrpc
hip-rpc-epmap
ms-5ql-s
smtp
LSA-or-nterm
subseven
netblos-ssn
H.323/Q.931
rpc

printer

netblos-dgm

ssh ot

NFS-or-IS . = :
nathine.ne :'j ‘] l »

Hinh 1-8: Giao dién cong cu Nmap
1.4.2.2 Cong cu Wireshark
Wireshark 1a mot mg dung dé phan tich dir liéu h¢ théng mang, theo
ddi va giam sat goi tin theo thoi gian thyc hién, hién thi chinh x4c va bao qua
nguoi dung qua mot giao di¢n don gian

Chtrc nang cuia Wireshark la:

- Phan tich chuyén siu cac giao thirc mang va dang duoc bo sung hang
ngay

- Dung dé khac phuc sy ¢c0 mang
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- Cac developers str dung dé gd 16i trién khai giao thirc

- DPoc va xuat dit li¢u tir nhi€u giao thure

4 The Wireshark Network Analyzer [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10)] - o IEN
File Edit View Go Copture Analyze Stetistics Telephony Tools [ntemals Help

Peodams 22 aesnT2EE caan a8 % B

Filter: v | Expression... Clear Apply Save

The World's Most Popular Network Protocol Analyzer

.
WIRESHARK  vession 1.105 (SVN Rev 54262 from /trunk-1.10)
. Fils 0  oOnline |

Interface List . Open n Website
Live fat of the capture nterfaces ! Open a previously captured fie - Vat the project s website
(counts ncoming packets

Start ;; User's Guide
7 | »

C:\Users)\ywwwmitd AppData\ Local\ Temp)\bail peap (10 k8) The User's Guide focal version # instated
T T s S —— C:\Users \GEERD ownloads\for300.cap (39 kE)
£ Local Area Connection 3 C:\Users@uEMEEB Dov: ... _deed0298988d9137774375d90aa8ba0 1 peapng (1960 k8) @ Security
B8] Local Aréa Connection S C:i\Users\u@ERY Dowinloads\AAA.pcap (217 kB) Work with Wirezhark a2 securely as possble
B Local Area Connection 7 C:\Users)\ i\ Dow . fi_44516f064d5115ac79cb3311a041a1b.pcap (669 bytes
&*/ Ethemnet C:\Users\ g Dovinloads'first_contact.pcap (3418 bytes)
{#] Local Area Connection ® Sample Captures
£#) Local Area Connection 2 A rich azzortment of exampls capture fiez on the wid

#* Local Area Connection 6
B Wi-Fi
511 nral rea Connectinn® 2

® Capture Options

Start 2 capture with detaded options

Hinh 1-9 Giao dién
WireShark 1.4.2.3 Cong cu Nessus
Quét cac 16 hong bao mat va dua ra cac bién phap khic phuc trén hé

thong c6 nén tang Windows, Linux, Mac.

Kiém tra c4ac ban va h¢ diéu hanh Windows, Linux va cac ting dung

nhu trinh duyét web, phan mém, ...
Panh gia cac 16 héng trén céc loai thiét bi:
- Dién thoai chay nén tang Android, 10S, Windows Phone.

Cac thiét bi mang khac: switch, router, access points, may in,...

O

HOb tro phén tich ca trén céc thiét bi a0 hoa.

Cho phép céu hinh ty dong quét theo mot lich trinh nhét dinh.

- Phat hién cac phan mém doc hai chay trén hé thong.

Quét cac 16 hong umg dung web dua trén OWASP.

O

- Audit file cAu hinh thiét bi.
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Hb trg Cloud: Audit cau hinh cta cac cloud public nhu: Amazon Web

Services, Microsoft Azure and Rackspace.

All Templates

%, AN

Advanced Scan Audit Cloud Infrastructure

Host Discovery

| D

DROWN Detection

Offline Config Audit PCI Quarterly External Scan

Windows Malware Scan

E E

policies hungp Test toel

N =N

Bash Shellshock Detection

Internal PCI Network Scan

BN\

Policy Compliance Auditing

M

Basic Network Scan

o\

MODM Config Audit

8\

SCAP and OVAL Auditing

Hinh 1-10: Giao di€n cong cu Nessus

1.4.2.4 Cong cu OpenVAS

n

Credentialed Patch Audit

0N\

Mobile Device Scan

®©

Web Application Tests

OpenVAS 1a mot khung phan mém cta mot s dich vu va cung cap

chtrc nang quét 16 hong va quan 1y 15 hong.

Cong cu ciling c¢6 nhiéu tinh ning phong phu,OpenVAS cé thé quét

hang trim ngan 15 hong khac nhau. Hon thé nita, cong cu ndy cé thé ty dong

1én lich ra quét va hd tro nhiéu nhiém vu thuc thi cung luc
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Mon Apr27, 11:34 AM

Greenbone Security Assistant = lceweasel

& Greenbone Security ... % | 4

€ a 127.0.0.1 ve By 8 $ #

B2 Most Visitedv [llOffensive Security \ Kali Linux "\ Kali Docs "\ Kali Tools KBExploit-DB

Greenbone Logged in as Admin admin | Logout
@ 2 Security Assistant

Mon Apr 27 15:33:31 2015 UTC

Scan Management  Asset Management  Secinfo Management Configuration Administeation

Tasks (total: 0) PAEE B

Alten

"

BEs g -*88

P
Reports

Apply 10 page coments 315 (a ]3]

Welcome dear new user!

Quick start: Immediately scan an IP address
To explore this powerful application and to

IP address or hostname

have a quick start for doing things the first g
time, | am here to assist you with some |
hints and short-cuts -3 Start Scan
Y .~
| will appear automatically in areas where For this short-cut | will do the following for you
you have created no or only a few objects.
And disappear when you have more than 3 /41 1. Create a new Target with default Port List
. r’, 2. Create a new Task using this target with default Scan
objects. You can call me with this icon Configuration
any time later on 1

3, Start this scan task right away
© hthe uia ola das v

Hinh 1-11: Giao dién OpenVAS
1.4.2.5 Cong cu Kerio Control

Kerio Control 12 mot phﬁn mém hién dai c6 kha nang bao mat cho
tuong ltra, ngan chan sy tham nhip cua virus, phﬁn mém chtra ma déc, phat
hién va chéng IPS. Pay thuc sy 1d mot phan mém bao mat hé thdng doanh

nghiép hiéu qua ma chiing ta nén str dung
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ano Kerio Stak - Kerio Contrel A
iy LA A s eenall 408 1 index R0 !
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T Todey ™ Thivween T This Meth T Custom period v | L4 Pt
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< Marth, 2ogua
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R

Chher

Waw Zom 4o Lo S0 Wawm R v 40w Bpn Dpm Vpn

Lan Bas S T Saw idam dpw Jom Sem Tam Se dam User Totad
Lagen, Pl s (plasengcons aons docn ) | 1M 950
® Top Visstsd Websiles Becsiy, Pam by SdoToberin. ) I 1783
= i Pt Vol (etranceme e locsl) e
e requead GOk % Aot avedats ¢ far salected Bme pered SIS S SRS o - e R oo e
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Hinh 1-12: Coéng cu Kerio Control
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CHQ|ONG 2: PHAT HIEN VA PHAN TiCH LO HONG BAO MAT
VOI NESSUS

2.1 Giéi thiéu phan mém Nessus

Nessus 12 mot cong cu quét 156 hong bao mat doc quyén duoc phat trién
béi Cong ty An ninh mang Tenable, duoc phat hanh mién phi cho viéc sir
dung phi thuong mai.

Ban dau Nessus 1a mot du an nguén mo “Nessus Project” duoc dé xuit
boi Renaud Derasion vao nim 1998, md ngudn cta céc thanh phan dugc cong
bb cong khai

Nessus con 1a mot trong nhiing san pham duoc danh gia cao trén toan
thé gidi, v6i tinh ning da dang, théng ké toan dién vé hé thong day du,phat
hién nhiing dit liéu nhay cam va phan tich 16 hong, dap (mg cao vé nhu cau
bao mat

Nessus co thé chay trén nhiéu nén tang khac nhau nhu: UNIX, LINUX,
Mac OS, Windows

Nessus cho phép:

- Ld hong cho phép mot hacker tir xa kiém soat hodc truy cap dir liéu
nhay cam trén hé thong.

- Cau hinh sai (vi du nhu chuyén tiép thu md, cac ban v4 15i bi thiéu,...).

-+ Mat khau mic dinh, mot vai mat khau thuong duoc st dung, va mat
khau trong trén cac tai khoan hé thong. Nessus ciing ¢ thé dung Hydra

(mdt cong cu bén thir ba) dé thuc hién mot cudc tan cong tu dién

. Tén cong tu chdi dich vu bd nhé stack TCP/IP bﬁng goi tin dgc hai
-+ Chudn bi cho viéc kiém tra bao mat (PSI DSS).

- Céc thanh phan cta Nessus:
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Nessus Engine: nhan, thuc thi va trd 161 lai cac cau yéu ciu quét cua
ngudi dung. Viée quét cac 16 hong duge thuc hién theo cac chi dan cua
cac plugin

Nessus Plugin: hé théng file ctia ngdn ngit kich ban NASL, gom cac file

dinh nghia .inc va file kich ban .nasl.

Nessus Server: thyc hién cac yéu cau quét cua nguoi dung, sau dé phan

tich, tong hop, tra lai két qua cho Nessus client

Nessus Client: hién thi két qua quét cho nguoi dung thong qua trinh
duyét web

Nessus Knowledge Base: “Co s¢ dir liéu da biét” ctua Nessus cho phép
cac plugin sau tan dung dir lidu cta plugin truéc d6. Piéu nay gitp

Nessus dé dang mé rong va ting toc do thuc thi

2.2 Cac md hinh trién khai Nessus

2.2.1 Mo hinh Kkién tric Nessus Client-Server

Ban dau, Server s€ tong hop tat ca cac 101 bao mat hién nay. Khi mot

may tinh

Client y€u cau duoc kiém tra cac 101 c6 ton tai trén may tinh ctia minh

hay khong, dau tién chung phai duoc kiém tra xem c6 két ndi toi server hay

khong, sau khi da kiém tra két n6i chung s€é dugc quét tiy thudc vao cac muc

d6 yéu cau khi quét.

Mo hinh nay s& dwa vao két qua sau khi may Client yéu cau kiém tra,

va dwavao nhimg 18i dd dugc xac dinh c¢6 thé dua ra nhitng nhimg hudng giai

quyét mot cach nhanh nht.
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Clenls User \a

thiét bi yéu cau
kiém tra
Internet

Database

Nessus Server Firewall

Hinh 2-1: M6 hinh Client-Sever
2.2.2 M6 hinh Nessus Knowledge Base.
M6 hinh Nessus Knowledge Base la gi?

M5 hinh nay kha don gian n6 thu thap danh sich cac 16i bdo mat khac
dang duoc thir nghiém. N6 cho phép bd sung, hodc chia sé nhiing thong tin vé

hé théng dang duogc kiém tra.
Phuong thirc hoat dong ctia Nessus Knowledge Base

Gia sir ching ta thuc hién quét kiém tra 18i bao mat trén trang Server
atSakma.com, qué trinh kiém tra hoan tat va khong thdy mot 16i bao mat nio
co trén do. Lac nay Nessus Knowledge Base dugc tao ra cho may chu nay
(/ust/local/var/Nessus/users/mh/ kbs/at5a.com) cho thiy khoang 1800 1di,
Nguoi ta phai nhé rang Nessus Knowledge Base ciing chi ¢6 khoang 1725 13i
da duogc trusted. Va nhimg thong sd d6 duoc sir dung cho nhing nghién ctu
sau nay dé dam bao rang lién tuc cap nhat nhiing 15i bao mat mai nhat.

2.2.3 Mo hinh Nessus Plugin.
La mot chuong trinh dung dé kiém tra tinh bao mat ctia mot trang web

tr xa, may tinh cuc bd hay nhirng thiét bi bao vé thong tin
Mo hinh hoat dong ctia Nessus Plugin kha don gian, ta c6 thé dung gia
dién hoic ding command line dé quét. Bang viéc str dung Plugin di c6 sin

sau khi cai dé kiém tra tinh bao mat.
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Khi thong tin vé cac 15 hong méi duoc phat hién va phat hanh vao
pham vi cong cong chung, Tenable Research thiét ké cac chwong trinh dé phat
hién ching. Cac chuong trinh nay duoc dit tén plugin va duoc viét bang
Ngon ngit kich ban tan céng Nessus (NASL). Cac plugin chtra thong tin vé 15
hong, mot tp hop cac hanh dong khac phuc don gian va thuat toan dé kiém
tra sy hién dién ctia van dé bao mat. Tenable Research d3 xuit ban

Newest)» Updated »

0 Name Product Family 0 Name Product Family Severity

TRILIEANL
e

Hinh 2-2: M6 hinh Nessus Plugin
2.3 Cai dat Nessus
Nhu di noi & phan trén Nessus 12 mot cong cu quét 16 hong bao mat
doc quyén dugc phat trién boi Cong ty An ninh mang Tenable, dugc phat

hanh mién phi cho viéc sir dung phi thuong mai

Tuy nhién mién phi ban Nessus Home va tinh phi Nessus Professional,
that ra 2 ban nay khac nhau 14 gi6i han IP, ban Home c6 thé scan mdt lic 16

IP va ban Pro 1a khong gi6i han
Sau day 12 ban cai dat Nessus trén nén tang Kali Linux
Budc 1: Téi goi cai dat tr trang tru Tenable:

http://www.tenable.com/downloads/Nessus
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Goi tin: Nessus-8.8.0-debian6 _1386.deb

— 0 Be G0 Yo VM Iie bep | M1 v D o = (AT R Te——— P A:_
Download Nessus | Tenable® - Mozilla Firefox o0
Downlosd Nessus | T = | +
€ Oa tenable.com/dow 3 earch *e A0 =
1 Most Vistteds [Offensive Securty '\, Kall L "\ Kall Docs \Kall Tools & Explot-DB Wy Arcrack-ng TUKall Forums \, Nethunter "\ Kall Training @ Getting Started
N Nessus mpto: Release - I
N

Ne Mot Need an Activation Code?

Get Actvation Code

Nessus - 8.8.0

D 8

Hinh 2-3: Trang dowload Nessus

Budc 2: Dung terminal chay 1énh cai dat

# @ Be G yeu VM Te bep | 11~

root@kall: ~/Downloads
File Edt_ View Seach Teminal Help

Hinh 2-4 Chay cai dat Nessus

Downloads

Is# sudo dpkg -i Nessus-8.8.0-debian6 1386.deb
Hinh 2-5 Cau Iénh cai dat

Sau khi hoan thanh budc cai dit ta dung ciu 1énh sau dé truy cip vao

dia chi Nessus :
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# sudo /etc/init.d/nessusd start

Starting Nessus :

Hinh 2-6 Lénh kho1 dong Nessus
Mé duong dan “https:/[ IP may cha]:8834/” ( Pudng dan s& duoc hién
thi trong budc cai dat phia ) trong trinh duyét.

JEEIEEIEN - © o e vee W Teober 0 e = I3 G reme R T——— By O - |
Nessus / Initializing - Mozila Firefox eeo0

O Nessus / initiatizing x|+
€ 08 okt > earch a8 A9 =

1 Most Visiteds [Offensive Securty "\ Kall L "\ Kall Docs \Kall Tools  Explot-DB W Arcrack-ng TUKsll Forums '\, NetHunter "\ Kall Training @ Getting Started

( )nessus

Initializing

Hinh 2-7: Nessus tu dong cap nhat cac plugin
Sau khi cap nhat xong, can phai ding nhap vao duong dan dé c6 thé

kich hoat Nessus

Truy cap vao duong dan:

https://www.tenable.com/products/Nessus/active-code dé 1dy ma kich hoat

Nguyén Duy Quang-CT1901M 31


https://www.tenable.com/products/nessus/active-code

Cong cu Nessus trong phan tich 15 hong bao mat D6 an t6t nghiép

c P o

_wamuxamumlh B £ fai D () veme
Obtain an Activation Code | Tenable® - Mozilla Firefox o0
2 Nessus Essentials /F.. % | O Obtan an Activation C.. % | +
o'} tenable.com: > k e $ 00O =
#2Most Visttedv [JOffensive Securty '\ Kall Linux "\ Kall Docs "\ Kali Tools = Exploit-DB W Aircrack-ng gliKali Forums "\ NetHunter "\ Kall Training @ Getting Started

tenable  owrcome o ‘

For Consultants, Pen Testers For Educators, students and individuals
and Security Practitioners starting their careers in Cyber Security

Nessus Professional Features. Nessus Essentials Features

Are you look

Hinh 2-8: Liy m4 kich hoat Nessus

Sau d6 dién thong tin ca nhan va email

_ @ Be G Yo VM Jn Hep | 11 v | = 31 (3 vome ) Kk Ui 20183 v 086 E
Nessus Essentiats Vulnerability Scanner | Tenable® - Mozilla Firefox eee0

3 Nessus Essentials /F.. % | ) Nessus Essentisls Vul.. x | +
€ Oa tenable.com Qoe earch *8 ¥ a0 =

1 Most Visiteds [Ofentive Securtty "\, Kall Linux "\ Kall Docs N\ Kall Tools = Explot-DB Wy Akcrack-ng SUKall Forums "\ NetHunter "\, Kall Training @ Getting Started
" aiee

"
tenable [ e

n eSS u S Register for an Activation Code
. First Name * Last Name *
Essentials
As part of the Nessus family, Nessus® Essentials (formerly Email *
Nessus Home) allows you to scan your environment (up to 16 IP

addresses per scanner) with the same high-speed, in-depth

Check to receive updates from Tenable

and scanning i that Nessus
l enjoy. Nessus i imi the previous
restriction on only using Nessus Home for personal, m

non-commercial use,

FEATURED SOLUTIONS CUSTOMER RESOURCES INVESTOR RELATIONS

CONNECTIONS
rate Prohie Blog

CYBER EXPOSURE
Y itnerabli

Hinh 2-9: Pién thong tin
Tiép theo ta ddng nhap vao mail dé 14y ma kich hoat Nessus va bét dau

dang nhap vao cong cu Nessus
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T [ e
ceoo0

_..ou(.-.o-vux—mu- 2 | 4 - =
Tenable Nessus Essentials Activation Code - - Gmai -
D Nessus Essentiols /F.. x | M Tenable Nessus Esse.. » | 4
€ 0a 31 googe com tEe 8O =
% Most Visitedv [Offensive Securty '\ Kali Limux "\ Kall Docs "\ Kali Tools & Explot-DB W Aircrack-ng AKab Forums \ NetHunter \, Kall Training @ Getting Stanted
= M Gmail Q . o = @
TR ¢ o0 § @0 owe trong 160g 36,4 @ ™
L

Tenable Nessus Essentials Activation Code

?
o

0 Hopthu den 2
% Thu gin dsusao no-reply @tenable com

© oitman

> osgu % TéngAsh > > TiéngVid~ Dichihw
B Thuship -
Do AN Otenable

to Nessus

Hinh 2-10: Vao Mail dé 1iy ma

=3 [ﬂ https://kali:8834/register/
& Most Visitedv [l Offensive Security % Kali Linux "% Kali Docs nExploit-DB W Aircrack-ng

Nessus

vulnerability scanner

Plugin Feed Registration

As information about new vulnerabilities is discovered and released into the public domain,
to detect their presence. The plugins contain vulnerability information, the algorithm to test

Enter your Activation Code below to subscribe to a "Plugin Feed".

Please enter your Activation Code:

e Tenable SecurityCenter users: Enter 'SecurityCenter' in the field above
e To perform offline plugin updates, enter 'offline' in the field above

Optional Proxy Settings

Hinh 2-11: Nhap ma dé kich hoat Nessus
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IR - © e e g de [N SO 5 o ) 5 e v it . o - |

Nessus Essentiats / Login - Mozilta Firefox o0
3 Nessus Essentisls /L. x | +
€ 08 Yali 583472 3 k T8 A0 =

1 Most Visited v [IJOffensive Securty \ Kali L W\ Kall Docs "\ Kall Tools » Exploit-DB W Aircrack-ng fKall Forums \ NetHunter \ Kali Training @ Getting Started

nessus

Essentials

Hinh 2-12: Giao dién dang nhap Nessus

Sau khi hoan thanh cai dat va dang nhap vao hé théng thi giao di¢n ban
dau s& nhu hinh déy ciing 1a Tab My Scans noi ma luu tri, liét ké két qua quét

ban da tién hanh, hién dang chay hoac da dugc import.
_»ﬂu- [t Yew VM ok bep | I~ 3.4 - t= 5 G ome K Ui 20183 vm 086

Nessus Essentlals / Folders / My Scans - Mozila Firefox o0
D Nessus Essentisls /F.. x | +
€ 08 walt : : "Ee $hO =
M Most Visitedv JOffensive Securty '\, Kall Unux \ Kall Docs '\ Kali Tools = Explot-DB Wy Arcrack-ng SKal Forums \ NetHunter \ Kali Training @ Getting Started
[ Scans a o
My Scans mpos  New Foloss

| oy sean

- -

8 Tas

My Host Discovery Scan On Demand Today at 3:37 AM

A Look at the Most
Popust Peretration
Tosting Met_.

Hinh 2-13: Giao dién sau khi dang nhap vao cong cu Nessus
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CHOJONG 3: THU'C NGHIEM

3.1 MG& hinh trién khai thuc nghiém
3.1.1 Phat biéu bai toan
Str dung cong cu Nessus da cai dat dé tién hanh kiém tra 15 héng trén

mot sO website

3.1.2 M6 hinh

X4y dung mé hinh quét Nessus gdm c6
-~ Mot may 4o c6 hé diéu hanh Kali Linux
~ Cong cu Nessus

» Mang Internet

Internet

(2

server

. — | I

vp.hpu.edu.vn

v

Scanner

\/

Hinh 3-1: M6 hinh quét 156 hong Nessus
Vi mo hinh nay ta sir dung cong cu Nessus dd cai san & may ao c6 hé
diéu hanh Kaili Linux c6 internet. Sau khi quét cong cu Nessus s& thong bao

cho chiing ta trang web di c6 nhitng 16 hong gi can duoc khic phuc

3.2 Cac bojéc trién khai

Budc 1: Trén trang Scan chon New Scans va sau d6é chon Web

Application Test trén trang Scan Templates.
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IR+ © - G e ke s 01 c ; I t—
Messus Essentials / Scan Templates - Mazilla Firefox e® 0

Nessus Essentials /5. % | +

€ O all
#Most Visned [lOffensive Securty ', Kall Uinux “,Kall Docs “\,Kall Tools = Exploit-DB W Aircrack-ng fllKali Forums " NetHunter %, Kall Traivng @ Getting Staned

Scan Templates

Secanner

@O
i
El
i

A
& e 0 i\ o

Basic Network Scan

Spectre and Msiidown WannaCry Ransomware

Hinh 3-2: Scan TemPlates

Budc 2: Sau khi chon Web Application ta dién cac thong tin can thiét

() vome [T ——
eeo0

Nessus Essentials / Scans / Editor - Mozilla Firefox

) Nessus Essentisls /S_ % | +

€ 08 wal
Most Visitedw [Offensive Secury "\ Kal Linux "\ Kall Docs \Kall Tools & Explot-DB W Averack-ng ZUKa Forums "\ NetHunter "\ Kali Training @ Getting Started

nessus

-
......
8 e
L g b
& s
iscoveRy
sessment
et
ceD vole i

Securny, Herw's When
You Shoud Cal Legal

Hinh 3-3: Dién céc thong tin trong Web application
Budc 3: Pat Pham vi Quét Cong Cong thanh chi cac cong ma tmg dung

Web dich dang sir dung. Trong vi du ndy, chiing ta dang chay trén cong 80.
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I - © et vee ke e =z £ E (2 it vome Kol L 20183 v 386, =« RN
Nessus Essentlals / Scans / Editor - Maz/lla Firefox eee0
Nessus Essentiols /5. = | 4
€ Ok Kal - =
7 Most Visned [lOffensive Securty %, Kall Linux “,Kall Dacs "\ Kall Tools = Exploit-D8 WAircrack-y g RUKal Forums \ NetHunter %, Kall Trainng @ Getting Stan=d
scan website / Configuration
- ’ !
| A Semng:
BT
Basc
orts
© Poicies orscoveRy .
B Fugnn )
& Bcwer on Scare
sessuen
Network Port Scanners
P
cen
-

Hinh 3-4: Thay doi truong pham vi quét cong.
Budc 4: Tuy chinh Service Discovery tuy theo muc dich quét .

General Settings

| Probe all ports to find services

Search for SSL/TLS services .
Search for SSL/TLS on All ports v
Identify certificates expiring within x days 60

¥  Enumerate all SSU/TLS ciphers

¥ Enable CRL checking (connects to the Internet)

Hinh 3-5: Service Discovery.
Bude 5: Tuy chinh ASSESSMENT | trong ASSESSMENT nén tép

trung vao Web Application khi thiét 1ap policies cho quét ing dung web

application.
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BASIC o )
Web Application Settings
DISCOVERY
Scan web applications .
ASSESSMENT v
General
General Settings
Brute Force
Use a custom User-Agent Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 5.
Web Applications
Windows
Malware
Web Crawler
REPORT
Start crawling from /
ADVANCED
Excluded pages (regex) Iserver_privileges\.php|logout
Maximum pages to crawl 1000
Maximum depth to crawl 6

Follow dynamically generated pages

Application Test Settings

v Enable generic web application tests
¥ Abort web application tests if HTTP login fails
v Try all HTTP methods
v Attempt HTTP Parameter Pollution

v  Test embedded web servers

Hinh 3-6: Tuy chinh ASSESSMENT.

Budc 6: Chon plugin can thiét.
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Advanced Scan / Configuration Disable Al Enable All
< Back to Policies
i Show Enabled | Show All
Settings Credentials Compliance Plugins
- Authentication to Patch Management Failed for 122503 =
IEEEE]  rrotonos Local Security Checks 605
-MED Cleartext protocols settings 21744
Policy Compliance 51
Database Authentication Failure(s) for Provided 91822
ENABLED Red Hat Local Security Checks 5409
m Database seftings 33815
[oucico JERS s
m Debugging Log Report 84239
IEEEE oo not scan fragile devices 22481
EMABLED Scientific Linux Local Security Checks 2646
IEEED 0o not scan Novell Netware 22482
Service detection 454
Do not scan operational technology devices 109142
EIER  sewos %
Do not scan printers 11933
Slackware Local Security Checks 1118
IEEEE 0o not scan printers (AppSocket) 44920
ENABLED SMTP problems 141
@ Exclude top-level domain wildcard hosts 11840
Bl swe 3 - -

Hinh 3-7: Plugin c6 trén Nessus.

Sau khi chon céac Plugin chung ta chon Save dé luu thong tin

Budc 7: Tai ngoai My scans ta chon Launch dé Nessus ty dong quét

ung dung web ma website ta da chon
—-eza- [ Yew VM e Hep | 1l [ o = 3 vome ) Kb L 20183 v 06

Nessus Essentlals / Folders / My Scans - Mozilla Firefox eeo0
) Nessus Essentils /F.. x | +
€ o8 ol 3 et 40 & A © =
1 Most Visitedv  lJOMensive Securty N\ Kall Unux N\ Kall Docs \ Kali Tools = Explot-DB Wy Avcrack-ng TKMI Forums \ NetHunter '\ Kali Training @ Getting Started
nessus Scans 4 (1)
My Scans mpon New Folost
| oy scam
& Arscam
R Tes
Schechile ot Moo
0 quang On Demand Today st 1036 PM
|y scan website On Demand Today at 10:36 PM
& scanen
My Base Network Scan On Demans Decemser 23 2 354 AM
My Host Discovery Scan On Demand Docemter 23 3 337 AM

Schneuer Bwctric LM
V2310 Frextet
Pusise...

Hinh 3-8: Quaé trinh quét ing dung web
Sau khi hoan thanh cac budc nhu trén thi chung ta thu duoc két qua cua

qua trinh quét ung dung
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[0 T g E i T rr— Ry o - |

Nessus Essentiats / Folders / View Scan - Mozilla Firefox eeoe0

€ * OF hal

£ Most Visted [l Offensive Securty ", Kall L W Kall Dacs ", Kali Tools = Explon-DB WyAlrcrack-ng ZUKall Forums “\, NetHunter %, Kall Training @ Getting Stanied

Hinh 3-9: Két qua do quét tong quan

Nessus dua ra két qua quét rat tryc quan giup nguoi dung hodc quan tri
vién c6 thé d& dang nhén thiy duogc sb luong 16 hong cling nhu muc d6 nguy
hiém cua céc 16 hong nay.

Dé c6 dugc thong tin chi tiét hon vé cac 16 hong ton tai trén website ta
chi can chuyén qua Tab Vulnerabilities, & tab nay Nessus cung cap kha day
dua thong tin vé mot 16 héng bdo mat nhu: Tén, mic do nguy hiém, mé ta,

cach khac phuc .v.v
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[ R e TR 2] o | [ ) 5 st

Nessus Essentials / Folders. / View Scan - Mazilla Firefox
3 Nessus Essentials /F.. = | 4
€ O i
#Most Visned [lOffensive Securty ', Kall Uinux “,Kall Docs “\,Kall Tools = Exploit-DB W Aircrack-ng fllKali Forums " NetHunter %, Kall Traivng @ Getting Staned

scan website / vp.hpu.edu.vn

Fer =
Sev s Farnty
=R -
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Cong cu Nessus trong phan tich 15 hong bao mat D6 an t6t nghiép

KET LUAN
Trong dd 4n em da nghién ctru vé cong cu hd tro bao mat Nessus, st

dung cong cu Nessus dé tim 16 hong website

Em di c6 ging nghién ciu sir dung tai lidu két hop véi kién thuc da
duoc hoc. Em di hiéu vé an toan bao mat mang, cong cu Nessus va st dung
cong cu trong viéc tim 16 hong web. Tuy nhién do thdi gian va kha ning con
han ché, nén em van chua tim hiéu ki vé cong cu nay ciing nhu nhiing tinh

nang khac cua cong cu

Trong thoi gian td1 em s€ ti€p tuc va nghién ctru sdu hon vé cong cu

Nessus nay dé co thé sir dung cong cu trong viéc bao mat

Em xin chan thanh cam on

Nguyén Duy Quang-CT1901M 42



Cong cu Nessus trong phan tich 15 hong bao mat D6 an t6t nghiép

TAI LIEU THAM KHAO

[1]. https://whitehat.vn/threads/huong-cai-dat-Nessus-tren-kali-linux.7603/

[2]. https://vnpro.vn/thu-vien/tong-quan-lo-hong-bao-mat-va-mot-so-
ky-thuat-tan-cong-vao-mang-2443.html

[3]. https://123doc.org//document/3908482-huong-dan-ra-soat-va-khai-thac-
lo-hong-bang-Nessus.htm

[4]. https://whitehat.vn/threads/Nessus-%E2%80%93-cong-cu-tro-giup-
pentest-he-thong.6871/

Nguyén Duy Quang-CT1901M 43


https://whitehat.vn/threads/huong-cai-dat-nessus-tren-kali-linux.7603/
https://vnpro.vn/thu-vien/tong-quan-lo-hong-bao-mat-va-mot-so-ky-thuat-tan-cong-vao-mang-2443.html
https://vnpro.vn/thu-vien/tong-quan-lo-hong-bao-mat-va-mot-so-ky-thuat-tan-cong-vao-mang-2443.html
https://vnpro.vn/thu-vien/tong-quan-lo-hong-bao-mat-va-mot-so-ky-thuat-tan-cong-vao-mang-2443.html
https://123doc.org/document/3908482-huong-dan-ra-soat-va-khai-thac-lo-hong-bang-nessus.htm
https://123doc.org/document/3908482-huong-dan-ra-soat-va-khai-thac-lo-hong-bang-nessus.htm
https://123doc.org/document/3908482-huong-dan-ra-soat-va-khai-thac-lo-hong-bang-nessus.htm
https://whitehat.vn/threads/nessus-%E2%80%93-cong-cu-tro-giup-pentest-he-thong.6871/
https://whitehat.vn/threads/nessus-%E2%80%93-cong-cu-tro-giup-pentest-he-thong.6871/
https://whitehat.vn/threads/nessus-%E2%80%93-cong-cu-tro-giup-pentest-he-thong.6871/

