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LOI CAM ON

Dé tai “Xay dung umg dung hé thdng gidm sat mang dua trén phin mém ngudn mé
Zabbix” 1a noi dung Em chon dé nghién ctru va lam d6 an tot nghiép sau bon nam hoc
chuong trinh dai hoc nganh cong nghé thong tin tai truong Dai Hoc Dan Lap Hai Phong.

Pé hoan thanh qué trinh nghién ctru va hoan thién dd an tét nghiép nay, 161 du tién
Em xin giri 101 cam on chan thanh cam on t&i toan thé quy Thay C6, ban bé cua Trudng
Dai Hoc Dan Lap Hai Phong.

Bay to long biét on sau sic nhat thay co trong khoa cong nghé thong tin di diu dat,
chia sé nhimng kién thirc quy bau trong sudt qua trinh hoc tap tai truong. Dic biét 1a thay
ThS.Phing Anh Tuin cing vdi tri thire va tm huyét ctia Thay da tao diéu kién em hoan
thanh d6 an tot nghiép tai truong. Néu khong c6 Thay do an t6t nghiép cua Em kho co thé
hoan thanh duoc.

Cubi cung, Em xin cdm on nhiing nguoi than, ban beé da luén bén Em, dong vién, sé
chia, gitp d&, ¢b vii tinh than... D6 1a ngudn dong luc gitp Em hoan thanh chwong trinh

hoc va d6 an t6t nghiép nay.

Hai Phong, ngay 28 thang 03 nam 2019

Sinh vién

Hoang Van Can



LOI MO PAU

Cung v6i sy phat trién cia cong nghé thong tin, su dau tu cho ha tang mang trong mdi
doanh nghiép ngay cang tang cao, dan dén viéc quan tri su c6 mot hé théng mang gap rat
nhiéu khé khan. Di cing véi nhiing lgi ich khi phat trién ha ting mang nhu bing thong
cao, khoi luong dir li¢u trong mang 16n, dap ing dugc nhu cAu cua nguoi dung, hé théng
mang phai ddi dau voi rat nhidu thach thirc nhu cac cudc tan cong bén ngoai, tinh sin

sang cta thiét bi, tai nguyén ctia hé théng, ...

Mot trong nhitng giai phap hiru hiéu nhat dé giai quyét van dé nay 1a thuc hién viéc
giai phap giam sat mang, dua trén nhiing thong tin thu thap dugc thong qua qua trinh
giam sat, cac nhan vién quan tri mang co thé phan tich, dua ra nhiing danh gia, du bao,
giai phap nham giai quyét nhiing van dé trén. Dé thuc hién giam sat mang c6 hiéu qua,
mot chuong trinh giam sat phai dap tng dugc cac yéu cau sau: phai dam bao chuong trinh
luén hoat dong, tinh linh hoat, chirc nang hi€u qua, don gian trong trién khai, chi phi thép.
Hién nay, c6 kha nhiéu phﬁn mém hd trg viéc giam sat mang cé hi€u qua nhu Nagios,

Zabbix, Zenoss, Cacti,...

Vi vay, Em d4 chon d¢é tai “Xay dung hé thong giam sit mang dwa trén phin mém
ngudn mé Zabbix”, mot phan mém ma ngudn md véi nhidu chirc ning manh mé cho
phép quan 1y cac thiét bi, dich vu trong hé thdng mang. V&i muc tiéu nghién ctru, tim hiéu
vé giai phap giup cho moi ngudi ¢ cai nhin tdng quan vé mot hé thong giam sat mang
hoan chinh, déng thoi dwa ra mot giai phap cu thé ddi véi mot hé théng mang danh cho

doanh nghiép.



CHUONG 1. TONG QUAN HE THONG GIAM SAT MANG

1.1. Gidm sat mang
1.1.1. Khai niém

Giam sat mang 13 viéc giam sat, theo doi va ghi nhan nhiing ludng dit liéu mang, tir d6

str dung 1am tu liéu dé phan tich mdi khi ¢ su ¢ xay ra.

Khi phu trach hé théng mang may tinh, dé giam thiéu ti da cac sy ¢d lam gian doan
hoat d6ng caa hé théng mang, ngudi quan tri hé théng mang can phai niam dugc tinh hinh
“strc khoe” cac thiét bi, dich vu duoc trién khai dé c6 nhitng quyét dinh xu 1y kip thoi va
hop 1y nhat. Ngoai ra, viéc hiéu 1 tinh trang hoat dong cua cac thiét bi, cac két ndi
mang. .. ciing gitp cho ngudi quan tri téi wu dugc hiéu nang hoat dong cua hé thdng mang
dé dam bao duoc cac yéu cau sir dung cia nguoi dung. Viée giam sat hoat déng cua cac
thiét bi mang, tng dung va dich vu trong méi trudng mang, voi hang chuc hay hang trim
thiét bi, ma ngudi quan tri thyc hién thu cong s& khong mang lai hiéu qua. Vi thé, can
phai c6 mot phan mém thyc hién viéc giam sat mot cach tu dong va cung cip cac thong
tin can thiét dé ngudi quan tri nam duoc hoat dong caa hé théng mang, do 1a hé thong

giam sat mang.

Hé thong giam sat mang (Network Monitoring System) 1a mot phan mém thuc hién
viéc giam sat hoat dong cua hé thdng va cac dich vu, tng dung bén trong hé théng mang
d6. N6 thyuc hién viéc thu thap thong tin cia cac thiét bi mang, cac két ndi, cac tng dung
va dich vu bén trong hé thong mang dé phan tich va dua ra cac thong tin hd tro ngudi
quan tri mang c6 cai nhin tong quan, chi tiét vé méi trudng mang. Duya trén nhitng thong
tin thu thap duoc, hé thong giam sat mang c6 thé tong hop thanh cac bao cao, guri cac
canh bao cho nguoi quan tri dé c6 huéng xir Iy pht hop nham giam thiéu su ¢d va nang
cao hiéu suat mang. Vi nhiing thong tin nhan duogc tir hé thong giam sat mang, ngudi
quan tri c6 thé xur 1y cac su ¢d va dua ra cac hudng nang cép thiét bi, dich vu dé dam bao

hé thong mang hoat dong thong sudt.



1.1.2. Céc yéu to co ban trong giam sat mang

Dé viéc giam sat mang dat hiéu qua cao nhat, cAn xac dinh cac yéu t6 cot 16i cua gidm

sat mang nhu:

- Céc don vi, hé thong, thiét bi, dich vu can gidm sat.
- Céc trang thiét bi, giai phap, phan mém thuong mai phuc vu giam sat.

- Xac dinh cac phan mém noi bo va phan mém ma ngudén mao phuc vy giam sat.
Ngoai ra, yéu td con ngudi, dac biét 1a quy trinh phuc vu giam sat 14 vo cting quan trong.

1.1.3. Chirc niang cua giam sat mang

- Canh bao qua Web, Email va SMS khi phat hién tan cong vao hé thdng mang.

- Bao dong bang 4m thanh va SMS khi mot host (Server, Router, Switch...) hoic
mot dich vu mang ngung hoat dong.

- Giam sat luu lwrong mang qua cac cong giao tiép trén Router, Switch, Server...
hién thi qua cac dd thi truc quan, thoi gian thuc. Giam sét luvu luong giita cac thiét
bi két ndi v&i nhau mot cach truc quan

1.1.4. Can giam sat nhirng gi va tai sao?

Déi vai hé théng mang, diéu quan trong nhat 1 nim duogc cac thong tin chinh xac nhat
vao moi thoi diém. Tam quan trong chinh 1a nam bit thong tin trang thai cua thiét bi vao
thoi diém hién tai, cling nhu biét dugc thong tin vé cac dich vy, tng dung cta hé thdng.

Théng tin sau day chira mot vai ndi dung trang thai hé théng ma ta phai biét va 1y do

tai sao:

Can giam sat gi Tai sao

Tinh sin sang cta thiét bi | Pay la nhirng thanh phan cha chét giir cho
(Router, Switch, Server...). mang hoat dong.

Cac dich vy trong hé théng | Nhiing dich vu nay déng vai trd quan
(DNS, FTP, HTTP...) trong trong mot co quan, to chic, néu cac
dich vu nay khong dugc dam bao hoat
dong binh thuong va lién tuc, n6 s€ anh
huong nghiém trong dén co quan to chic
do.




Tai nguyén hé thong

Céc ng dung déu doi hoi tai nguyén heé
thdng, viéc gidm sat tai nguyén sé& dam
bao cho ching ta c¢6 nhitng can thi¢p kip
thoi, tranh anh huong dén hé thong.

Luu luong trong mang

Nham dua ra nhitng giai phap, ngin ngtra
hién tugng qua tai trong mang.

Céc chirc nang vé bao mat

Nham dam bao an ninh trong hé théng.

Luong dir li¢u vao va ra cua
router.

Can xac dinh chinh x4c thong tin luong dix
liéu dé tranh qua tai hé théng.

Cac su kién duogc viét ra log
nhu WinEvent or Syslog.

Co thé thu duogc thong tin chinh x4c cic
hién tugng xay ra trong hé thong.

Nhiét do, théng tin vé may chu,
may in

Ta c6 thé biét duoc thong tin vé mdy in bi
hu hong hay can thay muc trude khi dugc
nguoi dung bao ciing nhu dam bao may
chu khong bi qua nong.

Hinh 1.1.4.1: Théng tin cdc thiét bj va Iy do can gidm sdt

Khi mot hé thong mang duoc trién khai va dua vao van hanh, van dé giam sat hoat

dong cua toan bd hé théng co vai trd quan trong. Céc bat thuong lién quan dén thiét b,

dich vu, tAn cong mang, hay tai nguyén hé thng... can duoc phét hién nhanh chong dé co

giai phap stra chira, thay thé, phan tng kip thoi gitp hé théng mang hoat dong 6n dinh,

thong sudt.

Trong cac hé thdng mang lon va phiic tap nhu hién nay, cac thiét bi, két ndi, dich vy,

ng dung déu dugc thiét ké mang tinh dy phong cao dé san sang giai quyét khi c6 su cd

xay ra. Viéc phat hién kip thoi cac thiét bi, cac két ndi hu hong dé tién hanh sta chira,

thay thé lai cang cap thiét. Vi khi sy hu hong xay ra mot phan, thanh phan du phong van

hoat dong. Néu thanh phan hu hong khong dugc phat hién, xir 1y kip thoi s& c¢6 nguy co

cao cho hoat dong cua hé théng. Néu khéng c6 cong cu hd tro, ngudi quan tri s& bi dong

trudc cac tinh hudng bat thudng xay ra.




10 Iy do hang dau cho viéc can thiét phai sir dung hé thdng giam sat mang:

Biét dugc nhing gi dang xay ra trén hé théng: giai phap giam sat hé thong cho
phép dugc thong bao tinh trang hoat dong cling nhur tai nguyén ctia hé théng. Néu
khéng c6 nhimg chirc ning nay ta phai doi dén khi nguoi dung thong bao.

Lén ké hoach cho viée nang cép, stra chira: néu mot thiét bi ngung hoat dong mot
cach thuong xuyén hay bing thong mang gan cham t&i ngudng thi lic ndy can
phai co su thay doi trong hé thong. Hé thong giam sat mang cho phép ta biét dugc
nhitng thong tin ndy dé c6 thé co nhimng thay doi khi can thiét.

Chén doan cac van d& mot cach nhanh chéng: gia str may chi cua ta khong thé két
ndi téi duoc. Néu khong c6 hé thdng giam sat ta khong thé biét dugc nguyén nhan
tir dau, may chi hay router hay ciing c6 thé 1a switch. Néu biét duoc chinh xac van
dé ta co thé giai quyét mot cach nhanh chéng.

Xem xét nhing gi dang hoat dong: cac bao céo bang d6 hoa co thé giai thich tinh
trang hoat dong cua hé théng. D6 1a nhiing cong cu rat tién 191 phuc vu cho qua
trinh gidm sat.

Biét dugc khi nao can ap dung cac giai phap sao luu phuc hdi: v6i di cac canh béao
can thiét ta nén sao luu dir liéu cia hé théng phong truong hop hé théng c6 thé bi
hu hai bat ki lac nao. Néu khong co hé théng gidm sat ta khong thé biét co van dé
xay ra khi da qua tré.

Pam bao hé thong bao mat hoat dong tot: cac t6 chtrc tén rat nhiéu tién cho hé
thdng bao mat. Néu khong c6 hé thdng gidm sat ta khong thé biét hé thong bao mat
cua ta co hoat dong nhu mong doi hay khong.

Theo dbi hoat dong cua céc tai nguyén dich vu trén hé thong: hé théng giam sat co
thé cung cip thong tin tinh trang cac dich vu trén hé thong, dam bao nguoi ding c6
thé két néi dén ngudn dir licu.

Puogc thong bo vé tinh trang cta hé thong & khip moi noi: rit nhiéu cc Ging dung

giam sat cung cap kha nang gidm sat va thong bao tir xa chi can co6 két noi Internet.



e Dam bao hé théng hoat dong lién tuc: néu t6 churc cua ta phu thudc nhiéu vao hé

thong mang, thi tot nhat 13 nguoi quan tri can phai biét va xtr 1y cac van dé trude
khi su ¢d nghiém trong xay ra.

Tiét kiém tién: véi tat ca cac Iy do & trén, ta c6 thé giam thiéu tdi da thoi gian hé
thé)ng ngung hoat dong, lam anh hudng té1 191 nhuan cia t6 chirc va tiét kiém tién

cho viéc diu tra khi co su co xay ra.

1.1.5. Tam quan treng ciia giam sat mang

Giam sat mang thuc su 13 mét viéc rat can thiét trong céng viéc. Khong chi béi tinh an

toan va bao mat dir liéu, gidm sat mang c6 thé giup doanh nghiép tiét kiém chi phi sta

chira, giam thiéu thoi gian chét cua hé théng khi gap su ¢b, dam bao tinh thong sudt trong

toan hé thong. Nhimg tiéu chi dudi day sé& giai thich & hon vi sao gidm sat mang lai 1a

mat phan quan trong d6i v4i cac doanh nghiép:

Tinh bao mat: Bam bao cac thong tin khong bi 16 ra ngoai. La mdt trong nhiing
phan quan trong cua giam sat mang, tinh ning nay sé theo doi nhitng bién dong
trong hé théng mang va canh bao cho quan tri vién biét khi c6 sy ¢b xay ra kip
thoi. Thong qua man hinh giam sat, ngudi quan tri ¢ thé xac dinh dugc van dé kha
nghi va tim cach giai quyét phu hop nhét cho van dé dé.

Kha nang xir Iy sy ¢d: Kha nang nay 1a mot trong cac lgi thé cia giam sat mang.
Tiét kiém thoi gian chan doan sai l1éch trong mang, giam sat vién c6 thé biét chinh
xac thiét bi ndo dang c6 van dé va xir 1y né6 mét cach nhanh nhat trude khi nguoi
dung mang phat hién.

Tiét kiem thoi gian va tién bac: Néu khong c6 phan mém giam sat thi s& mat nhiéu
thoi gian dé tim kiém va sta 151 hé thong ma 18 ra chi mat vai gidy dé sua 16i do.
Piéu nay khong chi ton thém chi phi ma con lam giam ning suét lao dong. Nguoc
lai, nho c6 phan mém giam sat, van dé s& nhanh chong dugc tim ra va xu 1y hiéu
qua, c6 thé tap trung nhiéu hon vao coéng viéc khac, lgi nhuan cong ty ciing gia

tang.



- Lap ké hoach thay doi: V6i giam sat mang, giam sat vién c6 thé theo ddi duoc thiét
bi nao sap hong va can phai thay méi. Giam sat mang cho ngudi giam sat kha nang
1én ké hoach sin va dé dang tao ra thay di can thiét cho hé thong mang.

1.2. Nhiing loi ich ciia viée xay dung hé thong giam sat mang

- Phat hién su cd, két ndi that bai caa hé théng, dich vu hay thiét bi mang 24/7 va
gui cac thong tin téi ngudi quan tri

- Thay thé thiét bi qua tai trudc khi n6 anh huéng dén hé thong

- Xac dinh cac diém that c6 chai trong hé thong

- Tim ra bat thuong trong mang c6 thé dan dén méi de doa an ninh

1.3. Ba bai toan ciia giam sat mang can giai quyét
1.3.1. Bai toan thir nhat

Giam sat tai nguyén may chu:

- Chung ta can giam sat tai nguyén cua tit ca may chu hang ngay, hang gio dé kip
thoi phat hién cic may chu sap bi qua tai va dua ra phuong thtc giai quyét phu hop
va kip thoi.

- Giam sét tai nguyén may chu nghia 1a theo ddi ty Ié chiém dung CPU, dung lwong
con lai cia 6 ctng, ty 1é sir dung bo nhé RAM, ...

- Chiing ta khong thé két ndi vao timg may dé xem vi s lvgng may nhiéu va vi cac
HPH khac nhau c6 cach thirc Kiém tra khac nhau.

1.3.2. Bai toan thw hai

Giam sat Iuu luong trén cac port ctia switch, router, giam sat cac thiét bi (end devices,

switch, router ...):

- Chung ta c6 hang ngan thiét bj mang (network devices) ciia nhiéu hang khac nhau,
mdi thiét bi co nhiéu port. Chung can dugc giam sat luu lwong dang truyén qua tat
ca cac port clia cac thiét bi subt 24/24, kip thoi phat hién céc port sap qua tai.

- Chiing ta cling khong thé két néi vao ting thiét bi dé gé 1énh iy thong tin vi thiét

bi cua cac hang khac nhau c6 Iénh khac nhau.



1.3.3. Bai toan thw ba

Hé théng tu dong canh bao sy ¢b tirc thoi. Ban c6 hang ngan thiét bi mang va chiing

c6 thé gap nhiéu van dé trong qué trinh hoat dong nhur:

Mot host hay 1 services nao d6 bi mat tin hiéu, c6 ai d6 da cb két néi (login) vao thiét
bi nhung nhép sai username va password, thiét bi vira mai bi khoi dong lai (restart) ... Hé

thng can thong bao su kién dé ngudi quan tri biét duoc su kién khi no vira méi xay ra.

Dé giai quyét cac van dé trén ban c6 thé dung mot ing dung phan mém giam sat dugc

may chi, né sé lay duoc thong tin tir cic may chu.

1.4. Ciac quy tic khi thiét ké h¢ théng giam sat mang
1.3.1. M6 hinh FCAPS (Fault Configuration Accounting Performance Security)

Mot trong nhitng quy tac khi thiét ké hé théng giam sat 13 tuén theo mo hinh FCAPS.
“Theo tiéu chuan caa ISO (International Standard Organization), mé hinh duoc phén loai
thanh 5 chtic nang chinh, d6 1a chic nang quan 1y 16i (Fault management), quan ly cau
hinh (Configuration management), quan 1y ké toan (Accounting management), quan ly

hiéu nang (Performance management) va quan 1y bao mat (Security management)” [1].

- Quan ly 16i: Hang muc nay c6 thé thuc hién qua trinh ghi nhan, ¢6 1ap va xu 1y 15i
Xay ra trén mang. Viéc xac dinh nhiing van dé tiém an trong mang ciing do hang muyc nay
dam nhiém.

- Quan Iy cAu hinh: Giup thu thap va luu trit cac ciu hinh cua vo s thiét bi, bao géom
viéc Ian ra nhimg thay d6i cau hinh trén thiét bi, gép phan quan trong trong viéc chu dong
quan tri va gidm sat mang.

- Quan ly ké toan: Thudng ap dung cho cac nha cung cap dich vu mang. Trong hé
thdng mang, céng viéc nay duogc thay bang viéc quan 1y ngudi dung mang, noi cach khac,
quan tri vién s& cip cho nguoi dung mat khau, quyén dé vao mang.

- Quan Iy hiéu ning: Quan Iy toan bd hiéu ning cua mang, toc do truyén, thong
lwong truyén, nhimg goi tin bi mat, thoi gian phan hoi, v.v. va thudng st dung bang giao
thirc SNMP.



- Quan ly bao mat: La mot hoat dong rat quan trong trong quan tri mang. Quan 1y
bao mat trong FCAPS bao gém qua trinh kiém soat truy cép tai nguyén trén mang, kém
theo cac dir liéu, cau hinh va bao vé thong tin ngudi dung.

1.3.2. Bao cao va canh bao

Cong viéc cua giam sat mang 13 thu thap dir liéu tir cac thanh phan mang va xir 1y,
trinh bay chiing duéi dang ma quan tri vién c6 thé hiéu - tién trinh nay duoc goi 1a bao
céo. Bdo cdo giup quan tri vién biét dwoc hiéu suat cia cac nit mang, trang thai mang
hién tai. V6i cac dit liéu tir ban bao céo, quan trj vién c6 thé dua ra quyét dinh vé viéc

quan 1y dung lugng, bao tri mang, xt Iy sy ¢b hay bao mat mang.

Tuy nhién, viéc 1am nay khong gitip quan tri vién bao tri mang & hiéu suét cao. Vi thé,
Viéc tao cac canh bao dua trén ngudng ciing cac diém kich hoat s& 1 nhan té b6 sung gitp

cac nha quan tri xac dinh cc vn dé c6 thé xay ra trudc khind gay sup d6 toan hé thong.
1.3.3. Tich hop luu trir dir liéu

Hé théng giam sat thu thap va dung dir liéu tir cac thanh phan mang cho cac chirc nang
lién quan. Trong khi d6, mang van tiép tuc giam sat dé dam bao van dé s& duoc phat hién
truéc khi mang bi sap. Viéc tiép tuc cong viéc nhu vay s& tich liiy mot luong 16n dit lidu
va no6 ¢6 thé 1am cham hiéu suat, tac dong dén khong gian luu trir dir liéu hay 1am cham
viéc xir Iy sy ¢, giam sat hé thong sir dung dit liéu tich hop 1a dé tranh nhiing viéc nhu
vay Xay ra. Tich hop dit liéu 1a mot qua trinh thu thap di liéu theo thoi gian da dugc tong
hop va goi gon dé dir liéu tro thanh dang chi tiét. Mtc do chi tiét cua ban bao cao dugc
tao ra boi dit liéu tich hop s& phu thudc vao mé hinh ma hé thdng duoc tich hop. Dit liéu
s& duogc lay trung binh theo thoi gian va dua vao bang dit liéu chi tiét, diéu nay gitp hé
thdng giam sét tao ra cic ban bao cao vé cac nat ¢ thé kéo dai khoang thoi gian trong

mang ma khong giy ra cic van dé vé hiéu suat hay khong gian luu tri.
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1.5. Cac giai phap va cong cu giam sat mang pho bién
Hé théng giam sat mang co thé dugc xay dung theo mét trong ba giai phép sau:

- Giai phap quan ly thong tin an ninh: tap trung thu thap, luu trit va biéu dién nhat
ky.

- Giai phap quan ly sy kién an ninh: tap trung xt ly, phan tich cac nhat ky da duogc
thu thap dé dua ra canh bao cho ngudi ding.

- Giai phap quan 1y va phén tich su kién an ninh: 1a su két hop cua hai giai phap trén

nham khéc phuc nhiing han ché vén co.
Mo hinh cua giai phap quan 1y va phén tich sy Kién an ninh gém 3 thanh phan chinh
[2]:
a) Thu thap nhat ky an toan mang bao gém cac giao dién thu thap nhat ky truc tiép tir

cac thiét bi, tng dung va dich vu. Thanh phan nay c6 tinh nang:

- Thu thap toan bo dit liéu toan bo nhat ky tir cac ngudn thiét bi, ung dung.

- Kiém soat bang thong va khong gian luu trit thong qua kha nang luwu giir va chon
loc dix liéu nhat ky.

- Phan tach ting su kién va chuan hoa cac su kién vao mot lugc dd chung.

- Tich hop céac sy kién dé giam thiéu sé luong cac sy kién guri vé thanh phan phéan
tich va luu trir.

- Chuyén toan b cac su kién da thu thap vé thanh phan phan tich va lvu tri.

b) Thanh phan phan tich va Iuu trir bao gom cac thiét bi luu trit dung lwong 16n, cung

cap kha nang tong hop va phan tich tu dong. Tinh nang:

- Két ndi vai cac thanh phan thu thap nhat ky dé tap hop nhat ky tap trung va tién
hanh phan tich, so sanh twong quan.

- Module phan tich s& dugc hd tro bdi cac luat (dinh nghia trudc) cling nhu kha ning
tiy bién, nham dwa ra két qua phan tich chinh xac nhét.

- Céc nhat ky an toan mang duoc tién hanh phan tich, so sanh twong quan theo thoi
gian thyc nham dwa ra canh bao tirc thdi cho ngudi quan tri.

- HO tro két ndi dén cac hé thong luu trix dit lidu.
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¢) Thanh phan quan tri mang tap trung:

- Cung cap giao dién quan trj tip trung cho toan bd hé thong gidm st an toan mang.
- Hb tro san hang nghin mau bao céo, cac giao dién theo ddi, diéu kién loc.

- Hd tro cac cong cu cho viéc xir 1y cac sy Kién an toan mang xay ra trong hé thong.
d) Cac thanh phan khéc:

Gom cac thanh phan canh béao, hé thdng Dashboard theo di thong tin, cac bao cao

dap tng tiéu chuan quan 1y hodc thanh phan luu trit dit lidu lau dai.
1.6. Chi phi sir dung

Tuy theo chinh sach va trang thiét bi ha tang, hé thdng mang thuc té caa tirng doanh
nghiép ma nguoi ngudi quan tri s& quyét dinh st dung phan mém phu hop véi hé thng
gidm sat clia minh.

Déi Vi cic doanh nghiép lén: di xay dung nén tang ha tang sir dung cac thiét bi
cua cac hiang 16n nhu Cisco, HP thi nén wu tién str dung cac giai phap phan mém giam
sit cua cac hang nay nhu HP Network Node Manager, Cisco Works... d¢é nhan dugc

su hd tro tot nhat tir cac chuyén gia ctia hing.

Déi Vi cic doanh nghiép vira va nhé: voi khoan kinh phi it hon, thi viéc uu tién
st dung cac phan mém gidm sat md ngudn mo 1a diéu can thiét. Cac phan mém nay
duoc nhiéu to chirc cong ddong ma ngudn md phét trien véi tinh nang giam sat manh,
nhan dién cac van dé truéc khi phat sinh, kha ning tuy bién cao va duoc cung cap

hoan toan mién phi.
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CHUONG 2. GIAO THUC HO TRQ VA CAC PHAN MEM GIAM SAT MANG

2.1. Giao thirc giam sat mang SNMP
2.2.1. Khai niém

SNMP — Simple Network Management Protocol (Giao thirc quan ly mang don gian).
Vé ban chat SNMP 13 mét tap céac thao tac cho phép nguoi quan tri hé thong co thé thay
d6i trang thai ctia cac thiét bi (co hd trg SNMP). Vi du, ta c6 thé sir dung SNMP dé tat
Mot interface nao do6 trén router cua minh, theo doi hoat dong caa card Ethernet, hoac

kiém soat nhiét do trén switch va canh bao khi nhiét d6 qua cao.

Mot thiét bi hiéu duoc va hoat dong theo giao thirc SNMP duoc goi 1a “co hd tro
SNMP” (SNMP supported) hodc “tuong thich SNMP” (SNMP compartible).

SNMP dung dé quan 1y nghia 13: ¢6 thé theo ddi, ldy thong tin, dugc thong bao, va co thé
tac dong dé hé théng hoat dong nhu y mudn. Vi du mot s6 kha nang cua phén mém
SNMP:

+ Theo ddi toc do duong truyén cua mot router, biét duoc tong sb byte da

truyén/nhan.

+ LAy thong tin may chii dang c6 bao nhiéu 6 cing, mdi 6 cing con tréng bao nhiéu.

+ Tu dong nhan canh bao khi switch ¢6 mot port bi down.

+ Diéu khién tit (shutdown) cac port trén switch.

SNMP duoc thiét ké dé chay trén nén TCP/IP va quan ly cac thiét bi c6 ndi mang
TCP/IP. Cac thiét bi mang khong nhat thiét phai 1a mdy tinh ma c6 thé 1a switch, router,
firewall, ADSL gateway, va ca mot s6 phan mém cho phép quan tri bang SNMP.

SNMP 1a giao thtrc don gian, do nd duoc thiét ké don gian trong ciu tric ban tin va
tha tuc hoat dong, va con don gian trong bao mat (ngoai trir SNMP version 3). Sir dung
phan mém SNMP, ngudi quan tri mang co thé quan 1y, giam st tap trung tir xa toan mang

clia minh [7].
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2.2.2. Cac thanh phan trong SNMP

Theo RFC1157, kién trac cia SNMP bao gém 2 thanh phan: cac tram quan 1y mang
(network management station) va cac thanh t5 mang (network element).

Network management station thudng 1a mot may tinh chay phan mém quan Iy SNMP
(SNMP management application), ding dé giam sat va diéu khién tap trung cac network

element.

Network
e | element
SNMP protocol
e Network
management e ———————— " e —
station element Network
SNMP protocol | management
T S WO e ~-_| station #2
| Network |~—
element

Hinh 2.2.2.1: Kién triic ciia SNMP
Network element 1a cac thiét bi, may tinh, hoac phan mém tuong thich SNMP va duoc
quan 1y boi network management station. Nhu vdy element bao gém device, host va

application.

Mot management station c6 thé quan 1y nhiéu element, mot element ciing c6 thé duoc
quan 1y boi nhiéu management station. Vay néu mot element dwoc quan 1y boi 2 station
thi diéu gi s& xay ra? Néu station liy thong tin tir element thi ca 2 station s& c6 thong tin
giong nhau. Néu 2 station tac dong dén cung mot element thi element s& dap @ng ca 2 tac

dong theo thtr tu cai nao dén trudc.

SNMP SMNMP SMNMP
Manager Manager Manager
| l 1 [ :
SNMPAgent Metwork Agent
Network Network
Element Element

(a) One Manager - One Agent Model (b) Multiple Managers - One Agent Model

Hinh 2.2.2.2: Quan hé giita Network management station va Network Element
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Khai niém SNMP agent: SNMP agent 1a mét tién trinh (process) chay trén network
element, c6 nhiém vu cung cap thong tin ctia element cho station, nhd d6 station c6 thé
quan ly duoc element. Noi cach khac, Application chay trén station va agent chay trén
element 1a 2 tién trinh SNMP tryc tiép lién hé véi nhau. Cac vi du minh hoa sau day s&

lam r6 hon cac khai niém nay [3]:

+ Pé ding mot may chi (= station) quan 1y cdc may con (= element) chay HDH
Windows théng qua SNMP thi ban phai: cai dat mot phan mém quan Iy SNMP (=
application) trén may chu, bat SNMP service (= agent) trén may con.

+ Pé dung mot may chu (= station) giam sat luu lwong cua mot router (= element)
thi ban phai : cai phan mém quan Iy SNMP (= application) trén may cha, bat tinh ning
SNMP (= agent) trén router.

a. Object ID

Mot thiét bi hd tro SNMP c6 thé cung cp nhiéu thong tin khac nhau, mdi théng tin d6
goi la mdt object. Vi du:

+ May tinh c6 thé cung cap cac thong tin : tong s6 6 cung, tong sé port ni mang,
tong s6 byte da truyén/nhan, tén may tinh, tén cac process dang chay, ....

+ Router c6 thé cung cap cac thong tin : tdng s6 card, téng sé port, tong sé byte da
truyén/nhan, tén router, tinh trang cac port cta router, ....

MJi object c6 mot tén goi va mot ma sé dé nhan dang object d6, ma sb goi 1a Object
ID (OID).

Vidu:

+ Tén thiét bi dugc got la sysName, OID 1a 1.3.6.1.2.1.1.5

+ Tong sb port giao tiép (interface) duoc goi 1a ifNumber, OID 13 1.3.6.1.2.1.2.1.

+ bia chi Mac Address cia mdt port dugc goi la ifPhysAddress, OID la

1.36.1.2.1.2.2.1.6.

+ S6 byte da nhan trén mot port duoc goi 1a ifiInOctets, OID 1a 1.3.6.1.2.1.2.2.1.10.
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Mot object co thé c6 nhiéu gia tri cung loal. Chéng han mét thiét bi c6 thé c6 nhiéu
tén, c6 nhiéu Mac address. Mot object chi c6 mét OID, vi vay dé chi ra cac gia tri khac
nhau cta cting mét object thi ta ding thém mét phan cap nixa: sub-id. Vi du:

+ Tén thiét bi duoc goi 1a sysName, OID 1a 1.3.6.1.2.1.1.5; néu thiét bi c6 2 tén thi
chung s& duoc goi 1a sysName.O0 & sysName.l va c6 OID lan luot 14
1.36.121150&136.1.2.1.1.5.1.

+ bia chi Mac address dugc goi l1a ifPhysAddress, OID la 1.3.6.1.2.1.2.2.1.6; néu
thiét bi c6 2 mac address thi ching s& duoc goi 1a ifPhysAddress.0 &
ifPhysAddress.1 va ¢6 OID lan lwot1a 1.3.6.1.2.1.2.2.1.6.0 & 1.3.6.1.2.1.2.2.1.6.1.

+ Tong sb port duoc goi 1a ifNumber, gia tri nay chi ¢6 1 (duy nhat) nén OID cuia né
khéng c6 phan cip con va van 1a 1.3.6.1.2.1.2.1.

Céc object ¢6 thé c6 nhidu gia tri hodc 1 gia tri thi luén ludén dugc viét dudi dang co
phan cap con sub-id. Vi du mét thiét bi du chi ¢6 1 tén thi nd van phai viét 1a sysName.0
hay 1.3.6.1.2.1.1.5.0.

Doi voi cac object co nhiéu gia tri thi cac chi s6 ctia phan cip con khong nhat thiét
phai lién tuc hay bat dau tir 0. Vi du mot thiét bi co 2 mac address thi c¢6 thé chung dugc
goi la ifPhysAddress.23 va ifPhysAddress.125645.

OID cua céc object phd bién c6 thé duoc chuan hoa, hoac ty dinh nghia. Dé lay mot
thong tin ¢6 OID da chuan hoa thi SNMP application phai giri mot ban tin SNMP ¢6 chtra
OID ciia object d6 cho SNMP agent, SNMP agent khi nhan dugc thi n6 phai tra 1oi bang
thong tin tng v61 OID @do.

Vi du: Muén lay tén ctia mot PC chay Windows, tén cuia mot PC chay Linux hodc tén
cuia mét router thi SNMP application chi can giri ban tin ¢6 chira OID 14 1.3.6.1.2.1.1.5.0.
Khi SNMP agent chay trén PC Windows, PC Linux hay router nhan dugc ban tin c¢6 chura
OID 1.3.6.1.2.1.15.0, agent lap tuc hiéu rang day 1a ban tin hoi sysName.0, va agent s&
tra 101 bang tén cua hé thong. Néu SNMP agent nhan dugc mot OID ma nd khong hiéu

(khong hd trg) thi né s& khong tra loi.
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Md "tir dién” RFC1213 : sysName cd
OID /3 1.3.6.1.2.1.1.5

Giri request cd OID =
1.3.6,1.2,1.1,5.0

} D& tir dign RFC1213 :
Oh, 1.3.6.1.2.1.1.5 13 sysName.
Gii response cd OID = Minh chi'co 1 tén 13
1.3.6.1.2.1.1.5.0 "SuperCompuiter™ !
vd value = "“SuperComputer™

-
Ah, tén cuia Device 1 13 -
"SuperComputer™ !

Hinh minh hoa qud trinh I8y sysName.0

Hinh 2.2.2.3: Hinh minh hoa qud trinh trao doi
Mot trong cac uu diém ciia SNMP 14 n6 dugc thiét ké dé chay doc 1ap véi cac thiét bi
khac nhau. Chinh nho viéc chuan héa OID ma ta c6 thé dung moét SNMP application dé
lay thong tin cac loai device cua cac hang khac nhau.
b. Object Access
MJi object c6 quyén truy cap 1a READ ONLY hoic READ_WRITE. Moi object déu
c6 thé doc dugc nhung chi nhiing object c6 quyén READ_WRITE mdi c¢6 thé thay doi

dugc gia tri.

Vi du: Tén ctia mot thiét bi (sysName) 1a READ WRITE, c6 thé thay ddi tén cua thiét
bi théng qua giao thirc SNMP. Tong s6 port cua thiét bi (ifNumber) 13 READ ONLY va
khéng thé thay doi s6 port cia no.

c. Management Information Base

MIB (co s& thong tin quan 1) 1a mot ciu tric dit liéu gom cac dbi twong duoc quan 1y
(managed object), dugc dung cho viéc quan 1y cac thiét bi chay trén nén TCP/IP. MIB la
Kién trac chung ma cac giao thuc quan 1y trén TCP/IP nén tuén theo, trong d6 cd6 SNMP.
MIB duoc thé hién thanh 1 file (MIB file), va c6 thé biéu dién thanh 1 cdy (MIB tree).
MIB ¢6 thé dugc chuan hoa hoic ty tao [3].
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ceitt (0) is0 (1) iso-ccitt (2)

standard (0) registration- member- identified-
authority (1) body (2) organization(3)
dod (6)
intermet (1)

T

directory (1)  magmt (2} experimental (3) private (4) security (5) snmpV2 (6)

mik-2 (1) enterprise (1)
system (1) if(2) ip(4) icmp (5 tcp(6) wudp(7) cisco (@) microsoft (311)

Hinh 2.2.2.4: Minh hoa MIB tree

Mét node trong cdy la mét object, cé thé dwoc goi bang tén hodc id. Vi du:

- Node iso.org.dod.internet.mgmt.mib-2.system c6 OID 1a 1.3.6.1.2.1.1, chira tit ca
cac object lién quan dén thong tin caa mot hé héng nhu tén cua thiét bi
(iso.org.dod.internet. mgmt.mib-2.system.sysName hay 1.3.6.1.2.1.1.5).

- Céc OID cua cac hang tu thiét ké nam dudi iso.org.dod.internet.private.enterprise.

Vi du: Cisco nam dudi iso.org.dod.internet.private.enterprise.cisco hay 1.3.6.1.4.1.9,
Microsoft nam dudi iso.org.dod.internet.private.enterprise.microsoft hay 1.3.6.1.4.1.311.
S6 9 (Cisco) hay 311 (Microsoft) 1a sé danh riéng cho cac cong ty do IANA cap. Néu
Cisco hay Microsoft ché tao ra mét thiét bi nao d6, thi thiét bi nay c6 thé hd tro cac
MIB chuan dd duoc dinh nghia sdn (nhu mib-2) hay hd trg MIB duoc thiét ké riéng.
Cac MIB dugc cong ty nao thiét ké riéng thi phai nam bén dudi OID cia cong ty do.

Céac objectID trong MIB dwoc sap xép thir tu nhung khong phai 1a lién tuc, khi biét
mot OID thi khong chic chan c6 thé xac dinh duoc OID tiép theo trong MIB. Vi du trong
chuan mib-2 thi object ifSpecific va object atIfindex nam ké nhau nhung OID lan luot 1a
1.3.6.1.2.1.2.2.1.22va1.3.6.1.2.1.3.1.1.1.
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Muén hiéu dugc mot OID nao d6 thi ban can co file MIB md ta OID d6. Mot MIB file
khong nhit thiét phai chira toan bo cay & trén ma co thé chi chira mé ta cho mot nhanh
con. Bét cir nhanh con nao va tit ca 14 cua né déu c6 thé goi 1a mot MIB.

Mot manager c6 thé quan 1y duoc mét device chi khi ung dung SNMP manager va
ng dung SNMP agent cing hd trg mot MIB. Céc (ng dung ny ciing ¢ thé hd trg cing
lac nhiéu MIB
d. Cac phwong thirc caia SNMP

Giao thitc SNMP c6 5 phuong thirc hoat dong co ban, twong tng vai 5 loai ban tin

nhu sau:
Ban tin/phuong thirc | Mo ta tac dung
Gt Manager gui GetRequest cho agent dé& yéu cau agent cung cap théng tin
q nao dé dua vao ObjectID (trong GetRequest c6 chita OID)
Manager gui GetNextRequest c6 chifa mdt ObjectID cho agent dé yéu cau
CaNetioguest cung cap théng tin nam ké ti€ép ObjectID do trong MIB.
SEREe Manager _qu? SetRequest cho agent dé dat gia tri cho ddi tugng cla agent
dua vao ObjectID.
Agent glii GetResponse cho Manager dé tra Ii khi nhan dugc
s GetRequest/GetNextRequest
Agent tu dong gui Trap cho| Manager khi c6 mét su kién xay ra doi véi mot
Trap : SN
object nao do trong agent.

Hinh 2.2.2.5: Bang cac phuong thut co ban cua SNMP

MJ3i ban tin déu co chira OID dé cho biét object mang trong né 1a gi. OID trong
GetRequest cho biét nd mudn liy thong tin ciia object ndo. OID trong GetResponse cho
biét n6 mang gi tri ciia object nao. OID trong SetRequest chi ra né6 mudn thiét lap gid tri
cho object nao. OID trong Trap chi ra né thong bao su kién xay ra d6i véi object nao.
- GetRequest

Ban tin GetRequest dugc manager giri dén agent dé lay mot thong tin nao d6. Trong
GetRequest c6 chira OID cua object muébn liy. VD: Muén liy thong tin tén cia Device 1
thi manager gtri ban tin GetRequest OID=1.3.6.1.2.1.1.5 dén Device 1, tién trinh SNMP
agent trén Device 1 s€ nhan dugc ban tin va tao ban tin tra loi. Trong mét ban tin
GetRequest c6 thé chira nhiéu OID, nghia 1a dung mot GetRequest ¢6 thé ldy vé cung luc

nhiéu thong tin.
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- GetNextRequest

Ban tin GetNextRequest ciing dung dé liy thong tin va ciing c6 chira OID, tuy nhién
n6 dung dé lay thong tin ciia object nam ké tiép object dugc chi ra trong ban tin.
Tai sao phai c6 phuong thirc GetNextRequest? Nhu ban d3 biét khi doc qua nhitng phan
trén: mot MIB bao gém nhiéu OID duoc sip xép thir ty nhung khong lién tuc, néu biét
mot OID thi khong xac dinh dugc OID ké tiép. Do d6 ta can GetNextRequest dé liy vé
gia tri caa OID ké tiép. Néu thyc hién GetNextRequest lién tuc thi ta s& liy duogc toan bo

thong tin cua agent.
- SetRequest

Ban tin SetRequest dugc manager guri cho agent dé thiét lap gia tri cho mot object nao
do. Vidu:

+ Co thé dat lai tén ctia mot may tinh hay router bang phan mém SNMP manager,
bang cach giri ban tin SetRequest c6 OID 1a 1.3.6.1.2.1.1.5.0 (sysName.0) va co
gia tri 13 tén méi can dat.

+ Co thé shutdown mot port trén switch bang phan mém SNMP manager, bang cach
gui ban tin ¢6 OID 13 1.3.6.1.2.1.2.2.1.7 (ifAdminStatus) va c6 gia tri 1a 27.

Chi nhimg object c6 quyén READ_WRITE méi c6 thé thay doi dugc gia tri.

- GetResponse

M&i khi SNMP agent nhan dugc cac ban tin GetRequest, GetNextRequest hay
SetRequest thi n6 s& giri lai ban tin GetResponse dé tra loi. Trong ban tin GetResponse co

chira OID cua object dugc request va gia tri cua object do.
- Trap

Ban tin Trap dugc agent ty dong guri cho manager méi khi co su kién xdy ra bén trong

agent, cac su Kién nay khong phai 1a cac hoat dong thuong xuyén ctia agent ma 1a cac su
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kién mang tinh bién cé. Vi du: Khi c6 mét port down, khi c6 mot ngudi dung login khong

thanh cong, hoac khi thiét bi khéi dong lai, agent s& guri trap cho manager.

Tuy nhién khong phai moi bién ¢ déu dugc agent gui trap, ciing khong phai moi
agent déu giri trap khi xay ra cing mot bién cd. Viéc agent guri hay khong giri trap cho

bién ¢ nao 1a do hang san xuat device/agent quy dinh.

Phuong thuc trap la doc lap voi cac phuong thic request/response. SNMP
request/response dung dé quan 1y con SNMP trap ding dé canh bao. Ngudn gui trap goi
1a Trap Sender va noi nhén trap goi la Trap Receiver. Mot trap sender c6 thé dugc cau

hinh dé gui trap dén nhiéu trap receiver cuing luc.

C6 2 loai trap: trap pho bién (generic trap) va trap dic thu (specific trap). Generic trap
dugc quy dinh trong cic chuan SNMP, con specific trap do ngudi ding ty dinh nghia
(ngudi dung & ddy 13 hang san xuat SNMP device).

2.2.3. Cic co ché bao mat cho SNMP

Mot SNMP management station c6 thé quan ly/giam sat nhiéu SNMP element, thong
qua hoat dong gtri request va nhan trap. Tuy nhién mot SNMP element c6 thé duoc cau
hinh dé chi cho phép cac SNMP management station nao d6 duogc phép quan 1y/giam sat
minh. Céc co ché bao mat don gian nay gdm c6: community string, view va SNMP access

control list.

a. Community string
Community string 1a mot chudi ky tu duoc cai dat gidng nhau trén ca SNMP manager
va SNMP agent, dong vai tro nhu “mat khau” giita 2 bén khi trao d6i dir liéu. Community

string ¢6 3 loai: Read-community, Write-Community va Trap-Community.

Khi manager giri GetRequest, GetNextRequest dén agent thi trong ban tin giri di co
chira Read- Community. Khi agent nhan dugc ban tin request thi né sé so sanh Read-
community do manager giri va Read-community ma né duoc cai dat. Néu 2 chudi nay

gidng nhau, agent sé& tra 1oi; néu 2 chudi nay khac nhau, agent s& khong tra 1i.

Write-Community duoc ding trong ban tin SetRequest. Agent chi chap nhan thay doi
dit liéu khi writecommunity 2 bén giéng nhau.
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Trap-community ndm trong ban tin trap cua trap sender gui cho trap receiver. Trap
receiver chi nhan va luu trir ban tin trap chi khi trap-community 2 bén gidéng nhau, tuy
nhién ciing ¢6 nhiéu trap receiver duoc ciu hinh nhan tit ca ban tin trap ma khong quan

tam dén trap-community.

Community string ¢ 3 loai nhu trén nhung cing mét loai c6 thé c6 nhiéu string khac

nhau. Nghia 13 mot agent c6 thé khai bao nhiéu read-community, nhiéu write-community.

Trén hau hét hé théng, read-community mac dinh 1a “public”, write-community mic

dinh 1a “private” va trap-community méac dinh 1a “public”.

Community string chi 1a chudi ky ti dang cleartext, do d6 hoan toan c6 thé bi nghe 1én
khi truyén trén mang. Hon nita, cic community mic dinh thuong 1a “public” va “private”
nén néu ngudi quan tri khong thay doi thi chiing c6 thé dé dang bi do ra. Khi community
string trong mang bi 16, mot nguoi dung binh thuong tai mét may tinh nao d6 trong mang
c6 thé quan ly/giam sat toan bo cac device c6 cuing community ma khong duoc su cho

phép cua nguoi quan tri.

b. View

Khi manager c6 read-community thi n6 c6 thé doc toan by OID cia agent. Tuy nhién
agent co thé quy dinh chi cho phép doc mét s6 OID c¢6 lién quan nhau, tirc 1a chi doc dugc
mot phan cia MIB. Tap con ciia MIB nay goi 1a view, trén agent c6 thé dinh nghia nhiéu
view. Vi du : agent c6 thé dinh nghia view interfaceView bao gém cac OID lién quan dén
interface, storageView bao gém cac OID lién quan dén luu trir, hay AllView bao gom tat
ca cac OID.

Mot view phai gan lién véi mot community string. Tly vao community string nhan
duoc 1a gi ma agent xtr 1y trén view tuong tng. Vi du : agent dinh nghia read-community
“inf” trén view interfaceView, va “sto” trén storageView; khi manager guri request lay
OID ifNumber véi community 13 “inf” thi s& dugc dap ung do ifNumber nam trong
interfaceView; néu manager request OID hrStorageSize vdi community “inf” thi agent s&

khong tra 16i do hrStorageSize khong nam trong interfaceView; nhung néu manager
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request hrStorageSize vi community “sto” thi s& dugc tra li do hrStorageSize nam trong

storageView.

Viéc dinh nghia cac view nhu thé nao tiy thudc vao timg SNMP agent khac nhau. C6

nhiéu h¢ thong khong hd tro tinh nang view.

c. SNMP access control list.

Khi manager gui khong diing community hoac khi OID can lay lai khong nam trong
view cho phép thi agent s€ khong tra loi. Tuy nhién khi community bi 16 thi mot manager
nao d6 van request duoc thong tin. Pé ngin chin hoan toan cic SNMP manager khong

duoc phép, nguoi quan tri co thé dung dén SNMP access control list (ACL).

SNMP ACL la mot danh sach cac dia chi IP dugc phép quan ly/giam sat agent, n6 chi
ap dung riéng cho giao thirc SNMP va duoc cai trén agent. Néu mot manager c6 IP khong
duogc phép trong ACL guri request thi agent s€ khong xu ly, du request c6 community

string 1a dung.
2.2. Hai phwong thirc giam sat co ban Poll va Alert

Trudc khi gidi thidu vé cac phan mém, chiing ta can tim hiéu vé hai phwong thirc giam
sat “Poll” va “Alert”. Day 1a 2 phuong thirc co ban cua cac k¥ thuat giam sat hé thong,
nhiéu phan mém va giao thirc duoc xdy dung dia trén 2 phuong thirc nay, trong d6 c6
SNMP, Zabbix ... Viéc hiéu rd hoat dong ciia Poll & Alert va uu nhuoc diém cua chung
s& giup ban dé& dang tim hiéu nguyén tic hoat d6ng cua cac giao thuc hay phan mém giam
sat khac [8].

2.2.1. Phwong thic Poll

Nguyén tac hoat dong: Trung tim giam sat (manager) s& thuong xuyén hoéi thong tin
cua thiét bi can giam sat (device). Néu Manager khong hoi thi Device khong tra 1oi, néu
Manager hoi thi Device phai tra 1oi. Bang cach hoi thudng xuyén, Manager s& ludén cap

nhat duoc thong tin méi nhat tir Device.
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Vi du: Ngudi quan 1y can theo ddi khi ndo tho lam xong viéc. Anh ta ct thudng
xuyén hoi nguoi thg “Anh da lam xong chua?”, va nguoi thg s€ tra loi “Xong” hoac
“Chua”.

2.2.2. Phuwong thuc Alert

Nguyén tac hoat dong: Mdi khi trong Device xay ra mot su Kién (event) nao dé thi
Device sé tu dong guri thong bao cho Manager, goi la Alert. Manager khong hoi thong tin
dinh ky tur Device.

Vi du: 1 may chi bi down do mat ngudn, thi 1ap tic s& c6 1 thong bao vé cho server
giam sat dé ngudi quan tri co thé xu 1y kip thoi.
2.3. Cac phin mém giam sat hé thong mang

2.3.1. Phian mém giam sat mang Cacti

Cacti 1a mot phan mém ma ngudn ma, gidm sat mang va cong cu dd hoa viét bang
ngdn ngir PHP/MySQL. Phan mém giam sat hé théng bang d6 thi dya trén bo cong cu
RRDTool. Cacti cung cap cho ngudi quan tri cac mau d6 thi, cac phuong thirc tong hop
dir liéu va cong cu quan ly. Phan mém giam sat cac thiét bi nhu 6 cang, tée d6 quat, dién
nang theo thoi gian thuc. Diéu d6 s& gitip ich rat nhiéu cho viéc quan tri hé théng. Hon
nita, phan mém con cho phép quan 1y phan quyén nguoi dung ddi véi dit liéu dang giam
sat, dua ra cac canh bao khi hé théng gip su ¢ bang viéc giri thu dién te, tin nhan va rat

nhiéu tinh nang khac.

Phan mém Cacti cai dat dé dang va hd tro cac hé didu hanh Linux (Centos, Fedora,
Red Hat, OpenSUSE, Ubuntu...) va hé diéu hanh Windows (Windows XP, Windows
Server 2003, Windows Server 2008, Windows 7, Windows 8...)

Chinh sach ban quyén: Phan mém cung cap phién ban mién phi, hd tro cac hé thong

nho va ca cac hé théng doanh nghiép.

Uu diém: Phan mém dugc cung cap mién phi, hd tro tinh niang hién thi théng tin bang
d6 thi. Phan mém cai dat dé dang va hd trg nhiéu hé diéu hanh. Giao dién than thién, dé

str dung cho ngudi dung lan dau tién.
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Nhuwoe diém: Phan mém cung cép it tiy chon quan tri hon so v6i cac phan mém giam
sat khac.

2.3.2. Phan mém giam sat mang Icinga

Phan mém Icinga 13 mot hé thong ma ngudn mé cé chirc ning gidm sat hé thong
mang, cac may chu, cac dich vy, thong bao ti ngudi dung khi hé théng c6 sy ¢d va dua
ra cac bao cao kip thoi. Phan mém Icinga duoc xay dung dua trén ma ngudn dugc phat
trién tir hé thong giam sat Nagios. Thira hudng cac tinh ning quan trong cia “Ngudi tién
nhiém” Nagios, vi vy né twong thich hoan toan vai cac phan mém hd trg cia Nagios.
Pong thoi, phan mém ciing cung cap rat nhiéu tinh ning tiy bién méi, trong d6 phai ké
dén nhu giao dién nguoi dung Web 2.0, hd trg cac hé quan trj co so dit liéu pho bién nhu
MySQL, Oracle va PorgreSQL. Phan mém chay trén nhiéu phién ban cua Linux (Bao
gdm Fedora, Ubuntu va OpenSuSE) ciing nhu mot s6 cac nén tang cua Unix (Solaris va

HP).

Chinh sach ban quyén: Phan mém cung cap phién ban mién phi, hd tro cac hé thong

nho va ca cac hé théng doanh nghiép.

Uu diém: Phan mém duoc cung cap mién phi, hd trg nhidu tuy chon giao dién quan tri
Web. Phan mém cai dat d& dang, hd tro tét hé didu hanh Linux. Giao dién quan tri Web
than thién, d& sir dung cho ngudi ding 1an dau. Tuong thich voi cac phan mém hd tro cia

Nagios.

Nhuwoc diém: Phan mém khong cung cap nhiéu tuy chon hién thi thong tin gidm sat
bang d6 thi.
2.3.3. Phian mém giam sat mang Nagios

Nagios 1a mot phan mém ma ngudén md giam sat hé théng mang. Phan mém thuc
hién theo ddi va dua ra cac canh bao vé trang thai cac may chu va cac dich vu. Phan
mém dugc xay dung trén nén tang Linux nén hd trg hau hét cac hé diéu hanh cua

Linux. Mot diém khac so véi cac phan mém giam sat 1a Nagios giam sat dya trén tinh
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trang hoat dong cua cac may tram va cac dich vu. Nagios st dung cac phan mém hd trg
duoc cai dat trén may tram, thuc hién Kiém tra cac may tram va dich vu dinh ky. Tiép do,
cac thong tin ciia cac may tram va dich vu s& dugc giri vé may chu Nagios va duoc hién
thi trén giao dién web. Pong thoi, trong truong hop hé thdng gap su ¢b, Nagios s& guri cac
thong tin trang thai hé thong téi ngudi quan tri thong qua thu dién ta, tin nhan... Viéc
theo ddi co thé duoc cau hinh chu dong hodc bi dong duwa trén muc dich sir dung cua

nguoi quan tri.

Chinh sdch ban quyén:Phan mém cung cap 02 phién ban mién phi va tra phi, hd tro
cac hé théng nho va ca cac hé théng doanh nghiép.

Uu diém: Phan mém cung cip phién ban mién phi, hd tro rat nhiéu chirc nang hitu ich
cho ngudi quan tri. Cac phan mém hd trg nhiéu va duoc cung cap mién phi.

Nhuwoc diém: Viée cai dit, ciu hinh phan mém kha phac tap va yéu cau kién thic vé
hé diéu hanh Linux ciing nhu sy hd tro clia cac tai liéu cai dat. Giao dién sir dung kha

phirc tap, kho tiép can voi nguoi st dung lan dau.
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CHUONG 3. GIOI THIEU PHAN MEM NGUON MO GIAM SAT MANG
ZABBIX

3.1. Gi6i thiéu phan mém zabbix
3.3.1. Khdi niém

Zabbix dugc sang 1ap boi Alexei Vladishev, hién tai dugc hd tro va phat trién boi
Zabbix SIA.

Zabbix 1 cong cu ma ngudn mé giai quyét van dé giam sat. Zabbix 1a phan mém liét
ké cac tham s6 cia mot mang, tinh trang va tinh toan ven cua server, router, switch...
Zabbix str dung mot co ché thong bao linh hoat cac thong tin ciia cac thanh phan mang
cho phép ngudi ding cau hinh email canh bao cho su kién bat ky. Diéu nay cho phép giai
quyét nhanh cac van dé caa ha tang mang. Zabbix cung cip bao cao va dit liéu chinh xac

dira trén co s& dit liéu. Diéu nay 1am cho Zabbix tré nén 1y tudng hon.

Tat ca cac bao cao, thong ké ciing nhu cac thong s cau hinh ciia Zabbix dugc truy cap
thong qua giao di¢n web. Giao dién gitp ta theo doi dugce tinh trang hé mang va server.
Zabbix déng mot vai trd quan trong trong viéc theo ddi co s ha ting cong nghé thong tin.

Diéu nay pht hop cho cac to chirc nho c6 mot server va cac cong ty 16n vai nhiéu server.
Zabbix dugc Viét va phat hanh véi General Public License GPL phién ban 2 [4].

3.3.2. Uu diém
- Phan mém mién phi.
- HOd tro SNMP (Simple Network Management Protocol — Dung dé trao doi thong
tin quan 1y gitra cac thiét bi mang).
- Tu dong phat hién server va thiét bi mang.
- Giam sat Server, router, switch va thiét bi mang khac.
- D@ dang thao tac va ciu hinh.
- HO tro may chi Windows, Linux, Solaris, FreeBSD ...
- DPang tin cay trong viéc ching thuc nguoi dung.
- Linh hoat trong viéc phan quyén ngudi dung.

- Quan ly trén giao dién web than thién, dé sir dung.
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- Thong bdo sy ¢ qua email va SMS.

- Biéu d6 theo ddi va bao céo.

- Mai ngudn mé va chi phi thap.

- Kiém soat theo ddi viéc truy Xuat.

- Tt ca thong tin (C4u hinh, hiéu suat) duoc luu trong co so dit liéu.
- Cai @it don gian, dé dang.

3.3.3. Kién tric ciia hé thong giam sat Zabbix

Windows Server Linux Server

3

Zabbix Agent

Windows Server  Linws Server

3

Zabbix Server
Zabbix Agent
SMHNP w1, w2
Rupaurber Switch

Zabbix Database

SMNP vi, v2

SN

Router Switch

Hinh 3.3.3.1: Kién tric cuia Zabbix

Kién tric ciia Zabbix bao gdm 4 thanh phan co ban: Zabbix server, Zabbix proxy,
Zabbix agent, Zabbix Web frontend [4].

a. Zabbix Server

Pay 14 thanh phan trung tim ctia phan mém Zabbix. Server c6 thé kiém tra cac dich vu
mang tir xa (Web server va mail server ). Agent s& bao cdo toan bo théng tin va sd luong

thdng ké cho server. Server sé& luu trit tit ca cu hinh va di liéu thong ke.
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b. Zabbix Proxy

Proxy 1a phan tuy chon cua Zabbix. Proxy s& thu nhan dir liéu , Iuu trong bo nhé dém

va dugc chuyén dén Zabbix server.

Zabbix Proxy 1a mot giai phap 1y tuong cho mot giam sat tap trung cia dia diém tir xa,

chi nhanh, mang Iu¢i khong c6 cac quan tri vién dia phuong.

Zabbix proxy ciing c6 thé duoc sir dung dé phan phdi tai cia mot don Zabbix Server..
Zabbix proxy s& giup giam tai cho Zabbix Server nho vao viéc thu thap dir liéu va chuyén
vé cho zabbix server.

Zabbix Proxy c6 thé dugc dung dé:

- Giam sat cac host tir nhitng noi khac

- Giam sat cac host tir nhiing noi c¢6 két néi khong on dinh

- Giam tai cho Zabbix server khi phai giam sat nhiéu thiét bi

- Don gian hoa cho viéc bao tri va giam sat

Zabbix Proxy chi cin mot két néi TCP dén Zabbix server vi vay phai cho phép két ndi
nay khi c6 tuong ltra gitta Zabbix Proxy va Zabbix Server.

c. Zabbix Agent

Agent 1a thanh phén duogc cai dat trén may chu, cac thiét bi mang can gidm sat. Agent
s& thu thap thong tin hoat dong (6 cang, bo nha, bd xir 1y s6 liéu théng ké, ...) tir hé thong
ma n6 dang chay va bao cdo dit liu nay dén Zabbix server dé xir 1y tiép. Trong trudng
hop 16i (6 cirng day hodc maot tién trinh chét...), Zabbix server s& gui canh bao cho ngudi
quan tri vé cac su ¢ nay.

d. Zabbix Web frontend

La mét giao dién web dugc Vviét bang ngdn ngit 1ap trinh PHP, cho phép nguoi quan tri

hé théng co thé cau hinh, giam sat, xem cac dit liéu thu thap duoc trén mét giao dién web

duy nhét
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3.3.4. Co ché hoat dong
Zabbix giam sat cac thiét bi qua Zabbix agent hoic qua cac giao thitc SNMP...

Cac Agent (thiét bi mang hay server duoc cai dat snmp hay zabbix agent) s& giri cac
event lién quan dén thiét bi man g, may chu t6i Zabbix server, Zabbix server lam nhiém vu
phan tich sd liéu thu thap duoc va dua vao cac trigger do nguoi quan tri hé thdng thiét 1ap
ma quyét dinh dua ra cac canh bao theo muc do khac nhau (Critical, warning, hoic

infomation...) Hinh thiic canh bao la giri SMS, email...

Bat dau thu
thap dit ligu

Pinh ki duyét tap luat da
du'gc dinh nghia

L 4

&

b4

Truy van cac thong s trén
Lu'u théng tin cac thiét bi can giam sat
vao Database

F 3

“ K&t qua binh thuing

Két qua 16i

Hién thi canh bao

Hinh 3.3.4.1: Co ché hoat déng Zabbix
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3.3.5. Tinh nang cua Zabbix

Céc chirc nang cua Zabbix rat linh hoat, n6 c¢6 thé duoc cAu hinh dé theo ddi, giam sat
thiét bi mang, may chu theo cach ta mudn. N6 ciing c6 mot co ché dé tu dong phan tng
VGi cac van dé, va mot hé thong canh bao manh. Tat ca diéu nay duoc dya trén mot hé

thdng dinh nghia cac d6i twong 16 rang.

- Kha ning giam sat: Zabbix c6 cau hinh tip trung, cac thong tin giam sat duoc tap
trung vao mot co so dir lidu. Zabbix c6 kha nang sir dung cac proxy véi s6 lugng khong
gi6i han, sb nat d6 co thé 1én t6i hang ngan.

- Kha ning mo rong: Cac thi nghiém cho thay né c6 kha ning xu Iy quan tri téi
100.000 thiét bi va may chi. S6 lwong thong tin, dich vu giam sat c6 thé lén t&i 1.000.000

- HQ tro giam sat thoi gian thuc: Zabbix co thé canh bao ngay tdi nguoi quan tri vién
khi hé théng dugc giam sat co su ¢ gi thong qua mail, SMS... Hon nita Zabbix con ¢
hd so vé cac thong tin giam sat

- Kha ning hién thi két qua bang d6 thi, biéu d6 gitp nguoi dung c6 thé dé dang
giam sat.

- Kha ning nhép va xuat co sd di liéu thong qua XML.

- Kha nang tu dong phat hién: Nguoi dung co thé tao ra céc luét dua trén no Zabbix
c6 thé ty déng phat hién ra cac dia chi IP, cac dich vu hoic cac thiét bi SNMP dé thuc
hién viéc giam sat.

- Tinh linh hoat: Zabbix hd tro ca IPv4 va IPv6, cac Zabbix agent c6 kha ning cai
dat trén nhiéu nén tang khac nhau.

- Kha ning gidm sat cac thiét bi khong hd tro cai diat Zabbix agent: Zabbix c6 kha
nang giam sat cac thiét bi hd trg IPMI, SNMP v1,2,3,4.

- Kha niang bao mat: Zabbix hd tro ngudi dung mot cac linh hoat, n6 cung cip kha
nang chung thuc caa dia chi IP.

- Quan tri cac chtrc nang: Ta c6 thé chay lénh ping, traceroute trén mot chudi cac

may chu, cac thiét bi dugc quan tri.
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3.3.6.

3.3.7.

Céu tric thw muc

docs: Thu muc chua file huéng dan pdf

sre: Thu muc chira tit ca source cho céc tién trinh Zabbix.

+ src/zabbix_server: Thu muc chua file tao va source cho zabbix_server.

+ src/zabbix_agent: Thu muc chira file tao va source cho zabbix agent va
zabbix_agentd.

+ src/zabbix_get: Thu muc chira file tao va source cho zabbix_get.

+ src/zabbix sender: Thu muc cha file tao va source cho zabbix sender.

include: Thu muc chira cac thu vién Zabbix.

misc

+ misc/init.d: Thu muc chira cac tap 1énh khoi dong trén cac nén khéac nhau.

frontends

+ frontends/php: Thu muc chura céc file PHP.

create: Thu muc chua cac tap 1énh SQL dé tao co s& dit liéu ban dau.

+ create/schema: Thu muc tao biéu dé co sé dir liéu.

+ create/data: Thu muc chtra dit liéu cho viéc tao co s& dit liéu ban dau.

upgrades: thu muc chira cc thi tuc nang cip cho phién ban khac nhau cua Zabbix.

Cac mé hinh trién khai hé théng Zabbix

Nhin chung, kién trac Zabbix cho cac hé théng 16n bao gom 3 thanh phan nhu sau:

Web server, Zabbix server, Database server.

Ngoai ra con c6 thém 2 thanh phan khac nita bao gom Zabbix Agent va Zabbix proxy.

Dua vao dic diém kién tric ma Zabbix thong thudng duoc trién khai theo 2 mé hinh duéi
day [5]:

a. Mo hinh tap trung

Mo hinh cai dat trén mot may chat 01 may cha khéng duoc khuyén céo trén cac hé

thdng giam st I6n, tuy nhién day 1a mot mo hinh co ban va phu hop véi doanh nghiép
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nho c6 sb luong thiét bi can giam sat it. Mot Node cai tat ca cac thanh phﬁn Zabbix

server, Zabbix Database, Zabbix web fondend

Zabbix Node

Web Server Zabbix Server

N

Database Server

Hinh 3.3.7.1: M6 hinh trién khai Zabbix trén mét node

Ddi v6i cac doanh nghiép vira va nho, chiing ta chi can trién khai trén mot server vat

Iy dé tiét Kiém chi phi dau tu phan cang.

Déi véi cac doanh nghiép 16n, can dam bao tinh du phong cua hé théng thi cé thé cai

dit thém cac node dy phong, share tai va HA (High Availability) cho hé thng.
b. Mo hinh phén tan

Zabbix 1a mot tng dung gidm sat ¢ thé monitor hang trim d6i twong trong Mot mo
hinh cai dit single server. Tuy nhién khi hé théng ma c6 dén hang nghin may ch, thiét bi
mang, Vi md hinh mang phtc tap, cac may chu ¢ thé dat & nhiéu vi tri dia Iy khac nhau

thi ddy lai 1a mot diém gigi han cua viéc cai dat single server,

Trong phan 16n truong hop, trong doanh nghiép c6 thé da c6 mot hé théng Zabbix da
duoc cai dit. Zabbix c6 wu diém vé tinh linh hoat, cho phép nang cdp md hinh cai dat 1én
Mot budc, theo mo hinh: proxy-based monitoring (hay moé hinh phan tan).
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Proxy-based monitoring dugc trién khai véi 01 Zabbix server va nhiéu Zabbix proxies,
mdi proxy c¢6 thé ¢ tai mot chi nhanh hozc 01 data center. Cu hinh nay dé dang duy tri va
c6 nhiéu wu diém trién khai, dac biét trong viéc giam sat tap trung. Loai kién thic trién

khai nay phu hop véi cac giam sat c6 mo hinh mang phuc tap.

Kién trac giam sat phan tan 1a moé hinh cai dat phic tap nhat trong viéc trién khai
Zabbix. Hinh anh bén dudi mo ta mot hé théng giam sat phan tan két hop proxy-based dé

giam sat.

N\

/1N

Zabbix Server

i

Zabbix Proxy

a Al

Hinh 3.3.7.2: Mo hinh Zabbix phdn tan

3.3.8. Cic phan tir co ban trong Zabbix

- Host: Céc thiét bi ma can giam sat, c6 thé 1a server, may tram, thiét bj mang, thiét
bi Firewall, UPS... Tao mét host chinh 1a viéc dau tién trong c4u hinh giam sat Zabbix.

- Item: Chinh 13 cac d6i twong, dit liéu can thu thap trong mot host. C6 nhiéu kiéu
item khac nhau, né phu thudc vao cac ddi tugng giam sat khac nhau.

- Triggers: La mot diéu kién khi thoa mam diéu kién cua Triggers ma ngudi lap
trinh dat ra thi s& thuc hién mot hanh dong nao d6 tiép theo.

Vi du: Ban dang giam sat Ram va ban tao mot Triggers cho viéc giam sat Ram néu
Ram sir dung trén 90% thi thong bao dén ngudi quan tri hoac giri mail cho ngudi quan tri.

- Template: La mot miu chuan, di dugc dinh nghia sin cac item, triggers, graph,
screen... N6 vo cung thuan tién khi trién khai giam sat nhiéu host c6 nhitng thanh phan
can giam sat gibng nhau. Vi vay chi can tao 1 template 13 ¢ thé ap dung cho nhiéu host
khac nhau.
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3.2. Cai dit phan mém zabbix
3.3.1. Yéu ciu hé théng

- Server: CPU duo core, RAM >= 1GB, HDD >=50 GB tuy theo nhu cau luu log,
cach Iuu log.

- 0S: Windows, Linux, Unix. O day ta chon CentOS 7.2 64bit, vira nhe, khong quan
tam lisence va tan dung cho cac cong tac hé théng khéc.

- Zabbix: Hién tai da c6 ban zabbix 4.0, nhung ta dung version 3.4 cho server vi tinh
6n dinh. Phia client str dung Zabbix Agent version >= 3.4

- Database: diung mysql hoic mariaDB ban open source méi nhat.

- Web: dung Apache2 hoac httpd

- PHP, net-snmp: ban mai nhat
3.3.2. Cai dat Zabbix Server
a. Chuan bj méi trwong cai dat

- Str dyung hé diéu hanh CentOS 7

- Str dung quyén root

Buéc 1. Disable SELINUX

# vi /etc/selinux/config
[...]

SELINUX=enforcing

[...]

Budc 2. Khai dong lai Server dé xac nhan thay doi

‘# reboot

Budéc 3. Cai dat, khaoi @ong service httpd

# yum -y install httpd
# systemctl start httpd
# systemctl enable httpd

Budc 4. Mo port firewall

# firewall-cmd --add-service=http --permanent

# firewall-cmd --reload
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Budc 5. Cai dat, cdu hinh PHP

# yum -y install php php-mbstring php-pear

# vi /etc/php.ini

[...]

date.timezone = "Asia/Ho_Chi_Minh" (uncomment)
[...]

# systemctl restart httpd

Budc 6. Cai dat, khoi dong service database

# yum -y install mariadb-server
# systemctl start mariadb
# systemctl enable mariadb

Thiét lap password root cho database

# mysqgl secure installation

[...]

Enter current password for root (enter for none):
OK, successfully used password, moving on...

Setting the root password ensures that nobody can log into the
MariaDB
root user without the proper authorisation.

Set root password? [Y/n] Y

New password:

Re-enter new password:

Password updated successfully!

Reloading privilege tables..
Success!

[...]

b. Tai file cai dat
C6 2 cach dé cai dat Zabbix:

e Tai source code méi nhét ciia Zabbix vé va tién hanh compiling

e (ai dat tir packages

Ngoai ra con c6 cach khac 14 tai cac ban Appliance da cai dit san Zabbix vé va chay,
tuy nhién cach nay khong duoc khuyén céo vi qua trinh thuc hién bang tay sé gitip kiém

soat cac budc cai dat tot hon.
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Céch cai dat tir package c6 2 uu diém chinh:

e Qua trinh cai va nang cAp s& nhanh va dé dang hon
e Cic goi phan mém phu thuoc (dependencies) sé tu dong duoc cai dat
Céch cai dat tir source code compilation ciing c6 mét s6 uu diém:
e Chi compile cac tinh nang can thiét dbi vai hé théng, vi vay sé t6i wu hon
e (o thé xay dung va dong goi, sau do6 co thé cai dat trén 01 hé thong Linux khac
e Hoan toan kiém soét viéc nang cap.

Copy goi cai dat danh cho Centos 7:

https://www.zabbix.com/documentation/3.4/manual/installation/install from package

s/rhel centos

B4 Installation from packages
i--1 Red Hat Enterprise L'#
...2 Debian/Ubuntu

5 Installation from contail 1 Red Hat Enterprise Linux/Cent0s | CONfiguration package. This package contains yum (software package manager) configuration

-6 Upgrade procedure using st TIIEs.

-7 Upgrade procedure using p:

g Known issues RHEL 7:

-9 Template changes

--10 Upgrade notes for 3.4.0

--11 Upgrade notes for 3.4.1

Mrpm -ivh https://repo.zabbix.com/zabbix/3.4/rhel/7/x86_64/zabbix-release-3.4-2.el7.noarch.rp

.12 Upgrade notes for 3.4.2 4
--13 Upgrade notes for 3.4.3
--14 Upgrade notes for 3.4.4 RHEL 6:

Cai dit, cu hinh Zabbix Server

Buée 1. Cai dat mot s6 package khac va download Zabbix repository

# yum -y install php-mysgl php-gd php-xml php-bcmath

# rpm —-ivh http://repo.zabbix.com/zabbix/3.4/rhel/7/x86 64/zabbix-
release-3.4-2.el7.noarch.rpm

Budc 2. Cai dat Zabbix Server

# yum -y install zabbix-get zabbix-server-mysql zabbix-web-mysqgl
zabbix-agent
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Budéc 3. Tao Database cho Zabbix

- Login database

# mysgl -u root -p

- Tao database co tén zabbix cho Zabbix Server

MariaDB [ (none)]> create database zabbix character set utf8 collate
utf8 bin;
Query OK, 1 row affected (0.00 sec)

- Gan quyeén cho user zabbix véi mat khau 1a password cho database zabbix.

MariaDB [ (none)]> grant all privileges on zabbix.* to
zabbix@'localhost' identified by 'password' ;

MariaDB [ (none)]> grant all privileges on zabbix.* to zabbix@'$'
identified by 'password';

- Ap dung thay d6i va thoat khoi Database.

MariaDB [ (none)]> flush privileges;
MariaDB [ (none) > exit;

Budéc 4. Import Database Zabbix

# cd /usr/share/doc/zabbix-server-mysqgl-3.4.15/
# gunzip create.sqgl.gz
# mysgl -u root -p zabbix < create.sqgl

Budc 5. Cau hinh va khai dong Zabbix Server

# vi /etc/zabbix/zabbix server.conf

[...]
DBHost=localhost (uncomment)
DBPassword=password (uncomment)

[...]

# systemctl start zabbix-server
# systemctl enable zabbix-server

Budc 6. Mo port Firewall

# firewall-cmd --add-port={10051/tcp,10050/tcp} --permanent
# firewall-cmd --reload
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Budc 7. Cau hinh va khai dong Zabbix Agent dé tu giam sat Zabbix Server

# vi /etc/zabbix/zabbix agentd.conf

[...]

Server=127.0.0.1
ServerActive=127.0.0.1
Hostname=zabbixsrv.local

[...]

# systemctl start zabbix-agent
# systemctl enable zabbix-agent

Budc 8. Thay doi cai dat va restart httpd

# vi /etc/httpd/conf.d/zabbix.conf
[...]

php value date.timezone Asia/Ho Chi Minh (uncomment)

[...]

# systemctl restart httpd

3.3.3. Cai dat giao dién Zabbix Web frontend

Buégc 1. Truy cap vao http://ipserver/zabbix . Sau do, trang bat ddu Zabbix duoc hién

thi, Nhap vao Next step dé tiép tuc

ZABBIX

Check of pre-requisites
Configure DB connection

Zabbix server details

Welcome to
Pre-instaliation summary w
- Z a b b I X 3 |
o

Hinh 3.3.3.1: Giao dién cai dat Zabbix Web
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Budc 2. Thong sb config php, dam bao tat ca cac muc 1a [OK]. Sau d6 nhan Next step

dé tiép tuc

ZABBIX Check of pre-requisites

PHP gd JPEG support on
| > PHP gd FreeType support on
Configure DB connection PHP libxmi 291 2615
Zabbix server details PHP xmiwriter on
Pre-instaliation summary
PHP xmireader on
Install
PHP LDAP on
PHP ctype on R?
PHP session on
PHP option “session.auto_start off off
PHP gettext on
PHP option “arg_separator.output” & &

Hinh 3.3.3.2: Kiém tra théng sé config php

Budc 3. Nhap cac thong tin vé Database Zabbix da duoc tao. Nhan Next step

ZABBIX Configure DB connection

Please create database manually, and set the configuration parameters for connection to this database
Press "Next step” button when done

Database type MySQL v

Database host localhost
Zabbix server details

Pre-instaliation summary Database port | 0

Install Database name | | zabbix

User zabbix

Password ETij

1

Back } Next step

Hinh 3.3.3.4: Thong tin Database Zabbix

40



Budc 4. Cai dat két ndi dén Zabbix Server. Thay d6i théng tin Name (néu can). Nhan
Next step

ZABBIX Zabbix server details

Please enter the host name or host IP address and port number of the Zabbix server, as well as the
name of the installation (optional)

Host localhost
Port 10051
Name

Pre-instaliation summary

Install b

| Back | Naxlslep

Hinh 3.3.3.5: Thiét Idp két néi dén Zabbix Server

Budgc 5. Tom tit cac thong tin di cai dat. Nhan Next step dé tiép tuc

ZABBIX Pre-installation summary

Please check configuration parameters. If all is correct, press “Next step” button, or “Back” button to
change configuration parameters

MySQL
localhost
default

Zabbix
jocalhost

10051

e Zzabbixsrv.local

Back Nextsten
&

Hinh 3.3.3.6: Thong tin da cai dat
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Budc 6. Két thuc qua trinh cai dat. Chon Finish

ZABBIX Install

Congratulations! You have successfully installed Zabbix
frontend.

Configuration file "/etc/zabbix/web/zabbix.conf.php” created

Em

Hinh 3.3.3.7: Hoan thanh qua trinh cai dat

Buégc 7. Pang nhap sir dung. Sir dung tai khoan default dé login zabbix server

admin\zabbix

ZABBIX

Usermame
Password

v| Remember me for 30 days

or sign in as guest

Help + Support

Hinh 3.3.3.8: Giao dién dang nhap
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3.3.4. Cai dat Zabbix Agent
a. Cai dat Zabbix Agent trén Windows Server

Cach 1. Tai Zabbix agent tir trang chu https://www.zabbix.com/download

Budc 1. Cac ban chon muc Zabbix pre-compiled agents va tai ban cho windows (all)

ZA B B I X PRODUCT SOLUTIONS SERVICES & SUPPORT TRAINING
——

3.4.15 OpenBSD 6.3 1386

3.4.0 AIX 7.1 power

3.4.0 FreeBSD 11.1 amded

PARTNERS

COMMUNITY

e87a74c4951626b6T6475e0c338620aa

3.4.6 Windows 7ca%e6d@59932d9d5b6c49a553850bc9

5b53fa8861ceabel3a@B855F92972ef7d

6206bde716805338602b343db58543ac

ABOUT US

B

=
B
B

[T

Hinh 3.3.4.1: Tai zabbix-agent

Buégc 2. Giai nén va khoi tao thu muc zabbix tai 6 C va copy zabbix_agentd.conf and

zabbix_agentd.win.exe vao thu muc zabbix

Budc 3. Thiét lap file zabbix_agentd.conf thay ddi cac thong sb sau:

LogFile=C:\Zabbix\Zabbix agentd.log
Server=<ip address of your zabbix server>
ListenPort=10050 (uncomment)

ServerActive=<ip address of your zabbix server>

Hostname=<hostname cua may dang cai dat Zabbix Agent>

Budc 4. Cai dat va khai dong service

the agent)

the service)

zabbix agentd.exe -c C:\zabbix\zabbix agentd.win.conf -i

zabbix agentd.exe -c C:\zabbix\zabbix agentd.win.conf -s

(To install

(To start
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Cich 2. Tai phan mém dugc déng goi dudi dang file dong gbi san (.msi)

Budc 1. Tai file cai dat Zabbix Agent https://www.suiviperf.com/zabbix/old/

Budc 2. Cai dat tng dung

3 Zabbix Agent Setup -]

Zabbix Information ZA B B I X

Please enter your zabbix information

Host name:

Zabbix server Name: |

Agent Port: 10050

[«

Remote Command:

Active server:

Back ” Next | | Cancel

Hinh 3.3.4.2: Théng tin cdu hinh zabbix agent
Tai hop thoai Zabbix Information nhap cac thong tin:
Host name: Tén may tinh cai dat Zabbix Agent
Zabbix server Name: IP cua Zabbix server
Agent Port: Mac dinh 10050
Active server: IP ctua Zabbix server

Chi y: Sau khi cai dit (bang ca 2 cach), vao services.msc restart hoic start dich vu

Services I;L

File Action View Help
e [FE Dcz B v o0

. Senvices (Local)

. Services (Local)

Computer Browser Name

Description Status Startup Type

4 Windows Time Maintains d... Running  Automatic (T
Description: + Windows Update Enablesthe .. Running Manual (Trig.
Maintains an updated list of 5 WinHTTP Web Proxy Auto-Discovery ... WinHTTPi.. Running  Manual
coemputers on the network and ) )
supplies this list to computers Wired AutoConfig The Wired ... ) Manual
designated as browsers. If this service %2 WMI Performance Adapter Provides pe.. Running  Manual
is stopped, this list will not be _ Workstation Crestec and..._Running _Automatic

is disabled, any services that explicitly Zabbix Agent Provides sys.. Running  Automatic

depend on it will fail to start.
\E(tanded /(Standard

updated or maintained. If this service I
<

Hinh 3.3.4.3: Thiét ldp khei déng zabbix-agent

Tién hanh mo port 10050 cho dich vu Zabbix-agent trén Windows Firewall with
Advanced Security dé cho phép Zabbix server va Zabbix-agent c6 thé trao d6i thong tin.
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b. Cai dat Zabbix Agent trén Linux Server
Buéc 1. Chuan bi méi truong

- Kiém tra phién ban hé diéu hanh can cai dat Zabbix Agent

‘#cat /etc/redhat-release

- Kiém tra disable SELINUX

cat /etc/selinux/config

[...]
SELINUX=disabled

[...]

- Tai packages repo twong (ng version hé théng Zabbix dang chay va OS twong ang:
https://www.zabbix.com/documentation/3.4/manual/installation/install from package

s/rhel centos

RHEL 7

# rpm -ivh https://repo.zabbix.com/zabbix/3.4/rhel/7/x86_64/zabbix-release-3.4-2.el7.noarch.rpr
3

Budc 2. Cai dat Zabbix repository

# rpm -ivh https://repo.zabbix.com/zabbix/3.4/rhel/7/x86 64/zabbix-
release-3.4-2.el7.noarch.rpm

Budc 3. Cai dat zabbix agent

‘# yum install zabbix-agent -y

Budc 4. Cau hinh dich vy Zabbix agent

# vi /etc/zabbix/zabbix agentd.conf
[...]

Server=<zabbix-server-ip>
ServerActive=<zabbix-server-ip>

[...]

Budc 5. Mo port firewall

# firewall-cmd --add-port=10050/tcp -permanent
# firewall-cmd --reload
# setenforce 0

Budc 6. Start service Zabbix agent

# systemctl start zabbix-agent
# systemctl enable zabbix-agent
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CHUONG 4: UNG DUNG THUC NGHIEM
4.1. Phat biéu bai toan

Cong ty A 1a cong ty hoat dong trong linh vuc Vién thong — cong nghé thong tin. Do
d6 cong ty co cac may chii chira nhiéu thong tin quan trong vé khach hang ciing nhu cac
s6 liéu tai chinh. Cung vai sy doi hoi I6n hon vé bang thong mang céac thiét bi, may chu
chtra cac dir liéu va tai nguyén nay yéu cau can dugc giam sat tinh trang st dung mot cach

chat ché va can thiét.

Ngoai su hd trg ciia hé théng bao vé mang nhu tuong ltra thi vai tro cia ngudi quan tri
vién ciing hét sic quan trong. Tuy nhién khéng phai lac nao ngudi quan tri ciing co thé
nam bat duoc hét tinh cua hé thng, c6 khi hé théng bi sur ¢b rdi thi quan tri vién méi bat
dau do tim nguyén nhan va khic phuc su ¢d. Hoac khi cp trén yéu cau bio cdo tinh trang
hé thdng hang ngay, hing tuan thi cong viéc do ciing lam ngudi quan tri mat rat nhiéu
cong stc dé thuc hién. Nhung hiéu qua dem lai thuc su chua cao, thong tin hé thong dap
g chua day da. Hién nay c6 rat nhiéu phan mém quan 1y hé théng tai nguyén mang st
dung céc thiét bi phan ctmg dat tién. Tuy nhién mot s6 phan mém ma ngudn mé ciing dap

rng mot cach toan dién vai nhiéu tinh nang linh hoat vuot troi.

Xuat phat tir nhitng nhu cau trén, vay nén xay dung mot hé thdng giam sat mang la

diéu hét suc can thiét.

4.2. M4 hinh trién khai thuc nghiém

[ | |
- Domain . p
! l ('onlroller! | =X Internet 1

Firewall I
'

Oray ik
1100

Internet 2

[
g ' + Internet
= |
- '
~ !
!

‘ FTP Server Monitoring Web Server

Hinh 4.2.1: M6 hinh hé thong gidm sdt sir dung Zabbix
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4.2.1. Giéithiéu mo hinh
Trong so dd nay s& xac dinh 3 ving riéng biét gém cé: Internal, DMZ va Internet

- Vung Internal: 1a viing chra Domain Controller va cac may Client

- Vung DMZ: 1a vung chira cac Server cua cong ty nhu FTP Server, Web Server...
Ngoai ra dé giam sat cac may Server trong ving DMZ st dung mot hé thong giam sat
Zabbix

- Vung Internet: 1a ving bén ngoai cung ty, cung cap dich vu Internet cho cong ty

- Ngoai ra dé két ndi 3 viing nay voi nhau thi sir dung Firewall pfSense.

4.2.2. Giai thich mé hinh

- Trong vung Internal: ¢ trong vung Internal chtra cic mday Client s& ddt luon
Domain Controller (vi li do Domain Controller 1a noi xay dung cac User — Group dugc su
dung trong cong ty, hon thé nira noi day ciing 13 noi trién khai toan bo cac chinh sach cua
cong ty xudng cac phong ban, cac User va Group, va cic may Client s& phai Join vao
Domain dé lay User st dung trong cong ty ciing nhu s& chap hanh theo nhirng chinh sach
ngudi quan tri dua xudng dé 1am viéc)

- Trong ving DMZ: ving nay s€ chira toan by nhiing server st dung cho cong ty
nhu Web Server (Website cua cong ty), FTP Server (luu gilr cac file tai liéu), hay Mail
Server (mail riéng cua noi bo cong ty)... Vung nay cling s€ 1a noi dugce public cac dich vu
ra ngoai internet dé ngudi sir dung ciing c6 thé lam viéc, nhu viéc public Website cua
cong ty dé ngudi sir dung truy cap bang tén mién vao website . . . Trong ving DMZ s& c6
mot hé thong giam sat hoat dong cua cac Server, dé ngudi quan tri co thé kip thoi phat
hién su cb - hong thiét bi va khic phuc dé dang hon, ¢ day sé sir dung giam sat hé thong
bang Zabbix. Vi phan mém Zabbix gitp giai quyét dugc toan bd nhimg khé khin cua
doanh nghiép trong viéc quan 1y tai nguyén, cho phép quan Iy toan sy ¢b, quan Iy topo
mang va cau hinh thiét bj mang. Tao nén mot hé théng mang chu dong.

- Ving internet: 13 noi cung cap dich vu Internet cho ngudi sir dung internet trong
cong ty.

- Firewall pfSense: Trudc khi Internet tir nha mang qua router dén cong ty sé di qua

mot hé thdng Firewall. La noi két ndi cac khu vuc véi nhau bang cac Rule sao cho hé

47



théng 6 thé hoat dong tdt nhung cling dam bao d6 an toan cho cac khu vuc riéng biét,
tranh sy tn céng xaAm nhap tir bén ngoai théng qua cac Rule quan 1y.
4.3. Trién khai hé thong thuc nghiém

Trién khai hé théng theo mo hinh tap trung, cai dat cic thanh phan cua Zabbix trén
cing mot server phuc vu cho viéc giam sat hé thong mang. Thuc hién cai dit theo cac

budc hudng dan “Muc 3.2. Cai dat phan mém Zabbix”.,

&w ADMIN

Zabbix Server

e

Zabbhix Database “:‘1'. Zabbix Web
&=
Switch ()

Hinh 4.3.1: M6 hinh trién khai Zabbix tdp trung

Céc thanh phan cua hé théng mang bao gom:

STT | Host name IP OS Note
May chu giam sat thiét bi mang,
1. zabbixsrv | 192.168.1.120 | Centos 7.2 chuong trinh irng dung, tai

nguyén cac may server khac

Windows Server | May chu quan Iy domain va cap

2. |adsota | 192.168.16 |5y, DNS cho mang 192.168.1.0

3. | 1ig 192.168.1.33 | Redhat 7.2 May chit CSDL

4. | filesrv-sota | 192.168.1.10 ‘z"éilnzdo""s SeIVeT | \May chit luu gitt céc file tai lidu
5. | fip 192.168.1.133 | Centos 7.2 May chii dich vu FPT

6. | AD02 192.168.1.138 \Z’\éilnzdo""s SeIVT | My chit phuc vu hé théng LAP
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4.3.1. Kich ban giam sat hé théng mang

Xay dung kich ban giam sat phan hé théng (hosts, end devices) trong hé théng mang
bao gém: 03 may chu chay hé diéu hanh windows server 2012, 02 may chu chay hé diéu
hanh linux server (Centos 7.2 va Redhat 7.2).

a. Giam sat trang thai trén host

- Trang thai hoat dong cta hosts
- Trang thai hoat dong cua services

- Trang thai cua céc interfaces trén hosts
b. Giam sat viéc Sir dung cac tai nguyén

- CPU s6 lugng processes trong hang doi hay theo % str dung CPU caa hosts
- Ram: Cho biét dung lwong tong, sé lugng dung lrong sir dung hay con tréng

- Disk: Cho biét dung lwong tong, con trong, va da st dung.
c. Giam sat luu lwgng mang vao ra trén cac host

- Giam sat luu luong vao ra trén céac interface ctia host: tong Iuu lwrgng vao ra.
d. Thong tin, quan ly dir li¢u giam sat ciia cac host

- Luu trit cac thong sd trong 7->30 ngay c6 thé xem lai va phuc vu cho viéc phan
tich va nang cap hé thong sau ndy sau nay
- Bién dién theo danh sach hoac biéu do truc quan vé tinh hinh sir dung tai nguyén

va théng sd trén céac host
e. Canh bao

- Canh béo trang thai: vi du host bi down bét thuong, hay su ¢b ngoai y muén
- Canh bao dich vu: Services bi tat hay thay doi trang thai

Vi du: May chi bat ngo shutdown

- Canh bao thoi gian may chu shutdown
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4.3.2. Giam sat hé thong mang

Khi hé théng hoat dong, viéc theo ddi trang thai cic may chu dang trong tinh trang
nhu thé nao, cac dich vu quan trong c6 dugc chay hay khong? Hay trang théi cac
interfaces can thiét trén cac thiét bi dau cudi ay 1a 1 diéu bat budc can giam sat. Thiép lap
timg budc giam sat hé thdng mang: tao host, host group va template cho cac host

windows server va linux server trong hé thong.

Budc 1. Tao host group va host

Py N:121pd  onitoring  Inventory Reports/,(‘:’onﬂgurat\on Administration O Hsee 7 2 W

Hostgroups Templates Hosls Maintenance Aclions  Eventcomelation Discovery Services
2

Host groups

Group name | Windows Server

HOStS  Hosts in Other hosts | Group| Templates/Applications v

Template App Apache Tomcat JMX
Template App Generic Java JMX
Template App Zabbix Proxy

< Template App Zabbix Server

Hinh 4.3.2.1: Tao host groups

Tiép theo, tao host va thém vao host group, & day host AD-SOTA duoc add vao host
group Windows Server vira tao

F4\:1:1hd ‘onitoring  Inventory Reports  Configuration  Administration o Hsae ? 2 O

Hostgroups Templales Hosts Maintenance  Actions  Event comelaion Discovery  Senvices
3

Hosts

Host Templates IPMI Macros  Hostinventory  Encryption

Hostname | AD-SOTA
Visible name | AD-SOTA

Groups In groups Other groups

Windows Server Templates
Templates/Applications
Templates/Databases
Templates/Modules
Templates/Network Devices
Templates/Operating Systems
Templates/Servers Hardware
Templates/Virtualization
Virtual machings

Zabbix servers

New group
Agent interfaces  IP address DNS name Connectto  Port Default
19216816 Il ovs || 10050 ® Remove
Add
SNMP interiaces Add

Hinh 4.3.2.2: Tao host
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Dién cac thong sb ciu hinh:
Name: AD-SOTA
Groups: Windows Server
IP address: 192.168.1.6
Conect to: IP address
Port: 10050
Monitored by proxy: No proxy
Status: Monitored

Budc 2. Sau d6 chung ta thém cac dich vu can giam sat, chon select va tich va cac

template can thiét cho server.

P \:Y2{ B4 tdonioring  Inventory  Reporis  Configuration  Administration

[ z:tbixsrvlocal: Templates - Google Chrome - [m} X

@ Khéng bdo mat | 192.168.1.120/zabbix/popup.php?srctbl=templa
Template OS Linux -

Maintenance  Actions  Event correlation Services

Host groups

Templates  Hosts Discovery

HOStS Template QS Linux SNMPv2
Allhosts / AD-SOTA  Enabled [EE Applications 12 Items 130 Triggers 75 Graphs 24 Discovery rule Template OS Mac 0S X
Host Templates IPMI  Macros  Hostinventory  Encryption Template OS OpenBSD
Ef——
Template OS Solaris
Linked templates  Name Action

Template OS Windows Unlink Unlink and clear

Link new templates

Template OS Windows
Template OS Windows SNMPv2

Template Server Intel SR1530 IPMI

Select

" (5] Template Server Intel SR1630 IPMI
Ad

("] Template VM VMware

Template VM VMware Guest

Template VM VMw

=

& Hypervisor

Hinh 4.3.2.3: Lua chon va thém cdc template cho host
Buéc 3. Thuc hién tuong tu ddi véi cac host con lai trong hé thong mang

PA:\2121bq vonitoring Inventory Reports  Configuration  Administration

Host groups Templates Hosts Maintenance Actions Ewent correlation Discovery Services
Hosts Group 2l - I
Name & Applications Items Triggers Graphs Discovery VNeb Interface Templates bility Agent encryption  Info
11g Applications 10 Items 63 Triggers 25 Graphs 13 Discovery 2 Web 192.168.1.33 Template OS Linux (Te [ noNE]
10050
AD-SOTA Applications 12 Items 130 Triggers 75 Graphs 24 Discovery 3 Web 192.168.1.6: 10050 Template OS Windows (Tem [ nione |
AD02 Applications 12 Items 110 Triggers 53 Graphs 25 Discovery 3 Web 192.168.1.138 Template OS Windows (Tem [ nonE |
10050
filesrv-sota  Applications 12 ltems 118 Triggers 60 Graphs 25 Discovery 3 Web 192.168.1.10 Template OS Windows (Templal ent) [ nione |
10050
ftp.local Applications 10 Items 44  Triggers 19 Graphs & Discovery2 Web 192.168.1.133 Tempiate OS Linux (Template App Enanled [EEE4 [ nonE]
10050
Zahbix server Applications 11 ltems 109 Triggers 60 Graphs 21 Discovery 2 Web 127.0.0.1: 10050 Template App Zabbix Server, Template OS Linux (Temp [ noNE]
Agent)

Hinh 4.3.2.4: Thém cdc host trong hé thong mang thanh cong
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4.3.3. Thiét 1ap canh bao
a. Canh bao tai may:

Hinh anh va 4m thanh tryc quan trén Web cua Zabbix. Hay noi cach khac khi sy ¢b
xay, hé thong s& phat ra tin hiéu canh bao nhu d6 chuéng hay hién thi cac hinh anh canh
b4o. Va nho d6 ngudi quan tri c6 thé dua ra hanh dong kip thoi cho ting trudng hop cu
thé.

Bué6c 1. Vao Profile ciia user ma ban dung dé ding nhép vao zabbix frontend va sir

dung user d6 dé nghe thong bao ciing nhu 4m thanh canh béo tir Zabbix Server

Q E share ? - U]

-

Budc 2. Chon Messaging — Tich chon Frontend messaging

pH\:12304 onitoring  Inventory Reports  Configuration  Administration

User profile: canhv

User Media Messaging

A—

Frontend messaging_ |+
Q/Q,g
Message timeout | 60
Play sound | Once ~
Trigger severily || Racoyery alarm_ok ~|| Play | Stop
+| Mot classified  no_sound e Play Stop

+|Information | alarm_information |~ || Play Stop

~ | Warning alarm_warning ~ || Play Stop
+| Average alarm_average ~ Play Stop
~| High alarm_high ~ || Play Stop
~ | Disaster alarm_dizaster ~ || Play Stop

Hinh 4.3.3.1. Thiét \dp théng tin hién thi chuéng canh bdo
Thiét lap cac thong tin cho phul hop Véi yéu cau:

- Frontend messaging: Kich hoat global notification
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- Message timeout: Thoi gian hién thi théng béo tin nhan trigger. Mac dinh 60s
- Play sound: Chi dinh theo 3 muc sau
+ Once: Kéu 1 1an va day du luong file Am thanh
+ 10 seconds: Am thanh s& lip di 1ap lai trong vong 10s
+ Message timeout: Am thanh lap di 1ap lai cho timg thong bao
- Trigger severity: C6 thé chi dinh muc trang thai trigger s& dugc Zabbix thong
bao global noti. Gia sir chi can High va Disaster thi chi 2 trigger nay kich hoat
mai co théng bao am thanh va khung hién thi.
b. Canh bao online:

Guri mail téi gmail ca nhan nguoi quan tri. Do ngudi quan tri khong thé ngdi 24/24
trong phong quan tri duoc, hay ngudi quan tri di vang. Khi d6 chiing ta can thiét 1ap 1 hé
thdng canh bao online, tir d6 ngudi quan tri co thé truy cap tir xa va quan tri hé thong
duoc kip thoi, chinh xac hay giam t6i da thiét hai khi bi xay ra su ¢6 ngoai y mudn.

Budc 1. Tién hanh cau hinh cho Zabbix server giri mail canh bao vao gmail. Pau tién,

trén giao di€n Zabbix, vao muc Adminstration — Media types — Email:

p4 \=]:]pd vontoring Inventory Reports  Configuration  Administration

General Proxies  Authentication User groups  Users  Media types  Scripis  Queue

Media types

Media type  Options

Name oEn’lenl
Type | Email v

2]

SMTP server™ smip.gmail.com
SMTP server porta 587
SMTP helo | zabbix
SMTP emailo canhoangubgn@gmail.com
Connection security None w S5LTLS
SSL verify peer v
SSL verify host |+
Authentication | Mone [RVEENENEEGGEEATD]
Username | canhoangubgn@gmail.col

Password

Enabled |v

Hinh 4.3.3.2: Thiét Idp guri mail canh bdo

|
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Hoan thanh cac thong tin khai bao email:

- Name: Bat tén dich vu 1a Mail hoac Alert Email...

- SMTP server: Bia chi SMTP server (vi du: smtp.gmail.com)
- SMTP server port: Port SMTP (vi du :465 cho gmail)

- SMTP email: Email trong truong nay dong vai tro Email gui 16i “From address”

- Connection security: Giao thtrc bao mat tuy theo mail serverUsername/Password:

Nhap Email (email nay dong vai tro 1a email giri thong bao)

Budc 2. Bé hé théng thuc hién viéc giri email, can phai tao cac Triggers. Chon

Configuration — Actions — Create action

ZABBIX

Monitoring  Inventory

Reports ~ Configuration  Administration

Q, Hshare

Host groups  Templates

Actions

Action  Operations

Hosts  Maintenance  Actions  Event comrelation  Discovery  Services

Recovery operations

Acknowledgement operations

Name | zabbix-sendmail

E zabbixsrv.local: Triggers - Google Chrome = O X
@ Khong bio mat | 192.168.1.120/zabbix/pepup.php

Lack of free swap space on ftp local

/'0 Processor load is too high on fip.local
Conditions | abe Name
Too many processes on fip.local
Mew condition Too many processes running on fip.local
Trigger Y= ¥ Select
/‘9 Version of zabbix_agent(d) was changed on fip_local
i
Zabbix agent on fip.local is unreachable for 5 minutes
P
Enabled |+

3

-

=a
Hinh 4.3.3.3: Thiét ldp cdc Triggers dé quri email théng bdo

Thiét lap thong tin theo ddi

- Name: Tén dich vu
- New Condition: Chon gi4 tri mudn theo ddi qua mail

- Lua chon cac diéu kién mudn theo ddi
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Budc 3. Trong tab Operations bao géom thong tin dja ma hé théng sé gui vé email, cac

thong tin nay s€ dugc chén vao trong vi tri code. Trong muc Operations chon New

pA:N212]p§ onitoring Inventory Reports  Gonfiguration  Administration

Host groups  Templates Hosts  Maintenance  Actions  Event correlation  Discovery — Services

Actions
Action | Operations | Recovery operations  Acknowledgement operafions

Default operation step duration | 1h
Default subject | Problem: {TRIGGER NAME}

Default message | Problem started at {EVENT.TIME} on {EVENT.DATE}
Problem name: {TRIGGER MAME}
Host: {HOST.NAME}
Severity: {TRIGGER.SEVERITY}

Criginal problem 1D: {EVENT.ID}
{TRIGGER.URL}

FPause operafions while in maintenance |+

Operations  Steps Details Start in Duration Action

/-v New

Hinh 4.3.3.4: Thiét ldp cdc hoat dong canh bdo
Thiét lap thong tin User Group hodc nhan thong tin thong bao cuia hé théng

- Send to User groups: Nhan théng tin théng bao cua hé thong
- Send to User: Nhan thong tin thong bao cua hé thong
- Send only to: Hinh thuc gui
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Fauze operafions while in maintenance |+
Operations  Steps Start in

Cperation details
Steps

Step duration | 0
v

Operation type | Send message

Send to User groups

Send to Users |

Send only to
Default message |«

Conditions | apel

Ne

‘/ﬁ\cld Cancel

Duration Action
1 (0 - infinitely)
(0 - use action default)
Action
Remove
Action
Remove

Action

Hinh 4.3.3.5: Thiét Igp mail nhdn théng bdo

P4N212]pd nonitoring Inventory Reports  Configuration  Administration

Hshare ? &

Hostgroups  Templates Hosts Maintenance Actions Event comelation Discovery  Services
Action added
Actions Event source | Triggers v
Filter a
Name l:l Sialus m Enabled Disabled

Name & Conditions Operations Status

Report problems to Zabbix administrators Send message to user groups: Zabbix administrators via all media Disabled

zabbix-sendmail Trigger = fip.iocal: Zabbix agent on fip.local is unreachabie for 3 minutes Send message to users: canhv (canhv) via all media

Send message to user groups: Zabbix administrators via all media

Hinh 4.3.3.6: Hoan thanh thiét ldp canh bdo qua mail
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4.4, Két qua giam sat hé thong mang

Xay dung thanh cong hé théng giam sat sir dung phan mém Zabbix giai quyét 3 bai
toan:

- Giam sat tai nguyén hé théng dudi dang biéu db truc quan

- Giam sat trang thai cac thiét bi tro gitip cho viéc quan trj cua nguoi ding

- Hé théng canh bao sy ¢ cua Zabbix hoat dong chinh xac va kip thoi. HS trg viéc
kiém tra hé théng va sir dung cac tai nguyén ctia may chii va cac thiét bj trong hé thng.

Zabbix 1a 1 hé thong md va hoat dong rat on dinh. Phat hién chinh xac cac thay doi
trong hé théng mang. Ngoai ra, nguoi ding co thé ty viét script thuc thi viéc giam sat cac
dich vu theo ¥ ngudi quan tri. Tuy nhién viéc cai dat, cAu hinh Zabbix con rudm ra va mat
kha nhiéu thoi gian va céng sic. Can ngudi quan tri phai hiéu rat rd vé hé thong ciing nhu
14 hiéu vé hé thong giam sat.
4.4.1. Giam sat cac trang thai cua hosts

a. Giam sat trang thai cia host

Theo ddi trang thai cac hosts & phan Dashboard cia Monitoring nhu hinh 4.4.1.1 va
hinh 4.4.1.1 1& hinh anh hién thi trang thai cta hosts. Mau xanh bao hién host dang hoat
dong binh thuong (up). Con mau d6 1a hosts dang gip sw ¢ mat két ndi hay bi down.
Trong hinh anh cac ban cé thé thdy, viéc giam sat toi da st dung zabbix agent (port
10050-10051).

Cu thé 1a hinh anh bao 15i cua zabbix agent: Get value from agent failed: cannot
connect to [[192.168.1.138]:10050]: [111] Connection refused — 13i két nbi khong thanh
toi host ADO2 véi dia chi 192.168.1.138 qua port 10050.
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p#:Y21:]pQ Monitoring  Inventory  Reports  Configuration  Administration o Hshae ? 2 Y

Hostgroups Templates Hosis Maintenance  Actions  Event comelation  Discovery — Services

Hosts R

Filter a

Apply

Name a Applications Iltems Triggers Graphs Discor Web Interface Templates Status Agent encryption Info
11g Applications 10 Iltems 63  Triggers 25 Graphs 13 Discovery? Web 192.168.1.33 Template OS Linux (Templa Zabbix Agent) Enabled [ NONE |
10050
AD-SOTA Applications 12 Items 130 Triggers 75 Graphs 24 Discovery 3 Wi 192.168.1.6: 10050 Template OS Windows (Tem m
ADOZ Applications 12 Iltems 110 Triggers 53 Graphs 25 Discovery 3 Web 192.168.1.138 Template O jows (Tem Enabled [EEY | NONE |
10050
filesrv-sota  Applications 12 Items 118 Triggers 60 Graphs 25 Discovery 3 Web 192168110 Template OS Windows (Templ G®t value from agent failed: cannot connect to [[192.168.1.138] 10050]: [111] Connection refused
10050
fip.local Applications 10 Iltems 44  Triggers 19 Graphs 8 Discovery2 Web 192.168.1.133 Template OS Linux (Templa
10050

Zabbix server Applications 11 ltems 109 Triggers 60 Graphs 21 Discovery 2 Web 127.0.0.1: 10050 Template App
Zabbix nt

bix Server, Template 'S Linux (Templ;

Hinh 4.4.1.1: Trang thai cua hosts

b. Giam sat trang thai hoat dong ciaa cac dich vu

A

Trong zabbix (Web) viéc viéc hién thi trang thai dich vu dugc thé hién trong muc

Latest data caa Monitoring

p4:\212]p4q Monitoring Inventory Reporis  Configuration  Administration o Hshae ? 2 O
Dashboard  Problems  Overview Web Lalestdata Triggers Graphs Screens Maps Discovery  Services
Latest data H
v Name Last check v Last value Change
v Services (65 ltems)
State of service "iphipsvc” (IF Helper) 2019-03-19 11:23:10 Running (0) Graph
State of service "IKEEXT" (IKE and AuthlP IPsec Keying Modules) 2019-03-19 11:23:09 Running (0) Graph
State of service "IAS” (Network Pelicy Server) 2019-03-19 11:23.08 Running (0) Graph
State of service “gpsve” (Group Policy Client) 2019-03-19 11:23:07 Running (0) Graph
State of service "FontCache” (Windows Font Cache Service) 2019-03-19 11:23:06 Running (0) Graph
State of service "EventSystem” (COM+ Event System) 2019-03-19 11:23:05 Running (0) Graph
State of service "EventLog” (Windows Event Log) 2019-03-19 11:23:04 Running (0) Graph
State of service "DPS” (Diagnostic Policy Service) 2019-03-19 11:23:03 Running (0) Graph
State of service "Dnscache” (DNS Client) 2019-03-19 11:23:02 Running (0) Graph
State of service "DNS” (DNS Server) 2018-03-19 11:23:01 Running (0) Graph
State of service "DHCPServer” (DHCP Server) 2019-03-19 11.23:.00 Running (0) Graph
State of service "sppsvc” (Software Protection) 2019-03-19 11.03:38 Stopped (6) Graph
State of service "Spooler” (Print Spooler) 2019-03-19 11:03:37 Running (0) Graph
State of service "SplunkForwarder” (SplunkForwarder Service) 2019-03-19 11:03:36 Running (0) Graph

Hinh 4.4.1.2: Hinh anh trang thai cdc dich vu
Trong hinh anh trén chung ta quan sat thy tinh trang cta cac thiét bj dang running

nhu dich vu DNS, DHCP, hay dang stop nhu Software Protection.
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c. Trang thai cia interfaces

FH:\=121p 4 ronitoring Inventory Reporis  Configuration  Adminisiration o Hshae ? 2 O
Dashboard  Problems Overview Web Latestdala Triggers Graphs Screens Maps Discovery  Semvices
Latest data E
v Name Last check v astvalue Change
v Network interfaces (42 Items)
Outgoing network traffic on Microsoft ISATAP Adapter 2019-03-19 11:26:49 0bps
Outgoing network traffic on WAN Miniport (PPTP) 2019-03-19 11:26:48 0bps
Outgoing network traffic on WAN Miniport (IKEv2) 2019-03-19 11:26:47 0bps
Outgoing network traffic on WAN Miniport (SSTP) 2019-03-19 11:26:46 0bps
Outgoing network trafic on WAN Miniport (L2TF) 2019-03-19 11:26:45 0bps
Outgoing network traffic on RAS Async Adapter 2019-03-19 11:26:44 0bps
Outgoing network trafiic on WAN Miniport (PPPOE) 2019-03-19 11:26:43 0bps
Outgoing network traffic on Intel(R) 825741 Gigabit Network Connection-WFP 802.3 MAC Layer Lightieight Filter-0000 2019-03-19 11:26:42 9.98 Kbps -6 Kps
Outgoing network traffic on Intel(R) 82574L Gigabit Network Connection-QoS Packet Scheduler-0000 2019-03-19 11:26:41 10.01 Kops -6.01 Kbps
Outgoing network traffic on Intel(R) 82574L Gigabit Network Connection-WFP Native MAC Layer LightWeight Filter-0000 2019-03-19 11:26:40 10.03 Kops -6.06 Kbps
Outgoing network traffic on Intel(R) 82574L Gigabit Network Connection 2019-03-19 11:26:39 9.96 Kbps 6.2 Kbps
Outgoing network trafic on WAN Miniport (Network Monitor)-QoS Packet Scheduler-0000 2019-03-19 11:26:38 0bps

Hinh 4.4.1.3: Trang thdi cua interface trén host AD-SOTA

Chung ta c6 thé quan sat duoc cac interface, cng mang caa Intel(R) hay cac host nhu
isatap ...

4.4.2. Giam sat tai nguyén caa host
a. Tainguyén CPU

P4:\:]z1p.Q onitoring Inventory Reports  Configuration  Administration Q Hshae ? 2 O
Dashboard ~ Problems ~ Overview Web Lalestdala Triggers ©Graphs Screens Maps Discovery  Services
Graphs Group Linuxservers v | Host 1lg v | Graph CPU utiization v E E
Filter a
Zoom: 5m 15m 30m 1n 20 3n B0 120 1d 3d 7d 149 Al 2019:03:18 20:37 - 2019:03-18 1210
' o[
«e 74 1d 120 1h 5m | 5m 4h 12h 1d 7d s 15h32m fired
11g: CPU utilization (15h 32m 57s)
100%
80%
50%
40% .
20%
0% - - ~ - - - - - = = ——
5 g g 8 3 &8 5 g 8 8 3 8 8 8 g 8 3 8 3 8§ g g g 3 § 28
= s & & o a H s & s 8 s z 3 & B © H = s 2 g El H o =3 o
E o o g 3 5 E o e
o o
I i
last min ave max
W CPU idle time [avg] 99.92% 6.77% 69.75% 99.93%
LB Pl certim I=unl o0 il 01l 028

Hinh 4.4.2.1: Biéu do sir dung CPU cua host 119

Dua vao biéu d6 trén chung ta quan sat dugc lac 11h30 CPU sir dung 70% dung
lwong, dén 12h00 CPU sir dung 1a 100%, tir d6 chiing ta co thé thiét lap cac ché do canh

bao vé viéc sir dung tai nguyén CPU.
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b. Tai nguyén RAM

P4\21=1pq onitoring Inventory Reporis  Configuration  Administration O Hshae ? £ O
Dashboard  Problems  Overview Web Lalesidala Triggers Graphs Screens Maps Discovery  Services
Graphs Group WWindows Server v | Host| AD-SOTA v | Graph| Memory usage v !
Filter &
Zoom: 5m 15m 30m 1h 2h 30 B 120 1d Al 2019:03:19. 11218 - 2019:03-19 12:42
M 4 > »
we 1d 12h 1h 5m | 5m 1h 120 1d »» 1h24m fixed

AD-SOTA: Memory usage (1h 24m 41s)

last min avg max
M Free memory  [avg] 264GB  2.32GB 259 GB 3.08 GB

O Trigger: Lack of free memory on server AD-SOTA  [< 10000]

Hinh 4.4.2.2: Biéu dé sir dung RAM ciia AD-SOTA
Duya vao biéu db trén chiing ta quan sat dugc ic 12h42 dung lrong Ram dang diing
dén 13 2.64 GB/ 4GB (hay 4GB tuong tng tong s6 dung luong RAM).

c. Tai nguyén Disk

p4:\212{p.4 onitoring Inveniory Reporis  Configuration  Adminisiration o Hshare ? 2 0O
Dashboard  Problems Overview Web Lalestdata Triggers Graphs  Screens Maps  Discovery  Services
Graphs Group| Windows Server v | Host|AD-S0TA v | Grapn| Disk space usage B E
Filter &
Zoom: 3m 15m 30m 1h 2h 3h 6h 120 1d Al 2019:03-19 10:54 - 20193-03-19 11:54 (now)
. |
s« 1d 120 1h 5m | 5m 1h 120 1d »» 1h fixed

AD-SOTA: Disk space usage C: (1h)

M value: 99.66 GB (100%)
W value: 88.11 GB (88.42%)

M Total disk space on C: [avg]
W Free disk space on C: [avg]

Hinh 4.4.2.3: Biéu do sirdung 6 cing (6 C) cua host AD-SOTA

Trén hinh 4.4.2.3 chung ta biét duoc tong dung lwong 6 C 1a 100GB (mau do) 100%
vi tai AD-SOTA dang 1 6 C duy nhat. Mau xanh 14 cy 1 luu luong con trong 88.42%.

60



4.4.3. Giam sat luu lwgng mang trén cac host

pHi\2)2]p4 onitoring Inventory Reports  Configuration  Administration Q Hshare ? L U
Dashboard ~ Problems Overview Web lafestdata Triggers Graphs Screens Maps Discovery  Services
Graphs Group Windows Server v | Host| AD-SOTA v | Graph Network traffic on Intel(R) 82574L Gigabit Network Connection v m E
Filter a
Zoom: 5m 15m 30m 1h 2h 3h 6h 120 1d All 2019-03-19 13:04 - 2019-03-18 14:04 (now!)
4 4 L3
<o 1d 120 10 5m | 5m 1h 12h 1d »» 1h fired

AD-SOTA: Network traffic on Intel(R) 82574L Gigabit Network Connection (1h)

30 Kbps
25 Kbps
20 Kbps
15 kbps
10 kbps

5 Kbps [

0bps

1404

1002
1003
0319 14.04

13:51

13:30

13:18

13:22

13:10

0319 13:04

last min max
B Incoming network traffic on Intel(R) 82574L Gigabit Metwork Connection  [avg] ~ 11.7 Kbps 10,03 Kbps 11,37 Kbps 14,91 Kbps

W outgoing network traffic on Intel(R) 82574L Gigabit Network Connection  [avg]l 11,37 Kbps 9.37 Kbps  10.84 kbps  25.78 Kbps

Hinh 4.4.3.1: Biéu d6 heu lwong vdo ra trén 1 interface
Luu lwong vao (incomming) twong tng véi mau xanh 14 cay dat dinh diém lac 13h55
phat véi tdc d6 1a 14.91 Kbps va mau xanh lam twong tng voi luu luong ra (outgoing) 1a
25.78 Kbps.

4.4.4. Canh bao su co
a. Canh bao trang thai ciia host hay dich vu trén host bi down hay thay ddi

p4:\2]=1p 4 Monitoring Inventory  Reports  Configuration  Administration O Hshae ? £ O

Dashboard Problems Overview \Web Latestdata Trggers Graphs Screens Maps Discovery  Services

Dashboard

All dashboards [ Dashboard

Problems
Time v Recovery time Status Info Host Problem - Sev Duration Ack Actions
10:52:48 « 11:02:48 RESOLVED g 11g has just been restarted 10m No
105207 = 11:0207 RESOLVED fip.Jocal fip.local has just been restarted 10m No
104643 « PROBLEM filesi Service "ShellHWDetection” (Shell Hardware Detection) is not running (startup type automatic) 44m 20s No
10:46:34 « 11:20:34  RESOLVED AD-SOTA Service "ShellHWDetection” (Shell Hardware Detection) is not running (startup fype automatic) 34m No
Today ©
2019-03-18 14:36:46 » PROBLEM 20h 54m 17s No
2019-03-18 115800 » PROBLEM Zabbix agent on AD02 is unreachable for 5 minutes 23h 33m 3s No
2019-03-18 10:01:38 » PROBLEM AD-SOTA Service "sppsvc” Protection) is not running (startup type ic delayed) 1d 1h 29m No
2n1a.018 1n10n o 119098 BESNIVER an_enTa Qarniira "RamntaRanictn” (Ramata Ranicin ie nnt ninnina (cfarbn funa antamatie) 1A 10 10m Nn
11 of 11 proble n Updated: 11:31:03

Hinh 4.4.4.1: Man hinh hién thj canh bdo khi host AD02 khéng thé két noi
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Edit dashboard E E

Problem on fip.local
Zabbix agent on fip.local is unreachable
for 5 minutes

2019-03-25 09:53:00

atir Adaolawvady 41m A6 hlm

Hinh 4.4.4.2: Hién thi chuéng canh bao

Chung ta c6 thé thiy rd 1a host AD02 dang khéng thé truy cap, va thoi gian cu thé host

nay mat két ndi.

P4 \212]).Q onitoring Inventory Reports  Configuration  Administration o Hshae ? £ O
Dashboard  Problems  Overview Web Latestdata Triggers Graphs Screens Maps  Discovery  Services
Dashboard + Add widget Cancel
All dashboards / Dashboard
Problems
Time v Recovery time Status Info Host Problem - Severity Duration Ack Actions
10:62.428 » 11:0248  RESOLVED 11g 11g has just been restarted 10m No
15207 o 11:02:07  RESOLVED fip local fip.local has Just been restarted 0m Mo
10:46.43 PROELEM flesry-sola Service "ShellHVWDelection” (Shell Hardware Defection) Is not running (startup type automalic) 44m 20s No
10:46:34 11:20034 RESOLVED AD-SOTA Service "ShellHWDetection” (Shell Hardware Detection) is not running (startup type automatic) 34m No
Today ©
2019-03-18 14:36:46 PROBLEM filesrv-sota Service "sppsvc” Protection) is not running (startup type automatic delayed) 20h 54m 173 No
2019-03-18 11:58:00 «» PROBLEM AD02 Zabbix agent on AD02 is for 5 minutes 23h 33m 38 No
2019-03-18 10:01:38 » PROBLEM AD-SOTA Service "sppsve’ (Software Frotection) is not running (starfup type automalic delayed) 1d 1h 29m No
N0 A 1endIe L 143038 BEQAIVER an_enTa Sanica DamntaDanictn” (Damata Danistns e nat minnina fefarhin fina aidamaticl 4d 4R 10m [
11 of 11 problems are shown Updated: 11:31:03

Hinh 4.4.4.3: Canh bao khi dich vu Sppsvc trén host filesrv-sota khong khoi dong

Tuong tu nhu canh béo trang thai cta host thi canh béao services ciing hién thi day du

tén services, 16i dang xay ra va thoi gian xay ra 1 cach cu thé truc quan.
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b. Canh bao qua mail

e

Problem: Zabbix agent on ftp.local is unreachable for 5 minutes Hop thu dén x & &2
canhoangubgn@gmail.com 09:42 (3 phit trude) Yo 4
taitai -~

Problem started at 09:42:00 on 2019.03.12

Problem name: Zabbix agent on ftp.local is unreachable for 5 minutes
Host: ftp.local

Severity: Average

Original problem ID: 147

~ Traldi ®» Chuyén tiép

Hinh 4.4.4.4: Canh bao qua mail khi server shutdows qua thoi gian truy cdp

Trong

hinh 4.4.4.5, chung ta co thé thay dugc thoi gian truy cap server 1a 5 phit. Cac

thong s6 chiing ta quan tim phan message gui vé bao gom:

Problem: 1a biéu hién caa canh bao
Severity: mirc d6 canh bao gdbm 5 cip d6: Information, Warning, Average,
High, Disaster, trong d6 Disaster 1a cap do cao nhét
Item values: 1a nhiing gia tri ma cia canh bao
Time 1 thoi diém nhan duogc thong bao
Status: 1a tinh trang thong bao c6 3 biéu hién:
+ Falied: 16i khong giri duoc thong bao
+ Sent: da duoc gui di
+ Proccess: la dang duogc xu ly
Recipient: ¢ day hé thdng duoc thiét 1ap gui thong bao téi Admin va dia chi

gmail 1a canhoangugbn@gmail.com.

Stalus of Zabbix

Monitoring  Inventory  Reporis  Configuration  Administration Share

Availability report ~ Triggerstop 100 Audit  Actionlog  Notifications

Action log
Time T Recipient Message Status
2019-03-12 09:42:02 zabbix-sendmail Email canhv (canhv) Subject: Sent
canhoangubgn@gmail com Problem: Zabbix agent on fip.local is unreachable for 5 minutes
Message:

Problem started at 09:42:00 on 2019.03.12

Problem name: Zabbix agent on fip_local is unreachable for 5 minutes
Host: ftp.local

Severity: Average

Original problem ID: 147

Hinh 4.4.4.5: Chi tiét canh bdo
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KET LUAN
Trong d6 4n nay em da nghién ciru, tim hiéu xay dung hé thong giam sat mang dya

trén phan mém nguén mé Zabbix.

Db 4an thyc hién thanh cong moé hinh gidm sat mang sir dung phan mém Zabbix déap

mg dugc co ban yén cau quan tri mang cua 1 hé thong bao gom:

+ Quan ly dugc dit liéu quan trong, va cac thong tin co ban caa céc thiét bi trong
hé thdng Kip thoi chinh xac.
+ Xay dung thanh coéng co ché canh bao online 1 va hién thi canh béo trén man

hinh tién ich quan trong cho viéc quan tri.

Em d3 ap dung cac kién thtc cia cac mon hoc nhur quan trj mang, mang may tinh ...
vao mé hinh va thuc té. Ba hoc hoi dugc thém nhiéu kinh nghiém vé cach thic t6 chuec,
xay dung hé thong giam sat ciing nhu quy hoach hé théng . Tuy nhién, do thoi gian va kha
ning c6 han, nén em chua di sdu tim hiéu dugc thém nhiing van dé can thiét cua hé théng.
Em d3 c¢b ging nhung mo hinh mai chi ding & mic do theo ddi, giam sat may chii nhu

giam sat tai nguyén may, dung lugng traffic, tinh trang cua host.

Trong thoi gian t&i em sé& phat trién va nghién ctru sdu hon vé hé thdng gidm sat mang
Zabbix va cac cong cu hd tro giam sat mang, giam sat siu hon nhung van dé can thiét cua
hé théng. Phat trién cac chirc ning trén Zabbix nhu: giam sat ha tang mang bao gém cac

thiét bi router, switch, firewall,... Canh bao qua SMS.
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