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Tim hiéu giai phap 4o héa Docker va ing dung

LOI CAM ON
Trong qué trinh 1am d6 4n vira qua vi dugc su chi dan nhiét tinh cua
thay TS. Ngo Truong Giang — Trudong Pai hoc Dan 1ap Hai Phong , em da
hoan thanh dd an ctia minh. Maic du em da cb géng vO1 su tan tam cua thﬁy,
nhung vi thoi gian va kha nang nén dd 4n ciia em van con khong tranh dugc

nhimng diéu thiéu sot.

Em xin chan thanh va bay t6 long biét on siu sic dén thay Ngo Truong
Giang vi da tan tinh chi bdo, huéng dan va gianh thoi gian quy bau ciia minh
cho em trong thoi gian qua dé em c6 thé hoan thanh d6 4n ctia minh dung thoi

han.

Em xin cam on tit ca thay co gido trong khoa Cong nghé thong tin vi
da truyén dat cho em rat cac kién thirc nén tang, chuyén nganh, chuyén mén
va chuyén sau cyc ki vitng chic trong nhimng nim qua dé em c6 thé hoan
thanh dugc d6 4n nay.

Em xin cdm on Truong Pai Hoc Dan Lap Hai Phong vi khong ngung
hd tro va tao nhitng diéu kién tot nhét trong nhirng nim vira qua dé em c6 thé
hoc va thyc hién tot d6 4n.

Em xin cdm on gia dinh, ban bé da ho trg va ¢6 vil cho em trong subt
qua trinh hoc tap ciing nhu 1am dd 4n dé em c6 thé hoan thanh khoéa hoc va d6

an theo quy dinh.

Em xin chan thanh cam on!
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MO DAU
Ao hoa 1a cong nghé cho phép chay dong thdi nhiéu VM (Virtual
Machine) trén cing phan ctmg vat Iy . Cung chia sé& tai nguyén phan ctng va
dugc quan 1y boi 16p 4o hoa (Hypervisor), duoc quan 1y cp phat tai nguyén
hop 1y, tranh lang phi ...

Mot s6 trung tam dir liéu chi sir dung 10% dén 30% nang luc xu 1y hién
c6 ctia ho. Ao hoa da gitip nhiéu t6 chic co thé chia sé cic tai nguyén cong
nghé thong tin theo cich ton it gid thanh nhat, lam cho co sé ha ting cong
nghé thong tin tré nén linh dong va bao dam cung cip mdt cach ty dong véi
nhimg nhu cau can thiét. Cac doanh nghiép ludn tim giai phap dé tiét kiém
hon, day ciing 13 lic cong nghé 4o hoa tim duge chd dung viing chic trong
linh vuc cong nghé thong tin trén thé gidi. St dung cong nghé a0 hoa di dem
dén cho ngudi dung sy tién ich, c6 thé chay nhiéu hé diéu hanh, nhiéu hé
théng dong thoi trén cing mdt hé théng phan cing may chii, mé rong kha

nang luu trit, cung cap tai nguyén phan cimg.

Cong nghé ao héa Docker 1a cong nghé moi, co kha niang phat trién
manh mé trong tuong lai. Pay 14 1y do em chon d8 tai “Tim hiéu giai phap ao

hoa Docker va timg dung” dé trién khai.

D6 an nay trinh bay vé giai phap a0 hoa Docker va tmg dung, ndi dung

ctia d6 4n bao gém:
Chuong 1: Toéng quan vé céng nghé 4o hoa.
Chuong 2: Cong ngh¢ 4o hoa Docker.

Chuong 3: Thur nghiém 4o héa ing dung véi Docker.
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CHUONG 1: Téng quan vé 0 héa
1.1 Tong quan vé 40 hoa
1.1.1 Aohéa

Ao hoa la viéc chia phan ctmg vat 1y thanh nhiéu phén ctmg a0. Vi vay,
c6 thé noi 40 hoa 1a viéc chia mot may vat 1y thanh nhiéu may con ao.

Cong ngh¢ ao hoa 1a mot cong nghé thuc hién 4o hoa trén may tinh, bao
gdm céc k¥ thuat va quy trinh thuc hién 4o hoa. Cac k¥ thuét va quy trinh nay
dé tao ra mot tang trung gian giita hé théng phan cing may tinh va phan mém
chay trén né. Y tudng ban dau ciia cong nghé ao hoa 1a tir mot may vat Iy don
1& c6 thé tao thanh nhiéu may ao doc 1ap. N6 cho phép tao nhiéu may 4o trén
mot may chi vat Iy, mbi mot may 4o ciing duge cip phat tai nguyén phan
cing nhu may that gém c6 RAM, CPU, Card mang, b ciing, cac tai nguyén
khac va hé diéu hanh riéng. Khi chay ung dung, nguoi st dung khong nhan
biét dugc tmg dung d6 chay trén 16p phan clng 4o0. ngudi st dung chi cha y
t6i khai niém logic vé tai nguyén may tinh hon la khai niém vat li vé tai
nguyén may tinh[2].

May chu trong cic hé thong CNTT ngdy nay thudng duogc thiét ké dé
chay mot hé diéu hanh va mot ung dung. Diéu nay khong khai thac triét dé
hiéu nang ctia hau hét cac may chu rat 16n. Ao hoa cho phép ta van hanh
nhiéu may chil 4o trén cung mot may chu vat 1y, dung chung céc tai nguyén
ciia mot may chu vat 1y qua nhiéu méi truong khac nhau. Cac mdy chu ao
khac nhau c6 thé van hanh nhiéu hé diéu hanh va img dung khac nhau trén

cung mdt may chu vat ly.

K¥ thuat a0 hoa d3 khong con xa la ké tir khi Vmware gi6i thiéu san
phém Vmware Workstation dau tién vao nim 1999. San phém nay ban dau
dugc thiét ké dé hd trg viée phat trién va kiém tra phén mém. N6 da trd 1én
phé bién nho kha ning tao ra nhitng may tinh “40” chay dong thoi nhiéu hé

diéu hanh khac nhau trén cung mot may tinh “thuc”(khac véi ché do “khadi
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dong kép ” - may tinh dugc cai nhi€u hé di€u hanh va cé thé chon luc khoi

dong nhung moi lac chi [am viéc duge vdi mot hé diéu hanh).

Vmware di dugc EMC — hang chuyén vé linh vuc thiét bi luu trit mua
lai vao thang 12 nam 2003. EMC da mé rong tam hoat dong linh vuc do hoa
tir may tinh dé ban dén may chu va hién hang van giit vai tro théng linh thi
truong 4o hoa, tuy nhién Vmware khong gitt vi tri “ddc ton” ma phai canh
tranh voi rat nhié san pham 4o hoa cac hang khach nhu Virtualization Engine
cua IBM, Hyper V — Microsoft, Virtuozzo cua SWSoft va vitual iron cta iron
software... va 4o hoda cling khong con bo hép trong mot linh vuc ma da mé
rong cho toan bd ha ting cong nghé thong tin, tir phan cimg nhu chip xir Iy

cho dén hé théng may chu va ca hé thong mang.

Hién nay, Vmware 1a hang dén dau thi truong ao hoa nhung khong phai
1a hang tién phong, vai trd thudc vé IBM véi hé thong do hoa VM/370 noi
tiéng dugc cong bd vao nam 1972 va “40 hoa” van dang hién dién trong céc

hé thong may chi caa IBM.

Giita nam 1960, IBM’s Cambridge Scientific Center d3 tién hanh phat
trién san pham CP-40, san pham dau tién cua dong CP/CMS. N6 dugc chinh
thirc dwa vao san xudt vao thang 1 nam 1967. Ngay tir khi thiét ké CP-40 da
dat muc dich phai st dung ao hoa day du. Dé lam dugc van dé nay né yéu cau
phan cimg va doan ma cua S/360-40 phai két hop hoan chinh v&i nhau, nd
phai cung cp céach truy cap dia chi vung nhd, tip 1énh CPU va céc tinh ning
a0 hoa.

Nim 1970 IBM cong bd san phdm System 370. Nhung diéu khién
ngudi ding that vong nhat vé san pham nay do né khong c6 tinh ning Virtial

memory.

Vao thang 8 nim 1999, Vmware gi6i thiéu san pham 4o héa dau tién

hoat dong trén nén tang x86. Vmware Virtual Platform...
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Truéc day ching ta phai mat tién mua ban quyén st dung cia
Vmware’s Workstion. Nhung nim 2005 Vmware di quyét dinh cung cap san
pham 4o hoa chét lugng cao cho ngudi dung mién phi. Tuy nhién chirc ning
tao mAy chi 40 va céc tinh ning phu khac nhim muc dich tang hiéu suit sir

dung may 4o da bi lugc bo.

Niam 2006 day 1a nim a0 hoa c6 mot bude tién méi trong qua trinh phét

trién, d6 1a sy ra doi cua Application Virtualization va Application Streaming.

Nam 2008, Vmware gidi thiéu phién ban Vmware workstation 6.5 beta,
san pham dau tién cho phép cac chuong trinh cua windows va linux duogc str
dung Direct X9 dé tang téc xir 1y hinh anh trong may a0 Windows XP[12].
1.1.2 Phan loai 40 hoa
1.1.2.1 Ao héa mang

Ao hoa hé thong mang 12 mot tién trinh hop nhét tai nguyén, thiét bi
mang ca phan cimg 14n phan mém thanh mot hé thong mang do0. Sau do, cac
tai nguyén nay s& dugc phan chia thanh cac channel va gan voi mot may chu

hodc mot thiét bi nao do.

C6 nhiéu phuong phap dé thyc hién viéc a0 hoa hé théng mang. Cac
phuong phap nay tiy thudc vao cac thiét bi hd tro, tirc 12 cic nha san xuét
thiét bi do, ngoai ra con phu thudc vao ha téng mang san co, ciing nhu nha
cung cdp dich vu mang (ISP).Sau day 1a mot vai mé hinh 4o héa hé thong

mang:

~ Ao hoa 16p mang (Virtualized overlay network): Trong mo hinh nay,
nhiéu hé théng mang 40 s& cung ton tai trén mot 16p nén tai nguyén
dung chung. Céc tai nguyén d6 bao gém cac thiét bi mang nhu router,
switch, cac day truyén dan, NIC (network interface card). Viéc thiét 1ap
nhiéu hé thong mang 4o nay s& cho phép su trao doi thong sudt giita

cac hé thong mang khac nhau, st dung cac giao thirc va phuong tién
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truyén tai khac nhau, vi du nhu mang Internet, hé théng PSTN, hé thong
Voip.

- Mo hinh 40 hoda cua Cisco: d6 1a phan mo6 hinh 4o héa ra 1am 3 khu vue,
voi cac chure nang chuyén biét. Mo1 khu vuc s€ co cac lién két voi cac
khu vuc khac dé cung cap céc giai phdp dén tay nguoi dung 1 cach

thong subt.

Cac thanh phan mang trong co sé ha tang mang nhu Switch, Card
mang, dugc 4o hoa mdt cach linh dong. Switch 4o cho phép cac may 4o trén
cing mdt may cha c6 thé giao tiép v4i nhau bang cach st dung cic giao thuc
tuong ty nhu trén thiét bi chuyén mach vat Iy ma khong can phan cing bd
sung. Ching ciing hd trg VLAN tuong thich véi viée trién khai VLAN theo

ti€u chuan tur nha cung cap khac, chang han nhu Cisco.

Mot may 4o cod thé c6 nhiéu card mang 40, vi¢c tao cac card mang 4o
nay rat don gian va khong gi6i han sé card mang tao ra.Ta c6 thé ndi cac may
do nay lai v&i nhau bé“lng mot Switch 4o0. Diéu dic biét quan trong, tbc do
truyén gitra cic may 4o ndy voi nhau théng qua cac switch 4o duge truyén véi
tdt do rat cao theo chuén GIGABITE(1GB), dan dén viéc déng b gitra cac

may 4o voi nhau dién ra rat nhanh.
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VMO VM1

Virtual
Ethernet
adapters

ESX Server 3
virtual
switches

Physical
Ethernet
adapters

Management
LAN

Hinh 1-1 Ao héa network

1.1.2.2 Ao héa luu triv

Ao hoa hé théng luu trit vé& co ban 1a sy mo phong, gia lap viéc luu triv
tir cac thiét bi luu trit vat Iy. Céc thiét bi nay c6 thé 13 bang tir, 6 cing hay két
hop ca 2 loai. Viéc 1am nay mang lai cac ich lgi nhu viée ting toc kha ning
truy xudt dit liéu, do viéc phan chia céac tac vu doc, viét trong mang luu trit.
Ngoai ra, viéc mét phong cac thiét bi luu trir vat Iy cho phép tiét kiém thoi
gian hon thay vi phai dinh vi xem may chu ndo hoat dong trén 6 cting nao dé

truy Xuat.

Hién nay céc nha luu trit da cung cip giai phap luu trit hiéu suét cao
cho khach hang cua ho trong mdt thoi gian kha kha. Trong hinh thure co ban
nhat cua nd, luu trir 40 hoa ton tai trong viée ta lap rap nhidu 6 dia vat ly
thanh mot thuc thé duy nhat dé cac may chu luu trit va chay hé diéu hanh
chang han nhu trién khai RAID. Diéu nay c6 thé duoc coi 1 4o bdi vi tat ca
cac 6 dia duoc st dung va tuong tac nhu mot 6 dia logic duy nhét, mic du bao

gom hai hodc nhiéu 6 dia trong.
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Mot cong nghé do hoa luu trit kha ndi bat 13 SAN (Storeage Area
Network — luu trir qua mang). SAN 1a mdt mang duogc thiét ké cho viéc thém
cac thiét bi luu trit cho mdy chii mot cach dé dang nhu: Disk Aray
Controllers, hay Tape Libraries.

Vi nhitng wu diém noi troi SAN da trd thanh mot giai phap rat tét cho
viéc luu trit thong tin ctia doanh nghiép hay t6 chtrc. SAN cho phép két ndi tir
xa tGi cac thiét bi luu trix trén mang nhu: Disks va Tape drivers. Céc thiét bi
Iy trit trén mang, hay cac tng dung chay trén d6 duoc thé hién trén may chu

nhu mét thiét bi cia may chu (as locally attached divices).
C6 hai dic diém co ban trong céc thanh phan ctia SAN:

- Mang (network) co tac dung truyén thong tin gitra thiét bi luu trir va hé
théng may tinh. Mot SAN bao gdm mdt ciu triic truyén tin, nd cung cap
két ndi vat 1y, va quan 1y cac 16p, t6 chic cac két ndi, cac thiét bi luu
trit, va hé théng mdy tinh sao cho dit liéu truyén trén d6 voi tée do cao
va tinh bao mat;
- Mot hé théng Iuu trir bao gém cac thiét bi luu trir, hé théng may tinh,
hay cac tng dung chay trén no, va mot phan rat quan trong 13 cac phan
mém diéu khién, qu4 trinh truyén thong tin qua mang.
1.1.2.3 Ao héa may chi

Mot may chu riéng 4o tiéng anh Virtual Private Server, may chil 40 hoa
1a mot phuong phap phan ving mot may chi vat Iy thanh nhiéu may chu 4o,
moi may chu ¢ kha ning cla riéng ctia minh chay trén may tinh danh riéng.
MObi may chu 4o riéng ciia né co thé chay hé diéu hanh khac nhau, va mdi

may chu a0 c6 thé dugc khoi dong lai doc 1ap.
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Loi thé ctia 40 hoa may chu:

_ Tiét kiém duogc chi phi dau tu may chu ban dau;

- Hoat dong hoan toan nhu mot may chu riéng;

~ C6 thé dung may cha 4o hod cai dat cac ung dung khac tiy theo nhu
cau cua doanh nghiép;

_ Bao tri sira chita ning cap nhanh chong va dé dang;

_ D& dang nang cap tai nguyén RAM, HDD, biang thong khi can thiét;

~ C06 thé cai lai hé diéu hanh tir 5-10 phut;

- Khong lang phi tai nguyén.
C6 hai mdi trudng may chi 4o hoa: do hoa toan phan (Full

virtualization) va 40 hoa mét nira (Paravirtualization).

1.1.2.3.1 Full-virtualization
Phan cimg dugc mo phong dé mé rong chay nhitng hé diéu hanh khach
trén nén tang a0 hoa.Piéu nay cd nghia rang cic thiét bj phan ctmg khac nhau
déu duoc mod phong. Thong thuong, ¢ nhiéu nén tang 4o hoa c¢b ging chay
nhiéu sy uy nhi¢m trén CPU chinh (chay nhanh hon nhiéu so véi CPU mb

phong) nham nim bt va xir 1y cac sy iy nhiém mot cach thich hop.

Mot sb nén tang 4o hoa hd trg hodc yéu cau CPU mé rong dé hd tro ao
hoa. Trén 1 sb nhitng dong chip méi nhu x86 va x86 64 CPUs dugc cung cip
thong qua VT-X (Intel) vi AMD-V (AMD).Chung dugc goi 1a Phan Cang Hd

Tro Ao Hoa (hardware-assisted full-virtualization).
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Ung Dung
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U

Phin ciing VT (Intel) hoic Pacifica (AMD)

Hinh 1-2 Full-virtualization

1.1.2.3.2 Paravirtualization

la mgt phuong phip 4o héa may chu khac. V&i phuong phép do hoa

nay, thay vi mé phong mot moi truong phan cting hoan chinh, phan mém ao

hoa nay 1a mgt 16p mong (Hypervisor) dén cac truy cap cac hé diéu hanh may

chu vao tai nguyén may vat 1y co so.

Ung Dung

Ung Dung Ung Dung

I

f]’ng Dung

l I

H& diéu hanh thi nhat
Windows XP

[

Linux

Hé diéu hanh thi hai

Hypervisor (VMM)

I

Hé diéu hanh may chi

I

Phin cimg VT (Intel) hoic Pacifia (AMD)

Hinh 1-3 Paravirtualization
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Tim hiéu giai phap 4o héa Docker va ing dung

1.1.2.4 Ao héa ing dung

Ao hoa tng dung 1a mot dang cong nghé ao hoa khac cho phép chung
ta tach roi méi lién két gitta tng dung va hé diéu hanh va cho phép phan phdi
lai tmg dung phu hop voi nhu cau user. Mot ing dung duge a0 hoa s& khong
dugc cai dat 1én may tinh mdt cach thong thuong, mac du & goc d§ nguoi su
dung, ung dung van hoat dong mot cach binh thuong. Viéc quan 1y viéc cap
nhat phan mém trd nén dé dang hon, giai quyét su dung do gitra cac ung dung
va viéc thir nghiém su twong thich cta chung ciing tr& nén dé dang hon. Hién
nay di c6 kha nhiéu chuong trinh a0 héa tng dung nhu VirtualBox, Vagrant,
Docker, Citrix XenApp, Microsoft Application Virtualization, Vmware
ThinApp...

Ao hoa tmg dung 1a giai phéap tién dén cong nghé "dién toan ddm may"
cho phép ta sir dung phan mém cta cong ty ma khong can phai cai phan mém

nay vao bat c may tinh con nao[11].

User DB ®

> . resal + pp8 + V8 .
Static website SomER ¢ e Queue Analytics DB

ogiox 1.5 + modsecurity + apenssl + bootstrap 2 hadoop + hive + theift + OpenlDK

Badis + redis-sentinel

®
# Background workers Web frontwnd

okiaie N - Ruby + Rails Un
0n 3.0 + celery + pyredis + Ibour] + fimpes + [Bogency + nodeis + g
shantomis ® APl endpoint
Python 2.7 + Flask + pyradis + celery + paycons + postaresal-chent
...................................................................................
- Deve A Production Cluster
‘) evelopment ) L
3 P! Public Cloud - y —
- . QA server

Disaster recovery

Customer Data Center Contributor’s laptop gl
‘y Production Servers

docker

Hinh 1-4 Hypervisor

Dinh Hai Long CT1802 13



Tim hiéu giai phap 4o hoa Docker va ung dung

Multiplicity of Stacks

Multiplicity of
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hardware
environments
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o
°
©
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©
3.
o
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X
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Pesdul
sdde pue sad1AJ3s 0Q
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Development QA server Customer Data Public Cloud Peodicin Chistas Contributor’s
VM Center laptop

Hinh 1-5 Docker
Giai phap Ao Hoa Ung Dung cho ta nhitng lgi ich ndi troi sau:
Tét ca cac may tinh déu c6 thé st dung phan mém 4o nhu dang cai trén
may tinh ctia minh ma khong phai lo vé ciu hinh (vi du chay Photoshop
trén may P4 chi c6 512 MB RAM). Tde do phén mém ludn 6n dinh va

ko phu thudc vao cau hinh timg mdy;

Céac may tinh con ludn & trong tinh trang sach va chay nhanh hon. Loai
b6 hoan tdan viéc phai stra 161 phdn mém do virus, spyware hodc do
nguoi dung so' y;

Cho phép st dung phan mém ma khong phai quan tim dén hé diéu hanh
ta dang str dung (vi du: ta c6 thé ding Microsoft Office 2007 ngay trong
Linux, Windows 98 hoac MAC-0S);

Ta c6 thé phan phdi phan mém 1 cich linh dong dén 1 sb c4 nhan hoic
nhém cé nhu cau st dung thay vi cai vao tat ca moi may nhu cach phé
thong. Viéc phan phdi hodc g& bo phan mém ra cac may tinh cé thé
dién ra chi trong vong chi vai gidy thay vi hang tuan néu nhu cong ty c6

hang chuc may tinh;

Thong tin ludn ludn dugc luu trit an toan & server trung tam thay vi cé

thé phan tan ra timg may con. Cho du ta & bat cir noi nao (tai 1 may tinh
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Tim hiéu giai phap 4o héa Docker va ing dung

khac, tai nha hay tham chi & internet cafe), viéc truy nhap va st dung
phan mém ctia doanh nghiép tré nén dé dang qua 1 hé théng bao mat

hién dai nht.

Ao héa tng dung 1 giai phap cho phép sir dung va quan 1y phan mém
doanh nghiép 1 cach hiéu qua c6 hé thong. Tiét kiém t6i da chi phi bao tri, hd

trg ky thuat va quan 1y ting may tinh.

Trong 4o hoa ing dung thi cong ngh¢ 4o hoéa Docker dang dugce danh
gia 1a tuong lai cua cong nghé¢ 4o hod (future of virtualization), Cong nghé
nay 14 san phan cta mot dy an phan mém ty do ngudn md phat hanh theo gidy
phép Apache. Khac biét 16n ctia Docker va cac cong nghé 4o hoa khac do 1a
tiét kiém dang ké nguon lyc sir dung. Vi docker co thé chay 20 container
(twong ty nhu mot hé didu hanh nho) trén ciing mot may host (host machine),
ma néu stir dung cong nghé 4o hoa khac nhu Vagrant s& can mot may cha voi
cau hinh rat 16n. Docker 1am dugc diéu nay 1a bai vi khac voi Virtual
Machine & chd thay vi tach biét giita hai moi truong guest va host, thi cac
container cia Docker chia sé cac resource voi host machine[3].

1.1.3 Céac cong nghé gitip 40 héa hé thong
1.1.3.1 Cong ngh¢ may o

Mady 4o 1a mdt may tinh dugc cai trén mot hé diéu hanh khac hay mot
may tinh khac. Mot may 4o ciing bao gém phéan ctng, cac tng dung phan
mém va hé diéu hanh. Piéu khac biét & day 1a 16p phan cling cia may ao
khong phai 14 cac thiét bi thudng ma chi 1a mot moi trudng hay phan ving ma
0 d6 no duoc cép phat mot sb tai nguyén nhu 1a chu ki CPU, b6 nhd, 6
dia....Cong nghé may 4o cho phép cai va chay nhiéu may ao trén mot may
tinh vat Iy. M&i may 4o c6 mot hé diéu hanh may khach riéng 1é va dugc phan
b tai nguyén, 6 cimg, card mang va cac tai nguyén phan cting khac mét cach
hop 1y. Viéc phan bd tai nguyén nay phu thudc vao nhu cu cta timg may 40

ung dung va cling tuy thugc vao phuong phép do hoa dugc dung. Pac biét khi
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Tim hiéu giai phap 4o héa Docker va ing dung

mAy 4o can truy xuat tai nguyén phan cing thi n6é hoat dong giong nhu mot
may that hoan chinh. Vi chi 1a mét tap tin dugc phan vung trén b dia nén viéc
di chuyén cac may ao tir mdy chu ndy sang may cha khéc 1a rat dé dang va
khong can quan tdim dén van dé twong thich phan cimg hay anh hudng toi

may chu.

Applications

Operating System

Virtualization layer

x86 Architecture

Hinh 1-6 M6 hinh céac 16p twong tac trong hé thong VMs
Trong kién tric cia mot bo xtr 1y 4o héa dugc chia thanh 4 16p . Lop 0
13 16p c6 quyén cao nhit c6 thé truy cip va can thiép sdu nhit dén tai nguyén

phan cung.

Lop 0 thuong 1a cac hé diéu hanh cha duoc cai trén chinh may chu.
L&p 1 14 16p 4o hoa Hypervisor. Lop nay dung dé quan 1y va phan phdi tai
nguyén dén cic may do. Lp 2 1a cac hé diéu hanh khéach chay trén cic may
40. Dé truy cap tai nguyén phan ctng né phai lién lac voi 16p ao hoa va phai
qua hé diéu hanh mdy chil. Lop c¢6 quyén can thiép thip nhat dén tai nguyén

l1a 16p 3 1a cac ting dung hoat dong trén cac may 4o.
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Trong cac hé théng may tinh 16n dung dé xir 1y cac ung dung thuong
mai va khoa hoc (mainframe), hé diéu hanh chay trén phﬁn cung may thuc &
ché d6 vu tién vi chi ¢6 hé diéu hanh cha mdi duoc phép sta ddi va can thiép
vao phan ctimg bén dudi nd. Con may 4o lam viéc & ché d6 gidi han vi phan
crng ma nd nhin thay chi 14 céc thiét bi a0. Khi may ao yéu cau cac 1énh hodc
tién trinh thong thudng thi hé diéu hanh chua s& chuyén tiép ching dén bo xir
ly dé thuc thi truc tiép, con dbi voi cac 1énh hodc cac tién trinh dic biét nhay
cam can thi€p sau dén phén cung bén duodi s€ bi chan lai vi co thé 1am anh
hudng téi hé thdng va may ao con lai. Hé diéu hanh cha s& thyc thi 1énh voi
bd xtr Iy trén may thuc roi sau d6 mod phong két qua roi tra vé cho may ao.
Pay 1a co ché nham cach ly may 4o v&i may thuc dé dam bao an toan hé
théng.
1.1.3.2 Hé thong cAn bang tai

Trong xu hudng cong ngh¢, may chu la trai tim cua cua mang may tinh,
néu may chi mang hong, hoat déng ctia hé thong s& bi ngung tré. Do vay, van
dé dit ra 1a can c6 mot giai phap dé dam bao cho hé thong van hoat dong tot
ngay ca khi c¢6 su c¢d xay ra ddi voi mdy chtt mang. Giai phap hiéu qua duogc
dua ra 1a st dung mdt nhém server cung thuc hi¢n mot chirc nang dudi sy
diéu khién cua mot cong cu phan phdi tai - Giai phap can bang tai (Load
Balancing). C6 rat nhiéu hing dua ra giai phap can bang tai nhu Cisco,
Coyote Point, Sun Microsystems... vdi rat nhiéu tinh ning phong ph.

Load Balancing 1a mgt cong nghé c¢6 kha nang chia tai va nang cao kha
nang chiu 16i ctia hé théng. Load Balancing khong chi 1am nhiém vu phan
phéi tai cho cac server ma con cung cip co ché dam bao hé thdng server ludn
kha dyng trudc céc client va nhu cau truy cap tir internet.

Hién nay c6 2 loai can bang tai dugc ap dung:

1.Can bang tai st dung phan ctng: st dung cac modun cim thém trén

cac thiét bi chuyén dyng nhu Bo dinh tuyén (Router) hay bd chuyén mach
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(Switch) dé chia tai theo ludng, thuong hoat dong tir layer 4 tré xubng. Vi sir
dung thiét bi chuyén dung nén cé hi¢u nang cao, tinh 6n dinh cao, kha nang
mo rong tét hon nhung khé phét trién duoc tinh ning bao mat phirc tap.

Thuong st dung cac thiét bi caa Cisco, F5, Citrix,. ..

2.Can bang tai sit dung phan mém: Str dung phan mém cai trén server
dé két hop nhiéu server mot cach chat chd tao thanh mot server 4o (virtual
server). Cach nay c6 vu diém 13 c6 thé chia sé dugc nhiéu tai nguyén trong hé
théng, theo ddi duoc trang thai ctia cac may chu trong nhom dé chia tai hop
ly. Tuy nhién, do str dung phan mém trén server, tinh phiic tap cao nén kha
ning mo rong cla giai phap nay bi han ché, phuc tap khi trién khai ciing nhu
khic phuc khi xay ra sy ¢b, c6 rdo can vé tinh twong thich, kho co duoc
nhitng tinh ning ting tdc va bao mat cho tng dung. Thudng st dung cac giai
phap Proxy, DNS load balancing, Round Robin NDS,...
1.1.3.3 Hé thong cAn bang tai mang

Cong nghé can bang tai mang (Load Balancing) 1a mot cong nghé co
kha ning chia tai va nang cao kha ning chiu 15i cua hé théng. Puoc dung cho
cac umg dung Stateless applications (cac tng dung hoat dong mang tinh nhat
tho1) nhu Web, File Tranfer Protocol (FTP), Virtual Private Network
(VPN)... Trong hé théng NLB s& bao gém cic cum server dugc cdu hinh
tuong tu nhau (c6 thé dugc dit rai rac ¢ nhiéu noi) cing hoat dong dé phan
phdi khéi luong cong viée giita cac may chil trong hé théng, giup hé thong
giam bdt ganh ning khi phan b tai.

Nhuoc diém ctiia NLB 1a mdi cum server phai dung riéng mét noi luu
trit cuc bd (Local Storage) cho nén can phai co qua trinh dong bo hoa dir liéu
& mdi noi luu trit, s6 lugng cum server cang nhiéu thi thoi gian cho viéc déng
bo hoa cang 14u, chinh vi didu nay nén ta khong nén trién khai cac ung dung
Stateful applications (cac rng dung hoat dong thuong xuyén trong thoi gian

dai) nhu cac database server: Microsoft SQL Server, Microsoft Exchange
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Server, File and Print Server... trén k¥ thuat NLB nay nham dam bao tinh
chinh xac cua dir li€u.
1.1.3.4 H¢ thong ciAn bang tai clustering

bay l1a cong ngh¢ duoc dung rong rai cho cac hé théng can d6 sin sang
phuc vu cao, day 1a giai phap dugc dic biét quan tdm do tinh kinh té, da dang
va kha ning dich vu cao. Céng nghé ndy cé thé sir dung phan cimg chuyén
dung dé cung cip mot mdi trudng véi do tin ciy cao dam bao cho cac dich vu
c6 thé hoat dong tron tru ma khong bi ding boi mot vai 16i nho; hodc ciing co
thé dugc thiét ké dé chay trén cac phan cimg théng dung ma van dat duoc cac
yéu cau:

- Téang cuong kha ndng mo rong;

- Nang cao hiéu suat;

- Tinh san sang cao va khac phuc su co.

Switchover

Mirror Target's

Unprotected
¢« 00
Mirror Sourcels
~
-
0
0

Hinh 1-7 M hinh cén bing tai Clustering
Vé6i hé thdng sir dung cong nghé clustering, trong qua trinh khai tao
ciu hinh cta hé thong s& bao gdm mot hé théng voi cac nat chinh cha dong
(active primary node) va mot hé théng véi cac nat phu bi dong sao luu
(passive backup node). Trong hé thong nay cac nat chit dong va bi dong can

c6 cung cau hinh va dugc sir dung cong nghé luu trit SAN hodc Raid (Raid 1)
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Nut dang hoat dong (active node) s& dap lai cac yéu cau vé dich vu
thong qua mdt dia chi IP ao (Virtual IP hay VIP). Dia chi VIP 1a mét dia chi

IP va n6 chi khac so véi dia chi IP thong thudong cua mdt nut dang hoat dong.

Hé thong bi dong (gdm cac nut khong hoat dong) s& khong truc tiép
chay dich vy, thay vao dé né quan li cac dich vu cua nat chi dong dang hoat
dong, va dam bao chic chin 1a nut dang hoat dong van phai dang con hoat
dong. Néu nut khong hoat ddng phat hi¢n ra 1 van dé nao d6 véi hodc 1a nit
hoat dong hodc dich vu dang chay trén no, thi mot thong bao 16i s& duoc khai

tao.Khi c6 161, hé thong clustering s€ thuc hién cac budc sau:

_ Budc 1: Nat dang hoat dong sé truc tiép ngat hét cac dich vu dang chay
va céac két ndi;
- Budc 2: Nut khong hoat dong s€ kho1 dong cac dich vu twuong duong

v&i cac dich vu cia may chu dong;
- Budc 3: Nut dang hoat dong sé& ngit khong sir dung dia chi VIP;

_ Budc 4: Nat khong hoat dong bay gid lai chuyén thanh nat dang hoat
dong, va & ché do str dung dia chi VIP;

- Budc 5: Néu n6 van dang hoat dong va dang duy tri két ndi mang, nut
trude kia 14 chu dong thi bay gid tré thanh nut bi déng, bat dau giam sat
cac dich vu cta nut chu dong.
1.1.3.5 Cong nghé RAID

Vao cubi nhitng nam 1980 va dau 1990, cac nha cung cap dich vu cong
nghé thong tin da phai ddi mat véi viéc ting nhanh mot khéi lugng khong 16
cac dit liéu can duoc luu trit. Cac cong ngh¢ luu trir dang tré nén rat dat dé dat
mot s6 luong 16n 6 cimg c6 kha ning cao trén cac may chu. RAID ra doi da
giai quyét van dé trén.

RAID duoc dinh nghia nhu thé nao? Trude hét RAID la viét tit cua

Redundant Array of Inexpensive Disks (Hé théng dia du phong). Day la h¢
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théng hoat déng bang cach két ndi mot diy cac 6 cimg cd chi phi thap lai véi
nhau dé hinh thanh mot thiét bi nhd don c¢6 dung lugng 16n hd tro hiéu qua
cao va dang tin cay hon so vdi cac giai phap trudc day. RAID duoc st dung
va trién khai thanh phuong phap luu trit trong doanh nghiép va cac mdy chi,

nhung trong 5 nam sau d6 RAID da trd nén pho bién d6i voi moi ngudi dung.
Loi thé cia RAID:
C6 3 1y do chinh dé ap dung RAID:
Du phong;
Hi¢u qua cao;
Gia thanh thép.

Su du phong 13 nhén té quan trong nhat trong qua trinh phat trién RAID
cho moi truong may chu. Dy phong cho phép sao luu dir liéu bo nhé khi gap
su ¢d. Néu mot 6 cung trong day bi truc trac thi né co thé hoan doi sang b
ctng khac ma khong can tit ca hé thdng hodc co thé st dung 6 cimg du

phong. Phuong phap du phong phu thudc vao phién ban RAID dugc st dung.

Khi 4p dung cac phién ban RAID manh ban c6 thé thay rd hiéu qua
ting cao ctia nd. Hiéu qua ciing tuy thudc vao sé luong 6 cing duoc lién két

vo1 nhau va cac mach diéu khién.

T4t ca cac nha quan 1y nhiing tdp doan CNTT déu mudn giam gia
thanh. Khi chuan RAID ra doi, gia thanh 1 mot van dé cha chdt. Muc tiéu cia
cac diy RAID 1a cung cip bo nhd tot hon cho hé thong so v6i viée str dung
riéng biét cac 6 dia c6 dung luong 16n.

C6 3 cip d6 RAID str dung cho hé théng may tinh dé ban 1a RAID 0,
RAID 1 va RAID 5. Trong nhiéu truong hop thi chi hai trong ba cap trén 13 ¢6
hiéu luc va mdt trong hai k¥ thuat duogc st dung khong phai 1a mot cép do cua

RAID.
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RAID 0

RAID O
Ty o

e e/
Disk O Disk 1

Hinh 1-8 RAID 0

Day la dang RAID dang dugc nguoi dung ua thich do kha ndng nang
cao hiéu suét trao do6i dit liéu cua dia cung. Poi hoi tdi thiéu hai dia cung,
RAID 0 cho phép may tinh ghi di¥ li€u Ién ching theo mdt phuong thirc dac
biét dugc goi la Striping. Vi du ban c6 8 doan dit li¢u dugc danh s6 tir 1 dén
8, cac doan danh $6 1é (1,3,5,7) s€ dugc ghi 1én dia cung dAu tién va cac doan
danh sb chén (2,4,6,8) s¢ dugc ghi 1én dia thu hai. Pé don gian hon, ban co
thé hinh dung minh c6 100MB dir liéu va thay vi don 100MB vao mdt dia
ctng duy nhat, RAID 0 sé& gip dén 50MB vao mdi dia cimg riéng giup giam
mot nira thoi gian 1am viée theo 1y thuyét. Tir d6 ban c6 thé d& dang suy ra
néu c6 4, 8 hay nhiéu dia cimg hon nira thi téc d6 s& cang cao hon. Tuy nghe
c¢6 vé hap dan nhung trén thuc té, RAID 0 van an chira nguy co mat dit liéu.
Nguyén nhan chinh lai ndim ¢ cach ghi thong tin xé 1& vi nhu vdy dir liéu
khong nam hoan toan & mot dia cing nao va mdi khi can truy xuat thong tin
(vi du mét file ndo d6), may tinh s& phai tong hop tir cac dia cimg. Néu mot

dia clmg gdp truc tric thi thong tin (file) 6 coi nhu khong thé doc dugc va
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mat ludn. That may mén 1 voi cong nghé hién dai, san pham phéan cing kha
bén nén nhimg trudong hop mat dir liéu nhu vy xay ra khong nhiéu.

C6 thé thay RAID 0 thyuc su thich hop cho nhiing ngudi ding can truy
cap nhanh khéi luong dir li€u 16n, vi du cac game thu hodc nhitng nguoi
chuyén lam dd hoa, video sb.

RAID 1

RAID 1
@ e

REALE) | SATE
W o
A3 LUAS
AT AN

T s
Disk O Disk 1

Hinh 1-9 RAID 1

Pay 1a dang RAID co ban nhit c6 kha ning dam bao an toan dit liéu.
Ciing giéng nhu RAID 0, RAID 1 doi hoi it nhat hai dia cing dé 1am viéc. Di
liéu duoc ghi vao 2 6 giéng hét nhau (Mirroring). Trong truong hop mot 6 bi
truc tric, 6 con lai s& tiép tuc hoat dong binh thuong. Ban c6 thé thay thé 6 dia
bi hong ma khong phai lo lang dén van dé thong tin that lac. Pbi voi RAID 1,
hiéu ning khong phai 1a yéu t6 hang diu nén chang cé gi ngac nhién néu n6
khong phai 14 Iira chon sé mét cho nhimg nguoi say mé toc d¢o. Tuy nhién doi
v6i nhitng nha quan tri mang hodc nhiing ai phai quan 1y nhiéu thong tin quan

trong thi hé thong RAID 1 1a thir khong thé thiéu. Dung luong cudi cing cia
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hé théng RAID 1 bang dung lugng cia 6 don (hai 6 80GB chay RAID 1 s&
cho hé thdng nhin thay duy nhat mot 6 RAID 80GB).

RAID 0+1

Nguoi dung luén mudn c6 mot hé théng luru trit nhanh nhen nhu RAID
0, an toan nhu RAID 1. Chinh vi thé ma hé théng RAID két hop 0+1 da ra
doi, tong hop wu diém cua ca hai “dan anh”. Tuy nhién chi phi cho mét hé
théng kiéu nay kha dat, ngudi dung s& can tbi thiéu 4 dia cing dé chay RAID
0+1. Dit liéu s& dugc ghi dong thoi 1én 4 dia ciing v6i 2 6 dang Striping ting
tdc va 2 6 dang Mirroring sao luu. 4 6 dia nay phai gidng hét nhau va khi dua
vao hé théng RAID 0+1, dung lugng cudi cung s& bang % tong dung luong 4
6, vi du ban chay 4 6 80GB thi luong dit liéu “thdy dugc” 1a (4*80)/2 =
160GB.

RAID 5

RAID 5

N 4 Q 4 S
Disk 0 Disk 1 Disk 2 Disk 3

Hinh 1-10 RAID 5
Pay co 1& 1a dang RAID manh mé& nhit cho ngudi ding vin phong va
gia dinh vé1 3 hodc 5 dia cung riéng biét. Dir li€u va ban sao luu dugc chia
1én tat ca cac 6 cimg. Nguyén tic nay kha réi ram. Chung ta quay trd lai vi du

vé 8 doan dir liéu (1-8) va gio day 1a 3 b dia cung. Poan dir li¢u s6 1 vasd?2
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s& dugc ghi vao 6 dia 1 va 2 riéng ré&, doan sao luu cua ching duoc ghi vao 6
ctng 3. Poan s6 3 va 4 duoc ghi vao 6 1 va 3 véi doan sao luu twong timg ghi
vao 6 dia 2. Poan s6 5, 6 ghi vao 6 dia 2 va 3, con doan sao luu duge ghi vao
6 dia 1 va sau do trinh tu nay lap lai, doan sb 7,8 dugc ghi vao 61,2 vadoan
sao luu ghi vao 6 3 nhu ban dau. Nhu vay RAID 5 vira dam bao toc do co cai
thién, vira gitr dugc tinh an toan cao. Dung luong dia cing cudi cing bing
tong dung lugng dia sir dung trir di mot 6. T 14 néu ban dung 3 6 80GB thi

dung luong cubi cung sé& 1a 160GB.
Striping

La mot trong nhirng chuan RAID c6 hiéu ning cao nhét, n6 gitp ta ting
tdc do truy cap lén t6i da bang cach ghi song song dir liéu 1én cac 6 dia nay.
K¥ thuit nay sé& chia cac tép du liéu ra va ghi dong thoi 1én 6 dia cling trong
cing mot thoi gian. Va khi doc thi ciing doc cing luc trén tat ca cac 6 dia lam

cho toc do doc va hiéu suat cao.

O cép do byte Striping chia ra thanh timg goéi nho c6 kich thudc mot
byte va bo diéu khién s& ghi byte nay 1én 6 dia, trong cip d6 Block thi tap tin
cling bj chia nho, lac nay chia nho nhu thé nao thi tuy theo kich thudc cua
Block né nhu thé nao, tap tin s€ dugc luu va phan b trén cac Block nay.

File 1 (block 1, 5)

_. File 2 (block 3)

File 4 (block 2)

File 1 (block 1, 5)

_. File 2 (block 3)

]}a id File 4 (block 2)
System |« .

Controller

File 1 (block 1, 5)

_.. File 2 (block 3)

File 4 (block 2)

File 1 (block 1, 3)

L, File 2 (block 3)

File 4 (block 2)

Hinh 1-11 Raid song hanh
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Duplexing

Pay 1a chuan mé rong cua Mirroring. Dir liéu ciing dugc ghi trén hai 6
ctrng nhung phai c6 2 bo diéu khién RAID két nbi v6i 2 dia cung. Tur dy ta
da thay chuan nay kha ton kém. Nhung c6 mét dic tinh 1a Duplexing mang

tinh biao mat cao hon Mirroing vi & day nd dung téi 2 card diéu khién RAID.

Controller
. —pFi]el,Pile 2,File 3,...

#1
System |
Controller
— — File 1, File 2, File 3,...
#2
Hinh 1-12 Raid ghép doi (Mirror)
Parity RAID

Day la phuong phép bao v¢ an toan cho dit liéu, sir dung cac thong tin
mang tinh chan 18 bﬁng cach luu gitt mdt con sb nhi phan 0 hoac 1 cho biét
téng cac bit trong gbi tin 13 chin hay 16. Néu dung chuan nay thi loi ich 16n
nhat ctia né 1a khong yéu cau hé thong RAID bét di mot phan dung luong dé
I trit di lidu. Nhung ciing c6 khuyét diém ciia né 1a phai yéu cau hé thong

c6 mot phﬁn cirng that manh.
JBOD

JBOD duoc viét tit tir “Just a Bunch of Disks” va khong phai 1a hé
théng RAID chinh théng, no khong cdé muc dich cai thién hi¢u suat cua 6
cimg hay do tin cdy. N6 dung dé ghép nhiing 6 cimg c6 dung lwong khac nhau

thanh mot dung luong luu triv duy nhét.
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Ttr cac chuan Raid trén cho ra doi cac loai Raid nhuw Raid 0, Raid 1,
Raid 2, Raid 3, Raid 4, Raid 5, Raid 6, Raid 0+1, Raid 10,...1a cadc ing dung
dua trén céc cong nghé cua nhitng chuan RAID.
1.1.3.6 Cong nghé luu trir SAN

SAN la mot hé théng mang luu trtr chuyén dung két ndi nhiéu Server
va nhiéu thiét bi luu trir, v6i muc dich chinh 13 truyén tai dit liéu giita hé

théng may tinh va phan tir lwu trix va giita cac phan tir luu trit v6i nhau.

l] Tape Library

UNIX /

/ Disk Array
e
2 channg

WINOWS Arrayl
Raid5

Array2 Array3
Raid5 Raidl0

Hinh 1-13 M6 hinh luu trir SAN
Trong 4o hda cong nghé luu trlt mang duoc dung lam trung tam cua div
liéu va ciing c6 thé lam noi chita cac may o khi can thiét. N6 hd trg cdc may
chu c6 thé 1y dit liéu tir nd dé khai dong.
Loi ich cua SAN:
- Luu trir tap trung dit li€u trén mot hé théng don nhét;
~ Cho phép truy cap dir liéu v6i toe do rat cao (2Gb/s; 4Gb/s tuong lai 1én
té1 10Gb/s);

_ Tinh 6n dinh lién tuc ctia thiét bi rit cao (99,999%);

Dinh Hai Long CT1802 27



Tim hiéu giai phap 4o héa Docker va ing dung

- D@ dang nang cap, mé rong trong tuong lai (ting thém sb lugng may
chu, hay mé rong dung luong luu trit 1én rat 16n va uyén chuyén): bao
vé sy dau tu thong qua kha ning twong thich ngugc voi cac switch thé
hé cii hon, va kha niang nang cap firmware cta thiét bj ma khong phai
dung hoat dong hé théng, dam bao moi dich vu déu duoc duy tri lién

tuc 100%;

- (6 kha nang sao luu dit li¢u trong ndi bo hé théng SAN, ma khong phai
dimg dich vu cta may chu dé sao luu nhu cac hé théng luu triv khac,
ddng thoi khong hé anh huong biang thong ctiia mang LAN khi thue hién

cac thao tac backup;

- Bdo mat tot: xac thuc, xac quyén, diéu khién truy xuat va kha nang

quan ly theo vung tang thém muirc bao mat mang;

~ HO trg nhiéu hé¢ diéu hanh va méi truong cluster, cho phép thiét ké linh

dong va bao v¢ sy dau tu;

_ Uyén chuyén trong khoang cach, két ndi va hiéu suit, voi kha ning hd
tro nhiéu hon 3000 port. H3 tro co sé ha tang da giao thic gom FC,
iSCSI, va FCIP.

1.2 Phan mém ty do ngudn mé
Phan mém tu do ngudn mé (tiéng Anh: Free and open-source software

(Viét tat 1a F/OSS, FOSS) hoic free/libre/open-source software (viét tit 1a

FLOSS)) 1a phdn mém théa man ca hai yéu td: ty do va ngudén ma.

Phan mém ty do ngudn mo& cung cap cho ngudi st dung 4 quyén:
quyén: st dung (use), sao chép (copy), nghién ctru (study), sira d6i (change).
Piéu nay dang duoc ngay cang nhiéu ngudi dung ca nhan ciing nhu cac doanh

nghiép thtra nhan.

Trong bbi canh tir "free" trong tiéng Anh bi 1dn 16n giita "mién phi" va

"t do", td chirc Free Software Foundation (Viét tit 1a SFS) - mot t6 chtic ung
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ho sang kién phan mém ngudn mé - luu ¥ rang free hiéu theo nghia "tu do"
(theo kiéu "doc lap - tu do - hanh phuc") chtr khong phai "mién phi" (theo
kiéu "mién phi khong mét tién"), boi "ty do" gia tri hon "mién phi".

FOSS 1a mot thuat ngit bao gdm bao gém ca phan mém tu do va phan
mém nguén md, mic di md ta md hinh phat trién twong tu, nhung khac nhau
vé van hoa va triét 1y st dung lam nén tang. Phan mém tu do tip trung vao
triét 1y vé cac quyén ty do ma né mang lai cho nguoi str dung, trong khi d6
phan mém nguén md tap trung vao cic cam nhan thé manh ctia md hinh phat
trién ngang hang cia n6. FOSS 1a mdt thuat ngir co thé duoc st dung ma
khong thién vi dac biét ddi voi mot trong hai cach tiép can chinh.

1.2.1 Lich s hinh thanh

Trong nhitng ndm 50, 60, 70 thi ngudi sir dung may tinh da co quyén ty
do str dung cac phan mém mién phi. Phin mém mién phi duoc nhiing ngudi
st dung mdy tinh chia s¢é mién phi v6i nhau va cling do chinh cic nha san
xuat ché tao may tinh vi ho phan khdi do c6 nhiéu ngudi dang cing ho sang
tao ra nhitng phan mém lam cho mdy tinh cua ho c6 ich, khong phai 1a nhing
cuc sat vo dung. Nhimg t6 chitc nguoi tidu dung va nha san xuit dugc 14p nén
dé tao diéu kién cho viéc trao doi phﬁn mém vi du nhu SHARE. Vao nhiing
nam cudi cta thap ki 60 thi xuat hién nhitng thay d6i dang ngai: gia phan
mém ting 1én nhanh chong, giita nha san xuat phan cimg c6 cai dat sin va nha
san xuét phﬁn mém cling xuat hién su canh tranh gay gét dé mo rong thi
truong vi khi d6 phadn mém mién phi vi chi phi ciia n6 dd nam trong gia phan
cimg.Nhung viéc cai dit sdn nhitng phan mém nhu vay lai khong dem lai loi
ich gi cho viéc ban phan mém va ngudi st dung doi khi lai khong can nhimg
thir dugc cai san nén ho khong mudn phai chi tra cho nhiing thir khong xai
to1. Trong bai "Nudc My va IBM" United States vs. IBM, ngay 17/1/1969
chinh quyén da cho rang viéc cai dat phan mém di kém phan cung khi ban ra

thi truong 1a mot kiéu canh tranhnkhong lanh manh. Tuy réng van c6 nhiéu
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phan mém 1 hoan toan mién phi nhung da phan van chi 12 nhiing san pham
thurong mai. Trong sudt quing thoi gian nhitng ndm 70 va thoi ki dau nhimg
nim 80,nén cong nghé phin mémbat dau st dung céc tiéu chuan vé cong
nghé (vi du nhu chi cho phan phéi cac phién ban st dung, cic ban sao nhi
phan binary copies ciia chuong trinh may tinh) nham ngan ngudi sir dung may
tinh nghién ctru va chinh stra cac phan mém. Nam 1980 bo luit quyén tac gia

dugc mé rong sang phan mém may tinh.

Nam 1983, Richard Stallman, l1a thanh vién lau ndm cta cong déng
hacker cia MIT Artificial Intelligence Laboratory, chinh ong cling da khaoi
xuéng dy an GNU. Stallman ndi rang 6ng thdy chan nan vi nhimmg tic dong
thay d6i vé van héa trong nén cong nghiép may tinh va nguoi dung may. Su
phat trién cac phan mém cho hé diéu hanh GNU,GNU operating system, bat
dau tir 1/1984, va T6 chtic phan mém tu do Free Software Foundation (FSF)
duoc thanh 1ap nam 1985. Ong di phat trién mot dinh nghia riéng cho phan

mém ty do va khai niém "copyleft".

Va tiém nang thuong mai cua cac phan mém tu do dugc cac cong ty
16n nhin thay nhu IBM, Red Hat, va Sun Microsystems. Ciing c6 rat nhiéu
cong ty khong thudc linh vuc cong nghé thong tin chon cac phan mém mién
phi dé lam céc trang web thong tin va thuong mai ctia ho vi chi phi du tu
thap va kha nang tu do dong goi dit kién cua cic phan mém dang nay. Ngoai
ra cling c¢6 nhiing cong ty trong cac nganh cong nghiép phi phan mém st dung
cac cong nghé twong ty nhu cong nghé phat trién phan mém tu do trong qua
trinh nghién ctru va phat trién. Mot vi du minh chung 14 cac nha khoa hoc
cling luén mong mudn cé mot quy trinh nghién ctru tién tién hon nhimg cong
nghé hién tai va di xuét hién nhiéu thiét bi phan cimg nhu microchips voi
gidy phép copyleft. Creative Commons ciing bi anh hudng rat nhiéu béi trao

Iru phan mém ty do.
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1.2.2 Nhirng 1y do nén chon phan mém ty do nguén mé
1.2.2.1 Chi phi sé hiru
~ Mién phi ban quyén phan mém (chi mat phi cho dich vu hd tro va tuy

bién san pham).

~ Mién phi cac phién ban nang cap trong toan bo vong ddi sir dung san

pham (chi mét phi cho dich vu nang cép).

~ Giam chi phi phat trién phan mém dap tng theo yéu cau nghiép vu (st
dung phan mém, mod-dun co6 sin dé phat trién tiép, sira doi diéu chinh

cho phu hgp voi nghiép vu).

~ Kéo dai thoi gian str dung/tai sir dung cac phan cung, thiét bi trong khi

van dam bdo hi¢u nang toan h¢ thong.

_ Chi phi dau tu, van hanh hé thong tap trung cho cac dich vy “hiru hinh”
dem lai gia tri truc tiép, thiét thuc cho td chirc nhu: tu van, sira doi theo

y€u cau, trién khai, dao tao, bao tri, nang cap h¢ thong...

~ Mic chi phi tiét kiém téi 75% so voi phan mém license ngay trong nim

dau tién.
1.2.2.2 Giam t6i da sw phu thudc vao nha cung cap

(nguy co chinh din dén dich vu kém, do khong c6 canh tranh), hoac “bi
ép” trong cac trudong hop can dam phéan vé chi phi, dich vu (mdi san pham
phﬁn mém tu do ngué)n mé& ¢6 thé co nhiéu nha cung cép dich vu tuong tu),
nang cip phan mém, mé rong hé théng (véi ma nguodn trong tay, co thé dé
dang nang cip, mo rong hé thong theo yéu cau trong mdi giai doan phat
trién).
1.2.2.3 B6 sung thém nhiéu lya chon

Tién ban quyén tén kém 1a nguyén nhan chinh khién cac doanh nghiép
cong nghé thong tin chuyén doi sang phan mém ngudén mé ty do. Boi véi cac

hé thdng dang hoat dong khong c6 ban quyén, chu dong thuc hién chuyén doi
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s€ tranh dugc “nguy co” bi phat vi pham ban quyén va/hodc bi “bat budc”

mua license.

1.2.2.4 Hi€u qua trong giao duc

Phian mém ngudn mo rét tét trong gido duc va hoc tip nhd tinh minh
bach, cho phép ngudi hoc tiép can voi ma ngudn gdc va hoc tdp nhitng cong
nghé cao cip tir trong nhan hé théng chir khong phai thir cong nghé nta voi
ma cic nha san xuét nghi ra.
1.2.2.5 An toan va biao mat

Theo bao cdo cuia Gartner & nhiéu td chirc phan tich doc lap, Phan
mém tu do nguén mé giap tang cuong do tin cay (co thé kiém ching khong
c6 md doc, “cira sau”... vdi ma ngudn dugc phan phdi kém), 6n dinh (tuan
theo cac chuan md tmg dung lau dai), tinh an toan, biao mat toan hé thong.
Trong mot bao cao nam 2011 cua Bd qudc phong M, don vi nay khang dinh:
M6 méi 12 an ninh, va s& khong ton tai phan mém doc quyén trong quan doi
va chinh phi nhd su phat trién cia cong nghé mé. Mot quéc gia khong thé
phu thudoc vao mot thir khong o rang hodc duoc doc quyén, va cach thoat
khoi né chi cé thé bang phan mém ty do nguén md. Nhimng cong ty hang dau
thé gidi dang str dung phan mém tu do ngudn mo, nhitng qubc gia hang dau
thé gidi cling dang chuyén sang sir dung phan mém tu do ngudén md. Va dé
khong phai lya chon ngiu nhién, d6 13 vi loi ich cia mdi qudc gia, mdi doanh

nghiép.
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CHUONG 2: Cong nghé 40 héa Docker

2.1 Khai niém vé cong nghé ao héa Docker
2.1.1 Container la gi

Cac phan mém s& duoc Container Engine (mot cong cu do hoa tinh
gon, duoc cai trén host OS) Cac phin mém s& dugc Container Engine (mdt
cong cu do hoa tinh gon, dugc cai dat trén host OS) co 1ap béng cach dong goi

chuing thanh cac container.

Container 13 giai phap dé chuyén giao phan mém mét cach dang tin cay

(khong phat sinh 13i) gitta cac moi truong may tinh khac nhau bang cach:

Tao ra mgdt modi truong bi ¢6 1ap chira moi thir ma phan mém can dé co
thé chay dugc Khong bi cac yéu t6 lién quan dén moi truong hé thong lam
anh hudng t61 Ciing nhu khong lam anh hudng té1 cac phan con lai cua hé

théng.

Céc tién trinh (process) trong mdt container bi c6 1ap voi céc tién trinh
cua cac container khac trong cung hé thong tuy nhién tat ca cac container nay

déu chia sé kernel ctia host OS (dung chung host OS).

Container 1a mot nén tang md danh cho cac lap trinh vién, quan tri hé
théng dung dé xay dung, van chuyén va chay cac tmg dung dé& dang hon.
(VD: Ban sé& c6 thé chay mot ung dung Java ma khong can cai JDK vao may
local ban dang sur dung.)

Uu diém:

_ Linh dong: Trién khai & bat ky noi dau do sy phu thudc cia tng dung
vao tang OS ciing nhu co s ha tang dugc loai bo. Scale-up & scale-
down: Do chia sé host OS nén container c6 thé dugc tao gén nhu mot

cach tuc thi.
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- Nhe: Container ciing sir dung chung cac images nén ciing khong tén
nhiéu disks. Tinh dong nhat :Khi nhiéu nguoi cing phat trién trong
cing mot du an s& khong bi su sai khac vé mit méi truong. Pong goi:
C6 thé an mdi trudng bao gdm ca app vao trong mét goi duge goi 1a
container. C6 thé test dugc cac container. Viéc bo hay tao lai container

rat dé dang.

~ Tao OS 4o nén thoi gian khoi dong 1a rat nhanh. Piéu nay khéac véi
vagrant, vagrant tao modi truong ao & level phan cung, nén khi khai

dong mat nhiéu thoi gian hon
Nhuoc diém:

~ Xét vé tinh an toan: Do dung chung OS nén néu c6 16 hong nao diy ¢
kernel cua host OS thi n6 s€ anh hudng téi toan by container c6 trong
host OS diy. Ngoai ra hdy thi tuéng twong véi host OS 13 Linux, néu
trong truong hop ai diy hodc mot tng dung nao day c6 trong container
chiém duoc quyén superuser, diéu gi s& xay ra? Vé Iy thuyét thi tang
OS s& bi crack va anh huong truc tiép t6i may host bj hack ciing nhu
cac container khac trong mdy d6 (hacker str dung quyén chiém duogc dé
lay dir liéu tir may host cling nhu tir cac container khac trong cling may

host bi hack chang han).

2.1.2 Cong nghé Docker
Docker 1a mot nén tang m& danh cho cac 13p trinh vién, quan tri hé
théng dung dé xdy dung, van chuyén va chay cac tng dung phan tan. Ban dau

viét bang Python, hién tai d3 chuyén sang Go-lang.

Docker dua ra mot gidi phéap mai cho van dé€ do hoa, thay vi tao ra cac
may ao con chay ddc 1ap kiéu hypervisors (tao phan cung 4o va cai dat h¢
diéu hanh 1én d0), cac tng dung s€ dugc dong gobi lai thanh cidc Container

(Cong-ten-no) riéng 1é. Cac Container ndy chay chung trén nhan hé diéu hanh
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qua LXC (Linux Containers), chia sé¢ chung tai nguyén ciia may me, do do,

hoat dong nhe va nhanh hon cac may ao dang hypervisors[6].
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Hinh 2-2 Docker
2.1.3 Céac thanh phén chinh

Céc thanh phan chinh ciia Docker bao gom:

- Docker Engine: la thanh phﬁn chinh cua Docker, nhu mét cong cu dé
dong gobi ung dung;
_ Docker Hub: 1a dich vu cloud dé chia sé tng dung va ty dong hoa chudi

cac cong viéc lién tuc, cé thé thao tac pull/push voi cac images.
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2.1.4 Mot s6 khai niém

Mot s6 khai niém phé bién vé Docker:
2.1.4.1 Docker images

La mot “read-only template”. Twong tu nhu file .gho dé ghost win, &
Docker thi d6 dugc goi la image, image nay khong phai la mot file vat 1y ma
n6 chi dugc chira trong Docker. Mot image bao gém hé diéu hanh (Windows,
CentOS, Ubuntu, ...) va cidc mdi truong 1ap trinh duge cai san (httpd, mysqld,
nginx, python, git,... ).
2.1.4.2 Docker registries

La kho chira images. Ngudi ding c6 thé tao ra cic images ciia minh va
tai Ién day hoac tai vé cac images dugc chia sé.
2.1.4.3 Docker container

Hoat dong giéng nhu mot thu muc (directory), chira tat ca nhiing tha
can thiét dé mot ung dung cé thé chay dugc. Mdi mot docker container duogc
tao ra tor mot docker image. Céac thao tac vé1 mot container: chay, bat, dung,
di chuyén, va x6a. Cac files va settings dugc st dung trong container duoc
luu va st dung lai, goi chung la images cua docker. Docker hub 1a noi chia sé
va luu gilr cac file images nay (hién c6 khoang 300.000 images).
2.1.4.4 Dockerfile

La mot file chura tap hop céc 1énh dé Docker co thé doc va thuc hién dé
dong g61 mot image theo yéu cau nguoi dung.
2.1.4.5 Orchestration

La cac cong cu, dich vu dung dé diéu phéi va quan ly nhiéu containers

sao cho ching lam viéc hi€u qua nhat.

Ngay xua, md hinh may chil thuong 13 1 may cha vat 1y + 1 hé diéu

hanh (OS) + 1 application.
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PHYSICAL SERVER

OPERATING SYSTEM

APPLICATION

Hinh 2-3 M6 hinh may chu binh thudng

Khi trng dung phat trién, mo6 hinh nay ndy sinh ra nhiéu van de, vi du:

_ Lang phi tai nguyén: mic du cAu hinh may khoe, 6 cing dung luong

16m, nhung hé théng lai khong tan dung dugc hét 1oi thé nay;

- Kho khan trong viéc m¢d rong h¢ thong: mudn mé rong phai thué thém

server, cau hinh, cAn bang tai (load balacing), ...

Luc nay, cong nghé do hoa (vitualization) ra doi.
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Application Application Application Application
Windows XP Linux
Hypervisor

I

HOST OPERATING SYSTEM

1

PHYSICAL SERVER

Hinh 2-4 M6 hinh may 40 VMs
Vi cong nghé ao hoa, trén cing 1 may chu vat 1y, co thé tao ra nhiéu
08, tirc 1a s& chay dugc nhiéu application. Vay 1a tai nguyén ciia may dugc

tan dung tot hon. Tuy nhién, viéc 40 hda nay lai ndy sinh van dé mai:

- Ngén tai nguyén: khi chay 1 may 4o, né s& ludn chiém 1 phan tai
nguyén cd dinh. Vd: may chi ¢c6 512GB SSD, 16GB RAM. Tao ra 4
may 4o Linux, mdi may cap 64GB SSD va 2GB RAM. Nhu vay, s& mat
256 GB SSD dé chtra 4 may 4o, va khi chay cing 4 may 4o 1én cing
luc, chung s€ chiém 8GB RAM. Mic du chi chay 1én dé khong do thoi,

chua dung gi ca nhung né van chiém timg do;

~ Tbn thoi gian thyc thi: thoi gian khai dong, shutdown ciia cac may &o
s¢€ lau, thuong la hang phut;

~ Cong kénh: viéc phai chiu tai cho ca 1 nhém may 4o nhu vay thi server

khong thé chay hét hiéu suat dugc.
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Budc tién hoa tiép theo, nguoi ta phat minh ra containerlization.

Application Application
Container Container
i P
CONTAINER RUNTIME
OS KERNAL

HOST OPERATING SYSTEM

PHYSICAL SERVER

Hinh 2-5 M6 hinh 40 héa container
Véi cong nghé nay, trén mdt may chu, ta s€ sinh ra duoc nhiéu may con
(giéng voi a0 hoa), nhung diéu dic biét 1a cac may con (Guess OS) nay déu
dung chung phan nhan ctia may me (host OS) va chia sé v6i nhau tai nguyén
ciia may me (RAM chang han). Nhu vay viéc tin dung tai nguyén sé& dugc tdi

uu hon.

Ngoai ra, viéc st dung hé thong file cat 16p (layer file system) s& khién

vi€c to1 uu tai nguyén hi¢u qua hon.
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Hinh 2-6 H¢ thong file cit 16p Container
Cu thé, mdi may con (container) mdi, n6 s& dugc xdy dung dya trén 1
file anh (image) dang chi doc (read-only). Trong mdi may con s& c6 thém 1
16p boc ¢6 thé ghi dugc (writabe-layer), cic thay d6i trong may con s& duoc
ghi 1én day. Nhu vay, tir | image ban déu, ta c6 thé tao nhiéu may con ma chi

tbn rét it dung lugng 6 dia.

App 1 App 1 App 1

Bins / Libs Bins / Libs Bins / Libs

App 1

App 1 App 1

Guest 0S Guest 0S

Guest 0S

Bins / Libs Bins / Libs Bins / Libs

Hypervisor Docker Engine

Host Operating System Host Operating System

Server Infrastructure Server Infrastructure

VIRTUAL MACHINES CONTAINERS
Hinh 2-7 Sy khac biét giira Docker va VMs
biém khac biét chinh 1a cac containers st dung chung kernel v&i Host

OS nén cac thao tac bat, tat rat nhe nhang, nhanh chong.
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_ Ut diém: nhanh, nhe, co thé chia sé¢ d& dang qua DockerHub;
_ Nhuoc diém: méi, cip nhat thay d6i thudng xuyén.
2.2 Cai dat Docker
Docker hd tro nhiéu nén tang hé diéu hanh khac nhau bao gdm Linux,
Windows va ca Mac. Ngoai ra, Docker con ho tro nhiéu dich vu dién toan
dam may ndi tiéng nhu Microsoft Azure hay Amazon Web Services. Tuy vay
ban dau nd duoc xay dung trén nén tang Linux. Vi Docker can can thiép vao
phan 16i, nhan Kernel trong khi d¢6 Linux 1a ma nguén mo.
Khi nhéan théy tiém nang cua Docker, Windows da tham gia, va thé 1a
Docker v6i Windows bt tay nhau nhung c6 vé khong kha quan bdi vi nhan

Windows c6 nhung tht khong public dugc.
Nén cho td1 hién tai khi cai Docker trén Windows hay Mac thi Docker
s€ cali mOt may 4o Linux trén may that va Docker hoat dong dua trén may do

Linux d6.
Docker c6 2 phién ban
- CE: Danh cho nha phét trién, nhom nho;
- EE: Danh cho doanh nghiép.

Docker image 1a nén tang cua container, c6 thé hiéu Docker image nhu
la mot template cia container, né s€ tao ra container khi thuc hién cau 1énh
chay image d6. Néu noi1 véi ngdon ngit 1ap trinh hudéng déi tuong, Docker

image la class, con container 1a thyuc thé (instance) cta class do.

Docker hd trg cai dit duge trén nhiéu OS (CentOS 7, Debian, Ubuntu,

Fedora) tuy nhién Ubuntu gan nhu duoc hd trg nhiéu nht.

2.2.1 Cai dat Docker

Goi cai diat Docker co san trong kho luu trit chinh thirc cia Ubuntu

16.04 c6 thé khong phai 1a phién ban moi nhét. Dé c6 dugce phién ban mai
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nhat va tot nhat, nén cai dat Docker tir kho luu trit Docker chinh thirc. Phan
nay cho thdy 1am thé nao dé 1am diéu do.
Pau tién, thém khéa GPG cho kho luu trit Docker chinh thic vao hé
théng:
Eurl —gsaSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-
ey add -

Sau d6 nhap mat khau cua ngudi dung

P

long@long-virtual-machine: ~

long@long-virtual-machine:~% curl -fsSL https://download.docker.com/1linux/ubuntu
/9pg | sudo apt-key add -

[sudo] mat khau danh cho long:

(1].4

long@long-virtual-machine:~5 |

Hinh 2-8 Khéa GPG cho kho lwu trir Docker

Thém kho luu trir Docker vao cac ngudn APT:

sudo add-apt-repository "deb [arch=amd64] https://
download.docker.com/linux/ubuntu $(Isb_release -cs) stable"

P Y-1o

long@long-virtual-machine: ~

long@long-virtual-machine:~$ curl -fsSL https://download.docker.com/linux/ubuntu/gpg | sudo apt-key

add -

0K

long@long-virtual-machine:~$ sudo add-apt-repository "deb [arch=amd64] https://download.docker.com/

linux/ubuntu $(1sb_release -cs) stable"

long@long-virtual-machine:~$ sudo apt-get update

Lay:1 https://download.docker.com/1linux/ubuntu xenial InRelease [66,2 kB]

Tim thdy:2 http://security.ubuntu.com/ubuntu xenial-security InRelease

Lay:3 https://download.docker.com/linux/ubuntu xenial/stable amd64 Packages [7.361 B]

http://vn.archive.ubuntu.com/ubuntu xenial InRelease
http://vn.archive.ubuntu.com/ubuntu xenial-updates InRelease
{ http://vn.archive.ubuntu.com/ubuntu xenial-backports InRelease
pa 1dy vé€ 73,6 kB mat 1 gidy (37,2 kB/g).
**% Error in ‘appstreamcli double free or corruption (fasttop): 0x00000000028cf8O0 ***
= Backtrace: =
64-1inux-gnu/1libc.so0.6(+8x77725)[@x7fBa38ef2725]
linux-gnu/libc.so.6(+0x7ff4a)[0x7foa38efaf4a]
linux-gnu/libc.so.6(cfree+@x4c)[0x7fOa38efeabc]

linux-gnu/libappstream.so.3(as_component_complete+8x439)[0x7f0a39276d19]
linux-gnu/libappstream.so.3(as_data pool update+8x44a)[0x7f0a39277f0a]
linux-gnu/libappstream.so.3(as_cache_builder_refresh+8x1c2)[0x7f0a3926d272]

appstreamcli(ascli_refresh_cache+8x12e)[0x4049de]

appstreamcli(as_client_run+0x6fb)[0x403ceb]

/1ib/x86_64-1inux-gnu/libc.so.6(__libc_start_main+@xfe)[0x7fBa38e9b830]

Hinh 2-9 Thém kho lwu trir Docker
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Tiép theo, cap nhat co s& dir liéu go1 véi cac goi Docker tir repo moi

duoc bd sung:

sudo apt-get update -y

long@long-virtual-machine: ~

long@long-virtual-machine:~$ sudo apt-get update -y

Lay 1 https://download. docker com/1linux/ubuntu xenial InRelease [66,2 kB]

Lay:2 http //security.ubuntu.comfubuntu xenial-security InRelease [109 kB]

Tim thay:3 http://vn.archive.ubuntu.com/ubuntu xenial InRelease
http://vn.archive.ubuntu.com/ubuntu xenial-updates InRelease [109 kB]
http://security.ubuntu.com/ubuntu xenial-security/main amd64 Packages [626

http://vn.archive.ubuntu.com/ubuntu xenial-backports InRelease [187 kB]
http://vn.archive.ubuntu.com/ubuntu xenial-updates/main amd64 Packages [92

http://security.ubuntu.com/ubuntu xenial-security/main 1386 Packages [524

:9 http://security.ubuntu.com/ubuntu xenial-security/main amd64 DEP-11 Metada
ta [67,9 kB]
Lay:10 http://security.ubuntu.com/ubuntu xenial-security/main DEP-11 64x64 Icons
[67,1 kB]
Lay:11 http://security.ubuntu.com/ubuntu xenial-security/universe amd64 Packages
[430 kB]
Lay 12 http://vn.archive.ubuntu.com/ubuntu xenial-updates/main 1386 Packages [86
7 kB]
Lay 13 http://security.ubuntu.com/ubuntu xenial-security/universe 1386 Packages
[374 kB]
Lay:14 http://security.ubuntu.com/ubuntu xenial-security/universe amd64 DEP-11 M
etadata [116 kB]

Hinh 2-10 Cap nhét c¢é sé dir liéu

@ S & long@long-virtual-machine: ~

Lay:12 http://vn.archive.ubuntu.com/ubuntu xenial-updates/main 1386 Packages [80
7 kB]
Ldy:13 http://security.ubuntu.com/ubuntu xenial-security/universe 1386 Packages
[374 kB]
Lay:14 http://security.ubuntu.com/ubuntu xenial-security/universe amd64 DEP-11 M
etadata [116 kB]
Lay:15 http://security.ubuntu.com/ubuntu xenial-security/universe DEP-11 64x64 I
cons [173 kB]
Lay:16 http://security.ubuntu.com/ubuntu xenial-security/multiverse amd64 DEP-11
Metadata [2.464 B]
Lay:17 http://vn.archive.ubuntu.com/ubuntu xenial-updates/main amd64 DEP-11 Meta
data [318 kB]

3 .archive.ubuntu.com/ubuntu xenial-updates/main DEP-11 64x64 Icon

.archive.ubuntu.com/ubuntu xenial-updates/universe amd64 Package
.archive.ubuntu.comfubuntu xenial-updatesfuniverse 1386 Packages

Lay 21 http://vn.archive.ubuntu.com/ubuntu xenial-updates/universe amd64 DEP-11
Metadata [252 kB]

Lay:22 http://vn.archive.ubuntu.com/ubuntu xenial-updates/universe DEP-11 64x64
Icons [352 kB]

Lay:23 http://vn.archive.ubuntu.com/ubuntu xenial-updates/multiverse amd64 DEP-1
1 Metadata [5.968 B]

Lay:24 http://vn.archive.ubuntu.com/ubuntu xenial-updates/multiverse DEP-11 64x6
4 Icons [14,3 kB]

Lay 25 http://vn.archive.ubuntu.com/ubuntu xenial-backports/main amd64 DEP-11 Me
tadata [3.328 B]

Lay:26 http://vn.archive.ubuntu.com/ubuntu xenial-backports/universe amd64 DEP-1
1 Metadata [5.104 B]

pa 18y vé 7.102 kB mat 39 giady (178 kB/g).

bang d0c cac danh sach géi... Xong

Hinh 2-11 Cap nhat co sé dir li¢u
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Tiép theo, cai dat Docker:

sudo apt-get install -y docker-ce

long@long-virtual-machine: ~

long@long-virtual-machin $ sudo apt-get install -y docker-ce
pang d0c cac danh sach goi... Xong
Dang x3dy duhg cdy quan he phu thulc
bang d0c théng tin vé tinh trang... Xong . .
(Cac) géi sau day da dvuQc tU d@Ong cai dat nén khéng coén can yéu cau lai:
gnome-software-common libgtkspell3-3-08
Hay dung l€nh “sudo apt autoremove” d€ g0 bO ching.
The following additional packages will be installed:
aufs-tools cgroupfs-mount containerd.io docker-ce-cli git git-man liberror-perl libseccomp2
pigz
Cac géi d@é nghi :
git-daemon-run | git-daemon-sysvinit git-doc git-el git-email git-gui gitk gitweb git-arch
git-cvs git-mediawiki git-svn_
NhUhg goi MOL sau s€ duQc CAI DAT:
aufs-tools cgroupfs-mount containerd.io docker-ce docker-ce-cli git git-man liberror-perl pigz
Mhlhg géi sau day s€ duQc MANG CAp:
libseccomp2 . X .
1 nang cdp, 9 dugc cai dat mOi, 6 can g8 bo, va 7083 chua dugc nang cap.
can phdi lay 54,4 MB tU kho chuUa. o .
Sau thao tac nay, 268 MB dung lugng dia s€ b] chiem dung.
Lay:1 https://download.docker.com/linux/ubuntu xenial/stable amd64 containerd.io amdé4 1.2.4-1 [19,
9 MB]
Lay:2 http://vn.archive.ubuntu.com/ubuntu xenial/universe amdé4 pigz amd64 2.3.1-2 [61,1 kB]
Lay:3 http://vn.archive.ubuntu.com/ubuntu xenial-updates/main amd64 libseccomp? amd64 2.3.1-2.1ubun
tu2-16.084.1 [38,7 kB]

Hinh 2-12 Cai dat Docker

Chay thtr 1 chuong trinh don gian nhu hello-world dé kiém tra

(] long@long-virtual-machine: ~

long@long-virtual-machine:~$ sudo docker run hello-world

Unable to find image 'hello-world:latest' locally

latest: Pulling from library/hello-world

1b930de16525: Pull complete

Digest: sha256:2557e3c07ed1e38f26e389462d03ed943586F744621577a99efb77324b0fe535
Status: Downloaded newer image for hello-world:latest

Hello from Docker!
This message shows that your installation appears to be working correctly.

o generate this message, Docker took the following steps:
1. The Docker client contacted the Docker daemon.
2

. The Docker daemon pulled the "hello-world" image from the Docker Hub.
(amd64)
3. The Docker daemon created a new container from that image which runs the
executable that produces the output you are currently reading.
4. The Docker daemon streamed that output to the Docker client, which sent it
to your terminal.

To try something more ambitious, you can run an Ubuntu container with:
$ docker run -it ubuntu bash

share images, automate workflows, and more with a free Docker 1ID:
https://hub.docker.com/

Hinh 2-13 Hello-world

Sau khi cai dat docker, chi c6 thé chay dugc Docker Command véi user
thong thudng v6i quyén sudo hoic user root. Didu nay kha bt tién vi phai gb
tién to sudo trudc docker command. Con néu khong gd thi s& gap phai 16i nhu

Sau
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long1@long1-virtual-machine: ~

File Edit View Search Terminal Help

long1@longl-virtual-machine:~5 docker images

Got permission denied while trying to connect to the Docker daemon socket at uni
x:///var/run/docker.sock: Get http://%2Fvar%2Frun%2Fdocker.sock/v1.39/images/jso
n: dial unix /var/run/docker.sock: connect: permission denied
long1@longl-virtual-machine:~5 docker run hello-world

docker: Got permission denied while trying to connect to the Docker daemon socke
t at unix:///var/run/docker.sock: Post http://%2Fvar%2Frun%2Fdocker.sock/v1.39/c
ontainers/create: dial unix /var/run/docker.sock: connect: permission denied.
See 'docker run --help'.

longl@longl-virtual-machine:~$%

Hinh 2-14 L&i khi khong c6 tién té sudo
Giai phap cho van dé nay 1a tao 1 group docker va thém user vao group

nay. B¢ thyc hi¢n di€u do6 can phai nhép cac command sau

sudo addgroup —system docker
sudo adduser (user name) docker
newgrp docker

Trong d6 user name 1a user ma nguoi dung str dung

o long1@long1-virtual-machine: ~
longi@longl-virtual-machine:~$ sudo addgroup --systeam docker
Unknown option: systeam
adduser [--home DIR] [--shell SHELL] [--no-create-home] [--uid ID]
[--firstuid I0] [--lastuid ID] [--gecos GECOS] [--ingroup GROUP | --gid 1ID]
[--disabled-password] [--disabled-login] [--encrypt-home] USER

Add a normal user

adduser --system [--home DIR] [--shell SHELL] [--no-create-home] [--uid ID]
[--gecos GECOS] [--group | --ingroup GROUP | --gid ID] [--disabled-password]
[--disabled-login] USER

Add a system user

adduser --group [--gid ID] GROUP
addgroup [--gid ID] GROUP
Add a user group

addgroup --system [--gid ID] GROUP
Add a system group

adduser USER GROUP
Add an existing user to an existing group

general options:
--quiet | -q don't give process information to stdout
--force-badname  allow usernames which do not match the

NAME_REGEX[_SYSTEM] configuration variable

--extrausers uses extra users as the database
--help | -h usage message
--version | -v  version number and copyright
--conf | -c FILE use FILE as configuration file

longi@longl-virtual-machine:~$ sudo adduser longl docker
Adding user “longl' to group ‘docker' ...

Adding user longl to group docker

Done .

longi@longl-virtual-machine:~$ newgrp docker

Hinh 2-15 Giai phap cho tién t6 sudo
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Va gid day s& khong con phai g 1énh sudo trudc mdi docker command
ntra

@ S © long1@long1-virtual-machine: ~

File Edit View Search Terminal Help

longi@longl-virtual-machine:~$ docker images

REPOSITORY TAG IMAGE ID CREATED

SIZE

wordpress latest BalfBac5c829 38 hours ago
421MB

mysql SN 98455b9624a9 2 days ago
372MB

phpmyadmin/phpmyadmin latest c6ba363e7c9b 2 months ago
166MB

hello-world latest fce289e99eb9 2 months ago
1.84kB

longi@longl-virtual-machine:~$ JJ

Hinh 2-16 Céu lénh khong cén tién t6 sudo

2.2.2 Cai dat Docker compose
2.2.2.1 Docker Compose la gi
Compose la cong cu giap dinh nghia va khoi chay multi-container

Docker applications. Trong Compose, chung ta st dung Compose file dé céu
hinh application’s services. Chi vé1 mot cau 1€nh, 1ap trinh vién co thé dé

dang create va start toan bo cac services phuc vu cho viéc chay tng dung.

Compose 1a mgt cong cu tuyét véi khong chi dung cho development,
testing, staging environments, ma con tng dung trong CI workflows. Viéc st
dung Docker Compose dugc tom lugce trong 3 budc co ban sau:
2.2.2.2 Cai dat Docker Compose

Budc 1: chay dong 1énh dudi dé tai xudng ban 6n dinh nhat ciia docker
compose

Sudo curl -L

"https://github.com/docker/compose/releases/download/1.24.0/docker-
compose-$(uname -s)-$(uname -m)" -o /usr/local/bin/docker-compose
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Budc 2: Pat quyén cho docker compose
sudo chmod +x /usr/local/bin/docker-compose
Budc 3: Kiém tra phién ban cai dat

Docker-compose --version

long1@long1-virtual-machine: ~ 1 B3 ) 1540 %
long1@longl-virtual-machine:~$ docker compose - - EEEIEIU IR R LIl

Docker version 18.09.4, build di4af54

longi@longl-virtual-machine:~$

»

@
B
e |
izl
]
7]
>‘
0

Hinh 2-17 Kiém tra version docker compose
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CHUONG 3: Thit nghiém 40 héa wng dung véi Docker

3.1 Mot s6 1énh co ban véi Docker

Pull mot image tir Docker Hub : docker pull {image_name};
Liét ké cac images hién c6 : docker images;

Xo6a mot image : docker rmi {image_id/name};

Liét ké cac container dang chay : docker ps;

Liét ké cac container da tat : docker pS —&;

Xo6a mot container : docker rm -f {container_id/name};

P61 tén modt container : docker rename {old container_name}

{new_container_name};
Khéi dong mdt container : docker start {new_container_name};
docker exec -it {new_container_name} /bin/bash;

Tao mdi mot container, déng thoi khot dong véi tuy chon céng va
volume : docker  run --name  {container_name}  -p
{host_port}:{container_port} -v {/host_path}:{/container_path} -it

{image_name} /bin/bash;
Xem cac thay d6i trén container : docker diff {container name};

Commit céc thay doi trén container va image : docker commit -m

"message" {container_name} {image_name};

Save image thanh file .tar : docker save {image name} >

{/host_path/new_image.tar};

Tao mot image moi tur file .tar : cat musashi.tar | docker import -

{new_image name}:latest;

Xem lich str cac commit trén image : docker history {image name};
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- Khoi phuc lai images td IMAGE ID : docker tag {iamge id}

{image_new_name}:{tag};
- Build mot image tir container : docker build -t {container_name} . ;
Dau . ¢ day am chi Dockerfile dang nam trong thu muc hién tai[7].

3.2 Tao m{t image va push lén hub.docker.com
Budc 1: Thiét 1ap tai khoan ciia docker.
Trudce tién can tao mot tai khoan trén https://hub.docker.com/ dé co thé

luu nhitng image dugc tao trén do.
Sau d6 login vao docker trén terminal bang: docker login.
Budc 2: Tao image
Vi mdi mot project nén tao mot thu muc riéng béng 1énh.
Mkdir dockerst.
Trong thu muc dockerst tao 1 file Dockerfile.
Touch Dockerfile

Truy cap vao dockerfile va nhap ndi dung.

Text Editor 3] 3 ©) 1502 3%

©®® Dockerile (~/dockerst) - gedit To release input, press Ctrl+Alt.

d Open ¥ [

FROM ubuntu:latest
1MAINTAINER long7c4pro
ERUN apt-get update

(c)
B
B
nl
a i
B
B
o]
*

Plain Text ¥  Tab Width: 8 ~ Ln 1, Col 19

Hinh 3-1 Dockerfile
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Trong do:
- FROM ubuntu: latest 1a moi1 truong lam viéc;
~ Maintainer 13 nguoi tién hanh xay dung 1én images;
- RUN apt-get update 14 ndi dung dé customize image ubuntu.
Sau do6 vao terminal chay 1énh

Sudo chmod 755 Dockerfile
Trong do:
- Sudo dé cap quyén chay 1énh
- CHMOD 755 cho cac thu muc c6 nghia la:
7 =4+ 2+ 1: Nguoi sé hitu thu muc c¢6 quyén doc thu muc (read);
chinh stra thu muc (write); liét ké cac thu muc va file bén trong (execute);
5 =4+ 0 + 1: Nhilg nguoi cing nhém chi ¢ quyén doc thu muyc
(read); li¢t k€ cac thu muc va file bén trong (execute);
5 =4+ 0+ 1: Nhitng nguoi con lai chi c6 quyén doc thu muc (read);
li¢t k€ cac thu muc va file bén trong (execute).
Tiép tuc nhap Iénh:

sudo docker build -t="long7c4pro/firstimage" .
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Terminal

Recent
Home

BESRG! @ @ @ long1@long1-virtual-machine: ~
Ry Long1@longl-virtual-machine:~$ cd dockerst
long1@long1l-virtual-machine:~/dockerst$ sudo chmod 755 Dockerfile
PIRIE [ sudo] password for longl:
w longi@longi-virtual-machine:~/dockerst$ sudo docker build long7cdpro/firstim
Music FYCEN
PMmmsanding build context to Docker daemon 2.848kB
Step 1/3 : FROM ubuntu:latest
94e814e2efas
Step 2/3 : MAINTAINER long7cdpro
---> Running in e502ef417d9%e
Removing intermediate container es5ezef417dge
---> 6cee6bfcfe7a
Step 3/3 : RUN apt-get update
- Running in 4d5c372ed1ed
://archive.ubuntu.com/ubuntu bionic InRelease [242 kB]
http://security.ubuntu.com/ubuntu bionic-security InRelease [88.7 kB]
http:/farchive.ubuntu.com/ubuntu bionic-updates InRelease [88.7 kB]
http://security.ubuntu.comfubuntu bionic-security/main amd64 Packages [377

http://archive.ubuntu.com/ubuntu bieonic-backports InRelease [74.6 kB]

http://archive.ubuntu.com/ubuntu bionic/main amd64 Packages [1344 kB
://security.ubuntu.com/ubuntu bionic-security/multiverse amd64 Package
://security.ubuntu.com/ubuntu bionic-security/restricted amd64 Package

Get:9 http://security.ubuntu.com/ubuntu bionic-security/universe amd64 Packages

“Dockerfile” selected (61 bytes)

Hinh 3-2 Build image
Docker build dé xay dung image.

Long7c4pro/firstimage 1a tén cua image.
Cudi cung chay thir image bang cau lénh:

sudo docker run -t -i long7c4pro/firstimage /bin/bash
Budc 3: Push image 1én trén hub.docker.com bang I1énh

sudo docker push long7c4pro/firstimage

Terminal

(> long1@long1-virtual-machine: ~
966 kB]
Ge

5 http://archive.ubuntu.com/ubuntu bionic-updates/multiverse amd64 Packages
[6968 B]
Get: http://archive.ubuntu.com/ubuntu bionic-updates/main amd64 Packages [745
kB]
25;317 http://archive.ubuntu.com/ubuntu bionic-backports/main amd64 Packages [94 B mat cai axt mé
GF3:5§ g;tp://archiue‘uhuntu‘<Dm/uhuntu bionic-backports/universe amdé4 Packages ytﬂa minh
6

=

»
Fetched 15.7 MB in imin 14s (213 kB/s)
Reading package lists...
Removing intermediate container 4d5c3728d16d
---> f14841bo68ce
Successfully built f14e41boésce

QE% Successfully tagged long7c4pro/firstimage:latest
longi@longl-virtual-machine:~/dockerst$ cd
longi@longi-virtual-machine:~$ sudo docker push long7c4pro/firstimage
The push refers to repository [docker.io/long7c4pro/firstimage]
893be4f8ceb5: Pushing 7.359MB/24.81MB
Mounted from long7c4pro/ubuntu-nodejs
E Mounted from long7c4pro/ubuntu-nodejs
0

Mounted from long7c4pro/ubuntu-nodejs
762d8e1a6054: Mounted from long7cd4pro/ubuntu-nodejs

tia minh. Minh

sudo docker run -t -i thanhson1@85/firstimage /bin/bash
Cudi cung, ching ta dua Docker Image cia minh 18n Docker Hub
sudo docker push thanhsonl085/firstimage

Sau khi I&nh hoan tat, ban cé thé ding nhap trang hub.docker.com dé kiém tra lai qua trinh ddy Docker
Image.

‘ Dé tim hiéu sau hon vé Docker, cic ban c6 thé tham gia cong dong Docker Ha Néi tai

Hinh 3-3 Push image
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ME' Containerize an app with | X |B® Install NET CoreSDKon | X @ Docker Hub X + ‘ ‘
O ¢ @ @ hitpsy/hub.docker.com/Tref=login 4 @ 6 i

dockercon1? Join your peers at DockerCon in San Francisco: April 29th - May 2nd. For a limited time: get 10% off with code: DockerlD

*dockerhub Q. search for great content (e.g.. mysql} Explore  Repositories  Organizations  Get Help v longZcdpro (rﬁl\

long7capro - Q, Search by repository name.. Create Repository + (

long7capro / firstimage o KA © PUBLIC e
Updated 3 minutes ago 4
Create an Organization
long7c4pro / longwps ¢ 0 0 © PUBLIC Manage Docker Hub repositories
with your team
long7cdpro / ubuntu-nodejs ] L3 & PUBLIC
Updated 17 days ago
Explore

S el

Tip: Not finding your repository? Try switching namespace via the top left dropdown. ddOCker

b

% € = = T S meae
Hinh 3-4 Image dwgc push 1én hub.docker.com

3.3 Chay m{t image trén docker

C6 2 phuong phap cai dit WordPress trén Docker. Phuong phap dau
tién 13 tha cong, st dung CLI dé chay WordPress. Phuong phap tha 2 13

cleaner, mot phuong phép c6 hé thong hon sir dung Docker Compose.
Chay Wordpress vé1 Docker Compose

Pay 1a phuong phap duoc khuyén dung dé tao WordPress container
hodc bat ky container nao trong Docker. N6 dung cong cu chinh thirc Docker
Compose ctia Docker. Mdi container dugc tao bang Docker Compose sir dung

file config, cho nén rat dé dé port.
Budc 1: Tao 1 thu muc wordpress bang 1énh: mkdir my_wordpress

Budc 2: Vao trong thu muc my wordpress tao 1 file tén docker-

compose.yml
Budc 3: Vao trong thu muc docker-compose.yml va nhap:

version: '3.3'
services:
db:
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image: mysql:5.7

volumes:

- db_data:/var/lib/mysql

restart: always

environment:

MYSQL_ROOT_PASSWORD: somewordpress
MYSQL_DATABASE: wordpress
MYSQL_USER: wordpress
MYSQL_PASSWORD: wordpress

wordpress:
depends_on:
-db
image: wordpress:latest
ports:
- "8000:80"
restart: always
environment:
WORDPRESS DB _HOST: dh:3306
WORDPRESS_DB_USER: wordpress
WORDPRESS _DB_PASSWORD: wordpress
volumes:
db_data:

Budce 4: Vao Command line nhép:

cd my_wordpress/

Budc 5: Nhap 1énh dé compose:

docker-compose up —d
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P

long1@long1-virtual-machine: ~/my_wordpress

longi@longi-virtual-machine:~$ cd my wordpressf
longi@longi-virtual-machine:~/my_wordpress$ docker-compose up -d
Creating network "my_wordpress_default" with the default driver
Creating my_wordpress_db_1 ...

Creating my wordpress wordpress 1 ..
longl@longl-virtual-machine:~/my_wordpress$ ||

Hinh 3-5 Cai dat wordpress
Budc 6: Vao trinh duyét bat ky nhap localhost:8000

Két qua

WordPress » Installation - Mozilla Firefox % w) 0301

wordPress> Installation % [ied

<« c @ @ localhost

CIE R T e o) ke

Afrikaans

anpall

s pieall asspell
AR

Ozl T s
Azarbaycan dili
Benapyckaa MoBa
Bwnrapckn

A

Bl

Bosanski

Catala

Cebuano

Cestina

Cymraeg

Dansk

Deutsch (Sie)

Deutsch (Osterreich)
Deutsch

Deutsch (Schweiz, Du)

Deutsch (Schweiz)

¥Enr

EMnvika
Fnnlich 111K\

Hinh 3-6 Man khéi dong wordpress
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WordPress>» Installation

<« c @ @ localhost:

Welcome

Welcome to the famous five-minute WordPress installation process! Just fill in the information below and you'll
be on your way to using the most extendable and powerful personal publishing platform in the world

Information needed

Please provide the following information. Don’t worry, you can always change these settings later.
Site Title

Username

Usemames can have only alphanumeric characters, spaces, underscores, hyphens, periods, and the @
symbol

Password 1QdAXHGV55658Prsol B Hide
Strong

Importank: You will need this password to log in. lease store itin a secure lacation.

®
B
B
a
i
0

Your Email

Double-check your email address before continuing.

Search Engine ) ) .
Visibility Discourage search engines From indexing this site

It is up tosearch engines to honor this request.

Install WordPress

Hinh 3-7 Man thdng tin ciia trang chuén bi tao
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KET LUAN
Trong khudn kho d6 an em da trinh bay mot sé nhitng khai niém co ban

ve docker, cac hudng trién khai va mot s6 bai thir nghiém da duoc gidi thiéu

Do an tap trung vao viéc tim hiéu va tng dung vé cong nghé 4o hoa
Docker, Tao va push mot image cing voi d6 13 trién khai mot image 13

wordpress va chuong trinh 1am viéc 6n dinh

Két qua dat dugc cua dd an
Do an di dat duge cac két qua nhu sau

- Tim hiéu vé khai niém 40 héa

~ Téng quan duoc vé a0 hda Docker

- Cai dat Docker

- Tao mot image

- Push mot image 1én hub.docker.com

_ Thiét 1ap dugc tng dung web bang docker
Han ché cua d6 an

- Cac dir liéu con gia dinh

_ Mot 86 thong tin c¢6 thé chua chinh xac

~ Chua trién khai ing dung duoc r6 rang hon
Hudng phat trién

- Nghién ctru sau hon vé Docker ap dung cho cac muc dich khéac nhau:

nghién ctru, phat trién Gmg dung, thuong mai, ...
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