BO GIAO DUC VA PAO TAO
TRUONG PAI HQC DAN LAP HAI PHONG

PO VAN DUNG

NGHIEN CUU PE XUAT THUAT TOAN

MA HOA VAN BAN CO PQ BAO MAT CAO TREN
CO SO MAT MA TRUYEN THONG

LUAN VAN THAC SI CONG NGHE THONG TIN
CHUYEN NGANH HE THONG THONG TIN
MA SO: 60 48 01 04

NGUOI HUONG DAN KHOA HOQC:
TS. HO VAN CANH




LOI CAM DOAN
T61 cam doan luan van nay la do ban than tu nghién ctru va thuc hién theo
su huéng dan khoa hoc cia TS. Hé Vin Canh
T6i hoan toan chiju trach nhiém vé tinh phap 1y qua trinh nghién ctru khoa
hoc cua luan van nay.
Hai Phong, ngay thang 10 nam 2017

Nguoi Cam doan.

P6 Vin Diing



LOI CAM ON

Trudc tién t61 bay to 1oi cam on chan thanh dén cac Thay, c6 gido da giang
day, huong dan va giup d& toi trong thoi gian hoc tap va nghién ctru hoan thanh
luén van nay.

Xin duoc bay to 1ong biét on sau sic t6i Thay gido TS Hé Vin Canh di
tan tinh hudng dan, giup d& va dong gop cho ti nhidu ¥ kién quy bau dé hoan
thanh ludn van nay.

Xin chan thanh cam on cac Thay, CO gido Truong Pai Hoc Dan Lap Hai
Phong , dat biét 1a cac thay co trong khoa CNTT di giang day, gitp d& va tao
diéu kién thuan loi cho t6i trong thoi gian hoc tap tai Trudng.

Cudi cung, xin chan thanh cam on gia dinh va ban bé da dong vién, quan

tam, gitp d6 t61 hoan thanh khoa hoc va luan van.



MUC LUC

MO DAU .o 5
CHUONG 1: TONG QUAN VE CACHE MAT MA .....cccoovvviieeeiee. 8
1.1. Tong quan vé [y thuyét MAT MA. .......cooveiereeeeeeeee e 8
1.1.1. M@t S0 KNAT NIGHL €O BAN. ... 8
1.1.2. Co 56 104N NPC ClA Y tNUYBL SO. ...t 10
1.2. MAt MA trUYEN thONG . ... 18
1.2.1. M& chuyén dich (Shift CIPREr).......c..oveeieeeeeeeee e, 18
1.2.2. Ma thay thé (SUbSItUtion CIPREr). .........ccovveveeeeeeeeeeeeee e 20
1.2.3. M APPNIN. ..o 21
A AV b Y o =T 1T - SR 22
1.2.5. ME HIIL oo 23
1.2.6. Ma hoan vj ( chuyén Vi - Transposition ).........ccceeevveeseeeseseessenen. 24
1.3. Tham ma d6i VGi MA VIGENETE .....ceveeeeeeeeeeeeeee e 26
1.4. Mat ma Khoa cONg KNal. .........cccccoviiieiieiec e 31
1.4.1. H¢ mat ma& cong Khai RSA.........cccoiiie e 31
1.4.2. H¢ mdt ma khoé cong khai Rabin. ..........cccccooeiiiiiiiinieeee, 32
1.4.3. H¢ mdt ma khoé cong khai EIGamal.............ccccooovviiiniiiiniien, 34
CHUONG 2: MOT SO PHUONG PHAP TAN CONG HE MA TRUYEN
THONG ......coviieeece ettt 38
2.1. Cac budc co ban dé tién hanh thAmM Ma..........o.ooooeeeeeeeeeeeeeeeeees 38
2.2. Ma thay thé don va phwong phap tham ma. ...........c..cccooceevevinnnnee, 44
221 MALNAY tNE @O ........oooveeveeeieeeeeeseeee e 44
2.2.2. Phuwong phap tham mai.....................c..ccooeoiiiniiniiiiiiie e 45
2.3. Luat ma CAESAR va phwong phap tham....................cccooinnn, 52



2.3.1. KNAT QUAL. vvvvvvoeeeeveeeeeeeseeeseeseeseesseesesseesseesessssseesessseseesessseseesessseess 52

2.3.2. Phuwong phap tham ma ... o4
CHUONG 3: PE XUAT THUAT TOAN CAI TIEN NHAM NANG CAO
PO AN TOAN CHO HE MAT MA TRUYEN THONG .......cccccevvnen. 59
3.1. Mucdich Yy n@hTa ... 59
3.2. D@ XUAL tNUAL TOAN. .....cvoeeeeeeeeeeeee et 59
3.3. Panh gia @9 an toan cia hé mat ma dwoe dé XUAL............co.coevenee, 63
3.4. Cai @At KIEM thill........oooveovevceceeeeeeee e 63
3.4.1 Gidi thieu thUGL TOAN ........ceoveeeieeeeeeeeee et 63
3.4.2 Gidi thigu tHUGL TOAN ...t 65
KKET LUAN oottt ettt ettt ettt en et en e neenn 82
TAILIEU THAM KHAO......c.oiiiieeeeseeeeeeeeeees e 82



MO DAU

Ngay nay trong moi hoat dong cua con nguoi thong tin dong mot vai tro
quan trong khong thé thiéu. Xa hoi cang phat trién nhu cau trao d6i thong tin
giita cac thanh phan trong xa hoi ngay cang 16n. Mang may tinh ra doi ¢3 mang
lai cho con ngudi rat nhiéu loi ich trong viéce trao ddi va xir Iy thong tin mot
cach nhanh chong va chinh x4c. Chinh tir nhiing thuan lgi nay da dat ra cho
ching ta mgt cau hoi, licu thong tin di thr noi gui dén noi nhan c6 dam bao
tuyét ddi an toan, ai c6 thé dam bao thong tin cua ta khong bi truy cap bét hop
phap. Théng tin duogc luu giir, truyén dan, cung st dung trén mang ludi thong
tin cong cong co thé bi nghe trom, chiém doat, xuyén tac hodc pha huy dan dén
su ton that khong thé luong duogce. Pac biét la doi véi nhiing s6 liéu cua hé théng
ngan hang, hé théng thuong mai, co quan quan 1y cta chinh phil hodc thudc
linh vuc quan su duoc luu giit va truyén dan trén mang.

Céc k¥ thuat dam bao an toan thong tin cho thong tin lién lac s6 duoc
chia thanh 2 loai. P6 12 mat ma (Cryptography), gidu tin mat (Steganography)
va thuy phan s6 (Watermarking). Mbi loai c¢6 nhiing tng dung va muc tiéu khac
nhau nhung dé dam bao an toan cho viéc truyén tin mat trén kénh khong an
toan.

Cac k¥ thuat Cryptography va Steganography néi chung dugc dung dé
truyén nhitng théng tin nhay cam giira hai hay nhiéu thuc thé trong cting mot
nhom v61 nhau. Tuy nhién gitta chung c6 nhitng sy khac nhau.

Cryptography st dung nhitng phép bién d6i toan hoc dé ma héa ban
thong diép, bién mdi théng diép doc dugc co nghia thanh mot diy gia ngau
nhién, ma ngudi ta goi 1a ban ma, dé truyén trén mang cong cong dén ngudi
nhan c6 chu dich. B6 1a khi hai nguoi thi du nhu la nguoi A va B lién lac véi
nhau thi mac du ngudi C khong doc dugce ndi dung thong tin nhung nguoi C ro

rang la bi€t gitra hai nguoi A va B c6 y o ‘den t61° nao do.



Nguoc lai, voi Steganography thi nguoi C khong thé biét giita hai nguoi
A va B dang ¢6 su lién lac truyén thong tin mat cho nhau. Pé dam bao duoc
diéu nay, hai nguoi A va B sir dung mot vat trung gian sd & day 1a da phuong
tién s6 (Multimedia) cu thé nhu: audio, video, hodc images...

Con thay van sd (Watermarking) vé nguyén ly tuong tu nhu
Steganography nhung cé khac nhau vé muc dich tng dung. Muc tiéu cia
Watermarking la nhitng thong tin dugc nhing trong anh phai dam bao sao cho
Watermarking khong thé bi dich chuyén ma khong phép hity chinh anh mang
tin d6. Watermarking thuong dugc irmg dung trong cac linh vuc nhu bao vé ban
quyén.

Pé dam bao duge mic dd an toan cao, trudc khi giéu tin vao cac
Multimedia, nguoi ta ¢ ma hoa dit liéu can gidu d6 bang cac thuat toan ma hoa
truyén théng. Do tdm quan trong nhu vy nén em da chon dé tai "Nghién ctru
dé xuat thuat toan ma héa vin ban co d6 bao mat cao trén co s& mat ma truyén
théng".

Noi dung cta luan vin gdm ba chuong va phan két luan.
Chwong 1: Tong quan vé cac hé mit ma.
> Chuong nay gi6i thiéu mot so thong tin tong quan vé cac hé mat ma,
trinh bay cac 1y thuyét mat ma, mat mi truyén théng, mat ma khoa cong
khai.
Chuong 2: Mot s6 phwong phap tan cong hé mat mi truyén thong.
> Chuong nay gidi thiéu mot sé phuwong phap tdn cong hé mat ma truyén
théng. Trén co s& d6, hoc vién dua ra mot s nhuoc diém cta hé mat ma
truyén thong.
Chuong 3: Dé xuit thuit toan nhim ning cao d an toan cho hé mat mi

truyén théng.



> Chuong nay s& dua trén co so di nghién ctru & chuong 2 dé dua ra thuét
toan nang cao do an toan. So sanh thuat toan cii va méi dé théy duoc do
an toan bao mat clia van ban da dugc ma hoa? Pé xuit thuat toan, xay
dung thuat toan, cai dat thuat todn va thu nghiém. Panh gié két qua,

huéng nghién ctru tiép va két luan.



CHUONG 1: TONG QUAN VE CAC HE MAT MA

1.1. Téng quan vé ly thuyét mat ma.
1.1.1. Mgt sé khai niém co ban.
a, Cic mé hinh mi héa cé chung mét so thudt ngi nhw sau:
e  Ban rd: La noi dung cua thong diép can gui di va can duoc bao vé an
toan. N6 c6 thé 1a xau céc bit, cac file vin ban, cac file ¢d ciu trdc.
. M4 hoa: La qua trinh bién di ban rd thanh nhiing ddy ky tu khong doc
duoc c6 nghia trude khi giri dén ngudi nhan dich thuyc..
o Ban ma: La két qua thu duoc khi ma hoa ban rd theo mot thuat toan ma
hoa nao do.
e  Giai mi: L& qua trinh xu Iy nguoc, tién hanh giai ma ban ma dé thu lai
ban r6. Vi du: M hoa van ban ¢6 ndi dung 1a “ABC” véi luat ma 1a tinh tién
vong 1 don vi d6i voi ma ASCII cua mdi ki tu.
Vay ta co:
Ban ro: “ABC”
Ma hoéa: Thuc hién ma hoa theo luat ma.

Bién ddi cac ki tu thanh cac s6 theo md ASCII cua ki tu do.

Ao 65 B <66, C o 67

Thu duoc cac md méi sau khi tinh tién 1a: 66 — 67 — 68 Bién ddi cac ma
moi thanh ki tuy.

Ban ma: “BCD”.
Giai ma: Thu duogc ban 1o 1a “ABC”.
b, Hé mdt ma.
Hé mat ma la mot bo gém 5 thanh phﬁn (P, C, K, E, D),trong do,

P (Plaintext): 1a tap hop hitu han cac ban rd.

C (Ciphertext): 1a mdt tap hiru han cac ban ma.

K (Key): 1a mot tap hiru han cac khoa co thé.



E (Encrytion): 1a tdp cac ham lap ma.

D (Decrytion): 1a tap cadc ham gidi ma.

Chung ta da biét mot thong bao thuong duoc xem 14 ban rd. Ngudi gui
s€ ¢6 nhiém vu ma hoa ban ro do bﬁng mot thuét toan ma hoa nao d6 dé cho ra
két qua duoc goi 12 ban ma. Va ban ma nay s& duoc giri di trén dudng truyén
khong an toan t6i ngudi nhan. Nguoi nhan giai ma ban ma dé tim hiéu ndi dung
cua ban 0.

Vi mdi ke K, co6 mot ham 1ap ma exe E, ex: P>C , va mot ham giai ma
di €D, di: C>P sao cho: dx (ex(X)) =%, vxeP

¢, Nhitng tinh ndng cuia hé mdt mad.

e  Cung cap mot mic cao vé tinh bao mat, toan ven, chéng chéi bo va xac
thuec.

o Tinh bao mat: Bao dam bi mat cho noi dung théng bao va di liéu bang
nho céc ky thuat mé hoa.

e  Tinhtoan ven: Bao dam véi cac bén rang ban tin khong bi thay doi trén
duong truyen tin.

e Chdng chdi bo: C6 thé xac nhan rang tai liéu da dén tir ai d6, ngay ca khi
ho ¢6 gang tir chdi no.

. Tinh xéc thuc: Cung cap hai dich vu:

> Nhan dang ngudn goc cua mot théng bao, dam bao ring né 1a dung su
thuec.

> Kiém tra dinh danh cua ngudi dang dang nhap hé théng, tiép tuc kiém
tra dic diém cta ho trong trudng hop ai d6 c¢b gang két ndi va gia danh 1a nguoi

su dung hop phap.



1.1.2. Co sé toan hoc caa Iy thuyét sé.

a, Tinh chia hét ciia cdc s6 nguyén, thudt todn Euclide [3].

Ta ky hiéu Z 1a tap hop cac sb nguyén, Z = {.....,-2,-1,0,1,2,....}, va Z* 1a tap
hop cac s6 nguyén khong am, Z*= {0,1,2,.....}.

- Tinh chia hét cua s nguyén

Tap hop Z 1a dong kin dbi voi cac phép cong, trir va nhan, nhung khong
dong kin d6i voi phép chia: chia mot sé nguyén cho mot sé nguyén khong phai
bao gio ciing duge két qua 1a mot sd nguyén. Vi vy, truong hop chia hét, tic
khi chia s6 nguyén a cho sd nguyén b dugc thwong 13 mét sé nguyén g, a = b.
g, c6 mdt ¥ nghia dic biét. Khi do, ta néi a chia hét cho b, b chia hét boi a, a 1a
boi sd ctia b, b 1a wéc sd cua a, va ky hidu la b la. D& thdy ngay rang s6 1 1a
ude sb cua moi sd nguyén bat ky, s6 0 12 boi sd ctia moi sb nguyén bat ky, moi
s6 nguyén a 1a udc s6, dong thoi 13 boi sd, cta chinh no.

Cho hai s6 nguyén bat ky a va b, b > 1. Thuc hién phép chia a cho b ta
s& duoc hai s6 ¢ va r sao cho

a=b.g+r, 0<r<b.

Sb q duoc goi 1a s6 thuong cua phép chia a cho b, ky hiéu a div b, va sb
r duoc goi 1a sd du ctia phép chia a cho b, ky hiéu a mod b.

Thidu: 25div7=3va25mod7=4,-25div7 =-4va-25mod 7 = 3.

Mot sb nguyén d dugc goi 13 udc s chung cua hai sé nguyén a va b néu
d|avad |b. Sé nguyén d duoc goi 1a ude sé chung 16n nhit cia a va b néu
d >0, d 1a udc sd chung ctia a va b, va moi ude sd chung ctiaavab déu la bé
hon hay bang d. Ta ky hiéu u6c sé chung 16n nhat ciia a va b 1a ged(a, b). Thi
du ged(12, 18) = 6, gcd(-18, 27) = 3.

D@ thay rang véi moi s nguyén duong a ta c6 ged(a, 0) = a, ta cling s&
qui u6c xem rang ged(0, 0) = 0.

Dinh Iy 1.1.2: Néub+#0vab|a thi gcd(a, b) =b.
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Néua=b.q+rthi ged(a, b) = ged(Db, r).
Mot sb nguyén m duogc goi 13 boi s6 chung cia avabnéu a 'm vab|m.
Sé m duoc goi la boi ) chung nho nhét cia avab , va duoc ky hi¢u la lem(a ,
b), néu m 1a bdi sé chung cta a va b va moi bdi sé chung cta a va b déu 16n
hon hodc bang m . Thi du lem(14,21) = 42.
Véi hai s6 nguyén duong a va b bat ky ta co quan hé
Icm(a, b) . gcd(a, b) =a.b.
Tu dinh 1y 1.1.2 ta suy ra thuat todn sau day thuc hién viéc tim udc )
chung 16n nhét cua hai sb nguyén bat ky:
Thuit toan Euclide tim wéc s6 chung 16n nhat:
INPUT: hai s6 nguyén khong amava b, véi a >b.
OUTPUT: udc sd chung 16n nhat ciia a va b.
1. Trong khi con b > 0, thuc hién:
l.l.datr<amodb, a<b,be«r.
2. Cho ra két qua (a).
Thi dy: Dung thuat toan Euclide tim gcd(18, 12), ta 1an luot duoc céc gia

tri gan cho céc bién a, b va r nhu sau:

a b r
18=112+6 18 12
12=26+0 12 6 6

6 0 0

Thuat toan Euclide mé rong: Thuat toan Euclide m¢d rong. Thuat toan nay
nham xac dinh 3 sé nguyén x, y, d sao cho: mx + ny = d , trong d6 m, n |4 hai
s6 nguyén cho trude véi gia thiét m > n. Noi dung thuét toan nhu sau: Cho 3

véc - to (al, a2, ad), (b1, b2, b3), (c1, c2, c3); Cac budc tién hanh nhu sau:
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Budcl. (al, a2, a3) < (1,0, m), (b1, b2, b3) — (0, 1, n);

Budc 2. Néu b3=0 thi thuat toan dimg va (al, a2, a3) la dap sd;

Budce 3. bat g = [a3/ b3]; va (c1, ¢2, c3) < (al, a2, a3) -q(b1, b2, b3); (a1,
a2, a3 ) « (bl, b2, b3); (b1, b2, b3) «—(c1, c2, c3) va di dén budc 2. Trong d6
[X] 12 phan nguyén cia s6 X, nghia 14 [X] 14 s6 nguyén 16n nhat nhung khong
vuot qua X.

Thi dy: Dung thuat toan Euclide mo rong cho cac sd a= 4864 va b= 3458, ta
1an luot duogc cac gid tri sau day cho cacbiéna, b, g, r, X, Y, X1, X2, V1, Y2 (Sau

mdi chu trinh thuc hién hai 1énh 3.1 va 3.2):

a b q r X y X1 X2 Y1 Y2
4864 | 3458 0 1 1 0
3458 | 1406 1 | 1406 1 -1 1 0 -1 1
1406 | 646 2 | 646 -2 3 -2 1 3 -1

646 | 114 2 | 114 5 -7 5 -2 -7 3
114 76 5 76 -27 38 -27 5 38 -7
76 38 1 38 32 -45 32 -27 | -45 38
38 0 2 0 -91 | 128 -91 32 | 128 -45

Ta dé thur lai ré“mg sau mdi 1an thuc hién chu trinh gém hai 1énh 3.1 va
3.2, cacgiatriX, Y, r thu dugc luén thod man 4864-x+ 3458-y =r, va do do khi
két thiic cac vong lap (ng véi gia tri b= 0), thuc hién tiép 1énh 4 ta duoc két
qua d = 38, x = 32 va y= -45, cip s0 (32, -45) thoa: 4864-32 + 3458-(-45) = 38.
b, 6 nguyén té va nguyén té cing nhau.
S6 nguyén t6 1a s6 nguyén duong chi chia hét cho 1 va chinh né.
Thidu:2,3,5,7,11,17, ...

Hé mat ma thuong st dung cac sd nguyén t6 it nhat 1a 1én hon 10,

12



Hai s6 m va n dugc goi 1a nguyén t6 ciing nhau, néu uéc sé chung 16n nhit cua
chung bang Ky hiéu: ged (m, n) = 1.

Thi du: 9 va 14 13 hai s6 nguyén t6 cling nhau.

¢, Pong dw thire.

- Cho a va b 1a cac s6 nguyén n 1a sé nguyén duong. Khi d6 a duoc goi 1a dong
du vé6i b theo modulo n, ky hiéu 13 a = b (mod n), néu a, b chia cho n cé cling
s6 du. n dugc goi 1a modulo cta dong du.

Ki hiéu: a = b (mod n)

Thi du: 11 = 5 (mod 3) vi 11 va 5 khi chia cho 3 déu du s6 du 1a 2.

- Tinh chét dong du

Cho a, a1, b, by, C€Z. Ta ¢6 céc tinh chat sau:

a = b mod n néu va chi néu a va b c¢6 cung s6 du khi chia cho n

Tinh phan xa: a = amod n

Tinh d6i xtng: Néu a = b mod n thi b= a mod n

Tinh giao hoan: Néu a = bmod nva b= c mod nthia = ¢ modn

Néua =a;modnb=b modnthia+b = (a,+b;))modnvaa-b=
(a1*b1) mod n
o Lop tuong duong:

Lép twong duong cua sd nguyén a 1a tip hop cac s6 nguyén dong du véi
a theo modulo n.

Chon>1cédinh, vaa, b 13 hai s6 nguyén cho trudc. Néu a - b chia hét
cho n, thi ta ky hiéu a = b mod n. Vi vay mdi s6 nguyén a la dong du theo
modulo n vé&i duy nhat mot s6 nguyén trong khoang tir 0 dén n — 1 va duoc goi
1a thing du nho nhat cua a theo modulo n. Ciing vi vdy, a va b cung thudc
mot 16p twong duong. Do d6 b ¢o thé don gian dugc sir dung dé thé hién 16p
tuong duong theo modulo (n).

d, Khdng gian Z, va Zn*.
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o Khong gian Z, (cac s6 nguyén theo modulo n)

Khéng gian cac sd nguyén theo modulo n: Z, 12 tdp hop cde sb nguyén
khéng 4m nhé hon n. T 14 Z,={0, 1, 2, ... n — 1}. T4t ca cac phép toan trong
Z, déu duge thuc hién theo modulo n.

Thi du: Z1={0,1,2,3,.., 9}

Trong Zip:6+7=3,b6ivi6+7=13 = 3 (mod 10).

‘ Khong gian Z,"

La tap hop céac s6 nguyén p€ Z,, nguyén td cung n.

Tac la: Z," = { p€ Z, | gcd(n, p) = 1}, o(n) 1a sb phan ti caa Z,"

Néu n 1a mot s6 nguyén t6 thi: Z,” = {p€Z,|1 <p<n-1}

Thi du: Z, = {0, 1} thi Z," = {1} viged(1, 2) = 1.

e, Phén tir nghich ddo.

o Dinh nghia: Cho a€ Z,. Nghich dao caaa theo modulon la sé nguyén
X € Z, sao cho a-x= 1(mod n). Néu x ton tai thi d6 1a gia tri duy nhat x€ Z,,, va
a duoc goi 1a kha nghich. Nghich dao cua a ky hiéu 1a a™* ( d6i véi phép toén
nhan)

e  Tinh chat;

Cho a, b€ Z,. Phép chia a cho b theo modulo n 1a tich cta a va b theo
modulo n, va chi dugc xac dinh khi b ¢6 nghich dao theo modulo n.

Cho a€ Z,, a la kha nghich khi va chi khi gcd(a, n) = 1.

Gia st d = gcd(a, n). Phuong trinh dong du a-x = b mod n ¢6 nghiém X néu va
chi néu d chia hét cho b, trong trudng hop cac nghiém d nam trong khoang 0
dén n — 1 thi cac nghiém déng du theo modulo n/d.

Thi du: 41 =7 (mod 9) vi 4.7 = 1 (mod 9)

g, Ham ¢ - Euler.

14



e  Pinh nghia: Chon > 1. ¢(n) dugc dinh nghia 1a sb tat ca cac s6 nguyén
trong khoang tir [1; n] nguyén té cting nhau véi n vaduoc goi 1a ham phi Euler.
e  Tinhchat:

> Néu p la sd nguyén té thi o(n)=p-1.

» Ham phi Euler Ia ham c6 tinh nhan:
Néu (m, n) = 1 thi o(m-n) = g(m) e(n).

> Néun = pelp2...p trong @6, pi€ 1a cac thira sé nguyén td caa n

voie >1,thi:

ooz o

h, D) phirc tap tinh todan.

. Thuat toan : Mot hé thdng chat ché va rd rang céc chi thi nhim xac dinh
mot day thao tac trén dir liéu dau vao sao cho: Bat ké dit liéu vao (input) nhu
thé nao, sau mot sb hitu han budc thuc hién cac thao tac di chi ra, ta thu duoc
mot két qua (output) mong mudn.

o Pic trung cua thuat toan: Tinh don gian, tinh ding, tinh dang dan, tinh
pho dung, tinh kha thi.

. Cac thuc md ta thuat toan: Ngén ngit tu nhién, so d6 khéi, ma gia

o Thuat toan tat dinh (deterministic): Véi hai bo dit liéu vao gidng nhau,
thuat toan tat dinh sé& thi hanh cac ma Iénh gidng nhau va cho két qua giéng
nhau.

o Thuat toan ngau nhién (randomized): Véi hai bo dit liéu vao giéng nhau,
thuat toan ngau nhién co thé thuc hién theo nhitng ma Iénh khac nhau va cho
két qua khac nhau.

e Thuat todn va giai thuat khdng cé su phan biét trong thuat ngir tiéng Anh
(Algorithm). Nhung chung ta c¢6 thé hiéu nhu sau:

> Thuat toan: Cach thiic giai quyét bai toan (thuan tay trén mo hinh toan hoc)
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> Giai thuét: Thuét toan va cch thirc cai dit trén mot ciu tric dit liéu cu thé
Thi du: Thuat toan tim kiém nhi phan c6 thé cai dat dé dang trén mang
nhung khong cai dat dugc trong danh sach ndi don.
. Panh gia thuat toan (giai thuat) twong duong vai danh gia moé hinh cai
dat thuat toan d6 trén mot cau trdc dit licu cu thé.
e  Danh gia giai thuat: La viéc tim cach danh gia, udc luong ngudn tai
nguyén can phai c6 khi thuc hién chuong trinh cai dat giai thuat do.
Tai nguyén: thoi gian, bo nhé, s6 lwong bo vi xur 1y, tbe d6 duong truyén

mang...

DPanh gia chwong trinh Panh gia giai thuat

Thuc hién sau khi cai dat chuong | Thyc hién trude khi viét chuong trinh

trinh trén mét may cu thé

Thir chay vé1 mot vai bg dit li¢u cu Nhiam xéac dinh tinh kha thi cta giai
thé, do thoi gian thuc hién, lugng b | thuat, chon thuat toan tdt nhat dé cai
nhd chiém dung trong truong hop cu | dat

thé

e CoOnhiéu chi tiéu dé danh gia giai thuat nhung pho bién nhat 1a danh gia
thoi gian thuc hién gidi thudt.
o Phén tich thoi gian thuc hién giai thuat :

» Dt liéu cang I6n — thoi gian str ly cang cham.

» Dt liéu kich thudc n — thoi gian thuc hién T(n) 1a mot ham xac dinh
duong.

» Thuc hién trén mo hinh may tinh triru tugng.

> Doc 1ap véi phan cang cu thé.
Do phuc tap tinh toan:

) Thoi gian thuc hién mot thuat toan phu thudc vao ¢o (size) cua di liéu vao:
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Thi du:- Tim mot dbi twong c6 trong danh sach N phan ttr hay khong ?

- Sap xép mot day s6 gom N sb.

- Bai to4n nguoi ban hang can tham N dia diém.
. Trong céc dir liéu vao cung mét cd (N), thoi gian chay cua thuat toan
cling thay doi:
Thi du: Tim xem mot d6i tuong co trong danh sach N phan tir hay khong ?

- B6i twong nam & dau danh sach.

- P6i tugng nam & gitra danh sach.

- B6i twong nam & cudi danh sach.
o Biéu dién thoi gian chay bai ki higu O

Dinh nghia : Gia st f(n) va g(n) 1a cac ham thuc khéng am cta ddi sd
nguyén khoéng &m n. Ta noi ‘f(n) 1a O(g(n)’) va viét 1a : f(n) = O(g(n)) néu ton

tai cac hang sé duong ¢ va ny sao cho f(n) < ¢'g(n) véi moi n > no.

T
J
|
|
I
1

Thi du: Gia st f(n) =5n*+2n?+13n+6,tacod :
f(n) =5n+ 2n? + 13n + 6 < 5n® + 2n® + 13n% + 6n° = 26n°
f(n) = O(n®)

Tong quat, néu f(n) 1a mot da thirc bac k cua n:

f(n) = axn® + a-1n®t + ... + ain + aethif(n) = O(n¥)

Bang ki hi¢u thoi gian chay:
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Ki hi¢u O 16n | Tén goi

0(1) hang
O(logn) logarit

O(n) tuyén tinh
O(nlogn) nlogn
0o(n?) binh phuong
o(nd) 1ap phuong
O(2m mil

o Thoi gian chay cua cac Iénh
> Lénh géan
X = <biéu thirc>
Thoi gian chay ciia 1énh gan bang thoi gian thuc hién biéu thuc.
> Lénh lua chon
if(diéu kien) > To(n)
Iénh 1->T1(n)
else
Iénh 2 2 T,(n)
Thoi gian : To(n) + max(T1(n) + T2(n))
> Lénh lap : for, while, do — while
Thidu: Zf(n)(To (n) + T;(n)) vai X(n) sé vong lap.
To(n) Diéu kién lap.
T;(n) Thoi gian thyc hién vong lap thir i
1.2. Mat ma truyén théng.
1.2.1. Ma chuyén dich (shift cipher).
Céc hé mat ma dung phép chuyén dich néi trong muc nay ciing nhu nhiéu

hé mat ma tiép sau déu c6 bang ky tu ban rd va bang ky tu ban ma 1a bang ky
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tu ciia ngdn ngit viét thong thuong. Vi bang ky tu tiéng Viét c6 dung nhiéu diu
phu 1am cho cach xac dinh ky tu kho thong nhat, nén trong tai liéu nay ta s& lay
bang ky tu tiéng Anh dé minh hoa, bang ky tu ndy gdm c6 26 ky tu, duoc danh sd
tir 0 dén 25 nhur trinh bay & tiét 1.2.1, ta c6 thé dong nhét nd véi tip Zss. Nhur vay,
so dd cac hé mat ma chuyén dich duoc dinh nghia nhu sau:
S=(P,C,K,E,D),

trong 36 P = C = K =Zy, cac anh xa E va D dugc cho boi:

voi moi K, X, Y € Zy:

E(K, X) = x + K mod 26,

D(K,y) =y - Kmod 26.

Cac hé mat ma dugc xac dinh nhu vay la ding dén, vi voi moi K, X, Y Z2
ta déu co:

dk(ex(x)) = (x +K) - Kmod 26 = x.

Cac hé mat ma chuyén dich da duoc st dung tu rit som, theo truyén
thuyét, hé ma d6 v6i K = 3 da dugc dung boi J. Caesar tir thoi dé qudc La ma,
va dugc goi la hé ma Caesar.

Thi du: Cho ban r& hengapnhauvaochieuthubay, chuyén day ky tu do
thanh diy s twong tng ta dugc:

X =7413601513702021014278420197 2010 24.
Néu dung thuat toan 1ap mat ma véi khoa K = 13, ta dugc ban ma la:
y=201701913202013781311520211776207141311.
chuyén duéi dang ky tur thong thuong ta duoc ban mat ma 1a:
uratncaunhinbpuv rhguhonl.

pPé gidi ban mat ma do, ta chi can chuyén no lai dudi dang ) (dé duoc

day ), rdi thuc hién thuat toan giai mi, tic trir timg s6 hang véi 13 (theo

modulo 26), duoc lai diy X, chuyén thanh day ky tu 1a duoc ban rd ban dau.
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Cac hé mat ma chuyén dich tuy dé st dung, nhung viéc thdm ma ciing
kha dé dang, s6 cac khoa c6 thé co 1a 26; nhan duge mot ban ma, nguodi tham
ma chi can thu dung lan luot t6i da 1a 26 khoa d6 dé giai ma, it sé phat hién ra
dugc khoé da dung va ca ban ro!

1.2.2. M4 thay thé (substitution cipher).
So d6 cac hé mat ma thay thé duoc dinh nghia nhu sau:
S=(P,C,K,E,D),
trong d6, P = C = Zy , K 1a tip hop tit ca cac phép hoan vi trén Zys. C4c anh
xa E va D duogc cho boi:
eq(x) = m(x)
d. ) = 7' (y)
Vi moi XeP, ye C, m €K 1a mot phép hoan vi trén Zy .

Ta thudng dong nhit Zy voi bang ky tu tiéng Anh, do d6 phép hoan vi
trén Zus ciing duoc hiéu 1a mot phép hoan vi trén tap hop cac ky tu tiéng Anh,

thi du mét phép hoan vi dugc cho bdi bang:

a|lbjc|d|e|f|g|h|i|j|k|[l | m|{njo|lp|qg]|T

XxX|/nlylalh|{plo|g|lz|glw|b|t|s|f |l ]|r]|c

s|{tlulv|iw|x|y|z

vimjulje|k|j|d]|i

V61 hé mat ma thay thé c6 khoa z, ban rd
X = hengapnhauvaochieuthubay
s& duoc chuyén thanh ban mat ma
y = ghsoxlsgxuexfygzhumgunxd.
So dd hé mat ma c6 s6 khoa co thé bing sb cac phép hoan vi trén tip Zas,

tie 14 26! khod c6 thé 6. Do 1a mot s rat 16n (26! > 4.10%). Do d6, viéc duyét
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1an luot tit ca cac khoa co thé dé tham ma 1a khong thuc té, ngay ca ding may
tinh. Tuy vay, c6 nhitng phuong phép tham ma khac hi¢u qua hon, lam cho cac
hé mat ma thay thé khong thé dugc xem 14 an toan. Thuét toan giai ma voi khoa
cho truéc s& bién y thanh ban rd x.
1.2.3. Ma apphin.
So d6 cac hé mat ma apphin duoc dinh nghia nhu sau: Hé mat ma apphin 1a
mot bo 5 thanh phan: (P, C,K,E, D),
trong 360, P =C = Zyp, K={(a,b) ZxX Zzs|gcd(a, 26) = 1}, cac anh xa E va
D duoc cho boi:
ex(X) = ax + bmod 26,
dk(Y ) =a(y - b)mod 26,

véimoi X € P,y €C, k=(a, b) eK.
Diéu kién ged(a, 26) = 1 dé bao dam c6 phan tir nghich dao a’mod 26 cua a,
lam cho thuét todn giai ma dx ludn thuc hién duge. Co tat ca ¢(26) = 12 sd a
€Z6 nguyén tb véi 26, d6 1a cac so:

1,3,5,7,9 11, 15,17, 19, 21, 23, 25,
va céac s6 nghich dao theo mod 26 twong tng ctia ching la

1,9,21,15,3,19,7, 23,11, 5,17, 25.
Thi du véi ban 5 " hengapnhauvaochieuthubay", c6 day sb tuong tng 1a:

X =74136015137020210142784201972010 24.
Néu dung hé méat ma apphin v6i khoa k=(5, 6) ta s& dugc ban mat ma
y =150191063191562762416152002 23152116 22,
chuyén sang dong ky tu tiéng La tinh, ta dugc ban mat ma dudi dang
patkgdtpgchgyqpuacxpclgw.
Vi ¢6 12 s6 thudc Zos nguyén tb vai 26, nén sé cac khod co thé co (do do,

s6 cac hé mat ma apphin) 12 bang 12x26 = 312, mot con sd khong 16n 1am néu
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ta st dung may tinh dé thyc hién viéc tham ma béng cach duyét lan luot tit ca
cac khod c6 thé. Nhu vay, ma apphin ciing khong con duoc xem 14 mé an toan!
1.2.4. Ma Vigenere.

So d6 mat ma nay ldy tén cua Blaise de Vigenere, séng vao thé ki 16.
Khac véi cac hé mat ma da duoc trinh bay ¢ trén, Hé mat ma Vigenere khong
thuc hién trén ting ky tu mot, ma dugc thuc hién trén tmg b m ky tu (m la
s6 nguyén duong).

So dd cac hé mat mi Vigenere duoc dinh nghia nhu sau: mat ma
Vigenere 1a mot bd 5 thanh phan: (P, C, K, E, D),
trong d6, P = C = K = Z7%, cac anh xa E va D dugc cho bdi:
ek(X1,ey Xm ) = (X1 + Kiyeeory Xmt+ K ) mod 26. Ham giai ma dugc cho béi:

dc(Y1yeees Ym ) = (Y1-Ka,..., Ym-Km ) mod 26

voi moi X = (Xg,..., Xm ) € P,y =(y1,..., Ym ) €C, k= (Ky,...,.km) € K. v6im > 1

So d6 ma Vigenere c¢o thé duoc xem 13 mé rong cua so dd ma chuyén
dich, néu ma chuyén dich thuc hién viéc chuyén dich ting ky tu mot thi ma
Vigenere thyc hién dong thoi timng bé m > 1 ky tu lién tiép. Thi du lday m = 6 va
k=(2, 8, 15,7, 4, 17). Dé ma ma hoa ban rd:

hengapnhauvaochieuthubay,

ta cling chuyén né thanh day sb va tach thanh timg doan 6 s6 lién tiép:

Xx=74136015|137020210|14278420|1972010 24.
(néu do dai cta x khong phai 13 boi sb cua 6, ta c6 thé qui udc thém vao doan
cudi cia X mot sd phan tir ndo d6, chang han 1a cac s 0, dé bao gid ciing c6 thé
xem 1a x nhém duoc thanh cac doan c6 6 sb lién tiép). Cong theo mod 26 cac
s6 trong timg doan d6 véi cac sb twong tng trong khoa K ta s& duoc ban mat
ma:

y =91221346(|15151512517|16102215811|211598415

chuyén sang day ky tu ta dugc ban ma 13
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jmcnegpppbzrgkwpilvpjiep.
Tt ban ma do, dung thuat todn giai ma twong ung ta lai thu dugc ban rd ban
dau.

Tap K co tat cala 26™ phan tir, do d6 véi mdi m ¢ tat ca 1a 26™ hé mat
ma Vigenere khac nhau (v6i m = 6 thi s6 d6 1a 308,915,776), duy¢t toan bod
ching 4y khoa dé tham ma bang tinh thu cong thi kho, nhung néu dung may
tinh dt manh thi cling khong dén ndi kho 1am! Nhung diéu quan trong 1a m c6
thé thay doi ting 1én dé viéc thim ma bang vét can 13 khong kha thi.

1.2.5. Ma Hill.

So d6 mat ma nay dugc dé xuat boi Lester S. Hill nam 1929. Ciing giéng
nhu so d6 ma Vigenere, cac hé ma nay dugc thuc hién trén tirng bo m ky tu lién
tiép, diéu khac 13 mdi ky tu ctia ban ma dugc xac dinh bo1 mot t6 hop (trén
vanh Z6) ctia m ky tu trong ban rd. Nhu vay, khoa sé duoc cho bdi mot ma tran
cap m, tirc 13 mot phan tir ciia k €Z™™. Dé phép bién d6i tuyén tinh xac dinh boi
ma tran K c6 phép nghich ddo, ban than ma tran Kk cling phai c6 ma tran nghich
dao k* theo mod 26; ma diéu kién can va du dé k co nghich dao 1a dinh thirc
cua no, ky hiéu det k, nguyén td voi 26. Viy, so dd mat ma Hill dwoc dinh
nghia 12 bd 5 thanh phan:

(P, C, K, E, D),
trongdo,P=C= Z}% , K = {k € ZJ} : gcd(detk,26) = 1},
cac anh xa E va D duoc cho boi:
ek(X1,.., Xm ) = (X1,..., Xm )-k mod 26,
dk(Y1rer, Ym ) = (Y1,..., Ym)-k*mod 26
v&i moi X =(X1,..., Xm ) €EP , ¥y =(Y1,..., Ym ) EC k EK.

3 )

Vi bo hai ky tu X = (X1, X2) ta ¢6 day = (y1, y2)-K duoc tinh boi:

Thidu:ChQnm:Z,vék={
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y1 =111+ 3.2
y, =81+ 7-2 mod 26.

Ta lay lai ban 6

hengapnhauvaochieuthubay,
ta cling chuyén n6 thanh ddy s va tach thanh timg doan 2 s6 lién tiép:
X =74|136|015|137|020|210|142|78|420|197|201|024.Lap
méat mi cho timg doan hai sd lién tiép, roi ndi ghép lai ta duoc
y =1161(516|191|821|82|2312|422|238|016|2219|1511|20 12.
Tur d6 ta dugc ban mat ma dudi dang day ky tu la:

Igfqtbivicxmewxiagwtplum.
Chu ¥ ring

k-1 (131 g)_l (mod 26) = (273 ﬁ)

va giai mi bang cach nhan timg doan hai s lién tiép cua y véi K ta s& duogc
lai day x, va tir d6 duoc lai ban ro.

Véimdisé m cho trude, sd cac khoa c6 thé c6 1a bing s6 cac ma tran k c6 detk
nguyén t6 v4i 26. Ta khong c6 cong thirc dé tinh s6 do, tuy biét rang khi m 1on
thi s6 d6 cling la rat 16n, va tat nhién viéc tham ma bﬁng cach duyét lan luot
toan bg cac h¢ ma Hill co6 cung sémla khong kha thi. Mdc du vay, tu lau nguoi
ta cling da tim dugc nhitng phuong phap tham ma khac d6i véi hé ma Hill mot
cach kha hiéu qua.

1.2.6. M& hoan vi ( chuyén vi - Transposition ).

Céc h¢ ma hoan vi cling dugc thyc hién trén tirng bo m ky tu lién tiép,
nhung ban mat ma chi 1a mdt hoadn vi ctia cac ky tu trong tung bd m ky tu cua
ban rd. Ta ky hiéu Sy 13 tdp hop tat ca cac phép hoan vi cta tap hop {1, 2, ...,
m}. So dd cac phép ma hoan vi duge cho boi bd 5 thanh phan:

(P, C,K, E, D),
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trong d6, P =C =Z7¢ , K=Sy, cac anh xa E va D dugc cho bai:
ek(X1yeeey Xm) = (Xa@)yers Xam)),
Ak Y1y Ym) = (Y e=1¢1ys -+ Yr=1(m)),s
vOi moi X = (Xg,..., Xm ) €P, Y = (Y1,..., Ym) EC, K = 7€Sy, 7! 14 hoan vi nghich
dao cua 7.
Thi du: Chon m = 6 va phép hoan vi S¢ dugc cho boi:
1=123456
n(i))=(3516 4 2)
Khi d6 phép hoéan vi 't s& 1a
]=12456
t(j)=(361524).
cac 6 cia bang theo thir tu ty nhién tir trai sang phai va tir trén xudng cho dén
hét ban thong diép. Bay gio, dé nhan dugc ban ma, ta chi viéc nhit cac ky tu
trong bang theo thur tu tur trén xuéng va 1an luot tir cot nho nhat cho dén cot 16n
nhat. Két qua 1a ta c6 ban ma bang phuong phap chuyén vi. Ban ma nay Voi
ban rd hengapnhauvaochieuthubay, tirc cling voi
X =74136015137020210142784201972010 24.
ta s€ c6 ban ma tuong tng la:
y=13071564 021130207 74142082 200192417
chuyén thanh day ky tu 1a: nahpgeavnauhheouicuatybh. Dung cho timg bo 6 ky
tu lién tiép ctia ban mat ma nay (tic 12 ctia y) phép giai méd dx ta s& thu lai dugc
X va ban rd ban dau.

Chu ¥ rang ma hoan vi 1a mot trudng hop riéng ciia ma Hill. Thuc vay,
cho phép hoan vi trén {1,2,...,m }, ta xac dinh ma tran k.= (ki; ) véi kij= 1 néu
i = 7z(j ), va = 0 néu nguoc lai, thi dé thay rang ma Hill v&i khoa k cho cling mot
phép mat ma nhu ma hoan vi vai khoa k. V&i mdi m cho trude, sé cac khoa co

thé c¢6 cua HEé mat ma hoan vi la m!
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bé don gian trong thuc hanh, khi mudbn ma héa mot thong diép x do dai n
tuy y véi khoa chuyén vi = (K, ko, ..., Km ), trong d6, kie { 1,2,3,....m} i=
1,2,...mvam<n, nguoi ta lam nhu sau: trudc hét, ta 1ap mot bang ( ma tran
) [ n/m ] dong néu n chia hét cho m va bang [n/m] + 1 néu n khong chia hét cho
m va m cot duge viét theo thir tu ki, Ka,..., Kn. Sau d9, ta viét ban thong diép x
vao thuong duoc viét thanh tirng nhom, mdi nhom 5 ky tu.

1.3. Tham ma d6i véi ma Vigenere.

M4 Vigenere c6 thé coi 1a mé chuyén dich d6i v6i timg bo m ky tu. Khoa
ma 1a mot bo K= (Ky,..., km) g0m m sé nguyén mod 26. Viéc tham ma gom hai
bude: budce thir nhat xac dinh do dai m, bude thir hai xac dinh cac sb ki, ..., K.
C6 hai phuong phap dé xac dinh do dai m: phép thir Kasiski va phuong phap
dung chi s6 trung hop.

Phép thir Kasiski (dé xuét tir 1863). Phép thir dura vao nhan xét rang hai doan
trung nhau cua ban rd s€ dugc ma hoa thanh hai doan trung nhau ctia ban ma,
néu khoang cach cua chung trong vin ban 16 (ké tir ky tu dau cua doan nay dén
ky tu dau cua doan kia) 1a boi s6 ctia m. Mt khac, néu trong ban ma, c6 hai
doan tring nhau va c6 d6 dai kha 16n (3 chang han) thi rat c6 kha nang ching
la ma cua hai doan trung nhau trong ban rd. Vi vay, ta thir tim mot doan ma
(c6 ba ky tu trd 1én) xut hién nhiéu 1an trong ban ma4, tinh khoang cach cta
cac 1an xuat hién do, chang han dugc dy, dy, ..., di; khi d6 ta c6 thé phan doan m
=d =gcd(ds, da,..., di)- wdc sb chung 16n nhét cta di, dy..., di; hodc m 1a udce sd
cua d.

Phuong phap dung chi sé trung hop: (dinh nghia chi s6 trung hop do
W.Friedman dua ra nam 1920).

Pinh nghia 1.3.1. Cho hai day X = X1, X2... Xa V&Y = V1, Va,..., Yo 20m n k¥ tu.

Ta hiy viét day y dudi day x theo cach: y1 dudi x1; Y2 dudi x2, v.v, cho dén y;

26



dudi x,. Néu co ton tai mot cdp x; = Y; thi ta ndi rang chung ta da c6 mot tring
khép ( Coincidence ) gitra ky tu x; v6i ky tu y; . Ta ¢6 dinh 1y sau day:
Dinh ly. [4]

Ky hiéu fo, fi,..., f25 lan luot 14 tan sb xudt hién cta a, b, ... ,z trong Zy, ta co:

(i ifi(fi"‘l)
| (X) — i:O( ) — =0
c (5) n(n+1)

Gia st X 1a mot day ky tu (tiéng Anh). Nguoi ta [1] da tinh duoc rang:
25
lc(x)=~Y p? = 0,065,
i=0

trong d6, p; 1 xac suat cua ky tu tng voi s6 hiéu i cho bai bang phan bd xac
suat cac ky tu. Néu x 1a mot day ky tu hoan toan ngiu nhién thi ta c6 [4]:
lc~ 26. (1/26)? = 1/26 = 0,038.

Dua vao cac diéu noi trén, ta c6 phuong phap doan do dai m cua ma
Vigenere nhu sau: Cho ban ma y = y1Ys..., Y. Ta viét lai y theo bang c6 m(m>
1) cOt nhu sau: y = yaYa..... Yim

Ym+1Ym+2..00e Yom

Ymk+1Ymk+2+-+. Y(mk+1)m
nghia 13 viét 1an luot theo cic cot m ky tw cho dén hét. Ta ky hiéu yi, Va,..., Ym
1a cac x4u ky tu theo m hang trong bang d6. Chu y rang cac ky tw & mdi hang
yi déu thu duoc tir cac ky tu & van ban gbc bang cing mot phép dich chuyén
néu m dung 1a d6 dai cua khod, do d6 néu m 1a d6 dai ctia kho4 thi ta c¢6 thé hi
vong rang véi moi i, 1 <i <m:

lc(yi)~ 0,065.
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Dé doan do dai m, ta 1an luot chia y theo c4ch trén thanh m =1, 2, 3...
hang, va tinh céc Ic(yi) (1 <i <m), cho dén khi ndo duge mot sb m ma véi moi
i, 1 <i<m,déu co lc(yi) = 0,065thi ta co thé chic m la d6 dai cua khoa.

Thi du: Cho ban ma
chreevoahmaeratbiaxxwtnxbeeophbsbgmageqerbwrvxuoakxaosxxweahbwgjm
mgmnkgrfvgxwtrzxwiaklxfpskautemndemgtsxmxbtuiadngmgpsrelxnjelxvrvp
rtulhdngwtwdtygbphxtfaljhasvbfxnglichrzbwelekmsjiknbhwrignmgjsglxfeyph
agnbiegjtmrvicrremndglxrrimgnsnrwchrghaeyevtagebbipeewevkakoewadrem
xmtbhhchrtkdnvrzchrclgohpwagaiiwxnrmgwoiifkee.

Dung phép thir Kasiski, ta nhan thay rang chit r xuat hién 5 lan, khoang cach
clia cac lan xuat hién lién tiép 1a 165, 70, 50, 10. Udc s6 chung cia cac sd do
1a 5. Vay ta ¢ thé phan doan do dai khoa ma 14 5.

Dung phuong phép chi s6 tring hop, véi m = 1 ta ¢6 mot chi s6 tring hop 1a
0,045; v&i m =2 ¢6 hai chi sb 14 0,046 va 0,041; véi m =3 ¢6 ba chi sb 14 0,043;
0,050 va 0,047; voi m = 4 c6 bén chi s 1a 0,042; 0,039; 0,046 va 0,043; véi
m= 5, ta thu duogc nam chi s6 1a 0,063; 0,068; 0,069; 0,061 va 0,072, déu kha
gan vai 0,065. Vay c6 thé phan doan do dai khoa 1a 5. Ca hai phuong phap cho
két qua nhu nhau.

Bay gid dén budc thi hai 1a xac dinh céc gia tri i, Ko,...kn. Ta cdn mot
khai niém méi 1a chi sb trung hop tuong hd, duge dinh nghia nhu sau:

Dinh nghia 1.3.2. Gia sir X = X1X2... Xn V&Y = Y1Y2... ¥n 18 hai day ky tu cung co

d6 dai n. Chi sb tring hop twong hd cta x va y, ky hiéu Mlc(X, y), dugc dinh

nghia 12 xac suat dé cho hai ky tu x; va y; twong tng cua hai day tring nhau (

dong tur ).

Ky hiéu 13 tAn suét xuat hién cta a, b,...,z trong X va y twong tng tring nhau Ia:
i f..f

Mlc(x,y) = =2—.

n.n'
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Bay gio vé1 m da xac dinh, ta viét ban ma y lan luot theo tung cot dé duwoc m
hang ys,... Ym nhu & phan trén. Ta tim khoa ma k = (ky,Kz,...Kn). Gid sir X 1 ban
rd Vaxy,..., Xm 1a cdc phan ban rd twong tmg voi Yi,...,.ym. Ta c6 thé xem phan bd
x4c suét cua cac ky tu trén X, va cling trén cac Xi,..., Xm 1a x4p xi voi phan bd
xé4c suat cua cac ky tu trén van ban tiéng Anh noi chung. Do d0, xac suét cua
viéc mot ky tw ngiu nhién cta y; bang a 13, bang b 13, v.v... Va ta c6 thé danh
gia
25 25
MIc (Y, yj)zé Pri - Pn, :g Pr-Phk ;-

Pai luong d6 chi phu thudc vao k; - ki, ta goi 1a dich chuyén tuong ddi ctia y; va

y;. Tachay rr?lng biéu thurc:

25
Z ph ' ph+|
h=0

c6 gia tri 1on nhat khi | = 013 0,065, va co gia tri bién thién giira 0,031 va 0,045
voimoi | > 0.

Nhén xét ring y; phai dich chuyén | = k; - kj buée (hay dich chuyén | ky
tu trong bang chir cai) dé dugc yi, nén néu ky higu y]?q 1a dich chuyén g buéc
ctia Y, thi ta ¢6 hi vong khi tinh 1an lugt céc dai luong Mlc(yi, y7) véi 0 < g<
25, ta s€ dat duogc mot gia tri xép xi 0,065 véi g =1, va cac gia tri khac déu &
khoang gitra 0,031 va 0,045. Piéu d6 cho ta mot phuong phap dé udc lugng
cac dich chuyén ki - k; , trc 13 duoc mot sd phwong trinh dang k; - ki = I, tor d6
giup ta tinh ra cac gia tri ki, Kz, ..., K.

Trong thi du cua ban ma dang xét, ta tinh duoc cac gia tri Mlc(yi, y]‘.g ) voi
1< 1< j<5,0< g <25, nhu trong bang ¢ trang sau day (trong bang d6, &
bén phai mdi cap (i, j ) 1a mot ngan gom co 26 gia tri cuia Mlc(y;, y]‘.g ) tng voi

cac gia tricuag=0,1,2,..., 25).
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Nhin bang do, ta thiy cac gia tri Mlc(yi, y]‘-g ) xap xi 0.065 (nhu di duoc

in ¢dm va gach dudi ¢ trong bang) ung véi cac bo gia tri (i, j, g) 1an lugt bang
(1,2,9), (1,5,16), (2,3,13), (2,5,7), (3,5,20) va (4,5,11).

i Gia tri Mlc(yi,y;

21.028 .027 .028 .034 .039 .037 .026 .025 .052 .068 .044 .026 .037
.043 .037 .043 .037 .028 .041 .041 .034 .037 .051 .045 .042 .036

31.039 .033 .040 .034 .028 .053 .048 .033 .029 .056 .050 .045 .039
.040 .036 .037 .032 .027 .037 .036 .031 .037 .055 .029 .024 .037

41.034 .043 .025 .027 .038 .049 .040 .032 .029 .034 .039 .044 .044
034 .039 .045 .044 .037 .055 .047 .032 .027 .039 .037 .039 .035

51.043 .033 .028 .046 .043 .044 .039 .031 .026 .030 .036 .040 .041
024 .019 .048 .070 .044 .028 .038 .044 .043 .047 .033 .026 .046

31.046 .048 .041 .032 .036 .035 .036 030 .024 .039 .034 .029 .040
.067 .041 .033 .037 .045 .033 .033 .027 .033 .045 .052 .042 .030

41.046 .034 .043 .044 .034 .031 .040 .045 040 .048 .044 .033 .024
028 .042 .039 .026 .034 .050 .035 ,032 .040 .056 .043 .028 .028

51.033 .033 .036 .046 .026 .018 .043 .080 .050 .029 .031 .045 .039
037 .027 .026 .031 .039 .040 .037 .041 .046 .045 .043 .035 .030

41.038 .036 .040 .033 .036 .060 .035 .041 .029 .058 .035 .035 .034
.053 .030 .032 .035 .036 .036 .028 .046 .032 .051 .032 .034 .030

5].035 .034 .034 .036 .030 .043 .043 .050 .025 .041 .051 .050 .035
032 .033 .033 .052 .031 .027 .030 .072 .035 .034 .032 .043 .027

5].052 .038 .033 .038 .041 .043 .037 .048 .028 .028 .036 .061 .033
.033 .032 .052 .034 .027 .039 .043 .033 .02/ .030 .039 .048 .035

Tur d6 ta co cac phuong trinh (theo mod 26):

kl-k2:9 kz-k5=7
kl-k5:16 k3-k5:20
kz-k3:13 k4-k5 =11.

H¢ phuong trinh d6 chi ¢6 4 phuong trinh doc 1ap tuyén tinh, ma ¢6 5 an sd,
nén 1oi giai phu thudc mot tham s, ta chon 1 ki, va duoc

(kl, Ko, k3, Ka, k5) = (kl, ki +17, ki +4, ki +21, kg + 10)mod 26.
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Thir véi cac gia tri co thé cta ky (0 <ki< 26), cudi cung ta c6 thé tim dugc ban
r0 nhu sau day vai khoa 1a JANET (k; = 9):
the almond tree was in tentative blossom the days were longer often ending
with magnificent evenings of corrugated pink skies the hunting season was over
with hounds and guns put away for six months the vineyards were busy again
as the well organized farmers treated their vines and the more lackadaisical
neighbors hurried to do the pruning they should have done in november.
1.4. Mat ma khoa cong khai.
1.4.1. Hé mgt ma céng khai RSA.
So db chung ctia h¢ mat ma khoa cong khai dugc cho boi

S= (P,C,K E, D) (1)
trong , do P la tap ky tu ban ro, C 1a tap ky tu ban ma, K 1a tap cac khoa kK, mdi
khoé k gdm c6 hai phan k= (k’, k™), k' 1a khoa cong khai danh cho viéc 1ap mé,
con k" 1a khoa bi mat danh cho viéc giai ma. V&i moi ky tu ban 1o x € P, thuat
toan lap ma E cho ta ky tu ma twong tng y =E(k', X) € C, va voi ky tu ma y.
Thuat toan giai ma D s€ cho ta lai ky tu ban rd x: D(k”, y) = D(k”, E(k', X)) =
X.
pé xay dung mot hé mat ma khoé cong khai RSA, ta chon trudec mot ) nguyén
n=p - qlatich cia hai sé nguyén t6 16n va khac nhau; chon mét s6 e sao cho

ged(e, (n)) = 1, va tinh sb d sao cho

e.d=1(mod¢ (n)).
Moi cap k = (k’, k™), vai k' = (n, €) va k™ = d s& 1a mot cip khoa ciia mot hé mat
ma RSA cu thé cho mot nguoi tham gia.
Nhu vay, so dd chung ctia h¢ mat ma RSA dugc dinh nghia bdi danh
sach (1), trong do:

P=C=2Z,, nlamdtsb nguyén Blum, tirc 13 tich ctia hai s6 nguyén td;
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K ={k=(k"k"):k'=(n,e)vak" =d,gcd(e, #(n))=1,e.d=1(mod¢(n))};
E va D dugc xac dinh boi:
E (k', xX) = xX*mod n, v4i moi x P,
D (k",y)= y*modn, véimoiy C.

Dé chung to dinh nghia trén 1 hop thirc, ta phai chimg minh ring v6i moi cip
khod k =(k', k™), va moi X € P, ta déu c6

D", E (k', X)) =x.
Thue vay, do e -d =1 mod (n), ta co thé viéte - d =t - ¢(n) +1. Néu x nguyén
t6 v6i n, thi dung dinh 1y Euler ta c6

D (k", E (K, X)) = X* =x"M* =x¥™ x(mod n) = x.

Néu x khong nguyén t6 vai n, thidon =p - g, hodc X chia hét cho p va nguyén
t6 voi g, hodc X chia hét cho g va nguyén to véi p, vag(n) = (p- 1) - (q - 1),trong
ca hai truong hop ta déu co

XYM =x (mod p),

XMW" =x (mod q);
tir d6 ta suy ra x*™* =x(modn), tirc 1a D(K", E (k', X)) = x.
Thi du: Gid st chonn=p-q=2357-2551=6012707, tasé co(n) =
(p-1)-(q-1)=2356 - 2550 = 6007800. Chon € = 3674911, va tinh dugc d =
422191 sao cho e - d = 1(mod (n)). Mot nguoi ding A c6 thé chon khod cong
khai la k' = (n = 6012707, e = 3674911) va gitr khoa bi mat k™ = d = 422191.
Mot dbi tac B mudn gui cho A mot thong bao x = 5234673, anh ta s& ding khoa
cong khai cua A dé tao ban mat ma y = x® = 52346733674911 mod 6012707 =
3650502. A nhan duoc y, giai ma s€& dugc ban ro X = 3650502422191 mod
6012707 = 5234673.

1.4.2. Hé mdt ma khoa cong khai Rabin.

So dd hé mat ma khoa cong khai Rabin dugc cho boi
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S= (P,C, K, E, D),
trong d6: P = C = Z,, n la mot sé nguyén Blum, n = p - g, v6i p va q 13 hai s6
nguyén td c6 tinh chat p = 3(mod 4), g = 3(mod 4), K = {K = (K', K") : K' = (n, B),
K" =(p, q), 0 <B <n -1}, cac thuat toan E va D dugce x4c dinh bsi E (K", X) =X (X +B)

mod n, D (K", y) = B{+y—%modn.

Trong mot mang truyén tin bao mat v&i so dd mat ma Rabin, mdi nguoi
tham gia chon cho minh céac yéu to n, B, p, q dé 1ap nén khoa cong khai va khoa
bi mat cua minh

Ta chu y rang voi mdi bo khoa K, cac thuat toan e, = E (K',.) va d,..= D
(K",.) khong 1ap thanh mot cdp song anh, cu thé 1a khong phai 1a mot don anh,

vi néu w 1a mot can bac hai cta 1 theo mod n thi (w(x + %) - %) = e (X), ma
ta ¢6 dén 4 cin bac hai cia 1 theo mod n ,tic 1a ta c6 4 gia tr1 khac nhau cua
d6i s6 x cho cting mot gia tri e, (X).

Bay gid no6i dén thuét toan giai ma d,. = D (K",.). Bat C = B¥4 +y, ta cod,.
(y) =</ —B/2modn, do d6 dé c6 d,. (y), ta can tinh VC mod n, tic can giai
phuong trinh z2= C mod n. Phuong trinh d6 tuong duong véi hé théng gém
hai phuong trinh sau day:

{22 =Cmod p, )

z*=Cmodaq.

Vipvaqlacacsonguyéntonéntacod C 2 =Imod p,C 2 =1modq.Theo gia thiét,

p =3(mod 4) va q = 3(mod 4), nén pTJrlva‘qTJrl 1a cac s6 nguyén; va ta co

p+1 gq+1

(+C 4 )?=C(mod p), (C * )?=C(modq).
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Do d6, phuong trinh z%2= C mod n, hay hé phuong trinh (2), ¢6 4 nghiém theo
mod n, twong ung véi 4 hé phuong trinh sau day:

z=C®*"*(mod p) z=C**Y"* (mod p)
z=C%" (modq) z=—C"“Y*(modq)

z=-C®"*(mod p) [z=-C®"*(mod p)
z=C" (mod q) z2=—C%*(mod q)

Ca 4 nghiém cua 4 hé phuong trinh d6 theo mod n déu duoc viét chung dudi
mot ky hiéu 1a +/C mod n, va vi vy thuat toén gidi ma d,. (y) thyc té s& cho ta
4 gia tri khac nhau theo mod n ma ban rd 1a mét trong 4 gia tri d6. Viéc chon
gia tri nao trong 4 gia tri tim dugc lam ban ro 1a tuy thudc vao nhitng dac trung
khac ctia ban 16 ma ngudi giai ma nhan biét (thi dy ban 1& dudi dang sb phai
c6 biéu dién nhi phan 1a mi ctia mdt van ban tiéng Anh thong thuong).

Thidu: Giasaun=77=7-11,B=9(6dayp=7,q=11). Taco

e (X) =x2%+ 9x mod 77,

de. (y) = J1+y-43mod77,

vi21t=39mod 77,9.2%1=9.39=43 mod 77, B2=4 mod 77, B%/4 =1 mod
77.V6ix =44 ta e, (X) = 44°+ 9 . 44 = 2332 = 22 mod 77, ban ma twong Ung
v6i x lay = 22. Bay gio giai mi v6i ban mi y = 22, bang thu tuc noi trén ta c6
thé tim dwoc 4 gia tri clia \[1+y =1+22=+/23 theo mod 77 14 10, 67, 32, 45, tir
d6 4 gia tri co thé c6 cia d,. (y) 1a d,. (y)= 44, 24, 66, 2.

Ban rd ndm trong 4 gia tri do, trong truong hop nay 1a 44.

1.4.3. H¢ mgt m& khoa cong khai EIGamal.

Hé mat ma ElGamal dugc T. ElGamal dé xuit nim 1985, dua vao d6

phtrc tap cua bai toan tinh 16 ga rit ro1 rac, va sau d6 da nhanh chong dugc s
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dung rong rai khong nhitng trong vin dé bao mat truyén tin ma con trong cc
van dé xac nhan va chi ky dién tu.

So dd hé mat ma khoa cong khai ElGamal dugc cho boi

S=((P,C,K,E,D),

trong d6: P =2, C =7 xZ:, v6ip la mot sb nguyén td;

K ={K=(K"K"):K=(p,a, p),K"=a, f=a? mod p},
& day o 1a mot phan tir nguyén thuy theo mod p, tirc ctia Z, . Cac thuat toan lap
mi e, =E (K',.) va gidi ma d,.= D (K",.) duoc xac dinh nhu sau: V&i mdi X €
P=2 ,dé 1ap mat ma cho X trudc hét ta chon thém mot sb ngau nhién k € Zpa
roi tinh:
y,=a* mod p,

! 1k = ' b y
e (X k) = (y1,¥2) vm{yzzxﬂk mod p.

Véi moi sb ngau nhién k bat ky, ta déu xem e, (X, k ) 1a mat ma cta x. Va thuat

toan giai ma dugc xac dinh béi

dy- (Y1, Y2) = ¥,.(y7) " mod p.
Céc phép 1ap mat ma va gidi ma duogc xac dinh nhu vay la hop thic, vi
tacOvéimoix e P =Z; vamoik eZ 4:
de (e (X, k)) = xB(**) " mod p=x.6“.7 mod p=x.

Ta chd ¥ ring trong mot mang truyén thong bao mat véi viée dung so do
mat ma ElGamal, méi ngudi tham gia tu chon cho minh cac tham sé p, ¢, a,
r0i tinh S, sau d6 1ap va cong bo khoa cong khai K' = (p, «, f), nhung phai gitr
tuyét mat khoa bi mat K" = a. Bai toan biét khoa cong khai tim ra khoa bi mat
chinh 1a bai toan tinh 16 ga rit roi rac, mot bai toan khé cho dén nay chua co

mot thuat toan nao lam viéc trong thoi gian da thic giai dugc no.
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Thi dy: Chon p = 2579, =2, a = 765, ta tinh = 2% = 949 mod 2579. Ta c6
khoa cong khai (2579, 2, 949) va khod bi mat 765. Gia st dé 1ap mat ma cho X
= 1299, ta chon ngu nhién k = 853, s& 0 e,. (1299, 853) = (2852, 1299. 9498%%)
mod 2579 = (453, 2396).

Va giai ma ta dugc lai

d.. (453, 2396) = 2396 . (4537%°)1 mod 2579 = 1299.

Trong chuong ndy chung ta da tim hiéu vé co sd 1y thuyét toan hoc cia
cac hé mat mi, co s& vé mat mi truyén théng va mat ma cong khai. béi voi
mat ma truyén thong ta thay c6 nhiing wu nhugc diém nhu sau:

* Uu diém:

- M4t ma khoa bi mat (mat ma ¢ dién) noi chung don gian, tirc 14 cac yéu cau
vé phan ctng khong phtc tap, thoi gian tinh toan nhanh.

- Mat mi khoa bi mat c6 tinh hiéu qua, thong thuong toc 6 ma Rimg = 1 (s6 bit
dau ra mi hoa bang véi sb bit dau vao).

Tu cac vu diém nay cho théy mat ma co dién dé& st dung cho cac dich vu

nhay cam vai do tré va cac dich vu di dong.
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* Nhuge diém:

- Vi mat mé khoa bi mat phai dung kénh an toan dé truyén khoa, diéu nay dan
dén chi phi s& cao hon va viéc thiét 1ap kénh an toan kho khan hon.

- Viéc tao khoa va gitt bi mat khéda phtre tap. Khi 1am vi¢c trén mang néu dung
mat ma khoa bi mat s€ phai tao va lu triv s6 lugng khoa nhiéu.

- Néu sir dung mat ma khoa bi mat s¢ kho xay dung cac dich vu an toan khéc
nhu cac dich vu dam bao tinh toan ven cua dit liéu, dich vu xac thuc va chir ky

s0. Cac dich vu nay s€ dugc thyc hi¢n bd1 mat ma khoa cong khai.
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CHUONG 2: MOT SO PHUONG PHAP TAN CONG HE MA
TRUYEN THONG

2.1. Cac budc co ban dé tién hanh tham ma.
Budce 1: Phan loai bian ma.

Sau khi nhan dugc mot sd bic dién ma, cac nha phan tich mat ma can
phan loai xem nhitng birc dién ma c6 cung mot loai ma phap hay khong, co
cung mot loai khoa ma hay khong, mic du ching ta chua biét dugc ma phap
phuong phap mi hod) cia cac btrc dién d6, nhung chung van can dugc phan
loai (phan 16p). Pay 1a mot budc quan trong quyét dinh sy thanh cong hay that
bai ctia ma tham nén mat rat nhiéu thoi gian. Néu viéc phan loai chinh xéc thi
s& thuan loi cho cac bude tién hanh tiép theo; Nguoc lai, néu phan loai thiéu
chinh x4c thi s€ gay kho khan cho cac bude sau do.

Ngudi ta 6 nhidu phuong phap thuc thi giai doan ndy, mot trong sb do 1a ap
dung k¥ thuat phan 16p cac dbi tuong. Y tudng clia bai toan phan 16p nhu sau:

Gia str ta nhan dugc m ban ma My, M, ..., My véi m > 2. Mdi ban ma ta
goi 1a mot dbi tuong. Tap hop m ban mi (cac doi twong) ta ky hiéu 1a G.

Vay G = {My, My, ...., M}, Gmg v&i mdi ddi tugng ta can tim ra cac dic trung
tham s6. Gia str ddi twong M;, €6 P;dic trung, & day ta gia thiét py=p = ... =
Pm = P. Van dé dat ra 1a hdy phan tip hop G thanh k 16p khong giao nhau ma ta
ky hiéu la Gy, Gs,...., Gk sao cho:

. G#0i=1k

iGN G i#]

iii. GLUG,U..UG, = U G =0G
va sao cho sai sot trong phan 16p 1a bé nhét ¢ thé dugc. Dé thuc hién viéc phan
16p cac ddi tuong ta can dua ra mot dd do “khoang cach” giita cac d6i tuong.

Céc do1 tuong cang “gan giii” nhau s€ dugc gan cho cung mdt 16p.
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Budc 2: Xac dinh ma phap.

Sau khi hoan thanh vi¢c phan 16p (phan loai ma phap) ¢ budce 1, chung ta
tién hanh xac dinh phuong phap ma dich tng véi timg 16p cu thé (can chu y
rang, thudng thi ching ta tién hanh xac dinh ma phap ddi véi cac ban ma co
nhiéu dic diém nhét theo quan diém cta cic nha tham ma). Pay 1a mot khau
rit quan trong cta cong tac tham ma truyén théng. Tuy nhién d6i voi mot sb hé
mat dbi xtng hién dai nhu ma DES, 3DES, AES, IDEA, PGP... thi bu¢c nay
coi nhu dugc bo qua bdi ngay tir diu ban ma, ngudi ta da chi ra rang ban ma
d6 thudc loai ban ma phap nao. O ddy chiing ta chi trinh bay cach thirc xac dinh
ma phap ddi véi cac luat ma truyén thong (bude nay duoc bo qua ddi véi nhitng
hé mat ma thuat toan ma hoa - phuong phap ma - duoc cong khai hoan toan).
Budc nay bao gom cac cong viéc sau day:

a, Tinh tin sé.

Muc dich cta viéc tinh tan s6 1a dé phat hién tinh quy luat khong ngau
nhién ton tai trong ban ma. Co rat nhiéu loai tan s6 khac nhau can tinh, ma mdi
ma phap co thé ton tai tinh khong ngau nhién (c6 quy luat) ddi véi cac loai ma
phéap khac nhau. Tuy thudc vao kinh nghiém cua tirng nha phan tich, nguoi ta
s& tién hanh tinh tan s loai pht hop nhét, thong qua d6 c¢6 thé boc 16 1d nhat
tinh quy luat (khong ngiu nhién) trong ban ma. Viéc tinh tan sb thuong bao
gom:

- Téan s6 don:

Tan s6 don 1a tan s6 ting ki tw mot trong ban ma. Sau khi c6 dugc két
qua tinh tan s6 don, ta tién hanh sap xép lai thtr tu cac ky tu theo tan sb tir cao
dén thap. Ciing c6 thé 1ap bang tan suat bang cach chia tan sb timg ky tu cho
d6 dai ban ma can tinh dé xem tan s6 twong ddi ctia chiing.

- Tan s6 bo d61 moc xich (concatenate frequency of pairs):
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Tan s6 bo d6i moc xich 1a tan s6 bo do6i nhung cac cap ké dé 1én nhau
mot ky tu. Muc dich caa viée tinh tan s6 bd d6i moc xich 1a dé xem quan hé
phu thudc gitra ky tu sau véi ky tu ké ngay trude d6 nhu thé nao (ta thuong goi
1a quan hé xich Makov cép 1). Tir d6 c6 thé u6c luong duoc xac suat xuat hién
mot ky tur ndo d6 khi biét trudce ky tu dimg ngay trudc né.

- Tan s6 bo d6i thuong:

Tan sb bo doi thuong 1a tan sd b doi roi nhau, thi du: cho doan van: Vi
ee tj na m thi tan s bo doi thuong gom:
Vi: xuét hién 1 lan.
ee: Xuét hién 1 lén,
tj: xuat hién 1 lan.
na: xuat hién 1 lan.

Ky tu cudi cing dugc bo qua (chi gdm c6 4 bo d6i). Trong khi do, tan sb bo
d61 moc xich s& dugc thé hién 1a: Vi, ie, ee, et, tj, jn, na, am gém 8 b doi

Luu y: S6 tat ca cac bd doéi moe xich trong vin ban do dainlan- 1. Con $6
tht ca cdc "bo doi thuong" 1a |2
Trong d6 ky hiéu [x] 1a s6 nguyén 16n nhat nhung bé hon hoic bing X.

- Tan s6 b9 3, 4, 5...

Tuy theo ting trudng hop cu thé doi khi chung ta phai tinh tan sé bo 3, bd
4,b05...

b, Tinh ma trung lap ( trung ma ).

Tinh tring ma tirc 1a tinh tan s6 trung lap cta cac day ky tu lién nhau trong
ban ma. Thuong 14 tinh trung 1ap 3 ky tu (bd 3), bdn ky tu (bo 4), ndm ky tu
(b6 5)... ¢6 thé xuat hién trong ban ma va vj tri ciia chung trong ban ma do.

1. Khi tinh tring ma (cac bd) ta phai quan tdm cac tham sé sau déy:

2. Tan s6 tring ma (trung 1p)

3. bJ dai trung 1ap
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4, Vi tri cac trung lap

5. Khoang cach gitra céc trung 1ap

6. Trung ma trong mot ban ma va trong cic ban ma khac nhau.

Nhitng tham sd trén day rat c6 ich trong viéc xac dinh ma phap
¢, Tan sé dinh ky.

Ngoai viéc tinh tan s6 don, bo d6i moc xich, bo doi thuong... va trung
ma (su trung 13p) trong ban mi hodc cac ban ma, trong nhiéu truong hop ta phai
tinh tan s6 dinh ky. Gia st ta ¢ ban ma M d6 dai n nao d6. Thuong n kha 16n
va cang 16n cang tot. Ta 1ap bang K cot (K > 2 va thuong thi K > 3) va n/K hang.
Sau d6, ta viét ban ma 1an luot trai qua phai va viét tir trén xudng dudi cho dén
hét thi ding. Bay gio ta tién hanh tinh tin s6 don theo cot tir cot 1 dén cot K.
Nhu vay ta thuong phai tinh toan tan s6 cac "dinh ky" khac nhau lan lugt k =
3,4,5,...,10... Tan s6 nhu vay duogc goi la tan sb dinh ky cép K.

d, Tan s6 bg doi doc va bé déi doc dong tw.

Néu ta viét 2 ban ma 1an luot ban ma ndy dudi ban ma kia. Thi du 2 ban
mMaM; = My1My2... My VaMz = Ma1Mya... Mana.

Ta co: M1 = myimioMas... My

M2 = Ma1M2aMa3... Mani ... Mana.

Ta cat phan thira 12 Mni+1.. Manz (gid st N; = Ny), va ta ky hiéu do dai hai ban
ma tring nhau |a n. Ta tién hanh tinh tin s6 ting cap (M ... M), voi k =1, 2,
..., N. Ta s& ¢ tan sb bo doi va bang nay duoc goi la bang tan sd bo doi doc.
Cac phﬁn tur trén duong chéo chinh la tan sb cua cac bod doi doc déng tur.

e, Phin tich két qud tinh cdc tin so va tring ma

Budc nay dya vao céc két qua tinh cac loai tan so, trung ma dé két luan ban
ma (c4c ban ma), d6 thudc loai ma phap nao. Pé danh gia do chénh léch tan s
hoac tinh ddc 1ap cua cac ky tu trong ban ma, nguoi ta thuong dung cac ti€u

chuan thong ké toan, chang han tiéu chuan 3o, tiéu chuan x* hodc tiéu chuan
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MLR (The most likelihood Ratio). N6i chung viéc xac dinh ma phap 1a cong
viéc rat phuc tap, né phu thuéc mot phan vao trinh do va kinh nghiém cua céc
mi tham vién. C6 nhiéu trudng hop thoang nhin ban mi nguoi ta da du doan
dugc phuong phap ma nhung ciing c6 rat nhiéu trudng hop phai nghién ciru rat
cong phu ma dd rui ro khong phai 1a khong co.

Budc 3. Tham ma.

Gia str, da xac dinh dugc ma phap tai bude tht 2, nay chuyén sang nghién ciu,
phan tich ban ma (tham ma). Budc nay cling ¢6 hai cong doan:

a, Tham ma truec tiép.

Néu ma phap thudc loai truyén thong da biét nhu cac ma phap thi cong
hoac duoc ma béng mot may ma cu thé nao d6 ma ta da c6 thuét toan tham ma
thi ¢6 thé tién hanh tham ma truc tiép (thuc hién thi cong va sau d6 co thé tu
d6ng hoa bang 1ap trinh trén may tinh).

b, Xdy dung phwong phap ma hoa.

Néu ma phap thudc loai méi, cong viée yéu cau phirc tap hon. D6 13 phai
xay dung phuong phap thim ma. Nhin chung c6 hai phuong phap thdm ma:

- Phuong phap phan tich.

- Phuong phap du doan “Ttur phong chung”.

Phuong phap phan tich dugc sir dung trong truong hop nha ma tham da
biét dugc cau trac khoa ma di duge sir dung 1am ‘mam khoa’ (key seed) dé ma
hoa ban ma nay. Khi d6 c6 nhiéu kiéu dé xac dinh khoa co thé, thi du: phuong
phap ‘thir - sai’, phuong phéap ‘luong sai’, phuong phap ‘nhitng phan tir tach
biét’, phuong phap ‘tuyén tinh’... Tom lai tiy theo thuét toan ma hod ctia ban
ma nhu thé ndo ma chon phuong phap phan tich nao cho hop 1y.

Phuong phéap ‘tir phdng chung’

Phuong phap nay cha yéu 1a dya vao thong tin tién nghiém vé khoa va

thong tin vé ban ma (quy luat ngdn ngir) dé du doan khoa duoc sir dung.
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Noi dung ctia phwong phéap nay 1a du doan cum tir c6 thé xudt hién trong
ban rd gbc ing véi ban ma, sau d6 tim cach xac dinh khoa dung. Néu khoa 1a
dung thi co thé dich ban mi dé cho ra ban r5...

Ngoai mot s phuong phéap truyén thong trén, ngay nay nho téc dé may
tinh d4 dugc cai thién ddng ké, trong nhiing bai toan ma khong gian khoa khong
qua 16n ngudi ta con o6 thé ap dung mot phuong phap nira d6 1a “vét can’. Doi
v6i khong gian khoa 16n, day that su 1a phuong phap toi nén chung ta chi thuc
hién “vét can’ mot cach thong thudng. Tuy nhién néu 4p dung dong thoi cac ky
thuat bo tro thi né van phat huy duoc hiéu qua tét. Cac k thuat hd trg dugc noi
té1 6 day la xay dung mot thu vién phuc vu viéc ‘vét can’ bao gém co sO dir
liéu vé khod va cac tiéu chuan ban rd tot. Trén co s& d6 tim cach phan hoach
khong gian khoa S thanh hai tap con roi nhau la S; vaS; sao cho khoa dung s
‘chic chan’ thudc mot trong hai tip con d6. Tir d6 tién hanh sir dung thuat toan
vét can trén tap con co chira khoéd dang, khi d6 viéc vét can trong tap con nhanh
chong thé hién tinh hiéu luc cua nd. Viéc nay cling co thé thuc hién ngay ddi
v6i mot sé phuong phap truyén théng di c6 duoc nhimg két qua dang ngac
nhién. Khi thAm ma ra ban rd ta chi can doc duoc 16 chd di 1a thanh cong vi lac
d6 bang quy luat ngdn ngir ta s& khoi phuc dugc ban rd gbe nhu mong mudn.

Chu y: Ngay nay, nguoi ta da ¢cé nhitng cong cu tinh toan cuc nhanh nho
cong nghé cluster. TUr d6 nguoi ta cé thé xay dung mang tinh toan song song
v6i toe do tinh toan dat t6i gan 100GF (mot tram ti phép tinh ddu phay dong
trén mot gidy). Nhu vay nguoi ta c6 phan ra bai toan dé thyc hién viéc tinh toan
song song cuc ky ¢ hiéu qua, dic biét ddi voi nhitng bai toan ¢ do phirc tap

tinh toan 16n.
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2.2. M thay thé don va phwong phap tham ma.
2.2.1 M thay thé don.

Thay thé don 1a luat ma tuong ddi don gian. N6 ra doi tir trude chién tranh
thé gidi 1an thi nhat, dugc duy tri va phat trién mai cho dén khoang nhitng nim
70 cua thé ki XX. Tuy nhién loai mat ma nay hién nay van duoc st dung lac
dac dau d6 chu yéu 13 vi mat ma nay don gian, viéc ma/giai khong can dén may
tinh, rat phu hop cho nhiing nguoi khong hiéu biét nhiéu vé mat ma thuong di
cong tac 1€ noi1 khong co dién.

Ta hiéu “thay thé don” nghia la cir mot chit cai trong ban théng bao dugc
thay thé (substitution) bdi duy nhat mot ky hiéu nao d6. Ky hiéu nay co thé 1a
chit cai, chir s6, hodc mot dau hiéu nao dé duoc nguoi gl va ngudi nhan dich
thyuc qui udc véi nhau trude.

Thi du: Hanoi & m0aAQX

Vé pham tru toan hoc, chung ta c6 thé dinh nghia mat ma thay thé don 1a
mot anh xa lén 1-1 (te f 1a mot song &nh): f: A — B trongdd, A la khdng gian
ban rd (thuong la bang chir cai La-tinh),B la khéng gian ban ma twong ung.
Diéu nay c6 nghia la cit mdi a € A ton tai duy nhat b € B sao cho f(a) = b. Do
d6, xét vé tap hop thi luc luong cia 2 tap hop A va B 1a nhu nhau. Vi vay B la
tap hop cac ky hiéu gi khdng quan trong. Trong pham vi nghién ctru nay, ching
ta gia thiéttap B = A = {a, b,c, ..., z}
Thi du ban 16 Vieetjnam -» MNZZU KJCO
(Cac ky ty ma thuong dugc viét hoa, con ban rd 13 chit thuong). Trong d6 chir
V (ctia ban 13) dugc thay béi chit M, chit i trong ban rd dugc thay thé boi chir
N,Vv.v.

O phan nay ching ta khong phan tich chi tiét ki thuat ma hoa va giai ma

(khi da cho trudce khoa) ma s€ nghién ctru cac phuong phdp tham ma (giai ban

44



mi khi khong cho trude khoa ma). Tic 1a xay dung cac phuong phap chuyén
ban ma (khong doc duoc) thanh ban 16 gde khi khdng cd khoa m trong tay.
2.2.2. Phwong phap tham ma.

2.2.2.1. Tham md thu cong.

Gia thiét trén co s& nao do, ta nhan dugc mot ban mi sau day (tir mot ddi tuong
néi tiéng Anh)

XDWXA  ZRSOP LSNIW KRVSD DPAX

RPDSS BUSTP UKDXS AKTKD USCLS

KDXRQ  SCCSF XAVBR  PEPUI TCKMP

FPVS./.

Do dai ban ma la n - 79 (ky tu)

Phuong phép tham ma nhu sau:

Budc 1: Tinh tan s6 don ciia ban ma trén ta ¢c6 bang tan s6 don sau day:

A4 J:0 S:12
B:2 K:6 T:3
C4 L:2 U4
D:7 M:1 V:3
E:l N:1 W:2
F:3 0:1 X:6
G:0 P:8 Y:0
H:0 Q:1 Z1
\:2 R:5

Qua bang tan s trén ta thay c6 21 chit cai duoc dung dé ma hoa.

Vi ban ma ngan (79 ky tu) nén néu ddi tugng dung tiéng Anh thi nhu vay ciing
hop ly.

Ta thiy c6 9 ky tur cao tan nhat. D6 la:

S:12
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P: 18
D:7
K: 6
X:6
R:5
A4
C:4
U: 4

Péi chiéu véi tan s6 dic trung ngdn ngit tiéng Anh tu nhién, 9 ky tu cao
tan nhat trong ngdn ngir chuan tiéng Anh la:

ETAOINRSH

Trong tiéng Anh tan sd dic trung cao tan nhat 13 chif cai e, vi vay ta thay
thé chit s trong ban ma boi chit E cua ban 4, chir t cho chit p, chit d cho chir A,
i thay cho X, n thay cho R va viét vao dong dudi cua cac ky tu ma tuong tng

trong ban ma, ta co:

XDWXA ZRSOP LSNIVV KRVSD DPAFX
iai ne.t e on.ea ati
RPDSS BUSTP UKDXS AKTKD USCLS
ntaee .e.t oaie 00a ee
KDXRQ SCCSF XAVBR PEPUI TCKMP
oain e I n t.t ot
FPVS

f.e

Nhin vao cac ky tu da duoc thay thé & trén, ta thay co diéu gi d6 chua hop 1.
Vi dy, trong tiéng Anh, 3 nguyén am di lién nhau nhu oai 1a rat hiém. O day,
tham chi 4 nguyén am di lién nhau 13 oaie...

Do d6 gia thiét cua ta co thé co ky tu ta thay chua dung. Ky tu ma X ¢

thé 1a ky tw 113 hop 1y. Vay D cao tan trong ban ma co thé 1a t trong ban rd (chi
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khong phai 1a P) va chit p c6 thé 1a chit e va s ¢6 thé 1a chit o trong ban rd. Ta

cO:

XDWXA ZRSOP LSNIW KRVSD DPAFX
iti n oe 0 an ot tel
RPDSS BUSTP UKDXS AKTKD USCLS
netoo 0e atio aat e 0
KDXRQ SCCSF XAVBR PEPUI TCKMP
atin 00 in ee e
FPVS

e

Qua day ta thay A = n cht khong phai R = n. Do d6 ta x6a ky tu n vira

thay va ta thay A boin rd va ctr tiép tuc thay, doc xem c6 gi mau thuin khong

cho dén khi ta khoi phuc lai dugc ban rd va sau d6 thiét 1ap khoa ma 1a xong.

Cudi cung ta c6 khoa ma nhu sau (dong trén g véi ky tw ma, dong dudi

g véi ky tu rd (viét thuong).

A/ B|C|D|E|F|G|F|G|F]|G M| N
njul|l]t|v | w w w C m
PIQ| R/ S|T|U|V U V| UV

e| f|ls|lo|p|r|lglrj{g|ri|g

Néu sap xép theo thr tr dong trén 13 biéu thi ky tu rd, dong dudi 1a ky

ty ma (khoa) tuong tng, ta co:

a|lb|lc|d|e|] flg|h|i]|]]|Kk mi|n|o
KI'LIM|{N| P | Q| V| W X |Y]|Z O] A | S
plg|r|s|tjujv | iw]|Xx/|Vy]|]
T U R|D|BJ|E|F (N

Vay tir khoa thay thé 1a COAST.
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Do ban mé ngin qué nén ching ta khong thé khoi phuc lai day du khoa
mi, con chit q va X trong ban rd khong biét duge ma boi ky tu gi (1an luot co
thé 1a G, H nhung ciing c6 thé 1a H, G).
2.2.2.2. Tham ma voi sw tro giup ciia mdy tinh PC.

C6 mot s6 phuong phap tham ma thay thé don chit cai. Mdi phuong phap
c6 nhitng wu va nhuoc diém cua nd, va hau nhu phwong phap nao ciing khong
thé tu dong hoa tham ma 100% ma phai cé sy tro gitp cla con ngudi. Mot
trong nhiitng phuong phap dang luu y 1a phuong phap dua trén giai thuat di
truyén, ching ta khong trinh bay noi dung cia giai thuat di truyén (Genetic
Algorithms - GA).O day, t6i chi trinh bay tmg dung cta nd vao tham ma thay
thé don chit cai. Noi dung ctia phuwong phap nay dugce tién hanh theo cac budc
16n sau day:

a. Biéu dién khéa.

Ta biét rang: mot khoa 1a mot day gdm 26 chit cai. Pé phuc vu viéc tham
mi cac khoa duoc sap xép theo thir ty tin suit giam dan.

Thi du: mot khoéa c6 dang:

CDEFGHIJKLMNOPQRSTUVWXYZAB chi ra rang chit céi ¢ tan sb
xuat hién cao nhat trong ban mé (ng véi khoa do) 1a chit ¢, chit cai co tan sb
xuat hién cao tht 2 14 chit D, cao thir ba 13 chit E... va cudi cung chir cai c6 tan
s6 xuat hién thap nhat trong ban ma ung véi khoa do 1a chir B.

Biéu dién nhu vay ciing ngdm dinh 1a thay thé twong ng véi cac chir cai
theo trat ty dinh trong ban 10 la:

TAOINHSRDLUMWXCGFYPBKVJIXQZ.

Ttrc 1a chit E trong ban rd s€ dugc thay cho chit céi ¢ trong ban ma. Vi
L x 26
su biéu dién nay thi khong gian khoa s€ la: 26! = {%} V2-m- 26, Trong

doe =~ 2,71828... Hay 26! ~ (9,6)2° - 13va do d6 cong viéc tim kiém khoa

ngau nhién(vét can) 1a khong kha thi. Tuy nhién thuat toan di truyén lai thuc
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hién thir va sai (Trial and error) theo mot cach ngau nhién c6 lya chon. Pé thyc
hién diéu nay trudc hét nguoi ta dua vao mdt ham do su phu hop va dugc dinh
nghia la:

fitness = {1 — X7%[ISF[i] — DF[ill + X3%,ISDFIi,j1 — DDF[i,jll] /

4)°(2.1)

Cong thirc nay do R.spillman dua ra

Trong do:

SF = (SF[1], ..., SF[26]) 14 tan suat don tiéng Anh chuan (tirc tan s6 don di tinh
ra ti s6 phan tram).

SDF = (SDFi,j1); =176 12 bang tan sudt by d6i méc xich tieng Anh chuan

da duoc tinh nhu sau:

. m;;
SDF[i,j] = A
l

Véi my; 1a tan bo d6i mée xich bo (i, j);i,j=1,2, ...,26
ConM; = ¥i°m;;;i=12,..26
DF = (DF[1], ..., DF[26])
DDF = (DDFIi, j1)i,j-1.2.....26
cling duoc ky hi€u va tinh hoan toan tuong tu nhu SF va SDF ¢ trén, chi co
khac 13 chung dugc tinh trén ban ma can tinh (ttc 12 ban rd sau khi di dugc giai
bo1 mot “khoa” nao do).
Qua trinh xur Iy nhu sau:
1. Dung mot khoéa nao d6 dé giai ma ban ma gdc (tirc 13 ban m3 ma ma
tham vién nhan duoc tur d@iu)
2. Két qua giai mi & budc 1, duge dem vao phan tich tan sé don va tan sb
bd d61 moc xich (chuyén sang tan suit)
3. Két qua phan tich tan sd (tan sudt) dugc so sanh véi tan sb tiéng Anh

chuan dé xac dinh d6 sai 1éch bﬁng cong thuce (2.1).
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4. khéa dung s& 1a khoa tmg voi “ban r3” c6 do sai 1éch so véi tan suit
chuan tiéng Anh 14 bé nhat, tic 1 c6 d6 phu hop fitness 16n nhét.
b. Trao doi chéo.

Mot thé hé 1a mot tap cac khoa, mdi khoa co twong tmg véi mot dd phu
hop. Giai thuat duoc tién hanh bang cach chon ngau nhién hai khoa dé lam trao
ddi chéo. Hai khoa nay duogc goi la khoa bd va khoa me, hay goi la cdp khoa
b me.

Cap khoa bd me nay s¢€ sinh ra hai khoa con nho vi¢c trao ddi chéo. Viéc
trao doi chéo nay lién quan dén viéc ra quét cac thanh phan cua hai khoa tir hai
dau va chon ra chir cai co tan sd xuat hién cao hon s& dugc dua vao “con”.

Thi dy: 14y 2 khoa bd me la:

b6: CDEFGHIJKLMNOPQRSTUVWXYZAR

me: FGHIJKLMNOPQKSTUVWXYZABCDE

bb 1: CDEFGHIJKLMNOPQRSTUVWWXYZAB

mel: FGHIJKLMNOPQRSTUVWWXYZABCD E

Chir F xuat hién nhiéu hon trong “ban ma” so véi chir ¢ nén con 1 s& c6 chir cai
dau tién 1a F.

con I FD. ..o E

Ky tu thir 2 ctia con 1 bang cach so sanh 2 chit cai tiép theo cta bo, me
1a D va G. Gia st chit D cao tan hon, ltc d6 ky ty thi 2 ctia con 1 1a chit D...
Tiép tuc nhu vay cho dén 2 chit cudi cung 1a B va E. Gia sir d6 1a chit E va gia
st ta co dua con 1 la:
con I: FDEIJHLMKOPQRSTUVWWXYZABCDE

Qua trinh nay duoc lip lai dé tao ra khoa thir 2 (con 2) bang cach quét
nguoc lai tir phai qua trai. Trong truong hop ndy ta xét cp B, E (b6 me) trude
va cubi cung xét cap C, F. Gid su ta co két qua tao ra dra con 2 nhu sau:

con2: CDVFGHIUKLMNOPQRSTUVWXBZAE
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C. Qud trinh dét bién.

Sau khi thé hé méi duoc tao ra, cac khoa phu thudc vao qua trinh bién
d6i (dot bién) véi tan sd thap, & day khi mot ky tu (chir cai) trong khoa duoc
chon dé bién dbi thi ky tu d6 dugc trao d6i véi mot ky tu nao d6 duge chon
ngau nhién trong diy khoa néu gia tri fitness cua day khoa thudc nira dudi cta
gene pool (ctia ho). Néu gia tri fitness ctia diy khoa thudc vao ntra trén cia ho
thi ky tu d6 dugc trao d6i voi ky tu ding ngay bén phai né.

Thi du: Trong hinh dudi mé ta 1y lun vura néu: Ky ty D dimg ¢ ntra trén cua
day, nén né dugc dot bién (bién doi) bang cach trao doi n6 vai ky tu dimg ngay

bén phai né (& day 1a chir cai “E”) dé sinh ra diy dudi:

Ntra trén cia ho Ntra dudi cua ho
QAZXSWEPCRFVT GBYHNUJMIKOLP
QAZXSWDECRFVT GBYHNUJMIKOLP

d, Giai thuat dwoc hoan thanh
Qua trinh trén duogc két hop véi1 nhau dé tao nén mot giai thuat hoan
chinh. Cac budc cua giai thuat la:
1. Mot ho ngau nhién cia cac diy khoa dugc sinh ra.
2. Mot gia tri fitness ddi voi mdi khoa trong ho dugc xac dinh.
3. Viéc lya chon ngu nhién dua trén gia tri fitness ctia bd me duoc dan ra.
4. Thao tac trao ddi chéo duoc ap dung doi véi bd me d3 duoc lua chon.
5. Qua trinh d6t bién duogc ap dung ddi véi cac con.
6. Mot ho méi gom cac diy khoa dugce quét va duoc str dung dé cap nhat
thanh mot danh sach khoang 10 khoa t6t nhat qua céc thé hé.
Qua trinh nay s¢€ két thic sau mot sb lugng nhat dinh cac thé hé va cac khoa

tot nhat s€ dugc st dung dé gidi ban ma.
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2.3. Luat ma CAESAR va phwong phap tham.
2.3.1. Khéi quat.

M4 Caesar 12 hé ma truyén thong, duoc cho duéi dang sau day:

*Ma hoa: Gia str R 1a ban thong bdo can ma (goi 1a ban rd) con M 1a van ban

da dugc ma hoa, khi d6 ta c6 cong thirc ma hoa nhu sau: M = R®K, trong do:

phép cong ® dugc thuc hién theo mo-dun26. Cu thé, gia str: R =rir,... ry Voi:
kirie{a, b, ...., z}, K 1a mot khoéa ma cho trudc: Ke{l, 2, ...., 26}. Con M =m;

M. ... My. Lac @6 ta co hé thire md hda: m; = ri + K(mod 26), i = 1,n

Nhu vy dé thyc hién phép cong thong thudng theo mé dun 26, ngudi ta can

chuyén ky tu rd r; sang chit sé tir 0<-25theo qui tac sau day:

BICIDIEIF|GHl |J KL M|N|O |P |Q R[S |T |[U|V [W|X |Y |Z
112 |3 (4 |51|6 |7 (8(9 |10 |11 |12 |13 |14 |15 |16 |17 |18 (19 |20 |21 |22 |23 |24 |25
Hoac
CIDIEIFIGIH|I'J [K|L [MIN|O P [Q[R][S |T |[U |V |[W]I[X |Y |Z
34 |51|61|7 |8 |9 |10 |11 |12 |13 |14 |15 |16 |17 |18 |19 |20 |21 |22 |23 |24 |25 |26

*Phwong phap ma dich vong:

Phuong phéap giai ma dugc thuc hién theo cong thurc:

ri=m; — k(mod 26): i= 1,2, ... ,n

Thi du: nguo1 ta mudn ma ban rd

R = coongj hoafxaxhooijchurnghiaxvieetjnam

C6 khda k = 7. Nguoi ta tién hanh nhu sau

Chuyén béan ro R sang chir s0, sau d6 viét khoa xudng dudi cac ki tu tuong ing

ta co:
R:12114114,13|6/9|7|14 |0 2310237
Kel77 |7 |7 \|7T|7|7| 717 7 \71 7 |7
R:114114(8/9|2|7|20|17(13(6|7|/8|0]|23
717 \7\ 7\ 7|77 \7 |7 |7|7\7|7|7
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R:1218|4(4[20[9|13|0| 12
Kel 7 |7\7|7| 7 |7|7 |77

Tién hanh m3 hoa bang cach cong theo moé dun 26 ky tu Gmg véi timg cot voi

nhau, sau do chuyén vé chir cai, va co:

R:12(14|/14113|6 (9|7 |14/0|5(23[0|23|7
Kef\7( 7\ 7|7 |7 \7|7 |7 \7|7 |7 |7]7/|7
M{JIVIVIUNQIO|V HM E|H|E|C

A
\l
\l
\l
\l
\l
\l
\l
\‘
\‘
\l
\l
\l

)
~
~
~
~
~
~

~
~

Vay ta c6 bang ma:
M = JWUN QOVHM EHEOV VPQJO BYUNOPHECP LLBQU HT./.
*Gial ma (thuong goi la dich ma)

Mudn giai ban m3 nay sang ban rd khi c6 khoa twong tmg 1a rat don gian:
ta chi viéc ldy ban ma sau khi ddduoc chuyén sang chir s6 twong (mg dem trix
di khoa theo mo6 dun 26.

MIJ[V]V]UINTQ
Kil7] 7171777
R:[2[14[14|13]6 |9

.......

Chuyén R ¢ dang s6 vé chit cai tuong ing, ta co:
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2-C

14 - 0O

13- N

6-G

9-1

va két qua 1a:coongjhoafxaxhooijchurnghiaxvieetjnam
2.3.2. Phuwong phap tham ma

2.3.2.1. Tham md thu cong

*Nhan xét: Ma Caesar thuc ra 1a ma thay thé dic biét, ndi cach khac né
1a phuong phéap chuyén dich cac ky tu ctia ban rd ting 1én mot hang sé khong
d6i theo mo dun 26. Néu ta tim dugc hang sé do (tic 1a khoa) thi coi nhu ban
ma d6 da bi pha. Nhin vao ban ma ta thiy rang néu 2 ky tu cua ban rd bang
nhau ma ding canh nhau thi 2 ky tur ma twong tmg ciing bang nhau.

Thi du: 0o = vv (néu khoéa k = 7)

Nhu vy 2 ky tu ddng tu trong ban rd sé& cho ta 2 ky tu dong tir twong
mg trong ban ma. Cin ctr vao tan s6 b d6i dong tu trong ban ma dé dy doan
bd d6i dong ty twong Gmg trong ban rd va tir 46 du doan duoc hing sd. Lay
hang sé (khoa) ndy dem giai ma cho cac ky tu khac, néu két qua thanh doan
van ¢ nghia thi coi nhu ctr giai tiép, néu tréi lai thi ta thay doi gia thiét. Ctr nhu
vay sau mot lic nao doé chiing ta s€ xac dinh dugc khda ma.

Ngoai ra ta cling nén dua vao cac tir gia dinh dé du doan va tim ra khoa
K. Hon nita, ky tu cao tan nhat trong ban rd s& cho ta ky tu cao tan trong ban
ma tuong tmg. Khi du doan dugc khoa K thi ta tién hanh giai thir cac ky tu khac
ctiia ban ma xem c6 cho ta doan van c6 y nghia hay khong.

V& nguyén 1y, khoa K chi c6 gia tri tir 1 dén 26 nén véi thoi gian chap
nhan dugc, ta s€ tim ra khoa ma mot cach khong khé khan 13m.

Tur nhén xét trén day, chung ta c6 phuong phép thaim ma nhu sau:
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1. Gia st trén co s¢ nao d6 chung ta nhan dugc ban ma:
M=mlm2 ... mn, Trong do:
m; € {a,b,...,z},i =1,2,3,...,nn = 50

2. Tién hanh tinh tan s6 don ban m, gia sir sau khi tinh tan s don ban mé,
ta cO két qua: f = (fia oz ....., fog), f> 0 12 tan s6 ky tu tha i ciaban ma (i = 1, 2
ey 26).
3. Danh dau nhitng cap (bd doi) dong tu xuat hién trong ban ma.
4. Du doan ngdn ngii ban rd twong tng véi ban ma.
Thong thuong néu téng s6 bo doi déng tu chiém khoang 0,067 = 0,072 thi ban
rd twong Ung c6 nhiéu kha ning 14 tiéng Anh. Néu ty 18 d6 chiém trén 0,08 thi
rat ¢6 kha ning ban rd 1a tiéng Viét c6 dau duoc viét theo 16i dién bao (telex).
5. Tham dot pha.
Can cr qui luat ngdn ngit v6i biéu hinh cao tan dong tu trong ban ma dé du
doan.
6. Sau khi xac dinh dugc khoéa ta dich (deciphering) thir vai cac ky tu khac
xem c6 hop ly khéng.
7. Giai ban mé va doc
Thi du v6i ban ma trén:
M = JWUN QOVHM EEHOV VPQJO BYUNO PHECP LLBQU HT./.
Giai: ta thiy rdng ban ma nay c6 do dai 37 (37 ki tw). Do d6 sb luong cac bd
ddi c6 thé c6 1a 36.

Ta ciing thdy ngay rang c6 3 bo doi dong tu w (xuét hién 2 1an, LL xuét
hién mot lén)

Ta co:

3/36 = 0,0833 > 0,08 => ban mi rat c6 thé 1a ma Caesar voi ban 13 tiéng

Viét dugc viét theo kiéu Telex. Trong tiéng Viét bo doi déng tu di lién nhau
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phan 16n 12 nguyén 4m a, e,0. O ddy c6 thé 1a aa, ee hodc 0o. Nhung trong bang
tan sb bo doi thi ee, oo xuit hién nhiéu hon 14 aa. Vay ta gia thiét coi vv = ee.
Ta lay v - e(mod 26) = 21 - 4(mod 26) = 17
Bay gid 1y J -17 (J 12 ky tu dimg ngay truéec w & nhom dau tién ctia ban ma).
Ta co:
J-17 (mod 26) = (9 + 26 - 17)(mod 26) =18 =S
Ta tiép tuc xét ky tu U dtng ngay sau VV, ta co:
U -17(mod 26) =20 -17(mod 26) =3 =D
Nhu vy 1a néu khoa k = 17 thi 3 ky tu dau tién dugc giai ra 1a SED. Trong
tiéng Viét ching khong c6 nghia. Vay gia st ta coi VV =00. Ta co V - O(mod
26) = 21 - 14(mod 26) = 7. Tiép tuc thir nhu trén v6i khoa duge gia dinh 13 7 ta
co:
J-7(mod 26) =2=Cva
V - 7(mod 26) = 21 - 7= 14 = O tiép theo
V - 7(mod 26) = 21 - 7 = 14 = O chung ta thiy rat hop 1y véi tiéng Viét. Tiép
tuc dich (giai ma) boi khoa K = 7 cho toan bo ban ma, ta nhan dugc ban ro la:
“coongjhoafxaxhooijchurnghiaxvieetjnam”.

2.3.2.2. Tham md voi sw tro giup cua PC.

Gia st trén co s& nao do ta nhan dugc mot ban ma dugc ma bdi ma phap
Caesar: M = mimoms... my

Gia sir ngdn ngit duoc du doan 1 tiéng Anh chang han (ngdn ngit nao
khong quan trong nhung phai biét cu thé n6 1a loai ngdn ngit gi).
Ta tién hanh cac budc tham sau day:

Budc 1. Tinh tan s6 don ban ma M. Gia sir ta nhan duoc két qua tan s
don ctia ban ma M la:

f= (fl, f2, vy fze); f|2 O, = 1, 2, 3, veey 26
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Budc 2: Chon 10 chir cai tmg véi tan s6 cao nhat ctia ban ma. Ta ky hiéu

10 chif cai cao tin nhat trong ban mé duogc xép theo thir tw giam dan 1a:
{ry, ra, 13, ..., |’10} = Gwm

Ta biét 10 chit cai cao tAn nhét ctia ngdn ngir chuan tiéng Anh duoc

sap xép theo thir ty giam dan la:
{E, T,A,I,N,O,R, S, H,D} =G
Budc 3: Tim Jo trong khoang 0 + 25 sao cho:
card{(Gy — Jo) N Go}orsf}fggs{(GM —J]) N Ge}

Trong do: ((GM —Jo)= (=), —],...,10 —])(mod 26))
Budc 4: Sau khi xac dinh dugc Jo, ta chi viéc gidi ban ma binh thuong:

R =M - Jo(mod 26)

Trong chuong nay chung ta da di tim hiéu vé cac cach tan cong hé ma
truyén thong, cu thé da tim hiéu nguyén 1y va cach tham hé ma CAESAR. Nhin
chung ta thdy cac hé mi bao mat déu cé chirc ning bao vé cho thong tin khong
bi khai thac bat hop phap, chéng lai cac tin cong sau:

- Tham m4 thu dong: bao gém cac hoat dong:

+ Thu chan.

+ Do tim.

+ S0 sanh tuong quan.

+ Suy dién.

- Tham ma tich cuc: bao gém cac hoat dong:

+ G1a mao.

+ Nguy trang.

+ St dung lai.
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+ Sira doi.

Phan tich ma 1a khoa hoc nghién ctru cach pha cac hé mat nham phuc hoi
ban rd ban dau tir ban ma. Viéc tim hiéu cac thong tin vé khoa va cac phuong
phap bién d6i thong tin cling 12 mdt nhiém vu quan trong ctia phan tich mat ma.
C6 ba phuong phap tin cong co ban clia tham ma:

- Tim khoa vét can.

- Phan tich théng keé.

- Phan tich toan hoc.

Viéc tn cong cua tham ma co thé duoc thuc hién véi cac gia dinh:

- Tan cong chi v&i ban ma.

- Tén cong v6i ban rd di biét.

- Tan cong voi cac ban ro dugc chon.

- Tan cong voi cac ban ma duoc chon
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CHUONG 3: PE XUAT THUAT TOAN CAI TIEN NHAM NANG
CAO PO AN TOAN CHO HE MAT MA TRUYEN THONG

3.1. Muc dich y nghia

Hién tai ma chuyén vi mot 1an dd c6 phuong phap tham bang phuong
phap thil cong hodc tr dong trén may tinh. Do d6, sau khi tim hiéu ta thiy rang
trong tham ma, khong gian khoa va d6 phirc tap cua thudt toan dong vai tro
quan trong: Vi vy bai toan dit ra 1a can tim cach tang luong khong gian khoa
va tang do phurc tap ciia thuat toan. P6i véi mat ma chuyén vi don, ngudi ta
tham ma bang cach dy doan d6 dai khoa chuyén vi va tim cach ghép cac cot
nho qui luat ngdén ngtt ty nhién. Vay néu ta tim cach x6a duoc qui luat ngébn
ngit thi coi nhu chiing ta da thanh cong nham d6i phé véi kha niang “ghép cot”
cta loai mat ma nay. Dé giai quyét duoc van dé nay, mot phuong phap don
gian 12 mé chuyén vi hai lan (chuyén vi kép).
3.2. Pé xuat thuat toan.
So db cac hé mat ma dugc dinh nghia nhu sau:

S;= (P,Ci,Ki, Ei, D)

Trong d6, P 13 tap cac ky tu ban r5,C; 1 tip cac ban ma, K; tip tat ca cic hoan vi
ctia cac sd nguyén { 1, 2, ..., I }, E; 13 thuét toan mi hoa, D; thut toan giai ma.
sao cho C; = Ega)(P) voi k€K,
Bay gi¢ ta xay dung H¢ mat ma thu hai 1a :
So= (C1,Cy, K, Ez, Dy), trong d9,
C2 = Exo(Cy1) voi ko€ K = {hoanvi {1, 2, ..., I2}}, no6i chung |, # I, .
Qua trinh ma hoa nhu sau:
Cho ban 1o P = P1P;... P, ,v6i do dai lan

M3 hoa lan 1:
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Budce 1. Chon 1; 16n ta c6 khoa k; 1a ddy sb hoan vi cta day s c6 tha tu {1, 2,
3.. 11}

K1 = {ku1, k2, ...,Ku1}

Budc 2. Lap bang véi kich thude 11 * ny/l; néu n chia hét cho 1; va bang 1, *
(nd/l; + 1) néun khong chia hét cho 1.

Budce 3. Nhap cac ky tu Py, Py, ..., Py twong g cac 6 theo thir tu tu nhién cho
dén hét ban thong bao P.

Budc 4. nhit cac ky tu ctia bang theo thir tu tir trén cot tir trén xudng dudi va
tlr cOt ¢6 chi sd thép nhat dén cot cao nhét cudi cung, ta dugc:

C1 =C11 C12C13..C1i
M3 hoéa lan 2:

Coi C; la ban rd ma hoa tuong tu nhu trén véi I2

Budc 1. Chon 1214 s6 tu nhién tuy ¥ 1> # 13, ta c6 khoa kz 1a mot hoan vi cua
day sb {1,2,3, ..., 1.}= Ko, ko = {Ka1, Kag, ..., Kai2}-

Budc 2. Lap bang véi kich thude 1, * n/l; néu n chia hét cho 1, va bang 1, *
(n/l;+ 1) néu n khong chia hét cho I,.

Budc 3. Nhap cac ky tu C41,Cy, ... ,C, theo thir tu ty nhién vao cac 6 cua bang
cho ¢ bude 2, Bude 4. Nhat cac ky tu ctia bang cho ¢ budce 3 theo thir tu tir trén
xudng va tir cot co chi sd thap nhéat dén cac cot 6 chi s cdo nhit,ta dugce ban
ma cudi cling 1a:

C2 =C1C2Cs,..., Cn
Thi du: Co6 ban ro
P = coongj hoaf xax hooij chur nghiax Vieetj Nam ( & day d6 dai ban thong bao
lan=37)

Qua trinh ma héa nhuw sau:

Ban dau chon 1; = 8, ta cd khoa k; chéng han la:
ki={3,1,2,6,5,4,7,8}.
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Lap bang: Do s ky tu ctia chudi 13 37 ky tw ma ta c6 tat ca 1a I;* (4+1) = 8*5

= 40. Vay bang ndy c6 5 hang thira 3 6 cubi dugc bo dé trong va 8 cot:

3 1 2 6 5 4 7 8
1 C 0 0 n g ] h 0
2 a f X a X h 0 0
3 [ J C h u r n g
4 h i a X % [ e e
5 t J n a m

Ban ma so 1:

C1= OFJIJ OXCAN CAIHT JHRIG XUVMN AHXAH ONEOO
GE
Bay gio coi ban mi s6 1 13 ban 16

P, = OFJIJ OXCAN CAIHT JHRIG XUVMN AHXAH ONEOO
GE.
Pé ma hda lan hai, ta chon I, = 9, ta chon khda kola :
k.={1,5,3,6,7,9,2,4,8}
Tiép tuc 1ap bang véi k. = {1,5,3,6,7,9, 2, 4,8} cot va 5 hang :
Do s6 ky tu ciia chudi 12 37 ma ta c6 tat ca la I,* (37/9 +1)= 9*5 =45 (8 6 cudi

cung ctia bang dugc bo tréng ). Nhap cac ky tu ciia Py vao bang, ta nhan duoc

két qua:
1 5 3 6 7 9 2 4 8
1 O F J I J O X C A
2 N C A I H T J H R
3 I G X U V M N A H
4 A H O N E @) O G
5
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Ban mé s6 2 va la ban ma cudi cung 1a;

C = ONIXE XIJNOJ AXHCH AOFCG AIlUO JHVNA RHGOT ME

Qua trinh gidi ma:

V61 ban ma C =ONIXE XINOJ AXHCH AOFCG AIIUO JHVNA RHGOT
ME.

Véi cac khoa: k1= {3, 1, 2,6,5,4,7,8}vak.={1,5,3,6,7,9, 2, 4, 8},
Budc 1: Lap bang vai khdéak,van, =5(n,=37/9+1)

Séap xép cac ky tu theo ¢t v6i th tur ctia khoa

1 ) 3 6 7 9 2 4 8
1 @) F J I J O X C A
2 N C A I H T J H R
3 I G X U \Y M N A H
4 A H O N E @) O G
3) E

Tir bang ta lay chudi ky tu theo hang theo thtr ty cia hang ¢6 duoc ban
ro P1:= OFJIJ OXCAN CAIHT JHRIG XUVMN AHXAH ONEOO GE.

Coi ban 13 Py 1a ban ma dé giai voi khoa ki ta 1ap bang theo thir tu cua khoa:

3 1 2 6 5 4 7 8
1 C O O N G J H O
2 A F X A X H @) @)
3 I J C H U R N G
4 H I A X \Y I E E
5 T J N A M

Tu bang ta nhat theo thir tu hang thi nhan dugc ban 16 P, cu thé 1a :

P = coongj hoaf xax hooij chur nghiax Vieetj Nam
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3.3. Panh gia dd an toan caa hé mat ma dwoc dé xuat

Nhu d3 dé xuét & trén thuét toan duoc xay dung dua trén hé ma chuyén
vi, nhung ¢ ddy da dugc cai tién thanh hai 1an ma hoa tuong tmg v6i hai lan
chuyén vi (chuyén vi kép) vay vé mit Iy thuyét da ting do an toan so v6i hé ma
cii 1én gip hai 1an, khic phuc dugc su phat hién quy luat cia ban r5. Khdng
nhirng thé khoa ciia hé mat ma méi 1a mot cip ma hoan toan khac nhau, mdi
khoa lai 1a mot sy hodn vi bat ky cia mot day sé (du 1on). Nhu vay khong gian
khoa da ting 1én rat nhiéu. Do dai ma mot 1an c6 sd luong khoa c6 thé 1a Ly !,
thuat toan cai tién c6 d¢ dai khoa la Ly!-L,!. Trongdo L! = 1.2.3 ... L. Dé tham
ma st dung phuong phap vét can vdi cac do dai khoa Ly va L, @ 16n thi kho
c6 thé thue hién dugc, ké ca st dung cong cu tinh todn hién dai.
3.4. Cai dit kiém thir
3.4.1 Giei thiéu thuat toan
a, Thuat toAn ma hoa
Dau vao:
- File van ban P theo dinh dang txt
- 11, 12 1a d¢ dai cua khoa k1, k2
Diu ra:
- File van ban C da dugc ma hoa
- File Key.dat chtra hai khoa k1, k2, 11, 12, n1, n2
Cac budc thuc hién:
Bude 1:
- Chon file van ban can ma hoa
- Chon 11, 12, sinh ra khoéa k1, k2, n1, n2
Buéc 2: mé hoa
- M@ héa ldn I:
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+ Chuyén dbi vin ban thanh mang hai chiéu c6 kich thudc [11, n1] theo thuat
toadn lap bang trinh bay ¢ trén

+ Chuyén d6i mang thanh chudi theo khoa k1

- Ma héa lan 2:

+ Chuyén doi chudi ¢ két qua ma hoa l1an 1 thay mang hai chiéu c6 kich thudc
[12, n2]

+ Chuyén d6i mang thanh chudi theo khoa k2

Buéc 3: luu két qua

- Luu chudi ma héa lan 2 thanh file c6 phan mo rong txt

- Luu Key.dat chira khoa k1, k2, 11, 12, n1, n2

b, Thuat toan giai ma

Diu vao:

- File van ban C da dugc ma hoa

- File Key.dat chtra hai khoa k1, k2, 11, 12, n1, n2

Dau ra:

- File van ban P theo dinh dang txt

Cac buoc thuc hién:

Budc 1:

- Chon file vin ban can giai ma

- Chon file Key.datchwra khoa k1, k2, 11, 12, n1, n2

Budc 2: Giai ma

- Gidi md lan 1:

+ Lap bang theo cot theo thir tu ciia khoa k1

+ L4y chudi theo thir ty ctia hang nl

- Gidi md ldn 2:

+ Lap bang tir chudi di giai o trén theo thtr tu cua khoa k2

+ L4y chudi theo thr ty ctia hang n2
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Buéc 3:
- Luu file d3 duoc giai ma & 1an 2 v6i phan mé rong txt
3.4.2 Giai thi¢u thuat toan

- Giao dién chinh: gdm c6 form sir dung ToolStripMenu

5 Demo - - O X

Cac su kién phuong thirc trong From chinh:
private void encryptionToolStripMenultem_Click(object sender, EventArgs e)

{

frmEncryption frmEn = new frmEncryption();
frmEn.MdiParent = this;

frmEn.WindowState = FormWindowState.Maximized;

frmEn.Show();

}

private  void  decryptionToolStripMenultem_Click(object  sender,
EventArgs e)

{

frmDeCryption frmDe = new frmDeCryption();
frmDe.MdiParent = this;
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frmDe.WindowState = FormWindowState.Maximized:;
frmDe.Show();

}

L6p Key chira thudc tich dé str dung khi ghi file Key.dat:
[Serializable()]
class Key
{

private int n1, n2, 11, 12;

private List<int> k1, k2;

public int L1

{
get { returnI1; }
set { 11 = value; }

}

public int N2

{
get { return n2; }
set { n2 = value; }

}

public int N1

{
get { returnnl; }
set { n1 =value; }

}

public int L2

{
get { return 12; }



set { 12 = value; }
}
public List<int> K2
{
get { return k2; }
set { k2 = value; }
}
public List<int> K1
{
get { return k1; }
set { k1 = value; }

}
public Key(int 11, int 12)
{
this.L1 =11;
this.L2 = 12;
}
public Key()
{
}
}
- Lép Utlities chira cac phuong thirc doc ghi key, tao key, ma hoa, gidi ma
class Utlities
{

private const string KEY_FILE = "KEY.DAT",
public static Key objKey = new Key();
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//Phirong thitc dé ghi key
public static bool SaveKey(Key objKey, string sPath)
{
string sFileName;
FileStream fs = null;
try
{
sFileName = sPath + "\\" + KEY_FILE;
fs = new FileStream(sFileName, FileMode.OpenOrCreate);
BinaryFormatter bf = new BinaryFormatter();
bf.Serialize(fs, objKey);
fs.Close();
}

catch

{

fs.Close();
return false;

}

return true;
}
//Phirong thirc dédoc key
public static bool loadKey(string sPath)
{
string sFileName;
FileStream fs = null;

try
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sFileName = sPath + "\\" + KEY_FILE;
fs = new FileStream(sFileName, FileMode.OpenOrCreate);
BinaryFormatter bf = new BinaryFormatter();
objKey = (Key)bf.Deserialize(fs);
fs.Close();
}

catch

{
fs.Close();
return false;

}

return true;
}
//Tao key random
public static List<int> GenneraKey(int I)
{
/IMessageBox.Show("call1™);
List<int> k = new List<int>(l);
Random rd = new Random();
for (inti=1;i<=1;i++)
{
int a = rd.Next(l);
while (k.IndexOf(a) >= 0)

{
a = rd.Next(l);
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k.Add(a);
}
return k;
}
//Chuyén key thanh chudi
public static string StringKey(List<int> k)
{
string strkey =""';
foreach (int i in k)
{
strkey = strkey + i.ToString() +"; ™;

}

return strkey;

}

public static string encryption(string P, List<int> key, int n)
{
string str ="";
int | = key.Count;
char[] PChar = new char[P.Length];
PChar = P.ToCharArray();
char/[,] strArr = new char[n, l];//khai bao bang
//Lap bang
int count = 0;
for (inti=0;i<n;i++)
{
for (intj=0;j<lI; j++)
{
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if (count < P.Length)

{
/IMessageBox.Show("i="+i.ToString() + ";J="+].ToString()+

PChar[count].ToString());
strArr[i, j] = PChar[count];

}

count +=1,;

}
//Ldy chudi theo khoa k

for (inti=0;i<I;i++)
{
int j = key.IndexOf(i);
/IMessageBox.Show(j. ToString());
for (int x = 0; x < n; x++)
{
/IMessageBox.Show("x=" + x.ToString() + ";J="+ j.ToString() +
strArr[x, j].ToString());

str += strArr[x, j];

return str;

}

public static string Dencryption(string P, List<int> key, int n)

{
string str ="";

int | = key.Count;
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char[] PChar = new char[P.Length];

PChar = P.ToCharArray();

char[,] strArr = new char[n, l],;//khai bao bang
//Ldp bang theo c¢t la khoa k

int count = 0;
for (inti=0;i<lI; i++)
{

int j = key.IndexOf(i);
//MessageBox.Show(j.ToString());
for (int x = 0; x < n; x++)
{
if (count < P.Length)
{
/I MessageBox.Show("i="+i.ToString() + ";J="-+].ToString()+
PChar[count].ToString());
strArr[x, j] = PChar[count];
}

count +=1,;

}
//Ldy chudi theo hang
MessageBox.Show(str);
for (int1=0; 1 <n; i++)
{
for (intj=0;j<lI;j++)
{

str += strArr[i, j];
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}
return str;
}
}
- Giao dién phﬁn ma hoa: gé)m 6 form va céac d6i tuong Button, Panel, Textbox,

OpentFileDailog, SaveFileDailog, RichTextBox, Lable.

o bl v o i g Ve e

Cac phuong thuc trong Form:
Su kién khi nhan vao nut dé mé file can ma hoéa:
private void btnOpent_Click(object sender, EventArgs €)
{
if (opfile.ShowDialog() == DialogResult.OK)
{

try {
FileStream fs = new FileStream(opfile.FileName,

FileMode.Open);

StreamReader str = new StreamReader(fs);
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rtfFile. Text = str.ReadToEnd();
| = rtfFile.Text.Length;
rtfFilel. Text =™";

}
catch(IOException io)

{

MessageBox.Show(io.Message);

}
Su kién tao key 1:
private void btnK1_Click(object sender, EventArgs e)

{
try

{
I/MessageBox.Show("'Click me");

11 = Convert.ToInt32(txtL1.Text. Trim());

k1 = new List<int>(l1);

k1= Utlities.GenneraKey(l1);

IbIK1.Text = "Keyl =" + Utlities.StringKey(k1);

if (rtfFile.Text.Length > 0)

{
if (rtfFile.Text.Length % |1 == 0)

{
nl = rtfFile.Text.Length / I1;
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}

else

{
nl = rtfFile.Text.Length /11 + 1;

//MessageBox.Show(n1.ToString());
IbIN1.Text = "n1 =" + n1.ToString();

}

catch(Exception ex)

{

MessageBox.Show(ex.Message);

}
Su kién tao key2:
private void btnK2_Click(object sender, EventArgs e)
{
try
{
12 = Convert.Tolnt32(txtL2.Text. Trim());
k2 = new List<int>(12);
k2 = Utlities.GenneraKey(12);
IbIK2. Text = "Key2 =" + Utlities.StringKey(k2);
if (rtfFile.Text.Length > 0)

{
if (rtfFile.Text.Length % 12 == 0)
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n2 = rtfFile.Text.Length / I2;
}

else

{
n2 = rtfFile.Text.Length /12 + 1;

}
IbIN2.Text = "n2 = " + n2.ToString();
Il MessageBox.Show(n2.ToString());

}

}

catch (Exception ex)

{

MessageBox.Show(ex.Message);

}
Su kién ma hoa lan 1:
private void btnEncryptionl_Click(object sender, EventArgs e)

{
rtfFilel. Text = Utlities.encryption(rtfFile.Text, k1, nl);

}
Su kién ma hoa lan 2:

private void btnEncryption2_Click(object sender, EventArgs €)

{
rtfFile. Text = rtfFilel.Text;

rtfFilel. Text = Utlities.encryption(rtfFile. Text, k2, n2);
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}
Su kién ghi file da dugc ma hoéa véi key:
private void btnSave Click(object sender, EventArgs e)

{
if (savefile.ShowDialog() == DialogResult.OK)

{
Key objKey = new Key(l1, 12);
objKey.K1 = k1,
objKey.K2 = k2;
objKey.N1 = nl;
objKey.N2 = n2;
try
{

FileStream fs = new FileStream(savefile.FileName + ".txt",
FileMode.OpenOrCreate);

StreamWriter sw = new StreamWriter(fs, Encoding.Unicode);

foreach (string line in rtfFilel.Lines)

sw.WriteLine(line);

sw.Close();

string local = savefile.FileName;

local = local.Remove(local.LastindexOf("\\""));

Utlities.SaveKey(objKey, local);

//MessageBox.Show(savefile.FileName);

}
catch (IOException i0)

{

MessageBox.Show(io.Message);
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}
- Giao dién phﬁn gidi ma: gém 6 form va cac ddi tuong Button, Panel, Textbox,

OpentFileDailog, SaveFileDailog,RichTextBox, Lable.

Cac phuong thuc trong Form:
Poc file can giai ma:

private void btnOpent_Click(object sender, EventArgs e)

{
if (opfile.ShowDialog() == DialogResult.OK)
{
try {
FileStream fs = new FileStream(opfile.FileName,

FileMode.Open);

StreamReader str = new StreamReader(fs);
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rtfFile. Text = str.ReadToEnd();
| = rtfFile.Text.Length;

}
catch(IOException io)
{
MessageBox.Show(io.Message);
}
}
}
Doc file chira key:

private void btnLoadKey_Click(object sender, EventArgs e)
{
if (opfile.ShowDialog() == DialogResult.OK)
{
try
{
if (Utlities.loadKey(opfile.FileName))
objKey = Utlities.objKey;
txtL1.Text = objKey.L1.ToString();
IbIK1.Text = "k1: " + Utlities.StringKey(objKey.K1);
IbIK2. Text = "k2: " + Utlities.StringKey(objKey.K2);
IbIN1.Text = objKey.N1.ToString();
IbIN2.Text = objKey.N2.ToString();

}
catch (IOException i0)

{

MessageBox.Show(io.Message);
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}
Giai mi 1an 1:
private void btnDecryptionl_Click(object sender, EventArgs e)
{
rtfFilel. Text = Utlities.Dencryption(rtfFile. Text,  objKey.K2,
objKey.N2);
}

Giai ma lan 2:

private void btnDecryption2_Click(object sender, EventArgs €)

{
rtfFile. Text = rtfFilel.Text;

rtfFilel. Text Utlities.Dencryption(rtfFile. Text,  objKey.K1,

objKey.N1);
}
Ghi File da duogc giai ma:
private void btnSave_Click(object sender, EventArgs e)
{
if (savefile.ShowDialog() == DialogResult.OK)
{

try
FileStream fs = new FileStream(savefile.FileName + ".txt",

FileMode.OpenOrCreate);
StreamWriter sw = new StreamWriter(fs, Encoding.Unicode);
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foreach (string line in rtfFilel.Lines)
sw.WriteLine(line);

sw.Close();

//MessageBox.Show(savefile.FileName);

}
catch (IOException io)

{

MessageBox.Show(io.Message);
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KET LUAN
1. Phan lam di lam duoc: Sau qué trinh nghién ctu, thuc hién luan van, em
da tim hiéu va nim duge mot sbé van dé nhu:
- Tim hiéu vé& mét sb loai ma hoa co6 dién cling nhu mot s6 loai ma hoa cao cép
duoc sur dung hién nay.
- Tim hiéu v& .NET Framework ciing nhu .NET Framework trong bao mat
thong tin.
- Xay dung duoc chuong trinh demo vé ma hoéa file v6i thuat toan ma hoa va

gid1 ma cai tién ma co dién.

2. Phan chua 1am duge: Bén canh nhirng phﬁn da thuc hién duoc, luan vin van
con ton tai mot s6 han ché nhu:
- Chua danh gia dugc thoi gian ma hoa va giai ma.
- Chuong trinh img dung con don gian, giao di¢n chua than thién.
- Chua giai quyét dugc van dé trao d6i khoa ma k; va khoa k..
- Chua so sanh, danh gid dugc muc do an toan cua thuét toan tot hon so véi
cac thudt toan co dién khac.
3. Hudng phat trién: T6i s& tap trung giai quyét van dé trao d6i cac khoa ma va
hoan thién cac van dé con ton tai nhu: do dai cac khoa ma ki va ko bao nhiéu 1a
da murc d6 an toan nham dwa nhing két qua nghién ctru ctia Lun van vao Umg
dung thir trong thyuc té. Vi thoi gian han ché va mirc 6 nghién ctru chua sau
rong. Em rat mong ludn van s¢ 1a tai li¢u tham khao cho cac ban sinh vién khoa
sau khic phuc mot ) khuyét diém dé chuong trinh dugc hoan thién hon nhu:
- Xay dung tmg dung c6 giao dién than thién dé st dung.
- Bat 15i chi tiét timg 15i va néu ra 16i & dau.
- Xay dung hé théng tro gitp.

TAI LIEU THAM KHAO
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