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MO PAU
1. Tinh cép thiét caa dé tai

Mot sb trung tam dir liéu chi st dung 10% dén 30% nang lyc xur Iy hién c6 cua
ho. Ao hoa di giup nhiéu t6 chirc ¢ thé chia sé cac tai nguyén cong nghé thong tin
theo cach ton it gia thanh nhat, 1am cho co s& ha ting cong nghé théng tin trd nén linh
dong va bao dam cung cip mot cach ty dong v6i nhitng nhu cdu can thiét. Cac doanh
nghiép ludn tim giai phap dé tiét kiém hon, ddy ciing 13 luc cong nghé a0 hoéa tim
duge chd ding viing chic trong linh vuc cong nghé thong tin trén thé giéi.

Str dung cong nghé 40 héa da dem dén cho ngudi dung su tién ich, c6 thé chay
nhiéu hé diéu hanh, nhiéu hé thong dong thoi trén cting mot hé thdng phan ciing may
cht, mé rong kha nang luu trit, cung cap tai nguyén phan cimg. Kha niang va lgi ich
ctia 40 hod con hon thé va noi thanh cong va tao nén thuong hiéu cua céng nghé o
hoa d6 chinh 13 trong méi truong hé théng may chi ing dung va hé thdng mang.

Hién nay c6 nhiéu nha cung cap cac san pham may chi va phan mém déu chu
tam dau tu nghién ctru va phat trién cong nghé nay nhu 13 HP, IBM, Microsoft va
VMware. Tai Viét Nam, 40 héa may chu ngay cang dugc quan tim, nhiéu van dé vé
cong nghé ao hoa da duoc nghién ciru va ap dung thue té, nhu 13 a0 hdéa may chi &
mirc co sO ha ting (IaaS). Tuy nhién viéc 4o hoa tmg dung, do con nhiéu van dé vé
cong nghé va nguoi dung chwa thuc sy quan tim t6i loi ich va con thiéu mot doi ngii
am hiéu vé cong nghé nay nén vi¢c ap dung nd vao hé théng 1a rat dé dat.

Cong nghé 4o hoa Docker duoc dé cap vao nam 2013, dugc danh gia 1a mdt
cong nghé 4o héa tmg dung twong lai cho Linux, dén thang 8/2014 ra mat Docker
Engine 1.2, va thang 1/2016 da cong bd Docker Cloud. Docker dwa ra mot giai phap
m&i cho van dé 4o hoa, thay vi tao ra cac may 4o con chay doc 1ap kiéu hypervisors
(tao phén cung 4o va cai dat hé diéu hanh 1én do), cac g dung s€ dugc dong goi lai
thanh cac Container riéng 1é. Cac Container nay chay chung trén nhan hé diéu hanh
qua LXC (Linux Containers), chia sé¢ chung tai nguyén cua may me, do do, hoat dong
nhe va nhanh hon cidc may 4o dang hypervisors.

Cong nghé 4o hoa Docker 1a cong nghé moi, c6 kha nang phat trién manh mé
trong twong lai, D6 ciing 13 1y do ma em chon dé tai “Cong nghé ao héa docker va
g dung tai Pai hoc Dan 1ap Hai phong”, dé tai gi6i thiéu duoc ci nhin tong quan

vé cong nghé nay, dong thoi dua ra nhiing giai phép, cach thirc co ban dé tmg dung



cong nghé nay cho mot mo hinh 4o hoa trng dung quy mé nho tai truong Pai hoc Dan
lap Hai Phong.
2. Pbi twong va pham vi nghién ctu
Déi twong nghién ciru: Cong nghé a0 hoa.
Pham vi nghién ctru: Cong nghé Docker dé 40 héa tng dung tai Trudng Dai
hoc Déan lap Hai Phong .
3. Hwéng nghién ciru cia dé tai
Nghién ctru vé cac loai 40 hda, cac cong nghé 4o hoa hé thdng, va nghién ciu
phan mém tu do ngudn mé trong 4o hoa.
Nghién ctru su vé cdng nghé Docker, a0 hda ¢ng dung véi phan mém tu do
ngudn ma docker.
Ung dung céng nghé Docker dé 40 héa ung dung tai DPH Dan 1ap Hai Phong.
4. Phwong phap nghién ctiru
- Suu tap va tong hop cac ngudn tu liéu da xuat ban, cac tu liéu lién quan vé
van dé a0 hda va kha ning tng dung ao hoa trong mdi treong dao tao.
- Nghién cttu thuc nghiém: phan tich thiét ké va cai dat phan mém, kiém tra
va danh gia két qua thir nghiém.
5. Cau tric luin vin
Ngoai phan mo dau va két luan, luan van chia 1am 3 chuong:
Chuong 1- Tong quan vé a0 hoa va phan mém tu do nguon mé
Chuong 2- Cong nghé ao héa Docker
Chuong 3- Ung dung c6ng nghé Docker dé 40 hda ung dung tai PHDL Hai Phong



CHU'ONG 1
TONG QUAN VE AO HOA VA PHAN MEM TU DO NGUON MO

1.1.T6ng quan vé ao hoa
1.1.1.Van dé ao hoéa
1.1.1.1. Khai niém vé do hoa

Ao hoa 13 viéc chia phan cimg vat Iy thanh nhiéu phan cimg 0. Vi vay, co thé

no6i 4o hoa 1a viéc chia mot may vat Iy thanh nhiéu may con do.

Cong nghé 4o hoa 1a mot cong nghé thyuc hién ao héa trén may tinh, bao gom
cac k¥ thuat va quy trinh thuc hién 4o hoa. Céac k¥ thuat va quy trinh nay dé tao ra
mdt ting trung gian giita hé thong phan cling may tinh va phan mém chay trén né. Y
tuong ban dau caa cdng nghé ao hoa la tir mot may vat 1y don 1é c6 thé tao thanh
nhiéu may ao doc 1ap. N6 cho phép tao nhidu may 4o trén mét may cha vat ly, moi
moét may ao ciing dugc cap phat tai nguyén phan cing nhu may that gdm c6 RAM,
CPU, Card mang, 6 cang, c4c tai nguyén khac va hé diéu hanh riéng. Khi chay tng
dung, nguoi sir dung khong nhan biét duoc (ng dung d6 chay trén 16p phan cing ao.
ngudi sir dung chi chii ¥ t6i khai niém logic vé tai nguyén may tinh hon 1a khai niém

vat li vé tai nguyén may tinh[6].

Clustering
Software

Operating Operating Operating Service
System System System Console

Bare-Metal (Hypervisor) Architecture

Hinh 1. 1: : Kién trac x86 Virtuallization



May chul trong cac hé théng CNTT ngay nay thuong duogc thiét ké dé chay mot
hé diéu hanh va mot tng dung. Diéu nay khong khai thac triét dé hiéu ning cua hiu
hét cac may chu rat 16n. Ao héa cho phép ta van hanh nhiéu may chu 4o trén cing
mot may chu vat 1y, dung chung cac tai nguyén cia mot may chu vat 1y qua nhiéu
moi truong khac nhau. Cac mdy chu 4o khac nhau c6 thé van hanh nhiéu hé diéu hanh

va ing dung khéc nhau trén cung mdt may chu vat 1y.
1.1.1.2. Lich st phat trién

K thuat ao hoa di khong con xa la ké tir khi Vmware giéi thiéu san pham
Vmware Workstation dau tién vao nim 1999. San pham nay ban dau duoc thiét ké
dé hd tro viéc phat trién va kiém tra phan mém. N6 da tro 1én phd bién nho kha ning
tao ra nhitng may tinh “d40” chay déng thoi nhiéu hé diéu hanh khac nhau trén ciing
mot may tinh “thuc”(khac v6i ché do “khéi dong kép ” - may tinh dugc cai nhiéu hé
diéu hanh va c6 thé chon lic khai dong nhung moi Iuc chi 1am viée duoc véi mot hé
diéu hanh).

Vmware di dugc EMC — hing chuyén vé linh vyec thiét bi luu trir mua lai vao
thang 12 ndm 2003. EMC da mo rong tam hoat dong linh vyc 4o hoa tir may tinh dé
ban dén mdy chu va hién hing van giit vai trd thong linh thi truong 4o hoa, tuy nhién
Vmware khong giit vi tri “ddc ton” ma phai canh tranh véi rat nhié san pham 4o hoa
cac hang khach nhu Virtualization Engine cia IBM, Hyper V — Microsoft, Virtuozzo
cua SWSoft va vitual iron cua iron software. .. va a0 hoa cling khong con bo hép trong
mdt linh vuec ma d3 mad rong cho toan bo ha tang cong nghé thong tin, tir phan cing

nhu chip xtr Iy cho dén hé théng may chua va ca hé thong mang.

Hién nay, Vmware 14 hing din dau thi truong 4o héa nhung khong phai 1a
hang tién phong, vai trd thudc vé IBM véi hé thong a0 hoa VM/370 nbi tiéng duoc
cong bd vao nim 1972 va “ao hoa” van dang hién dién trong cac hé théng may chi
cua IBM.

Giita nam 1960, IBM’s Cambridge Scientific Center da tién hanh phat trién
san pham CP-40, san pham dau tién cuia dong CP/CMS. N6 duoc chinh thirc dua vao
san xuat vao thang 1 nam 1967. Ngay tir khi thiét ké CP-40 da dat muc dich phai str

dung 4o hda day du. bé lam dugc van dé nay nd yéu cau phan ctrng va doan ma cua



S/360-40 phai két hop hoan chinh v6i nhau, né phai cung cap cach truy cép dia chi

vung nhd, tap 1énh CPU va céac tinh nang 4o hoa.

Niam 1970 IBM c6ng bd san pham System 370. Nhung diéu khién ngudi dung

that vong nhét vé san pham nay do né khong c6 tinh niang Virtial memory.

Vao thang 8 nim 1999, Vmware giéi thiéu san phdm 4o hoa dau tién hoat dong

trén nén tang x86. Vmware Virtual Platform...

Truéc day chung ta phai mat tién mua ban quyén st dung ciia Vmware’s
Workstion. Nhung nim 2005 Vmware da quyét dinh cung cip san pham ao héa chat
luong cao cho ngudi dung mién phi. Tuy nhién chirc niing tao mdy chu 4o va céc tinh

nang phu khac nham muc dich tang hi¢u suét str dung may do da bi lugc bo.

Nam 2006 day la nim a0 héa c6 mot budc tién moi trong qua trinh phat
trién, d6 1a su ra doi ciia Application Virtualization va Application Streaming.

Nam 2008, Vmware gidi thiéu phién ban Vmware workstation 6.5 beta, san
pham dau tién cho phép cac chuwong trinh cua windows va linux duoc sir dung Direct

X9 dé tang tdc xir 1y hinh anh trong may ao Windows XP [9].
1.2. 1. Phan loai 4o héa
1.1.2.1. Ao héa mang

Ao hoa hé théng mang 13 mét tién trinh hop nhat tai nguyén, thiét bi mang ca
phan cimg 1an phan mém thanh mot hé théng mang 4o. Sau do, cac tai nguyén ndy s&
duogc phan chia thanh cac channel va gén v61 mot may chui hoac mot thiét bi nao do
[15].

Céc thanh phan mang trong co s& ha ting mang nhu Switch, Card mang, dugc
40 hoa mdt cach linh dong. Switch 4o cho phép cac may 4o trén cung mdt may chu
c6 thé giao tiép v6i nhau bang cach sir dung céac giao thirc trong tw nhu trén thiét bi
chuyén mach vat Iy ma khong can phan cing bd sung. Chung ciing hd trg VLAN
tuong thich véi viéc trién khai VLAN theo tiéu chuan tir nha cung cap khac, ching

han nhu Cisco.



Mot may ao co thé c6 nhiéu card mang 4o, vi¢c tao cac card mang 4o nay rat
don gian va khong giéi han sé card mang tao ra.Ta ¢ thé ndi cac may 4o nay lai véi
nhau bang mot Switch ao. Pidu dic biét quan trong, toc d6 truyén giita cic may ao
nay v6i nhau thong qua cac switch do dwoc truyén voi tot do rat cao theo chuin

GIGABITE(1GB), dan dén viéc dong b giita cac may 4o v6i nhau dién ra rat nhanh.

Virtual J
Ethernet
adapters

N

ESX Server 3
virtual =
switches

N

Physical
Ethernet
adapters

Management
LAN

Hinh 1. 2: : Ao héa network

1.1.2.2 .Ao héa heu triv

Ao hoéa hé théng luu trit vé co ban 1 su méd phong, gia 1ap viéc luu trit tir cac
thiét bi luu trix vt 1y. Cac thiét bi ndy c6 thé 1a bang tir, 6 cimg hay két hop ca 2 loai.
Viéc 1am nay mang lai céc ich loi nhu viée ting toc kha ning truy xuat dir liéu, do
viéc phan chia cac tac vu doc, viét trong mang luu trtr. Ngoai ra, viéc mot phong céc
thiét bi luu trir vat Iy cho phép tiét kiém thoi gian hon thay vi phai dinh vi xem may

chu nao hoat dong trén 6 cimg nao dé truy xudt [15].

Hién nay cac nha luu trit da cung cip giai phap luu trit hiéu suat cao cho khach
hang ctia ho trong mot thoi gian kha kha. Trong hinh thirc co ban nhat cta nd, luu trit

40 hoa ton tai trong viéc ta 1ap rap nhiéu 6 dia vét Iy thanh mot thuc thé duy nhat dé



cac may cha luu trir va chay hé diéu hanh chiang han nhu trién khai RAID. Diéu nay
6 thé duoce coi 13 4o boi vi tit ca cac 6 dia duoc st dung va tuong tac nhu mot 6 dia

logic duy nhat, mic du bao gém hai hodc nhiéu 6 dia trong.

Mot cong nghé 4o hoda luu trit kha noi bat 1a SAN (Storeage Area Network —
luu trir qua mang). SAN 1a mét mang dugc thiét ké cho viéc thém céc thiét bi luu trix
cho may chit mot cach dé dang nhu: Disk Aray Controllers, hay Tape Libraries.

Vi nhitng wu diém ndi troi SAN di tré thanh mot giai phap rat tét cho viée
Iwu trit thong tin ctia doanh nghiép hay t6 chirc. SAN cho phép két ndi tir xa téi cac
thiét bi luu trit trén mang nhu: Disks va Tape drivers. Cac thiét bi luu trix trén mang,
hay céc ing dung chay trén dé duoc thé hién trén may chu nhu mot thiét bi cia may

chu (as locally attached divices).
C6 hai ddc diém co ban trong cac thanh phan cua SAN:

1-Mang (network) c6 tac dung truyén thong tin gitta thiét bi luu trit va hé thong
may tinh. Mot SAN bao gom mdt ciu tric truyén tin, nd cung cap két ndi vat 1y, va
quan 1y cac 16p, to chic cac két ndi, cac thiét bi luu trit, va hé thong may tinh sao cho

dir liéu truyén trén do6 voi toc d cao va tinh bao mat;

2-Mot hé thong luu trit bao gdm cac thiét bi luu trit, hé théng mdy tinh, hay
céc Gmg dung chay trén nd, va mot phan rat quan trong 1a cac phan mém diéu khién,

qua trinh truyén thong tin qua mang.
1.1.2.3. Ao héa mdy chu

Mot may chu riéng o tiéng anh Virtual Private Server, may chil 40 hoa 1a mot
phuong phap phan ving mot may chu vat 1y thanh nhiéu may chi 40, mdi may chu
c6 kha niing cua riéng ctia minh chay trén mdy tinh danh riéng. Mdi may chu 4o riéng
ctia n6 c6 thé chay hé diéu hanh khac nhau, va mdi may cha ao c6 thé dugc khoi dong
lai doc 1ap [14].

v Loi thé cta a0 hoa may chu:
o Tiét kiém duoc chi phi dau tuw may chii ban dau;

o Hoat dong hoan toan nhu mdt may chu riéng;



o C6 thé dung may chu 4o hod cai dit cac tng dung khéc tuy theo nhu
cau cua doanh nghiép;

Bao tri stra chita ning cAp nhanh chéng va d& dang;

D@ dang nang cap tai nguyén RAM, HDD, bing thong khi can thiét;
C6 thé cai lai hé diéu hanh tir 5-10 pht;

Khong lang phi tai nguyén.

O O O O

v Cac mdi truong ao hdéa may chu

C6 hai méi trudng méy chil 40 hoa: 40 hoa toan phan (Full virtualization) va do hoa

mot nira (Paravirtualization).

1. Full-virtualization: Phan cimg dugc mo phong dé mé rong chay nhiing hé

diéu hanh khach trén nén tang 4o hoa.Diéu nay co nghia rang cac thiét bi phan ciing
khac nhau déu dugc moé phong. Thong thudng, ¢6 nhiéu nén tang ao hoa cb gang chay
nhiéu sy Gy nhiém trén CPU chinh (chay nhanh hon nhiéu so véi CPU mé phong)

nham nam bat va xu Iy cac sy iy nhi€ém mot cach thich hop.

Mbt s6 nén tang 4o hoa hd tro hodc yéu cau CPU mé rong dé hd trg 4o hoa.
Trén 1 s6 nhitng dong chip méi nhu x86 va x86_64 CPUs duoc cung cip thong qua
VT-X (Intel) va AMD-V (AMD).Chung dugc goi 1a Phan Ctung HO Tro Ao Hoéa
(hardware-assisted full-virtualization).



Kién tric xif Iy méi hd trg do hoa
Ring 3

VT (Virtualization Technology) va Pacifica che phép hypervisor truy cap cdp thap dén CPU.
M6i may do md phng ddy du khd ndng cia CPU x86 truyén thing 08 phue vu cho HDH va céc tng dung.

Hinh 1. 3: Kién trac x{r Iy méi hé tro’ do héa

2. Paravirtualization: 1a mot phuong phap ao héa may chu khac. Véi phuong

phap 40 hoa nay, thay vi md phong mot méi truong phan cimg hoan chinh, phan mém
40 hoa nay 1a mot 16p mong (Hypervisor) don céac truy cip cac hé diéu hanh may chu

vao tai nguyén may vat 1y co sé.
1.1.2.4. Ao héa irng dung

Ao héa ung dung 1a mot dang cong nghé 4o hoa khac cho phép chung ta tach
roi mbi lién két giira ing dung va hé diéu hanh va cho phép phan phdi lai tmg dung
pht hop vé6i nhu cau user. Mot tng dung duoc 4o hoa s& khong duogc cai dit 1én may
tinh mot cach thong thudng, mic du & goc do ngudi sir dung, ing dung van hoat dong
mot cach binh thuong. Viée quan 1y viée cap nhat phan mém tré nén dé& dang hon,
giai quyét sy dung do giira cac tmg dung va viéc thir nghiém su twong thich ctia chung
cling tro nén dé dang hon. Hién nay da c6 kha nhiéu chuong trinh a0 hoa tmg dung
nhu VirtualBox, Vagrant, Docker, Citrix XenApp, Microsoft Application
Virtualization, Vmware ThinApp... [15].

Ao hoa tmg dung 13 giai phap tién dén cong nghé "dién téan dam may" cho
phép ta st dung phan mém cua cong ty ma khong can phai cai phin mém nay vao bat

cir may tinh con nao.
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Hinh 1. 4: Ao héa irng dung

Giai phap Ao Héa Ung Dung cho ta nhitng loi ich noi trdi sau:

v’ Tat ca cac may tinh déu co thé stt dung phan mém ao nhu dang cai trén may

tinh cia minh ma khéng phai lo vé cdu hinh (vi du chay Photoshop trén may
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P4 chi c6 512 MB RAM). Tbe dod ph?ln mém ludn 6n dinh va ko phu thude vao
cAu hinh timg may;

v" Cac may tinh con luén & trong tinh trang sach va chay nhanh hon. Loai bo
hoan toan viéc phai sira 16i phan mém do virus, spyware hodc do ngudi ding
$0'Y;

v' Cho phép str dung phdn mém ma khéng phai quan tim dén hé diéu hanh ta
dang st dung (vi du: ta c6 thé dung Microsoft Office 2007 ngay trong Linux,
Windows 98 hoac MAC-0S);

v Ta c6 thé phan phdi phadn mém 1 cach linh dong dén 1 sé ca nhan hoic nhém
¢6 nhu cau str dung thay vi cai vao tat ca moi may nhu cach pho thong. Viéc
phan phéi hodc g& bo phan mém ra cac mdy tinh c6 thé dién ra chi trong vong
chi vai gidy thay vi hang tudn néu nhu cong ty c6 hang chuc may tinh;

v' Thong tin luén ludén duogc luu triv an toan & server trung tdm thay vi co thé
phan tan ra timg mdy con. Cho du ta & bat ¢t noi nao (tai 1 may tinh khéc, tai
nha hay thdm chi & internet cafe), viéc truy nhap va st dung phin mém cua

doanh nghiép tré nén d& dang qua 1 hé thong bao mat hién dai nhat.

Ao hoéa ung dung 13 giai phap cho phép sir dung va quan 1y phan mém doanh
nghiép 1 cach hiéu qua cé hé théng. Tiét kiém t6i da chi phi bao tri, hd tro k¥ thuat

va quan ly tirng may tinh.

Trong ao hoa ing dung thi cong ngh¢ ao hoa Docker dang dugc danh gia la
tuong lai clia cong nghé ao hoa (future of virtualization), Cong nghé nay 1a san phan
ciia mot du an phan mém tu do ngudén md phat hanh theo gidy phép Apache. Khac
biét 16n cta Docker va cac cong nghé ao hoa khac d6 1a tiét kiém dang ké resource
sir dung. V&i docker c6 thé chay 20 container (twong ty nhu mot hé diéu hanh nho)
trén cting mot may host (host machine), ma néu str dung cong nghé ao hoa khac nhu
Vagrant s& can mot may cha voi cau hinh rat 16n. Docker lam duoc diéu nay 1a boi
vi khac v6i Virtual Machine & chd thay vi tach biét gitta hai moi trudng guest va host,

thi cac container cua Docker chia sé cac resource voi host machine.
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1.1.3.Cac cong nghé gitp ao hoa hé thong
1.1.3.1. Céng nghé mady do

May 4o 1a mot may tinh dugc cai trén mot hé diéu hanh khac hay mot may tinh
khac. Mot may 4o ciing bao gdm phéan cing, cic tmg dung phin mém va hé diéu
hanh. Piéu khéc biét & day 13 16p phan cling cia may 4o khong phai 1a cac thiét bi
thuong ma chi 13 mot méi truong hay phan ving ma ¢ d6 né duoc cap phat mot sd
tai nguyén nhu 1a chu ki CPU, bo nhd, 6 dia....Cong nghé may ao cho phép cai va
chay nhiéu mdy 4o trén mot may tinh vat 1y. Mdi may 4o c¢6 mot hé diéu hanh may
khach riéng 1é va dugc phan bo tai nguyén, 6 cting, card mang va cac tai nguyén phan
ctiig khac mot cach hop 1y. Viéc phan bé tai nguyén nay phu thudc vao nhu cau cia
tirng may 4o ung dung va cling tuy thudoc vao phuong phép do héa dugc dung. Pac
biét khi may a0 can truy xuat tai nguyén phan cung thi né hoat dong giéng nhu mot
may that hoan chinh. Vi chi 1a mét tap tin dugc phan ving trén 6 dia nén viéc di
chuyén cac mdy ao tir may chii nay sang may cha khac 1a rat dé dang va khong can

quan tdm dén van dé twong thich phan ctng hay anh hudng t6i may chu.

WWirtual
Machine

COperating
systems

Virtualization
layer

= BG
architecture

Hinh 1. 5: Mé hinh cac |&p twong tac trong hé théng VMs
Trong kién truc ciia mot bg xtr Iy 4o hdéa dugc chia thanh 4 16p . Lop 0 1a 16p

c6 quyén cao nhét co thé truy cap va can thiép sdu nhat dén tai nguyén phan cing.

L&p 0 thuong 1a cac hé diéu hanh cha duge cai trén chinh may cha. Lop 1 1a
16p 40 hoa Hypervisor. Lép nay dung dé quan 1y va phan phdi tai nguyén dén cac
may a0. L6p 2 1a cac hé didu hanh khach chay trén cac may ao. Dé truy cp tai nguyén
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phan cimg no phai lién lac v6i 16p 4o hoa va phai qua hé diéu hanh may chu. Lép co
quyén can thiép thp nhat dén tai nguyén 1 16p 3 1a cac tng dung hoat dong trén cac

may ao.

Trong cac hé théng may tinh 16n dung dé xu 1y cac tng dung thuong mai va
khoa hoc (mainframe), hé diéu hanh chay trén phan cimg may thyc ¢ ché do wu tién
vi chi ¢6 hé diéu hanh chia méi duoc phép stra ddi va can thiép vao phan cing bén
duéind. Con may 4o lam viéc & ché do gii han vi phan crng ma né nhin thay chi la
cac thiét bj 40. Khi may 4o yéu cau cac 1énh hoic tién trinh théng thuong thi hé didu
hanh chi s& chuyén tiép chung dén b6 xur Iy dé thuc thi truc tiép, con dbi v6i cac
1énh hodc céc tién trinh dic biét nhay cam can thiép sau dén phﬁn cung bén dudi s€
bi chin lai vi c6 thé lam anh huong téi hé théng va may 4o con lai. H¢ diéu hanh chu
s& thyc thi 1énh véi bo xir 1y trén mdy thuc rdi sau d6 moé phong két qua roi tra vé
cho may a0. Py 14 co ché nham cach ly may 4o véi may thyc dé dam bao an toan hé

théng.
1.1.3.2. Céng nghé can bang tai

Trong xu hudng cong nghé, may chu 14 trai tim ctia cia mang may tinh, néu
may chu mang hong, hoat dong cua hé théng s€ b1 ngung tr¢. Do vay, van dé dit ra
14 cAn c6 mot giai phap dé dam bao cho hé thdng van hoat dong tot ngay ca khi c6 su
¢ xay ra d6i véi may cha mang. Giai phap hiéu qua dugc dua ra 13 sit dung mot
nhom server cung thuc hién mot chure nang dudi sy diéu khién cua mot cong cu phan
phdi tai - Giai phap can bang tai (Load Balancing). C6 rat nhiéu hing dwa ra giai phap
can bang tai nhu Cisco, Coyote Point, Sun Microsystems... voi rat nhiéu tinh ning
phong phu.

Load Balancing 1a mdt cong nghé c6 kha ning chia tai va nang cao kha nang
chiu 18i cta hé thdng. Load Balancing khéng chi lam nhiém vu phan phéi tai cho cac
server ma con cung cip co ché dam bao hé thdng server ludn kha dung trude cic

client va nhu cau truy cap tir internet.

Hién nay c6 2 loai can bang tai dugc ap dung:
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1-Can bang tai st dung phan ctng: str dung cac modun cdm thém trén céc thiét
bi chuyén dung nhu Bé dinh tuyén (Router) hay bo chuyén mach (Switch) dé chia tai
theo ludng, thudng hoat dong tir layer 4 tré xudng. Vi st dung thiét bi chuyén dung
nén c6 hiéu ning cao, tinh on dinh cao, kha ning mé rong tot hon nhung khé phat
trién duoc tinh ning bao mat phirc tap. Thuong st dung cac thiét bi cua Cisco, F5,

Citrix,...

2-Can bang tai st dung phdn mém: Str dung phan mém cai trén server dé két
hop nhiéu server mot cach chit ch& tao thanh mot server o (virtual server). Cach nay
c6 vu diém 14 c6 thé chia sé dugc nhiéu tai nguyén trong hé thdng, theo ddi duoc
trang thai ciia cac may chu trong nhom dé chia tai hop 1y. Tuy nhién, do sir dung phan
mém trén server, tinh phuc tap cao nén kha ning mé rong cua giai phap nay bi han
ché, phire tap khi trién khai cling nhu khac phuc khi xay ra su ¢6, ¢6 rao can vé tinh
tuong thich, kho c6 dugc nhiing tinh ning ting toc va bao mat cho tng dung. Thudng

st dung céc giai phap Proxy, DNS load balancing, Round Robin NDS,...
1.1.3.3. Céng nghé can bang tdi mang

Cong nghé can bang tai mang (Load Balancing) 1a mot cong nghé c6 kha ning
chia tai va nang cao kha ning chiu 15i cta hé théng. Puoc dung cho cac tng dung
Stateless applications (cac img dung hoat dong mang tinh nhat thoi) nhu Web, File
Tranfer Protocol (FTP), Virtual Private Network (VPN)... Trong hé théng NLB s&
bao gdm cac cum server duoc cau hinh tuong tu nhau (c6 thé duoc dit rai rac ¢ nhidu
noi) cung hoat dong dé phan phdi khi luong cong viée giita cac may chu trong hé

théng, gitp hé théng giam bst ganh ning khi phan bo tai.

Nhuogce diém ctia NLB 1a mdi cum server phai dung riéng mét noi luu trit cuc
bd (Local Storage) cho nén can phai co qua trinh déng bo hoa dit liéu & mdi noi luu
trir, sO lugng cum server cang nhiéu thi thoi gian cho vi¢c déng bd hoa cang lau, chinh
vi didu nay nén ta khong nén trién khai cac ung dung Stateful applications (cac tng
dung hoat dong thuong xuyén trong thoi gian dai) nhu cac database server: Microsoft
SQL Server, Microsoft Exchange Server, File and Print Server... trén k¥ thuat NLB

nay nham dam bao tinh chinh xéc cua dit liéu.

1.1.3.4. Céng nghé can bang tdi Clustering
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Day la cong nghé duoc dung rong rii cho cac hé théng can do sin sang phuc
vu cao, day 1a giai phap duoc dic biét quan tAm do tinh kinh té, da dang va kha ning
dich vu cao. Cong nghé nay c6 thé sir dung phan cing chuyén dung dé cung cip mot
moi trudng voi do tin cay cao dam bao cho céac dich vu co thé hoat dong tron tru ma
khong bi dirng bdi mot vai 16i nho; hodc ciing ¢6 thé duoc thiét ké dé chay trén cac

phan cing thong dung ma van dat duoc cac yéu cau:

v' Tang cuong kha nang mé rong;
v' Nang cao hiéu suit;

v Tinh san sang cao va khac phuc su ¢o0.

Wide Area Network

e a Sync or Async

DP

bl e —— —

Mirror Target/s

Unprotected
Mirror Sourcels
-~
LY

Hinh 1. 6: M6 hinh can bang tai Clustering

Vi hé thdng sir dung cong nghé clustering, trong qua trinh khai tao cdu hinh
ctia hé thong s& bao gdm mot hé thdng véi cac nut chinh cha dong (active primary
node) va mot hé thdng véi cac nat phu bi dong sao luu (passive backup node). Trong
hé théng nay cac nit chu dong va bi dong can cd ciing cdu hinh va duoc sir dung cong
nghé luu trir SAN hodc Raid (Raid 1).

Nut dang hoat dong (active node) s& dap lai cac yéu cau vé dich vu thong qua
mot dia chi IP 4o (Virtual IP hay VIP). Pia chi VIP 1a mét dia chi IP va n6 chi khac
so voi dia chi IP thong thuong ciia mot niit dang hoat dong.

Hé théng bi dong (gdm cac nut khong hoat dong) sé khong truc tiép chay dich
vy, thay vao dé né quan 1i cac dich vu cua nut chu dong dang hoat dong, va dam bao

chic chin 13 nut dang hoat dong van phai dang con hoat dong. Néu nut khong hoat
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dong phat hién ra 1 van dé nao d6 véi hodc 1a nut hoat dong hodc dich vu dang chay
trén no, thi mot thong bao 16i s& duoc khdi tao.Khi c6 16i, hé théng clustering s€ thuc

hién cac budc sau:

v' Budc 1: Nt dang hoat dong sé& truc tiép ngit hét cac dich vu dang chay va céac
két ndi;

v" Budc 2: Nut khong hoat déng s€ khéi dong cac dich vu twong duwong véi cac
dich vu ctia may chu dong;

v' Budc 3: Nut dang hoat dong s& ngit khong st dung dia chi VIP;

v' Budc 4: Nut khong hoat dong bay gior lai chuyén thanh nat dang hoat dong, va
& ché @0 su dung dia chi VIP;

v' Budc 5: Néu n6 van dang hoat dong va dang duy tri két ndi mang, nat trudc
kia 12 chii dong thi bay gio tré thanh nut bi dong, bat dau giam sat cac dich vu

cua nut chu dong.
1.1.3.5. Céng nghé RAID

RAID (Redundant Array of Independent Disks) c6 nghia 1a sy tdn dung céc
phan du trong cac 6 cing doc 1ap. Ban dau, RAID duoc str dung nhu mot giai phap
phong ho vi né cho phép ghi dit liéu 1én nhiéu dia cing cing lic. RAID chinh 1 sy
két hop gitra cac dia cung vat ly béng cach st dung mot trinh diéu khién dic biét

RAID c6 thé st dung nhu 13 mot phan cimg 1an phan mém.

Hé théng co stir dung RAID duoc ding trong viéc dam bao an toan dir liéu khi
6 6 dia bi 18i va phuc hoi lai cac dit liéu, c6 thé thay “ndng” 6 dia dbi voi mot sb loai
RAID va ciing con tiy thudc vao may chi. RAID ngdy cang trd nén can thiét cho cac

hé théng may tinh.

Vi RAID mang tinh toan ven dir liéu cao , phuc hoi nhanh chong nén RAID
chu yéu dugc tng dung vao cac may chii, khong phai 1a cdc may ban khong thé ding
Raid dugc ma 13 do chi phi dau tu kha ton kém nén chi & cac hé thong 16n doi hoi do

an toan cho dir liéu phai cao mai su dung.

1.1.3.5.1. Striping
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La mot trong nhitng chuan RAID c6 hiéu ning cao nhat, né gitip ta ting toc do
truy cép 1én tdi da bang cach ghi song song dit liéu 1én cac 6 dia ndy. K§ thuit nay s&
chia céc tép duy liéu ra va ghi dong thoi 1én 6 dia clng trong ciing mot thoi gian. Va
khi doc thi cling doc cung lic trén tat ca cac 6 dia 1am cho toc d6 doc va hiéu suét
cao.

O cép do byte Striping chia ra thanh tirng gbi nhé c6 kich thudc mot byte va
bo diéu khién s& ghi byte nay 1én 6 dia, trong cap do Block thi tap tin ciing bi chia
nho, luc ndy chia nhé nhu thé nao thi tuy theo kich thudce cia Block né nhur thé nao,

tap tin s& dugc luu va phan bd trén cac Block nay.

File 1 (blocks 1, 5),
File 2 (block 3).
File 4 (block 2)
Disk #1
q/ File 1 (blocks 2, 6).
——— File 2 (block 4),
S File 4 (block 3)
(it ]=] Oiok #2
a RAID
Controller
g/ﬁ File 1 (block 3).
E=——————+2 File 2 (block 1).
e
System —————— File 3
Disk #3
g File 1 (block 4),
— — File 2 (block 2),
S————— File 4 (block 1)
Disk #4

Hinh 1. 7: RAID Song hanh

1.1.3.5.2. Duplexing

Pay 1a chudn mé rong cua Mirroring. Dit liéu ciing duoc ghi trén hai 6 climg
nhung phai c¢6 2 bo diéu khién RAID két ndi voi 2 dia cimg. Tir ddy ta di thdy chuan
nay kha ton kém. Nhung c6 mot dic tinh 1a Duplexing mang tinh biao mat cao hon
Mirroing vi ¢ day n6 dung t6i 2 card diéu khién RAID.
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N,
Controller g File 1, File 2, File 3,
| # S—r"
%l ” =, Disk #1
— O
= o=
= A
Controller gf File 1, File 2, File 3,
—P \-——/
System #2 w
Disk #

Hinh 1. 8: RAID Ghép doi (soi gwong)

1.1.3.5.3. Parity RAID

Day la phuong phép bdo vé an toan cho dit li¢u, st dung cac thong tin mang
tinh chan 1& bﬁng cach luu gitr mét con s6 nhi phan 0 hoac 1 cho biét téng cac bit
trong goi tin 1a chin hay 1¢. Néu dung chuan nay thi loi ich 16n nhét cua n6 1a khong
yéu cau hé thong RAID bét di mot phan dung lugng dé luu trit dir liéu. Nhung ciing

c6 khuyét diém ctia n6 1a phai yéu cau hé thong c6 mot phan ctng that manh.
1.1.3.5.4.JBOD

1BOD dugce viét tat tir “Just a Bunch of Disks” va khong phai 1a hé thong RAID
chinh théng, n6 khong c6 muc dich cai thién hiéu suit cta 6 cimg hay d6 tin cdy. N6
dung dé ghép nhimng 6 cimg c6 dung lwong khac nhau thanh mot dung luong luu trit

duy nhét.

Ttr cac chuan Raid trén cho ra doi cac loai Raid nhu Raid 0, Raid 1, Raid 2,
Raid 3, Raid 4, Raid 5, Raid 6, Raid 0+1, Raid 10,...1a c4c ting dung dya trén cac
cong nghé ciia nhitng chuan RAID.

1.1.3.6. Cong nghé lwu trir SAN

SAN 1a mot hé théng mang luu trit chuyén dung két ndi nhiéu Server va nhiéu
thiét bi luu trit, voi myc dich chinh 13 truyén tai dir liéu giita hé thong may tinh va

phan tir lvu trit va giita cac phan tir luu trit véi nhau.
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Arrayl  Array2 Array3
Raid5 Raid5 Raid10

Hinh 1. 9: M6 hinh lwu trir SAN

Trong 4o hdéa cong nghé luu trir mang dugc dung lam trung tdm cua dir liéu va

cling c6 thé lam noi chira cdc may 4o khi can thiét. N6 ho trg cac may chu co thé lay

dir liéu tir né dé khoi dong.

Loi ich cua SAN:

v
v

v
v

Luu trir tap trung dir li¢u trén mot hé thé)ng don nhat;

Cho phép truy cap dir lidu véi toc do rat cao (2Gb/s; 4Gb/s twong lai 1én t6i
10Gb/s);

Tinh 6n dinh lién tuc cta thiét bi rat cao (99,999%);

Dé dang ning cip, mo rong trong tuong lai (ting thém s6 lugng may chii, hay
mo rong dung lugng luu trit 1én rat 16n va uyén chuyén): bao vé su dau tu
thong qua kha nang tuong thich nguoc véi cac switch thé hé cii hon, va kha
nang nang cap firmware cua thiét bi ma khong phai dimg hoat dong hé thong,
dam bao moi dich vu déu duoc duy tri lién tuc 100%;

C6 kha nang sao luu dif liéu trong ndi bo hé théng SAN, ma khong phai dimng
dich vu cia may chu dé sao luu nhu cac hé théng luru trir khac, déng thoi khong
hé anh hudng bang thong ciia mang LAN khi thuc hién céac thao tac backup;
Béo mat t6t: xac thuc, xac quyén, diéu khién truy xuat va kha ning quéan ly

theo vung tdng thém murc bao mat mang;
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v' HO trg nhiéu hé diéu hanh va méi truong cluster, cho phép thiét ké linh dong
va bao vé sy dau tu;

v" Uyén chuyén trong khoang cach, két ndi va hiéu suit, v6i kha ning hd tro
nhiéu hon 3000 port. HS trg co s& ha ting da giao thitc gdm FC, iSCSI, va
FCIP.

1.2. Phian mém tw do nguén mé

Phin mém bao gém mdt tap hop cac thanh phan: Céc tai liéu (phan tich thiét
ké, huéng dan cai dat, s dung, bao tri, nang cdp); CSDL duoc cai dit trong mdi
truong tich hop; Chuong trinh may tinh kha thi, phu hop véi hé quan tri CSDL da cai
dat CSDL; Céc tién ich sd héa di kém hd tro cho chuong trinh may tinh[4].

Phan mém d3 trd thanh mot tai nguyén ciia xa hoi manh tinh chién luoc trong
vai thap ky gan day. Su ndi 1én cia Phan mém Ty do (PMTD), ma né di tham nhap
vao cac khu vuc chi chét cua thi truong cong nghé thong tin va truyén thong (ICT),
dang thay d6i mot cach manh mé nén kinh té ciia viéc st dung va phat trién phan
mém. PMTD - di khi con dugc goi nhu la “Nguén mé” hodc “Phan mém Tu do” -
c6 thé dugc sir dung, sao chép, sua ddi va phan phéi mot cach tu do. N6 dua ra su tu
do hoc va day ma khong cé viéce 16i kéo vao nhiing sy phu thudc vao bat ky nha cung
cap cong nghé duy nhat ndo. Nhitng sy tu do ndy duge xem xét nhu 1a diéu kién co

ban tién quyét cho su phat trién bén vimng va tong thé cia mot xa hoi thong tin.

Khai niém PMTD, nhu duoc hiéu bai Richard Stallman trong dinh nghia cua
ong, tham chiéu t6i cac quyén ty do dugc dam bao cho ngudi nhan nd, dugc nhéc toi

4 quyén sau:
1-Tu do chay chuong trinh & bét cir ddu, vi bt ky muc dich gi va vinh vién;

2-Tu do nghién ctru cach ma n6 lam vi¢c va dé ap dung né cho cac nhu cau cua chung

ta. Piéu nay can tdi sy truy cap vao ma nguon,

3-Tu do phén phdi lai cac ban sao, sao cho chung ta c6 thé gitip dugc nhitng ban bé

va hang x6m cua chung ta;
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4-Ty do cai tién chuong trinh va dua nhirng cai tién do ra cho cong ching. Diéu nay

cling can td1 ma nguon.

Co ché ma dam bao cho nhiing quyén ty do niy, theo phap lut hién hanh, 1a
su phan phdi theo mot gidy phép dic biét. Thong qua gidy phép nay, tac gia trao cac
quyén cho ngudi nhan chuong trinh dé thi hanh cac quyén ty do nay, cling nhu bd
sung thém bét ky su han ché ndo ma tac gia c6 thé mong mudn 4p dung (nhu dé cong
nhén cac tac gia ban dau trong trudong hop ciia mot sy phan phdi lai). Dé gidy phép
dugc xem 14 ty do, nhirng han ché nay phai khong 1am mat tac dung cic quyén ti do

da dugc néu ¢ trén[3].
1.2.1. Lich st phat trién

Trong nhitng ndm 50, 60, 70 thi nguoi sir dung méy tinh di cé quyén tu do st
dung cac phan mém mién phi. Phan mém mién phi duoc nhimg ngudi st dung may
tinh chia sé mién phi véi nhau va ciing do chinh cac nha san xuat ché tao may tinh vi
ho phan khéi do ¢6 nhiéu ngudi dang cung ho sang tao ra nhitng phan mém lam cho
may tinh caa ho c6 ich, khdng phai 1a nhitng cuc sit vo dung. Nhirng t6 chirc nguoi
tiéu ding va nha san xuat duoc lap nén dé tao diéu kién cho viéc trao doi phan mém
vi du nhu SHARE. V2o nhiing nam cudi cia thap ki 60 thi xuat hién nhiing thay doi
dang ngai: gid phan mém ting 1&n nhanh chdng, gitra nha san xuét phan cang co cai
dat sin va nha san xuat phan mém ciing xuat hién sy canh tranh gay gat d¢ mo rong
thi truong vi khi d6 phan mém mién phi vi chi phi ciia n6 da nam trong gia phan
ctrng.Nhung viéc cai dit sdn nhitng phan mém nhu vay lai khong dem lai loi ich gi
cho viéc ban phan mém va nguoi sir dung d6i khi lai khéng can nhitng thir duoc cai
san nén ho khéng muédn phai chi tra cho nhitng thir khdng xai téi. Trong bai "Nudc
My va IBM" United States vs. IBM, ngay 17/1/1969 chinh quyén da cho rang viéc
cai dit phan mém di kém phan ctiing khi ban ra thi truong 13 mot kiéu canh tranh
khong lanh manh. Tuy rang van c6 nhiéu phan mém la hoan toan mién phi nhung da
phan van chi la nhitng san pham thuong mai. Trong subt quang thoi gian nhitng ndm
70 va thoi ki dau nhitng nam 80,nén cdng nghé phan mémbat dau si dung céc tiéu
chuan vé cong nghé (vi du nhu chi cho phan phéi céc phién ban st dung, cac ban sao
nhi phan binary copies cua chuwong trinh may tinh) nham ngin ngudi sir dung may
tinh nghién ciru va chinh sira cac phan mém. Nam 1980 bo luat quyén tac gia duoc
mé rong sang phan mém may tinh.
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Nam 1983, Richard Stallman, 1a thanh vién lau nam cua cong
d6ng hacker cia MIT Artificial Intelligence Laboratory, chinh 6ng ciing dd khoi
xudng du &n GNU. Stallman néi rang dng thiy chan nan vi nhiing tac dong thay doi
vé vin héa trong nén cong nghiép may tinh va ngudi ding may. Sy phét trién céc
phan mém cho hé diéu hanh GNU,GNU operating system, bat dau tir 1/1984, va T
chac phan mém tu do Free Software Foundation (FSF) duoc thanh lap nam 1985.
Ong d3 phat trién mot dinh nghia riéng cho phan mém tu dova khai niém "copyleft".

Va tiém ning thuong mai cia cac phan mém tu do duoc cac cong ty 16n nhin
thidy nhu IBM, Red Hat, va Sun Microsystems. Ciing c6 rat nhiéu cong ty khéng
thudc linh vuc cng nghé thong tin chon cac phan mém mién phi dé 1am céc trang
web thong tin va thuong mai cua ho vi chi phi dau tu thdp va kha niang tu do dong
goi dit kién cia cac phan mém dang nay. Ngoai ra ciing c6 nhiing cong ty trong cac
nganh cong nghiép phi phan mém sir dung cac cong nghé twong ty nhu cong nghé
phat trién phan mém tu do trong qué trinh nghién cau va phat trién. Mot vi du minh
chang 1a cac nha khoa hoc ciing luén mong mudn ¢6 mét quy trinh nghién ctu tién
tién hon nhiing cong nghé hién tai va da xuat hién nhiéu thiét bi phan cimg nhu
microchips véi giay phép copyleft. Creative Commons ciing bi anh hudng rat nhiéu
boi trao luu phan mém ty do.

1.2.2.0u thé cua phin mém ty do ma nguén mé so véi phan mém nguén dong

Loi ich phan mém ngudén md thé hién ré nhat & tinh kinh té, sir dung phan
mém ngudn mé tiét kiém dugc ngudn tién khong 16, ngudn tién tiét kiém trén sé& giap
cac nudc dang phat trién han ché duge hién tuong chay mau chit xam, khi ma cac
sinh vién duoc dao tao vé khoa hoc may tinh va phan mém khong con di tim nhiing
cong viéc phu hgp véi kha nang cia ho tai cac nude khac ma co thé 1am viéc tai dat

nuwdc minh.

O van dé gido duc dao tao phdn mém ngudn mé 13 1 nén tang cho viée gido
duc vé khoa hoc may tinh, néu day hoc vé phﬁn mém s& hiru doc quyén, thi nguoi
hoc biét s& biét cach sir dung phan mém dé, nhung néu day va hoc vé phan mém
ngudn mé thi ngudi hoc khong nhing biét cach sir dung phan mém ngudén mé ma con
biét thém thong tin hoat dong ctia ciia phan mém d6 nhu thé nao. Song ddi lac ngudi

ta lua chon phﬁn mém khong chi dya vao tinh kinh phi ph?ln mém d6 ma con dua vao
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d6 chét luong va Gmg dung ciia nd. Xét vé phan mém ngudn mé nd co cac dic diém
sau day: tinh an toan, tinh 6n dinh va dang tinh cdy, giam 1 thudc vao xuat khau, van
dé vi pham ban quyén, quyén sé hitu tri tué va tinh tuan tha WTO, ban dia hoa, cac
chuin mé va sy khong 18 thudc vao nha cung cip, phat trién ning lyc nganh cong

nghi¢p dia phuong.

O phan mém nguén mé hau nhu khéng cd Virus giy hai cho may tinh, day
cling 1a van dé khién ma nguon mo ngay dugc quan tdm hon so véi phan mém su
dung ma dong nhu Window vi du nhu khi mua may cai ban quyén Window thi phai

mua thém phan mém diét Virus lai tiép tuc ton tién mua ban quyén phan mém nay.
Nhitng vu diém phin mém ngudén mé ndi trén thé hién nhu sau[2]:
1. Tinh an toan

Ma nguén dugc pho bién rong rii: viéc ma ngudn dugc phd bién rong rii giup
nguoi 1ap trinh va ngudi s dung dé phat hién, khic phuc céac 16 hong an toan trude
khi chung bi loi dung. Pa phan cac 16i hé thong cuia phan mém nguén mo duge phat
hién trong qua trinh ra soat dinh ky va dugc stra trude khi gay ra bat ky thiét hai nao.
Céc hé thong phan mém ngudn méd thuong cd quy trinh ra soat chi dong chtr khong

phai ra soat ddi pho.

Ul tién vé tinh an toan dit trén tiéu chi tién dung: c6 thé néi phan mém ngudn
mé duge dung dé diéu hanh mot phan 16n mang internet va do d6 n6 nhan manh nhiéu
dén tinh bén vitng, chtrc ning van hanh thay vi tinh dé st dung. Trudc khi thém bét
clr tinh nang nao vao mot ing dung phan mém ngudén mé, bao gid ngudi ta cling can
nhéc dén khia canh an toan, va tinh ning d6 s& chi duoc dua vao néu khong 1am yéu

di tinh an toan ctia hé thong.

Céc hé thong phan mém ngudn md chu yéu dya trén mo hinh cia Unix: nhiéu
nguoi st dung, thuén tién cho két ndi mang. Do d6, ching duoc thiét ké v&i mot cau
tric an toan bao mat cao. Diéu nay 1a dic biét quan trong khi c6 nhidu ngudi cling
chia sé quyén sir dung mot may chii ciu hinh manh, béi vi néu hé thdng c6 do an toan
thip, mot ngudi str dung bat ky c6 thé dot nhap vao may chu, danh cip dir liu ca

nhan cia nguoi khac, hodc lam cho moi nguoi khong ti€p can dugc véi cac dich vu
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do hé théng cung cip. Két qua ctia mo hinh thiét ké nay 1a chi c6 rét it vu tan cong

duoc thuc hién thanh cong voi1 cdc phan mém ngudn mo.

Vay tom lai mot goi phﬁn mém dugc tao ra boi mot vai nha thiét ké, hay mot
g6i phan mém do hang nghin nha thiét ké sang tao nén nguoi sir dung s& chon Iya
nhu thé nao. Do phan mém ma ngudn mé duoc sang tao boi vo sb cac nha thiét ké va
nguoi st dung nén do bao mat cua ching s€ dugc cai thién, cling nhu chiing cling s€
dugc mang thém nhiéu tinh ning méi va nhitng cai tién méi nén phan mém mi mé

s& dé chu y str dung hon.
2. Tinh én dinh va dang tin cdy

Céac phan mém ngudn mé thuong 6n dinh va dang tin cdy d6 1a két luan tir
nhing cudc phan tich, danh gia va so sanh v&i cac phan mém ngudn dong khac. Vi
du nhu: mét cudc thir nghiém theo phwong phép chon ngau nhién duoc tién hanh vao
nam 1995, tap trung thir nghi¢m 7 h¢ diéu hanh thuong mai va GNU/Linux. Nguoi
ta nap vao cac hé diéu hanh nay nhimg tinh ning ngiu nhién theo mot trinh tir 16n
x0n, bat chudc hanh dong cua nhitng ngudi str dung kém hiéu biét. Két qua 1a cac hé
diéu hanh thuong mai c6 ty 1¢ xung dot hé thong trung binh 1a 23% trong khi Linux
chi bi 151 van hanh trong 9% sd 1an thir nghiém. Cac tién ich cia GNU (phan mém do
FSF xay dung trong khudn khé dir an GNU) bi 151 van hanh c¢6 6% s6 1an thir nghiém.
Nhiéu nim sau, mot nghién ctru tiép ndi con cho thiy tat ca nhimg 18i gip trong cudc
thir nghiém noi trén déu di duoc khac phuc véi hé diéu hanh FOSS (FOSS 1a mot
thuat ngit bao gdm bao gdm ca phan mém ty do va phan mém ngudn mo), trong khi

v61 cadc phan mém dong thi van hau nhu chua dugce dung dén.
3. Giam lé thuoc vao nhap khau

Mot trong nhitng dong co quan trong khién cic quéc gia dang phat trién nhiét
tinh huéng img phan mém nguén ma chinh 1a chi phi khong 16 cta gidy phép st dung
céc phan mém dong. Vi hau nhu toan bo phan mém ciia cac nude dang phét trién déu
dugc nhap khau, tién mua nhitng phan mém nay s& 1am tiéu hao quy du trit ngoai té
hét sirc quy bau ma 18 ra c6 thé duogc sir dung hiéu qua hon cho nhitng muyc tiéu phat
trién khac. Cong trinh phan mém ngudén mo ty do: nghién ciru va khao sat con cho

biét m6 hinh phan mém ngudén mod nay thién nhiéu hon ve dich vu cong, do d6 chi
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phi cho phan mém ciing 14 dé phuc vu nhiing hoat dong ctia co quan Chinh phu chtr
khong phai cho muc dich loi nhuén cta cic cong ty da qudc gia. Piéu ndy c6 anh
huong tich cuc dén tao cong an viéc lam cho xa hdi, mé rong nang luc dau tu noi dia,

va tang thu cho ngan sach dia phuong...
4. Vin @é vi pham ban quyén, quyén s hivu tri tué, va tinh tudn thi WTO

Nan sao chép phan mém 14 van dé ma hau nhu quéc gia nao trén thé gidi cling
gip phai. T chirc Business Software Alliance wéc tinh riéng trong nim 2002, té nan
nay lam nudc My thiét hai mat 13,08 ty dola. Ngay véi cac qudc gia phat trién, noi
ma trén 1y thuyét gia phan mém con vira tai tién nguoi dan, ty 16 sao chép phan mém
van & muc rat cao (24% & My va 35% & Chau Au). Tai cic qubc gia dang phat trién,
noi ma mirc thu nhap thap khién cho phan mém trd thanh mot thir hang xa xi, thi ty
1¢ sao chép c6 thé dat tdi 90%. Nan sao chép phan mém va hé théng luat phap long
1é0 s& gay thiét hai cho mot qudc gia trén nhiéu phuong dién. Qudc gia ndo yéu trong
viéc thuc thi bao vé quyén s& htru tri tué s€ kém hép din véi cac nha dau tu nude
ngoai. Quyén gia nhap WTO va kha ning tiép can nhirng loi ich ma t chirc nay mang
lai bi anh hudng kha nhiéu boi mirc d6 bao vé quyén so hiru tri tué ma mot qudc gia
dat dugc. Nan sao chép phan mém con gy hai cho nén cong nghiép phan mém noi
dia, do cac nha lap trinh dia phuong gio ddy chang con may dong co dé xiy dung

nhirg phan mém ban dia.
5. Ban dia hoa

“Ban dia hoa 1a thich tmg mot san pham, lam cho né phu hop vé mit ngdn
ngir va vian hod véi thi truong muyc tiéu (qudc gia hoic dia phuwong), noi san pham
dugc tiéu thu va sir dung”. Ban dia hoa 13 mot trong nhitng linh vuc noi phan mém
ngudn mé to rd vu thé ctia minh. Ngudi str dung phan mém ngudn mé cé thé tir do
stra d6i dé phan mém tré nén thich tmg véi nhitng nhu cau riéng biét ciia mot khu vuc
van hoa dic thu, bat ké quy mo kinh té ctia khu vuc d6. Chi can mot nhom nhod nhirng
nguoi cd du trinh do k¥ thuat 1a da co thé tao ra mot phién ban ndi dia & mirc do thép
cho bat ky phﬁn mém nguén mo nao. Con viéc xay dung mot h¢ diéu hanh di ban dia
hoa hoan chinh, mac du khong don gian, nhung it ra cling la kha thi. Vi¢c Microsoft
vao nam 1998 quyét dinh khong xay dung phién ban Window 98 cho Iceland co thé

da gay nén nhimng tac hai kho ludng néu nhu khong c6 giai phap thay thé cta phan

25



mém ngudn mé. (Windows 98 1a cai tién cuia phién ban trude, né kha gidng Windows
95. Mot s6 cai tién hitu ich nhu hd trg USB, chia sé két ndi Internet).

6. Cdc chuan mo va viéc khong phai l¢ thuoc vao nha cung cap

Sén c6 ma ngudn: v6i ma ngudn duge phd bién cong khai, nguoi ta lic nao
cling c6 thé tai thiét ké va tich hop lai bd chuan ctia mot ing dung. Moi kha ning tuy
bién déu da thé hién rd trong mi ngudn, khién cho khong ai co thé gidu mot chuan
riéng trong mot hé thong phan mém ngudn mé. Pbi voi phan mém dong thi viée tai

thiét ké s& kho hon. Mot s6 ma con dugc viét ra dé danh lac huéng ngudi ding.

Chu dong tuong thich chuan: khi di c6 nhiing chuin duoc thira nhan rong
rdi, vi du nhu HyperText Markup Language (HTML) bo chuan quy dinh céach thirc
hién thi cic trang web, thi cic du 4n phan mém ngudn mo ludn chu dong bam sat
nhing chuan nay. Khi st dung cac hé thong phan mém ngudn mé dé thoat khoi viéc

1€ thudc vao nha cung cap.

Vi du: cac doanh nghiép c6 thé bién doi mot phan cia géi phan mém ma
ngudon mé dé bién ching phu hgp véi nhitng nhu cau cua minh. Nho vao tinh mé cua
cdc ma nguon ma nguoi st dung chi can thay d6i ma nguon dé dat dugc tinh ning

nhu y mudn. Ho khong thé 1am duoc diéu d6 véi cac phan mém c6 ban quyén.
1.2.3. Cac khia canh phap ly cia phin mém tw do nguén mé

V& phuong dién phap 1y ma noi, thi cac chuong trinh tw do so véi cac phan
mém sé hitu doc quyén 1a khong khac nhau: chiing ca 2 déu duoc phan phdi theo mot
gidy phép. Sy khac biét nim & nhimng gi gidy phép nay cho phép. Trong trudng hop
cac gidy phép cuia chuong trinh tir do, n6 khong han ché viée sir dung, phan phdi lai

va stra doi chung.

C6 nhiéu loai gidy phép tu do, C6 thé phan chia cac gidy phép cia PMTD
thanh 2 ho 16n. Ho d4u bao gém cac gidy phép ma khong dit ra nhitng diéu kién dic
biét 1én viéc phan phdi lai lan 2, 1a cac gidy phép d& dai. Ho thtr 2, goi 1a cac gidy
phép manh (hodc cic gidy phép copyleft), bao gdm nhiing gidy phép ma chiing & dang
ciia GNU GPL, 4p dit nhitng diéu kién trong trudng hop mudn phan phdi lai phan
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mém, c6 muyc dich dé dam bao tuan thu vdi nhitng di€u kién ctua gidy phép sau lan

phan phébi lai 1an dau.
1.2.3.1. Nhirng gidy phép dé dai

Nhiing gidy phép dé dai, ciing con ddi khi duoc biét nhu 14 nhimg gidy phép
hao phong hoic tbi thiéu, hau nhu khong ap dit bat ky diéu kién nao 1én ngudi nhin
phan mém, va vang, cho phép sir dung, phan phdi lai va stra doi. Tir quan diém cu thé
nao do, tiép can nay co thé duogc nhin nhan nhu mot sy dam bao su tu do ti da cho
ngudi nhan chuong trinh. Nhung tir quan diém khac, né ciing c6 thé duoc hiéu nhu
su cau tha ti da xét vé viéc dam bao rﬁng mot khi ai d6 nhan dugc chuong trinh, thi
ngudi d6 dam bao nhitng quyén tu do y hét khi phan phdi lai chuwong trinh d6. Trong
thuc té, nhitng gidy phép nay thuong cho phép phan mém phan phdi lai bang mot
gidy phép s hitu doc quyén .

Mot so gidy phép dé dai[3]:

v’ Trong sb nhiing gidy phép nay, thi gidy phép BSD la ndi tiéng nhét, & mot
chirng myc nao d6 thi nhitng gidy phép dé dai thuong s& duoc tham chiéu toi nhu cac
gidy phép loai BSD. Gidy phép BSD (Berkeley Software Distribution) bat ngudn tir
xuit ban phém cua cac phién ban khac nhau cua Unix cua DPai hoc Berkeley,
California tai My. Bon phan duy nhit ma n6 dwa ra la dé cong nhan cac tac gia, trong
khi n6 cho phép phan phdi lai & ca cac dinh dang nhi phan va ma ngudn, ma khong
bat ép theo bat ky cach nao trong moi trudng hop. N6 ciing trao quyén dé thuc hién
bat ky su thay d6i ndo va dugce tich hop vao trong cac chuong trinh khac ma hau nhu
khong ¢ bat ky han ché nao;

v’ Giay phép X Window, phién ban 11 (X11). Pay la gidy phép dugc st dung dé
phan phdi hé théng X Window, hé thong cac cira s6 dugc st dung rong rii nhét trong
thé gidi cac moi trudng ciia Unix, va cling cia GNU/Linux. N6 rat tuong tu nhu gidy
phép BSD, ma né cho phép phan phdi lai, st dung va sira d6i ma thuc té khong c6
bat ky han ché nao. Doi khi né dugc goi 1a gidy phép MIT (véi mot sy thiéu chinh
xéac nguy hiém, vi MIT d4 sir dung cac dang gidy phép khac). Cac cong viéc dan xuat
tir hé théng X Window, nhu XFree86 ciing duroc phan phdi theo gidy phép nay;

v’ Zope Public License 2.0. Gidy phép nay (thuong duge tham chiéu nhu 1a ZPL)

dugc sir dung cho su phan phdi Zope (mot may chii ing dung) va cic san pham lién
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quan khac. N6 twong ty nhu BSD, véi tinh ning ky la rdng né chi cbt dé cAm str dung
cac thuong hiéu dugc dang ky bdi tap doan Zope;

v’ Gidy phép Apache Dy 1a gidy phép ma theo d6 hau hét cac chuong trinh dugc
san xudt boi du 4n Apache dugc phan phéi. N6 twong tu nhu gidy phép BSD. C6 mét
s6 chuong trinh tr do ma khong dugc phan phdi véi mot gidy phép cu thé, hay ding
hon 14 tac gia cong bd mot cach rd rang chiing thudc vé mién céng cong. Hé qua chinh
ctia tuyén b nay 13 viée tac gia khude tir moi quyén ddi v6i chuong trinh nay, ma nd
c¢6 thé vi thé dugc stra doi, phan phdi lai, sir dung, ..., theo bat ky cach nao. Theo
nhirng diéu khoan thyc té, no rat twong ty nhu mot chuwong trinh theo mot gidy phép

loai BSD. Phan mém ma ngudn md Docker phat hanh theo giay phép nay [12].
1.2.3.2. Céac gidy phép manh

GNU General Public Licence (GNU GPL) Trong nhiing diéu khoan co ban,
gidy phép GPL cho phép phan phdi lai & dang nhi phan va dang ma ngudn, du trong
truong hop su phan phdi lai bing ma nhj phan thi sy truy cip t6i ma ngudn ciing 1a
bat budc. N6 con cho phép nhitng sira d6i duoc thuc hién ma khéng co bét ky han
ché nao. Tuy nhién, diéu nay chi c6 thé dé phan phdi lai ma ngudn dugc cip phép
theo GPL tich hop dugc v6i ma ngudn khac (vi dy, viéc lién két ma ngudn) néu nd

c6 mot gidy phép tuong thich.

The GNU Lesser General Public Licence (GNU LGPL) LGPL cho phép céac
chuong trinh ty do dugc st dung véi cac phan mém s hitu doc quyén. Ban than
chuong trinh nay dugc phéan phdi lai 1a theo gidy phép GPL, su tich hop ctia n6 véi
bat ky gbi phan mém nao khic duoc cho phép ma hau nhu khong co6 bat ky han ché
nao.

Céc gidy phép manh khac dang luu ¥ gdm[3]:

v' Gidy phép con méo ngt Sleepycat. Pay 1a gidy phép theo d6 cong ty Sleepycat
(http://www.sleepycat.com/) dd phan phdi cac chuong trinh cia hing. N6 ép budc
mot s6 didu kién cu thé bat ky khi nao chuong trinh hodc cong viée dan xuét tir chuong
trinh dugc phan phéi lai. Pic biét, no bit ma nguén phai dugc dua ra, (bao gff)m ca
nhirng stra d6i trong truong hop ctia mot céng viée dan xudt) va phan phéi lai thi bude

phai dua vao cung nhiing diéu kién y hét cho ngudi nhén;
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v eCos License 2.0. Day la gidy phép ma theo d6 eCos, mot hé diéu hanh thoi
gian thye, dugc phan phéi. N6 1a mét stra d6i cia GNU GPL ma khéng coi ma ngudn
duogc lién két t6i cac chuong trinh ma nd bao vé, phai tuan theo cac diéu khoan cua
GNU GPL néu duoc phan phdi lai. Ttr quan diém nay, nhirng hiéu luc cia né 1a twong
tu nhu cua GNU LGPL;

v’ Affero General Public License. Day la mot sira d6i thu vi cia GNU GPL ma
no coi truong hop cac chuong trinh dua ra cac dich vu thong qua web, hodc noi chung,
thong qua cidc mang may tinh. Dang chuong trinh nay dai dién cho mot van dé tur
quan diém cua cac gidy phép manh. Vi viéc sir dung chuong trinh khong ngu ¥ phai
nhan né thong qua mot sy phan phdi lai, ngay ca di ndé duoc cap phép theo GNU
GPL, vi du vay, ma khong co6 viéc phan phoi lai theo bat ky cach thirc nao, va vi thé,
khong c¢6 bon phan, vi du vdy, phai phan phdi ma ngudn cia né. Affero GPL c6 mot
ménh dé bat bude rang néu chuong trinh ¢6 mot phuwong tién cho viéc dua ra ma
ngudn cua nd thong qua web cho bat ky ai str dung no; tinh ning nay c6 thé khong
dugc vo hiéu hoa. Pidu ndy co nghia 1a néu tac gia gdc ban ddu dua kha niang nay vao
trong ma ngudn, thi bat ky ngudi st dung nao ciing c6 thé c6 duge nd, va cong véi
viéc phan phdi lai phai tuan thu cac diéu kién cta gidy phép nay. FSF dang xem xét
dua vao cac khoan tuong tu vao phién ban 3 cia GNU GPL;

v IBM Public License 1.0. Pay 1a mét gidy phép ma n6 cho phép mot sy phan
phéi lai nhi phéan ciia cac cong viée dan xuét chi néu (gitra nhimg diéu kién khac) mot
co ché duoc dinh sin trudc cho ngudi nhan chuong trinh dé nhan ma ngudn. Su phan
phéi lai ma ngudn phai dugc thuc hién theo cling gidy phép nay. Gidy phép nay ciing
tha vi vi n6 bit bén tham gia phan phdi lai chuong trinh voi nhitng stra dbi phai cap
phép tu dong va khong duoc 14y tién dbi voi bat ky bang sang ché nao co anh hudng
t6i nhimg stra doi nhu vdy va ching 1a s& hitu ctia ngudi phan phdi cho bén nhan
chuong trinh;

v Mozilla Public License 1.1 12 mdt vi du vé gidy phép tu do duoc thiét ké boi
mot cong ty. Pay 1a mot sy tién bo cua gidy phép tur do dau tién ma Netscape
Navigator dd c6, ma né da ting 1a rat quan trong trong nhiing ngay d6 vi no di 1 1an
dau tién ma mot cong ty noi tiéng dd quyét dinh phan phdi mot chuong trinh theo

gidy phép tu do ctia riéng hang.

1.2.4. CAc méi treorng va cong nghé phat trién phin mém tw do nguén mé ciing nhw
rng dung cua ching
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Nhitng dic tinh chung ctia méi trudng va cong nghé phat trién phan mém tu do

ngudn mo:

v Pau tién, du khong nhét thiét 1a mot yéu té quyét dinh, thi thong thuong ddi
v6i moi trudng, cac cong cu phat trién (va ngay ca may tinh 4o dich, néu c6) déu 1a
tu do. Piéu nay khong phai lic nao ciing vy. Vi dy, dy an GNU, véi muc tiéu dé
thay thé Unix, phai dugc phat trién trong va cho nhirng hé thdng Unix s& hitu doc
quyén cho t6i khi Linux va FreeBSD xuit hién. Hién nay, dac biét khi PMTD duoc
phat trién nhu mot phan ctia mot md hinh kinh doanh, thi xu thé 13 viéc may tinh dich
cling c6 thé 1a mot hé thong sd hitu doc quyén, thuong thong qua nhitng may ao dugc
xen k& (Java, Python, PHP, ...). Trong moi trudng hop, méi trudng va may ao can
phai @i chung va ré dé cing mang dén cho cac dong 1ap trinh vién du dé co cung céc
cong cu.

v Thit 2, cling dé 16i cudn so luong 16n nhét c6 thé cac dong lap trinh vién, cac
cong cu can phai la don gian, ndi tiéng va c6 kha nang hoat dong trong cac may tiét
kiém. C6 18 vi nhiing 1y do nay ma thé gigi PMTD kh4 14 bao thu khi ndi vé cac ngon
ngtr, cong cu va moi trudong.

v Thit 3, md hinh phat trién cia PMTD c¢6 xu hudng dugc phan tan cao do, véi
nhiéu ngudi cong tac tiém nang trai rong ra khap thé gisi. Vi Iy do nay thudng cac
cong cu cong tac khong dong bo 1a can thiét, ma chung cung mot lac cho phép su
phat trién tién bo dé dang, bat chap s lwong va nhip do cong viée cua ting cong tac
vién véi hang loat kién trac khac nhau trong dé chung c6 thé bién dich va kiém thur

cac chuong trinh cta chung [3].
1.2.4.1. Ngon ngir

Hau hét PMTD duoc viét trong ngén ngit C, khong chi vi C 13 ngdn ngit tu
nhién cta bat ky bién thé Unix ndo (nén tang thudng thiy cia PMTD), ma ciing vi n6
dugc phd bién rong rii, ca trong tam tri cia moi ngudi. Cac ngdn ngit kha twong tir

khac 1a C++, Java cling pho bién vi né cho phép nhitng phat trién trén nhiéu nén tang.
1.2.4.2. Méi trwdrng phat trién tich hop

MBoi truong phat trién tich hop 12 mot hé théng ma no6 lam cho cong vi¢c cua lap

trinh vién phan mém dé dang hon bang viéc tich hop viéc xuat ban c6 dinh hudng cac
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ngdn ngit, trinh bién dich hodc phién dich, do tim va sira 16i, do luong sy thyc thi,
hop nhat cic ma ngudn t6i mot hé thdng kiém soat ngudn, ..., thuong theo dang cac
module. Mot s6 moi truong: Eclipse, Kdevelop, Anjuta, Netbeans, Code::Blocks,
GitHub.

1.2.4.3. Cac co ché cdng tac co ban

PMTD la moét hién twong bdi sy cong tac cua cac cong déng phan tan va vi

the, doi hoi cac cong cu dé lam cho su cong tac do co hi¢u qua.

Giira thap ky 70, UUCP (giao thiic truyén tép ciia Unix) da duoc phét trién
cho cac may tinh giao tiép thong qua quay sb dial - up va cac dudng day chuyén dung,
va trén d6 thu dién tr da duogc xay dung, va vao nam 1979, két ndi dau tién cua
USENET qua UUCP. thong tin cia USENET, mot hé thong dién dan c6 cau tric thi
bac dugc phan tan bang viéc gdy ngap tran t&i cac site duoc sap xép theo thi bac, da

dong mot vai trd co ban trong sy phat trién cia PMTD.

Hién hanh, v6i sy pho bién ciia web, nhiéu nhom thao luan 1 nhitng nhoém
théo luan thuan tuy web hodc weblogs, nhu ShashDot, Barrapunto hodc wikis, dé xay
dung mot tai li¢u cong tac, nhu 1a dac ta k¥ thuat cho mgt chuong trinh, mgt module

hoac mot hé théng.

Cubi cung, phai nhic t6i cac co ché twong tac dugc sir dung boi cac 1ap trinh
vién dé no6i chuyén trong thoi gian thuc. Cong cu thudng dugc sir dung nhat 1a IRC
(Internet Relay Chat).

1.2.4.4. Quan ly m3 ngudn

Bit ky du an phat trién chuwong trinh ndo phai luu trit lich sir ciia nd, vi mot
stra d6i c6 thé tao ra mét 16i an duoc phat hi¢n sau nay. Néu dy an duoc phat trién
boi vai nguoi, thi tac gia cta timg thay d6i cling s& can phai duoc ghi lai. Néu cac
phién ban c¢6 danh s6 cia mot du an duoc thuc hién, thi ching ta can biét chinh xac
nhirng phién ban nao ctia timg module tao nén mot phan cta ting phién ban. Thudng
thi, mdt du an s€ gitt mot phién ban 6n dinh va phién ban thyc nghiém khac; ca 2
phién ban nay can phai dugc duy tri, g& rdi, va stra cac 16i dugc truyén tir phién ban

nay sang phién ban khac. T4t ca nhimng diéu nay c6 thé dugc thuc hién bang viéc luu
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va dan nhin cho mdi tép cua phién ban. Nhirng gi ma mot hé thong kiém soat ngudn,
con duge biét t6i nhu mot hé thdng quan 1y phién ban, thuong 1am, 13 dé luu giit lich
st cac tép nhu mot tap hop cac khac biét d6i voi mot phién ban, thuong 1a phién ban
gan nhit, vi tinh hiéu qu4, cling nhu viéc dan nhin cho timg su khac biét véi siéu dir
lidu can thiét. Mot s6 hé théng quan 1y ma ngudn tiéu biéu: CVS, Subversion, arch,
bazaar, BitKeeper, Git.

1.2.4.5. Tai liéu

DocBook: DocBook 1a mét tng dung SGML ban dau dugc phat trién cho cac
tai liéu k¥ thuat vé cong nghé thong tin va bay gid 1a mot phuong an ciia XML. Hién
tai, DocBook 1a chuan dinh dang tai li¢u tu do cho nhiéu dy an (Linux Documentation
Project, KDE, GNOME, Mandriva Linux, etc.) va la mdt muc tiéu dé dat dugc doi
v6i1 nhitng dy 4n khac (Linux, *BSD, Debian, etc).

Wikis: mot co ché vé su cong tac cho su chuén bi tai liéu truc tuyén thong qua
web da tré nén phé bién, dugc goi la wiki, va dugc sang tao boi Ward Cunningham.
Lan dau tién dugc dua vao phuc vu nim 1995 va bay gio duoc st dung nhiéu trong
viéc chudn bi cac tai lidu rat nang dong, khong duoc thiét ké cho viéc in 4n va thuong

v6i mot vong doi ngan (vi dy, to chice hoi nghi).
1.2.4.6. Quan ly 16i va cac van dé khac

Mot trong nhitng diém manh ctia mé hinh phat trién ty do 1a viéc cong dong
dong gop véi nhitng bao cdo 18i va cam thay rang nhitng bao cao hodc giai phap nay
dua ra dugc su chu y. biéu nay doi hoi mot co ché bao céo 16i don gian, sao cho cac
lap trinh vién co thé nhan duoc nhitng thong tin déy du, theo mot cach co hé théng
va chira dung tat ca cac chi tiét can thiét, hodc dugc cung cip boi ngudi dong gop,
v6i mot su giai thich vé nhitng gi dang xay ra, mitc d6 quan trong va giai phap c6 thé,
hoac thong qua mdt co ché tu dong ma né xac dinh, vi du, phién ban va moi truong
ctia chuong trinh trong d6 n6 hoat dong. Céc 16i ciing phai duogc luu giit trong mot co
s& dit liéu ma co thé tra ciru duoc, dé xem liéu mot 151 d3 duoc giao tiép, duoc sua
hay chua, muc do quan trong ctia no, ... C6 mdt vai hé théng nhu thé nay, mot $6
thong qua web, s6 khac thong qua thu dién tir, thong qua mot sé chuong trinh trung

gian. Tat ca chung c6 mdt giao di¢n web cho tra ctru. Mot s6 cho phép cac bdo céo
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nac danh, trong khi s6 khac yéu cAu sy xac thuc (mdt dia chi thu dién tu hop 1€) dé
ngin ngira nhiéu. Mic du nhimg thi tuc web duong nhu 13 don gian nhét, chung
khong dé dang c6 duoc thong tin mot cach tu dong trong moi trudng 16i. Vi dy, hé

thng ctia Debian cung cip cac chuong trinh nhu béo cdo 16i reportbug.
1.2.4.7. HO tro cho céc kién truc khac

Téi thiéu nhat cac trinh bién dich phai cho phép chuong trinh duoc bién dich
trén cac kién tric va cac hé diéu hanh khac nhau. Vi du, SourceForge da Xuét ra cac
moi trudong cia Debian GNU/Linux cho Intel x86, DEC Alpha, PowerPC va SPARC,

va di bo sung thém vao cac moi trudong ciia Solaris va Mac OS/X.
1.2.4.8. Cac site hd tro phat trién:

Vé dang dich vu nay, mot trong nhitng thi dau tién da duoc thiét lap, va noi
tiéng nhat, 1a SourceForge ngoai ra con ¢ Savannah chuyén dung cho du an GNU
va cho cac chuong trinh khac vdi cac gidy phép dang copyleft, hodc BerliOS - mot
diém hop cho cac lap trinh vién va cac cong ty PMTD, Launchpad duoc sir dung boi

Ubuntu cho viéc phat trién timg phién ban ctia phat tan nay.
Két luan chwong

Cong nghé 4o hoa 1a mdt cong nghé dugc ra doi nham khai thac triét dé kha
nang 1am viéc ctia cac phan cimg trong mot hé théng may chu. Tuy nhién né ciing co
nhimg vu va nhuoc diém nhat dinh do vdy tily vao timg hé thong may chii ma thiét
ké hé thong a0 hoa phu hop nhu VMM-Hypervisor, Hybrid, Monolithic Hypervisor,
Microkernelized Hypervisor. Cong nghé 4o héa phuc vu cho nhiéu muc dich phong
pht nhu: hop nhat may chu, hop nhat cho cac mdi trudng trién khai va thir nghiém,

don gian hoa ké hoach ddi phé va khoéi phuc tham hoa, mot trung tam dir liéu dong,

Mot hé théng 4o hda bao gdm cac thanh phan: tai nguyén vat 1y, cac phan mém
40 hoa, may 4o, hé diéu hanh. Cac cong nghé hd trg 4o hda bao gdm: cong nghé cin
bang tai, cAn bang tii mang, cdn bang clustering, cong nghé RAID, cong nghé luu
trr mang SAN. Cac kiéu 40 hoa co ban bao g@)m: a0 hoa hé théng mang, 40 hoéa hé

thdng luu trit, 40 héa tmg dung, 40 hoa hé théng may chil.
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Trong cac cong nghé do hoa tmg dung, céng nghé a0 héa Docker 1a san phan
ciia mot du an phin mém ty do ngudn mé phat hanh theo gidy phép Apache, cong
ngh¢ nay dang dugc danh gid 1a tuong lai cia cong ngh¢ 4o hod ing dung. Cong nghé

nay s& duoc trinh bay chi tiét trong chuong 2.

Phan mém ty do ngudn md c6 nhiéu vu thé so voi phan mém ngudn doéng nhu:
tinh an toan, 6n dinh va dang tin cdy, giam 1é thudc nha cung cap, khong bi van dé vi
pham ban quyén, s& hitu tri tué, ban dja hoa, cc tiéu chuidn mé. Phin mém tu do
ngudn mé duge phat hanh theo gidy phép, duoc chia lam 2 loai gidy phép dé dai va
gidy phép manh. Phat trién phan mém tu do nguén mé phai tudn thi cc mdi trudng
va cong nghé vé: ngdn ngit, mdi trudng tich hop, cac co ché cong tac co ban, quy
dinh quan ly ma nguon, tai liéu, quan 1y 16i va phién ban, hd trg cac kién trac khéc,

hd tro céc site phat trién.
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CHU'ONG 2
CONG NGHE A0 HOA DOCKER

2.1. Khai niém vé Cong nghé ao héa Docker
2.1.1. DPinh nghia

Docker 1a mot nén tang ma danh cho céc lap trinh vién, quan tri hé théng ding
dé xay dung, van chuyén va chay cac ung dung phan tan. Ban dau viét bang Python,
hién tai da chuyén sang Go-lang [7].

Docker dua ra mot giai phap méi cho van dé 4o héa, thay vi tao ra cic may 4o
con chay ddc lap kiéu hypervisors (tao phén cing 4o va cai dat h¢ diéu hanh 1én do),
cac ung dung s€ dugc dong goi lai thanh cac Container (Cong-ten-no) riéng 1¢€. Cac
Container nay chay chung trén nhan hé diéu hanh qua LXC (Linux Containers), chia
sé chung tai nguyén cia may me, do do, hoat dong nhe va nhanh hon cac may ao dang
hypervisors [10].

The problem in 2015
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A shipping container system for applications
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Hinh 2. 1: Céng nghé 3o héa Docker

2.1.2. Céc thanh phan chinh
Céc thanh phan chinh ctia Docker bao gdm:

v Docker Engine: la thanh phan chinh cia Docker, nhu mot cdng cu dé dong
goi tng dung;

v Docker Hub: 1a dich vu cloud dé chia sé wng dung va ty dong héa chudi cac
cdng viéc lién tuc, ¢ thé thao tac pull/push véi cac images.

2.1.3. Mt s6 khai niém
Mot s6 khai niém pho bién vé Docker:

v Docker images: 1a mot “read-only template”. Chang han, mot image chira hé
diéu hanh Ubuntu d3 cai dat sin Apache va ang dung web;

v Docker registries: la kho chira images. Nguoi dung cd thé tao ra cac images
ctia minh va tai 1én day hoac tai vé cac images dugc chia sé;

v Docker container: hoat dong giéng nhu mot thu muc (directory), chira tat ca
nhitng thir can thiét dé mot tng dung cé thé chay duoc. Mdi mot docker
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container dugc tao ra tir mot docker image. Cac thao tac véi mot container:
chay, bat, dung, di chuyén, va x6a;

v Dockerfile: 1a mét file chira tap hop cac 1énh dé Docker c6 thé doc va thuc
hién dé dong gbi mot image theo yéu cau nguoi dung;

v Orchestration : 1a cac cong cy, dich vu ding dé diéu phdi va quan ly nhiéu
containers sao cho chidng lam viéc hiéu qua nhat[8].

2.1.4. So sanh Docker véi Virtual machine

Ngay xura, md hinh may chi thuong 13 1 may chii vat Iy + 1 hé diéu hanh
(OS) + 1 application.

APPLICATION

OPERATING SYSTEM

PHYSICAL SERVER

Hinh 2. 2: M hinh may ch( truyén théng

Khi tng dung phat trién 1én, mo hinh nay ndy sinh ra nhiéu van de, vi du:

v Lang phi tai nguyén: mic du cdu hinh may khoe, 6 cing dung lwong 16n,
nhung hé théng lai khong tan dung dugc hét loi thé nay;

v Kho khin trong viéc mo rong hé thong: mubén mé rong phai thué thém server,
c4u hinh, can bang tai (load balacing), ...
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Luc nay, cong ngh¢ 4o hoa (vitualization) ra doi.

APPLICATION m APPLICATION

GUEST 05 GUEST 05 GUEST 0S
VIRTUAL MACHINE VIRTUAL MACHINE VIRTUAL MACHINE
HYPERVISOR

HOST OPERATING 5YS5TEM

PHYSICAL SERVER

Hinh 2. 3: M6 hinh may 3o VMs

V&1 cong ngh¢ 4o hoda, trén cung 1 may chu vat ly, co thé tao ra nhiéu OS, tic
1a s& chay dugc nhiéu application. Vay 1a tai nguyén ciia may duogc tan dung t6t hon.

Tuy nhién, viéc 4o hda nay lai ndy sinh van dé mai:

v' Ngbn tai nguyén: khi chay 1 may 4o, n6 s& luén chiém 1 phéan tai nguyén cd
dinh. Vd: may chu c6 512GB SSD, 16GB RAM. Tao ra 4 may 4o Linux, mdi
méy cap 64GB SSD va 2GB RAM. Nhu vy, sé mat 256 GB SSD dé chua 4
méy 4o, va khi chay ciing 4 may 4o 1én cing ltc, chiing s& chiém 8GB RAM.
Mic du chi chay 1én dé khong d6 thoi, chua ding gi ca nhung né van chiém
tung do;

v Tbn thoi gian thyc thi: thoi gian khoi dong, shutdown ciia cac may ao sé lau,
thuong 1a hang phtt;

v Cong kénh: viéc phai chiu tai cho ca 1 nhém may a0 nhu vay thi server khong
thé chay hét hiéu suat duoc.
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Budc tién hoéa tiép theo, ngudi ta phat minh ra containerlization

APPLICATION APPLICATION m

CONTAINER CONTAINER CONTAINER
[ CONTAINER RUNTIME }
[ 0S5 KERNEL }

HOST OPERATING S5YSTEM

PHYSICAL SERVER OR VIRTUAL MACHINE

Hinh 2. 4: M6 hinh 30 héa Container

Vi cong nghé nay, trén mot may chil, ta sé sinh ra dugce nhidu may con (gidng
v6i 40 hoa), nhung didu dic biét 1a cac may con (Guess OS) nay déu dung chung phan
nhan ciia may me (host OS) va chia sé v6i nhau tai nguyén cia may me (RAM ching

han). Nhu vay viéc tan dung tai nguyén sé duoc t6i uu hon.

Ngoai ra, viéc sir dung hé thdng file cit 16p (layer file system) s& khién viéc

t61 wu tai nguyén hiéu qua hon.

Hinh 2. 5: Hé théng file cat I&'p Container
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Cu thé, mdi may con (container) maéi, né s€ duoc xay dung dya trén 1 file anh
(image) dang chi doc (read-only). Trong mdi may con s& c6 thém 1 16p boc co-thé-
ghi-duoc (writabe-layer), cac thay d6i trong may con s& duoc ghi 1én dy. Nhu vay,

tir 1 image ban déu, ta co thé tao nhiéu may con ma chi ton rat it dung luong 6 dia.

App B
Bins/Libs
App B
Guest OS
Bins/Libs

Hypervisor Docker Engine

Host OS

Server

Hinh 2. 6: Khac biét gitra Docker va VMs

Diém khac biét chinh 1a cac containers sir dung chung kernel véi Host OS nén

céc thao tac bat, tit rat nhe nhang, nhanh chéng.

v Uu diém: nhanh, nhe, c6 thé chia s¢ dé& dang qua DockerHub;
v Nhuoc diém : méi, cap nhat thay doi thuong xuyeén.

2.2. Cai dat, str dung Docker

2.2.1. cai dit Docker

Sau day la qua trinh cai dat Docker trén Ubuntu 12.04:
Budc 1- Upgrade kernel 3

$ sudo apt-get update
$ sudo apt-get install

$ linux-image-generic-Llts-raring
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$ Llinux-headers-generic-Llts-raring

$ reboot

Budc 2- update package

$ sudo apt-get update

Budc 3- install docker

$ sudo apt-get install Linux-image-generic-lts-trusty
Budc 4- reboot

$ sudo reboot

2.2.2. Str dung Docker
1-Quan ly images/containers
Céc 1énh thuong dung dé quan 1y images/containers:
v List cac images dang co:
$ docker images -a
v List cac containers:
$ docker ps -a
v List cac container dang chay:
$ docker ps
v~ Remove image:
$ docker rmi < image id>

e Remove container:
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$ docker rm < container id>
2-Dung Dockerfile build image
Noi dung ctia 1 Dockerfile dé cai openssh-server trén ubuntu 12.04 image
$ cat Dockerfile

-- FROM: base on this image

FROM ubuntu:12.04

-- MAINTAINER: Dockerfile author
MAINTAINER Vu Trong Chien

-- ENV: to set an environment variable
ENV USER root

ENV HOME /root

-- RUN: run a command

RUN apt-get update

RUN apt-get install -y openssh-server
RUN mkdir /var/run/sshd

RUN echo "root:123456" | chpasswd
-- EXPOSE: exposes port for container
EXPOSE 22

-- ENTRYPOINT: make container executable with command

42



ENTRYPOINT /usr/sbin/sshd -D

cd dén folder chira Dockerfile va dung docker build -t < image tag> . dé build
image

docker build -t vtchien/ssh .

Uploading context 10.24 kB

Step 1: FROM ubuntu:12.04

Pulling repository ubuntu
8dbd9e392a96: Download complete
---> 8dbd9e392a96

Step 2 : MAINTAINER Vu Trong Chien
---> Running in 99ea761f56a8

---> 62e7555f00bd

Step 3 : ENV USER root

---> Running in 1f190f72706a

---> 6¢558132b77f

Step 4 : ENV HOME /root

---> Running in 44c613dd2012

---> b58d9d956fb7

Step 5: RUN apt-get update

---> Running in 25ed0a4b26ac

43



---> 3c82fd19a88a

Step 6 : RUN apt-get install -y openssh-server
---> Running in 6370346bc2bd

---> be807df511bd

Step 7 : RUN mkdir /var/run/sshd

---> Running in 161ff5¢313d0

---> 13cc03230011

Step 8 : RUN echo "root:123456" | chpasswd
---> Running in bf827247b5f4

---> 8eedcdc3afe9

Step 9 : EXPOSE 22

---> Running in f70d33303fff

---> 47728b435cab

Step 10 : ENTRYPOINT /usr/sbin/sshd -D
---> Running in 61b8e19d9574

---> 8a1bc4691754

Successfully built 8a1bc4691754
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3-Kiém tra két qua:
# docker images -a

REPOSITORY | TAG | IMAGE ID | CREATED | VIRTUAL SIZE|

|

< none> | < none> | 8eedcdc3afe9 | 23 seconds ago | 181.7 MB
vtchien/ssh | latest | 8a1bc4691754 | 23 seconds ago | 181.7 MB
< none> | < none> | 13cc03230011 | 23 seconds ago | 181.7 MB
< none> | < none> | 47728b435cab | 23 seconds ago | 181.7 MB
< none> | < none> | be807df511bd | 24 seconds ago | 181.7 MB
< none> | < none> | 3c82fd19a88a | 30 seconds ago | 157 MB

< none> | < none> | 62e7555f00bd | 31 seconds ago | 128 MB
< none> | < none> | 6¢558132b77f | 31 seconds ago | 128 MB

< none> | < none> | b58d9d956fb7 | 31 seconds ago | 128 MB
ubuntu | 12.04 | 8dbd9e392a96 | 8 months ago | 128 MB

# docker ps -a

CONTAINER ID | IMAGE | COMMAND | CREATED | STATUS | PORTS | NAMES|

|

|61b8e19d9574 | 47728b435cab6 | /bin/sh -c /usr/sbin | 56 seconds ago | Exit O | |
f70d33303fff | 8eedcdc3afe9 | /bin/sh -c # ( nop) EX | 56 seconds ago| Exit O | |
bf827247b5f4 | 13cc03230011 | /bin/sh -c echo "roo | 56 seconds ago | Exit O | |
161ff5¢313d0 | be807df511bd | /bin/sh -¢ mkdir /va | 57 seconds ago | Exit O | |
6370346bc2bd | 3c82fd19a88a | /bin/sh -c apt-get i | About a minute ago| Exit O | |
25ed0adb26ac | b58d9d956fb7 | /bin/sh -c apt-get u | About a minute ago | Exit O | |
44c613dd2012 | 6¢558132b77f | /bin/sh -c #(nop) EN | About a minute ago | Exit O |
1f190f72706a | 62e7555f00bd | /bin/sh -c #(nop) EN | About a minute ago | Exit O | |
99ea761f56a8 | ubuntu:12.04 | /bin/sh -c #(nop) MA | About a minute ago| Exit O | |

# docker ps
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CONTAINER ID | IMAGE | COMMAND | CREATED | STATUS | PORTS | NAMES
|

docker ps cho thy chwa ¢ container nao chay.
run image va assign port:

# docker run -d -p 22 vtchien/ssh
be7238580063e1c5da400fe35b4d45497aac4d83850eb00d7a601098da500e13

# docker port

be7238580063e1c5da400fe35b4d45497aac4d83850eb00d7a601098da500e13 22
0.0.0.0:49153

# docker ps

CONTAINER ID | IMAGE | COMMAND | CREATED | STATUS | PORTS | NAMES

|
be7238580063 | vtchien/ssh:latest | /bin/sh -c /usr/sbin | 15 seconds ago | Up 15

seconds | 0.0.0.0:49153->22/tcp |

Gio da thdy container be7238580063 dang chay va port 49153 cuia host dugc map

va1 port 22 cua container.

Ta co thé ssh vao container qua port 49153 véi user root va pass 123456 di khai bao
trong Dockerfile:

# ssh root@0.0.0.0 -p 49153

The authenticity of host '[0.0.0.0]:49153 ([0.0.0.0]:49153)' can't be established.
ECDSA key fingerprint is 5d:c0:af:8b:64:b2:c4:71:0c:35:5d:0e:29:9d:87:00.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[0.0.0.0]:49153" (ECDSA) to the list of known hosts.
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root@0.0.0.0's password:
Welcome to Ubuntu 12.04 LTS (GNU/Linux 3.8.0-29-generic x86_64)

** Documentation: https://help.ubuntu.com/

The programs included with the Ubuntu system are free software;

the exact distribution terms for each program are described in the individual files in

/usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by

applicable law.
# ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gqdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever

25: eth@: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state UP
glen 1000

link/ether 2a:5c:64:3c:f7:5a brd ff:ff:ff:ff:ff:ff

inet 172.17.0.6/16 scope global eth@

inet6 fe80::285c:64ff:fe3c:f75a/64 scope link
valid_1ft forever preferred_1ft forever

# uname -a

Linux be7238580063 3.8.0-29-generic #42~precisel-Ubuntu SMP Wed Aug 14 16:19:23
UTC 2013 x86_64 x86_64 x86_64 GNU/Linux
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# ping 8.8.8.8
-bash: ping: command not found
# ls /

bin boot dev etc home 1lib 1ib64 media mnt opt proc root run sbin
selinux srv sys tmp usr var

4-Debug

Log cua docker luu lai /var/log/upstart/docker.log

Can quyén root dé xem log nay.

Log level mic dinh 1a INFO, mudn chuyén sang DEBUG can tat service va khai
dong bang tay véi option —D.

$sudo initctl stop docker

$sudo /usr/bin/docker -d -D

2.3. Cac thanh phan va cong nghé ao héa rng dung trong Docker
2.3.1. Cac thanh phan
1-Docker images:

v La file anh, file nén cua mot hé diéu hanh, mot nén tang, mot ngdn ngi (vd:
ubuntu image, ruby image, rails image, mysql image...);

Tir cic image nay, ban s& dung no dé tao ra cac container;

Céc image la dang file-chi-doc (read only file);

Tu ban ciing c6 thé tao image cho riéng minh;

Motimage c6 thé duoc tao tr nhiéuimage khac (vd: ban tao
1 image chay ubuntu, cé cai san ruby 2.3 va rails 5, image nay cua ban dugc
tao nén baoi 3 image khac).

AN NN
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2-Docker registries: La kho chira images. Nguoi ding c6 thé tao ra cac images cua
minh va tai 1én day hodc tai vé cac images duogc chia sé.

3-Docker container: hoat dong giéng nhu mét thu muc (directory), chira tat ca nhitng
thr can thiét dé mot tng dung cd thé chay dugc. M&i mot docker container duoc tao
ra tir mot docker image. CAc thao tac véi mot container: chay, bat, dung, di chuyén,
va Xx0a.

v/ La mot may do, dugc cau thanh tir 1 image va duoc dap thém 1 l6p “trang
tri” writable-file-layer. Cac thay ddi trong may 40 nay (cai thém phan mém,
tao thém file...) s€ duoc luu ¢ 16p trang tri nay;

v/ Céc container nay s& dung chung tai nguyén cua hé thong (RAM, Disk,
Network...), chinh nhd vy, nhitng container cia ban sé& rat nhe, viéc khoi
dong, két néi, trong tac s& rat nhanh gon;

v  Néu &nh xa sang hudng dbi twong, thiimage chinh laclass,
con container chinh I instance-1 thé hién cua class d6. Tir 1 class ta c thé tao
ra nhiéu instance, twong tw, tr limageta ciing co6 thé tao ra duoc
nhiéu container hoan toan giéng nhau.

4-Dockerfile: 1a mot file chtra tap hop céc 1énh dé Docker cé thé doc va thuc hién
dé déng goi mot image theo yéu cau nguoi ding.

5-Orchestration : 1a cac cong cu, dich vy dung dé diéu phdi va quan Iy nhiéu
containers sao cho chdng 1am viéc hiéu qua nhat.

2.3.2. Kién truc caa Docker

Docker st dung kién trac client-server. Docker client s& néi lién lac véi cac
Docker daemon, cac Docker daemon s& thuc hién cac tac vy build, run va distribuing
cac Docker container. Ca Docker client va Docker daemon c6 thé chay trén cing 1
may, hodc co thé két ndi theo kiéu Docker client diéu khién cac docker daemon nhu

hinh dudi. Docker client va daemon giao tiép voi nhau théng qua socker hoic
RESTful API.
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Hinh 2. 7: Kién tric Docker

1-Docker Daemon

Nhu thé hién trén biéu dd phia trén, Docker daemon chay trén cic may host.
Nguoi dung s& khong twong tac truc tiép véi cac daemon, ma thong qua Docker
Client.

2-Docker Client

La giao di¢n nguodi dung cia Docker, n6 cung cap cho nguoi dung giao dién

dong 1énh va thyc hién phan hoi v6i cac Docker daemon.
3-Docker images

La mot template chi cho phép doc, vi du mot image c6 thé chira hé diéu hanh
Ubuntu va web app. Images dugc dung dé tao Docker container. Docker cho phép
chung ta build va cép nhat cac image co sdn mot cach co ban nhit, hodc ban co thé

download Docker images cuia nguoi khac.

4-Docker Container

50



Docker container c6 nét gidng véi cac directory. Mot Docker container giit
moi thir chung ta cin dé chay mot app. Mdi container dugc tao tir Docker image.
Docker container c6 thé c6 cac trang thai run, started, stopped, moved va deleted.

2.3.3. Uu diém hinh thirc déng géi thanh Container.

Vi¢c dong goi thanh cac container nay c6 thé gidi quyéet dugc nhi€u van dé ma

ta chua dé cap t6i.

v Vi dy nhu trude kia ta khong thé dung chung Port, thi ¢ ddy 2 tng dung véi 2
container khac nhau. Ta c6 thé cau hinh Port trung nhau cho tmg dung nay;

v Tiép theo 1a v& viéc quan 1i phién ban. Ta khé c6 thé cai 2 phién ban cua 1
phan mém trén cing 1 may hypervisor. Tuy nhién v&i Container, ta c6 thé cai
mdi phién ban trén 1 Container va chay mdt cach tron tru;

v Kha nang khoi dong nhanh ciia Docker ciing 1a mot loi thé rat 16n;

Tiép theo néi vé tai nguyén, Docker s& ngdn it tdi nguyén hon cic may

hypervisor.

2.3.4. Quy trinh thwc thi cia mét hé thong stir dung Docker.

Push

Docker
Container
Image
Registry

A 4

PCIV[: 10 Te%)

Search Pull

Dockerfile
For
A

Run

Build

Source
Code
Repository

Docker Engine

0 0
o o
=] =]
Ind nd
i) 2
=1 =]
[} o
= 5
b w

Host 1 OS (Linux) ( :
S (Linux

Nhu trong hinh v&, mot hé thong Docker dugc thuc thi v6i 3 bude chinh:

Build -> Push -> Pull,Run
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Cu thé hon v& nguyén i 3 budc nay.
1-Build.

Pau tién ching ta s€ tao mQt dockerfile, trong dockerfile nay chinh la code cua ching
ta.

Dockerfile nay sé dugc Build tai mot may tinh da cai dat Docker Engine.

Sau khi build ta s€ thu dugc Container, trong Container nay chtra b thu vién va ing

dung cuia chung ta.
2- Push.

Sau khi c6 dugc Container, chung ta thuc hién push Container nay 1én ddm may va

luu trir ¢ do.
Viéc push nay c6 thé thyc hién qua mdi truong mang Internet.
3- Pull, Run

Gia sir mot may tinh mudn sir dung Container chung ta di push 1én dam may (may
d3 cai Docker Engine) thi bt budc may phai thuc hién viéc Pull container nay vé

may. Sau do6 thuc hi¢n Run Container nay.

D6 chinh 14 quy trinh 3 budc rat don gian va rd rang miéu ta hoat dong ctia mot hé

théng sir dung Docker.

2.4. Caclénh co ban thwong dung
Céc 1énh co ban thuong dung bao gom:
1-Hién thi danh sich cic images :

Docker images
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2-Tai image vé local

docker pull <name_image:tag>

(phan :tag 1a options, néu dé tréng thi mic dinh download bén latest )
Vidu: docker pull ubuntu =>download ubuntu latest

docker pull ubuntu:14.04 => download ubuntu version 14.04

Truy cap trang https://hub.docker.com/ , noi luu trit cic images tap trung dé tim

images can dung.
3- Chay mot image

docker run —name <tén_container> -v <thw muc trén mady tinh>:<thu muc
trong container> -p<port_may tinh>:<port_container> <image name>
bash

Vi dy: docker run —name eva_nginx -p 80:80 -d nginx

« docker run : Iénh chay cua docker;

« —name: dit tén cho container & day 1a eva_nginx . Name nay la duy nhat,
khdng thé tao tring, néu khong dit thi docker tu genate;

e -p Mo port container ra ngoai IP public;

« -d bat ché do chay background;

e Nginx: tén images.

4- Liét ké cac container

docker ps -a (liét ké tdt ca cdc container)

53


https://hub.docker.com/

docker ps (chi liét ké cdc container dang chay background)
5-Dirng container dang chay

docker stop <container_id hodc name_container>

docker stop $(docker ps —a —q) (Dirng tat ca cac docker dang dung)
6- Khéi dong lai container da dirng

docker start <container _id hodc name container>

7- X6a container khong con sir dung

docker rm <container id hodc name_container>

docker rm $(docker ps -a -q) (Xoéa tat ca cac docker)

8-Truy cap vao 1 container dang chay

docker exec -it <container id hodc name container> bash
9- Export ban container

docker export <container_id hodc name container> | gzip >
file_export.tar.gz

10- Import container => image

zcat file_export.tar.gz | docker <new_name_image>Sau khi chay xong. Chay
lénh docker images dé kiém tra lai trong danh sach list images.

Ngoai ra con nhiéu lénh khac. Str dung 1énh docker -h s& liét ké chi tiét.
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2.5. Ao héa rng dung véi phian mém tw do nguén mé Docker

Phén nay dwa ra cac budc dé o hoa 1 tng dung bang cach build 1 image cho
riéng minh, image chay rails app. V&i cac budc twong tu c6 thé build cac image khac

nhau tuy thudc vao muc dich st dung.
Bud6c 1 - Luu thay ddi trén image sin co

Khi chay 1 container Ién, can cai thém 1 vai phén mém, tién ich vao do, hay

don gian chi 1a mudn luu cong viée lai dé bira sau lam tiép, c6 thé dung 1énh commit:
$ docker commit {container id} {author} /1 image name}:{tag}

Vd chay 1 ubuntu, cai ruby va vim vao, sau do6 luu lai:

$ docker commit c3f279dl17e0a vtchien/ubuntu ruby vim:1.0

Thuc té cach nay chi 1a bién phap noéng, con dé tao 1 image thuc thu, docker cung
cap Dockerfile.

Bwérc 2 - Tao 1 rails app

Dockerfile La file dinh nghia tat ca nhiing gi s& c6 trong image.
Trudc khi tiép can vai Dockerfile, can 1 vai thao tac chuan bi.

rails app nay sau s€ chay trong image.
$ rails new demo

$ cd demo

$ bundle install

$ rails server

Pén day 1a khoi dong duoc rails server tren may local, c6 thé truy cap
vao localhost:3000 dé thay két qua.

Buwdc 3 - Tao Dockerfile
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Van ¢ thu muc géc cua demo, tao file Dockerfile véi noi dung:
FROM ubuntu:14.04
FROM ruby:2.3
RUN apt-get update && apt-get install -y \
build-essential \
nodejs
RUN mkdir -p /app
WORKDIR /app
COPY Gemfile Gemfile.lock ./
RUN gem install bundler && bundle install --jobs 20 --retry 5
COPY . ./
EXPOSE 3000

CMD ["bundle”, "exec", "rails", "server", "-b", *0.0.0.0"]

Cha y mdi dong thuong bat dau bang 1 chit IN HOA (FROM, RUN...) d6 la céac tir
khoé ciia Dockerfile, docker s& dya vao cac tir khoa nay dé build image, giai thich
tung dong:

- Dong 1: FROM ubuntu:14.04 chi ra rang image s& dung ubuntu:14.04 image lam
nén.

- Dong 2: twong tu dong 1, tirc 1a image s& duoc cai san ruby:2.3

- Dong 3,4,5: 1énh RUN tic 1a s& chay may lénh dé sau khi container dugc khai
dong. Cu thé ¢ day sé thiét 1ap moi truong dé chay duoc rails app

- Dong 6: tuong ty nhu trén.

- Dong 7: WORKDIR thu muc lam viéc, nghia la sau nay, nhitng Iénh
nhu RUN, COPY hay ENTRYPOINT s¢ lam viéc tai day.

- Dong 8: chép 2 file can thiét cua rails app vao WORKDIR ma da chi dinh & trén.

- DOng 9: tiép tuc cai dat moi truong cho rails .
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- Dong 10: copy ma ngudn cua rails app, trong bai viét nay 1a thu muc demo vao
thu muc /app trong container.

- Dong 11: EXPOSE 3000: mic dinh rails s& chay & cong 3000, can phai mo cong
3000 cua container ra c6 thé truy cap tir bén ngoai (host — tirc 12 may local).

- Dong 12: Chay rails server .
C6 duoc Dockerfile roi thi c¢d thé build image dugc.

Buwéc 4 - Build image
Cu phéap:
$ docker build [OPTION] [path/to/Dockerfile]

Lénh dudi s€ build mot image tur file Dockerfile ¢ thu muc hién hanh, image cé tén
va tag la demo:1.0 (-t la tag).

$ docker build -t demo:1.0

Lénh trén s& show ra rat nhiéu théng tin vé tién trinh build image.

Sau khi c6 image roi thi chay container.

Buwdrc 5 - Chay container

$ docker run -itP demo:1.0

Tham sé -P 1a dé mé tat ca nhirng cong duoc dinh nghia trong Dockerfile.
Buéc 6 - Truy cap vao rails app trong container

Liét ké cac container dang chay:

$ docker ps

CONTAINER
1D IMAGE COMMAND CREATED STATUS PORTS
NAMES
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ede938634bh3a demo:1.0 "bundle exec rails se” 9 minutesago  Up 9
minutes 0.0.0.0:32768->3000/tcp

Nhu thdy & trén, cot PORTS, container dang md cong 3000 va tro (NAT) dén
cdng 32768, tuc 1a co thé truy cap vao théng qua cong nay.

Véi ubuntu, chi can truy cap: http://localhost:32768 1a vao duoc rails server.

O may ca nhan, dia chi may VM Ila:192.168.99.100, cd thé truy céap
vao 192.168.99.100:32768 dé kiém tra két qua.

« C [ 192.168.99.100:32768 ] 6

N Browse the
f‘_ Welcome aboard Browse the
] | You're riding Ruby on Rails
RAILS
About your application's environment il i
Rails APl
GEtting started Ruby standard library
Here's how to get rolling:

1. Use bin/rails generate to create your
models and controllers

To see all available options, run it without parameters

2. Set up a root route to replace this page

You're seeing this page because you're running in
development mode and you haven't set a root route yet

Routes are set up in config/routes.rb.
3. Configure your database

If you're not using SQLite (the default), edit
config/database.pymi with your username and password,
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2.6. U'u thé ctia Docker so véi cac phan mém ao héa wng dung khac
C6 3 loai phan mém 40 hoa Gmg dung phd bién: Virtual Machine, Vagrant, Docker

1-Virtual Machine: Virtual machine hay con goi 1a phian mém tao may 4o.
Phan mém nay cho phép tao 1ap va chay mot hé diéu hanh (hay may 4o) trén may chi
(host machine). Vi du may tinh ban chay Windows nhung can dev app chay trén
Linux thi ban c6 thé st dung VirtualBox dé tao mot may ao Linux trén Windows.
VirtualBox 1a phan mém dé tao mdy 4o phd bién hién nay trén PC. Ngoai ra con c6
Vmware, MicroSoft Vitual PC. V6i dong phdn mém nay tai nguyén may tinh phai
dap ung du cho ca OS that va OS ao.

2-Vagrant: La mot cong nghé dya trén nén ang cua Virtual Machine tuy nhién
cung cap thém tinh ning dé cau hinh va thiét lap méi trudng cho cic may ao (hay cac
box). Vi du team ¢ 15 ngudi dang str dung may Windows nhung can phat trién Gmg
dung chay trén server Linux. Server ndy can cai dit Apache web server, PHP,
MySQL... St dung Vagrant c6 thé tao mot box c6 sin cac phan mém trén (va cau
hinh can thiét néu c6) dé khi 15 team member mudn tao méi truong gia 1ap ho chi
can st dung box di cdu hinh ma khong can tao box va cai lai timg phan mém mot
(tuong tuong team c¢6 100 nhan vién thi viéc nay sé giam thiéu duoc nhiéu thoi gian

dang ké tuy nhién phai can 1 may chu rat khoe).

3-Docker: Day la cong nghé¢ dang dugc danh gia la twong lai ctia cong nghé ao
hoa (future of virtualization). Khac biét 16n cua Docker va Vagrant (hay Virtual
Machine néi chung) d6 1a tiét kiém dang ké resource st dung. Vi docker ban c6 thé
chay 20 container (twong tu nhu mot hé diéu hanh nho) trén cing mot may host (host
machine) diéu ma néu st dung Vagrant s& cin mot may chu v6i cdu hinh cuc khing.
Docker 1am duoc diéu nay 13 boi vi khac voi Virtual Machine & chd thay vi tach biét
gitra hai moi trudong guest va host, thi cac container cia Docker chia sé cac resource

vO1 host machine.
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App B

Bins/Libs

App B
Guest OS
Bins/Libs

Hypervisor

Docker Engine

Host OS

Server Server

Ngoai ra Docker 1a mot nén tang md (open platform), dung dé phat trién va

van hanh tng dung, n6 con co6 1 s6 vu di€ém sau:

1. Véi su hd tro ctia docker, viéc coding, testing, deploying tré nén don gian

hon.

2. Kha ning di dong (portable): moi truong develop duoc dung 1én bang
docker c6 thé chuyén tir ngudi ndy sang ngudi khac ma khong 1am thay d6i cau hinh

O trong.

3. Application-centric: docker dugc dung trén nhiéu moi truong, dic biét

tuong thich trén moi truong develop, hudng dén viéc coding thuan tién nhat.

4. Versioning: docker dugc tich hop VCS-git, dé tracking cac dong 18énh thiét

lap, hay danh dau version.

5. Component re-use: nghia la docker c6 kha nang st dung lai resource trudc
d6, bang cach danh du nhirng resources giéng nhau bang mot ma ID. Cac mdi trudng
dugc dung lén sau do sé kiém tra cac ma ID trude do, néu trung docker s€ st dung
lai.

6. Sharing: v6i Docker Hub (public registry), cac developer co thé tim va sir

dung cac moéi truong duge dung san.
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Cac OS c6 thé dung Docker:

1. Linux: Ubuntu 12.04+, Fedora 19/20+, RHEL 6.5+, CentOS 6+, Gentoo,
ArchLinux, openSUSE 12.3+, CRUX 3.0+

2. Cloud: Amazon EC2m Google Compute Engine, Microsoft Azure,...
3. Max OS X

4. Windows: Windows 7+

Bén canh nhirng uu diém ké trén, docker ciing c6 nhitng nhugc diém:

v' Tén thoi gian hoc tap;
v' Méi, cap nhat thay d6i thuong xuyén;
v/ Cong can thiét dé biét viét code tai mot méi truodng gan nhu khong kém hon so
véi phét trién trén local;
v/ Xét vé tinh an toan:
o Do diung chung OS nén néu cé 16 hong nao day & kernel ciia host OS thi n6 sé
anh huong t6i todn bo container c6 trong host OS day;
o Ngoai ra vai host OS 1a Linux, néu trong truong hop ai dy hozc mét tng dung
nao day co trong container chiém dugc quyén superuser. Vé ly thuyét thi tang
OS s& bi crack va anh huong truc tiép toi may host bj hack ciing nhu cac
container khac trong may do (hacker st dung quyén chiém duoc dé Iy di liéu
tir may host ciing nhur tir cac container khac trong cting may host bi hack chang
han).

Két luan chwong

Docker dugc phat hanh dang ma ngudn mé trong thang 3 nam 2013. Toi
2015, du an Docker trd thanh top 20 du an co sb sao cao nhit rén GitHub. Nam 2017,
C6 thé néi chua bao gid docker c6 nhiéu thay d6i nhu nam 2017. Hién nay phan mém
tao a0 hoa ctia Docker dugc danh gia la twong lai cia cong nghé 4o hoa va nd di hd
tro nhiéu hé diéu hanh khac nhau nhu GNU/Linux, Cloud, Mac OS X va Microsoft
Windows.
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Docker dua ra mot giai phdp méi cho van dé ao hoa, thay vi tao ra cac may 4o
con chay ddc 1ap kiéu hypervisors (tao phan ctng 4o va cai dit hé diéu hanh 1én do),
cac ing dung s€ dugc dong goi lai thanh cac Container riéng 1¢. Cac Container nay
chay chung trén nhan hé diéu hanh qua LXC, chia sé chung tai nguyén ciia may me,
do do, hoat dong nhe va nhanh hon cac may ao dang hypervisors. Docker ¢6 2 thanh
phan chinh 13 Docker Enginne va Docker Hub, C6 cac ddi tuong duoc quy dinh:
Docker images, Docker registries, Docker container, Dockerfile, Orchestration.

Mot hé théng Docker dugc thuc thi voi 3 bude chinh : Build -> Push ->
Pull,Run.

Quy trinh ao hoa trng dung sir dung Docker thuc hién qua cac bude: Tao
Dockerfile; Build image; Chay container.

So véi cac cong nghé ao hda phd bién khac hién nay nhu Virtual Machine va
Vagrant thi cong nghé Docker ¢6 nhiéu wu diém hon nhu nhanh hon, nhe hon, chia

sé dé dang, ton it tai nguyén hon,...
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CHU'ONG 3
(NG DUNG CONG NGHE DOCKER PE A0 HOA NG DUNG
TAI PHDL HAI PHONG

3.1. Hién trang hé thong va nhu cau ao héa tai PH Dan lap HP
3.1.1. Hién trang hé thong
3.1.1.1. Hién trang hé théng mang

1-So' do két ndi vat ly

|
| 3560 |
I
| !II‘ | i
/ R
L

¥
_— — — & 2P G
Giang duwiérng =
[
E102 = AP2
{5}
”»ff“‘ | AP
FFTH Router
. ~ 060
| g | Fr
AZ0TT — — — —ik — — &
o
i?ﬁ:—"" AFS
] eg)
sl plate pheng may KSsw 5
AFRP10
wgllplate phang doc wgllplate phiong uén =inh

Hinh 3. 1: So’ 6 két ndi vat ly mang HPU

T4t ca cac nat mang déu dugc ndi vé Switch 2960 - phong A307T va Switch
3560 — Phong E102 khu giang duong, dé phuc vu cho cong viéc ciia can bo giang
vién va nhu cau truy cip mang cia sinh vién, cac nat mang c6 thé 1a cac diém truy

cap khong day, co6 day, cac switch.

2-So dd logic
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Gidng dudng E102

m=met EPTH Router

VLAN 11

Hinh 3. 2: So’ d6 logic mang HPU

Toan bo hé théng mang cua nha truong chia thanh cdc VLAN khéc nhau dya
theo chirc nang va nhiém vu, vi du khdi thu vién thuéc VLAN4, khbi phong ban thudc
VLAN?2, khbi mang khong diy thuoc VLAN 11. Switch 18i trung tdm 3560 dam

nhiém vai tro dinh tuyén gitta cic VLAN v&i nhau.

3-Két ndi giira khu giang dwong sang khach san sinh vién

Fr======= T T s T s e e A
| PI-_I'IM.' I
I QUAN THY 1
| MODEM MANG I
| 1
INTERNET i i |
|
: [ 3560 |t
|
: o ' :I' INTERNET
| 1 i
) FRIE I
| ROUTER yu\  PROXY : o
| i i
| 1 L
| 1 T
: | poohven || CAP
| | soloume ) DUANG
- TEEsss=Esss== ]
GIANG | |
DUONG  “-------mmmmmmmmmmm oo

Hinh 3. 3: K&t ndi gitra khu GD va KSSV
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Két nbi giita cac khu vuc khac nhau trong nha trudng st dung cap quang, viée

str dung 02 soi cap quang giup han ché rui ro khi dirt cap va dam bao téng dung lugng

bang thong gitra cac switch trong 161 1a 2Gb.

3.1.1.2. Hién trang hé théng mdy chti

Danh sach server:

ST .., | Hé dieu
Modem Date Info Vi tri N App DNS
T hanh
1. Kiém tra
2 | Compaq lai E102 ftp server
3 | Compagq E102
Gateway/
17/08/200 Firewall/ Proxy/ | gateway.hpu.edu.v
4 | IBM 5 E102 | pfsense VNP Server n vpn.hpu.edu.vn
17/08/200 debian
5| IBM 5 E102 | 7tr/nam mikrotik
7 | 1IBM E102
8 | IBM E102
Dang ky mon
hoc Server 2,
QLGD, xét glgd.hpu.edu.vn
IBM tuyén, tham do, | thamdo.hpu.edu.vn
x3650M1 dieu dk.hpu.edu.vn,
Xeon, 16G kien,webservic | dieukien.hpu.edu.v
RAM, e, decuong, n s3.hpu.edu.vn,
15/05/200 | 1x500G Window phiéu ca nhan | xettuyen.hpu.edu.v
9| IBM 9 HDD E102 | 2008 giang day n
IBM
x3650M1 s2.hpu.edu.vn
Xeon, 16G libol, vp, ho tro, | vp2.hpu.edu.vn
RAM, nién ché-tin vp.hpu.edu.vn
15/05/200 | 1x500G Window chi(chuyén libol.hpu.edu.vn
10 | IBM 9 HDD E102 | 2008 diém glgd) hotro.hpu.edu.vn
IBM
x3650M1
Xeon, 16G
RAM,
15/05/200 | 1x500G acc.hpu.edu.vn
11 | IBM 9 HDD E102 | Ubuntu ACC sl.hpu.edu.vn

65




12

IBM

30/072010

IBM
x3650M2
2 chip,
18G RAM,
2x300G
HDD

E102

Ubuntu,

Tester

13

IBM

30/072010

IBM
x3650M2
2 chip,
18G RAM,
2x300G
HDD

E102

Window
2008

Nhat ky Edu,
EDUMng

14

IBM

30/072010

IBM
x3650M2
2 chip,
18G RAM,
2x300G
HDD

E102

Window
2008

Tuyén sinh, xét
tuy&n, nhan
s, ESP - EDU

15

FPT

Mar-14

4G RAM/
2x500G
HDD

G3

Window
2008

forum

diendan.hpu.edu.vn

16

FPT

Mar-14

4G RAM/
2x500G
HDD

G3

Window
2008

web cli

web.hpu.edu.vn

17

NAS

15/05/200
9

Ready
NAS TM
1100 4TB
Dual
Gigabit
Rackmoun
t

E102

NAS NetGear

18

SuperMicr
o]

2012

Xeon 3.1
RAM 8G
HDD
2x2TB

VDC

Ubuntu

website mdi,
eng, wikihpu >
glgdl

19

SuperMicr
o]

2012

Xeon 3.1
RAM 8G
HDD
2x2TB

VvDC

Window
2008

dspace test >
dspace

lib.hpu.edu.vn

20

FPT Elead

2009

2G RAM

E102

clound

Tester

21

FPT Elead

2009

2G RAM

E102

clound

Tester
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is.hpu.edu.vn
hpu.edu.vn
RAM 8G; eng.hpu.edu.vn/
18/12/201 | HDD Window http://hpu.edu.v | m.eng.hpu.edu.vn,
22 | Dell 5 2x1TB FPT 2008 n hpuwiki.hpu.edu.vn
RAM 8G;
18/12/201 | HDD Window http://img.hpu.e
23 | Dell 5 2x1TB FPT 2008 du.vn img.hpu.edu.vn
RAM Server 1:
23 Apr-16 | 64GB,; FPT Ao hoa Window 2008
RAM Server 2:
23 Apr-16 | 64GB; FPT | Aohda Window 2008

Hinh 3. 4: Danh sach may chu

D@ dang nhan thay s6 luong may chu kha 16m, c6 thoi gian mua khac nhau, cau
hinh cao thap khong dong déu, mot sé6 may yéu khong st dung duoc chuyén sang
muc dich nghién ctru, mot s may cau hinh cao thi s6 luong cac ing dung cai dat trén
d6 khong dong déu, c6 may cai 1 ng dung, c6 may cai nhiéu mg dung, cac ing dung
thudc nhiéu nén tang khac nhau, gy 1én viéc st dung cac may khong hét hiéu ning

hodc qua tai.

3.1.1.3. Hién trang sw dung
3.1.1.1. Phdn tich hién trang
Vé kha nang dap &rng

Pé dap tmg nhitng yéu cau khong nglg vé viée trién khai, phat trién cac dich
vu va ing dung moi, nha trudong phai thuong gia ting thém sb luong may chi ca vé

s0 luong 1an chat lugng.
Vé an toan thong tin

Nhu trong muc hién trang mang may tinh ndi by cua Truong PH DL Hai
Phong, ta théy réing, hién tai cac may tinh két ndi trong mang ndi by va thuc hién chia
sé thong tin theo mo hinh Peer-to-peer. Vi mo hinh két ndi peer-to-peer viéc quan
1y hoat dong cila cac user 1a khong thé thyc hién dugc. N6 s& giy ra nhirng khé khin
trong qua trinh quan 1y ciing nhu khai thac hé thong:
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v" Khéng c6 phuong thirc quan ly tap trung, cAc may tinh thuc hién cai dat va
khai thac mang mot cach don 1¢;

v Viéc trién khai céc chinh sach phan tan do khéng c6 may chu va phuong thic
thuc hién tap trung, sé gay kho khan trong viéc thuc hién;

v' Khong c6 co ché phan quyén hop 1y va quan Iy ngudi dung c6 thé gay ra nhitng
nguy co vé mat mat dit liéu va nhiing vi pham trong noi bo ma viéc phat hién
| hét stc kho khan.

Kha nang quan ly, mé& rong
Quy md may chu gia tang thi nhitng van dé kho khan lai cang thé hién rd nét hon.
Cac hé qua phét sinh co thé ké dén nhu:

v Chi phi ting: chi phi mua may chii / thiét bi, chi phi thué khéng gian chd dat,
chi phi van hanh, chi phi quan ly...

v Hiéu qua dau tu thap: mdi may chi hau nhu chi sir dung mot phan tai nguyén
chuyén dung (RAM hoic CPU hoic 6 cang) trong toan bd may chu vat ly
tuong tng trong khi cac tai nguyén khac ¢ khi chua dung hét 20%

v Kho khan trong quan ly va van hanh.

3.1.2. Yéu cau ao hda doi véi hé thong
Yéu ciu vé thiét bi

v Tan dung duoc thiét bi trong hé théng ci.
Yéu cau vé hiéu niing

v Tan dung dugc hi¢u ndng du thira & cac may chu;

v Giam tai cho 1 s6 may cha dang chay voi cong xuat 16m.

Yeéu cau vé an toan thong tin
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v Hé thdng phai duoc danh gia c6 kha nang chdng chiu tét véi cac nguy co tan
cdng mang.

Yéu cau vé mé rong

v' Pap tng dugc yéu cau mo rong trong twong lai: hd trg nhiéu dich vu khéc
nhau, hd trg sb lugng ngudi ding ting, nang cap hé thbng mot cach dé dang.

3.2. Lwa chon cong nghé ao hoéa
3.2.1. Cong nghé dé xuit
Giai doan 1:

Tan dung cac may chi sdn co dé xay dung thanh 1 (vai) may 40 manh, day la
40 hoa & kiéu IaaS, co thé sir dung Ubuntu Openstack.

Open Stack - Example Architecture

Cloud Controller

=

Internet

Open Stack - Havana
—

Ubuntu

64-bit Machine

Compute Node ompl lock Storage Node Ephemeral Storage Node

m LVM/iISCSI

Open Stack Open Stack

Ubuntu/KVM Ubuntu/KVM

64-bit Machine 64-bit Machine

Hinh 3. 5: Kién tric cia Ubuntu Opentack
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Trong md hinh nay c6 3 thanh phan:
- S€ str dung 1 server lam chirc nang Cloud Controller;
- Céc server khac s¢ lam chac nang tinh toan, xtr ly Computer Node;

- Thanh phan luu trir cac ban anh c6 thé dung 1 server dung lugng HDD 16n hoic
cac thiét bi luu trir ngoai.

Luu ¥ céc server phai dap ing dwoc cac yéu cau cai dat caa Ubuntu Cloud
https://help.ubuntu.com/community/Installation/SystemRequirements#Ubuntu_Serv
er_.28CLI.29 Installation

Giai doan 2:

Trén cac mdy 40 VMs manh tur két qua cua giai doan 1, hodc trén 1 server vat

1y cau hinh manh ta c6 thé sir dung a0 hoa Docker.

Docker Scaling

Docker Machine — Zero to Docker
Swarm - native clustering for Docker containers
Compose — Define multi-container applications running on swarm

Client

Physical- Swarm Node

Container

Docker

Hinh 3. 6: Ao héa Docker
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Trong pham vi caa dé tai nay em xin chi tap trung vao phuong 4n 40 hda ng

dung sir dung Docker va thir nghiém sir dung Docker trén 1 may chu vat Iy dé ao hoa
thu vién s6 Dspace cua truong Dai hoc Dan 1ap Hai Phong.

3.2.2. Tinh Kkha thi cua giai phap

v

Khong trang bi thém trang thiét bi méi, tan dung duoc thiét bi trong hé thong
cl;

Cac ung dung dung chung tai nguyén may VMs hodc may chu vat ly, tan dung
dugc hiéu nang du thtra ¢ cac may chu,

St dung cac phan mém ma nguén mé duoc danh gia c6 kha niang chong chiu
t6t véi cac nguy co tin cong mang;

Pép tmg duoc yéu ciu mé rong trong twong lai: hd tro nhiéu dich vy khac
nhau, hd trg sé luong ngudi dung ting, dwa thém cac tng dung mai mot cach
dé dang;

Str dung Docker dé 4o héa duoc thyc té danh gia tidu ton tai nguyén may chi
it hon VMs.

App B
Bins/Libs
App B
Guest OS
Bins/Libs

Hypervisor Docker Engine

Host OS

Server

Hinh 3. 7: So sanh VMS va Docker
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3.3. Thiét ké mo6 hinh trng dung cong nghé Docker cho PHDL Hai Phong
3.3.1. Muc tiéu
Ao hda toan bo hé thdng ung dung dé loai trur:

v Thoi gian tri tré dau tu thiét bi may cha méi khi trién khai mot tng dung méi:

v' Thoi gian chét (downtime) khi bao tri hay nang cap phan cing cho hé thdng
ung dung;

v Khai thac triét dé hiéu ning ciing nhu cong ning cua cong nghé va stc manh
phan cang may cha hién nay;

v' Quan ly tap trung tai mot diém duy nhat va giam thiéu céc thao tac quan tri;

v' D@ dang va linh dong trién khai cac yéu cau méi ngay 1ap tirc va sao luu dy
phong toan bo hé théng.

3.3.2. Céc yéu cau can thue hién
Can thyc hién cé4c yéu cau sau:

v' Pua ra phuong an st dung Docker 40 hoa mét s6 tng dung dang st dung tai
truong Pai hoc Dan 1ap Hai Phong;

v Thuc nghiém sir dung Docker 4o hda thu vién s6 Dspace.
3.3.3.So’ do thiét ké

Danh sach céc tng dung tai Dai hoc Dan lap Hai Phong

STT | Tén rng dung Nén tdng web Database

1 | Dang ky mon hoc Server 2 1S MS SQL server
2 | webservice 1S MS SQL server
3 | phi€u ca nhan giang day 1S MS SQL server
4 | libol IS MS SQL server
5 | web cii 1S MS SQL server
6 | Nhat ky Edu MS SQL server
7 | nhan sy MS SQL server
8 | ESP - EDU MS SQL server
9 | EDUMnNg MS SQL server

10 | xét tuyén Apache My SQL

11 | Vp Apache My SQL




12 | hotro Apache My SQL
13 | nién ché-tin chi(chuyén diém qlgd) | Apache My SQL
14 | Tuyén sinh Apache My SQL
15 | forum Apache My SQL
16 | website méi Apache My SQL
17 | Eng Apache My SQL
18 | dspace PostGreSQL
19 | QLGD Ruby on Rails PostGreSQL
20 | tham do Ruby on Rails PostGreSQL
21 | dieu kien Ruby on Rails PostGreSQL
22 | decuong Ruby on Rails PostGreSQL
23 | ACC Ruby on Rails PostGreSQL

Hinh 3. 8: Cac irng dung tai HPU
C0 thé phan loai nhu sau:

v~ Nhom cling loai CSDL: nhu vay trong Docker ta cd thé tao ra cac conteinner
Database dua trén cung cac Image: MS SQL server, My SQL, PostGreSQL,
CSDL cua cac trng dung s€ dat twong tng tai cac conteinner Database nay;

v Tuong tu nhu trén ciing tao cac conteinner cho cac ung dung, nhom cung loai
nén tang web c6 thé dung chung cac images web app , cac conteinner chira
g dung s& két ndi véi cac conteinner Database twong ing cua tirng tng dung.

m Bang ky
dspace mén hoc
= CONTAINER s 2

ql_gd tham Webservice,

dbd, acc Phiéu ca
nhan

MY SQL POSTGRE SQL

CONTAINER CONTAINER

MS sQL

CONTAINER

[ DOCKER ENGINE ]

[ OS KERNEL ]

HOST OPERATING SYSTEM

PHYSICAL SERVER OR VIRTUAL MACHINE

Hinh 3. 9: So’ d6 thiét ké& 3o hda (rng dung tai HPU

3.4. Quy trinh thwc hién ao héa theo cong nghé Docker
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Docker workflows

Docker
Registry

2.Push

v ddy abeuw
 J

.
>

3.Pull

1.Build

uoionNpold v ddy Jeuieluo)

F
D
Q
]
>
o
°
>

4 Run

Docker Engine

Docker Engine

Host 1 (Dev/Build Server) Host 2 (Container Server)

_‘Q Joomla Continuous Delivery with Docker
docker Jirayut Nimsaeng December 14, 2014 @ C.P. Tower

Hinh 3. 10: Quy trinh 30 héa trong Docker
Quy trinh trén c6 thé dién gidi nhu sau:
Tao Dockerfile cho ing dung trén may (dockerfile 1a code cua trng dung);

Viéc tao cac Image duoc thuc hién & Docker Hub;

v
v
v Ban anh cho ung dung dugc tao, va san séng cho Pull;
v

Chay Container tir Image dugc tao.

3.5. Sir dung Docker @0 héa thw vién sé Dspace
3.5.1. Cai dat Docker

Dé cai dat Docker trén Ubuntu 14.04 str dung cau Iénh sau:

Thém Docker Repository

sudo apt-key adv --keyserver hkp://p80.pool.sks-keyservers.net:80 --recv-keys
58118E89F3A912897C070ADBF76221572C52609D
sudo apt-add-repository 'deb https://apt.dockerproject.org/repo ubuntu-xenial main

I

Cai Docker Engine
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sudo apt-get update && sudo apt-get install -y docker-engine
Sir dung docker khong cin lénh sudo
Budc 1: Add user hién tai vao group docker.

sudo gpasswd -a S{USER} docker
sudo service docker restart

Budc 2: Logout hoic restart lai dé user nhan group méi.
Thay d6i thu muc data cia Docker

Budc 1: Tao thu muc chira data docker: /data/docker
Budgc 2: Thém dong sau vao cudi noi dung file /etc/fstab

/data/docker /var/lib/docker none bind 0 O

Budc 3: Restart lai OS.
3.5.2. Tao cac Container
B1: Containner Dspace

C6 mot Dspace Docker Containner ¢6 san trén Docker Hub. Trudc tién lay
Containner Dspace

docker pull unixelias/docker-dspace
B2: Containner PostgreSQL

Chuing ta ¢ thé str dung mot co s& dit liéu bén ngoai hoac tao ra mot containner
PostgreSQL lién két voi conteinner DSpace. C6 mot PostkreSQL Docker Image ¢6
san trén Docker Hub. Trudc tién tao mot Containner PostgreSQL.

docker run -d --name dspace_db -p 5432:5432 unixelias/postgres-dspace
tiép theo chay lénh container PostgreSQL lién két véi container Dspace.

docker run -d --link dspace_db:postgres -p 8080:8080 docker-dspace

Sau khi tao xong ta kiém tra lai bang lénh:

docker ps dé xem cac containner dang chay.
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docker images: d& xem cé&c ban anh trén may.

REPOSITORY TAG IMAGE ID CREATED SIZE
postgres latest f2a2d73f5ce3 3 days ago 287MB
unixelias/docker-dspace latest a5f8f1b618b8 5 days ago 1.18GB
1science/dspace latest 1f04de60ca05 2 months ago  1.42GB

Theo mac dinh, CSDL duoc tao vai tén dspace vai nguoi dung la dspace va mat
khau dspace , nhung c6 thé ghi dé cai dit mac dinh nay.

docker run -d --link dspace_db:postgres \
-e POSTGRES_SCHEMA=my_dspace \
-e POSTGRES_USER=my _user \
-e POSTGRES_PASSWORD=my_password \
-p 8080:8080 unixelias/docker-dspace

B3: Tao tai khoan Admin cho dspace

Dung lénh dspace create-administrator dé tao tai khoan admin cho Dspace

I [ Administrator: C:\ Windows' System32' cmd.exe - dspace create-administrator

Microsoft Windows [Version 6.1.76811]
Copyright <(c? 208? Microsoft Corporation. All rights reserved.

D:~dspacebB-~bin>dspace create—-administrator
Using DSpace installation in: D:“dspacebB
Creating an initial administrator account
E-mail address: vtchienPgmail.com

First name: Uu Trong

Last name: Chien

Password will not display on screen.
Password:

Again to confirm:

Is the above data correct? (y or nd: _

Hinh 3. 11: Tao tai khodn admin cho dspace

3.5.3. Chuyén dir liéu tir Dspace cii sang Docker dspace

Viéc chuyén dir liéu tir Dspace cii sang Docker dspace vé mit ki thuat kha
don gian. Trén Dspace cii ta chi can Export bo suu tap sb ra file metadata, bao gém
ca cac file tai nguyén. Trén Docker dspace chi viéc Import vao la dugc. Tuy nhién
néu sé lugng ngudn tai nguyén lén cdng viéc nay ton kha nhiéu thoi gian va cong

suc.

3.5.4. Két qua va danh gia hiéu qua
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1. Két qua
Hé théng Dspace trén nén tang Docker duogc tac gia dung tai may chu c6 dia chi:

http://203.162.241.123:8080/xmlui/

Tai khoan dang nhap: vichien@gmail.com

Mat khau: 123654

M6t sé hinh anh cia Docker Dspace sau khi chay:

/B sanin ¢ 3¢, Command Une Operations -+ lall=ld] == ]
<« @ locahost:s

10/passwor d-login o B tr

Login

DSpace Homs # Sign In

Sign in to DSpace — B

E-Mail Address: *

vichien@gmail.com

Password: * Cammunities & Colertions
...... By lssue Dat
Forgot yaur pasewards
Sign in Authors
Tl
Register new user et
Sunjects
Register an account to subscribe to collections for emall updates, and submit new items to DSpace.
Click here o register MY ACEOUNT
Login
Register
DSpate sofware copyright ® 2002-2016 Duraspace Theme by
Contact Us | Sene Febdnact o
‘ iATMIR
. . e A 2
Hinh 3. 12: Giao dién dang nhap ctia Dspace
I /1 ospace rome x (¥ command Line Operations lall= )

< C | @ locahost 5050

DSpace Home

Digital Library of HPU Search B

BROWSE

Dspace is a digital service that collects, preserves, and distributes digital material Repositories are impartant tols 1or preserving an
organization's legacy; they faciitate digital presenvation and scholarly communication

Communities & Collections

Communities in DSpace

By Issue Date

Select a community to browse its collections ALthors
Khoa Co bén Titles
Khoa Bién - Bién tir Subjects
Khoa Kinh té - Du lich MY ACC OUNT
Khoa Van hoa - Xa hi Lagout
Khoa Xay dyng va méi trueéng Profile
Khoa Y - Duoc Subrmissions

Van ban phap quy

CONTEXT

Create Community

Hinh 3. 13: Giao dién trang chu cGia Dspace

h

N

2.Danhg

B
=
Ke]
c
Q-
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So sanh gitra Dspace cai dat binh thuong trén 1 may chu va dung Docker Dspace, thi

Docker Dspace c6 nhitng vu di€ém sau:

v Docker Dspace cai dat dé dang hon rat nhiéu so véi Dspace cai dat binh thuong
trén 1 may chu;

v Viéc nghién ciru cac ing dung don gian hon, trén docker hub c6 rat nhiéu cac
ban anh cta cac Gmg dung, chi can 1y vé va chay;

v Vé tai nguyén, Docker Dspace s& ngdn it tai nguyén hon, trén may cai Docker
Dspace ¢ thé cai thém cac containner cua cac tng dung khac dé tan dung
nguon tai nguyén phan cing;

v Docker Dspace Hoat dong nhanh va nhe hon;

v Chia sé dé dang: nhu c6 thé nhan ban image dua sang may khac cho cac muc
dich chuyén biét nhu nghién ctru va phat trién, hay co thé tao mot ban Images
va trién khai cho rat nhiéu khéach hang.

Két luan chwong

Dua vao két qua khao sat va phan tich vé hé thong mang, may chu, tng dung,
hién trang st dung, cdng nghé ao hoa thir nghiém cho Truong Pai hoc Dan lap Hai
Phong dugc thyuc hién theo 2 giai phap:

1. Tan dung cac may chu sén c6 dé xay dung thanh 1 (vai) may ao manh, c6
thé str dung Ubuntu Openstack.

2. Trén cac may a0 VMs manh tir két qua budc trén, hozc trén 1 server vat ly
cau hinh manh sir dung Docker dé 40 hoa cac ng dung cua nha truong.

Riéng vai giai phap tha 2, qua trinh thiét ké mé hinh @ng dung cong nghé
Docker cho PH DL HP theo cac budc: Xac dinh yéu cau, muyc tiéu; Pua ra so d thiét
ké; Quy trinh dé thuc hién ao hoa tng dung sir dung céng nghé ao hoa Docker.

Két qua thir nghiém Sir dung Docker a0 hoa thu vién sé Dspace ctia nha truong

d3 cho két qua tét va hiéu qua.
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KET LUAN

Luén van tap chung nghién ctu vé cong nghé ao hda Docker va tng dung tai
Dai hoc Dan Iap Hai Phong tir thang 4 nam 2017. Cho dén nay hé théng phan mém
quan ly tai liéu sé van hoat dong 6n dinh va c6 hiéu qua. Sau khi a0 hoa, thang 7-
2017 Thu vién s6 Dspace cua Truong di dugc to chic quc té Webometric xép hang
s6 1 trong s6 cac thu vién sb cac trudong Pai hoc tai Viét Nam.

- Két qua dat duogc cua luan vian:
Luan vin da dat duoc nhirng két qua sau:

v' Tong quan duoc cac cong nghé ao hoa va da lya chon dugc cong nghé a0 hoa
phu hgp vai Bai hoc Dan lap Hai Phong

v' Khao séat va phan tich hién trang cua hé théng mang, may chu, tng dung tai
bai hoc Dan lap Hai Phong

v' D& xut vé a0 hda may chu thich hgp va sir dung Docker cho viéc 4o hoa tng
dung tai truong

v DPuara quy trinh va cach thirc 40 hda itng dung tai Pai hoc Dan lap Hai Phong

v' Thuc nghiém Sir dung Docker 4o hoa thu vién sé Dspace

- Han ché cua luan van:

v Cac dir liéu con gia dinh
v" Chua lam duoc an ninh bao mat

- Hudng phét trién, mé rong:

v" Nghién ctu sau hon vé Docker ap dung cho cac muc dich khac nhau:
nghién ctu, phat trién ung dung, thuong mai, ....
v X&y dyng dich vu a0 hda may chu cho truong DPai hoc Dan lap Hai Phong.
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