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BANG KY HIEU VIET TAT

Ky hiéu Dang day da
SELinux Security Enhanced Linux
DAC Discretionary Access Control
MAC Mandatory Access Control
RBAC Role Based Access Control
TE Type Enforcement
LSM Linux Security Module
MLS Multi Level Security
NSA National System Agent
AVC Access Vector Cache
PSL Polgen Specification Language
RHEL Red Hat Enterprise Linux
RMP Role Mining Problem
HPH Hé diéu hanh
SS7 Sigmalling System No 7
CCSS7 Cammar channel Interottice signaliry 7
VENOM Virtual Envionment Neglected Operations
CTTT Chién Tranh Thong Tin.
PKI Public Key Infrastructure - Co so ha tang
khoa cong khai.
IDS Intrusion Detection System - Hé thong phat

hién xam nhap (tai phép).




LOI CAM ON

Pau tién em xin gui 10i cam on chan thanh tdi cac thdy, cac ¢o trudng
Pai hoc Dan Lap Hai Phong di nhiét tinh giang day va truyén dat kién thirc
cho em trong tho1 gian hoc tap tai truong.

Em xin gt 10i cam on sdu sic téi thdy H6 Vian Canh, nguoi da dinh
huéng, hudng dan va hd tro em rat nhiéu dé hoan thanh luan vin nay.

Em xin giri 101 cam on cac anh chj ddng nghiép va cam on ban bé ciing
kho4, cung truong da nhiét tinh hod tro trong tho1 gian lam luan van.

Mic du di rat ¢b gang hoan thanh luan van ndy, xong luan vin s& kho
tranh khoi nhirng thiéu sét. Em rat mong nhan dugc su nhan xét, gop y, tan
tinh chi bao tir cac thay, co.

Mot lan nira, em xin chan thanh cdm on tat cd moi nguoi!



LOI CAM DOAN

T61 xin cam doan ban Luan van nay la cong trinh nghién ctru khoa hoc
doc 1ap cua to1. Luan van nay khong sao chép toan bd cac tai li€u, cong trinh
nghién ctu cia nguoi khac. TAt ca cac doan trich din nam trong cac tai li€u,
cong trinh nghién ctru cua ngudi khac déu duge ghi & ngudn va chi rd trong
ta1 liéu tham khao.

To1 xin cam doan nhiing diéu trén 1a ding su that, néu sai, toi xin hoan

toan chiu trach nhiém.

TAC GIA LUAN VAN

Tran Thi Hang



LOI MO DAU
Ngay nay, v6i sy phat trién manh mé& ctia Cong nghé Théng tin, viéc
st dung thong tin trén mang Internet ngay cang duoc md rong va hi¢u qua
trén tit ca cac nganh nghé, cac linh vuc. Tuy nhién, bén canh d6 ngudi si
dung ciing phai d6i mat voi nhitng nguy co mat mat, ro ri théng tin, bi xAm
hai cac quyén riéng tu khi truy cip mang. Day 13 mét trong nhiing 1y do khién
nguoi st dung lo ngai, dic bi¢t 1a cac co quan nha nudc.

Theo s6 liéu thong ké ndm 2011 ciia BKAV, ¢6 64,2 triéu luot may tinh
tai Viét Nam bi nhiém virus, 38.961 dong virus xuét hién méi, 2.245 website
cua cac co quan, doanh nghi¢p tai Vi¢t Nam bi tAn cong, hon 85.000 may tinh
tai Viét Nam bi cai virus Ramnit dé 13y cap dit liéu quan trong.

Pbi voi cac cong ty 16n, nguy co bi tan cong vao hé théng dong nghia
voi1 viéc ho s€ bi thi€t hai hang ty USD, uy tin trude khach hang bi giam sut.
Véi cac co quan y té va quoc phong thi thiét hai con c6 thé tham khéc hon
gap nhiéu lan.

V&i ngudn tai nguyén thong tin phong phu, da dang, hap dan trén mang
chinh 14 sy tiém an ctia loai hinh chién tranh m&i: “Chién tranh thong tin”.

Trong linh vuc An ninh Qudc phong, méi trudng thong tin mé trén
mang da dit ra nhitng thach thic gay gat d6i v6i ching ta. Mot mat ta phai to
chtrc khai thac mot cach c6 hiéu qua va bao vé ngudn tai nguyén thong tin
Quéc gia, mit khac ta can phai chiém duoc wu thé va danh bai di phuong
bang cac don tan cong thong tin qua mang Internet khi can thiét.

Theo bao Dan Viét ngay 14/06/2011, trong hon mét tuan c6 hang trim
website Viét Nam da bi hacker tan cong, trong d6 c6 kha nhiéu vu tin cong
tin tic dé lai thong diép br:ing tiéng Trung hodc cé hinh anh co Trung Qubc.

Diéu nay cho thdy hinh thai chién tranh thong tin dd va dang dan dan

hinh thanh & Viét Nam. Van d¢ an toan thong tin cho mang may tinh va viéc



nghién ctru vé chién tranh thong tin trén mang va giai phap phong tranh, danh
tra cu thé 1a mot nhu cau cap bach hién nay.

Do d6, “T4n cong — Phong thi” trén mang Internet 13 mot trong nhiing
bai toan can phai duoc dit ra hang dau trong linh vuc An ninh Qudc phong
ngay nay. Vi vy, toi da chon dé tai: “Nghién ciru tim hiéu thwe trang vé an
ninh mang va bién phap d6i phé” cho luan vin t6t nghiép ctia minh.

Cac ndi dung nghién ctru trong luan vin gdm nhiing van dé sau:

-Thuc trang ctia van dé tan cong va phong thu trén mang Internet.

-Mot s6 dang pha hoai trong chién tranh thong tin trén mang may tinh
va du bao mot sd dang pha hoai méi.

-Vén dé tan cong — phong thii mang. Pé xuat giai phap cho van dé tan
cong — phong thi mang.

-X4y dung mé hinh thir nghiém cho mot giai phap tan cong — phong thu
mang.

Chién tranh thong tin c6 quy mé rat 16n, nham vao nhiéu linh vuc, khia
canh, c6 pham vi anh huéng sau rong. Trong dé tai nay, t6i tdp trung vé cac
cach thie va cach phong chdng cac hoat dong 4c ¥ 1am anh huong dén thong
tin trén mang. Nghién ctru xay dung thir nghiém mot cong cu trinh sat, tan
cong va phong thu trén mang.

Do con nhiéu han ché vé thdi gian va tai liéu nén dé tai con nhiéu thiéu
sot. Rat mong nhan dugc sy dong gop cua cac thay cd va cic ban dé dé tai
duoc hoan thién hon.

To1 xin chan thanh cam on!



Chwong 1: TINH HINH AN NINH AN TOAN MANG MAY TiNH
TAI VIET NAM
1.1. Thue trang an ninh mang tai Viét Nam

Internet ngay cang phat trién manh mé va c6 sttc anh hudng rong rii toi
tat ca cac nganh nghé, cac linh vuc cua cudc séng. Hién nay, Internet da tro
thanh mot moi trudng phire tap, bao ham moi thanh phan xa hoi. Con ngudi
st dung Internet véi nhiéu muc dich khac nhau, trong do c6 mot ) nguoi tan
dung kha ning truyén ba thong tin nhanh chong dé phat tan nhiing tin ttc, su
kién v&1 muc dich lam phuong hai dén tén tudi, uy tin cua mot ca nhan, t6
chtrc hay dén sy 6n dinh mot quéc gia nham muc dich chinh tri.

Mang mdy tinh cling sinh ra mot ting 16p ngudi mdi — nhiing tay
hacker. Py 1a nhitng ngudi néi chung c6 niém dam mé rat 16n dbi voi may
tinh, voi cong nghé thong tin. Su dam mé khién ho trd thanh nhimg ké ludn
ludn to mo, tim cach mo xé, kham pha moi diéu lién quan dén Tin hoc. Trong
qua trinh d6 ho phét hién cac hé thong thong tin d6 c6 thé bi tan cong. Tir lac
nay, giéi hacker chia thanh hai phai: phai thir nhat cha truong nghién ciru,
kham pha dé bao cho cac nha quan tri hé thong thong tin biét, tim cach phong
ngura, sua chira, khic phuc nham bao vé cho hé théng — do 1a cac hacker mu
trang (white-hat hacker). Phai tht hai mubn nhan d6 dé tin cong hé thong, lay
cép thong tin, tién bac hay tham chi chi dé ghi lai tén tudi ctia minh cho noi
tiéng — d6 1a cac hacker mil den (black-hat hacker). Loai hacker mii den nay
hét strc nguy hiém do trinh d6 cao kém theo muc dich den tdi ciia ching.

Phan 16n céc cudc tan cong trén mang dugc thuc hién thong qua vige st
dung mot hoac nhiéu cong cu phﬁn mém (do nguoi tdn cong tu xay dung hoac
c¢6 duoc tir cac nguon khac nhau). Trong ban luan vin nay, nhitng phan mém

do6 duoc goi 1a cac phan mém pha hoai.



Phan mém pha hoai 14 nhitng phan mém duogc thiét ké, xay nhung nham
muc dich tn céng gdy ton that hay chiém dung bat hop phap tai nguyén cua
may tinh muc tiéu (my tinh bi tdn céng). Nhitng phan mém nay thuong duoc
che d4u hay hoa trang nhu 14 phan mém hop 1¢, cong khai hodc bi mat tham
nhép vao may tinh muc tiéu.

Nhitng phidn mém pha hoai khac nhau c6 phuong thirc va nguy co giy
hai khac nhau.

Cac vu tAn cong trén mang ngdy cang gia ting ca vé qui md va tinh
chat nguy hiém. C6 thé ké ra mot s6 vu tin cong nhu sau:

Tinh hinh an ninh mang nadm 2010

Nim 2010 thuc su 13 nim ndng bong véi van dé an ninh mang. Su phat
trién cua tdi pham mang dang dién ra véi toc dd nhanh hon bao gio hét ca vé
quy mo, tinh chuyén nghiép, trinh d6 k¥ thuat va tiém luc tai chinh. Piéu
dang bao dong 1a sy pha hoai cta virus mdy tinh khéng con don thuan 1a
chung t6 kha ning hay chudc loi ca nhan ma da chuyén hudng sang ha tang
cong nghiép Qudc gia.

Vu viéc website bao dién tir bi tn cong 1a mot trong nhitng su kién an
ninh mang gay cht y nhat trong nam 2010. Theo thong ké ctia cic co quan an
ninh mang, da c6 hang ngan website 16n tai Viét Nam bi virus xam nhap, 1§
thong tin quan trong hay bi tin cong tir chdi dich vu. Trong dé ndi 1én 13
nhitg cudc tdn cong lién tuc vao bao dién tr VietNamNet trong mot thoi gian
dai véi nhiéu hinh thtc khac nhau. Hon 1000 website 16n tai Viét Nam nhu
VietNamNet da bj tAn cong nam 2010 véi cac hinh thic tdn cong da dang tir
thay dbi giao dién, danh cap cac dit liéu nhay cam trong website va tan cong
lam té liét hé thong website d6. Do co thé 1a cac website clia cac ngan hang,
cac td chirc vé van tai, cac tap doan l6n, cac sé, ban, nganh,... (Chuong trinh

cudc séng sb trén kénh VTV 1 ngay 12/02/2011).
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Theo su théng ké cua Bkis, nam 2010 da c6 58,6 tri¢u lugt may tinh tai
Viét Nam bj nhiém virus, 57.835 dong virus mé&i xut hién, véi hon 1000
website bi hacker tin cong.

Bkav tong két tinh hinh an ninh mang nam 2010:

- Bung nd phan mén diét virus gia mao — Fake AV

Nam 2010 da chung kién su bung nd lwong may tinh bi nhidm virus gia
mao phén mém diét virus, 1én dén 2,2 triéu luot, gép 8,5 1an so vé&i con sb
258.000 cua nam 2009.

Phan mém gia mao du nguoi ding tdi cac website gia mao quét virus
truc tuyén, nham cai dit ma doc 1én may tinh la dac diém chung cua cac
FakeAV. Nguyén nhan chinh khién rat nhiéu nguoi st dung tai Viét Nam da
nhiém loai virus nay 1a do théi quen ding phan mém troi ndi, khong cé ban
quyeén.

- Gi1d mao file dir li€u, xu hudéng madi cua virus

Hon 1,4 trigu luot may tinh da bi nhiém dong virus gia mao thu muc,
gid mao file anh, file word, file excel...

Bang cach sir dung icon dé nguy trang, file thuc thi ctia virus tréng co
vé giéng hét mot thu muc hay mdt file dir lieu dang anh, file word, file
excel... Diéu nay da dé dang danh lira cdm quan ctia nguoi str dung, tham chi
1a ca cac chuyén gia c6 kinh nghiém, khién ho dé dang m¢ file virus va bi
nhiém ma khong chut nghi ngd. Pay ciing 1 Iy do khién dong virus ndy tuy
mo&i xuat hién nhung da lan truyén véi toc do chong mit.

- Virus pha huy quay tré lai

Tuy chua giy hau qua nghiém trong trén dién rOng, nhung su quay trd
lai ctia virus pha huy dit liéu W32.Delfile. Worm, W32.FakeStuxer.Trojan s¢&

1a méi de doa 16n ctia ngudi sir dung trong thoi gian toi.
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Véi xu huéng tap trung nhiéu dit liéu quan trong trén may tinh nhu
hién nay, virus pha huy dit liéu quay tré lai véi toe d6 1ay lan nhanh chong s&
gay ra nhiing hau qua khon luong khi lay lan trén dién rong.

- Phat tan virus dé xAm nhép hé thng, tin cong DDoS

Lién tiép nhiéu website 16n tai Viét Nam bi virus xAm nhap, 16 thong tin
quan trong hay bi tAn cong DDoS trong thoi gian qua dang 13 van dé géy lo ling
trong xa hoi.

Bkav da phat hién mot s6 nhom hacker d3 cai dat virus xAm nhap vao
cac hé théng mang tai Viét Nam, qua d6 danh cép thong tin bi mat ndi bo cua
cac to chirc. Bén canh do ching con kiém soat dugc cic website chuyén
download phan mém nham cai dat virus vao cic may tinh tai phan mém tir
cac website nay.Tir d6 ching c6 thé diéu khién mang luéi mdy tinh ma —
botnet — dé tin cong DDoS vao cic hé thong 16n tai Viét Nam. Pay 1a tinh
trang dang bao dong vi ngoai viéc cac hé thong 16n c6 thé bi tan cong bat cir
lGc ndo, con ¢6 hang chyuc nghin may tinh trén ca nudc dang bi hacker diéu
khién.

Tinh hinh an ninh mang nam 2011

Tong két tinh hinh virus va an ninh mang tir Hé théng giam sat virus
cta Bkav, niam 2011 d3 c6 64,2 triéu luot may tinh bi nhiém virus, 38.961
dong virus méi xuét hién, trong d6 1ay lan nhiéu nhat 1a virus W32.Sality.PE.
Virus nay da lay nhiém trén 4,2 triéu luot may tinh. Ngoai ra, nam 2011 con
c6 2.245 website clia cac co quan doanh nghiép tai Viét Nam bi tdn cong.

Lira ddo truc tuyén gia ting trén mang xa hoi. Trung binh mdi thang
Bkav nhan dugc hon 30 bao céo vé lira dao qua Yahoo Messenger. Trong mdi
vu 86 nan nhan c6 thé 1én t&i hang chuc ngudi. Mic du di duoc canh bao
nhiéu 1an nhung do su nhe da ctia nguoi st dung ma cac vu cudp nick hoac

Itra tién van dién ra lién ti€p.
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Khéng chi Yahoo ma ca Facebook, mang xa hoi 16n nhit thé gisi da tro
thanh phuong ti¢n dé tin tac loi dung v6i hang loat nhitng vu gia mao nguoi
ndi tiéng dé lira dao.Mang xa hoi va chat tryc tuyén dang tré thanh cong cu
déc luc cua tin tic.

Niam 2011 ciing 14 ndm cta cic cudc tn cong mang. Lién tiép xdy ra
cac cudc tAn cong vai cac hinh thirc khac nhau vao hé thdng cua cac to chirc
doanh nghiép Viét Nam. Cé nhiing cudc tdn cong xam nhap tréi phép, pha
hoai co s¢ dir licu hodc deface cac website. Cling c6 nhiing cudc tAn cong
DDoS l1am té liét hé théng trong thoi gian dai, tAn cong cudp tén mién cia cac
doanh nghiép dién ra lién tiép. Nguy hiém hon, dd xudt hién cac cudc tin
cong am tham, cai dat cac virus gian diép danh cip tai liéu cua cic co quan
quan trong.

Dang cht ¥ trong ndm 2011 1a sy viéc hon 85.000 may tinh tai Viét
Nam bi cai virus Ramnit dé 14y cap dit liéu quan trong. Diéu nay cho thay cac
cudc tdn cong con co thé gdy anh hudng toi an ninh qubc gia.

Tinh hinh an ninh mang nim 2012 dén nay

Theo dy doan cua Bkav, nam 2012 s& tiép tuc chimg kién sy bung no
ctia virus trén dién thoai di dong. virus siéu da hinh tiép tuc lay lan rong,
nhiéu cu dan mang sé& tiép tuc bi lira dao truc tuyén, tan cong mang khong chi
1a van dé cua Viét Nam, ma 1a van dé cta ca thé gidi.

L3 héng tran lan trén cac website .gov.vn. Theo nghién ctru cua Hiép
hdi an toan thong tin Viét Nam (VNISA) phat hién 3697 15i trong 100 website
.gov.vn, trong d6 489 16i thudc dién nghiém trong, 396 16i & murc cao, con lai
2812 16i & muc trung binh/yéu. 80% website duoc khao sat khong c6 bién
phap bao mat téi thiéu. Két qua nghién ctru nay duoc dua ra trong hoi thao
“Xay dung chinh sach dam bao ATTT trong phét trién chinh phu dién t tai
Viét Nam” dién ra ngay 25/05/2012 tai Ha Noi.
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Theo thdng ké cua hing bao mat Kasperspy, Viét Nam dimg s6 1 thé
gidi vé ty 1& 1ay nhiém ma doc qua thiét bi luu trir ngoai (USB, thé nhé, 6
cimg di dong) voi ty 1& 70,83% may tinh bi 1y nhiém; 39,95% ngudi ding
phai d6i mat voi ma doc bat ngudn tir khong gian mang.

Théng ké trong nam 2015 ¢6 hon 10.000 trang (hodc cong) théng tin
dién tir co tén mién .vn bi tin cong, chiém quyén diéu khién, thay ddi giao
dién, cai ma doc (tang 68% so vo1 nam 2014), trong do c6 224 trang thudc
quan- 1y cia cac co quan nha nudc (gidm 11% so véi ndm 2014).

Céac cong Thong tin dién tir (TTDT) Viét Nam ciing khong duge quan
tam, dau tu vé bao mat tiép tuc la muc tiéu cua tin tac. Théng ké trong nam
2015 c6 hon 10.000 trang (hodc cong) thong tin dién tir ¢6 tén mién .vn bi tin
cong, chiém quyén diéu khién, thay doi giao dién, cai ma doc (ting 68% so
vo1 nam 2014), trong do c6 224 trang thudc quan ly cua cac co quan nha nudc
(giam 11% so vo1 nam 2014).

Thoi gian tin tic tan cong vao hé thdng trang tin/cong TTDT cua Viét
Nam nhiéu nhét 1a thang 6-2015 véi s6 luong céc trang tin bi tin cong 1én dén
hon 1.700 trang, trong d6 ¢6 56 trang tén mién .gov.vn. C6 24 bd/nganh, 48
tinh/thanh phé, 13 truong dai hoc, cao déng bi tin tic tAn cong. Gan day nhat
la vao ngay 28-29/8/2016, Tin tic di tdn cong va lam té liét nhiéu gio lién tai
Trung tam diéu khién ctia Hang hang khong tai san bay Tan Son Nhat va Noi
Bai, 1am thiét hai 16n vé kinh té va gy buc xtc trong du luan.

Bén canh viéc khai thac cac 16 héng bao mat trén cac hé diéu hanh va
hé théng mang dé tin cong xam nhap, tin tac con st dung chinh cac tai liéu,
van ban do mot sb co quan, don vi cia Viét Nam soan thao ma chung da danh
cap dugc hodc st dung thong tin, tai liéu ding tai trén cac trang mang phan
dong lam mdi dé phat tan ma doc, xam nhap hé théng mang cua cac co quan

trong yéu khac cia Viét Nam. Pic biét gan day nhat, theo[14], ngay 28-29
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thang 8 nam 2016, cac websides cua Cuc hang khong dan dung Viét Nam (
Vietnam-airlines ) di bi tdn cong 1am cho hé thong diéu khién san bay Tan
Son Nhit va san bay No6i Bai bi té 1iét trong nhiéu gi0, cac may bay di va dén
khong thé cit va ha canh duoc, gay ton that hang chuc ty dong VND.

CAac nuede trén thé gidi ciing lién tuc phdt hién cdc vu tin cong, xdm
nhdp vao hé thong mdy tinh cia céc co quan chinh phi, t6 chire chinh tri, cac
nganh céng nghiép, kinh té miii nhon, cdc hdng hang khéng 1én, co quan
truyén thong, t6 chiic y té, gido duc... nham phd hoqi, danh cdp dir liéu, thu
thdp thong tin tinh bao lién quan dén chinh sdch vé kinh té, chinh tri, an ninh,
quoc phong va doi ngoai.

No6i 1én 1 cac vu tn cong vao hé théng thu dién tr cia B6 Ngoai giao,
hé thong mdy tinh ciia Nha Triang, Co quan quan 1y nhan sy Chinh phit My ...

Nhiéu nhém tin tic tan cong bang ma doc dé danh cap dir liéu, thu thap
thong tin tinh bdo quan trong vé chinh tri, kinh té, quan su. Déi tuong chinh 1a
cac co quan chinh phu, céc to chirc kinh té, cic co quan bao chi cta hau hét
cac nudc trén thé gigl dac biét 1a khu vyc Chau A va Dbong Nam A nhu
Malaysia, Thai Lan, An Do, Han Quéc, Nhit Ban...

Trong thot gian g?m day, cac loai to1 pham cong nghé cao tai Viét Nam
phat trién ca vé sd luang cac cudc tin cong ciing nhu phuong thic, thi doan
ngay mot tinh vi, gdy ra nhitng hau qua nghiém trong hon, pham vi va quy mé
16n hon. Hacker mii den/x4m tan cong vao bat ky chd nio c6 thé, dé pha hoai,
trom cap cac thong tin, dit liéu v4i da phan 1a myc dich xau. Thoi gian qua,
nhiéu co quan Nha nudc cia Viét Nam bi tdn cong gy hau qua vé tai chinh,
kinh té, lam té& liét cong tac quan 1y nha nudc va cao hon iwa 1a 1am anh
huéng ¢roi uy tin cia Viét Nam trén trudng quoc té. Thuc té qud trinh lam
viéce 10si cac co quan, don vi, Cuc C50 nhan théy: Viéc bi hacker tan cong

phan 16n 1a do 161 chu quan cua co quan chu quan, cu thé nhu sau:
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-Mtc do quan tam dén céac hé théng bdo v€ an ninh mang tai cac co
quan nha nudc va cac doanh nghi¢p tai Viét Nam la chua cao. Pay chinh la
diéu kién thuan loi cho cac dbi tuong td6i pham mang thuc hién cac hanh vi
tan cong, xdm nhap dé danh cip hodc pha hoai hé thong thong tin.

-An ninh, an toan hé théng thong tin chua duoc coi trong ding muc,
dan dén thiéu sy dau tu trang thiét bi cling nhu nhan luc chét luong cao.

‘Viéc str dung cong nghé thong tin ¢ nhiéu t6 chirc, ca nhan con thiéu
kién thirc can thiét, van con tdm 1y chu quan, don gian nén dé tao ra nhitng “15
héng” dan dén 10, lot, bi tin cong, mat an toan thong tin.

‘Nhiéu don vi khong c6 quy ché, quy trinh chit ché trong viéc bao mat
an toan hé thong thong tin dan dén tao 16 hong & ngay chinh nhan vién bao vé
hé thong.

Pénh gia mic d6 thiét hai, hau qua khi xay ra su ¢d hé théng thong tin
& muc thap trong khi thuc té co thé xay ra nhiing hau qua nghiém trong vé
kinh té, uy tin, 10 lot tai liéu mat, anh hudng ti€u cuc dén du luan x3 hoi...

Khéng chuin bi sin sang cac bién phap ddi pho khi co cac rai ro xay
ra, dan dén ling ting trong xur 1y tinh hudng bi tin cong hodc bi mat dit licu
khi bi tin cong.

Chung t61 da nhiéu lan bao céo lanh dao Bo Cong an vé thuc trang trén,
tryc tiép xtr 1y hodc phdi hop véi cic co quan chiic ning nhu VNCERT,
Thanh tra Bo Thong tin va Truyén théng gai canh bao tdi cac don vi khi phat
hién cac nguy co cé thé xay ra véi an toan thong tin hé thong. Pién hinh nhu
cac vu viée trom cip thong tin khach hang xay ra tai VNPT; vu cong thong tin
dién tir ctia nhiéu dia phuang bi chén ma doc ...Tuy nhién, nhiéu co quan, don
vi chua quan tdm dling mirc nhitng canh bao nay.

Dé phong ngira bi tin tdc tan céng, cdc co quan chii qudn can ndng cao

nang luc, dam bao an toan, an ninh mang va chu y cdac van dé sau:
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“C6 tam nhin va dau tu vé& an ninh mang tuong tng véi quy méd cia co
quan, doanh nghiép. Pau tu, nang cip ha tang ki thudt an ninh mang va trién
khai nhiéu giai phap dam bao an ninh thong tin. Trién khai cic bién phap
quan 1y k¥ thudt va quan 1y nhan sy. Tuy theo tinh chat, nhiém vu cia co
quan, don vi, ¢4 nhan ma c6 cac hé théng “tuong ltra”, thiét bi canh bao, phén
mém diét virus, chéng gian di¢p... dé bao vé an toan thong tin. Thuc té hién
nay cac don vi con chu quan, xem nhe van dé an ninh, an toan mang nén chua
6 su dau tu can thiét.

“Thuc hién chinh sach an ninh mang d6i voi doanh nghiép, day 1a van
dé cbt 161 dé dam bao mot moi truong mang an toan. Cac doanh nghiép, don
vi trén thé gi6i déu ap dung chinh sach an ninh hé thong thong tin theo chuan
ISO 27001, tiéu chuin ndy quy dinh chi tiét vé phuong phap xdy dung hé
théng thong tin dam bao an toan, cac doanh nghiép can dua theo tiéu chuan
nay dé ap dung cho phu hop véi diéu kién ctia minh.

-Pam bao nhan lyc an toan thong tin c6 trinh d6 chuyén mon cao, cé
kinh nghiém trong phong ngtra, xir 1y cac su ¢d hé théng CNTT.

-Nang cao nhéan thirc, trdch nhi€ém ctia can bg, cong nhan vién; hiéu dﬁy
du va thuc hién dung cac quy dinh cia phap luat vé bao dam an toan thong tin
mang.

-Xay dung va thuc hanh cac kich ban phan ng trong truong hop hé
thong thong tin bi xay ra tin cong.

“Thudng xuyén t6 chirc cac chuwong trinh dao tao, pho bién, tap huan dé
nang cao nhan thuec, kién thirc vé an toan thong tin, tranh bi tin tac 1oi dung.

Nhiing don vi hoat dong trong cac linh vuc trong yéu nhu: Hang khong,
dién luc, thuy dién, giao thong, béo chi, ngan hang, cac co quan chinh phu...
1a nhitng linh vuc can chi y, phong ngira cao nhat dé tranh nhitng su ¢, rai ro

c6 thé xay ra khi hé thang thdng tin 1& muc tiéu cua tin tdc.
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“Tang cudng kiém tra, giam sat, phat hién, xir Iy nghiém céc c4 nhan, to
chtrc vi pham quy dinh vé bao dam an toan théng tin mang.

Pam bao tot an toan hé thong thong tin khong chi giup doanh nghiép
tranh dugc nhitng rii ro ma con giup cho cong tac diéu tra, xdc minh cua cc
co quan chuc ning duoc thuan loi dé ngin ngira hé thong c6 thé bi loi dung,
tan cong tro lai.

Néu phat hién hé théng CNTT, cac co quan cht quan can ghi nhdn va
cung cép cac hién tugng, d4u hiéu ban dau cho don vi chuyén trach xur 1y su
¢d an ninh thong tin. Vi du: chup man hinh thé hién hé théng bi nhiém ma
doc, thu thap lich st truy cdp va guri cho doi ngti chuyén gia.

Nhanh chéng cach ly hé théng c6 dau hiéu bi tin cong, dong thoi gitr
nguyén hién truong hé théng dang bi nhiém, tam thoi st dung hé théng may
cha dy phong cho cac hé thdng chinh.

Tién hanh thay dbi mat khau toan hé théng, dac biét 1a cac hé théng
quan trong nhu domain, co s¢ dit liéu, rng dung core...: Backup dir liéu méi
nhat sang cac bd luu trit ngoai.

Lién lac ngay v&i don vi chuyén trach xir 1y su ¢6 an toan thong tin nhu
VNCERT, Cuyc C50, B6 Cong an.

1.2. Khai niém “Chién tranh thong tin”

Cung v&i sy phét trién manh mé ciia cong nghé thong tin, su bung nd
thong tin 14 sy hinh thanh cta loai hinh chién tranh mdi — Chién tranh thong
tin. Khong dung siing dan, vii khi hat nhan,... dé tin cong, Internet str dung
mdt cong cu cuc ky hitu dung dé tin cong ddi phuong. Cac thé lyc thu dich
loi dung sy phat trién cua Internet, loi dung tu do ngén luan dé tin cong ddi
phuong trén linh vyc thong tin, 1am sai léch thong tin, bop méo su that vé
thong tin ctia d6i phuong, tham tri lam té 1iét cac hé thdng thong tin cua d6i

phuong. Péc bi¢t cac thé luc thu dich con st dung cac hacker chuyén nghiép
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tap trung tin cong vao co s& ha ting thong tin cua d6i phwong thudc cac linh
vuc nhu: quan sy, tai chinh, ngdn hang, mang may tinh quéc gia,... st dung
Virus dé 1am cho hé thdng vii khi cia d6i phuong bi mat diéu khién, pha hoai
co sO ha tang kinh t& quéc dan 1am cho nén kinh té ctua d6i phuong bi rdi
loan,... hay danh cdp nhitng bi mat quan sy, nhimg thong tin quéc gia quan
trong ctia doi phuong.

Trude tinh hinh @0, cac qudc gia trén thé gidi déu dang c6 nhing budc
chuan bj dé ddi pho véi chién tranh thong tin.

Tai Viét Nam, loai hinh chién tranh théng tin ngdy cang dwoc hinh
thanh rd nét. Trong thoi gian gan day, cac thé luc thu dich d3 loi dung mang
Internet dé 1ap cac website c4 nhan, sitr dung cac mang xa hoi dua nhiing
thong tin sai léch khong ding su that vé Pang vé Nha nuéc 1én mang nham
bdi x4u, gy mat 1ong tin cua nhan dan véi Pang va Nha nuéc ta. Hang loat
cac website ciia Viét Nam bi cac hacker nudc ngoai tan cong 1am té liét trong
mot thot gian. Tham tri c6 nhitng website Viét Nam bi tAn cong con dé lai
nhimg hinh anh va nhiing dong chit Trung Quéc [ 14].

Véi xu hudng toan cau hoa hién nay, cac mang ludi truyén thong va xur
Iy thong tin ctia cac Qubc gia duoc lién két véi nhau. Do d6 ¢ dau co diém két
nbi mang thi & d6 déu c6 thé xay ra chién tranh thong tin. Do vay cac qudc gia
can phai c6 bién phap xay dung cac 16p bao vé hé thong thong tin ctia minh,
ddng thoi ciing phai chuan bi cac phuong 4n tin cong cic hé thong tin cia d6i

phuong.
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Chuwong 2: CAC LO HONG BAO MAT MANG MAY TiNH

2.1. Khai niém 156 hong

L3 hong 1a cac diém yéu trong phan mém hodc phan cimg lién hé véi
may tinh cho phép ké tdn cong pha hoai su toan ven, do sin sang hodc bao
mat cua hé thdng. Mot sb 16 hong nguy hiém nhit cho phép ké tdn cong khai
thac hé théng bi xam hai bﬁng cach khién hé théng chay cac ma doc hai ma
nguoi dung khong hé biét [7].

Hé diéu hanh Microsoft Windows c6 ngudn gdc phat trién cho cac may
tinh c4 nhan va cac mang an toan, tuy nhién no lai khong an toan ddi véi
mang phi chinh phu nhu Internet.

Trong giai doan ban dau, Microsoft thiét ké hé diéu hanh Microsoft
Windows ma chua nghi téi tim quan trong cta Internet khi gan lién v6i no.
Piéu d6 di dan toi mot sb6 diém yéu 1a cac 16 hong bao mat(Security holes).

Mot 16 hong bao mét cho phép mot ngudi ndo do6 xaAm nhap vao may
tinh ctia ban qua dudng két ndi Internet. Nhitng 16 hong nhé co thé chi cho
phép truy cap vao clipboard ctia ban, nhung nhiing 16 hong 16n c¢6 thé cho
phép ho tiép quan hoan toan may tinh cta ban.

Cac hé diéu hanh khac nhu Linux, Mac OS ciing c6 cac 16 hong bao
mat.

Nhu vay, 16 hong bao mat 1a mot trong nhitng nguyén nhan dan dén sy
mat an toan cta cc hé théng may tinh khi két ndi Internet.

Pé thuc hién co ché an toan, cac hé diéu hanh (hodc cac Website) phai
duogc thiét ké dé dap ung cac yéu cau vé mit an toan dit ra. Tuy nhién, trén
thuc té, viéc thiét ké cac hé diéu hanh (hoic cac Website) chi dat dén murc do
tiép can cac yéu cau an toan chir khong dap ting duoc chiing mot cach hoan

toan. Nhimng noi ma yéu cau thiét ké bi pha v goi 1a cac 16 hong.
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Vi du vé mot s6 16 hong thuong gip: Li xtr Iy cac yéu cau khong duoc
du kién truGe trong I1S; 16i tran bo dém; Piém yéu trong viéc xac thuc ddi vai
cac tai khoan khong mat khau hodc mat khau yéu;. ..

2.2. Cac 16 hong bao mat ciia Hé Piéu Hanh.

L3 hong bao mat trong Knox xut hién trén Android

Samsung méi day cho biét rang 16i bao mat trong tinh ning Knoxduoc
phat hién hoi thang trude khdng chi c6 mat trén cac thiét bi cua hdng. Thay

vao do, van dé nay lién quan dén ca hé diéu hanh Android.

Trong m{t phat ngdn maéi day duge dua ra bé1 Samsung va Google, hai
cong ty noi rang "mét sé chirc ndng hop 1é ciia Android" ¢ thé bi khai thac
theo "mét cach khong luwong trude" dé can thiép vao nhimg dir liéu tmg dung
khong ma hoa. Samsung khuyén ngudi dung nén ma hoa ditr liéu ctia minh
trude khi giri nd qua Internet bang nhimng "cong nghé bdo mdt tiéu chuan", vi
du nhu VPN (mang riéng do) chang han. Hién cac bén c6 lién quan dang lam

viéc dé khac phuc van dé nay.
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Phaét hién 16 hong bao mat trén 1.500 tmg dung i0S

Theo PhoneArena, cic nha nghién ctru bao mat da phat hién ra mot 16
héng HTTPS trén 1.500 ung dung iOS, cho phép ké tan cong khai thac céc
théng tin c& nh&n nhay cam ctia nguoi dung.

Kaspersky phat hién 15i bao mat trong OS X va iOS

L6 hong nay xuat hién trén phién ban 2.5.1 cia AFNetwork, mot thu
vién mang phd bién cua cac tmg dung i0S va Mac OS X. L3 hong duoc phat
hién tir thang Hai, ban va 2.5.2 di dugc tung ra vao cudi thang Ba nhung van
str dung phién ban thu vién cii nén 16 hong van ton tai.

Trong ngdy 1/4, cic nha nghién ctu cia Source DNA d3 tién hanh
quét 1 triéu trong sb 1,4 tridu tmg dung trén App Store dé tim kiém nhiing
tmg dung bi anh hudng bai 16 hong bao mat trén. Sau khi quét, ho phat hién
ra 1.000 wng dung bi anh hudng, bao gém ca nhiing tmg dung tir cdc hing
cong nghé 16n nhu Yahoo, Microsoft, Flixster, Citrix va Uber. Ngay 18/4, sau
khi quét toan bd App Store, cac nha nghién ctru thong ké duoc tong sb luong
ung dung bi anh hudng la 1.500 tmg dung [8].

Tin tic st dung 16 hong dé truy cap vao cac lién két SSL, khai thac cac

thong tin nhay cam nhu mat khau va tai khoan ngan hang cua nguoi dung.

22


http://www.quantrimang.com.vn/kaspersky-phat-hien-loi-bao-mat-trong-os-x-va-ios-115660

Poc gia co thé nhap vao day dé kiém tra tng dung ban dang sir dung co bi
anh huong hay khong.
Str dung tinh ndng bdo mat mdéi Smart Lock trén Android 5.0 Lollipop

Phién ban hé diéu hanh mé&i Android 5.0 Lollipop di kém véi rat nhiéu

tinh nang mai thu vi. Nhung moét trong nhitng tinh nang méi va dang cha y

nht chinh 12 Smart Lock vé cuing tién dung.
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Y tudng dang sau Smart Lock chinh 1a cho phép ngudi dung dé dang

boé qua ma PIN, mat khéu hoac khdéa mo6 hinh cua man hinh khoéa trén dién
thoai néu thiét bi ctia ban dugc két ndi vai phu kién Bluetooth cu thé hodc véi
mot thiét bi hd trog NFC dang tin cay.
2.3. Cac 16 hong bao mit ciia mang may tinh
2.3.1. Cac diém yéu ctia mang may tinh

Viéc toan cau hoa cac hoat dong thuong mai 1am cho sy phu thudc
tuong hd ngdy cang ting giira cac hé théng thong tin. Viéc chuan hoa cong
nghé vi tinh hiéu qua va kinh té song ciing dan t&i chuan hoa tinh mong manh
vbn c6 ctia mang cho ké thu loi dung, Cac quy tic va tu do hoa ciing dong

gop cho viéc tang thém tinh nguy co ctia an toan mang.
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Trén thuc té, nguoi ta da théng ké dugc 14 16 hong dé bi xam nhap
thong qua mang mdy tinh. Hinh 2-1 minh hoa mét mé hinh mang tong quét
voi cac diém yéu dé bi xam nhap, cu thé:

1.Thiéu diéu khién truy cap bo dinh tuyén va lap cdu hinh sai ACL s&
cho phép o ri thong tin thong qua cac giao thicc ICMP, IP, NetBIOS, din dén
truy cap bat hop phap cac dich vu trén may phuc vu.

2.Diém truy cép tir xa khong duogc theo ddi va bao vé s& 1a phuong tién
truy cap dé dang nhat d6i voi mang cong ty.

3.R0 1i thong tin c6 thé cung cap thong tin phién ban hé diéu hanh va
chuong trinh tmg dung, ngudi ding, nhom, dia chi tén mién cho ké tin cong
thong qua chuyén ving va cac dich vu dang chay nhu SNMP, finger, SMTP,
telnet, rusers, sunrpc, NetBIOS.

4. May chu chay cac dich vu khong can thiét (nhu sunrpc, FTP, DNS,
SMTP) s& tao ra 16i vao tham nhap mang trai phép.

5.Mat ma yéu, dé doan, dung lai & cép tram 1am viéc c6 thé don may
phuc vu vao chd thoa hiép.

6.Tai khoan nguoi dung hodc tai khoan thir nghiém c¢6 dic quyén qua
murc.

7.May phuc vu Internet bi 1ap cau hinh sai, dic biét 1a kich ban CGI
trén may phuc vu web va FTP néc danh.

8.Birc twong ltra hodc ACL bi 1ap cAu hinh sai ¢6 thé cho phép truy cap
truc tiép hé théng trong hoac mdt khi da thoa hi€p xong may phuc vu.

9.Phan mém chua duoc sira chira, 15i thoi, dé bi tin cong, hodc dé & cau
hinh mac dinh.

10.Qué nhiéu diéu khién truy cap thu muc va tap tin.
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Hinh 2-1: Mé hinh mang mdy tinh

11.Qua nhiéu mbi quan hé uy quyén nhu NT domain Trusts, cic tip tin
rhosts va hosts.equiv trong UNIX sé& cho ké tan cong truy cip hé thong bat
hop phap.
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12. Cac dich vu khong chung thuec.

13.Thiéu tinh nang ghi nhat ky, theo ddi va do tai mang va cap do may
chu.

14. Thiéu chinh sach bao mat, thu tuc va cac tiéu chuén toi thiéu.

Vé phuong dién phan mém:

Céac hé diéu hanh mang nodi tiéng m&i nhit nhu Windows 2000, Novel,
Linux, Mac os, Unix va cac chuong trinh trng dung ciing khong tranh khoi
con ton tai hang loat cac 16 hong bao mat gitp cho bon tin tic xAm nhap trai
phép vao hé thong mang va co so dit liéu ciia mang, hién nay hau nhu hang
ngay déu co céc thong bao vé viéc phat hién ra cac 16 hong bao mat trén cac
hé diéu hanh va chuong trinh Gmg dung vi du ngay 6/12/2002 Microsoft da
phat hanh mot miéng v4 mdi cho trinh duyét web Internet Explorer. Theo
Microsoft, ddy 1a mot 16 hong c6 mic dd nguy hiém "trung binh". Tuy nhién,
cac chuyén gia bao mat may tinh lai coi day 1a mot 16 hong cuc ky tram trong,
c6 thé bi hacker khai thac dé naim quyén diéu khién may tinh. LS hong anh
huong dén cac phién ban IE 5.5 va IE 6.0. L3 hong ndy nam trong co ché thiét
1ap vanh dai an ninh gitta ctra s6 trinh duyét web va hé thong may tinh noi bo.
Viéc khai thac 156 hong nay s& cho phép hacker doc thong tin va chay cac
chuong trinh trong may tinh ctia nguoi sir dung. Tham chi, anh ta con c6 thé
stra d6i noi dung mot file, format toan bg o cung. Nhung dé khai thac duoc 15
hoéng nay, anh ta phai danh lira nguoi str dung truy cdp vao mot trang Web
ddc bi¢t do anh ta tao ra, hodc m¢& mot e-mail c6 nhing ma HTML nguy hai.
Ngay 6/10/2002 mot cong ty chuyén phat trién cac chuong trinh Gng dung
Web cua Israel c6 tén 1a GreyMagic Software da phat hién ra 9 16 hong trong
trinh duyét Internet Explorer. Hacker c6 thé loi dung nhiing 16 hong nay dé
truy cap vao cac file trong may tinh cua nguoi st dung Internet. GreyMagic

Software danh gia 8 trong s6 9 16 hong noi trén coé muc do nguy hiém cao.
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Nhitng 16 hdng nay c6 thé bi loi dung bang cach nhu sau: hacker s& tao ra mot
trang Web chira cac doan ma nguy hai, sau d6 danh Itra nguoi su dung
Internet truy cdp vao trang Web nay. Khi nguoi st dung viéng thim trang
Web, doan ma nguy hai s& phat huy tac dung, gitip cho hacker thaim nhép vao
may tinh nguoi st dung va danh cap thong tin. Lee Dagon, Giam ddc nghién
ctru va phét trién ctia Grey Magic, néi: "Str dung nhiing 16 hong nay két hop
v6i mot vai 16 hong da biét, hacker c6 thé dé dang xdm nhdp vao mdt may
tinh ctia nguoi sir dung". Bén canh viéc cho phép hacker danh cip cac van
ban trong may tinh, cac 16 hong con tao diéu kién cho hacker sao chép cac
thOng tin, thuc thi cac chuong trinh pha hoai va danh Itra nguoi st dung truy
cidp vao Website nguy hai. GreyMagic cho biét cac phién ban Internet
Explorer 5.5 va 6.0 déu ton tai 16 hong, tuy nhién néu nguoi st dung da cai
ban Internet Explorer 6.0 Service Pack 1 va Internet Explorer 5.5 Service
Pack 2 thi s€ khong bi 4anh hudng...

Theo thong ké clia nhom dé tai cac 15 hong cua hé diéu hanh va cac
chuong trinh tng dung hién dang sir dung trén mang hién nay la hon hang
nghin 16 hong, cac hing san xuat phan mém lién tuc dua ra cac phién ban dé
stra chira cac 16 hong d6 tuy nhién hién nay khong ai c6 thé néi trude duge 13
con bao nhiéu céc 16 hong nita chua duoc phat hién va con bao nhiéu 16 hong
dang duoc stir dung bi mat boi cac tin tac va chua dugc cOng bd cong khai.

Do co ché trao ddi thong tin trén mang cac dich vu mang va cac 15
hong bao mat hé thong con tao méi trudng tot cho cac Virus may tinh phat
trién (Virus 1a mot doan mi chwong trinh duge gan kém voi cac chuong trinh
mg dung hoic hé thong cd tinh nang lay lan rat nhanh va gay nhiéu tac hai
cho may tinh va dir li¢u).

Theo Chuyén gia Eugene Kaspersky, nguoi ding dau nhém nghién ctru

virus ciia Kaspersky Labs thi bat cir hé thong nao cling déu phai tuan theo 3
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quy luat mot khi mudn nhidm virus. Trude hét, né phai co kha ning chay
nhiing tng dung khac, c6 nghia la bat bude phai 1la mdt hé diéu hanh.
Microsoft Office 13 mot hé diéu hanh nhu thé boi vi nd co6 thé chay cac macro.
Vi thé, khi ching ta n6i vé hé diéu hanh cho virus, chiing ta khong chi dé cap
dén Windows hay Linux, ma d6i khi ca vé nhiing ung dung nhu Microsoft
Office... Hon nita, hé diéu hanh nay phai c6 do phé bién cao bsi vi mot loai
virus mudn phat trién duoc thi can phai co ngudi viét ra nd, va néu nhu khong
co tac gia nao sur dung hé diéu hanh, khi do s& khong c6 virus nita. Thir hai,
hé diéu hanh can phai c6 day du tu liéu, néu khong s& khong thé viét ra mot
loai virus nao ca. Hay so sanh may chi Linux va Novell: Linux cung cip day
du tu liéu con Novell thi khong. Két qua 1a trong khi c6 khoang 100 loai virus
trong Linux, chi ¢4 duy nhat mot virus Trojan chuyén gai bdy mat khau trong
Novell ma théi. Cudi ciing, hé diéu hanh nay phai khong duoc bao vé, hoic 13
c6 nhimng 16 hong bao mat. Trong trudng hop cia Java, hé diéu hanh nay co
khoang 3 loai virus, nhung chung ciing khong thé nhan ban néu khong cé su
cho phép ctia ngudi sir dung, do d6, Java twong ddi mién nhiém véi virus.

Noi tém lai, dé bi nhiém virus, mot hé théng can phai thoa man ba diéu
kién: pho bién, day du tai liéu va so ho trong bao vé.

Bang dudi day minh hoa cac kha ning tin tic tin cong vao hé thong
mang may tinh qua cac diém yéu ctia mang, cic 16 hong mang va yéu to cia
con nguoi

Duya vao yéu td con nguoi - cac di€m y€u cua nguoi st dung

Thong tin ¢ san ty do

Lua chon mat khau qua don gian

Céu hinh hé thong don gian

Tinh moéng manh d61 véi "nén k¥ nghé da mang tinh xa hoi
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Duwa vao khe hé xac thue
- Trom mat khau
- Nén k¥ nghé di mang tinh x4 hoi
- Quah¢ théng mat nhung bi sup do.
Dua vao dir li¢u
- Gan E-mail vao mot chuong trinh
- Céac ngobn ngtr 1ap trinh nhing
o Cac 1énh macro cua Microsoft word
o May in PostScript
- Phan mém xam nhap tir xa
JAVA, Active-X
Dua trén phan mém diéu khién va ing dung
- Viruses
- L6 thung an ninh
- Céc dic quyén
- Céc dac tinh an ninh khong str dung
- Cua sau
- CAu hinh hé thong nghéo nan. .
Dura trén giao thirc trao doi thong tin
- Xac thyc yéu
- Day s6 d& doan
- Ngudn dinh tuyén cho cac géi dit liéu
- Céc truong header khong st dung .
Tur choi dich vu
- Lam tran ngap mang
- "Bam nat"

- Sau Morris.
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Yéu kém ctia hé théng mat ma
- Cac dac tinh/kich cd khod khong phu hop
- Céc 15 hong thuat toan.

Quan 1y khoa

Suy doan khoa
Thay khoa
Chian khoa
bat khoa.

Chin bat truyén thong trén mang

- Bat dit liéu trude khi ma hoa va thu dir liéu sau khi giai ma.

- Loai b6 ma hoa

- Phat lai.

2.3.2. Hiém hoa chién tranh thong tin trén mang

Muc tiéu cta viéc két ndi mang 13 dé nhiéu nguoi stir dung tir nhimg vi
tri dia 1y khac nhau, c6 thé dung chung nhitng tai nguyén, dic biét 1a tai
nguyén thdng tin. Do dic diém cua nhiéu ngudi st dung va phan tan vé mat
dia 1y nén viéc bao vé cac tai nguyén d6 tranh khoi sy mat mat, xam pham (vo
tinh hay hitu ¥) phtic tap hon rat nhiéu so véi trudng hop may tinh don 1¢, mot
nguoi st dung.

Pé viéc dam bao thong tin dat két qua cao, ching ta phai ludng trudc
dugc cang nhiéu cang tt cac kha niang xam pham, cac su ¢ rui ro ddi véi
thiét bi va tai nguyén trén mang.

Xéc dinh cang chinh xac cac nguy co trén, ta cang quyét dinh duoc tdt
cac giai phap phu hop dé giam thiéu cac thiét hai.

An toan thong tin 1 mot qué trinh tién trién hop logic: khi nhitng vui
thich ban dau vé mot xa 16 thong tin, ban nhat dinh nhan thiy rang khong chi

cho phép ban truy cdp vao nhiéu noi trén thé gidi, Internet con cho phép nhiéu
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nguoi khong moi ma ty y ghé thdm may tinh cta ban, Internet c6 nhimng k¥
thuat tuyét voi cho phép moi nguoi truy cap, khai thac, chia sé thong tin.
Nhung né ciing 13 nguy co chinh din dén thong tin ctia ban bi hu hong hoic
bi ph4 huy hoan toan.

Muc tiéu ciia chién tranh chéng lai cdc x4 hoi dya trén nong nghiép 1a
gianh quyén kiém soat ngudn cua cai chinh ctia ching: d6 1a rudng dat. Cac
chién dich quan sy dugc td chie dé huy diét kha ndng cua ké thu bao v¢ cac
ving dat dai. Muc tiéu cua chién tranh chdng lai cac x3 hoi dua trén cong
nghiép 1 gianh quyén kiém soat ngudn tao ra moi ciia cai chinh ctia n6 1a: cac
phuong tién san xuét. Céc chién dich quan su dugc td chuc dé huy diét kha
nang cira ké thu giit quyén kiém soat cac nguodn luc nguyén vat liéu, kha ning
san xuét va lao dong.

Muc tiéu cta chién tranh chéng lai cac xa hoi dya trén thong tin la
gianh quyén kiém soét cac phuong tién chinh nudi dudng va tao ra moi cia
cai: kha nang phdi hop cac su phu thudc 13n nhau vé kinh té - xa hoi. Cac
chién dich quan su dugc t6 churc dé huy di¢t kha nang cia mot xa hdi dya trén
thong tin van hanh ¢ may phu thudc thong tin ctia né.

Xu huéng khai thac tdi da tai nguyén mang may tinh toan cau nham
phuc vu cho loi ich cong dong 12 xu hudng tat yéu va ciing chinh tir nguon tai
nguyén nay, tir moi truong nay di bat ddu mot khai niém chién tranh mai:
chién tranh théng tin trén mang.

Cho dén nay chua c6 mot tai liéu cong khai nao dua ra khai niém chién
tranh théng tin (CTTT) mic du cudc chién d6 da, dang va tiép tuc dién ra véi
murc do tinh vi cling nhu hau qua do né gay ra ngay cang cao. Tuy vay, c6 thé
hiéu: chién tranh thong tin la cic hanh dong tién hanh dé dat dwoc wu thé

vé thong tin nhim danh bai d6i phwong, bang cach tac dong téi:
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.Théng tin,

. Cac qua trinh dya trén thong tin,

.Cac h¢ thong thong tin cua chung;

trong khi bao vé cac dbi tuong do cua

minh.
Dic diém cua chién tranh thong tin:
> Trong khi anh huéng va hau qua ciia CTTT c6 thé rat 16n thi vii khi va

phuong tién
CTTT lai rat ré

Diéu nay 1a c6 thé vi thong tin va hé théng thong tin (d6i tuong cua
cudc tan cong CTTT ) “Mot ngdi nha ma gia tri clia nd ré hon cai tang trit
trong d6”, nhiéu khi chi 1a mot phan tir khiém ton lai quyét dinh mot chirc
nang hodc mot hoat dong quan trong - nhu moét co s dir licu chrfmg han. Chi
can mot chi phi thip dé tao ra mot ndi gian, mot thong tin gia, thay doi thong
tin, hodc dwa ra mot vii khi logic tinh vi chéng lai mot hé théng thong tin
dugc ndi vao ha ting vién thong dung chung toan cau. van dé cudi nay lai
cang hap dan; nhiing thong tin mdi nhat vé cach thuc khai thac cac dic tinh
thiét ké va 15 hong an ninh cta cac phin mém may tinh thuong mai dang tur
do luu truyén trén Internet.
> V& phia tan cong, CTTT rat hap dan

Chién tranh thong tin tin cong rat hap dan ddi véi nhidu ngudi vi né ré
so v&i chi phi phat trién, duy tri, va dung cic kha ning quan sy tién tién.
Thém vao do, ké tin cong co thé bi 16i cudén vao CTTT boi tiém nang ddi vai
cac két qua dau ra khong tuyén tinh khong 16 lay tir cac dau vao khiém ton.

Rat nhiéu ngudi binh thuong chi can véi mot may tinh két ndi mang
déu c6 kha ning thir strc khai pha ca thé gidi tai nguyén hap dan trén mang,

nhi€u cong cu ho tao ra ban dau chi 1a thu stc va dé dua cho vui va ching té
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tai niang voi moi ngudi xung quanh sau di bi cac ké pha hoai loi dung bién
thanh céc vii khi tn cong trén mang.
> V& phia phong thu, CTTT chita nhiéu yéu t6 bat ngd va kho tién lidu trude

CTTT Ia mot khai niém rong 16n, bién d6i theo thoi gian va khong
gian. Cach phong chéng va danh tra CTTT ciing hét stc linh hoat vi no lién
quan dén nhiéu linh vuc nhu Cac tiéu chudn an todn cia hé thong, co sé phdp
Iy vé an ninh mang ciia méi quéc gia, kha nang ciing nhu trinh dé ciia con
nguroi... va sau cung la cdce ky thudt-cong nghé duoc ap dung vao cudc chién
tranh nay.

Thue tién 1am nay sinh cc cudc tdn cong bao gdm céac tmg dung phan
mém dugc thiét ké toi; viec sir dung cac hé diéu hanh phtrc tap nhung kém
bao mat noi tai; su thiéu huan luyén va thiéu cac cong cu giam sat va quan ly
moi truong tinh toan tir xa; sy ndi mang cAu tha cac may tinh tao ra tiém nang
gay 16i; su huan luyén chua phi hop cic nhan vién quan tri thong tin; va su
thiéu thon cac quy trinh manh dé nhan dang cac phan tir hé théng, ké ca nhan
dang nguoi st dung. Quan trong nhét van 1a viéc dua cac chic nang quan su,
kinh té va xa hoi vao cc hé thdng duoc thiét ké toi, va bo tri cho cac hé thong
nay cac luc lugng chuyén mon khong du kinh nghiém. Cac nhan vién nay
thuong it chu y toi hodc khong hiéu biét vé hé qua cia cac hong hoc hé thong
thong tin, su mat mat tinh toan ven dir liéu, hodc mat tinh bao mat dit liéu.
Chi phi cho phong thu trong CTTT khong ré, cling khong dé dang thiét lap.
N6 sé& can cac ngudn luc dé phat trién cac cong cu, quy trinh, va cac thu tuc dé
dam bao tinh sén sang va toan ven cua thong tin, va dé bao vé tinh bao mat
thong tin & noi can dén nd. Cac nguodn lyc bo sung s& can dé phat trién cac
huéng dan thiét ké cho cac ky su hé théng va phan mém dé dam bao cac hé
théng thong tin c6 thé hoat dong trong mot moi truong CTTT. Nhiéu ngudn

luc hon s€ can dé€ phat trién cac phuong tién manh nham phat hi¢n ké ndi gian

33



d6t nhap véi ac ¥ can thiép vao cac hé théng va dé chung ta c6 kha ning tién

hanh stra d6i va khoi phuc hé thong.

> Cang phét trién theo hudng mot xa hoi thong tin thi hiém hoa CTTT lai
cang 16n, va do d6 - CTTT la khong thé tranh khoi.

Trong xu thé xa hoi hoa mang thong tin, dii ngan chan thé nao thi
nhitng cudc tdn cong trén mang van kho tranh khoi boi con ngudi ludn 16
thudc vao thong tin con ké tin cong (hacker) luén himg thii v6i sirc manh ao
ma cac cudc tan cong mang lai.

Nhiéu quan diém vé tuwong lai cta an ninh mang dugc dua ra, vi du
nhu mot s6 chuyén gia an ninh mang cia My dy bao: "Véi hon 100 triéu may
vi tinh lién két chit ché ching ta lai voi nhau thong qua mot loat cac hé thong
lién lac & mat dat va trén vé tinh... Ngay nay cac hé théng vi tinh cta chinh
phu va ctua nganh thuong mai dugc bao vé qua so sai dén murc c6 thé coi la
khong duoc bao vé gi. Mot tran "Tran Chau Cang" dién tir dang sip sta xdy
ra".

Chung ta khong thé coi nhe cac phuong phép tin cong cua cac hacker.
Nhiéu trong s6 cac phuong phap nay 1a di manh dé pha hoai hodc tin cong
khiing b6 trén quy mo 16n. Cac phan mém ac ¥ c¢6 thé dugc trién khai trude
v6i cac viée kich hoat tuy theo thoi diém hodc bang cac phuong tién kich hoat
khac va rang hiéu qua c6 thé 1a mot cudc tin cong dong thoi trén dién rong.
Mot cudc tin cong nhu vay khong thé coi 13 khong 6, mic du xac suat cia nd
dugc danh gid 1a thap.

Vé nguyén tic, cac hinh thuc tién hanh chién tranh thong tin di st
dung va duoc néu ra la hiém hoa cé that. Nhimng k¥ thuat co ban dé phong
tranh cac hinh thtic chién tranh nay vin dang dugc cac nudc chi trong nghién
cuu.

Su de doa v6i mot hé théng mé
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Mot hé thong mo 1a mot hé théng cho phép tinh twong tic mém déo,
cac phan mém va thanh phan cua hé thdng co thé thém bot tuy y. Trude khi
cO su tiép can theo hé théng mé, nhiéu nha san xuét cho réng tdt hon can bao
vé tinh riéng tu. Hé diéu hanh UNIX 1a mot trong nhiing vi du dién hinh cho
viéc hudng td1 mot hé thé)ng mo.

Ngay nay, noi dén su phat trién cua Internet khong thé khong néi dén
hé thong mé. Vi sy ra doi ciia bo giao thuc TCP/IP, va su phét trién cia
World Wide Web (WWW) hé théng mé cang ching to kha ning wu viét cua
minh. Nhung bén canh d6, mdt van dé moi lai nay sinh, an toan bao mat trong
hé thong md. Vi sy phat trién cua Internet, khong con mang mdy tinh nao 13
biét 1ap. Tir bat ky dau, chi v6i mot chiéc may tinh néi voi Internet, bat ky ai
déu c6 thé xam nhap vao mot mang mdy tinh nao d6 c6 két ndi Internet. Vi
kha nang truy cap 16n nhu vay, tinh bao mat 13 mot van dé nghiém chinh can
dugce xem xét. Vi thé, Firewall dugc coi 1a giai phap khong thé thiéu khi can
kiém soat su truy cdp tai mot mang may tinh du la cuc b hay dién rong. Vai
nhitng vu viét cia md hinh hé théng ma, nhitng trd ngai vé an ninh cling ngay
cang tang. Tinh bao mat va su truy cap té1 mang la hai dai lugng ludn ti 1¢
nghich v61 nhau. Tinh mé luén 1a mdt con dao hai ludi. N6 mang lai su két
ndi that d& dang nhung ciing 1am ting cac k& hd cho nhitng ai to mo.

2.4. Mot s6 16 hong do nguoi ding vé tinh giy ra.

L3 hong kién thirc vé an ninh mang ¢ Viét Nam khién ngudi ding c6
thé gap nguy hiém

Ngay 7/12/2015, ESET, nha tién phong vé phong vé chil dong di cong
bd Béo céo ctia ESET vé Nhan thirc An ninh mang tai Viét nam 2015. Béo
cao chi ra rﬁng nguoi dung tai Viét Nam ¢ nhan thic thép vé an ninh mang
va chua co céc bién phap phong ngtra thich hop, khién ho dé bi cac mdi nguy

co truc tuyén de doa. Két qua khao sat cho thay trong khi 87% nguoi dung
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trén ca nudc lo lang vé cac nguy co truc tuyén, chi 32% c6 cac bién phap bao
vé ding din trudc cac mdi nguy hiém nay - day 1a ty 1¢ thap nhét trong khu
vuc chau A - Thai Binh Duong [2].

Cudc khao sat tham do y kién cua 500 nguoi tai Viét dugc thuc hién
nham tim hiéu rd thai do, kién thirc va hanh vi ciia ngudi ding vé an ninh
mang. Két qua khao sat duoc cong bd tai Hoi nghi Qudc té vé Phong chdng
Mai doc Toan cau 2015 1an thir 18 dién ra tai Pa Néng, Viét Nam.

Khi so sanh véi két qua trong Bao céo cua ESET vé Nhan thircc An ninh
mang khu vuc chau A nim 2015 duogc thuc hién tai 6 thi trudng khac trong
khu vuc chau A - Thai Binh Duong, Viét Nam dting cudi vé nhan thic vé an
ninh mang, sau Malaysia, Singapore, An P06, Thai Lan, Hong Kong va
Indonesia (Xép theo thtr tu tir cao dén thép). Mtc d6 nhan thirc vé an ninh
mang duoc danh gia dua trén cac yéu td nhu: kién thic hodc kha ning hiéu
biét cac hoat dong c6 thé gay nguy co cho nguoi ding, cac hanh vi nguy hiém
khi ludt web, va cac bién phap chi dong trude cac mdi nguy hiém nay.

"Do sy bung ndé manh mé cta Internet, Viét Nam dang ngdy cang phu
thudc nhiéu hon vao dir liéu, giao tiép dién tir va cong nghé thong tin dé cai
tién va nang cao hiéu sut, hé qua 1a cac nguy co vé an ninh mang ngay mot
gia tang," ong Parvinder Wali, Giam dc Ban hang va Marketing, Tap doan
ESET khu vuc chau A - Thai Binh Duong chia sé. "Béo céo cua ESET vé
Nhén thitc An ninh mang tai Viét Nam nam 2015 nhan manh réng mac du
nguoi ding Internet tai Viét Nam biét mot s hanh dong nao dé cé thé khién
ho gip rui ro hodc d& bi tn cong khi tryc tuyén, nhung ho van khong ngimg
mac sai 1am. Khe hé giita nhan thirc va hanh dong nay 1a mot xu huéng déng
lo ngai vi tin tic thuong tan cong nhiing chd it dé phong nhat. Néu nguoi
dung khong c6 di cac bién phap phong ngtra thich hop, ho c6 thé v tinh trd

thanh nan nhan ctia mot cudc tan cong mang".
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Két qua chinh cua cudc khao sat cho thiy da sé nhimg nguoi st dung
Internet & Viét c6 quan niém sai 1am vé nhiing van dé an ninh mang pho bién.
Nhiéu nguoi khong thé tra 101 dtng nhitng cau hoi nhu sy nguy hiém cta viéc
str dung wifi cong cong mién phi (59% cho rang viéc ndy an toan) ciing nhu
clia viéc tao ma bao mat véi cac thong tin ca nhan (70% nghi rang viéc nay an
toan). 62% ngudi dung ciing tin vao "huyén thoai" ring may tinh dé ban dé bi
hack hon cac thiét bj di dong. Con s6 nay cang nhan manh sy thiéu nhan thuc
vé an ninh mang tai Vit .

Nguoi ding Viét lo ngai nhat vé sy an toan cta cac thong tin nhay cam
trén c4c thiét bi ca nhan clia minh va viéc bao vé cac thiét bi nay khoi vi-rt.
Pang lo ngai la chi ¢6 khoang 30% ngudi dugc hoi nhan thirc dugce nhimg rai
ro nghiém trong do cac mdi de doa chung gay ra nhu cac ung dung khong cé
dam bao, thu rac va cac quang cdo banner, diéu ndy mot lan nira cho thay
rang 16 hong kién thirc ¢ thé khién nguoi dung dé dang bi tan cong.

Ciac hanh vi truc tuyén giy nguy hiém dang pho bién rong rai

Nguoi dung tai Viét Nam gdp phai nhimg sai 1am co ban nhu két nbi
wifi cong cong khong dam bao (71%), tao mat ma dé nhd (70%), khong thay
d6i mat ma trong thoi gian dai (66%), cai dat dang nhap tai khoan ty dong
(59%), va tai cac tap tin tir cdc ngudn khong chinh thirc (49%). Két qua khao
sat cho thay, trung binh, hon 68% nhiing nguoi trong do tudi tir 18-24 tai Viét
Nam c6 nhitng hanh vi tryc tuyén gay nguy hiém.

Ong Walia cho biét thém: "Diéu quan trong 1 chiing ta can phai ting
cuong nhan thirc vé an ninh mang va x6a bo cac "huyén thoai" vé van dé nay.
Nguoi dung Internet & Viét Nam van giip phai nhing rai ro khong dang co6 khi
online, mot phan do sy thiéu hiéu biét va mot phan do quan niém sai lam rang
cac tai khoan ca nhan va cac hoat dong truc tuyén khong phai 1a muc ti€u cua

tin tic. That dang tiéc vi chi can ap dung nhiing budc don gian, nhu thuong
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xuyén thay d6i mat khau, ciing 1am giam dang ké nguy co bi hack, khién
nguoi dung an toan va ty tin hon khi luét web".
2.5. Hackers va hau qua ma chung gay ra
2.5.1. Hacker

Qudn Tri Mang - Nho cac phuong tién truyén thong, tir " hacker" da
dugc biét dén véi tiéng xdu. Khi noi t6i tir ndy, moi ngudi déu nghi dén
nhimg ké xau c6 kién thirc vé may tinh luon tim cach dé hai moi ngudi, lira
gat cac tap doan, an crflp thong tin va tham chi 1a pha hoai nén kinh té hoac
gay ra chién tranh bang cach tham nhap vao hé théng may tinh quan do6i. Mic
du chung ta khong thé phii nhan van con mét s hacker khong c6 muc dich
xau, ho van chi chiém phan nho trong cong dong hacker.
> << Thuat ngit "hacker" may tinh 1an dau
tien dugc s dung vao gilta nhitng nam
1960. Mot hacker von 1a mot lap trinh vién
H a C |< er — ké da hack code may tinh. Hacker c6 kha
nang tim kiém nhiéu cach khac nhau dé sir

dung may tinh, tao cdc chuong trinh ma

khong ai cd thé hidu dugc. Ching 1a nhimg
nguoi tién phong di dau trong nganh cong nghiép may tinh khi xay dung moi
thir tir nhimg ung dung nhoé danh cho hé diéu hanh. Trong linh vuc nay,
nhitg nguoi nhu Bill Gates, Steve Jobs va Steve Wozniak déu 13 hacker khi
ho c6 thé nhan biét dugc kha nang may tinh c6 thé 1am duogc gi va tao ra cac
cach khac nhau dé dat duoc nhitng kha niang do.

Mot cach goi théng nhat danh cho nhiing hacker trén 1a sy ham hiéu
biét, ham hoc hoi. Nhiing hacker nay tu hao khong chi vé kha ning tao
chuong trinh méi, ma con vé kha ning biét cach nhimg chwong trinh khéc

cung voi hé théng hoat dong nhu thé nao. Mbi khi mot chuong trinh ¢c6 mot
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bug — 16i k¥ thuét khién chuwong trinh khé c6 thé hoat dong — hacker thuong
tao ra mot ban patch — ban va dé chita 16i. Mot s nguoi da chon nghé 6 thé
nang cao k¥ nang cia ho, nhén tién tir nhitng phan mém ho tao ra.

Cung voi sy phét trién ctia may tinh, cac nha 1ap trinh vién mdy tinh bat
dau két ndi v6i nhau thanh mot hé théng. Khong 1au sau d6, thuat ngir hacker
d3 c6 nghia moi — nhimg ké str dung may tinh dé dot nhap vao mot mang luéi
ma ho khong phai 1a thanh vién. Thong thuong, hacker khong c¢6 ¥ d6 xau. Ho
chi muén biét duge may tinh trong mot mang lam vi¢c nhu thé nao va liéu c6
mot rao can nao do gitta ching.

Thue té, diéu nay van xay ra ngay nay. Trong khi cd rat nhiéu cau
chuyén vé cac hacker xau pha hoai hé théng may tinh, xdm nhép vao mang va
phat tan virus. Hau hét cac hacker rat to mo, ho mudn biét tat ca nhiing su
phuc tap cta thé giéi may tinh. Mot s st dung kién thtrc cia minh dé giup
cac to chuc va chinh phu xay dung mot hé théng bao mat an toan hon. Mat sd
khac c6 thé sir dung k¥ ning cua minh vao muc dich xdu. Ngay nay, hackers
6 thé 12 mot to chirc dwgec Mot Nha nude hd tro tdi da nhim danh cép hoac
pha hay Hé théng thong tin d6i phuwong. Do d6 chung cuc ky nguy hiém doi
v6i khong nhitng cac ca nhan, Doanh nghiép, ma con ddi véi sy ton vong cia
ca Quodc gia.

Trong pham vi ctia Lun van nay, chung ta chi tim hiéu nhiing k¥ ning
thong thudng hacker hay sir dung dé tham nhap hé thong may tinh, kham pha
vé van hoa hacker cung vdi cac loai hacker khac nhau. Ngoai ra, Luan van
cling con ndi vé mot vai hacker nodi tiéng.

H¢é thong cap bic hacker

Theo nha tdm 1y hoc Marc Rogers, c6 mdt s6 nhém nhé cuia hacker nhur
newbies, cyberpunks, coders va cyber terrorists. Newbies 1a nhiing ké truy

cap trai phép ma khong nhéan thirc dugc may tinh va cac chuong trinh hoat
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dong nhu thé nao. Cyberpunk 13 nhitng ké c¢6 hiéu biét va kho bi phat hién va
bi bt hon so v&i newbie khi xam nhap hé théng, boi chung ¢6 xu hudng khoe
khoang vé su hiéu biét. Coder viét cac chuong trinh dé cac hacker khac sir
dung vao viéc xam nhap hé thdng va diéu khién hé thong may tinh. Mot cyber
terrorist 1a hacker chuyén nghiép chuyén xdm nhap hé théng dé kiém loi
nhuan. Chung c6 thé pha hoai co so dir liéu cia mot cong ty hay mot tap doan
dé so hiru nhimng thong tin quan trong.

Pbi voi nhitng hacker trén, ngoai tai niang va sy hiéu biét 1a code.
Trong khi c6 mot cong dong hacker 16n trén mang Internet, chi c6 mot s6 nho
trong ching thuc sy c6 kha ning code chuong trinh. R4t nhiéu hacker tim
kiém va tai code dugc viét boi nguoi khac. Co rat nhiéu chuong trinh khac
nhau ma hacker sir dung dé tham nhap vao may tinh va mang. Nhiing chuong
trinh nay giup hacker rat nhiéu, mot khi chiing biét cach hoat dong cia mot hé
théng, chling c6 thé tao ra cac chuong trinh dé khai thac hé théng do.

Nhirng hacker nguy hiém thwong sir dung cac chwong trinh dé :

.Khoa ban phim:

Mot s6 chuong trinh gitup cac hacker nhan tat ca nhiing gi nguoi ding
may tinh g6 vao ban phim. Sau khi da dugc cai dat trén may cua nan nhan,
chuong trinh s& ghi lai toan bd cac phim trén ban ma nguoi dung g6, cung cap
moi thong tin dé hacker c6 thé xam nhap vao h¢ théng, tham chi 1a an cép
thong tin ca nhan quan trong cua nguoi dung.

» Hack mat khau: C6 rat nhiéu cach dé an trom mat khau cua ai do, tur
viéc doan mat khau cho t&i viée tao ra cac thuat toan dé két hop cac ki tu, con
sb va biéu tuong. Ho cling co thé str dung cach tan cong brute force, c6 nghia
1a hacker str dung tat ca cac kiéu két hop khac nhau dé c6 thé truy cap. Mot

cach khac 1a pha mat khau bang cach st dung kiéu tin coéng tir dién
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(dictionary attack), mot chuong trinh c6 kha ning dién nhimg tir thong thudng
vao mat khau.

« Lay nhiém mét may tinh hoic mét hé thong véi virus: Virus may
tinh 14 nhitng chwong trinh duoc thiét ké dé tu sao chép va gy cac 16i nhu
xam nhap vao may tinh dé xo6a sach moi thi trong 6 dia hé théng. Hacker co
thé tao ra mot virus dé xam nhap hé théng, nhung nhiéu hacker khac thuong
tao mot virus rdi guri chung téi nhimg nan nhén tiém ning thong qua email, tin
nhin nhanh hay cac website v61 ndi dung co thé tai dugc hodc qua cac mang
dong dang.

« Gain backdoor access: Giéng véi hack mat khau, mot s hacker tao
cac chuong trinh dé tim kiém nhimng dudng dan khong dugc bao vé dé tham
nhap vao may tinh va hé théng mang. Trong thoi gian dau cia Internet, rat
nhiéu hé théng may tinh khéng co nhiéu bién phap bao vé, tao diéu kién cho
hacker tim kiém duong dan vao hé thong ma khong can t6i tai khoan va mat
khau. Mot cach khac hacker hay sir dung dé lay nhiém mot may tinh hodc mot
mang 13 str dung Trojan horse. Khéng giéng nhu virus, trojan khong c6 chuc
nang tu sao chép nhung lai c6 chirc nang huay hoai twong tu virus. Mot trong
nhitng thtr giing bay ctia Trojan horse 1a n6 tyr nhén 1a gitp cho may cua than
cha chéng lai virus nhung thay vi lam vay né quay ra dem virus vao may.

« Tao mét may tinh d0: Mot may tinh 4o 12 may tinh hacker ding dé
gii spam hodc thuc hién kiéu tin cong Distributed Denial of Service (DDoS —
tan cong tir chdi dich vy phan tan). Sau khi nan nhan chay mot doan code, két
ndi duoc mé ra gitra may tinh ctia nan nhan véi hé thdng ciia hacker. Hacker
c6 thé bi mat kiém soat may tinh cia nan nhén, st dung no dé thuc hién muc
dich xau hoic phét tan spam.

« Gian diép trén email: Hacker di tao code dé giup chung chin va doc

email, mot cach gan giéng nhu nghe trom. Ngiy nay, hau hét cic email déu
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dugc mi hoa phire tap dé phong trir trudng hop néu emai nay bi hacker chin,
hén ciing khong thé doc duoc ndi dung bén trong.

Vian hoa Hacker

Phreak siéu ding

Trudce khi c6 hacker may tinh, nhiing ké thong minh nhung rat hay to
mo di tim céc cach khac nhau dé tham nhap vao hé¢ théng dién thoai, dugc goi
1a phreaking. Bang cach phreaking, nhiing nguoi nay c6 thé thuc hién mot
cudc goi dai mién phi hodc tham chi 1a thuc hién cudc goi trén may ctuia nguoi

khac.

Rét nhiéu hacker 14 nhiing ké khé gan giii. So thich manh liét nhat cia
chiing 12 may tinh va 1ap trinh c¢6 thé tré thanh rdo can giao tiép. Pé chung voi
cac thiét bi riéng, mot hacker c6 thé bo ra hang gio lam viéc trén may tinh va
quén di moi thtr xung quanh.

Mang Internet da tao co hoi cho hacker co thé gip nhiing nguoi cling
so thich. Trudc khi Internet trd nén dé dang tiép can, hacker da c6 thé thiét
1ap va truy cép bulletin board systems (BBS - Hé théng bang tin trén nén may
tinh). Mot hacker c6 thé “dang cai” mot BBS trén may tinh cta ho rdi cho
phép moi nguoi truy cap vao hé théng dé gui tin nhén, chia sé thong tin, choi
game va tai cac chuong trinh. Hacker nay chia sé thong tin cho hacker khéc,

thong tin dugc chia s¢é mdt cach nhanh chong.
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Mot sb hacker con dang tai thanh tich ciia minh trén BBS, khoe khoang
vé viéc d3 thAm nhap mot h¢ théng bdo mat. Thong thuong, chung s€ dang tai
mot tai liéu nao dé tir co s¢ dit lidu cua nan nhan dé ching minh. Vao dau
nhitng ndm 1990, co quan hanh phap chinh thic coi cac hacker 1a mdi de doa
16n ddi voi hé théng bao mat. C6 hang traim nguoi ¢ thé hack hé thong bao
mat nhat trén thé gidi.

Ngoai ra, co rat nhiéu trang Web dugc tao ra danh cho hack. Thoi bao
"2600: The Hacker Quarterly" [ .] da danh riéng cac chuyén muc danh cho
hacker. Cac ban duoc in ra van co trén cic quiy bao. Cac trang khac nhu
Hacker.org con tich cuc ung hd viéc hoc, trd 161 cac cau dd hay td chirc céc
cudc thi danh cho hacker dé kiém tra k¥ niang cta chiing.

Khi bi bit boi co quan hanh phap hodc cic tdp doan, mot sd hacker
thira nhan rang ho c6 thé giy ra van dé 16n. Hau hét cac hacker déu khong
mudn gip ric r6i, thay vao do, ho hack hé théng chi béi mudn biét hé thong
do6 hoat dong nhu thé nao. Pbi voi mot hacker, hé théng bao mat nhu Mt.
Everest, ching xam nhdp chi vi thu thach tuyét ddi. Tai M¥, mdt hacker co
thé gap rac roi khi chi don gian 1a di vao mot hé thé)ng. Diéu luat vé lam dung
va gian 1an may tinh khong cho phép truy cap hé thong may tinh.

Hacker va Cracker

Rat nhiéu 1ap trinh vién khing khing cho rang tir hacker dugc 4p dung
cho nhirng ngudi ton trong ludt phap, nhitng nguoi tao ra cac chuong trinh va
mg dung hoc ting kha ning bio mat cho may tinh. Con d6i vai bat ki ai sir
dung k¥ ning véi ¥ d6 xdu déu khong phai 1a hacker ma 1a cracker.

Cracker xam nhap hé théng va gay thiét hai hoac t¢ hon thé. Khong
may rang, hau hét moi ngudi khong thudc cong dong hacker déu st dung tir
hacker nhu mot nghia x4u boi ho khong biét cach phan biét gitta hacker va

cracker.

43



Khong phai tat ca hacker déu mudn truy cap nhiing hé thong may tinh.
Mot s6 nguoi st dung kién thirc va sy thong minh ctia minh dé tao ra nhiing
phﬁn mém tot, cac bién phap bdo mat an toan. Thuc té, rat nhidu hacker da
tung dot nhap vao hé théng, sau do da st dung su hiéu biét, sy khéo 1éo cua
minh d¢é tao ra nhitng phuong phap bao mat an toan hon. Noi theo cach khac,
Internet 1a san choi giira nhimg kiéu hacker khac nhau — nhirng ké x4u, hoic
mil den, nhitng ngudi ludn tim moi cach dé xam nhap trai phép hé thong hodc
phat tan virut va nhiing nguoi tét, hodc mil trang, nhiing nguoi ludn ting
cuong cho hé thong bao mat va phat trién nhiing phian mém diét virut

“khung”.

Hacker

fl Journey from the Hean Streets of Brooklyn
to the Frontiers of Cyberspace
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Tuy vay, hacker, theo ca 2 bén déu hd trg cac phﬁn mém ma nguén mo,
chuong trinh ma nguén code c6 san cho moi ngudi hoc, sao chép, chinh stra.
Véi cac phan mém ma ngudn mo, hacker c6 thé hoc tir kinh nghiém cua cac
hacker khac va va gitp tao ra cac chuong trinh hoat dong tot hon trudc day.
Céac chuong trinh ¢ thé 1 nhitng Gmg dung don gian ti hé diéu hanh phtc
tap nhu Linux.

C6 mot sb su kién vé hacker hang nam, hau hét 1a ung ho cac hanh
dong chiu trach nhi¢ém. Mot hoi nghi duoc td chire hang nam ¢ Las Vegas c0
tén DEFCON thu hut dugc hang ngan nguoi tham gia dé trao doi cac phan
mém, tham du cac cudc tranh luin, hdi thao vé hack va phat trién may tinh
cling nhu théa man sy t0 mo ctia minh. Mot su kién tuong tu c6 tén Chaos
Communication Camp dé chia sé phan mém, y tuong va thao luan.

Hackers va luat phap

Nhin chung, hau hét cac chinh phu rat lo ngai hacker. Kha ning xam
nhap vao nhitng may tinh khong dugc bao v¢, an trom thong tin quan trong
néu chung thich, 13 da dé cac co quan chinh phu coi dy 1a 4c mong. Nhitng
thong tin bi mat hodc tin tinh bdo 1a cuc ki quan trong. Rét nhiéu co quan
chinh phu khéng mat thoi gian vao viée phan biét nhitng hacker t6 mo muébn
thir k§ nang ctia minh v6i hé théng an ninh bao mat cao cip va mot gian diép.

Céc diéu luan d3 thé hién diéu nay. Tai My, c6 mét s6 lut cAm cac hanh
dong hack nhu 18 U.S.C. § 1029 tip trung vao viéc tao, cung cip va st dung
code va cac thiét bi giup hacker truy cap trdi phép mot hé théng méy tinh. Diéu
luat nay chi ghi st dung hodc tao ra cac thiét bi v&i muc dich lira gat, vi vay,
nhing hacker bi bat c6 thé cii rang anh ta chi sir dung thiét bi dé tim hiéu cach
hoat dong cua mdt h¢ théng bao mat.

Mot luat quan trong khac 1a 18 U.S.C. § 1030, nghiém cAm viéc truy
cap trai phép hé théng mdy tinh cua chinh phu. Tham chi, néu mot hacker chi
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mudn vao thir mot hé théng, ngudi nay van pham luat va bi phat béi da truy
cap khong cong khai may tinh chinh phu.

Vi¢c xtr phat tuy theo mirc d9, tir phat tién cho t&i bo tu. Toi nhe cling
khién hacker c6 thé bi b6 tu 6 thang, t61 ndng co thé khién hacker mat 20 nim
trong tu. Mot cong thirc tir trang Web cta bd tu phap Hoa Ky dua trén thiét
hai hoai kinh t& do mot hacker gay nén, cung vdi s6 nan nhan ma nguoi do
gdy ra s& quyét dinh an phat cho hacker nay.

Hackers ndi tiéng

Steve Jobs va Steve Wozniak, nguoi sang 1ap cua Apple, déu 13 hacker.
Mbt sb hanh dong ban dau cta ho tham chi con tuong tu voi cac hanh dong
ctia hacker nguy hiém. Tuy nhién, ca Jobs va Wozniak d3 tir bé nhitng hanh
dong xau va tap trung vao viéc tao ra phadn mém va phan cing may tinh. No
luc cua ho da dan duong cho ky nguyén mady tinh c4 nhan — trudc Apple, hé
théng may tinh duoc cho 1a tai san ciia cac tap doan 16n, rat dat va cong kénh
d6i véi nhimg nguoi thu nhap trung binh.

Linus Torvalds, cha dé cua Linux, cling la mot hacker noi tiéng. Hé
diéu hanh ma nguén mo cua anh ta rat phd bién véi nhimg hacker khac. Anh
da giup khai niém phan mém ma ngudén md duoc biét dén nhiéu hon, cho thay
khi ban mé thong tin dbi véi moi ngudi, ban c6 thé thu hoach dugc rit nhiéu
loi ich.

Richard Stallman, thuong dugc viét tat 1a RMS, ngudi sang 1ap ra du
an GNU, mot hé diéu hanh mién phi. Ong 14 nha sang lap ra to chic phan
mém tu do FSF va chéng lai cic diéu luat nhu quan 1y quyén k¥ thuat sb
(Digital Rights Management).

Mot trong nhiing hacker mii den khac 1 Jonathan James. O tudi 16, cau
da tré thanh hacker tudi vi thanh nién dau tién bi téng vao tu vi td1 rinh mo

bén trong may chu cua Co quan giam thi€éu cac moi de doa quoc phong cua
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My (DTRA). Jonathan di c6 tinh cai dit mot cira hau vao trong may chi dé
cho phép minh truy cap vao nhiitng email nhay cam ciing nhu tén nguoi dung,
mat khau ctia cdc nhan vién co quan nay. Ngoai ra, Jonathan con tin cong vao
Co quan Hang khong Vii tru My (NASA) va danh cip phan mém tri gia 1,7
tri¢u USD. Trén mang, cau ta dung nickname 1a “cOmrade”.

Kevin Mitnick gay dugc sy cha y tir nhitng nam 1980 da dot nhap vao
Bo tu 1énh an ninh phong khong Biac My (NORAD) khi méi 17 tudi. Danh
tiéng ctia Mitnick d3 néi 1én cung voi nhitng vu dot nhap cia anh, tham chi cé
tin dén rang Mitnick d3 liét ké FBI vao danh sich mudn tin cong nhat. Trong
doi thuong, Mitnick da bi bat mot vai 1an vi toi dot nhap vao hé théng bao
mat dé truy cap cac phan mém may tinh.

Kevin Poulsen, hay Dark Dante, 13 chuyén gia hack hé thoéng dién
thoai. Kevin ndi tiéng voi vu hack hé thong may chu dién thoai KIIS-FM.
Hanh dong tin tic ciia Poulsen ciing "chang giéng ai", tin cong vao hau hét
cac duong day dién thoai cua MY, lam ddo 1on cac s6 liéu dién thoai ghi trong
Yellow Page, hau qua lam cho ndi dung cudc dién thoai tré nén 1on xon. Pac
biét, Poulsen con can thiép bang cach chuyén mach dé chiém sé 102 - s6 doat
giai thuong mot chiéc 6td Porsche 944-S2 trong khudén khd chuong trinh
khuyén mai tai khu vuc nay. Nam 1991, Poulsen bi bat, bi phat tu giam 5
nam. Khi min han tii, Poulsen chuyén sang 1am nha bao va hién 1a Tong bién
tap to Wired News.

Adrian Lamo hack hé thong may tinh bang cach sir dung cac may tinh
& thu vién va cac quan café Internet. Anh ta c6 thé hack nhiing hé théng 16n
dé tim nhiing 16 hong bao mat rdi loi dung né dé truy cap vao hé théng. Sau
d6, anh ta lai giri thong bao tdi cong ty chii quan dé cho ho biét vé 16 hong
nay. Khong may cho Lamo, anh ta hoat dong vi s¢& thich chir khong phai la

mot chuyén gia dugc thué va hanh dong nay la pham phap. Ngoai ra, anh ta
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cling da rinh mo qua nhiéu, doc nhiéu tai liéu mat va truy cép nhitng tai liéu
mat. Anh ta bi bat sau khi dot nhap vao hé théng may tinh thudc thoi bao ndi
tiéng New York Times.

Chung ta c6 thé udc chimg c6 dén hang ngan hacker hoat dong truc
tuyén, nhung mot con sb cu thé 1a diéu khong thé. Rat nhiéu hacker khong
nhan thtrc & diéu ho dang 1am — ho chi dang st dung cac céng cu nguy hiém
ma ban chat ho ciing hoan toan khong biét. S6 khac biét rd nhimng gi ho dang
1am khi c6 thé ra, vao mot hé thong ma co thé khong ai biét.

2.5.2. Hau qua ma chung gay ra.

2015 Ia mot nam dﬁy bat bn, khong chi bé1 su de doa cua cac thé luc
khung bd trén toan thé gidi, ma con bai nhitng vu tin cong ctia hacker trén
mang internet. Khi ma chung ta sir dung mang internet nhiéu hon va cang c6
nhiéu thiét bi két ni hon, méi nguy hiém nay lai cang gia tang.

Va hau qua cua nhiing vu hacker tan cong, danh cap dit liéu nay la
khong hé nho. Co thé né khong anh huong dén sinh mang cta nguoi dan,
nhung nhirng thong tin ca nhan bi danh ciap co thé gy ra hau qua nghiém
trong hon rat nhiéu.

1. Phong quan ly nhan sw tai My bi danh cip dir liéu ciia hon 20
tri€u nguoi

Hoi thang 6, cac hacker da gay ra mot moi de doa cuc ky 16n khi ddnh
cip thong tin ca nhan cta hon 20 triéu ngudi dan, tir phong Quan 1y nhéan su
Hoa Ky. 20 triéu nguoi ndy bi danh cip ca dia chi, sd an sinh xa hoi, email va

ca dau van tay.
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Trong s6 20 tri€u ngudi nay cling cd rat nhi€u nhan vién lam viéc tai

van phong Chinh phtt Hoa Ky. Mot s6 ngudi con cho biét dia chi thu dién tir
cua ho da bi xadm pham va thay doi. bay duoc xem la vu hacker danh cép dir
liéu ca nhan 16n nhét trong lich st nudc My.

2. Hacker chiém quyén diéu khién xe 6 to tir xa

Fiat dd phai thu hoi 1,4 triéu chiéc xe Jeep Grand Cherokee cta minh,
sau khi tin tic loi dung mdt 16 héng bdo mat cua tinh nang UConnect dé
chiém quyén diéu khién chiéc xe. Cac hacker da sir dung két ndi di dong
UConnect va tim ra dia chi IP cua chiéc xe, sau do co thé diéu khién cac cudc

goi, hé théng giai tri va bién thanh mot hotspot Wi-Fi.
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Nguy hi€ém hon, cac hacker c6 thé cai ma doc vao firmware cia hé

théng diéu khién dién tir trén xe, dé kiém soat ca dong co va hé théng phanh
tur xa.

3. Mot ty thiét bi Android bi de doa do 16 hong bio mat
"*Stagefright™

Mot 16 hong bao mat c6 tén 1a Stagefright da dugc phat hién vao thang
7, n6 cho phép hacker xdm nhap vao thiét bi Android ma nguoi ding khong
hay biét. Vi hon 1 ty smartphone va tablet Android bi anh hudng, cac
chuyén gia an ninh d3 goi ddy 14 16 hong bao mat nguy hiém nhét tir truéc dén

nay.
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Google dd nhanh chong tung ra cic ban cap nhat dé vé 16i. Tuy nhién

n6 van phai thong qua cac nha san xuat phan cimg dé dén dugc voi nguoi
dung, do d6 van c6 thé co hang triéu thiét bi vin dang bi anh hudng bai 15
héng bao mat nay. Rat may 1a cho dén nay van chua c6 bio cdo niao vé hau
qua nghiém trong do 16i bao mat nay.

4. Trang web hen ho 16m nhat thé giéi bi danh cip dir liéu

Trang web hen ho ngoai tinh Ashley Madison d bi hacker tin cong va

danh cap dir liéu ctia hon 32 triéu thanh vién. Cac dit liéu bi danh cap khong
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chi 14 tén tudi, dia chi, email ma con ca thong tin thé tin dung va lich st giao

dich.
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Vu hacker tin cong trang web Ashley Madison nay d gy ra rat nhiéu
hau qua nghiém trong, khong chi tiét 16 danh tinh ctia nhitng ngudi di c6 hanh
dong ngoai tinh, ma con khién cho ké xau co thé loi dung cac thong tin nay dé
téng tién.

. L hong bao mit 16n nhat cia Firefox

Trong thang 8, Mozilla da canh bao ngudi dung vé mdt 16 hong bao
mat cua trinh duyét Firefox, co thé duoc khai thac thong qua mot quang céo
trén mot trang web tin tirc ciia Nga. Cac 16 hong cho phép hacker danh cap

céc tap tin tir may tinh ma ngudi dung khong hay biét.
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Khong c6 béo céo cu thé vé thiét hai ma 16 hong bao mat nay gay ra.
Ngay sau d6 Mozilla ciing dd nhanh chéng cap nhat mot ban va dé khac phuc
16 hong nay.

. L5 hong bao mat nghiém trong dwoc tim thiy trong Mac OS

Cac san pham cta Apple dugc biét dén voi kha ning bao mat cao nhat,
tuy nhién diéu d6 khong phai 1a tuyét d6i. Hé diéu hanh Mac OS X da duoc
phat hi¢én mdt 15 hé)ng bao mat dugc goi la DYLD.
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Viéc khai thac 16 hong bao mat nay cho phép cac hacker dé cai cac ma

ddc vao may tinh cia nan nhan, ma tir 46 co6 thé danh cép nhiéu thong tin ca
nhan hon. Apple ciing di nhanh chéng khic phuc sau khi bao céo nay duoc
cong bb.

7. 15 triéu khach hang ctia T-Mobile bi danh cip dir liéu

Trong thang 10, T-Mobile cho biét di c6 khoang 15 triéu khach hang
dang ky dich vu cia nha mang nay bi danh cip cac dit liéu ca nhan nhay cam.
Tuy nhién céac dir liéu nay khong bi danh cip truc tiép tir T-Mobile, ma 1a tir

mot bén thur 3.
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Céc hacker da tan cong vao may chu cia Experian, mgt dich vu giap

kiém tra thong tin thé tin dung cho T-Mobile. Hacker da danh cap duoc thong
tin cd nhan cua 15 triéu khach hang, trong d6 c6 nhitng thong tin nhay cam
nhu tén, dia chi, sd thé ngan hang va s6 an sinh x4 hoi.

. Dell thira nhan cic dong laptop ciia minh bi dinh 16 hong bio mat
nghiém trong

Mot 16 hong bao mat da duoc Dell xac nhan trén cac dong laptop cua
minh trong thang 11 vira qua. Cac 16 hong nay dugc phét hién bén trong mot

chtng chi bao mat cta cac laptop duoc san xuat tir thang 8.
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Céc hacker c6 thé tan dung dé dan ngudi dung téi cac trang web gia

mao, tir d6 c6 thé danh cap tai khoan va mat khau cta ngudi dung.

. Thiét bi 30 USD c6 thé mé 6 khéa ciia bat ky chiée 6 t6 nao.

Str dung cac loai linh kién dién tor dugc mua truc tuyén vOl muc gia
khoang 30 USD, mot hacker da tu ché thiét bj c6 kha nang dot nhap vao bat
ky nha dé xe va bat ky chiéc 6 to nao. Tat ca nhimg gi tén hacker nay can lam

chi 1a dat thiét bi dic biét d6 1én chiéc xe va md khoa mot cach don gian.
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Hacker lam duoc diéu d6 1a nho mot 16 hong cua tinh ning keyless (mé
khoa xe tir xa khong can chia). Mac du tinh nang nady kha tién lgi nhung n6 lai
rat dé bi loi dung boi nhiing tén hacker chuyén nghiép.

. Hang triéu tré em bi danh cip thong tin va hinh anh

Trong thang 11/2014, Hang san xuat d6 choi VTech ciia Trung Qudc
da dé mot 16 héng bao mat ton tai trong chiéc may tinh bang danh cho tré em
cia minh. N6 khién cho cac hacker c¢6 kha ning danh cap thong tin ca nhan

cua hon 4,9 tri¢u tai khodn cia phy huynh va 6,7 tri¢u tai khoan cua tré em.
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Céc thong tin bi danh cép gém ca tén, dia chi, email, cac mat khau da bi

ma hoa, dia chi IP va nhiéu thong tin khac. Tuy nhién nghiém trong nhét 1a ca
nhitg buc anh chup cia tré ciing bi danh cap va n6 c¢6 thé dan dén nhimg mdi
de doa nguy hiém hon, nhu bét coc tong tién.
2.6. T4n cong mang

Déi véi cac cude tdn cong bang viée khai thac cac 16 hong, yéu cau cac
hacker phai hiéu biét vé& cac vain dé bao mat trén hé diéu hanh hodc cac phﬁn
mém va tan dung kién thirc nay dé khai thac céc 16 hong.

Tin céng bi dong (Passive attack)

Trong modt cudc tAn cong bi dong, cac hacke s¢€ kiém soat traffic khong
duoc m3 hoa va tim kiém mat khau khong dugc ma hoa (Clear Text
password), cac thong tin nhay cam c6 thé duoc st dung trong cac kiéu tan

cong khac. Céc cudc tan cong bi dong bao gom phan tich traffic, giam sat cac
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cudc giao tiép khong duoc bao vé, giai ma cac traffic ma hoa yéu, va thu thap
cac thong tin xac thyc nhu mat khau.

Céc cudc tan cong chan bat thong tin hé théng mang cho phép ké tan cong
c6 thé xem xét cac hanh dong tiép theo. Két qua ctia cac cudc tin cong bi dong 1a
cac thong tin hoic file dir liéu s& bi roi vao tay ké tan cong ma ngudi diung khong
hé hay biét.

Tén céng phén tan (Distributed attack)

Dbi voi cac cudc tin cong rai rac yéu cau ké tin cong phai gidi thiéu
mi, chang han nhu mot chuong trinh Trojan horse hodc mot chuwong trinh
back-door, voi mot thanh phan "tin cay" hodc mot phan mém duoc phan phdi
cho nhiéu cong ty khic va tan cong user bang cach tap trung vao viéc sira doi
cac phan mém doc hai cta phan cing hodc phan mém trong qué trinh phan
phéi,... Céac cudc tan cong gio1 thieu ma doc hai chéng han nhu back door trén
mot san pham nham muc dich truy cap trai phép cac thong tin hoic truy cip
trai phép cac chirc ning trén hé thong.

Tén céng ndi by (Insider attack)

Céc cudc tan cong ndi bo (insider attack) lién quan dén ngudi ¢ trong
cuoc, chrfmg han nhu mot nhan vién nao d6 "bat man" véi cong ty cua
minh,...c4c cudc tin cong hé théng mang ndi bo cod thé gay hai hodc vo hai.

Nguoi trong cudc cd y nghe trom, dn cap hodc pha hoai thong tin, st

dung céc thong tin mot cach gian 1an hodc truy cap trai phép cac thong tin.
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Tén céng Phishing

Trong céac cudc tan cong phishing, cac hacker sé& tao ra mot trang web
gia trong “gidng hét” nhu cac trang web phd bién. Trong cac phan tin cong
phishing, cac hacker s& gtri mot email dé nguoi dung click vao d6 va diéu
huéng dén trang web gia mao. Khi ngudi dung dang nhap thong tin tai khoan
cua ho, cac hacker s€ luu lai tén nguoi dung va mat khau d6 lai.

Cdc cudc tin cong ciia khéng tic (Hijack attack)

Trong cac cudc tin cong cua khong tic, cic hacker s& gianh quyén
kiém soat va ngat két nbi cudc noi chuyén giira ban va mot ngudi khac.

Tin céong mdt khau (Password attack)

Déi véi cac cude tn cong mat khau, cac hacker s& cb ging "pha" mat
khéu duogc huu trix trén co s& dit liéu tai khoan hé théng mang hodc mat khéu bao

V¢ cac tap tin.
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Céac cudc tan cong mat khau bao gé)m 3 loai chinh: cac cudc tin cong
dang tir dién (dictionary attack), brute-force attack va hybrid attack.

Cudc thn cong dang tu dién st dung danh sach céc tap tin chira cdc mat
khau tiém ning.

. Khai thdc 16 hong tin céng (Exploit attack)

Dbi v6i cac cude tan cong bang viée khai thac cac 16 hong, yéu cau cac
hacker phai hiéu biét vé& cac van dé bao mat trén hé diéu hanh hodc cac phan
mém va tan dung kién thirc nay dé khai thac cac 16 hong.

. Buffer overflow (16i tran bp dém)

Mot cudc tin cong buffer attack xay ra khi cac hacker guri dir lidu toi
mot ing dung nhiéu hon so véi du kién. Va két qua cta cudc tin cong buffer
attack 13 cac hacker tin cong truy cdp quan tri hé thong trén Command
Prompt hodc Shell.

. Tdn cong tir chéi dich vu (denial of service attack)

Khong gidng nhu cac cudc tan cong mat khau (Password attack), cac
cudc tin cong tu chdi dich vu (denial of service attack) ngan chdn viéc su
dung may tinh ctia ban hoic hé thong mang theo cach thong thuong bang
valid users.

Sau khi tan cong, truy cap hé thong mang cua ban, cac hacker c6 thé:

- Chan traffic.

- G cac dir ligu khong hop 1y td1 cac img dung hoac cac dich vu
mang, dan dén viec thong bao cham dut hodc cac hanh vi bt thuong trén céac
ung dung hodc dich vu nay.

- Ldi tran bo nhd dém.

. Tin cong theo kiéu Man-in-the-Middle Attack

DPung nhu cai tén ctia nd, modt cudc tan cong theo kiéu Man-in-the-

Middle Attack xdy ra khi cudc n6i chuyén giita ban va mot ngudi nao do bi ké
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tAn cong theo doi, nam bit va kiém soat thong tin lién lac cua ban mdt cach
minh bach.

Céc cudc tin cong theo kiéu Man-in-the-Middle Attack gidng nhu mot
ngudi nao d6 gia mao danh tinh dé doc cac tin nhin ctia ban. Va nguoi ¢ dau
kia tin rang d6 13 ban, boi vi ké tin cong co thé tra 1oi mot cach tich cuc dé
trao doi va thu thap thém thong tin.

. Tdn cong phd ma khéa (Compromised-Key Attack)

M4 khoa & ddy 1a ma bi mat hodc cic con sd quan trong dé “giai ma”
cac thong tin bao mat. Mac du rat kho dé cé thé tin cong pha mot ma khoa,
nhung véi cdc hacker thi diéu nay 1a c6 thé. Sau khi cac hacker c6 duge mot
ma khoa, ma khoa nay sé dugc goi 1a ma khoa gay hai.

Hacker str dung mi khoa gy hai nay dé gianh quyén truy cp cac thong
tin lién lac ma khong can phai giri hodc nhan cac giao thirc tin cong. Vi cac
mi khoa gy hai, cac hacker co thé giai ma hoic stra d6i dit lidu.
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. Tdn cong truc tiép

Nhitng cudc tin cong truc tiép thong thuong duoc sir dung trong giai
doan dau dé chiém quyén truy nhap bén trong. Mot phuong phép tin cong co
dién 1a do tim tén ngudi str dung va mat khau. Pay 1a phuong phap don gian,
dé thuc hién va khong doi hoi mot didu kién dic biét nao dé bat dau. Ké tan
cong co thé str dung nhimg thong tin nhu tén ngudi dung, ngdy sinh, dja chi,
s6 nha vv.. d¢ doan mat khau. Trong trudong hop c6 dugce danh sach nguoi sir
dung va nhing thong tin vé mdi truong 1am viéce, ¢ mot chuong trinh ty dong
hoa vé viéc do tim mat khau nay.

Mot chuong trinh c6 thé dé dang 14y dugc tir Internet dé giai cac mat
khau da mi hoa cua hé théng unix co tén 1a crack, co kha ning thir cac t6 hop
cac tir trong mot tir dién 10n, theo nhiig quy tic do nguoi dung tu dinh nghia.
Trong mot s truong hop, kha nang thanh coéng cta phuwong phap nay c6 thé
1€n t&1 30%.

Phuong phap str dung céc 16i ctia chuong trinh tmg dung va ban than hé
diéu hanh da duoc str dung tir nhitg vu tin céng dau tién va van dugc tiép
tuc dé chiém quyén truy nhap. Trong mot sb trudng hop phuong phap nay cho
phép ké tin cong c6 duoc quyén cta nguoi quan tri hé théng (root hay
administrator).

Hai vi du thuong xuyén duoc dua ra dé minh hoa cho phuong phap nay
1a vi dy véi chuong trinh sendmail va chuwong trinh rlogin ctia hé diéu hanh
UNIX.

Sendmail 14 mot chuong trinh phirc tap, v6i ma ngudn bao gom hang
ngan dong Iénh ctia ngdn ngit C. Sendmail duge chay véi quyén uu tién cia
nguoi quan tri hé thong, do chuong trinh phai c¢6 quyén ghi vao hop thu cia

nhitg ngudi st dung may. Va Sendmail truc tiép nhan cac yéu cau vé thu tin
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trén mang bén ngoai. Pay chinh 13 nhimg yéu t6 1am cho sendmail trd thanh
mot ngudn cung cip nhiing 16 hong vé bao mat dé truy nhap hé thong.

Rlogin cho phép nguoi sir dung tir mdt may trén mang truy nhap tu xa
vao mot may khac st dung tai nguyén cua may nay. Trong qua trinh nhan tén
va mat khau cua nguoi st dung, rlogin khong kiém tra 6 dai cua dong nhép,
do d6 ké tan cong co thé dua vao mot xau da dugc tinh toan trude dé ghi dé
1én mi chuong trinh cua rlogin, qua d6 chiém duoc quyén truy nhép.

. Nghe trom

Viéc nghe trom thong tin trén mang c6 thé dua lai nhitng thong tin co
ich nhu tén, mat khau cta nguoi str dung, cac thong tin mat chuyén qua mang.
Viéc nghe trom thudng duogc tién hanh ngay sau khi ké tan cong da chiém
dugc quyén truy nhap hé théng, thong qua cac chwong trinh cho phép dua
card giao tiép mang (Network Interface Card-NIC) vao ché do nhan toan bd
cac thong tin luu truyén trén mang. Nhitng thong tin nay ciing c6 thé dé dang
ly dugc trén Internet.

. Gid mao dia chi

Viéc gia mao dia chi IP ¢6 thé duogc thyc hién thong qua viéc sir dung
kha ning dan dudng truc tiép (source-routing). Vi cach tin cong nay, ké tan
cong guri cac goi tin IP td1 mang bén trong vao1 mot dia chi IP gid mao (thong
thuong 1a dia chi cua mot mang hodc mdt may dugc coi 1a an toan dbi voi
mang bén trong), dong thoi chi rd duong din ma cac gbi tin IP phai giri di.

. V& higu cdc chivc ning ciia hé thong

bay la kiéu tin cong nham té liét hé théng, khong cho n6 thuc hién
chirc nang ma né thiét ké. Kiéu tan cong nay khong thé ngan chian duoc, do
nhiig phuong tién dugc td chiic tn cong ciing chinh 1 cac phuong tién dé

lam viéc va truy nhap thong tin trén mang.
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Vi du str dung 1énh ping véi tdc dd cao nhét co thé, budc mot hé théng
tiéu hao toan bo tdc do tinh toan va kha ning ciia mang dé tra 1oi cac 1énh
nay, khéng con céc tai nguyén dé thyc hién nhiig céng viéc c6 ich khac.

. L6i ciia ngwoi quén tri hé thong

Pay khong phai 1a mot kiéu tin cong cua nhitng ké dot nhap, tuy nhién
16i ctia ngudi quan tri hé théng thudng tao ra nhitng 16 hong cho phép ké tin
cong sir dung dé truy nhap vao mang noi bo.

. Tdn céng vao yéu té con nguwoi

Ké tin cong c6 thé lién lac v6i mot nguoi quan tri hé thong, gia lam
mot nguoi st dung dé yéu ciu thay doi mat khau, thay doi quyén truy nhap
ctia minh d6i véi hé théng, hoac tham chi thay d6i mot s6 cau hinh cua hé
théng dé thyc hién cac phuwong phap tin cong khac.

Véi kiéu tin cong nay khong mot thiét bi ndo co thé ngan chin mot
cach hiru hiéu, va chi c6 mot cach gido duc nguoi sir dung mang ndi bd vé
nhimg yéu cau bao mat dé dé cao canh giac v6i nhitng hién tuong déng nghi.

N6i chung yéu t6 con ngudi 13 mot diém yéu trong bat ky mot hé thong
bao vé nao, va chi co sy gido duc cong véi tinh than hop tac tir phia ngudi sir
dung c6 thé nang cao dugc do an toan cuia hé théng bao vé.

Két luan. Chuong 2. trinh bay cac 16 hong bao mat co ban ma céc
hacker thuong loi dung dé thuc hién dé tan cong vao cac mang may tinh cuc

bd hodc cic may tinh ca nhan theo y d6 cua ching.
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Chuwong 3. PE XUAT KY THUAT PHONG
VA PHAT HIEN XAM NHAP MANG

3.1. Mt s6 ky thuat phong thi
3.1.1 Firewall

Firewall 1a giai phap bao vé mang hiéu qua va phd bién nhat hién nay.
Sau day ta s& tim hiéu vé khai niém, chirc ning va phan loai firewall.
3.1.1.1 Khai niém firewall.

Firewall 1a thiét bi ngin chin su truy cap khong hop 1 tir mang bén
ngoai vao mang bén trong. Firewall bao gdm ca phan cimg va phan mém.
31.1.2  Cac chic nang co ban cua firewall.

Firewall cho phép ngan chédn dich vu tir trong ra ngoai va ngugc lai;
Kiém soat dia chi truy cap va dich vu sir dung; Kiém soat kha nang truy cép;
Kiém soat ndi dung thong tin truyén tai; Ngin ngira tn cong tir cac mang bén
ngoai.
3.1.1.3 Phan loai firewall.

Firewall c¢6 nhiéu loai khac nhau va mdi loai c6 wu nhuge diém riéng.
Thong thuong firewall duoc chia lam 2 loai: firewall phan cing va firewall
phan mém
a. Firewall phan cing:

La thiét bi dugc tich hop bo dinh tuyén, quy tic loc géi tin dugc dit trén
bo dinh tuyén.

Firewall s& dya trén nguyén tic dé kiém tra goi tin. Mo hinh firewall

phan cimg (Hinh 3-1)

Firewall Netwo_rk
Protection

Hinh 3.1. M6 hinh Firewall phin citng
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b. Firewall phan mém:
La phian mém cho phép chuyén cac géi tin ma may chu nhan dugc dén
dia diém theo yéu cau, cac quy tac thiét 1ap géi tin dugc ngudi sir dung tur

thiét 1ap. M6 hinh firewall phan cimg (Hinh 3-2)

Hinh 3.2. M6 hinh Firewall phan mém

»
»

Network
Protection

¢. Uu va nhuoc diém cua firewall:

Firewall phan cing thudng duoc st dung cho cac mang 16n, firewall
nhan géi tin va kiém duyét rdi chuyén tiép cho cdc mdy trong mang, toc do
cua firewall phén mém hoat dong cham hon so véi firewall phén cung nén
anh huong dén téc do cua hé théng mang.

Firewall phﬁn mém s dung dé dam bao anh ninh cho céc mang vua,
nho do d6 chi phi thdp, khong anh hudng dén téc d6 chuyén cac goi tin;
Firewall ph?m mém thuc hién trén tung hé diéu hanh nhat dinh. Firewall phén
cung co thé thuc hién doc 1ap.

Firewall phan mém c6 thé loc duoc ndi dung gbi tin con firewall phan
ctng chi ¢ thé loc thong tin ctia goi tin, ndi dung cta géi tin thi firewall phan
ctng khong thé kiém soat.
3.1.1.4. Mot s6 hé thong firewall khéc.

a. Packet-Filtering Router (B dinh tuyén c6 loc géi) - Hinh 3-3.

C6 hai chirc nang: chuyén tiép thong tin gitta hai mang va sir dung cac
quy luat vé loc goi dé cho phép hay tir chéi truyén thong. Quy luét loc dugc

dinh nghia sao cho cac host trén mang ndi bo dugce quyén truy cap truc tiép
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t6i internet, trong khi cac host trén internet chi c6 mot s6 gidi han céc truy

cap vao cac may tinh trén mang ndi bo.

Packet
Filtering

Router

Hinh 3-3: M6 hinh sur dunlg Packet - Filtering Router
Uu diém: cau hinh don gian, chi phi thip; Trong sudt d6i voi ngudi
dung.
Han ché: Dé bi tin cong vao cac bo loc do cAu hinh khong hoan hao.
b. Screened Host Firewall - Hinh 3-4.
Bao géom mot Packet-Filtering Router va mot Bastion Host. Screened
Host Firewall cung cip do bao mat cao hon Packet-Filtering Router, vi hé

théng thuc hién bao mat ¢ tang mang va tang ung dung. M6 hinh nay, ddi

tugng tan cong bi ngin can & hai Iténg bao mat
: 0 Bastion .
Packet
Filtering
Router
' Information 0 Client
{LAN Server 5 1€n

Hinh 3-4: M0 hinh Screen Host Firewall

c.Delimitarized Zone (DMZ - khu vuc phi quan sy) - Hinh 3-5.

Bao gdm hai Packet-Filtering Router va mot Bastion Host, ¢6 do an
toan cao nhat vi cung cdp ca muc bio mat mang va ung dung. Mang DMZ
doéng vai tro ddc l1ap dat gifra internet va mang ndi bg, duoc cau hinh sao cho
cac hé théng chi ¢6 thé truy cap dugc mot s6 dich vu ma khong thé két ndi

truc tiép v6i mang DMZ.
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Uu diém: Ba tang bao vé: Router ngoai, Bastion host va Router trong.
3.1.1.5. C4c kién trtic firewall

a. Kién trac Dual-Home Host.

Phai c6 it nhat hai card mang giao tiép voi hai mang khac nhau va dong
vai tro router mém; Kién trac nay rat don gian, Dual-Home Host & gitra, mdt
bén duge két ndi véi internet va mot bén két ndi voi mang LAN.

b. Kién trac Screen Host.

Co céu truc nguoc lai vé1 Dual-Home Host, cung cép dich vu tr mét
host trong mang nodi bo, dung mot router doc 1ap véi mang bén ngoai, co ché
bao mat cua kién tric nay 1a phuong phéap Packet Filtering.

c. Kién trac Screen Subnet (Hinh 3-5).

Kién trac ndy dua trén nén tang cua kién tric Screen Host bang cach
thém vao phan an toan nham c6 1ap mang ndi bd ra khoi mang bén ngoai, tach
Bastion Host ra khoi cac host théng thuong khac. Kiéu Screen Subnet don
gian gdm hai Screen Router:

- Router ngoai: Nam giita mang ngoai vi va mang ngoai c6 chiic ning
bao v€ cho mang ngoai vi.

- Router trong: Nam giita mang ngoai vi va mang ndi bo, nam bao vé

mang ndi bd trudc khi ra véi bén ngoai va mang ngoai vi.

Bén trong
Bastion
. Host
Router
ROUTER zoute
Bén ngoai | Informatio
: n Server

Hinh 3-5: M0 hinh Screened-subnetflrewall
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3.1.1.6. Chinh sach xay dung firewall.

Mot sb giai phap va nguyén tic co ban khi xdy dung firewall

a. Quyén han t4i thiéu (Least Privilege)

Nguyén tic ndy c6 nghia 13 bat ctr mot dbi tuwong ndo bén trong hé
thdng chi nén c6 nhimng quyén han nhat dinh.

b. Bao vé theo chiéu sau (Defense in Depth).

Lép dit nhiéu co ché an toan dé co6 thé hd tro 1an nhau. Vi vay firewall
dugc xay dung theo co ché co nhiéu 16p bao vé 13 hop 1y nhat.

c. Nut that (Choke Point).

Mot nat thit bat budc nhimng ké dot nhap phai di qua mot ngd hep ma
ngudi quan tri ¢ thé kiém soat.

d. Piém xung yéu nhat (Weakest Link).

Can phai tim ra nhiing diém yéu ctia hé thong dé c6 phuong an bao vé,
tranh d6i twong tan cong loi dung dé truy cp trai phép

e. Hong trong an toan (Fail-Safe Stance).

Néu hé thong dang hong thi phai hong theo mot cach nao d6 dé ngan
chan sy truy cap bat hop phap tot hon 1a dé cho ké tan cong lot vao pha hé
théng.

f. Sy tham gia toan cau.

Céc hé thong mang phai co bién phap bao vé an toan. Néu khong, doi
tuong truy cap bat hop phap co thé truy cip vao hé thong nay, sau d6 truy cap
sang hé thong khéc.

g. Tinh da dang cta viéc bao vé.

Ap dung nhiéu bién phap bao v¢ thong tin dir li€u trong hé théng mang
theo chiéu sau.

h. Tuan tha cac nguyén tic cin ban (Rule Base).

Thuc hién theo mot sd quy tic nhat dinh, khi c6 mot gobi tin di qua
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firewall thi phai dya vao cac quy tic dé ra dé phén tich va loc goi tin.

I. Xay dung chinh sach an toan (Security Policy).

Firewall phai dugc thiét ké, xay dung bang mot chinh sach an toan s&
tao ra dugc sic manh va hi¢u qua. Mot s6 chinh sach an toan nhu sau:

- Han ché nhitng may trong mang ndi bo dugc truy cép internet.

- Thong tin vao ra trong mang ndi bg déu phai dugc xac thuc va ma
hoa.

j. Thir tw cac quy tic trong bang (Sequence of Rule Base)

Can phai quan tim dén th{r tu, cap do ciia quy tic va trong d6 c6 mot sb
quy tic dic biét. Pa sb cac flrewall kiém tra cac g061 tin mot cach tudn tu va
lién tuc, khi firewall nhan mét goi tin, nd sé kiém tra gb1 tin d6 ¢6 dung voi
nguyén tiac hay khong cho dén khi c6 quy tac nao théa méin thi nd thuc thi
theo quy tic do.

k. Cac quy tac cin ban (Rule Base).

Khéng c6 goi tin nao co thé di qua duogc, bat ké goi tin d6 1a gi.

- Pau tién cho phép di tir trong ra ngoai ma khong c6 han ché nao.

- Han ché tat ca khong c6 phép mdt sy xam nhép nao vao flrewall.

- Khoéng ai c6 thé két ndi véi firewall, bao gém cd Admin, phai tao ra
mot quy tic dé cho phép Admin truy cap duoc vao firewall.
3.1.2 IP Security.
3.1.2.1. Téng quan.
IPSec (IP Security) bao gdm cac giao thirc dé bao mat qua trinh truyén thong
tin trén nén tang Internet Protocol (IP). GOm xac thuc va/hoic mi hoa
(Authenticating, Encrypting) cho mdi géi IP (IP Packet) trong qué trinh
truyén thong tin. Giao thirc IPSec dugc 1am viéc tai ting Network Layer cta

mo hinh OSI - Hinh 3-6.
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3.1.2.2. Ciu trlic bio mat.
Khi IPSec dugc trién khai, Cau tric bao mat cia no gé)m: Str dung
cac giao thirc cung cdp mat ma nham bao mat géi tin; Cung cip phuong

thtrc xac thue; Thiét lap cac thong s6 ma hoa.

Application Layer

Presentation Layer

Session Layer

Transport Layer

Network Layer

Data Link Layer
Physical Layer

Hinh 3-6:M6 hinh OSI (Open System Interconnection )
3.1.2.3. Thuc trang

IPSec 1a mot phén bt budc cua Ipvo6, co thé duoc lwa chon khi st dung
Ipv4. Trong khi cac chuan dd duogc thiét ké cho cac phién ban IP gidng nhau,
pho bién nhat hién nay 1a 4p dung va trién khai trén nén tang Ipv4.
3.1.2.4. Thiét ké theo yéu cau.

IPSec dugc cung cdp boi Transport Mode (End-to-End) dap tng bao
mat gilta cic may tinh giao tiép truc tiép voi nhau hodc sir dung Tunnel Mode
(Portal-to-Portal) cho cac giao tiép giita hai mang v6i nhau va chil yéu duoc
st dung khi két néi VPN. IPSec da duoc gi6i thi¢u va cung cép cac dich vu
bao mat:

M3 hoa qué trinh truyén thong tin; Pam bao tinh nguyén ven cia dir
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lidu; Puoc xac thyc giita cac giao tiép; Chéng qua trinh Replay trong cac
phién bao mat; Modes - Ca4c mode.

-C6 hai mode thuc hién IPSec do la:

+ Transport Mode: Chi nhiing dit liéu giao tiép cac goi tin dugc ma hoa
va/hoac xac thuc.

+ Tunnel Mode: Toan bd goi IP dugc ma hda va xac thuc.
3.1.2.5. M6 ta k¥ thuat.

C6 hai giao thirc cung cip dé bao mat cho goi tin cta ca hai phién ban
Ipv4 va lpv6:

-IP Authentication Header: Giup dam bao tinh toan ven va cung cap
xac thuec.

-IP Encapsolating Security Payload: Cung cap bao mat va c6 thé lua
chon ca tinh ning Authentication va Integrity dé dam bao tinh toan ven dir
liéu.

a. Giao thuc Authentication Header (AH).

AH duoc sir dung trong cac két ndi khong c6 tinh dam bao dir liéu. La
lwa chon nham chdng lai cac tin cong Replay Attaclc bang cach sir dung cong
nghé tan cong Sliding Windows va Discarding Older Packets. Hinh 3-7 1a md
ta cua AH.

Cac Model thuc hién:

- Next Header: Nhan dang giao thirc trong st dung truyén thong tin.
- Payload Length: B9 16n cua goi tin AH.

- Reserved: Str dung trong twong lai (dugc biéu dién bang cac sb 0).
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0SI Model TCP/IP Model

Application

Presentation Application
Session

Transport Transport
Network Internet
Data Link Network
Physical ACCesS

Hinh 3-7: M6 hinh hoat dong trong giao thirc AH

- Security Parameter Index (SPI): Nhan ra cac thong sé bao mat, duogc
tich hop vo1 1P, va nhan dang cac thuong luong bao mat duov két hop véi
goi.tin.

- Sequence Number: Mot s6 tu dong ting 1én mdi gbi tin, st dung
nhim chéng lai tin cong dang replay attack.

- Authentication Data: Bao gom thong s Integrity Check Value
(ICV) can thiét trong goi tin xac thuc.

b.Encapsolating Security Payload (ESP) - Hinh 3-8.

Giao thirc ESP cung cép xac thuc, toan ven, bao mat cho goi tin. ESP
cling hd tro tinh ning cu hinh sir dung trong trudng hop chi cin mé hoa va
chi can Authentication, nhung st dung ma hoa ma khong yéu ciu xac thuc

khong dam bao tinh bdo mat.
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Kién trac IPSec

A 4 4

Giao thirc ESP Giao thirc AH

A A 4 y

Thuat téan mat ma Thuat téan xac thuc

A 4

Quan ly khoéa

Hinh 3-8: M6 hinh hoat dong trong giao thirc ESP.

Cac Model thuc hién:

- Security Parameter Index (SPI): Nhan ra cac théng sé duoc tich hop
voi IP.

- Sequence Number: Mot s6 tu dong ting co tac dung chong lai tan
cong dang

replay

- Payload Data: Cho dit liéu truyén di.

- Padding: Str dung vai Block ma hoa.

- Pad Length: B9 16n ctia Padding.

- Next Header: Nhén ra giao thirc duge st dung trong khi truyén thong
tin.

- Authentication Data: Bao gé)m dir liéu dé xac thuc g0i tin,
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3.1.2.6. Thyc hién.

IPSec dugc thyc hi¢n trong nhan voi céc trinh quan ly cac khoa va qua
trinh thoa hiép bao mat ISAKMP/IKE tir ngudi dung. Tuy nhién mot chuan
giao dién cho quan 1y khéa, nd c6 thé dugc diéu khién bai nhan cua IPSec
3.1.3. M hoa cong khai va chirg thyc thong tin.
3.1.3.1. Tong quan vé co s& ha ting mi hoéa cong khai (Public Key
Infrastructure - PKI).

* Khéi niém ha tang co s& mat ma khoa cong khai.

La co ché cho mot bén thir 3 cung cap va xac dinh dinh danh cac bén
tham gia vao qué trinh trao doi thong tin. Muc tiéu ctia PKI 1a cho phép
nhiing ngudi tham gia xac thuc 1an nhau va st dung thong tin tir cac chimg
thuc khoa cong khai dé ma hoa va giai ma thong tin.

* Cac dich vu va pham vi ing dung cua PKI.

a. Cac dich vu ctia PKI c6 kha ning dam bao 5 yéu to sau:

- Bdo mat thong tin: Cac thuc thé khong duge cip quyén thi kho co thé xem
ban tin.

- Toan ven thong tin: Pam bao cho thong tin kho bi thay doi bdi cac
thue thé khong dugc cap quyén.

- Xac thue thyc thé: Cac thuc thé nhan ban tin biét giao dich véi thyc
thé nao.

- Chdng chéi bo: Cac thyc thé khong thé chdi bo nhitng hanh dong da thuc
hién.

- Tinh phap ly: Thong tin phai ¢ dang cb dinh dugc ky bai tat ca cac
bén hop phap va phai cho phép thuc hién tham tra.

b. Pham vi ting dung ctia PKI.

- PKI dugc cho 1a giai phép hitu hiéu hién nay trong vi¢c dadm bao an

ninh an toan cho hé thong thong ti.
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- Pham vi Gmg dung ctia PKI bao gdm: M4 hoa email hodc xac thuc ngudi
gui email; Ma hoa hoac nhan thyc van ban; Xac thuc nguoi dung img dung; Cac
giao thirc truyén thong an toan trao d6i khoa bang khoa bat ddi xtmg, con mi hoa
bang bat dbi xtng.

c. Cac thanh phan phan cia PKI

PKI bao gém 3 thanh phan chinh:

-Phéan 1: Tap hop cac cong cu, phuong tién, cic giao thirc dam bao an
toan thong tin.

-Phan 2: Hanh lang phap 1y 13 luat, cac qui dinh duéi luat vé giao dich
dién tur.

-Phan 3: Cac t6 chirc diéu hanh giao dich dién tir (CA, RA,...).

d. Mot s chirc ning ctia PKI.

» Quan 1y khoa.

- Sinh khoa:

Khoa sinh ra phai dam baé vé chat lugng. C6 2 cai ma hé théng su
dung khoa dé tao khoa:

+ Nguoi st dung tu sinh cdp khoa cho minh sau dé gui khda cong khai
cho 6 chtrc cip gidy chimg nhan (Certification Authority - CA).

+ Cap khoa sinh bd1 mot hé théng chuyén chiu trach nhiém sinh khoa.
Khoa cong khai dugc gui cho CA quan ly, khoéa bi mat dugc gui cho nguoi
dung theo mot kénh an toan.

- Phan phdi va thu hdi khoa:

+ Phan phdi khoa; Thong qua cac kénh truyén thong can dam bao an
toan. Khoa bi mat duogc phan phdi cho nguoi ding thong qua cac kénh truyén
an toan.

+ Thu hdi, treo khoa: Thong qua viée thu hdi ching chi, 13 qua trinh thu

hoi khoa tam thoi, khoa do co thé duge sir dung lai.
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- Cap nhat thong tin vé cip khoa:

+ Cap khoa cia cac dbi tuwong tharn gia vao hé théng PKI can phai
duoc cap nhat mot cach thuong xuyén, vi cac cap khoa co thé duoc thay doi
bang cap khoa moi.

- Cap nhat thong tin vé cap khoa ctia CA:

Ciing gidng nhu sir dung chimg chi, cip khoa ciia CA dugc cip nhat
thuong xuyén

- Khoi phuc khoa:

Hau hét hé thong PKI tao ra hai cdp khoa cho ngudi st dung cudi, mot
dé ky s6 va mot dé ma hoa dé sao luu dy phong khoa.

*Quan ly chung chi.

-Ping ky va xac nhan ban dau.

CA s& cip cho ddi tuong dang ky mot chung chi sb va giri chtng chi sé
nay cho hé théng luu tri.

- Cap nhat thong tin vé chimg chi sd.

M&i chimg chi s6 chi c6 tac dung trong khoang thoi gian nhat dinh. Khi
cac ching chi s6 hét han, CA s& tao mot chung chi s6 méi va cap nhat thong
tin vé& chimg chi s nay.

-Phat hanh ching chi va danh sach chung chi bi huy bo.

Khi CA phéat hanh mot ching chi s6, trudc hét nd phai dua trén dinh
dang cta chimg chi sb can cdp. Sau khi c6 duoc danh sach cac thong tin vé
chinh sach quan tri, CA s& t6 chuc chiing theo dinh dang da biét, khi d6 ching
chi s6 méi hoan thién.

-Huy bé chimg chi sé.

Hé thong PKI s& thuc hién hity bo ching chi s6 néu dbi tugng st dung
chtng chi sb bi phat hién c6 nhitng dau hiéu st dung pham phép.

- Quan ly thoi gian.
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Thoi gian trong hé thdng PKI c6 tinh nhat quan, dong bo gitta tit ca cac
thanh phan.

- Giao tiép gitra cac PKI.

Céc thanh phan trong hé thong giao tiép duoc v6i nhau, cic hé thong
PKI khac ciing ¢6 thé giao tiép dugc nhu cac thanh phan khac trong cting hé
théng.

e. Cac thanh phan dam bao an toan thong tin.

- K§ thuat bao mat thong tin: Hé ma héa thuong dugc st dung nhét
trong ca hé PKI phuc vu bdo mat thong tin 1a hé ma hda cong khai RSA.

- K§ thuét x4c thuc: Sir dung so d6 chir ky RSA.

f. Hé thong cung cap va quan 1y ching chi sé.

* Chtrng chi s6 (Hinh 3-12).

- Khai niém.

Chtng chi sb 1a mot dang két hop giita 3 thanh phan:

+ Céc thong tin mo ta vé ban than doi tuong: s6 dinh danh, tén, dia chi
email, loai chig chi, han st dung, pham vi ap dung...

+ Khoa cong khai tuong tng.

+ Chir ky dién tir cta cac co quan cap phat ching chi sb cho cac thong
tin trén.

- Muc dich va yd nghia ctia chtmg chi s6.

+ M4 hoa thong tin: Loi ich dan tién cta chimg chi so 1a tinh an toan
bao mat thong tin.

+ Chéng gia mao: Khi giri di mot théng tin ¢ str dung chimg chi sb,
ngudi nhan cé thé kiém tra dugc thong tin clia ngudi giri c6 bi thay do6i hay
khong.

+ Xac thye: Khi giri mot thong tin giao dich dinh kém chimg chi sé,

nguoi nhan s€ xac dinh 16 dugc danh tinh ctia nguoi gui.
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+ Chéng tir chdi: Khi sir dung mot ching chi s, nguoi giri phai chiu
hoan toan trach nhiém vé nhiing thong tin ma chung chi sé di kem.

- Chung chi khoa cong khai X. 509.

+ Sir dung pho bién trong hau hét cac hé thong PKI. Ching chi X.509
v3 1a dinh dang chung chi dugc sir dung phé bién va duogc nha cung cép PKI
trién khai.

+ C6 6 trudng hop bt budc 1a:

v’ S6 phat hanh (Serial Number).

v' K¥ thuat ma hoa ky s6 (Certificate Signature Algorithm
Identifier). Tén cua CA phat hanh ching chi (Certificate Issuer
Name).

v" Thoi han hiéu luc cia chung chi (Certificate Validity Period).

v Khoa cdng khai (Public Key).

v' Tén cta chu thé (SubjectName).

- Danh sach ching chi thu hoi

+ Céac chimg chi ndy c6 chira ngay hét han hiéu lyc. Khi can thu hoi
mot ching chi trudc thoi han, nguoil phat hanh can mét phuong tién dé cap
nhat thong tin trang thai chung chi ciia moi ching chi cho nguoi dung.

+ Danh sach chimg chi thu hoi X.509 dugc bao vé béi chir ky s6 cia CA
phat hanh.

*Nha phat hanh chimg chi (Certi/ficate Authrity).

Thanh phan nay thuc hién cac chic ning chinh cua hé théng nhu:

- Tao chimg chi s6 cho ngudi dung (x4c thuc cho céc khda cdng khai).

- Béo tri co so dit liéu hé thdng, cho phép phuc hoi cac cap khoa nguoi
dung

- Y&u cau hé théng tuan tha cac thu tuc bao mat.
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Khoa bi mat

ctia nha cép

phat chimg chi
50

So senal

Tén cta co quan cap phat

(theo chuan X.500)

Thot han ¢6 hiéu lue Ham

Tén chu s hitu (theo bim

chuan X.500)

) [ Tao chir k¥ ]

Khda cdng khat

Pham vi st dung

Ciéc thong tin mo rong

Chir ky dién tur cta nha
cap phat chirng chi so

Hinh 3-12: Céu tric bén trong chia sé hé thdng chia sé

* Kho chtra ching chi.

Thure hién viéc luu trir dé phan phéi chimg chi sé cta nguoi dung hé
thong CA, gém céc thong tin sau:

- Chung chi s6 ngudi dung.

-Danh sach cac ching chi bi thu hoi.

-Thong tin chinh sach ngudi dung.

-Cung cap co ché phan phdi chimg chi va CLRs dén cac thyuc thé cudi.

* Co quan dang ky chung chi (Registration Authority).

Cung cap giao dién cho nguoi diéu hanh hé thong thyc hién cac chic
nang cua hé thdng CA nhu: B6 sung nguoi ding (xac thuc chimg chi nguoi
dung); Quan ly ngudi dung va ching chi cua nguoi dung; Quan 1y chinh sach
an toan; Xay dung cay xac thyc.

* M6 hinh t6 chirc chimg thuc sé.

Hién nay trén thé gidi c6 ba mo hinh t6 chic chimg thuc sb 1a:

- M6 hinh phan cap hay mé hinh ching thuc gdc - Hinh 3-13.
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Cho phép xay dung mot hé thong CA hinh cdy voi mot gbe duy nhét
goi la Root CA, dudi Root CA co thé 1a cac Sub CA va dudi Sub CA lai ¢
thé 1a c4c Sub CA khéc.

- M6 hinh CA dang luéi (Mesh CA Model) - Hinh 3-14

La mot md hinh trong d6 cdc CA ngang hang, khong phu thudc vao

nhau, tin tuéng 1an nhau tao thanh moét mang ludi tin tudng qua lai véi nhau.

Hinh 3-12: M6 hinh cua Root CA

3.1.4 Phat hién xam nhap bang cong nghé IDS ( Intrusion Detection
System ). Thuc té, day 1a mot Hé thong tudng lira mém, 14 nhitng phan mém
ngudn md cb san trén Internet. Nhitng phan mém nay rat thich hop d6i voi
cac mang riéng khong 16n lam.

Nhirng wu diém ciia cung cia ching la:

- IDSs 1a nhiing phan mém ngudén mdé nén gia thanh cua chung rat ré.

82



Hién nay BCA d3 ung dyng thanh cong pham mém SNORT dé bao vé mang
ndi bo Nganh CA.

-Tang kha nang phat hién. Néu khai thac t6t, mot IDS c6 thé thuc hién
nhiéu phan tich phuc tap. Ta biét rang, ké tin cong mang thudng dit muc tiéu
ban dau 1a tim cach ph4 hong ban ghi kiém tra nham lam ton thuong cac rao
chin ctiia Hé thong. Nhung IDSs khong can dya vao cac ban ghi nhat ky nay.

- Kha ning ngan chan tir xa. IDSs ¢6 kha nang phat hién cac dau hiéu
bi xAm nhap vao mang dung riéng tir xa rdi bao cho cac Quan tri mang dé c6
bién phap d6i ph6 mét cach chit dong.

- V& phép ly. Mot vai IDS ( chiang han nhu SNORT ) gan lién véi kha
nang phap 1y. Chiing c6 kha ning lién quan dén viéc dua ra chtng cir thich
dang lam chimg cr tai Toan an khi can. Muc tiéu chinh cua IDSs 1a cung cap
cac kha ning phap 1y 13 thu thap va bao quan ching ctr vé toi pham.

- Phat hién cac hong hoc va khoi phuc. Viéc trién khai IDSs tot c6 kha
ning canh bao véi cac Nha Quan tri mang vé nguy co Hé thong c6 dau hiéu bi
héng.

Nhirng nhwoc diém:

- Canh bao sai. Phan 16n cac IDSs nhiéu lic phat hién sai nhu c6 trudng
hop béo 14 ¢6 vi pham su an toan ctia mang nhung thyc té thi khong.

- Suy giam hiéu suat. Viéc trién khai IDSs lam cho hiéu suat cta hé
thong. Lugng suy giam d6 phu thudc vao timg IDS cu thé. Theo két qua
nghién ciru va ing dung ciia BCA, SNORT duoc cho 14 tot nhat.

- Kha nang bi tdn cong. Ciing nhu cac firewalls,cac IDSs ciing c6 thé
bi thn cong tryc dién va chinh IDSs. Céc ké tan cong co thé 1am ngap h¢
thong 1am cho ching tré nén vo dung trudc cac tan cong

.- D& bi gia mao. Theo [15], co nhiéu cach dé c6 thé danh bai cac IDSs

- Thay dbi cong ngh¢. Vi IDSs. Viéc phu thudc vao cong nghé cu thé
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c6 thé 1am giam kha kha ning phat hién cta IDSs mdi khi toan bd ha ting

mang bi thay doi.

User User

‘ User \‘ User \ ‘ User \ User

Hinh 3-14: M6 hinh Mesh CA

- M6 hinh CA cau nbi (Bridge Certification Authority CA Model).

La mot bién thé ciia mo hinh CA dang luéi, khi s6 luong cac CA can
tin twong qua lai v6i nhau 1a qua 16n, lac ndy phét sinh nhu cdu can tim mot
CA du tin tuong dé cac CA khac cung tin tuong vao CA d6 va cac CA thé
hién qua cau ndi trung gian.
3.1.3.2. Nguyén ly mé hoa.

Khi hai bén trao doi thong tin phai biét khoa cong khai (ey) clia nhau.
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Viéc biét khoa cong khai (ey) khong cho phép tinh ra dugc khoa riéng (dy).
Nhu vy trong hé thong mdi ca thé k khi diang ky vao hé théng duoc cap 1 cap
khoa (e, dy). Trong d6 e 1a chia khoa 1ap ma, di 1a chia khoa giai ma.

3.1.3.3 Nguyén ly ma héa.

* Thuat toan Ham bam

a. Ham bam.

LA ham sinh ra cac gia tri bam tuong Gmg vé&i cac khéi dir liéu. Gia tri
bam dong vai tro nhu mot khoa dé phan biét cac khéi dit liéu, tuy nhién ngudi
ta chap nhan hién tuong tring khoa hay con goi la dung do va cd ging cai
thién giai thuat dé giam thiéu dung d6 d6. Haim bam thuong duoc ding trong
bang bam nham giam chi phi tinh toan khi tim mot khoi dir lidu trong mot tap
hop.

b. Pam bdo tinh nguyén ven dir ligu.

Ham bim mat ma hoc 13 ham bam va c6 tinh chat 1a ham mot chiéu. Tir
khéi dir liéu hay ham bam dau vao chi c6 thé dua ra mot gia trj bam duy nhat.
Pdi voi tinh chat ciia ham mot chiéu. Mot nguoi nao do du cod bét duoc gia tri
bam, cling khong thé suy nguoc lai gia tri, doan tin nhén bam khaoi diém.

C. Mot s6 ham bam thong dung

- Ham bam MDS5 (Hinh 3-15).

Thuat toan ham bam MDS5: Puoc dung trong nhiéu ing dung bao mat
va phé bién dé kiém tra tinh toan ven cta tap tin, c6 uu diém tdc do xir 1y rat
nhanh, thich hgp véi cac thong di€p dai va cho gia tri bam dai 128 bit.

- Chuan bam an toan SHS.

SHS (Security Hash Standard) 1a chuan gém céc tap hop cac thuit toan
bam mat ma an toan (Security Hash Algorithm - SHA) nhu SHA-1, SHA-224,
SHA- 256, SHA-384, SHA-512 dua trén phuong phap cia MD4 va MDS5.
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Kich thudc tinh theo bit

Thuat , Trang | Khé Thon Csh(; Céac thao Pung dé Do an
todn | Két qua th.éi i g,diép Tu 5 tac ' | toan
to1 da
SHA-0 | 160 | 160 |512 | 2*1 | 32 | 80 |+and,or,| C6 80
xor, rotl
SHA-1 | 160 160 | 512 | 21| 32 | 80 |+, and, or, 2% 80
xor, rotl | thao tac
SHA- [256/224| 256 | 512 | 2*-1 | 32 | 64 |+, and,or,| Chua | 112/12
256/224 xor, shr, 8
rotl
SHA |512/384| 512 | 102 |2"-1| 64 | 80 |+ and, or,| Chua | 192/25
512/384 4 xor, shr, 6
rotl
Hinh 3-15: Chuan MD5
* Thuat toan RSA

a. Mo ta so luge

RSA 12 mét thuat toan ma hoa cong khai. Day 1a thuat toan dau tién phu

hop v6i viée tao ra chir ky dién tir ddm bdo an toan véi diéu kién do dai khoa

du 16n.

b. Tao khoa

Gia sir A va B can trao doi thong tin bi mat qua mot kénh khong an

toan. V&i thuat toan RSA, dau tién a can tao cho minh mét cap khoa bao gém

khoa cong khai va khoa bi mat. A giri khoa cong khai cho B, va gitt bi mat

khoa ca nhan cua minh.

c. Ma hoa.
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Gia sir B mudn giri doan théng tin M cho A. Pau tién B chuyén M thanh
mot s& m<n theo mdt ham c6 thé dao nguoc (tr m co thé x4c dinh lai duoc
M) dugc thoa thuan trudc.

d. Giai ma.

A nhan duoc ¢ tir B va bict khoa bi mat d. A c6 thé tim duge m tir ¢ theo
cong thire m = ¢ mod n

* Thuat toan SHA

La thuat toan duoc xay dung dua trén MD4. Thuat toan SHA-1 tao ra
chudi ma bam c6 chiéu dai co dinh 160 bit, tir chudi bit dit ligu dau vao X c6
chiéu dai tuy y.
3.1.3.4 Chir ky sb va quan 1y khoa.

* Chir ky s6 (Hinh 3-16)

Chir ky s6 1a thong tin duoc ma hoa bang khéa riéng ciia ngudi gui
dugc dinh kém theo van ban dam bao cho ngudi nhan xac thyc dung nguén

goc, tinh toan ven cua dir liéu.

Thong diép dit liéu

‘

Ban
tom lucc

Gan vdi
thong diép dir liéu

Ham bam o
@T Khoa bi mat

Chirky so

[ I Thong diép dit liéu

duoc ky so

Hinh 3-16: Quy trinh ky va tham tra chit ky s6

* St dung chiv ky sé nhw thé nao.
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Chit ky sb chi dung duoc trong moi trudng sb, giao dich dién tir voi may
tinh va mang internet; Chit ky sd c6 thé sir dung trong céc giao dich thu dién
tlr, mua ban hang tryc tuyén, dau tu chimg khodn truc tuyén, chuyén tién ngan
hang, thanh toan truc tuyén....

*Quy trinh st dung chit ky sd

Ky gui chii ky dién tir (md hoa)

Khi muén giri mdt vin ban quan trong, doi hoi van ban phai duge ky
xac nhan chinh danh tir nguo1 gl van ban, ngudi gui van ban s€ thuc hién
viéc ky chir ky dién tur.

b.X4c thuc chit ky dién tir (giai ma).

Sau khi nhan dugc mot van ban c6 dinh kém chir ky cua nguoi g,
nguoi nhan phai giai ma tré lai van ban trén va kiém tra xem vin ban nay c6
bi thay d6i boi bén thir ba hay khong va chir ky dinh kém trén vin ban c6
ding cua nguoi guri hay khong.

Khoa bi mat cua
noudi Otri

Ban tin dién tu

\ 4

v v

Chit ky dién tir
CKSbH

A\ 4
>~ Gan CKS vao ban
__tindiénta

Ban tin rd da ky

Dtr liéu cho
duoc aui di

Hinh 3-17: Qua trinh ky vao tai liéu dién tr st dung Private Key
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c. So dd chir ky sb.

So db chir ky 1a mot bam (P, A, K, s, V), trong do:

- P: 1a tap hop hitu han cac van ban c6 thé.

- A: 1a tap hop hitu han céc chit ky co thé

- K: 14 tap hop hitu han cac khoa cé thé.

- S: 1a tap hop cac thuat toan ky.

- V:1a tap hop cac thuat toan kiém thir.

d. Phan loai chit ky sd.

- Phan loai chit ky theo dic trung kiém tra chir ky.

- Phan loai chit ky theo mirc an toan.

- Phan loai theo tng dung dac trung.

e. Quan ly khoa

Quan 1y khoa 1a van dé can quan tdm dé dam bao an toan cho hé ma
hoa. Doi tugng tham ma thuong tin cong ca hai hé ma hoéa dbi xting va cong

khai thong qua hé quan ly khoa.
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Ban tin da ky

Khoé cong khai

Cua nguo1 gui J

A Y

CKS

Ban tin dién to

Giai ma

Ban tin tdm lugcl
Co l

Gidng nhau

Khdng
duoc

Ban tin tém lugc 2

\ 4

Khong dung Gibng nhau
nguoi gui

Ban tin bi
thay doi

Ban tin
toan ven
Hinh 3-18: Quan 1y khoa st dung Private Key

3.2. Hé thong phat hién xam nhap (Intrusion Detection System - IDS).

3.2.1. Khai niém. Phat hién xam nhap bang cong nghé IDS ( Intrusion
Detection System ).

Nhirng vu diém ciia cung ciia ching la:

- IDSs 14 nhitng phan mém ngudn mo ( tang hosts ) nén gia thanh cia

chung rét ré. Hién nay BCA d (mg dung thanh cong phim mém SNORT dé
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bao v¢ mang ndi bo Nganh CA.

-Tang kha nang phat hién. Néu khai thac t6t, mot IDS c6 thé thuc hién
nhiéu phan tich phuc tap. Ta biét rang, ké tin cong mang thudng dit muc tiéu
ban dau 13 tim cach pha hong ban ghi kiém tra nhim 1am ton thuong cac rao
chan cua Hé thong. Nhung IDSs khong can dira vao cac ban ghi nhat ky nay.

- Kha ning ngan chin tir xa. IDSs c¢6 kha ning phat hién cac ddu hiéu
bi xAm nhap vao mang dung riéng tir xa rdi bao cho cac Quan tri mang dé cé
bién phap ddi phd mot cach chi dong.

- Vé phép 1y. Mot vai IDS ( chang han nhu SNORT ) gan lién véi kha
nang phap ly. Chiing c¢6 kha nang lién quan dén viéc dua ra ching cr thich
dang lam chimg cr tai Toan an khi can. Muc tiéu chinh cua IDSs 1a cung cap
cac kha ning phap 1y 1a thu thap va bao quan chung cir vé t6i pham.

- Phat hién cac hong héc va khoi phuc. Viée trién khai IDSs tot c6 kha
ning canh bao véi cac Nha Quan tri mang vé nguy co Hé thong co dau hiéu bi
hong.

Nhugc diém:

- Canh bao sai. Phan 16n cac IDSs nhiéu lac phat hién sai nhu ¢o truong
hop béo 14 ¢6 vi pham sy an toan ctia mang nhung thyc té thi khong.

- Suy giam hiéu suat. Viéc trién khai IDSs lam cho hiéu suat cta hé
théng. Luong suy giam d6 phu thudc vao timg IDS cu thé. Theo két qua
nghién ctru va img dung cia BCA, SNORT dugc cho la tdt nhat.

- Kha ning bi tan cong. Ciing nhu cac firewalls,cac IDSs ciing c6 thé
bi tAn cong truc dién va chinh IDSs. Cac ké tdn cong co thé 1am ngap hé
thong 1am cho chiing tré nén vo dung trudc cac tan cong

- D& bi gia mao. Theo [15], c6 nhiéu cach dé c6 thé danh bai cac 1DSs
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- Thay d6i cong nghé. Vi IDSs. Viéc phu thudc vao cong nghé cu thé c6
thé 1am giam kha kha ning phat hién ciia IDSs méi khi toan b ha tang
mang bi thay doi

Hé théng phat hién xam nhap (Intrustion Detection System - IDS) 13 hé
thong phan cimg hodc phin mém cé chiic ning giam sat luu thong thong
mang, tu dong theo doi cac su kién xay ra trén hé¢ théng may tinh, phan tich
dé phat hi¢én ra cac van dé lién quan dén an ninh, bao mat va dua ra canh bao
cho nha quan tri.
3.2.2. Cac thanh phan va chirc niang cua IDS.
IDS bao gdm céc thanh phan chinh

- Thanh phan thu thap thong tin

g6i tin. - Thanh phan phat hién

goai tin.

- Thanh phan xtr Iy (phan hoi)

Thong Tin Su ThietLap Sw

2 3 s He Thong Phan Tich s Hé Thong Dap Tra
Kien rign

H ':‘ i T

i Eit

| B teilcs f

§ $ L
Chinh Sach ; NES P : : .
Thu Thap He Tnong & Chink Sich _Chinh §ach Phan
Théng Tin Thong Tin Phat Hien Ung

Hinh 3-19 M6 hinh kién tric phat hién xam nhap IDS
* Thanh phén thu thip géi tin.
Thanh phan nay c6 nhiém vu 14y tit ca cac goi tin di dén mang. Thong
thuong céc goi tin ¢6 dia chi khong phai cia mot card mang thi s€ bi card
mang d6 hily bé nhung card mang cta IDS duoc dat & ché do thu nhan tat ca.

Tat ca cac goi tin qua ching déu dugc sao chup, xtr 1y, phan tich dén timg
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truong thong tin. BO phan thu thap goi tin sé doc thong tin ting trudng trong
g6i tin, xac dinh chung thudc kiéu goi tin nao dich vu gi... Cac thong tin nay
s& dugc chuyén dén thanh phan phat hién tan cong.

* Thanh phan phat hién goi tin.

O thanh phan nay, cic bd cam bién dong vai tro quyét dinh. Vai trd cta
bd cam bién la dung dé loc thong tin va loai bo nhiing thong tin dit liéu khong
tuong thich dat dugc tu cac sy kién lién quan dén hé théng bao v¢, vi vay co
thé phat hién dugc cac hanh dong dang ngo

* Thanh phan phan hoi.

Khi ¢6 dau hiéu cta viéc tdn cong hay xAm nhap, thanh phan phat hién
tan cong s& giri tin hiéu bao hiéu (alert) ¢ su tdn cong hodc xam nhap dén
thanh phan phan tng. Lac d6 thanh phan phan ng s& kich hoat tudng lira
thuc hién ngédn chadn cudc tan cong hay canh bao téi nguodi quan tri. Dudi day
1a mot s6 k¥ thuat ngan chan:

- Canh béo thoi gian thuc:

Guri cac canh bao thoi gian thuc dén nguoi quan tri dé ho nim duoc chi
tiét cac cudc tan cong, cac dic diém va thong tin vé chung.

- Ghi lai vao cac tap tin:

Céc dir liéu cua cac goi tin s& duoc luu trit trong hé thong céac tap tin
log. Muc dich 13 dé ngudi quan tri ¢6 thé theo ddi cac ludng théng tin va 1a
ngudn thong tin giip cho module phat hién tan cong hoat dong.

- Ngan chén, thay doi goi tin:

Khi mét goi tin khép véi dau hiéu tin cong thi IDS s& phan hodi bang
cach x6a bo, tir chdi hay thay d6i ndi dung cua goi tin, lam cho géi tin tré nén
khong binh thuong.

* Phan loai IDS
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a. Network Base IDS (NIDS)

Hé théng IDS dya trén mang st dung ndi bd do va cam bién duoc cai
dit trén toan mang. Nhimg bd do ndy theo ddi trén mang nham tim kiém
nhirng Iuu luong trung vo1 nhitng mo ta so luge duge dinh nghia hay 1a nhiing

dau hiéu.

Web
Server

Server

f""mmns
] A R I i
EEEE s

Hinh 3-20: Network base IDS
- Loi thé ciia Network Base IDS:

+ Quan 1y duoc ca mot Network Segment (gdm nhiéu host).
+ Cai dat va bao tri don gian, khong anh hudng té1 mang.
+ Tranh DOS anh hudng té1 mdt host nao do.
+ C6 kha nang xac dinh 161 & tang netvvork (trong mé hinh OSI).
+ Poc 1ap v6i hé diéu hanh.
- Han ché ctia Network Base IDS:

+ C6 thé xay ra trudng hop bao dong gia.
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+ Khong thé phén tich cac goi tin di dugc ma hoa (SSL, SSH,
IPSec...).
+ NIDS doi hoi phai dugc cap nhat cac signature mai nhét dé thuc su
an toan
+ C6 do tré giira thoi diém bi tan cong véi thoi diém bao dong. Khi
bao dong dugc phat hién ra, hé thong co thé da bi t6n hai.
+ Khong cho biét viéc tAn cong c6 thanh cong hay khong.
b. HostBaselDS (HIDS).
HIDS thuong cai dit trén mot may tinh nhat dinh. Thay vi giam sat
hoat dong cua mot network segment, HIDS chi gidm sat cac hoat dong trén

mot may tinh

Web DNS
Seis/el

| | | 1 L |
SRR
HIDS HIDS HIDS HIDS

Hinh 3-20: Host base IDS
- Loi thé cua Host Base IDS:
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+ C6 kha nang xac dinh nguoi dung lién quan téi mot su kién.

+ HIDS c6 kha ning phat hién cac cudc tan cong dién ra trén mot may.

+ C6 thé phan tich cac dit liéu d& hoa.

+ Cung cip céc thong tin vé host trong luc cude tin cong dién ra.

- Han ché cua Network Base IDS:

+ Théng tin tir HIDS 1a khong déng tin ciy ngay khi sy tan cong vao
host nay thanh cong.

+ Khi hé diéu hanh bi “ha” do tdn coéng thi dong thoi HIDS ciing bi
“ha”.

+ HIDS can phai duoc thiét lap trén timg host cAn gidm sat.

+ C6 d0 tré gitra thoi diém bi tn cong véi thoi diém bao dong. Khi bao
d6ng duoc phat hién ra, hé théng c6 thé da bi ton hai.

+ HIDS khong c6 kha nang phat hién cac cudc do quét mang (Nmap,
Netcat...).

+ HIDS can tai nguyén trén host dé hoat dong.

+ HIDS c6 thé khong hiéu qua khi bi DOS.

+ Pa sb chay trén hé diéu hanh Window. Tuy nhién ciing c6 mdt sb
chay trén UNIX va cac hé diéu hanh khac.

* Co ché hoat dong ciia IBS.

IDS c¢6 hai chirc niang chinh 14 phat hién cac cudc tdn cong va canh bao
cac cudc tin cong d6. Co hai phuong phap khac nhau dé phén tich cac su kién
dé phat hién cac vu tan cong: phat hién dya trén cac dau hiéu va phat hién dua
trén sy bat thuong. Cac san pham cta IDS c¢6 thé sir dung mot trong hai cach
hoic sir dung két hop ca hai.

a. Phat hién dua trén su bat thuong.

Cong cu nay thiét 1ap mot hién trang cac hoat dong binh thudong va sau

d6 duy tri mot hién trang hién hanh cho mot hé théng. Khi hai yéu t6 nay xuat
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hién sy khac biét, nghia la da c6 sy xam nhéap.

Vi du: Mét dia chi IP cua may tinh A thong thuong truy cadp vao

domain cua cong ty trong gio hanh chinh, viéc truy cap vao domain cua cong

ty ngoai gid 1am viéc 1a mot didu bat thuong.

b. Phat hién thong qua Protocol.

Tuong tu nhu vi¢c phat hién dua trén du hiéu, nhung né co6 thuc hién

mot sy phan tich theo chiéu sau cua cac giao thirc dugc xac dinh cu thé trong

goi tin.

Sau day la cau triic cia mdt goi tin

IP Header

IPv4 Header

L i Lod E

erjice (TS}

o b i a3

Header Checksum

T —

of artie B

Hinh 3-20: cu tric TCP Header
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Thudc tinh Source Address va Destination Address gitip cho IDS biét
dugc ngudn gbe cia cude tin cong.

TCP Header

TCP Header »
i l 1 l i

Drestination Port

dumber of 32-Dif wargs ir
TP header. minimis

Hinh 3-20: cau trac TCP Header

Céac hé théng IDS khac nhau déu dya vao phat hién cac xam nhap tréi
phép va nhimg hanh dong di thuong. Qua trinh phét hién c6 thé duge mo ta
bdi 3 yéu td co ban nén tang, nhu sau:

-Thu thdp théng tin: Kiém tra tat ca cac goi tin trén mang.

-Sw phdn tich: Phan tich tat ca cic gbi tin da thu thap dé cho biét hanh
dong nao 1a tan cong.

-Canh bdo: Hanh dong canh bao cho su tan cong duoc phan tich & trén.

c.Phat hién nh¢ qua trinh ty hoc.

K¥ thuat ndy bao gom hai budc: Khi bat dau thiét 1ap, hé thong phat

hién tan cong s€ chay & ché do tu hoc va tao ra mot ho so vé cach cu xur cua
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mang v&i cac hoat dong binh thuong. Sau thoi gian khoi tao, hé théng s¢ chay
& ché d6 1am viéc, tién hanh theo ddi phat hién cac hoat dong bat thudng cua
mang bﬁng cach so sanh v&i ho so da thiét 1ap. Ché d6 tu hoc c6 thé chay
song song v4i ché d6 1am viéc dé cap nhat hd so cia minh nhung néu do ra co
tin hiéu tin cong thi ché d6 tu hoc phai dung lai cho to1 khi cudc tAn cong két
thac.

* Cac tng dung IDS pho bién hién nay.

Trong hoan canh hién nay, v6i tan suat tin cong va xam nhap ngay
cang pho bién thi khi mot to chirc két ndi véi internet khong thé ap dung céac
phuong phép phong chdng tan cong, xdm nhap st dung firewall chi 1a mot
trong cac bién phap cin ban, so khai trong cong tac phong chéng xam pham
thong tin. Str dung IDS s& gop phan ting cudng sitc manh cho nha quan tri va
canh bao kip thoi moi thoi diém dién bién thit thudng qua mang. Cu thé, IDS
c6 thé canh bao nhimg hanh dong sau:

- Hanh dong download dit liéu trong hé thong LAN bang ftp tir cac
may ip la.

- Hanh dong chat voi cac may ip la.

- Hanh d6ng cb tinh truy xuét nhimg website bi cong ty cAm truy cap.

- Hanh dong truy xuét cac website vao gio cam.

- Hanh dong chéng sniff str dung phuong phap ARP SpooTmg.

- Thuc hién chdng Dos vao server thong qua 151 tran b dém.

3.2.3. Bao mat Web.

* Tim hiéu tng dung web

*Ung dung web 4 gi.

Ung dung web 13 mot trinh tng dung ma c6 thé tiép cap qua web thong
qua mang internet hay intranet. Ung dung web dugc dung dé ban hang truc

tuyén, dién dan thao luan, Weblog va nhiéu chtrc niing khac.
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Cdu triic mdt g dung web (Hinh 3-21)

Ung dung web duoc ciu triic nhu mot tng dung ba 16p. Thir nhat 14 trinh
duyét web, 16p gitra sir dung cong ngh¢ web dong, 16p thir ba 1a co s¢ dir lidu.
Trinh duyé¢t s€ gt dit ligu dén 16p gitra dé tao ra truy van, cap nhat CSDL va tao

ra giao dién nguoi dung.

Hinh 3-21: Mé hinh qua trinh duyét Web

*Domain - Hosting

Mang internet 1a mang may tinh toan cau, nén internet ¢ cau tric dia
chi, cach danh dja chi dic biét, khac cach td chuc dia chi cua mang vién
thong. Khi str dung internet, nguoi dung khong can biét hodc nhé dén dia chi
IP ma chi can nhd tén mién 13 truy cap dugc.

a. C4u tao ctia tén mién:

Gom nhiéu thanh phan tao nén, cach nhau béi dau chdm. Thanh phan
thi nhat “home” 1 tén cia may chu, thanh phan tha hai “vnn” thuong goi 1a
tén mién murc hai, thanh phan cudi ciing “vn” 14 tén mién muc cao nhat.

b. Tén mién mirc cao nhat (Top Level Domain - TLD):

Bao gdm cic md qudc gia ctia cac nudc tham gia internet dugc quy
dinh bang chir cai theo tiéu chuan ISO - 3166.

c. Tén mién mirc hai (Second Level)
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Tén mién mirc hai nay 1a do t6 chic quan Iy mang ctia mdi quéc gia
dinh nghia theo cac linh vuc kinh té, chinh tri, xa hoi...

d. Cac loai tén mién:

- Tén mién cao cip nhit 1a tén mién truc tiép dang ky véi cac nha cung
cap tén mién.

- Tén mién thir cAp: La tit ca nhimg loai tén mién con lai ma tén mién
d6 phai phu thudc vao mot tén mién cao cip nhat. Dé dang ky cac tén mién
kiéu nay, thong thuong phai lién hé truc tiép v6i nguoi quan 1y tén mién cap
cao nhat.

- Web hosting: Web hosting 12 noi luu trir tit ca trang web, cac thong
tin cua website trén mot may chu internet.

Céc yéu cau va tinh nang ciia Web hosting:

- Web hosting phai c¢6 mot dung luong 16n dé luu trir thong tin cua
website.

- Phai hd tro truy xuit may chi bang giao thitc FTP dé cap nhét thong
tin website.

- Phai ¢6 bing thong di 16n dé phuc vu trao doi thong tin website.

- Ho trg cac cong cu lap trinh trén internet.

- Ho tro cac dich vu email nhu POP3 email, email forwarding...

* Web server.

La may cha c6 dung luong 16n, tdc do cao dé luu trir thong tin va
nhimng website dd dugc thiét ké cing voi nhitng thong tin lién qua khéc.

3.3. Bao mat ing dung web.

* Bao mat la gi?

Bao mat web 13 yéu cau tat yéu bsi vi nhitng may tinh mang tinh toan
cau dang ngdy tr& nén kém an toan va phai déi mit véi cac nguy co vé an

ninh rat cao
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- 3 yéu tb dam bao an ninh thong tin:

+ Tinh bdo mdt: dam bao chi ngudi duoc phép méi co thé truy cap
thong tin.

+ Tinh toan ven: dam bao chinh xac va diy du cua thong tin va cac
phuong phép xur 1y thong tin.

+ Tinh sin sang: dam bao ngudi st dung duoc phép cé thé truy cap
thong tin.

* Cdc phwong phdp gdy mit an toan théng tin (Hinh 3-22)

- Thu thap thong tin chung dé tim kiém céc thong tin xung quanh

website.

Hinh 3-22: Mé hinh phwong thirc tan cong

-M6é1 truong mang, hé diéu hanh, ngdn ngr 1ap trinh, h¢ quan tri co s&
di ligu.

- Cac cong dich vu twong tmg dang mé trén server.

- S6 luot truy cdp, bang thong cua website.

- Khao sat ung dung web.

- Thiim do, phat hién 1.

- Khai thac 151 dé tan cong: day 1a giai doan quan trong nhat dé cé thé
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pha hoai hoidc chiém quyén diéu khién duoc website.

- M6t vai cac thire tan cong pho bién:

+ SQL Injection: 14 k¥ thuat tdn céng cho phép ké tan cong loi dung 16
hdng trong viéc kiém tra dit liéu dua vao tng dung web dé thi hanh cac cau
1énh SQL bét hop phép.

+ Session Hijacking: 1a st dung phién lam viéc cua mdt nguoi dung, da
tao duoc mot két ndi hop 16 bang mot phuong phap khong hop 16.

+ Local Attack: 1a kiéu tan cong ndi bo tir bén trong, day la khai niém
xuat hién khi cc may chi manh 18n trong thoi gian gan day.

* Cac phuong thirc gdy mat cin toan thong tin tir phia ngudi quan tri.

Hién nay viéc xay dung cac tmg dung trén web véi ma nguén mo phat
trién rat manh, vi thé bat ky mot website nao ciing c¢6 kha ning bi tin cong.
3.4. Pé xuit phwong an phong thi va xdy dung demo
3.4.1. Pé xuat phwong an phong thi

Mot Trong nhiing nam gan ddy, Viét Nam ngay cang phat trién va nhat
1a v& mat cong nghé thong tin. Pic biét 1a vé tng dung web, hau nhu mdi
nguoi ai cling da tung nghe va lam viéc trén cac ing dung web. Website trd
nén phé bién va tré thanh mot phﬁn quan trong cua mdi nguoi, dac biét 1a cac
doanh nghiép, t6 chirc. Bén canh d6 1y do an toan bao mat cho tng dung web
ludn 13 mot van dé nan giai. Mot sé phuong an phong th ciia website phd
bién hién nay nhu:

* SQL Injection.

- Cach tan cong

Tin tic trén vao trang login nhiing cau lénh truy van dic biét nhu cac
ky tu *, like, %.... Muc dich 1a 1y cap thong tin trong dabase néu nhu lap
trinh vién van st dung viéc truy van dit lidu & dang thuan SQL.

-Cach phong thu
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T6i wu héa cac ham thyc thi, truy van vao database (SQL, Oracle.....)
bang viéc truy van théng qua cac procedure, function, qua tham sé.

Session Hiiacking.

- Cach tan cong

Vi du mét nguoi dang truy cdp mdt website voi thong tin User,
password ctua nguoi do dé thuc hién mot sd hinh thic giao dich kinh doanh
qua website, khi ngudi d6 1am xong cong viéc va ra vé. Mot tin tic nhay vao
may d6 dé st dung tiép, va cd tinh md website vira ndy ngudi dung truy cap
vao. Néu nhu 1ap trinh vién tao ra website khong clear session, cic gid tri trén
cookie khi tit trinh duyét hay set mot khoang thoi gian time out thi tin tic s&
loi dung dé l1ay céac thong tin con luu lai trén session hodc cookie dé truy cap
vao website.

- Cach phong thu

Khong dé 16 thong tin nhay cam nhu User, password trong session, gia
tri cookie trén browser. Khi sign out, hoac tat trinh duyét thi hé théng phai tu
dong clear toan bg cookie va session.

* Cross Site Scripting (XSS)

- Cach tan cong

Tin tic s& cb tinh trén nhitng doan 1énh trén clien, browser thong qua
cac file js, css... bén phia Client. Trudc khi submit hanh dong Ién server, néu
nhu 1ap trinh vién xir 1y chtce nang khong tot thi nhitng doan 1énh tin tic thém
vao s& 1a co hoi dé 1ay thong tin, pha hity mot sd chire ning phia server.

- Céach phong thu.

Véi nhitng chtrc niang dé cho phia Client c¢6 thé input data nhu textbox
thi can phai xir Iy viéc encode data trudc khi save vao database.
3.4.2. Xay dung mo hinh demo phong thu

Céach don gian nhat dé hacker hay mot anonymous (nic danh) trude khi
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mudn tdn céng mot website 13 tim ra cc 15i co ban thong qua mét sd tool.
Mot trong nhiing tool ma nac danh hay dung hién nay la chuong trinh Web
Vulnerability Scaner dé do quét 15i website. Sau day s& demo mot sé phuong
phap phong thu co ban cua website:

Lo thong tin vé san pham

Tinh Trang

-Cac website trén mang thudng bi 16 cac thong tin vé san pham dé phat
trién website nhu sofware version, tir d6 lam cho hacker d& dang tin cong
hon, giam thoi gian truy van dé truc tiép tin cong thing vao version tuong

ung cua san pham

Cich khic phuc

Thém cac doan 1énh sau vao webconfig:
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..........

<httpProtocol>

< customHeaders >

<femove name="MicrosoftSharePointTeamServices " />
<remove name="X-Cotttent-Encoded-By"/>

<remove name="X-Powered-By"/>

<add name="X-Frame-Options" value="SAMEORIGIN” />
</customHeaders>

</httpProtocol>

* Lo account khi forgot password

Tinh Trang

Céac website hau hét déu ¢ chuc ning forgot password, khi dién mot
email hop 18, hé thong thong bao rang email di hop 1¢ ngay trén giao dién.
Diéu nay vo tinh lam 10 thong tin account do co ton tai trong hé théng, va

hacker s€ gidm s0 thao tac dé tim va tan cong vao account do.
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Céch khic phuc

emaif and click 'submit’ 1 reset your password:

dinhmao.it@gmail.com

Stra lai message thong bao cho hop 1y.

Pé tao ra mot san phém ph?m mém, mdt website d3 kho thi bén canh d6
viéc bao mat, tao tinh ban quen ctia san pham ciing hét strc quan trong. Ngoai
nhitng phuong phap co ban dé tranh tin cong thi chung ta can phai update
website lién tuc theo dinh ky, can phai duoc backup server, cac dit liéu quan
trong dé tang tinh bao mat, an toan cao cho san pham, website
3.5. Két luan va huéng phat trién
3.5.1. Két qua dat duoc

Sau 15 tuan 1am ludn vin tt nghiép voi sy huéng dan tan tinh ciia thay
gido TS. H6 Vian Canh , luan vin tot nghiép ctia em da dugc hoan thanh ding
thoi han va dat dugc nhitng két qua nhu sau:

- Trinh bay tong quan vé an ninh mang trong nudc va qudc té

- Néu bat cac 16 héng bao mat clia mang may tinh va h¢ diéu hanh

- Néu rd mot s6 dinh nghia lién quan téi bao mat, web, mang.

- Néu bat mot s6 16i thong dung va cach tin cong, phong thu trong
website

- X4y dyng thanh cong chuong trinh demo vé phong thii mot s6 phuong
phap tin cong qua vvebsite

3.5.2. Hudng phat trién
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- Hiéu duogc cac phuong phéap tin cong, phong thi co ban qua mang
may tinh hay website s& lam cho cac 1ap trinh vién phéi trién cac tmg dung
v01 tinh bao mat, an toan cho san ph:flm cao hon.

-T4n c6ng, phong thu mang hién tai chi dwgc quan tim véi sé nhiéu boi
cac chuyén gia, cac trung tam bdo mat, cac doanh nghiép, chinh phu. Va vi
thé n6 rat hiru ich va hiéu qua cao khi dugc dua vao cac 16p, cac khoa hoc cua
sinh vién,

Em xin chan thanh cam on
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