Do dn tot nghiép Chirng chi sé va ieng dung trong linh viwee ngin hang

LOI CAM ON

Loi ddu tién em xin dugc bay to long biét on chan thanh téi thay gido
TS. Lé Phé D6 - giang vién truong PH Cong Nghé - PHQG Ha Noi, ngudi thay da
tryc tiép giang ddy va tan tinh gitp d&, chi bao em trong subt thoi gian qua. Cam on
théy da ludon dong vién, hudéng dan, dinh hudng va truyén thu cho em nhiing kién
thirc vo cing quy bau dé em c6 thé hoan thanh luan an t6t nghiép nay.

Em xin chan thanh cam on cac thay gido, cb gido truong PHDL Hai
Phong va dic biét 1a cac thiy co trong bd mén tin hoc, nhiing ngudi da khong
ngimg truyén dat cho chiing em nhiing kién thirc quy bau trong hoc tap tap ciing
nhu trong cudc séng xudt bén nam hoc vira qua.

Va cudi cung, hon hét em muén duoc bay t6 1ong biét on sau sic tdi
gia dinh, bd me, anh chi em cling nhu tat ca ban bé em, nhirng nguoi ludén ¢ bén
dong vién, cb vil va giup d& em trong hoc tip cling nhu trong cudc séng.

Duéi day 1a nhiing gi em di tim hiéu va nghién ctru duoc trong thoi
gian qua. Do tinh thuc té va kién thtrc con han ché, vi vay em rat mong nhan dugc
su chi bao cau cac thay co gido va sy tham gia dong gop y kién cta cac ban dé em
¢6 thé hoan thanh t6t dé tai ctia minh

Mot 1an nita em xin chan thanh cam on !
Hai Phong, ngay 30 thang 06 nam 2009

Sinh vién

Tran Thi Thanh Tam
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MO DAU
Su phat trién nhu vii bao cta khoa hoc céng nghé, dac biét la nganh
cong nghé thong tin, da tac déng dén moi mat hoat dong cua ddi séng, kinh
té-xa hoi, lam thay déi nhan thirc va phuang phap san xuat kinh doanh cla
nhiéu linh vuc, nhiéu nganh kinh t& khac nhau, trong dé co linh vuc Ngéan
hang. Nhirng khai niém vé Ngan hang dién tlr, giao dich truwc tuyén, thanh
toan trén mang,... da bat dau trd thanh xu thé phat trién va canh tranh cla

cac Ngan hang thuong mai & Viét Nam.

Phat trién cac dich vu Ngan hang dua trén nén tang cong nghé thong
tin — Ngan hang dién ti- la xu hudng tat yéu, mang tinh khach quan, trong
thoi dai hoi nhap kinh té qudc té. Lai ich dem lai cia Ngan hang dién tr |a
rat I6n cho khach hang, Ngan hang va cho nén kinh t€, nhd nhirng tién ich,

su nhanh chong, chinh xac cla cac giao dich.

Nhung bén canh d6 van dé bao mat van luén la van dé dudc .Do dé dé
tai ndy duoc nghién cliru nham gidi thiéu phuwong phap ma hoa va bao mat
phé bién nhat dang dudc thé gidi ap dung do la chirng chi s6. Bong thoi
cling néi Ién trng dung cuia né trong Ngan hang.

Két cau clia luan van: Luan van gém 3 chuong

Chuong 1: Cad sd toan hoc cua chitng chi s6
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Chuang 2: Chirng chi so.

Chuang 3: Ung dung clia chiing chi s& trong finh vuc Ngan hang.
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CHUONG 1: CO SO TOAN HQC CUA CHUNG CHI SO

1. SO HOC MODULO
1.1. S6 nguyén to
Dinh nghia:
S6 nguyén t6 1a s nguyén duong chi chia hét cho 1 va chinh no.
Tinh chit:
e Gia sir p 1a s6 nguyén t6 va pla.b thi p|a hodc p|b hodc ca hai déu chia hét cho
p.
e (Co v sb sd nguyén to.
1.2. Péng du.
Dinh nghia:
Néu a va b 13 hai s6 nguyén, khi d6 a dugc goi 1a déng du véi b theo modulo
n, duoc viét a=b(mod n) néu (a - b) chia hét cho n, va n duoc goi 1a modulus cia
dong du.
24 =9 (mod 5) vi24 -9 =3*5,
-11 =17 (mod 7) vi-11-17=-4* 7.
Tinh chét

ea=b(mod n), néu va chi néu a va b déu c6 s6 du nhu nhau khi dem chia

ching cho n.

e a= a(mod n) Tinh phan xa
e Néu a=b (mod n) thi b=a (mod n) Tinh d6i xtmg
e Néu a=b (mod n) va b=c (mod n) thi a=c (mod n) Tinh bic cau

e Néu a=a; (mmod n) va b=b; (mod n) thi a + b =a, + b; (mod n)

e Néu a=a; (mmod n) va b=b; (mod n) thi a * b =a, * b; (mod n)
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1.3 Trong tip hop Z,Va Z ,,

Ta ki hiéu{0, 1,2, ....... ,n-1}= Z,. Tap Z, c6 thé duoc coi 1a tap hop tt ca
16p tuong duong theo modulo n, trén tap Z, cac phép toan cong, trir, nhan dugc thuc

hién theo modulo n.

Vidu: Z,5 ={0,1,2,...,24}. Trong Z,s : 13+16 =4 boi vi :13+16=29=4(mod 25)
Tuong tu, 13*16 = 8 trong Zys

Z'w={peZ,|UCLN(np)=1}

Z;={01}

Z,={1]vi UCLN(1,2)=1}
1.4. Phén tir nghich ddo trong Z,,

<
i1

id

Cho acZ,. Nghich d¢4ao nhan cua a theo modulo n 12 mét sé nguyén xeZ, sao
cho a*x =1 (mod n). Néu ton tai thi d6 1a gia tri duy nhat va a goi 1a kha dao, nghich
dao cua a ky hiéu laa™.

Tinh chét

Cho a, b €Z,, a/b mod n = a.b™ mod n duge xac dinh khi va chi khi b 1a kha
nghich theo modulo n vai ae Z,, phan tir a 1a kha nghich khi va chi khi ged(a,n) =1.
Hé qua

Cho d=gcd(a,n). Khi d6 phuong trinh déng du c6 dang a.x =b mod n s& c6
nghiém x khi va chi khi b chia hét cho d.

Thuat toan: Tinh phan tir nghich dao trén Z,

INPUT: acZ,

OUTPUT: a'mod n, néu tdn tai.

Str dung thuat toan Euclide mo rong, tim x va y dé ax+ny=d, trong d6 gcd(a,n)
Néu d>1, thi a* mod n khéng ton tai, nguoc lai két qua x

1.5. Nhém nhan Z°,

Dinh nghia:
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Nhém nhan cuaa Z, ky hiéu 14 Z*, ={ acZ, | ged(a,n)=1}. Dic biét, néu n l1a
sénguyénté thi 2", ={a|1<a<n-1}.

Tap Z 1ap thanh mot nhom con d6i véi phép nhan cua Z, vi trong Z ', phép
chia theo modulo n bao gio cling thuc hién duoc.

Tinh chat 1
Cho n> 2 la s6 nguyén

(i).binh ly Euler: Néu aeZ”, thi a’™ = 1(mod n).

(i)).Néu n la tich cua cac s6 nguyén té phan biét va néu r=s (mod ¢(n)) thi
a'=a’ (mod n) v&i moi s6 nguyén a. N6i cach khac, 1am viéc véi cac sb theo modulo
nguyeén t6 p thi s6 mii c6 thé giam theo modulo ¢(n).

Tinh chat 2

Cho sb nguyeén t p
DPinh ly Fermat: Néu ged(a,p)=1 thi a®* =1 (mod p)

Néu r = s (mod p-1) thi a' =a° (mod p) véi moi sé nguyén a. N6i cach khac, 1am viéc
véi cac sé theo modulo nguyén té p thi s6 mii c¢6 thé giam theo modulo p-1.

bic biét, a® =a(mod p) vaoi moi sé nguyén a.

1.6. Thang dw bédc hai theo modulo

Dinh nghia:

Cho ae Z',, a duoc goi la thing du bac hai theo modulo n, néu ton tai mot
xeZ , sao cho x*=a mod n, va néu khong ton tai x nhu vy thi a dwoc goi & bt
thang du bac hai theo modulo n, Tap cac thang du bac hai ky hiéu la Q, va tap cac

béit thang dur bac hai ky higu 12 Q.
Tinh chét:

Cho p la nguyén t6 Ié va « 1a phan tu sinh ciia Z°), thi acZ’, 1a thang du bac

hai modulo p khi va a =a' mod p.

Thuat toan: Tinh luy thura theo modulo n trong Z,
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r 2 ~ t .
INPUT: ae Z,, s6 nguyén 0<k<n trong d6 k biéu dién dang nhi phan. k=> k2’

=
OUTPUT: a“mod n

Dit b« 1, néu k=0 thi két qua b

bat A« a.

Néu ko=1, thi dat b« a.

A W oE

Vi mdi | tir 1 dén t, thue hién nhu sau:
4.1 bat A« A?mod n.

4.2 Néu k;=1, thi b« A.b mod n

5. Kétquab

Vi du: Bang du6i ddy md ta cac bude thyuc hién dé tinh luy thira theo modulo 1234.

596
cua phép tinh5 mod 1234 = 1013.

I |0 |1 2 3 4 5 6 7 8 9
k 10 |0 1 0 1 0 1 0 0 1
A5 |25 |625 (681 |1011 369 (421 779 947 925
b {1 (1 (625 |[625 |67 67 1059 [1059 |1059 |1013

Phép toan Do phuc tap

Phép cong modulo (a+b)mod n O(In n)

Phép trir modulo (a-b)mod n O(Inn)

Phép nhan modulo (a.b)mod n O((In n)?)

Phép lay nghich dao a’mod n O((In n)?)

Phép tinh liiy thira modulo | a“mod n, k<n O((In n)®)

2. Ham bam

2.1. Gioi thiéu

Theo cac so d6 chit ky thi chit ky ciia thong diép cling c6 d6 dai bang do dai

ctia thong diép, d6 1a mot dicu bat tién. Ta mong mudn nhu trong truong hop chir
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ky viét tay, chit ky c6 d6 dai ngin va han ché cho du vin ban c6 do dai bang bao
nhiéu. Vi chit ky sé dugc ky cho timg bit cua thong diép, néu mudn chit ky co do
dai han ché trén thong diép co do dai tuy ¥ thi ta phai tim cach rat gon d6 dai thong
diép. Nhung ban thin thong diép khong thé rat ngin duoc, nén chi con cach 1a tim
cho mdi théng diép mot théng diép thu gon co d6 dai han ché va thay viéc ky trén
thong diép, ta ky trén thong dié€p thu gon.

Pé giai quyét van dé nay ta sir dung ham bam, chap nhan mot thong diép co
d6 dai tuy y 1am dau vao. Him bam s& bién d6i thong diép nay thanh mot thong
diép rat gon va sau d6 sé dung lugce dd ky dé ky 1én théng diép rat gon do.

2.2. Dinh nghia

Ham Hash 1a ham tinh todn c6 hi€u qua khi anh xa cac dong nhi phan c6 do

dai tiy y thanh nhitng dong nhi phan c6 do dai ¢b dinh nao do.
- Ham Hash yéu: ham Hash goi 1& yéu néu cho mét thong béo x thi vé mit
tinh todn khong tim ra dugc thong bao x’ khac x sao cho:
h(x’) = h(x)
- Ham Hash manh: ham Hash dugc goi l1a manh néu vé mat tinh todn khong
tim ra dugc hai thong bao x va x’ sao cho:
x1 # x2 va h(x1) = h(x2)

Noi cach khac, tim hai van ban khac nhau c¢6 cung mét dai dién 1a cuc ky kho

Ham Hash phai 12 ham mot phia, nghia 1a cho x tinh z = h(x) thi d&, nhung
nguoc lai, biét z tinh x 1a cong viéc cuc kho.

Ham Hash yéu 1am cho chir ky tré 1én tin cdy gidng nhu viéc ky trén toan
thong bao.

Ham Hash manh c6 tac dung chéng lai ké gia mao tao ra hai ban thong bao
c6 ndi dung khac nhau, sau d6 thu nhan chir ky hop phap cho mot ban thong bao dé
dugc xac nhan réi lay né gia mao lam chir ky cila thong bao thir 2 hay néi cach khac

tim 2 van ban khac nhau c6 cung mdt dai dién 1a cyc ky kho.
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Mot ham bam tot phai thoa man cac diéu ki¢n sau:

e Tinh toan nhanh.

e Céc khoa duoc phan bd déu trong bang.

e [t xay ra dung do.

e Xu Iy dugc cac loai khoa co kiéu dit liéu khac nhau.

2.3 Ung dung

Céac ham bam duogc tng dung trong nhiéu linh vuc, ching thudng duoc thiét
ké phu hop véi timg tng dung. Vi du, cac ham bam mat ma hoc gia thiét sy ton tai
ciia mot ddi phuong - ngudi ¢ thé ¢ tinh tim cac dir lidu vao voi ciing mot gia tri
bam. Mot ham bam tot 13 mot phép bién doi "mot chiéu", nghia 1a khong c6 mot
phuong phép thuc tién dé tinh toan duoc dit liéu vao nao d6 twong Gng véi gia tri
bam mong mudn, khi d6 viéc gid mao s¢ rat kho khan. Mot ham mot chiéu mat ma
hoc dién hinh khong c6 tinh chat ham don 4nh va tao nén mot ham bam higu qua;
mot ham trapdoor mat ma hoc dién hinh 13 ham don anh va tao nén mot ham ngiu
nhién hi¢u qua.

Béang bdm, mot ung dung quan trong cia cic ham bam, cho phép tra ctru
nhanh mot ban ghi dir liéu néu cho trude khoa cta ban ghi d6 (Luu ¥: cac khoa nay
thuong khong bi mat nhu trong mat ma hoc, nhung ca hai déu duoc dung dé "mé
khoa" hodc dé truy nhap thong tin.) Vi du, cac khoa trong mot tir dién dién tir Anh-
Anh c6 thé 1a cac tir tiéng Anh, cic ban ghi twong tmg véi chung chira cac dinh
nghia. Trong truong hop nay, ham bam phai anh xa cac xau chit cai tdi cac chi muc
cua mang ndi bd cia bang bam.

Cac ham bam danh cho viéc phat hién va sira 16i tdp trung phan biét cac
trudng hop ma dir lidu da bi 1am nhiéu boi cac qua trinh ngau nhién. Khi cac ham
bam dugc dung cho cac gia tri tong kiém, gid tri bam tuwong dbi nho c6 thé duoc
dung dé kiém chtng rang mat file dit liéu c6 kich thudc tiy ¥ chua bi sira d6i. Him
bam duoc dung dé phat hién 13i truyén dir liéu. Tai noi gtri, ham bam dugc tinh cho

dir liéu duoc giri, gia tri bam nay dugc giri cung dit liéu. Tai ddu nhan, ham bam lai
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duoc tinh 1an nira, néu cac gia tri bam khong trung nhau thi 161 da xay ra ¢ dau do

trong qué trinh truyén. Viéc nay duoc goi 1a kiém tra du (redundancy check).

Céac ham bam con dugc ting dung trong viéc nhan dang am thanh, chéng han
nhu xac dinh xem mot file MP3 c6 khdp véi mot file trong danh sach mét loai cac

file khac hay khéng.

Thuét toan tim kiém x4u Rabin-Karp 12 mot thuat toan tim kiém xau ki tu
tuong ddi nhanh, voi thoi gian chay trung binh O(n). Thuét toan ndy dya trén viéc

st dung bam dé so sanh xau.
2.4. Gidi thigu mot sé ham bim.
2.4.1. Cac ham Hash don gidn:

Tat ca cac ham Hash déu dugc thuc hién theo quy tic chung la: Pau vao
dugc biéu dién dudi dang mot day cac khdi n bit, cac khdi n bit nay duoc xu 1y theo

cung mot kiéu va 1ap di 1ap lai d€ cudi cung cho dau ra cé sé bit co dinh.

Ham Hash don gian nhat 1 thuc hién phép toan XOR tirng bit mot cua mdi

khdi. N6 duoc biéu dién nhu sau:
Ci=Dby @ by® ... Dby
Trong do :
C; : 1a bit thir i cia ma Hash, i = 1n
m : 12 sb cac khéi dau vao
bji : 1a bit thir i trong khoi thit j
@ : 1a phép cong modulo 2

So d6 ham Hash st dung phép XOR.

Khé)l 1: b11 b12 b]_n
Khé)l 2. b21 b22 s b2n
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Khél m: bml bmg ... bmn
Ma Hash: | C; C, Ch

C; 1a bit kiém tra tinh chén 1& cho vi trf thir i khi ta chia tép dir li€u thanh ting
khdi, mdi khéi con vi tri. N6 ¢6 tac dung nhu sy kiém tra téng thé tinh toan ven cua
dir lidu.

Khi mi hoa mot thong bao dai thi ta sir dung mode CBC (The Cipher Block
Chaining), thuc hién nhu sau:
Gia st thong bao X duogc chia thanh cac khoi 64 bit lién tiép
X= X1X2 . Xn
Khi d6 ma Hash C s¢ la:
C= XNH = X]_(‘D X2 ®...D Xn

Sau d6 ma hoa toan bo thong bao ndi véi ma Hash theo mode CBC san sinh ra ban

~

ma.
Y.Ys .. Y
2.4.2. Ky thudt khéi xich

Nguoi ta dau tién dé xuét k§ thuat mat ma xich chudi nhung khong c6 khoa bi

mat la Rabin.
K¥ thuat nay dugc thyc hi¢n nhu sau :

Chia thong bao M thanh cac khéi c6 ¢ ¢b dinh 1a My, My, ..., My, sit dung hé
ma thuén tién nhu DES dé tinh ma Hash nhu sau :
Hy = gia tri ban dau
Hi= Emi(Hi1), i = LN
G = Hy

2.5. Cac ham Hash mo rong:
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O trén, ta dé cap dén ham Hash c6 nhiéu ddu vao hitu han. Tiép theo ta s& dé
cap to1 loai ham Hash manh véi dau vao vo han thu duge do mé rong mot ham
Hash manh c6 dau vao do dai hitu han. Ham nay s& cho phép ky cac thong bao c6
do dai tuy y.

Gia str h: (Z,)™ — (Z,)' 1a mot ham Hash manh, trong 6 m >t + 1 ta s& xay
dung mot ham Hash manh :

h': X - (Z,)', trong d6 X = U(Z, )’

* Xét truong hopm >t + 2

Gia st x € X, vay thi ton tain dé x €(Z,)", n>m.

Ky hi¢u : [x| 1a d§ dai cua x tinh theo bit. Khi d9, |x| =n.

Ky hiéu : x || y 1a ddy bit thu dugc do ndi x véi y.

Gia st [x| =n > m. Ta c6 thé biéu dién x nhu sau:

x=xg |Ixa |l 1%

Trong d6 |x,| = |x,| =...= || =m—-t—-1va x| =m-t-1-d,0<d<m-t
-2

= |x]=1lvam-t-1>1k>2.

Khid(’):kz[ n }+1
m-t-1

Thuét toan xay dung h thanh h* dugc mo ta nhu sau :
1. Choi=1tdik-1gany;=x;;
2. Vi =X || 0% (0% 12 ddy c6 d s6 0. Khi d6 yy dai m-t-1)
3. Vi1 12 biéu dién nhi phan cua d (|| = m-t-1)
4. g1 =h(0" ] y1) (|g,| =t, 0" || y; dai m)

5. Cho i=1 tdi k thyc hién
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Oier = N(Gi 11/ yie1)
a. h*(X) = Qi1
Ky higu y(x) =y1 [| Y2 |- || yiea
Ta thay rang y(x) # y(x’) néu x # x’
* Xét truong hop m=t+1
Ciing nhu trén, ta gid st [x| =n >m
Ta xac dinh f nhu sau:
f(0) =0;
f(1) = 01;
Thuat toan xay dung h* khi m=t+1 nhu sau :
1. Choy=y.Y2, ..., yk =11 || f(Xy) || f(X2) ... f(Xn) (X1 1a mot bit)
2. g=h(0'lly) (lyf]=m-1t)
3. Cho i=1 tdi k -1 thyc hién
gur=h(gllyim)  (ly[=m-t-1)
4. h*(X) = g
Ngoai ra con c6 mot sé ham Hash khac nhu ham Hash MD4 va ham Hash MD5.
3.H¢ mat ma
3.1 Gidi thigu vé hé mat mi

Mat ma da duoc su dung tur rat sém, khi con nguoi biét trao do6i thong tin cho
nhau va trai qua bao nhiéu nim n6 da dugc phat trién tir nhimg hinh thirc so khai
cho dén hién dai va tinh vi. M4t ma dugc sir dung trong rat nhiéu linh vuc cua con
ngudi va cac qudc gia, dic biét trong cac linh vuc quéan su, chinh tri, ngoai giao va

thuong mai. Muc dich ciia mat ma 1a tao ra kha nang trao doi thong tin trén mot
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kénh thong tin chung cho nhitng d6i twong cung tham gia trao ddi thoéng tin va

khong mudn mot déi tugng thir ba khac biét duoc nhitng thong tin ma ho trao doi.

Khi mot d6i tuong A mubn giri mot thong diép cho nhitng ngudi nhan, A s&
phai m3 hoa thong diép va guri di, nhitng ngudi nhan dugc théng diép ma hoa mudn
biét dugc ndi dung thi phai giai ma thong diép ma hoa. Cac dbi twong trao d6i thong
tin cho nhau phai thoa thuin voi nhau vé cach thirc mi héa va giai ma, quan trong
hon 1a khoa mat ma di sir dung trong qué trinh ma hoa va giai mi, né phai tuyét dbi
duogc gilr bi mat. Mot dbi tuong thr ba mac du co biét duge nhung s€ khong biét

duoc ndi dung thong di€p da ma hoa.
C6 hai phuwong phap ma hoa dir lidu 14 Ma héa khoa d6i xtmg va M3 hoa
khéa cbng khai.
3.2. So do hé thong mat ma
Hé mat la mot bo nam (P, C, K, E, D) trong do:
+ P 1a mdt tap hiru han cac ban ro.
+ C 1a mdt tap hiru han cac ban ma.
+ K 1a mot tap hitu han cac khoa.
+ Vi moi k € K, ¢c6 mot ham 1ap ma e € E
e: P—-C
va mdt ham giai ma dk eD
dk: C — P sao cho dk(ek(x)) =X vOi moi x € P

3.3. Mt ma khéa doi xirng

Phuong phép ma héa ddi xing (symmetric cryptography) con duoc goi 1a ma
hoéa khoa bi mat (secret key cryptography). V&i phuong phap nay, nguoi gui va
ngudi nhan s& dung chung mot khoa dé ma hoa va giai ma thong diép. Trudce khi ma

hoa thong diép giri di, hai bén giri va nhan phai c6 khoa chung va phai thong nhat
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thuat toan dung dé mi hoa va giai mi. C6 nhiéu thuét toan tng dung cho ma héa
khoa bi mat DES - Data Encrytion Standard, 3DES - triple-strength DES, RC2 -

Rons Cipher 2 va RC4, v.v... va so khai nhét 13 cac hé méat ma cd dién.

Nhuoc diém chinh cua phwong phap nay 1a khéa duoc truyén trén kénh an
toan nén chi phi ton kém va khong kip thoi. Uu diém 1a tbc d6 ma héa va giai ma
rat nhanh.

Va bay gio chung ta di tim hiéu qua mot s6 hé ma o dién:
3.3.1. Ma dich chuyén:
Pinh nghia: Mi dich chuyén: (P, C, K, E, D)

P=C=K= Zze véi k € K, dinh nghia ek(x) = (x + k) mod 26 dk(y) = (y — k) mod 26
(xyeZ)

Vi du: DUng khoé k = 9 dé ma hoa dong thu: “toinaydichoi” dong thu d6 tuong tng

vo1 dong so

19 |14 8 12 0 24 3 8 2 7 14 8

qua phép mé& hoa e s€ dugc:

ban ma s€ la:
“gnwcexreqdkjh”

Nhéan dugc ban ma do, dung d9 dé nhan dugc ban 6.
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Céch day 2000 nim ma dich chuyén di duoc Julius Ceasar sir dung, v6i khod

k=3 ma dich chuyén duoc goi 1a mi Ceasar.

Tap khoa phu thudc vao Zm véi m 1a sb khod co thé.

Trong tiéng Anh tip khod chi c6 26 khoa c6 thé, viéc tham mi c6 thé duoc
thuc hién b?mg cach duyét tuan tu 26 khoa do, vi vay d0 an toan cua ma dich

chuyén rét thap.
3.3.2. Mi thay thé:
Pinh nghia M3 thay thé: (P, C, K, E, D)

P=C= Zze’ K=S (226) V&i mbi 7 e K, tirc 1a mot hoan vi trén Zze’ ta xac dinh
e (X) =m(X)
-1
du(y) =7 (Y)
. -1 .
VOl X,V € Zze’ n la nghich dao cua i

Vi du: m dugc cho boi (¢ ddy ta viét chit cai thay cho cac con sb thudc ZZG):

la |b|c|d|e|F|g|nli|j k|l |m]n
(x [nfylalnlplofeglzTlqglwlb|r|s
a|;::l|ﬁ|r|s tlu|v|wlx|v]|z]
Flilrlelv]mlulelkl]sdfi]
ban ro:
“toinaydichoi”

s€ dugc ma hod thanh ban ma (v6i khoa m):

“mfzsxdazygfz”

N 1
D¢ xac dinh dugc 1 , va do do tir ban ma ta tim dwogc ban ro.
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M3 thay thé c6 tip hop khoa kha 16n - bang sd cac hoan vi trén bang chit cai,

4 . \ 26 . A A \ A ’ ’ - A
tirc sO cac hoan vi trén Zze’ hay la 26! > 4.10 . Viéc duyét toan bo cac hoan vi d¢

tham ma 1a rat kho, ngay ca d6i v6i may tinh. Tuy nhién, bang phuong phép thong

ké, ta c6 thé d& dang tham dugc cac ban ma loai ndy, va do d6 mi thay thé ciing

khong thé dugc xem 14 an toan.
3.3.3. Ma Anffine:
Pinh nghia M& Anffine: (P, C, K, E, D)
P:C:ZZG, K={(a, b)eZ%x ZZG: (@, 26)=1}%
véi mbi k = (a, b) € K ta dinh nghia:
eéx):ax+k)mod26
-1
dk(y) =a (y—b) mod 26
trong dO X, y € Zze

Vi du: Lay k = (5, 6).

Ban ro:
“toinaydichoi”

t 0 I n A y d I c h 0 i

x |19 |14 |8 13 |0 14 |3 8 2 7 14 |8
y=5x + 6 mod 26

y 23 |24 |20 |19 |6 24 |21 |20 |16 |15 |24 |20
X y u t G y v u q p y u
Ban ma:
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“xyutgyvugpyu”
Thuat todn gidi ma trong truong hop nay co dang:
dk(y) =21(y — 6) mod 26
Véi mad Apphin, sb cac khoa c6 thé c6 bang (sd cac s6 < 26 va nguyén td voi 26) x
26, tirc 1a 12 x 26 = 312. Viéc thir tat ca cac khoa dé tham ma trong trudng hop nay
tuy kha mat thi gio néu tinh bang tay, nhung khong kho khin gi néu dung may tinh.

Do vay, ma Apphin cling khong phai 1a ma an toan.
3.3.4. Ma Vigenere:
Pinh nghia M& Vigenere: (P, C, K, E, D)
Cho m 1a s nguyén duong.
P=C=K=2Zy"
v&i mdi khod k = (k,, kz,. .k ) eK co:
ek(xl, X e xm) = (x1+ kl, X+ kz,..., X + km)
dk(yl, Y, ym) = (yl— kl, y,~ kz,..., y - km)
cac phép cong phép trir déu 1y theo modulo 26
Vi du: Gia st m = 6 va khoa k 1a tir CIPHER - tic k=(2, 8, 15, 7, 4, 17).
Ban ro:

“toinaydichoi”

t 0 I n A y d i C h 0 i
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Ban ma
“vwxuepfqrosz”

Twr bdn ma do, dung phép giai ma dk tuong ung, ta lai thu duoc ban ro.
Chu y: M3 Vigenere v6i m = 1 sé& tré thanh ma Dich chuyén.

. m .

Tap hop cac khoa trong ma Vigenere méi m > 1 c6 tat ca la 26 khoa co6 thé

c6. V&i m = 6, sb khoa d6 1a 308.915.776, duyét toan bd ching 4y khod dé tham ma
bang tinh tay thi kho, nhung v6i may tinh thi van 1a diéu dé dang.

3.3.5. Ma Hill:
Pinh nghia Ma Hill: (P, C, K, E, D)
Cho m 1a s6 nguyén duong.
P=C=2Zy"
K= {keZy™™": (det(k), 26) =1}
v6i mdi k € K dinh nghia:

ek(xl, X e xm) = (xl, Xopeos xm).k

-1
AV, Y,y )= Y,y )K

118
Vidy: Liym =2, vak = 3 7

Vi bo 2 ky tu (Xl’ x2), taco mdla (yl, y2) = (xl, x2). k duoc tinh bdi

y,= 11.x1 + 3.x2
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y,= 8.x1 + 7.x2
Gia st ta c6 ban rd: “tudo”, tach thanh ting bd 2 ky tu, va viét dudi dang sb ta
duoc
1920 | 03 14, lap ban mi theo quy tic trén, ta dugc ban ma dudi dang s6 1a: 09 06 |
23 18, va dudi dang chir 1a “fgxs”.
Chuy:
Pé don gian cho viéc tinh toan, thong thudng chon ma tran vudng 2x2. Khi d6 c6

thé tinh ma tran nghich dao theo cach sau :

Gia st ta co
I !
a b
k =|
¢ d)
Ta c6 ma tran nghich dao
o (a bY
—— | |
c d)
Va duoc tinh nhu sau
[ d -b )
fa bY _lad—bc ad-bc |
e d) | —c a |

\ad —bc ad—bc)
Mot chi ¥ 14 dé phép chia ludn thuc hién dugc trén tip Z,, thi nhat thiét dinh

thire cta k : det(k) = (ad — bc) phai c6 phan tir nghich déo trén Zze’ nghia la (ad —

bc) phai 1a mét trong cac gia tri : 1,3,5,7,9, 11, 15,17, 19, 21, 23, hoac 25. bay

cling 1a diéu ki¢n d€ ma tran k ton tai ma tran nghich dao.

-1 .
Khi d6: k .k =11a ma tran don vi (duong chéo chinh bang 1)
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_ | d b
"fff b"‘ "'f? b\ _lad-bc ad-be ‘f? b\":ff ‘9\"
¢ d)l\c d | -c a (¢ d} \0 I,
\ad —bc ad—be)
118
Dinh thirc cua
3 7
La11*7 —8*3=1=1mod 26
Khi d6
(11 8y (7 =8y (7 18 _
‘ = ‘ = ‘ mod 26

3.3.6. Md hodn vi:
Pinh nghia Ma hoan vi: (P, C, K, E, D)
Cho m 14 s6 nguyén duong.
P:C:Z%,K:Srn
Vé’imSikzneSm,taCé
ex(X1, X2, . Xm) = (Xaynp Xg2ps ---» X pm))

VL V2 Vm) = (Vo Vo s Vo)

A R e | o m )

1
trong d6 w 1a hoan vi nghich ddo cua n

Vi du: Gid st m = 6, va khoda k dugc cho bdi phép hodn vi nt

|1|234|5|6|

EEEERE

-1
Khi d6 phép hoan vi nghich dao = la:
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I I I
EEEREEE

Ban ro:

vt |1 2 3 4 S) 6 1 2 3 4 5 6

vt |3 5 1 6 4 2 3 5 1 6 4 2

Ban ma:
“iatynocodihi”
Dung hoan vi nghich dao, tir ban mat ma ta lai thu dugc ban r0.
Ma hodan vi 1a mot truong hop riéng cua ma Hill. Thyc vay, cho phép hoan vi n

cua {1, 2,..., m}, tacod thé x4c dinh ma tran K :(kij), voi
T

[1 neu i=x()
':Cli' = :': - .
* |0 neunguoc lai

Thi dé thay rang ma Hill v6i khoa K tring véi ma hoan vi v6i khoa 7.
T

Vi m cho trude, s cac khoa c6 thé cd ciia ma hoan vi 1a m!
D& nhan thiy véi m = 26 ta ¢6 s6 khoa 26! (ma Thay thé).

3.4. Ma khoa cong khai:
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Phuong phap ma hoa khoa cong khai (public key cryptography) con dugc goi
12 ma hoa bat d6i xting (asymmetric cryptography) da giai quyét duoc van dé cua
phuong phap mi hoa khoa bi mat (doi xitng) 1a st dung hai khéa: khoa bi mat
(private key) va (public key). Khoa bi mat dugc gilr kin, trong khi do dugc gtri cong
khai boi vi tinh chat khé tinh duoc khoa bi mat tir khoa cong khai. Khoa cong khai
va khoa bi mat ¢6 vai tro trai ngugc nhau, mot khoa dung dé ma hoa va khoa kia s&
dung dé giai ma.

Hi¢én nay cadc hé mat ma khéa cong khai déu dua trén hai bai toan “kho” la

bai toan logarith roi rac trén trudng hitu han va bai toan tim ude sé nguyén to.
Phuong phap cho phép trao d6i khoa mot cach dé dang va tién loi. Nhung tdc
d6 ma hoa kha cham hon réat nhiéu so v6i phuong phap ma héa khoa dbi xtng rat
nhiéu, Tuy nhién, hé mat ma khoa cong khai c6 mot uu diém ndi bat 1a cho phép tao
chit ky dién tu.
% Mot s6 hé mat ma khoa cong khai

3.4.1 H¢ mdt ma RSA

Trong mat ma hoc, RSA 1a mot thuat toan mat ma héa khoa cong khai. Day
1a thuat toan dau tién phu hop vé6i viée tao ra chit ky dién tir ddng thoi v6i viec ma
héa. N6 danh dau mot sy tién bd vuot bic cta linh vuc mat méa hoc trong viéc su
dung khoa cong cong. RSA dang duoc st dung phd bién trong thuong mai dién tir
va dugc cho 1a dam bao an toan véi diéu kién do dai khoa du 1on. Thuat toan duoc
Ron Rivest, Adi Shamir va Len Adleman md ta lan dau tién vao nim 1977 tai Hoc
vién Cong nghé Massachusetts (MIT). Tén cua thuat toan ldy tir 3 chit cai du cia
tén 3 tac gia. Trudc do, vao nam 1973, Clifford Cocks, mot nha toan hoc ngudi Anh
lam vi¢c tai GCHQ, da mo td mdt thuat toan twong ty. V&1 kha ndng tinh toan tai
thoi diém d6 thi thuat toan nay khong kha thi va chua bao gido dugc thuc nghiém.
Tuy nhién, phat minh nay chi dugc céng bd vao nim 1997 vi duge xép vao loai
tuyét mat. Thuat toan RSA duoc MIT diang ky bang sang ché tai Hoa Ky vao nam
1983 (S6 ding ky 4.405.829). Bang sang ché nay hét han vao ngay 21 thang 9 nim

2000. Tuy nhién, do thuat toadn da dugc cong bd trude khi ¢o dang ky bao ho nén su
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bao hd hau nhu khong cé gia tri bén ngoai Hoa Ky. Ngoai ra, néu nhu cong trinh
cta Clifford Cocks di duoc cong bd trude d6 thi bang sang ché RSA di khong thé
duoc dang ky.

H¢ mat ma khoa cong khai RSA duogc dua ra nam 1977, 1a cong trinh nghién
curu cua ba déng tac gia Ronald Linn Revest, Adi Shamir, Leonard Aldeman. H¢
mat mi duoc xay dung dua trén tinh kho giai cua bai toan phén tich thira sé nguyén

t6 hay con goi 1a bai toan RSA

Dinh nghia: Bai toan RSA

Cho mdt s6 nguyén duong n 13 tich ctia hai s6 nguyén t 1& p va q. Mot sd
nguyén duong b sao cho ged(b, (p-1) *(g-1)) =1 va mot s6 nguyén c. Bai toan dit ra

1a phai tim s6 nguyén x sao cho x” =c(mod n)

Thuat toan: Sinh khoa cho mé khoda cong khai RSA

Sinh hai s6 nguyén t6 16n p va q co gié tri xap xi nhau.

Tinh n=p*q, va ¢ (n) = (p-1) (g-1), sao cho gcd(b, ¢ (n)) =1

Chon mdt s6 ngu nhién b, 1 <b < @(n), sao cho ged(b, ¢(n)) = 1

St dung thuat toan Euclide dé tinh s6 a, 1<a<¢ (n), sao cho a*b =1(mod ¢ (n))
Khda cong khai 1a (n, b). Khoa bi mat la a

Thuat toan: Ma héa RSA

(1). Lapma:
a. LAy khoa cong khai (n, b) theo thut toan trén
b. Chon mot ban ro x, trong khoang [1, n-1]
c. Tinh: y=x"mod n
d. Nhén dugc ban ma 'y
(i1). Gidima:
Str dung khoa bi mat a dé giai ma : x = y*mod n
Vidu
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Sau day 1a mot vi du v6i nhitng sb cu thé. O day ching ta sit dung nhitng sb
nho dé tién tinh toan con trong thyc té phai dung céac s c6 gia trji da 16n.

Léy:
p=61: S6 nguyén t6 thir nhat ( gid bi mat sau hodc huy sau khi tao khod)
q=53: Sb nguyén té tha hai ( giir bi mat sau hoac huy sau khi tao khod)
n=pq=3233: Médun ( cng bd cong khai)
b=17: S6 mii cong khai
a=2753: S6 mii bi mat
Khoa cong khai la cap (b, n). Khoa bi mat la a. Him ma héa la:
y =x" mod n = y*’ mod 3233
v6i X 1a van ban rd. Ham giai ma la:
x = y* mod n = y*”** mod 3233
vo1 Y la van ban ma.
Dé mi hoa van ban ¢6 gia tri 123, ta thuc hién phép tinh:
y= 123" mod 3233 = 855
bé gidi ma van ban co6 gia tri 855, ta thuc hién phép tinh:
X = 855°">* mod 3233 = 123

Ca hai phép tinh trén déu c6 thé dugc thuc hién hiéu qua nho giai thuat binh phuong

va nhan.
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Hé ma khoa cong khai RSA dwoc goi 1a an toan néu ta chon s nguyén t4 p,
q du 16n dé viéc phan tich phan khéa cong khai n thanh tich 2 thira s nguyén t6 1a

kho c6 thé thuc hién trong thoi gian thye.

Tuy nhién viéc sinh mdt s6 nguyén t6 dugc coi la 16n lai 1a viéc rat kho, van
de nay thuong dugce giai quyét bang cach sinh ra cac s6 16n (khoang 100 chit s6) sau

dé tim céach ki€m tra tinh nguyén t6 cua no.

Mot van dé dat ra 1a phai kiém tra bao nhiéu sé nguyén t6 ngau nhién (véi
kich thuéc xac dinh) cho t6i khi tim duge mot sé nguyén t6. Mot két qua ndi tiéng
trong 1y thuyét s6 (Pinh 1y s nguyén td) phat biéu rang: “Sé cic sd nguyén td
khong 16n hon N xép xi bangN/InN”. Vay néu P 1a mot sé nguyén t6 ngau nhién thi
sdc xuat dé P 1a s6 nguyén t6 13 1/InP. Néi chung van dé ¢ 15i ciia hé ma RSA d6 1a
viéc chon duogc s6 nguyén t6 p, q di 16n dé dam bao an toan cho ban mi. Nhu da
biét néu ké tham ma ma biét dugc s6 nguyén té q, p thi dé dang tinh duoc khoa bi

mat (a) tir khoa cong khai
(b, n) do d6 ban ma s€ bi 10.
4. Hé mat ma Elgamma

H¢ mat ma khoa cong khai ElGamal dugc dua ra nam 1978. H¢ mat ma nay
dugc xay dung dua trén tinh kho giai cia Bai toan logarit rdi rac phan tir sinh o cta

tap Z*. Bai toan dat ra: tim mdt sb nguyén x, 0<X< p-2, sao cho « ™ = # mod p.

Thuit toan: Sinh khoa cho ma hda cong khai Elgamal

1. Sinh ngiu nhién mot s6 nguyén té 16n p va o 1 phan tir sinh cia Z*,
2. Chon ngau nhién mot s6 nguyén a, 1 <a < p—2, tinh a® mod p
3. Khoa cong khai la (p, a, o). Khoa bi mat (a)

Thuat toan Ma hoa ElGamal

(1). Lap ma:
a. Lay khoa cong khai (p, a, o) theo thuat toan trén
b. Chon mét ban ma x, trong khoang [0, p—1]

c. Chon ngau nhién mot sé nguyén k, 1 <k <p-2
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d. Tinhy=a“modpva &=x.(a*)k mod p
€. Nhan dugc ban ma 1a (y, d)
(ii). Gidi mé:

P12 mod p

a. Su dung khoa bi mat (a) va tinh y
b. Liy banrd: x =y"'? .8 mod p

Thuét toan ElGamal 14y duge ban rd vi: (v%).8 = (o®).x.(0™) = x (mod p).

Sinh khoa: Déi twgng A chon mét sb nguyén p = 2357 va mot phan tir sinh o = 2

cua tap Z*y357. A chon mdt khda bi mata = 1751

Vatinh: o® mod p = 2'°'mod 2357 = 1185.

Khoa cong khai ciia A (p=2357; a=2; 0°=1185).

Lap ma: Ma hoa ban rd x = 2035, B chon mot sb nguyén k = 1520 va tinh:

v =21520 mod 2357 = 1430.

va

0 =2035.11851520 mod 2357 = 697.

B gui y=1430 va 6 =697 cho A.

Giai ma: Dé giai mi A tinh:

yP~I™ = 1430605 mod 2357 = 872.

va lay lai duoc ban 13 khi tinh

X = 872.697 mod 2357 = 2035.
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CHUONG 2: CHUNG CHI SO

Ngay nay viéc giao tiép qua mang Internet d tr& thanh mot nhu cau cép
thiét. Cac thong tin truyén trén mang déu rat quan trong, nhu ma s tai khoan, thong
tin mat ... Tuy nhién v&i cac tha doan tinh vi, nguy co bi dn cap thong tin qua mang
cling ngdy cang gia ting. Hién nay, giao tiép qua mang Internet chi yéu sir dung
giao thuc TCP/IP. Pay la giao thirc cho phép céac thong tin dugc gui tr may tinh nay
té1 may tinh khac thong qua mdt loat cdc may trung gian hodc cac mang riéng biét.
Chinh diéu nay da tao co hoi cho nhitng “ké trom” cong nghé cao co thé thuc hién
cac hanh vi phi phap. Cac thong tin truyén trén mang déu cé thé bi nghe trom, gia
mao, mao danh... Cac bién phap bao mat hién nay, chéng han nhu dung mat khau,
déu khong dugc dam bao vi co thé bi nghe trom hodc do ra nhanh chong. Do vay,
dé bao mat, cac thong tin truyén trén Internet ngay nay déu c6 xu hudng duoc ma
hoa. Trudc khi truyén di, nguoi giri ma hoa thong tin, trong qua trinh truyén, du cd
“chan” duoc cac thong tin nay, ké trdm cling khong thé doc duoc vi thong tin da bi
mi hoa. Khi t6i dich, nguoi nhin s& s dung mot céng cu dic biét dé giai ma.
Phuong phap ma hoa va bao mat phd bién nhat dang duogc thé gidi ap dung 1a
chikng chi sé (Digital Certificate). Dudi day 1a mot sé khai niém co ban vé chimg

chi sb.
2.1. Khdi nigm

Chtng chi s6 1a mot tép tin dién tr dung dé xac minh danh tinh mot ca nhan,
mot may cha, mot cong ty... trén Internet. N6 giong nhu mot bang lai xe, ho chiéu,
chtrng minh thu hay nhiing gidy t& xac minh c4 nhan. Dé c6 dugc ching minh thu,
ban phai dugc co quan Cong an so tai cip. Chimg chi sb ciing vay, phai do mét to
chirc dirng ra chirng nhan nhirng thong tin ctia ban la chinh xac, dugc goi 1a Nha
cung cdp chirng thuwe sé (Certificate Authority, viét tit la CA). CA phai dam bao vé

do tin cdy, chiu trach nhi¢m vé do chinh xac cua ching chi $6 ma minh cép.
Mot ching chi s6 ¢6 3 thanh phan chinh:

1. Thong tin ca nhan cua ngudi duge cap.
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2. Khoa cong khai (Public key) ciia ngudi dugc cip.
3. Chit ky s cia co so cp ching chi.
¢ Théng tin cd nhén ciia ngwoi dwoc cdp

Day la cac thong tin cua dbi tuong dugc cip ching chi sé gdm tén, qudc tich,
dia chi, dién thoai, email, tén t6 chirc ... Phan nay giéng nhu thong tin trén chung

minh thu ctia mdi nguoi.
¢ Khoa cong khai

Trong khai niém mat ma, khoa cong khai 1a mot gia tri dugc nha cung cép
chtirng thuc dua ra nhu mot khoa ma hoa, két hop cung vdi mot khoa ca nhan duy
nhat dugc tao ra tir khoa cong khai dé tao thanh cap khoa bat d6i xing. Nguyén 1y
hoat dong cta khoa cong khai trong chimg chie s6 13 hai bén giao dich phai biét
khoa cong khai ctia nhau. Bén A mudn gtri cho bén B thi phai dung khoa cong khai
ctia bén B dé mi hoa thong tin. Bén B s& dung khod c4 nhan ciia minh dé md thong
tin d6 ra. Tinh bat d6i xtng trong ma hod thé hién ¢ chd khoa ca nhan c6 thé giai
mi dir liéu dugc mi hoa bang khoa cong khai (trong ciing mot cip khoa duy nhét
ma mot ca nhan s& hiru) nhung khoa cong khai khong c6 kha nang giai ma lai thong
tin, ké ca nhitng thong tin do chinh khoa cong khai d6 ma hod. Pay la dic tinh cin
thiét vi c6 thé c6 nhiéu c4 nhan B, C, D... cung thuc hién giao dich va c6 khoa cong
khai ctia A, nhung C, D... khong thé giai ma duogc cac thong tin ma B giri cho A du
cho da chan bat dugc cac goi thong tin giri di trén mang. Mot cach hiéu nom na, néu
ching chi s6 1a mot chirg minh thu nhan dén, thi khoa cong khai dong vai tro nhu
danh tinh ctia ban trén gidy chimg minh thu (gém tén, dia chi, anh...) con khoa cé
nhan 14 dic diém nhan dang va diu van tay cua ban.
¢ Chit ky ciia CA cdp chirng chi.

Con goi 1a chig chi gdc. Pay chinh 13 x4c nhan ciia CA, bao dam tinh chinh
xac va hop 1& cua chimg chi. Mudn kiém tra mot chtng chi sd, trudc tién phai kiém
tra chir ky so cia CA c6 hop 1é hay khong. Trén ching minh thu, ddy chinh 1a con

dAu x4c nhan cua Cong an Tinh hodc Thanh phé ma ban truc thudc.VE nguyén tac,
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khi kiém tra chimg minh thw, dtng ra dau tién phai xem con diu nay, dé biét chimg

minh thu c6 bi lam gia hay khong.
¢ Céu triic ciia chikng chi sé

Cau tric cia mot ching chi s6 bao gom:

ISSuer: Tén cua CA tao ra chirng chi

Period of validity: ngay hét han ctia ching chi sé.

Subject: bao gdm nhitng thong tin vé thyuc thé dugc chimg nhan.

Public key: Khoa cong khai dugc ching nhén.

Signature: do private key cua CA tao ra va dam bao gia tri ciia chirng nhén.

2.2. Phén logi chitng chi so

Chung chi s6 khong mang tinh da ning, ciing tvong tu nhu viéc mot ngudi cé
bang lai xe may, khong dong nghia voi viéc anh ta co thé 1ai duoc xe 6 t6. Mdi
ching chi s6 chi c6 tac dung trong mot pham vi xac dinh. Dya vao muc dich st

dung nguoi ta chia chirng chi s6 ra lam cac loai sau:

¢ C4 nhan: Sir dung bai mot ngudi cu thé. Chung chi loai nay duoc sir dung
chu yéu cho muc dich ddm bao an toan trong cac két ndi véi moi truong Internet

nhu bdo mat email hay céc giao dich web.

¢ T6 chuc: Pay 1a loai ching chi st dung cho muc dich x4c thuc 13 chinh.
Trong céc to chirc, cong ty st dung cong nghé chimg chi sé dam bao xac thuc cac
nhan vién mot cach chinh xéc 13 dua trén yéu to: cic thong tin dinh danh cta nguoi
st dung dugc nha phat hanh chirng chi xac nhan thong qua chit ky ciia minh.

¢ May chi: Chimg minh quyén so hiru mot tén mién, cung cip mot két ndi
https an toan gitta may chil va client. Trong mé hinh mang LAN, thi chtng chi s6

dam bao viéc xac thuc va cac két ndi an toan gitra cac host.
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¢ Ngudi phat trién: Chimg chi s6 con cung cép giai phap ching minh quyén
tac gia, ngudn goc phan mém va dam béo tinh toan ven cua chwong trinh phan mém
dugc cung cap trén mang Internet cong khai.

2.3. Loi ich ciia chitng chi so.

¢ M4 hod: Loi ich dau tién cta ching chi sb 1 tinh bao mat thong tin. Khi
ngudi giri ¢4 ma hoa thong tin bang khoa cong khai cua ban thi chic chin rang chi

c6 ban mdi giai ma dugce thong tin dé doc.

* Chéng gid mao: Khi ban gui mot thong tin, co thé 1a mot dix liéu hodc mot
email, c6 sir dung chung chi 30, nguoi nhan sé kiém tra duoc thong tin cua ban c6 bi
thay d6i hay khong. Bat ky mot sy sira doi hay thay thé ndi dung cua thong diép goc
déu s& bi phat hién, boi vi dia chi email cta ban, tén mién... déu c6 thé bi ké x4u
lam gia dé danh Ira nguoi nhan nham an cap thong tin hodc lay lan virus nhung
chtng chi s thi khong thé 1am gia nén viéc trao doi thong tin ¢6 kém theo ching

chi s0 ludén dam bao an toan.

¢ Xdc thie: Khi ban gtri mot thong tin kém chig chi s6, nguoi nhan — ¢ thé
1a mot ddi tac kinh doanh, té chirc hodc co quan chinh quyén... s€ xac dinh duoc
danh tinh ctia ban. C6 nghia 12 di khong nhin thdy ban, nhung qua hé thdng ching
chi s ma ban va nguoi nhan cung st dung, nguoi nhan s€ biét chic chin d6 1a ban
chtr khong phai moét ai khac.

¢ Chéng chéi cii nguon goc: Khi sit dung chig chi sd, ban phai chiu trach
nhiém hoan toan vé nhiing thong tin ma chung chi s6 di kém. Vi néu chdi cii hay
pht nhan mot thong tin nao d6 khong phai do minh giri thi chimg chi s6 ma nguoi

nhan c6 duoc sé 1 bang chimg khang dinh ban 13 tac gia cta nhitng thong tin do.

¢ Chir ky di¢n tir: Email dong mot vai tro kha quan trong trong viéc trao doi
thong tin hang ngay cua ching ta vi vu diém nhanh, ré va dé& st dung. Tuy nhién,
email dé bi ton thuong bai cac hacker. Nhitng thong diép giri di c6 thé bi doc hoic

bi gid mao trude khi dén tay ngudi nhén, ban s€ ngan ngura dugc cac nguy co nay
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ma van khong lam giam loi thé cua email. Vi chirng chi s6 ca nhan, ban c6 thé tao

thém mot chit ky dién tir vao email nhu mdt bang chiing xac nhan cuia minh.

¢ Bdo mdt webstie: Khi website ciia ban sir dung cho muc dich thuong mai
dién tir hay cho nhitng muc dich quan trong khac, nhitng thong tin trao ddi giira ban
va khach hang c6 thé bi 16. Pé tranh nguy co ndy, ban c6 thé dung ching chi sb
SSL Sever dé bao mét cho website cia minh. Ching chi s6 SSL Sever ciing cho
phép ban 1ap céu hinh website cia minh theo giao thic bao mat SSL (Secure
Sockets Layer). Loai chimg chi sb nay s& cung cAp cho website ctia ban mot dinh
danh duy nhit dam bao voi khach hang cta ban vé tinh xac thuc va tinh hop phap
ctia website. Ching chi sé SSL Sever ciing cho phép trao d6i thong tin an toan va
bao mat gitta website voi khach hang, nhan vién va cac ddi tac ciia ban thong qua

cong nghé SSL ma ndi ban 1a cac tinh ning:
e Thuc hién mua ban béng thé tin dung.
e Bado vé nhiing thong tin ¢4 nhan cua khéach hang.
e Dam bao hacker khong thé do tim dugc mat khu.

¢ Dam bdo pht‘in mém: Néu ban 12 mot nha san xuat phén mém, chéic chin ban
s& can nhirng “con tem chéng hang gia” cho nhitng san pham ctia minh. Pay 13 mot
cong cu khong thé thiéu trong viéc ap dung hinh thirc s& hitu ban quyén. Ching chi
s6 Nha phét trién phin mém s& cho phép ban ky vao cac applet, script, Java
software, ActiveX control, cac file dang EXE, CAB, DLL... Nhu vay, thong qua
chtng chi s, ban s& dam bao tinh hop phap cling nhu ngudn gdc xuét cir ctia san
pham. Hon nita, ngudi dung san phim co6 thé xac thuc duoc ban 13 nha cung cép,
phat hién dugc sy thay ddi cia chuwong trinh (do vo tinh hong hay do virus pha, bi
crack va ban lau...).

2.4. Nha phat hanh churng chi.

Nha phat hanh chimg chi goi tit 1a CA (Certificate Authority) 13 hat nhan cua
hé théng PKI. Chi c6 CA méi c6 quyén phat hanh ching chi cho mét ddi tuong sau
khi kiém tra nhirng thong tin vé ddi tugng d6. Trong hé thong PKI, CA dong vai tro
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12 mot bén thr ba ma cic ung dung st dung chimg chi trong hé théng phai tin
tuong. Mudn kiém tra chit ky cia CA trén ching chi, hé thong str dung khoa cong
khai cua nha phat hanh CA dugc CA tu chirng thuc hodc dugc chung thyc bdi mot
CA khac ma hé théng tin tuéng.

M3di chung chi c6 mot thoi gian sdng nhat dinh. Sau khoang thoi gian nay
chtng chi can duoc thu hdi va cip phat méi cho déi twong sir dung. Mit khac do
mét diéu kién nao do viéc st dung ching chi la khong hop 1€ vi du nhu khoa bi méat
ctia chu thé chimg chi bi tiét 16; chimg chi can dugc thu hdi. Nha phat hanh chimg
chi can quan 1y trang thai thu hoi cta chimg chi dé chuong trinh sir dung dau cudi

st dung chirng chi mét cach an toan.

Nhu vay CA khong nhiing quan 1y ching chi khi né dugce khéi tao ma CA con

phai quan 1y ca ching chi trong qua trinh sir dung.
¢ Cdc chirc nang cua CA:

= Xdc thwe yéu cdu cip phdt chitng chi: Pay 13 qua trinh kiém tra thong tin
dinh danh, ciing nhu cip khod ma ciia ddi tugng yéu cau cap phat chirng chi. Quy
trinh dién ra tuy thudc vao hé théng ma ta xay dung. Viéc xac minh nay co thé duoc
thue hién gian tiép thong qua mot bén trung gian, nhu cc trung tim diang ky dia

phuong, hodc xac minh tryc tiép thong qua tiép xuc truc tiép.

» Phat hanh chirng chi: Sau khi x4c minh thong tin dinh danh, kho4d ma hoa
ctia cac d6i tuong yéu cau cip chimg chi, hodc nhan duoc cic yéu cau tir mot LRA,
CA tién hanh cp phat ching chi cho ddi twong. Tuy thudc vao chinh sach cia CA
ma chimg chi sau khi tao ra s& dugc dua dén mot kho chira cong khai dé cac tng

dung 1y chimg chi vé st dung.

= Phén phéi chirng chi: Nha phat hanh ching chi con cung cap cac dich vu dé
cac hé thong st dung ching chi truy cép va lay vé cac chimg chi ma né can. Cac
dich vu nay rat da dang nhung sur dung phé bién nhit 1a dich vu email va dich vu

thu muc LDAP.
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« Thu héi chitng chi: Khi mot chimg chi dugc yéu cau huy bo, hodc do mot
nguyén nhan nao d6 ma viéc st dung chimg chi khong con an toan, thi CA phai thu
hdi chimg chi d6 va phai thong bao cho toan bo hé thong biét danh sach cac ching
chi bi thu hdi théng qua cac CRL ( Certificate Revocation List - danh sach thu hoi

chung chi).

= Treo chirng chi: Trong trudng hop CA phat hién ra cac ddu hiéu kha nghi vé
viéc sir dung chiing chi 1a khong con an toan nita thi CA phai treo chung chi, tic la
chtng chi d6 bi thu héi tam thdi, nhung néu CA tim duoc thong tin ching minh
rang viéc st dung chimg chi vin dam bao an toan thi ching chi s& duoc thay doi lai

trang thai bi thu hoi.

= Gia han chirng chi: Trong truong hop chung chi hét han sit dung, nhung
chtng chi vin dam bao tinh bi mat khi sir dung, thi né c6 thé dugc cap phat lai (tuy
thudc vao yéu cau ciia cha thé ching chi). Ttc 1a gia han thém thoi gian s dung
cho chimg chi. Chimg chi duoc cip méi khong co gi thay ddi, ngoai trir trudng hop
thoi gian hét han dugc thay, tat nhién 1a kéo theo ca chir ky cua nha phat hanh
chung chi ciing thay doi.

* Qudn ly trang thdi chirng chi: Thong qua cac CRL khong nhitng gitp cho
cac nha phat hanh chiing chi quang ba thong tin vé nhitng chirng chi bi thu hoi ma
con gitp cho CA quan 1y trang thai thu hdi ctia chimg chi. VIéc quan 1y trang thai
thu hdi nay rat quan trong, vi néu cac ung dung dau cudi stir dung chimg chi bi thu
hoi thi hé thong khong con an toan nifa.

¢ M6 hinh hoat dong cua CA.

Hé théng CA hoat dong theo mo6 hinh sau:
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CA Server
/ )f \ Switch
Router RAServer LD APServer

Modem

Doanh nghiép

Pang Ky tir xa

i

Doanh nghiép

Trong do:

= CA Sever: 1a thanh phan quan trong nhat trong hé théng. N6 duoc cai dat
phan mém CA va luu giir khod riéng ciia CA. Chinh vi vdy can phai dam bao an

toan tuyét ddi cho CA Sever.

= RA Sever: cai dat chuong trinh quéan 1y cac dang ky va cac ching chi. RA
Sever thyc hién kiém tra cic yéu cau ding ky chimg chi, chap nhan hodc huy bo cac
yéu cau dang ky chtng chi trude khi chung duoge CA ky, dong thoi gui chimg chi da
dugc CA phat hanh xudng cic diém dang ky tir xa dé chuyén cho doanh nghiép,
hoic ciing ¢6 thé chuyén truc tiép cho doanh nghiép.

= LDAP Sever: 1a mot may chu chira tit ca cac chimg chi d3 duoc phat hanh,

cho phép cac doanh nghiép str dung dich vu thu muc dé tra ctru thong tin vé ching

chi.
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= Diém ding ky tir xa: c6 nhiém vu kiém tra thong tin dang ky (chang han nhu
xin cap méi, huy bo, hodc cap lai chimg chi) ctia doanh nghiép va ky xac nhan trude
khi chuyén cho RA Sever. Tat ca qua trinh thruyenf thong giita RA Sever va diém
dang ky tir xa dugc thuc hién thong qua nhiing phién lién lac an toan.
2.5. Quy trinh cdp phdt va thu hoi chirng chi.
2.5.1. Quy trinh ding ky va cip chieng chi.

Nguoi str dung ¢6 nhu ciu dugc cip chimg chi dén trung tdm lam thu tuc

dang ky. Khi dén trung tAm ngudi st dung can dem theo nhirng gidy t& ¢ lién quan
dén ban than (vi du nhu chimg minh thu). Viéc thuc hién qué trinh dang ky nhan

vién cua hé théng thuc hién qua from RAO.

User

Hinh 1.1. M6 hinh ding ky va cip chirng chi sb
Hinh 1.1 & trén 1a m6 hinh quy trinh ding ky va cap ching chi sb. Cac tha tuc
can thuc hién duge mé ta cu thé nhu sau:
1a. Ca nhan (hodc t6 chirc) nao d6 ¢ nhu cau sir dung chimg chi s 1én trung
tam dang ky, c6 dem them mot s6 gidy to can thiét.
1b. Nguoi quan tri may RAO (noi dang ky) dua thong tin da dang ky tu phia
nguoi st dung 1én may RA thong qua trang putDB (trang nay dat trén may RA va
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duogc thiét 1ap https). Sau budce nay ngudi st dung di c6 trinh sinh khod riéng gin

v6i mot IDkey duy nhat.

1c. Nguoi st dung dem trinh sinh khod vé (budc nay c6 thé c6 hoic khong).
Néu ngudi str dung hoan toan tin teéng vao trung tdm thi c6 thé sinh khoa luén tai

trung tam.

2. Nguoi sir dung sinh khoa (bang trinh sinh khoa di duoc cip) va yéu cau cap

chting chi. Sau d6 gtri yéu cau nay 1én trung tim (may RA).

3. Nguoi quan tri may RA thuc hién so sdnh thong tin da dang ky véi thong tin
g 1én trung tAm qua duong cong khai, dong thoi kiém tra chir ky ctia nguoi dung
trong yéu cau cap ching chi (bang khoa cong khai duoc giri dén). Néu hoan toan

hop 1¢ thi RA s& ky 1én yéu cau cap chimg chi va giri yéu cau nay sang may CA.

4. Ngudi quan tri may CA kiém tra chit ky cua RA trén yéu cau cip chtng chi
clia nguoi st dung va IDkey trong co so dif liéu xem c6 bi tring khong, néu hop 1¢
thi CA chap nhan yéu cau cap chimg chi d6, phat hanh chtng chi (thyc hién ky trén
chung chi) va guri sang may RA.

5a. Nguoi str dung 1én trung tim da ding ky dé nhan ching chi sé va gidy
chtng nhan chimg chi s6. Dé chit ché& hon thi khi 1én ngudi sit dung phai dem theo
yéu cau cap ching chi (dd co khi sinh yéu cau cap ching chi) dé trung tim so sanh
thong tin di ding ky va khoa cong khai twong tmg voi chimg chi s6. Pay 1a budc
dam bao cap ching chi s6 cho ding nguoi sir dung va dam bao vé mat phap 1y.

5b. Nguoi quan tri may RAO ldy chimg chi sb trén may RA va cdp ching chi
s6 cung gidy chimg nhan d3 dugc cap ching chi cho ngudi dung.

5¢. Ching chi sé cta nguoi dung khi d6 d3 duoc cong nhan trén toan bo hé
thong CA, dugc ngudi quan tri may RAO dua cong khai 1én may LDAP va ngudi

ding khéc c6 thé truy cap may nay dé 1ay veé.

Sinh vién: Tran Thi Thanh Tam  Khoa CNTT_DHDLHP Trang 39



Do dn tot nghiép Chirng chi sé va ieng dung trong linh viwee ngin hang
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Ngay 9 thang 7 ndm 2063
Ngwid siv dung chimg chi Nguid dai dién bén cap chimg chi

Hinh 1.2. Gidy chirng nhén chirng chi so.
2.5.2. Quy trinh thu hoi chitng chi.
2.5.2.1. Ly do thu héi chitng chi.

Trong vong doi cua chimg chi s6, mic di nd van trong thoi gian tin ciy
nhung n6 van c6 thé bi nha phat hanh chimg chi thu hoi boi rat nhiéu ly do. Vi du
nhu viéc thoa hiép khoa riéng ciia cac ddi tugng ching chi hay thoa hiép kho4 riéng
clia nha phat hanh ching chi, hay viéc thay doi cac thong tin dinh danh coa dbi

tuong.

Kho4 riéng cua ddi tuong sir dung chimg chi bi thoa hiép din t&i viée sir
dung cip khoa riéng, va cong khai cua ddi tuong 1a khong an toan, ddi tuong can
duogc thay thé bo khoa riéng, cong khai khac. Nhu vay dong nghia vai viée cap lai
chtng chi cho ddi twong d6. Nhung cac ting dung sir dung chimg chi phai biét rang

chtrng chi cli khong con hi€u luc, va nhu vay chiig chi cii can dugc thu hoi.
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Néu khoa riéng cua nha phat hanh chimg chi bi thoa hiép, c6 nghia 1a qua
trinh kiém tra chit ky ciia nha phat hanh chung chi 1a khong an toan, moi ching chi
dugc ky boi nha phat hanh nay déu c6 nguy co bi gia mao. Nhu vay tat ca ching chi

dugc ky boi nha phat hanh can dugc thu hdi lai va tién hanh cip phat méi.

Bén canh d6, 1y do ching chi duoc thu héi boi ddi twong str dung chimg chi
thay doi cac thong tin dinh danh cling xdy ra thuong xuyén (vi du nhu thay déi tén
mién, IP...). Vi cac thong tin trén ching chi dugc ky bdi nha phat hanh chimg chi
nén khi thay ddi thong tin dinh danh cta ddi twong dan téi chit ky trén chimg chi
khong con gia tri nira, nhu vdy chimg chi cii can duge thu hdi va phat hanh ching
chi méi.

Hé thong can c6 mot ky thuat dé truyén tai cac trang thai thu hoi ching chi
cho cac tng dung st dung chimg chi. Trén thuc té cdc nha phat hanh chimg chi tao

ra cac danh sach thu hoi ching chi dé cong bd nhimng chtng chi bi thu hoi.
2.5.2.2. Khdi niém danh sdch thu héi chitng chi.

Danh sach thu hdi ching chi (Certificate Revocation List - CRL) 1a mot k§
thuat ma cac nha phat hanh chtng chi dung dé cong b thong tin vé cac ching chi
duoc thu hoi cho cac ung dung st dung chirng chi.Mbi CRL 1a mét céu tric dit lidu
chtra thong tin vé thoi diém phat hanh CRL, thong tin dinh danh cta nha phat CRL,
va toan bo sb serial cua cac chimg chi bi thu hdi cho t6i thoi diém phat hanh CRL...

Toan b cac thong tin trén duge xac thuc bang chit ky ctia nha phat hanh ching chi.

Trong qua trinh st dung chimg chi, cac tmg dung st dung chimg chi sé& 13y
vé CRL ¢ thoi diém hién tai va phai dam bao rang sd hiéu cta chting chi minh st
dung khong c6 trong danh sach thu hdi chimg chi. Néu sé hiéu cua ching chi dang
su dung ton tai trong CRL hién tai d@)ng nghia vai viéc 1a chung chi d6 bi thu hoi

bdi mot 1y do nao d6. Va viéc str dung chung chi 1a khong ddm bao an toan.
2.5.2.3. Phin logi danh sdach thu hoi chirng chi.

¢ CRL déy du va hoan chinh: Day 1a loai CRL da trung nhét voi khai niém

danh sach thu hdi chimg chi. N6 chira thong tin vé tat ca chimg chi bi thu hdi boi
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nha phat hanh CA. Trén thuc té khong phai bao gid ngudi ta ciing dung loai CRL
nay vi kich thuéc ctia né phu thudc vao lugng chimg chi bi thu hdi, va theo 1y
thuyét thi dén mét luc nao d6 dung lugng cia no lai 1a mot van dé can giai quyét khi

no6 duoc luu triy, tai ve tai nhi€u vi tri khac nhau.

¢ CRL thwe thé cudi ddy dii va hoan chinh: Dé giam tai kich thudc ciia mot
file chira CRL day du & trén ngudi ta st dung loai CRL nay. Day 1a loai CRL chi
chtra nhitng chtng chi bi thu hoi béi nha phat hanh ching chi cho cac thuc thé sir
dung (khong bao gdm cac chimg chi ciia nha phat hanh ching chi cip dudi néu

chung bi thu hoi).

¢ CRL nha phdt hanh chitng chi ddy dii va hoan chinh: iy 13 loai CRL chi
chtra cac ching chi ciia nha phéat hanh chtng chi cap dudi bi thu hdi (co ¥ nghia bd

xung cho loai CRL trén).

¢ CRL con: La mot danh sach ching chi bi thu hoi khong day du, chung chi
chtra thong tin vé nhimg chimg chi bi thu hdi theo mét tiéu chi ndo d6 tuy nha phat
hanh quy dinh cho mdi loai CRL. Vi dy nhu CRL chi chira thong tin vé nhiing
chting chi bi thu hdi do thoa hi¢p khod, hodc CRL chi chtra thong tin vé nhirng
chung chi thu hoi do thay doi thong tin dinh danh cta chu thé.

¢ Delta — CRL: La loai CRL chi chira théng tin vé nhirg chimg chi méi dugc
thu hoi ké tir 1an phat hanh CRL truée. Nhu vay dé kiém tra chinh xac ching chi da
bi thu hoi chua thi hé théng khong nhiing can ban Delta — CRL ndy ma con ca ban
CRL toan b va day du ¢ 1an phat hanh CRL trude. Tuy nhién viée st dung ban

Delta — CRL s& lam giam tai dung luong trén dudng truyén.
2.5.2.4. Cdp nhdt danh sdach thu hoi chirng chi.

Dé giup cho cac hé théng st dung ching chi c6 dugc thong tin vé nhitng
ching chi bi thu hoi, CRL can duoc thudng xuyén cip nhat, c6 thé theo chu ky
hang gio, hang ngay, hang tuan hay 1au hon. Diéu nay phu thudc vao hé thong ma ta
xay dyung. Néu nhu chu ky cap nhat CRL qua dai s& dan dén truong hop cac chuong

trinh sir dung ching chi sé sir dung nhitng ching chi bi thu héi va nhu thé 1am cho
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qua trinh két nbi khong dam bao an toan. Con néu chu ky cip nhat CRL ngin, s&
dan t6i viéc cac chuong trinh str dung chtng chi mdi khi dén chu ky cap nhat CRL
lai yéu cau hé théng (hodc tu thuc hién) kiém tra xem chtirng chi ma n6 st dung co
bi thu hdi hay khéng. Do chu ky ngdn nén mat do cac yéu cau nay ddi véi hé théng
1a 16n, diéu nay c6 thé giy ra nhiéu ric réi boi co sé ha tang vat 1y, dung luong

duong truyén khong cho phép thuc hién nhiéu yéu ciu cung mét lic.

2.5.2.5. Qudn ba CRL.

Céc chuong trinh str dung chimg chi mudn c6 dugc thong tin vé trang thai
thu hoi cta ching chi ma né st dung. N6 hoan toan c6 thé sir dung mét trong ba
phuong thirc quan ba thong tin CRL ma hé théng cap phat ching chi cung cap.
Duéi day s& phan tich qua vé ba phuong thirc dé:

¢ Bé phiéu danh sdach thu héi chitng chi: Trong phuong thirc b phiéu chimng
chi, chuong trinh str dung chimg chi chii dong truy cip vao kho CRL va ldy vé ban
CRL méi nhit. Cac ban CRL c6 thé dugc luu trir va duoc 1dy vé trén cac kénh
truyén khong an toan, nhung do dugc ky bai nha phat hanh chtng chi nén moi thay
d6i thong tin trén CRL déu dugc phat hanh thong qua viéc kiém tra tinh toan ven

cua CRL.

Véi phuong thirc nay hé théng str dung ching chi can duogc biét thoi diém
tiép theo ma CRL duoc cap nhat. Thoi diém cap nhat tiép theo phai dugc xac nhan
trong m&i ban CRL hién thoi dé cac chuong trinh ¢ thé cip nhat thong tin chinh

xac vé trang thai thu hoi cua chung chi ma né dang sir dung.

Phuong thirc bo phiéu CRL bdc 16 mét vai nhuoe diém. D6 1a néu trong chu
ky cap nhat CRL, ching chi bi thu hdi thi trang thai thu hoi ctia n6 chi dugc ghi
nhan & lan cong bd CRL tiép theo. Nhu thé cac hé théng sir dung ching chi hoan
toan khong biét vé trang thai bi thu hdi thue su cla ching chi, lam cho h¢ théng sur
dung chimg chi khéng an toan ma van nham tudng rang ching con gia tri. Mot giai

phap l1am giam bt thoi gian ciia chu ky cap nhat, tuy nhién ciing chi dén mot mirc
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nao d6. Boi dén mot gisi han, thi chuwong trinh st dung chimg chi khéng thé thuc

hién dugc viéc cap nhat vi chu ky ciia n6 qua ngan.

¢ Diy cdc CRL cho irng dung dau cudi: CA co thé diy CRL xudng cho ting
tmg dung nhu 13 qua trinh n6 thu hoi ching chi vay. Mdi khi ¢ su thay doi trong
CRL 13 hé théng CA s& sir dung phuong phép broadcast giri phién ban CRL méi
nhat dén cho tat ca cac ung dung st dung chung chi. Va qua trinh giri ndy hoan
toan khong c6 chu ky nhu phwong phap boé phiéu boi nd phu thudc vao qua trinh
chtng chi bi thu héi, do d6 giai quyét duoc nhuge diém cua phuwong phap bé phiéu
CRL.

Tuy nhién phuwong phap nay ciing c6 rat nhiéu han ché. Tht nhét viée gui tin
Broadcast phai dam bao rang cac CRL phai dén dugc dung dich, néu, néu mot tng
dung trong hé thong khong c6 dugc phién ban CRL méi nhat thi nd c6 thé thuc hién
cac giao dich khong dam bao. Thir hai viéc giri CRL broadcast t6i nhiéu dich c6 thé
1am mang qua tai duong truyén. Cudi ciing va quan trong hon 13 1am thé nao dé co
thé broadcast t4i tat ca cac ung dung khac nhau, ma mdi ing dung khac nhau chua
chéc d3 c6 cung giao thire két ndi. Viéc quan 1y cac chuong trinh dau cubi 1a cuc ky

kho khan. Va diu nay 1a tit yéu trong thuc té.

¢ Kiém tra trang thdi thu héi trwe tuyén: Cac Gtmg dung c6 thé thyc hién mot
yéu cau truc tuyén tdi CA dé kiém tra trang thai thu hdi cua ching chi ma n6 dang
str dung. Phuong thirc ndy t6 ra wu diém hon so v6i hai phuong thirc kia. Thir nhat
chung loai bo bét thoi gian chét giy ra bai chu ky cap nhat chimg chi. Thir hai
chiing hoan toan khong gy qua tai dudng truyén, boi dir liéu truyén trén mang chi
la cac truy van. Va diéu quan trong hon 1a khong can thém hé thong xac dinh, quan
1y cac Gmg dung chimg chi, boi cac yéu cu kiém tra trang thai chung chi 1a theo
chuan va hé thong CA khong can quan tdm tdi co ché lam viéc cta timg tung dung

mot.

Tuy nhién hé théng CA phai dam bao ludén san sang khi c6 yéu cau tir ing

dung bat ky. Hon thé nita hé théng CA con phai thyc hién rat nhiéu thao tac s hoc
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phtrc tap voi cac con s0 16n do do yéu cau veé nén tang vat Iy cia CA 1a cao hon rat

nhiéu so voi hai phuong phap ban dau.
2.5.3. Quy trinh huy bo chirng chi.

Trong qua trinh st dung ching chi khi chua hét han st dung ngudi dung co
thé yéu cau huy bo chimg chi voi nhidu 1y do: chuyén cong tac, thay doi dia chi e-

mail, nghi ngd 16 khod bi mat...

Quy trinh huy bo chirng chi dwgc mo ta trong hinh 1.3.

Hinh 1.3: M6 hinh huy bé chirng chi
1. Nguoi sit dung giri yéu cau huy bo chtng chi 1én may RA.

2. RA kiém tra chit ky trén yéu cau huy bo chimg chi, néu dung thi ky sau d6
chuyén sang may CA.

3. CA kiém tra chit ky cia RA trén yéu cau huy bo chimg chi, néu ding thi ky
sau d6 chuyén sang may LDAP

4a. Ngudi quan tri cap nhat danh sach cac chirng chi bi huy bo.

4b. Nguoi dung duogc cap gidy ching nhan huy bo ching chi.
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CHUONG 3: UNG DUNG CUA CHUNG CHI SO.

Do tinh xac thuc, tinh bao mat, tinh toan ven dit liéu va tinh khong chéi bo,
chtng chi s6 duoc sir dung trong kha nhiéu cac tng dung nhu: ky vao tai liéu dién
tu, thu dién tor bdo dam, thuong mai dién tir, bao vé mang WLAN (Wireless Lan

Area Network), mang riéng ao (VPN).

Céc nhu cau ddi véi dich vu chimg thyc dién tir kha da dang va bao quat
nhiéu linh vuc khac nhau. Trong thuong mai di¢n tir, ching chi s6 c6 thé dugce st
dung nham chirng thyc nguoi tham gia vao giao dich, xac thuc tinh toan ven cua

giao dich trén Internet, chirng thyc tinh toan ven ctia hop dong, ...

Trong thyc té, hinh thirc cac ching chi s6 duoc sir dung nhiéu nhit trong céc
giao dich thuong mai dién tir, cac giao dich trong cac co quan nha nudc, dac biét 1a

cac hoat dong thanh toan truc tuyén ciia ngan hang.
3.1.Giao dich ngdn hang online — Ngan hang dién tir.
3.1.1. Khdi niém Ngan hang dién tu.

Mang Internet, mang vién thong va cac mang thong tin khac giup con nguoi
thuc hién toan bd hoiac mot phﬁn cac giao dick qua mang mdt cach thuan tién va
nhanh chéng, vi n6 khic phuc duoc tré ngai vé khoang cach dia 1y giita cac bén

tham gia giao dich.

Su xuét hién cua cac dich vu méi tai cac ngan hang nhu Home banking hay
Phone banking d& mang lai nhiéu tién ich va sy hai long cho cac ngan hang ciing
nhu khach hang ctia ho. Tuy nhién trén thuc té nd van chua c6 duge sy vu viét dé
dap ung cac nhu cdu cua khach hang vé thoi gian va dia diém. Vi vay dé co sy ra
doi cua mdt md hinh cao hon dé 1a Online banking.

Dich vu ngan hang truc tuyén 1a su két ndi truc tiép gitta hé théng phén mém
thanh toan ctia ngan hang véi hé thong cta cac nha cung cdp dich vu dé thyc hién
thanh toan gitta khach hang voi nha cung cép dich vu. Bt nguff)n tir thue té, diéu

ma doanh nghiép can hién nay 1a mot ngan hang truc tuyén dé ngdi ¢ bat cir dau,
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truy cp mang 1a c6 thé ra 1énh chuyén tién d& dang va an toan. Cac ngan hang trong

nudc dua nhau gio1 thi¢u vé dich vu Online Banking.

V61 dich vu ngin hang dién tir, khach hang c6 kha nang truy nhap tr xa
nham: thu thap thong tin, thuc hién céc giao dich thanh todn, tai chinh dya trén cac

tai khoan luu ky tai ngan hang, va dang ky st dung céac dich vy mai.

Dich vu ngan hang dién tir 1a mot hé théng phan mém vi tinh cho phép khach
hang tim hiéu hay mua dich vu Ngan hang thong qua viéc ndi mang may vi tinh cta
minh v&i ngan hang.

Cac khai niém trén déu khai niém Ngan hang dién tr thong qua cac dich vu
cung cap hodc qua cac kénh phan phdi dién tir. Khai niém nay co thé dung ¢ ting
thoi diém nhung khong thé khai quat hét duoc ca qua trinh lich sir phat trién ciing
nhu tuwong lai phat trién cia Ngan hang dién t. Do vay, néu coi ngin hang ciing
nhu mot thanh phan ciia nén kinh té dién tr, mot khai niém tong quét nhat vé Ngan
hang dién tir c6 thé duoc dién dat nhu sau: “Ngdn hang dién tir la Ngdn hang ma tat
ca cdc giao dich gitta Ngdn hang va khdch hang (cd nhdn va té chirc) dwa trén qud
trinh xi Iy va chuyén giao dit liéu sé hod nham cung cdp san pham dich vu Ngdn

hang.”
3.1.2. Sw phdt trién Ngan hang dién ti tai Vigt Nam.

Trong thoi gian vira qua, hé théng ngan hang thuong mai Viét Nam di c6
nhimg budc chuyén bién manh mé vé quy mé ciing nhu chat lugng dich vu ngin
hang. Pic biét, dd c6 mot sé ngan hang manh dan thir nghiém va cung cap cac dich
vu ngan hang dién tir cho khach hang, mang lai du thuan tién, hiéu qua rat 16n cho
khéch hang, ngan hang va xa hoi. Tuy nhién phan 16n khach hang con dé dat, thim
do va st dung con han ché vi hinh nhu nhiing khai niém nhu Home-banking,
Phone-banking, Mobile-banking, Internet-banking ... con tuong ddi moi mé va la
1Am. Do nhiéu nguyén nhan(tai chinh, con ngudi, cong nghé...) nén mot sé ngan

hang ciling chua c6 website va dich vu ngan hang di¢n tir van con bd ngo.
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Hién nay, Ngan hang dién tir tdn tai dudi hai hinh thirc: hinh thirc Ngan hang
tryc tuyén, chi ton tai dya trén méi trudng Internet, cung cap dich vu 100% théng
qua mdi trudng mang; va md hinh két hop giita hé théng Ngan hang thuong mai
truyén thong va dién tir hoa ca dich vu truyén thong, tirc 13 phan phdi nhitng san
pham dich vu cil trén kénh phan phdi méi. Ngan hang dién tir tai Viét Nam chu yéu

phét trién theo mé hinh nay.

V& nguyén tic, thuc chat dich vu ctia ngan hang dién tir 12 viéc thiét 1ap mot
kénh trao doi thong tin tai chinh giita khach hang va ngan hang nham phuc vy nhu
cau str dung dich vu Ngin hang cua khach hang mét cach thuc sy nhanh chéng, an
toan va thuén tién. Sau rt nhiéu tim toi, thir nghiém va tng dung, hién nay dich vy
Ngan hang dién tir dugc cac Ngan hang thuong mai Viét Nam cung cip qua céc
kénh chinh sau day: Ngan hang trén mang Internet ( Internet-banking), Ngan hang
tai nha (Home-banking), Ngan hang tu dong qua dién thoai (Phone-banking), Ngén
hang qua mang thong tin di dong (Mobile-banking)...

Mot sb dich vu ngan hang dién tir & Viét Nam:
¢ Internet Banking(Ngdn hang trén mang Internet).

Internet-banking 1a dich vu cung cép tu dong cac thong tin san phim va dich
vu NH thong qua dudng truyén Internet. DAy 1a mot kénh phan phdi rong cac san
pham va dich vu NH t6i khach hang & bat cir noi ddu va bat ctr thoi gian ndo. Vi
may tinh két ndi Internet, khach hang co thé truy cap vao website ctia ngan hang dé
dugc cung cdp cac thong tin, huéng dan diy du cac san phiam, dich vu cua Ngan
hang. Bén canh d6, véi ma s truy cip va mat khau dugc cap, khach hang ciing ¢
thé xem sb du tai khoan, in sao ké...Internet-banking con 1a mot kénh phan hoi

thong tin hi€u qua gitra khach hang va Ngan hang.
Céc dich vu Internet-banking cung cip:
- Xem s6 du tai khoan tai thoi diém hién tai.
- Van tin lich st giao dich

- Xem thong tin ty gia, 14i suét tién gui tiét kiém
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- Thanh toan hoa don dién, nudc, dién thoai.

- Khach hang co6 thé gui tat ca cac thac mac, gép y vé san pham, dich vu cia Ngan

hang va duoc giai quyét nhanh chong.
¢ Home Banking( Ngdn hang tai nha).

Ung dung va phat trién Home-banking 1a mot budc phat trién chién lugc cua
cac NHTM Viét Nam trudc stc €p rat 1on cua tién trinh hoi nhdp toan cau vé dich
vu NH. Pung vé phia khach hang, Home-banking d& mang lai nhirng loi ich thiét
thue nhu tiét kiém chi phi, thoi gian. Va khau hiéu “Dich vu Ngan hang 24 gid mbi
ngay, bay ngay mdi tuan” chinh 1a vu thé 16n nhat ma mé hinh Ngan hang “hanh
chinh” truyén théng khong thé nao sanh duoc. Hién nay, dich vu Home-banking tai
Viét Nam d3 duoc nhiéu NH tai Viét Nam ung dung va trién khai rong rai nhu: NH

A Chau, NH Ngoai thuong Viét Nam, NH K§ thuong. ...

Dich vu Ngan hang tai nha dugc xay dung trén mot trong hai nén tang: hé
théng cac phan mém tmg dung (Software Base) va nén tang cong nghé Web (Web
Base), thong qua hé thong may chu, mang Internet va may tinh con ctia khach hang,
thong tin tai chinh s€ dugc thiét 1ap, ma hoa, trao ddi va xac nhan yéu cau sir dung
dich vu. Mic du c6 mét sd diém khac biét, nhung nhin chung, chu trinh st dung

dich vu Ngan hang tai nha bao gdom céac budc co ban sau:

- Budc 1: Thiét 1ap két ndi (khach hang két ndi may tinh ctia minh voi hé
théng may tinh cua Ngan hang qua mang Internet (dial-up, Direct-cable, LAN,
WAN...), sau do truy cdp vao trang Web ctia Ngan hang phuc vy minh (hoac giao
dién nguoi str dung ctia phan mém). Sau khi kiém tra va xac nhan khach hang,
khach hang s& duoc thiét 1ap mot duong truyén bao mat (https) va ding
nhép (login) vao mang may tinh ciia Ngan hang.

- Budc 2: Thuc hién yéu cau dich vu (khach hang c6 thé sir dung rat nhiéu
dich vu Ngan hang dién tir phong pht va da dang nhu truy van thong tin tai khoan,
chuyén tién, huy bo viéc chi trad séc, thanh todn dién tir... va rat nhiéu dich vu truc

tuyén khéc).
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- Budc 3: X4c nhén giao dich, kiém tra thong tin, va thoat khoi mang (théng
qua chit ky dién tir, xac nhan dién tur, chung tur dién tir...); khi giao dich dugc hoan
tat, khach hang kiém tra lai giao dich va thoat khoi mang, nhiing thong tin chimg tir

can thiét s& duoc quan 1y, luu trit va g t6i khach hang khi c6 yéu cau.

Dbi v6i cac Ngan hang khac nhau, quy trinh nghiép vu ciing tuong tu cling
v6oi mot vai dic trung riéng cia mdi Ngan hang.
¢ Phone Banking (Ngdn hang qua dién thoai)

Ciing nhu PC-banking, dich vu NH duoc cung cdp qua mdt hé thdng may
cht va phan mém quan 1y dat tai NH, lién két voi khach hang thong qua tong dai
cua dich vyu. Thong qua cac phim chirc nang dugc khai niém trude, khach hang sé€
dugc phuc vu mét cach tu dong hodc thong qua nhan vién tong dai. Khi diang ky sir
dung dich vu Phone-banking, khich hang s¢ dugc cung cép mot ma khach hang,
hozc ma tai khoan, tiy theo dich vu dang ky, khach hang c6 thé sir dung nhiéu dich

vu khac nhau.
¢ Mobile Banking(Ngdn hang qua mang di dong).

Cung véi sy phat trién ctia mang thong tin di dong, cac Ngin hang thuong
mai Viét Nam ciling da nhanh chong ting dung nhiing cong nghé madi nay vao cac
dich vu Ngan hang. Vé nguyén tic, thong tin bao mat dugc ma hoa va trao doi giira
trung tdm xur 1y ctia Ngan hang va thiét bi di dong cta khach hang (dién thoai di
dong, Pocket PC Palm...). Dich vu nay da duoc Ngan hang A Chau va Ngan hang
K§ thuong trién khai tir 1au va cac NH khac cling di va dang bat dau xay dung hé
théng va cung tng dich vu Mobile-banking do tinh chat thuan tién va nhanh chong
dac trung cua no.
¢ Kiosk Ngdn hang

La su phat trién cta dich vu Ngan hang huéng t6i viéc phuc vu khach hang
voi chét luong cao nhat va thuén tién nhit. Trén duong phé s€ dat cac tram lam viéc
v6i dudng két ndi Internet toc do cao. Khi khach hang can thuc hién giao dich hoac

yéu cau dich vy, ho chi can truy cdp, cung cap s6 ching nhan ca nhan va mat khau
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dé sir dung dich vu cua hé théng Ngin hang phuc vu minh. Day ciing 1a mét huéng
phat trién dang luu tim cho cc nha lanh dao cua cac Ngan hang thuong mai Viét
Nam. Hién nay, Ngan hang Ky thuong da thir nghiém dich vu nay tai hoi s¢ Ngan
hang.

3.1.3. Tinh wu viét cia dich vu Ngan hang dién ti.

- Nhanh chéng, thudn tién: Ngan hang dién tt gitip khach hang c6 thé lién lac voi
Ngan hang mét cach nhanh chong, thuan tién dé cé thé thuc hién mot s nghiép vu
Ngan hang tai bat ky thoi diém ndo va bat ctr noi dau.

- M¢ réng pham vi hoat dpng, tang khd nang canh tranh: Ngan hang dién tu 12
mét giai phap cta ngan hang thuong mai dé nang cao chat luong dich vu va hiéu

qua hoat dong, qua do nang cao kha nang canh tranh cta cac ngan hang thuong mai.

- Nang cao higu qud si dung vén: Thong qua cac dich vu cua Ngan hang dién ti,
cac lénh chi tra cia khach hang duoc thuc hién nhanh chéng, tao diéu kién chu
chuyén nhanh vén tién té, trao d6i tién — hang. Qua dé day nhanh téc do luu thong

hang hoa, tién t&, nang cao hiéu qua st dung véon.

- Tang kha nang cham soc va thu hat khach hang: Chinh tir tién ich cdng nghé
tmg dung, tir phan mém, tir nha cung cap dich vu mang, dich vu Internet da thu hat
va gitr khach hang sir dung, quan hé giao dich v&i Ngan hang. Véi mo hinh Ngén
hang hién dai, kinh doanh da niang nén kha ning phat trién, cung tng céc dich vu
cho nhiéu doi twong khach hang, nhiéu linh vuc kinh doanh ciia Ngan hang dién tu

1a rt cao.

- Cung #ng dich vu tron goi: Diém dic biét cia dich vu Ngan hang dién tir 1a c6
thé cung cép cac dich vu tron gdi. Theo d6 cac Ngan hang c6 thé lién két véi cac
cong ty bao hiém, cong ty ching khoan, cong ty tai chinh khac dé dua ra céc san
pham tién ich dong b nham dap g cian ban cac nhu cau cia mot khach hang hoic
mot nhém khach hang vé cac dich vu lién quan téi Ngan hang, bao hiém, dau tu,

ching khoan. ..
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3.2. Piéu ki¢n phét trién dich vu Ngan hang dién ti.
3.2.1. Piéu kign phap ly.

Dich vu Ngan hang dién tir véi viéc st dung cong nghé méi doi hoi khudn
kho phép ly méi. Céc dich vu Ngan hang dién tir chi ¢6 thé trién khai duoc hiéu qua

va an toan khi céc dich vy nay duoc cong nhan vé mat phép ly.

Ngay 29/11/2005, Quéc hoi nude Cong Hoa X& Héi Chu Nghia Viét Nam da
théng qua Luat giao dich dién tir s6 51/2005/QH11. Luat nay chinh thtic duoc &p
dung vao ngay 1/3/2006, tiép d6, Chinh phu ciing di ban hanh mét s6 Nghi dinh
nham huéng dan chi tiét viéc thi hanh Luat giao dich dién tu:

_ Ngay 09/06/2006: ban hanh Nghi dinh sé 57/2006/ND-CP huéng din thi
hanh Luat giao dich dién tir.

- Ngay 15/02/2007: ban hanh Nghi dinh s6 26/2007/NB-CP quy dinh chi tiét
thi hanh luat giao dich dién tir vé chit ky s va dich vu chimg thyuc chit ky so.

- Ngay 23/02/2007: ban hanh Nghi dinh sé 27/2007/ND-CP quy dinh chi tiét
thi hanh luat giao dich dién tur trong hoat dong tai chinh.

- Ngay 08/03/2007: ban hanh Nghi dinh sé 35/2007/NBP-CP quy dinh vé giao
dich dién tur trong Ngéan hang.

3.2.2. Diéu ki¢n vé cong nghé.

An ninh bao mat da tro thanh van dé song con caa nghanh Ngan hang trong
thoi dién tir hod. An ninh bao mat ciing 12 méi quan tam hang dau cua khach hang
khi quyét dinh lya chon hinh thic thanh toan phi tién mat. Vi vay néu thiéu nhiing
bién phap an toan bao mat thi viéc phét trién dich vu Ngan hang dién tir khéng thé
thuc hién duoc.

Pé giir bi mat khi truyén tai thong tin gitta hai thuc thé ndo d6 nguoi ta tién
hanh ma hoa ching. C6 hai thuat todn ma hoa la thuat toan ma hoa dbi ximg va
thuat toan ma hoa bat dbi xtimg (thuat toan ma hoa khoé cong khai). Va mét trong

cac phuong phép dua trén thuat toan ma hoa khoa coéng khai dugc tmg dung nhéu
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nhét hién nay va dic biét sir dung trong giao dich Ngan hang dién tir 1a Chimg chi
s6. Pay la céng nghé cap ma bat d6i ximg ma hoé dit liéu trén duong truyén va xéac
dinh rang: vé phia khach hang duoc xac nhan 1a dang giao dich, vé phia ngan hang
duogc xac nhan la dang thuc hién giao dich véi khach hang.
3.2.3. Piéu kign vé con nguoi.

Phu thudc vao ba yéu té:

- Mikc song ciia ngwoi ddn: 13 mot nhan td quan trong dé phat trién dich vu
thanh toan dién tir. Khi ngudi dan phai séng véi mac thu nhap thap, hay noi
cach khac co it tién thi c6 1& ho s& khong quan tdm dén cac dich vu Ngan
hang. Ho s& dung tién mat thay vi cac dich vu thanh toan dién tu.

- Sw hiéu biét va chip nhan cdc dich vu Ngin hang di¢n ti: Thoi quen va su
yéu thich dung tién mat, tinh “i” caa khach hang trudc cac dich vu méi co
thé 1a tré ngai chinh cho viéc phat trién Ngan hang dién tu.

- Nguén nhdn lwc ciia Ngan hang: Cac hé thong thanh toan dién tir doi hoi
mot luc luong 16n lao dong dugce dao tao tot vé CNTT va truyén thong dé
cung cip cac ung dung can thiét, dap ung yéu cau hd trg va chuyén giao cac
tri thite k§ thuat thich hop.

3.4. Gigi thiéu mét sé6 Ngan hang dién tie ¢é teng dung Chirng chi sé.
3.4.1. Ngin hang A Chau (ACB)Viét Nam.

Trong qué trinh phat trién, Ngan hang A Chau khong ngiing nang cao chat
lugng dich vu san ¢ va cung cép dich vu m&i nham phuc vu tdt hon cho khach
hang. Vi thé, Ngan hang A Chau di dua vao st dung dich vu Ngan hang dién tur voi
nhiéu 1oi ich va thuén tién cho khach hang, cung voi sy kién nay 1a vi¢c thanh lap

phong Ngan hang dién tir vao nam 2003.
3.4.1.1. H¢ théng Ngdn hang di¢n tir tai ACB.

a) Phan cirng : so d6 mang Ngan hang
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Nhim dam bao sy giao dich thuén tién va chat luong tdt, vira an toan cho
hoat dong caa Ngan hang, vira c¢d thé xir Iy duoc cac giao dich caa Ngan hang dién
tar, Ngan hang A Chau da b tri hai may cha lién két chay song song véi nhau:

Sever Ngén hang dién tir va Sever CoreBanking theo mé hinh duéi day:

<"“’ Mang
nternet

Server Ngan

hang dién b
Khich hang

————— |
. -'_‘l | Server Core
a Banking

Theo md hinh nay, cac giao dich trén web sé¢ dugc xur ly tai Sever Ngan hang dién

tr, sau d6 dinh ky s€ dwoc cap nhat sang Sever CoreBanking va ngugc lai.
b) Phin mém:
#Phdn mém bdo mdt: Chig chi s6 (CA)

Ngay 30/09/2003, ABC di chinh thtrc ky hop dong “tmg dung chimg chi sé
trong giao dich Ngan hang dién tir” voi Cong ty Phan mém va Truyén théng VASC
— nha cung cap ching thuc sé ( Certification Authorities - CA). Nha cung cdp CA
s& c6 trach nhiém dam bao ba van dé co ban: Chung thuc nguyén goc dit liéu,

chéng xem trom, va toan ven di liéu.
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¢ Phan mém sir dung lwu triz dir ligu (Oracle Database).

Oracle Database hd trg viéc luu trir khoi lugng dit ligu 16n 1én dén hang
terabytes cua Ngan hang, Oracle cho phép quan 1y va cép phat cac khong gian luu
trit mot cach mém déo va day da nhat. Pong thoi, né hd trg mot sé luong 16n ngudi
st dung truy cdp va thao tac ddng thoi trén cing mot dit liéu. Tuy nhién, trong moi
truong nhiu ngudi sit dung voi cac thao tic khac nhau, Oracle vin dam bao duogc
hiéu suét tdi wu cta toan bd hé théng, dam bao duoc tinh toan ven cua dir liéu va

giam thiéu xung dot giita nhitng ngudi sir dung khac nhau.

¢ COng ngh¢ core-banking:

Core-banking 14 cong nghé phan mém 15i dé xtr Iy da dich vu véi co sO
dirliéu tap trung. ACB da ung dung core-banking tir nam 2001 va hién nay dang
trién khai rat tot, phuc vu cho viéc giao dich, quan 1y co s& dir liéu cua khach hang,

hoat dong cua cac san pham e-banking, san giao dich vang.
¢ Phan mém h¢ théng “Gidi phap Ngan hang toan di¢n”.

Giai phap nay duoc cung cap boi OSI (Open Solutions Incorporation) cé tru
so chinh tai Hoa Ky. Hé thdng duoc trién khai tai ACB thdng qua ddi tac phan
phéi 1a cong ty Thién Nam. Giai phap TCBS c6 thiét ké mém déo, do s6 hoa cao
cho phép ACB cung cap cho khach hang nhiéu san pham dic thi, c6 ham luong
cong nghé cao nhu: quan 1y tién mit, san pham bao thanh toan, quan 1y sé liéu giri
vang va ngoai t&, du thuong — x6 s0, va gan ddy nhat 1 san giaodich vang..., gop
phan giit vitng vi tri hang ddu cia ACB trong khdi cdc Nganhang thwong mai co

phﬁn tai Viét Nam.
¢ Mang riéng do cua Ngan hang.

Mang riéng 4o hay VPN (viét tit cho Virtual Bi mat Network) 12 mot mang
danh riéng dé két ndi mang LAN cua Ngan hang dya trén mot duong truyén

internet do Ngan hang thué riéng. Mang VPN (Virtual Bi mat Network) 1a mdt
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mang riéng dugc xdy dung trén mot nén tang ha ting mang cong cong nhu mang
Internet, st dung cho viéc truyén thong riéng tu. Giai phap VPN cho phép khach
hang c6 thé truy cp tai nha hodc khi di cong tac xa van c6 thé truy cap duoc vio
mang Ngan hang dé kiém tra va giao dich bang viéc st dung ha ting mang két n6i
ndi hat t61 mot ISP. Trong qua trinh thyc hién, VPN két ndi va thiét lap duong
truyén giita khach hang véi mang Ngan hang. Tir ddy khach hang sir dung c6 thé
thue hién cic cong viée nhu dang ngdi ¢ cong ty thay vi dén Ngin hang. Két ndi
VPN ciing cho phép cac t6 chirc két ndi lién mang giita cac dia diém dén ISP. Két
ndi truc tiép co thé giam chi phi goi dudng dai qua dial-up va chi phi thué duong
leased line dudng dai. Moi dit liéu, g6i truyén thong chuyén di déu dugc ma hoa

dam bao an toan nhat.
3.4.1.2. Céc dich vu Ngan hang dién tir dwec trién khai tai ACB
¢ Internet-banking.

Pay 1a dich vu Ngan hang quang ba hoat dong va cung cip thong tin dén
khéach hang thong qua website dugc ACB xay dung va cap nhat thuong xuyén. Truy
cap vao website http://www.acb.com.vn, khach hang c6 thé nhan dugc nhitng théng
tin lién quan dén hoat dong ctia Ngan hang, cac thong tin vé& san pham, dich vu méi.
Khach hang ciing c6 thé tham khao biéu phi dich vu, 13i suét, ty gia, tham khao cac

chi dan khi mudn ding ky, st dung dich vu.
a. Tién ich ctia san pham:
- Thong qua trang web www.acb.com.vn, khach hang c6 thé biét duoc:
+ Thong tin san pham, dich vu méi ciia Ngan hang mdt cac nhanh chong
(san pham tién giri thanh toan, san pham tién gui tiét kiém, san pham tin
dung, san phém Ngéan hang dién tr, thanh toan quéc té, cac dich vu thé.. D,
céc thong tin clia cong ty dia 6¢, ching khoén, san giao dich vang. ..
+ Théng tin vé biéu phi, 1i suit tiét kiém, ty gia hdi doai

+ Thong tin vé gia chimg khoén.
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+ Bang gid vang truc tuyén cia san giao dich vang.

Dang ky thé trén mang.

Dang ky vay trén mang.

Xem va in giao dich tirng thang

Kiém tra so du tai khoan, s6 du thé

b. Dbi tuong khach hang: tit ca cac khach hang
c. Nguyén tic hoat dong:

Moi khach hang dén giao dich tai ACB lan dau tién s& duoc cap ngay ma so

truy cap va mat khéau dé truy cap vao website cia ACB va st dung dich vu.

Tat ca céc tién ich néu trén dugc moi khach hang ki€ém tra va giao dich mot

cach ddc lap va bao mat.
d. Co ché bao mat:
Hé¢ théng Internet-banking duoc bao mat dua trén:

Xac thye ngudi sir dung bang ma s truy cap, mat khau.

Khi nhap sai mat khéu 5 1an, hé théng s€ khoa lai.

Cong nghé ma hoa dit liéu trén dudng truyén SSL (Secure Sock

Firewall
¢ Phone-banking.

Pay 1a dich vu truy van théng tin co ban do Ngin hang cung cip cho khach

hang ctia minh thong qua dién thoai.
a. Tién ich cta san pham:
- Kiém tra s6 du tai khoan tién giri thanh toan
- Nghe 5 giao dich phat sinh méi nhét

- Kiém tra céc thong tin ve 1ai suat, ty gid hoi doai
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- Kiém tra c4c thong tin chimg khoan (két qua khop 1énh, két qua 5 giao

dich dat mua, dat ban)

- Yéu cau Ngan hang fax bang liét ké giao dich, 14i suét tiét kiém, ty gia h6i
doai .

- Yéu cau Ngan hang fax ban gia chung khoan, liét ké giao dich chimg
khoan

b. Dbi tuong khach hang: tit ca cac khach hang

c. Nguyén tic hoat dong:

Khéach hang khi can biét thong tin s& goi dén s6 dién thoai ¢c6 dinh do Ngan
hang quy dinh truéc va thuc hién tudn tu cic budc theo hudng dan tu dong bang
cach sir dung cac phim s6 va phim chiic ning cua dién thoai, khach hang s& nhan
dugc cac thong tin phan hoi dua trén phin mém di dugc cip nhat thong tin va cai
dat san.

d. Co ché bao mat:

Hé¢ théng Phone-banking dugc bao mat dua trén:

- Xac thuc ngudi sir dung bang ma sb truy cap, mat khau.

- Khi nhap sai mat khau 5 1an, hé thong sé& khoa lai.
¢ Mobile-banking.

Pay 1a kénh phan phdi cta dich vu Ngan hang dién tir cia ACB cho phép
khéach hang (c6 tai khoan hay chua c6 tai khoan tai ACB) dung dién thoai di dong
nhin tin theo mau quy dinh cia Ngan hang dén tong dai 997 yéu cdu Ngan hang
cung cap céac dich vu: thong tin vé tai khoan tién gri thanh toan, thong tin the, thong
tin vé ty gia, ching khoan... va thanh toan cac hoa don, chuyén tién tir tai khoan
tién giri thanh toan qua thé bang tin nhan dién thoai di dong.

a. Dbi twong khach hang: tat ca cac khach hang

b. Nguyén tic hoat dong:
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Tuy theo nhu cAu, v6i chiée dién thoai di dong, khach hang soan tin nhén
theo ct phap duoc quy udc cho ting dich vy, sau d6 nhin tin dén tong dai 997 s&
dugc Ngan hang cung cdp cac thong tin can thiét hoic duoc Ngan hang thuc hién
Iénh theo yéu cau. Pbi véi dich vu thanh toan tién hang hoa, dich vu cho don vi
chép nhan, vdi yéu cau bao mat va dam béo tinh chinh xéac cua thong tin, mot s6 cau
lénh dé nghi xac nhan giao dich thé hién dudi dang tin nhin s& dugc luu chuyén

gifta nguoi st dung va trung tdm xtr 1y dat tai Ngan hang khi thyc hién giao dich.
c. Co ché bao mat:
Hé théng Mobile-banking dugc bao mat dya trén:

Xac thyc ngudi sir dung bang ma s truy cap, mat khau.

Khi nhép sai mat khau 5 lan, hé théng s€ khoa lai.

Xéc thuc s6 dién thoai di dong ding ky ctia khach hang

Xac thuc mot ky tuy mat ma trong chiéu dai mat ma, han mac khi khach

hang nhén tin thanh ton
- Khach hang mudn thanh toan phai ding ky trudc vi Ngan hang.
¢ Home-banking
¢ Call-center.
3.4.1.3. Huwdng dén siz dung dich vu Internet-banking.

- Truy cap vao website http:// www.internetbanking.acb.com.vn

- Man hinh yéu cau chon Chitg chi s6 dé truy cap vao website, ngudi ding

click chon Chtng chi sé véi tén minh, sau d6 chon OK
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- Man hinh ddng nhap vao hé thong Internetbanking xuét hién.

M& =0 truy cap:

Mat khu:

ME xdc thuc:

Nhdp m3 x&c thue:

Quy khach nhap mi s truy cdp va mat khdu dugc ACB cung cip khi khach hang
dang ky st dung InternetBanking.

Ding nhap thanh cong man hinh xut hién:

ACB NGAN HANG A CHAU

ASIA COMMERCIAL BaANK

Soagte et v himah T e

;‘?,, el ™ AN “"h crveN rafn

‘.s FIUANH TOAN I0OA BN v NAS TLEN VAO THiE

T SIUVEN DOT SGOAT TC

Tibs e
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3.4.2. Ngin hang Woori (Han Quéc ).

1. Bang nhap vao website http://www.wooribank.com sau d6 chon ngon ngir tiéng
Anh (English) nhu hinh duéi day:

D i Sruy cap webnte
hittp /fwww woor bark com

Sewch ot &) L35 W - K@J)Qﬁﬂ’:'&

Fle ER Vew Favorkes Tooks el

N A4
| W
B =] g

Chch v day o
chon teng Arh

»
)

BB RcteForm « ward v ailomes » JJweorbak(el) § Senpfonfing  JSee (D Geerss
(A bwkng ) Feetosting (00U lecthres )Musc (JMyste ) hews Orline () Rado ) Subedted Pagers ] Dectrc Payment ADG Pod @) A

B Ly B2 d DRRE A £ Sn
b/ vani: | i TWO CHAIRS P o JRuee
Wood News
ne an BN o ¥ OTAR . i -:;-::Y'"
R 8 9 07/ 5 o' A
§Once AR 23
ey 007 Le
. ey TR

JRISASSAEA|A e ' raes

"ons WAL

o S Al ¥

v—

2.Chon muc “Certificate center”
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Chirng chi sé va ieng dung trong linh viwee ngin hang

Welcome to WOORI BANK

* Lagin

Foraiga Deect WooR
Inveitment
WOORF

Internet Bankung

wrats New

Yoo

Services

About WOOR! irwestior Relation

[2007-01-10] Memonial Ceremony to

* Commarnorate the Establishment of Mong Kong

Woori Investment Bank Held

. [2007-01-10] Woon Amenca Bank LA Olympics

Branch Opens

* [2006-02-24] Changes in Quuck Inquiry Servicas

2006-02-24] Woor Bank Opans Currency

DOMESTIC

SERVCE

INTERNET
BANKING

@ o 2

3. Chon Issue (Re-issue) Certificate.

International Service

ange Counters at Inter-Korean Border

INTERNATION
SERVCE

Domestic Service

l Speed Inquiry

* Account
« Checks
* Dady FX Rate

* Quarterly Exchange
Commission Rate

* Foregn Currency
Deposit Interest Rate

Cash Remittance T/C

2007/02/26
10136:12

» MoK

Buv Sell
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Welcome 1o WOORIBANK | InternetBanking = About WOOR!

irvestor Redaton international Service

Domestic Service

About Certificate

Ceru’(guuon ¢ = Yessign Yessign Certificate is & ¢y
e - Certificate? Cleanng Institute, a Cory
About Yessign " 4

Iclkln vao day de chon tao moi certificate

ificate issued by the Korea Financial Telecommunications &
pcate Authority accredited by the Korean goverment. Woon

Certificate Bank is a rogistered mogiiember of ‘Yessign' and complies with the principles related

to th wiration / 1 of Yasss Certficate
o Yessign Certificate ko ikttt i et o AR Anivis

About Yassign Certificate

sy b IssuelRe-issue) Certificate Inquire Certificate Details

Register Certificate 1ssuad

at other banks Please be advised that in case of You can make inquines about your

Inguire Ceortificate Details ?::;:g Vﬂstg:‘eC.:::Ott b::. existing Yessign Certificate

Renew Certificote dscard the emm'q certficate

Discard Certificate before ssung & new Certificate.

Recover/rovoke vahdity of

Certificate

i R i . i
« Certificate FAQ enew Certificate Discard Certificate

This service 15 for renewing This service i for discarding

a Holidsy " Cortificats Yessign Certsficate 30 days your existing Yessign Certficate

Colendar  om Carter (or less ) prioe to expration date. ( Inchuding Yessign Certfficates
ssued at other banks)
Certificate FAQ Certificate Management
Search any Guestions you may In case of exporting/importing
have about Certficates. certificate or using certificate at
2 computers at once

4, Déng ¥ v&i thoa thuan st dung dich vu.

©:'6:0:0'6:0

& Issue Certificate

Yessign Certificate Service Agreement

CHAPTER 1 General Provisions -~

Article 1 (Purpose)

The purpose of these provisions is to prescribe the rights, obligations, and responsibilities of the

Korea Financial Telecommunications and Clearings Institute (hereinafter referred to as "KFTC"),

subscribers, and users regarding the use of the accredited certification service (hereinafter

referred to as "yessign service") provided by KFTC as the designated certification authority

pursuant to the Digital Signature Act (hereinafter referred to as "Act"),

Article 2 (Definitions of Terms)

(@ "Subscriber” refers to a person who has received a certificate issued by KFTC,

@ "User” pertains to a person who verifies the validity of the subscriber cartificate.

@ "Reqistration Authority” refers to an institution which verifies the identity of a subscriber and &
- - aad. 1 - A e A - ol ot oMl

Do you agree to these terms of use and wish to issue & Yessign's Official

Chon dong y dieu kien tao Certificate

Approved Certificate?

| [h-Agree]

» Do not agree

5. Nhép tai khoan (account) Internet Banking ma ngan hang cip cho ban va nhap sb

th¢ di trti (Alien card) sau d6 chon “OK™.
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Issue/Re-issue Certificate

Please be advised that in case of reissuing Yessign Certificate before its expiration date, you need
not discard the existing certificate before issuing a new Certificate,
Please take extra care when selecting the type of certificate you are issuing/re-issuing.

¥ user identification L 0 9 900 0

Please enter your User ID which you have registered at the branch office.

User ID phonedvn

Resident Registration Number §|123456 - [eeesee

[0k 1 ( Caneal |

6. Chon loai certificate nhu hinh vé:

Please be advised that in case of reissuing Yessign Certificate before its expiration date, you need
not discard the existing certificate before issuing a new Certficate.

& select type of certificate 0 . 9 y 0 % ° » 9 X G

Please select type of certificate according to your needs.

For private customers Woori bank issues General Yessign Certificates and Bank Yessign Certificates.
When issuing or renewing General Yessign Certificates certain amount of fee(4,400won per year) is
charged(withdrawn from a selected account) and in case of discarding the certificate within 7 days
since the issuing/renewing date all charges are refunded to your account,

Only 1 certificate for each type can be issued throughout all local banks.

fee-based (4,400 Won per year). Used for all transactions
requiring Yessign certificate such as Internet banking, online
stock trading, online credit card payment, and etc.

s )

" Credit card Yessign Ceriticates (free of charge, used for online credit card payment, not
acceptable for internet banking) are issued at Yessign’s homepage. Go to website >

O General Yessign
Certificate

ee of charge. Used for Internet banking and online insurance
ansactions.

‘v»ok !1r cancel !
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7. Pién cac con sO tir trong bang vao cac vi tri ngau nhién do mdy tinh tao ra (céc
ban chll y, mét 6 s6 gdom 4 con s6, ban can dién 2 con so, 2 con sO con lai danh dau

“*” trén man inh thi ban khong can dién).

Please insert appropriate Security Card Codes in the followingblanks or on the Security Card
wWindow.

2 front digits of [ 28 Jth Security Card Code l * Kk

2 end digits of [ 30 Jth Security Card Code

Input the each 1 digit number (3)th, (S)th, (6
security card Identify No.

Input the each 1 digit number
(3)th, (6)th, (7)th of security card
Identify No.

= +[3 « «[6[7 =

(this is is a "Security Card' sample)

8. Pién thong tin theo huéng dan nhu hinh v&.

¥ Issue Certificate ﬁ'@*a'@'ﬁ'@

Flease itk aut the following accourt infarmation required for issuanoe of Certificates.

Withdrawal Aicct. Mo, | 335-332987-02-001 M

Acct. Password E — Murnber 4 digits

e

T hip 4 55 b mit ban duge c3p
= Required Field hi dang ky Internet Banking
T S
Name |[PHONEAWN —— — | Tén hiin thi khi chuyén tién]|
Resident Reqistration

Wirbar. 07 e :

S8 thé di tri |

i 123 ._-|123 [ Pia i |
AddressiHome) | DEn theo hudng dan tir ddng ddress R
cua may tinh Cetail
Tel{Home) * | 5 ia&a - jenes —[ Bién thogi nha |
Thing tin ca nhan ban o
= Optional Field __H_,_--”'"I H‘be"w&%n hode bd trfing |

Mame{English Name}

E-mail

Mobile Phone Mo
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9. Chon OK dé dong ¥ tao Certificte.

Issue/Re-issue Certificate

Please be advised that in case of reissuing Yessign Certificate before its expiration date, you need
not discard the existing certificate before issuing a new Certificate.

¥ confirmation 0'@'@'0’6'0
User ID phondvn
Name Pphondvn
Address{Home) HEFAA B ccvieviiiciricnnivnsansieonnn (dia chi cia ban hién ra ¢ day)

Tel.(Home) 042-866-**** (S5 dién thoai cia ban hién ra & day)

English Name PHONE4VNDOTCOM
E-mail contact@phonedvn.com

Mobile Phone No, 010-4473-%%*+*

10. Chon vj tri luvu Certificate (trén 6 ctng hodc trén USB) va tao password dé truy

nhap.

eV

SEMI HEE HHE HYEIHAR,

o SIE CIA2H AE G ang

¢ 0lE4 0230 ®E Guse
(B2M/USB E2HIE B)
A0IE JIE

EETETETTETTEIEEEE

SIEA T
QIS M 2T B0

iﬂffi*'*ﬁ'i’*ﬂ*f"i‘i

22! x|
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11. Hoan thanh qua trinh tao Certificate.

Issue/Re-issue Certificate

\T A
\".,‘\?\
\a

Issue Certificate Complete

»OK
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KET LUAN

Ngay nay, nhitng khai niém vé Ngan hang dién tir, giao dich truc tuyén,
thanh toan trén mang,... da bét dau tré thanh xu thé phat trién va canh tranh cta céac
Ngén hang thuong mai & Viét Nam. Phét trién cac dich vu Ngan hang dya trén nén
tang cong nghé thong tin - Ngan hang dién tir- 1a xu hudng tit yéu, mang tinh khach
quan, trong thoi dai hoi nhap kinh té qudc té.

Nhung cing voi su phat trién d6 thi vin dé bao mat ciing 1a van dé duoc
quan tim hang du. Do d6 dé tai nay dugc dua ra va nghién ctru nham muc dich:

- Tim hiéu va nghién ctru vé ly thuyét mat ma va chimg chi s6

- Tim hiéu vin dé an toan thong tin néi chung va van dé an toan thong tin
trong linh vuc ngin hang noi riéng.

- Tim hiéu tmg dung CNTT va dam bao an toan trong linh vuc Internet —

Banking.

TAI LIEU THAM KHAO

1. Phan Dinh Diéu, Ly thuyét mdt md va an toan théng tin, NXB Pai Hoc
Quéc gia Ha Noi, 2002

2. CHARLES P. PFLEEGER, An toan tinh todn, Hoc vién mat ma

3. Lu4n van Phat trién dich vu Ngan hang dién tir tai ngan hang Thuong

mai C6 phan A Chau - LUU THANH THAO
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