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Loi noi dau

Ngay nay, cung véi su phat trién manh mé cta nganh khoa hoc céng nghé
thong tin, internet d trd thanh mot nhu cau, phuong tién khong thé thiéu ddi véi
moi nguoi, nhu cau trao doi thong tin qua mang ngdy cang 16n. Va véi lugng
thong tin 16n nhu vay dugc truyén qua mang thi nguy co dir li¢u bi truy cap trai
phép cling tang I1én vi vdy van dé bao dam an toan va bao mat thong tin cho dit
lieu truyen trén mang la rat can thiét. Nhiéu k¥ thuat da duoc nghién ciru nham
giai quyét van dé nay. Mot trong nhiing k¥ thuat quan trong nhat 14 ma hoa
thong tin. Tuy nhién mot thong diép bi  ma hoa dé gay ra sy chil ¥ va mot khi
cac thong tin ma hoa bi phat hién thi cac tin tic s& tim moi cach dé giai ma.

Mot cong nghé mai phan nao giai quyét duoc nhirmg kho khan trén 1a
gidu thong tin trong céc nguén da phuong tién nhu cac nguén am thanh, hinh
anh ... Xét theo khia canh tong quat thi gidu thong tin ciing 1a mot dang mat ma
nham dam bao tinh an toan cua thong tin, nhung phuong phap nay uu dlem o
ché 1a giam dugc kha nang phat hién ra su ton tai ciia thong tin trong cac ngudn
mang.

Gi4u thong tin 1a mot k¥ thuat con tuwong ddi méi va danh phat trién rat
nhanh, thu hit duoc ca sy quan tam cua gioi khoa hoc va gioi cong nghiép va
cling con nhiéu thach thuec. Noi dung cua bao cao nay chu yeu nghién ctru vé ky
thuat gidu tin noi chung va giau tin trong vin ban noi riéng



Chwong 1. TONG QUAN VE KY THUAT GIAU TIN
1.1 Pinh nghia gidu tin va muc dich cia viéc gidu tin.

- Giéu tin 13 k¥ thuat nhiing mot lugng thong tin s6 ndo d6 vao trong mot d6i
tuong dit li¢u s6 khac.

Trong qua trinh gidu tin dé ting bao mat, co thé - phai dung khoa viét mdt.
Do 14 loai gidu tin ¢é xir [y. Néu khong dung khoa viét mat dé Giau tin, tic 1a
chi dau tin don thuan vao moéi truong phii. D6 1a loai Gidu tin don thuan.

- Muc dich cua vi¢c giau tin 1a ddm bdo an toan va bao mat thong tin. C6 2
Khia canh can duoc quan tam do la:

+ Bao mat cho dir liéu duoc dem giéu :
+ B&o mét cho chinh ddi tuong duge dem giéu thong tin .

- Ngay nay ngh¢ thuat giéu tin dugc nghién ctru dé phuc vu cac muc dich tich
cuc nhu: bao vé ban quyén cac tai liéu sé hoa (dung thuy 4n sb), hay gidu cac
thong tin bi mat vé quan su va kinh té.

-Su phat trién ciia cong nghé thong tin di tao ra nhirg moi truong giiu tin
moi vo cung tién loi va phong phu. Nguoi ta co thé gidu tin trong cac van ban,
hinh anh, am thanh. Ciing c6 thé gidu tin ngay trong céc Kkhoang trbng hay cac
phan ving an ctia moi truong luu trit nhu dia cing, dia mém. Cac goi tin truyén
di trén mang ciing 12 moi truong giau tin thuan loi. Cac tién ich phan mém ciing
1a moi trudng 1y tudng dé gai cac thong tin quan trong, dé xac nhan ban quyén.



1.2 Phén loai cac ky thuit gidu tin.

C6 thé chia ky thuat gidu tin ra 1am 2 : steganography va watermarking.

Infomation
hiding
Giau thong tin

Watermarking

Steganograph e
Gidu tin r?létp ’ Thuy van ST
| |
Robust Fragile
Copyright marking Watermarking
Thuy van bén viing Thuy van “dé v&”
|
| |
Imperceptible Visible
Watermarking Watermarking
Thuy van an Thuy van hién

Cac linh vuc nghién ctru ciia mat ma

Trong linh vuc bdo méat thong tin, gidu tin bao gom cac van dé sau:

In l'ul'lh:.‘nlilnrln hiding
| |
Watermarking Steganography

HWarermuoeriine e rp i e frrminsic Prrre
= gery

Cac nhanh cia giau tin

1.2.1 Giau tin mat (Seganography ) quan tam t6i vigc gidu céc tin sao cho
thong tin gidu duoc cang nhiéu cang t6t va quan trong 1a ngudi khac khé phat
hién dugc moét  ddi tugng c6 bi gidu tin bén trong hay khong bang ky thuat

thong thuong.



1.2.2 Thiy van sé (Watermaking ) danh gidu vao ddi twong nham khing dinh
ban quyén s& hiru hay phat hién xuyén tac théng tin. Thuy van s6 duoc phan
thanh 2 loai thily van bén viing va thity van dé va.

- Thuy védn bén viimg: thudng dugc tmg dung trong cac tng dung bao vé
ban quyén. Thuy van duoc nhung trong san pham nhu mot hinh thirc dan tem
ban quyén. Trong truong hop ndy, thuy van phai ton tai bén vitng cing véi san
pham nham chéng viéc tiy xo4, lam gia hay bién doi pha huy thuy van.

+ Thuy vdn dn: cliing giéng nhu gidu tin, bang mat thudng khong
thé nhin thay thuy van.

+ Thuy van hién: 1a loai thuy van dugc hién ngay trén san pham va
ngudi ding c¢6 thé nhin thay dugc.

- Thity van dé vé: 1a k¥ thuat nhung thuy van vao trong anh sao cho khi
phan b6 san pham trong moi truong mé néu c6 bat cir mot phép bién ddi nao
lam thay d6i ddi twong san pham gdc thi thuy van da dugc gidu trong d6i tuong
s& khong con nguyén ven nhu trude khi dau nita (dé vo).

So sanh gitra steganography va watermarking

Steganography Watermaking
- Che gidu sy hién hiru cua -Thém vao théng tin
Muc dich [thong diép ban quyén
- Théng tin che gidu doc lap -Che gidu thong tin gan|
vG1 vO boc voi dbi tuong vo boc
Yéu ciu Khong phat hién duogc thong Tiéu chuan bén ving
diép bi che giéu

Dung luong tin duogc dau

Tén cbng Phat hién ra thong diép bi mat Watermaking bi pha vo
thanh cong Ibi che gidu

1.3 Mot s6 ing dung.
*Ung dung cta thity van sd(Watermaking):



- Tu dong gidm sat cac ban sao va theo doi céc ban sao, viét tai liéu trén
web. (Vi du 1 robot tim kiém trén web véi 1 tai liéu duoc danh dau va do
d6 c6 tiém ning xac dinh van dé bat hop phap).

- Ty dong kiém tra 1 dai phat thanh truyén di()



Chuong 2. Cac dinh dang anh
2.1 Pinh dang anh BITMAP

Déi tugng anh du tién ma cac chuong trinh gidu tin nhim téi 1a anh
Bitmap. Vi anh nay pho bién trén mang Internet, dung luong gidu tin cao va cac
phuong phap gidu tin don gian.

2.1.1 Téng quan

Cac anh sb thuong duoc luu dudi dang tép anh 24-bit hay 8-bit cho mot
diém anh. Anh 24-bit con dugc goi 1a anh true colour cung cap nhiéu chd gidu
thong tin hon; tuy nhién anh 24-bit 16n, vi du mot anh 24-bit cd 1024 x 768
pixels co kich thudce trén 2 MB, nén dé bi gay chu y khi tai qua mang. Thuong
nhimg anh d6 can dugc nén, nhung nén anh cé thé 1am mat tin mat.

Mot phuong an khac 1a ¢o thé dung anh 8-bit mau dé gidu thong tin.
Trong cac anh 8-bit (nhu dnh GIF), mdi diém anh dugc thé hién bang mot byte.
Mdi diém don thuan tré6 dén mot bang chi muc cac mau (palette), voi 256 kha
nang mau. Piém anh chira tri ndm gita 0 va 255. Cac phan mém chi don thuan
v& mau can biéu thi 1én man hinh tai vi tri lua chon.

Néu dung mot anh 8-bit lam anh phu, rat nhiéu chuyén gia vé gidu tin
trong anh khuyén nén dung anh 256 cép xam vi bang mau cta anh xam thay doi
dong déu gitra lam tang kha néng glau tin.

Giau tin trong anh 8-bit can xem x¢&t ca anh lan bang mau. Mot anh ¢o
khdi 16n cac mau dong nhét kho glau hon vi d& bi nhan biét. Sau khi chon anh
phu, bude tiép theo 14 chon phuong phap ma hoa anh.

2.1.2 Bang miu

Béang mau 1a mét mang 1 chi€u chtra chi myc cac mau ctia anh. Sau d6 moi diém
anh chi viéc tro dén mot mau chi muc nao do6 trén bang mau.



Pixel Value in File Palette (LUT) Output Device
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Hinh 1: Bang mau va cac diém anh dung bang mau

Trong bang mau, 1 mau Gmg véi mot bd ba hay bd bon

Kich thudc cua bang mau duoc tinh tir d6 sau diém anh (pixel depth):

4-bit pixel: 3 byte/mau * 16 (= 2*) mau = 48 byte

8-bit pixel: 3 byte/mau * 256 mau = 768 byte

15-bit pixel: 3 byte/mau * 32768 mau = 96 kbyte

16-bit pixel: 3 byte/mau * 65536 mau = 192 kbyte

Mot s6 loai anh giam bdt s6 mau trong bang mau, vi khong phai tat ca cac mau
duoc dung trong anh (CGM, TGA).

Cac gia tri diém dugce cat trong 2 byte (16 bit):

16 bit = 2 byte = (8 bit, 8 bit) -> (5,6,5) = (R,G,B)

C6 cac cach b tri:

o Theo diém anh (pixel-orientiert) (RGB) (RGB) (RGB) (RGB) (RGB)

o Theo mit phing mau (plane-orientiert) (RRRRR ... GGGGG ...

€ singie-channel, pivel-oriented palette O vivitiple-channel, pixel-oriented palette

Pixel 0 Pixel 1 Pixel 2

PixelD | Pixel1 Pixel 2 R|e|e|rR|6|B|R|B|B
O singie-channel plane-oriented palette O ivitipie-channel, plane-oriented palette
P R A 4 B S G g
Plane 2" g3 | 2| Bit2 Blue Plane.~  g~| g"| B~
A Fa P v o 2
Plane 1 gud | gitd | Bitd| +— Green Plane.”  g~| g | +—
ST - Lo SN e - o = S
Plane 0  gjrp|Bito| Bito — RedPlane g | R | R —




Hinh 2: Cac cach bd tri bang mau

Mot sb phuong phap gidu tin trong anh dwa vao viéc sap xep lai bang mau, trong
khi cac phuong phap khac thém bt cac mau vao bang mau.
2.1.3 Mo ta anh

Pé xu ly hodc nghién ctru yé anh nguo1 ta phai mo6 hinh hoa chung. Tuy theo
quan diém, mo hinh ma co6 thé 4p dung cac phép xtr 1y khac nhau trén mo hinh
do.

e Anh nhuw mdt ban dé bit: quan diém anh manh nhu mot ban do cac bit

tao nén tang dé chung ta ap dung cac phép toan vé bit.

e Anh nhu mdt ham toan hoc: dé xtr Iy anh trong may tinh dung cic cong
cu toan hoc, ngudi ta tim cach biéu dién anh nhu 1a mot ham roi rac f(x,y)
trong do x, y la toa do cua diém anh con f1a gia tr1 xam hoac do sang cua
anh. f nhan céac gia tri r0i rac trong khoang tir 0 dén f.y. Trong anh 8 bit
thi f.. = 28 = 256. Trong anh mau nguoi ta co thé mé ta mau qua ba ham
biéu dién céac thanh phan d9, luc va lam. Vi du 1(x,y); g(x,y); b(x,y).

e Anh nhu mdt méi trudng vat ly: Mot anh f(x,y) ciing 1a mot méi trudng
vat 1y nén c6 thé dung ap dung cac phép bién d6i vat 1y trén anh. Vi du
murc nang luong cua diém anh, dai tin sd cta nhiéu anh, dai phé),..

e Mo ti anh nhw mét md hinh thong ké: Cac gia tri cia diém anh (mirc
xam, do sang hay tri mau) duoc coi nhu 1a bién ngau nghién, do d6 chung
ta ¢ thé tinh duoc phan bd xac suit cia chung. Vi du ngudi ta co thé
dung biéu do cot (histogram) dé bicu dién do xam hay céc tri mau. Trong

xur ly anh nguoi ta c6 thé dung biéu do cdt dé 1am cac vi¢c nhu loc nhicu.
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Con trong gidu tin thi ta c6 thé qua d6 ma biét dau 13 ving anh c6 thé gidu

tin tot nhit.

Hiztogram Window
Dizplay Fed =
charinel
Walue[z]: 47164
% inRange: BEY[37134)
#% Below: 0.8
ZAbove: 325
Mean: 125
Median: 110

¥ Bed ¥ Green ¥ BElue V¥ Greyscale ™ Sample merged

¥ Hue ¥ Saturation W Lightness [ Selection only

Hinh 3: Biéu db cdt ciia mdt anh trong Paint Shop Pro 7

Chinh cac quan diém khac nhau vé anh di 1am nén tang dé c6 dugc
nhirng k¥ thuat khac giau tin khac nhau

2.1.4 CAu tric anh

Anh Bitmap do Microsoft phat trién, do vay con dugc goi 1a Microsoft
Windows Bitmap (BMP, DIB, Windows BMP, Windows DIB, Compatible
Bitmap) duoc luu trir doc 14p véi thiét bi hién thi (DIB). Anh nay duoc st dung
rong rai trén Windows. C6 thé c6  1-, 4-, 8-, 16-, 24-, hay 32-bit mau. Anh nay
thuong st dung phuong phap ma hoa loat dai RLE. Kich thudc t6i da 1a
32Kx32K va 2Gx2G pixel. Anh bitmap khong cho phép chira nhiéu anh trong
mot tép.
Céu tao cia anh bitmap gdm céac phan

1. Header

2. Palette
3. Bitmap Data
4. Footer

bé doc va xur Iy anh Bitmap ngudi ta can nam dugc cac cau truc cua anh duogc
luu trong phan Header. Vi du Header cuia Microsoft Windows Bitmap Version
1.x c6 cau trac nhu sau:

e Header
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o Palette

e Bitmap Index

o Palette 1

o File Identifier

o File Version

e Number of Lines per Image
e Number of Pixels per Line
e Number of Bits per Pixel
e Number of Color Planes

e Compression Type

e X Origin of Image

e Y Origin of Image

e Text Description

e Unused Space

Anh Bitmap Microsoft Windows 1.x ¢6 phan Header gom 10-byte :
TYPEDEF struct _WinlxHeader

{
WORD Type; /* File type identifier (always 0) */
WORD Width; /* Width of the bitmap in pixels */
WORD Height; /* Height of the bitmap in scan lines */
WORD ByteWidth; /* Width of bitmap in bytes */
BYTE Planes; /* Number of color planes */
BYTE BitsPerPixel; /* Number of bits per pixel */

} WIN1IXHEADER,;

Dt li€u anh Bitmap dugc ghi vao tép theo 2 cach:

e Quét tung dong theo trat tu diém anh nhu chung dugc hién thi trén thiét bi
e Theo tirng mit phang mau (plane)

% Chi tiét cAu tric cac anh BITMAP

12



o Bitmap header:
1-2 Nhan dang file Kiéu arrayp1..2] of char:chtra ky tu BM
3-6 Kich thué file Kiéu Longint: tinh bang byte
7-10 Reserve nt : toi chua biét(co 18 1a tén file thira)
11-14 Byte bat dau Kiéu longint, vi tri byte bat dau ving
data ké tir dau file
o Bitmaplinfor
1-4 S6 byte trong ving info Kiéu Longint, hién tai c6
gia tr1 40
5-8 Chiéu rong bitmap Kiéu longint tinh bang pixel
9-12 Chiéu cao bitmap Kiéu longint tinh bang pixel
13-14 S6 Planes mau Kiéu Word s bang mau
15-16 Sé bits cho mot pixel Kiéu Word, cac gia trj co
thé co6 1: Pen/trang, 4:16
mau, 8:256 mau, 24: 24bit
mau
17-20 Kiéu nén dir liéu Kiéu Longint co gia trj 1a
0: Khéng nén
1: Nén runlength+8bit/pixel
2: Nén runlength+4bit/pixel
21-24 Kich thuéc anh Kiéu Longint, bang s byte
cua anh
25-28 Do phan giai ngang Kiéu Longint, tinh bang pixel
29-32 Po phan giai doc Kiéu Longint, tinh bang pixel
33-36 S6 mau duoc sir dung Kiéu Longint
trong anh
37-40 S6 mau duoc sir dung Kiéu Longint
khi hién anh
o Bitmap palette
Tiép theo sau vung info 13 palette mau ctia BMP, gdm nhiéu bo c6
kich thudc bang 4 byte xép lién nhau theo céu truc Blue-Green-
Red va m{t Byte danh riéng cho Itensity. Kich thudc ctia viing
Palette mau bang 4*s6 mau cta anh. Vi Palette mau ctia man hinh
c6 ciu tao theo thir tu Red-Green-Blue, nén khi doc palette mau
ctia anh BMP vao ta phai chuyén d6i lai cho phi hop. S6 mau cia
anh duoc biét dya trén sb bit cho 1 pixel cu thé la:
8.bits/pixel: anh 256 mau, 4bits/pixel: anh 16 mau, 24bits/pixel
anh 24 bit mau
BitmapData:
Phan nay ké tiép ngay sau Palette mau cia BMP. Day 1a phan
chtra cac gia tri mau cia cac diém anh trong BMP. Cac diém anh
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dugc Iuu theo thir tu tir trai qua phai trén mot dong va cac dong

lai dugc luu theo thir tyr dudi 1én trén. Mdi Byte trong ving

BitmapData biéu dién 1 hodc nhiéu diém anh tuy theo s bits cho

mot pixel.

o Khila 1 bit mau

Céc bitmap 12 Pon sic, va bang mau c6 chira hai muc. Mdi bit

trong bitmap mang dai dién cho mot dlem anh. Néu bit, rd rang,

cac diém anh s& dugc hién thi voi mau sic cta cac muc dau tién
trong bang mau, néu cac bit, dugc thiét 1ap, céac diém anh c6 mau
sdc ciia cac muyc nhap thir hai trong bang.

o Khi la 4 bit mau.

Céc bitmap da c6 t6i da 1a 16 mau sac, va cac bang mau chua lén

dén 16 muc. Mdi diém anh trong bitmap duoc thé hién béng mot

4-bit, chi muc vao cac bang mau. Vi du, néu l1a nguoi dau tién
byte trong bitmap 1a 1Fh, cic byte dai dién cho hai pixel. Pau tién
chtra cac diém anh mau trong bang mau muc nhap tha hai, va lan
thir hai chita cac diém anh mau trong bang mau 16 muyc.

o Khi la 8 bit mau.

Cac bitmap di c6 t6i da 13 256 mau sic, va cac bang mau chira tdi

da 256 muc. Trong trudng hop nay, mdi byte trong méang dai dién

cho mot diém anh.
o Khi 12 16 bit mau.

Céc bitmap da co t6i da 1a 2'® mau. Néu céac linh vuc cia nén tap
tin bitmap duoc thiét 1ap dé BI RGB, cac linh vuc Palette khong
chtra bat ky muc. Mdi tir trong mang bitmap dai dién cho mot diém
anh. Cac than nhan cua intensities dé, xanh, xanh va duoc dai dién
v6i 5 bit cho mdi thanh phan mau sic. Cac gia tri cho mau xanh la
dang ké trong it nhat 5 bit, sau 5 bit cho mdi mau xanh va do, tuong
mg. Trong nhét khong phai 1a it dugc st dung.

Néu cac linh vyc cua nén tip tin bitmap dugc thiét 1ap dé
BI BITFIELDS, cac linh vuc Palette c6 chira ba dword mau mat na
ma chi dinh mau doé, mau xanh, mau xanh va céc thanh phan, tuong
tng, trong mdi diém anh. Mdi tir trong méang bitmap dai dién cho mot
diém anh.

Windows NT, cu thé: Khi nén linh vuc dugc thiét 1ap dé
BI_BITFIELDS, thiét 1ap bit trong mdi dword mask phai dugc tac va
khong nén chong chéo cac bit ctia mot khach mask. Tat ca cac bit
trong cac diém anh khong can phai dugc st dung.

Windows 95 cu thé: Khi nén linh vuc duoc thiét lap dé
BI_BITFIELDS, Windows 95 chi hd tro sau day 16bpp mau mit na:
Mot 5-5-5 16-bit, hinh anh, noi ma mau xanh mask 1a 0x001F, cac
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mau xanh 14 cdy mask l1a 0x03E0, va mau do mask 1a 0x7C00; va 5-6-
5 16-bit, hinh anh, no1 ma mau xanh mask 1a 0x001F, cac mau xanh
14 cay mask 1a 0x07EQ, va mau do 1a 0xF800 mask.

o Khi 1224 bit mau.

CAc bitmap da co tbi da 1a 2%*mau séc, va cac linh vuc Palette
khong chira bat ky muc. Mdi 3-byte ban tam ca trong mang bitmap
dai di¢n cho than nhan cua intensities mau xanh, mau xanh 14 cay, va
do6, twong tmg, cho mot diém anh.

o Khi linh vuc nay 1a bang 32.

Cac bitmap di c6 tdi da 1a 2¥mau. Néu cac linh vuc nén cua
bitmap duoc thiét 1ap dé BI RGB, cac linh vuc Palette khong chira
bat ky muc. Mdi dword trong mang bitmap dai dién cho than nhéan
cua intensities mau xanh, mau xanh 14 cay, va do, tuong trng, cho mdt
diém anh. Cao byte trong mdi dword 1a khong str dung.

Néu cac linh vuc nén cia bitmap duoc thiét 1ap dé BI BITFIELDS,
cac linh vyc Palette c6 chira ba dword mau mat na ma chi dinh mau
d6, mau xanh, mau xanh va cac thanh phan, tuong tng, trong moi
diém anh. M&i dword trong mang bitmap dai dién cho mot diém anh.

Windows NT, cu thé: Khi nén linh vuc duoc thiét 1ap dé
BI_BITFIELDS, thiét 1ap bit trong mdi dword mask phai dugc tac va
khong nén chong chéo cac bit ciia mot khach mask. Tat ca cac bit
trong cac diém anh khéng can phai duoc st  dung.

Windows 95 cu thé: Khi nén linh vuc dugc thiét 1ap dé
BI BITFIELDS, Windows 95 chi hd trg sau day 32bpp mau mask:
Céac mau xanh mask la 0x000000FF, cac mau xanh la cay mask la
0x0000FF00, va mau do 1a mask 0x00FF0000.
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2.2 Pinh dang anh JPEG

JPEG viét tat cua Joint Photographic Experts Group, mdt nhom cac nha
nghién ctru dd phat minh ra dinh dang nay dé hién thi cac hinh anh day du mau
hon (full-colour) cho dinh dang di dong ma kich thudc file lai nho hon. Gidng
nhu anh GIF, JPEG cling dugc st dung rat nhiéu trén Web. Loi ich chinh cua
ching hon GIF 14 ching c6 thé hién thi cdc hinh anh véi mau chinh xac true-
colour (chung c6 thé 1én dén 16 triéu mau), diéu d6 cho phép ching duoc sir
dung t6t nhat cho cac hinh anh chup va hinh anh minh hoa c6 s6 lugng mau Ién.

Céac anh JPEG khong thé lam trong sudt hodc chuyén dong - trong trudng
hop nay ban s& st dung dinh dang GIF (hodc dinh dang PNG dé tao trong sudt).

Tao anh JPEG Fast-Loading: Gidng nhu véi cac anh GIF, dé tao hinh
JPEG nho6 dén muc c6 thé (tinh theo bytes) dé website tai nhanh hon. Diéu chinh
chinh dé thay dbi kich thudc file JPEG dugc goi 1a quality, va thuong c6 gia tri
tir 0 t&i 100%, khi 0% thi chat lugng 1 thap nhat (nhung kich thudc file 1a nho
nhat), va 100% thi chat luong cao nhat (nhung kich thudc file 1a 16n nhét).
0% chat lugng JPEG sé& nhin rat mo khi so sanh voi anh gbe. Con 100% chat
lugng JPEG thudng khong phan biét duge so voi anh goc.

Mirc d nhay cam ciia mat nguoi:

Trong khong gian mau YUV, nhén thi ctia con ngudi rat nhay cam véi
thanh phan Y va kém nhay cam véi hai loai U va V. Phuong phap nén JPEG da
ndm bat phat hién ndy dé tach nhitng thong tin thira ciia anh. Hé thong nén
thanh phan Y cua anh véi muc do suy giam it hon so véi U, V, béi ngudi ta it
nhan thay su thay d6i cia U va V so véi Y.
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Ma hoa:

Cong doan chinh 13 chia nho biérc anh thanh nhiéu ving nhé (thong
thuong 14 nhitng ving 8x8 pixel) rdi str dung bién ddi cosin rdi rac dé bién doi
nhiing ving thé hién nay thanh dang ma tran c6 64 hé s6 thé hién "thuc trang"
cac pixel. Piéu quan trong 1a & ddy hé s6 dau tién c6 kha niang thé hién "thuc
trang" cao nhat, kha ning d6 giam rat nhanh véi cac hé sé khac. No6i cach khac
thi lugng thong tin cia 64 pixels tap trung chi yéu & mot s6 hé sd ma tran theo
bién d6i trén. Trong giai doan nay c6 su mat mat thong tin, bai khong c6 bién
d6i nguoc chinh xac. Nhung lugng thong tin bi mat ndy chua dang ké so voi giai
doan tiép theo. Ma trAn nhan duoc sau bién ddi cosin roi rac duoc luge bot su
khac nhau giita cac hé s6. Pay chinh 1a lac mat nhiéu thong tin vi ngudi ta s& vt
b6 nhitng thay d6i nho ctia cac hé s6. Nhu thé khi bung anh di nén ta s& c6 duge
nhitng tham s6 khac cua céac pixel. Cac bién d6i trén ap dung cho thanh phan U
va V cta anh v6i mirc do cao hon so véi Y (mét nhiéu thong tin cia U va V
hon). Sau d6 thi ap dung phuong phap mi hoa cua Hoffman: Phén tich diy sd,
cac phan tir lap lai nhidu duoc ma hoa bang ky hiéu ngin (marker). Khi bung
anh nguoi ta chi viéc lam lai cac budc trén theo qua trinh nguogc lai cung véi céac
bién doi nguoc.

Nhwoc diém:

Nhuoc diém chinh ctua dinh dang JPEG 1a ching duoc nén bang thuat
toan lossy (mat dir liéu). Piéu nay c6 nghia rang hinh anh cta ban s& bi mat mot
s6 chi tiét khi chuyén sang dinh dang JPEG. Puong bao giita cac khdi mau cé
thé xuat hién nhiéu diém mo, va cac vung s€ mat su o nét. Noi mot cach khac,
dinh dang JPEG thuc hi¢n bdo quan tat ca thong tin mau trong hinh anh do, tuy
nhién véi cac hinh anh chat lwong mau cao high-colour nhu hinh anh chup thi

diéu nay s& khong hé han gi.
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Céu tric: JPEG 1a viét tat cua Joint Photographic Expert Group (nhém
cac chuyén gia phat trién chuan anh nay). Chuan JPEG dugc céng nhén 1a chuan
anh qubc té nam 1990 phuc vu cac tng dung truyén anh cho céc linh vuc nhu y
hoc, khoa hoc k¥ thuat, anh ngh¢ thuat...

Chuan JPEG dugc sir dung dé m3 hoa anh da mac xam, anh mau. N6
khong cho két qua 6n dinh 1am v6i anh den trang. Chuan JPEG cung cép giai
thuat cho ca 2 loai nén 1a nén khong mat mat thong tin va nén mat mat thong tin.
Trong phan dudi day, chung toi trinh bay chi tiét vé mot trong cac dang nén bién
d6i chap nhan mat mat thong tin dung bién d6i Cosin ctia chuan JPEG: Bién doi
Cosin tuan tu (Sequential DTC - Based). Bién d6i Cosin tuan tu 1a k¥ thuat don
gian nhatnhung dugc dung phd bién nhat va no dép tmg dugc hau hét cac dic
tinh can thiét cho phan 16n céc tng dung.

Ma hoéa JPEG bao gém nhiéu cong doan nhu da néu. So dd thuat toan

nén va giai nén dugc mo ta nhu dudi day.

P 8x8 » DCT | Luong | Ma anh
h < > > O
. > tr hda hoa nén
a A
) n A
anh 8x8
o0C
> K
h r
b Khéi 8x8
i
Bang Bang
8x8 lwong ma
ta

Qua trinh giai nén s& dugc lam nguoc lai, nguoi ta giai ma tung phan
anh nen twong ung voi phuong phap nén da sir dung trong phan nén nho cac
thong tin lien quan ghi trong phan header cua file nen. Két qua thu dugc 12 hé sd
da luong tir. Cac hé s6 nay duoc khoi phuc vé gid tri trude khi lugng tor hoa
bang bo twong tu hoa. Tiép d6 dem bién d6i Cosin nguoc ta dugc anh ban dau
vo1 do trung thuc nhét dinh.
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ar,1h | Giai ma > Tuon?g DCT al}h giai
nen tu hoa nguoc nén

A
Y

Bang ma Bang
lugng tir

Bang ma va bang lugng tir trong so dd giai nén dugc dung 1én nho
nhimg thong tin ghi trong phan cau tric dau tép (Header) cta tép anh nen. Qua
trinh nén chiu trach nhiém tao ra va ghi lai nhiing thong tin nay. Phén tiép theo
s& phan tich tac dung cta timg khdi trong so d6.

Chuan nén JPEG phan anh ra cac khoéi 8x8. Cong doan bién d6i nhanh
Cosin hai chiéu cho cac khdi 8x8 to ra hiéu qua hon. Bién d6i Cosincho cac khi
co cung kich ¢& c6 thé giam dugc mot phan cac tinh toan chung nhu viéc tinh hé
s6 Cj' . Khi n=8 chung ta chi can tinh hé s6 Cj cho 3 tang (8=2%), s cac hé sb 1a
4+2+1=7

Néu véi mot anh 1024 x 1024, phép bién doi nhanh Cosin mot chiéu
theo hang ngang hodc hang doc ta phai qua 10 ting (1024=2"°). Thoi gian tinh
cachesoC la 512 +256+ 128 + 64 +32+ 16 +8 +4 +2+ 1 =1021. Thoi
gian tinh cac hé sb G voi toan bo anh 1024 x 1024 16n gap 150 1an so véi thoi
gian tinh toan cac hé sd nay cho cac khoi.

Bién d6i Cosin dbi v6i cac khdi co kich thudc nho s& lam ting d6 chinh
xéc khi tinh toan voi s6 ddu phay tinh, giam thiéu sai s6 do lam tron sinh ra.

Do cac diém anh hang x6m c6 d6 twong quan cao hon,do do phep bién
d6i Cosin cho timg khéi nhoe tap trung nang lugng hon vao mot s it cac hé sd
blen d6i. Viéc loai bot mot sd hé sd nang lugng thap trong cac khdi chi tao ra
mat mat thong tin cuc bo giiip néng cao chat lugng anh.

Anh s& dugce chia lam B khéi véi :

B:(MT)X(NTJZ Mg x Ng
Cac khéi dugc xac dinh boi bd sé6 (mn) véi m = [0.Mg-1] va
n = [0..Ng-1], & day m chi thu tu ctia khéi theo chiéu rong, n chi thtr tu cua khi
theo chiéu dai. Phan khdi thuc chét 1a xac dinh tuong quan gitra toa do riéng
trong khdi véi toa d6 thuc ctua diém anh trong anh ban dau. Néu anh ban dau ky
hiéu Image[i,j] thi ma tran biéu dién khéi (m,n) 1a x[u,v] dugc tinh:
X[u,v] = Image[mk + u, nl +Vv]
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Chuong 3 Giau tin trong anh

3.1 Cac ki thuat giiu tin trong anh BITMAP
Viéc giéu tin trong d4nh mau thi co rat nhiéu thuan loi so vé&i viée giéu tin

trong anh den trang n6 c6 mdt uvu diém nhu sau:
¢ Giau dugc nhiéu thong tin hon so vo1 anh den trang cung kich ¢&

e D0 an toan cao hon so vdi anh den trang vi ¢ rat it sy thay doi so voi

anh gbc ban dau.
Pdi véi tung loai anh mau ta lai c6 k¥ thuat khac nhau:

3. 1.1 Anh nhé hon hoic bing 8 bit mau:
Khong phai tit ca nhitng anh nho hon hoic bang 8 bit mau déu c6 bang
mau dugc sap xép, do vay viéc sip xép LSB rat khé khan. Ta can sap xép lai

bang mau:

e Chon mot mau bat ky gia sir mau c6 dang: A(x, y, z) ta

dua vao vi tri dau tién
e Duyét tat ca cic mau B(m, n, p) con lai va tinh:
S(A, B) =sqrt((x-m)® +(y-n)* +(z-p)’)

e Ta s& chon mau B ¢6 S(A, B) nho nhat dé sip xép canh

mau A sau do lai tiép tuc buoc 2.
e Quy trinh két thuc khi bang mau d3 duoc sip xép.

Luu y: Cac diém anh c6 chi sé mau 13 15 phai dugc dbi thanh chi s6 85
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3. 1.2 Anh 16 bit mau
Thue té chi ¢6 15 bit dugce dung dé biéu dién cho mot diém anh :
e 5 bit dung dé biéu dién cuong d6 trong d6i mau do
e 5 it ding dé biéu dién cuong d6 trong d6i mau xanh lo
e 5 bit dung dé biéu dién cuong d6 twong db6i mau xanh lam
Con 1 bit khong dung dén 12 bit cao nhit & byte thir 2, d6 chinh 14 bit LSB
ctia anh 16 bit mau. Néu chi 14y mot bit nay thi luong thong tin gidu 1a rat it do
d6 can lay thém mot sd bit nira.
3. 1.3 Anh 24 bit mau
Mobi mot diém anh duge biéu dién bang 3 byte
e 1 byte dung dé biéu dién cudng do twong d6i mau do
e 1 byte dung dé biéu dién cudng do twong d6i mau xanh lo
e 1 byte dung dé biéu dién cuong do twong d6i mau xanh lam
Trong mdi byte cic bit nam cang vé cudi cang it anh huong dén phan dix
liéu anh . Thong thudng dé tang lugng thong tin dugc gidu nguoi ta thuong 1ay 4
bit cubi mdi byte dé giau thong tin.
Bang thuc nghiém cho thay néu thay toan bo bit cudi ctia mot byte thi anh
két qua ciing khong khac nhiéu Iim so véi anh ban dau. Diéu nay 1a vo cliing cd

y nghia vi ta c6 thé gidu duoc nhiéu thong tin trong anh .

3.1. 4 Cac phwong phap gidu tin
e Phuong phap Nhing vao cac bit ¢6 trong so thap (Least
Significant Bit)

e Cic phuong phap dua vao k¥ thuat bién dbi anh, vi du bién d6i tur
mién khong gian sang mién tin s

e (Cdac phuong phap sir dung mat na giac quan
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Vi du: K§ thuit gii vao cac bit ¢ trong sé thap

< Nén tang ki thuat:
Khi chuyén mét anh twong ty sang anh s6 nguoi ta thuong chon ba cach thé hién
mau:

e 24-bit miu: mdi diém co thé nhan mot trong 224 mau, mdi mau dugc tao
tir ba mau cin ban: red (R), green (G) va blue (B), mdi mau nhan mot tri
tir 0 dén 255 (8 bit)

e 8-bit mau: mdi diém co thé nhan mot trong 256 mau, chon tir mot bang
mau (palette)

e 8-bit dai xam: mdi diém nhan mot trong 256 (2°8) sic thai xam

Phuong phap LSB stra bit hay céc bit c6 trong sd thap nhat (it quan trong nhét
deé tao nén mau diém anh), gai cac thong tin mat vao d6. Cac thong tin dugc giau
s€ lan vao dau do giong nhu nhiéu anh.

Anh mau, L
da cip xam :
o 2 N ——
WVim
-l
=
Théng g Théng
tin mat ;ﬁ: :‘:?:tin mat
=
=0 ) Mang
lkkhoa mat khoa mat

Gidu tin vao céc bit it quan trong cua diém anh
Ap dung ky thuat LSB, mot diém anh 24-bit co thé giéu duogc ba bit thong tin (vi
moi diém duoc thé hién bang ba byte). Moi sy thay d6i trén diém anh c6 trong
s6 thap déu khong gy nén sy cha ¥ ctia mat ngudi.
¢ Vi du minh hoa
Chir cai A c6 ma ASCII 1a 65 h¢ thap phan (1000001 h¢ nhi phan). Cac
diém anh trudc khi gidu. Dé giau chir 'A' can ba diém anh lién tiép.
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Vi du cac diém anh trude khi gidu 1a:

00100111 11101001 11001000
00100111 11001000 11101001
11001000 00100111 11101001

Chén gia tri nhi phan cia chit 'A' vio ba diém anh trén bat dau tir byte trén cling
bén trai s€ cho két qua:

00100110 11101001 11001000
00100110 11001000 11101000
11001000 00100110 11101001

Cac bit dugc gach chan la cac bit bi 1at. Co thé dung hai bit co trong sO thap dé
gidu tin ma chat lugng khong thay do6i may d6i voi mat thuong.

Tir vi du trén ta c6 thé suy ra rang néu dung 1 LSB thi xac suat phai 1at bit 1a
50%, vay nén lugng nhiéu gay ra cho anh 1a rat it.

Pbi voéi anh mau 24 bit, doi khi ching ta c6 thé dung dén 2 hodc tham chi 3 bit
thap ma van khong dé 16 thong tin mat. Di voi anh 8 bit thi diéu nay 1a khéng
thé, va nguoi ta chi dung 1 bit thdp nhat dé gidu tin
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3.2 Cac ki thuat gidu tin trong anh JPG

e Ky thuat dung hé s6 DCT (JPEG)
e Ky¥ thuat mat na va loc
e Ky¥ thuat dung hé s6 ctia phép chi€u truc giao

3.2.1 Ki thuat dung hé s6 DCT :

a) Nén tang k§ thuit

Céc anh JPEG c6 ty 1€ nén cao, chét lugng tdt, do d6 chung dugc su
dung nhiéu trén mang. Tuy nhién cac tép anh JPEG khong phu hop véi xir 1y bit
nhu cac anh dua trén bang mau, tuy vy van co thé dung chung dé giéu dir lidu.

Anh JPEG st dung bién ddi Cosin roi rac dé thuc hién nén anh

Bién d6i cosin roi rac 1a phép bién doi mat dir liéu vi khong thé tinh
chinh xéc cac gia tri cosin, cling nhu co thé co cac 16i lam tron. Do 1éch gitra dir
liéu géc va dir liéu phuc hoi lai sau khi bién d6i phu thudc vao cac gia tri va
phuong phap st dung dé tinh cac trj cosin roi rac.

Ciing c6 thé xir 1y anh dung bién ddi Fourier nhanh hodc bién ddi song
con (wavelet transformation).

Thuat toan JPEG lam viéc béng cach chia anh ra thanh cac ma tran 8x8.
Sau do tinh h¢ sO bién ddi cosin roi rac cho tung ma tran. Budc tiép theo cac hé
s6 nay duoc nhan voi mot ma tran lugng hoa. Két qua thu duoc s& duoc 1am tron
dén sb nguyen gan nhat, cudi cing cac sd nguyén nay dugc nen va luu lai.

Céc cau tor DCT chinh 1a noi ching ta c6 thé giau dit liéu. Cach tiép can
phé bién 1a chon cic hé s DCT 16n va st di chat it. Vi hé s6 16n tirc muc "nang
lugng" cao nén it lam thay d6i anh nhat. Mot huéng khac 1a chon cac hé s6 DCT
trong cac ving ma mat nguoi khong nhin thay.

Cac thuat toan JPEG ndi tiéng 4p dung trong F5 va JSteg déu dung cach
stra DCT dé nhung dit liéu. Ca hai phwong phép ndy déu qua dugc mit thudng
nhung khong qua duoc cic phuong phap phan tich thong ké.

b) Dung lweng gidu ) ’
Dung lugng giau khong cao, va vi vay phu hop hon véi thuy an

¢) Phép bién ddi cosin roi rac:

Bién doi cosin roi rac viét tat 13 DCT-Discrete Cosine Transform dugc
dua ra béi Ahmed va cac dong nghiép cua ong vao nim 1974. Phép bién ddi
DCT di dugc dung trong dang chuan anh JPEG.
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% Dinh nghia bién déi cosin roi rac hai chiéu:

- Bién d6i DCT hai chiéu tong quat 13 bién d6i trén khdi hai chiéu bat ky
MxN, trong do6 cac khdi kich thudc 8*8, 16*16 dugc st dung nhiéu nhét. Tuy
nhién, chiing ta s& chi tim hiéu phép bién d6i DCT trén khdi 8*8 duoc sir dung
trong chuén nén anh JPEG.

- Phép bién d6i thuan DCT 8*8 dugc dinh nghia nhu sau:

cj(u);’(v) 27127: X (k. 1) cos((2k 1—61)LI7Z') COS((2I +1)V7r)S

I(u,v)= 16

I(u.v) du’qc goi 14 hé s6 DCT va la sd thuye.

k=0 1=0

- Bién d6i nguoc DCT dinh nghia nhu sau:

X (k,1)= ZZ é’(u)é’( ) L (u.v) COS((2k +1)U7r) OS((2| Ié_)\/ﬂ)

I T(u>0) i(v>0)
3 A \ 2 '\/E
o day 0<=k,Lu,v<=7 va £&(u)= 1] 1(u=0) E(V)= 1(v=0)

% Dic diém ciia phép bién déi DCT hai chiéu:

- Thé hién dic tinh ndi dung vé tan sb thong tin anh. Hé sé goc trén 1a 16n
va dic trung cho gia tri trung binh thanh phan mot chiéu goi 13 hé s6 DC, con
cac hé sb khac co gia tri nho hon biéu dién cho cac thanh phén tan sd cao theo
huéng ngang va theo hudng thang diung goi 1a hé sb AC.

- Ban than bién d6i DCT khong nén duogc dit li¢u vi cling sinh ra 64 hé $0.

- Theo nguyén Iy chung, khi bién ddi chi tiét giita cac diém anh cang 16n
theo mot hudng niao do6 trong khdi cac diém anh, huéng ngang, huéng thang
dung hay theo huéng dudng chéo thi twong tng theo cac hudng do, cac bién doi
DCT cang 16n.

- DCT lam giam d6 twong quan khong gian ciia thong tin trong khéi anh.
Nho céac dic tinh tan s6 khong gian ciia hé thong nhin cia mat nguoi, cac hé sé
DCT c6 thé dugc ma hoa phu hop, chi cac h¢ s6 DCT quan trong nhat méi duoc
ma hoa dé truyén di.

- Khéi hé s6 DCT c6 thé chia thanh 3 mién: mién tan s thdp, mién tan sb

cao, mién tan so gitra:
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+ Mién tan sb thap: chira cac thong tin quan trong anh hudng dén tri giac.

+ Mién tan sb cao: cac thong tin trong mién tan s6 cao thuong khong
mang tinh tri gidc cao, khi nén JPEG thi thuong loai bo thong tin trong mién
nay. Trong cac thuat toan thuy van, mién hé sé6 DCT tan sé cao thuong khong
dugc str dung do né thudng khong bén viing véi cac phép xtr Iy anh, hodc nén
anh JPEG. Mién tan s cao cling khé dugc st dung do mot su thay ddi du nho
trong mién nay ciing dan dén chat luong tri gidc cia anh.

+ Mién tan s6 gifta: thuong hay dugc sir dung nhat va ciing cho két qua

tot nhat. Trong thuat toan dé xuat cling st dung mién tan so ¢ gitra.

3.2.2 K§ thuit gidu tin trong mién bién d6i DCT

Thuat toan dudi day sé st dung phuong phap nhng thuy van trong mién
tan s cta anh, giai tan dugc st dung dé chura tin hiéu thuy van la mién tan sb &
giita ctia mot khéi DCT 8x8. Trong dé, cac khoi DCT 8x8 1a nhiing khéi anh
cung kich thudc da duoc chon ra ngiu nhién tir anh ban dau va duoc ap dung
phép bién d6i cosin roi rac DCT dé chuyén sang mién tan sd. Mdi tin hiéu thuy
van s& dugc chira trong mot khoi.

3.2.2.1 Mo ta thuat toan:
- Input:

Watermark: Mot chudi cac bit b.

Mot anh F.

- Output:
Mot anh sau khi thuy vén, F’.
Kho4 dé giai ma K.
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3.2.2.2 Qué trinh Watermarking:
Mot anh ¢6 kich m x n s& dugc chia thanh (m x n)/64 khéi 8 x 8, mdi
bit s& dugc gidu trong mot khoi.
Chon mdt khdi bat ky B va bién d6i DCT khéi d6 thu duoc B’.
Chon hai hé sd & vi tri bat ky trong mién tan sb ¢ giita ciia khdi DCT, gia
su do lab’(i,j) va b’(p,q). Ta tinh:
d=1b’(i,) - [b’(p,q)l| mod a
Trong d6 a 1a mot tham sb thoa man: a= 2(2t + 1), t 1a mdt s6 nguyén

duong.
‘ %: 2t+1(s; =1)
- Bit s;s€ dugc nhing sao cho thoa man dicu kién : d&2t+1(s; =0)

+ Néu d<2t+1 ma S; =1 thi mot trong hai hé s6 DCT b’(i,j) hodc b’(p,q)

c6 tri tuyét d6i 16n hon sé& bi thay doi dé d>= 2t+1 theo cong thic sau:
max([b>(i,j)| , [b’(p,q)]) + (INT(0.75*a)- d)

v6i ham max (|b’(i,j)| , [b’(p,q)|) 12 ham chon ra hé s6 c6 tri tuyét doi 16n
hon, hé s6 duoc chon s& duoc cong thém mdt luong 13 (INT(0.75*a) - d) hoic
cling c6 thé bién d6i mot trong hai hé s theo cong thirc:

min(|b’(i,j)| , [b’(p,@)[) - (INT(0.75*a) + d)

v6i ham min(jb’(i,j)| , [b’(p,q)|) 1& ham chon ra hé sb c6 tri tuyét ddi nho
hon, hé s6 dugc chon sé bi trir di mot lwong 1a (INT(0.75%a) + d)

INT() 14 ham 1am iy phan nguyén ctia mét s6 thuec.

+ Tuong ty, néu d>= 2t+1 ma s, = 0 thi mot trong hai hé sé DCT b’(i,j)
hodc b’(p,q) ¢6 tri tuyét ddi 16n hon s& duoc thay doi dé thoa man d<2t+1 nhu
Sau:

max([b’(i,j)| , [b’(p,q)]) — (d- (INT(0.75*a)))

ham max(|b’(i,j)| , [b’(p.q)|) 12 ham chon ra hé s c6 tri tuyét d6i 16n, hé

s6 duoc chon sé bi trir di mot lugng 1a (d- (INT(0.75*a)) hodc ciing c6 thé bién

d6i mot trong hai hé s6 theo cong thirc:
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min(|b’ (i) , [b’(p,q)l) + (INT(0.75*a)- d)
ham min(|b’(i,j)| , [b’(p,q)|) 12 ham chon ra hé s ¢ tri tuyét d6i nho hon,

hé sd dugc chon s& duoc cong thém mot luong 1a (INT(1.25*a)-d)

Anh gbc

| Tch khbi
Cac khdi anh

Bién d6i DCT

y

Céc khéi DCT

watermark

A 4

Nhung thiy van
A

Céc khdi da nhung thay van

Bién d6i IDCT

A

Céc khdi da bién d6i nguoc IDCT

Ghép anh

A

Anh d3 nhing thity van

- Qua trinh nhiing thiy van dugc mé ta qua so do sau:

- Qua trinh gidi nhiang:
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Poc vao khdi DCT di nhing thuiy van va vi tri hai hé s6 d3 bién d6i, sau
doé tinh:  d=||b’(1,))|-|b’(p,q)|| mod a voi (a=2(2t+1))
Néu d>=2t+1 thi s5,=1

Néu d<2t+1 thi s,=0

Qua trinh giai ma dugc mo ta nhu sau:

Anh d3 nhtng thity van

Tach khdi

v
Lay ra cac khdi da chon

Bién d6i DCT
\4

Khdi da bién d6i DCT

Gia1 ma

y

watermarks

- Chitng minh tinh dung din cua thuét toan:
Xét cac truong hop sau day:

+ Hai truong hop néu d< 2t+1 voi s,=0 va d>=2t+1 véi s,=1 thi s&
khong thay doi gi hé sé ctia khdi DCT, va vi DCT 1a phép bién doi hoan toan
dao ngugc nén khi gidi ma thi ta cling thu dugc két qua chinh xéc.

+ Truong hop d<2t+1 va s, =1

Ta bién d6i mot trong hai hé s6 b’(i,j) va b’(p,q) nhu sau:
max(|b’(i,j)] , [b’(p,q)) + (INT(0.75*a)- d)
Khi d6 gia tri d moi 1a :
d” = ([b’(@y)| -[b*(p,q)| [+ (INT(0.75*a)- d)) mod a
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< d’=(p’>1,))| - |b’(p,q)|| mod a)+ (INT(0.75*a)mod a)-(d mod a)

& d’=d+INT(0.75*a)-d = INT(0.75*a)> 0.5*a=2t+1(dfcm)

+ Truong hop d>=2t+1 va s,=0

Ta bién d6i mot trong hai hé s6 DCT b’(i,j) va b’(p.,q) nhu sau:
max(|b’(i,j)] , [b’(p,q)]) - (d-INT(0.25%a))

Khi d6 gia tri d moi 1a :

d’ = (I[b>(i.j)I -|b>(p.q)| |- (d-INT(0.25*a)) mod a
< d’=(b’(1,))| - [b’(p,q)|| mod a)+ (INT(0.25*a)mod a)-(d mod a)
< d’=d-d + 0.25%a= 0.75*a)> 0.5*a=2t+1(dfcm)
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Chuong 4: Két qua thir nghiém

Giao dién chuong trinh

File  Edit Wiew DataHiding Tools Windows  Help

MRN=N" R= AN

I Stakus

Doc anh dir liéu dau vao trong qua trinh gidu tin LBS:

G MW - [WM; C:\Documents and Settings\hiepvan\Des...
o Edit View DataHiding Tools ‘Windows

Help

Format24bppRab

Status
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Viét thong tin can gidu va nhap khoa:
MW - [WM: ]

a-' File

Edit  View | DataHiding | Tools Windows Help - 8 X

Embedding Least Significant Bit (LSE) > |

Extraction Discrete Cosine Transform {DCT) »

b Ty ancharrm TIMWITS

Wavelet T {DWT

Yisible Watermarking

Status

G I Il ™ MW - [WM: C:\Documents and Settings\hiepvan\Des... [~ [O1](X |

T @ & "4’7 @ - ol File Edit ‘iew DataHidng Tools ‘Windows Help - 8 X

8| Assemblylnfo.cs @) Assemblylr ‘

System.Data;
System.Drawing;
Sst,em. Text:;

Embedding w Least Significant Bits

Nhap khéa: | 3

[} R SR AN :
Nhap van ban can nhing

| dang duc hiegd
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Doc thong tin duoc gidu:
MW - [WM: ]

o5 File Edt View | DataHiding | Tools  Windows  Help =
Embedding Least Significant Bit (LSE) > |

| | Extraction |

Discrete Cosine Transform (DCT) >

crelte Wavelel Transtorr

Yisible Watermarking

Thong tin nhén lai:
iew Project Build Debug Too E MW - [WM' J

AR

jﬂﬁ $ 2@ 9 - Too me Edt

View DataHiding Tools Windows Help - &5 X

= < (3 G i RN Ni= MW

8| AssemblyInfo.cs @| AssemblyIr

System.Data;
System.Drawing;
System. Text;
0 £ 1 3 B Ez

Nhap khéa: |3 |

Tin d3 |3y dudc:

i dang duc hiep
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