MUC LUC

LT DT AU ..o s 3
Chuong 1: Tong quan vé mAt ma hoc............oocovvevvveeeeeieeeeeens 5
LIMAt MANOC ... 5
1.2 He thOng MA NOQ..........cveereeeeeseeeveeesessseesesiesesssssee s 6
1.3 Céc tinh chat co ban ctia qua trinh bao mat va mi hoa.......... 7
1.4 Hé thong ma héa quy udc (ma hoa dbi XIng)........cocvvveenee, 8
1.4.1 Phuwong phap ma hoa dich chuyén..........ccoovvevvrerennne. 9
1.4.2 Phuwong phap ma hoa thay thé ..........ccceeevvervrrrnnnnn. 10
1.4.3 Phuong phap Affine.......ccccccvviiiiieiiie e, 11
1.4.4 Phuong phap VIgENere ........ccccvvvveeiivieeiiiiiiesiiine s 11
1.4.5 Phuong phap Hill.........ccccooiiiiiie e, 12
1.4.6 Phuong phap ma hoa hodn vi.......cccceeeeiviieiiiien s, 13
1.4.7 Phuong phap DES .......ccoccoiiiiiiii e, 14
1.4.8 Phuong phap ma hoa Rijndael..........cccccoecveiivieennnnn. 16
1.5 Hé théng ma hoa khoa cong cong (ma hoa bat d6i xtimg) va phuong
PRAPD RSA .o 18
Chwong 2: .NET FrameworK............ccooooviiiiiiniiiienec s 20
2.1 Binh nghia NET .....ccooiiiiiie e 20
2.2 Muc ti€u cta NET ....ooiiiiiiiii e 20
2.3 Cac dich VU .NET ...coiiiiiii e 23
2.4 Tac dong ctia NET ddi v6i chuyén gia CNTT .........cooeeeeee. 24
2.5 Tac dong cta NET dbi v6i nguoi dUng......cccvveevvveeeeeeeennnn. 26
2.6 Kién tric NET Framework.........ccocvcvvvvesvneinesenssesesnenionns 27
2.6.1 Common Language RUNtime........cccccocvvvvviinneninnnnnn, 28
2.6.2 Base Class Libraries ... 32
2.6.3 ASP.INET ...ooiiii e 33
Chuong 3: .NET Framework trong bdo mit....................ccooenen 35
3.1 .NET Framework va Common Language Runtime ............. 35
3.2 NET Framework don gidn héa viéc bao mat nhu thé nao ... 35
3.3 D6 tin ciy va nén tang NET ......coccovoiveieeieeeseeeeeeeeeeeean, 36
3.4 Quan Iy ma va dinh Kiéu an toan.........ccceevveeeveereseeieeeenn, 37



Chuong 4: Lép Cryptogaraphy va mdt sé loai ma héa dwoc hd tro béi

N E T e 39
4.1 Tong quan 16p Cryptography ..........ccoeeeeeereereeseerseesssseenes 39
4.2 Cac thuit toan ma héa ddi xtng trong NET........cccoceeuveennnn, 40
4.3 Cac thuit toan ma héa bat d6i xtmg trong .NET.................. 45
4.4 Céc thuat toan ham bam trong .NET Framework : ............... 51
4.4.1 Lop HashAlgorithm ........ccooiveiiiiiiiiiicec, 53
442 Lop MDS5 va SHA oo 54
4.4.3 Lép KeyedHashAlgorithm .......ooevvveviiiiciicee, o4
4.4.4 Dinh danh d0i tONG.........covviveeeeeeeeeeee e, 55
Chuwong 5: Lap trinh véi mi héa ddi xirg va ma héa bat doi xirng trong
N E T e 57
5.1 Lap trinh mi hoa d6i xtmg trong NET ......ccccoveeveriereienns 57
5.1.1 M4 hoa file v6i thuat toan ma hoa d6i xtng............... 57
5.1.2 Giai m4 file voi thuét todan ma hoa ddi xtimg............... 65
5.1.3 Cryptogphaph Stream.........cccccoeviiiieiiiiieeceece i, 68
5.1.4 Chong 12i Khoa YU .......cocvveeveeereereerseeeees e 69
5.1.5 TONZ KL ..ot 70
5.2 Lap trinh ma hoa bat di xtang trong .NET ......c.ccvvvvivrennen. 70
5.2.1 Sinh cap khoa Cong khai-Bi mat.............cccocverienne. 70
5.2.2 Luu khoa dudi dang XML.......ccoovviiiiiiieiciee, 72
5.2.3 Ma hoa file v6i thudt toan ma hoa bat ddi xung......... 73
5.2.4 Giai ma file voi thuat toan ma hoa bat dbi ximg......... 75
5.2.5 TONZ K&t ovvveveveeeceieeeseveeeeeeeese s 76
5.3 Lot ich cua viéc sir dung .NET cling nhu 16p Crpytography trong 1ap
trinh DAO MAt......coiiiiii i 76
| G LT 1 T 77
Tai li€u tham Khao ... 79



LOI NOI DPAU

Mat ma (Cryptography) 1a nganh khoa hoc 1a nganh nghién ctu cac k§
thut toan hoc nhim cung cép cac dich vu bao vé€ thong tin. Pay 1a nganh
khoa hoc quan trong, c¢6 nhiéu ing dung trong doi séng — x3 hoi.

Khoa hoc mit ma da ra doi tir hang nghin nam. Tuy nhién, trong sudt
nhiéu thé ky, cac két qua cua linh vuc nay hau nhu khoéng dugc tng dung
trong cac linh vuc dan su thong thudng cua doi sdng — xa hoi ma cha yéu
dugc st dung trong linh vuc quan sy, chinh tri, ngoai giao... Ngay nay, cac
mg dung ma hoa va bao mat thong tin dang duogc str dung ngay cang pho bién
trong céac linh vuc khac nhau trén thé gi01, tir cac linh vuc an ninh, quan su,
qudc phong..., cho dén cac linh vyc dan sy nhu thwong mai dién tir, ngan
hang...

Véi su phat trién ngdy cang nhanh chéng cua Internet va cac tmg dung
giao dich dién tir trén mang, nhu cdu bao vé thong tin trong cac hé théng va
tmg dung dién tir ngdy cang duoc quan tAm va co ¥ nghia hét sttc quan trong.
Céc két qua cua khoa hoc mit mi ngay cang dugc trién khai trong nhiéu linh
vuc khac nhau cta doi sbng — xa hoi, trong d6 phai ké dén rat nhiéu nhiing
ung dung da dang trong linh vuc dan su, thuwong mai...Cac img dung ma hoa
thong tin c& nhan, trao doi théng tin kinh doanh, thuc hién cac giao dich dién
tir qua mang... d4 tr& nén gan giii va quen thudc vi moi ngudi.

Cung véi su phat trién cua khoa hoc may tinh va Internet, cac nghién
ctru va ung dung ciia mat ma hoc ngay cang tré nén da dang hon, mé ra nhiéu
hudng nghién ctru chuyén sau vao tung linh vuc tng dung dac thu véi nhiing
dic trung riéng. Ung dung cta khoa hoc méat ma khong chi don thuan 1a ma
hoa va gidi mi thong tin ma con bao gom nhiéu van dé khac nhau can dugc
nghién ctru va giai quyét, vi du nhu chimg thuc ngudn gbe ndi dung thong tin
(k¥ thuat chir ky dién tir), chimg nhan tinh xac thuc vé nguoi sé hiru ma khoa

(chtmg nhan khoa cong cong), cac quy trinh gitip trao d6i thong tin va thuc



hién giao dich dién tir an toan trén mang...

Céc ung dung cua mat ma hoc va khoa hoc bao v¢ thong tin rat da dang
va phong phd, tiry vao tinh dic thu cia mdi hé théng bao vé théng tin ma tng
dung s& c6 cac tinh ning véi dic trung riéng. Trong d6, chung ta c6 thé ké ra
mot s6 tinh nang chinh cua hé thong bao vé thdng tin:

e Tinh bao mat thong tin: hé théng dam bao thong tin duoc giir bi
mat. Thong tin c6 thé bi phat hién, vi du nhu trong qua trinh truyén
nhan, nhung nguoi tin cong khong thé hiéu duoc nodi dung thong
tin bi danh cap nay.

e Tinh toan ven thong tin: hé thong bao dam tinh toan ven thong tin
trong lién lac hodc giup phét hién rang thong tin d bi stra doi.

e Xac thuc cac ddi tac trong lién lac va xac thuc ndi dung thong tin
trong lién lac.

° Chéng lai su thoai thac trach nhiém: hé théng dam bao mot dbi tac
bét ky trong hé théng khong thé tir chdi trach nhiém vé hanh dong
ma minh da thuc hién.

Nhiing két qua nghién ctru vé mat ma ciing da duoc dua vio trong cac
hé théng phirc tap hon, két hop voi nhitng k¥ thuét khac dé dap tmg yéu cau
da dang cia cac hé thong tmg dung khac nhau trong thuc té, vi du nhu hé
théng bo phiéu bau cir qua mang, hé thdng dao tao tir xa, hé thdng quan 1y an
ninh cta cac don vi véi hudng tiép can sinh trac hoc, hé théng cung cip dich
vu da phuong tién trén mang véi yéu cau cung cap dich vu va bao vé ban
quyén s hiru tri tué d6i voi thong tin sb...

Trong bao céo thuc tap ndy em s& trinh bay qua trinh tim hiéu tong

quan vé ma héa va 16p Crytography trong NET trong viéc bao vé thong tin.



CHUONG I: TONG QUAN VE MAT MA HQC
1.1 Mat ma hoc:

Mat ma hoc la nganh khoa hoc tng dung toan hoc vao viéc bién dbi
thong tin thanh mot dang khac véi muc dich che dau ndi dung, y nghia thong
tin cAn ma héa. Pay 13 mot nganh quan trong va c6 nhiéu tng dung trong doi
song xa hoi. Ngay nay, cac Gmg dung ma hoa va bao mat thong tin dang duoc
str dung ngdy cang phd bién hon trong cac linh vuc khac nhau trén thé giéi, tir
cac linh vuc an ninh, quan su, quéc phong..., cho dén cac linh vuc dan sy nhu

thuong mai dién tir, ngan hang...

ab Encryption Decryption ab
ed ed
L ¥

plamntext T ciphertext T plamtext
Key Key

Hinh 1.1 : So 6 ma hoa va giai ma

Cung véi su phat trién cua khoa hoc may tinh va Internet, cac nghién
ctru va ung dung cua khoa hoc mat ma ngay cang trd nén da dang hon, mé ra
nhiéu hudng nghién ciru chuyén sau vao timg linh vuc tng dung dic thu véi
nhitng dic trung riéng. Ung dung ctia khoa hoc mat mi khong chi don thuan
la ma hoa va giai ma thong tin ma con bao gdm nhiéu van dé khac nhau can
dugc nghién ciru va giai quyét: chimg thuc ngudn gbc ndi dung thong tin (k§
thuat chir ky dién tur), ching nhan tinh xac thuc vé nguoi s¢ htru ma khoa
(chting nhan khoa cong cong), cac quy trinh gitp trao doi thong tin va
thyc hién giao dich dién tir an toan trén mang... Nhiing két qua nghién
ctru v& mat mi ciing dd dugc dua vao trong cac hé thong phirc tap hon, két
hop vé6i nhitng k¥ thuat khac dé dap ung yéu ciu da dang cta cac hé thong
tmg dung khac nhau trong thuc té, vi du nhu hé théng bo phiéu bau cir qua

mang, h¢ thong dao tao tir xa, hé thong quan 1y an ninh cua cac don vi véi



hudéng tiép can sinh tric hoc, hé théng cung cép dich vu multimedia
trén mang voi yéu cau cung cap dich vu va bao vé ban quyén so hitu tri tué
d6i voi thong tin sd...

1.2 Hé théng mi héa :

- Pinh nghia 1.1: Hé thong ma hoa (cryptosystem) 1a mot bo niam (P,
C, K, E, D) thoa man céc diéu kién sau:

1. Tdp nguén P la tdp hitu han tdt cd cdc mdu tin nguén can ma héa co
thé cé.

2. Tap dich C la tdp hitu han tat ca cdc mdu tin ¢ thé c¢é sau khi ma héa.

3. Tap khoa K la tap hitu han cac khoa co thé dwoc sir dung.

4. E va D lan luot la tdp md hoa va giai ma voi moi khéa k € K, ton tai
luat ma hoa ey € E va ludt giai ma dy € D twong vng. Ludt ma hoa e : P — C
va ludt giai ma dy: C— P la hai anh xa théa man di(ex(x))= X V'x € P.

Tinh chit 4 13 tinh chit quan trong cia mot hé thong mé hoa. Tinh chat
ndy dam bao mot mau tin x € P duge ma hoa bang luat mi hoa e € E ¢6 thé
duogc giai ma chinh xac bang thuat giai ma dy € D.

- Pinh nghia 1.2: Z, duoc dinh nghia la tap hop {0,1,...m—1} , duoc
trang bi phép cong (ky hi¢u +) va phép nhan (ky hi¢u la x). Phép cong va
phép nhan trong Z,, duoc thuc hién twong ty nhu trong Z, ngoai trir két qua
tinh theo modulo m.

Vi du : Ta can tinh gia tri 11x13 trong Z;6. Trong Z, ta c6 két qua phép
nhan 11x13 =143. Do 143 =15 (mod 16) nén 11x13 = 15 trong Z1s.

Mt s6 tinh chat cia Z,:

1.Phép cong dong trong Zm , Va,beZm , a+beZn

2. Tinh giao hoan cua phép cong trong Zm , Va,beZm , a+b=b+a

3. Tinh két hop ctia phép cong trong Zm, Va, b, ¢ € Zm, (@ +b+c=a+ (b +¢)

4.Zm c6phantirtrung hdalao, Va,beZym , a+0=0+a=a

5. Moi phan tir atrong Zpy déu c6 phan tir d6i 1a m—a



6. Phép nhan déng trong Zm , Va,beZm , axbeZnm

7. Tinh giao hoan cua phép nhantrong Zm , Va,beZm , axb=bxa

8. Tinh két hop ctia phép nhan trong Zm,Va, b,c e Zm , (axb)xc=ax
(bxc)

9.Zmcophantrdonvilal, Va,beZy , axl=1xa=a
10. Tinh chat phan phdi ctia phép nhan ddi véi phép cong Va, b, ¢ € Zm,
(a+b)xc=axc+bxc

1.3 Céc tinh chit co ban ciia qua trinh bio mat va ma héa:

- Tinh bi mat (confidentiality/privacy): tinh chit nay dam bao thong
tin chi dugc hiéu boi nhitng ai biét chia khoa bi mat.

- Tinh toan ven (integrity): tinh chat nidy dam bao théng tin khong thé
bi thay d6i ma khong bi phat hién. Tinh chéat nay khong dam bao thong tin
khong bi thay d6i, nhung mot khi né bi nghe 1én hodc thay doi thi ngudi nhan
dugc thong tin co thé biét duoc 1a thong tin da bi nghe 1én hodc thay ddi. Céc
ham mot chiéu (one-way function) nhu MD5, SHA-1, MAC...dugc ding dé
dam bao tinh toan ven cho thong tin.

- Tinh x4c thwe (authentication): ngudi giri (hodc ngudi nhan) co thé
chirng minh ding ho. Nguoi ta co thé dung mot password, mgt challenge dua
trén mot thudt toan ma hoéa hodc mot bi mat chia sé gitta hai nguoi dé xac
thyc. Sy xac thuc nay cé thé thuc hién mot chiéu (one-way) hoac hai chiéu
(multual authentication).

- Tinh khong choi bé (non-repudiation): nguoi gui hodc nhan sau
nay khong thé chéi bo viée da giri hodc nhan thong tin. Thong thuong diéu
nay duogc thuc hién thong qua moét chir ky dién tir (electronic signature).

- Tinh nhan dang (identification): nguoi ding ciia mot hé thong, mot
tai nguyén s¢ httu mot chirng minh thu (identity) nhu 1a mét chia khéa ban
dau (primary key). identity ndy s& xac dinh nhimg chtic ning ctia nguoi dung,

gi61 han cho phép ctia nguoi dung cling nhu cac thugc tinh lién quan (thuong


http://tudiencongnghe.com/Special:Search/MAC

goi chung 1a credential). Identity c6 thé 1a login, ddu van tay, ADN, gian dd
vong mac mat...
1.4 Hé thong ma héa quy wée (mé hoa ddi xing) :

Trong hé thong mad héa quy udc, qua trinh ma hoa va giai md mot
thong di¢p su dung cung mot ma khoa goi la khoa bi mat (secret key)
hay khoa d6i xtng (symmetric key). Do d6, van dé bao mat thong tin dd ma
hoa hoan toan phu thudc vao vi¢c gitr bi mat néi dung cua ma khoa da duoc
st dung.

Véi téc d6 va kha niang xir Iy ngay cang dugc nang cao cta cac bo vi
xt 1y hién nay, phuong phdp mi hoa chuan (Data Encryption Standard —
DES) da tr¢ nén khong an toan trong bdo mat thong tin. Do do, Vién Tiéu
chuan va Cong nghé Qudc gia Hoa Ky (National Institute of Standards and
Technology — NIST) d3 quyét dinh chon mot chuidn mi héa méi véi do an
toan cao nham phuc vu nhu cau bao mat thong tin lién lac ctia chinh phu Hoa
Ky cling nhu trong cac tmg dung dan sy. Thuat toan Rijndael do Vincent
Rijmen va Joan Daeman da dugc chinh thirc chon tr¢ thanh chuan ma hoéa
néng cao (Advanced Encryption Standard —AES) tir 02 thang 10 nam 2000.

Vi du thong diép ngudn dugc ma hoa véi ma khoa k duoc théng nhat
trudc gitra ngudi gui A va ngudi nhan B. Nguoi A s& str dung mé khoa k dé
ma hoa thong di¢p x thanh thong di¢p y va gt y cho nguodi B nguoi B s€
sit dung ma khoa k dé giai ma thong diép y nay. Van dé an toan bao mat
thong tin dugc ma hoéa phu thudc vao viéc gitt bi mat ndi dung ma khoa k.Néu
nguoi C biét duge ma khoa k thi C c6 thé “md khoa” thong diép da duge ma

hdéa ma nguoi A gtri cho nguoi B.



Khoa bi mat

Thong diép M3 hoa Thong diép Giai ma Thong diép
nguon dad ma hoa da giaima

Hinh 1.2 : M6 hinh hé théng ma héa qui wéc

1.4.1 Phuwong phap ma héa dich chuyén :

Phuong phap mi héa dich chuyén 1a mot trong nhimg phuong phap lau
doi nhat duoc sir dung dé ma héa. Thong diép duge ma hoa bang cach dich
chuyén xoay vong timg ky tu di k vi tri trong bang chir cai.

Trong truong hop dic biét k=3, phuwong phap ma hoa dich chuyén dugc
goi la phuong phap ma hoa Caesar.

Thuit toan 1.1: Phuong phap mi hoa dich chuyén

Cho P=C=K=2Z,
Véi mdi khoa k e K , dinh nghia:
e (x)=(x+k)mod n va d,(y)=(y—k)mod n voi x,yeZ,

E={e keK} va D={d, keK)

M3 hoa dich chuyén 1a mdt phuong phap mi héa don gian, thao tac xur
Iy ma héa va giai ma dugc thuc hién nhanh chéng. Tuy nhién, trén thuc té,
phuong phap nay c6 thé d& dang bi pha v& bang cach thir moi kha ning khoa
k € K. Piéu nay hoan toan c6 thé thuc hién duoc do khong gian khoa K chi ¢6

n phﬁn tir dé chon lua.



Vi du: Dé ma hoa mot thong diép dugc biéu dién béng cac chir cai tur A
dén Z (26 chir cai), ta stir dung P = C = K = Z26. Khi d6, thong diép dugc ma
hoa s& khong an toan va co thé d& dang bi giai ma bang cach thtr 1an lugt 26
gia tri khéa k € K. Tinh trung binh, thong diép di duoc ma hoa c6 thé bi giai
mi sau khoang n/2 1an thir khoa k € K.

1.4.2 Phuong phap mi héa thay thé :

Phuong phap mé hoa thay thé (Substitution Cipher) 13 mot trong nhiing
phuong phap ma hoa nbi tiéng va da dugc sir dung tir hang trim nim nay.
Phuong phép ndy thuc hién viéc ma hoa thong diép bang cach hoan vi cac
phan tr trong bang chit cai hay tong quat hon 1a hoan vi cac phan tir trong tap
nguon P.

Thuit toan 1.2: Phuong phap ma hoa thay thé

ChoP=C=2Z,
K'la tap hop tat ca cac hoan vi cua »n phan tr 0,1,...,n —1. Nhu vay, mdi khéa
ne K lamdt hoan vi cua n phan ta 0,1,...,n—1.

Véi mbi khéa 7 e K, dinh nghia:

e (x)=n(x) vid (y)=n"(y) V0i x,yeZ_
T Tt - :

E=le,,neK} va D={D_,ne K}

Day 1a mot phuong phap don gian, thao tdic ma hoa va giai ma duogc
thuc hién nhanh chéng. Phuwong phép nay khic phuc diém han ché cua
phuong phap ma
hoa bang dich chuyén 13 c6 khong gian khéa K nho nén d& dang bi giai ma
bang cach thir nghiém lan luot n gia tri khéa k € K. Trong phuong phap ma
hoa thay thé co khong gian khoa K rat 16n véi n! phan tir nén khong thé bi
giai ma bang cach “vét can” moi truong hop khoa k. Tuy nhién, trén thuc té
thong diép duoc ma hoa bang phuong phap nay van cé thé bi giai ma néu nhu
c6 thé thiét 1ap dugc bang tan sb xuat hién cua cac ky tu trong thong diép hay

nam dugc mot so tur, ngit trong thong di¢p ngudn ban dau.
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1.4.3 Phuwong phap Affine :

Néu nhu phuong phap ma hoa bang dich chuyén 1a mot trudng hop dic
biét cia phuong phap mé hoa bang thay thé, trong d6 chi st dung n gid tri
khoa k trong s6 n! phan ttr, thi phuong phap Affine lai 1a mot truong hop dic
biét khac cia mi hoa bang thay thé.

Thuéat toan 1.3: Phuong phap Affine

ChoP=C=2Z,

K={(a,b)eZ xZ, :ged(a,n)=1}

Véi méi khoa k = (a,b) € K , dinh nghia:

e (x)=(ax+b)mod n vad (x)=(a"'(yv=b)mod n véi x,yeZ,

E={e,keK} va D={D, ke K}

1.4.4 Phwong phap Vigenere :

Trong phuong phap mi hoa bang thay thé cling nhu cac truong hop dic
biét cia phuong phap nay (ma hoa bang dich chuyén, mi hoa Affine,...), img
v4i mot khoa k duoc chon, mdi ph?m to X € P dugc anh xa vao duy nhat mot
phan tir y € C. N6i cach khac, ung voi mdi khoa k € K, mot song anh dugc
thiét lap tir P vao C.

Khac v6i hudng tiép can ndy, phuong phap Vigenere st dung mot tir
khoa co 6 dai m. C6 thé xem nhu phuong phap méd hoa Vigenere Cipher bao
gém m phép ma héa bang dich chuyén dugc ap dung luan phién nhau theo
chu ky.

Khong gian khda K cta phuong phap Vigenere Cipher c6 s6 phan tir 1a
n™, 16n hon han phuong phéap s6 luong phan tir ciia khong gian khoa K trong
phuong phap ma héa bang dich chuyén. Do d6, viéc tim ra ma khoa k dé giai
ma thong diép da dugc mé hoa s& kho khin hon d6i véi phuong phap ma hoa

bang dich chuyén.
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Thuat toan 1.4: Phuong phap ma hoa Vigenere

Chon s6 nguyén duong m. Dinhnghia P=C=K=(Z,)"

K= ‘;‘(k,;},k,,....,k,_,)e (Z")'}

Véi méi khda k = (k,,k,,....k,_,) € K , dinh nghia:

e (X,,%y,..,x,, ) =((x, +k )mod n,(x, + k,) modn,...,(x,, +,)modn)
(Vs Yyseny, )=y, -k )modn,(y, —k,)modn,....(y, —k,)modn)

voi x,ye(Z,)".

1.4.5 Phwong phap Hill :

Phuong phap Hill duoc Lester S. Hill cong bd nam 1929: Cho s
nguyén duong m, dinh nghia P = C = (Z,)". Mdi phan t&r X € P 1a mot b m

thanh phan, mdi thanh phan thudc Z,. Y tudng chinh ciia phuong phap nay 1a

stt dung m to hop tuyén tinh cia m thanh phan trong mdi phan tr x € P dé

phat sinh ra m thanh phan tao thanh phan tir y € C.
Thuit toan 1.5: Phuong phép ma hoéa Hill

Chon s6 nguyén duong m. Pinh nghia:

P=C=(Z, )" va K1atdp hop cdc ma trin mxm khanghich

( ki ko kg )
I | k-, T 2 .
Vi mo1 khoa k=] 7 . ~ | e K, dinh nghia:
| ’
l\.k”h'- ‘i"-m:l ‘ifm:m/u
(ky ks ko)

I|l.-"i‘i‘j. I=[I|:x3:‘“.'- x.n:}E P
| &k 1 :‘l'm:g “fr.-r:r.-r,I

va d (y)=yk™' vai yeC.

Moi phép toan 56 hoc déu duge thue hién trén Z, .
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1.4.6 Phwong phap ma hoa hoan vi :

Nhitng phuong phap ma hoa néu trén déu dua trén ¥ tudng chung: thay
thé mdi ky tu trong thong diép ngudn bang mot ky tu khac dé tao thanh thong
diép di duoc mad hoa. Y tudng chinh cua phuwong phap mi hoéa hoan vi
(Permutation Cipher) 1 van giit nguyén cac ky tu trong théng diép ngudén ma
chi thay dbi vi tri cac ky tu; néi cach khac thong diép ngudn duge ma hoa
bang cach sap xép lai cac ky tu trong do.

Thuat toan 1.6: Phuong phap ma hoa hoan vi

Chon s0 nguyén duong m. Dinh nghia:
P=C=(Z )" vaKlatép hop cac hoan vi cuia m phan tr {1,2,..., m}
Vi moi khoa n e K, dinh nghia:

B X e X i)=(v.r“'.,x, X ' va

7({2)2°°** "n(m) )

d:: (.‘.l'-.rl renes Vo ) = ‘ | ll"}.r.' ".’l""'"vvr.‘ (m) '

.'ﬂ’

voi 7' hodn vi nguoe cua

Phuong phép ma hoa béng hoan vi chinh 1a mdt truong hop dic biét
ciia phuong phap Hill. Vi mdi hoan vi « cta tap hop {1, 2, ..., m} , ta xac
dinh ma tran k,=(k i ;) theo cong thirc sau:

o kij=1néui=n()

o kij=1 néu 0 trong truong hop nguoc lai

Ma tran Kk, 1a ma trdn ma mdi dong va mdi cot co dung mot phz‘in t
mang gia tri 1, cac phan tir con lai trong ma tran déu bang 0. Ma tran nay c6
thé thu duoc b?mg cach hoan vi cac hang hay cac c¢gt cua ma tran don vi I,
nén k, 1a ma tran kha nghich. R rang, ma hoa bang phuong phap Hill v6i ma
tran k, hoan toan twong dwong véi ma hoa bang phuong phap hoan vi véi

hoan vi 7.
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1.4.7 Phwong phap DES (Data Encryption Standard):

Khoang nhitng nam 1970, tién si Horst Feistel da dit nén mong dau
tién cho chuan mi hoa dir liéu DES véi phuong phap ma hoa Feistel Cipher.
Vao nim 1976 Co quan Bao mat Quéc gia Hoa Ky (NSA) di cong nhan DES
dwa trén phuong phap Feistel 13 chuan ma hoa dir liéu. Kich thuéc khoa cia
DES ban dau 1a 128 bit nhung tai ban cong b FIPS kich thudc khoa duoc rit
xubng con 56 bit.

Trong phuong phap DES, kich thuéc khéi 13 64 bit. DES thuc hién ma
héa dir liéu qua 16 vong lip ma héa, mdi vong str dung mot khoa chu ky 48
bit duoc tao ra tir khoa ban dau c6 d6 dai 56 bit. DES st dung 8 bang héng $6
S-box d¢ thao tac.

Qua trinh ma héa cua DES c6 thé duge tom tit nhu sau: Biéu dién
thong diép ngudn x € P bang diy 64bit. Khoa k co 56 bit. Thuc hién ma hoa
theo ba giai doan:

1. Tao ddy 64 bit X, bang cach hoan vi x theo hoan vi IP (Initial
Permutation). Biéu dién X = IP(X) = Lo Ro, Lo gom 32 bit bén trai ctia Xo, Rg

g6m 32 bit bén phai clia X.

Ly Ry

« >

Hinh 1.3 : Biéu dién 64 bit x thanh 2 phan L va R

2. Thuc hién 16 vong lap tir 64 bit thu dugc va 56 bit cua khoa k (chi sur
dung 48 bit ctia khoa k trong mdi vong 1ap). 64 bit két qua thu dugc qua mdi
vong 1ap sé& 1a dau vao cho vong lap sau. Céc cdp tir 32 bit Lj, R (voi 1 <i <
16 ) dugc xé4c dinh theo quy tic sau:

Li=Ri.1

Ri=Li.1 XOR f(R;.1, Kj)
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XOR trén hai day bit, Ky, K5, ..., K¢ 1a cac day 48 bit phat sinh tir khoa
K cho trudc (Trén thuc té, mdi khoa K; duoc phat sinh bang cach hoan vi céc
bit trong khéa K cho trudc).

3. Ap dung hoan vi nguoc IP™ d6i véi day bit RysLye, thu dugc y gdm
64 bit. Nhu vy, y = IP(Rys Lys).

Ham f duoc str dung & budce 2 1a ham ¢6 gém hai tham s6: Tham sb tha
nhat A 1a mot day 32 bit, tham s thir hai J 1a mot ddy 48 bit. Két qua ctiia ham
f 1a mét day 32 bit. Cac budc xtr Iy cia ham f(A , J) nhu sau:

Tham sb thir nhat A (32 bit) dugc mo rong thanh diy 48 bit bang ham
mo rong E. Két qua ctia ham E(A) 1a mot ddy 48 bit dugc phat sinh tir A bang
cach hoan vi theo mét thr tu nhat dinh 32 bit ctia A, trong do c6 16 bit ciia A

duogc 1ap lai hai 1an trong E(A).

Li-l Rf—l

L R
Hinh 1.4 : Qui trinh phat sinh ddy L;, R; tir day L;. 1, Ri-1 va khda K;

{ {

Thuc hién phép toan XOR cho hai day 48 bit E(A) va J, ta thu duogc
mot diy 48 bit B. Biéu dién B thanh ting nhém 6 bit nhu sau: B =
B,B,B3B4BsB¢B;Bs.

Str dung tam ma tran Sy, Ss,..., Sg, mdi ma tran S; ¢ kich thude 4x16 va
mdi dong clia ma tran nhan d 16 gia tri tr 0 dén 15. Xét ddy gom 6 bit B; =

b1b,bsbabsbs, Si(Bj) dugce xac dinh bang gia tri cta phan tir tai dong r cot ¢ cua
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S, trong do, chi s6 dong r ¢ biéu dién nhi phan 1a bybs, chi sb cot ¢ c6 biéu
dién nhi phan 1a b;b,b,bs. Bang cach ndy, ta xac dinh dugc diy 4 bit C; =
SiBy, I <j<8.

Tap hop cac day 4 bit C; lai, ta c6 dugc day 32 bit
C=C,C,C3C,CsCeC;Cq. Day 32 bit thu duoc béng cach hoan vi C theo mot
quy lut P nhét dinh chinh 1 két qua ctia ham F(A,J).

Qua trinh gidi ma chinh 1a thuc hién theo thir ty ddo nguoc cac thao tac
ctia qua trinh ma hoa.

1.4.8 Phuwong phap ma hoa Rijndael:

Véi téc @6 va kha nang xtr Iy ngay cang dugc ning cao cua cic b Vi
xtr 1y hién nay, phuong phap mi hoa chuan (Data Encryption Standard —
DES) tr& nén khong an toan trong bao mat thong tin. Do d6, Vién Tiéu chuan
va Cong ngh¢ Hoa Ky (National Institute of Standards and Technology —
NIST) di quyét dinh chon mdt chuin mi héa méi véi do an toan cao nham
phuc vu nhu cAu bao mét thong tin lién lac cua Chinh phu Hoa Ky ciling nhu
trong cac ing dung dan su. Thuat toan Rijndael do Vincent Rijmen va Joan
Daeman da duoc chinh thirc chon trd thanh chuan mi hoéa nang cao AES
(Advanced Encryption Standard) tir ngay 02 thang 10 nam 2000.

Phuong phap ma hoa Rijndael 1a phuong phap mi héa theo khdi (block
cipher)cé kich thudc khdi va ma khoa thay doi linh hoat voi cac gia tri 128,
192 hay 256 bit. Phuong phéap nay thich hop tmg dung trén nhiéu hé théng
khac nhau tir cac thé thong minh cho dén cac may tinh ca nhan.

Phuong phap ma hoa Rijndael bao gdm nhiéu budc bién d6i duogc thuc
hién tuan tu, két qua dau ra cua bude bién ddi trude 1a dau vao cua bude bién
d6i tiép theo. Két qua trung gian giita cac budc bién doi duoc goi 1a trang thai
(state).

Mot trang thai co thé duoc biéu dién dudi dang mét ma tran gém 4
dong va Nb cot voi Nb bang véi do dai cua khéi chia cho 32. Ma khoa chinh

(Cipher Key) ciing duoc biéu dién dudi dang mot ma tran gom 4 dong va Nk
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cot vo1 Nk béng v d dai cua khoa chia cho 32. Trong mdt sb tinh huéng,
ma trn biéu dién mot trang thai hay ma khoda co thé duoc khao sat nhu mang
mot chiéu chira cac phan tir co d6 dai 4 byte, mdi phan tir twong ng voi mot
cOt cua ma tran.

S6 luong chu ky, ky hiéu 1a Nr, phu thudc vao gia tri cia Nb va Nk
theo cong thirc: Nr = max {Nb, Nk} + 6.

To | Gz | %oz | Gon | Do | Qo Ko.0| o1 | Koz | ko3
QGiola i laa|laslas] as kio| ki [Kia| kg
Ay | Ua,1 | G2 | a3 | Uoa | Y25 kyo ka1 | Kap | ka3
3o | A3, |32 | A33 | d34 | A35 kyo| ks |ksa|kss

Hinh 1.5 : Biéu dién ma tran trang thai (Nb = 6) va khda (Nk = 4)

Quy trinh ma héa Rijndael sir dung bon phép bién ddi chinh:
1. AddRoundKey: cong ma khoa cua chu ky vao trang thai hién hanh. Do
dai ctia ma khoa ctia chu ky bang véi kich thudce cia trang thai.
2. SubBytes: thay thé phi tuyén mdi byte trong trang thai hién hanh thong
qua bang thay thé (S-box).
3. MixColumns: tron thong tin ciia ting cdt trong trang thai hién hanh. Mdi
cot duogce xur 1y doc lap.
4. ShiftRows: dich chuyén xoay vong timg dong cua trang thai hién hanh
v6i di s6 khac nhau.

M&i phép bién d6i thao tac trén trang thai hién hanh S. Két qua S’ cua
mdi phép bién d6i s& trd thanh dau vao ctia phép bién doi ké tiép trong quy
trinh m& hoa.

Vi cac ham;
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AddRoundKey | Phép bién ddi str dung trong mi hoa va giai mi, thuc
hién viéc cong ma khoda cua chu ky vao trang thai hién
hanh. Do dai ciia ma khoa cia chu ky bang véi kich

thudc cua trang thai.

SubBytes Phép bién d6i sir dung trong md hoa,thuc hanh viéc thay
thé phi tuyén timgbyte trong trang thai hién hanh thong
qua bang thay thé (S-box).

MixColumns Phép bién d6i sir dung trong ma hoa, thuc hi¢én thao tac
tron thong tin cua tung cdt trong trang thai hién hanh.

Mbi cot duoce xur 1y doc lap.

ShiftRows Phép bién doi str dung trong mi hoéa, thuc hién viéc
dich chuyén xoay vong timg dong cia trang thai hién

hanh véi di s6 twong ing khac nhau.

1.5 Hé thong ma hoa khéa cong cong (mi héa bat doi ximg) va
phuong phap RSA :

Néu nhu van dé kho khan dit ra d6i voi cac phuong phap ma héa quy
udc chinh 13 bai toan trao d6i ma khoa thi nguoc lai, cac phuwong phap ma hoa
khoa cong cong giup cho viée trao ddi ma khoa tré nén dé dang hon. Noi
dung ctia khoa cong cong (public key) khoéng can phai giit bi mat nhu d6i véi
khoa bi mat trong cac phuong phap ma hoéa quy udc. St dung khoa cong
cong, chung ta c6 thé thiét lap mot quy trinh an toan dé truy d6i khoa bi mat
dugc sir dung trong hé thong ma hoa quy ude.

Trong nhitng nim gan day, cac phuwong phap mi hoa khoa cong cong,
dic biét 1a phuong phap RSA [45], dugc sir dung ngdy cang nhiéu trong cac
g dung ma hoa trén thé gidi va c6 thé xem nhu ddy 1a phuong phap chuan
dugc st dung phd bién nhit trén Internet, ing dung trong viéc bao mat thong

tin lién lac cling nhu trong linh vyc thuong mai dién tu.
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khoa cong cong khoa riéng

@O

NG)

Thong diép M3 héa Thong diép Giaima Thong diép
goc da ma hoa dugc giai ma

Hinh 1.3 : M6 hinh hé thong ma hoa vé6i khoa cong cong

Nam 1978, R.L.Rivest, A.Shamir va L.Adleman di dé xuit hé théng ma
hoa khoa cong cong RSA (hay con duoc goi 1a “hé thong MIT”). Trong phuong
phap nay, tat ca cac phép tinh déu duogc thuc hién trén Z, véi n 14 tich cta hai
s6 nguyén t 1é p va q khac nhau. Khi do, ta c6 @(n) = (p-1) (q-1).

Thuat toan 1.8: Phuong phap RSA

n=pq véi p va g 12 hai s6 nguyén t6 lé phén biét.

Cho P =C =1Z, va dinh nghia:

K={(np g ab):n=pqgpqgla 56 nguyén 6, ab=1 (mod d(n))}
Véimdi k = (n, p, g, a, b) € K, dinh nghia:

edx)=x" mod n va dy)=)"mod n,véi x,ye Z,

Gia tri n va b dugce cong bd, trong khi gia tri p, ¢, @ dugc giit bi mat

Dua trén dinh nghia phuong phap ma héa RSA, viéc ap dung vao thuc
té duoc tién hanh theo cac buée sau:

Thuat toan 1.9: St dung phuong phap RSA

Phat sinh hai s nguyén t6 c6 gia trilén p va g
Tinhn=pgvagn)=(p-=1)(g=1)

Chon ngau nhién mét s6 nguyén b (1 < b < g(n)) thoa ged(b, d(n)) = 1

Tinh gid tri @ = b~ mod ¢@(n) (bang thuat toan Euclide mo rong)

Gia tri n va b dugc cong bd (khoa cong cong), trong khi gid tri p, g, a duoc giit bi

mat (khda riéng)
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CHUONG II: . NET FRAMEWORK

2.1 Dinh nghia .NET :

Pé bat dau cong viéc khao sat .NET, chiing ta phai xac dinh 16 ranh
gidi cong viée can thuc hién. Vi NET c6 nghia mot nén tang hon 1a mot san
pham don 18, cho nén cach dinh nghia né c6 thé da dang, c6 phan hoi khé
hiéu va mo hd. Mét cach don gian .NET duogc dinh nghia dudi dang mot
khung tng dung (application framework). .NET cung cidp mét khung cho
nhiing tng dung nao dugc xay dung; n6 xac dinh nhiing rng dung truy nhéap
cac ham nhu thé nao qua cac hé théng va cac mang. .Net cung cip mdt nén
tang ma trén d6 cac giai phap va cac dich vu Web c6 thé dugc xdy dung, mot
nén tang giai phong nhitng su rang budc va tu ban than né giai phong khoi
Microsoft Windows (vé mat ki thuat). Noi cach khac, NET 1a mot cach dé
xay dung cac g dung va cac dich vu ma no6 hoat dong khong phu thudc vao
mot nén tang (platform) nao. Pay 1a mot cach dé tao ra cac trao d6i thong tin
(truyén thong) giira nhitng hé théng da dang va cac tng dung ciling nhu tich
hop nhiéu thiét bi vao trong viéc trao doi théng tin nay.

Y tudng .NET duogc thiét ké dé hd tro ching ta tién téi moét Web than
thién hon, tich hop t6t hon, mdt noi ma ¢ dé cac Gmg dung va cac qué trinh
giao dich co thé tuong tac v&i nhau mot cach tu do khong phu thudc vao
chuong trinh va nén tang. Tém lai, NET lam cho thong tin trén Web c6 thé
dugc tiép can mot cach dé dang: ban co thé st dung bat ki thiét bi ndo, trén
bat ki nén tang nao. .NET con c6 thé hd trg cac hé théng may phuc vu va tng
dung lién lac véi nhau mot cach thong sudt (seamlessly) va xay dung hé
thdng tinh toan phan tan trén Web, 1am cho Web trd thanh mdt noi twong téc
nang dong hon gitra cac dich vu Web, cac ing dung va khach hang.

2.2 Muc tiéu cua .NET :

Microsoft .NET trg giup loai bo cac thanh phan riéng biét khoi mot nén

tang va tng dung va nhu vy nd cho phép thong tin dugc trao d6i va xay dung

trén mot nén tang chung hon. Ban c6 thé nghi "Microsoft duoc loi gi tir ¥

20



tudng nay?". Xét cho cung, viéc tao ra mot nén tang (platform) doc 1ap va nd
khong can cac san pham cua Microsoft dé thyc thi (implement) xem ra da tu
pha huy. Trén thyuc té Microsoft dang 6m mot ¥ tudng & dau do va tai mot luc
nao do, cac nha phat trién cong nghé phai dua tranh véi nhau & mirc tmg dung
va dich vu chit khong phai 1a muic nén tang (platform level).

Hay xem mot vi du: Néu ban vao mdt cira hang bach hoa dé mua bong
dén, ban s€ nhin théy nhiéu loai bong den khac nhau dugc lam bdi cac nha
san xuat khac nhau. Song, bong dén ban mua hoan toan phu hop véi nhing
tiéu chuan nhat dinh. Noi cach khac, bat chip nhan hiéu, do bén ctia bong dén
va kha ndng tuong thich cua bong vadi dui den 1a tuong duong nhau. Vi day l1a
nganh cong nghiép bong dén canh tranh v4i nhau & muc san pham, chir khong
phai & muc cac chuan. Néu mdi mot cong ty dua tranh & mirc cac chuan, ban
s& c6 cac san phim bong dén khac nhau ma chung chi dugc san xuét doc
quyén cho cac kiéu dui dén riéng biét, va day 1a mot ké hoach chic chin 1am
cho viéc mua hang tr¢ thanh mot sy thach dd cho khach hang.

NET Framework 13 thanh qua tdi wu ctia sy két hop cong strc va tri tué
cia Microsoft, nham tao ra mot nén tang cho viéc xdy dung va trién khai
nhanh chong cac dich vu va tng dung Web XML. Tam nhin cta nén tang
NET Framework két hop mot mé hinh I4p trinh don gian, dé st dung véi cac
giao thic mo va bién d6i duoc cua Internet. Pé dat dugc tdm nhin nay, vi¢c
thiét ké NET Framework nhim mét sé muc dich:

o Sw hop nhit thong qua cdc chudn Internet cong cong: Dé giao tiép
v6i nhitng d6i tac kinh doanh, nhitng khach hang phu thudc vao cac khu vuc
theo vi tri dia 1y, tham tri ca nhitng mg dung cho tuong lai, nhiing giai phéap
phat trién can duoc dé nghi hd trg cho cac chuan Internet mé va tich hop chat
ché véi cac giao thirc ma khong bét budc ngudi phat trién phai thong hiéu co
so ha tang bén dudi no.

o Khd néng bién déi dwoc thong qua mot kién tric "ghép néi long""

Pa s6 cac hé thdng 16n, bién doi duoc trén thé giéi duoc xdy dung trén nhimg
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kién tric khong déng bo dua trén nén thong diép (message-based). Nhung
cong viée xay dung cac tmg dung trén mot kién tric nhu vay thuong phuc tap
va cb it cic cong cu hon so v6i nhitng méi trudng phat trién img dung N 16p
(N-tier) "ghép noi char". NET Framework dugc xdy dung dé dem lai nhimng
loi thé vé ning suat cta kién tric "ghép ndi chdt” véi kha ning bién doi duoc
va van hanh véi nhau cua kién tric "ghép noi léng".

e Hj tro' nhiéu ngon ngir: Cac nha phét trién st dung nhitng ngén ngi
khac nhau do mdi ngdn ngit riéng c6 nhimg vu thé dic thu : mot sd ngdn ngir
dac biét thich hop voi1 thao tac toan hoc; mot s6 khac lai da dang & cac ham tinh
todn tai chinh v.v. NET Framework cho phép cic g dung duoc viét trong
nhiéu ngdn ngir 1ap trinh khac nhau va ching c¢6 kha ning tich hop véi nhau mot
cach chat ché. Ngoai ra, véi NET Framework, cac cong ty con c¢6 thé tan dung
nhiing loi thé ciia k¥ ning phat trién san c6 ma khong can phai ddo tao lai va cho
phép nhiing nguodi phat trién sir dung ngodn ngir ma ho wa thich.

e Ning cao néng sudt cho cdc nha phdt trién: Voi sé luong cac nha
phat trién tng dung khong nhiéu nén mdi gio 1am viéc ho phai cho ra két qua
cong viéc cu thé. Cac nhém phat trién v6i NET Framework c6 thé loai bd
nhiing cong viéc 1ap trinh khong can thiét va tp trung vao viét cac logic
doanh nghiép. Chang han nhu NET Framework c6 uu diém tiét kiém thoi
gian nhu thuc hién cac giao dich ty dong va dé sur dung, quan 1y bd nhé mot
cach ty dong va c6 chira mot tap cac doi tuong diéu khién da dang bao ham
nhiéu tac vy phat trién chung.

e Bio vé nhitng sw ddu tw thong qua viéc bao mat di dwoc cdi tién:
Mot trong nhitng van dé lién quan 16n nhat dén Internet hién nay 1a bao mat.
Kién trac bao mat cia NET Framework duogc thiét ké tir dudi 1én dé dam bao
cac ng dung va dir liéu dugc bao v€ thong qua mot mé hinh bado mat dya-
trén-bang-chimg (evidence-based) va tinh vi.

o Tdn dung nhitng dich vu ciia hé diéu hanh: Windows cung cip mot

s6 luong da dang cac dich vu c6 san voi bat ky nén tang nao; nhu truy cap di
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liéu mot cach toan dién, bdo mat tich hop, cac giao dién nguoi dung tuong
tac, mo hinh ddi twong thanh phan dang tin cdy va cac giam sat qua trinh giao
dich. NET Framework d tdn dung loi thé da dang va phong pht nay dé dua
ra cho moi ngudi theo cach dé& sir dung nhét.

2.3 Cac dich vu .NET :

Dé thyc thi moé hinh NET, mot vai khéi hop nhat (building block) co
s& phai dugc dit diing chd (cac block nay dinh rd cac dich vu Web duoc xay
dung nhu thé nao). Cac dich vu nay cb gang dé tro gitip cac nha phat trién xay
dung cac tng dung .NET. Microsoft dinh nghia cac dich vu khéi hop nhat
NET sau day:

Authentication: Khi stir dung cac cong nghé Authentication (chung thuc) cling
nhu Passport (hd chiéu) cua Microsoft cac nha phat trién tao ra cac dich vu
cho riéng minh va bao v¢ cac dich vu nhu mong mubn.

e Messaging: Cac dic tinh Messaging (truyén thong diép) ciia .NET
dugc xay dung trén MSN Hotmail Web a dua vao dich e-mail, Microsoft
Exchange Server 2000, va Instant Messaging (truyén thong diép tic thi).
Nhitng hé théng truyén thong diép ndy va nhiing dic tinh c6 thé dugce phan
tan dén bat ki thiét bi ndo do tinh khong phu thudc nén tang ctia chiing.

e Personalized Experience (kinh nghiém ca nhan): .NET cho
nguoi dung nhiéu kiém soat hon thong qua cac qui tic xtr Iy dir liéu va quyén
rru tién ma né xac dinh rd dir liéu phai dugc di chuyén va quan 1y nhu thé nao.

e XML (Extensible Markup Language): XML dugc xem nhu mot
ngodn ngit chung ma né cho phép dir licu duoc di chuyén tir dang niy sang
dang khéc trong khi bdo tri tinh toan ven cua nd. Cung vé1 SOAP, XML c6
thé cung cap mot dich vu linh hoat dé quan 1y va diéu khién di liéu.

Mot trong nhitng thuc thi (implementation) dau tién dugc dé nghi cua
dich vu .NET la Microsoft HailStorm. HailStorm 1a mot dich vu trung tam-
nguoi ding (user-centric), né cung cap cho nhimg nguoi-ding-cudi kha ning

luu trir thong tin ¢4 nhan nhu cac cude hen, lich hay cac thong tin tai chinh.
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Két qua viéc mot ngudi dung ding ki dich vu nay 1a théng tin duoc chia sé
v6i cac tmg dung khéac (thong tin dung chung) theo ¥ mudn cta ho, va nd tro
thanh mot phan ctia ngudi dung khi diéu khién cac hoat dong trén Web. Trong
tho1 gian té1 ban s€ duoc tiép can cac dich vu tuong tu duogc dé xuét trén Web
boi cac cong ty ban cho ban thong qua viéc dang ki vao dich vu cia ho. Nhu
chung ta da thdy .NET da chuan bi cho viéc sit dung mot sé cong nghé cua
Microsoft ma né bat dau thich nghi va duoc sy chdp nhan bdi cong dong tin
hoc va Internet.

2.4 Tac dong ciia NET d6i véi chuyén gia CNTT:

Chién luge NET c6 thé tac dong dén cac chuyén gia CNTT theo mot
s6 cach. Trude hét chung ta hiy xem xét NET c6 thé tac dong nhu thé nao
dén cac nha phat trién va sau d6 danh gia tac dong cua nd dbi véi nhitng nha
quan tri hé théng va cac chuyén gia CNTT khac.

Nhitng nha phat trién cam thay c6 mot tic dong manh mé tlr y tudng
NET. Pé hiéu tac dong nay, dau tién ching ta phai biét cong viéc phat trién
mg dung da thay d6i nhu thé nao. Trudc day cac nha phat trién xay dung cac
ung dung trén cac dich vu hé théng cuc bd. Mot img dung riéng biét dugc xay
dung dé chay trén cac dich vy dugc cung cép bdi mot hé diéu hanh riéng biét.
Trong hé thong nay nhiing nha phat trién di co6 thé kiém soat mot cach cu thé
tmg dung hoat dong nhu thé ndao trén nén tang d6. Nhimg tmg dung cho
nhiing nén tang riéng biét thi khong lién lac (truyén thong) tét duoc véi nhau.
Giai doan thtr hai cta su thay doi xuat hién cé nghia cic nha phat trién phai
chuyén sang mot mirc d khac, goi 1a mtrc thit n (n-tier). Diéu d6 cho phép
cac nha phat trién tao ra céac ung dung ma n6 hoat dong trén mdt mirc mang.
No6i cach khac, sy phat trién xudt hién lién tuc tir cac dich vu hé théng cuc bo
cho dén cac dich vu mang toan cau. Su phat trién nay da tao ra kha ning phat
trién cac phan mém doanh nghiép ma thuc chét tip chung hon vao cong viéc

kinh doanh ma no6 tao ra nang suat lam viéc cao hon.
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Chung ta hién dang & vao giai doan tiép theo cia cong cudc thay doi
thong qua XML va SOAP, dich vu Web. Dich vu Web cho phép céc ting
dung twong tic voi nhau thong qua Internet va cung cap cac dich vu ti ngudi
dung hay cac tng dung khac. Day 13 mot su thay ddi co ban theo cach céac
g dung da dugc mo ta trudc day khi ma chiing ta nghi vé nhiing tmg dung
nhu mot san phé\m: ban mua CD-ROM va cai dat san phém trén mdt may tinh.
Mot dich vu Web hoan tat mot vai kiéu giao dich va trao d6i thong tin. Khi
xay dung trén XML, cac dich vu Web c6 thé dugc str dung boi bat ky nguoi
nao voi bat ky thiét bi don 16 ndo tai bat ky thoi diém da cho nao. Pic tinh
nay cho phép bat cir sé luong tién trinh chuyén biét (dic trung riéng biét cho
ting Ung dung) ndo xuat hién lién tuc (seamlessly) trén Internet khong c6 su
can thi€p cia nguoi dung.

Quy trinh dich vu Web dugc hoan thanh béi viéc sit dung ca hai dac
tinh chuong trinh ghép ndi 16ng va ghép ndi chat. Qui trinh nghiép vu cua
viéc tinh toan n-tier (ghép ndi chat) duoc két hop véi cac chuan truyén thong
diép ghép ndi 16ng va cac phuong phéap truy nhap dir lidu trén Internet. Do y
tuéng NET duoc tim théy trén co s& cua XML va khai niém dich vu Web,
cac nha phat trién c6 mot cach méi dé tao ra céc ung dung ma no hoat dong
va tich hop dé dang hon. Su thach thirc ctia cdc nha phat trién 1a tich hop
nhimg khai niém d6 véi cai ma nén tang .NET duoc xay dung trén no.

Pé cho cac chuyén gia CNTT khac, y tuong NET s& khong thay doi
hoan toan cong viéc quan Iy may phuc vu CNTT. Céc chuyén gia CNTT phai
nhin thiy su giai toa chung trong viéc quan tri boi vi mé hinh tinh toan phan
tan NET d3 duogc san sang, nhung vi¢c quan ly cac may phuc vu xi nghiép
(Enterprise server) .NET va cac may tram s& hoat dong phan 16n theo cung

mot cach.
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2.5 Tac dong cia .NET ddi véi ngudi dung :

Nén tang NET c6 thé c6 tic dong sau sic dén kinh nghiém nguoi ding
(theo hudng tich cuc). Trudce khi khdo sat kha nang nay, ching ta hay xem xét
mo hinh tinh toan hién thoi. Hién tai, viéc tinh todn ngudil dung chu yéu la
nam & phan cing va hé diéu hanh. Nhitng nguoi dung sé hitu nhimg thiét bi
phan cimg nhu PC, laptop hay PDA va ho cai dat phan mém va cau hinh cac
hé thdng d6. Dit liéu chii yéu duoc quan 1y va thao tac (va ca dit liéu dd mat)
cling trén cac hé thong d6. Do sy ting trudng cua céng nghé, sé luong PC tai
gia va vin phong ngdy cang ting lén nhanh chong. C6 ai da timg nghi rang
mot ngudi dung cd thé can dén 13 Gbyte 6 cing? M6 hinh tinh toan hién thoi
gy ra nhiéu van dé do s6 luong nguoi st dung may tinh ciia ho ngay cang
nhiéu. Nguoi dung phai chi y dén dit liéu va thiét bi ctia chinh ho va Internet
dugc coi khong gi hon 13 mot thir d6 choi to v&.

NET c6 kha ning thay doi cach tiép can. Do sttc manh cta Internet,
nguoi dung khong con thay can thiét phai luu giir tat ca dit liéu va phan mém
trén may tinh c4 nhan cia hg. Thay vao d6, dir li¢u va ngay ca viéc str dung
cac ung dung co6 thé duoc luu trit trén cac may phuc vu trén Internet (thdng
thuong chi phi ¢ day 1a khong dang ké). Pic tinh nay di xo04 bo trach nhiém
nguoi dung vé mit quan 1y. Nguoi dung truy nhép va thao tac dit liéu, nhung
nguoi quan tri trén may phuc vu quan li cong viée luu giit, su chap nhan 15i
va 1ap ké hoach cau hinh. Nguoi dung khong con phai luu giit dit lidu cuc bo.
Mot khi dit liéu duoc dua 1én Internet, chién luoc NET s& bat dau van hanh.
Hay nh& r.'flng NET cho ta mot cach dé truyén dir 1i¢u mot cach thong sudt
thdng qua XML va SOAP.

Hay xem mot vi du. Ban dang lam vi¢c trén mdt may PC van phong va
ban quyét dinh mua mot sd ¢ phiéu. Ban truy nhdp vao Website, st dung
thong tin ¢4 nhan ctia chinh minh, c6 thé 1a v&i Microsoft HailStorm, va mua
cd phiéu. Vao mot thoi diém mudn hon, ban dang di trén duong trong gid cao

diém. Ban su dung cell-phone cua ban dé kiém tra gia c6 phiéu ctua ban va
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quyét dinh bay gio 1a thoi diém dé ban. Ban sir dung cell-phone dé hoan tat
giao dich. Nhu ban c6 thé théy, dwr li¢u dang dugc thao tac trén chuong trinh
may phuc vu va ban hoan toan khong phai lo ling gi vé cic trinh tng dung
hay tinh tuwong thich nén tang, va thong tin c4 nhan cta ban di theo ban dén
moi noi moi chd ma ban dén. Nhin téng thé, .NET lam cho Internet tr& thanh
mot ngudn dir liéu tuong tac that sy, noi ma ngudi dung quan 1y tat ca cac
khia canh cudc séng cua ho tir cong viéc, von liéng ca nhan cho dén giai tri.
2.6 Kién triic .NET Framework :

NET Framework dugc giéi thiéu bao gom 2 phan chinh 1a Common
Language Runtime (CLR) va Base Class Libraries (BCL). M6t trong cac
thanh phan nay déu c6 vai trd cuc ky quan trong trong viéc phat trién cac dich
vu va cac ung dung .NET.

Common Language Runtime (goi tat 12 bo thuc thi) dugc xay dung trén
cac dich vu hé diéu hanh. N6 chiu trach nhiém thuc hién cac ung dung va dam
bao cac phan lién quan dén tng dung déu dugc dap ung nhu quan li bd nho,
an ninh bao mat, tich hop ngdn ngtr..v.v. B thuc thi bao gém nhiéu dich vu
hd tro phat trién va trién khai ing dung cling nhu cai thién tinh dang tin cay
cta img dung. Tuy vay, nhitng nha phat trién trén thyc té khong tuong tac véi
CLR. Ho str dung mdt tap cac thu vién 16p co s& duoc xay dung bén trén bod
thue thi ndy thong qua cac ngdn ngir 14p trinh. Nhu 1a mot phan cua cac 16p
co s, NET Framework con cung cap mot mo hinh lap trinh tng dung Web
ASP.NET va Windows Forms (dé xay dung cac Gmg dung trén Windows).
Riéng ASP.NET cung cip cic thanh phin va cic dich vu & mic cao hon

nham muc dich phat trién cac dich vu va cac tng dung Web XML.
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NET Framework K

Weh Services Weh Farms Windows Forms

Data and XML Closses
(ADOLNET, SOL, XSIT XPath, XML, etc.)

Framewark Base Closses
(10} skring, met, secunity, threading, fext, reflection, collections, efc.)

Commaon Languege Runtime
(debug, exception, fype checking, JT compilers)

Hinh 2.1 : So d6 kién triic NET Framework

2.6.1 Common Language Runtime :

Nhu cac ban da biét, cac ngdn ngit 1ap trinh khac nhau déu cung cip
mot runtime (bd thuc thi) va NET Framework khong phai 1a mot ngoai 1¢€.
Tuy vy ban s& thdy bd runtime nay 1a kha dic biét so v4i phan 16n cac
runtime chung ta van st dung. Common Language Runtime trong .NET
Framework quan 1y su thuc hién mi va cung cip su truy cdp vao nhiéu loai
dich vu gitp cho qua trinh phat trién dugc dé dang hon. CLR da duoc phat
trién & tAm cao hon so vdi cic runtime trude day nhu VB-runtime chéng han,
bo1 n6 dat dugc nhitng kha nang nhu tich hop cac ngon ngit, bao mat truy cap
mi, quan 1y thoi gian séng cua dbi twong va hd tro g& 16i

Ma duoc bién dich va hudéng té1 CLR c6 tén "managed code".
"Managed code" cung cap siéu dir liéu (metadata) can thiét cho CLR dé cung
cap cac dich vy hd tro da ngon ngit, bao mat mi, quan 1y thoi gian séng cua
d6i twong va quan 1y bo nho.

Trinh bién dich va quan ly ma

NET Framework doi hoéi ban phai st dung mot trinh bién dich ngdn
ngtt "nhiing" vao CLR nhu trinh bién dich Visual Basic .NET, C# .NET, C++
NET hay JScript .NET ctia Microsoft. Cha ¥ rang c6 nhiéu trinh bién dich
ctia dbi tac thir ba c6 trén thi truong nhu COBOL va Perl.
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Sau khi str dung mot trong céac trinh bién dich ngoén ngir, ma cua ban
dugc bién dich sang Microsoft Intermediate Language (MSIL hay don gian
IL). IL 1a mdt tap cac 1énh doc 1ap CPU c6 thé duoc chuyén dbi d& dang sang
"native code". Siéu dir liéu ciing dugc chira bén trong IL.

IL ddc 1ap véi CPU c6 nghia ma IL khong dang tin cdy trén may tinh
ddc thu sinh ra nd. Noi cach khéc, né ¢ thé duoc chuyén tr mot may nay
sang mot may khac (mién la may tinh hd trg NET Framework) ma khong gip
bat cir kho khin nao. Sau IL, ma ma ban bat dau véi nd s& duge bién dich béi
trinh bién dich JIT (Just-In-Time) t6i ma may hay "native code". IL chtra
dung moi thtr can thiét dé 1am diéu ndy nhu nap céac chi 1énh va goi cac ham
(call methods) va mot s6 cac thao tac khac.

Trinh bién dich JIT

NET Framework chtra dyng mot hay nhiéu trinh bién dich JIT c6 thé
bién dich ma IL cta ban ra m3 may hay ma cho CPU cu thé. Piéu d6 duogc
thuc hién khi ing dung chay lan dau tién.

Ban hay chtl y qua trinh nay khi ban xay dung trang ASP.NET dau tién
cua minh. Sau khi ban xay dung mot trang ASP.NET bat ky, ban bién dich
trang nay sang IL. Khi st dung trinh duyét va goi trang bang cach gd URL
ctia n6 vao thanh dia chi, ban cht y mot su tam ding khong dang ké khoang
vai gidy. Trén thuc té n6 dang goi ma IL va chuyén né véi mot trinh bién dich
JIT & dé bién dich sang ma may. Piéu d6 chi xay ra lan dau khi mot ai d6
yéu cau trang nay. Sau lan dau, ban c6 thé gd F5 dé "refresh" lai trang ndy va
trang duoc thue hién ngay lap tirc. Trang da dugc chuyén doi sang ma may va
bay gio duge luu giir trong bd nhd. CLR biét rang trinh bién dich JIT da bién
dich trang. Chinh vi thé, n6 nhan duge dau ra cta trang tir bo nho. Néu vé sau
ban lam mot sy thay doi trang ASP.NET cua ban, hdy bién dich lai, sau do
chay trang 1an nira, CLR phét hién ra c6 su thay d6i file goc. N6 sir dung trinh

bién dich JIT mot 14n nita dé bién dich ma IL sang ma may.
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Trinh bién dich JIT dam bao, trong qua trinh bién dich sang ma may,
mi duoc an toan kiéu (type safe). Piéu d6 c6 nghia nhitng d6i twong ludn tach
rdi va chung khong ¢ y 1am hong mot ddi twong khac.

Cac Assembly

Trong cac tng dung ban xdy dung bén trong .NET Framework, cac
assembly ludn dong mot vai tro quan trong. Cac assembly c6 thé dugc hiéu
nhu céc khdi hop nhit (building block) cta cac ing dung ctia ban. Néu thiéu
mot assembly lién quan, ma s& khong thé bién dich dugce tir IL. Khi ban dang
str dung trinh bién dich dé bién dich ma tr m3 duoc quan 1y (managed code)
sang mi mdy, trinh bién dich JIT s& tim kiém mi IL dugc cat giir trong mot
file PE cung "assembly manifest" (ban ké khai assembly) c6 lién quan. Cu
mdi 14n ban tao mot tng dung Web Form hay Windows Form trong .NET,
thuc té ban dang tao ra mot assembly. Cur moi ung dung trong cac img dung
nay co6 chua toi thiéu mot assembly.

Trong Windows DNA, noi cac DLL va EXE la nhitng "khdi hop nhat"
(building block) ctia cac ing dung, trong .NET, n6 1a assembly dugc st dung
nhu mét co s cho cac ing dung.

Trong Windows DNA va COM, c6 nhing truong hop dugc tham chiéu
dén nhu DLL hell. C4c thanh phan COM néi chung dugc thiét ké dé chi c6 mot
phién ban ctia thanh phan COM nay trén mot may tinh tai bat ky thoi gian da
cho nao. Béi vi dic ti COM khong bao gom ca thong tin phu thudc trong mot
dinh nghia kiéu cua thanh phan. Véi NET, diéu d6 bay gid ¢ thé co nhiéu
phién ban cta cac component, hay cac assembly, chay trén cung mdt server
canh nhau. Mot tmg dung s& ludn luén tim kiém assembly xay dung né.

Khi mot tmg dung duoc bét dau trong NET, tmg dung s& tim kiém mot
assembly trong thu muc cai dit. Cac assembly dugc luu gitr trong mot thu
muc cai dat duoc tré dén dén cac private assembly. Néu ung dung khong tim
ra assembly trong thu muc cai dat, ing dung sé quay ra GAC (Global

Assembly Cache) dé tim chung.
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Céu tric ciia mt assembly
Céac assembly chtta ma dugc thuc hién bdi Common Language
Runtime. Cai duoc 16n nhat ctia assembly 1a ching "tr mo ta" (self-
describing). Tét ca nhitng chi tiét vé assembly duoc cét giit bén trong ban
than assembly d6. Trong Windows DNA, COM cit giir tat ca dir liéu "t md
td" cta nd trong noi dang ky (registry) cua server, va nhu vay viéc cai dat
cling nhu loai bo cac thanh phin COM c6 nghia dimg hoat dong (shutting
down) IIS. Béi vi mot assembly .NET cat giit thong tin ndy bén trong ban
than no, nd c6 thé thuc hién chic nang XCOPY. Cai dat mot assembly cling
don gian nhu copy né va diéu dé 1a khong can thiét dé dimg hay bat dau IIS
trong n6 dang hoat dong.
Cdc assembly diege tao ra boi cdc phan sau :
e Ban ké khal assembly (Assembly manifest)
e Kiéu siéu dir liéu (Type metadata)
e Ma MSIL (Microsoft Intermediate Language code)
Assembly manifest 13 noi cac chi tiét ciia assembly duoc cat giir. Con
assembly duogc cat giir bén trong ban than DLL hay EXE. Cac assembly co
thé 14 nhimg file assembly don hay nhiéu file, va bdi vdy assembly céc
assembly manifest dugc cat giit trong assembly hay trong mot file roi.
assembly manifest cling cit gitt s6 phién ban ctia assembly dé dam bao riang
tmg dyung ludn ludén duge sir dung dung phién ban. Khi ban c¢6 nhiéu phién
ban ctia mot assembly trén cting mot may tinh, diéu do6 1a rat quan trong dé
gan nhin chung that can than, nhu vay CLR biét dugc phién ban nao dang
dugc str dung.
Céc sb phién ban trong cac assembly duoc xdy dung theo cac cach sau:
<major version>.<minor version>.<build number>.<revision>
Kiéu siéu dir liéu (Type metadata) dd duoc hiéu nhu "dit liéu vé dir

liéu" (data about data). Siéu dit liéu nay chtra thong tin trén nhiing kiéu duoc
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dua ra bai assembly nhu thong tin cho phép bao mat, thong tin vé giao dién
va 10p va cac thong tin vé assembly khac.

Garbage collection (gom rac)

NET Framework 1a mgt moi truong "gom rac". "Gom rac" la qué trinh
cua su phat hi¢n khi cac ddi tuong khong con dugc st dung va ty dong pha
huy cac dbi tuong ndy, nhu vay bo nhé duge giai phong.

"Gom rac" khong phai 1a mot khai niém moi. N6 da duoc s dung
trong cac ngdn ngit khac tir kha lau roi. Trong thyuc té, Java di c6 mot hé
théng "gom rac" dung chd. Cac ngdn ngir khac nhu C++ khong c6 "gom rac".
Nhitng nha phét trién C++ dugc yéu cau rat can than khi huy bo mot doi
tugng va giai phong bd nhé. Piéu d6 dan dén mot s6 van dé thiéu hut bo nho.
Néu nha phat trién quén giai phong cac ddi twong tir tng dung, viéc cap phat
bd nhé cia tmg dung ngdy cang ting, d6i khi 1a rat dang ké. Viéc giai phong
cac doi twong qua sém s& nay sinh 16i tng dung; cac kiéu 16i nay, trong phan
16n trudng hop, thuong rat kho dé theo doi.

Trong .NET, b0 "gom rac" cho phép ban khi lam viéc ma khong phai
theo ddi mé cho nhimg dbi twong khong can thiét va pha huy chung. b "gom
rac" s& chu ¥ tat ca nhimg diéu nay cho ban. "Gom rac" khong xay ra ngay 1ap
tirc, nhung thay vao d6 bo "gom rac" thinh thoang s& "vun déng" dé xac dinh
nhimg d6i twong nao s& phai pha huy. Hé thng méi nay hoan toan mién trach
nhiém cho nguoi phét trién luén phai tim cach dé sir dung ciing nhu giai
phong bo nhd.

Véi bd "gom rac" mai nay, ban co thé diéu khién nhimg khia canh nhét
dinh cta nhitng ham cua n6, nhu né lam vi¢c "sau hau truong" trong ng
dung cta ban. Trong SDK documentation, tim 16p System.GC dé c6 thém
thong tin.

2.6.2 Base Class Libraries :

Thu vién cac 16p co s& NET Framework cung cAp mot tip cac 16p

("APIs"), hudng ddi tugng, cd thir bac va c6 thé mod rong va chung duoc s
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dung boi bat cir ngdn ngit 14p trinh ndo. Nhu vdy, tit ca cic ngdn ngir tir
Jscript cho ti C++ trd nén binh ding, va cac nha phat trién co thé tu do lya
chon ngdn ngit ma ho van quen dung.

Tap cac 16p, cac kiéu gia tri va giao dién nay dugc td chirc béng mot hé
théng cac Namespace (xem dinh nghia phan duéi). Bang 1 dudi ddy dua ra
mot mé ta chi tiét nhitng Namespace c6 sén trong .NET Framework. Mot diéu
rat quan trong 1 ching ta khong chi gidi han & cac Namespace ndy. Ban ¢6
thé tu tao ra Namespace va sir dung chiing trong ing dung cua ban hay ciing
c6 thé str dung cac Namespace ctia ddi tac thi ba dang c6 day trén thi trudng.
Mot vi du cho truong hop nay la Namespace System.Data.Oracle.

2.6.3 ASP.NET :

ASP.NET 1a mot tap cac 16p nam trong thu vién 16p co sé. ASP.NET
cung cdp modt mo hinh tmg dung Web dudi dang mot tip cac control (dbi
twong diéu khién) va co sd ha tang gitip ban tao ra cac ung dung Web mot
cach dé dang. Céac control nay dugc xdy dung cho cac tmg dyung trén may
phuc vu (hay con goi 12 Web Forms) phan anh nhiing control giao dién nguoi
ding HTML dic thu nhu Listbox, Textbox va Button va mot tap bo sung cac
control Web phuc tap hon nhu calendars ch'fmg han. Mot dac tinh quan trong
clia cac control trén 1a chiing duogc viét dé thich nghi v6i nhiing kha ning cua
cac tmg dung may khach. Néi cach khac cac ddi twong diéu khién Web forms
c6 thé "danh hoi" thdy may khach dang yéu ciu mot trang (page) va tra lai
nguoi dung mdt cach thich hop (vi du nhu WML cho phone hay Dynamic
HTML cho Internet Explorer 5.5).

ASP.NET ciing cung cap nhiing dic tinh nhu quan 1y trang thai "cluster
session” va phuc hdi tién trinh gitp giam bét sé lwong md ma mot ngudi phat
trién phai viét va ting do tin cdy ung dung. Ngoai ra ASP.NET cho phép cac
nha phat trién chuyén giao phan mém nhu 1a mét dich vu. Khi sir dung nhiing
dac tinh cac dich vu Web XML ASP.NET, cac nha phat trién ASP.NET ¢6
thé viét nhimg giao dich logic don gian va co s& ha ting ASP.NET s& chiu
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trach nhiém chuyén dich vu d6 theo duong SOAP va cic giao thirc cong cong
khac. ASP.NET lam viéc voi moi ngdn ngit va cong cu (bao gém ca Visual
Basic, C++, C#, va JScript).

Bén trong ASP.NET

Tai 161 cia ASP.NET la HTTP-runtime (b¢ thuc thi HTTP), mot "dong
co" thyc hién v&i hiéu suit cao khi xtr 1y cac 1énh HTTP. HTTP-runtime c6
trach nhiém xir 1y tit ca nhitng yéu cau HTTP gui dén, giai quyét URL cua
mdi yéu cau t6i mot ung dung, va sau d6 gui yéu cau téi tmng dung cho viée
xt 1y sau ndy. HTTP-runtime c6 tinh da luéng va xt 1y cac yéu cau khong
déng bd. Hon nita, HTTP-runtime duoc thiét ké mang tinh phuc hdi cao, nhu
vay n6 ¢ thé phuc hoéi mot cach tu dong tir nhitng vi pham khi truy nhap.

Ngoai ra ASP.NET con c6 kha nang nhu cap nhat g dung, c6 thé mo

rong, quan ly va cat gitr trang thai va nhi€u tinh nang cao cap khac.
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CHUONG 3: NET FRAMEWORK TRONG BAO MAT

3.1 .NET Framework va Common Language Runtime :

.NET Framework va Common Language Runtime (CLR) cho phép
nguoi 1ap trinh 1am viéc don gian hon véi cac phuong phdp bao mat.Gia su
nhu chéng lai viéc thong tin bi danh cip bang cach st dung phuong phép bao
mat thich hop trong chuong trinh.Cac mi doc c6 thé ngin chin bang viéc
phan quyén nguoi st dung va bao vé truy cdp mi ngudn Code Access
Security (CSA).Kiéu tan cong lam tran bo dém tro nén khong tudng thong
qua viéc thyc hién cic van dé vé an ninh va quan 1y chit ché méi truong chay
tmg dung (runtime enviroment) dugc cung cap boi nén tang NET. Cac 161
trong kiéu tan cong tran by dém da duoc loai bod béng viéc quan ly ma va
CLR kiém tra méi truong chay tng dung

Dué6i day 1a mot s6 cac tinh niang duoc cung cap boi nén tang .NET
kha quan trong trong van dé an ninh va ma hoa:

e Thiét 1ap cac chinh sach an ninh va tinh xac thyc (Kiém soat qua an
ninh cua .NET)

e CSA (Quyén thi hanh dya trén tinh x4c thuc va chinh sach an ninh)

e Role-based security (Quyén truy cap thong qua viéc xac thuc nguoi
dung va vai tro cua nguoi dung)

e Quan Iy va xac thyc méi truong tmg dung (Kiém tra dai dia chi va kiéu)

e L6p Cryptography (Cung cip céc thuat toan ma hoa an toan)

3.2 NET Framework don giin héa viéc bao mat nhw thé nao :

Mot van dé 16n trong 1ap trinh cac phuong phap an ninh stir dung Win32
API 14 rat kho khan trong dé hiéu va st dung.Nhitng dong ma kho hiéu duoc
sap xép lai dé xir Iy mot cach don gian nhat, vi du nhu viéc 1ay khoa trong
Cryptographic service provider (CSP) ma rat nhiéu ngudi phat trién thuong

b6 qua né trong khi ho c6 thé tién xa cing v6i nd. Nhitng phat trién thudng ap
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dung chinh sach an ninh bang viéc dung Win32 API, ho thuong phai cb ging
1am vo&i mot 16i 1ap trinh phire tap.

NET Framework cung cip rt nhiéu phuong phap don gian bang cach
dua Win32 Security API vao mot dbi twong don gian hon. Réat nhiéu phép
toan nhu 1ay khoa tir trong CSP gid c6 thé tu dong 1iy khoa trong 16p an ninh
cia .NET Security Framework. Thém nita mdi 16p trong NET Security
Framework dugc tich hop c4c tinh nang an ninh dugc va khai bdo nhu 16p
dugc niém phong cho nén khong thé danh cap va bi 19.

3.3 P tin cy va nén ting .NET :

Trude khi ban quyét dinh sir dung bat ky mot bién phap an ninh hay cac
k¥ thuat ma hoa, ban phai chic chan vé do tin cdy ciia chuong trinh. Nén tang
NET di tién mot budc xa dé giai quyét van dé vé do tin cay. PAu tién, rat
quan trong dé chap nhan rang ung dung NET khong dugc bién dich thanh
mi c6 thé nhin théy dugc. Mac du n6 dugc bién dich thanh mdt loai ma trung
gian duoc hiéu nhu mi trung gian cua Microsoft, rit gidng nhu loai mé st
dung trong nén tang Java. N6 cho phép CLR va NET Framework xtr 1y rat
nhiéu dich vu an ninh tu dong dang tin cay nhu:

e Kiém tra giéi han trong qua trinh chay chuong trinh dé tranh su that
thoat by nhd va tran stack

e Kiém tra kiéu dit liéu trong qua trinh chay chuong trinh dé tranh dua ra
kiéu dit ligu sai

e Bi doc stack dé kiém tra sy cho phép dé go1 ma

e Ty dong thu gom rac mdt cach hi¢u qua dé tiét kiém bd nho

e Kiém soat 13i tranh nhiing 15i bat thuong trong qua trinh chay

e B4o vé theo vai tro dé xac thyc va gid1 han thyc thi cho ngudi str dung

e Bao vé theo chimg thuc dé quan 1y viéc cho phép sir dung ma co s
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3.4 Quan Iy ma va dinh kiéu an toan :

M3 c6 thé sir dung dich vu cia CLR c6 tén la quan 1y ma. CLR cung
cép mot tap hop dich vy, nhu kiém tra dinh kiéu an toan va ty dong thu gom
rac, lam tang tinh tin cdy va tinh an toan. Dé sir dung duoc nhiing dich vu ctua
CLR, quan 1y mé can phai du doan trudc, sap xép, va kiéu déng nhat. Pinh
kiéu an toan 1a mot khia canh quan trong trong tinh an toan va bdo mat. Pinh
ki€u an toan hoan toan c6 thé thuc hién duge vi CLR hiéu chi tiét vé loai dit
liéu nao dang duoc quan 1y. St dung sy hiéu biét 46, CLR c6 thé ép kiéu
chinh xac dé dua ra cac luét trong viéc dinh kiéu an toan.

Vi du, tit ca cac loai dit liéu bao gém ca chudi va mang c6 mot kiéu
gidng nhau va dong nhat. Common Type System (CTS) dinh nghia cac luat
cho mdi kiéu dir lidu dugc quan 1y, nd tét gidng nhu qua trinh xur Iy cia CLR
dinh kiéu cho c4c kicu dir liéu d6. Su gi6i han ctia cc luat duge dua ra béi
CTS va duoc thuc thi béi MSIL. CTS ciing dinh nghia méi loai dit liéu dua ra
va qua trinh xir Iy chip nhan trong viéc quan Iy mi. CTS dua ra gidi han cac
16p trong viée xur Iy cac 16p ké thira va chong lai viéc xir 1y dit liéu khong an
toan, nhu viéc dua kiéu s6 nguyén vao con tro va tran giéi han ciia mang. Ma
MISL 14 trinh bién dich qua trinh chay thanh mot bang huéng dan chi tiét vé
thiét bi phan cung trudc khi kiéu dit lidu duoc kiém tra.

Pé thyc hién viéc kiém tra kiéu an toan, NET tich hop thém céc
metadata dé dinh nghia ma nguon va dir liéu chtra trong chwong trinh. Trinh
quan ly ma dugc ty dong chép nhéan hodc tir chdi bdi CLR. Trinh quan ly bo
nhé ty dong nay gan gidng véi “viéc thu gom rac”. Thu gom rac chdng lai
viéc 10 ri by nh¢ va tdng do tin cdy

TAt ca cac ddi tuong déu co kiéu, va tuy thudc vao mdi tham chiéu dén
d6i tugng dé dinh nghia viéc sip xép bd nhd. Tir khi viée tuy y xt 1y con tro
bi bo (trir truong hop tir khoa khong an toan dugc dung), thi chi c6 mot cach
duy nhit dé truy cép vao ddi twong thdng qua cac thanh phan cong cong. Tuy

nhién, CLR c6 thé xac nhan su an toan cia mot ddi twong bang cach phan tich
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mdi metadata. Vi vay khong can phai phan tich toan b mi ngudn ma chi can
phan tich ddi twong 1a c6 thé két luan tinh an toan.

Chung ta ciing ¢ thé khong st dung trinh quan 1y ma trong ngdn ngit
C# bang cach st dung tir khoa unsafe, nhung mot s cac ngdn ngit khac nhu
VB.NET chi sir dung dugc khi ching ta st dung dinh kiéu an toan va trinh
quan 1y ma. Tir khoa unsafe chi can thiét khi chung ta 1am viéc truc tiép véi
con tré b nhd. Ma khong duoc quan 1y chi hiru dung khi chung ta goi ham ké
thira DLLs, st dung PInvoke nhuan nhuyén, nhung Mi khong dugc quéan 1y
s& khong duoc tham dinh boi dinh kiéu an toan caa CLR.

MSIL dinh nghia nén thuc thi st dung trong tt ca cac trinh bién dich
NET. Ngon ngit nay thuc thi va doi hoi cac kiéu duoc dinh nghia boi CTS
trong qua trinh chay. MSIL thi chuyén d6i mot nén nao d6 thanh ma don gian
sau d6 CLR s& thuc hién viéc kiém tra kiéu. Kiém tra kiéu duoc tién hanh mot

cach mac dinh, nhung né co6 thé bé qua néu ma dé dang tin cay.
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CHUONG 4: LOP CRYPTOGRAPHY
VA MQT SO LOAI MA HOA PUQC HO TRQ BOI .NET

4.1 Tong quan 16p Cryptography :

Microsoft ding ky quyén s& hitu Win 32 Cryptography API
(CryptoAPI) vao nam 1996 tich hgp trong Win NT. Mac du CryptoAPI cung
cap day du su hd tro cho nghanh 14p trinh mat ma, nhung né rat kho st dung.
Ban phai hiéu that rd vé mat ma hoc va phai 1am viéc voi rat nhiu cac thanh
phan ciing nhu nhitng con sé 16n trong API. N6 ciing khong phai 13 mot d6i
tugng duoc dinh hudng cho dén khi n6 xuat hién trong ngén ngit lap trinh C,
va ban c6 thé g01 ham dé st dung n6é mot cach don gian. That may man, NET
Framework 1am don gian hoa viéc str dung API cua ching ta bang cach cung
cap mot 16p rat than thién vai tén goi System.Security.Cryptography

Chung ta s& cung tim hiéu ngan gon mot sé mot s 16p chinh cb trong
16p System.Security.Cryptography

e SymmetricAlgorithm : Lép ma hoa dbi xing. N6 s& ma hoa theo
cac thuat toan ma hoa d6i xtmg nhu: DES, Rindael.

e AsymmetricAlgorithm : Lop ma hoa bat ddi xting, nd s& mi hoa
theo cac thuat toan RSA, DSA.

e CryptoStream : Két nbi dong dit liéu ngudn véi cac thuat toan mé hoa.

e CspParameters : Chira thong tin ctia cac tham sb trong nhiing thuat
toan dic biét dé co thé luu trir va ldy lai théng qua Cryptographic Service
Provider (CSP).

e HashAlgorithm : Lép co so hd trg cac thuat toan bam.

e RandomNumberGenerator : Lép co sé sinh ra sé ngau nhién.

e ToBase64Transform va FromBase64Transform : Dung dé
chuyén doi cac diy Byte va Base-64.

e CryptographicException : Chuta thong tin vé 18i cua cac loai

ma hoa khac nhau.
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Céc ban co6 thé nhd va tuy ¥ st dung cac 16p nay trong chwong trinh

ctia minh vi né di c6 san trong 16p System.Security.Cryptography

Hinh 4.1 : C4c thuat toan mi hoa hd tro trong 16p Cryptoghraphy

4.2 Cac thuit toan mi héa doi xing trong .NET :

Cac 16p .NET Framework thuc thi thuat toan ma hoéa ddi ximg thong
qua 16p co sé SymmetricAlgorithm. Lép SymmetricAlgorithm cé mot vai
truong dugc khai bao "protected" nén khong thé truy vén truc tiép vao
phuong thtrc khong dugce cung cip bai 10p. Tuy nhién nhitng trudng nay cé
thé truy van thong qua céac thudc tinh 4o, thudc tinh do thuc thi cu thé trén 16p
cu thé. Vi du nhu trudng sb nguyén BlockSizeValue cé thé truy van thong
qua thudc tinh a0 BlockSize theo kiéu thich hop, dwa trén 16p thuc té dang sir
dung. Theo cach nay, viéc cd géng dit ¢& cta khdi thanh gia tri cy thé 1a
khong hop phap trong thuat todan mi hoa ddi xung, s& dugc cho phép boi
CryptographicException, dua trén thuat toan cu thé dang duoc st dung.
Trong mdi trudng hop trudng duoc khai bao "protected” va thudc tinh a0 sé
c6 chung kiéu dit liéu, va tén s& cung duogc loai bo, chi co gia tri gén lién véi
treong duogc khai bao "protected" duoc giir lai.Cac thudc tinh ao co6 trong 16p

SymmetricAlgorithm thé hién trong bang sau:
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Thudc tinh do

Y nghia

BlockSize

Lay hoac dat gia tri cho kich c& khdi dudi dang cac bit cho
thuét toan, dé dir liéu téng c6 thé dugc ma hoa hodc giai ma
trong 1 budc. Dir liéu ma 16n hon kich ¢& khéi s& duogc chia ra
cac khoi khac c6 kich c& gidng nhu khdi di tao. Khdi cudi
cung s& duoc gan thém kich ¢ ctia né. Céc ¢& khdi thich hop
sé¢ duoc phan biét bai LegalBlockSizes trong mdi thuat
toan.Kiéu int

FeedbackSize

Lay hodc dit kich c& cua gia tri tra vé dudi dang cac bit cho
mdi thuat toan, noi ma két qua cudi cung duoc tra vé sau khi
d3d m3 hoa hoic giai ma. N6 1a bit budc trong phuong thirc
OFB va CFB cua qua trinh tinh toan. Kich c& thich hop s€ dua
trén cac thuat todn ma hoa ddi xtmg, nhung n6 khong duge 16n

hon kich ¢& cua khoi. Va no ¢o kiéu int

v Léy hodac dat gia tri ban dau cho vector trong thuat todn ma hoa
dbi xtmg, bt budc phai ché trong phuong thire CBC. C6 kiéu
mang Byte

Key Lay hoic dit gia tri cho khoa bi mat st dung trong thuat toan
mi hoa ddi xtng dé ma hoa hodc giai ma. C6 kiéu mang Byte

KeySize Léy hoac dat c& cho khoa bi mat dudi dang cac bit. Kich c&

thich hop s& dugc phan biét boi LegalKeySizes trong moi
thuat toan. C6 kiéu int

LegalBlockSizes

Lay kich ¢& cta khoi duge ho tro bdi cac thuat toan ma hoa doi

xung

LegalKeySizes

Léy kich c& ctia khéa duge hd tro trong thuat toan ma hoa dbi

xung
Mode Lay hodc dit ché d6 dé thyc hién trong cac thuat toan. N6 c6
kiéu 1a kiéu CipherMode.VD: ECB, CBC, CFB, OFB...
Padding Lay hodc dat gia tri chén vao cac byte con trong ctia khoi cudi

cung. C6 kiéu PaddingMode. VD: PKCS7, Zeos, None
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SymmetricAlgorithm dugc thiét ké 1a 16p "public" va khong chira

tham s6. Kiéu thiét ké nay tao ra cac khoa bi mat khac nhau. TAt nhién,

SymmetricAlgorithm ciing hd tro cac phuong thic chuian Equals, Finalize,

GetHashCode, ToString, GetType, va MemberwiseClone, nhitng phuong

thirc ma da dugc dinh nghia ¢ 16p Object co so.

Phuong thirc Y nghia
chung

Clear S€ goi Dispose, gidi phong ngudn duogc sir dung trong thuét
toan ma hoa doi xing. Phuong thire tra vé ki¢u void

Create Tao dbi tuong SymmetricAlgorithm dé ma hoa hoic giai
ma. Phuong thire tra vé doi twong SymmetricAlgorithm

CreateDecryptor | Tao ddi tuong giai ma su dung khoa va vector khoi tao.
Phuong thirc tham chiéu dén ICryptoTranform s dung
dé chuyén dir liéu thanh céac khoi

CreateEncryptor | Tao dbi tugng ma hoa su dung khoa va vector khoi tao.
Phuong thirc tham chiéu dén ICryptoTranform s dung
dé chuyén dir liéu thanh céac khoi

Equals K& thira tir 16p Object, sir dung d¢ so sanh 2 doi twong
SymmetricAlgorithm cho bang nhau. Gia tri tra vé co
dang bool

GeneratelV Khéi tao vector bat ky. Tra vé kiéu void

GenerateKey Khai tao khoa bat ky. Tra vé kiéu void

GetHashCode Ké thira tir 16p Object, cung ‘cépogié trj bam cho ddi tuong
SymmetricAlgorithm. Tra vé kiéu int

GetType K¢ thira tir 16p Object st dung dé lay kieu cho dbi twong
SymmetricAlgorithm. Tra vé ki¢u Type

ToString K& thira tir 16p Object, sir dung dé cung cip chudi hién thi
cho doi tugng SymmetricAlgorithm

ValidKeySize Phuong thiic nay quyét dinh khi kich ¢ khoa phu hop véi

thuat toan dang sir dung. Tra vé kié bool
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Ban s& khong 1am viéc truc tiép voi ddi twong SymmetricAlgorithm,
vi no 1a mot dbi tuong triu tugng. Ban s€ lam viéc véi cac class dugc cung
cip va n6 hoat dong nhu mot phuong thic ao cia SymmetricAlgorithm duéi

day 1a so d6 cac 16p trong SymmetricAlgorithm

SymmetricAlgorithm

= DES

L DESCryptoServiceProvider
- TripleDES

L TripleDESCryptoServiceProvider
> RC2

l-o RC2CryptoServiceProvider
—> Rijndael

l—» RijndeelMancoged

Hinh 4.2 : Thuat toan ma hoa ddi ximg trong 16p
SymmetricAlgorithm

Chung ta c6 thé thdy trong Hinh 4.2 1a cac 16p c6 trong 16p
Symmetric Algorithm, chung ciing 1a cac 16p triu twong. Bay gid ching ta sé
cung tim hiéu ¥y nghia cua céc 10p.

o DES la 16p triu tuong dong goi theo thuat toan méd hoa ddi xtmg DES

e TripleDES l1a 16p triu twong déng goi theo thuat toan ma hoa dbi
xtng Triple DES, thuat toan nay c6 do an toan cao hon DES

e Rijndael 1a 16p triu twong dong gbi theo thuat toan ma hoa ddi xtng

Rijndael n6 13 mot chuan méi thay thé DES
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e RC2 14 16p triu twong dong gbi theo thudt toan ma hoéa dbi xing
RC2 dugc Ronald Rivest nghién ciru dé thay thé DES

Thuat toan

Kich thwéc khéoa hep 1€

Kich thwdc khoa mac dinh

DES 64 bits 64 bits = 8 bytes
RC2 Tir 40 dén 128 bits 128 bits = 16 bytes
Triple DES 128, 192 bits 192 bits = 24 bytes
Rijndael 128, 192, 256 bits 256 bits = 32 bytes

Chung ta cuing xét 1 vi du vé cach sir dung thuat toan ma hoa doi xing

trong .NET

-Sinh khéa bi mat :

static string GenerateKey()

DESCryptoServiceProvider myDES ;

myDES = new DESCryptoServiceProvider();
//myDES.GenerateKey();

return ASCIIEncoding.ASCII.GetString(myDES.Key);

-Ma hoa file :

void EcryptFile(string inputFile, string outputFile, string szSecureKey)

{

FileStream inStream, outStream;

inStream = new FileStream(inputFile, FileMode.Open,

FileAccess.Read);

outStream = new FileStream(outputFile,FileMode.Create,

FileAccess.Write);
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DESCryptoServiceProvider myDES = new
DESCryptoServiceProvider();
myDES.Key = ASCIIEncoding.ASCII.GetBytes(szSecureKey);
myDES.IV = ASCIIEncoding.ASCII.GetBytes(szSecureKey);
ICryptoTransform myDES_Ecryptor = myDES.CreateEncryptor();
CryptoStream myEncryptStream,;
myEncryptStream = new CryptoStream(outStream, myDES_Ecryptor,
CryptoStreamMode.Write);
byte[] byteBuffer = new byte[100];
long nTotalBytelnput = inStream.Length, nTotalByteWritten = 0O;
int nCurReadLen = 0;
while (nTotalByteWritten < nTotalBytelnput)
{
nCurReadLen = inStream.Read(byteBuffer, 0, byteBuffer.Length);
myEncryptStream.Write(byteBuffer, 0, nCurReadLen);
nTotalByteWritten += nCurReadLen;

}
4.3 Cac thuit toan ma héa bat déi ximg trong .NET :

NET Framework thuc thi thuit toAn ma hoa bat ddi xtmg théng qua
16p co s AsymmetricAlgorithm ciing gidng nhu viéc str dung céc thuat toan
mi hoa d6i xting thong qua 16p SymmetricAlgorithm. Sau day 13 so d6 cac

16p trong 16p AsymmetricAlgorithm :
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AsymmelricAlgorithm

RSA

L RSACryploServiceProvider

> DSA

’A+ DSACryptoServiceProvider

Hinh 4.3 : Thuat toan mi hoa béat dbi xtng trong 16p
SymmetricAlgorithm

Bang cac phuong thirc trong 16p AsymmetricAlgorithm :

Phwong thurc chung Y nghia
KeySize Kich thudc cia khoa tinh theo bits
LegalKeySizes Gia tri kich thude khoa hop 1€ tinh theo byte cua

thuat toan ma hoa bat doi xtmg hién tai

KeyExchangeAlgorithm | Chi dinh thuét toan trao d6i khoa dugc sir dung va

cach thirc trao do1 khoa cong khai va khoa bi mat

SignatureAlgorithm Chi dinh tén thuat toan duoc sir dung dé ky trén
d6i twong hién thoi

FromXmlString() Tai tao lai doi tuong thuat toan ma hoa bat d6i
xung tu 1 file XML

ToXmlString() Tra vé mot thé hién XML cho d6i tuong bat d6i

xtng dang sir dung
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Chung ta cing xem mot vi du vé cach str dung thudt todn ma hoa bat
d6i xtmg trong .NET :
-Sinh cap khoa cong khai va khoa bi mat :

ToXmIString()

Imple mentation
Of

AsymantricAlg

ToXmiString()

static void Generatakey(string szKeyName, int nKeySize)
{
try
{
RSACryptoServiceProvider myRSA = new
RSACryptoServiceProvider(nKeySize);
myRSA.PersistKeyInCsp = false;

string szPrivkey, szPubkey;
szPrivkey = myRSA.ToXmlString(true);
szPubkey = myRSA.ToXmiString(false);

FileStream fsPub = new FileStream(szKeyName+"Pub.key",
FileMode.Create,FileAccess.Write);

byte[] bytePubkey = ASCIIEncoding.ASCII.GetBytes(szPubkey);

fsPub.Write(bytePubkey, 0, bytePubkey.Length);
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fsPub.Close();

FileStream fsPriv = new
FileStream(szKeyName+"Priv.key",FileMode.Create, FileAccess.Write);
byte[] bytePrivkey = ASCIIEncoding.ASCII.GetBytes(szPrivkey);
fsPriv.Write(bytePrivkey, 0, bytePrivkey.Length);
fsPriv.Close();
} catch {}

-Ma hoa vé1 khoa cong khai

FromXmiStringQ} jmplementation

of Encrypted Data
AsymantricAlg

static void EncryptFile(string szFilelnput, string szFileEnc, string szPubKey)

{
try

{
FileStream fsPubkey = new FileStream(szPubKey, FileMode.Open,
FileAccess.Read);

FileStream fsinput = new FileStream(szFilelnput, FileMode.Open,
FileAccess.Read);
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FileStream fsOutput = new FileStream(szFileEnc, FileMode.Create,
FileAccess.Write);

RSACryptoServiceProvider myRSA = new
RSACryptoServiceProvider();

byte[] bytePubkey = new byte[fsPubkey.Length];

fsPubkey.Read(bytePubkey, 0, bytePubkey.Length);

myRSA.FromXmlString(ASCIlIEncoding.ASCII.GetString(bytePubkey,
0, bytePubkey.Length));

byte[] bytelnput = new byte[fsinput.Length];

fsInput.Read(bytelnput, 0, bytelnput.Length);

byte[] byteEnc;

byteEnc = myRSA.Encrypt(bytelnput, false);

fsOutput.Write(byteEnc, 0, byteEnc.Length);

fsinput.Close();

fsPubkey.Close();

fsOutput.Close();

}
catch (CryptographicException ex) {Console.WriteLine(ex.Message);}

-Giai ma véi khoa bi mat :
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‘EromXmiString()| mplementation

PrivateKey of

AsymantricAlg

static void DecryptFile(string szFilelnput, string szFileEnc, string szPrivKey)
{

try

{

FileStream fsPrivkey = new FileStream(szPrivKey, FileMode.Open,
FileAccess.Read);

FileStream fsinput = new FileStream(szFilelnput, FileMode.Open,
FileAccess.Read);

FileStream fsOutput = new FileStream(szFileEnc, FileMode.Create,
FileAccess.Write);

RSACryptoServiceProvider myRSA = new
RSACryptoServiceProvider();

byte[] bytePrivkey = new byte[fsPrivkey.Length];

fsPrivkey.Read(bytePrivkey, 0, bytePrivkey.Length);

myRSA.FromXmlString(ASCIlIEncoding.ASCII.GetString(bytePrivkey,
0, bytePrivkey.Length));

byte[] bytelnput = new byte[fsinput.Length];

fsinput.Read(bytelnput, 0, bytelnput.Length);
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byte[] byteDec;

byteDec = myRSA.Decrypt(bytelnput, false);

fsOutput.Write(byteDec, 0, byteDec.Length);

fsinput.Close();

fsPrivkey.Close();

fsOutput.Close();

}

catch (CryptographicException ex)  {
Console.WriteLine(ex.Message);}

}

4.4 Cac thuat toan ham bam trong .NET Framework :

Co 2 loai thuat toan ham bang thuong dung la SHA-1 (Secure Hash
Algorithm dugc dua ra béi NIST vao gitta nhitng nam 1990) va MDS5 (Thuat
toan Message Digest dua ra boi R.Rivest trong nhimg nim dau 1990). Thém
nita, mdt vai phién ban méi cia SHA di dugc cong bod. Giai thuat bam co
khoa ciing rat quan trong trong viéc xac thuc thong tin. TAt ca nhimng thir d6
déu dwoc hd trg béoi NET Framework dudi ding cic 16p trong
HashAlgorithm.

e MD5

e SHA-1

o SHA-256

e SHA-384

e SHA-512

o KeyedHashAlgorithm

Duéi day 1a so dd 16p trong 16p HashAlgorithm. N6 cung cip cac 16p
triu tugng khac nhu: KeyedHashAlgorithm, MD5, SHAL, SHA256, SHA384,
SHAS512 nhiing thuat toan ma héa ham bam thuong dung ngay nay. Cac 16p nay
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cling 1 cac 16p triu tugng nén ta khong thé thao tac truc tiép 1én 16p. Ung véi

mdi 10p s& co6 mot 16p thuc thi cu thé va ta s& str dung ching tryc tiép.

HashAlgorithm

—> KeyedHashAlgorithm

HMACSHA

MACTripleDES

> MD5

I—b MDS5CryptoServiceProvider

> SHAI1

SHA1CryptoServiceProvider

SHA1Managed

> SHA256

|—-- SHA256Managed

B SHA384

I—» SHA384Managed

—» SHAS512

|—-> SHAS512Managed

Hinh 4.3 : Thuat todn bam trong .NET
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Lép MHACSHAL cung cép ham bam c6 khéa st dung SHA-1 lam
ham bam. Lop MACTTripleDES cung cip bam c6 khoa sir dung thuét toan
mi hoa Triple DES 1am ham bam. HMAC gan giéng v&i chit ky sb, diung dé
x4c thuc vin ban va tinh toan ven, tuy nhién n6 khac & chd né khong phai mot
bd dung dé kiém tra va tir chéi. Trai v6i chir ky sb st dung lugc dd bat d6i
xtmg vaoi khoa bi mat, HMAC st dung lugc dd ddi xtmg ca noi nhan va noi
gui s& co cuing mot khoa dé chip nhan va tham tra MAC. Khi ma khoa duoc
biét boi nhiéu hon 1 c4 nhén, s& khong c6 diéu j c6 thé chimg minh duoc 14 ¢6
mot ca nhan tht 3 s€ duoc chép nhan bdi thuat toan bam. Do d6 MACs nho
hon va it an toan hon so v&i chir ky sb.

Mic du NET Framework c6 kha ning md rdng cao, co thé chap nhan
mot s6 thuat toan bam cua c4 nhan nhu mot 16p trong HashAlgorithm, nhung
diéu quan trong 1a ban khong nén thtr thiét ké mot thuat toan cua riéng minh.
Xét vé van dé bao mat, mot thut toan ma hoa phai duogc kiém tra boi rat
nhiéu chuyén gia trong mot thdi gian dai. Phan 16n nguoi st dung thudng sir
dung cac thuat toan da ton tai va duoc tin tuong trong mot thoi gian dai nhu
MD5 va SHA.

Ngoai mdt s6 thuat toan duge hd tro trong .NET, khong con mot thuat
toan ham bam nao dugc khuyén cdo sir dung trong nghanh cong nghiép may
tinh. Windows CrytoAPI cua Microsoft co hd tro 3 thudt toan bam 1a MD4,
MD5 va SHA-1. NET Framework khong ho tro MD4 tir khi c6 MD5, MD5
phat trién tir MD4 khi ma phan 16n céc 16i da dugc stra. NET Framework hd tro
SHA-256, SHA-384, SHA-512 nhiing thuat toan ma CrytoAPI khong h tro

4.4.1 Lop HashAlgorithm :

Lép HashAlgorithm cé thudc tinh chung Hash c6 dang mang byte
chtra cac gia tri ciia bang bam. Thudc tinh chung HashSize 1dy kich ¢& cua
mi biam dudi dang cic bit. Phuong thic chung quan trong nhat trong
HashAlgorithm 1a ComputerHash, né s& bién cac gia tri dau vao thanh

chudi byte. Duédi day 1a mot vi du vé cach str dung 16p HashAlgorithm dé ma
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hoa theo thuat toan SHA-1 véi gia tri dau vao 1a messageByteArray co kiéu
mang byte:

HashAlgorithm shal = new SHAL1CryptoServiceProvider();

byte[] shalHash = shal.ComputeHash(messageByteArray);

4.4.2 Lép MDS5S va SHA :

Lép MD5 mi hoa theo thuat todn MD5 chap nhan dau vao co do dai
bat ky va cho két qua c6 do dai 128 bit. Ban dau thuat toan dugc thiét ké dé s
dung trong cac tng dung chit ky sd, lic d6 ham bim duwgc mi héa bang khoa
rieng trong RSA. Thuat toan MD5 dugc md rong tr MD4, n6 cham hon
nhung lai an toan hon MDA4.

Lop SHAL ma héa theo thuat toan SHA-1. Dir liéu dau vao co thé dai
dén 264 bit va cho két qua co do dai 160 bit. SHA co thé st dung trong DSA
chung ta s& cing tim hiéu sau. SHA-1 duogc phan loai vao chuan NIST- mot
loai chéan vé an ninh.

Lép SHA256, SHA384, SHAS12 lién hé mat thiét v4i nhau va cung su
dung thuét todn bam nhung khac ¢ chd 1a két qua dau ra lan luot 1 256, 384,
512 bit. Khi bi tAn cong, cac thuat toan mé hoéa ddi ximg sé& bi tin cong theo
thi 1 2" nhung cac thuét toan ham bam chi c6 2"% Vi vay, viéc tin cong mi
hoéa theo kiéu ham bam chi c¢6 thé thanh cong khi 2 dit liéu dau vao duge tim
thiy & cung mot gia tri ddu ra. Vi vay viéc tan cong thuat toan SHA-160 chi
thanh cong khi tin cong 2% 1an. Tuy thuat toan nay kha an toan nhung khong
thé an toan trong mot thoi gian dai.

4.4.3 Lop KeyedHashAlgorithm

Lop KeyedHashAlgorithm 13 mot dang bién doi dua trén thuat toan
ham bam, no tinh toan dau ra ciia ham bam dya trén ca dit liéu dua vao nd va
mot phan dit liéu duge st dung dé lam khoa cua dit liéu dau vao. Vi thé nén
thuat toan ma bam c6 khoa c6 2 loai phuong thire 1a key-dependent va one-
way. N6 thuong dc st dung vo1 muc dich xac thuc, khi mot nguoi biét chinh

xac khoa chinh ho co thé chép nhan hodc tham tra ham bam. Chinh vi vay
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thuat toan ham bam c6 khoa cung cip ca phuong phap xac dinh tinh toan ven
va tinh x4c thuc dé kiém tra do tin cay khi trao doi thong tin khoa. Lop
KeyedHashAlgorithm 1a mét 16p triu tuong, nd thuc thi cu thé dya trén 16p
HMACSHA1 va MACTripleDES. Nhimn 16p nay ma hoa thuat toan ham
bam c6 khoa dua trén thuat toan SHA-1 va TripleDES

4.4.4 Pinh danh ddi twong

boi khi nguoi 1ap trinh can mot thoa thuan dit tén chung dé hang tram
cac chuan, thuat toan, va kiéu dir liéu duoc dugc dit dudi 1 tén duy nhat.
OIDs (Object Identifiers) s& dinh nghia va quan 1y bang sd cc ciu tric, bao
gém ca ANSI (American National Standards Institute), vd1 muc dich dinh
danh duy nhat cac kiéu thong qua mot so dd phan céap logic. C6 s6 luong 16n
OIDs dé dinh danh mdi kiéu riéng biét nhu : giao thirc, thuat toan, cac kiéu dir
liu. Chi tiét hon, phan 16n cac thuat toan ma héa duoc cong nhan boi ANSI
déu duoc diang ky v6i mot tén duy nhat trong OID. Vi du OIDs thudng duoc
str nhét dung cho thuat toan bdm & hinh dudi. Ching ta s€ xem OIDs mot
cach cu thé trong cac 16p cua .NET Security Framework nhu SignHash va
VerifyHash trong 16p RSACryptoServiceProvider va
DSACryptoServiceProvider.

Cryptographic Hash Algorithm | OID

MD5 1.2.840.113549.2.5
SHA-1 1.3.14.3.2.26
SHA-256 2.16.840.1.101.3.4.2.1
SHA-384 2.16.840.1.101.3.4.2.2
SHA-512 2.16.840.1.101.3.4.2.3

Hinh 4.4 : OIDs thuong duoc st nhét dung cho thuat toan bam
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Poan ma nho dudi day 1a vi du minh hoa viéc st dung OID nhu mdt
thanh phan trong phuong thic SignHash ctia 16p RSACryptoServiceProvider.
T4t nhién n6 chi 1a gia dinh vi bién hashbytes 13 mot mang byte di duogc tao ra

bang cach goi ham ComputerHash ciia 16p SHAL.

//create RSA object using default key
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider();

//sign hash using OID for SHA-1
signaturebytes = rsa.SignHash(hashbytes, "1.3.14.3.2.26");
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CHUONG 5: LAP TRINH VOI MA HOA POI XUNG
VA MA HOA BAT POI XUNG TRONG .NET

Trong phan ndy chung ta s& cung di siu va nghién ctru vé 1ap trinh Gmg
dung ma hoa file sir dung cac thuat toan ma hoa ddi ximg va bat ddi xtimg da
dé cap ¢ trén dé c6 mot cai nhin cu thé hon vé 16p cryptography va lap trinh
mé hoa trong .NET

5.1 Lap trinh ma hoa dbi xing trong .NET:

5.1.1 M3 hoéa file v6i thuat toan méi héa ddi xing:

Chung ta s& cling xem chuong trinh demo va cung giai thich lam thé
nao dé mi héa mot file voi cac thuat toan ma hoéa dbi xting. Dudi day 1a mot

s0 giao dién cua chuong trinh.

&8 Chuong trinh Ma Hoa va Giai Ma
Fle MEHod Gi&iME  TroGidp

£ Ma Hoa File

MA HOA FILE THEQ THUAT TOAN MA HOA BGOI XUNG

Thuét Toan
& DES OFEFCEEFAICIE27A
) Triple DES
O Rijndael 9354 E7 48 4B 65 4 E5
O RC2

Sinh khda

File Ngudn : ||

File Bich : |

-Giao dién chuong trinh c6 GroupBox bao gdm 4 loai md héa va 4

Radiobutton dai dién cho 4 loai ma d6. Voi gia tri mac dinh 1a ma Des dugc

57



chon. Khi load form hodc c6 su thay doi & Radiobutton thi s& goi dén ham

GenKey() va GenlV() dé sinh khéa va va vecto cho mdi thuat toan.

private void Madoixung_Load(object sender, EventArgs e)

{
GenKey();

GenlV();

private void radioDES_CheckedChanged(object sender, EventArgs e)

{
GenKey();

GenlV();

private void radioTripleDES CheckedChanged(object sender, EventArgs e)

{
GenKey();

GenlV();

private void radioRijndael_CheckedChanged(object sender, EventArgs e)

{
GenKey();

GenlV();

private void radioRC2_CheckedChanged(object sender, EventArgs e)
{
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GenKey();
GenlV();

-Ham GenKey() va ham GenlV() sé dua vao thuat toan dugc lua chon

dé sinh khoéa va vécto khoi tao.

private void GenKey()
{
//Generate new random IV
SymmetricAlgorithm sa = CreateSymmetricAlgorithm();
sa.GenerateKey();

Key = sa.Key;
//do Ul stuff

UpdateKeyTextBox();

private void GenlV()
{
SymmetricAlgorithm sa = CreateSymmetricAlgorithm();
sa.GeneratelV();
IV =sa.lV;
UpdatelVTextBox();

-Dé nhan biét xem thudt toan nao dugc st dung dé sinh khoa va vécto

dugc chinh xac chung ta dung ham CreateSymmetricAlgorithm()
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SymmetricAlgorithm CreateSymmetricAlgorithm()
{
/[create new instance of symmetric algorithm
if (radioRC2.Checked == true)
return RC2.Create();
if (radioRijndael.Checked == true)
return Rijndael.Create();
if (radioDES.Checked == true)
return DES.Create();
if (radioTripleDES.Checked == true)
return TripleDES.Create();

return null;

-Ngoai ra giao dién chuong trinh con c6 textbox khoa va textbox vécto
dé hién thi thong tin vé khoa va vécto dudi dang hexa. Trong ham GenKey()
hay GenlV() c6 goi dén ham UpdateKeyTextBox() va UpdatelVTextBox() dé

cap nhat thong tin khi c6 sy thay doi vé khoa hay vécto

private void UpdateKeyTextBox()

{
StringBuilder sb = new StringBuilder();

for (inti = 0; i < Key.Length; i++)

{

sb.Append(String.Format("{0:X2} ", Key[i]));
}
txtkhoa.Text = sbh.ToString();
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private void UpdatelVTextBox()

{
StringBuilder sb = new StringBuilder();

for (int1=0; i < IV.Length; i++)

{

sb.Append(String.Format("{0:X2} ", IV[i]));
}
txtiv.Text = sh.ToString();

-Céc Button sinh khoa va sinh vécto s& goi truc tiép dén ham GenKey()

va GenlV() dé sinh khoa. Sau d6 khoa s& dugc cap nhat vao textbox

private void btnsinhkhoa_Click(object sender, EventArgs e)

{
GenKey();

private void btn_sinhiv_Click(object sender, EventArgs e)

{
GenlV();

-Button “Luu khéa” s& luu khéa va IV thanh 2 file .key va .iv dé tién

cho viéc gidi ma

private void btnluukhoa_Click(object sender, EventArgs e)

{
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SaveFileDialog saveKeyFile = new SaveFileDialog();
SaveFileDialog savelVFile = new SaveFileDialog();
savelVFile.Filter = "Vecto File (*.iv)[*.iv";
saveKeyFile.Filter = "Key File (*.key)|*.key";
if (saveKeyFile.ShowDialog() == DialogResult.OK)
{

FileStream fsFileKey = new FileStream(saveKeyFile.FileName,

FileMode.Create, FileAccess.Write);
byte[] keybytes = new Byte[Key.Length];

fsFileKey.Write(Key, 0, keybytes.Length);
fsFileKey.Close();

if (savelVFile.ShowDialog() == DialogResult.OK)
{

FileStream fsFilelV = new FileStream(savelVFile.FileName,
FileMode.Create, FileAccess.Write);
byte[] ivbytes = new Byte[IV.Length];

fsFilelV.Write(lV, 0, ivbytes.Length);
fsFilelV.Close();

-TextBox File ngudn va File dich dé hién thi dudong din dén file ngudn
va file dich. Nguoi dung c6 thé chon dudng dan bang cach gb truc tiép hoic

st dung 2 Button chon nguon va chon dich c6 san
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private void btnchonnguon_Click(object sender, EventArgs e)

{
OpenFileDialog openFile = new OpenFileDialog();

openFile.Filter = "All files (*.*)|*.*";

if (openFile.ShowDialog() == DialogResult.OK)
{

txtnguon.Text = openFile.FileName;

private void btnchondich_Click(object sender, EventArgs e)

{

SaveFileDialog saveencryptFile = new SaveFileDialog();
saveencryptFile.Filter = "Encrypt files (*.enc)|*.enc";

if (saveencryptFile.ShowDialog() == DialogResult.OK)
{

txtdich.Text = saveencryptFile.FileName;

Sau khi da chon File nguén, File dich, thuat toan, key va vécto nguoi

dung c6 thé thuc hién viéc ma hoa d& dang thong qua Button M3 Hoéa

private void btnencrypt_Click(object sender, EventArgs e)

{

FileStream fsFileOut = new FileStream(txtdich.Text,
FileMode.Create, FileAccess.Write);
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FileStream fsFileln = new FileStream(txtnguon.Text, FileMode.Open,

FileAccess.Read);
SymmetricAlgorithm sa = CreateSymmetricAlgorithm();

sa.Key = Key;
sa.lVvV =1V,

MemoryStream ms = new MemoryStream();
CryptoStream csEncrypt = new CryptoStream( ms,

sa.CreateEncryptor(), CryptoStreamMode.Write);

byte[] Byteln = new Byte[fsFileln.Length];
fsFileln.Read(Byteln, 0, Byteln.Length);
fsFileln.Close();

csEncrypt.Write(Byteln, 0, Byteln.Length);
csEncrypt.Close();
cipherbytes = ms.ToArray();

ms.Close();

fsFileOut.Write(cipherbytes, 0, cipherbytes.Length);
fsFileOut.Close();

Chung ta s& cung di chi tiét hon nita vio ma nguon trong nut M Hoa
dé hiéu 6 hon vé qua trinh ma héa. Dau tién s& tao ra FileStream Input véi

thudc tinh Open-Read dé mo va doc dir liéu chira trong file ngudn. FileStream
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Output vo1 thudc tinh Create-Wirte dé tao ra file méi va ghi dit li¢u 1én file.
Tiép theo chung ta x4c dinh thuat toan da lya chon va sinh thuat todn sau do
gan Key va Véc to cta thuit toan bang Key va Vécto da dugc sinh ra trudc
d6. MemoryStream dung dé lam bd nhé dém cho qua trinh mi hoa.
CryptoStream sé& thuc hién viéc ma hoa. Chung ta can doc file ngudn dudi
dang cic Byte cho qua trinh mi héa. Sau d6 sip xép cac Byte lai thanh 1
mang 10i ghi Ién file dich. Nhu vay sé& tao ra dugc file dich c6 chira thong tin

ma hoa.

5.1.2 Giai mi file véi thuit toAn ma héa doi xing:

Chuing ta cung xem giao dién cua Form gidi ma

Giai Ma File

GlAl MA FILE THEO THUAT TOAN MA HOA B3I XUNG

Thuéat Toan

) Triple DES

) Riindael

O RE2 Yectd :

File Ngudn :
File Bich :

Thoat

TN

Giao dién va ma ngudn ciia mot s6 cac thanh phan van giéng nhu Form
mi hoa. Chung ta chi xem xét dén cac thanh phan khac biét trong Form giai
ma.

Trude hét 1a Button Khoa. Dung dé dua khoa va vécto di luu trong qué
trinh ma héa vao lam Khoa va Vecto cho thuét toan da lua chon. Sau d6 gia

tri cua Khoa va Vécto s€ duogc hién thi trén céc textbox tuong ung
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private void btnkhoa_Click(object sender, EventArgs e)
{
OpenFileDialog openkey = new OpenFileDialog();
OpenFileDialog openlV = new OpenFileDialog();
openkey.Filter = "Key File (*.key)|*.key";

openlV.Filter = "Vecto File (*.iv)[*.iv";

if (openkey.ShowDialog() == DialogResult.OK)
{
FileStream fsFileKey = new FileStream(openkey.FileName,
FileMode.Open, FileAccess.Read);
byte[] keybytes = new Byte[fsFileKey.Length];

fsFileKey.Read(keybytes, 0, keybytes.Length);
fsFileKey.Close();

Key = keybytes;

UpdateKeyTextBox();

if (openlV.ShowDialog() == DialogResult.OK)
{
FileStream fsFilelV = new FileStream(openlV.FileName,
FileMode.Open, FileAccess.Read);
byte[] IVbytes = new Byte[fsFilelV.Length];

fsFilelV.Read(IVbytes, 0, IVbytes.Length);
fsFilelV.Close();

IV = IVbytes;

UpdatelVTextBox();
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}

Cung di sau vao ma nguon cua Button Giai Ma :

private void btndecrpt_Click(object sender, EventArgs e)

{

SymmetricAlgorithm sa = CreateSymmetricAlgorithm();
sa.Key = Key;
sa.lV=1V;

FileStream fsFileOut = new FileStream(txtdich.Text,
FileMode.Create, FileAccess.Write);
FileStream fsFileln = new FileStream(txtnguon.Text, FileMode.Open,

FileAccess.Read);

byte[] cipherbytes = new Byte[fsFileln.Length];
fsFileln.Read(cipherbytes, O, cipherbytes.Length);
fsFileln.Close();

MemoryStream ms = new MemoryStream(cipherbytes);
CryptoStream csDecrypt = new CryptoStream(ms,
sa.CreateDecryptor(), CryptoStreamMode.Read);

byte[] plainbytes = new Byte[cipherbytes.Length];
csDecrypt.Read(plainbytes, 0, plainbytes.Length);
csDecrypt.Close();

ms.Close();
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fsFileOut.Write(plainbytes, 0, plainbytes.Length);
fsFileOut.Close();
fsFileln.Close();

Ciing giéng nhu Button Ma Héa nhung dau tién ching ta phai doc file
dich & dang cac Byte. Sau d6 dua vao trong bo dém, cudi cung md&i giai ma.
Tiép dén luu cac Byte dau ra vao mot mang Byte trung gian roi ghi két qua
1én File Pich. Ching ta s& ¢ File gidi ma c6 ndi dung giéng nhu File ban
dau.

5.1.3 Cryptogphaph Stream:

Common Language Runtime (CLR) hd trg Stream c6 huong, dugc thiét
ké cho viéc xtr Iy ma hoa. Ldp thyuc hién cong viéc dong goi mot stream ma
hoa c6 tén 1a CryptoStream. Mdi qué trinh mi héa s& cung cap mot doi
tugng CryptoStream dé co6 thé két ndi dén cac CryptoStream khac. Bang
cach ndi cac chudi ma hoa lai véi nhau, dau ra tir mét ddi tuong s¢€ la dau vao
ctia ddi twong tiép theo ma khong can phai luu trit riéng r& va dua vao sau
nay.

CryptoStream 1a mot 16p dé dang st dung, nd cho phép ban doc va
ghi dit liéu thong qua dbi tuong chudi ma héa, diéu d6 dong nghia véi ban c6
thé 4p dung cho dir liéu dau vao dau ra don gian cia mot file hay socket. Lép
CryptoStream c6 thé ma hoa (¢ ché do ghi) va giai ma (¢ ché do doc) ngay
tic thi. Trong chuong trinh trén ching ta da sir dung 16p MemoryStream dé
kich hoat qué trinh xir 1y dau vao/dau ra dé xu 1y trong bd nhd dém. Pay 1a

cdu tric cua CryptoStream
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public CryptoStream(
Stream stream,
ICryptoTransform transform,

CryptoStreamMode mode
);

5.1.4 Chong lai khéa yéu:

Co6 mot ham trong 16p DES va TripleDES co0 tén la IsWeakKey, nd sé
1y chudi byte c6 chua khoa lam bién, va tra lai gia tri kiéu Boolean. Him nay
dugc str dung dé xéac dinh rang khoa c6 yéu hay khong. Ching ta biét rang
khoa yéu trong ma héa 1a dé dang dé c6 thé bé. Khoa yéu c6 mot sb cac dic
trung sau: Néu mét mau tin duge ma hoa br?mg khoa yéu, thi sau khi ma hoa
tiép mot 1an nita bang khoa d6 no sé cho ra két qua cia mau tin ban dau.

Vi TripleDes duoc xay dung tir DES nén khoa yéu v6i DES ciing dong
nghia voi viéc né yéu voi TripleDES. S& khong c6 khoa yéu véi cac thuat
toan RC2 va Rijndael thé nén 16p RC2 va Rijndael s& khong c6 ham
IsWeakKey.

Pa co 4 khoa cua Des duoc liét vao danh sach khoa yéu va hién nhién
1a chiing ta c¢6 thé tranh duoc nhimg khoa nay. Tuy nhién ciing khong dang lo
ngai nhiéu ldm vi DES ¢6 toi 56 bit tic 1a 2°° key c6 thé str dung trong khi s6
luong khoa yéu chi 1a 4 (2°) vay nén xac xuat dé liy phai khoa yéu 1a 2™,
Con 12 khoa duge dua vao danh sach nira-yéu, nhung s6 luong d6 ciing 1a rat
it so v6i 2°° khoa c6 thé 1y nén chung ta khong can qua quan tdm dén no.

Trong moi trudng hop, phan 16i chuong trinh sir dung mi khoa bi mat
dugc sinh mot cach tu dong qua doi tuong thuat toan ma hoa, no s¢ khong bao
gid cung cdp cho ta mot khoa yéu. Néu ching ta st dung 10i goi ham
GenerateKey thi ban hoan toan c6 thé chac chan rang chung ta d tranh duoc
khoa yéu. Trong truong hop ching ta lay khoa theo kiéu khac nhu 1a tir CSP
hodc ngudn & ngoai, 16p DES va TripleDES sé& bao 15i khi ban cd tinh sir
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dung khoa yéu. D& tranh viéc ndy ban hoan toan c6 thé sir dung ham

IsWeakKey.

5.1.5 Tong két :

Phan dau ctia chuong 5 nay tip trung vao thuat toan ma hoa dbi ximg
va cac 16p .NET Framework thuc thi chung. Chung ta tap trung vao cac loai
ma phd bién nhu DES, Triple DES, Rinjdael, va RC2 , tim hiéu xem lam thé
nao dé st dung ching tir 16p co s& SymmetricAlgorithm trong .Net
Framework Umg dung vao trong bdo mat thong tin. Va chung ta ciing ludt qua
ru diém cua 16p CryptoStream. Tuy nhién cac van dé nang cao nhu kiéu ma

hoa (Mode) va kiéu Padding chua dugc str dung trong chuong trinh.

5.2 Lap trinh ma hoéa bat ddi ximg trong .NET:
Phén tiép theo cta chuong nay chiing ta s& cing tim hiéu vé 1ap trinh

ma hoa bat d6i xtimg véi 1 file trong moi truong .NET

5.2.1 Sinh cap khoa Cong khai-Bi mat :

Pé thuc hién duogc viéc ma hoa va gidl ma voi thuat toan ma hoa bat
ddi xung chung ta can tao mot cap khoa Cong khai-Bi mat. Khoa cong khai
ding dé ma hoa dit liéu con khoa bi mat dung dé giai ma dit liéu. Dé sinh ra
mot cdp khoa phu hgp véi thudt toan 1a cd mot qué trinh kho khan véi nhiin
con sb rat 16n. Tuy nhién .NET d& don gian hoa viéc sinh cap khoa dé nguoi
stt dung khong con phai qian tim quéd nhiéu dén qué trinh sinh khoa. Duéi
day s& gidi thiéu cach tao ra cap khoa rat don gian. Pay 1a giao dién cua qua

trinh sinh khoéa
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sinhkhoa

SINH CAP KHOA CONG KHAI - Bl MAT

Khéa Cang Khai -

d LuuKhéa P

Khoa Bi Méat:

Cac textbox Khda cong khai, khoa bi mat dé hién thi cac khoa. Button
Sinh khoa s& thuc hién viéc sinh khoa va hién thi ching trén cac textbox
tuong tng. Khoa s€ dugc tu dong sinh dudi dang XML 1a dinh dang mac
dinh.

Du6i ddy 14 ma ngudn cua Button Sinh khoa

private void btnsinhkhoa_Click(object sender, EventArgs e)

{

GenerateNewRSAParams();

private void GenerateNewRSAParams()

{
/lestablish RSA asymmetric algorithm
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider();
publicPrivateKeyXML = rsa.ToXmlString(true);
publicOnlyKeyXML = rsa.ToXmlString(false);
txtPubKey.Text = publicOnlyKeyXML;
txtPrikey.Text = publicPrivateKeyXML;
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}

Phuong thic rsa. ToXmlString() c6 tham sb kiéu Boolean tmg voi:
- true : sinh ra khoa bi mat
- false : sinh ra khoa cong khai

Sau khi sinh khoéa s& thé hién khéa trén 2 textbox txtPrivate va

txtPublic

5.2.2 Luu khéa duéi dang XML :

Button Luu khéa gitip cac ban dé dang luu khoa c6ng khai va khda bi

mat thanh 2 file xml

private void btn_IuuRSA_Click(object sender, EventArgs e)

{

SaveFileDialog savePubKey = new SaveFileDialog();
SaveFileDialog savePriKey = new SaveFileDialog();
savePriKey.Filter = "PriveteKey (*.xml)|*.xml";
savePubKey.Filter = "PublicKey (*.xml)|*.xml";

if (savePriKey.ShowDialog() == DialogResult.OK)

{

StreamWriter writerPri = new

StreamWriter(savePriKey.FileName);

writerPri.Write(publicPrivateKeyXML);
writerPri.Close();

if (savePubKey.ShowDialog() == DialogResult.OK)
{

StreamWriter writerPub = new

StreamWriter(savePubKey.FileName);

writerPub.Write(publicOnlyKeyXML);
writerPub.Close();
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O day ta dung phuong thirc StreamWriter dé luu khoa vao file dich
duoi dang XML

5.2.3 M4 héa file v6i thuit toan ma hoa bat doi xing:

Dudi day 1a giao dién ctiia chuong trinh

batdoixung

MA HOA FILE THEO THUAT TOAN MA HOA BAT BGI XUNG

| Knoa cong khai - Nhp Khéa

File Ngudn : [

File Pich: |

Céc cach thtrc chon File ngudn va File dich gidng nhu phan ma hoa bét
d6i xtmg & trén. Ching ta chi tim hiéu vé su khac biét vé ma ngudn cia
phuong phép ma hoa nay.

Nhu di biét, ma hoa bat ddi xtng cho phép ching ta ding khoa cong
khai dé ma hoa dit liéu. Vay nén c6 Button Nhap khoa dé nhitng nguoi di co
khoa cong khai nhap vao va dung né dé ma hoa dir liéu ma khong can phai
sinh khoa.
private void btnNhapkhoa_Click(object sender, EventArgs e)

{
OpenFileDialog openPubKey = new OpenFileDialog();
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openPubKey.Filter = "PublicKey (*.xml)|*.xml";

if (openPubKey.ShowDialog() == DialogResult.OK)
{

StreamReader reader = new
StreamReader(openPubKey.FileName);

string sPubkey = reader.ReadToEnd();

txtPublic.Text = sPubkey;

reader.Close();

Chung ta dung phuong thtrc StreamReader dé doc dir liéu tir khda cong

khai va thé hién 18n text box tuong tng.

Tiép dén chiing ta s& tim hiéu qua trinh ma hoa File qua Button M4 Hoa

private void btnencrypt_Click(object sender, EventArgs e)

{
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider();

rsa.FromXmlString(txtPublic. Text);

FileStream fsFileOut = new FileStream(txtdich.Text,
FileMode.Create, FileAccess.Write);
FileStream fsFileln = new FileStream(txtnguon.Text, FileMode.Open,

FileAccess.Read);

byte[] Byteln = new Byte[fsFileln.Length];
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fsFileln.Read(Byteln, 0, Byteln.Length);
fsFileln.Close();

cipherbytes = rsa.Encrypt(Byteln, false);
fsFileOut.Write(cipherbytes, 0, cipherbytes.Length);
fsFileOut.Close();

Dau tién 1a tao ra thuét toAn méd héa RSA. Sau dé doc khoa cong khai tir
textbox txtPublic dé ma hoéa file. Tiép dén s& nhan cac dit liéu dau vao va dau ra
dudi dang FileStream. Ta bién dbi file dau vao tir FileStream sang dang cac byte
dé dé dang ma hoa. Cubi cliing 1a ma hoa va ghi chung 1én File dich.

5.2.4 Giai ma file véi thuit toan ma héa bat ddi xing :

Phén nay s& di vao viéc phan tich ma ngudn ctia qua trinh giai ma file.

Giao dién cua trwong trinh nhu trong phan ma hoa

giamabdx

GIAI MA FILE THEO THUAT TOAN MA HOA BAT B3I XUNG

Khoa bi méat : Nhap Khéa

File Ngudn : :. 7‘ Chon

File Bich : | | Chon

[ Giai M3 |

Thoat

Phan khac nhau chinh 1a & day nguoi ta dung khoa bi mat dé giai ma.
Céac Button déu giéng nhu ¢ phan ma hoa. Chung ta chi néi vé su khac biét
duy nhat Button Giai M4
private void btndecrypt_Click(object sender, EventArgs e)
{
RSACryptoServiceProvider rsa = new RSACryptoServiceProvider();
rsa.FromXmlString(txtPriKey.Text);
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FileStream fsFileOut = new FileStream(txtdich.Text,
FileMode.Create, FileAccess.Write);
FileStream fsFileln = new FileStream(txtnguon.Text, FileMode.Open,

FileAccess.Read);

byte[] Byteln = new Byte[fsFileln.Length];
fsFileln.Read(Byteln, 0, Byteln.Length);
fsFileln.Close();

byte[] cipherbytes = rsa.Decrypt(Byteln, false);

fsFileOut.Write(cipherbytes, 0, cipherbytes.Length);
fsFileOut.Close();
}

Hoan toan giéng v4i qua trinh ma hoa chi khac mot diéu 1a qua trinh
giai mi s& sir dung khoa bi mat va ham Decrypt() dé giai mi. Sau khi giai ma
xong dir liéu s& duogc ghi 1én file dich va hoan toan gibng véi file gbc trudc
khi mé& hoa.

5.2.5 Tong két :

Phén thr 2 cta chuong 5 giéi thiéu v6i ching ta vé thudt toan ma hoa
bat dbi xung, cu thé 1a thuat toan RSA. Qua d6 ta thdy duoc wu diém cua
thuat toan bat d6i ximg trong bai toan thuc té khi khong can phai dwa ra khoa
bi mat. Va tir d6 c¢6 cai nhin tong qua vé cach thirc md hoa cua thuét toan RSA
dé¢ xidy dung ung dung vao lap trinh trong Net qua 16p
RSACryptoServiceProvider. Cudi cing ching ta biét dugc cach luu trir cac
thanh phan cia thuat toan RSA thanh dang XML dé co thé chia s& cho cac

don vi khac.
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KET LUAN

1 Phan lam d3 1am dwoc:

Sau qué trinh nghién ctru, thuc hi¢n ludn van, em da tim hiéu va nim
duoc mot sb van dé nhu

-Tim hiéu vé mot sb loai ma hoa cb dién cling nhu mot s6 loai ma hoa
cao cap duoc sir dung hién nay

-Tim hiéu vé NET Framework ciing nhu NET Framework trong bao
mat thong tin

-Tim hiéu vé 16p Cryptography trong .NET Framework hd trg trong lap
trinh bao mat

-Xay dung dugc chuong trinh demo vé ma hoa file vdi mot sd thuat

toan ma hoa hién dai

2 Phan chwa thue hién duoc:

Bén canh nhiing phén da thue hién duoc, dd an van con ton tai mot sb
han ché nhu:

-Chua tim hiéu duogc vé mét sd loai ma hoa nhu RC2

-Chuong trinh img dung con don gian, giao dién chua than thi¢n

-Chua bit duoc tit ca cac 15i va néu 16 161 do dau

-Chua xay dung hé thong trg giup hd trg ngudi sir dung

-M3a héa RSA chua thuc hién duogc véi cac file 1on
3 Hwéng phat trién:

Qua mdt sb nhiing phﬁn chua thyc hién dugc.Vi thoi gian han ché va

murc d nghién ctru chua sau rong. Em rat mong do an s€ 1a tai liéu tham khao
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cho céc ban sinh vién khoa sau khic phuc mot sé khuyét diém dé chuwong
trinh dugc hoan thién hon nhu:

-Xay dung tmg dung c6 giao dién than thién dé st dung

-Bit 16i chi tiét timg 15i va néu ra 16i ¢ dau

-Xay dung hé thong trg giup

-M0 rong RSA dé co thé ma héa duoc cac file c6 dung luong 16n

4 Loi cam on

Dué6i sy hudng dan nhiét tinh cua thay gido Thac si Lé Thuy, em da
tiép thu dugc nhiéu kién thirc va kinh nghiém dé co thé hoan thanh bai béo
cao

Do thoi gian va kién thirc con han ché nén d6 an khong tranh khoi
nhing thiéu sot, vay em rat mong nhan dugc sy nhan xét va danh gia cua cac
thay co gido cung ¥ kién dong gop cua cac ban dé do an em dugc hoan thién
hon

Em Xin t6 1ong biét on t&i thay gido Thac si Lé Thuy da gianh thoi gian
va tam huyét giup d& em vuot qua nhitng khiic méc trong qua trinh lam do an.
Em ciing xin cam on thiy c6 gido trong trudng di tao diéu kién cho em hoan

thanh dd 4n. Em xin chan thanh cam on.
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TAI LIEU THAM KHAO

1 .NET Security and Cryptography

2 M héa va iing dung - Tac gia :TS Dwong Anh Pirc — ThS Tran Minh
Triét

3 http://dot.net.vn/

4 http://lwww.dotnetspider.com/

5 Va mot s6 tai liéu trén Internet
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