Dé dn tét nghiép nganh CNTT

LOI CAM ON

Em xin gui 10i cam on chan thanh dén thiy gido, can bd hudng din tét nghiép
ThS. Phiung Anh Tuin. Trong qua trinh nghién ctru dé tai, thay da tao diéu kién vé tai
liéu va kién thuc lién quan, tan tinh hudéng dan em cling nhu tao moi diéu kién thuan
loi dé em c6 thé hoan thanh tét dé tai.

Em xin chan thanh cam on thay, c6 gido trong B6 moén Tin hoc trudong Dai
Hoc Dan Lap Hai Phong, nhitng ngudi da day va cung cip cho em nhitng kién thuc
quy bau dé em c6 thé dé dang tiép can nhitng cong nghé, k¥ thuat méi trong twong
lai.

Xin cdm on ban be, nhitng nguodi da cung to1 sanh budc, da dong gdp, dong vién
t61 nhitng luc gip kho khin, tao diéu kién giup toi hoan thanh tét dé tai nay.

Sinh vién

Bui Doén Son Lam
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LOI MO PAU

Ngay nay, khi may tinh duoc st dung mot cach rong rdi va sd luong may tinh
trong mot van phong hay co quan duoc ting 1én nhanh chong thi viéc két ndi chung tro
nén vo cung can thiét va s& mang lai nhiéu hiéu qua cho nguoi st dung.

Véi mot luong 16n vé thong tin, nhu cau xir 1y thong tin ngdy cang cao, mang
may tinh di tré nén quéa quen thudc ddi véi chung ta trong moi linh vue nhu: khoa hoc,
quan sy, quéc phong, thuong mai, dich vy, gido duc...

Tuy nhién viéc kiém soat, bao mat va tang toc sir dung may tinh khi nguoi ding
truy cap mang toan cau tré 18n rat kho khan. D6 an da tién hanh nghién ctru va cai dat
phan mém ISA Server 2004 nham giai quyét cac van deé trén.

Co thé noi day la mot phﬁn mém share Internet kha hiéu qua, on dinh, d& cdu
hinh, thiét 13p tuong lira (firewall) tot, nhiéu tinh ning cho phép ban cdu hinh sao cho
tuong thich véi mang LAN cua ban. Tbc d6 nhanh nhd ché d6 cache thong minh, vdi
tinh ning luu Cache trén dia gitip ban truy xudt théng tin nhanh hon, va tinh ning
Schedule Cache (Lap lich cho ty dong download thong tin trén cac WebServer luu vao

Cache va may con chi can 13y thong tin trén cac Webserver d6 bang mang LAN)
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CHUONG 1: CAN BAN VE MANG MAY TiNH
1.1. Pinh nghia mang may tinh

Mang may tinh 1a mot tp hop cac may tinh dugc ndi véi nhau boi duong truyén
theo mot cau tric ndo d6 va thong qua d6 cac may tinh trao doi thong tin qua lai cho
nhau.

Puong truyén 1a hé thdng cac thiét bi truyén din c6 day hay khong day dung dé
chuyén cac tin hiéu dién tir tir may tinh nay dén may tinh khac. Cac tin hiéu dién tir d6
biéu thi cac gia tri dir liéu dudi dang cac xung nhi phan (on - off). T4t ca céc tin hiéu
duge truyén gitta cac may tinh déu thudc mot dang séng dién tir. Tuy theo tin s cia
song dién tir ¢ thé dung cac dudng truyén vat 1y khac nhau dé truyén cac tin hiéu. O
day duong truyén duoc két ndi co thé 1a day cap dong truc, cap xoan, cap quang, day
dién thoai, song vo tuyén ... Cac duong truyén dit liéu tao nén cau tric ciia mang. Hai

khai niém duong truyén va cau trac la nhitng dac trung co ban ciia mang may tinh.

Windows NT MNovell Netware
Server Server

B

Network cable

- O -

Windows NT Windows 9x Windows J.x Ms DOS
Worlkstation

Hinh 1.1- Mgt mé hinh cac may tinh lién két trong mang
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1.2. Nhu cau phat trién mang may tinh

Ngay nay, khi may tinh dugc st dung mot cach rong rii va s luong may tinh
trong mdt vin phong hay co quan duoc ting 1én nhanh chong thi viée két ndi chung tro
nén vo cling can thiét va s& mang lai nhiéu hiéu qua cho ngudi sir dung.

Véi mot luong 16n vé thong tin, nhu ciu xu 1y théng tin ngdy cang cao, mang
may tinh da tré nén qua quen thudc ddi véi chiing ta trong moi linh vyc nhu: khoa hoc,
quan su, quc phong, thuong mai, dich vu, gido duc...

Nguoi ta thay duoc viée két ndi cdc may tinh thanh mang cho chiing ta nhiing
kha nang méi to 16n nhu:

- Sir dung chung tai nguyén: nhiing tai nguyén (nhu thiét bi, chwong trinh, dix
lidu) khi dugc tré thanh cac tai nguyén chung thi moi thanh vién ctia mang déu c6 thé
tiép can duoc ma khong quan tdm t6i nhitng tai nguyén d6 ¢ dau.

- Tang do tin cdy ciia hé thong: ngudi ta co thé dé dang bao tri may moc, luu
trit (backup) cac dit liéu chung va khi 6 truc tric trong hé thong thi chung ¢ thé dugc
khéi phuc nhanh chéong. Trong trudng hop co6 truc trac trén mot tram lam viéc thi
ngudi ta ciing co thé sir dung nhing tram khac thay thé.

- Néng cao chdt lwong va hiéu quad khai thac théng tin: Khi thong tin c6 thé
duogc sir dung chung thi né mang lai cho nguoi sir dung kha ning to churc lai cac cong
viéc v6i nhimng thay d6i vé chat nhu:

+ Pép tng nhitng nhu ciu cua hé thng tng dung kinh doanh hién dai.

+ Cung cip su thdng nhit giira cac dir liéu.

+ Tang cuong nang luc xtr 1y nho két hop cac bo phan phén tén.

+ Tang cudng truy nhap téi cac dich vu mang khac nhau dang duoc cung cap
trén thé gioi.

V6i nhu cau doi hoi ngay cang cao ctia xa hoi nén van dé k¥ thuat trong mang la
mdi quan tim hang dau cta cac nha tin hoc. Vi du nhu 1am thé nao dé truy xuét thong
tin mot cach nhanh chong va tdi wu, trong khi viéc xtr 1y thong tin trén mang qua
nhiéu, d6i khi co thé 1am tic nghén va gdy ra mat thong tin mot cach dang tiéc. Hién
nay, viéc lam sao c6 dugc mot hé théng mang chay that tbt, that an toan véi loi ich

kinh té cao dang rit duoc quan tim.
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1.3. Phan loai mang may tinh

Do hién nay mang may tinh duoc phat trién khap noi véi nhitng Gng dung ngay
cang da dang cho nén viéc phan loai mang may tinh 13 mét viéc rat phuc tap.

Duya theo pham vi phan b clia mang ta c6 thé phan ra céc loai mang nhu sau:

- GAN (Global Area Network) Két ndi may tinh giira cac chau luc v6i nhau
thong qua mang vién thong va vé tinh.

- WAN (Wide Area NetWork) két ndi may tinh trong noi bd cac qudc gia hay
gifta cac quéc gia trong mot chau luc, viée thuc hién két ndi thong qua mang vién
thong.

- MAN (Metropolitan Area Network) két ndi may tinh trong pham vi mét thanh
phé. Két ndi nay duoc thuc hién thong qua moi truong truyén thong tde do cao (50-
100 Mbps).

- LAN (Local Area Network) 12 mang cuc bo két ndi cac may tinh trong khu
vuc ban kinh hep (thong thuong khoang vai trim mét). Két nbi duoc thyc hién trong
moi trudng truyén thong toc do cao. LAN thuong duoc st dung trong mot co qua hay
mét td chire, do vay mang LAN dugc st dung rat phé bién
1.4. Mt s6 topo mang thong dung

Theo dinh nghia vé mang may tinh, cac may tinh duoc ndi v6i nhau boi cac
duong truyén vat 1y theo mot kién tric nao do, cac kién trac d6 goi 1a Topology.
Thong thudng mang c6 ba loai kién triic d6 1a: mang hinh sao (Star Topology), mang
dang tuyén (Bus Topology), mang dang vong (Ring Topology).

- Ring Topology: Mang dugc b tri vong tron, dudng day cap dugc thiét ké lam
thanh mot vong khép kin, tin hiéu chay theo mot chidu nao d6. Cac niit truyén tin hiéu
cho nhau tai mot thdi diém duge mot nit ma thoi. Mang dang vong c6 thuan loi 1a co
thé ndi rong ra xa nhung dudng day phai khép kin, néu bi ngit & mot noi nao do thi

toan bo h¢ thong ciing bi ngung.

Hinh 1.2- Ring Topology
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- Bus Topology: O dang Bus tit ca cac nut dugc phan chia mét dudng truyén
chinh (bus). Pudng truyén nay dugc gidi han hai ddu boi mot loai dau ndi dic biét goi
la Terminator. Khi mot nut truyén dir li€u, tin hi€u dugc quang ba trén hai chiéu cua
bus, moi nut con lai déu duge nhan tin hiéu truc tiép. Loai mang nay dung day cap it,
dé 1ap dit. Tuy vay ciing c6 nhitng bat loi d6 1a s& co sy un tic giao thong khi di
chuyén véi luu lwong 16n va khi ¢ sy hong hoc & doan nao d6 thi rat kho phat hién,

néu mot nit ngirg hoat dong s& anh hudng tdi toan bd hé thong.

Hinh 1.3- Bus Topology Hinh 1.4- Star Topology

- Star Topology: Mang hinh sao bao gdm mot bd tap trung va cac nut thong tin.
Céc nut thong tin c6 thé 14 cac tram cudi, cac mdy tinh hay cac thiét bi khac ctia mang.
Mang hoat dong theo nguyén 1y ndi song song nén néu c6 mot nat bi hong mang van
hoat dong binh thudng. Mang c6 thé mé rong hodc thu hep tity theo yéu cau cua nguoi
st dung, tuy nhién moé rong phu thudc va kha nang cua trung tam.
1.5. Giao thirc mang

Giao thirc mang 1a mot tip cac quy tic, quy udc dé trao doi théng tin giira hai hé
théng may tinh hodc hai thiét bi mdy tinh véi nhau. N6i mot cach hinh thirc thi giao
thirc mang 1a mot ngdn ngit duoc cic may tinh trong mang sir dung dé trao doi dit licu
v6i nhau. C6 nhiéu loai giao thirc dugc sir dung trong mang may tinh nhu: Apple Talk,
DLC, NetBEUL,... nhung hién nay giao thitc dugc sir dung phd bién nhat trong mang
may tinh la giao thirc TCP/IP.
1.5.1. Giao thirc TCP/IP

Giao thirc TCP/IP duoc phat trién tir mang ARPANET va Internet va duoc dung
nhu giao thirc mang va van chuyén trén mang Internet. TCP (Transmission Control

Protocol) 13 giao thirc thudc tdng van chuyén va IP (Internet Prorocol) 1a giao thirc
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thudc ting mang ctia mod hinh OSI. Ho giao thirc TCP/IP hién nay 1a giao thtrc duoc sir
dung rong rai nhat d¢é lién két cac may tinh va cdc mang.

Hién nay cac mdy tinh ctia hau hét cac mang c6 thé sir dung giao thirc TCP/IP dé
lién két v6i nhau thong qua nhiéu hé thong mang v6i k¥ thuat khac nhau. Giao thirc
TCP/IP thyc chat 13 mot ho giao thirc cho phép cic hé thong mang cung 1am viée véi
nhau théng qua viéc cung cip phwong tién truyén thong lién mang.

1. Giao thire IP

Nhiém vu chinh cta giao thirc IP 14 cung cdp kha ning két ndi cac mang con
thanh lién két mang dé truyén dir liéu, vai tro cua IP 14 vai tro ctia giao thirc ting mang
trong md hinh OSI. Giao thic IP 1a mot giao thirc kiéu khdng hudng két nodi
(connectionless) c6 nghia 1a khong cin c6 giai doan thiét lap lién két trude khi truyén
dir licu.

Pé dinh danh cac tram (host) trong lién mang dugc ngudi ta st dung dia chi IP
c6 do dai 32 bits. Mdi giao dién trong mdt may c6 hd trg giao thirc IP déu duoc gan
mot dia chi I[P (mdt may tinh c6 thé gén v6i nhiéu mang do vay co thé c6 nhiéu dia chi
IP). Dia chi IP gém ba phén: bit dinh danh 16p mang, dia chi mang (netid) va dia chi
may (hostid). Mdi dia chi IP dugc phan thanh bdn ving (mdi ving 1 byte), c6 thé bicu
thi du6i dang thap phan, bat phan, thap luc phan hay nhi phan. Cach viét phd bién nhat
12 dung ky phéap thap phan c6 ddu cham (dotted decimal notation) dé tach cac vung.
Muc dich cta dia chi IP 1a dé dinh danh duy nhit cho mot may tinh bét ky trén lién
mang.

Do t6 chitc va d6 10n ctia mang con (subnet) ciia lién mang c6 thé khac nhau,
nguoi ta chia cac dia chi IP thanh 5 16p, ky hi¢u la A, B, C, D, va E. Trong 16p A, B, C
chtra dia chi co6 thé gan duoc. Lop D danh riéng cho 16p k¥ thuat multicasting. Lop E
dugc danh cho nhiing ing dung trong tuong lai.

Netid trong dia chi mang dung dé nhan dang tirng mang riéng biét. Cac mang lién
két phai c6 dia chi mang (netid) riéng cho mdi mang. O ddy cac bit dau tién cia byte
dau tién duoc dung dé dinh danh 16p dia chi (0 - 16p A, 10 - 16p B, 110 - 16p C, 1110 -
lop Dva 11110 - 16p E).

O day ta xét cau tric cua cac 16p dia chi co thé gan dugc 14 16p A, B, C.
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CAu tric cta dija chi IP nhu sau:

- Mang lop A: dia chi mang (netid) 1a 1 byte va dia chi host (hostid) 1a 3 byte. Lop A
cho phép dinh dang t6i 126 mang, t6i da 16 triéu host trén mdi mang. Lép nay dugc
dung cho cac mang ¢6 s6 tram cuc 16n.

- Mang lop B: dia chi mang (netid) 1a 2 byte va dia chi host (hostid) 1a 2 byte. Lop B
cho phép dinh danh t6i 16384 mang, véi t6i da 65534 host trén mdi mang.

- Mang lop C: dia chi mang (netid) 1a 3 byte va dia chi host (hostid) 1a 1 byte. Lép C
cho phép dinh danh t&i 2 triéu mang, véi t6i da 254 host trén mdi mang. Lop nay duoc

dung cho cac mang co it tram.

Metid Hastid
Piachilép A OXXXAXXX |- XAXAXXAAX XXLXAXAE XXXXAXXXK
PiachilépB I0EXRXXN — AALXXAXK | XAXAAURK XAXLXXLAY
PiachilépC 110XX¥%x — XAXAXAXT XXCAXAAAL [EXAXAAXX

Hinh 1.5- Cdu triic cdc 16p dia chi IP

Mot sd dia chi co tinh chat dic biét: Mot dia chi c6 hostid = 0 dugc ding dé
hudng t61 mang dinh danh béi vung netid. Ngugc lai, mgt dia chi c6 vun hostid gém
toam s6 mot dung dé hudng téi tat ca cac host ndi vao mang netid, va néu ving netid
cling gdbm toan s6 mot thi nd hudng toi tat ca cac host lién mang.

Cén luu y réng dia chi IP duoc dung dé dinh danh céc host va mang & tﬁng OSI,
va ching khong phai 1a cac dia chi vat 1y (hay dia chi MAC) cua céac tram trén d6 mot
mang cuc bd (Ethernet, Token Ring).

Trong nhiéu truong hop, mdt mang co thé dugc chia lam nhiéu mang con
(subnet), ltic d6 c6 thé dua thém cac ving subnetid dé dinh danh cac mang con. Ving

subnetid duoc 13y tir viing hostid, cu thé dbi vé6i 16p A, B, C nhu vi du sau:

Eit: 0 T & 15 1e 23 24 25 27 .18
|  Netid Subnetid | hostid | (Lop A)
Netid | Subnetid | hostid (Lé p B)
Netid | Subnetid | hostia | (LépC)

Hinh 1.6. Vi du dia chi IP khi bo sung subnetid
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2. Giao thue TCP

TCP 1a mét giao thirc huéng két ndi, co cung cip mot dudng truyén dir lidu tin
cay gitra hai may tinh. Tinh tin cay thé hién & viéc né dam bao dit liéu duge gui sé dén
dugc dich va theo dung thir ty nhu khi né dugce goi.

Tinh tin cay cua dudong truyén duoc thé hién & hai dic diém sau:

- Moi géi tin can giri s& dén dugc dich. Pé lam diéu nay thi mdi 1an phia guri sau
khi giri xong mdt goi tin n6 s€ chd nhan mot bién nhan tir bén nhan r?mg da nhan duoc
dung g6i tin. Néu sau mot khoang thoi gian ma phia giri khong nhan dugc thong tin
x4c nhan phan hoi thi n6 sé& phat lai géi tin. Viéc phat lai s& duoc tién hanh cho dén khi
viéc truyén tin thanh cong, tuy nhién sau mot s6 1an phét lai max nao d6 ma van chua
thanh cong thi phia giri ¢ thé suy ra 12 khong thé truyén tin dugc va sé dimg viéc phat
tin.

- Céc goi tin s€ dugc trinh ing dung nhan dugc theo dung tht tuy nhu ching
dugc gui di. Boi cac goi tin ¢6 thé duge dan di trén mang theo nhicu con duong khéc
nhau trude khi t&i dich nén thi tu khi téi dich ciia chiing c6 thé khong gidng nhu khi
chung duoc phat. Do d6 dé dam bao c6 thé sap xép lai cac gbi tin mot cach ding din
nhu & phia gui, giao thic TCP s& danh sb thir ty cho ting goéi tin trong ca khoi tin
chung dugc phat nhd vay bén nhan c6 thé sap xép lai cac goi tin theo dang thtr tu ban
dau cia chung.

Nhu vy c6 thé thiy TCP cung cép cho ching ta mot kénh truyén thong diém -
diém phuc vu cho cac ung dung doi hoi giao tiép tin cdy nhu HTTP (Hypertext Tranfer
Protocol), FPT (File Tranfer Protocal), Telnet... Cac ing dung nay doéi hoi mot kénh
giao tiép tin cdy boi thtr tu dit liéu duoc giri va nhan 13 yéu t6 quyét dinh dén sy thanh
cong hay that bai cta chung.

1.5.2 Giao thirc UDP

UDP (User Datagram Protocol) 1a giao thirc theo phwong thirc khong lién két
duogc sir dung thay thé cho TCP ¢ trén IP theo yéu ciu cia ting tmg dung. Khac véi
TCP, UDP khong c6 cac chirc nang thiét 1ap va két thic lién két. Tuong ty nhu IP, n6
cling khong cung cdp co ché bio nhan (acknowledgment), khong sip xép tuan tu céc
goi tin (datagram) dén va c6 thé dan dén tinh trang mat hodc trung dit liéu ma khéng
¢6 co ché thong bao 16i cho nguoi giri. Qua d6 ta thdy UDP cung cap cac dich vu van

chuyén khong tin cay nhu trong TCP.
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Khuon dang UDP datagram duoc mé ta véi cac ving tham sé don gian hon nhiéu

so vo1 TCP segment.
Bit0 15 16 31

Source Port Destination Port

Wezzage length Checkzum
DATA

Hinh 1.7. Dang thirc cua goi tin UDP

1.6. Cac mo6 hinh hoat dong cia mang may tinh

Mo hinh hoat dong ctia mang may tinh c6 hai loai:

- M6 hinh hoat dong peer to peer

- M6 hinh hoat dong clients/server

1.6.1. M6 hinh hoat dong peer to peer

Khong ton tai bat ky mdy chuyén dung hodc cdu trac phan cip giita cacmay tinh. Moi
may tinh déu binh dang va cé vai trd nhu nhau. Thong thudng mdi may tinh hoat dong
voi1 cd vai tro may khach va mdy phuc vu. Vi vy khong c6 may nao dugc chi dinh
quan 1y toan mang. Nguoi diung ¢ tiing may tu quyét dinh dir liéu nao trén may cia

minh s€ dugc chia sé dé dung chung trén mang.

Pk Pk

Hinh 1.8- M6 hinh peer to peer

1.6.2. M6 hinh hoat dong clients/ server
Trong mang hoat dong theo mé hinh Clients/Server c6 mot hodc nhiéu may c6 nhiém
vu cung cap mot s6 dich vu cho cac may khac ¢ trong mang. Cac may nay dugc goi 1a

Server con cac may tinh dugc phuc vu goi 1a may Clients.

Inlay Client

Hinh 1.9- M6 hinh mang Clients/Server
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Day 1a md hinh tong quat, trén thyc té Server c6 thé duoc ndi v6i nhidu Server khac dé
tang hiéu qua 1am viéc. Khi nhan duoc yéu cau tir Client, Server c6 thé xir 1y yéu cau
do hoac gui tiép yéu cAu vira nhan dugc cho mot Server khac.

May Server sé& thi hanh cac nhiém vu do may Client yéu cau. C6 rat nhiéu dich vy trén
mang hoat dong theo nguyén 1y nhan cac yéu cau tir Client sau d6 xtr Iy va tra lai cac

két qua cho Client yéu ciu.
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CHUONG 2 : MQT SO KHAI NIEM CAN BANG TAI TRONG TRUY CAP INTERNET
2.1. Muc dich ciia cAn bing tai

Hién nay ¢ VN nhu cdu str dung Internet trong cac to chtrc,doanh nghiép la rét
16n, va phd bién 1a cac duong ADSL do cac nha cung cip dich vu nhu VDC, Viettel,
FPT... cung cp. Theo nhu cau phat trién cia thé gidi, cac doanh nghiép ngay cang mo
rong pham vi va quy mé hoat dong, do d6 sé luong may tinh ngay cang tang 1én. Ma
theo khuyén cdo cia cac chuyén gia, 500 két ni thi nén sir dung can bang tai, vi vy
nhu cdu str dung can bang tai ngay cang duoc sir dung rong rii.
2.2. Khai niém vé cin bang tai trong truy cip Internet

Can bang tai trong truy cdp Internet: 14 k§ thuat phan chia duong truyén giira hai
hodc nhiéu duong mang, dé nhiéu may tinh c6 thé truy nhép ra Internet mot cach lién
tuc khong dirt quang, dam bao tan dung ti da dudng truyén, theo su wu tién cta nguoi
dung truy nhép Internet.
2.3. Cac loai hinh cAn bing tai
C6 nhiéu loai hinh can bang tai, trong do ta thiy nam loai hinh chinh sau :
- Can bing tai dich vu: Loai hinh c4n bang tai nay thuong dung khi c6 mot dich vu
can dap ung sd lugng 16n cong viéc ma phai bao dam dugc chét lugng dich vu. Dich
vu nay s& nam trén nhiéu may phuc vu (server) khac nhau. Nguoi dung khi truy cdp
vao dich vu s& duoc chuyén téi nhitng server khac nhau tuy theo sy phan phdi cua
ngudi quan tri.

Vi du : cac dich vu web, chia sé file(rapidshare,ftp...),chat,mail...
- Can bing tai & dwong vao: Loai hinh cin bang tai nay st dung trong truong hop
can dam bao viéc truy cap nhiéu dich vu khac nhau ma khong quan tam tdéi viéc cac
dich vu d6 nim ¢ dau. Khac véi can bang tai theo dich vu,nguoi ding cé thé truy cp
dich vu & céc server khac nhau, can bing tai & duong vao chi cho phép ngudi ding
truy cdp céc dich vu theo mgt hudng.

Vi du: cac portal dién tir 1a nhitg vi du ro nhat vé loai hinh nay. Ngudi ding truy
cap vao portal thong qua tén mién va str dung céc dich vu trong d6 ma khong can quan

tam téi viée cac dich vu d6 nam & server nao trén mang,.
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- Can bing tai theo trong s6: Loai hinh cin bang tai nay thuong 4p dung trong cac
duong truyén internet, khi c6 su chénh léch vé chat luong giira cac duong truyén véi
nhau.

Vi du: V6i hai duong internet c6 bandwidth khac nhau, ta gan mdi dudng mot
trong s Ung voi bandwidth ciia duong truyén dé. Sau d6 ta phan bd luu lugng truy
cap Internet theo trong s6 da gan .

- Can bang tai hwéng ra: Loai hinh can bang tai nay thuc hién viéc chia tai wu tién
theo dich dén (huéng ra) ctia ngudi ding.
- Can bing tai hwéng ngwoi sir dung: Loai hinh can bang tai nay chia tai vu tién vao
nhitng nhém nguoi dung riéng, nhom nguoi ding nao can wu tién st dung duong
truyén riéng, nhom nguoi dung nao chi duge st dung duong truyén chung. Trong
truong hop dudng truyén chung gip su cb, dudng truyén riéng du dé rdi ciing khong
duogc str dung ma phai dé danh cho nhu cau ciia nhém ngudi ding duoc uu tién.
2.4. Phwong phap cin bang tai
Puoc chia ra lam hai loai :

e Can bang tai bang phan mém

e Can bang tai bang phan cimg
2.4.1. Can bang tai bing phin cing
Thuong st dung céc thiét bi chia két nbi nhu thiét bi can béng tai cua cac hang
DRAYTEK, TP-LINK, D-LINK, Zy-XEL , Cisco ...

e Uu diém: don gian, khong phai cai dat nhiéu vi cac nha san xuét da ciu hinh
sin trong san pham cua ho.

e Nhuwoc diém: gia thanh cao, kha ning méd rong thap, khé khan trong viéc nang
cip, stra chita (phai dugc nha san xudt hd tro hodc phai mua thém thiét
bi)...

2.4.2. Can bang tai bing phin mém

Cac phan mém thuc hién chirc ning can bing tai thuong dugc cai dat trén cac

may chi. Cac phian mém can bang tai bao gdm cac phan mém mién phi va cac phan

mém thuong mai.
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- Cac phin mém thuong mai : nhu ISA 2004, ISA 2006 ctia Microsoft, Kerio winroute
firewall cta Kerio Technologies Inc...

e Uu diém: Cac phan mém thuong mai thuong duoc hd tro tét tir nha thiét ké,
kha nang twong thich tot voi hé diéu hanh, huéng dan sir dung day du...

e Nhwoc diém: chi phi dé mua cac phdn mém nay thudng cao néu sir dung trong
céc to chirc hoic doanh nghiép nho,van dé vé phu thudc h¢ diéu hanh,van
dé virus. ..

- Cac phan mém mién phi: nhu endia firewall,pfsense ...

e Uu diém : mién phi, duoc hd tro tir cong dong ma ngudn mé ...

e Nhrge diém: vi 1a phan mém tu do nén cac phan mém ma ngudn mé khong cd
su bao dam khi xay ra su cd, viéc cai dat yéu cau ngudi sir dung phai co
trinh d6 chuyén mén siu nhu cic chuyén gia (hién nay phin mém ma mé da
cO su cai tién dang ké lam giam do phtrc tap trong viéc cai dat va céu

hinh),...
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CHUONG 3 : PHAN MEM ISA SERVER 2004
3.1. Gi6i thiéu vé ISA Sever

Microsoft Internet Security and Acceleration Sever (ISA Server) 13 phan mém
share Internet cia hing phin mém Microsoft, 14 ban nang cip tir phan mém MS ISA
2000 Server. C6 thé noi day 1a mot phin mém share Internet kha hiéu qua, on dinh, d&
cAu hinh, thiét 1ap tuong lira (firewall) tot, nhiéu tinh ning cho phép ban ciu hinh sao
cho tuong thich v&i mang LAN cua ban. Tbc dd nhanh nhe ché d6 cache thong minh,
v6i tinh ning luu Cache trén dia gitp ban truy xuat thong tin nhanh hon, va tinh ning
Schedule Cache (Lap lich cho tu dong download thong tin trén cac WebServer luu vao
Cache va may con chi can lay thong tin trén cac Webserver d6 bang mang LAN)

3.2. Cac diic diém ciia ISA server 2004

- Cung cép tinh ning Multi-networking: K¥ thuét thiét 14p cac chinh sach truy cap dua
trén dia chi mang, thiét lap firewall dé loc thong tin dya trén tung dia chi mang con,...
- Unique per-network policies: Pic diém Multi-networking duoc cung cip trong
ISA Server cho phép bao vé hé théng mang nodi bd béng cach gidi han truy Xuét cla
cac Client bén ngoai internet, bang cach tao ra mot viung mang ngoai vi
perimeter network (dugc xem la vung DMZ, demilitarized zone, hodc screened
subnet), chi cho phép Client bén ngoai truy xuit vao cac Server trén mang ngoai vi,
khong cho phép Client bén ngoai truy xuat truc tiép vao mang ndi bo.

- Stateful inspection of all traffic: Cho phép giam sat tit ca cac luu luong mang.
- NAT and route network relationships: Cung cap k¥ thuat NAT va dinh tuyén di liéu
cho mang con.

- Network templates: Cung cap cac mo hinh mau (network templates) vé mot so kién
traic mang, kém theo mot s6 luat can thiét cho network templates tuong Ung.
- Cung cap mot s6 dic diém méi dé thiét 1ap mang riéng a0 (VPN network) va truy cap
tr xa cho doanh nghi¢p nhu gidam sat, ghi nhén log, quan ly session cho tung
VPN Server, thiét 1ap access policy cho timg VPN Client, cung cip tinh ning twong
thich voi VPN trén cac hé thong khac.

- Cung cip mot sb k¥ thuat bao mat (security) va thiét 1ap Firewall cho hé théng nhu
Authentication, Publish Server, gi¢i han mot s6 traffic.

- Cung cap mot sb k§ thuat cache thong minh (Web cache) dé lam ting toc do truy
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xuit mang, giam tai cho dudng truyén, Web proxy chia sé truy xuit Web.

- Cung cap mot sb tinh niang quan 1y hiéu qua nhu: giam sat luu luong, reporting qua
Web

- Application Layer Filtering (ALF): 1a mot trong nhitng diém manh cta ISA Server
2004, khdng giéng nhu packet filtering firewall truyén théng, ISA 2004 c6 thé thao tac
sau hon nhu c6 thé loc duoc cac thong tin trong tang tmg dung. Mot sé dic diém ndi
bac cua ALF:

Cho phép thiét 1ap bo loc HTTP inbound va outbound HTTP.

Chan dugc cac ca cac loai tap tin thuc thi chay trén nén Windows nhu pif,

.com,...

C6 thé gigi han HTTP download

C6 thé gi6i han truy xudt Web cho tat ca cac Client dira trén nodi dung truy cap.

Diéu khién mot s6 phuong thirc truy xuat cia HTTP.

3.3. Yéu ciu phan cieng ciia ISA Server 2004

- May tinh Server Pentium Il 300Mhz, 512MB RAM tr¢ 1én.

- Hé diéu hanh : Windown 2003 Standard hoic Enterprise Edition, Windown 2003
Sever hoac Advanded Sever SP4

- HDD noi cai phan mém ISA Server phai dinh dang chuan NTFS
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3.2. Cai dit ISA

Bam d6i nhit chudt tréi tai tép tin ISAAutorun.exe giao dién cai dat xuat hién

B }icrosoft ISA Server 2004 Setup

/"l Microsoft
. Windows Server System

ay

Microsoft’ "

Internet Security &
Acceleration Server2004

Standard Edition

Read Release Motes Install ISA Server 2004

Read Getting Started Guide Run Migration Wizard

Read Migration Guide Exit

@ 2004 Microzoft Corporation. All rights resenvad. Microsoft

Bam don chuot trai tai dong Istall ISA Server 2004 xuat hién hop thoai cai dit

Installshield Wizand

i Microzoft Intermet Secunty and Acceleration Server 2004 Setup iz
= preparing the InztallShield Wizard which will guide pou through the
I 3 program setup process. Please wait,

Checking Operating System Yersion

Cancel

Doi trong gidy lat xuét hién hop thoai lya chon sau
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i'a!;" Microsoft ISA Server 2004 - Installation Wizard

Welcome to the Installation Wizard for
: Microsoft [ISA Server 2004
Micrasoft i
Internet Security &

Acceleration Server2ooa
The Installation YWizard will install Microsoft 154 Server 2004 on

wiour computer,

WARMNING: This program is protected by copyright law and
inkernational kreaties,

To continue, click Mext,

Mext = { [ Cancel

bam don chudt trai tai nit Next xuat hién khung d6i thoai

i'—.%" Microsoft ISA Server 2004 - Installation Wizard

License Agreement
Please read the Following license agreement carefully,

EIND-USER LICENSE AGEEEMEINT FOR MICROSOET
SOFTWARE

MICROSOFT INTERNET SECURITY
AND ACCELERATION SERVER 2004 v

{331 accept the terms in khe license agreement:

{1 do not accept the terms in the license agreement

[ < Back ” Mext = ] [ Cancel ]

Panh dau () vao luya chon chép nhan, sau d6 bAm don chudt trai tai nat 1énh Next.
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Khung d6i thoai sau xuat hién

i'e!;" Microsoft ISA Server 2004 - Installation Wizard

Customer Information
Please enter your details,

User Mame:
SOMLAM

Qrganizakion:
HoME

Product Serial Numnber:
|R:-'MF-M |-|R36DT |-|F3E=Fc |-|RF-P-:>< |-|:=<JG?M |

[ < Back ” Mexk = I [ Cancel

Bam don chudt trai tai nut Next khung ddi thoai xuét hién

i Microsoft ISA Server 2004 - Installation Wizard x|

Setup Type
Choose the setup bype that best suits wour needs,

Main program Features will be installed, Requires approximately
27MEB of disk space {not including cache allocation).

All program Features will be installed. {Requires the most disk
Space.

Choose which program features wou want installed, Recommended
for advanced users.

Install ko

IC:'I,F'ru:ugram FilesiMicrosaft 158 Server! Change... |
< Back I Mexk = I Cancel I

Pénh dau (e) vao dong Typical néu mudn cai tién hanh cai mic dinh, danh ddu (e) vao
Complete néu muén cai toan bd, danh dau () vao Custom néu ban mudn lwa chon
nhimg phan cin cai dit, va Change néu mudn thay d6i dudong dan noi dat bo cai
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Dénh dau () vao Typical sau d6 nhin don chudt trai tai nit Next khung di thoai sau
xuét hién

i'él‘ Microsoft ISA Server 2004 - Installation Wizard o ]

Internal Network

Specify the address ranges wou want included in the IS4 Server Internal
nietwork,

The Internal network tvpically includes private address ranges and the address ranges
associaked with the netwaork adapter connecked ko the Internal network,

Click &dd ko specify the Internal network address ranges. Add

Internal Mebwork Address Ranges {From-To)

Mexh = | Zancel |

Pay 1a khung hop thoai yéu cau Add Internal Network chinh 1& dudng mang privatte
bén trong. Chon Add khung ddi thoai xuét hién
x

Y'ou zan type the address ranges o include in the Interal netwark. Or, click Select MNetwark
Adapter to zelect the address ranges aszociated with specific network adapters.

Internal netwark. address ranges:

—Addrezs ranges From | o
Erom
[ 192 . 168 . 1 . 1 Add->
Tao ¢Flemave
|192.1EE. 1. 254

Select Metwork &dapter...

k. | Cancel |
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Danh dai dia chi mang trong, sau d6 kich don chudt trai tai nat Add dé tién hanh add dai
dia chi phia trong

Microsoft Internet Security and Acceleration Server 2004 Setup x|

Y'ou can type the address ranges to include in the Intemal network. O, click Select Metwork,
Adapter to zelect the address ranges azzociated with specific netwark. adapters.

Internal netwark, address ranges:

— Address ranges

From | To |
Erari 19216811 192.168.1.254
J1es 0101 Add-»
L <-Hemove

|192.1EE. 1. 254

Select Metwork &dapter...

k. | Cancel |

Sau khi Iya chon xong dai dai chi, kick don chudt trai tai nuit OK khung hop thoai sau

xuat hién

i'él‘ Microsoft ISA Server 2004 - Installation Wizard o ]
Internal Network

Specify the address ranges wou want included in the IS4 Server Internal
nietwork,

The Internal network tvpically includes private address ranges and the address ranges
associaked with the netwaork adapter connecked ko the Internal network,

Click Change to edit ar add addresses for the Inkernal netwark,

Internal Mebwork Address Ranges {From-To)

192.165.1.1-192.168.1.254

« Back | Mexk = | Cancel |

Tiép tuc kich don chudt tréi tai nit Next khung hop thoai sau xuét hién
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{5 Microsoft 1A Server 2004 - Installation Wizard

Firewall Client Connection Settings

Please vetify the connection settings For Firewall clients for 154 Server 2004,

Firewall Client For ISA Server 2004 uses a prokocal that encrypts the channel bebween
the Firewall client and IS4 Server,

Firewall clients running earlier versions of the Firewall Client software are also supported.
Howewver, encryption will not be used For these connections.,

[ allow computers running eatlier wersions of Firewall Client software ko connect

MOTE: We recommend that you deploy Firewall Client for 156 Server 2004 as it includes
new security features,

« Back

Cancel |

Tiép tuc kich don chuot trai tai nit Next khung hdp thoai sau xuét hién

{5 Microsoft 1A Server 2004 - Installation Wizard

Services

During installation, some services running locally on this computer maw be
testarted or disabled,

X

If these services are running on this computer, they and system components that
depend on them will be stopped:

SMMP Service
115 Admin Service

If these services are enabled on this computer, they will be disabled during inskallation:

Internet Conneckion Firewall (ICF) [ Internet Connection Sharing {ICS)
IP Mebwork Address Translation

« Back

Cancel |

kich don chudt trai tai nut Next khung hdp thoai sau xuét hién
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i Microsoft ISA Server 2004 - Installation Wizard x|

Ready to Install the Program

The wizard is ready to begin installation.

Click Install ko begin the installation,

If waou wank ko review or change anw af your inskallation settings, click Back, Click Cancel ko
exit the wizard,

Cancel |

< Back

Kich don chudt trai tai nut Install tién hanh cai dat

i'él‘ Microsoft ISA Server 2004 - Installation Wizard o ]

Installing Microsoft ISA Server 2004

The program features you selected are being installed.

Please wait while the Installation Wizard installs Microsoft IS4 Server 2004,
This may take several minukes,

Skakus:

Doi trong gidy lat dé may tinh tién hanh qua trinh cai dat
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Microsoft ISA Server Installer [

The Installation Wizard is progressing as
follows:

' Core Campanents
Additional Components

Syskem Initialization

Pay 1a qua trinh may tinh tién hanh cai dat cac thanh phan cia ISA Server

& Microsoft Internet Security and Acceleration Server 2004 x|

Installation Wizard Completed

Microsoft i
Internet Security &
Acceleration Serverzooa

The Installation Wizard completed successully,

[ Invoke IS4 Server Management when the wizard closes

Click Finish to exit the wizard,

Kich don chudt trai tai nat Finish dé hoan tit qua trinh cai dat
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CHUONG 4 : CAU HINH MAY CHU CAN BANG TAI UNG DUNG PHAN MEM ISA

4.1. M6 hinh hé théng

5

N

ISA Array 1

XP client \ 10.0.0.253/8 =
i \ ISA Storage
El'_\— =S ADSL
= \ 192.168.1.*V NN,\
S 5 :
100078 i S f Switch -
(] 10.0.0 S _— ]
[ =,
= DC el Internet
= 10.0.0.252/8
/' — —
/ . ISA Array 2
" 10.0.0.100
- DNS
- AD

4.2. Vai tro ciia cac thanh phan trong hé thong
4.2.1. May chii diéu khién vung (Domain Controller - DC)
- Thye hién theo nguyén tic lam viéc cta Proxy Server

e (o6 nhi¢m vu giam tai cho may chu ISA.

e Khi may DC Server nhan duoc gdi tin ciia cac may client, n6 phan tich gai tin
clia cac may client. Néu dia chi dich cta goi tin 13 dia chi mang trong thi né
khong gui sang ISA storage nguoc lai ndé gui goi tin cho ISA storage. Mot
nhiém vu khac quan trong ctia DC server 12 phan giai tén mién thanh dija chi
IP tra lai cho may client khi ¢6 yéu cau, khi ¢6 may client ding dia chi IP nay
dé két ndi tryc tiép dén may server cung cap dich vu va truy cap dich vu.

4.2.2. May chi ISA Storage

e Lamay chu c6 cai phin mém ISA

e DPong vai trd nhu mdt may proxy, c6 nhiém vu diéu khién can bang tai

e Khi nhan dugc yéu cau truy cap ra Internet, sau khi thyc hién nhiém vu cua
mot proxy server, ISA Storage c6 nhi€ém vu chon duong ra Internet phu hop

trong sd cac ISA Array dang hoat dong va giri yéu cau theo dudng do.
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4.2.3. May chu ISA Array
e Kétndi voi Internet thong qua modem ADSL
e Khi mot ISA Array nao d6 xay ra sy cb thi hé thong van dam bao cho cac
M4y thudc mang trong truy cap ra Internet binh thuong nho cac ISA Array
con lai da thay thé vai tro clia né trong hé thong.
4.2.4. May clients
e La cac may thuoc mang trong c6 nhu cau truy cip ra Internet.
4.3. Céu hinh may chii can bang tai
4.3.1. Yéu ciu thiét bi tdi thiéu ciia hé théng
Tén may Vai tro trong hé thong Ciu hinh IP trén cac NIC

May DC | Windows server 2003 Domain Controller | INTERNAL.: 10.0.0.100

ISAl Cai dat Windows 2003 Member Server | - Internal: 10.0.0.253/8
with ISA Server 2004 Configuration - InArray: 192.168.1.*/24
Storage Server

ISA2 Cai dat Windows Server 2003 Member | - InArray: 192.168.1.*/24
Server with ISA Server 2004 Enterprise | - Internal: 10.0.0.252/24
Firewall - Két noi Internet - External (ADSL)

ISA3 Cai dat Windows Server 2003 Member - Internal: 10.0.0.254/8
Server with ISA Server 2004 Enterprise | - InArray: 192.168.1.*/24
Firewall - Két noi Internet - External (ADSL)

Clients | Cai dat Windows XP 10.0.0.*/8
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4.3.3. Cai dat may ISA Store Server
Pua dia ISA 2004 vao chon Install ISA Server 2004

Bl Microsoft ISA Server 2004 Setup

/.., Microsoft
/A9 Windows Server System

Microsoft*

Internet Security &

Acceleration Server2004
Standard Edition

Read Release Motes Install ISA Server 2004

Read Getting Started Guide Run Migration YWizard

Read Migration Guide Exit

@ 2004 Microsoft Corporation. All rights reservad. Microsoft

Hinh 1. Chon cai dat ISA Server 2004

Tiép theo ban chon Install Configuration Storage Server dé tién hanh cai dat.

fi§ Microsoft ISA Server 2004 - Installation Wizard X

Setup Scenarios
Select the scenario that best describes this installation.

(" Install ISA Server services
The computer will be an 154 Server array member running ISA Server services.

(+ Install Confiquration Storage server!

The computer will store the configuration used by ISA Server arrays. ISA Server array
computers will connect to this server to retrieve the configuration,

(" Install both ISA Server services and Configuration Storage server

The computer will be an ISA Server array member and used to store the enterprise
configuration.

(" Install ISA Server Management
The computer will be used to remotely manage the ISA Server enterprise.

< Back Next > Cancel I

—

Hinh 2: Luc chon cai dar Install Configuration Storage Server
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Néu ban chon Install Configuration Storage Server ban c6 thé thiy trén hinh tiép

theo chi cai dat ISA Management Option va Configuration Storage Server

{& Microsoft ISA Server 2004 - Installation Wizard . x|

Component Selection
The selected features will be instaled.

Click on an icon in the kst to view or modify how a feature Is installed.

CRD ] 154 Server Foah;oosab:mﬂ 7
=3 « | ISA Server Management Contr. OCCeSsB. tr.
_X_~| Firewal Client Installation Share o0 Networ
X + | Message Screener
&3 ~ | Configuration Storage server
This feature requires 15 MB on
your hard drive, It has 0 of 1
subfeatures selected, The
subfeatures require 0 KB on your
hard drive.
Install to:
Help I SOB0E I <Back Next > Carcel I

Hinh 3: Lwa chon cdc thanh phc”in
Trong hinh tiép theo ta phai tién hanh lua chon Cate a new ISA Server Eterprise.
Viéc Iya chon nay s& tién hanh tao ra mot 1SA Server Enterprise mai dé lam viéc

trong subt qua trinh cai dat

{& Microsoft ISA Server 2004 - Installation Wizard x|

Enterprise Installation Options

Are you creating a new enterprise or replicating an existing enterprise configuration to this
Confwmmnoeurw?

(* Create a new ISA Server enterprise

Use this option to create a new ISA Server enterprise during instalation. This
computer will bacome a Configuration Storage server that arrays can use,

(" Create a replica of the enterprise configuration

Use this option to copy the enterprice configuration settings stored on &
Configuration Storage server to this computer, This option enhances faulk tolerance
by providing a repica of the enterprise configuration, ISA Server arrays can also
use this Configuration Storage server.

<Back Next > |

—

Hinh 4: Tao mdéi ISA Server Enterprise
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Trong hinh tiép theo ban c6 thé thdy mot canh bao, ddy 1 canh bao cia Microsoft vé
viéc: néu hé thdng nho khong nén cai, néu bé qua ban chon Next

{5 Microsoft ISA Server 2004 - Installation Wizard x|

New Enterprise Warning
This computer will be configured as a new Configuration Storage server.

/ For the most effective deployment, we recommend that you create a single

(r! enterprise in your organization. Arrays are only managed through the
enterprise to which they belong. Creating mukiple enterprises makes it dificult
to centrally manage all the array computers in your organization.

If an enterprise Is already defined on a diferent Configuration Storage server,
chick 'Back! and select the ‘Create a replica of the enterprise configuration’
option.

If this is the First Configuration Storage server in your organization, dick 'Next!
to continue.

oo |

Hinh 5: Canh bdo cua ISA

Sau khi bé qua buéc nay ban dat tén cho ISA storage
x4

Create New Enterprise
This computer will be configured as a Configuration Storage server For the new
enkerprise,

Enterprise name:  [15aServerORG Enterprise
Description: {54 EE Enterprise Test-Environment
<Back Next > cancel |

Hinh 6: Ddt tén cho ISA
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Sau khi dat tén cho ISA storage, ban Iua chon viéc hién thi tén trong domain don va

cac domain c6 quan h¢ tin cay.

i3 Microsoft ISA Server 2004 - Installation Wizard E x|

Enterprise Deployment Environment
Are your 1SA Server enterprise computers deployed in a single domain or across trusted
domains?

(+ 1 am deploying in a single domain or in domains with trust relationships|

Selact this option ¥ all your ISA Server computers and Configuration Storage servers are
in the same domain or in domains with trust relationships.

" 1 am deploying in & workgroup or in domains without trust relationships

Select this option ¥ your 1SA Server computers and Configuration Storage servers reside in
a workgroup or across domains that do not have trust relationships. If you select this
option, a sarver certificate must be installed on this computer,

Server cartiicate I

Certificate password I

(i) This setting may be modiied after Setup. For detads, see the Getting Started Gude.

< Back ﬁuoxw Cancel I

Hinh 7: Cai ddt cac phwong thirc cho ISA 2004 Server
Sau khi lva chon xong, chon Next va chd doi trong gidy lat dé may tinh tién hanh cai
dat

{i& Microsoft ISA Server 2004 - Installation Wizard

Installing Microsoft ISA Server 2004

The program features you selected are being installed.

[d]| Please wait while the Installation Wizard installs Microsoft ISA Server 2004,
This may take several minutes.,

Status:

Hinh 8: Hién thi trang Cai dat
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Sau khi cai dat xong ISA Server 2004, phai tao ra mot ISA Array moi. DPé cai dat
budc nay, trude tién khai dong ISA Server 2004 Management & phan Configuration
Storage Server. Tai muc Array bam don nat chudt phai, chon 1énh New ISA Server

Array trong menu doc xuét hién.

o
e M Y b
P 0Rh vl olob] s 8
Lt 1 48
MO taret Sacurty ind hcrler BT
- iP’“’W msmm Configw ation Storage Server; Den (5501 Lohovioey ard. com
v f? ,m"'“m ) owprne e ;
§4 Dol ok
o Dtarpee Notworks m”mm
+J (herrive Addary | I
Bl Soboremnt.,

Hinh 9: Tao mot ISA Server Array moi

Sau khi chon tao mé&i, chuong trinh hoi ban tén ctia ISA Array maéi can tao

New Array Wizard g -!l

Welcome to the New Array Wizard

Microsoft*
I ? &

Aecaaton Setver s

This wizad helps you creale a new anay and set anray
policy settings.

= ok

|Ma‘nAna,4

To continue, chok Next

T e (=

Hinh 10: Tén cua Array
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O budc tiép theo chuong trinh s& hoi ban tén ciia ISA Server Array dang DNS, ban
phai dién tén mot cach day du va chinh xéac
x

Anay DNS Name
Type the Domain Name System [DNS) name of the aray

Type the DNS name used by Firewal chents and Web clents when connecting to this ISA
Server anay.

Anay's DNS name: [Maindsray. cohovineyard. o

cBock [ New> |  cowe |

Hinh 11: Tén cua ISA Server Array

Phan tiép theo, ban phai chi r6 ISA gan vao Enterprice Policy nao, do ching ta khong
tao ra Policy mdi nén & day chon Default Policy
x4

Assign Enterprise Policy ‘
Specify which enterprise policy to apply to this aray

Apply this enterprise policy to the new atray:

Note that the "Default Policy” includes the but-in “Deny All'" enterprise rule
only. Rules for this policy should be defined in the Array Firewall Policy.

<Back [ Nea> | cConcel |

Hinh 12: Lwa chon ISA Server Enterprise Policy cho Array
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Budc tiép theo ban chon kiéu ctia Array Firewall Policy ma ban tao cho Array nay

New Array Wizard 5]

Arnray Policy Rule Types
Use this page to specify the types of anay frewall policy rules that can be created
foe this anay

Select the types of anay feewall pokcy rules that can be created for this anay:

v fﬁ@'m:@
IV “Allow access” rles
[V Publishing ndes (Deny and Allow)

cBack [ Net> |  comel |

Hinh 13: Chon kiéu cia Array Firewall Policy

Sau khi doc mot vai chi dan cai dat ban chon Finish dé tao mdi Array, viéc nay sé&
mat mot vai phut dé may tinh tién hanh cai dat

The new anay was successfully created oK

Hinh 14: Trang thai tao Array moi
Chon Apply va ban da hoan thanh qua trinh cai dat tao méi Array

Mo onilt irteremt Securky and Acteler Moot

- |’ l_f“’(ﬂl MW Configur abion Stecage Sevver: Den €55-01 Cobirvneysed.com
= 12 treririe Pobons =
T4 Dot Polcy
< Urtorprise Metworks 1 Apply Descard | 10 wive changes and updite the confuraten, ddh Aoply
=3 Crtegrns Lidve A ——] -——I o PR R $
- 7o

Seoyees ond Arrars

Hinh 15: Hoan thanh qué trink cdu hinh va cai dat ISA Array méi
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Nhu cac ban da biét ISA 2004 st dung co ché System Policy dé cho phép su truyén

thong gitta ISA Server voi Active Directory Servers, DNS Servers, DHCP hoac

nhiéu hon nita, do d6 ban phai tién hanh diéu chinh System Policy dé cho phép cac

ISA Server Array truy nhap t6i ISA Storager Server. Ban c6 thé tim thay phan céu

hinh tai System Policy Editor phia dudi phan Configuration Storage Server —

Local Configuration Storage Server Access chon Enable

Configuration Groups
1ICMP -]
Windows Networking
Microsoft Error Repo
HTTP Connectivity w
= Logong
Remote Logging (Nel
Remote Logging (5Q
=3 Remote Monitoring
Remote Performance

this configuration group enables system policy rules that

“From” tab to specify the trusted servers.

Microsoft Operations
SMTP
=3 Configuration Storage S¢
Remote Configuratio
% Local Configuration €
Replicate Configurat
-3 Intra-acray Communicati
Array Member Comir
&3 Various
Schedued Download
Alowed Sites

¥ Enablel

-

allow access from trusted computers to an enterprise Configuration
Storage server installed locally on this ISA Server computer, Click the

21x|

Cancel I

Hinh 16 : Enable Remote Configuration Storage Server Access

Chon From (hinh 16) Tai System Policy Editor/ Managed ISA Server Computers

va Add dia chi IP cua hai may ISA Server Array

2151
General '

{.q Name: | Managed 154 Server Computers
Computers, address ranges and subnets included in this computer
get:

Name 1P Addresses

4 DEN-ISAEE-01 192.168.1.1

!DEN-ISAEE-OZ 192.168.1.2

Caads )| e |  peete |
Description Buit-in compater set comprised of computers
{optional): aowed to connect to this array's
onfiguration Storage server,
Scope: Array
oK I Cancel l Apply I

Hinh 17: Bé sung dia chi |P ciia cac may ISA Array
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4.3.4. Cai dat ISA Array (2 server)
Trudc tién bat ISA Store va kiém tra cac 18i Log. Néu khong c¢6 van dé gi xay ra, dua

dia ISA Server 2004 vao 6 va chon Install ISA Server services

{5 Microsoft ISA Server 2004 - Installation Wizard - x|

Setup Scenarios
Seldact the scenario that best describes this installation.

 Install 1SA Server services|

The computer will be an ISA Server array member running ISA Server services,

" Install Configuration Storage server
The computer will store the configuration used by ISA Server arrays. 1SA Server array
computers wil connect to this server to retrieve the configuration,

" Install both I1SA Server services and Configuration Storage server
The computer will be an 1SA Server array mamber and used to store the enterprise
configuration,

" Install ISA Server Management
The computer will be usad to remotely manage the ISA Server enterprise.

< Back Next > Cancel I

Hinh 1: Cai dat ISA Server Services

Sau d6 tién hanh lua chon cac thanh phan cai dat, ¢ day 1a ISA Server va ISA Server

Management

{& Microsoft ISA Server 2004 - Installation Wizard x|

Component Selection
The selected festures will be installed.

Chick on an kon in the kst to view or modfy how a feature is installed,

jf‘moosabﬁm*
Controks access and traffic
between networks.

= ~ | I5A Server Managament

_X_+| Firewall Chent Instalation Share

X _~| Message Screener

_X ~|] Configuration Storage server
This feature requires 24 MB on

your hard drive, It has 1 of 1

Install to:
C:\Program Files\Microsoft ISA Server| Change... '

bp | sxe | <pak [ mew> | cae |

Hinh 2: Lva chon cdc thanh phc;n cua ISA Server
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Budc tiép theo ban phai chi rd Configuration Storage Server va iy nhiém dé tién

hanh két noi tdi Server

{5 Microsoft 1SA Server 2004 - Installation Wizard x|

Locate Configuration Storage Server

Specify the Configuration Storage server and the credentials for connecting to
the server.

Configuration Storage server (type the FQDN):
|Den-C55-01.Cohavineyard. com [ Brgwze...

1 Connection Credentials
(& Connect using the credentials of the logged on user

" Connect using this account:

Liser name l

Password [

<gock | met> | coxe |

Hinh 3: Lwa chon Configuration Storage Server

Lua chon Join an existing array. Dé két néi téi Array thi tai khoan ban phai ¢6 quyén
ISA Server Admin.

X

Array Membership
Select the array membership For this ISA Server computer.

" Create anew array

Create a new array and add this 154 Server computer to that array. To creats
an arrdy, You mest have 15A Server Enterprise Administrator privieges.

= Join an existing array.

Add this ISA Server computer to an existing 15A Server array. To join an existing
vy, you must have I1SA Server Array Administrator privileges.

cba [ |

Hinh 4: Join an Existing Array
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Lua chon tén Array 1a Main Array (hinh 5). Ban phai ¢6 quyén Admin dé tién hanh
cai dat ISA Server Firewall vao Array.

{& Microsoft 1SA Server 2004 - Installation Wizard x|

Join Existing Array
Specify the array this ISA Server computer wil join.

el N T

= To salect an array, you must have array administrative privileges for the
\l) specified array.

<gock | met> | coxel |

Hinh 5: Tén mdy tinh ma ISA Array sé két néi

Lwa chon Windows Authentication vi ISA Server Services va Configuration

Storage Server phai thugc cung mdt Domain.

{&§ Microsoft ISA Server 2004 - Installation Wizard - x|

Configuration Storage Server Authentication Options
Select how the ISA Server computer will suthenticate to the Configuration Storage server,

~

This ISA Server computer and the Configuration Storage server & will connect to reside
in the sama domain or in trusted domains. The connection will be encrypted (signed and

" puthentication over S5L encrypted channal
This 154 Server computer and the Configuration Storage server it will connect to do not
reside in trusted domains, or either computer is part of & workgroup. This computer must
trust the Certficate Authority (CA) which issued the server certificate to the
Configuration Storage server.

(= Lise &y mxisting trosted oot CA certinicat
€ [rstall = trus :

cnd rock CA centificate
I Broosse I

!'\i)mmmmwwm,mmmmmwm.

< Back Next > Canced l

Hinh 6: Lua chon Windows Authentication
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Chi rd dai dia chi mang phia trong. Dai dai chi nay s& dugc ISA Server 2004 Enterprise
quy dinh

{& Microsoft ISA Server 2004 - Installation Wizard - x|

Internal Network
Specify the address ranges you want included in the 1SA Server Internal
network.
Clck Change to edt or add addresses and Enterprise networks for the Change... '
Internal Network Address Ranges (From-To):
192.168.1,0-192.168.1.255

(1) For detais, see the Getting Started Guide.

s ] e |

Hinh 7: Ddi dia chi IP cua mang trong

Trong qua trinh cai dat, mot vai dich vu chay mdt cach cuc b trén may tinh cia ban,

n6 sé bi restarted hodc disable va mét sd thi disable trong subt qua trinh cai dat

{& Microsoft ISA Server 2004 - Installation Wizard x|

Services Warning

During instaliation, some services running locally on this computer may be
restarted or disabled.

Services that will be restarted during instalation:

SNMP Service

FTP Publishing Service

Network News Transfer Protocol (NNTP)
115 Admin Service

World Wide Web Publshing Service

Services that will be disabled during instaliation:
Internet Connection Firewall (ICF) / Internet Connection Sharing (ICS)
1P Network Address Translation

s ] oo |

Hinh 8: Disabled Services va Services bi khdi dong lai
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Sau khi két thuc qua trinh cai dit ban phai khoi dong lai Server dé viéc cdu hinh dat
hiéu qua

Microsolt I1SA Server = _>_<_|

1 You must restart your system for the configuration changes made to Microsoft ISA Server to take effect, Chick Yes to
. restart now or No ¥ you plan to restart later.

=0 =

Hinh 9: Click Yes dé khoi dong lai Server
Lap lai cac budce nhu trén dé tién hanh cai dat trén ISA Server Firewall trén may ISA
Server thir hai. Sau khi cai dat xong Server thir hai, tién hanh khoi dong lai. Khi ca hai
may tram da dugc khdi dong lai, khéi dong ISA Server Management console va chon
Arrays — Main Array — Configuration — Servers, ban c6 thé thdy duoc ca hai Server
duoc hién thi. Néu khong c6 chuyén gi xay ra ban s& thdy icon mau xanh (hinh 10)

duoc hién thi.

¥ 1SA Server 2004 Interprise [dtion
oA Yow. 't
eO@@R] 3
Mroseft Internat Security and Acceler
. Erterprse
= g Avays
= 00 Man avray
_'j;moma
A Frowal Policy (Main Array)
" Vetual Privaze Netweeks (v1 | 8882 [roziD | carplosd Factor | Crested | verson | Produt |
= oo Condiguration 5 Deoe ISAZE-Q) 2 100 16.50.2005 11:58:19 40.M%.% T64£8-000-00000 1 6-00%08
mes | DerISAEQZ 3 100 16,10.2005 120319 4.0.3439.50 76668-000-0000016-00129

Hinh 10: Ban da hoan thanh viéc cai dat ISA Server Enterprise Array trén hai mdy
ISA Array thanh vién
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4.3.5. Can bang tai (Network Load Balancing)
Do Server tra 10i rat nhiéu cac yéu cau do d6 ban phai c4u hinh tai trong (load factor)
tai ISA Server 2004 Management console. Lua chon Arrays — MainArray —

Configuration — Servers va click CARP va chi rd gi4 tri cu thé Load Factor
21

General CARP |Corrmmahon|

Cache Array Routing Protocol (CARP) divides the cache content
between array servers, CARP load factor determines the relative cache
avallablity for this server compared to the rest of the array servers,

Speciy the CARP load factor for this 154 Server computer:
Load factor: 209 -

3 Note that CARP must be enabled on the CARP properties
1 page for the network this 154 Sarver computer belongs
to,

| | |

Hinh 1: Thiét lap gia tri cho muc Load Factor
Pé khoi dong Network Load Balancing (NLB), ban tién hanh khai dong ISA Server

2004 Management console, chon Arrays — MainArray — Configuration —
Networks, va n6é nam tai vi tri goc phia trén bén tay phai man hinh noi ma ban mudn

khai dong NLB(hinh 2)

/ Tasks \(Tenplatos \{reb |

Networks Tasks

=) Create a New Network

Related Tasks
J Enable Network Load

Balancing Integration
EJ Link to vPN Configuration Page
& Specify Dial-up Preferences
=) Create a Network Rule
&) Export Existing Networks
2 Import Netwarks

Hinh 2: Khoi dong NLB
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Sau khi lga chon khéi dong NLB hop thoai xuét hién
x

Welcome to the Network Load

m Balancing Integration Wizard

This wizaed configees 1SA Server 1o work with Windows
Network Load Balancing (NLB). and helps you enable and
configure the netwaorks that will be load balanced

When you complete ths wzaed, NLB wall be st to tingle
affindty and urscast mode.

Enablng NLB milegration may requre you ta moddy the netwark
configuation or add network adaplers

Heb about Network Load Balancing

[ heas | coxel |

Hinh 3: Hop thoai NLB

Ban Iya chon duong mang ban mudn can bﬁng tai, vi du ¢ day toi chon duong mang

phia trong.
[Network Lood Balancing Wizard x|

Select Load Balanced Networks
Speciy the networks whech wil be boad balanced

Enable Network Load Balancing for these networks:

Name [ Vatual IP |
O -5 Extemal

Iréensl

Click Set Vitual IP to define the vitual IP address and mask for the selected network.

SetVitual IP.. l

i Load balancng should not be appled to the amay’s External notwork # the anay is
\ not deectly cornecied to Extemal natwodk.

Bock [ Net> |  Conce |

Hinh 4&: Lwa chon dwong mang tién hanh cdn bdng tdi
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Tiép theo ban lua chon Set Virtual IP, VIP 14 dia chi ma cac client dung dé két ndi t6i
ISA Server 2004 Array. NLB s& phan phdi viéc can bang giira cac méy trong hé théng
can bang tai

Set Virtual IP Address .7.'5.'

Specify the vitual IP address and mask. The virtual IP address s
the address that is shared among the hosts of a Network Load
Balancing cluster, and represents the array in the network.

Virtual P address: | 192 .18 . 1 222
Mask: [255 . 255 . 255 . @
[ o ] Cancel |

Hinh 5: Dat Virtual IP
Chon OK dé tién hanh luu va khéi dong lai cac dich vu
x|

Completing the Load Balanced
T Networks Wizard

m’eetms%%‘ & 2004 You have successfully completed the Load Balanced
Networks Wizard. Network Load Balancing will have the

following configuration:

To close the wizard, click Finish.

<Back [ Fiish | Cancel |

Hinh 6: Hoan thanh qud trinh tao VIP
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Trudce khi ban khéi dong NLB ban can cAu hinh lai dai dia chi cua mang client

sao cho tro toi VIP. Néu ban dung SecureNat Ban phai cdu hinh cho client str dung

Default Getway 1a VIP. Mdi Webproxy client sir dung VIP nhu 14 dja chi IP hodc néu

ban sir dung Automatic Discovery / configuration methods ban phai dam bao rang cac

client c6 thé phan giai dia chi ISA Server tgi VIP. Ban phai tao mdt Record trén DNS

ma noi day chtra tén ISA Server Array DNS va VIP. Ban c6 thé find / modify tén

trén Array DNS trén Array Properties (Hinh 7)

2]
Configuration Stoeage | IntraAiay Credentisls | Assign Roles
Geneesl Polcy Settngs
- 5
L‘-A_j Name:
Descrpbon
{optional):
DNS Name: IMan‘uxay cohovneyaed com
Created ||310200511;3317
Ispe: P"W
| OK I Cancel I ]

Hinh 7. Tén cua DNS cho ISA Server 2004 Array
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Nhu vdy chung ta d3 hoan tit qua trinh cai dit cac server can bang tai dé kiém tra
va theo ddi qua trinh cén bang tai trong qua trinh truy cdp Internet ta chon Arrays —
MainArray — Monitoring

i Arrays
1@ cT902
£ Monitaring
(2 Firewall Policy (CT902)

3 Virtual Private Networks (v

[=)-5% Configuration
[ servers
oades Networks
&% Cache
o Add-ins

[ General

/ Dashboard ‘Alerts ‘(Sessions \(Services ‘(Configuration \(Reports \(Connectivity ‘(Logging \

Hinh 8: Qud trinh cdn bang tdi

Sinh vién: Bii Dodn Son Lim - Lop CT902

(2 Connectivity . Q) (i) Alerts :

Group Type * I Status Latest = ] Alert I Severity ] hew
Active Directory not configured i) 7/1/2009 ... Array member st... Information 1
DHCP not configured
DNS not configured
Others not configured
Published Ser... not configured
Web (Internet) not configured

[ services @A) ‘l

Service | Status I Servers Up
Firewall Started 2outof 2 @ Sessions - . " -
MNetwork Load Balancing Started Zoutof 2 Jetver 4 I Total l eb Proxy [ Firewall Client
: ica0t 5 0 0
Job Scheduler Started 2outof 2 - ’ ’

5 7 15402 4 0 o

MSDE Started 2outof 2
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4.4 Mot s6 két qua thue té dat dwoc
4.4.1. Phan cing
- Xay dung dugc hé théng mang LAN tht nghiém
4.4.2. Phin mém
- Xay dung cdc may chu:
+ May DC
+ May ISA storage
+ May ISA array
- Cai dat hé diéu hanh Windows server 2003
- Cai phan mém ISA Server 2004
4.4.3. Quan tri
- Cau hinh may DC 1am nhiém: Phan giai tén mién cuc bd va giam tai cho may ISA
storage.
- C4u hinh cho mang LAN truy cap Internet
- C4u hinh may ISA storage Server diéu khién cin bang tai cho cac may client trong
mang truy cap ra Internet.
- C4u hinh ISA array thuc thi cAn bang tai

- Quan ly tién trinh truy cdp Internet ciia cic may trong LAN
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KET LUAN

Két ndi mang LAN vao Internet 1a nhu cau can thiét ciia cac to chuc, trudong hoc
co quan, xi nghiép trong thoi dai toan cau héa théng tin. C6 nhiéu loai hinh va nha
cung cap dich vu Internet, trong d6 dich vu Internet cung cip qua dudng thué bao sb
khong d6i xing (ADSL) dugc sir dung rat phd bién voi cac wu diém: lap dit nhanh
chong, don gian, tbc do truy cdp nhanh, str dung thuén tién. V6i sé lugng may nhidu
don vi co thé phai str dung nhiéu duong ADSL ctia mot hodc nhiéu nha cung cap khac
nhau dé dap Gng nhu ciu truy cip Internet cia don vi minh nhu phéan ludng ¢6 dinh
mot s6 may tinh truy cap vao Internet thong qua mot duong ADSL nhat dinh. Vi cach
phan luéng don gian nay c6 thé lam cho viéc khai thac cac duong Internet kém hiéu
qua nhu cac may tinh van tranh nhau vao Internet thong quan mot duong ADSL bi quéi
tai trong khi dudng ADSL khéac van con nhan rbi. Vay lam thé nao dé don vi c6 thé
khai thac mot cach hiéu qua trén tat ca cac duong Internet ciia don vi. Giai phap & day
1a phai can bang tai trong truy cdp Internet ctia cic may tinh trén cac dudng Internet
cua don vi.

Do an tbt nghiép di dat dugc nhitng thanh céng nhat dinh. Vé 1y thuyét d6 an da
trinh bay mot cach c6 hé thong va chi tiét co sé Iy thuyét, cac uu khuyét cia phan viéc
can bang tai bang phan mém ciing nhu phan cimg. Vé thuc nghiém d6 an da trinh bay
chi tiét cac budc cai dat va cau hinh phan mém ISA Server 2004 nhim ting téc to truy
nhap Internet ciing nhu viéc quan Iy va thiét 1ap qua trinh truy nhap tir mang noi bo ra
Internet.

Mic du da c6 nhiéu cd gang trong viéc nghién ctru va trién khai thuc hién dé tai,
song do thoi gian va nang luc con han ché, nén do 4n khong tranh khoi nhitng thiéu

sot. Rat mong dyoc thay o va cac ban dong gop ¥ kién dé d6 an duoc hoan thién hon.
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TAI LIEU THAM KHAO

Tai liéu tiéng Viét
[1]. Mang mdy tinh -Trung tm CNTT - Pai hoc Quéc Gia TPHCM.
[2]. Manh may tinh nguyén tic hoat dong va danh gid hiéu sudt - Vii Duy Loi - Nha

xuat ban Pai hoc Quoc Gia Ha Noi

Website
[1]. http://www.quantrimang.com

[2]. http://www.microsoft.com/windows/downloads/virtualpc/default.mspx
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