LOI CAM ON

Em xin giri 10i biét on siu sic t6i thay gido Ths. Nguyén Trinh Pong. Thay da

rat nhiét tinh huéng dan va giup d& em trong sudt qua trinh lam D6 An tét nghiép.

Ddng thoi em xin chan thanh cam on cac Thay C6 gi4o khoa Cong nghé thong

tin, nhitng ngudi da tan tinh chi day cho em trong sudt qua trinh hoc tap tai trudng.

Xin giri 10i cam on dén nhirng ngudi than va ban bé di tao diéu kién cling nhu

gitip d& va dong vién minh trong sudt qué trinh thuc hién luan van nay.

Em xin chan thanh cam on !
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LOI GIOI THIEU

Cong nghé thong tin dang dan tro thanh mot phan quan trong trong cudc séng va
cac ung dung cua cdng nghé dang bao trum hau hét cac linh vyc trong cudc song
clia con ngudi, trong do6 linh vuyc tai chinh, ngan hang ciing ¢6 nhiéu chuyén bién do
tiép thu cac wng dung cua cdng nghé théng tin vao cdng tac quan ly, giao dich voi
khach hang.

Mot trong nhitng céng cu gop phan rat 16n vao céng cudc doi méi do 1a may
ATM. Xuat hién nam 1939 tai Thanh phd New York thuoc Hoa ky, ATM khong
ngung phét trién va doi mai ti nay may ATM da duoc sir dung pho bién & hau khap
cac ngan hang trén toan thé gisi, Do may ATM hoat dong hoan toan tu dong va co
tinh chinh x4c cao ciing nhu cac dich vu hd tro khach hang tét va phong phi nhu:

< Khi sir dung thé ATM khach hang sé tiét kiém duoc thoi gian va tranh
duogc cé&c thu tuc phién ha do khéng phai téi ngan hang rat tien.

< Giam t6i mic t6i da cac rii ro nhu khi st dung tién mat: Tién gia, mat
cap...

% Nguoi sir dung cd thé rat tién moi lic, moi noi & cac may ATM duoc lip
dat ¢ Cac trung thm mua sim, dudng phd, nha sach, bénh vién. ..

< Viéc quan ly so tién trong theé trén may ATM rat don gian, dé& st dung,
hiéu qua va kinh té.

% Thdng qua viéc nghién ctu vé md hinh May ATM c6 thé duoc (ng dung
sang céc hinh thirc kinh doanh khac.

Qua nhitng loi ich cia may ATM dem lai, em d3 quyét tim thuc hién dé tai:

“Nghién ciru mét sé giai phap Céng nghé Théng tin wng dung trong may
rat tién tw dong ATM”
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CHUONG 1: MO PAU

1.1 Ly do thyc hi¢n d@ tai

Ngay nay, may rit tién tu dong ATM khdng con xa la voi ngudi sir dung nira, nd
nhu 12 moét “nhan vién ngan hang” ngay dém phuc vu khach hang khéng biét mét
méi, khdng ca than nira 16i, khdng lwong va sai sot trong lic 1am viéc hau nhu
khoéng co.

Tuy nhién khéng thé phu nhan dugc thuc trang: cong nghé ngay maot phat trién,
su phat trién lién tuc va d6i méi tirng ngay, ngay hém nay cong nghé nay con ding
& vi tri doc ton, nhung ngay mai ¢ thé nd da 1a mot cong nghé da 15i thoi, lac hau.
Cong nghé tuy hién dai toi dau nhung ban than n6 van c6 nhitng 13i, 16 hong ma
trong qué trinh dua vao van hanh sir dung méi phat hién ra ching. Nhiing 16i trén

thy tirng mire @6 ma hau qua do chdng gay ra ¢ nhitng muc d6 khac nhau.

Do d6 nhirng cdng nghé st dung trong may ATM chua han di 12 tdi vu va khong
c6 15i. Vi dac thi cua ngan hang 1a can tinh bao mat rat cao va khi cac 15i xay ra déu
gay ra nhitng hau qua rat nghiém trong nhu: that thoét tién bac, anh huong rat 16n

ti uy tin ciia ngan hang, ciing nhu quyén loi cia khach hang.

Tur nhitng thyc té va 1y do d6 em nhan thay can nghién ctiu cac (ng dung, cac ki
thuat cdng nghé duoc 4p dung vao thiét bi nay dé tir d6 c6 thé tim kiém dwoc nhitng
15i phat sinh va dua ra dugc nhitng huéng phat trién gidp thiét bi ATM ngay mot

hoan thién dé phuc vu nguoi st dung duogc tét hon.
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1.2 Muc tiéu cia dé tai
May ATM dugc két hop boi rat nhiéu thiét bi dién tu, trong d6 trai tim caa may
la mot hé théng may tinh duoc tich hop dé xir ly céc tac vu giao dich tir phia ngudi
ding va chuyén tai cac dir kién do t6i ngan hang ciing nhu nhan céc dix kién tir phia
ngan hang dé dua ra cac quyét dinh nham thoa man cac yéu cau cia ngudi sir dung.
Nhu vay, dé tai can giai quyét cac cong viéc sau:
% Tim hiéu céc ly thuyét co s& phuc vu dé tai.
< Tim hiéu va nghién ctu vé cau tao may ATM: thiét bi phan ciing va phan

N
A

mém.

% Tim hiéu va nghién ctu vé ha tang mang cua may ATM: cac thiét bi phan
ctrng, phan mém, nguyén ly hoat dong.

< Tim hiéu va nghién ciu vé cach thic bao mat théng tin, dir liéu caa hé
théng.

< Nghién cru va chi ra cac thiéu s6t hoic 15i (néu c6) cia may ATM va néu

ra duoc hudng phat trién cho tuong lai.
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1.3 Khai quat n¢i dung

Noi dung gdm 5 chuong:

Chuwong 1. Mé dau: Ly do thyc hién dé tai, cac muc tiéu can dat duoc.

Chwong 2. Co sé ly thuyét: Gigi thiéu co so ly thuyét vé mang, bao mat,
nguyén ly hoat dong.

Chwong 3. May ATM: Céau tao may ATM, ha ting mang, giao dich trén may
ATM, mot s6 luu do thuat toan.

Chuwong 4. Chuan 1SO 8583: Trinh bay giao thac truyén tin chuan 1SO 8583.

Chwong 5. Két qua nghién ciru hé théng: Trinh bay cac két qua dat duoc va

huéng phét trién cho tuong lai.
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CHUONG 2: CO SOLY THUYET VE MANG VA BAO MAT.
2.1 Khai niém co ban vé mang may tinh

Mang may tinh 12 hai hay nhiéu may tinh duoc két ndi voi nhau theo mét céach
nao do6 sao cho chung c6 thé trao d6i thong tin qua lai véi nhau.

Printer

Hinh 1: Mang may tinh.

Mang may tinh ra doi xuat phat tir nhu cau muén chia sé va ding chung dit liéu.
Khong c6 hé thdng mang thi dit liéu & cac may tinh doc lap khi muén chia sé cho
nhau thi phai théng qua viéc in 4n hay sao chép qua cac thiét bi luu trir chung gian
nhu: CD rom, DVD rom,... diéu nay gay rat bat tién cho nguoi ding.

Cac may tinh khi dugc két ndi thanh mang cho phép:

- Str dung chung cac cong cu tién ich.

- Chia sé kho dir liéu dung chung.

- Tang 46 tin cay cua hé thong.

- Trao d6i thong diép, hinh anh.

- Dung chung céc thiét bi ngoai vi (May in,Fax,modem...)

- Giam thiéu chi phi va thoi gian di lai.
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2.1.1 Phan loai mang

Phwong thirc két néi mang dwec sie dung chii yéu trong lién két mang: c6 hai
phwong thirc chii yéu, dé la diém - diém va diém - nhiéu diém.

— V6i phuong thire "diém - diém", cac dudng truyén riéng biét duoc thiét lap dé
ndi cac cap may tinh lai véi nhau. M3i may tinh c6 thé truyén va nhan tryc tiép dit
licu hodc c6 thé 1am trung gian nhu luwu trit nhitng dit liéu ma nd nhan duoc rdi sau
d6 chuyén tiép dit liéu di cho mot may khac dé dir liéu do dat toi dich.

— V6i phuong thirc "diém - nhiéu diém", tit ca c4c tram phan chia chung mot
duong truyén vat ly. Dit liéu dugc gui di tir mot may tinh s& co thé duogc tiép nhan
boi tat ca cac may tinh con lai, boi vay can chi ra dia chi dich cua dir liéu dé mdi
may tinh cin ctr vao d6 kiém tra xem dit liéu c6 phai danh cho minh khéng néu dung
thi nhan con néu khéng thi bo qua.

Phan logi magng may tinh theo ving dia ly:

— GAN (Global Area Network) két ndi may tinh tir cac chau luc khac nhau.
Thong thuong két néi nay dugc thuc hién théng qua mang vién théng va vé tinh,

— WAN (Wide Area Network) - Mang dién rong, két néi may tinh trong noi bo
cac qudc gia hay giira cac qudc gia trong ciing mot chau luc. Thong thuong két ndi
nay duoc thuc hién théng qua mang vién thong. Cac WAN c6 thé duoc két ndi voi
nhau thanh GAN hay tu n6 da la GAN.

— MAN (Metropolitan Area Network) két ndi cac may tinh trong pham vi mot
thanh phé. Két néi nay dugc thyuc hién thong qua cac moéi trudng truyén thong toc do
cao (50-100 Mbit/s).

— LAN (Local Area Network) - Mang cuc b, két ndi cac may tinh trong mét khu
vuc béan kinh hep thong thuong khoang vai traim mét. Két ndi duoc thuc hién théng
qua cac mdi truong truyén théng toc do cao vi du cap ddng truc thay cap quang.
LAN thudng duoc st dung trong ndi bd mot co quan/td chirc...Cac LAN c6 thé dugc
két néi vai nhau thanh WAN.
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Phan logi mgng may tinh theo tép6

— Mang dang hinh sao (Star topology): O dang hinh sao, tat ca cac tram dugc ndi
vao mét thiét bi trung tm cd nhiém vu nhan tin hiéu tir cac tram va chuyén tin hiéu
dén tram dich v6i phuong thuc két ndi 1a phuong thuc "diém - diém".

— Mang hinh tuyén (Bus Topology): Trong dang hinh tuyén, cac may tinh déu
dugc ndi vao mot duong day truyén chinh (bus). Budng truyén chinh nay dwoc gidi
han hai dau boi mot loai dau ndi dic biét goi 1a terminator (dung dé nhan biét 1a dau
cudi dé két thuc duong truyén tai day). Mdi tram duoc ndi vao bus qua mot dau ndi
chir T (T_connector) hoac mot bo thu phat (transceiver).

— Mang dang vong (Ring Topology): Cac mdy tinh duoc lién két véi nhau thanh
mot vong tron theo phuong thire "diém - diém", qua d6 mdi mot tram cd thé nhan va
truyén dit liéu theo vong maot chiéu va dit liéu duoc truyén theo ting goi mot.

— Mang dang két hop: trong thuc té tuy theo yéu cau va muc dich cu thé ta cé thé
thiét ké mang két hop cac dang sao, vong, tuyén dé tan dung cac diém manh cia maoi
dang.

Phan logi mang theo chirc nang

— Mang Client-Server: mot hay mot sé may tinh duoc thiét 1ap dé cung cap cac
dich vu nhu file server, mail server, Web server, Printer server, ... Cac may tinh
duoc thiét 1ap dé cung cap céac dich vu dugc goi la Server, con cac may tinh truy cap
va su dung dich vu thi duoc goi la Client.

— Mang ngang hang (Peer-to-Peer): cac may tinh trong mang c6 thé hoat dong
vira nhu mot Client vira nhu mot Server.

— Mang két hop: Cac mang may tinh thuong duoc thiét 1ap theo ca hai chirc ning
Client-Server va Peer-to-Peer.

2.1.2 Giao thirc két néi mang TCP/IP

TCP/IP 14 bo giao thtc cho phép két ndi cac hé théng mang khong dong nhat véi
nhau. Ngay nay, TCP/IP dugc sir dung rong réi trong cac mang cuc bo ciing nhu trén
mang Internet toan cau. TCP/IP duoc xem la gian lugc cuia md hinh tham chiéu OSI

Vvé6i bén tang nhu sau:
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— Tang lién két mang (Network Access Layer)
— Tang Internet (Internet Layer)
— Tang giao van (Host-to-Host Transport Layer)

— Tang tng dung (Application Layer)

Applications | «+e-a. 4 f Applications
Transport | sreeee- ' i TCP/LDP
Y l s |CHIP
Internetwork | et P
1 ---fARP."RARP
Network Interface * *
and P ceeeann Network [Interface
Hardware and Hardware

Hinh 2: kién tric TCP/IP

Tang lién két:

Tang lién két (con duoc goi 1a tang lién két dir liéu hay Ia tang giao tiép mang) 1a
tang thip nhat trong mo hinh TCP/IP, bao gém cac thiét bi giao tiép mang va
chuong trinh cung c4p cac théng tin can thiét dé cd thé hoat dong, truy nhap duong
truyén vat ly qua thiét bi giao tiép mang do.

Tang Internet:

Tang Internet (con goi la tang mang) xa ly qua trinh truyén goi tin trén mang.
Céc giao thuc cua tang nay bao géom: IP (Internet Protocol), ICMP (Internet Control
Message Protocol), IGMP (Internet Group Messages Protocol).

Tdng giao vén:

Tang giao van phu trach ludng dit liéu giira hai tram thuc hién cac ¢tng dung caa
tang trén. Tang nay c6 hai giao thtc chinh: TCP (Transmission Control Protocol) va
UDP (User Datagram Protocol)
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TCP cung cap mét ludng dit liéu tin cay giita hai tram, nd s dung cac co ché
nhu chia nhé cac goi tin cua tang trén thanh cac goi tin ¢ kich thuéc thich hop cho
tang mang bén dudi, b4o nhan géi tin,ddt han ché thoi gian time-out dé dam bao bén
nhan biét duoc cac goi tin da giri di. Do tang nay dam bao tinh tin cay, ting trén s&
khong can quan tim dén nia.

UDP cung cap mét dich vu don gian hon cho tang wng dung. N6 chi gui cac goi
dir liéu tir tram nay téi tram kia ma khong dam bao cac goi tin dén duoc t6i dich.
Cac co ché dam bao d6 tin cay can duoc thuc hién bai tang trén.

Tang #ng dung:

Tang ung dung 1a tang trén cing cia mé hinh TCP/IP bao gom céc tién trinh va
cac ng dung cung cap cho ngudi sir dung dé truy cap mang. C6 rat nhiéu tng dung
duoc cung cap trong ting ndy, ma phd bién la: Telnet: s dung trong viéc truy cap
mang tir xa, FTP (File Transfer Protocol): dich vu truyén tép, Email: dich vu thu tin
dién ta, WWW (World Wide WeDb).
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2.1.3 Mt s thiét bj sir dung trong két ndéi mang va tinh niing ciia ching

B¢ lap tin hiéu (Repeater)

Repeater 12 loai thiét bi phan cang don gian nhat trong cac thiét bi lién két mang,
n6 duoc hoat dong trong tang vat Iy cia md hinh OSI. Khi Repeater nhan dugc mot
tin hiéu tir mot phia cua mang thi n6 s& phat tiép vao phia kia caa mang.

Repeater khong c6 xir Iy tin hiéu ma no chi loai bo cac tin hiéu méo, nhiéu,
khuéch dai tin hiéu da bi suy hao (vi dd dugc phat voi khoang cach xa) va khdi phuc
lai tin hiéu ban dau. Viéc sir dung Repeater di 1am ting thém chiéu dai ciia mang.

{3 &

0 0 ¢

Repeater

Hinh 3: M6 hinh lién két mang sir dung Repeater

Bg tap trung (Hub)

Hub 12 mét trong nhiing yéu té quan trong nhat cia LAN, day 1a diém két néi
day trung tdm cua mang, tat ca cac tram trén mang LAN duoc két néi théng qua
Hub.

Hub thudng duoc dung dé ndi mang, thdng qua nhirg dau cim ctia né nguoi ta
lien két v6i cac may tinh duéi dang hinh sao. Mot hub thong thuong ¢ nhiéu cong
ndi v&i ngudi sir dung dé gan may tinh va cac thiét bi ngoai vi. Mdi cong hd trg mot
bo két ndi dung cap day xoan 10BASET tir mdi tram ctia mang. Khi tin hiéu duoc
truyén tir mot tram t6i hub, né duoc lap lai trén khip cac cong khac cua. Cac hub
thdng minh c6 thé dinh dang, kiém tra, cho phép hoic khéng cho phép boi nguoi
diéu hanh mang tir trung tam quan ly hub.
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Cau (Bridge)

Bridge 12 mét thiét bi c6 xir Iy dung dé ndi hai mang gidng nhau hoic khac nhau,
no co thé dugc dung vai cdc mang c6 céc giao thirc khac nhau. Cau ndi hoat dong
trén tang lién két dit liéu nén khong nhu bo tiép suc phai phat lai tit ca nhirng gi n6
nhan duoc thi cau néi doc dwgc cac goi tin cua tang lién két dir liéu trong mé hinh
OSI va xir 1y chung trude khi quyét dinh c6 chuyén di hay khéng. Khi nhian duoc
cac goi tin Bridge chon loc va chi chuyén nhitng g6i tin ma no thay can thiét. Diéu
nay 1am cho Bridge tro nén co ich khi ndi mot vai mang véi nhau va cho phép né
hoat ¢6ng mot cach mém déo.

IA [B r'c TD TE TF
{ non )
l
Bridge
A D
B| E
c| F

Hinh 4: Hoat dong cuia ciu ndi.

Bg chuyén mach (Switch)

Bo6 chuyén mach 1a su tién hoa cua cau, nhung cé nhiéu cong va ding cac mach
tich hop nhanh dé giam do tré cua viéc chuyén khung dir liéu. Switch gitra bang dia
chi MAC caa mdi cong va thuc hién giao thic Spanning-Tree. Switch ciing hoat
dong o tang data link va trong suét vai cac giao thic & tang trén.

Bé dinh tuyén(Router)

Router 1a mot thiét bi hoat dong trén tang mang, né cé thé tim dugc duong di t6t
nhat cho cac gai tin qua nhiéu két ndi dé di tir tram gai thudc mang dau dén tram
nhan thuoc mang cudi. Router c6 thé dugc sir dung trong viéc ndi nhiéu mang Vi
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nhau va cho phép cac gai tin c6 thé di theo nhiéu duong khac nhau dé téi dich.

o Tons A

l Router

i

&

{

iRinnrgT
- &

Hinh 5: Hoat dgng cia Router.

2.2 Bao mat thong tin trén mang

2.2.1 Tong quan vé cong nghé mat ma(Cryptography)

Mot trong nhitng nguyén nhan so dang ma tin tic ¢ thé thanh cong la hau hét
c4c thong tin chdng ta truyén trén mang déu & dang dé doc, dé hiéu. Khi ching ta
két ndi WAN bang cong nghé IP thi tin tic dé dang thay cd thé bat cac goi tin bang
cdng cu bat goi (network sniffer), c6 thé khai thac cac thong tin nay dé thyuc hién tan
cdng mang. Mot giai phap dé giai quyét van dé nay 1a ding mat ma dé ngan tin tac
c6 thé khai thac cac théng tin ching bat duge khi né dang duoc truyén trén mang.

M4 hoa (Encryption) la qua trinh dich thong tin tir dang nguén dé doc sang dang
ma kho hiéu.Giai ma (Decryption) 1a qua trinh nguoc lai. Viéc dung mat ma s& dam
bao tinh bao mat ciia thdng tin truyén trén mang, cling nhu bao vé tinh toan ven, tinh
X&c thyc cua thong tin khi luu tri.

M4 mat duoc xay dyng dé dam bao tinh bao mat (confidentiality), khi dit liéu luu
chuyén trén mang. Khi dit liéu da duoc ma hoa thi chi khi biét cach giai ma moi c6
kha ning st dung dir liéu d6. Hién nay cac ki thuat ma hoa da phat trién rat manh
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Vvéi rat nhiéu thuat toan ma hoa khac nhau. Cac hé ma khoa dugc chia l1am hai 16p
chinh: Ma khoa dbi xang hay con goi 1a ma khoa bi mat. Ma khoa bat d6i xang hay
con goi la ma khoa cong khai.

2.2.2 Cac khai niém co ban

- Ban rd (plaintext or cleartext) Chira cac xau ky tu gbc, thong tin trong ban rd
1a théng tin can ma hoa dé giit bi mét.

- Ban maé (ciphertext): Chtra cac ky tu sau khi da dugc ma hoa, ma ndi dung
duoc gitt bi mat.

- Sy ma hoa (Encryption): Quéa trinh che dau théng tin bang phuong phap nio

d6 dé 1am an noi dung bén trong goi 1a sy ma hoa.

- Su giai ma (Decryption): Qua trinh bién d6i tra lai ban ma ban thanh ban rd

goi la giai ma.

Qua trinh ma hod va giai ma dugc thé hién trong so do sau:

Ban rd Ban ma

Giai ma

A 4

» Ma hoa

Ban rd goc

v

- Hé mat ma : 1d mot hé bao gdm 5 thanh phan (P, C, K, E, D) thoa mén cac tinh

chat sau

P (Plaintext) 1a tap hop hitu han cac ban 13 co thé.

C (Ciphertext) 14 tip hop hiru han cac ban mi c6 thé.
K (Key) 1a tap hop cac ban khod c6 thé.

E (Encrytion) 14 tip hop cac qui tic mi hoa c6 the.

D (Decrytion) la tap hop cac qui tac giai mi c6 the.

Sinh vién.
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Chung ta di biét mot thong bao thudng duge t6 chire dudi dang ban rd. Ngudi
giri s& lam nhiém vu mé hod ban 1, két qua thu duoc goi 1a ban mi. Ban m3 nay
duge gui di trén mot dudng truyén téi ngudi nhan sau khi nhan duge ban ma ngudi
nh4n giai mi n6 dé tim hiéu ndi dung.

2.2.3 Hé mia ddi xirng — Khoa mi bi mat

Thuét toan dbi xtrng hay con goi thuat todn ma hoa ¢ dién 1a thuét toan ma tai
d6 khod ma hoa c6 thé tinh toan ra duoc tir khoa giai mi. Trong rat nhiéu truong
hop, khoa mi hod va khoa giai ma 1a gibng nhau. Thuit toan nay con cé nhiéu tén
goi khac nhu thuat todn khod bi mat, thuat todn khod don gian, thuat toan mot khoa.
Thuat todn ndy yéu ciu ngudi giri va nguoi nhan phai thoa thuan mot khoa trudc khi
thong bao duoc giri di, va khoa nay phai duoc cat gilt bi mat. P9 an toan cia thuat
toan nay van phu thudc va khoa, néu dé 16 ra khod nay nghia 1a bat ky nguoi nao

cling c6 thé ma hod va giai ma thong bao trong hé thong ma hoa.

Su ma hod va giai ma cua thuat toan déi xung bi€u thi boi :

Eq(P)=C
Dk(C)=P
K1 K2
Ban rd l Ban ma l Ban rd gbc
— 3| Méhoa »| Mé hoa >

Trong hinh vé€ trén thi :

K1co thé trung K2, hodc K1 c6 thé tinh toan tir K2, hodc K2 ¢6 thé tinh toan
tir K1.
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Mot so nhwoe diem ciia hé md hod co dién
Céc phuong ma hoé c6 dién doi héi nguoi ma hod va nguoi gidi ma phai cung
chung mdét khoa. Khi dé khod phai duogc gilr bi mat tuy¢t doi, do vay ta dé

dang xac dinh mot khoa néu biét khoa kia.

Hé ma hoa dbi xtng khong bao vé dugc su an toan néu co xéac suit cao khoa
ngudi gri bi 10. Trong hé khoa phai dugc giri di trén kénh an toan néu ké dich
tan cong trén kénh nay co6 thé phat hién ra khoa.

Vén d& quan 1y va phan phéi khoa 1 kho khin va phuc tap khi st dung hé ma
hoa cb dién. Nguoi giri va nguoi nhan ludn ludn thong nhét véi nhau vé van
dé khoa. Viéc thay d6i khoa 14 rat kho va dé bi 10.

Khuynh hudng cung cép khoa dai ma no phai dugc thay d6i thuong xuyén
cho moi ngudi trong khi van duy tri ca tinh an toan 1an hiéu qué chi phi s&

can trd rat nhiéu téi viée phat trién h¢ mat ma c6 dién.

C6 nhiéu thuat todn khoa bi mat khac nhau nhung giai thuat duoc ding nhiéu
nhét trong loai nay Ia:

DES (Data Encryption Standard). DES ma hoa khéi dit liéu 64 bit dung khoa 56
bit. Hién nay trong mot s6 hé thong stir dung DES3(str dung 168bit khod thyc chat 1a
3 khoa 56bit)

IDEA (International Data Encryption Standard).IDEA trai véi DES, né dugc
thiét ké dé sir dung hiéu qua hon bang phan mém. Thay vi bién d6i dir liéu trén céac
khdi c6 d6 dai 64 bit, IDEA sir dung khoa 128 bit dé chuyén dbi khdi dit liéu c6 do
dai 64 bit tao ra khi ma ciing c6 dai 64 bit. Thuat toan nay da duoc chung minh Ia
kha an toan va rd rang 1a hon han DES.

Cac hé ma hoa dbi xtimg thuong duoc st dung trong quin ddi, noi vy, ngan
hang,...va mot s6 hé thong yéu cau an toan cao.

Vén dé kho khan khi str dung khoa bi mat 1a van dé trao doi khoa. Trao doi khoa
bi mat ludn phai truyén trén mot kénh truyén riéng dic biét an toan, tuyét d6i khdng
sir dung kénh truyén la kénh truyén dix liéu.
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2.2.4 Hé ma bt dbi xirng — Khoa ma cong khai

Thuat toan m3 hoa cong khai 1a khac biét so véi thudt toan dbi xtng. Chung
dugc thiét ké sao cho khod str dung vao viéc ma hoa 1a khac so voi khod giai ma.
Hon nira khoa giai md khong thé tinh todn duoc tir khoa md hod. Ching dugc goi
v6i tén hé thong mi hoa cong khai boi vi khod dé ma hod c6 thé cong khai, mot
ngudi bat ky c6 thé sir dung khoa cong khai dé ma hoa thong bao, nhung chi mot vai
ngudi co ding khoa giai ma thi méi c6 kha ning giai mi. Trong nhiéu hé thdng,
kho4a ma hoé goi 1a khoa cong khai (public key), khod gidi ma thuong dugc goi la
khod riéng (private key).

K1 K2

Ban rd l Ban ma l Ban rd goc

»| Mahoa Ma hoa

Y

v

Trong hinh vé€ trén thi :

K1 khong thé tring K2, hodc

K2 khong thé tinh toan tir K1.

Dic trung ndi bat ciia hé ma hoa cong khai 1a ca khoa cong khai(public key) va
ban tin ma hoa (ciphertext) déu co thé giri di trén mot kénh thong tin khong an toan.

Cac diéu kién ciia mot hé ma hod cong khai nhw sau :

1. Viéc tinh toan ra cip khod cong khai Kg va bi mat kg dua trén co so cac diéu
kién ban dau phai duoc thuc hién mot cach dé dang, nghia 1a thyc hién trong

thoi gian da thirc.

2. Nguoi gui A c6 duge khod cong khai cia ngudi nhan B va ¢6 ban tin P can

guri di thi c6 thé dé dang tao ra dugc ban ma C.
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C=EKB (P) =EB (P)
Cong viéc nay cling trong thoi gian da thurece.

3. Nguoi nhan B khi nhan dugc ban tin ma hoa C véi khod bi mat kg thi co thé

gidi ma ban tin trong thoi gian da thiec.
a. P=DkB (C) = DB[EB(M)]

4. Néu ké dich biét khoa cong khai Kg cb ging tinh toan khoa bi mat thi khi d6
chung phai duong dau véi trudng hop nan giai, truong hop nay doi héi nhidu
yéu cau khong kha thi vé thoi gian.

5. Néu ké dich biét duoc cap (Kg,C) va cd géng tinh toan ra ban rd P thi giai
quyét bai toan kho véi sb phép thir 1a v6 cing 16n, do d6 khong kha thi.

2.2.5 Hé ma héa RSA @ng dung biao mat trong mé hinh Client/Server
a. Khéi niém
Khai niém hé mat ma RSA da duoc ra doi nam 1976 boi cac tac gia R.Rivets,
A.Shamir, va L.Adleman. HE¢ ma hod nay dua trén co s¢ cta hai bai toan :
+ Bai toan Logarithm ro1 rac (Discrete logarith)
+ Bai toan phan tich thanh thira s6.
Trong hé ma hoa RSA cac ban rd, cac ban ma va cac khoa (public key va
private key) 1a thudc tap sé nguyén Zy = {1, ..., N-1}. Trong d6 tap Zy v6i N=pxq
1a cac s6 nguyén to khac nhau cung v6i phép cong va phép nhan Modulo N tao ra

modulo sb hoc N.

Khoa ma hod Exg 1a cip so nguyén (N,Kg) va khoa giai ma Dy, 1a cip sb
nguyén (N,Kg), cac sd 14 rat 16n, s6 N ¢6 thé 1én ti hang tram chir sb.
Céc phuong phap ma hoa va giai ma 1a rat dé dang.
Cong viéc mi hoa 1a su bién doi ban rd P (Plaintext) thanh ban mad C
(Ciphertext) dua trén cap khoa cong khai Kg va ban rd P theo cong thure sau day :
C=Exs(P)=Eg(P)=P**(modN). (1)
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Cong viéc giali ma la sy bién doi nguoc lai ban ma C thanh ban rd P dya trén
cap khoa bi méat kg, modulo N theo cong thirc sau :
P =Dya(C) = Dg(C) = C*® (mod N) . (2)
D& thiy rang, ban rd ban dau can dugc bién dbi mot cach thich hop thanh ban

ma, sau do dé co theé tai tao lai ban rd ban dau tir chinh ban ma do6 :

P = Dg(Es(P)) 3
Thay thé (1) vao (2) ta cé
(P*®)® =P (mod N ) (4)

Trong toan hoc di chimg minh duoc rang, néu N 13 s6 nguyén to thi cong thirc
(4) s& co 10i giai khi va chi khi Kg.kg = 1 (mod N-1), 4p dung thuat toan ta thiy
N=pxq véi p, q 1a s6 nguyén t5, do vay (4) s& c6 10i giai khi va chi khi :

Kg.kg = 1 (mod y(N)) ()
trong d6 y(N) = LCM(p-1,0-1) .

LCM (Lest Common Multiple) 14 boi sé chung nho nhét.

No6i mot cach khac, dau tién nguoi nhan B lya chon moét khoa cong khai Kg
mot cach ngau nhién. Khi d6 khoa bi mat kg dugc tinh ra bang coéng thic (5). Piéu
nay hoan toan tinh duoc vi khi B biét dugc cip sd nguyén td (p,q) thi s& tinh duoc
Y(N).
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Chonpvagq
Tinh N=pxq
Tinh y(IN) Banro P

l K‘, h 4
Chonkhoi K, Al C=P*® (mod N)

Banma C
L 4 kr -
— *5 - 3
Chonkhoi K, 4 P=C® (mod N)
v Banrd g6cP

Hinh 6: So dd cac budc thuc hién ma hoa theo thuit toan RSA.

b. P§ an toan cua RSA

Mot nhan dinh chung la tat ca cac cudc tan cong giai ma déu mang muc dich
khong t6t. Trong phan do an toan ciia hé ma hoa RSA s& dé cap dén mot vai phuong
thire tAn cong dién hinh cua ké dich nham giai ma trong thuat toan nay.

Chung ta xét dén truong hop khi ké dich nao dé biét dugec modulo N, khoa
cong khai Kg va ban tin ma hoa C, khi d6 ké dich s& tim ra ban tin gdc (Plaintext)
nhu thé nao. Pé lam duoc diéu d6 ké dich thuong tAn vao hé théng mat ma bé“mg hai
phuong thirc sau day:

Phuong thirc thtr nhat :

Trude tién dira vao phan tich thira s6 modulo N. Tiép theo sau chiing s& tim cach
tinh toan ra hai s6 nguyén t6 p va q, va c6 kha ning thanh cong khi d6 sé& tinh duoc
AM(N) va khod bi mat kg. Ta thdy N can phai 13 tich cua hai s nguyén t6, vi néu N 1a
tich cia hai sb nguyén t6 thi thut toan phan tich thira s6 don gian can t6i da VN
bude, boi vi co mot sé nguyén t6 nhé hon /N . Mit khéac, néu N 1a tich ciia n s6

1/n

nguyén t6, thi thuat toan phan tich thira sé don gian can t6i da N bude.
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Mot thudt toan phan tich thira s6 ¢ thé thanh phirc tap hon, cho phép phan tich
mot s& N ra thanh thira sé trong O(+/P ) budc, trong d6 p 1a sé chia nhé nhét cua N,

viéc chon hai s6 nguyén t 1a cho thuat toan ting hiéu qua.
Phuong thire thir hai :

Phuong thirc tin cong thir hai vao hé ma hoa RSA 14 c6 thé khai dau bang cach
giai quyét truong hop thich hop ciia bai toan logarit roi rac. Truong hop nay ké dich
da c6 trong tay ban ma C va khoa cong khai Kg tire 1a ¢6 cap (Kg,C)

C4é hai phuong thtrc tan cong déu can mdgt s6 budc co ban, do 1a :

O(exp +/ InNIn(InN) ), trong d6 N 14 s6 modulo.

c. Tinh chit ciia hé¢ ma héa RSA

Trong cdc hé mdt ma RSA, mét bén tin cé thé dwoc mi hod trong thoi gian

tuyén tinh.

Dbi v6i cac ban tin dai, do dai ciia cac s6 duge dung cho cac khoa c6 thé dugc
coi nhu 12 hang. Tuong ty nhu vdy, ndng mot s6 1én luy thira dugc thuc hién trong
thot gian héng, cac sd khong dugc phép dai hon mét do dai hﬁng. Thuyc ra tham sb
nay che ddu nhiéu chi tiét cai dit co lién quan dén viéc tinh toan véi cac con sb dai,
chi phi cta cac phép toan thuc su 14 mot yéu té ngan can su phd bién tng dung cua
phuong phap nay. Phan quan trong nhat cua viéc tinh toan c6 lién quan dén viéc ma
hod ban tin. Nhung chic chan 1a s& khong c6 hé ma hoa nao hét néu khéng tinh ra
dugc céc khoé cua ching 1a cac s6 16n.

Céac khoa cho h¢ ma hoa RSA c6 thé dwec tao ra ma khong phdi tinh toan
qua nhiéu.

Mot 1an nira, ta lai néi dén cac phuong phap kiém tra sé nguyén t6. Mdi s6
nguyén t6 16n c6 thé duoc phat sinh bang cach dau tién tao ra mot sé ngau nhién Ion,
sau d6 kiém tra cac s6 ké tiép cho téi khi tim dugc mot s6 nguyén to. Mot phuong
phap don gian thyc hién mot phép tinh trén mot con sé ngau nhién, voi Xac suat 1/2
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s& chung minh rang s duoc kiém tra khong phai nguyén té. Budéc cudi cing I tinh
p dua vao thuat toan Euclid.

Nhu phan trén da trinh bay trong hé ma hoa cong khai thi khoé giai ma (private
key) kg va cac thtra s p,q 1a duoc giir bi mat va su thanh céng cia phuong phap 1a
tuy thudc vao ké dich cé kha ning tim ra dwoc gia tri cua kg hay khéng néu cho
truéc N va Kg. Rat kho co thé tim ra duoc kg tir Kg can biét vé p va q, nhu vay can
phan tich N ra thanh thira s6 dé tinh p va q. Nhung viéc phan tich ra thira sé 12 mot
viéc 1am ton rat nhiéu thoi gian, vai ki thuat hién dai ngay nay thi can téi hang triu
ndm dé phan tich mot s6 c6 200 chir s6 ra thira s6. Do an toan cua thuat toan RSA
dua trén co s& nhirng kho khin cua viéc xac dinh céc thira s6 nguyén té caa mot sb
I6n. Bang dudi day cho biét cac thoi gian dy doan, gia sir rang mdi phép toan thuc
hién trong mot micro gidy.

S6 cac chit s6 trong | Thoi gian phan tich
s0 duoc phan tich
50 4 gio
75 104 gio
100 74 nam
200 4.000.000 nam
300 5x10% nim
500 4x10%° nim

2.2.6 Ma hoa va giai ma thong tin

Khi mot ngudi ding A mudn giri thong tin cho ngudi ding B Nguoi ding A s&
mé& hoda thong tin bang khoa cong khai cua nguoi dung B (K2B). Khi ngudi ding B
nhan dugc théng tin no s& giai ma thdng tin bang khoa bi mat cua minh (K1B).
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2.2.7 Chuyén ddi khoa

Khi nguoi dung A guri thdng tin khoa cho nguoi dung B. Nguoi dung A mé hoa
thong tin khoa 2 lan. Lan dau bang khoa bi mat cua ban than (K1A); Lan hai bang
mé& cong khai cta nguoi nhan (K2B). Nguoi dung B nhan dugc théng tin khoa sé
giai ma thong tin khoé hai 1an. Lan dau bang khoa bi mat caa ban than (K1B). Lan 2
biang khoé cong khai cua ngudi giri (K2A).

Mot s6 giai thuat cho ma khoa cong khai duoc sir dung nhu: Diffie Hellman,
RSA, ECC, LUC, DSS,...
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CHUONG 3: MAY ATM

3.1 Khai niém may ATM

- ATM (Automatic Teller Machine) - 1a mét thiét bi ngan hang giao dich tu
dong véi khach hang, thuc hién viéc nhan dang khach hang théng qua thé ATM (thé
ghi ng, thé tin dung) hay céc thiét bi twong thich, va giup khach hang kiém tra tai
khoan, rit tién mat, chuyén khoan, thanh toén tién hang héa dich vu.

Hinh 7: May ATM.

3.2 Ciutao may ATM
3.2.1 Phin cing

Bao gom : mdy doc thé, phim nhdp mdt ma, man hinh hién thj, Speaker ,may vi
tinh chuyén biér, mdy d@ém tién, may in nhdt ky, may in bién lai, bg phdn tra tién va
két sat.
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Dhim man hink  Maéy in bién lai Mgy dec *hé | ca(Speaker)

/A
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2
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Man hinh hignthi . Khe g tién vae
May tra tien phim nhap mat ma

Hinh 8: Cac thiét bi twong tac véi ngudi dung.

— . >
Hinh 9: CAu tao bén trong ciia may ATM.
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May doc thé: Bo phan nay nam bit thong tin vé tai khoan dugc luu giit trén dai
bang tir & mat sau cua thé ATM, thé no hoac thé tin dung. May chu sir dung thong
tin nay truyén g giao dich cho ngan hang cua chu thé.

Phim nhap mat mé: ciing khong phai 14 loai ban phim théng thuong dung dé
bim s. Ban phim nay duoc thiét ké gan lién voi phan mém an ninh. Khi bo thé vao
may va an phim, ngay lap tic con sé dugc ma hoa va xé6a hét cac con sb ma ngudi
ding may bam vao vi vay khong mét ai c6 thé nhan biét duoc con sé ma pin.

Man hinh hién thi: Man hinh hién thi dwa ra 10i nhic cho chua thé theo ting
budc cua qua trinh giao dich. Cac may ATM thué duong day thuong su dung man
hinh den tring hoac man hinh mau chan khéng. May ATM quay s6 thuong st dung
man hinh den tring hodc man hinh mau tinh thé long.

Speaker(Loa): Speaker dua ra cho chu thé thong tin phan hoi bang giong néi khi
phim duoc bam.

May vi tinh chuyén biét: dugc dat trong may ATM c6 kha ning nhan biét he
thong sap bi mat dién. Khi chuan bi mat dién (nhiét & nguon bi ha xudng), ngay lap
tuc (chi trong nira gidy) may s€ ghi nhan tinh trang dang xay ra. Khi c6 dién, may sé
tu khoi dong va viét lai giao dich.

May dém tién (chi tién): chu yéu st dung k¥ thuat dém chan khong (kéo tién
Ién bang luc kiéu nhu giac hoi) hodc ky thuat ma sat. May nhan tién c6 chirc ning
nhan tién mat do khach hang tryc tiép gui vao may.

May in nhat ky: may in nay sé& ghi lai tat ca dir liéu lién quan dén chiéc may
ATM: tir ngay gio khach hang tra thé vao may, thoi gian giao dich, chuyén khoan,
rat tién...

May in bién lai: Bo phan in héa don cung cip cho chu thé hoa don in trén gidy
cua giao dich.

B phan tra tién: Phan quan trong nhat caa mot may ATM 1a co ché tra tién va
co ché an toan. Toan bo phan day caa hau hét cac may ATM nho 14 mot két sit dé
dung tién.
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Co ché tra tién c6 mot mat dién tir d& dém mdi to gidy bac khi n6 ra khoi may tra
tién. Tong s to gidy bac va tat ca cac thong tin lién quan dén mot giao dich cu thé
dugc ghi vao mot cudn sb. Cudn sé thong tin nay duoc in ra dinh ky va ban in trén
gidy duoc ngudi chi s¢ hitu may ATM luu giit trong vong hai nim. B4t ct khi nao
mét chu thé c6 tranh chap vé mét giao dich, anh ta c6 thé yéu cau ban in chi ra giao
dich, va sau d6 tiép xUc vai bén s¢ hitu may chi. Néu noi nao khéng cung cép ban
in tr cudn s, chua thé can phai théng bao cho ngan hang hoic dinh ché phat hanh thé
biét va dién vao mot mau don va mau don ndy s& dugc fax cho bén so hitu may chu.
Trach nhiém giai quyét tranh chap thudc vé bén so hitu may chu.

Bén canh mit dién tir ¢& dém ting to gidy bac, co ché tra tién ciing c6 mot b
phan cam bién dé danh gia d6 day cua mdi to tién. Néu hai to tién bi ket véi nhau,
khi d6 thay vi duoc tra ra cho chu thé, to tién nay duoc chuyén vao mot thung loai
bo & trong may. May ciing s& 1am twong ty d6i véi cac to tién bi son, rach, bi gap.

S6 luong to gidy bac bi loai bo ciing dugc ghi lai, vi thé cha s¢ hitu may c6 thé
biét dugc chat luong cua nhitng to gidy bac dugc xép vao trong may. Mot ty 1é loai
bo cao s& cho thay céc to tién hodc co ché tra tién c6 van dé.

Két sit: bo phan chuyén biét dung dé chira tién trong may ATM.

3.2.2 Phin mém

Bao gom: bo diéu hanh (OS-operate system) c6 thé 1a windows hoic hé diéu
hanh ma nguén ma, phan mém diéu khién thiét bi, phan mém ty phuc hdi (truong
hop mét dién), phan mém hoan tra (reversal) va phan mém an ninh.
Chang han khi ngudi sir dung thé dang rat tién, dot nhién bi mat dién, ngudi ding
chua nhan duoc tién trong khi tai khoan da bj trir.

Dya vao phan mém phuc hdi va phan mém hoan tra, khi c6 dién lai may s& nhan
biét dugc tinh trang trudc khi dién tit va ty dong hoan tra sd tién chua 14y ra khoi
may vao tai khoan cua ngudi st dung. Phan mém an ninh s& bao mat cac thong tin
cho thé va pin.
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3.3 So luwgc vé viéc chuyén dén dir liéu giita may ATM véi ngin hang

LAN Banking"_

May

Cdp dona
20, AW =
—
| T

Modem HDSL Modem HDSL

)
23
-

|

(&

L )
| =500m - 6 Km |

Hinh 10: M6 hinh két ni gita may ATM véi ngan hang.

May ATM don gian 1a mot tram thu nhan dit liéu. Gidng nhu bat ky tram thu
nhan dit liéu nao khac, may ATM phai két ndi véi mot may chu (bd xir Iy chi) va
chuyén thdng tin qua may chi nay. May cha nay tuong ty nhu mot thiét bi cung cap
dich vu mang (Internet Service Provider - ISP) & chd né 1a cong vao ma qua do tat
ca cac mang ludi ATM khéc nhau tré nén c6 thé sir dung dugc dbi véi cha the
(ngudi mudn rat tién).

Hau hét cac may chu déu c6 thé két ndi duoc véi cac may ATM thué duong day
hodc cac may ATM quay sb. Cac may thué duong day néi truc tiép voi may chi qua
mot duong day dién thoai riéng gom 4 day, diém néi diém. Cac may ATM quay s6
ndi voi may chi qua mot duong ddy dién thoai thuong st dung mot modem va mot
s6 dién thoai mién phi, hoiac thong qua mot ISP st dung sé dién thoai dia phuong
qua mot modem.
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Méay ATM thué duong day riéng thich hop di véi cac diém giao dich sb lwong
I6n vi kha ning giao dich nhanh va may ATM quay s thich hop voi cac diém bén Ié
noi ma chi phi 12 mét yéu tb quan trong hon 1a téc do giao dich. Chi phi ban dau cho
moét may quay sé chi chua bang mot nira chi phi ban dau cho mot may thué duong
day. Céc chi phi hoat dong hang thang caa mot may quay sb chi 1a mét phan nhé so
véi chi phi hoat dong cia mot may thué duong day.

May chi ¢6 thé do mot ngan hang hodc mot t chic tai chinh so hiru, hoidc c6 thé
do mot nha cung cap dich vu doc 1ap so hitu. May chia do ngan hang so hitu thuong
chi phuc vu cac may ATM cua ngéan hang.

3.4 Bao mit trong hé thong may ATM

Dit liéu tir may ATM gtri t6i ngan hang déu duoc ma hoa, thuong 1a dung hé
thng 16bit, nhung nay c6 mot sé ngan hang trang bi hién dai hon, ma ho4 trén
bo 32bit, dam bao bao mat thong tin hon. Ma hoa s€ dua trén 1 key dugc cung
cap tir ngan hang cho mdi may, chir khdng dung chung giéng nhau cho tat ca
may ATM trén hé thong cta ngan hang, do d6 thong tin duoc bao mat rat tot.

Ngoai ra cac thong tin nhay cam trong ATM thuong dugc méd hod bang mot loai
ma hoa nao d6 nhu ma DES dién hinh trong ngan hang thuong sir dung Triple
DES.

Half Block (32 bits) Subkey (48 bits)

L

Hinh 11: So' @ ma DES.
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e Thuat toan bao mat DES va Triple-DES.

Vé mit khéi niém, thong thuong thuat toan ma hoa DES Ia thuat toan mo, nghia
13 moi ngudi déu biét thuat toan nay. Piéu quan trong nhat 12 chia khoa cua
DES c6 do dai téi 56 bit, nghia la so lan tht tdi da dé tim duoc chia khoa 1én
dén 2°56, trung binh 1a 255 = 36.028.797.018.963.968 1an, mot con sb rat 1on!.

DES duogc thuc hién nho cac phép dich, hoan vi va cac phép toan logic trén cac
bit. Mdi ky tu trong birc thu hay ban tin cin ma hoa duoc biéu dién boi 2 sb
hexa hay 8 bit. DES ma hoa timg khdi 64 bit tuong duong 16 s hexa. Pé thuc
hién viéc ma hoa DES st dung mot chia khoa cling duéi dang 16 s6 hexa hay 64
bit tirc 8 byte, nhung céc bit thir 8 trong cac byte nay bi bo qua trong khi ma hoa
vi vay do 16n thuc té cua chia khod 1a 56 bit. Vi dy, ta ma hoa mot ban tin hexa
"0123456789ABCDEF" v6i chia khoa 1a "SASA5ASA5ASASASA" thi két qua
1a "72AAE3B3D6916E92". Néu két qua nay duoc giai mi véi cung chia khoa
"SASASASASASASASA" thi ta s€& thu lai dugc ding ban tin
"0123456789ABCDEF".

DES bao gém 16 vong, nghia la thuat todn chinh dugc 1ap lai 16 lan dé tao ra
ban tin dugc ma hoa. ’ N
Thuat toan DES ma hoa doan tin 64 bit thanh doan tin ma hoa 64 bit. Néu moi
khdi 64 bit duoc ma hod mot cach doc 1ap thi ta c6 ché ¢o ma hoa ECB
(Electronic Code Book). C6 hai ché do khac cua ma hoa DES 1a CBC (Chain
Block Coding) va CFB (Cipher Feedback), né lam cho méi doan tin ma hoa 64
bit phu thudc vao cac doan tin trude d6 thong qua phép toan XOR.

Trong d6 Triple-DES chinh la DES véi hai chia khod 56 bit. Cho mot ban tin
can ma hoa, chia khoa dau tién duoc diung dé ma hoa DES ban tin d6, két qua
thu duoc lai dugc cho qua qua trinh giai ma DES nhung véi chia khod la chia
khod thtr hai, ban tin sau qua da duoc bién doi bang thuat toan DES hai lan nhu
vay lai dugc ma hoa DES véi mot 1an nita véi chia khoa dau tién dé ra duoc ban
tin m& hod cubi cung. Qua trinh ma hoa DES ba budc nay dugc goi 1a Triple-
DES.

e Xac thuc ma Pin:

Ma Pin dugc Xac thuc qua thuat toAn ma hoa va mot khoa bi mat, xac thuc off-
line va on-line.
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- Xac thyc on-line:

Khi & ché do nay ATM s& xac nhan ma Pin cua khach hang sau khi ma hoa s&
dugc giri toi trung tAm co sé dit liéu cua ngan hang dé so sanh.

- Xac thyuc off-line:

Khi ¢ ché d6 nay ATM xéc thuc ma Pin khong can két néi téi trung tdm co s
dir liéu cua ngan hang, no sé so sanh mé Pin do khach hang nhap vao véi ma
Pin dwoc ma hoa trong thé ATM, tuy nhién viéc thuc hién so sanh & cac may
ATM la turong d6i cham.

3.5 Nghiép vu giao dich tién trén may ATM

Khi mot cha thé muén thuc hién mot giao dich ATM, anh ta nhap vao nhiing
thong tin can thiét thdng qua bo phan doc thé va ban phim. May ATM gti théng tin
nay cho may chi, may chu s& truyén yéu cau giao dich dén ngan hang hoic dinh ché
phat hanh thé cua cha thé. Néu cha thé yéu cau tién mit, may cha tao ra mot giao
dich chuyén tién dién tr tir tai khoan séc cua khach hang sang tai khoan cia bén so
hitu may chi. Khi tién da duoc chuyén dén tai khoan tai ngan hang caa bén sé hitu
may chi, may chu giri mét ma sé chap thuan cho may ATM ra lénh cho may tra
tién. Sau d6 qua trung tam thanh toan b trir, may chu thuc hién chuyén tién cua chu
thé sang tai khoan caa don vi chap nhan thé thong thuong 1a vao ngay lam viéc hém
sau. Bang cach nay, don vi chap nhan thé dugc hoan lai tat ca sé tién ma may ATM
da tra.

- Dudi day la cach st dung mot loai mdy ATM thong dung. St dung may

ATM bang cach nhan vao phim hay cham vao man hinh & muc can chon. Man

hinh ctia may sé& hién ra 1an lugt cac budc sau

Budc 1: Pua thé vao khe cia may theo chiéu co chi thich trén may (Please

insert your card). Thong thuong mit c6 s6 thé ndi 1én trén. Cho trong gidy lat
(Please ait)
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Budc 2: Chon ngdn ngir (Select language). May sé& liét ké mot sé ngdn ngir dé
chu thé lra chon (Anh, Phéap, Trung Qudc,... ). Ngon ngit théng dung 13 tiéng
Anh

Bude 3: Nhap s6 PIN cua thé (Please enter your PIN - Personal Verification
Number). Trén may xut hién cac ky hiéu * khi nhap sé PIN vao may. Néu nhap
sai s6 PIN, nhin Clear va nhap lai s6 PIN ding. Nhin phim enter hay OK dé két
thuc.

Budc 4: Chon loai giao dich (Select Transaction): chon loai rut tién mat
(withdraw Cash).

Budc 5: Chon sb tién can rit (Select Amount). Chon mot trong nhiing sd tién
liét ké san trong may. Hodc tu nhdp sd tién bang cach nhin phim "Other" va
nhan phim "OK" hay "Enter" dé két thuc.

Budc 6: Chon loai tai khoan (Select Account): chon loai thé tin dung (Credit
Card Account).

Budc 7: Nhan tién khi may dua ra. Nhan thé khi may dua ra. Nhan hoa don do
may in ra
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3.6 Céc luvu d6 duoe sir dung trong may ATM

- Man hinh thao tac:

Common reference

Cancel

Timeout

<K

Idle Screen

Bad response

Idle Screen

[ Customer inserts card ]

Y
Please enter
your PIN

PIN
Verification

Verification

Y

Receive
Response

No

Yes

esponse
Status

Response

Bad
E"::g:‘sz Good Retained Force change PIN
FE: Err=0 =9052 First-use=1 ¢
~ Your PIN is Your card has been v
incorrect pliease retained please contact
fry again your bank
T PLEASE SELECT TRANSACTION |\|)
1 << Cash withdrawal Pin change>>
<< Balance inguiry Funds transfer>>
<< Mini statement Bank info>>
<< Purchase
v v v v »
@ % 5 Purchase
I
WTH INQ PCH STM TSF @ @ @
PPO QrPc RPO
Hinh 112: Man hinh thao tac.
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- Qué trinh kiém tra m pin:

(Insert card)

Read Success

Send ATMPCK
request

>(ERF\’OR Message>

HOST
Processing

v
Get response from
HOST

PIN check
SUCCEesSs

Success

Select Transaction Back to insert
menu card screen

Hinh 12: Qué trinh kiém tra ma pin
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- Qua trinh rat tién mat:

List of debit accounts
ATMLST

The multiple of

the amount are
dependonthe | Cancel
available ( Please select account
denomination X0 XH0000X >
: : 00000 00000
This machine can only 0000 230000000
dispense the amount in \ Xoox o0
multiple of xx,xx,xxx, Xxx Other el
Please enter your desired P Please select amount Cancel m
amount €< 100000 500000 >
<€ 1000000  Othen>
<< >
<< >
Amoun
alidation

Valid

Your amount is
Invalid

Please try again

Amount, transaction sequence
number and account number

% Unsucc @

Please take your card
(Then take your cash)

No Your card has been
retained please

Card taken

contact your bank

Your money has been purged
Please contact your bank

Please take your cash
f Cash taken
receipt

I Thank you forusing | [ Please take your
our ATM services | § receipt

Hinh 134: Qua trinh rat tién mit.

[ Please take your
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- Qua trinh thay d6i ma pin:

. Cancel
EI Please enter your new PIN
|_p

Y
[ Please reenter your PIN ]

Check pin digits,
PIN matching and compare
qid PIN and new PIN

PIN Old PIN the same Correct
Mismatch ¥ digits<6 ¢ as new PIN 1]
PIN mismatch Incorrect Pin length Your new PIN is the
Please try again Please try again same as your old PIN PIN
| Please try again - change
J pons
Y

Received
response

PIN change
response

Your PIN has been
changed successfully

Check accepted mode

Accepted=1
Normal PIN Print receipt if having fee
Force PIN change and vat
change Do you want to perform ‘
Accepted=2 another transaction? Main
Yes> Vi menu

No>

No
k- 1N

Hinh 145: Qu4 trinh thay déi ma pin.
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- Qua trinh kiém tra s6 du tai khoan.

List of inquirable accounts
ATMLST

Number of A/C
Display the A/C
Number and the A/IC >1
types
Please select account
Cancel < XXXXXXX XXXXXXXX >
XXXXX XXXXX
SXXXXXXX XXXXXXXX>
XXXX XXXXX
< Inquiry
» Reguest
ATMINQ
s Inquiry
- response
Received
response
Inguiry
response
Good
Your account balance
Please take vour Yes A Display A/C balance
balance reciipt ] Do you want areceipt? Details(booking balacnce and
Yo available balance)
No>
No

Hinh 156: Qua trinh kiém tra sé du tai khoan.
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- Qué trinh chuyén khoan.

List

N

No/Cancel

transferable
v account
A[ Choose source
| account List

creditable

Y
[ Choose or Enter ]

destination Account No
|

[ Destination Account No ]

Confirm

Destination
count N

Yes

Enter amount

y Yes
—
Display summary Fund
pe ? _ ( transfer
- Transfer
response

Received
response

Y
J

Transfer
response

[ Print receipt ]

Hinh 167: Quaé trinh chuyén khoan.
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- Qua trinh in hoa don giao dich.

List of inguirable accounts
ATMLST

Number of A/C
Display the A/C >1
Number and the A/C
types Please select account
< XXXXXXX XXXXXXXX >
Il |- XXX XX XXXXX
<XXXX XXX XXXXXXXX>
XX XX XXXXX
- Inquiry
»| Reguest
ATMSTM
b Inguiry
ke espons
Received
response
Inquiry
response
Good l
Please take your Yes PRINT Bank info\|
statement receipt
No

Hinh 178: Qua trinh in héa don giao dich.
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CHUONG 4: CHUAN ISO 8583
May ATM giao dich véi ngan hang théng qua hé théng Switching financial bang
cac thong diép theo chuan 1SO8583 trén nén TCP/IP.
Cac Switch c6 thé 1a Switch ciing hoiac Switch mém, trong d6 Switch cting la do
mot hang nao dé san xuat n6 da duoc tich hop cac phan mém can thiét, Switch mém
thuc chat 12 phan mém duoc cai dat trén Server.

0
L)
i

Middleware I1SO 8583 Interface
/\\ ) -

Banking System ‘ ‘
\
0 %@J |

smsBanking® mBanking® Banking®  pBanking® SWIFT MT

7

W= 1
W = 1

/s /\>

’

0/

W =1
WL
W=t

Hinh 189: Mb hinh lién két ndi gira may ATM véi h¢ théng ngan hang.

Trong d6 May ATM truyén di cac gbi Message thong qua ATM Network theo
giao thtrc 1SO 8583 trén nén TCP/IP t&i Middleware 1a mot hé thdng server duogc cai
dit cac phan mém tich hop nd 1a cau néi trung gian giira hé théng ngan hang va cac
kénh phan phdi ngan hang (vi du: May ATM, May Pos, phone banking, Internet
banking, mobile banking, ...)

4.1 Khai niém vé chuan ISO 8583

Tiéu chuan 1SO 8583 14 tiéu chuan tai chinh cho cac giao dich thé c6 tao ra céc
thong diép(messages) - trao d6i thong diép. vai cac dic tinh ky thuat duoc quy dinh
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thudc chuan quéc té 1a cac tiéu chuan cho céc hé thong trao ddi cc giao dich dién tu
cua cac may su dung thé thanh toan.

4.2 Cau tric message 1SO 8583

Cau trGc cua message ISO 8583 gdom: Théng diép chi thi (Message Type
Indicator), Cac Bitmaps, Cac yéu t6 dir liéu kém theo.

Message

Type Bitmaps
Indicator

% Thong diép chi thi:

La mot ma gom 4 ki tu, n6 chira thong tin vé cac kiéu message hién hanh, bao
gom nhirng thdng tin vé phién ban 1SO, chirc ning ctia message va ai da giri ching.

- ky tu dau trong 4 ky tu cua thong diép chi thi chira thong tin vé kiéu 1SO hién
hanh:

Ky tw dau cia thong diép

chi thi

OXXX Phién ban 1SO 8583-1:1987
IXXX Phién ban 1SO 8583-2:1993
2XXX Phién ban 1SO 8583-1:2003
IXXX Pé danh
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- ky tu thir 2 trong 4 ky tu cua thong diép chi thi xac dinh muc dich cta thdng
diép:

Ky tw thir 2 ctia thong diép chi

thi

X1IXX Thong diép ty quyén.
X2XX Thong diép tai chinh.

X3XX Thong di¢p tuong tac.
X4XX Gui lai thong diép.

X5XX Thong diép phan ludng .
X6XX Thong diép quan tri.

X7TXX Thong bao chi phi dong gop.
X8XX Diéu khién thong diép mang.
X9XX Pé danh.

- ky tu thur 3 trong 4 ky tu cta thong diép chi thi xac dinh chire nang cua théng
diép:

Ky tw thir 3 ctia thong di€p chi thi

XX0X Yéu cau.

XX1X Tra 10i yéu cau.
XX2X Huéng dan, tu van.
XX3X Tra 10i tu van.
XX4X Thong béo.

XX8X Ghi nhan.

XX9X Khong ghi nhan.
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- ky tu cudi trong 4 ky tu cua thong diép chi thi xac dinh xuat x& ctia thdng

diép:
Ky tw cudi ciia thong di¢p chi thi Dién ta

XXX0 Nhan dugc
XXX1 Nhén duoc 1an nixa.
XXX2 Phat di.
XXX3 Phat di 1an nixa.
XXX4 Khéc
XXX5 Lap lai 1an khéc.

Mot vi du minh hoa:

Thong diép tai chinh mang ma dinh danh 02XX: khi & trang thai nay nd sé bat
dau voi ma 1a 0200 tir noi yéu cau va sé& tra 1oi lai noi giri mot message Véi tiéu dé
0210 va chi ra rang d6 1a thong diép tra 16i tir nhitng yéu cau trude do.

System A > System B

Send 0200XXXXX
Reguest Message

Process Reguest
Messzage

A

System A

Receive Response
Transaction Finished

System B

Send 0210XXXXX
Response Message

Hinh 20: Trang thai théng diép giao dich Flow.
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Théng béo giao dich tai chinh cd thé duoc hoic tién té hay phi tién té.

Thong diép phi tién té 1a cac thdng béo hién dang c6 yéu cau tir phia hé thng tir
Xa va cé4c giao dich phi tién té khac.

Thong diép tién té 12 cac thdng bao yéu cau hé thdng tir xa ghi vao thé tin dung
hay thé ghi no mot sé tién vao tai khoan thé.

System A »  System B
Send 0400XXXXX Process Reversal
Reversal Reguest Message Reguest Message

System A < System B
Receive Response Send 041 0XXXXX
Transaction Finished Reverszl Response

Message

Hinh 19: Trang thai dap lai thong diép Flow.

Pap lai thong diép duoc xac dinh bai tidu dé 1a 04X X:

- Déi Véi cac tuong tac giao dich: duoc nhan biét 1a thong diép 0400 va cac may
chu tir xa s& dap ng lai cac yéu cau véi thong diép 0410

- Pi voi cac tuong tac phi giao dich: dugc nhan biét 1a thong diép 0420 va s&
duoc tra o1 véi thong diép 0430
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Vi du:

Khi mot théng diép dwoc gui di truée khi thanh céng vé giao dich tai chinh
(02XX) khi dang dugc xac lap tai thé tin dung ¢ may ATM,

Thong diép lap lai duoc tw dong guri di khi thiét bi yéu cau khdng nhan duoc cau
tra 1oi trong mot khoang thoi gian nhat dinh.

Cac thong diép duoc lap lai c6 dinh dang 0401 cho giao dich va 0421 cho cac phi
giao dich.

Loai thong diép tiép theo dugc nhan biét 1a thong diép 0800 hay mang quan ly
thong diép, loai thong diép nay duoc giri di dé kiém soat giao mang bang cach hd
tro hoac mé ta tinh trang hé théng hoac hé théng an ninh.

« Bitmap:

Trong chuan 1SO 8583, mot bipmap 1a mét linh vuc hodc linh vuc phu nao doé
d3a duoc quy dinh. Trong 1 thong diép c6 thé c6 téi 3 Bitmap. Trong 1 thong diép co
it nhat 1 bitmap, goi 1a bitmap chinh, nd chi ra phan tir dit liéu hién dién tir 1 t6i 64.
M6t bitmap phu ciing c6 thé duoc dua ra, bitmap nay chi ra su hién dién cua cac
phan tir Khac tir 65 t6i 128. Tuong ty, mot bitmap tha 3 ¢ thé duoc st dung dé chi
sur hién dién hoic ving mit trong linh vuc 129 téi 192, mic du nhitng dit liéu nay rat
it gap.

Cac bitmap c6 thé duogc truyén bang 8 bytes dir liéu nhi phan hoic 16 ki tu hex
0-9, A-F trong céc ki tw ASCII hoic bo ki tu EBCDIC.
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Hexadecimal Character Bit map represented

0000
0001

0010
0011
0100

0101
0110
0111

1000
1001
1010

1011
1100

1101
1110
1111

M| M| OO @|>|low|lo|lvNlou||w|N|F~,|O

Mot linh vuce duoc trinh bay khi c6 xuét hién cac bitmap tuong ng trong thong
diép, gia tri 1a 1 khi c6 mac 1a 0 khi vang mit cac linh vuc twong tng.
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Vi du:

Xac dinh hién dién ciaa linh vuc

4210001102C04804 2,7,12, 28, 32, 39, 41, 42, 50, 53, 62

7234054128C28805 2,3,4,7,11,12, 14, 22, 24, 26, 32, 35, 37, 41,
42,47, 49, 53, 62, 64 ,100.

8000000000000001 1, 64
0000000000000003 127,128
(bitmap Phu)

Giai thich bitmap thudc linh vuc 4210001102C04804

01000010 = 42x (Dém tir phia bén trai, Vi tri thir 2 va thir 7 12 bit 1, nén ¢6 su hién
dién cua linh vuc 2 va 7)

00010000 = 10x (hién dién cua linh vuc 12)

00000000 = 00x (Khong co linh vuc nao)

00010001 = 11x (hién dién cua linh vuc 28 va 32)

00000010 = 02x (hién dién cua linh vuc 39)

11000000 = COx (hién dién cua linh vuc 41 va 42)

01001000 = 48x (hién dién cua linh vuc 50 va 53)

00000100 = 04x (hién dién cua linh vuc 62)

0 10 20 30 40 50 60_ 64
1234567890123456789012345678901234567880823456789012345678901234 n-th bit
01000010000100000000000000010001 0100100000000100 bit map

- Céc linh vy xuat hién trong thong diép: 2, 7, 12, 28, 32, 39, 41, 42, 50, 53, 62
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< Yéu to dir ligu:

La cac yéu td dir liéu mang tinh chit ca nhan nhu cac linh vyc trién khai, cac
thong tin giao dich. Hién c6 dén 128 yéu tb dir liéu dau dugc xac dinh trong chuan
ISO 8583:1987 va 1én dén 192 yéu t6 dir liéu trong phién ban sau nay. Céc phién

ban ndm 1993 méi duoc thém vao cac dinh nghia, x6a mot s6 tuy nhién dinh dang

van khéng thay doi.

Trong khi d6 mdi yéu t dit liéu mang mét yéu td xac dinh y nghia va dinh dang,
mdi yéu td dir liéu dugc dién ta trong mot dinh dang chuan ma xac dinh noi dung
dugc cho phép cua cac truong(S6, nhi phan,...) va cac linh vuc(Hoic céc bién cd

dinh) theo bang sau:

Tén viét tit

a Alpha, bao gom ca ky tu tréng.
n Gia tri sb.
S Céc ky tu dac biét.
an Kiéu chit sb.
as Alpha va cac ky tu dac biét.
ns S6 va cac ky tu dic biét.
ans Kiéu chit s6, s6 va ky tu dic biét
b S6 nhi phan.
z 2 va 3 mé s6 cai dit nhu dugce dinh
nghia trong tiéu chuan 1SO 4909 va ISO
[ IEC 7813
.Or..or ... Bién chiéu dai.
XX OF XX OF XXX Chiéu dai c6 dinh hoac téi da cua
truong dir liéu.
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Ngoai ra, trong mdi truong co thé c¢b dinh hodc bién dbi chiéu dai. Néu cé thay
doi theo @6 dai thi d6 dai cua truong sé dugc chi ra bai bién bao do dai.

Loai

Cd dinh.

~ Bién khang chiéu dai khang

Y nghia

can.

LLVAR or (..xx)

Ch6 nao c¢6 LL <100, ¢6 nghia
1a hai chr s6 hang dau LL chi o
chiéu dai truong VAR

LLLVAR or (...xxx)

Chd nao co LLL <1000, c6
nghia la ba chir so dau LLL xac
dinh d6 dai cua truong VAR

2 n..19 S6 tai khoan chinh.

3 n-6 Pang xtr ly ma.

4 n-12 S6 tién giao dich.

7 n-10 Ngay va gio giao dich.

11 n-6 Hé thong theo dbi kiém toan sd.
12 n-6 Thoi gian, dia diém giao dich.
13 n-4 Ngay, dia diém giao dich

32 n..11 Noi nhan va ma s6 nhan dang.
39 an-2 M4 hoi dap.

48 asn...999 Céc dir lieu mang tinh chat tu nhan.
49 n-3 M tién té.

90 n-42 C4c yéu t6 dir liéu ban dau.
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Mot s6 vi du vé thong diép 1SO 8583:

This is an example ISO network management message.
0800823A0000000000000400000000000000042009061390000109061304200420001

This is an example ISO network management message response.
0810823A00000200000004800000000000000420090613900001090613042004200000103112

This is an example ISO financial transaction message.
0200323A40010841801038000000000000000004200508050113921208050420042251320720
00001000000115604080041101251146333156336000299

This is an example ISO financial transaction message response.
0210323A40010A4180103800000000000000000420050805011392120805042004225132072
000001000000115604000800411163011511463331563GBAAASDDERRR
1300101B54391001000017654350000000000090300000268410000000300000000000000898
100009431000000000000000000 000000000000000036000299

This is an example 1SO reversal message.
0400F23A40010841820200000040000000001911111111100000000001800000000000300000
908064651003316134519090809096010060002000000000003430003948
0380811001200000409656573320000000300000136003000331700039480908064651000000
0003132020000331609080645190000000020000000000000

This is an example ISO reversal message response.
0410F23A40010A4182020000004000000000191111111110000000000180000000000030000
090806465100331613451909080908601006000200000000000343000003948
0380811001200000628110012000004096565733236003000331700039480908064651000000
0003132020000331609080645190000000020000000000000

This is an example ISO reversal repeat message.
0401F23A40010841820200000040000000001911111111100000000001800000000000300000
908064652003316134519090809096010060002000000000003430003948
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0380811001200000409656573320000000300000136003000331800039480908064652000000
0003132020000331609080645190000000020000000000000

This is an example ISO reversal repeat message response.
0410F23A40010A4182020000004000000000191111111110000000000180000000000030000
090806465200331613451909080908601006000200000000000343940003948
0380811001200000409656573320000000300000136003000331800039480908064652000000
0003132020000331609080645190000000020000000000000

4.3 M@t s6 message trong 1SO 8583 - 1993
Bang tong luoc cac kiéu Message chinh duoc hd trg trong 1SO 8583-1993.

Nhom Ma Y nghia

(11xx) Thong diép uy quyén Hb tro xir ly trén thé tin dung
dugc phat hanh, cadc MDS qua tin
nhin yéu cau cap phép/01xx dén
va tir mang Banknet, thay mat
Banknet xtr ly. Tuy nhién cac
MDS chi lién lac v&i bo xir ly
bang céch str dung dinh dang tin
nhan giao dich tai chinh/02xx.

(12xx) Thong diép giao dich tai | 1200 | Yéu cau giao dich tai chinh.

chinh s . b ens
1210 | Tra loi yéu cau giao dich tai

chinh.

1280 | Ghi nhan giao dich tai chinh @

1290 | Phu nhan giao dich tai chinh.

1220 | Tu van giao dich tai chinh.

1230 | Tra loi tu van giao dich tai chinh.

(13xx) Thong diép tép tin thyuc thi. | 1302 | Yéu cau tép tin thyc thi.

1312 | Tra loi yéu cau tép tin thuc thi.

(14xx) Gtri lai thong diep ° 1420 | Nhan lai tu van.
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1430 | Nhan lai tra loi tu van.

1422 | Phéat lai tu van.

1432 | Phét lai tra 10 tu van.

(15xx) Thong diép phan ludng 1520 | Nhan lai phan ludng

1530 | Nhan lai tra 16i phan luong

1522 | Phét lai phan ludng .

1532 | Phét lai tra loi phan ludng .

(16xx) Théng diép tu van quan tri | 1620 | Tu van quan trj.

1630 | Hoi dap tu van quan tri.

1644 | Tu van quan tri ©

(18xx) Quan ly thong di¢p mang 1800 | Yéu cau quan ly mang ludi.

1810 | Hoi dap yéu cau quan ly mang
ludi.

1820 | Tu van quan ly mang.

Trong do:
Aqcuirer: Phia ngan hang.

Card issuer: don vi chap hanh thé (May ATM).

4.3.1 (11xx) Giao dich @ty quyén

Uy quyén 1a su chap thuan hoic dam bao sé tién trong tai khoan thé cua ngan
hang phat hanh.

Tin nhan yéu cau cap phép (01xx) c6 thé hd tro tim hiéu sé du giao dich.
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- Thong diép yéu cau uy quyén duoc ding khi cac giao dich c6 thé khong
hoan thanh tai diém cung cap dich vu cho dén khi nhian duoc théng diép
tra 1oi cho céc thao tac tiép theo.

- Théng diép yéu cau ay quyén hdi dap duoc dung dé dap lai théng diép
yBu cau uy quyén, nd cho biét sy chap thuan, sy dam bao vé tién té hoic
cac thao tac dugc dua vao xac dinh trong ma cac yéu to dir lieu kém theo
(Data elements).

- Thong diép tu van uy quyén dugc ding dé thong bao cho don vi chap
hanh thé (ATM) 14 1 giao dich uy quyén da dugc hoan thanh tai thoi diém
cung cap dich vu.

- Thong diép tu van ay quyén hdi dap dugc dung dé déap lai thong diép tu
van ay quyén, néu bén don vi chap hanh th¢ (ATM) chap thuan hoic ti
chéi chuyén giao tai chinh.

- Thong diép théng bao ay quyén duoc sir dung dé thong bao cho don vi
chap hanh thé (ATM) khi mot giao dich uy quyén di hoan thanh tai thoi
diém cung cap dich vu, khong c6 thong diép tra loi cho thong diép thong

bao uy quyen.
acquirer card issuer
1 ] 1100 or 1120 r ]
{ | > | Time
| | . | |
| | 1101 or 1121 | | | |
| R | ||
| | 1110 or 1130 | | | |
l |< <—] [ ]
| | | ] v

Hinh 20
1100/1101: yéu cau ay quyén/ nhic lai yéu cau uy quyén.
1110 : Tra loi yéu cau ay quyen.

1120/1121: Tu van ty quyén/ nhic lai tu van ay quyeén.

1130: Tra loi tu van ay quyén.
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acquirer card issuer
| ! 1140 r 1 Time

Hinh 213

1140: Théng béo ay quyén.

4.3.2 (12xx) Giao dich tai chinh

Giao dich tai chinh cho phép chap thuan cac (ng dung cua giao dich tién té vao

tai khoan thé thanh toan.

Puoc ap dung khi dit liéu chira trong cac giao dich ca nhan khong du dé cung

cap cho cac thong diép thyc té cua cac tai khoan tai hé thong xu Iy (card issuer).

- Thong diép yéu cau tai chinh duoc dung khi céc giao dich c6 thé khong

hoan thanh tai diém cung cap dich vu cho dén khi nhan dugc thong diép
tra 16i cho céc thao tac tiép theo. Viéc sir dung thong diép yéu cau tai

chinh khéng bao ham cac dich vu ma rong(vi du: dién thoai hoac mail).

- Thong diép yéu cau tai chinh hdi dép duoc dung dé dap lai Thong diép
yéu cau tai chinh, n6 cho biét sy chap thuan, sy dam bao vé tién té hoic
cac thao tac duoc dua vao xac dinh trong ma cac yéu té dir lieu kém theo

(Data elements).

- Théng diép tu van tai chinh duoc dung dé thong bao cho bén don vi chip
hanh thé (ATM) la mét giao dich tai chinh di hoan thanh tai thoi diém

cung cap dich vu.

- Thong diép tu van tai chinh hdi dap dugc dung dé dap lai thong diép tu
van tai chinh, néu bén don vi chip hanh thé (ATM) chap thuan hoic tur

chéi chuyén giao tai chinh.

- Thong diép théng bao tai chinh dugc sir dung dé théng bao cho don vi
chap hanh thé (ATM) khi mot giao dich tai chinh di hoan thanh tai thoi
diém cung cap dich vu, khong c6 thong diép tra loi cho thong diép thong

bao tai chinh.
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acquirer card issuer
f L1200 or 1220 ¢ ,
| I >— | Time
| I || | |
1 | 1201 or 1221 | | | |
l R IR >—| | |
1 | 1210 or 1230 | | | |
! |< - | |
[ I L S [y
Hinh 22
1200/1201: yéu cau tai chinh/ nhic lai yéu cau tai chinh.
1210: Tra 161 yéu cau tai chinh.
1220/1221: Tu vén tai chinh/nhic lai tu van tai chinh.
1230: tra 1oi tu van tai chinh.
acquirer card issuer
% u 1240 1 , Time
' > | |
| J L ) v
Hinh 23

1240: Théng bao tai chinh

4.3.3 (13xx) Tép tin thurc thi giao dich.

Thong diép tép tin thyc thi s& dugc dung dé thém, thay d6i, x6a bo hoic thay
thé mot tép tin, ho so.

Ngoai ra, thong diép tép tin thuc thi con c6 thé duoc s dung dé tham tra mot
tép tin hodc quan ly thé (vi du: bao c4o mat the)
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gender receiver
5 . 1304 or 1324
| I > | Time
| l || | |
l | 1305 or 1325 | | | |
l I >— | ||
| | 1314 or 133 | | | |
| < <— | |
L J = R S T 10
Hinh 24
1304/1305: Yéu cau tép tin thuc thi/ lp lai yéu cau tép tin thuc thi.
1314: Pép lai yéu cau tép tin thuc thi.
1324/1325: Tu van tép tin thuc thi/ Lap lai tu van tép tin thuc thi.
1334: Pép lai tu van tép tin thyc thi.
acquirer card issuer
. . 1344 1 1 Time
I > | |
| | L | v
Hinh 25

1344: Théng bao tép tin thyc thi.

4.3.4 (14xx) Chuyén doi giao dich.

Chuyén doi nay ¢6 the huy bé 1 phan hogc hoan toan giao dich trudc hoac cac
uy quyen giao dich.

acquirer card issuer

i Ry 1420 —— 9

l | > | Time
l I || ||

l | 1421 | ||

l R >—| ||

! | 1430 | ||

| |< 2 ||

L J L J v

Hinh 26
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1420/1421: Chuyén déi tu van/ Nhac lai chuyén d6i tu van.
1430: Dap lai chuyén doi tu van.

] 1 Time
l 1440 |
I > | |
| | J

f
|
|
|

Hinh 27

1440: Thdng béo chuyén doi.

4.3.5 (15xx) Phan ludng giao dich.

Phan ludng giao dich cung cép tong cac giao dich tai chinh giita 1 acquirer va 1
card issuer.

e Acquirer => Card issuer

acquirer card issuer

r ] 1500 or 1520 [ 1

l | o | Time
| | 1501 or 1521 | | | |

| R ICI I >—| ||

| | 1510 or 1530 | | | |

| < ] | |

[ ST e | [ Ay i

Hinh 30
1500/1501: Yéu cau phan ludng tir phia acquirer/ Nhac lai yéu cau phan ludng tir
phia acquirer .
1510: Tra 1o yéu cau phan ludng tir phia acquirer .

1520/1521: Tu van phan ludng tir phia acquirer/ Nhac lai tw van phan ludng tir phia
acquirer.

1530: Tra loi tu van phan ludng tir phia acquirer
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acquirer card issuer
M 1 f 7 Time
| I 1540 I | |
| fr—= > | |
L J | o — 1 5
Hinh 28
1540: Thong béo phan ludng tir phia acquirer.
e Card issuer => Acquirer
card issuer acquirer
r y 1502 or 1522 r |
| l > | Time
| | 1503 or 1523 || | |
| {5z = 2om = o oea =] ||
| | 1512 or 1532 | | |
| |<— <! | |
L J | i | v

Hinh 29
1502/1503: Yéu cau phan ludng tir phia card issuer/ Nhac lai yéu cau phan luong tir
phia card issuer.
1512: Pép lai yéu cau phan ludng tir phai card issuer.
1522/1523: Tu van phan ludng tir phia card issuer/ Nhac lai tu van phan ludng tir
phia card issuer.
1532: Pap lai tu van phan ludng tir phia card issuer.

acquirer card issuer

Time

1542

et

Hinh 30

1542: Théng béo phan ludng tir phia card issuer.
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4.3.6 (16xx) Théong diép tw van quan tri

Thong diép tw van quan tri dugc sir dung khi c6 t6i 2 thiét 1ap duoc xac dinh Ia can
thiét cho viéc trao doi théng tin (vi du: yéu cau chuyén doi )

sender

1604 ox 1624

receiver

I
1605 or 1625 |

1614 or 1634

f

e — e — — — —

Hinh 31

1604/1605: Yéu cau quan tri/ Nhac lai yéu cau quan tri.

1614: Pap lai yéu cau quan tri.

1624/1625: Tu van quan tri/ Nhac lai tu van quan tri.

1634: Pap lai tu van quan tri.

sender
r \ 1644

receiver

Hinh 32

1644: Théng bao quan tri.

4.3.7 (18xx) Quan ly thong diép mang

Quan 1y thong diép mang s& duoc sir dung dé kiém soat hé thong an ninh, diéu kién

hoat dong va cac thay doi trén mang.

- Thong diép trang thai hé théng: cd thé duoc dung dé thiét 1ap va bao cdo hé

thng hién tai va dua ra cac huéng dan lién quan toi cac thong diép xur ly khi

hé thong khong hoat dong. Thong diép nay dugc sir dung nhu 1a mot phan

cua hé théng khoi dong hoac tit may hoic nhu 1a mot phan cua chuong trinh

phuc hdi hé thng.
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Thong diép an toan hé thong: c6 thé dung dé kiém soét an ninh cua céc
phuong dién nhu: hé thdng quan ly khéa, mat khau va canh bao bao mat. Cac
thong diép nay c6 thé duoc sir dung nhu mot phan caa thu tuc an ninh(vi du
nhu ty dong thay d6i khoa dinh ky).

Thong diép tai khoan hé thong: co thé dugc sir dung dé xac dinh su két thic
cua khoang thoi gian phan ludng. Cac thong diép nay cé thé duoc sir dung
nhu mot phan cua tién trinh phan ludng. Thong diép tai khoan hé thong
khong bi tir chbi boi ngudi nhan, trix khi ¢6 ly do cu thé dugc quy wéc trude.
Thong diép hé théng kiém soat kiém toan: Co thé duogc sir dung dé kiém tra
tinh xéc thuc cua su thay d6i cac mdi quan hé hoic nhu 1a mot phan cua su
tich hop kiém tra hoac khéi phuc chuwong trinh that bai.

sender receiver
l 1804 or 1824 ,
| | >— | Time
| | || ||
| | 1805 or 1825 | | ||
| R >—| ||
I | 1814 or 1834 | | ||
| |< <— ||
| | { J v
Hinh 33
1804/1805: Yéu cau quan ly mang/ Nhac lai yéu cau quan ly mang.
1814: Pép lai yéu cau quan ly mang.
1824/1825: Tu van quan ly mang/ Nhic lai tw van quan ly mang.
1834: Pép lai tu van quan ly mang.
sender receiver
| ] [ 1 Time
l | 1844 | | |
| | > | |
| J | P | v
Hinh 34

1844: Thong bao tu van mang.
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CHUONG 5: KET QUA NGHIEN CUU HE THONG

5.1 Ly thuyét

Qua qué trinh nghién ctru dé tai “Nghién ciu mét so giai phap Cong nghé Théng
tin &ng dung trong may rat tién tw dogng ATM” em d3 hiéu rd duoc viéc &p dung
cdng nghé thong tin vao thuc tién cudc sdng va qua dé tai em dia nghién cau ky
nguyén ly hoat dong cua hé thbng mang @ng dung trong viéc tra tién tu dong théng
qua thiét bi ATM cua hé thong ngan hang dong thoi nghién ciu ha tang vién thong
mang cling véi nguyén Iy hoat dong va cu tao cia may ATM. Toan bo cac van dé
dd tim hiéu c6 thé tom tat thanh cac muc sau:

- Co so ly thuyét vé mang, bao mat, nguyén ly hoat dong.

- Bao mat thong tin trén mang.

- May ATM (Phan cting va phan mém) , chuyén dan dit liéu, nghiép vu giao

dich tién trén may, cac luu do.

- Giao thirc két truyén tin gita may ATM véi ngan hang (ISO 8583).

5.2 Thue tién
5.2.1 Van dé bao mit trén thé ATM

Van d& bao mat trén thé ATM hién nay con nhiéu I8 hong, bao mat con kém kha
nang lam gia va sao chép cao. Ké gian c6 thé mua thé nhua tring va may ghi thé
qua mang, sau d6 dung nhiéu thi doan danh cap théng tin thé va mat ma giao dich
cua chu thé. Cac thu doan d6 c6 thé 1a ding phan mém lap cac trang web gia cua
c4c cong ty ban hang qua mang, str dung céc thiét bi copy thé chuyén dung va nguy
trang chdng nham copy thong tin thé, gia trung binh mot bo thiét bi 1am the ATM
gia néu tim mua ding dia chi mat khoang 25 USD véi gia ré nhu vay viéc 1am the
gia 1a diéu trong d6i dé dang.
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Vi thé ATM sir dung cdng nghé thé tir ¢d nhiéu nhuoc diém vé bao mat nhu vay nén
phia ngan hang di str dung “Chir ky dién ti” dé nhan dién th¢ ATM vat ly nén cho
du ké gian c6 ma PIN, c6 tén khéach hang, c6 sé tai khoan ma khéng cé chiéc thé vat
ly thi van khong co cach nao tao thé gia duoc.

Ly do la trén cac track cua thé, ngoai thdng tin vé khach hang ra, con c6 thong tin da
dugc ma hoa kém theo “chir ky dién to” ma ngan hang ghi xubng thé dé xac dinh
danh tanh khach hang, cling nhu phat hién va ngan chin mot ngudi ¢d tinh thay doi
dir liéu trén thé.

Qua trinh tao va phat hanh th¢ cua ngan hang cling hoat dong tu dong hoan toan dua
trén thiét bi Hardware Security Module, nén ngay ca nhan vién ngan hang ciing
khong thé nao tao chir ky dién tir hay giai ma duoc cac track thong tin di mi hoa
nay.

Riéng vé ma PIN thi do viéc 1am gia thé tir ATM rat d& nén nguoi ta phai sir dung
ma PIN va cong nghé ma hoa dé bao mat giao dich. Tuy nhién, ké gian cé thé dung
cac dau doc thé nguy trang dé copy thé vat Iy caa khach hang. Cac thé nay tuy Ia the
gia song né lai mang thdng tin va s PIN cua thé that, vi vay hoan toan tuwong thich
khi thuc hién cac giao dich rat tién tai may rut tu dong.

ATM dé& bj trom 1a do st dung thé tir thiéu tinh bao mat, néu st dung céng nghé
thé chip s& an toan hon vi mirc d6 bao mat cua thé chip gip 13 lan thé tir. Vé mat
cdng nghé, thé chip gidng mot may tinh, c6 thé luu trir va xa ly théng tin. Tuy
nhién, van dé nan giai 1a thé chip mic hon 3- 4 1an so vai thé tir, va cac ngan hang
mudn str dung loai thé nay phai dau tu lai todn bo hé théng may madc véi chi phi
khong 16.

Tuy nhién xét vé khia canh bao mat va nhitng thiét hai néu xay ra thi nén chon cong
nghé thé sir dung chip, tuy c6 dau tu ton kém hon thé Tir nhung véi nhitng tién loi

va muc d6 an toan ma n6 dem lai thi thuc sy dang dé luu tam.
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5.2.2 Van dé bao mit trong qua trinh truyén dir liéu giira ATM vé6i ngan hang.

Con vé van dé bao mat trong qua trinh truyén dan dit liéu gitta may ATM véi ngan
hang em thiy rang twong dbi an toan do tat ca dir liéu truyén giita may ATM va hé
thdng may chu cia ngan hang déu dugc ma hoa bang cac chuan ma héa do chinh
Vién Tiéu chuin va Cong nghé My (NIST) ban hanh nhu AES (Advanced
Encryption Standard) hay 3DES (Triple Data Encryption Standard).

Tat ca cong doan ma hoa va giai ma dit liéu truyén tir may ATM vé hé théng may
cha cua ngan hang déu duoc thuc hién boi cac thiét bi chuyén dung (trong chuyén
mon ngudi ta goi 14 Hardware Security Module). Céc thiét bi nay duoc thiét ké nhu
mét hop den, luu trit key dé giai ma va ma hoa dir lieu mot cach hoan toan ty dong,
khong tiét 16 bat ky thdng tin nao ra bén ngoai, ké ca nhan vién cia ngan hang ciing
khdng biét duoc nén co thé yén tam vé tinh bao mat cua n6

Qua két qua nghién cizu kién thire trong do &n c6 thé 1a tai liéu tham khdo chuyén
sAu cho nhing ai quan tam dén linh vuc ndy. Do thoi gian tim hiéu dé tai khong
nhiéu va véi trinh dg con han ché nén em khong tranh khéi nhieng thiéu xot, em rat
mong nhdn duwoc Sw chi bdo, gop ¥ tan tinh tz phia Thay Cb.

Em xin chan thanh cam on!
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