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GIOI THIEU

Con nguoi luén c6 nhu ciu trao do6i théng tin véi nhau. Nhu cau d6 ting cao
khi cac cong nghé méi ra doi dap ung cho viée trao dbi thong tin ngay cang nhanh.
Chung ta van khong quén viée chiéc may dién thoai ra doi da 1a budc tién vuot bac
trong viéc rat ngin khoang cach dang ké ca vé thoi gian va khong gian gitta hai bén
mudn trao d6i thong tin. Nhitng burc thu hay dién tin dugc giri di nhanh hon khi cac
phuong tién truyén thong phat trién. Dac biét hon 1a tir khi Internet xuét hién, dudng
nhu yéu cau trao d6i thong tin cua chiing ta dugc dap tng ngay khi 4n phim “send”.
S& con rat nhiéu tién ich ma cic cong nghé méi di dem lai cho chung ta trong moi
linh vuc Kinh té-Vin héa-Gido duc-Y té...

fch loi cua Internet mang lai ddi véi xa hoi 13 vo cing, nhung ciing khong thé
khong ké dén nhitng mit trai cua n6 khi con nguoi sir dung né véi myc dich khong
t6t. Vi vay ma ddi véi nhitng thong tin quan trong khi truyén trén mang nhu nhiing
ban hop dong ky két, cac van kién mang tinh bao mat... thi van dé quan tdm nhat d6
1a ¢6 truyén duoc an toan hay khong?

Do vay dé chéng lai sy tin cong hay gia mao, thi nay sinh yéu ciu 1a can
phai 1am thé nao cho van ban khi duoc giri di s& “khong duoc nhin thay”, hoic
khong thé gia mao vin ban, du c6 xdm nhip dugc vao vin ban. Nhu cau d6 ngay
nay di duoc dap ung khi cong nghé ma hoa va chir ky sé ra doi. Vi cong nghé nay,
thi da tro gitp con nguoi giai quyét dugc bai toan nan giai vé bao mat khi trao doi
thong tin.

Cung voi sy phat trién ctia mat ma khoa cong khai, nguoi ta da nghién ctiu
va dua ra nhiéu phuong phép, nhiéu k§ thuat ky bang chir ky s6 ing dung trong cac
hoat dong kinh té, xa hoi. Chéng han nhu cac ung dung trong thuong mai dién tu,
cac giao dich cua céc chu tai khoan trong ngan hang, cac trng dung trong chinh phu
dién tur doi hoéi viéc xac nhéan danh tinh phai dugc dam bao.

Ngay nay chit ky s6 duoc sir dung trong nhiéu linh vuc nhu trong kinh té véi
viéc trao doi cac hop dong giira cac ddi tac kinh doanh, trong xa hoi 14 cac cudc bo

phiéu kin khi tién hanh bau ctr tir xa, hay trong cac cudc thi pham vi rong 16n.



Mot s6 chit ky dd duoc xay dung 1a: chit ky RSA, chit ky ELGAMAL, chi
ky DSS, chir ky RABIN... Mic du cac chit ky s6 con nhiéu han ché nhu 14 vé kich
thude chir ky, hay kha ning chéng gia mao chua cao... nhung nhitng kha ning ma
né dem lai 1 rét hitu ich.

RSA (Rivest-Shamir-Adleman): nam 1977, R.1. Rivest, A. Shamir va L.M.
Adleman dé xuit mot hé mat ma khoa cong khai ma dg an toan cua h¢ dya vao bai
toan khé “phén tich s nguyén thanh thira s6 nguyén t6”, hé ndy tré thanh mot hé
noi tiéng va mang tén 1a hé RSA.

ELGAMAL: h¢ mat ma ElGamal dugc T. ElGamal dé xu4t nim 1985, do an
toan cua hé dua vao do phuc tap cia bai toan tinh logarit ro1i rac.

DSS (Digital Signature Standard) dugc dé xuat tir nam 1991 va dugc chap
nhan vao cudi nam 1994 dé su dung trong mot s6 linh vuc giao dich dién tu tai Hoa
Ky. DSS dya vao so d6 chit ky ElGamal v6i mot vai stra doi.

RABIN: h¢ ma hoa khoa cong khai dugc M.O. Rabin dé xuét nam 1977, d6
an toan ctia hé dua vao bai toan kho “phan tich sd nguyén thanh thira s6 nguyén t5”.

Khi néi dén chit ky dién tir, chiing ta luén 1ay muyc tiéu an toan 1én hang dau.
Mot chit ky dién tir chi thuc su dugc ap dung trong thuc té néu nhu n6 duoc ching
minh 13 khong thé gia mao. Muyc tiéu 16n nhat ciia ké tdn cong cac so d6 chir ky
chinh 13 gia mao chit ky, diéu nay c6 nghia ké tin cong s& sinh ra duoc chit ky cta
nguoi ky 1én thong diép, ma chir ky nay s& dugce chap nhin bai nguoi xac nhan.
Trong thuc té cac hanh vi tin cong chit ky dién tir 13 hét stc da dang. D6 ciing 1a
van dé chinh dugc nghién ciru trong luan van “Nghién ctru mét sb loai tan cong chir
ky s6”. Noi dung chinh cua luan vin nay bao gdm 2 chuong:

Chuong 1: Mot s6 khai niém co ban .

Chuong 2: Tan cong chit ky sd.



Chuwrong 1. MOT SO KHAI NIEM CO BAN
1.1. CAC KHAI NIEM TRONG TOAN HQC
1.1.1. Mot s6 khai niém trong sé hoc

1.1.1.1. Sé nguyén to

1/. Khai niém

S6 nguyén t0 1a sO ty nhién 16n hon 1 va chi c6 hai uéc l1a 1 va chinh né.

2/. Vi du:
Cacsb2,3,5,7, 11,13, 17,19, 23, 29, 31, 37 1a s6 nguyén t6.
S6 2 1a s6 nguyén to chdn duy nhat.

Sb nguyén té ¢ vai trd va y nghia to 16n trong s6 hoc va 1y thuyét mat ma.
Bai toan kiém tra tinh nguyén t6 cia mot s6 nguyén duong n va phan tich mot sd n
ra thira s6 nguyén t0 1a cac bai toan rat dugc quan tam.

Vi du: 10 sé6 nguyén t6 lén di dwoc tim thdy [33]

rank | Prime Digits Who | when | reference

1 2 32582657 _ 1 9808358 G9 2006 | Mersenne 44??
2 230002451 _ 9 9152052 G9 2005 Mersenne 43??
3 22596451 _ 7816230 G8 2005 | Mersenne 42?7
4 224036583 _ 1 7235733 G7 2004 Mersenne 41??
5 220996011 _ 9 6320430 G6 2003 Mersenne 40??
6 213466917 _ 1 4053946 G5 2001 Mersenne 39??
7 19249, 2130188 + 1 3918900 SB10 | 2007

8 27653. 29 +1 2759677 SB8 | 2005

9 28433, 27897 +1 2357207 SB7 | 2004

10 33661. 27 + 1 2116617 SB11 | 2007



1.1.1.2. Udc so6 va béi so
1/. Khai niém

Cho hai s6 nguyén a va b, b # 0. Néu c6 mot sé nguyén q sao cho a = b*q, thi
ta néi rang a chia hét cho b, ki hiéu b\a. Ta ndi b Ia wéc clia a, va a 1a bgi clia b.
2/. Vi du:

Choa=6,b=2,taco 6=2%3, ky hié¢u 2\6. O day 2 1a uwdc cua 6 va 6 1a boi
cua 2.

Cho cac s6 nguyén a, b # 0, ton tai cip s6 nguyén (q, r) (0 < r < /b/) duy nhat
sao cho a = b*q + r. Khi d6 q goi 1a thwong nguyén, r goi 12 s6 duw ctia phép chia a
cho b. Néu r = 0 thi ta c6 phép chia hét.
Vi du:

Choa=13,b=5,tacd 13 =5*2 + 3. O day thuong l1a q=2, s6 du la r = 3.

1.1.1.3. Uéc sé chung va bgi sé chung
1/. Khai niém

S6 nguyén d duoc goi 1a wdc chung cta cac sd nguyén a,,a,,...,a,, néu no la
wéc cia tat ca cac so do.

S6 nguyén m duoc goi 13 bdi chung cia cac sd nguyén a,,a,,... a,, néund 1a
béi cua tat ca cac sb do.

Mot udc chung d > 0 cia cac sb nguyén a,,a, ..., a,, trong d6 moi wdc chung
cla a,,a,,...,a, déu la udc cua d, thi d dugc goi 1a wée chung lon nhit (UCLN) cla
a,,a,,.,a,. Ky hitcud =gecd (a,,a,,..,a,) hayd = UCLN(4a,,a,,..,a,).

Mot bdi chung m > 0 ciia cac sd nguyén a,,a,,..., a,, trong d6 moi bdi chung
clia a,,a,,..,a, déu la boi caa m, thi m dugc goi 13 i chung nhé nhit (BCNN)
cua a,,a,,..,a,. Ky hitcu m=Ilcm(a,,a,,.,a,) hay m = BCNN(a,,a,,.., a,).

2/. Vi du:
Choa=12,b=15, gcd(12,15)=3, Icm(12, 15) =60.



1.1.1.4. Sé nguyén té ciing nhau
1/. Khai niém

Néu gcd(a,,a,,...a,) = 1, thi cac sb a,,a,,...,a, goi la nguyén té cing nhau.
2/. Vi du:

Hai s6 8 va 13 1a nguyén té cing nhau, vi gcd(8, 13) = 1.

1.1.1.5. Khdi niém Dong dw
1/. Khai niém
Cho hai s6 nguyén a, b, m (m > 0). Ta néi rang a va b “dong dw” voi nhau
theo modulo m, néu chia a va b cho m, ta nhin dugc cing mot sd du.
Ky hiéu: a=b (mod m).
2/. Vi du:
17 = 5 (mod 3) vi chia 17 va 5 cho 3, dugc cung s6 du 14 2.

1.1.2. Mt s6 khai niém trong dai s6
1.1.2.1. Nhém
1/. Khai niém
Nhom la mét bdi (G, *), trong d6 G = &, * 1a phép toan hai ngoi trén G thoa
man ba tinh chét sau:
+ Phép toan c6 tinh két hop: (x*y)*z =x*(y*z) véimoix,y, z € G.
+ C6 phan tir trung ldp e € G: x*e=e*x=x véimoix € G.
+ Véimoi x € G, co phﬁn to nghich ddo x* € G: x*x’ =x"*x =e.
Cip ciia nhém G duoc hiéu 13 s6 phan tir cia nhom, ky hiéu 13 |G|.

Cap cua nhom co6 thé 1a oo néu G ¢6 vo han phan tir.

Nhom Abel 1a nhom (G, *), trong d6 phép toan hai ngoi * c6 tinh giao hoan.
Tinh chdt:  Néu a*b =a*c, thib=c.

Néu a*c = b*c, thia=b.



2/. Vi du:

* Tap hop cac s6 nguyén Z cliing v&i phép cong (+) thong thuong 1a nhém giao
hoan, ¢6 phan tir don vi 1a s6 0. Goi 1a nhém céng cac sd nguyén.

* Tap Q" cac sd hitu ty khac 0 (hay tdp R” cac s thuc khac 0), cung v6i phép nhan
(*) théng thuong 13 nhém giao hoan. Goi 1a nhém nhan cac sb hitu ty (s thuc)
khéac 0.

* Tap cac vecto trong khong gian vo1 phép toan cong vecto la nhom giao hoan.

1.1.2.2. Nhom con ciia nhom (G, *)

1/. Khai niém

Nhom con ctia G la tdp S © G, S # ¢, va thoa min céc tinh chét sau:

+ Phan tir trung 14p e cia G nam trong S.

+ S khép kin d6i voi phép tinh (*) trong G, tirc 1a x*y € S véimoi x,y € S.

'eSvoimoix €8S.

+ S khép kin d6i voi phép lay nghich dao trong G, tlrc x
1.1.2.3. Nhém Cyclic
1/. Khai niém

Nhom (G, *) duoc goi 1a Nhém Cyclic néu n6 dugc sinh ra béi mot trong cac
phan tir ctia no.

Tac la co phén tr g € G ma véi mdi a € G, déu tdn tai n € N dé
g"=g*g*..*g=a. (Chly g*g*..*glag*g vain lan).

Noi cach khéc: G dugc goi 1a Nhém Cyclic néu ton tai g € G sao cho moi
phan tir trong G déu 1a mot liiy thiva nguyén nio d6 cia g.
2/. Vi du:

Nhoém (Z*, +) gém cac s6 nguyén duong 1a Cyclic véi phan tir sinh g = 1.



1.1.2.4. Tap thang dw thu gon theo modulo
1/. Khai niém

KihiéuZ ={0, 1, 2, ..., n-1} 1a tip cac sb nguyén khong 4m < n.
Z . va phép cong (+) 1ap thanh nhém Cyclic ¢ phan ti sinh 13 1, phan tir trung lap
e=0.(Z,,+) goi la nhom cong, d6 1a nhém hiru han co céap n.

KihiéuZ® ={x € Z,, X languyén tb cing nhau véi n}. Ttrc 1a X phai = 0.
Z" duoc goi 1a Tdp thing dw thu gon theo mod n, c6 sb phan tir 1a ¢(n).
Z" véi phép nhan mod n lap thanh mot nhém (nhém nhan), phan tir trung lap e = 1.
Tong quat (Z, phép nhan mod n) khong phai 1a nhom Cyclic.
Nhom nhan Z* 1a Cyclic chi khi n c6 dang: 2, 4, p“hay 2p* véi p 1a nguyén t6 1é.
2/.Vidu: Chon=21,Z" ={1,2,4,5, 8,10, 11, 13, 16, 17, 19, 20}.
1.1.2.5. Phén tir nghich ddo déi véi phép nhén
1/. Khai niém

Choae Z,,néutdntai b e Z, sao choab =1 (mod n), tandi b 1a phin tir
nghich ddio cta atrong Z, vaky hiéua™.
Mot phan tir ¢ phan tir nghich ddo, goi 1a kha nghich.
2/. Vidu: Tim phan tir nghich dao cta 3 trong Z,

Ttc 1a phai giai phuong trinh 3 X =1 (mod 7), x s& 1a phan tir nghich dao cua 3.

I g; u; V; y
1 7 1 0

1 3 0 1 2
2 1 1 -2 3
3 0

Vit=V,=-2<0dodox=a":=1+n=-2+7=5,
Vay 5 1a phan tir nghich déo caa 3 trong Z, .

10



1.1.3. D¢ phirc tap ciia thuit toan
1.1.3.1. Khai ni¢m bai todn
Bai toan duoc dién dat bang hai phan:

Input:  Céc dit li¢u vao cua bai toan.

Ouput: Céac dit liéu ra cta bai toan (két qua).

Khong mat tinh chit tong quat, gia thiét cac di liéu trong bai toan déu 1a sé nguyén.
1.1.3.2. Khai niém Thudt todan

“Thudt todn” dugc hiéu don gian 13 cach thic dé giai mot bai toan. Ciing ¢ thé
duogc hiéu bang hai quan niém: Truc giac hay Hinh thtrc nhu sau:

1/. Quan niém trye giac vé “Thuit toan”.

Mot cach truc giac, Thuat toan dugc hiéu 1a mot day hiru han cac qui tac (chi
thi, ménh 1énh) mo td mot qué trinh tinh todn, dé tir dit liéu da cho (Input) ta nhan
dugc két qua (Output) ciia bai toan.

2/. Quan niém toan hoc vé “Thuit toan”.

Mot cach hinh thirc, nguoi ta quan niém thuat toan 1a mot may Turing.

Thudt todn dugc chia thanh hai loai: Pon dinh va khong don dinh.
Thuit toan don dinh (Deterministic):

La thuat toan ma két qua ctia moi phép toan déu duge xac dinh duy nhat.
Thuit toan khong don dinh (NoDeterministic):

La thuat toan co it nhat mot phép toan ma két qua cua n6 1a khong duy nhat.
1.1.3.3. Khdi ni¢m D¢ phirc tap ciia thudt todn

1/. Chi phi cia thuit toan (Tinh theo mot bo dir li€u vao):

Chi phi phai tra cho qua trinh tinh toan gdm chi phi vé thoi gian va bo nhd.
Chi phi thoi gian cua mot qué trinh tinh toan 1a thoi gian can thiét dé thuc hién mot
qua trinh tinh toan. Vi thuat toan tya Algol: Chi phi thoi gian 1a s6 cac phép tinh
co ban thyc hién trong qua trinh tinh toan.

Chi phi by nhé ciia mot qua trinh tinh toan 1a sb 6 nhé can thiét dé thuc hién mot
qua trinh tinh toan. Goi A la thuat toan, e la dir liéu vao cua bai toan da dugc ma
hoa bang cach nao d6. Thuat toan A tinh trén di liéu vao e phai tra mot gia nhat

dinh. Ta ky hiéu: t,(e) 1a gia thoi gian va | , (e) 1a gia bd nhé.

11



2/. P phirc tap vé bd nhé (Trong truomg hop xdu nhat):

L, (n) =max{ |, (e), véi|e| < n}, n 1a “kich thudc” dau vio cua thuat toan.

3/. Po phirc tap thoi gian (Trong truwdng hop xiu nhat):

T,(n) =max{t,(e), voi |e| < n}.

4/, Do phire tap ti€ém can: Do phirc tap PT(n) dugc goi 1a tiém can tdi ham f(n) ky

hiéu O(f(n)) néu 3 cac sé n,, ¢ ma PT(n) < c.f(n), vn>n,.

5/. D phirc tap da thirc:

Do phic tap PT(n) duoc goi da thire, néu né tiém cdn téi da thice p(n).

6/. Thuat toan da thirc: Thuat toan dugc goi la da thirc, néu do phtic tap vé thoi
gian (trong trudng hop x4u nhét) cta né 13 da thikc.

Noi cach khac:

+ Thuét toan thoi gian da thirc 1a thuat todn c6 do phire tap thoi gian O(n'), trong
d6 t 1a hang sb.

+ Thuét toan thoi gian ham mii 13 thuat toan c6 do phuc tap thoi gian Ot ™),

trong d6 t 1a hang s6 va f(n) 1a da thtic ctia n.

* Thoi gian chay ciia cdc lop thudt toan khac nhau:

Do phc tap S6 phép tinh (n=10°) | Thoi gian (10°phép tinh/s)
0() 1 1 micro giay
o(n) 10° 1 giay
O(n?) 10* 11,6 ngay
o(n?) 10% 32 000 nim
o@2") 1030100 10%9% tydi ctia vil tru

12




Chay

- C6 nguoi cho rang ngdy nay may tinh véi toc do rat 16n, khong can quan tim
nhiéu t&i thuét toan nhanh, ching to1 xin dan mot vi du d3 duoc kiém ching.

- Bai toan xtr Iy n ddi turong, c6 ba thudt toan véi 3 mirc phire tap khac nhau s& chiu
3 hau qua nhu sau: Sau 1 gio:

Thuat toan A c6 do phuc tap O(n) . xir 1y duoc 3,6 triéu d6i tuong.

Thuat todn B ¢6 do phtc tap O(n logn) : xu ly dugc 0,2 tri¢u doi tuong.

Thuat toan C c¢6 do phtic tap O(2") . xu ly duge 21 dbi tuong.

1.1.3.4. Khdi niém “din vé dwgc”

Bai toan B duoc goi 1a “Dén vé dwec” bai todn A mot cach da thikc
ky hiéu: B oc A, néu c6 thuat toan don dinh da thire dé gidi bai toan A, thi cling c6
thuat toan don dinh dé giai bai toan B.

Nghia la: Bai toan A “khé hon” bai toan B, hay B “dé” hon A, B dugc dién
dat bang ngdn ngit cta bai toan A, hay c6 thé hiéu B 1a trudng hop riéng caa A,

Vay néu giai duoc bai toan A thi cling s& giai dugc bai toan B.

Quan hé o ¢6 tinh chat bic cau: Néu C o« Bva B o« A thi C o« A.

1.1.3.5. Khdi niém “kho twong dwong”
Bai toan A goi la “kh6 tuwong duong” bai toan B, ky hi¢u A ~ B,

néu: A c BvaB o A

1.1.3.6. Lép bai toan P, NP

Ky hiéu:

P 13 16p bai toan giai duoc bang thuit toan don dinh, da thic (Polynomial).
NP 1a 16p bai toan giai dugc bang thuat toan khong don dinh, da thirc.
Theo dinh nghia ta c6 P < NP.

Hién nay ngudi ta chua biét duge P = NP ?
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1.1.3.7. Lép bai toan NP — Hard

Bai toan A duoc goi 1a NP - Hard (NP - kho) néu VL € NP déu la L o< A.
L6p bai toan NP - Hard bao gom tit ca nhitng bai toan NP - Hard.

Bai toan NP - Hard c6 thé nim trong hodc ngoai 16p NP

1.1.3.8. Ldp bai toan NP — Complete

Bai toan A dugc goi 1a NP - Complete (NP-day du) néu A 1a NP - Hard va A € NP.
Bai toan NP - Complete | bai toan NP - Hard nam trong 16p NP.

L6p bai toan NP - Complete bao gom tat ca nhirng bai toan NP - Complete .

Lp NP — Complete 1a c6 thuc, vi Cook va Karp di chi ra BT dau tién thudc 16p
nay, do la bai toan “thoa dugc”: SATISFYABILITY.

1.1.3.9. Ham m¢t phia va ham cira sap mot phia

1/. Ham f(x) duoc goi 1a ham mgt phia néu tinh “xuéi” y = f(x) thi “dé”, nhung
tinh “ngwoc” x = £71(y) lai rat “khé”.

Vi du:

Ham f(x) = g* (mod p), voi p 1a s6 nguyén t6 16n, (g 1a phan tir nguyén thuy mod p)
l1a ham mot phia.

2/. Ham f(x) dugc goi 1a ham cita sdp mét phia néu tinh y = f(x) thi “dé”,

tinh x = f(y) lai rit “khé” . Tuy nhién c6 cira s6 sap z dé tinh x = f(y) 12 “dé™.
Vi du:

Ham f(x) = x* (mod n) (véi n 1a tich ctia hai s6 nguyén t 16n n = p*q) 1a

ham mot phia. Néu chi biét a va n thi tinh x = f(y) rat “khé” , nhung néu biét

ctra sdp p Va g, thi tinh duoc f(y) lakha “dé”.
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1.2. VAN PE MA HOA DU LIEU
1.2.1. Khai niém Ma héa
Dé bao dam An toan thong tin (ATTT) luu trit trong mdy tinh (gitt gin
thong tin c¢b dinh) hay bao dam An toan thong tin trén dudng truyén tin (trén mang
may tinh), ngudi ta phai “Che Gidu” céc thdng tin nay.
“Che” thong tin (dit liéu) hay “Md héa” thong tin 12 thay déi hinh dang
thong tin gdc, va ngudi khic “khd” nhan ra.
“Gidu” thong tin (dit lidu) 1 cdt gidu thong tin trong ban tin khac, va nguoi
khac cling “kho” nhan ra.
Trong phan nay chung ta ban vé “Ma héa” thong tin.
1/. H¢ ma hoa:
Viéc ma hoa phai theo quy tic nhat dinh, quy tic d6 goi 13 Hé ma héa.
HE ma hoa dugc dinh nghia la by nam (P, C, K, E, D), trong d6:
P 1a tap hitu han cac bdn ré c6 thé.
C La tap hitu han cac bdn ma co thé.
K 1a tap hiru han cic khoa co thé.
E 1a tdp hiru han cac ham 1ap ma.
D latap cac ham giai ma.
Voikhoa lap ma ke € K, cohamldgpma e, e E, e,: P> C,
Vi khoa giaima kd € K, c6 ham giaima d, e D, d,: C > P,
saocho d,, (e.(X)) =%, VxeP.
O day x duoc goila ban ré, e, (X) duoc goila bdn ma.

2/. Ma hoa va Giai ma:

Nguoi gui G - > e.(T) — — Nguoi nhan N
(c6 khoa lap mé ke) (c6 khoa giai ma kd)
1

Tén tic c6 thé trom ban ma e, (T)
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Nguoi giri G mudn gtri ban tin T cho ngudi nhan N. Dé bao dam bi mat, G
ma héa ban tin bang khoa 1ap ma ke, nhan dugc ban ma e, (T), sau d6 giri cho N.
Tén tic co6 thé trom ban ma e, (T), nhung ciing “khé” hiéu dugc ban tin gbc T néu
khong c6 khoa giai ma kd.

Nguoi N nhin duge ban mé, ho dung khoa giai ma kd, dé giai ma e (T),
s& nhan dugc ban tin gbc T = d,, (e, (T)).
1.2.2. Phan loai ma hoa

Hién c6 2 loai ma hoa chinh: mi héa khoa ddi xting va mi hoa khoa cong khai.

Hé mi héa khoéa ddi xirng co khoa 1ap ma va khoa giai ma “giéng nhau”,
theo nghia biét duoc khoa nay thi “dé” tinh duoc khoa kia. Vi vay phai giit bi mat
ca 2 khoa.
Hé mi héa khéi cong khai co khoa 1ap mi khac khoa giai ma (ke = kd), biét dugc
khoéa nay cling “kho” tinh dugce khoa kia. Vi vay can bi mat khoa gidi ma, con
cong khai khoa 1ap ma.
1.2.2.1. H¢ md héa khéa doi xirng

Ma héa khéa doi xieng 12 Hé ma hoa ma biét dugce khoa 1ap ma thi co thé
“dé&” tinh duoc khoa giai ma va nguoc lai. Pic biét mot s6 Hé ma hoéa c6 khoa lap
mi va khoa giai ma trung nhau (ke = kd), nhu Hé ma hoa “dich chuyén” hay DES.
Hé ma hoa khoa ddi xtng con goi 1a Hé ma héa khéa bi mdt, hay khoa riéng, vi
phai gitr bi mét ca 2 khoa. Trude khi dung Hé ma héa khoa dbi xtang, nguoi giri va
ngudi nhan phai théa thuan thuat todn ma hoa va khoa chung (1ap ma hay gidi ma),
khoa phai gitt bi mat. B9 an toan ctia Hé ma hoa loai nay phu thugc vao khoa.
Vi du:
+ H¢ ma héa co dién 12 M3 hoa khoa d6i xing: dé hiéu, dé thuc thi, nhung c6 do
an toan khong cao. Vi gidi han tinh toan chi trong pham vi bang chir cai, st dung
trong ban tin cAn ma, vi du 13 Z,, néu dung cac chit cai tiéng Anh. Vi hé mi hoa
¢6 dién, néu biét khoa 1ap ma hay thuat todn 1ap ma, co thé “d& xac dinh duoc
ban 13, vi “d&” tim dugc khoa giai ma.

+ Hé mi héa DES (1973) 1a Ma hoa khoa ddi xang hign dgi, c6 do an toan cao.
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1/. Pic diém ciia H¢ ma héa khéa doi xing.
Uu diém:
Hé ma hoa khoa ddi xtrng ma hoa va giai ma nhanh hon Hé ma hoa khda cong khai.
Han ché:
+ Ma héa khoa d6i xtg chua that an toan véi 1y do sau:
Nguodi nhan ma hoa va nguoi gidi ma phai c6 “chung” mot khoa. Khoa phai duoc
giit bi mat tuyét d6i, vi biét khoa nay “dé” xac dinh dugc khoa kia va nguoc lai.
+ VAan dé thoa thuan khoa va quan 1y khéa chung la khé khin va phirc tap. Nguoi
gri va ngudi nhan phai ludn thdng nhat véi nhau vé khoa. Viéce thay d6i khoa 1a rat
kho va dé bi 16. Khoa chung phai dugc giri cho nhau trén kénh an toan.

Mit khac khi hay ngudi (Iap ma, giai mi) ciing biét “chung” mot bi mat, thi

cang kho gitr dugc bi mat!

2/. Noi sir dung Hé ma héa khéa dong xirng.

Hé ma hoa khoa d6i xtg thudng duoc sir dung trong méi truong ma khoa
chung co thé dé dang trao chuyén bi mat, chfmg han trong cung mdt mang ndi bo.
Hé ma hoa khoa ddi ximg thuong dung dé ma hoa nhitng ban tin 16m, vi toc d6 ma

hoa va gidi ma nhanh hon Hé ma héa khoa cong khai.

1.2.2.2. H¢ md hoa khoa cong khai
Hé mi héa khéa phi ddi xting 13 Hé ma hoa c6 khéa lap ma va khoa giai ma
khéc nhau (ke # kd), biét duoc khoa nay ciing “khé” tinh dugc khoa kia.
HéE ma hoa nay con dugc goi 1a HE¢ ma héa khoa cong khai, vi:
Khéa lgp ma cho cong khai, goi la khoa cong khai (Public key).
Khoéa gidi ma gitr bi mat, con goi la khéa riéng (Private key) hay khoa bi mat.
Mot ngudi bat ky co thé dung khoa cong khai dé ma hoa ban tin, nhung chi
nguodi nao co ding khoa gidi ma thi méi c6 kha nang doc dugc ban rd.
H¢ ma héa khéa cong khai hay H¢ ma héa phi doi xirng do Diffie va Hellman

phat minh vao nhirng nam 1970.
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1/. Pic diém ciia H¢ mi héa khéa cong khai.
Uu diém:
+ Hé ma hoa khoa cong khai c6 wu diém chu yéu sau:
Thuat toan dugc viét mot 1an, cong khai cho nhiéu 1an dung, cho nhiéu nguoi dung,
ho chi can gii bi mat khoa riéng ciia minh.
+ Khi biét cac tham sb ban dau ctia hé ma hoéa, viéc tinh ra cap khoa cong khai va
bi mat 1a “dé&”, tic 1a trong thoi gian da thic.
Ngudi giri ¢6 ban rd P va khéa cong khai, thi “dé” tao ra ban ma C.
Nguoi nhan c6 ban ma C va khoa bi mat, thi “dé” giai dugc thanh ban 1o P.
+ Nguoi ma hoa dung khoda cong khai, nguoi gidi ma gilr khoa bi mat. Kha nang
16 khéa bi méat kho hon vi chi c6 mdt ngudi gilr gin.
Néu tham ma biét khoa cong khai, cb gang tim khéa bi mat, thi chung phai
duong dau véi bai toan “kho”.
+ Néu tham ma biét khoa cong khai va ban ma C, thi viéc tim ra ban 16 P ciling 1a

bai toan “kho”, s6 phép thir 1a vo cung 16n, khong kha thi.

Han che:

H¢ ma hoa khoa cong khai: ma hoa va giai ma chdm hon h¢é ma hoa khoa doi xiang.

2/. Noi sir dung Hé¢ ma héa khéa cong khai.

Hé ma hoa khoa cong khai thudng dugce str dung chii yéu trén cic mang cong
khai nhu Internet, khi ma viéc trao chuyén khoéa bi mat twong dbi kho khan.

Dic trung ndi bat ciia hé ma hoa cong khai 1 khéa cong khai (public key) va
ban ma (ciphertext) déu c6 thé guri di trén mot kénh truyén tin khong an toan.
C6 biét ca khoa cong khai va ban ma, thi tham mi ciing khong dé& kham pha dugc
ban 0.

Nhung vi ¢6 toc d6 ma hoa va giai ma chdm, nén hé ma hoa khoa cong khai
chi dung dé ma hoa nhirng ban tin ngin, vi du nhu ma hoa khoa bi mat giri di.

H¢ ma hoa khoa cong khai thuong duoc st dung cho cap nguodi dung thda

thuan khéa bi mat cia Hé ma hoa khoa riéng.
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1.3. VAN PE CHU' KY SO
1.3.1. Khai niém “chir ky s6”
1.3.1.1. Gidi thigu “chii ky s6”

bé ching thuc nguén géc hay hiéu lyc cua mdt tai liéu (vi du: don xin hoc,
gidy bdo nhap hoc, ...), lau nay ngudi ta dung chit ky “fay”, ghi vao phia dudi cia
mdi tai liéu. Nhu vay ngudi ky phéi trwee tidp “ky tay” vao tai liéu.

Ngay nay cac tai liéu duoc sé hoa, nguoi ta ciing c6 nhu cau chung thuc
ngudn gdc hay hiéu lyc cila cac tai liéu nay. RS rang khong thé “ky tay” vao tai licu,
vi chung khong duogc in 4n trén gidy. Tai lidu “sd” (hay tai lidu “dién ti”) 13 mot
xau cac bit (0 hay 1), xau bit c¢6 thé rat dai (néu in trén gidy c6 thé hang nghin
trang). “Chir ky” dé chung thuc mot xau bit tai lidu cling khong thé 1a mot xau bit
nho dit phia dudi xau bit tai lidu. Mot “chit ky” nhu vay chéc chin s& bi ké gian sao
chép dé dat dudi mot tai liéu khac bat hop phap.

Nhitng ndm 80 cua thé ky 20, cac nha khoa hoc di phat minh ra “chi ky s6”
dé chung thue mot “sai liéu s6”. D6 chinh 13 “bdn ma” cua xau bit tai liéu.

Nguoi ta tao ra “chir ky s6” (chit ky dién tir) trén “tai ligu s6” gidng nhu tao
ra “bdn ma” cua tai li¢u voi “khoa 1ap ma”.

Nhu vay “ky s6” trén “tai ligu s6” 12 “ky” trén ting bit tai liéu. Ké gian kho
thé gia mao “chit ky s6” néu n6 khong biét “khoa 1ap ma”.

Pé kiém tra mot “chir ky s6” thudc vé mot “tai ligu s6”, nguoi ta giai ma
“chir ky s0” bang “khoa giai ma”, va so sanh vdi tai liéu gdc.

Ngoai y nghia dé chimg thyc nguén goc hay hiéu lyc cta cac tai liéu s6 hoa.
Mit manh cta “chit ky s6” hon “chii ky tay” 1a & chd nguoi ta c6 thé “ky” vao tai
lidu tir rat xa trén mang cong khai. Hon thé nita, c6 thé “ky” bang cac thiét bi cam
tay (vi du dién thoai di dong) tai khap moi noi (Ubikytous) va di dong (Mobile),
mién 12 két ndi duoc vao mang. Do tdn bao thoi gian, suc luc, chi phi, ...

“Ky s6” thyc hién trén ting bit tai liéu, nén do dai cua “chir ky sé ” it nhat
cling bang d6 dai tai liéu. Do d6 thay vi ky trén tai liéu dai, ngudi ta thuong dung

“ham bam” ¢ tao “dai di¢n” cho tai liéu, sau d6 méi “Ky s0” 1én “dai di¢n” nay.
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1.3.1.2. So dé “chii ky s6”

So dd chit ky 1a bo naim (P, A, K, S, V), trong d6:
1a tap hitu han cac vin ban c6 thé.

13 tap hitu han céc chir ky c6 thé.

1a tap hitu han cac khoa cé the.

1a tap cac thuat toan ky.

< » X >» 7T

1a tap cac thuat toan kiém thr.

Véi mdi khoa k e K, c6 thuat toan ky Sig, € S, Sig, : P o A,
c6 thuat toan kiém tra chir ky Ver, € V, Ver, : P x A —» {dung, sai},
thoa man diéu kién sau véimoi X € P, y € A:

Pung, néu y = Sig, (X)

Ver, (x,y) = E
Sai, néu y=# Sig, (X)

Chay:

Nguoi ta thuong dung hé ma hoéa khoa cong khai dé 1ap “So dé chii ky sé”.
O day khoa bi mat a dung lam khoa “ky”, khda cong khai b dung 1am khoéa kiém tra
“chit ky”.

Nguoc lai voi viéc mi hoa, dung khoa cong khai b dé 1ap mé, dung khoa bi
mat a dé giai ma.

Diéu nay 1a hoan toan ty nhién, vi “ky” can giir bi mat nén phai dung khoa bi
mat a dé “ky”. Con “chii ky” 1a cong khai cho moi ngudi biét, nén ho dung khoa

cong khai b dé kiém tra.
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1.3.2. Phén loai “chir ky s6”

C6 nhiéu loai chir ky tiy theo cach phén loai, sau dy xin gi6i thiéu mét sé cach.
1.3.2.1. Phén logi chir ky theo dic trung kiém tra chi ky

1/. Chir ky khoi phuc thong diép:

La loai chir ky, trong d6 nguoi giri chi can gui “chiw ky” , ngudi nhan co thé
khoéi phuc lai dugc thong diép, da dugc “ky” boi “chir ky” nay.

Vidu: Chit ky RSA 1a chit ky khoi phuc thong diép, s€ trinh bay trong muc sau.
2/. Chir ky di kem thong diép:

La loai chit ky, trong d6 ngudi giri chi can gii “chi ky” , phai gii kém ca
thong di€ép da dugc “ky” boi “chit ky” nay. Nguoc lai, nguoi nhan s€ khong co
duogc thong diép goc.

Vidu: Chir ky Elgamal 1a chir ky di kem thong di€p, s€ trinh bay trong muc sau.

1.3.2.2. Phdn loai chit ky theo mirc an toan
1/. Chir ky “khéng thé phit nhan”:

Nham tranh viéc nhan ban chit ky dé sir dung nhiéu lan, t6t nhit 13 nguoi giri
tham gia truc tiép vao viéc kiém thir chix ky. Diéu d6 duoc thuc hién béng mot giao
thire kiém thir, duéi dang mot giao thirc moi hoi va tra 10i.

Vi du: Chir ky khong phu dinh (Chaum- van Antverpen), trinh bay trong muc sau.
2/. Chir Ky “mot 1an”:
Dé bao dam an toan, “Khoa ky” chi dung 1 1an (one - time) trén 1 tai lidu.

Vi du: Chit ky mot 1an Lamport. Chit ky Fail - Stop (Van Heyst & Pedersen).

1.3.2.3. Phdn loai chii ky theo wng dung ddc trung
Chir ky “mu” (Blind Signature).

Chir ky “nhém”  (Group Signature).

Chir ky “boi” (Multy Signature).

Chit ky “mu nhém” (Blind Group Signature).

Cht ky “mubdi” (Blind Multy Signature).
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1.4. MOT SO BAI TOAN QUAN TRONG TRONG MAT MA

Trong phan nay s& xét ba bai toan c6 vai trd quan trong trong 1y thuyét mat
mi, d6 13 ba bai toan: Kiém tra s nguyén td, phan tich mot sb nguyén thanh tich
clia cac thira s6 nguyén td, tinh logarit roi rac cia mot sé theo modulo nguyén tb. O

day ta mac dinh rang cac s6 nguyén to la rat 1om.

1.4.1. Bai toan kiém tra s6 nguyén t6 16n

Cho n 1a s6 nguyén bat ky. Lam thé nao dé biét n 1a s6 nguyén t6 hay khong?
Bai toan dugc dat ra tur nhitng budi dau cua sb hoc, va trai qua hon 2000 nam dén
nay van 1a mot bai toan chwa cé duoc nhiing cach giai dé dang. Bang nhiing
phuong phap don gian nhu phuong phap sang Eurratosthéne, tir rat sém ngudi ta da
xdy dung duoc cic bang sé nguyén t6 dau tién, roi tiép tuc bang nhiéu phuong phap
khac tim thém duoc nhiéu s6 nguyén td 16n.

Tuy nhién chi dén giai doan hi¢n nay cua ly thuyét mat ma hién dai, nhu cau
sir dung cac nguyén td va thir tinh nguyén to cia cac sé moi trd thanh mot nhu cau
to 1on va phd bién, doi hoi nhiéu phuong phap méi c6 hiéu qua hon.

Trong muc ndy sé& lugc qua vai tinh chit ciia sé nguyén t6 va mot vai

phuong phap thir tinh nguyén to ciia mot sé nguyén bat ky.

1/. Tiéu chuin Euler-Solovay-Strassen:

a) Néu n la s0 nguyén td, thi voi moi s6 nguyén duong a < n-1:

(S] =a"Y"2modn.

b) Néu n 1a hop sb, thi:

a _
}(a:lsasn—l,(bjsa‘”‘l)’2 modn){snTl.
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2/. Tiéu chuin Solovay-Strassen-Lehmann:
a) Néu n 13 s6 nguyén td, thi véi moi sé nguyén duong a < n-1:
a2 =+1modn

b) Néu n 1a hop s thi

}{a:ls a<n-1a"d’? Eilmodn}{ snT_l

3). Tiéu chuin Miler-Rabin:
a) Cho n 13 s6 nguyén 1¢, ta viét (n-1) = 2°.u, v6i u 1a s6 1é. Néu n 13 sé nguyén td,
thi voi moi s6 nguyén duong a < n-1:

a' =amodnv 3k <e(@*"“ =-1modn).

b) Néu n 1a hop sb, thi
u 2u n-1
}{a:lsasn—l,(a =1modn)v Ik <e(a z—lmodn)}{sT

Céc tiéu chuan ké trén 1a co so dé ta xay dung cac thuat toan xac suit kiéu Monte-

Carlo thir tinh nguyén t6 (hay hop sd) cua cac sé nguyén.

Thuit toan Euler-Solovay-Strassen.
Dir liéu vao: s6 nguyén duong n va t s6 ngiu nhién a, ..., a,
(1<a <n-1),
1. fori=1totdo
2. if (a/n=a""?modn), then
3. answer “n 1a s6 nguyén t&”
4. else
5. answer “n 13 hop s6” and quit
Néu thuat toan cho tra 101 “n 1a hop s6” thi dang n 1a hop sd.
Néu thuat toan cho tra 161 “n 1 sb nguyén t6”, thi tra 161 d6 co thé sai véi xac suit
Monte-Carlo thién vé& c6, néu xem né 1a thuét toan thir tinh 1a hop s6. Thuat toan

xac suat thién vé khong, néu n6 1a thuat toan thir tinh nguyén to ctia cac sO nguyén.
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Tuong t, dwa vao céc tiéu chuan 2 va 3, ngudi ta di xay dung cac thuit toan
xé4c sudt Solovay-Strassen-Lehmann va Miler-Rabin kiéu Monte-Carlo dé thtr tinh
nguyén t6 (hay hop sd) ctia cac sd nguyén.

Hai thuat toan d6 chi khac thuat toan Euler-Solovay-Strassen & chd cong
thirc trong hang 1énh 2 can dugc thay twong Gmg boi

a®™’? =+1modn

hay

}{(au =1modn) v 3k <e(a?" =—1mod n)}{

trong do u va e dugc xac dinh boi: (n-1) =2°.u, ula s 1é.

Xéc sudt sai 1am & khi nhan duoc két qua “n 1a s6 nguyén t6” trong cac thuat
toan trén duoc tinh nhu sau:

Giasanlasdlé trong khoang N va 2N, tirc N<n<2N. Goi A 1a sy ki¢n “n la
s6 nguyén t6”, va B 1a su kién “thuat toan cho két qua tra 1oi n 1a s6 nguyén t6”.
Ta phai tinh x4c suit € = p(A|B).

Theo tinh chéat (b) ctia tiéu chuan Euler-Solovay-Strassen, néu n 1a hop sd,

. a _
thi su kién (bj =a""?modn

d6i v6i mdi a ngau nhién (1 <a < n-1) co xac suat < 1/2, vi vay ta cd

1
p(B/A) < o
Theo cong thirc Bayes ta co
o(A/B) = PB/A-P(A) P(A/B).p(A)
p(B) p(B/A).p(A).p(B/A).p(A)

Theo dinh 1y vé s6 nguyén td, s6 cac s6 nguyén to gitta N va 2N xap xi
N/ InN ~ n/ In n, s6 cac s6 16 1a N/2 ~ n/2, do @6 p(A) ~ 2/ Innva p(A) ~ 1-2/In n.

Di nhién ta ¢c6 p(B/ A) = 1. Thay cac gia tri d6 vao cong thirc trén, ta duoc:

2
2" (1-—)
Inn-2
p(A/B) < st (WD)
21— )+
Inn” Inn
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Chay:
Pénh gia d6 ciing dung d6i voi thuat toan Solovay-Strassen-Lehmann. Doi

vo1 thudt toan Miler-Rabin, ta dugc mot danh gia tdt hon, cu thé la:

p(A/B) = Inn=-2__ 1 9

nn—2+2'*

Chu ¥ rang khi t = 50 thi dai luong & vé phai cia (1.1) ~ 10 , va vé phai
cia (1.2) ~ 10%; do d6 néu chon cho dir liéu vao nim muoi sd ngiu nhién a, thi
cac thuat toan Euler-Solovay-Strassen va Solovay-Lehmann s& thtr cho ta mot sb
nguyén to véi xac suat sai lam < 107 va thuat toan Miler-Rabin voi xac suit sai
lam 1a <107,

Co thé tinh duoc do phtrc tap tinh toan vé thoi gian cua cac thuat toan xac suét
ké trén vao c& log , , tirc 13 da thirc theo d6 dai biéu dién cua dir liéu vao (s6 n).

Tuy nhién céc thudt toan d6 chi cho ta tinh thir nguyén t6 ctia mot sé véi mot
x4c sudt sai 1am € nao 4o, du € 1a rt bé. Trong nhiéu tng dung ta mudn cé duge sd
nguyén t6 voi d6 chic chin 100% 1a sé nguyén t6. Khi d6 ta c6 thé dung cac thuat
toan xac suat nhu trén va sau d6 tim kiém nhitng thuat toan tat dinh dé thu tinh
nguyén t6 voi do chinh xac tuyét dbi.

Adleman, Pomerance va Rumely da dé xuit mot sb thuat toan kiéu nhu vay,
trong do ndi bat 1a thuét toan thu téng Jacobi, sau d6 duoc don gian hoa baoi Cohen
va Lenstra. Gold Wasser, Kilian, Adleman va Hoang dé xuét thuat toan thur béng
duong cong Elliptic, va duoc tiép tuc hoan thién bdi Atkin va Morain.

Céc thuat toan nay di dugc dung dé tim nhiéu s nguyén t6 16n.
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4/. Thuat toan Agrawal-Kayal-Saxene
Thang 8-2002, cic nha toan hoc An do Agrawal, Kayal va Sexena dua ra
thuat toan tat dinh, tht tinh nguyén td, c6 do phtrc tap thoi gian da thuec.
Thuit toan Agrawal-Kayal-Saxena.
Input: integern>1

1. If (nis of the forma®, b > 1) output COMPOSITE;
2. 1=2;

3. While (r<n){

4. if (gcd(n, r) = 1) output COMPOSITE;

5 if (ris prime)

6 let g be the largest prime factor of r -1 ;
7. if (=4 r log n) and (n%l #1(modr))

8. break;

9. r<—r+1;

10. }

11. fora=1t0 2 v/rlog n

12, if (x—a)" =(x" —a)(modx" —1,n) output COMPOSITE;

13. output PRIME;

Thuat toan nay da dugc mot s6 nha toan hoc kiém nghi¢ém, danh gia cao va
xem 13 thuat toan tt, c6 thé dung cho viéc kiém thtr tinh nguyén td cta cac sd
nguyén. Trong thuc tién x4y dung cac giai phap mat ma, c6 nhu ciu cac sd nguyén
td rat 1on. Bé tim dugc sb nhu vay, ngudi ta chon ngau nhién mot s6 n rat 1on, dung
mot thuét toan xac suit, chfmg han nhu thuat toan Miller-Rabin. Néu thuét toan cho
két qua “n 1a s6 nguyén t6” voi mot xac sudt sai € nao do, thi dung tiép mot thuat
toan tat dinh (ching han thuét toan Thuit toan Agrawal-Kayal-Saxena) dé dam bao
chac chin 100% rang sé n 1a nguyén t6. Thuat toan Agrawal-Kayal-Saxena dugc

ching t6 1a c6 do phirc tap thoi gian da thie ¢& O ((logn)*?) khi thir trén s6 n.
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1.4.2. Bai toan phén tich thanh thira s6 nguyén tb

Bai toan phan tich mot s6 nguyén thanh thira s nguyén t6 ciing dugc xem 13
bai toan kho, thuong duoc sir dung trong 1y thuyét mat ma. Biét s6 n 13 hop sé thi
viéc phan tich n thanh céc thira s6, méi 1a c6 nghia; do d6 dé phan tich n thanh cac
thira s6, ta thir trudc n c6 phai 1a hop sb hay khong.

Bai toan phan tich n thanh cac thira s6 c6 thé dan vé bai toan tim mét wéc sé
ciia n. Vi biét mot udce sb d cua n, thi tién trinh phan tich n dugc tiép tuc thuc hién
bang cach phan tich d va n/d.

Bai toan phan tich thanh cac thua $0, hay bai toan tim udc s6 cia mot sd
nguyén cho trudc, da dugc nghién ciu nhiéu, nhung cling chua c6 thuat toan hi¢u
qua nao dé giai né trong truong hop tong quat. Do d6 ngudi ta ¢6 khuynh huéng tim
thuat todn gidi nd trong nhitng trudong hop dac biét, chéng han khi n ¢6 mot uée sd
nguyén t6 p véi p — 1 1a B-min, hodc khi n ki s6 Blum, tirc 14 s6 c6 dang tich cia
hai s6 nguyén t6 16n nao dé n =p.q.

Mot sé nguyén n duoc goi 1a B-min néu tat ca cac ude sd nguyén td ciia nd

déu < B v6i mét can B > 0 nao do.

1/. Trwong hop 1.
Giai str n 13 B-min. Ky hiéu Q 13 boi chung bé nhit cta cac liy thira cta cac
sd nguyén td < B ma ban than chung <n. Néu q' <n thi I In(g) < In n, tic I< “n_nJ
nq
(Lx]1a s6 nguyén bé nhét 16n hon x).

Taco Q — Hqunn/Inq_

0<B
trong d6 tich 14y theo tat ca cac s6 nguyén té khac nhau q < B.
Néu p 1a thira s6 nguyén té cta n sao cho p-1 1a B-min, thi p-1|Q, va do d6
véi moi a bat ky thoa man ged(a, p) = 1. Theo dinh Iy Fermat ta c6 a® =qmod p
Vi vay néu ldy d = ged(a®-1, n) thi p|d.
Néu d = n thi coi nhur thuat toan khong cho ta diéu mong mudn, tuy nhién diéu

d6 chac khong x4y ra néu n c6 it nhat hai thira s6 nguyén to khac nhau.
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(p-1)-Thuét toan Pollard phan tich thanh thira sé:

INPUT: Mot hop s6 n khong phai 14 lily thira cia mot s6 nguyén t6.

OUTPUT: Mot thira sb khong tdm thudng cua n.
1. Chon mét can cho do min B.
2. Chon ngau nhién mot sd nguyén a, 2 < a < n-1, va tinh d = ged(a, n).
Néu d > thi cho ra két qua (d).

3. V&i mdi sd nguyén t6 q < B thuc hién:

31, Tinh |:{'”—”J.
Inq

3.2. Tinha<« a® modn
4. Tinh d =gcd(a-1, n).
5. Néu 1 <d < n thi cho két qua (d).

Néu nguoc lai thi coi nhu khong c6 két qua.

2/. Trwong hop 2.

Xét truong hop s6 nguyén Blume, tirc 14 s6 ¢6 dang n = p.q, tich ciia hai s6
nguyén t6 16n.

Chu ¥ rang néu biét hai sé nguyén khac nhau x va y sao cho x? = y?(modn)
thi dé tim dugc mot thira sd cua n.

Thuc vay, tir x? = y?(modn) ta c6 thé suy ra ring x—y2(x+y)(x—y) chia
hét cho n, do n khong 13 wdc sb cua x + y hodc x — Yy, nén ged(x-y, n) phai 1a mot
udc s6 clia n, tirc bang p hoic q.

Ta biét néu n = p.q 1 s6 Blume, thi phwong trinh dong du x? =a?(modn) cd
4 nghiém, hai nghiém tam thudng 14 x = a va x = -a. Hai nghiém khong tim thuong

khac 13 +b, ching 13 nghiém cta hai hé phuong trinh dong du bic nhit sau:

X =a(mod p) X =-a(mod p)
X =-a(modq) x =a(modq)
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Bang 14p ludn nhu trén, ta thdy rang n 1a s6 Blume, a 13 s nguyén t6 voi n,
va ta biét mot nghiém khong tdm thuong cta phuong trinh x* = a?(modn), tic 1a
biét x = +a sao cho x* =a?(modn) thi gcd(x-a, n) s& 13 mot wdc sb cia n.

Tir nhitng diéu rit ra & trén, ngudi ta di tim ra mot s6 phwong phap tim wéc
s6 nguyén t6 ciia mot s6 nguyén dang Blume. Céc phuong phap d6 dwa vao viéc tim
mot nghiém khéng tim thuong cia phuong trinh X2 = 1(modn).

Ta gia thiét a.b =2° .r véi r 1a s6 1¢.

Ta phat trién mot thuat toan xac suat kiéu Las Vegas nhu sau:

Chon mét sé ngau nhién v (1 < v < n-1). Néu v may mén 13 boi sé ctia p hay
q, thi ta duwoc ngay mot udc s6 cia n 1a ged(v, n).

Néu v nguyén t6 vdi n, thi ta tinh cac binh phuong lién tiép ké tirv", dugc
V', V¥, v*, ... cho dén khi duoc vZ" =1(modn) v&i mét t ndo do.

S6 t nhu vy bao gio ciing dat duogc, vi o 2°.r = 0(modd(n))

nén cov?" =1(modn).

Nhu vay ta di tim dugce & x =v? " sao cho x? =1(modn). Tt nhién c6
X # 1 mod n.

Néu ciing ¢c6 x # -1 mod n thi x 13 nghiém khong tim thudng cua
x? =1(modn), tir d6 ta c6 thé tim wéc sb cia n.

Néu khong thi thuat toan cho két qua khong dung.

Nguoi ta c6 thé uée luong xac suit cho két qua khong dung véi mot 1an thir
v6i mot s6 v 1a < %, do d6 néu thiét ké thuat toan véi m sé ngiu nhiénv,,v,,..., v, ,

thi s& dat duoc xac suat két qua khong ding 1a < 1/2™.
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1.4.3. Bai toan tinh logarit roi rac theo modulo

Cho p 14 s6 nguyén té va o 13 phan tir nguyén thiy theo mod p. Bai toan tinh
logarit ro1 rac theo mod p la bai toan tim, voi mdi sb B e Z;, mot sb a (1 <a<sp-l)
sao cho p =a®mod p, tic 1a a=1log, S(mod p-1).

Mot thuat toan tAm thudng dé giai bai toan nay 14 duyét toan bo cac s a tir q
dén p-1, cho dén khi tim duogc a thoa min p =« mod p.

Tuy nhién thudt toan nay s& khong hiéu qua néu p 1a sb rat 1on. Mot bién

dang cua thuat todn do vai it nhiéu hiéu qua hon la thuat toan Shanks.

1/. Thuat toan Shanks.

bat m:L/m_ .Tatimadudidanga=mj+1,0<i,j<m-1.

RO rang B = «® mod pkhi va chi khia™ = Ba' mod p.
Ta 1ap hai danh sach gom c6 cac cip (j, &™) va (i, Ba™") véi i, j chay tir 0 dén m-1.
Khi phat hién hai cip tir hai danh sach d6 c6 phan tir thir hai bang nhau 1a ta dugc
két qua a=mj + i, 6 chinh 1a gid tri log, # ma ta cAn tim. Thuat toan Shanks c6 do

phtic tap ¢& O(m) phép toan nhan va O(m) bo nhé (chtr ké O(m?)) phép so sanh).

2/. Thuat toan Polig-Hellman.
Puoc dung cé hiéu qué trong trudng hop p-1 chi c6 cic thira s6 nguyén td

bé. Gia thiét ring p-1 c6 dang phén tich chinh tic la:

Pé tim a = log, #(mod p—1), ta tim cac sd a, sao cho a, =amod P% véii=1,..k.
Sau khi tim duoc cac a;, thi hé phuong trinh x =a,mod P (i = 1,..., k), dugc

giai theo dinh 1y s6 du Trung qudc, s& cho 15 giai x = a (mod p-1) can tim.

Vian dé 1a x4c dinh cac s6 a,mod P% (i = 1,..., K). Van dé nay phat biéu nhu sau:

Gia st q 12 mot ude sb6 nguyén td cua p-1, q°va | p-1, nhung khong con q°*|p-1. Ta

can tim x = modq°.

30



Ta bi€u dién x dudi dang sau:

c-1
X =inqi (0< x<0-1)
i=0
Vi x = mod g°nén a viét dudi dang a=x +q°.s vd via "™ =1(mod p) , nén ta co
ﬂ(p—l)/q = %(PD/a = (0( p—l)a/q = a(p—l)xo/q (mod p)
Tadity =a®™'%, va tinh 1an luot °, 7%, 72,..., dong thdi so sanh véi AP mod p.
Talays6idola x,, tiac x,= i.
Néuc=1thix= X, , ta tim xong X. Néu ¢ > 1 thi dat g = Ba™*

Twong tu nhu trén, tinh 1an lugt »°, 7, 7%,..., ddng thoi so sanh véi gPY/Y
ta tim duoc X,.

Cir 1am nhu vdy, ta tim duoc dan cac gid tri x, voii=0, 1, ..., c-1, tic tinh duoc x.

Sau khi tim duogc tat ca cac gia tri ciia x ing véi moi sd nguyén té q cua p,
thi theo mét s6 nhan xét & trén, chi can giai tiép mot hé phuong trinh dff)ng du bac
nhat theo cac modulo timg cdp nguyén td véi nhau (bang phuong phap sé du Trung
qudc), ta tim dugc s a can tim, a = log, 4 theo mod p.

Thuit toan Polig-Hellman cho ta cach tinh logarit ro1 rac kha hi€u qua,
nhung chi khi p-1 chi c6 céac thira sé nguyén t6 bé. Néu p-1 ¢o it nhat mot thira sd
nguyén to 16n, thi thuat todn d6 kho hiéu qua, trong trudng hop d6 bai toan tinh
logarit roi rac theo mod p van 14 bai toan kho.

Mot 16p cac s6 nguyén tb p ma p-1 c6 it nhat mot thira s6 nguyén té 16n va
16p cac sb nguyén té dang p = 2q+1, trong d6 q 13 s nguyén t6. D6 goi 1a sb
nguyén t6 dang Sophie Germain, c6 vai trd quan trong trong viéc xay dung cac hé
mat ma khoa cong khai.

Nguoi ta da nghién clru phat trién kha nhiéu thuat toan khac, ca thuat toan tat
dinh, ca thut toan xac suat, dé tinh logarit o1 rac, nhung chua c6 thuit toan nao

dugc ching to 1a c6 do phurc tap thoi gian da thic.
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Chuwong 2. TAN CONG CHU KY SO

2.1. TAN CONG CHU KY RSA

2.1.1. Chir ky RSA

2.1.1.1. So' d6 chir ky

1/.Sodd  (dé xuat nim 1978)

* Tao cap khoa (bi mdt, cong khai) (a, b):

Chon bi mét sb nguyén t6 1én p, q, tinh n=p * q, céng khain, dit P=C= Z,
Tinh bi mat ¢(n) = (p-1).(g-1). Chon khéa cong khai b < ¢(n), nguyén t6 véi ¢(n).
Khoa bi mat a 12 phan tir nghich dao ctia b theo mod ¢(n): a*b = 1 (mod ¢(n)).
Tap khoa (bi mat, cong khai) K = {(a, b)/a,b € Z,, a*b = 1(mod ¢(n))}.

* Ky sé: Chitky trén x € P lay = Sig,(x)= x*(mod n), y € A. (R1)
* Kiém tra chir ky: Ver, (x,y)= dung < X = y°* (mod n). (R2)
2/.Chuy:

- So sanh giita so d6 chit ky RSA va so d6 ma hoa RSA ta thiy c6 su tuong tng.

- Viéc ky chang qua 12 ma héa, viéc kiém thir lai chinh 14 viéc giai ma:

Viée “ky s6” vao x tuong Gng véi viée “ma hoa” tai lidu x.

Kiém tht chir ky chinh 1a viéc giai ma “chir ky”, dé kiém tra xem tai liéu da giai
mi c6 dung 13 tai liéu trudc khi ky khong. Thuat toan va khoa kiém thtr “chir ky” 1a
cong khai, ai ciing c6 thé kiém thu chir ky dugc.

- Chir ky RSA thudc loai chir ky khoi phuc thong diép.

2.1.1.2. Vidu Chir ky trén x = 2

* Tao cap khoa (bi mat, cong khai) = (a, b):

Chon bi mat sé nguyén té p =3, q = 5, tinh n = p*q = 3*5 = 15, cong khai n.
batP=C= Z,. Tinh bi mat ¢(n) = (p-1).(g-1) = 2*4 = 8.

Chon khoa cong khai b = 3 < ¢(n), nguyén t6 v6i ¢(n) = 8.

Khoa bi mat a = 3, 1a phan tir nghich ddo cta b theo mod ¢(n): a*b = 1 (mod ¢(n)).

* Ky s6: Chirky trénx =2 € P lay = Sig, (x) = x*(mod n) = 2°(mod 15) =8,y € A.

* Kiém tra chir ky: Ver, (x,y)=ding < x= y’(modn) < 2= 8"(mod 15).
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2.1.2. Cic dang tin cdng vao chir ky RSA
2.1.2.1. Tén cong dang 1: Tim cdch xdc dinh khéa bi mdt
1/. Ké tan cong chi biét khéa céng khai ciia nguoi ky.

Khi biét dugce n, thAm méa tim cach tinh ra hai sé nguyén t p va q. Sau d6
tinh dugc ®(n)=(p-1)(g-1) tir d6 tinh khoda bi mat a theo cong thirc a.b=1(modd(n)).
— Gidi phap phong tranh:

Chon sb nguyén té p, q 16n, dé viéc phan tich n thanh tich 2 thira s6 nguyén
t6 12 khé c6 thé thuc hién dugc trong thoi gian thuc. Nguoi ta thuong sinh ra cac sd

16n (khoang 100 chit s8), sau d6 kiém tra tinh nguyén t6 cta no.

2/. Ké tan cong biét dwogc O(N).

Khi biét duoc ®(n), ké tin cong c6 thé tinh p, q theo hé phuong trinh:

{p.q =N o {p.q =n
(p-D(@-1)=(n) p+g=n+1-a(n)
Do doé p va q 1a nghiém ctia phuong trinh béc hai :
x> —(n—®d(N)+1)x+n=0
Khi da tinh dugc ®@(n) chung s¢€ tinh dugc khoa bi mat a theo cong thuc:
a.b = 1(mod @(n)).
Biét duoc khoa bi mat thi ké tdn cong s& gia mao chir ky ctia ngudi dung.
— Gidi phap phong tranh:
Chon s6 nguyén t6 p, q 16n dé d(n) 1a mot s6 16n. Tir d6 néu tham ma c6 biét

dugc d(n), thi viéc tinh ra khéa mat a cling rat kho khan.
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3/. Nhiéu ngudi sir dung chung modulo n.

Trong hé théng c6 k nguoi ding ky st dung chit ky RSA, trung tim phan
phéi khoa (TT) sinh ra 2 s6 nguyén td p, q, tinh sé modul n = p.q;
sinh ra cac cdp khda ma hoa/ giai ma e{ .d, TT cip cho ngudi dang ky thir i
khoa bi mét d, tuong tng, cing cac thong tin bao gdm sd n va danh sach day du
khoa cong khai ¢ (i=1...k).

Bét ky ngudi ndo c6 thong tin cong khai trén déu co thé:

M3 hoa van ban M dé giri cho nguoi ding ky thir i, bang cach sir dung thuat
toan ma hoéa RSA voi khéamahoéae;: Y= M® modn.

Nguoi ding ky tht i c6 thé ky vian ban M bang cach tinh chit ky
S, =M% modn. Bét ctr ai ciing c6 thé xac thuc rang M duoc ky boi ngudi dang ky
thir i bang cach tinh S,* mod n va so sanh v6i M. Str dung modul chung dén dén:
Trwong hop 1: Mot thanh vién co6 thé st dung khoa cong khai va bi mat cia minh
dé sinh ra khoa bi mat ctia nguoi dung khéc.

Tlrc 1a can cr vao khoa cong khai e,, nguoi gitt cdp khoa ma hoa/giai ma
(e,,d,) c6 thé tim dugc s6 nguyén d, sao cho e,d, =1modd(n) ma khong can biét
d(n) .

Pé tim dugc sb d, nay, can phai tim mot sd nguyén t, nguyén té cing nhau
v6i e, va 1a boi cia ®(n) . Picu nay thyc hién duge béi (e, d(n)) =1.

Khi d6, do t va e, nguyén té cting nhau nén ton tai r va s sao cho rt + se, = 1.
Vit 1a boi ciia d(n) nén s.e, =1modd(n), va khi d6 d, =s.

Thi tuc tim s6 du d, nhu sau : (trong d6 chi can dén cac gia tri e, e,, d,).

1. batt=e,d,-1;

2. St dung thuat toan Euclid mé rong dé tim udc s6 chung 16n nhat f cta

e, va t. Pong thoi ciing phai tim duoc hai sé r va s thoar.t +s.e, =T,

3. Néuf=1thidat d, =s vakét thic ;

4. Néuf = 1 thi dat t :=t/f, quay lai budc 2.
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Hién nhién t nguyén t6 cling nhau véi e,. Theo cic dinh nghia trén, ta biét
rang e, nguyén t6 cung nhau v6i @(n) . Thi tyc trén dua ra khoa giai ma e,.
Vi do phtrc tap tinh toan cua thu tuc nay la O[(logn)?], nén d6 la mot kha ning de
doa hé théng. M6t 1an nira, nhitg thong tin c6 sin cho nguoi dung hop phap trong
hé thong thira sirc bé dugce hé thdng mat ma. Tat nhién, ngudi dung nay khéng thuc
hién nguyén xi theo yéu cau cta nha thiét ké giao thirc danh cho ngudi dung, nhung
nhirng thong tin can thiét van c6 thé ldy duoc ma ngudi dung khong vi pham quy

dinh cua giao thtrc.

Trwong hop 2: Néu mot vian ban duoc giri t6i hon mot ngudi trong nhom trén, thi
d6i phuong co thé giai ma dugc van ban ma khong can biét khoa giai ma.
Pé chimg minh diéu nay, hiy xem két qua cua viéc md hoéa van ban M gui
cho hai nguoi ¢6 khoa cong khai tuong ung e, va e P
Y =M% modn
Y, =M* modn
Vi g va e; 1a hai sO nguyén to cung nhau, nén cé thé tim duoc cac s6
nguyén r va s bang thuat toan Euclid, thoa: re, +se ; =1
R rang, hodc r hodc s phai 14 s6 4m va trong truong hop nay ta gia sir r < 0 va viét
r=-11r.
Néu Y, hay Y ; khong nguyén t6 cung nhau v&i n, ta hiy str dung thuat toan
Euclid dé tim nghich dao ctia Y, mod n.
Phép tinh sau chi ra cach van ban bi khdm pha:
I 28 3= b 2 2= = mimodn.
Boi vy giao thirc ndy thit bai trong viéc bao dam bi mat vin ban M giri t6i
cac thanh vién c6 khoa cong khai 1a nhitng sd nguyén t6 cing nhau.
Chu ¥ rang diéu vira trinh bay & trén khong thé pha v& duoc hé mat vi kha
ning doc dugc mot vian ban M khong thé dan t6i kha ning doc cac van ban tiy y

dugc ma hoa véi cung h¢ thong do.
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Trwong hop 3: Viéc st dung s6 modul chung ciing lam cho giao thirc RSA d& bi
tan cong, trong d6 mot ngudi diang ky co thé bé duoc hé mat.

Hé mat bi sap, tat nhién kénh bi mat bi 16 va nguoi ding ky nay c6 thé giai
mi c4c van ban cua ngudi dung khac, kénh chit ky ciing hong vi anh ta c6 thé gia
mao chit ky ciia nguoi1 dung ma khong bi phat hién.

D6 1a str dung phuong phap xac suat dé phan tich ra thira sé modul, hoic sir
dung thuat toan tat dinh dé tinh toan s6 mii gidi ma ma khong can s modul.

Y tudng co ban cua kiéu tin cong thir hai 13 phén tich s6 modul n bang cach
tim cin bac hai khong tAm thuong ctia 1 mod n. Nghia 13 tim mot s b thoa mén:

b? =1modn, b =+ mod n, 1<b<n-1
Néu tim duge sb b nhu thé, thi s modul n ¢6 thé duoc phan tich theo cach sau.

Vi b?* =1modn nén  b?>-1=0modn.

(b+1)(b-1) = 0 mod n. Hay (b+1)(b-1) = sn = spq, s 13 s6 nguyén tuy .

Nghia 14 (b+1)(b-1) chia hét cho ca p va q.

Tuy nhién, 1 <b <n-1, vi viy 0 <b-1 <b+1 <n =p.q. Ta thiy:

Néu b-1 chia hét cho p, thi khong chia hét cho q. Tuong tu v6i b+1.

Vi thé, u6c s chung 16n nhit ctia b+1 va n phai 13 p hoic q.

Ap dung thuat toan Euclid, s& phan tich ra thira s6 ctia n.

Vi vay, cach tin cong vao hé thong nay tip trung vao cach dé tim cin béc hai
khong tam thuong cta 1 mod n.

Pit e, va d, 1a khoa ma hoa va giai ma cia nguoi dung hé thong.

Theo dinh nghia, e.d, =1modd(n). Vi vdy, ed, —1 phai 13 sé nguyén nao
d6, 12 boi sb ciia d(n), va co thé tim duoc cac sé nguyén khong am ¢ va k ma

e,d, =c.d(n) =25, v&i ¢ 1a s 18.
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Thii tuc tim cin bac hai khong tim thwong ciia 1 mod n:

1. Chon s6 nguyén a sao cho (a, n) =1 va 1 <a <n-1.

2. Tim sb nguyén duong j nh6 nhit thoa man a®* =1 mod n.

(Vi 2“¢ 12 boi sb ctia ®(n), nén chic chin ton tai sd ndy).

3. Pit b=a* “modn.

4. Néub -1 mod n, thi n6 1a cin bac hai khong tim thudng cua 1.

5. Néub = -1 mod n, quay trd lai budc 1.

De Laurentis d chiig minh rang v6i a ngau nhién, 1 <a < n-1:

Prob ((@” =1modn) v (3j < k)(azj‘” =-1modn)) <1/2

Hay Prob (3j(L< j<k)@” " #+lmodnaa?? =1modn))>1/2

Do do néu ta xay dung thuat toan xac suat , thtr 1an luot véi m gia tri ngﬁu
nhién a theo tinh chat

@jl< j<k)@¥ ™ £ +lmodn Aa?? =1modn)).
Thuat todn dung néu tinh chit d6 duogc nghiém ding & mdt luc nao d6 va cho két
qua b =a?"? modn . Nguoc lai, thuat toan ciing dirng, nhung khong cho két qua.

Nhu vay, thuit toan khi ding m gia tri ngiu nhién a (1 < a < n-1) s& cho két
qua voi xac suét thanh cong >1-1/2". Va khi d6, ta tim dugc phén tich p, q cta n.

Vi vay, mdt nguoi trong cudc ¢ thé bé mat ma trong giao thirc ndy véi xac
suét rat cao, bang cach sir dung thong tin ma minh c6. Céch tan cong vira dé cap t6i
1a rit quan trong, vi n6 chi ra rang nhirng thong tin vé cip khoa ma hoa/ giai mi co
thé cho phép tim ra cac thira s6 ctia modul n.

— Gidi phdp phong trdanh : dung modul n khac nhau cho mdi ngudi tham gia.
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4/. Dung khéa cong khai nhé.

Ta chi ra rang néu tat ca cac khoa cong khai bang e, thi Oscar c6 thé khoi
phuc dugc m néuk > e, v4i e nho.

Dé giam thoi gian mi hoa, ngudi ta sir dung s6 mil cong khai e nho, gia trj e
nhé nhét ¢ thé 1a 3.

Gia sir A mubn giri van ban ma m téi mot s6 nguoi nhan U,, U,,...,, U, . Mdi
ngudi c6 khoa RSA riéng (n, e,). Ta gia thiét m nho hon tt ca moi n, .

Binh thuong dé giri m, A mi héa nd bang cach sir dung mdi khoa cong khai
va giri ban ma the i t6i U,. Oscar c6 thé chin bat va thu dugc k ban ma di duogc
truyén trén kénh 1a c,,c, ..., c, .

Dé cho don gian, gia sir moi s6 mii cong khai déu bang 3, khi d6 Oscar ¢
thé khoi phuc dugc m néuk > 3. That vay, Oscar nhan dugc cac ban ma c,, c,, c;,
Vol !

¢, =m®modn,
¢, =m®modn, (2.1)
¢, =m*®modn,

Ta gia thiét ring UCLN(n;,n;) =1 v6i moi i # j, vi trong trudng hop nguoc
lai thi Oscar c6 thé phan tich dugc sé n, nao do.

Khi d6, ta ding dinh 1y phan du Trung Qudc tim dugc nghiém cua hé (2.1) 1a
¢, v6i ¢ =m®modn,n,n,, vi m nho hon cac n, nén m® <n,n,n,, néncé ¢ =m®.

Nhu vay, Oscar c6 thé tim dugc m bﬁng cach tinh cin bac 3 cua c'.

Mot cach tong quat, néu tit ca cac khoa cong khai bang e, thi Oscar c6 thé
khoi phuc duoc m néu k > e. Cach tan cong nay chi co thé sir dung khi e nho.

Gia tri thuong dung hién nay 1a 65537 vi dugc xem la du 16n va cling khong
qua 16n anh huodng téi viée thuc hién ham md.

— Gidi phap phong tranh:

Chon khoa cong khai 1a nhiing s6 nguyén 16n, c6 kich ¢& 16n gan nhur ban than s n.
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5/. Dung khéa bi mat nhé

Dé giam thoi gian giai ma, moi ngudi c¢6 thé st dung gi tri d nho thay cho d
ngau nhién. Boi vi phép tinh modul tén thoi gian tuyén tinh theo log,d, véi d nho
c6 thé ting toc do giai ma. Khong may, cach tdn cong cia M. Wiener da chi ra rang,

v61 d nho s€ dan dén viéc pha hoan toan hé mat.

Dinh ly M. Wiener :
Gia stirn = p.q v6i q<p<2q va d<n*/3.
Cho (n, ) v6i ed =1 mod @(n), thi Oscar cé thé tinh dugc d mot cach higu qua.
Dan Boneh chi ra rang v6i d < n®%*2, thi ¢6 thé tinh dugc d ¢6 hiéu qua tir (n, €).
Két qua nay ching to can ciia Wiener 1a chua chit.
— Gidi phdp phong trdnh: Chon khéa bi mat 13 nhitng sé nguyén 16n, c6 kich ¢&

16m gan nhu ban than so n.
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6/. Dung cac tham s6 p-1 va g-1 ¢é cac wée nguyén té nhé

Khi xay dyng so dd chir ky RSA, néu ta bat can trong viéc chon cac tham sb
p va q dé p-1 hodc g-1 ¢6 cac udc nguyén té nho, thi so d6 chit ky tré nén mat an
toan. Khi p-1 hodc g-1 ¢ cac udc nguyén té nho thi ta co thé dung thuat toan cia

Pollar dua ra vao ndm 1974 phan tich dugc n mot cach hi¢u qua.

Thuat toan Pollar.
Input : n va can b.
output: tra 101
- Thanh cong va dua ra thira s6 cta n.
- Khong thanh céng.
Method:
Bl: a:=2;
B2: For j:=2tob doa:=a’mod n
B3: d:= UCLN(a-1, n);
B4: If 1<d<n then
Write(‘Thanh cong, céc thira s6 caa n 1a: ¢, d, n/d);
else
write(‘Khong thanh cong’);

Gia str p 1a mot udc nguyén t6 cua n, va p-1 c6 phan tich ra cadc mii nguyén to sau:

p-1=[]p"
i=1
Pit q = max(p®, i=1,..,n ). Néuq < b, khi d6 (p-1) | b!
O cudi budc 2 tacod: a= 2" modn, nén a=2"modp vip|n.
Theo dinh 1y Fermat, ta ¢6: 2°*mod p. Vi (p-1) | b nén a =1 mod p.

Vivay 6 budéc4tacop|(a-1) vap|n,dodop|d=UCLN(a-1,n).

Sb nguyén d s& 13 wdc khong tAm thudong cta n trir khi a =1 & budc 3.
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Vi du:

Gia str n = 15770708441. Néu ap dung thuit toan p-1 véi b = 180 thi s& thiy
rang a = 11620221425 & budce 3, con d = 235979 va n/d = 115979.

Trén thuc té, phan tich n thanh céc thira s6 nguyén t6 1a:

15770708441 = 135979 x 115979
Trong truong hop nay, phép phan tich s€ thanh cong do:
p-1=135979-1 = 135978 = 2 x3 x131 x173
Néu lay b > 173 thi chic chan rang 135978 | b!

Trong thuat toan c6 (b-1) lily thira theo modul, mdi lily thira can nhiéu nhat
la 2log,b phép nhan modul, dung thudt toan binh phuong va nhan. Viéc tinh
UCLN c¢6 thé dugc thuc hién trong thoi gian O((log, n)?) béng thuat toan Euclide.
Boi vy, do phtre tap cua thuat toan 1a O(blog, b(log, n)* + (log, n)?).

Néu b 13 O((log, n)'), v6i mot sé nguyén i xac dinh nao do, thi thuat toan
thue sy 1a thudt toan thoi gian da thirc. Tuy nhién, vdi phép chon b nhu viy, xac
suat thanh cong sé& rat nho.

Mit khéc, néu ting kich thudc ctia b 18én that 16n, chang han téi n/2, thi thuat
todn s€ thanh cong, nhung khi d6 n6 sé khong thyc hién nhanh hon phép chia thu.
Nhu vay, diém bt loi cua thuat toan nay 13 nd yéu cau n phai c6 udc nguyén to, sao
cho p-1 chi c6 céc thira s6 nguyén t6 bé.

— Gidi phdp phong tranh: Cac s6 p-1 va g-1 phai c6 udc nguyén t6 16n.
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2.1.2.2. Tin cong dang 2: Gid mao chii ky (khong tinh truc tiép khéa bi mdt)
1/. Ky trwéc, Ma hoa sau.

Nguoi giri G giri tai liéu X cung chit ky y dén ngudi nhan N, G ky trudc vao
X bang chit ky y = Sigs(x), sau d6 mi héa x va y nhan dugc Z =e,(x,y). G gii
z cho N. H lay trom duoc thong tin trén duoc truyén tir G dén N. Dé tin cong x, H
s& tim cach giai ma thong tin liy duoc. D¢ tin cong vao chir ky thay bang chir ky
(giai mao), H tim cach giai ma Z, méi nhan dugc y. Sau d6 H thay y bang chit ky
gia mao y’, giri dén N. Tuy nhién trudong hop nay H phai giai ma trude, sau d6 moi
c6 thé gia mao chir ky.
— Gidi phdp phong trdnh: chon cac s 1ap ma va giai ma 1 nhimg s6 nguyén 16n,

co kich c& 16n gan nhu ban than sé n.

2/. Ma hoa trudc, Ky sau.

Nguoi giri G giri tai lidu x cung chit ky y dén nguoi nhan N, G mi héa trude
X biang u=es(x), sau d6 ky vao u bang chit ky v=Sigs(u). G gii (u,Vv) cho N.
H lay trom dugc thong tin trén dudng truyén tir G dén N. Dé tin cong x, H s& tim
cach giai mi thong tin 1dy dugc. Dé tan cong chir ky v, H da san c6 v, H chi viéc
thay v bang v’. H thay chit ky v trén u, bang chit ky (cua H) 1a v’ = Sig,, (u),
guri (u, v’) d&én N.

Khi nhan duoc v’, N kiém thir thiy sai, giri phan hoi lai G. G c0 thé chimng
minh chit ky d6 13 gia mao. G gui chit ky dung v cho N, nhung qu4 trinh truyén tin
s& bi cham lai. Nhu vy trong truong hop nay, H c6 thé gia mao chir ky ma khong
can giai ma.

— Gidi phap phong tranh:
Hay ky trudc, sau d6 ma héa ca chit ky. Chon cac sd lap ma va giai ma 1a

nhitng s6 nguyén 16n, co6 kich cd 16n gan nhu ban than so6 n.
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3/. Ké tin cong c6 kha ning kiém tra cac chir ky khac nhau cé phi hop véi mot
thong di€p cé truéc hay khong.

Pay 1a kiéu tAn cong rat thong dung trong thuc té nd thuong chia lam 3 16p:
- Ké tin cong c6 chit ky cho mot 16p cac thong diép.
- K¢ tin cong danh duoc cac chit ky dang cho mét danh sach cac thong diép trudce
khi tién hanh hoat dong pha huy chit ky, cach tin cong nay la non-adaptive (khong
mang tinh pht hop), béi vi thong diép duoc chon trudc khi bat ky mot chir ky nao
duogc gt di.
- K¢ tan cong duoc phép sir dung ngudi ky nhu 13 mot bén dang tin cay, ké tin cong
c6 thé yéu cau chit ky cho cac thong diép, ma cac thong diép nay phu thudc vao
khoa cong khai ciia nguoi ky. Nhu vay ké tin cong c6 thé yéu cau chir ky cua cac
thong di¢p phu thude vao chir ky va thong di€p danh trude day va qua do tinh toan
duogc chir ky.
— Gidi phap phong tranh:

Str dung cac giai phap phong tranh di trinh bay véi cac dang tan cong chir ky.

Pay 1a kiéu tin cong cta tham ma chuyén nghiép.
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2.2. TAN CONG CHU KY ELGAMAL

2.2.1. Chir ky Elgamal

2.2.1.1. So' do chir ky

1/. So dd (Elgamal dé xut nim 1985)

* Tao cap khoa (bi mdt, cong khai) (a, h):

Chon s6 nguyén t5 p sao cho bai toan logrit roi rac trong Z o 1a “khé” giai.
Chon phén tir nguyén thiy g € Z,. DatP=2,, A= 2, X Z .

Chon khoa bi mat1a a € Z . Tinh khéa cong khai h = g*mod p.

Dinh nghia tap khoa: K={(p, g, a, h):h= g*mod p}.

Céc gia tri p, g, h dugc cong khai, phai gitt bi mat a.

* Ky s6: Dung 2 khoa ky: khéa a va khéa ngdu nhién bi matr € Z .
(Vire Z,,,nénnguyén to cung p -1, do d6 ton tai r* mod (p-1)).
Chitky trénx € Pla y = Sig, (x,r)=(y,8),y € A (E1)
Trongdd ye Z,, de Z,:

y= g"mod p va  d=(x—a*y)*r*mod (p-1)

* Kiém tra chiv ky:

Ver, (x,7,0) =diung < h”*y° =g*modp. (E2)
2/. Cha y: Néu chit ky dugc tinh dung, kiém thir s& thanh cong vi

h’ *y? =g *g™ modp=g®"™ modp=g*modp.

Do d=(X-a*y)*r*mod(p-1)nén(a*y+r*38)=xmod (p-1).

- Chir ky Elgamal thudc loai chit ky di kém thong diép. Tt 1a ngudi giri chuyén
“chir ky”, phai gui kém ca thong di€p da duoc “ky” bdi “chir ky” nay. Nguoc lai,

ngudi nhan s& khong c6 dugc thong diép gdc.
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2.2.1.2. Vidu

Chtr ky Elgamal trén dir licu x = 112.

* Tao cap khoa (bi mdt, cong khai) (a, h):

Chon s nguyén to p=463. DgtP= 2, A= Z,XZ, .
Chon phan tir nguyén thily g=2 € Z;.

Chon khoa biméatla a=211¢€ Z_.

Tinh khéa cong khai h = g* mod p = 2°** mod 463 = 249.
Dinh nghia tap khoa: K= {(p, g, a, h): h=g*mod p}.

Céc gia tri p, g, h dugc cong khai, phai gilr bi mat a.

* Ky s6: Chon ngu nhién bi matr =235 e Z, . Khdaky la (a, r).

Vire Z°,nénnguyén td cing p-1, do d6 ton tai r* mod (p-1). Cu thé:

p-1>

UCLN(r, p-1) = UCLN(235, 462) = 1, nén r™* mod (p-1) = 235"mod 462 = 289.
Chir ky trén dir licu x = 11212 (y, 8) = (16, 108), trong do:

y= g'mod p = 2**mod 463 = 16

&= (x—a*y)*r*mod (p-1) = (112 — 211 * 16) * 289 mod 462 = 108

* Kiém tra chit ky: Ver, (x,7,8)=ding <  h’*y° =g*modp.
h” *y? =249 *16'® mod 463 =132
g* mod p = 2" mod463=132.

Hai gia tri d6 bang nhau, nhu vy chit ky 13 ding.
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2.2.2. Céc dang tan cong viao chir ky Elgamal

2.2.2.1. Xac dinh khoa (tim cach xdac dinh khoa bi mat)

1/. S6 ngéu nhién r bi 1§:

Néu r bi 1, thAm ma s& tinh dugc khdéa mat a=(x—rd) y *mod(p-1).

— Gidi phdp phong tranh: Can than trong trong viéc sir dung sé ngau nhién k,

khong dé 16 s6 k duoc dung

2/.Dung r cho hai lin ky khac nhau:
Gia str dung r cho hai lan ky trén x, va x,.
(7,0,) la chit ky trén x,, (7,6,) lachit ky trén x,,
Khi d6 tham ma c6 thé tinh a nhu sau:
Pyt =at(modp). B *y* =a (modp)
Doddtacd o™ =yp* % (modp)
bat y=a", tacd a7 =y%) (mod p)
twong duong véi X, — X, =r (8, — 5, ) mod(p —1) @
bat d=(6,-6,,p-1). Khidod|(p-1), d| (5,-5,) = d]|(x —x,).

X'= Xp — X,
d
é‘l: 51 - 52
d
1 p _1
=
Khi d6 dong du thie (1) trd thanh: X'=r*5" (mod p')

Vi (8’,p’)=1 néntinh €=(5-1)modp’ vatinh r=x"*¢ modp’

= r=x"*¢+i*p’ mod (p-1), vdiila gia tri nao do, 0 <i<d-1.

Thur voi gia tri nao do, ta tim duoc r (diéu kién thir dé xac dinhr1d y =a" modp ).
Tiép theo s& tinh duoc a nhu trudng hop 1.

— Gidi phdp phong tranh: mdi 1an ky st dung mot s6 k khac nhau.
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3/. Khéa mat a qua nhé.

Néu khoa mat a qua nho, thi bang phuong phap do tim don gian, nguoi ta cé
thé tinh duoc no.
—» Gidi phdp phong trdnh: chon khoa bi mat a 1 nhimg s6 nguyén 16n, c¢6 kich c&

16n gan nhu ban than so n.

4/. S6 ngiu nhién r qua nhé.

Tuong ty nhu ddi véi khda mat a, sd ngiu nhién r ciing phai bi mat. Trong
truong hop cac tham sé nay qua nho, thi hién nhién bang phuong phap do tim don
gian ngudi ta cling c¢6 thé tim duoc ching.

Khi d6 so d6 chit ky s& mat an toan. Néu r bj 16, tham ma sé tinh dugc khoa
mat a=(x—rd) y " 'mod(p-1).

— Gidi phdp phong tranh: chon sb ngiu nhién r 13 nhitng s6 nguyén 16n, c6 kich

c0 1on gan nhu ban than sé n.

2.2.2.2. Gid mao chii ky (khéng tinh trwc tiép khéa bi mdt)
1/. Trwong hgp 1: Gia mao chir ky khong cung véi tai liéu dugc ky.
+ H cb gang gia mao chit ky trén x, ma khong biét khoa bi mat a.
Nhu vay, H phai tinh dugc y va 6.
* Néu chon trudc y, H phai tinh § qua dang thie h” *° = g*mod p (E2)
Tacla y° =g*h”modp hay §=Ilog, g*h™ modp.
* Néu chon trude 8, H phai tinh y qua phuong trinh: ~ h” *»° =g*mod p .
Hién nay chua c6 cach hitu hi¢u 2 trudong hop trén, nhung phong doén 1a kho
hon bai todn logarit ro1 rac.
C6 thé ¢o cach tinh v, & dong thoi véi (v, 8) 1a chir ky? Chua co tra 10 13!
* Néu chon trude Y, 0, sau do6 tinh x, H phai ddi diu vai bai toan logarit ro1i rac.
Taco h"*y’ =g modp (E2).

NhlIVé.y XE|099 gX Elogg h” *)/6
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2/. Trwong hop 2: Gia mao chir ky cung véi tai li€éu dwge ky.

H c6 thé ky trén tai liéu ngdu nhién bang cach chon trude dong thoi x, y, 8.

Cach 1

* Chon x, v, 0 thoéa man diéu kién kiém thir nhu sau:

Chon céc s6 nguyén 1, j saocho 0<i, j<p-2, (j,p-1)=1 vatinh:
y=g'h"modp, S =-7"mod(p-1), X =—7j 'mod(p-1).

Trong &6 j™ duoc tinh theo mod (p-1) (nghia 13 j nguyén té vai p-1).

* Ching minh (y, 8) 1a chit ky trén x, bang cach kiém tra diéu kién kiém thir:

h’y’ =h’(g'h’)7 " mod p=h’g™""'"*h mod p = g* mod p

Céch 2
* Néu (v, 8) 1a chir ky trén tai lidu x c6 tir trudc, thi c6 thé gia mao chir ky trén tai
liéu x’ khac.
+ Chon s6 ngiu nhién k, i, j théaman 0<K,i,j<p-2, (k y-j§,p-1)=1vatinh:
A=y*g'hi modp, 1 =SAky — j&) " mod(p-1),
X'= A(kx+i8)(ky — j&) " mod(p 1)
* (A, ) 1a chir ky trén x°, va thoa man diéu kién kiém thir:

h*2* = g* mod p

Chay

Ca hai cach gia mao néi trén déu cho chit ky dang trén tai liéu tuong duong,
nhung d6 khong phai la tai liéu dugc chon theo y cua nguoi gia mao. Tai ligu do
déu dugc tinh sau khi tinh chir ky, vi vy gia mao loai nay trong thuc té ciing khong

c6 y nghia nhiéu.
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2.3. TAN CONG CHU KY DSS
2.3.1. Chir ky DSS

2.3.1.1. So do chir ky DSS

1/. Giéi thi¢u chuin chir ky s6 DSS

Chuan chit ky sé (DSS: Digital Signature Standard) duoc dé xuat nim 1991,
1a cai bién cua so dd chit ky Elgamal, va duoc chip nhan 1a chudn vao nim 1994 dé
dung trong mot sb linh vuc giao dich & USA.

Thong thuong tai liéu s6 duge ma hoa va giai ma 11an. Nhung chit ky lai lién
quan dén phdp Iudt, chiv ky c6 thé phai kiém thir sau nhiéu nim da ky. Do do
chit ky phai duoc bao vé can than. Nhu vy sé nguyén té p phai di 16n (chang han
dai c& 512 bit) dé bao dam an toan, nhidu ngudi dé nghi né phai dai 1024 bit.

Tuy nhién, d6 dai chir ky theo so d6 Elgamal 1a gap ddi s6 bit cua p, do d6 néu p dai
512 bit thi d6 dai chit ky 1a 1024 bit.

Trong tng dung dung thé thong minh (Smart card) lai mong muén c6 chit ky
ngan, nén giai phap sira d6i 1a mot mat dung p véi do dai tir 512 bit dén 1024 bit
(bdi ctia 64), mit khac trong chit ky (v, 8), cac s6 ¥, & o do dai biéu dién ngin,

vi du 160 bit. Khi d6 chir ky 1a 320 bit.

Diéu nay dugc thuc hién bang cach ding nhém con cyclic Z; cia Z; thay
cho Z, do d6 moi tinh toan duoc thyc hién trong Z, nhung thanh phan chir ky lai
thudc Z.

Thay d6i cong thirc tinh & trong so d6 chit ky Elgamal thanh & = (x+a*y)r ™ modq .
Diéu kién kiém thtr 1a h”y° = g*mod p dugc sira thanh
™" * 7" = y(mod p).

Néu (X+g*v,p-1)=1 thi S*modp ton tai.
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2/. So' @b chir ky DSS
So do
* Tao cap khoa (bi mat, cong khai) (a, h):
+ Chon s6 nguyén td p sao cho bai toan logarit 1di rac trong Z, la “kho” giai.
Chon q 13 wdc nguyén td caap-1. Taclap-1=t*q hay p=t*q+1.
(S6 nguyén té p ¢& 512 bit, q c& 160 bit).
+Chong € Z; lacinbac qcia 1 modp, (g la phan tir sinh cta Z).
Tinh o= g, chon khoa bi mata € Z , tinh khéa cong khai h=«a* modp.
+PatP=27,,A=2,xZ,,K={(p,q,a,a,h)/ aeZ,, h=a"modp}.
+ Véi mdi khéa (p, g, o, a, h), k’ =abi mat, k”=(p, q, a, h) cong khai.
* Ky s0: Dung 2 khoa ky: khoa a va khéa ngiu nhién bi mat r € Z;.
Chirky trén x € Z, la Sig,.(x,r) =(y,6), trong do
y = (" mod p)modq, S=(x+a*y)*r*modq.
(Chiy r e Z;, d bao dam ton tai r™* mod q).
* Kiém tra chit ky: Véi e, = x*5 7 modq, e, = y*5 " modq.
Ver,.(X,7,08) = dung < (a® *h* mod p)modq = y
2.3.1.2. Vidu
* Tao cdp khoa (bi mdt, cong khai) (a, b):
Chon p = 7649, q =239 1a wéc nguyén t6 cia p — 1, t = 32.
Tacla p-1=t*q hay p=t*q+1=32*q+1=32*239 + 1 =7649.
Chong=3 € Z,,, 1a phan t sinh. « = g' mod p =3% mod7649=7098.

Chon khoa mat a = 85, khoa cong khai h=a® mod p = 7098 mod 7649 =5387.

* Ky s6: Dung 2 khoa ky: a va khéa ngdu nhién r= 58 € Z,, r'modq = 136.
+ Chir ky trén x = 1246 1a Sig,.(x,r) = (y,6) = (115, 87), trong d6
7 = (" mod p)modq = (7098 mod7649) mod 239 = 593 mod 239 = 115.
S=(x+a*y)*r*modq= (1246 + 85 * 115) * 136 mod 239 = 87.
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* Kiém tra chit ky: (y, 8) = (115, 87) 1 chit ky ding trén x = 1246.
e, =x*s 'modq=1246 *11 mod q=83, e, =y*5 *modq=115* 11 mod q = 70.
Diéu kién kiém thir ding ? («® *h® mod p)modq =y, véi 5 =11.

(7098 *5387"° mod 7649) mod 239 = 593mod 239=115=y.

Chay:

1). Lién quan téi cac tinh toan cu thé trong so do:

+ Chu y rang phai c6 & # 0 (mod q) dé bao dam c6 5! mod q trong diéu kién kiém
thir (twong duong UCLN(S, p-1) = 1). Vi vay néu chon r ma khong duoc diéu kién
trén, thi phai chon r khac dé c6 & = 0 (mod q).

Tuy nhién kha nang & = 0 (mod q) la 27, diéu d6 hau nhu khong xay ra.

+ Mot chu ¥ 1a thay vi tinh p trude ro6i méi tinh g, ta sé tinh q trude roi tim p.

2). Lién quan chung t6i DSS (1991):

+ Do dai ¢ dinh cua p 14 512 bit. Nhiéu nguoi mudn p cé thé thay ddi 16n hon. Vi
thé NIST stra ddi 1a p c6 do dai thay d6i, 13 boi ctia 64: tir 512 dén 1024 bit.

+ Néu dung chir ky RSA véi thanh phan kiém thir chit ky nho, thi viéc kiém thu
nhanh hon viéc ky. Pdi véi DSS, nguoc lai, viéc ky nhanh hon kiém thi.

Diéu nay din dén van dé:

Mot tai liéu chi duoc ky mot 1an, nhung né lai duge kiém thir nhiéu 1an, nén
ngudi ta mudn thuat toan kiém thir nhanh hon.

May tinh ky va kiém thir nhu thé nao? Nhiéu ing dung dung thé thong minh
v6i kha nang c6 han, két ndi véi 1 may tinh manh hon, vi vdy nén xay dung so do
chir ky lién quan dén the.

Nhung tinh hudng dit ra 1a mot thé théng minh c6 thé sinh ra chit ky va ciing
c6 thé kiém thir chir ky, do vay rat kho két luan?

NIST tra 16i rang thoi gian kiém thir va sinh chir ky, cai nao nhanh hon
khong quan trong, mién 1a ¢ nhanh.

Chir ky DSS thudc loai chir ky di kém thong diép. D6 1a cai tién cua chir ky
Elgamal. Cac dang tin cong vao DSS tuong tu nhu vé6i chit ky Elgamal.
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KET LUAN

Cung v6i su phat trién chung cua loai nguoi, cong nghé thong tin di va dang
la mot trong nhitng linh vuc dem lai nhiéu loi ich cho x3 hoi, va s& trd thanh yéu t6
khong thé thiéu trong nén kinh té hoi nhap va toan cau hoa cia xa hoi loai nguoi.

Chinh vi vay an toan va bao mat thong tin s& 1a mot trong nhitng yéu td rat
quan trong, dam bao an toan cho viéc 4p dung nhiéu tng dung trong thyc tién, cho
cac giao dich dién tr. Cac giai phap vé chinh quyén dién tir, vé thuong mai dién tir
s& khong bao gio thuc hién duoc néu khong c6 co sd an toan thong tin vitng chic

Mot trong nhitng nhi¢m vu ctia bdo dam an toan thong tin 1a bao vé chir ky
(cong cu x4c thuc quan trong), vi vay dé tai da nghién ctru vé chir ky sd. Cu thé 1a
nghién ctru kha ning tin cong chir ky, tir 46 dua ra cac giai phap khic phuc, tranh
cac su cb gia mao chit ky.

Két qua chinh ctia D6 an tét nghiép 1a tim hiéu va nghién ctru qua tai liéu dé hé
thong lai cac van dé sau:

1/. Trinh bay mét s6 khai niém co ban vé ma héa dir liéu, vé chit ky s6.

2/. Trinh bay mot sé kha ning tin cong chit ky sb ciia thim ma va giai phap phong
tranh.

Pé hoan thanh duoc luan vin, em di nhan duogc su chi bao, huong dan tan
tinh cta thay gido PGS.TS. Trinh Nhat Tién. Tuy nhién, luan vin khong tranh khoi

thiéu sot, rat mong sy gbp y cua cac Thay, Co gido va cac ban.
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BANG CHU VIET TAT

RSA (Rivest-Shamir-Adleman)

ELGAMAL (T. EIGamal)

DSS (Digital Signature Standard)

DES (Data Encryption Standard)

USA (United States of America)

NIST

Vién cac ti€u chuan va cong ngh¢ quoc gia

UCLN Udc chung 16n nhat
BCNN Boi chung nho nhat
ATTT An toan théng tin

TT Trung tim phan phoi khoa
Smart card Thé thong minh

PT Do phuc tap
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