Do 4n t6t nghié Tim hiéu, nghién ctru chuén chit ky s Lién Bang Nga
ghiep g y gNg

LOI CAM ON

Trudce hét, em xin bay to long biét on sdu sic nhat t6i thay giao TS HO6 Vin
Canh da tan tinh huéng dan, giup d& va tao moi diéu thuan loi dé em hoan
thanh t&t dd an tot nghiép cta minh.

Em ciing xin chan thanh cam on su day bao cta cac thiy gi4o, cd giao khoa
Cong Nghé Thong Tin truong Pai hoc Cong Nghé - Dai hoc Quéc Gia Ha Noi,
noi da tao diéu kién tot trong sudt thoi gian thuc tap.

Em ciing xin chan thanh cam on su day bao cua céc thiy gido, co gido khoa
cong ngh¢ thong tin -Truong Pai Hoc Dan Lap Hai Phong da trang bi cho em
nhimng kién thirc cin thiét trong sudt qua trinh hoc tap, dé em c6 thé hoan thanh
d6 an tot nghiép.

Xin chan thanh cam on céc ban trong 16p d3 gitp d& va dong goép ¥ kién cho
d6 an tot nghiép cua toi.

Cudi cung, em xin dugc bay té 1ong biét on t&i nhitng ngudi than trong gia
dinh di danh cho em su quan tAm, dong vién trong sudt qua trinh hoc tap va 1am

t6t nghiép vira qua.

Hai Phong, ngay...thdng 07 ndm 2009
Sinh vién

Hoang Thi Trang
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LOI GIOI THIEU

Trong sy phét trién cua x3 hoi loai ngudi, ké tir khi ¢ sy trao d6i thong tin,
an toan thong tin tré thanh mot nhu cau gan lién véi nd nhu hinh véi bong. Pic
biét trong thoi dai ma thuong mai di¢n tor dang 1€n ngoi thi viéc co6 dugc cac
cong cu day du dé dam bao cho su an toan trao ddi thong tin lién lac 13 vo cing
can thiét, dic biét 1a chir ky sd va xac thuc. Chinh vi vay chit ky s6 da ra doi voi
nhiéu tinh ning wu viét. Bang viéc str dung chit ky s6 ma nhiing giao dich lién
quan dén linh vuc kinh té (nhu giao dich tai chinh, ngan hang, thué, hai quan,
bao hiém...) va nhitng giao dich yéu cau tinh phap 1y cao (cac dich vu hanh

chinh cong, dao tao tur xa,...) co thé thuc hién qua mang may tinh.

Chir ky s6 dong mot vai trd quan trong trong ké hoach phat trién thuong mai
dién tir va Chinh Phu dién tir néi chung, trong d6 co chit ky sé Lién Bang Nga
no6i riéng. chit ky s6 Lién Bang Nga cung cip mot thuat toan ma héa c6 do mat
mém déo, su can béng gitta tinh hi€u qua cua thuat toan va do mat cua no.
Chuan ma dir liéu ciia nudc Nga dap ung dugce cac yéu cau ctia cac ma phap
hién dai va c6 thé chuan trong thoi gian dai.

Chinh vi vy em d& chon linh vuc “chit ky sd Lién Bang Nga” lam dé tai
nghién ctru cho dd an tét nghiép cua minh. Thuc su, ddy 13 mot linh vuc rit méi
d6i voi Nude ta va la mot van dé rat kho vi né lién quan dén céc 1y thuyét toan
hoc nhu 1y thuyét s6, dai sb triru tugng, 1y thuyét do phirc tap tinh toan v.v. Véi
mot thoi luong han ché ma trinh d6 em c6 han nén chic chin trong luan van cua
em cOn nhiéu thiéu sot, em rat mong dugc sy chi bdo cua céc thﬁy, co dé em co

thé hoan thién tot hon nira ludn van ctia minh, em xin chan thanh cam on.
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Chuong 1: H¢ Mat Ma Khéa Cong Khai
1.1 Mé diu

Céc van dé ton dong cuia cac thuat toan ma hoa ddi xtimg 14 1ap ma va giai
mi déu dung mot khoa do vay khoa phai duge chuyén tir ngudi gui sang ngudi
nhan. Viéc chuyén khéa nhu vay trén thuc té 1a khong an toan, vi khéa do6 co thé
dé dang bi ai d6 ldy cap. Dé giai quyét van dé nay vao dau thap nién 70 mot sb
cong trinh nghién ctru di dua ra mot khai niém méi vé mat ma d6 1a « Hé mat
ma khoa cong khai”. Cac hé mat ma nay dugc xay dung dya trén co sé toan hoc
chat ché, dugc chiing minh vé tinh ding dén cua cac thuat toan trong so dd cua
hé mi. Va da giai quyét dugc van dé dung chung khéa trong cac hé mat ma dbi
xung.

Trong cac hé mi hoa cong khai, A va B mudn trao doi thong tin cho nhau
thi s& dugc thuc hién theo so dd sau. Trong d6 B sé& chon khoa k=(k’, k). B s&
gt khoa 1ap ma k> cho A ( dugce goi la khoa cong khai — public key) qua mot
kénh bat ky va giir lai khoa giai ma k” ( duoc goi 1a khoa bi mat — private key ).
A ¢6 thé giri vin ban M cho B bang cach 1ap ma theo mot ham ey nao do voi
khoa cong khai k’ cua B trao cho va dugc ban ma M’ = e,-(M). Sau d6 gui M’
cho B. Pén luot B nhan dugc ban ma M’ sé& dir dung mdt ham gidi ma dy: nao dé
v6i khoa bi mat k” dé 14y lai ban gbc M=d,-(M>).

Mat m3 khoa c6ng khai xuét hién nim 1976, do Diffie va Hellman thuc hién
nam 1977 ba nha toan hoc Revest, Shamir, Adleman dua ra hé ma RSA dua trén
d6 kho cua bai toan phan tich mot s6 tu nhién 16n thanh tich cua cac sd nguyén
t6.

1.2 H¢ mat va vi du

Mat ma hoc | sy nghién ctru cac phuong phap toan hoc lién quan dén khia
canh bdo mat va an toan thong tin.

Hé mat ma: 1a bo gé)m 5 thanh phﬁn (P, C, K, E, D) trong do:
P (Plaintext): tap hitu han cac ban 16 co thé.

C (Ciphertext): tap hitu han cac ban ma c6 thé.
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K (Key): tap hitu han cac khoa c6 thé

E (Encrytion): tip cac ham 1ap mé c6 thé.

D (Decrytion): tp cac ham giai ma co thé.

Véimodik € K, co ham 1ap mi e, € E, e, : P — C va ham

giai ma dge D, di: C — P sao cho dy(ex(X)) =x,VxeP

Mot s6 hé mi hoa thuong dung

- Hé ma khoa d6i xtmg 1a hé ma ma khi ta biét khoa 1ap ma, “dé” tinh duoc
khoa giai ma. Trong nhiéu truong hop, khoa 1ap ma va giai mi 1a gidng nhau.

Mot s6 hé ma hoa ddi xting nhu : DES, RC2, IDEA v.v

- Hé ma hoa phi d6i xtng: 1a hé ma ma khi biét khoa l1ap ma, “kho” tinh dugc
khod giai ma.

Hé trén con duoc goi 1a hé ma hoa khoa cong khai trong d6 mdi ngudi st
dung mot khoa va cong bd cong khai trén mot danh ba, va giir bi mat khoa riéng
cuia minh.

Mot s6 hé ma phi di xang: RSA, Elgamal ...

Vi du:

Hé ma RSA (Rivest, Shamir, Adleman ) ma vé sau ching s& dugc gi6i thiéu.

1.3 Mat ma DES(Data Encryption Standard)

M3 khéi (block cipher) dya trén nguyén tic chia ban tin thanh cac khdi, c6 do
dai bang nhau, ma timg khéi doc 1ap, trong mdi trudng mdy tinh do dai tinh
bang bit.

Mo hinh m3 khod bi mat (mi hoa ddi xtmg) phd bién nhit dang duoc st dung
la DES - Data Encryption Standard duoc IBM dé xuat va duoc uy ban Chuan
Quéc gia My, hién goi 13 Vién Qudc gia vé chuan va cong nghé (NIST), chip
nhan nhu mdt chuén chinh thic.

DES st dung mét phép todn hoan vi, thay thé, va mot sb toan tur phi tuyén.
Céc phép toan tir phi tuyén nay duoc ap dung (16 1an) vao timg khéi cta thong
diép d6 dai 64 bit. Ban rd trudc hét, duoc chia thanh cac khéi thong diép 64 bit.
Khod str dung 56 bit nhan dugc tir khod bi mat 64 bit, trir ra 8 bit & cac vi tri 8,
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16, 24, 32, 40, 48, 56, va 64 dugc dung dé kiém tra tinh chan 1é. Thuat toan giai
ma duoc thue hién theo chiéu nguoc lai, vai cung mot khoa bi mat da dung khi
ma hoa.

1.4 Mot s6 hé mat khéa cong khai

1.4.1 HEé mat RSA
Hé mat nay sir dung tinh toan trong Z,, trong d6 n 1a tich cua 2 sb

nguyén t6 phan biét p va q. Ta dat ¢(n) = (p — 1).(q — 1). Ta c6 dinh nghia sau:

Dinh nghia

Cho n = p*q trong d6 p va q 1a cac s6 nguyén td phan biét.

batP=C="7n

K={(n, p, q, a b:ab= 1 mod n) }, trong d6 cap (n,b) dugc cong khai, con
cap (n,a) dugc gilr bi mat ma chi c6 nguoi giai ma maéi s¢ hitu no.

Ma hoa

Gia sir Alice c6 mot thong bao mat x mudn giri cho Bob. Alice 1am nhu sau:
Co ta dung khoa cong khai cia Bob gia sur 1a cap (n,b) va tinh:

y=ex(X) = X" mod n rdi giri ban mi y cho Bob.

Giai ma
Sau khi nhian duoc ban ma y tir Alice anh ta tinh: dy(y) = y* mod n =x. Day
chinh 1a ban thong bao mat ma Alice guri cho minh.

D6 mat ctia hé mat RSA duogc dua trén gia thiét 1a ham ma e, = x® mod n 1a
ham mot chiéu. B&i vdy nha thim ma s& khé c6 kha ning vé mit tinh toan dé
giai md mot ban ma. Cua sip cho phép N chinh 1a thong tin vé& phép phan tich
thira s6 n (n = p.q). Vi N biét phép phan tich ndy nén anh ta c6 thé tinh ¢(n) = (p
—1).(q— 1) va roi tinh s6 mii giai mi a bang cach str dung thuét toan Euclide mo

rong.
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1.4.2 H¢ mat Elgamal

Bai todn logarithm roi rac trong Z,

Pic trung cua bai toan: cho trude cip bd ba (p, o, B) trong d6 p 1a sd nguyén
t6, & € Z, la phan tirsinh va B € Z, .

Muc tiéu: Hay tim mot sb nguyén duy nhata, 0 <a < p — 2 sao cho:

o’ =B (mod p)

Ta sé& xac dinh s6 nguyén a bang log ., B. Nhung day duogc coi 13 bai toan kho
néu sd nguyén té p dua 16n.

Dinh nghia ma khoa cong khai Elgamal trong Z, -

Cho p 13 s6 nguyén t6 sao cho bai toan logarithm roi rac trong Z, la kho giai.
Cho a € Z," 1 phan tir nguyén thuy. Gia sat P = Z,, C = Z,” X Z,". Ta dinh
nghia: K = {(p, a, a, B): B=a’(mod p)}

Cac gia tri p, o, B dugc cong khai, con a gitt bi mat ma chi c6 nguoi so hiru
nd méi biét.

Ma hoa

Gia st Alice c6 mdt ban thong bao bi mat xeP mudn duoc chia s& véi Bob.
Alice dung khoa cong khai ctia Bob 1a (p,a,B) va ldy mot sé ngau nhién ( bi mat)
k € Z,_; rdi tinh ex(X, K) = (Y1, Y»). Trong do:

y; = o mod p

y, = xp“mod p va gui yi, y» cho Bob.

Gidi ma.

Sau khi nhan dugc ban ma y;, Yy, cung voi khoa riéng ctia minh Bob tinh:

d(y1,Y2) = Ya(y1Y) ' mod p = x 14 ban thong bao ma Alice mudn chia s& véi

minh.

1.4.3 Hé mat dwong cong Elliptic
a. Puong cong Elliptic
Pinh nghia 1a. Cho p>3 1a sé nguyén t6. Pudng cong elliptic
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y? =x® +ax+b trén Z, 1a tap céac nghiém (x,y) € Z,X Z,cua ddng du thirc

y?=x® +ax+b(mod p) (1)

Trong d6 a, b € Z,1a céc hing sb thoa man 4a%+27b%# 0(mod p) (dé da thirc
x> +ax-+b khong c6 nghiém boi) cing véi diém dic biét 0 duoc goi 1a diém vo
han.

Pinh nghia 1b. Puong cong Elliptic trén GF(2") 1a tap cac diém

(x,y) € GF(2")x GF(2") thoa man phuong trinh

y? +y =x° +ax+b (2)

cung véi diém v6 han 0

Pinh nghia 1c. Puong cong Elliptic trén GF(3") 1a tap cac diém

(x,y) € GF(3")x GF(3") th6a man phuong trinh

y? =x% +ax’+bx+c (3)

cung véi diém vé6 han 0.

Dinh ly hasse

Viéc xay dung cac hé mat ma trén dudng cong Elliptic bao gém viéc lwa chon
duong cong E thich hop va mot diém G trén E goi 13 diém co sd. Xét truong K
la F.

N 1a sb diém cua E trén truong Fq (truvong hiru han q phan ttr). Khi d6: [N — (q
+1)| <2 \Jq. Tu dinh 1y Hasse suy ra #E(Fy) = q +1 — t trong d6 [t <2 ,/q .

b. H¢ mat trén dwong cong Elliptic

H¢ Elgamal lam viéc voi nhom Cyclic hiru han. Nam 1978, Kobliz da dua
mot hé trén ECC dua trén hé Elgamal.

Pé xdy dung hé mi hoa dua trén duong cong Elliptic ta chon dudng cong E
(a, b) va mot diém G trén dudong cong lam diém co sd. Mdi ngudi ding A mot
khoa bi mat na 1a mot $b nguyén, va sinh khod cong khai P = na * G.

Khi d6 hé¢ ma hoa duong cong Elliptic dugc xay dung tuong tu hé¢ ma hoa
ElGamal, trong d6 thuat toan ma hod va giai ma dugc xac dinh nhu sau:

Thuat toan ma hoa
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Gia str nguoi ding A mudn giri thong diép can mi hoa Py, t&i ngudi dung B,
chon mot s6 ngdu nhién k va giri théng diép ma hoa Cp, dugce tinh nhu sau:

Cn={k*G,P,+k*Pg}

(Pg 1a khoa cong khai cua B)

Thuat toan giai ma

Pé giai ma thong diép Cn = { K * G, Py, + k * Pg }, nguoi dung B thuc hién
tinh nhu sau:

Pntk*Pg -ng*k*G=Pr+k*Pg—k*ng *G=P,p+k*Pg -k*Pg =Py,

Chi c6 B méi c6 thé giai ma vi B ¢ ng (12 khoa bi mat).

Chu y rang ¢ day P, 1a mot diém thudc duong cong Elliptic, qua trinh ma hoa
gial ma duoc thyc hién trén céc diém thudc duong cong E. Trong thuc té, dé sur
dung duoc viéc ma héa nguoi ta phai twong tng mot sé (tirc 1a ban thong bao)
v6i mot diém thude duong cong Elliptic. Khi d6 mdi thong diép can ma hoa s&
tuong ng véi mot diy sb. Moi sb s& twong ing voi mot diém trén dudng cong
Elliptic.

Tinh bao mat

Néu ké tin cong gilta dudng, Oscar c6 thé giai bai toan EDLP thi anh ta c6
thé biét duoc khoa bi mat tir ng cua B tir cac thong tin cong khai G va ngG, va cé
thé gidi ma thong diép ma A gui. Nhu vay do an toan (bdo mat) cua thuat toan
trén dua vao do kho cua bai toan EDLP.

Lwoc do trao doi khéa Diffie-Hellman dung dwong cong Elliptic.

Alice va Bob chon diém BeE dé cong khai va phuc vu nhu mot diém co so, B
dong vai tro phan tir sinh cta luge d6 Diffie-Hellman trén truong hiru han. Dé
sinh khoa, Alice chon ngau nhién s6 a c6 bac q rat 16n (n6 xap xi N #E) va giir
bi mat, tinh aB € E va cong bd né trén mot danh ba.

Bob 1am twong tu chon ngau nhién b, va cong khai bBeE. Khong giai bai

toan logarit roi rac, khong c6 cach nao tinh dugc abB khi chi biét aB va bB.
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c. Logarit roi rac trén duwong cong Elliptic

Dinh nghia:

Néu E 1a dudng cong Elliptic trén truong Fq va B 1a mot diém trén E. Khi d6
bai toan logarit ro1 rac trén E (theo co $6 B) 1a mot bai toan, cho trude mat diém
P € E, tim s6 nguyén x € Z sao cho xB = P néu sd x nhu vy ton tai.

Duong nhu bai todn logarit roi rac trén duong cong Elliptic kho hon bai toan
tim logarit ro1 rac trén truong hiru han.

d. Chon dwong cong va diém

Chon duong cong tire la chon diém co s& va hé s6 a, b sao cho phu hop vi no
anh hudng to1 tbc d6, d6 dai khoa va do an toan ciia hé mat trén dudng cong
nay.

Chon ngau nhién (E,B). Gia stt p>3 xét Z,

Trudce hét cho x, y, a 1a 3 phan tir duoc chon ngau nhién trén Zp.

Dit b=y? - (x*+ax), kiém tra (4a°+27b? #£0). Néu théa man khi d6 B (x,y) la
diém trén duong cong Elliptic y* =x® +ax+b va nguoc lai thi ta hity bo cac sb do
di va chon cac sb khac...Cr nhu vay cho dén khi ta tim dugc céc sb theo mong

muon.
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Chuong 2: Chir Ky So
2.1 Khai niém chung
Chir ki dién tr 1a thong tin di kém theo mot tai li€u khac nhu van ban, hinh
anh, .... nham muc dich xac dinh nguodi chu cua dir li€u va dam bdo tinh toan ven
cta dit liéu d6. Pong thdi né con cung cip chirc ning chdng chdi bo cua ngudi
gui thong tin.
So sanh chir ky thong thuong va chir ky dién tir

Chir ky thong thuwong Chir ky dién tir

Van dé ky mot tai liéu Van dé ky mot tai liéu

Chir ky 12 mot phan vat Iy |  Chir ky dién tir khong gan kiéu vat Iy vao
cua tai li¢u burc thong di€p nén thuat toan duogc dung
phai “khong nhin thiy” theo mot cach nio

do trén birc thong diép

Van dé vé kiém tra Van dé vé kiém tra

Chir ky kiém tra bang cach Chit ky dién tr c¢6 thé kiém tra nhd ding
so sanh n6 voi chir ky xac thuc | mot thuat toan “kiém tra cong khai”. Nhu
khac. Tuy nhién, day khong | vdy, bat ki ai ciling c6 thé kiém tra dugc chir
phai 1a mdt phuong phap an | ky dién tir. Viéc dung chir ky dién tir an toan

toan vi no de€ bi gia mao. c6 thé chdn dugc gia mao.

Ban copy thong diép duoc| Ban copy thong diép duoc ky bang chir ky
ky bang chit ky thong thuong | dién tir thi dong nhat véi ban gbc, diéu nay
lai c6 thé khac véi ban géc. c6 nghia 1a can phai ngin chin mdt bic

thong diép ky sb6 khong bi dung lai.

So dd ki dién tr gdm 5 thanh phan (P, A, K, S, V) trong d6:
P 14 tap hitu han cac van ban c6 thé.

A 14 tap hiru han cac chit ky c6 thé.
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K 1a tap hiru han cac khoa c6 the.

Véik € K, k= (k’, k), k’ 1a khoa bi mat dé ki va

k> 12 khoa cong khai dé kiém thir chir ki.

S 1a tap cac thuat toan ki c6 thé.

V 14 tip céc thuat toan kiém thir.

Vé6i mdi k € K, c6 thult toan ky sig - € S, Sig . P — A va thuat toan kiém
thir ver . € V, ver : Px A — {dang, sai}, thoa min diéu kién sau diy v6i moi
XxeP,yeA:
ver o (X,y) = i dung, néu y = sig (X)

sai, néu y # sig (X)
Mot sb chit ki dién tir: RSA, Elgamal, DSS, ....

2.2 Mt vai hrge 6 chir ky so tiéu biéu

2.2.1 Luge d6 chir ky RSA

Luoc db chit ky RSA duge dinh nghia nhu sau:

e Tao khoa:

So dd chit ky cho boi b nam (P, A, K, S, V)

Cho n=pq, v&i mdi p, g 1a cac sé nguyén to 16n khac nhau

o(n) =(p-1)(q-1).

ChoP=A=2, va xac dinh:

K={(n, p,q,a, b):ab=1( mod ¢(n) ) }

Cac gia tri n, b 1a cdng khai cac gia tri p, g, a 1a cac gia tri bi mat.
e Tao chir ky:

Vi modi K=(np, g, a, b) xac dinh:

Sigk-(x)= x* mod n

e  Kiém tra chir ky:

Verg-(X,y)= true < x = y* mod n; X, y €Z,,.

Gia sir A mudn gui thong bao x, A sé& tinh chir ky y bang cach :

y=sigk-(X)= Xx* mod n (a 1 tham sb bi mat cta A)
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A gtii cap (x,y) cho B. Nhan duoc thong bao x, chit ky sd y. B bat dau tién
hanh kiém tra ddng thirc x= y* mod(n) (b 1a khéa cong khai A).

Néu dung, B cong nhan y 1a chit ky trén x ctia A. Nguoc lai, B sé& coi x hoic
1a d4 bi stra chita, hodc 13 chit ky bi gia mao. Ngudi ta ¢6 thé gia mao chir ky cta
A nhu sau: chon y sau d6 tinh

X= verg-(y), khi d6 y= sigg-(x). Mot cach khac phuc kho khan nay 1a viéc yéu
cdu x phai c¢6 nghia. Do d6 chit ky gia mao thanh cong voi xac sudt rat nho.

Hon nita, viéc st dung ham hash lién két vai luge do chir ky loai bé phuong

phap gia mao.

2.2.2 Luge @6 chir ky Elgamal

Luoc d6 chir ky ElGamal dugc dé xuit nim 1985, gan nhu dong thoi véi so
dd hé mat ma ElGamal, cling dua trén do kho cua bai toan 1o6garit ro1 rac. Luoc
d6 duoc thiét ké dic biét cho muc dich ky trén cac van ban dién tir, duoc mo ta
nhu mot hé: S=(P, A,K,S,V)

Trong do P = Z*p , A= Z*p X Zp.1, vO1 p la mot s6 nguyén tb sao cho bai toan
tinh 16garit roi rac trong Z*p 1a rat kho. Tap hop K gdm céc cdp khoa K=(K’, K"),
v6i K’=a 1a mot s6 bi mat thudc Z*p, K" =(p, a , f), a 1a mot phan tir nguyén thuy
cua Z*p, va f=a’modp. K’ 1a khoa bi mat dung dé ky, va K" 1a khoa cong khai
dung dé kiém thir chir ky.

Lugc dd chit ky ElGamal dugc dinh nghia nhu sau:

Cho p 1a sb nguyén t6 sao cho bai toan logarit rdi rac trong Z, 1a kho va gia su
aeZ, la phan tir nguyén thuy

ChoP =2, A=2Z,xZ,; vadinhnghia

K={(p,a, o B): B =0a®modp }.
Céac gia tri p, o, B 1a cong khai, a 1a bi mat.
*Tao chir ky.
Gia sir x 1a mot thong bao can ky. Khi d6, véi K = (p, a, o, B) va voi sé ngiu

nhiénk eZ’

p-11

ta dinh nghia chir ky sé ElGamal 1a cip (y, 8), trong do:
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y=0a*mod pvad=(x-ay) k *mod(p - 1).
*Kiém tra chit ky so.
V6iXx,y e Z,,vad €Z,, tadinh nghia :

Ver (x, v, 8) = True < B.y° = o modp.

2.2.3 Lwoe dd chuin chir ky s6 DSS ( Digital Signature Standard
Algorithm)

So d6 chit ky DSS duoc cho bdi bo nim

S=(P,A,K,S,V)

Trongd6P=2Z",,A =Z (xZ,

p 1a mot s6 nguyén t6 16n c6 do dai biéu dién 512 <1, < 1024 bit (v6i 1 1 bdi
cua 64) sao cho bai toan tinh logarit roi rac trong Z,* la kho.

q 1a mot wéc s6 nguyén to ctia p -1 ¢6 |, biéu dién c& 160 bit.

Goi a € Z*p L a = o, PP mod p # 1 v&i 1<h<p-1( v6i a, mot phan tir nguyén
thuy trong Z,*)

a1 s6 ngdu nhién (0<a<q)

L= a” modp.

k 12 s6 ngdu nhién (0 <k <q)

K=(K’, K"), trong d6 khoa bi mat K’ = a, va khoa céng khai K" = (p, q, «, )

e  HamKky sig;: sige (x,k) = (y, 9) 1a chir ky trén thong diép x.

Trong d6 y = («* mod p) mod q

5= (x +ay)k™* mod g.
e  Ham kiém thur ver,-: vere (X,(y, 0))
- Tinh: e;=x 0" mod q
e,=yd mod q
- Kiém tra dang thirc: (o' f*mod p)mod g= y?
+Néu c6 ddng thire : chir ky tin cay

+ Néu khong : chir ky s khong tin cy hodc thong diép x da bi sira doi
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2.2.4 Ham hash va tng dung trong chir ky s6

Pinh nghia :Gia sir D 13 tdp cac van ban c6 thé. X 13 tap cac vian ban tom
lugc (dai dién) co thé véi do dai cd dinh trude tiy ¥. Viéc im cho mdi vin ban
mot tom lugce tuong ung xac dinh mot ham h: D— X. Ham h nhu vay duoc goi
la ham bam.

Ham bam thudng phai thdéa man cac diéu kién sau:

+ Ham bam phai 1a ham khong va cham manh:

Khéng c6 thuat toan tinh trong thoi gian da thirc dé c6 thé tim dugc x1, X, €D
sao cho X; # X, va h(Xy ) = h(x,).

Trc 1a tim 2 van ban khéac nhau c6 cung dai dién 1a rat “kho”.

+ Ham bam la ham mot phia:

Tuc 1a cho x tinh z = h(x) thi “d&”, nhung biét z tinh x 1a “kho”.

+ Ham bam phai 1a ham khong va cham yéu:

Ttrc 1a cho x € D, kho tim duge x* € D, x* # x va h(x) = h(x’).

Mot s6 ham hash sir dung trong chir ky so.

Cac ham Hash don gian:

Tat ca cac ham Hash déu dugc thyc hién theo quy tac chung 13: Pau vao duoc
biéu dién dudi dang mot diy tly y cac khdi n bit, cac khdi n bit ndy duoc xir Iy
theo ciing mot kiéu va lap di lap lai dé cudi cung cho dau ra c6 s bit c6 dinh.

Ham Hash don gian nhat 13 thuc hién phép toan XOR ting bit mot cia mdi
khdi. N6 duoc biéu dién nhu sau:

Ci = by @ by® ...®by, Trong d6

Ci : 1a bit thir i cia ma Hash, i=1n

m : 13 s6 cac khdi dau vao

bji : 14 bit thir i trong khéi thir j

@ : 1a phép cong modulo 2

So d6 ham Hash sir dung phép XOR.
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Do 4n t6t nghié Tim hiéu, nghién ctru chuén chit ky s Lién Bang Nga
ghiep g y gNg

Khél I: b11 b12 ves bln
Khél 2: b21 b22 ces b2n
Khél m: bm]_ bm2 cee bmn
Ma Hash: C; C, Ch

Ci 1a bit kiém tra tinh chin 1¢é cho vi tri thir i khi ta chia tép dir liéu thanh timg
khdi, mdi khéi con vi tri. N6 ¢6 tac dung nhu su kiém tra téng thé tinh toan ven
cua dir licu.

Khi ma hoa mdt thong bao dai thi ta st dung mode CBC (The Cipher Block
Chaining), thyc hién nhu sau:

Gia st thong bao X duoc chia thanh cac khéi 64 bit lién tiép

X=X X; ... Xj

Khi @6 ma Hash C s€ la: C = Xy = X1@ X, @...@ X,

Sau d6 mi hoa toan bo théng bao ndi véi mi Hash theo mode CBC san sinh
rabanma Y;1Ys...Ynu

K§ thuét khoi xich :

Nguoi dau tién dé xuat ky thuat mat ma xich chudi nhung khong cé khoa bi
mat la Rabin.

K¥ thuat nay dugce thyc hién nhu sau :

Chia thong bao M thanh cac khéi co ¢& cd dinh 1a My, My, ..., My, st dung hé
ma thuén tién nhu DES dé tinh ma Hash nhu sau :

Ho = gid tri ban dau

Hi=Emi(Hi.1), 1 =1,2....N, G= Hy

O trén ta dé cap dén ham Hash c¢6 nhiéu dau vao hiru han. Tiép theo ta s& dé
cap tdi loai ham Hash manh véi dau vao vo han thu duoc do mé rong mot ham
Hash manh c6 dau vao do dai hitu han. Ham nay s& cho phép ky cac thong bao

¢ do dai tuy ¥.
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Gia sir h: (Z; )™ = (Z, )" 1a mot ham Hash manh, trong d6 m >t + 1 ta s& xay
dung mot ham Hash manh :

h"s X = (Z, )", trong d6 X=U(Z, )’

s Xéttruonghopm=>t+2

Gia st x € X, vay thi tdn tain dé x €(Z, )", n > m.

Ky hiéu : |x| 1a d0 dai cta x tinh theo bit. Khi d6 |x| = n.

Ky hiéu : x|y 1a day bit thu duoc do ndi x véi y.

Gia sir [x| =n > m. Ta cd thé biéu dién x nhu sau: X = Xq||Xo|| ...||X«

trong do | xq| =[Xo]=.....=] x¢l=m-t-1 va | X, |=m-t-d, 0< d< m-t-2

(do d6 |xy| = 1 va m-t-1>1, k>2)

Thé thi k=[ n/(m-t-1)]+1; ([] : chi phan nguyén )

Thuat toan xay dyng h thanh h* dugc mo6 ta nhu sau :

1. Choi=1téik-1gany;=x;;

2. Yi=x || 0% (0% 1a day c6 d sb 0, khi do6 yy dai m-t-1)

3. Vis1l1a biéu dién nhi phan cta d (|ywa| = m-t-1)

4. g:=h(0"y,) (gi=t, 0" ||y, dai m)

5. Cho i=1 t6i k thyc hién giy = h(g; [l 2l ] i1 )

6. h*(X) = Oksr, Ky hi€u y(x) = y1 || Y2 [|--. || Yk

Ta thay rang y(x) # y(x’) néu x # x

Thuit toan MDS

Thuat toan MD5 duoc Ron Rivest dua ra vao nam 1991. Pau vao cua thuit
toan 1a céc khdi c6 do dai 512 bit va dau ra 1 mot ban bam dai dién cho vin ban
gbe co do dai 128 bit.

Cac budc tién hanh :

Budc 1 : BPon thém bit

Budc 2 : Thém d¢ dai

Budce 3 : Khoi tao bo dém cua MD

Budc 4 : Tién trinh thuc hién

Budc 5 : Pau ra
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Chuwong 3: Chuan Chir Ky S6 Ciia Lién Bang Nga

3.1 Loi gidi thi¢u

Ngay 10 thang 4 nam 2002, tong thong Nga V.Putin di ky sic 1énh Lién Bang
vé chir ky dién tir sb.

Luat vé chir ky dién tir s6 duge nude Nga chuan bi ky tir trude khi ra cac bai
bao “Nhitng cong nghé htra hen trong linh vuc chir ky dién tr s6”, va “Chit ky
dién tir hay con duong gian kho thoat khoi gidy to”.

Nudc Nga di str dung chuan chit ky s6 GOST P34.10-94, chuén chit ky sd
GOST P34.10-2001 va chuan ham bam GOST P34.10-94.

Viéc tim hiéu chuan mat ma nudc Nga va My 1a quan trong nhat.

3.2 Chuan chir ky s6 GOST 34.10 — 94

Chuan chir ky s6 ctua Nga duoc 1ap sau phuong an chuan ciia nudc My, cho
nén céc tham s ctia thuat toan nay dugc chon vai tru tinh vé kha nang tiém tang
cuia nguol ma tham trong viéc thdm ma. Noi riéng, viéc tang do dai gid tri ham
bam lam giam x4c xuat dung cham, twong Gng v&i nd 1a bac cta phan tr sinh,
diéu nay lam cho viéc giai bai toan logarithm roi rac s& kho hon khi cin tim
khoa bi mat.

a.Chon tham s6

Pé mé ta thuit toan st dung cac ky hiéu sau :

B* - tap tat ca céac tir hitu han trén bang chir cai B={0,1};

|A| - Do dai tir A;

Vi (2) - tap tat ca cac tir nhi phan d6 dai k;

A||B - ndi hai tir A va B (hay con ky hiéu 13 AB);

A* - ndi k tir A lién tiép;

<N>K - tir c6 do dai k 1a két qua ctia phép tinh N (mod 2k) véi N 1a s6 nguyén
khong am.

® - phép cOng ting bit theo mudulo 2;

[+] - phép cong theo quy tic A [+] B=<A+B>, (k=|A|=|B|);

Hoang Thi Trang 19 Lop CT901



D6 an tot nghiép Tim hiéu, nghién ctru chuén chi ky sé Lién Bang Nga

m - thong bao can ky;

m; - thong bao nhan duoc;

h - ham bam anh xa day m vao tir h(m) € V54(2);

p - s6 nguyén td, 2°%° < p < 2°*, hodc 21 < p < 21

q - sb nguyén td, 2°* < p < 2°*°, va q 1a wdc cua (p-1);

a - s6 nguyén, 1<a<p-1, voi a%(mod p)=1;

k - s6 nguyén, 0<k<q;

X - khoa bi mat ctia nguoi st dung dé ky, 0<x<q;

y - khoa cong khai dé kiém tra chit ky y = a* (mod p);

Céc sb p, q va a 1a cac tham s6 ciia hé thong, dugc cong bd cong khai. Bo gia
tri cu thé c6 thé 1a chung cho tt ca moi nguoi trong hé théng. S6 k duoc sinh
trong qua trinh ky thong bao can phai giit bi mat va duoc hity ngay sau khi ky.
S6 k dugc 1ay tir bo tao ngdu nhién vat 1y hodc boi diy gia ngiu nhién véi cac
tham s6 bi mat.

b.Tao chir ky

Viéc tao chir ky gdm céc bude sau:

1) Tinh h(m) - gia tri ham bam cta théng bao m . Néu h(m)(mod g) =0

thi gan cho h(m) gia tri 0°°°1;

2) Chon sb nguyén k, 0<k<q;

3) Tinh hai gié tri r’=a"( mod p) va r=r’(mod q). Néu r=0 chuyén vé budc 2 va
chon lai gia tri k Khc;

4) Nguoi str dung dung khoa bi mat x dé tinh gia tri s=(xr+kh(m))(mod q).

Néu s=0 thi chuyén vé budc 2, trong truong hop nguoc lai thi két thuc thuat
toan.

Chu y rang thong bao cho gia tri ham bam bing 0 khoéng duoc ky. Trong
treong hop nguoc lai phuong trinh ky s€ dugc gian udc thanh s=xr (modq) va

nguoi ac v s€ tinh duogc khoa bi mat.
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c. Kiém tra chir ky

s.h(ml)-1 -r.h(m1)-1

Phuong trinh kiém tra 13 r=(a y (mod p) )(mod q). Thuc vay
@"™* .y "™ (mod p) )(mod g)= ("™ . a "™ (mod p) )(mod )
=(a"™ &) mod p) ) (mod q) =a"™ & kM- mad ) (mod q)
=" ™1™ mod p)(mod q) = a“ (mod p)(mod q) =r.

Viéc tinh toan dwgc thuc hién nhw sau:

1) Kiém tra diéu kién: 0<s<q va 0<r<q. Néu mot trong nhiing
diéu do khong duoc thyc hién coi nhu chit ky khong c6 hiéu luc hoac
thong bdo ky da bi sua chira.

2)  Tinh h(m,) gia tri ham bam cua ban tin nhan dugc. Néu
h(m)(mod q)=0 thi gan cho h(m,) gia trj 0%°1.

3)  Tinh v=(h(my))**(mod ). Chinh 1a viéc tinh h(m,)*(mod q)
bang thuat toan Eucolid md rong s& nhanh hon viéc nang liiy thira.

4)  Tinh z;=s.v(mod q) va z,=(g-r).v(mod q)

5)  Tinhu=(a”.y* (mod p))(mod q)

6)  Kiém tra diéu kién r = u. Néu dang thirc xay ra thi cong nhan
chir ky ding va ban tin khong bi thay doi trong qua trinh truyén.

3.3 Chuan chir ky s6 GOST P34.10 — 2001

Do su tang nang suét cla cac phuong tién tinh todn va viéc hoan thién thuat
todn tinh logarit o1 rac trong truong hiru han nén xuét hién nhu cau tang do bén
vitng cua thuat toan chir ky dién tir sé dbi véi nhiéu dang tan cong. Vi thé nén
chuan GOST P34.10 - 2001 d4 duoc nghién ciru trong du 4n “Cong nghé thong
tin. Bao vé thong tin bang mat ma. Cac qua trinh tao va kiém tra chit ky dién tir
s6”. No s& duoc ap dung tir ngdy 1 thang 7 nam 2002 thay cho chudn GOST

P34.10 — 94 trudce do.

a. Chuin bi tham s6
Trong chuan ndy cac phép toan ctia nhom cac diém thudc duong cong Elliptic

trén truong hiru han dugc stir dung. Puong cong Elliptic E trén trudng nguyén to
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GF(p) duoc st dung, né dugc cho boi cac hé s6 a va b hodc dai lugng J(E) duoc

3

goi 12 bt bién duong cong : J(E)=1728ﬁ mod p. Cé4c hé sd a va b cla
a®+

duong cong E dugc xac dinh thong qua hiang sd boi cong thic:

_J(E)

Véia = 3kmod p; b= 2k mod p; k=—————~2—
1728-J(E)

mod p, (J(E)= 0,1728).

Piém Q duoc goi 1a diém boi k, k € z néu nhu véi mot diém P nao d6 co
dang thirc Q=kP. Cac tham s ctia luoc dd chit ky sé bao gom:

p - s6 nguyén t6 1a modulo cta dudong cong Elliptic (E), p>2°*°

Puong cong E duogc cho boi bat bién J(E), hay cac hé s6 a, b

m -sd nguyén bac clia nhém céac diém trén duong cong E

q -sd nguyén t6 bac cia nhém vong con ctia nhom cac diém thudc duong
cong E voi diéu kién

{m:nq,nez,nzl

2254 2 256

<Qg<

P 0 diém co sé trén duong cong ¢ béc g, tirc 1a pQ=0 toa do diém nay ky
hi¢u qua (xp, Yp).

Ham bam anh xa thong bao c6 dd dai bat ky vao tap cac vecto nhi phan d6 dai
256. Ham bam dugc dinh nghia bai chuan GOST P34.10 - 94,

M&i nguoi str dung luge d6 chir ky dién tir can c6 cip khoa ca nhan sau:

Khoa bi mat cta nguoi st dung - s6 nguyén d, 0< d< q;

Khoa cong khai ctua ngudi st dung - diém Q véi toa do (Xq, Yq), thoa man dang
thirc dP=Q.

Céc tham sd cua chit ky dién tir can thoa min

p'#£1(mod q) v&i moi t=1,2.........B véi B >31;

m #p;

J(E) # 0 hay 1728.

_ B 255
Chung ta dat twong Gmg vecto nhi phan h=(0;ss,....... o) VOisO a=> ;2
i=0
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b. Sinh chir ky so

Chir ky s6 cho ban tin M dugc tinh nhu sau:

1.Tinh ham bim: h=h(M)

2.Tinh s nguyén o c6 dang biéu dién nhi phan la vecto h va xac
dinh e =a(mod q). Néu e=0 thi gan e=1.

3. Sinh ra s gia ngau nhién k thoa man bat dang thirc 0<k<q.

4. Tinh diém thudc duong cong Elliptic C=kP va dit r=X(mod q) védi x. toa
d6 ctia diém C theo truc X. Néu r=0 thi quay vé budc 3.

5. Tinh gia tri s=(rd-+ke)(mod q). Néu s=0 thi quay vé budc 3.

6. Tinh vecto nhi phan tng véi cac s6 s va r. Chir ky s6 £ =(r||s) 1a phép

ndi 2 vecto nhi phan.

Kiém tra chir ky : Lam nhu sau

1.Theo chit ky nhan duoc { can tinh ra hai s6 nguyén r va s. Néu cac bat dang
thure sau khong dang thi bac bo chir ky 0<r<q, 0<s<q.

2. Tinh ham bim cta ban tin nhan dugc h=h(M).

3. Tinh s6 nguyén c6 dang biéu dién nhi phan 1a vecto h va xac dinh

e= o (mod q). Néu e=0 thi lay e =1.

4 tinh v=e™*(mod q).

5.Tinh z;=s.v (mod q), z,= -rv(mod q)

6.Tinh diém trén duong cong Elliptic C=z,P+2,Q, x4c dinh R =x,(mod q)

Vvéi X 1a tao d6 cua diém C trén truc x.

7.Chit ky dugc cong nhan khi va chi khi R =r.

3.4 chuan ham bim GOST P34.11 - 94

Mot sb ky hiéu

M - 1a ddy nhj phan cn bam ;

h - 1a ham bam anh xa day M tir h(M) €V56(2),

Ex(A) két qua phép bam tir A v6i khoa boi thuat todn ma khoi Gost 28147-89
& ché d6 thay thé don gian ;
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H la vecto khoi diem dé bam.

Mo ta chung

Chung ta hiéu ham bam 1 mot anh xa h: B* 2 V,56(2)

Pé dinh nghia ham bam ta can co

- Thuat todn tinh bam theo ting budc k

K: Vas6(2) X Vas6(2) 2 V2s6(2)

- M6 ta qud trinh 13p dé tinh gia trj ham bam

a. Thuat toan tinh bam theo timg budc gém 3 phan

Tao 4 khoa c6 256 bit.

Bién doi ma: sir dung thuat toan Gost 28147-89 ¢ ché do thay thé don gian.

Anh xa x40 tron két qua ma.

Tao khoa
Xét X=(b2sg, D2s5,......,.01) € Va56(2)
Gia su X:X4 ||X3||X2||X1 = 1]16”1:]15” ......... ”1:]1: C32”C31” ......... ||§1

Véi xieVei(2), i=1....4; nje Vi5(2), j=1...... 16; Lk € Vg(2), k=1...32.
Ky higu A(X)=(x; & Xp)|[X4||X3[|x2 -
Bién doi P: Vs6(2) 2 Vase(2) chuyén tir Capl|Callevovene.. ||C, thanh tr
Co(32)[| Lo(BL)][-.vvve ICo(2) voi @ (i+1+4(k-1))=8i + k, i =0..8.
Pé tao khoa can st dung cac dir liéu sau:
s« Cactu H, M e Vy(2);
» Cac hang sb: Cac tir Ci(i=2, 3, 4) ¢6 céc gia tri C,=C,=07° va
C, =180°11%021 1808 (081%)21%0°(0°1°)*(1%0%)
Thuat toan tinh khéa nhu sau:

Gancacgiatrii=1,U=H, V=M

Thuc hién W=U @V, K;=P(W)

Gan i=i+1

1
2
3
4. Kiém tra diéu kién i=5. Néu dung nhay budc 7, sai thi tiép budc 5
5. Tinh U=A(U) @ C;, V=A(V(A)), W=U®V, K;=P(W)

6

Chuyén vé budc 3
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7. Két thuc

Bién d6i ma

Pay la giai doan ma 4 tir con 64 bit cua tur H boi cac khoa K (i=1,2,3,4).
Ching ta can cac dir liéu sau: H=hy||hs||hz||h1, hieVes(2) va bd khoa K;
(1I=1,2,3,4)

Sau khi ma ta c6 si=Exi(hy), i =1,2, 3,4 va vecto két qua S= s4||Ss||s2/|s1

Bién d6i tron

Tron day thu duoc qua thanh dich, dir li¢u ban daulacactt H, M, S Vos6(2);

Bién d6i y : Vase(2) > Vase(2) chuyén tr 7,4 || 756 ||---| 7 € Vea(2), i=1...16 thanh
tur

7, ©1, ®1, ®1, ® 0|16 || 75 |---]| 7,. Khi @6 gia tri bam ting budc 1a tur

K(M,H)= w*(H @ y (M @ y*(S))) V6i v 12 bién dbi lam i 1an.

b. Tinh gia tri bam

Gi4 tri bam ban dau dé tinh gia tri ham bam la day M e B*. Tham s6 1a vecto
khai diém H - Mot tir ¢d dinh tiy ¥ tir Vosg(2).

Thu tyc tinh ham h & mdi vong lip st dung cac dai luong sau:

MeB* - phan ctia diy M, chwa di qua ham bam ¢ nhiing vong lip trudc

HeVas6(2) - gia tri hién tai ctia ham bam

> eVas6(2) - gid tri hién tai ciia tong kiem tra

LeVass(2) - gid trj hién tai cua d6 dai phan cua ddy M xu 1y & cac vong lap
trudce

Thuét todn tinh ham h dugc chia 1am 3 giai doan:

Giai doan 1. Gan céc gia tri ban dau cho céc dai luong hién tai

M:=M; H:=H; ¥:=0256 ; L:=0"°

Giai doan 2. Kiém tra diéu kién [M[>256. Néu ding chuyén sang budc 3.
Nguoc lai thi thuc hién cac phép tinh sau:

Li=<L#{M[>as6; Zi=Y [+ IM" s M7 =07 M Im;

H:=«<M’, H); H:=«L, H); H:=<}, H)

Két thac thuat toan H 1 gia tr1 ham bam.

Hoang Thi Trang 25 Lop CT901



D6 an tot nghiép Tim hiéu, nghién ctru chuén chi ky sé Lién Bang Nga

Giai doan 3. Tinh tr con M eVy56(2) cta tt M(M=M,||M). Tiép tuc thuc
hién day phép tinh sau.

H:=«(M’, H); L:=<L+256>24, > =Y [+] Ms; M:=M,,

Chuyén 1én budc 2.

3.5 Chuan ma dir liéu GOST 28147 - 89

Tai Lién Bang Nga c6 mot chuan ma duy nhét cho cic hé thong thong tin. N6
1a bat budc cho cac co quan nha nude, to chire, xi nghiép, ngan hang va cac cong
so khac c6 hoat dong gin lién véi viéc dam bao an toan thong tin quéc gia. Poi
véi cac to chirc khac hay cac ca nhan thi GOST 28147 -89 mang tinh khuyén
céo.

Chuan nay dugc thiét 1ap c6 tinh dén kinh nghiém trén thé gidi, noi riéng da
cht y dén nhimg diém yéu va kha niang khong thyc hién duoc ciia DES, vi vay
viéc ap dung chuan c6 tién hon.Thuét toan xay dung theo cAu trtc Feistel.

Pbi v4i phép ndi ta dung ky hiéu nhu phép nhan. Ngoai ra ta sir dung cac
phép cong sau:

A ® B Phép cOng ting bit theo modulo 2;

A [+] B cong theo modulo 2%;

A {+}B cong theo modulo 2*-1;

Thuét toan c6 mot sb ché do 1am viée. Trong moi ché do déu sur dung khoa W
c6 256 bit, d6 1a 8 s6 ¢ 32 bit: W=X(7)X(6) X(5) X(4) X(3) X(2) X(1) X(0).
Khi gidi ma ching ta dung khoéa do.

Ché do 1am viéc co sé cua thuat toan 1a ché do thay thé don gian .

Céc ky hiéu trén hinh vé:

N1, N, céc thanh ghi luu 32 bit;

S, tong theo modulo2®*

S, tong theo modulo2’

N thanh ghi dich vong 32 bit;

K thiét bj nhd khoa gdm 256 bit dugc chia thanh 8 tir 32 bit;

S khéi thay thé gom 8 hop thé S; .....Ss.
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B — — "

32... 1 32.... ol
K
| c,
Xo(Ko)
X,(Ky)
Sg Sy | i s, | s, <
R
Xo(Ks)
X,(K5) 32... ]
CZ
QP
!

M5 ta ché d6 lam viée cta thuét toan 1a ché do thay thé don gian

Gia str ban o dugc chia thanh cac khdi co 64 bit, ching duogc ky hiéu 1a T,.
Thu tuc ma gém 32 vong. PAu tién, khoa k c6 256 bit dugc dua vao thiét bi nhé
khoa, tao thanh 8 khoa con k;: k=k-Ksg ..... k1.

Déy cac bit cuia T, dugc phan thanh 2 nira c6 32 bit trai va phai :

To=(a1(0), ax(0),..., az»(0), b1(0), by(0),...., bzx(0)).

Céc bit trong mdi nira dugc léy ra theo thr tu nguoc lai dé tao nén hai tir co
32 bit 1a a(0) va b(0):

a(0)=(az,(0), az1(0),..., a;(0)),

b(0)=(b32(0), b31(0),...., bsi(0)).

Hai vecto 32 bit a(0) va b(0) dugc dua vao thanh ghi luu Ny, N; trude vong
ma thtr nhat. a(0) trong N, va b(0) trong N..

Gia st a(j)=(as2(]), az1(j)s--.» a1(j)), b(@()=(bz2(j), bz1(j)....., b1(j)). La ndi dung
cta cac thanh ghi luvu N; va N, sau vong ma tht j. Ching ta ky hi€u f 1a ham

m4, ta co

a(j)=f(a(-1)+k.1moas)) ® b(j-1)
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b()=a(j-1)

Vi j=25....31

a(j)=f(a(-1)+ksz-j moas)) ®b(j-1)

b()=a(j-1)

Vi =32

a(32)=a(31)

b(32)=f(a(31)+ky) @ b(31)

Viéc tinh ham mat ma f qua 2 giai doan:

¢ giai doan thir nhat, tham s x c6 32 bit duoc chia thanh 8 vecto c6 4 bit.
B0 4 bit thir i duoc anh xa thanh 4 bit nho cac phép thé Si(i=1..8). S; la cac phép
hoan vi cta tip cac s6 nguyén tir 0 dén 15, S(x) 1a mot vecto ¢6 32 bit.

e Giai doan thir 2: Nho thanh ghi R, S(x) duoc dich vong vé bén trai 11 vi tri.

Két qua cua phép ma T, 1a T, duoc ldy ra tir cac thanh ghi luu N; va N, sau
32 vong mé theo thir tu tir trai qua phai.

T=(a1(32), ax(32),..., a32(32), b1(32), bx(32),...., bzx(32)).

ChU ¥ : cac S-box c6 thé dugc st dung 1am khoa thoi gian dai.

3.6 Bo luat Lién Bang Nga vé chir ky sé

Chuong 1. Cac diéu khoan chung

Diéu 1.Muc dich va pham vi ap dung b luat Lién Bang nay

1. Pam bao diéu kién luat phap cho viéc sit dung chitr ky dién tu sb 1a muc
dich ctia bo luat Lién Bang nay, theo né thi chir ky dién tir s trong cac van ban
dién tir dwgc cong nhan c6 gia tri nhu chit ky bang tay trén vin ban giay to.

2. Hiéu luc cua bo luat Lién Bang nay duoc ap dung cho cac quan hé duoc
xuat hién khi tién hanh cac hgp dong phap 1y dan sy va trong cic truong hop
khac duoc xem trudc bang luat phap cua Lién Bang Nga.

Hiéu luc cta bo luat Lién Bang nay khong ap dung cho cac quan hé dugc xuét
hién khi st dung céac tuong tu khac cta chir ky tay.

Diéu 2. Piéu chinh phap quyén cac quan hé trong linh vuc sit dung chir ky

dién tur sO.
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Piéu chinh phap quyén cac quan hé trong linh vuc sir dung chir ky dién tir s
dugc thuc hién theo bo luat Lién Bang nay, bd luat dan sy cua Lién Bang Nga,
luat Lién Bang “Vé thong tin, thong tin hda va cac bao vé thong tin”, Luat Lién
Bang “Vé thong tin”, va cac luat Lién Bang khac va cac van ban phap lut phap
chuén cua Lién Bang Nga d3 dugc ap dung theo cac bo ludt dd néu, va ciing
duoc thuc hién theo thoa thuan cta cac bén.

Diéu 3. Céac khai niém co ban duoc st dung trong bo luat Lién Bang nay

Vi cac muc dich cta b luat Lién Bang nay, cac khai niém co ban sau dugc st
dung :

Vin ban dién tir - d6 13 vin ban, trong d6 thong tin dugc biéu dién ¢ dang
dién tir sb.

Chtr ky di¢n tir s - phu luc cua mot van ban dién tir, dung dé bao vé van ban
dién tir do khoi gid mao, nhan dugc nhu két qua cua phép bién d6i mat ma doi
v6i thong tin véi viée st dung khoa bi mat caa chit ky dién tir s6 va cho phép
nhan dang ngudi chi ciia chimg nhan khoa chir ky, dong thoi cling khang dinh
viéc thong tin trong van ban dién tir khong b1 xuyén tac.

Nguoi chu cia gidy chimg nhan khoa chir ky - nguoi duge trung tim chimg
thuc cdp cho gidy chimg nhan khoa ky va nam giir khoa bi mat tuong tng cua
chit ky dién tir s§, khoa bi mat nay cho phép véi su gitip d& ctia cac phuong tién
chir ky dién tir tao ra chitr ky dién tu sb cla nguoi do trong cac van ban dién tu
(ky cac van ban dién tu).

Céc phuong tién chit ky dién tir - cac cong cu may moc hay phan mém, dam
bao vi¢c thyc hi¢én mot trong cac chirc ndng sau: tao chir ky dién tr s6 trong cac
van ban dién tir vo1 viéc st dung khoa bi méat cua chir ky dién tu $0, khéng dinh
tinh chan thyc cua chir ky dién tir sd trong cac van ban dién tr bang viée sir
dung khéa bi mat cua chir ky dién tu sb, tao ra cac khoa bi mat va cong khai cua

chir ky dién tir sd.
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Gidy chimg nhén cta cac phuong tién chir ky dién tir s6 vin ban trén gidy
dugc cap theo cac quy dinh cta hé théng chimg thyc dé khang dinh tinh tuan tha
C4c yeu cau da duoc thiét 1ap cua cac phuong tién chit ky dién tir s6.

Khoa bi mat cua chit ky dién tir sé ddy duy nhét cac ky hiéu, duoc biét boi
ngudi chil ciia chimg nhan khoa chit ky va dung dé tao ra chit ky dién tir sb
trong céc vin ban dién tir bang viéc dung cac phuong tién chit ky dién tir sb.

Khoa cong khai chit ky dién tir s6 - ddy duy nhit cac ky hiéu, twong tng voéi
khoa bi mat chir ky dién tir s6, duoc biét boi mot ngudi sir dung bat ky cua hé
théng thong tin va dugc dung dé khing dinh tinh chan thuc cta chit ky dién tir
s6 trong vin ban dién tir bang cach sir dung cac phuong tién chit ky dién tir sd.

Gidy chung nhan khoa chir ky vin ban trén gidy hodc vin ban dién tir cling
v6i chit ky dién tir s6 ctia ngudi ¢ trach nhiém thudc trung tdm chung thuc,
trong d6 c6 khoa cong khai ctia chir ky dién tu sb, va dugc trung tam chung thuc
cap cho ngudi tham gia hé théng thong tin dé khang dinh tinh chan thyc cta chir
ky dién tir s6 va nhan dang ngudi cha cia chimg nhan khoa chir ky.

Khang dinh tinh chan thuc cua chit ky dién tir s6 trong van ban dién tir két
qua tan thanh ctia viéc kiém tra bang cac phuong tién chtng thuc twong tng chi
ky dién tir s6 cing véi viée sit dung ching nhan khéa chir ky tinh phu thudc cia
chit ky dién tir s6 vao ngudi chu cua chimg nhan khoa chit ky va tinh thiéu ving
su thay doi trong van ban dién tir boi chit ky dién tir s6 d& cho.

Nguoi sir dung chimg nhén khoéa chit ky - nguoi sit dung cac thong tin nhan
dugc tai trung tm ching thuc vé gidy chirng nhan khoa chit ky dé kiém tra tinh
phu thudc cua chit ky dién tir s6 v6i chi chimg nhan khoéa chir ky.

Hé thdng thong tin doanh nghiép - hé thng thong tin ma nhitng ngudi tham
gia Ia mot nhom nguoi gidi han, dugc xac dinh bdi ngudi chu ctia hé théng hoac
bang thoéa thuan ctia nhiing nguoi tham gia hé thong thong tin nay.

Chuong II. Cac diéu kién s dung chir ky dién tir $6

Diéu 4. Cac diéu kién dé cong nhan gia tri nhu nhau cua chir ky dién tu s6 va

chir ky viét tay
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1. Chir ky dién tir s6 trong van ban dién tir co gia tri nhu chir ky viét tay trong
van ban trén gidy néu nhu ddng thoi tuan tha cac diéu kién sau:

Chtng nhan khoa chir ky thudc vé chit ky dién tir s6 nay khong mat hiéu luc
(con tac dung ) tai thoi diém kiém tra hodc thoi diém ky van ban dién tu néu nhu
c6 bang chimg xac dinh thoi diém ky;

Tinh chan thyc cua chir ky trong van ban dién tir dugc khéng dinh.

Chir ky dién tir s dugc sir dung theo nhu nhitng quy dinh duoc chi ra trong
gidy chting nhan khoa chir ky.

2. Nguoi tham gia hé thong thong tin c6 thé dong thoi 1a chi cia mot o
luong bat ky gidy chtimg nhan khoa chit ky. Khi d6 vin ban dién ttr clng véi chit
ky dién tir s6 c6 gia tri phap 1y khi thuc hién cac quan hé duogc chi ra trong gidy
ching nhan khoa chit ky.

Diéu 5. Sir dung cic phuong tién chit ky dién tir sd

1. Vi¢c sinh cac khoa chir ky dién tir s6 dugc thuc hién dé sir dung trong :

Hé thong thong tin sir dung chung bdi ngudi tham gia hé thong hay boi trung
tam chung thue theo yéu cau ctia ngudi tham gia.

Hé thong thong tin doanh nghiép theo quy cach duoc thiét 1ap trong hé théng
do.

2. Khi sinh khoa chir ky dién tir s6 dé st dung trong hé thng thong tin st
dung chung can phai chi 4p dung cac phuong tién da dugc cap phép chir ky dién
tr s6. Viéc dén bu thiét hai gay ra do sinh khoa chir ky dién tir so bdi céac
phuong tién chit ky dién tir s6 khong duoc cip phép co thé quy trach nhiém cho
nhiing nguodi tao ra va nhitng ngudi phan phdi cac phuong tién nay theo nhu
phéap luat Lién Bang Nga.

3. Viéc st dung cac phuong tién chit ky dién tr sé6 khong duoc cap phép va
cac chir ky dién tir s6 duoc sinh ra boi chung trong cac hé théng thong tin doanh
nghiép cta cic co quan Lién Bang thudc chinh quyén qudc gia, cac co quan
chinh quyén qudc gia ciia cac chu thé Lién Bang Nga va cac co quan diéu hanh

dia phuong la khong dugc phép.
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4. Viéc cép phép céc phuong ti€n chir ky dién tir s6 duogc thuc hién theo phap
luat phap Lién Bang Nga vé cip phép san pham va dich vu.

Piéu 6. Chtng nhan khoa chit ky

1. Chimg nhén khoéa chir ky can chtra cic thong tin sau:

S6 dang ky duy nhét ctia chimg nhan khoa chir ky, ngay bat dau va két thic
thoi han hiéu luc cta ching nhan chir ky s6 nim ¢ danh sach cua trung tim
ching thuec.

Ho tén va tén dém cua nguodi chu chung nhan khoéa chir ky hay bi danh cua
nguoi chi. Trong truong hop sit dung bi danh, trung tim chimg thuc can ghi
diéu d6 vao chtng nhan khoa chit ky.

Khoa cong khai cua chir ky dién tir s6.

Tén cua cac phuong tién chir ky dién tr s6, ma khoa cong khai cta chir ky
dién tir s6 ndy duoc st dung voi. Tén va dia diém cua trung tam chimg thyc cap
ra chung nhan khoa chir ky.

Céac chi dan vé cac quan hé ma khi thuc hi€n no6 thi van ban dién tr voi chir
ky dién tir sb s& co gia trj phap 1y.

2. Trong truong hop can thiét, trong chimg thuc nhan khoéa chit ky, trén co so
cac van ban di duoc xac nhan con chi ra chirc vu (cung véi tén va dia diém cia
co quan da 1ap ra chtrc danh d6) va nghé nghiép cta chu ching nhan khoéa chir
ky, con theo sy xuét trinh & dang viét nhitng tu liéu khac d3 duoc xac nhan boi
cac gidy to khac.

3. Chimmg nhan khoéa chir ky can phai dugc trung tdim ching thuc dua vao
danh sach ciia cdc chting nhan khoa chit ky khong mudn hon ngay bat dau co
hiéu luc cua ching nhan khoa chir ky.

4. Pé kiém tra tinh s& hitu chit ky dién tir sé voi ngudi chii chimg nhan khoa
chir ky, nhilng ngudi st dung dugc trao thong tin vé ngay va thoi gian cap
chirng nhan, tu li¢u vé hiéu luc cua chirng nhan khoa chit ky (c¢6 hi¢u luc, dung
c6 hiéu lyc, thoi han dung co6 hi¢u luc, da bi huy bo, ngay va thoi gian huy bo

chtng nhan chit ky ) va tu liéu vé danh sach ctia chimg nhan khoa chir ky. Trong
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truong hop cap ching nhan khoa chir ky ¢ dang van ban trén gidy, ching nhan
nay duoc thé hién theo khuoén mau cua trung tim chung thuc va duogc lam tin
boi chir ky tay cta ngudi co chirc trach va diu cia trung tdm chimg thuc. Trong
truong hop cap ching nhan khéa chit ky va cac dir liéu bod sung di néu ¢ dang
van ban dién tir, ching nhan do can phai dugc ky bdi chir ky dién tir s6 cua
nguoi cd trach nhiém thude trung tdm ching thuec.

Diéu 7. Thoi han va cach thic luu gitt ching nhan khoa chit ky tai trung tim
chirng thuc

1. Thot han luu gitt chirng nhan khoéa chit ky & dang van ban dién tir tai trung
tam chung thuc dugc xac dinh béng thoa thuan gitta trung tdm chung thuc va
nguoi chi cua chimg nhan khoa chit ky. Khi d6 dam bao quyén truy cép cua
nhimg nguoi tham gia hé thong théng tin vao trung tdm chung thuc dé nhan
dugc chiig nhan khoa chir ky.

2. Thoi han luu gitt ching nhan khoa chir ky & dang van ban dién tr tai trung
tam chimg thuc sau khi hily bo chting nhan khoa chit ky can khong duogc it hon
thoi han dugc thiét 1ap boi luat Lién Bang vé thoi han kién tung dbi véi cac
quan h¢ khi hét thoi han luu trit da chi ra, chirng nhan khoéa chir ky dugce loai bo
khoi danh séch cua cac chirng nhan khoa chit ky va duoc dua vao ché do luu trir.

Thoi han Iuu khong it hon 5 ndm, Quy tic dua ban sao ciia chimg nhan khoa
chit ky trong giai doan nay duoc thiét 1ap theo nhu luat phap Lién Bang Nga.

3. Chiig nhan khoa chit ky ¢ dang van ban trén gidy duoc luu trit theo quy
dinh duoc thiét 1ap theo luat phap Lién Bang Nga vé vian khé va luu trit.

Chuong III. Cac trung tam chirng thuc

Piéu 8. Vi tri cua trung tim chimg thuc

1. Co quan luat phap thuc hién cac chirc nang dugc xem xét boi luat Lién
Bang nay Ia trung tdm chung thuc cip cac chting nhan khoa chir ky sé dé st
dung trong cac hé thong thong tin dung chung. Khi d6, trung tdm ching thuc

can phai c6 cac kha ning tai chinh va vat chit can thiét, cho phép né thi hanh
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trach nhiém déan sy trudc nhimg nguoi st dung khoa cii ky ddi v6i nhitng thiét
hai.

Piéu 10. Quan hé gifta cac trung tim chtng thuc va cic co quan toan quyén
Lién Bang cta chinh quyén hanh phap

1. Trung tdm chimg thuc cho dén khi bit dau st dung chit ky dién tir sd cua
nguoi dai dién trung tdm chimg thuc dé cam doan thay mit trung tdm ching
thue cac chimg nhan khoa chit ky nhat dinh phai trinh tai co quan dai dién Lién
Bang cta chinh quyén hanh phap chung thuc cia nguoi dai dién trung tim
chirng thuc & dang van ban dién tr cling nhu chirng nhan nay & dang van ban
trén gidy cung voi chit ky tay ctia nguoi dai dién da néu, duoc cam doan boi chit
ky ctia ngudi lanh dao va ddu cua trung tim chimg thye.

2. Co quan dai dién Lién Bang cta chinh quyén hanh phap thuc hién mot
danh sach qudc gia duy nhat cac chimg nhan khoa chit ky dugc dua ra boi cac
trung tdm ching thyc 1am viéc v6i nhiig ngudi tham gia hé théng thong tin
ding chung (cac trung tim ndy cam doan vé nhimg chimg nhan khoa chit ky do
minh dua ra), ddm bao kha ning truy nhap tu do téi danh sich nay va cap cac
chirng nhan khoa chit ky cho nhitng dai dién tuong tng cua cic trung tam chiing
thue.

3. Cac chir ky dién ttr s6 cua nhitng ngudi dai dién cac trung tim chtng thuc
c6 thé duoc st dung chi sau khi dua né vao mot danh sach hop nhat toan qudc
gia gdm cac chimg nhan khoa chit ky. Viéc str dung cac chir ky dién tir ndy vao
cac muc dich khong lién quan dén viéc cam két cac ching nhan khoa chir ky ca
cac tu liéu vé hiéu luc cta nd 1a khdng cho phép.

4. Co quan dai dién Lién Bang cta chinh quyén hanh phap:

Thuc hién theo yéu cau ctia moi nguoi, t6 chtrc, co quan Lién Bang cua chinh
quyén hanh phép, cac co quan chinh quyén qubc gia cia cac cha thé thude Lién
Bang Nga va cac co quan ty diéu hanh dia phuong viéc khiang dinh tinh dung
dén cua chit ky dién tu s6 cta cac dai dién trung tam ching thuc trong cac

chtng nhan khoa chit ky do ho cap phat.
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Thuc hién theo cac diéu khoan vé co quan dai dién Lién Bang cua chinh
quyén lap phap cac uy quyén khac dé dam bao hiéu lyc cua bd luat Lién Bang
nay.

Piéu 11. Cac trach nhiém cia trung tim chung thuc trong quan hé véi ngudi
cha chimg nhan khoa chit ky

Trung tdm chung thyc chuan bi chimg nhan khéa chit ky nhan vé minh céc
trach nhi€m sau theo quan h¢ v61 nguoi cha ching nhan khoa ky.

Dua chirng nhéan khoa chir ky vao danh sach chirng nhéan khoa chir ky.

Pam béao viéc cung cap ching nhan khéa chit ky cho nhiing ngudi tham gia
hé thong thong tin yéu cau.

Dirng hiéu luc cta chimg nhan khoéa chit ky theo yéu cau ngudi chu ciia no.

Thong bao cho nguoi chii ching nhan khoéa chit ky vé cac su kién duoc biét
boi trung tAm chtng thuc va bang mét cach nao d6 co thé anh huong dén kha
nang st dung tiép theo ctia chimg nhan khoa chir ky.

Céac trach nhiém khac dugc thiét lap bﬁng cac diéu khoan luat chuan muc
hoac thoa thuan cac bén.

Piéu 12. Cac trach nhiém cta nguoi chii ching nhan khoa chir ky

1. Ngudi chu ctia chiing nhéan khoa chir ky phai :

Khong sir dung cho chir ky dién tir s6 cac khoa cong khai va bi mat cua chir
ky dién tir s6 néu nhu biét rang cac khoa d6 dang sir dung hoic di st dung;

Giit bi mat khoa mat cua chit ky dién tir so.

Ngay lap tirc yéu cau dimg hiéu luc cta ching nhan khoa chit ky khi ¢6 co sé
cho rang bi mat d6i voi khoa mat chit ky dién tir s6 bi vi pham.

2. Khi khong tuan tha nhitng yéu cau dugc néu ra trong diéu nay, viéc dén bu
nhirng thiét hai gay ra do n6 dugc gan cho trach nhi€ém cua ngudi chu ching
nhan khoa chir ky.

Piéu 13. Cham dt hiéu luc cua chirng nhan khoa chit ky

1. Hiéu luc ctia chimg nhan khoa chit ky c6 thé bi dimng boi trung tdm chimg

thuc trén co s& chi ra nguoi hay co quan c6 quyén nhu vdy theo quy luat hay
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thoa udc, con trong hé théng thong tin doanh nghiép con theo nhu cac quy tic
da duoc thiét lap dé sur dung nd.

2. Thoi gian tr lic nhan duoc tai trung tam ching thuc thyc hién 1€nh vé viéc
dirng hiéu luc cta chimg nhan khoa chit ky cho dén khi dua thong tin twong tng
vao danh sach chimg nhan khoéa chir ky can dugc thiét 1ap theo quy tic chung
d6i voi tat ca nhitng ngudi chu ching nhan khoéa chir ky.

3. Hi€u luc cia chimg nhan khéa chir ky theo 1énh cua nguoi (co quan ) dai
dién toan quyén dugc dung lai trong mot thdi han duoc tinh theo ngay néu hiéu
luc d6 khong duogc thiét 1ap boi cac quy dinh luat chuan tic hoic thoa ude. trung
tam ching thuc khoi phuc hi¢u luc cua ching nhan khoéa chir ky theo 1énh ctia
ngudi (co quan) dai dién toan quyén. Trong trudng hop, néu da hét han chi ra
ma khong c6 1énh vé viéc khoi phuc hiéu luc cia chiing nhan khoa chir ky thi
chirng nhan do6 bi huy bo.

4. Theo 1énh cua nguoi (co quan) dai dién vé dung hiéu lyc cua ching nhan
khoa chit ky, trung tim chimg thuc loan bao diéu ndy cho moi ngudi sir dung
chirmg nhan tin twong Gmg chi ra ngay, thoi gian va thoi han ding hiéu lyc cia
ching nhan khoéa chir ky, dong thoi thong bao cho ngudi chii ching nhan khoa
chir ky va ngudi dung (co quan ) dai dién ra Iénh dung hiéu luc ctia ching nhan
khoa chir ky.

Piéu 14. Hiy bo chimg nhan khoéa chit ky

1. Trung tdm chung thuc, noi da cap chimg nhan khoéa chit ky, bat budc phai
huy bé no:

Khi hét thoi han c6 hiéu Iyc.

Khi bi mét sttcc manh phap 1y vé chirng nhan cua cac phuong tién tuong tng
cua chir ky dién tir s6 duge st dung trong cac h¢ théng dung chung.

Trong trudng hop néu trung tdm ching thyc biét chac chan viée dimg hiéu luc
cuia van ban trén co s& do 1ap ra chirng nhan khoa chir ky.

Trong céc truong hop khac dugc thiép 1ap boi cac diéu luat chuan hodc thoa

thuan gitra cac bén.
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2. Trong truong hop huy bd ching nhéan khoa chir ky, trung tdm chirng nhin
khoa chit ky, trung tdm chimg thuc thong bao vé viéc d6 dén moi ngudi st dung
chtng nhan khoa chit ky bang cach dua vao danh sach cac chimg nhan khoa chir
ky thong tin tuong tng cung voi viée chi ra ngay, gido hiy bo chirng nhan khoa
chit ky, trir truong hop huy bo ching nhan khoa chit ky khi hét thoi han hiéu luc
ctia n6 dong thoi ciing thong bao diéu nay cho nguoi chu chimg nhan khéa chir
ky va nguoi (co quan) dai dién da ra 1€nh huy bé chiing nhan khoa chit ky.

Piéu 15. Cham dit hoat dong cua trung tim ching thuc

1. Hoat dong cua trung tm chung thuc noi cdp ching nhan khoa chit ky dé st
dung trong cac hé thong thong tin dung chung, c6 thé dugc dung lai theo quy tic
dugc thiét 1ap boi luat dan su.

2. Trong truong hop dung hoat dong cua trung tdm chung thuc da duoc chi ra
& diém 1 cua diéu ndy, cac ching nhan khéa chir ky dugc cip boi trung tim
ching thuc d6, c6 thé dugc chuyén giao cho mét trung tdm chimng thuc khac
theo thoa thudn véi nhitng nguoi chu ching nhéan khoa chir ky.

Céac chimg nhan khoa chit ky khong dugce chuyén cho mét trung tdm chuing
thue khac, duoc hay bo va chuyén co quan toan quyén Lién Bang dé dua vao
I trix theo diéu 7 cua luat Lién Bang nay.

1. Hoat dong cua trung tam ching thuc ddm bao hoat dong cua h¢ théng
thong tin doanh nghiép dugc ding theo quyét dinh ctia ngudi chu hé thong do,
dong thoi ciing theo thoa thuan ciia nhitng ngudi tham gia hé théng néu co sy
chuyén giao trach nhiém cta trung tim ndy cho mét trung tdm khac hoic khi
x6a bo hé thong thong tin doanh nghiép.

Chuong IV. Cac dic diém sir dung chir ky dién tir sb

Diéu 16. St dung chit ky dién tir s6 trong linh vuc diéu hanh Nha Nuédc

1. Cac co quan Lién Bang ciia chinh quyén hanh phap, cic co quan chinh
quyén Qudc Gia cua cac chu thé trong Lién Bang Nga, cic co quan ty diéu hanh
d3 néu trén st dung cac chir ky dién tr sd ctia nhitng nguoi lanh dao cac co

quan, t6 chirc d6 dé ky cac van ban dién tir ciia minh.
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2. Cac chung thuc khoa chit ky ctia nhitng nguoi dai dién toan quyén cac co
quan Lién Bang cua chinh quyén quéc gia dugc dwa vao danh sach cac ching
nhan khoa chit ky duoc quan 1y bai co quan dai dién Lién Bang cta chinh quyén
hanh phép, va dugc cap phat cho nhimg ngudi st dung chimg nhan khoa chir ky
tir danh sach nay theo quy dinh duogc thiét 1ap boi bo luat Lién Bang nay cho cac
trung tdm chung thuc.

3. Quy téc cip ching nhan khoa chit ky cta nhitng ngudi dai dién cac co quan
chinh quyén quéc gia ciia cac chu thé trong Lién Bang Nga va nhiing nguoi dai
dién cac co quan ty diéu hanh dia phuong duogc thiét 1ap boi cac diéu luat chuan
tac clia co quan tuong (mg.

Piéu 17. St dung chir ky s6 trong hé théng thong tin doanh nghiép

1. Hé thong thong tin doanh nghiép cung cdp cho nhimg ngudi tham gia hé
théng thong tin s dung cac dich vu cua trung tdm chung thuc cua hé théng
thong tin doanh nghiép can phai dap tmg duoc cac yéu cau duoc quy dinh boi bo
luat Lién Bang ndy cho cac hé thong thong tin ding chung.

2. Quy tic st dung chir ky dién tir sd trong hé théng tin doanh nghiép duoc
thiét 1ap boi quyét dinh ctiia ngudi cha hé thdng d6 hay bai thoa thuin cta nhiing
nguoi tham gia hé thong.

3. Noi dung thong tin trong cac ching nhan khoa chir ky, quy tic dua vao
danh sach cac chimg nhan khoa chit ky 4y da dang ky, quy dinh luu gitt cac
chtng nhan khoéa chir ky da duoc hity bo, cac truong hop mat hiéu luc phap 1y
ctia cac chimg nhan da néu ra trong hé thdng thong tin doanh nghiép dugc thé
ché hoa bang quyét dinh cta ngudi chii hé thong hay boi thoa thuan cta nhimg
ngudi tham gia hé théng thong tin doanh nghiép.

Diéu 18. Cong nhan chimg nhan khoa chit ky ctia nudc ngoai

Ching nhéan khoa chit ky ctia nudc ngoai, dugc chung thyc theo nhu luat
phép cta nudc ma ching nhan khoéa chit ky 4y da ding ky, duoc cong nhén trén

lanh tho Lién Bang Nga trong céac truong hop thuc hién cac qui trinh dugc thiét

Hoang Thi Trang 38 Lop CT901



D6 an tot nghiép Tim hiéu, nghién ctru chuén chi ky sé Lién Bang Nga

1ap boi luat phap Lién Bang Nga vé viéc cong nhan gia tri phap 1y cua cac van
ban nudc ngoai.

Piéu 19. Cac truong hop thay thé con dau

1. Noi dung vin ban trén gidy, duoc dam bao boi con diu va dugc chuyén
thanh van ban dién tr, theo nhu cdc diéu luat chuan hodc thoéa thuin gilta cac
bén c6 thé duoc dam bao bang chit ky dién tir s6 cia ngudi dai dién co quan c6
con dau.

2. Trong cac trudng hop dugc quy dinh boi luat hodc cac diéu luat chuan khac
ctia Lién Bang Nga hodc thoa thudn gifia cac bén, chit ky dién tir s6 trong van
ban dién tu, chirng nhan cua no6 chtra cac tu li¢u can thiét dé thue hién céc quan
hé dang xét dén vé quyén luc cta ngudi chu, duge cong nhan co gia tri nhu chit
ky tay ctia ngudi trén vian ban bang gidy duoc dam bao bang con dau.

Chuong V. Cac diéu khoan thi hanh va chuyén giao

Piéu 20. Thi hanh cac vin ban phéap 1y chuan muc theo nhu luat Lién Bang
nay.

1. Céc diéu luat chuan cua Lién Bang Nga duoc dwa vao hoat dong theo nhu
luat Lién Bang nay trong vong 3 thang ké tir ngay luat Lién Bang nay c6 hiéu
luec.

2. Cac vin ban hanh chinh cua céc trung tim chtng thyc, noi cap cac ching
nhéan khoéa chit ky dé st dung trong cdc hé thong thong tin dung chung, duoc
dua vao hoat dong theo luat Lién Bang nay trong vong 6 thang ké tir ngay co
hiéu luc.

Piéu 21. C4c diéu khoan chuyén giao.

Cac trung tam chung thuc dugc thanh 1ap sau ngay luat Lién Bang nay cé
hiéu lyc, trudce khi dugce co quan dai dién Lién Bang cua chinh quyén hanh phap
dua vao danh sach cac chimg nhan khoa chir ky can phai dap tng yéu cau cua
luat Lién Bang nay, ngoai trir yéu cau xuat trinh truéc d6 cac chimg nhan khoa
chir ky cta ca nguoi dai dién nha nudc minh trudc cac co quan dai dién Lién

Bang ciia chinh quyén hanh phap. Cac chimg nhan tuong tng can phai trinh cho
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cac co quan tuong tmg khong cham hon 3 thang sau ké tir ngay c6 hiéu lyc cta
luat Lién Bang nay.

3.7 So sanh GOST 28147 -89 véi thuat toan Rijndael

Ngay 2 thang 10 nim 2000, bd thwong mai My di tong két cudc thi tuyén
chon thuit toan md héa méi cua nuéc My. Nguoi chién thing 13 thut toan
Rijndael. Thut toan ma hoa méi nay dugc thay thé cho DES, d6 1a chuan ma
hoa ciia My tur nam 1977.

DES duoc thiét ké tai phong nghiém ctru ctia hing IBM vao nira dau nhiing
nam 70 cua thé ky 20 va thudc vé ho cac ma phap khoi ngudn tir thuit toan
Lucifer ciing duoc nghiém ctru tai noi d6 mot sd nam trude. Kién trac nay, co
tén goi 1a mang Feistel ¢ vi tri quan trong trong mat ma hoc cho dén ngay hom
nay: phan 16n cidc ma phap hién dai déu c6 dang nay, trong d6 ¢ ca chuin ma
cua Nga GOST 28147 - 89. Ta s€ phan tich so sanh GOST 28147 - 89 vdi
Rijndael, trén co s& d6 tién hanh viéc so sanh phuwong phap ¢ dién va hién dai

trong viéc xay dung ma khoi.
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Chi tiéu Gost 28147-89 Rijndael

Kich thudc khoi, bit 64 128, 192,256

Kich thuéc khoa, bit 256 128, 192, 256

Kién triic Mang can bang Feistel Hinh vudng

S6 vong 32 10, 12, 14

Phan cua khdi & duge | Nua khdi(32 bit) Ca khdi (128, 192,
mi sau moi vong 256)

Kich thuéc cua khoa| Nura do dai khoi Bang d6 dai khoi
vong, bit

Cau trac vong Don gian Tuong d6i phirc tap

Céc phép toan dugc st

dung

Chi c6 phép cong, thay
thé, va phép dich

St dung rong rai cac
phép todn trén truong

hitru han

Tinh tuong duong cua

bién d6i thuan nghich

Chinh x4c dén tht tu

cua cac khoa vong

Chinh x4c dén vecto
clia cac phan tir khoa,
bang cac thay thé va

hang s6 cua thuat toan

So sanh cac ddc tinh chung cua 2 thuat toan

Cac dac tinh so sanh cua thuat toan GOST 28147 - 89 vai Rijndael da chi ra

bang trén. Khac voi thuat toan ctia Nga, kich thudc khoa trong thuat toan

Rijndael co thé thay d6i, diéu nay do st dung céu trac “hinh vudng”, tinh chat

nay cho phép thay doi d6 bén virng cling nhu tdc d6 thuc hién thuat toan theo su

phu thudc vao cac yéu t6 bén ngoai khi can cai dat trong mot gidi han nhét dinh,

tuy nhién khong rong lam, d6 1a so cac vong, va cung véi né 1a toc do trong cac

truong hop khac biét nhau nhat vao khoang 1,4 lan.

So sanh cac nguyén tac chung

Viéc phan tich thuat toan GOST 28147 - 89 ciing nhu phan 16n cdc ma phap

thudc thé hé dau tién duoc thiét ké vao nhirng nam 70 va ntra dau nhirng nam
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80, duoc dya trén kién tric mang Feistel can bang. Nguyén tic chinh cia kién
trdc nay 1a ca qua trinh ma gém mot loat cac vong cé kiéu gidng nhau. Tai mdi
vong, khdi duge ma T duogc chia thanh hai nira (T, T1), mot trong chung dugc
thay doi bang phép cong modulo 2 theo timg bit véi gia tri dugc 1am ra tir phan
con lai va bo phan khoéa vong véi sy gitip do cua ham ma. Gitra cac vong, hai
phan cua khdi dbi chd cho nhau, nhu vay tai vong sau, phan ctia khéi thay d6i &
vong trude s& khong thay doi va nguoc lai. Lugc d6 thuat toan GOST 28174 -
89 hinh 1(a). Kién trac nhu vdy cho phép dé dang nhan dugc phép giai ma tir
mot ham ma phirc tap, va co thé 1a khong c6 nguoc. Dic tinh quan trong cta
phuong phap nay 13 tai mdi vong chi mi dung mot nira khéi.

T, T’ -khéi rd va khdi ma

ki -thanh phan khoa vong

Xi -trang théi ctia qua trinh ma sau mdi vong thir i

f(X,K) -ham ma cua thuat toan GOST

NLT, NLT” -bién ddi phi tuyén thong thudng va bién doi phi tuyén cho vong
cubi cling cua thuat toan Rijndael

R -s6 vong cua Rijndael (10, 12, hay 14)
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T Ky
) 4 ¢ X
<> f(xl,kl) < !
ko
f(X2,k2) X2
.................................. k32

A

M

y
De— f(Xszkar) X2

Y;

a)

Hinh 1. Lugc d6 bién doi dit liéu khi ma

theo thuat toan GOST a) va Rijndael b)

) 4

P

y

T

NLT

X1

ks

kR+l

M4 Rijndael c6 mot kién tric khac vé mat nguyén tic, né dugc goi 1a “ Hinh

vudng” theo té€n ctia ma phap dau tién co6 cau triac kiéu nay ciing do chinh céc tac

gia cua Rijndael thiét ké ra mot s6 nim trude ddy. Kién tric nay dya trén cac

bién ddi truc tiép khodi dugc ma khi dugc biéu dién & dang ma tran cua céc byte.

Viéc ma ciling gom mot loat cac budc co ki€u giong nhau, d6 1a cac vong, nhung

tai moi1 vong ca khoi déu dugce bién doi1 chir khong c6 phan nao cua khoi dugce

gilr nguyén. Nhu vay, sau mdt vong ca khoi dugc ma, cho nén dé dam bao do

phtrc tap twong tng va tinh phi tuyén cia bién doi, s6 cac budc yéu cau nhu vay

s& it hon 2 1an so v&i cau trac Feistel. Mdi vong bao gom timg bit theo modulo 2

gilra trang thai hién tai cua khdi dugc ma va thanh ph?m khoa vong, sau do la

mot phép bién ddi phi tuyén phirc tap cua ca khéi, bién dbi phi tuyén nay duoc
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kién thiét tir 3 bién ddi don gian hon s& duoc xem xét chi tiét & phan sau. Luoc
d6 ciia mé Rijndael dugc dua ra ¢ hinh 1(b).

So sanh cac vong ma trong thudt toan GOST sir dung ham ma tuong d6i
khong phirc tap, gdm c6 phép cong ctia nira khdi vao véi thanh phan khoa vong
turong ung theo modulo 2%, 8 phép thay thé thuc hién mot cach doc 1ap trong
cac nhom 4 bit va phép hoan vi bit ( quay 11 bit vé phia hang cao ). Luoc d6
phép ma nay ¢ hinh 2(a).

Trong thuat toan Rijndael, khéi dugc mi va cac trang théi trung gian cta né
trong qua trinh bién ddi duoc biéu dién & dang ma tran 4 x n byte, véin=4, 6, 8
tiy thudc vao kich thudc khdi. Ham bién doi phi tuyén trong thuat toan Rijndael
bao gdm 3 phép bién d6i don gian sau thuc hién 1an luot:

- Thay thé byte - mdi byte cua khéi duoc bién d6i duoc thay bang gia tri
mai, 14y tir mot vecto thay thé chung cho tat ca cac byte ciia ma tran.

- Phép dich vong theo byte trong cac dong cia ma tran: dong dau tién
khong doi, dong thir 2 dich vong vé phia trai mot byte, dong thir 3, 4 dich vé
phia bén trai twrong ing 2 hay 3 byte img v&i n=4,6; con vdi n=8 ing vdi 3 hay 4
byte.

- Nhan ma tran - ma tran dugc nhan & budc trén nhan trai véi ma tran hoi

chuyén kich c& 4x4:

02 03 01 01
01 02 03 01
01 01 02 03

03 01 01 02

Cac phﬁn tir cua ma tran dugc xem nhu 1a cac phén tor cua truong hiru han
GF(2°), tirc 1a cac da thie c6 bac khdng qué 7, hé s cua ching 14 céc bit, cac

phép cong va nhan theo mudolo 2. Trong truong hiru han nay, phép cong céc
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byte nhu 1a phép cong timg bit theo modulo 2, con phép nhan dugc lay theo
modulo cta da thirc bat kha qui

X2+x*+x*+x+1 v6i cac hé sd tir GF(2). Luge dd vong cua thuat toan Rijndael
biéu dién & hinh 2(b).

Néu trong thuat toan GOST phép hoan vi 2 nira khéi duge dua vao cac vong
ma nhu chi ra & hinh 2(a), thi c¢6 thé nhan thay rang trong ca 2 thuat toan, céc
vong mi ludn gidng nhau, trir vong cudi cing, tai d6 thiéu mot phan phép toan.
Cach nhu vay cho phép nhan dugc mét cach thé hién gon gh€ hon, ca trong
thiét bi 1an lap trinh. Tai vong cudi cung GOST khong c6 phép hoan vi 2 nira
khéi da dugc ma, con dbi véi Rijndael 1a phép nhan bén trai voi ma tran M.
Trong ca hai thuit toan dugc ban dén, diéu nay dam bao tinh twong dwong cu
tric cua bién d6i ma va giai ma.

H

L X
y
« k ahy k
: S
A
Si] S[1]
v
R0t4— 1 RRot
v <
ARy
U/ v
M x
b
- L
a) b)

X, X’ — khéi duge bién d6i & dau vao va ra cla vong

(H, L), (H’, L’) — phan cao va phan thp & dau vao va ra clia vong

k —khda vong

S[ ] — ham thay thé, dugc nhém theo 4 bit cho GOST va cua cac byte cho
Rijndael

Rot&11 — phép quay tir 32 bit vé phia bit cao 11 lan
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Rrot — phép toan quay ma tran theo dong cua thudt toan Rijndael

MX — ma tran M trong thudt toan Rijndael voi ma tran dir liéu ¢ bén trai

Tinh twong dwong cua bién d6i nguoc va xudi

Trong thuét toan GOST tinh twong duong cdu trac cua bién d6i xudi va nguoc
khong dam bao mot cach dac biét ma 1a hé qua don gian cua viéc ap dung giai
phap kién trac. Trong mot mang can bang Feistel bat ky, hai bién doi nay tuong
duong va chi khac nhau thtr tu str dung véi thir tu nguoc lai so véi thir tu dugce
st dung luc ma.

Thuat toan Rijndael dugc xay dung trén co s& cac bién doi truc tiép. Ciing
nhu bién d6i véi tit ca cac thudt toan twong tu, bién doi nguoc dugc xay dung tir
viéc ddo ngugc cac budc cua bién d6i xudi theo thir tu nguoc lai. Do do, viéc
dam bao tinh ddng nhat cta bién d6i xudi va nguoc nhu trong cau trac Feistel 1a
khong thé dat dugc. Tuy vdy, bang mot giai phap kién trac dic biét ciing dat
dugc mot mirc do gan twong tng bién d6i xudi va nguoc 1a dong nhét véi su
chinh x4c dén hang s6 dugc st dung trong chung. Trong bang 2 dan ra 2 vong
cudi cua thuat toan Rijndael va phép dao nguoc hinh thic cia né.

Bang 2 Hai vong cua thuét toan Rijndael va phép ddo nguoc hinh thirc cua n6d

Bién doi xudi Bién doi nguoc
X=X ®Kg1 X=X ®Kgr1
X=5(X) X=RRot>(X)
X=RRot&(X) X=S7(x)

X=M x X X=X kg
X=X ® kg X=M?x X
X=5(x) X=RRot>(X)
X=RRot <(X) X=5"(X)

X=X ®Krs1 X=X ®Kg1

Trudc hét can cha y rang phép toan thay thé theo timg byte(S) cé tinh giao

hoan v61 phép dich theo byte cac dong cua ma tran:
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S (RRot=>(X))=RRot>(S™(X)).
Ngoai ra, theo cac quy tic ctia dai sé ma trin theo dinh lut két hop ciing c6
thé thay doi thir tw cong timg bit theo modulo 2 ctia khoa va phép nhan ma tran:
M™x (X®kg)=(M* x X) @ (M™ X kg)
Ap dung céc thay ddi da chi ra vao cot hai ctia bang 2, chung ta nhan dugc
day phép toan sau trong hai vong ctia phép bién d6i nguoc (bang 3)

Bang 3 Hai vong cua thuét toan Rijndael va ngugc cua nd

Bién doi xudi Bién doi nguoc
X=X ®Kg1 X=X®Kg+1
X=S(X) X=S(x)
X=RRot& (X) X=RRot>(X)
X=M x X X=M"x X
X=X ® kg X=X(M"@®kg)
X=S(X) X=S%(X)
X=RRot <(X) X=RRot>(X)
X=X® Kgr+1 X=X®Kgr_1

Tir viée so sanh cac cot ctia bang 3 ta dé thay rang, cau trac hoat dong cua
bién d6i xudi va nguoc giéng nhau. Két qua dé dang tong quat héa cho mot sb
vong bat ky. Nhu vy, trong thuat toan Rijndael thil tuc ma va giai ma hoat dong
nhu nhau va chi khac nhau & céc chi tiét sau:

- Trong bién d6i nguoc str dung phép thé vecto, ngugc vé hoat dong véi
vecto thay thé bién d6i xuoi.

-  Trong bién d6i nguoc, sb byte ma theo no mdi dong ctia ma tran dir li¢u
dich di trong phép toan dich timg dong theo byte khéac di so véi bién doi xuoi.

- Trong bién doi nguoc, tai budc nhan ma tran la ngugc véi cai duoc s

dung trong bién do6i xuoi, do la
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OE OB ob 09

09 OE 0B 0D

0D 09 OE OB

03B 0D 09 OE

- Trong bién doi nguoc, cac phﬁn tor khoa dugc sir dung theo thur ty nguoc
lai, ngoai ra tit ca cac phan tir trir phan tir ddu tién va cudi cing can phai nhan
phia bén trai véi ma tran M™.

Nhu viy, twong ty nhu GOST, trong thuét toan Rijndael co thé trung hop viée
thuc hién bang chuong trinh ciing nhu bang thiét bi.

Chuan bj khéa

Trong chuan ma ctia nudc Nga, dé tao ta cac phan tir khoa 32 bit tir khoa 256
bit mot phuong phap don gian duoc dp dung. Khoéa duge hiéu nhu mot mang
gd6m 8 phan tir khoa : K=(Ky, Ko, K3, Ka, Ks, Ks, K7, Kg).

Cac phan tir nay duoc sir dung trong cac vong ma mdi khoa duoc xem dén 3
1an theo thir ty xudi va mét 1an theo chiéu nguoc lai, cudi cung la mdi phﬁn tur
khoa dugc sir dung dang 4 1an. Trong bang 4 chi ra thir ty ctia vong va phan tir

khoa dugc str dung.

vong|1l |2 |3 |4 |5 (6 |7 |8 |9 (10|11 |12 |13 |14 |15 16

Phan Ki Ky Ky Ky | Ks [ Kg | Ky [ Kg | Ky [ Ky [ Ky [ Ky [ Ks | K | Ky | Kg
to
khoéa

Vong |17 |18 |19 |20 |21 22|23 24|25 (26 |27 (28 |29 |30 (31 |32

Phan |K; Ky | Ks | K, [Ks | Ks | K7 [Kg | Kg | K7 [ Ks [Ks | Ky [ Ks [ Kp [ Ky
tr

khoéa

Bang 4 thir tu st dung cac phan tir khoa trong vong mi ciia GOST 28147 — 89
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Trong thuét toan Rijndael str dung luoc db phic tap hon mot chut, c¢é tinh dén
kha nang khac nhau vé kich thude cua khdi ma va khoa. Ton tai hai thuét toan
dé sinh ra ddy cac phan tr khoa cho khoa kich thude 128/192 bit va cho khoa
kich thudc 256 bit, chiing twong dbi giébng nhau va chi khac nhau chut it. Khoa
va diy khoa dugc biéu dién chinh bang cac tir ciia khéa ciing nhu trong GOST.
Céc tir sau cua diy khoa duge chon theo quan hé dong du timg nhoém mét, 1a boi
cua kich cd khoa. Tur 4 byte dau tién cta nhom nhu vay duoc tao boi viée su
dung mot bién do6i phi tuyén du phirc tap, nhiing tir con lai theo mot quan hé
tuyén tinh don gian.

Nhu vay thudt toan tao day khoa trong ma Rijndael 1a phtrc tap hon so véi
trong GOST. Tuy vy, n6 ciing di don gian va hiéu qua va doéng gop dang ké
vao khdi luong tiéu tén tinh toan chung khi ma tdc d6 mi cung voi viée tinh céc
phén tir khoa chit it nho hon toc d6 ma cung véi khoa da dugc chuan bi tur
trude.

Chon cac nut thay thé va cac hang s khac

Céc phan tir khoa dung trong thoi gian dai (cac nat thay thé) 1a nhimg hang s6
quan trong nhét cia GOST 28147 - 89. Chung khéng dugc chi ra trong chuan
ma dugc cung cip boi cac to chic chuyén nghanh dic biét, chuyén giao cho
nguoi sir dung khoa ma nay. Vi thé khong dua ra mot tiéu chuan thiét ké nao
cho cac nut thay thé nay. Tir nhimg suy luan chung c6 thé nhan thiy rang, trudc
hét cac nat thay thé duoc chon bang viée st dung mot trong nhirng phuong phap
thiét ké cac nat, sau d6 dugc danh gia theo mot s6 tiéu chuén, khi do nhimng nit
khong du tiéu chuan sé& bi bo di. Trong sd cac tiéu chuan danh gia, ¢ 1& c6 mat
cac tiéu chuén sau

Do phirc tap va tinh phi tuyén ctia ham bool mé ta cac nuat

Pic tinh vi phan cta cac nut thay thé

Pic tinh tuyén tinh cta cac nit thay thé

Khac voi nhiing nguoi tao ra GOST 28147 - 89, cac tac gid cia ma phap
Rijndael khong gidu cic tiéu chuan thiét ké vecto thay thé. Khi thiét ké chiing,
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bén canh cac yéu cau don gian nhu tinh ¢6 nguoc va tinh don gian khi mé ta con
c6 nhitng suy tinh sau duoc dé y dén :

Cuyc tiéu hoa dic tinh tuong quan 16n nhét theo gia tri giira cac to hop tuyén
tinh cua cac bit vao va cac bit ra

Cuc tiéu hoa gia tri khong tim thuong 16n nhét trong bang EXOR

Do phire tap cua biéu thic dai sé mé ta nit trong GF(2)

Tinh ning suét va do tién loi khi thé hién

Khi danh gia tinh hiéu qua dat dugc dbi voi cai dat thiét bi ciia ma phéap thi
tiéu chuan chu yéu 1a sb luong va do phire tap ctia cac phép tinh co s¢ can phai
thuc hién trong mot vong 1dp va ca kha ndng song song hoa thuat toan. Khi danh
gia tinh hiéu qua cta cac cai dit chuong trinh c6 thé thi mbi quan tim chinh 1a
vige cai dat trén nhitng nén tang 32 bit, vi cac may tinh 32 bit tai thoi diém hién
tai chiém chu yéu dén cong dong may tinh cua loai ngudi. Viée cai dat trén cac
bd vi xtr Iy 8 bit ciing can cha ¥, vi d6 1a cong nghé chi yéu cta thé thong minh.
Céc thiét bi tuong tu c6 thé dugc st dung trong cac hé thong khac nhau thanh
toan chuyén khoan, chiing ngdy mot tré nén phd bién trén thé gidi sé ngudi sir
dung cac hé thong nhu vy trong thoi gian cudi ting voi toe do 16n.

Chuin mi GOST 28147 -89 ctia nuéc Nga thuan tién thé hién trong thiét bi
cling nhu phan mém. Vi kich thuéc khdi dir liéu bang 64, cong viéc chi yéu
duogc tién hanh véi mot nira ctia khoi ndy, d6 1a cac tir 32 bit, diéu nay cho phép
thé hién hiéu qua chuan mi cia nudc Nga trén phan 16n cac may tinh hién dai.

GOST ciing c6 kha nang thuc hién hi€u qua trén cac bo vi xur 1y 8 bit, bdi vi
cac phép tinh co s¢ tao nén nd co trong bd 1é€nh cua phﬁn 16n cac bo diéu khién
phd dung nhat. Khi d6 phép cong theo modulo 232 budc phai chia ra mot phép
cong khong nhé va phép cong co nhd, duge thue hién tudn tu. Tat ca cac phép
toan con lai ciing c6 thé biéu dién trong thuat ngir ctia cac toan hang 8 bit. Khi
thuc hién GOST bang thiét bi, mot vong chinh 13 viéc thuc hién lién tiép 3 phép
to4n cua cac tham sb 32 bit : cong, phép thé (duoc thuc hién dong thoi tai ca 8

nhom 4 bit) va phép cong tirng bit theo modulo 2. Phép dich vong khong 1a mdt
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phép toan riéng biét, vi dugc dam bao bang chuyén mach don gian cia cac day
dan. Nhu vay, véi thuc hién bﬁng thiét bi mot vong ma yéu cau thuc hién 106
phép toan co so va cong viéc nay khong thé song song hoa dugc.

Pic diém cua thuat toan Rijndael

Bay gid chung ta xét dén cac dic diém cua viée thuc hanh thuit toan Rijndael.
Pay 1a mot thuat toan dinh hudng theo byte, c6 nghia 1a hoan toan c6 thé phat
biéu theo thuat ngir cua cac phép tinh theo byte. Trong thudt toan st dung rong
rdi cac phép toan dai s6 trén trudng hiru han, trong d6 phép nhan trong GF(2®) 12
kho thé hién nhat. Viéc thuc hién truc tiép cac phép tinh d6 dan dén mot thé hién
khong hiéu qua cua thuat toan. Tuy vy cau tric byte ciia ma phap mo ra céac
kha nang mé rong 16n cho viéc 1ap trinh. Phép thé byte theo bang cung véi phép
nhan sau d6 voi hang sb trong truong GF(2°) ¢ thé biéu dién nhu 1a mot phép
thé theo bang. Trong bién doi xudi c6 3 hang sé duoc str dung (01, 02, 03) va vi
thé can c6 bang 3 nhu vy, con trong bién d6i ngugc c6 4 hang sb (OE, 0D, 0B,
09). Khi t6 chic khéo qué trinh ma thi phép dich byte theo timg dong ctia ma
tran dit liéu c6 thé khong can thuc hién. Khi viét cho céc may 32 bit co thé cai
dit phép thé theo byte va phép nhan phan tir ma tran dir liéu voi cot ctia ma tran
M nhu 1a mot phép thay 8 bit bang 32 bit. Nhu vay, tat ca chuong trinh cho mot
vong mi ctia phuong an khdi dir lidu 128 bit s& dan dén 4 1énh tai cac phan tir
khoa vao thanh ghi, 16 1énh tai byte vao thanh ghi va lay tir b nhd ra gia tri da
duoc danh chi s6. Gia tri nay duoc sut dung trong phép tinh theo byte. Péi vai
cac bo xir Iy Intel Pentium khong c6 du s thanh ghi con can thém 4 1énh tai
ndi dung céc thanh ghi vao bd nhd, nhu vay trén nhitng bo xtr Iy da chi ra mot
vong ma theo thuét toan Rijndael co thé thuc hién sau 40 1énh hodc sau 20 nhip
ctia bo xtr ky c6 phép tinh dén kha ning thuc hién song song cac 1énh bdi bo xir
ly. Cho 14 vong ma cua mdt chu trinh ma s¢€ can 280 nhip, cong thém mdt s6
nhip thém vao dé cong thém khoa. Thém vao mot sd nhip cho phép giir cham
bén trong bd vi xur 1y, chiing ta nhan dwgc danh gia 300 nhip cho mét chu trinh

mi. Trén bd xt ky Pentium Pro- 200 vé mat 1y thuyét cho phép dat dén téc do
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khoang 0,67 triéu khoi trong mot gidy hay khoang 8,5 Mbyte/s ( M&i khéi co
128 bit). Dbi voi cac phuong an c¢6 sd vong it hon thi téc do ting 1én theo ti 18.

Phép tdi wu chi ra trén day, tuy vay yéu cau tiéu ton mot luong xac dinh bo
nhd. Cho mdi cot ciia ma trdin M xdy dung vecto thay thé ctia minh tir 1 byte
sang tlr ¢6 4 byte. Hon nira, cho vong cudi cung trong d6 khong c6 phép nhan
v6i ma tran M, can c6 mot vecto thay thé riéng cung kich ¢&. Piéu nay yéu cau
st dung 5 x 2% x 4=5 Kb bd nh¢ dé luu trir cac nut thay thé mi va ciing mot
lwong nhu thé cho khi dich, tat ca 1a 10 KB. Ddi véi cac may tinh hién dai trén
so s& Intel Petium dudi sy diéu khién cta h¢ diéu hanh Windows 9x/NT/2000
thi khong 13 mot yéu cau gi 16n ca.

Kién trac dinh hudng theo byte cta thuit toan Rijndael hoan toan cho phép
thé hién hiéu qua cua no trén cac bo vi xur 1y 8 bit, chi st dung cac phép tai
vao/ra thanh ghi, 1ay cac byte da duoc danh chi sb trong b nhd va phép cong bit
theo modulo 2. Pic diém da chi ra cling cho phép thuc hanh lap trinh hiéu qua
ciia thuat toan. Mot vong méd can thuc hién 16 phép thé theo byte cong
thém “’loai trir hodc”’ theo bit trén cac khdi 128 bit, chung c6 thé thuc hién trong
3 giai doan. Téng lai 1a 4 thao tac cho mdt vong hodc 57 thao tic cho mot chu
trinh ma 14 vong co tinh dén mét sb thao tac thém cho phép cong khoa theo
modulo 2 tirc 1a vao khoang 2 lan it hon GOST. Vi thuat toan Rijndael c6 do dai
khéi 2 1an 16n hon, nén diéu nay dan dén wu thé gip 4 lan vé toc do véi diu
kién thyc hién may trén co sé cung mot cong nghé. Cha y rang dénh gia trén chi
la tho.

Khi danh gia cac dic trung thyc té toc bang chuong trinh cua hai thuat toan
trén nén Intel Petium, v6i thuat toan Rijndael chung ta xem xét phuong 4n c6 14
vong. Cho mdi thuit toan. Bang ngdn ngit C di viét mot ham tuwong duong dé
mi mot khoi, trong d6 cé cac diy cac vong duge trai ra & dang ma tuyén tinh
diéu nay cho phép dat duoc tbc do toi da. Trong nhitng ham tuong duong st
dung céc thong tin khoa ngau nhién va cac nlt thay thé ngiu nhién, nhung diéu

d6 khong anh huong gi dén téc do thi hanh bai vi toc d6 thuc hién cia cac 1énh
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duoc st dung khong phu thude vao cac toan hang cua nd. Cac ham thuc hién
dugc viéc ma dugc goi hang chuc tri¢u 1an va do thoi gian n6 chay, con s6 nay
dugc dung lam chi sb vé toc d6. Bé bién dich va xdy dung modulo thuc thi da sir
dung trinh dich Intel C++ v 4.5, vi n6 cho phép nhan ma 1&€nh vdi tdc d6 cao
nhit. Ciing di thir nghiém véi cac trinh bién dich MS Visual C++ v 6.0, Boland
C ++v 5.5 va C++ v 2.95.2, nhung ma nhan duoc khi st dung chiing cho tbc do
kém hon. M2 dugc tdi wu hoa d6i vai cac bo xir 1y Intel Petium va Intel Petium
Pro/I/IIL. Véi sy giup d& cia cac bai toan thir nghiém, téc d6 thuc hién cac ma
phéap da dugc do trén cac bo xur 1y Intel Petium 166 MHz va Intel Petium III 433
MHz. Két qua do & trong bang sau :

Bo xur 1y GOST 28147- 89 Rijndael 14 vong
Petium 166 2,04 Mbyte/s 2,46 Mbyte/s
Petium 111 433 8,03 Mbyte/s 9,36 Mbyte/s

Céac chi s6 vé toc do thuc hién ctia cac thuét toan dugc so sanh

Nhu vay, cac thuat toan dugc xem xét co tdc d6 so sanh duoc véi nhau khi
thuc hién trén nén 32 bit. Trén cic nén 8 bit, birc tranh ¢6 1& cling nhu vay. Con
ddi véi viée cai dat trén ph?m cing khac voi thuat toan ma GOST, Rijndael cho
phép dat dugc mot mirc d§ song song hda cao khi thyc hi¢n thuat toan vi thao
tac voi cac khodi co kich thude nhé hon va sd vong it hon, nén vé mat 1y thuyét
vigc cai dat cung no s€ dat duogc tdc do nhanh hon so vi GOST trén cung mot
nén cong nghé theo cac danh gia tho vao 4 lan.

Viéc so sanh dugc tién hanh trén day cho cac tham sb ctia 2 thudt toan ma hoa
GOST 28147 — 89 va Rijndael d3 chi ra rang, mic du co su khac biét dang ké
trong nguyén tic kién thiét ma cac mi phép dua vio, cac thong sd lam viéc
chinh 14 gan nhu nhau. Diém ngoai trir 1a gan nhu chic chan Rijndael ¢6 uu thé
hon vé téc do so voi GOST khi cai dat may trén cing mot cong nghé. Theo cac
tham s6 quan trong vé do bén vimng cho nhiing thuat toan dang d6, khong thuat

toan nao co dugc vu thé dang ké, ngay ca téc do ciia mot chuong trinh t6i wu
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trén bo xir 1y Intel Petium 13 cling nhu nhau, diéu nay c6 thé ngoai suy ra moi bo
xur 1y 32 bit hién dai khac.

Nhu vay, co thé rat ra két luan 1a chuin ma dit liéu cta nuéc Nga dap ung
dugc cac yéu ciu cta cac ma phap hién dai va c6 thé 1a chuan trong mot thoi
gian dai nira. Bugc dé thiy tiép theo trong viéc tdi wu héa nd co thé 1a viéc
chuyén phép thé trong cdc nhom 4 bit sang phép thé theo byte, diéu nay s& lam
tang hon nita tinh bén vitng cta thut toan véi dang phan tich ma da biét.

3.8 So sanh chuan chir ky s6 DSS véi chuin chir ky s6 GOST P34.10 - 2001

Nhin chung hai chuan nay cach thuc tuwong tu nhau, song mot sb6 diém khac

nhau la
Tiéu chi DSS GOST P34.10-2001

Ham bam 160 bit 256 bit

Tham s6 P=512bit, q=160 bit 2°9<p<2”? 21000102
9254 (19250

Hop thay thé S-box | C6 dinh Thay d6i theo tuan,
thang

Ap dung Toan thé gidi Nudce Nga

Uu diém Linh dong, tiy chon An toan cao

Nhuoc diém D& do tim tan cong Tbc d6 cham, luu trix 16n

Ham bam

Chuan chir ky s6 Nga, ham bam c6 d6 dai 256 bit 16n hon caa chuan chir ky
DSS 160 bit. Viéc tang d dai gia tri ham bam lam giam xéc Xuét dung cham,
tuong ung véi nd 1a bac cia phan tir sinh, diéu nay lam cho viéc giai bai toan
logarithm roi rac s& kho hon khi can tim khoa bi mat.

Chon tham s6

Chuan chir ky s6 ctua Nga duoc 1ap sau phuong an chuan cia nudc My, cho

nén cac tham s0 cua thuat toan nay dugc chon voi tru tinh vé kha nang tiém tang
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ciia nguoi ma tham trong viéc thdm ma. Tang do dai phép cho phép modulo
nguyén to p, tirc 1a mot cach twong Gng ting do phtc tap cta viée tinh logarit
roi rac va lam kho hon viéc gia mao chit ky.

Hop thay thé S- box

Chuan chit ky s6 Nga GOST P34.10 — 2001 ¢ hop S- box thay doi lién tuc
theo thoi gian lién tuc khac chir ky s6 DSS hop thay doi S-box cd dinh trong

thoi gian dai. Viéc ndy 1am cho chuén chit ky s6 Nga tré [én an toan cao hon.
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Do 4n t6t nghié Tim hiéu, nghién ctru chuén chit ky s Lién Bang Nga
ghiep g y gNg

Chuwong 4 Nhan xét va két luiin vé thuit toan ma héa Lién Bang Nga

4.1 Mé dau

Mo ta chi tiét cua thudt toan ma hoa cua Lién Bang Nga di dugc cong bd
trong GOST 28147 - 89. Muc dich cta nhitng ngudi thiét ké 1a cung cip mot
thuét toan ma hoa c6 d6 mat mén déo. Thuat toan 12 méot vi du ctiia hé mat kiéu
DES cung véi lich trinh khéa dugce don gian hoa téi da, né ma ban thong béo 64
bit thanh ban ma c6 64 bit bang khoa 256 bit.

4.2 Mo ta thuat toan GOST

| KSU
R, K
i |
K7
] .

Hinh 1. Puong di cua dir liéu trong mdt vong ma/dich cuia GOST
Thuat toan gom 32 vong lap, (hai 1an nhiéu hon DES). M&i vong lip duoc chi
ra & hinh 1. C6 2 phan tir bi mat 1a khoa mat ma K 256 bit gom 8 tir 32 bit luu
KSU, va hop S-box S;,....Sg.
Khoa mat ma K=(K, . K;) duogc luu trit trong thiét bi luu trit khoa (KSU-
K;). Mbi tir khda 32 bit K;

dugc goi khoa thanh phan (i=0.....,7). Pé ma ban 16 64 bit, trudc hét nd duoc

.......

key storage unit) nhu mot day cua 8 tur 32 bit (K

.......

chia ban rd ra lam 2 ntra 32 bit va dugc dat vao thanh ghi Ryva R,. Noi dung
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cua thanh ghi dugc cong theo modulo 2*% vao khéa thanh phan Ko (bd cong
CMy), tirc 1a: Ry+Ko(mod 2%9).

Diy thu duoc chia 8 khdi 4 bit. 8 khdi 4 bit nay 1a dau vao cua hop S-box
tuong tng Si,..., Sg. Mdi S; 12 mot hoan vi, 8 dau ra khéi 4 bit ciia hop S-box
dugc luu trong thanh ghi dich R, ndi dung thanh ghi nay dich trai 11 bit cao(vé
phia bit bac cao). Noi dung cta thanh ghi R bay gio dugc cong modulo 2 vdi ndi
dung thanh ghi R, bang bo cong CM,. Noi dung tir s& duoc luu trong Ry Va gia
tri cli duoc luu trong R,. Dén day két thic vong lap thir nhat.

Céc vong lap khéac tuong tu nhu vong thir nhat. Trong vong lip thtr 2, ching
ta st dung khoa k; tir KSU. Cac vong 1ap tha 3, 4, 5, 6, 7, 8 sir dung tuong Ung
cac khoa thanh phan ks, Ks,....., k7. Cac vong lap thtr 9 dén 16 va tir 17 dén 24
cling sir dung cac khoa thanh phan nay. Cac vong lip 25 dén 32 str dung khoa
thanh phan theo thtr tu nguoc lai, tirc 1a vong lip thir 25 st dung khoa k7, vong
lap thtr 26 st dung khoa kg va cir tiép tuc nhu vay. Vong lip cudi cing dung
khéa Ko. Cho nén thr ty ctia cic khoéa thanh phan trong 32 vong lip la:
Ko,....K7, Ko,....K7, Ko.....K7, Kz,....Kg

Sau 32 vong lap, dau ra tir bd cong CM, duogc dat trong Ry, con R; gilr nguyén
gia tri cli. Noi dung cua céc thanh ghi R; va R, 1a ban ma 64 bit cho ban 1o c6 64
bit.

4.3 Cac tinh chat tong quat ciia GOST

Thuat todan GOST ldp lai ciu tric tong thé cua DES. R rang 1a nhiing nguoi
thiét ké n6 da cd gang dé dat dugc sy can bang giira tinh hiéu qua cua thuat toan
va d0 mat cua n6. N6 su dung cac khdi duogc xay dung thuong 1€ va don gian.
bac bi¢t, GOST khac DES & nhirng diém sau:

1. Lich trinh khoa phirc tap dugc boé qua thay vao 1a diy c6 quy tic ctia Cac
khoa thanh phan

2. Khéa mat ma co6 do dai 256 bit so vdi 56 bit cua DES. Hon nira, lugng thuc
té thong tin mat trong hé théng, bao gdm ca cac S-box gop lai xdp xi 610 bit

thong tin.
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3.8 hop S- box S,.....Sg 12 cac hoan vi GF(2*) > GF(2%), vé tong thé chi doi
hoi khong gian luu trit tuong duong vaoi 2 S- box cua DES

4. khoa con cho mdi vong lip 1a 32 bit cho phép cong c6 nhd chi khong phai
la phép XOR 48 bit cua DES

5. Phép hoan vi khdi bat qui tic P trong DES dugc thay boi thanh ghi dich
don gian R, n6 quay ndi dung di 11 bit vé& bén trai sau mdi vong.

6. S6 vong dugc tiang tir 16 1én 32.

Do d0 mat ctua thuat toan phu thudc cd vao khoa mat ma va 8 phép thé S;
i=1,....,8, nén ngudi st dung can phai biét nén chon 2 thanh phan bi mat nay nhu
thé nao? Khoa mat ma cé thé chon ngﬁu nhién, nhung viéc chon céc hoan vi S;
dugc danh cho nguoi ¢6 churce trach, nguoi biét chon nhirng hoan vi tt. Tur quan
diém cua nguoi st dung, d0 mat dugc lién quan té1 tinh bao mat ctua khoa K.
Chu ¥ rang ngudi 6 trach nhiém c6 thé chon cac S — box sao cho ho ¢6 thé pha
dugc hé mat ( vi du, bang cach chon cac hoan vi tuyén tinh hay affine).

Chuing ta hiy xem xét cau trac cua thuét toan GOST, ban c6 thé hoi xem phai
ching viéc st dung cac hoan vi thay cho mot 16p 16n hon nhiéu tit ca cac ham
s6 ¢ thé lam giam do an toan? Even va Goldreich dd ching minh rang mot
phép mi kiéu DES bat ky voi mot phép lap.

L’=R
R’=L @ f(R,K)

Sinh ra mdt nhom luan phién voi £ GF(2%)>GF(2%) 1a ham boolean, dau
vao 1a (L, R). Sau d6 Pieprzyk va Zhang da chi ra rang néu f 1a hoan vi thi ham
mi kiéu DES van sinh ra nhom luan phién. Nhu vay, viéc str dung cac hoan vi
thay cho cac ham khong lam suy giam d¢ mat cua thuat toan khi xem xét voi
mot sé vong 16n.

Viéc két ndi cia CM;, cac S — box va phép dich vong R ¢6 thé xem nhu ham
vong F. Ham F anh xa chudi dau vao 32 bit. Phan trung tim cia hAm F1a 8 S —

box kich thuéc 4*4. Trude hét, ham F thuc hién viée chia chudi dau vao 32 bit
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thanh 8 khoi, mdi khéi 4 bit, va sau d6 thay mdi khéi bang 4 bit duoc dinh ra bai
S- box tuong ng.

Ban c6 thé thay cac bit ra ciia ham F bi anh huéng béi cac t6 hop khac nhau
ctia dau vao phu thudc vao vi tri ctia no. Diéu nay dugc gidi thich boi tinh chét
cua viée két ndi phép cong modulo 2% va c4c S- box. Phép cong modulo 2* tao
dau ra 1a phi tuyén tat ca ( trir mot trudng hop bit ra c6 nghia nho nhét ). Pidu
nay din chung ta t&i bo dé.

Bo dé 1: Cac dau ra ciia S; bi anh hudng bai 4i bit ciia ban 16 tir thanh ghi R,
va 4i bit ctia khoa thanh phan (i=1, ....8)

Vi tri ctia S; 1am cho né dic biét dé bi ton thuong dbi véi tan cong tuyén tinh.
Hoan vi S; dugec chon can than nhét sao cho dau ra cta S; c6 dd phi tuyén tdi da.
Néu quan tdm dén ham F thi GOST hoan toan sanh dugc véi DES vi n6 ¢ quan
hé giita dau vao /dau ra phirc tap hon.

Mot van dé hét stirc thi vi 1a viéc chon cac S —box sao cho né c6 tinh phi
tuyén cao. No6i chung, phép cong lam ting tinh tuyén tinh, nhung ciing c6 truong
hop n6 1am suy giam d6 phi tuyén ctia ham F dén mirc kém hon d6 phi tuyén
cua chinh céac S- box.

4.4 Cac phép dich vong R trong GOST

Anh huong chinh cta ham vong 14 cung céap tinh khuyéch tan. Dé nghién ctru
diéu nay, chung ta gia s rang KSU = 0. Trudc hét chung ta chi tap trung vao
hi€u Ung tron cia phép dich vong trong mot nhanh cua thuat todn Xét 2 truong
hop cta thuat toan & ché do thay thé don gian.

1. Céac S-box la anh xa dong nhat

2. C&c S- box 1a cac ham cang hoan toan c6 nghia 1 mdi bit vao anh hudng
dén moi dau ra cua S- box, hay twong duong 13 mdi bit ra phy thudc vao moi bit
Vao.

Ky hi¢u R.i la diu vao cua nira bén phai cua thuat todn tai vong thr 1 va
ao,...851 12 timg bit ddu vao tai vong nay.

truong hop 1: Cac S-box 14 anh xa dong nhat.
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Xem x¢€t cac bit anh huong boi a’o, bit dau vao thr nhit cua vong 1. Ta co:

a'y dalp> a’ny D a'y > a’y, da’ndalo

al% _al%,_at _al% a? _a® atly,

Ky hiéu — co6 nghia 14 sau 3 vong lip. Nhu vay sau 32 vong lap thi a'y anh
huong t6i tit ca cac bit khac ciia mot nira Ry dung mot 1an. D& thiy moi phép
dich vong rot(j) khac (dich R; di i vi tri) cling c¢6 tinh chdt nay néu nhu
gcd(1,32)=1, hay 1 1a 1é.

Trwong hop 2: Cac S-box la ham cang hoan toan

Xét anh hudng cia bit a," trong truong hop dau vao cia S-box anh huéng téi
moi bit ra. Anh hudng ctia bit ndy dugc lan truyén tdi tat ca 32 bit ctia Ry chi sau
8 vong. Chiing ta chd y rang aty=>a* > % =>a';, > &,

Trong d6 - chi mot vong 1ap con => chi nhiéu vong lap.

Mitrc do lan truyén ctia moi vong xac dinh cac mbi phu thudc ham, c6 nghia
1a néu tai vong 1, 16 bit dugc anh hudng thi mot bit bi anh hudng tai vong 4
phu thudc vao 16 bit dau vao.

Chuing ta chi y rang néu phép dich vong 1a khong phai boi 4 thi su lan truyén
xay ra va 8 vong 1a con s6 can thiét dé anh hudng t6i tat ca moi bit cia Ry. Tuy
nhién viéc lan truyén phu thudc vao phép dich. Vi du, néu phép dich 1a rot(1) thi
anh hudng cua a'o khong dén duoc a'y voi i<8. chung ta c6 thé so sanh cac phép
quay vong bang cach dua ra d6 do p(i) d6 1a sé vong nho nhét can thiét dé cac
bit bi 4nh hudng chiém tat ca cac vi tri trong R;. Ching ta da thay rang p(1)=8
va p(11)=4.

Vi ged(i, 32)=1 nén hodc i =1(mod 4). Bay gio, thay ddi 1 hodc 3 bit dau vao
anh hudng toi ca 4 bit dau ra ciia S -box. Cho nén dé so sanh anh hudng cia cac
phép quay chiing ta chi can xem xét cac phép quay rot(i) véi hodc i=1, 5, ...29
hodc i=3, 7, .. 31 p(i) hoan toan dugc xac dinh bang thuong cua i chia cho 4.
Tir cha ¥ nay ching ta két luin riang s6 vong nho nhét sao cho cac bit bi anh
hudng boi a’y bao phu tt ca cac vi tri trong Ry it nhat mot 1an duogc ra nhu trong

bang 1. Chung ta chu y rang gia tri nho nhat p(i) bang 4, diéu ny xay ra véi cac
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phép quay rot(9), rot (11), rot(21), rot(23). Co6 thé thiy riang s6 vong nho nhat
can thiét cho khuyéch tan thanh khdi 8 bit sau 2 vong. Sau 3 vong, khéi 8 bit
khuyéch tan thanh khéi 12 bit. Mic cho cac khdi nay dugc sap xép nhu thé nao
chung van khong phu hét 32 bit( Nhiéu nhat néu ching khéng c6 ving chung,
ching s& pha 4+8+12=24 bit). Cho nén it nhat can 4 vong dé c6 khuyéch tan
hoan toan.

Bang 1. Sy lan truyén gay ra boi phép quay

Rot(i) 1 s/ 9of 1] 1] 2 2] 2
3 17 | |31 |1 |12 |52 |93
P(i) 8 5| 4 5| 5| 4| 5| 8

Ciing chu ¥ rang 11 va 23 khong 1a wdc cua 2%-1, d6 1a modulos cua bd cong
CM, ( bd cong CM, duge st dung trong ché d6 dong.). Piéu nay c6 anh hudng
t6i quyét dinh chon phép quay 11 bit cho thanh ghi dich vong.

Trong phan tich trén chung ta con chua tinh dén viéc dbi 2 nira. Bé nghién
ctru viée ndy chung ta c6 thé bit diu thuét toan voi R,=0. Gia str R,' ky hiéu du
vao bén tay trai cua thuat toan tai vong thir 1, ching ta cling ky hi¢u rot(i) boi r;
va S 1a anh xa sinh bai S-box. (S: GF(2*)> GF(2%)). Cung véi cac qui wdc
nay, cac phuong trinh tuong trung cho 2 vong cta thuat toan la:

R:’=R; @ r;SriSR;, R,*= riS;R;

Va sau 3 vong la

R:*=riSR1® riS(Ri® riSriSRy) ;

R,°= R1® r;SriSR;.

Néu ta gia thiét rang r;S(Ri® r;SrSR;)=riSR; ® r;SriSR;

Chuing ta c6 thé n6i mot diéu gi d6 vé tinh khuyéch tan ctia Ry boi hai ntra. Str
dung quan hé nay, chung ta thay rang sau 5 vong ca R® va R®, déu chira thanh
phan r,SrSriSR,. Nhung cai ndy c6 thé viét lai néu str dung dit kién 1a r;S=Sr;

véi S’ nao d6 (cac rj va cac S- Box tao thanh nhém) cho nén:
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r:SriSriSR,=S“r*R;. (S™ ky hiéu t6 hop cta n S-box, tirc 1a tich cia cac hoan
vi dugc sinh ra). Theo bang 1, chung ta thdy rang 5 vong 1a yéu cau cho tinh
khuyéch tan theo ca hai bén cho thuit toan vé&i cac phép quay rot(9), rot(11),
rot(21), rot(23).

4.5 Lwa chon cac S-box

Chung ta chu y rang GOST c6 d¢ dai khéa hiru ich xap xi 610 bit, trong d6
256 bit dugc st dung dé biéu dién khoa con cac bit con lai biéu dién cac S-box.

Hop S-box co6 8 hop, 13 phép hoan vi cta s nguyén [0,1,2...,15] va co ca thay
16! =2 anh xa nhu vay. Tir d6 suy ra rang can 354 =8*44.2 bit dé chira 8 S-
box ngau nhién tir tp tat ca cac hoan vi 4 bit, tyu trung lai 1a 610=256+354 bit
khoa. Bé giam d6 dai cua khoa, nhitng ngudi thiét ké co thé lam bang cach sinh
ra mot tp cac S-box cd kich thudc twong ddi nho, vi du 10000 va sir dung khoa
dé chi ra S- box trong tap duoc chon ¢b dinh ay.

Nhu d3 noi & trén, tip tat ca cac S-box la rat 16n, va khéng cho phép vét can
dé tim ra S-box 1am t6i uu hoa céc tidu chuan. Cac thi nghiém di duoc 1am bang
cach chon ngiu nhién cac S-box, sau d6 cac S-box dugc kiém tra tinh thich hop

bang tan cong vi sai va tan cong tuyen tinh.
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Két luin

Két qua thu duoc qua nghién ctru, tim hiéu chuan chit ky sé Lién Bang Nga.

- Nam ly thuyét mat ma hoc co sé Iy thuyét nghién ctru chit ky sd.

- Tim hiéu mot s chir ky sd tiéu biéu : RSA, Elgamal, DSS, ham bim va tng
dung.

- Tim hiéu nghién ctru chuan chit ky sb Lién Bang Nga dang sir dung 1 chuan
chit ky s6 GOST P34.10 — 94 va GOST P34.10 — 2001.

Két qua quan trong nhat thu dugc qua d6 an nay la thuat toan Gost vé mat
cdu trac tong thé khong khac DES 1a miy song chuan chit ky sé Nga da xay
dung dua trén kinh nghiém cua thé giol, va khic phuc dugc cac nhugc diém va
nhitng kha ndng khong thyc hién dugce cua DES.

Chuan chir ky s6 Nga nang suét va tién loi khi thé hién nhu thé nao ?

- Thuén tién thé hién trong thiét bi cling nhu phﬁn mém.

- Thé hién hiéu qua chuan mi phan 16n trén may tinh hién dai va céc thé
thong minh.

- Kha nang thuc hién hi¢u qua trén cac bo vi xu ly 8 bit.

- dép tmg duoc cac yéu ciu cua ma phap hién dai va co thé 1a chuan trong
thot gian dai nira.

Hudng phat trién

- Cai dat ung dung cu thé thyc tién.

- Ap dung thyc tién vao cong nghé thong tin & Viét Nam nhu van dé chinh

phit dién tir ...
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