Phuong phdp phdt hién phan mém cdi cam véi muc dich thu tin bi mdt trén mang Internet

LOI CAM ON

Trude hét, em xin giri 10i cam on sau sac t6i TS. HoVan Canh, nguoi
d3 goi mo va hudng din em di vao tim hiéu dé tai: Phuong phap phat hién
phan mém cai cim voi muc dich thu tin bi mat trén mang Internet. Ngudi da

hét 1ong gitip d&, tao diéu kién cho em hoan thanh khoa luan nay.

Em xin cam on céc thay, c¢6 trong truong Pai hoc Dan lap Hai Phong
da day do, giup d& va dong vién chung em tir nhitng ngdy dau chap chiing
budc chan vao cong trudng Pai hoc. Thay cd da tao cho ching em moi
truong hoc tap, nhirng diéu kién thuan lgi cho ching em hoc tap tdt, trang bi
cho chiing em nhiing kién thirc quy bau gitp ching em co6 thé viing budc

trong tuong lai.

Cam on cac ban da gitp do, cung nghién ctru va chia sé trong suot 4

nam Pai hoc.
Hai Phong, 2009

Nguyén Thi Phuong Thanh
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MO PAU
1, Tinh cap thiét cia dé tai

Puoc chinh thirc phap 1y hoa vao ndm 1997, nhung phai dén nam 2002,
sau khi viéc doc quyén trong cung cap dich vu ha ting két ndi Internet khong
cOn ton tai cic nha cung cép dich vu (ISP) ra doi, thi truong Internet Viét
Nam méi thuc su s61 dong va murc do canh tranh ngay cang cao. Cung voi
cac quyét dinh giam gia truy cap chit luong bang truyén duoc cai thién, nhat
1a v6i su ra doi ciia dich vu don bay ADSL, Internet ngdy cang tré nén pho

bién.

Khoéng chi dimg lai & bdn dich vy: thu dién ti, truy cap co sé di liéu,
truyén tép dir liéu, truy nhap tir xa, Internet Viét Nam hi¢n da tré nén da
dang vé hinh thirc va sb luong. ADSL, VoIP, Wi-Fi, Internet cong cong va

cac dich vu gia tang trén mang khac nhu Video, forum, chat, games online...

Tuy nhién thach thtrc 16n nhat 1a mat trai cta Internet, voi nhitng nhan t6
can dugc kiém soat hop 1y trong qua trinh phat trién. D6 1a cac ludng vin
hoa, thong tin doc hai, hau qua tAn cong pha hoai cua cac may chu dich vy,
cua hacker "mi den", nan virus va thu rac, kinh doanh thé lau Internet tra
trudce, loi dung ha tﬁng Internet dé an cép cudce vién thong... Viéc hang triéu
nguoi nhap lién tuc nhitng thong tin nhay cam (cac loai thong tin xac thuc
nhu mat khau, s6 CMND, ma sb nhan vién, sd thé tin dung...) vao mang tao
v s6 16 hong cho tin tic va cac phan mém gian diép danh cép, lira déo va
gay thiét hai. Pac biét, d6i véi nhiéu thong tin nhay cam thudc linh vuc An
ninh qudc gia, quan su, chinh tri, ngoai giao ctia mot nudc cd y nghia sdng

con ludn ludn bi bon ddi 1ap tim moi cach khai thac nham phuc vu loi ich
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Chinh vi vy van dé an ninh trén mang dang duogc cac qubc gia (trong do
c6 Viét Nam) quan tam dac biét nhu: van dé bao mat cac mat khau, chéng
lai su truy cap bat hop phap , chdng lai cac virus may tinh, van dé phat hién
va xir 1y cac phin mém cai cam. D6 13 Iy do em chon dé tai “nghién ctu,

phat hién phan mém cai cam”nham phuc vu cho muc dich thyc t€.....
2, Muc dich va nhiém vu nghién ctru

- Nghién ctru co ché hoat dong cta phan mém cai cam, dau hiéu khi bi
cai cam tir d6 néu ra nhimg danh gia két luan.
- Tong két kinh nghiém, dé xuat phuong phap giai phat hién va xt Iy

phan mém cai cam.
3. Pham vi nghién ciru

- Tong quan vé mdy tinh va chuong trinh may tinh, mang Internet, van dé
thu tin cong khai va thu tin bi mat.

- Tong quan vé hé diéu hanh Windows.

- Pinh nghia, dic diém, phuwong phap phat hién va xir Iy phan mém cai

cam vo1 muc dich thu tin bi mat.
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CHUONG I. TONG QUAN

1.1 May tinh va hoat dong ctia may tinh

Theo dinh nghia cua Microsoft, may tinh la bat ¢t thiét bi nao co kha
nang xt 1y thong tin va dua ra dugc két qua mong mudn. Bat ké kich thudc
16n hay nhd, cac may tinh thuong thuc hién cong viéc theo 3 budc dinh sén:
(1) Nhan dir liéu dau vao, (2) xtr 1y theo cac quy luat dinh sin (cac chuong
trinh), (3) dua ra két qua. C6 nhiéu cach dé phan loai may tinh, bao gom cac
phan 10p (tr may vi tinh dén siéu mdy tinh), theo thé hé (5 thé hé), theo
phuong thire xtr Iy (Tuong tu-analog va sd-digital).

May tinh dugc cau thanh tir phan cling va phan mém. Hé diéu hanh la
phan mém quan trong nhat, giit vai tro diéu khién, phdi hop va wu tién viéc
str dung phan cting dé giai quyét cac yéu cau cua ngudi st dung. Cac hé diéu
hanh thong dung 1a Microsoft Windows, Mac OS va UNIX. Mat khac, cac
chuong trinh trng dung lai duoc tao ra dé thuc thi céc cong viéc cu thé cua
nguoi st dung, d6 c6 thé 1a chuong trinh xtr 1y vin béan, cac bang tinh, va co
so dit lidu ... Chuong trinh tmg dung phai cai dat trén nén hé diéu hanh moi

c6 thé hoat dong duogc.

1.2 Qua trinh khéi dong cia Windows va hoat dong cua

chwong trinh trén nén Windows

Duéi day la mdé td qua trinh hoat dong cua céc hé diéu hanh
Windows2000 dua trén nhan NT.

Sau khi BIOS khoi dong xong, no sé& trao quyén diéu khién lai cho hé
diéu hanh. Windows doc Sector dau tién cua phan ving niy, goi la
bootsector va thuc thi 1énh & d6. BPoan ma 1€nh nay sé doc thu muc géc cua
phan ving, tim kiém mat file duoc goi 1a ntldr (NT Loatder). Néu tim duoc
Nguyén Thi Phirong Thanh- Lép CT901 6
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file ndy, no sé& doc file d6 vao bo nhd va thyc thi. Ntldr s& tai hé diéu hanh
vao bd nho.

Tiép theo, ntldr s& doc mot file goi 1a boot.ini liét ké tat ca cac phién ban
cia hal.dll va ntoskrnl.exe, cac file nay cung cip nhiéu tham sé: nhu s6
lugng CPU, dung lugng RAM sir dung, c6 cho phép nguoi dung xu 1y 2GB
hay 3GB dir liéu hay khong va tan sé xung duoc thiét 1ap cho dong hd thoi
gian thuc. Khi khoi dong, hé diéu hanh s& goi cac thanh phan thuc thi dé
thuc hién mot vai thiét 1ap thong thudng nao d6. Budc cudi cung la tao ra
tién trinh ngudi str dung thuc su dau tién, trinh diéu khién phién 1a tién trinh
nguyén so cua Windows thuc hién céac 101 goi hé théng thuc su va khong su
dung moi trudng hé thong phu Win32, 13 moi truong ma lac nay van chua
hoat dong. Thong thuong céng viée clia nd bao gdm viée dua cac ddi tuong
vao khong gian tén cia trinh diéu khién ddi twong, tao ra cac phan trang tap
tin mé rong va mé cac DLL quan trong dé st dung ching thudng xuyén.
Sau khi hoan tit cac cong viéc nay, nd tao ra chuong trinh ding nhap
winlogon.exe.

Winlogon.exe trudc tién tao ra trinh xac thuc (iass.exe) va sau do 1a tién
trinh chu cua tat ca cac dich vu (services.exe). Tién trinh chu ndy s& tim
kiém trong register nhiing tién trinh can thiét trong khong gian tién trinh
ngudi ding va cac file chira chiing rdi tao ra chung. Thuc té dia thudng hoat
dong rat nang sau nguoi dung dau tién dang nhap, 1a do services.exe di tao
ra tit ca céc dich vu va tai thém cac trinh diéu khién thiét bi con thiéu, vi
du: may phuc vu in an, may phuc vu file, trinh Telnet, diéu khién mail dén,
diéu khién fax dén, giai phap DNS, nhat ky sy kién, trinh diéu khién cam-
chay...
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1.3 Giao dién 1ap trinh ng dung Windows (Win32 Application

Progamming Interface )

Gidng nhu cac hé diéu hanh khac, Windows c6 mot tp hop cac 10i goi
hé thong ma né co thé thuc thi. Tuy nhién, Microsoft khong bao gid cong bd
danh sach cac 101 goi hé thdng, va n6 ludn thay doi theo phién ban. Thay vao
do, nhiing gi ma Microsoft lam 1a dinh nghia mét tap hop cac 161 goi ham
dit tén 1a Win32 API, duoc cong bd day du tai liéu. Nhiéu 16i goi hé thdng
tao ra cac doi twong nhan (kernel object) ctia mot trong nhing loai sau: file,
tién trinh (processes), tiéu trinh (threads), ludng (pipes)va cac loai khac. Mdi
101 goi thiét lap mot ddi tuong va tra vé mot két qua goi la mot kénh diéu
khién (handle) cho 15i goi. Tiép theo Handle c6 thé dugc str dung dé thuc
hién cac thao tac trén doi tuong. Cac handle duogc dac ta dé cac tién trinh
thiét 1ap ddi tuong ding nhu handle yéu cau. Chung khong thé dugc truyén
truc tiép cho céc tién trinh khac st dung. Madi ddi tuong c6 mt mo ta bao
mat riéng, noi rd ai c6 thé va khong thé thuc hién nhiing thao tac nao trén

dbi tuong do.

Cac 101 goi Win32 API bao quét timg linh vuc dé hiéu, dé giai quyét
trong hé diéu hanh, va mot vai linh vuc khong dé giai quyét khac. Thong
thuong s& c6 cac 1o goi dé thiét 1ap, quan 1y céac tién trinh va tiéu trinh.
Ciing c6 rat nhiéu 1oi goi lién quan dén qua trinh giao tiép bén trong cac tién
trinh, vi du nhu thiét 1ap, huy bo st dung mutex, cac cd hiéu, cac su kién va

cac doi tugng giao tiép gilra cac tién trinh khéc.

Mic du hé théng quan 1y bo nhé gan nhu trong sudt véi 1ap trinh vién
mot chirc nang quan trong ctia nd van c¢6 thé nhan ra: dit tén chirc nang cua

tién trinh dé anh xa mot file vao vung nhé 4o cua nd. N6 cho phép tién trinh
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c6 kha niang doc va ghi cac phan cia file nhu thé chung 1 nhitng tir nhd
(memory word).

Mot phan quan trong cua nhiéu chuong trinh d6 13 xuat/nhép file. Dudi
quan diém cua Win32, mét file chi 13 mot day tuyén tinh cac byte. Win32
cung cép 60 101 goi dé tao méi, xoa file va thu muc, mé va dong file, doc va
ghi chung, doc va thiét 1ap cac thude tinh file va nhiéu chirc nang khac.

Mot linh vuc khac ma Win32 cung cép 16 goi @6 1a bao mat. Mdi tién
trinh c6 mot ID cho biét né 1a tién trinh nao va mdi dbi tuong c6 mot danh
sach cac diéu khién truy nhap (Access Control List- ACL) mé ta mdt cach
chinh xac nhitng nguoi sir dung nao co thé truy nhap né va nhiing thao tac
nao c6 thé thuc hién trén nd. Cach tiép nhan nay cung cip mot khuynh
huéng bao mat tdt, trong d6 dic ta ca nhan nao dugc phép hodc tir chdi
quyén truy nhép riéng biét dén mdi dbi tuong.

Thuc chit, Win32 API 1a mét tap hop cac ham dé thuc hién mét sb cong
viéc nao d6 khi chuong trinh thuc thi. H¢ diéu hanh cang manh thi tap hop
1énh nay cang phong phu. Do d6, ngay ca cac nha lap trinh cling khong thé
nam vitng duogc tat ca. Nhitng phan mém doc hai thuong loi dung dic diém
nay dé dat nhitng tén dé gy nham 1an 1a cac ham API. Trén thuc té, API chi
c6 ¥ nghia dbi véi ngudi lap trinh, con nd thue su trong sudt ddi véi nguoi

st dung chuong trinh.

1.4  Pinh dang File thyc thi kha chuyén (Portable Executable
file format) va qua trinh thuc thi PE file

Pinh dang file thyc thi di dong, thuong goi 1a PE file, 1a dinh dang nhi
phan kha thi cho cac h¢ diéu hanh Windows NT, Windows 95, va cac hé
diéu hanh Windows 32bit. Pinh dang nay duoc thiét ké béi Microsoft nam
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1993 va dugc chuan hoa boi Tool Interface Standard Committee (bao gom
Microsoft, Intel, Borland, Watcom, IBM va cac tap doan khac) dua trén nén
tang “Common Object File Format”(COFF) duoc st dung cho cac file ddi
tuong va cac file thuc thi PE format dugc lya chon nham tao ra mot chuin
dinh dang cho moi phién ban Windows. Tém lai, nhitng file trén nén
Windows c6 viung mé rong exe, dll, sys, scr, bpl, dpl, cpl, ocx, acm, ax déu
¢ dinh dang PE file.

CAu tric co ban ciia mot PE file gdm nhiéu phan(section). THi thiéu mot
PE file phai c6 2 section: mot danh cho doan ma(code) va mot danh cho dir
liéu(data). Mot chuong trinh tng dung trén nén Windows NT c6 9 section

duoc dinh san 1a .text, .bss, .rdata, .rsrc, .idata, .pdata va .debug.

Nhitng section thong dung hién nay la:

1, Executable Code Section, cO tén la .text.

2, Data Section, c0 tén la .data hoac .rdata.

3, Resource Section, co tén la .rsrc.

4, Export Data Section, c6 tén la .edata.

5, Import Data Section, cé tén la .idata.

6, Debug Information Section, c6 tén la .debug.

Nhitng cai tén nay la tai li¢u phuc vu cho lgi ich cua 13p trinh vién.

Dé thyuc thi mot file PE, Windows phai dung PE loader dé nap file vao bo
nhé. Do d6 ciu tric dit liéu PE file trén dia luu trit va trén bd ving nhé 1a
nhu nhau. Piéu d6 c6 nghia 1a ching ta c6 thé tim kiém bét clr section nao
cua PE file khi né dugc nap vao bo nhd. Cac section cua PE file duoc anh xa
vao ving nhd. Qua trinh nap PE file vao ving nhé dugc quan 1y boi ché do
phan trang (paging) cua vung nhé 4o, mdi section bat dau ¢ mot trang nhé

(memory page).
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1.5 Registry ciia h¢ diéu hanh Windows

Registry 1a mot trung tdm co s& dit liéu phan cip cau hé thong diéu hanh
Windows tor Windows9x tr¢ 1én. N6 duoc sir dung dé luu trir cac thong tin
can cho viéc cAu hinh hé théng, phuc vu mdt hoac nhiéu ngudi su dung, CacC
chuong trinh ing dung va cac thiét bi phan cing. Registry chira thong tin ma
Windows tham khao lién tuc trong sudt qué trinh hoat dong, vi du nhu tiéu
str ciia mdi ngudi sir dung, cac chuong trinh tng dung duoc cai dit trén may
tinh va céc loai tai liéu co thé tao ra, bang thiét 1ap thudc tinh biéu twong cho
thu muc va tmg dung, cac phan cing ton tai trong hé thdng, cac cong nao
dang duoc stir dung.

Registry thay thé hau hét cac file dang vin ban .ini trong Windows va file
cdu hinh MS-DOS nhu Autoexec.bat va config.sys. Mic du Registry 1a

chung cho nén tang cac Windows, nhung van c6 su khac nhau gitra ching.

Dé quan sat Registry cia Windows ta c6 thé vao menu Run gd regedit.

% | Registry Editor

File Edit View Favorites Help

= My Computer Mame Type Data
#- (] HKEY_CLASSES_ROOT [ab]pefauit) REG_SZ {value naot set)
%L HKEY_CLRRENT_LISER [2B]peviceikeyboardClasso REG_5Z \REGISTRYMACHINE|SYSTEM|Control5etn1 | Services|Kbdclass

=@ gE:EI;q%C\::EIEACHINE 'l,Device'l,KeyboardCIassl REG_S5Z \REGISTRYAMACHINELSYSTEM ControlSet0014 Services\kKbdclass

+- [ ACFL
+-[_7] DESCRIPTION
=[] DEVICEMAR

[Z1 PARALLEL PORTS
(23 Painterclass
+-] Sesi
(Z3 SERIALCOMM
(23 viDED
+ (7] RESOURCEMAP
+-] 5aM
(C3 sECURITY
#-[] SOFTWARE
+-[_1 SYSTEM
+-{_] HKEY_SERS
=-{Z2] HKEY _CURRENT_CONFIG
+-[] Software
+ D System

< >
My ComputeriHKEY_LOCAL_MACHINE\HARDYW ARE|DEYICEMAR KeyboardClass
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Y tuong dang sau Registry rat don gian, noé bao gém nhiéu thu myc, mdi
thu muc lai c6 chta nhitng thu muc con va cac muc thong tin (entry). V&
phuong dién nay c6 thé xem né nhu mét file hé thong chira nhiéu file nho.
N6 c6 nhiéu thu muc va céc entry.

Ric rdi thue sy khi Windows lai goi mot thu muc la mdt khoa (key)
nhung lai khong dinh nghia no. Thém vao d6, cac muc thu muc cao nhat
duoc bat dau bang chudi HKEY, vé6i nghia 1a kénh diéu khién khoa (Handle
to KEY). Cac thu muc con nén c6 mdt tén goi khac tdt hon, mic du doi khi
khong can thiét.

Cudi cung cua cdy phan cap 1a cac entry, duoc goi la cac gia tri(value),
chtra thong tin. MJi gia tri ¢6 3 thanh phan: tén gid tri, kiéu gia trj va dit liéu.
Tén gia tri phai 1a chudi Unicode, thuong 1a default néu thu muc d6 chi
chtra mot gid tri. Kiéu gia tri 1a mot trong ca kiéu chuan. Kiéu pho bién nhat
1a méot chudi Unicode, mot danh sach cac chudi Unicode, mot sb nguyén 32
bit, mot s6 nhi phan c6 do dai tiy ¥, va mot lién két tuong trung dén mot thu
muc hoac mot entry nao khéc trong registry. Cac tén tugng trung hoan toan
tuong tu cac lién két twong trung trong file hé théng hodc shortcut trén man
hinh Windows: né cho phép mdt entry trd dén mot entry hodc mot thu muc
khac. Cac lién két tuong trung ciing c6 thé dugc sir dung nhu 1a khoa. Diéu
d6 co nghia 1a diéu gi xay ra ¢ thu muc nay s& duoc tré dén mot thu muc
khac. Windows c6 6 khoa duge goi 1a khoa gdc (root key)

HKEY_ _LOCAL_MACHINE

HKEY_USERS

HKEY_PERFORMANCE_DATA

HKEY_CLASSES ROOT

HKEY_CURRENT_ CONFIG

HKEY_CURRENT_ USER
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Trong 46 HKEY_LOCAL_MACHINE 14 khoa quan trong nhét vi no
chira tat ca thong tin vé hé théng hién tai. No co6 5 khoa con. Khoa con
HARDWARE chira nhiéu khoa con mo ta tat ca thong tin vé phan cing va
chuong trinh diéu khién tuong ung.

Khéa con SAM (Security Access Manager) chtra tén ngudi dung, cac
nhoém ngudi ding, mat khau, cac tai khoan va thong tin bao mat can thiét
cho vi¢c dang nhap khoa.

Khoa con SECURITY chira cac thong tin chung vé chinh sach bao mat,
nhu d6 dai mat khau ti thiéu, chp nhan bao nhiéu lan ding nhép 16i trudc
khi kiém tra chinh sach bao mat.

Khda con SOFTWARE 1a noi ma nha san xuat luu trir cac thong tin
riéng cua ho. Registry luu trit cac thong tin ndy theo ¥ d6 riéng cta 1ap trinh
vién, dé khi co su ¢ c6 thé phuc hdi lai ching.

Khda con SYSTEM luu trit hau hét cac thong tin vé qué trinh khoi dong
ctia hé thong (vi du: danh sach cac chuong trinh diéu khién can phai nap).
Chung ciing luu trir danh sach céac dich vu can duoc khoi dong va cu hinh

théng tin cho chdng.

Khoa HKEY_USERS chira théng tin vé tiéu st cua tat ca ngudi dung.

Cac tuy chon cua nguodi dung la ving cac con so duoc luu trir & day.

Khoa HKEY_CLASSES ROOT tro dén mét thu muc diéu khién cac
dbi tugng COM (Component Object Model) va su két hop giita phan mo
rong file véi chuong trinh (x4c dinh xem chuong trinh nao duoc ding dé mo
loai file d6). Co s¢ dir liéu hoan chinh vé cac phan mé rong file da biét va

chuong trinh tuong trng dugc luu trir dudi khoa nay.
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Khéa HKEY_CURRENT_CONFIG lién két dén cau hinh phan cung
hién tai. Mot ngudi ding c6 thé tao ra nhiéu ciu hinh phan cimg, khoa nay
trd dén cau hinh hién tai. Tuong tu, khoa HKEY_CURRENT_USER tro
dén ngudi dung hién tai dé cac tiiy chon cua ngudi dung d6 duoc truy xuét
dé dang. Hai khoa nay khong thuc su thém thong tin vao, vi cac thong tin

nay da co6 san moi ltc.

Khéa HKEY_PERFORMANCE_DATA khong thuc su tdn tai. Moi
khoéa con trong khéa nay 1a mét lién két triru tuong dén mét noi nao d6 trong

registry.

Registry hoan toan san sang d6i voi lap trinh vién trén nén Win32. Co
nhimg 101 goi dé tao va x6a khoa, 13y gia tri khoa...Céc 101 goi hitu hiéu nhat

dugc li¢t ké trong bang sau:

Ham Win32 API Mo ta
RegCreateKeyEXx Tao mot khoa registry méi.
RegDeleteKey Xba khoa registry.

RegOpenKeyEx Truy cap dén khoa va diéu khién noé.

RegEnumKeyEx Liét ké cac khoa cap dudi cua khoa
dang diéu khién.

RegQueryKeyEx Tra ctru gia tri mot khoa.

Khi hé théng bi tit, hau hét thong tin registry duoc luu trit trén dia trong
file goi 1a hive, hau hét chung & trong thu muc \winnt\system\config. Vi su
nguyén ven cua chung rat quan trong dbi véi chic ning on dinh cua hé
théng ching ta nén cap nhat, sao lvu mdt cach tu dong va ghi vao registry
bang cac thao tac co ban nhat dé tranh gay ra 16i. Mat mat thong tin trong

registry yéu cau phai cai dit lai toan bo phan mém.
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1.6 Téng quan vé mang Internet

May tinh truéc day thuong hoat dong doc lap, sau do ching duoc ndi
mang v&i nhau. Mang may tinh 12 nhém cac may tinh va céc thiét bi két hop
duoc két ndi dé giao tiép d& dang. Mot mang may tinh bao gdm cac két ndi
¢ dinh nhu cap truyén mang hodc cac két ndi tam thoi thong qua cép di¢n
thoai hodc cac lién két truyén thong khac. Mang c6 thé c6 quy mé nho nhu
LAN bao gém mot vai may tinh, may in va cac thiét bi khac, hodc co thé bao
goém nhiéu may tinh 1én nhé dugc phan bd trén mot ving dia 1y rong 16n
WAN. Mang c6 quy md 16n nhat chinh 1a mang Internet .

Theo Microsoft, Internet 1a tap hop cac mang may tinh va gateway trén
khap thé gidi str dung bo giao thirc TCP/IP dé giao tiép v4i may tinh khac.
Trung tim cua Internet 1a mot duong truyén dir liéu toc do cao giira cac diém
mang chinh hodc cac may chi, bao gébm hang ngan hé théng may tinh
thuong mai, chinh quyén, gido duc va cic hé thong khac phuc vu dinh tuyén
dir liéu va thong di¢p. Hién tai Internet cung cép cac dich vu nhu: FTP,

Telnet, E-mail, World Wide Web, ...

Ban co thé guri hodac nhan email tur bat ¢ mot noi nao véi diéu kién 1a
nguoi nhan va nguoi giri phai ¢ mot dia chi Email. Trang web toan cau
dugc biét dén mét cach phé bién béng thuat ngt WWW hodc 1a Web, Web
duoc bao gdm boi mot loat sy tip hop cua nhiing trang dit lieu HTML duoc
chtra trong tit ca cac may tinh trén thé gidi. Ngoai ra cac chuyén gia may
tinh con goi la HTTP, HTTP thi duoc lién két v&i moi hé théng thong tin

trén hé giéi — Internet.
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FTP 13 mot hé théng chinh yéu dé chuyén tai file giita cac may vi tinh
vao Internet. File dugc chuyén tai ¢ dung luong rat 16n. FTP hau hét dugc
st dung cho viéc chuyén tai nhitng dir liéu mang tinh ca nhan.

Telnet ¥ 4m chi chuong trinh ctia may tinh ndi lién két chuong trinh
ngudn véi mot may tinh khac ¢ xa. Trong trudng hop nay ban can phai co
tén nguoi st dung (username) va mat ma (password) cling nhu tén ciia may
d6, ban ciing phai can biét md hé thong may sir dung - hé théng tong quat &

day 1a UNIX.

Nhu chiing ta da thiy, Internet 1a mot hé thong cia nhitng hé thong mang
lién két voi may tinh. Nhitng may tinh ndy c6 thé chay trén bat ky mot hé
thdng chuong trinh nao (DOS, UNIX, WINDOWS hay MACINTOSH).

Céc may tinh trong mang Internet mudn két ndi, truyén dir liéu cho nhau
phai c6 nhiing quy tac chung goi 1a cac giao thirc mang. Giao thirc mang 13
tap hop cac quy tic, quy udc chung vé khudn dang dir liéu, cach giri nhan dir
liéu, kiém soat hiéu qua, chat lugng truyén dir liéu, xu 1y 161 va su c¢b xay ra
trén mang may tinh. C6 nhiéu giao thic str dung cho mang may tinh nhu :
TCP/IP, UDP,IPX/SPX, ARP, NetBIOS,... Véi uu thé tong hop nhu toc do
két ndi, sy thuan tién, do tin cdy cao, bdo mat tdt. TCP/IP d3 dan chiém wu
thé va hién nay 1a giao thitrc duy nhat ma Internet str dung.

Trong giao thirc TCP/IP, mdi may tinh dugc x4c dinh béi mot dia chi duy
nhét 1a dia chi IP (Internet Protocol Address). Pé mét dia chi khong bi st
dung trung ldp, viéc dinh tuyén gifta cac node mang dugc dua trén nhom cac
16p mang do trung tam thong tin Internet (Inter Network Information Center-
InterNIC). InterNIC diéu khién tt ca cac dia chi mang duoc st dung trén

Internet béng cach chia dia chi thanh 3 16p (A,B,C)...
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Bén canh dia chi IP, mdi may tinh con c6 mot cach dinh danh duy nhat
khac, 1a mot dia chi vat Iy duy nhat va khong tring 13p goi 1a MAC (Medium
Access Control), 1a dia chi vat Iy nam trén card mang (Network Interface
Card-NIC). Pia chi MAC bao gém 12 con sb hecxa thuong viét dudi dang
123456789ABC hodc 123456-789ABC hoac 12-34-56-78-9A-BC. Trong do
sau con s6 dau tién bén trai 1a dic ta cho nha san xuit NIC, sau con sd con

lai 1a sb seri cua NIC.
1.7, Reverse Engine

Thuat ngr Reverse Engine dugc dinh nghia nhu 1a mot qué trinh kham
pha cac nguyén 1y cta thiét bi, di twong cta hé thong thong qua viéc phan
tich cdu tric, cac chirc ndng va hanh vi ciia chiing. N6 thuong bao gom mot
linh vuc nao d6 va viéc phan tich chi tiét linh vuc do, thuong la vé1 muc
dich tao ra mot thiét bi hodc chuwong trinh méi lam cong viée twong duong

ma khong phai sao chép bat ctr thir gi tir cai cil.

Trong gi6i han dé tai, chi dé cip dén Reverse Engine d6i v6i cac phan
mém. Luc nay Reverse Engine duoc dinh nghia: 1a mot qua trinh phan tich
mot hé théng dé tao ra mot su mo ta hé théng O muc triru tugng cao hon. N6
cling c6 thé dugc xem 1a qué trinh “Pi ngugc quy trinh phat trién phan
mém”. Trong md hinh nay, két qua dau ra 1a cac giai doan thuc hién (duéi
dang ma ngudn) duoc dich nguoc bang giai doan phan tich, 1a sy dao nguoc
ctia mo hinh thac nude truyén thong. O day, cac phan mém duoc phén tich
dudi dang nguyén ban cia chiing khong bi thay dbi. Cong nghé chong can
thiép phan mém (Software anti-tamper technology) dugc dua ra nhim ngin

can Reverse Engine va viéc thiét ké lai (reengineering) cac phan mém doc
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quyén hodc cac hé théng phan mém 16n. Trong thuc té, Reengieering va

Reverse Engine dugc hop nhat.
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CHUONG II. PHAN MEM GIAN PIEP
2.1 Mt s6 dinh nghia vé phin mém gian diép

- Spyware 12 mot thuat ngir thong thudng dung dé chi cac phan
mém c6 chirc nang thyc hién mot hanh vi nao dé nhu: quang cdo, thu
thap thong tin cta ngudi sir dung hodc thay ddi cau hinh may tinh bi
cai dat va thuong khong duge sy déng ¥ ctia nguoi st dung.

- Spyware 1a cac chuong trinh hop phap, khong sao chép, dugce
thiét ké dé giam sat may tinh hodc hanh vi ctia nguoi dung, bao gdom
giam sat ban phim, theo doi lich st truy cap Internet, tai 1én cac thong
tin bi mat...

- Spyware 1a mot 16p cua cac chuong trinh ma doc c6 chic nang
thu thap thong tin tir hé théng may tinh ma ngudi so hitu dit lidu
khong nhan biét. Cac dir liéu nay thuong bao gom cac dong tac nhan
phim, Gy quyén xéc thuc, cac dia chi E-mail c4 nhan, cac trudng dit

liéu trong Web form, thoi quen st dung Internet...

C6 thé phan loai Spyware thanh cac loai nhu: Browser Hijacker(chiém doat
trinh duyét web), Browser Toolbar(thanh cong cu cua trinh duyét), pop-up
Advertisement(popup quang céo), Winsock Hijacker(chiém doat Winsock),
Man-in-the-Middle Proxy(Proxy trung gian), ad-serving or Spyware cookie
(chiém doat cookie), System Monitor and Dialer(diéu khién hé thdng va

quay so).

Khi may tinh bi nhiém Spyware thuong c6 cac biéu hién sau:

- Mady tinh hoat dong cham dan.
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- CAac popup quang cao xuat hién khi ban ludt Web.
- May tinh tu dung quay sd (dé két nbi mang) luc ntra dém va
hoa don dich vu Internet ting 1én khong 10.
- Khi nhap tir khoa tim kiém vao thanh tim kiém, mot Website la
chiém quyén diéu khién viéc tim kiém.
- Nhiéu Website méi duge tu dong thém vao danh sach yéu
thich.
- Trang chu bi chiém doat va khi bi x6a bo di né van trd lai nhu
cu.

Vi nhiing tac hai cia Spyware, nhiéu cong ty bao mat da va dang nghién

ctru, phat hién va cong bo, xay dung cac cong cu tieéu diét cac loai Spyware.
2.2 Van dé thu tin trén mang Internet

Internet phat trién manh mé vé ca quy mé 1an chat luong dich vy. Cung
v6i n6 1a kha ning luu trit thong tin véi khdi lugng khéng 16. Hau nhur tat ca
cac tin tic, kién thirc cta nhan loai déu dugc dua 1én mang Internet. Thong
qua cac dich vu cua minh, ddc biét la dich vu Web, video..., Internet cho
phép nguoi st dung khai thac thong tin ctia no. Viéc thu thép tin toc trén
Internet mot cach cong khai ciing kha dé dang. Thong qua cac Website vé tin
ttrc, hinh anh, Website ctia cac to chic, c4 nhan.. ., nguoi can thu tin ¢ thé
dé dang c6 dugc nhiing tin tirc can thiét. Cach str dung cac cd may tim kiém
nhu Google, Yahoo Search, Microsoft,...dé tim nhiing dia chi c6 thong tin
lién quan.

Ngoai viéc thu thong tin cong khai trén Internet cling ton tai cic c4 nhan,
t6 chirc co ¥ dd thu tin bi mat. Cac thdng tin thu cong khai trén internet cé
do chinh xac khong cao va khong chuyén sau. Hon nira, cac thong tin bi mat

vé kinh doanh, thong tin toi mat lién quan dén an ninh quéc gia hay cac

Nguyén Thi Phirong Thanh- Lép CT901 20



Phuong phdp phdt hién phan mém cdi cam véi muc dich thu tin bi mdt trén mang Internet

thong tin cu thé vé mot ca nhan nao d6 s& khong bao gior duge cong bd trén
Internet. Chi c¢6 st dung phuong phap thu tin bi mat moi c6 thé thu thap

duoc nhiing tin tirc do.

2.3 Hack dé thu tin

Qua trinh phét trién ciia may tinh va phin mém may tinh phat sinh nhiéu
16i chuong trinh (bug) hay céac 16 hong bao mat(vulnerability). Ban than hé
diéu hanh va cac phan mém trén nén hé diéu hanh d6 déu c6 thé dinh cac 15i
bao mat ¢ nhitng mirc d6 khac nhau. Piéu d6 con nguy hiém hon khi may
tinh dugc nbi mang. Nhitng ngudi hiu biét sdu vé mang va cac 16i bao mat
c6 thé loi dung cac 16i nay dé hack vao hé théng mdy tinh va lam chi hé
théng ma ngudi ding khong hé nhan biét. Sau khi thAm nhap duoc vao hé
thdng may tinh, nguoi tin cong c6 thé thuc hién moi thao tac nhu trén may
tinh ciia minh. Ké tan cong c6 thé giam sat moi hoat dong clia may tinh, cac
thao tac cua nguoi dung (gd mat khau, dja chi e-mail, tai khoan tin dung...),

chiém doat dit liéu trong may tinh.

Gidi bao mat hién nay khong ai khong biét dén cong cu Metasploit cia
HD Moore va cac cong su xay dung. Cong cu ndy duoc thiét ké bang ngon
ngit Ruby (su két hop gitta Perl va C++), 1a mdi truong kha 1y tudng dé
kiém thir vé cac 18i bao mat, nhiéu cong cu phu trg (Auxiliary), cac payload
dé khai thac. C6 thé str dung Metasploit dé tin cong cac 16i ctia hé diéu hanh
Windows XP Professional nhu Windows XP/2003/Vista Metafile Escape()
SetAbortProc Code Execution, Microsoft RPC DCOM Interface Overflow,
Windows ANI LoadAnilcon, Chunk Size Stack Overflow (SMTP)... cac hé
diéu hanh khac nhu Linux, Sun Solaris cling nhu cic phan mém tmg dung
nhu Oracle, MS SQL Server, Winamp...déu c6 cac 16i bao mat c6 thé bi

khai thac. Khi da tham nhap dugc vao hé théng, ké tin cong co thé cai dit
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trojan, backdoor, cac chuong trinh giam sat, upload, download dir li€u, thay
d6i cau hinh hé théng... Luc ndy, viéc thu thap thong tin trén mdy bi tin
cong 1a dé dang. Hién nay, bon tinh bao chuyén nghiép da phat trién mot
phan mém gian diép cai vao cac may tinh ciia nan nhan dé thu cac thong tin
nhay cam bang k¥ thuat “ thu chin ban phim” Viéc cai cdm phan mém nay
vao may tinh nan nhan duoc thuc hién hoan toan ty dong tir xa ma nan nhan
ctia n6 kho co thé phat hi¢n duoc. Sau khi phﬁn mém nay da duogc cai cam,
mdi khi nan nhan danh cac dit liéu trén mdy tinh bang ban phim phan mém
nay s& thu hét tat ca vé cho chu ciia n6 khong trir mot ky hiéu ndo qua mang

Internet.
2.4 Cai cim phan mém dé thu tin

Bén canh viéc ké tin cong chu dong hack vao hé théng dé thu tin, hién
nay, hinh thirc tin cong phd bién nhat 1 loi dung cac website dé tai cac
chuong trinh Malware vao may nan nhan. Do Internet da phan sir dung co
ché IP dong, thuong xuyén thay doi nén viéc tin cong bang cac phuong
phap dua vao IP rat khé thyuc hién, hon nita d& dé 16 y d6. Thay vao do, ké
tan cong s& tao ra mot Website chira mé doc, sau d6 giri dia chi cua Website
nay cho nguoi dung duyét Web. Néu truy nhap vao dia chi Website d6, may
tinh cta nguoi dung s& bi cai cim cac phan mém nguy hiém. Phin mém nay
s€ thu thap dir liéu cua nan nhan va gui vé cho ké tan cong.

Mot cach cai cam khac rat don gian va kho luong do6 1a ké tan cong truc
tiép tiép can, cai dit phan mém 1én may tinh nan nhan dé thu tin. Vi cach
tan cong nay, ké tin cong co nhiéu diéu kién thuan loi vi ngoai cai cim phan
mém con c6 thé cau hinh hé théng may tinh theo ¥ mudn ctua minh dé dé

dang truy nhap trai phép tu xa.
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2.5 Virus may tinh
2.5.1 Pinh nghia va dic trung

Virus mdy tinh thuwe chit la mét chwong trinh hodc mét méu chwong
trinh dwoc thiét ké diic bigt: ¢é kha ning tw nhan ban, sao chép chinh né

vao cdc chwong trinh khéc.

Chuong trinh Virus thuong thuc hién cac budc sau:

- Tim cach gén vao dbi tuong chu, sua doi dit liéu sao cho virus
nhan duoc quyén diéu khién mdi khi chuwong trinh cha dugc thyc thi.

- Khi duge thyuc hién, Vius tim kiém nhirng ddi tuong khac, sau
d6 1ay nhiém 1én nhiing ddi tugng nay.

- Tién hanh nhirng hoat dong pha hoai, do tham...

- Tra lai quyén thi hanh cho nhimg chuwong trinh chu hoat dong
nhu binh thuong.

Virus chi c¢6 thé 1y nhiém 1én nhiing d6i tugng chira ndi dung thi hanh
duoc, vi du nhitng file chuong trinh *.com, *.exe, *.bat..., cac tai li€u van
ban Word, Excel, Powerpoint... hay cac chuong trinh *.class dugc viét bang
Java. Nhu vay virus may tinh 1a chuong trinh ¢ kha nang gian tiép tu kich
hoat, lan truyén trong méi trudng cuia hé thong va lam thay doi moi trudng
ctia hé thong hay cac thuc hién chuong trinh. Thong thuong cac virus déu
mang tinh chét pha hoai, n6 gay 13i khi thuc hién chuong trinh dan dén viéc
chuong trinh hay dit liéu bi hong khong khoi phuc duoc, tham chi co thé bi

x0a.

Ddc trung co bdan cud virus may tinh
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Tinh 13y lan: Pay 1a tinh chét cin ban xac dinh mot chuwong trinh ¢
phai l1a Virus hay khong. Virus mdy tinh dugc ty dong cai dat va kich hoat

ngoai sy kiém soat ciia nguoi dung.

Tinh phd hoai: Pay 1a tinh chat nguy hiém nhat cua Virus, bao gom:
pha hoai dit liéu (an cdp thong tin, x6a thong tin gay 16i chwong trinh...) va
pha hoai chuong trinh (format 6 ctng, x6a sach BIOS...), 1am anh hudng

dén mang may tinh. ..

Tinh nho gon: Hau hét Virus déu co kich thudc rat nhé so véi mot

chuong trinh binh thudng: tronng khoang 4KB trd xudng.

Tinh twong thich :1.a nhiing chuong trinh may tinh virus ciling c6 tinh
tuong thich nhu nhitng chuong trinh khac, mot virus dugc thiét ké trén mot
hé thong méi trudong thuong khong thé 1ay nhiém trén mot hé théng moi

truong khac.

Tinh phat trién ké thira: Virus ra doi sau thuong c6 xu hudng ké thira
nhitng v tuong, k§ thuat da dugc cac virus trude dé phat trién theo cach nay

hay cach khac, gilt nguyén hoac da cai tién, stra doi.
2.5.2 Cac loai virus dién hinh

Virus Boot

Céc loai virus lay nhiém 1én Boot Sector trén dia mém hoic Master Boot
Record va Boot Record trén dia cing, bang FAT-File Allocation Table, bang
dang ky(Windows Registry) cuia hé diéu hanh Windows, ving dit liéu. ..

Ddc diém:
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- Loai virus nay chiém quyén diéu khién ngay khi may tinh dugc khai
dong, trude khi mot hé diéu hanh nao d6 duoc nap. Do do, virus Boot khong
nhat thiét phy thudc vao hé diéu hanh.

- Khé nang lay lan manh.

Virus File

Céc loai virus 1ay nhiém dang file. Bao gdm nhiing loai file chira ma may
nhu *.com, *.exe va nhiing file chira ma gia nhu *.bat, *.doc, .xls. Ghi d¢
ma 1énh 1én dau file chii, mdi khi chuwong trinh chti duoc thi hanh, virus s&
chiém quyén diéu khién, sau khi thuc hién céc cong viéc cua minh virus co

thé tra lai quyén diéu khién cho chuong trinh chu.

Virus Macro

Virus Macro la cac chuong trinh str dung Iénh macro cia Microsoft Word
hodc Microsoft Excel. Macro 1a mot chuong trinh duoc viét véi cac ngdn
ngit WordBasic, VBA (Visual Basic for Application) dé tién hanh tu dong
mot s thao tac bén trong cac img dung Office.

Virus Macro bam vao céac tip tin van ban *.doc va bang tinh *xls, khi
cac tap tin nay dugc Microsoft Word( hodc Microsoft Excel) mé ra, macro

s€ duoc kich hoat lay vao cac tap tin *.doc ,* .xls khac.

Diic diém:

- Rat da dang, phong phu, chil yéu dua trén tinh ning sao chép céac
macro tir vin ban nay sang vin ban khac ma tng dung hd tro.

- Pé tang cuong kha ning 1ay lan, virus macro thuong dugc thiét ké
dé co thé lay nhiéu loai van ban khac nhau, vi du liy chéo giita cic van ban
Word, cac bang tinh Excel, cac trang Powpoint, cac du an trong Microsoft

Project.
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Virus thw dién tir

Virus thu dién tr 13 loai virus 1dy nhiém qua thu dién tir va chiing s
dung chuong trinh thu dién tir lam phuong tién dé lay lan. Thuong dugc viét

bang ngdn ngir bac cao nhu VBA hoic Script.

Diic diém:

- Co6 kha nang ty phat tan trén mang.

- Tbc d6 lay lan nhanh.

- Str dung k¥ thuat kich hoat ma Script nhing trong van ban HTML,
do vay virus Script ¢6 thé gan minh vao trong mi nguon HTML ciia thong
diép ma khong can file dinh kém. K§ thuat nay c6 mot diém thuan loi 1a

Script dugc thi hanh ngay khi nguoi st dung xem thu.
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CHUONG Ill: PHAN TiCH MOT TRUONG HQP CU THE

Thang 1/2008, tai co quan dai dién Vi€t nam ¢ nudc ngoai, nhan vién
trong don vi phat hién théy méy tinh hoat dong rat cham chap, sau mdt thoi
gian thi bao day dung luong 6 cung. Pdng thoi ho ciing phat hién thay khi
cam thiét bi USBflashdisk vao mdy tinh thi thidy hoat dong khong binh
thuong. Khi tim kiém céc file trong USBflashdisk theo tén thi phat hién thay
cac file nay duoc copy vao cac thu muc MsDdac trong thu muc
C:\Progrgam Files\Common Files\Microsoft Shared\MSInfo nhung bi
d6i phan mé rong. Trudc hién twong d6, nhan vién da bao cho chuyén gia k§
thuat dé giai quyét, mot to cong tac k¥ thuat da duoc cir sang lam viée va két
qua da phat hién ra phan mém cai cam dé thu tin.

Tir két qua d6 nguoi hudng din dd dung lai hién truong va giao cho
ngudi thye hién phén tich lai trudng hop trén. Két qua nghién ciru duoc mo

ta trong nd1 dung cua chuong nay.
3.1 Phan tich hién trwong
3.1.1 Bao v¢ hién truong

Trudc tién dé c6 miu phén tich va giit nguyén duoc hién trudng, ngudi
phan tich phai ldy mau trén hé thong bi cai dat, khi ldy mau phai sao luu
nguyén ven 6 cing cua hé thong. Hién nay, chuong trinh sao luu phd bién hé
thng thuong duoc sir dung d6 1a Norton Ghost. Dung phan mém nay sao
lwu hé théng vao mot 6 cimg hoan toan mdi, ta s& lay duoc miu dé phan

tich.

3.1.2 Tim kiém module giy nén hién twong nghi vin
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Sau khi tiép nhan, sao luu hién truong, nguoi phan tich dung lai hién
truong trén mot may tinh khac va tién hanh nghién ctru trén may tinh nay.
Trudc tién, ta sir dung cac chuong trinh quét Virus, Spyware... dé& quét may
nhung khong diét. Két qua cho thiy may bi nhiém nhiéu loai virus, trong d6
cé 2 file dpnclt.exe va itirclt.exe trong thuy muc C:\WINDOWS\system32
bi nhiém virus loai Trojan.Spy.Agent.M. Tiép d6, ngudi phan tich tién

hanh nghién ctru hé thdng dé tim ra nguyén nhan gay ra hién trong nghi vén.
3.1.2.1 Thanh phan thu tin

Theo hién tugng sao chép dit licu tor USBflashdisk, co thé du doan cb
mot tdc nhan nao d6 da lam viéc nay, d6 chinh la thanh phﬁn thu tin.

So sanh v4i hé théng thong thuong trong thu muc C:\Program
Files\Common Files\Microsoft Shared\MSInfo chi c6 mot vai file mac

dinh va khong cé thu myc nao.

Fle Edt View Favorkes Tools Help "

o Back * ’ - Search Folders $i i
) C:\Program Files\Common Files\Microsoft Shared\MSInfo v ﬂ Go
Foders S - "‘. SEFILESSTNF ) & IEINFOS.0CK
= % Local Disk (C:) A w : w
+ ) Documents and Settings e > ! \

= ) Program Files \

msinfo32.exe
+ | ) Advanced Registry Tracer i
= ) Common Files

= ) Microsoft Shared
+ ) DAO
J MsInfo

Tuy nhién trén hé thong dang nghién ctru trong thu muc nay lai xuét hién
cac thu muc con la lam MsDdac, MsDFsa va MsDLsa. Mat khac cac
chuong trinh ng dung dugc nguoi dung cai dat thuong khong bao gio tao

lap dir liéu trong thu myc nay.
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Fle Edt View Favorites Tools Help f,'
O eack - ¥ ) )seach Folders [[31)~

: ) C:\Program Files\Common Files\Microsoft Shared\MSInfo v .GO
Folders

X
= < Local Disk (C:) -~ J M&Qdﬁ /J MsDFsa

+ ) Documents and Settings

= ) Program Files P IEFILESS.INF
+ | Advanced Registry Tracer /} MsDLsa | hb stup Inf ?
= | Common Files ;(,,' 4
= | Microsoft Shared . -

i
=3 0RO IEINFO’SOCX mutf93‘.gx.g :
+ LJ Msinfo | ’& 1} e g

Nhu vay khang dinh céc thu muyc trén khong phai thu muc Windows ma
do chuong trinh cai cim tao ra dé nguy trang va luu trit dit liéu thu thap

duoc.

Duya theo khang dinh ndy ngudi thuc hién st dung chuong trinh FileMon
dé giam sat viéc truy cap file trong USB flashdisk. Két qua cho thay dich vu
svchost.exe cia Windows da sao chép cac file, trong thiét bi luu trir di dong
va d6i phan md rong cua file, sau d6 luu vao thu muc:

C:\Program Files\Common Files\Microsoft Shared\MSInfo

EEX

File Edit View Favorites Tools Help

e Back * (g !’ /_- ) Search ", 4 Folders '

Address ;J C:\Program Files\Common Files\Microsoft S_h_a-re_dr\MSIirvjfo\Mstac b Go
X | _J)Directoryl
A [H]Béo cdo.fae
@picture _jpg.LRI
=) SECRET_TXT.vz2V

Folders

= |.) Microsoft Shared
) DAO
= ILJ MSInfO @ T
PN &) tpi liOu TCYN3_doc.fqe
SR MsDdac -
() Directoryl
| MsDFsa
) MsDLsa
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Nhu hinh minh hoa, ta c6 thé thay svchost.exe di doc dir liéu trong
USBflashdisk, tao ra cac thu muc giéng v6i thiét bi trong thu muc MsDdac,
sau d6 tao ra cac file c6 tén gidng vai cac thiét bi luu trit trong USB tao ra
cac thu myc phan mé rong d6i khac, rdi doc timg file trong thiét bi va ghi

vao cac file tuong tng trong thu muc MsDdac.

Viéc d6i phan mo rong cua file 1a nham muc dich nguy trang, tranh sy
tim kiém theo phan m& rong ctia ngudi dung vo tinh tim thay. Thuat toan doi
tén nay kha don gian, d6 1a doc ma ASCII timg k¥ tu trong phan mo rong

cua file, sau d6 cong ma nay véi 2 va chuyén nguoc thanh ky tu nhung lai

khong theo modulo 26 (kich thudc cua bang ky tu tiéng Anh tir A dén Z).

Ele Edt Options Yolumes Help

HE QRBE O 39 AN

Process R.. Path Result Other

[ SVCHOST.EXE:1088 CRE... C:\Program Files\Common Files\Microsoft Shared\MSInfo\MsDdac\Directoryl SUCCESS Options: Cre
9 SVCHOST.EXE: 1088 CRE... C:\Program Files\Common Files\Microsoft Shared\MSInfo\MsDdac\Diectoryl \pictwe_jpg LRI SUCCESS Options: Ov}
[ SVCHOST.EXE:1088 CRE... C:\Program Files\Common Files\Microsoft Shared\MSInfo\MsDdac\B&o céo.lge SU(ECESS Options: Ovy
™ SVCHOST.EXE:1088 CRE .. C:\Program Files\Common Files\Microsoft Shared\MSinfo\MsDdac\picture_| walLAI SUCCESS Options: Ovy
,j SVCHOST EXE:1088 CRE.. C: \Planrlles\Eommon Files\Microsoft Shaed\MSlrﬂo\Msta:\SEl‘ﬂET TXT V2V SUCCESS Dptions: Ov]

ST EXE 1089 CRE. C\Program Files\Common Files\Mictosoft Shated\MSinfo\MsDdac\Thu m?c 1 MAME INVALID
£ SVCHOST EXE 1088 CRE.. C:\Prog aanIe.s\Cocmnn Files\Microsoft Shaed\MSlnio\Hstac\ §0u TCVN3 _doc.fg
o </ CRE. C\Progtam Files\Common Files\Miciosolt Shared\MSInfo'\MsD dac'\pic. 2l

NAME INVALID

Str dung FileMon kiém soat viéc truy cap file.

Hién tugng trén chimg t6 c6 mot module nao d6 dugc svchost.exe kich
hoat tu dong copy cac file trong USBflashdisk vao may tinh. Dé tim ra
module 1am viéc ndy, ta c6 thé st dung cac chuong trinh kiém soat tién trinh
dé do xét. Tuy nhién, chuong trinh Task Manager c6 san ciia Windows
khong thé dap umg duoc yéu cau nay. Do d6 ching ta phai st dung cic
chuong trinh chuyén dung hon nhu chuong trinh Process Explorer, cho
phép xem xét cdc tién trinh dang hoat dong, dong thoi cho biét tién trinh d6

stt dung cac module nao. Trong khi phan tich can dic biét chi y dén cac
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module ¢6 phan moé rong .dll hodc .exe, c6 nguon goc khong rd rang va céc

module c6 ngay thang tao 1ap khac biét.

Dua vao thong tin hién tugng sao chép dir li¢u trong USB Flashdisk xay
ra bit dau vao thang 8/2007, nguoi phan tich di dung chuong trinh Process
Explorer dé phan tich va liét ké dugc cac module la, trong d6 c6 module
mdidll.dll c6 ngay tao l1ap 1a 30/8/2007 va khong c6 mo ta. Viéc dinh vi cac
module nay 1a cuc ky don gian, Process Explorer st dung popup cung cap

duong dan d¢én module dang xem xét.

b Process Fxplorer - Sysinternals; www.sysinternals.com
Fle Options View Process Find DLL Hep

B o= H3 X HHD _
Process PID CPU Description
= "] System Idle Process 0 83
T interrupts n/a 1 Hardware Interrupts
~IDPCs n/a Defened Procedue Calls
= " System 4 1
= ™SMSS EXE 552 Windows NT Session Manager Microsoft Carporation
CSRSS.EXE 668 Client Server Runtime Process Microsoft Corporation
WINLOGON EXE 692 Windows NT Logon Apphcation Microsoft Corporation
= [*JSERVICES EXE 744 1 Services and Controller app Microsoft Corporation
™SVCHOSTEXE 904 Generic Host Process for Win32 Services Mictosoft Corpotation
|§ SVCHOSTEXE 992 Generic Host Process for Win32 Services Miciosoft ation
= JSVCHOSTEXE 1128 1 Genetic Host Process for Win32 Services Miciosoft Corparation I
WSCNTFY.... 1340 Windows Secunty Center Notification App Microsoft Corporation
™SVCHOSTEXE 1264 Genesic Host Process for Win32 Services Microsoft Corporation
ISVCHOSTEXE 1320 Generic Host Process for Win32 Services Miciosoft Corporation
™JSPOOLSVEXE 1452 Spooler SubSystem App Microsoft Corporation
;INET!NFO.EXE 1604 Intemet Information Services Microsoft Corporation -
Name Description Company Name Vession A
kerberos.dil Ketbetos Security Package Microsoft Corpora... 5.01.2600.2180
kemel32.dil Windows NT BASE AP Cent DLL Microsoft Corpora.. 5.01.2600.2180
kmddsp.tsp TAP! Kemnel-Mode Service Provider Microsoft Corpora... 5.01.2600.2180
Mictosoft Corpora... 501 26002180
Microsoft Corpora... 5.01.2600.2180
SN 1 Ra Microsoft Corpora.. 5.01.2600 2180
mei.di anows lns(ale( Mictosoft Corpora... 3.00.3790.2180
maidle.di User Idie Monitor Miciosoft Corpora.. 6.00.2900.2180
msv1_0.dl Microsoft Authentication Package v1.0 Microsoft Corpora... 5.01.2600.2180 v

CPU Usage: 17%. Commit Charge: 23.41% Processes: 22

Trong pham vi dé tai ngudi thyc hién chi mé ta viéc phan tich module da
biét chinh x4ac 1a thanh phan thu tin. D6 chinh 1a mdidll.dll dugc cai cam
trong thu muc C:\WINDOWS\system32.
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Pé phan tich mi 1énh ciia module, trudc tién nguoi thuc hién phai tim

hiéu cac thong tin ban dau vé module d6 nhu: ching duoc 1ap trinh bing

ngon ngir nao, trong moi trudng nao, dugc bién dich bang chuong trinh nao,

c6 bi pack, ma hoa hay khong... Sau d6 ta c6 thé sir dung mot trong hai hodc

két hop ca hai chuwong trinh IDA va Olly Debug. Pay 1a hai chuwong trinh

duoc danh gia tdt nhat trong linh vuc RE, mdi chuong trinh déu ¢6 uu diém

riéng, tuy nhién IDA hau nhu tréi hon so voi Olly Debug. O day ngudi thuc
hién str dung IDA Pro Advanced 5.2 (sir dung dugc cho ca 32 bit va 64 bit)

va Olly Debug 1.10 d¢ phan tich.

Pau tién ta st dung chuong trinh PEiD 0.93 d¢ kiém tra mdidll.dll.

File: |D:\Graduation paper'bk\mdidil.di
Entrypoint: | 00002637 EP Section: | text >
File Offset: | 00002637 FirstBytes: '558B,EC,53 > |
Linker Info: |6.0 Subsystem: |Win32 GUI > |
Microsoft Visual C++ 6.0 DLL

Multi Scan } Task Viewer j Options f About , Ext i
v Stay on top % -)J

Két qua thu dugc cho biét module nay dugc lap trinh bang ngdn ngir C++

trong moi truong Microsoft Studio 6.0 va khong bi ma hoa.
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S T T E T S N v S = D T S L TR~ 73 0 GV B AT DT TR B P T I, T P\ TR T v e ) IR T 7 P
s B

¥ 'RDG Packer Detector V 0.5.7 BETA CopyRight = = .ZS
File R——— | ” -
D:\Graduation paper\bk\mdidi. i

Compression - Encryption - Compiler
Microsoft Visual C++ 6.0 Dl <-Compiler->
Nada <-Detected->
¢-Possible->
Contact :» Stayontop |
,l..lll.0...!....!'.'."..ll.l"!'l...lll.l.....lllll'l.ll.l... ’ g’“‘““ﬁ“&é’& ..... “:g

Fie scannedin 225eg_____ MACE MB Dmm IIIIJ

Khi ding RDG Packer Detector 0.5.7 dé kiém tra ¢ ché do *"Powerful
Medthod, allowing multi-dectection” ta dugc két qua twong tu.

Sau khi di biét mot s thong tin co ban vé mdidll.dll, ta sir dung IDA

Pro dé tai vao va tu dong phan tich module mdidll.dll
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&, DA DUGr adtanon papor ORmara ot
fle Edt Jump Search View Debugger Options Windows Help
B8 ~ - MARE L 1T vl vl /4 =% BIM L=
Ime BY ¥"HAS,E DERNY ST | Rl X} he
Ben BB - = NX $- - vSHKH-/ : k% WU BA¥AK
e FRS FAA

- S | PRSI

J IDA View-A :jﬂuvm a Expats elmmx II Names | i Functions . i Stuchwes | En Enums ** Stings

SlartAddress
SM&(x,ul

L e A S e S | o
2 tandieiProc

. S I B S0 T IS JO et 001 2 ool IS VL 20 St 0, 1 5y B S ¥ 3 hg  hetalSensce

3 ) This file is generated by The Interactive Disassembler (1DA) |

23 Copyright (c) 2007 by DataRescue sa/nv, {ida@datarescue.com> | of1s1 :

3 | Licensed to: Mach EDU Dienstleistungen, Jan Mach, 1 user, adv, 11/2067 | SNSRI x s i s v A
P T e e e .

; Input WDS : AGIBIGCHIDIZBEIGOSFIE2CICSD20037

; File Name : D:\Graduvation paper\bk\mdidll.dll

; Format : Portable executable for B0386 (PE)

; Imagebase : 71600000

; Section 1. (virtual address 00001009)

; Virtual size : BIMIGFR ( 5882.)

an anar oo mm frnn o Anan sann B

IDA 1s analysing the input file..

You may start to explore the 1nput file right now.

Hex-Rays plugin has been loaded (v1.0.071108)
License: S7-8F73-7BE4-3F Jan Mach, Mach EDV D+ ensﬂe stungen (1 user)
The hotkeys are FS: decompile, Ctri-FS: decompile al
Please check the Edit /Plugins menu for more 1nfnr‘uton

Using FLIRT signature: Microsoft VisualC 2-8/net runtime
Propagating type information...

Function vmen( information has been E‘,H“w

e = e

AU: ide éf? Down Disk: 2G8  Ciick on node title to select/drag it; DbiCick on edge to follow it; Whee! to scroll vertically; Cirl Alt, Shift for more aptio

Trong chwong trinh IDA ¢6 nhiéu cira s6 con (subview) nhu :
IDA View-A, Hex View-A... mhung cac subview thuong duogc cha y
nhiéu nhit 13 IDA View-A (hién thi ma 1énh va luu d0), String (hién thi cac

xau ky tu xuét hién trong module).

That vay, khi chuyén sang subview String, ta tim thdy nhiéu xau ky tu

phu hop v6i nhan dinh.

AT T R i T A T Tt I TR (TS S R 5 TRLE T TR R SR Y 12, M T A TR ALY TGN IV S TSRy . AR

Strings window

Program File e rosoft Shared\\MSIinfo
00000030 C L. \\Proglam Fles\\Common Fies\\M icrosoft Shamd\\MSlnfo\W sDFsa
00000030 C C:\\Program Files\\Common Files\\Mictosoft Shared\\MSInfo\\MsD dac

DOD0000E IPRIP
netsvcs

SOFTWARE \\Microsoft\\Windows N

" .data7100..

B data 7100 HO00C

grentyersion\

F e maan ~e -

-~ '™ sA
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O day c6 duong dan dén ba thu muc la - 13 cac thu muc dvoc tao ra khi
phﬁn mém duoc cai cim, 1a dia diém sao chép file vao, d@)ng thot co gia tri
khoa registry :

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Svchost

Pay 1a khoa dé kich hoat module mdidIl.dll théng qua svchost.exe.

Khi tim kiém cac dich vu dang hoat dong trén may bi cai cam, that su ¢

mot dich vu tén goi Iprip duogc svchost.exe goi dén.

e CAWINDOWS\system32\cmd. exe
F— - R R R S S S s e _

C:\>tasklist /svc
|

Image Name PID Services
[ e T T T e —
System Idle Process 8 N/A
System 4 N/A
SS . EXE 520 N/A
SRSS . ERE 668 N/A
MINLOGON.EXE 692 N/A
SERVICES .EXE 744 Eventlog, PlugPlay
ILSASS .EXE 756 Policyfgent, ProtectedStorage,. SamSs
UCHOST .EXE 988 DcomLaunch, TermService
UCHOST .EXE 996 RpcSs

UCHOST . EXE 1128 AudioSrv, Browser, CryptSuc, Dhcp., dmserver,
| RSvc, EventSysten,
FastUserSwitchingCompatibility, helpsvc,

Iprip., lanmanserver., lanmanworkstation,
Netman, Nla, RasMan, Schedule, seclogon, ‘
SENS, SharedfAccess, ShellHWDetection, v]

Tra ciru thong tin trén Internet cho thay, Iprip 1a tén cta dich vy IP
Listener, st dung giao thirc RIP(Routing Information Protocol). Tuy nhién
dich vu nay thong thuong khong duoc cai dat trén cac may tram ma chi danh
cho cac hé may chu, day ciing 1a mot diém nghi van cua mdidll.dll.

Mit khac theo két qua dung cac chuong trinh quét virus va spyware,
khong phat hién mdidll.dll nhiém loai virus ndo cho dén thoi diém hién tai.

Nhu vay, qua phan tich cho thdy module mdidll.dll chi ¢6 nhiém vu sao
chép dir liéu tir USBflashdisk vao 6 cimng va khong c6 hanh vi nao khac (goi

module khac, kha nang lay lan...).
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Sau khi phat hién, ngudi phan tich thir tién hanh g& bo hoat dong cua
module nay. Thar x6a module mdidll.dll, khong thé x6a duge nd vi nd dang
duoc svchost.exe diéu khién. Nhu véy, phai dirng hoat dong ctia svchost.exe
c6 str dung Iprip trude, sau d6 méi co thé xoa duoc file nay. Budce tiép theo
la x6a bo khoa HKLM\SYSTEM\CurrentControlSet\Services\lprip trong
Registry. Khoi dong lai hé thong va thir cim USBflashdisk, hién tuong sao
chép dir liéu trong USBflashdisk khong con xdy ra. St dung Process
Explorer ciing khong tim thay module nay trong svchost.exe nita. Nhu vay

ta da go bo thanh cong module mdidll.dll.

cv € \WINDOWS\:ystemJ)\cmd exe

:\>de1l WINDOWS\systen32\ndid11.d11 =
\WINDOWS\system32\mdid11l.d11 |
ccess is denied.

.

::

C:\>taskkill /F /FI "SERUICES eq Iprip"

UCCESS: The process with PID 1888 has been terminated. {
RROR: The remote procedure call failed. |
o

:\>killed Iprip i
‘killed’ is not recognized as an internal or external command,
perable program or batch file.

\>del WINDOUWS\system32\mdidll.d11
:\>del mdidll.d11 Successful? ]

‘dell’ is not recognized as an internal or external command.
perable program or batch file.
:\>REG DELETE HKLM\SYSTEM\CurrentControlSet\Services\Iprip

ermanently delete the registry key SYSTEM\CurrentControlSet\Services\Iprip <¥Y/N

D7
Lhe operation completed successfully

\)Unlnstall mdldll dll successfully’ 'H

3.1.2.2 Thanh phan théng bao dia chi

Sau khi tim kiém dugc thanh phﬁn thu tin, nguoi thyc hién nhan
dinh rang phai c6 mét tién trinh nao khac tién hanh viéc truyén tin nay ra

ngoai hodc thong bao dia chi cho bén ngoai dé tham nhap vao lay tin. Nhu
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vay, tién trinh do phai str dung dén két ndi Internet, truy nhap dén mot dja

chi nao d6 va chiém mot thong luong mang nhét dinh.

V61 nhan dinh d6, nguoi thuc hién st dung chuong trinh Ethereal,
mdt chuong trinh quét mang rat manh dé xem thong lugng mang va céc két

nbi dén/ di ma may tinh dang sir dung.

Két qua cho thdy, dia chi IP cua may bi cai dit phdn mém 1a
10.0.104.63. Ngoai viéc két ndi véi cac may tinh trong cing mang ndi b
may tinh nay con két ndi dén mot dia chi IP la khéc (60.10.1.224), mac du
nguoi thuc hién phan tich khéng st dung chuong trinh nao co két ndi
Internet. Dé x4ac minh thong tin vé dia chi nay, ta st dung dich vu WHOIS
cia Internet. Thong tin c¢6 dugc cho thdy dia chi IP nay c6 dia diém tai
Trung Qudc.

IP Information for 60.10.1.244

-
China 2nd ldc Of Cncgroup-he Langfang Cly Hebe: Province '

IP Location

IP Address: 50.10.1.242 (W] [R] [¢] [B] [F

Reverse IP: 2 gther sites hosted on this server
Blacklist Status: Clear

Whois Record

60.10.0.2 - €0.10.7.2585

-~

LangFang-IDC

rovince.
60.10. 0.0/16
CNC Group CHINAlES Hebei Province Network
AS4E37
MAINT-CNCGROUF-RR
b ¢
1, Done, but with errors on page. @ Intemet
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Két qua cho théy, IP nay la mdt Web server dugc cai dat Apache,
vo1 3 Website:

www.Bluewinnt.com

www.Ggsddup.com

WWW.Secsvc.net

ddvecs | ) hetp:/fwww. domaintools comjreverse-ipjFhostname=60. 10.1.244

{ Domain Directary Ping  » Tra » » My I And

i -
| Power 1ools

Reverse IP - View all domain names hosted on an IP address Sign Up or Log
Look an IP Address Reverse IP Interface
Enter an 1P address or domain name into the form below and chick “Lock Up" to get a hst of

domains hosted on the same IP address

1P/Domain Name: 60.10.1.244 Look Up
Example: 192.168.% or £4.232.161.104
There are 3 dornams hosted on this IP address
Bluewinnt.com
1. Bluewinnt.com -
2. Gasdd
Gasddu.com Gagsddup.co
3. Secsve.net
Secsvc.net
1P Explorer
New! Domain Tools has turned Reverse IP into & visual representation of the internet. Now you
can see ch 1P blocks have the most domains on them, Chck through the IP blocks to discover
how hosting companies hand out their IP addresses. This tool is offered for free to all Domam Tools
gt 1P Explorer Interface
Try the new IP Explorer »
What is Reverse 1P?
129.142.227. =u
Reverse IP i1s sasiest way to find all the .com, .net, .org, .biz, .us, and .info websites hosted on a
given [P address. Enter an IP address or domain name and receive a hst of up to 2,000 domains "
hosted on that IP. Lookups with over 2,000 results can be ordered as a report containing the full
hict .
£ http: /jwhois domaintools. comiogsddup. com © Intermst

Lic kham phéd ra truong hop nay, khi ghé tham Website noi trén,
Website van ton tai nhung bao 1a dang xay dung (“Underconstruction”).
Hién nay khi truy cdp vao Website nay, chi con lai tén mién

www.bluewinnt.com va dugc thong bao 1a mot trang thir nghiém. Nguoi

phan tich nhan dinh rang rat c¢6 thé do 16 y d6 thu tin nén co quan dic biét

nudc ngoai da gd bo Website trén.
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Pé xac dinh module gy ra hanh vi thong bao dia chi, ngudi phan tich da
sit dung chuong trinh Security Task Manager va tim kiém dugc mot tién
trinh c6 tén rat la: itirctl.exe. Ciing théng qua chuong trinh nay, ta biét dugc
n6 dugc khoi dong cung Windows bang cach thém vao gia trj Userinit cta
khta HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon

Doan 1énh goi dén n6 : C:\WINDOWS\system32\ itirctl.exe

® Security Task Manager
Ele Edt View Heb

3 Windows processes. Ik Remove M) Quarantine @ Google

Name Rating cPU Memory  File Type A
VMware Tools : 0% 25MB C:\Program Files\VMware\VMware Tools\VMwarelser exe Program
g 1.7MB C:\Program Files\YMware\WMware Tools\VMwareService. exe Program

WINDOWS

0%

“AWINDOWS\ sustem 3\ usennt exe vatem32\ticch exe Program
C DWS\spstem 3l . g

Application Layer Gateway Service 0%  31MB CAWINDOWS\System32\alg exe Program &
I CA Chall T imas 3 ) Fmvmaman ) . nwy NOMD CAMAMAMC, b mmn TN b aan avem = ]
< be
itirch.exe Propeities.. Rating Text n file
Note: File no longer exists ? =] Emnor: The system cannot find the
No description of the program am file specified
lh)‘:sg::hon’a iMluosoﬁ program was replaced) No Windows system fie W ::
; e . ; it
Type Program, hidden & not act Start when Windows starts: Machine\Winlogon\U ses
Start when Windows starts, Registry: ...
File CAWINDOWS \system3.. \itirck exe ’
Comment Rating: harmless

Nghi van module nay, ngudi phan tich dua né vao chuong trinh IDAPro
dé phan tich hanh vi. Tuy nhién khi load module nay vao IDA chiing ta ciing
khong thé docduoc mi, va cac section cua file di bi thay doi thanh UPX1,
UPX2 va UPX3, cac string cling bi ma héa chi xem duoc cac 101 goi APIL.
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UPX1:08640a0800
UPX1:0040R000
UPX1:0040R000
UPX1:0848A880
UPX1:0840A000
UPX1:0840A000
UPX1:06040A080

dword_48A060

assume cs:UPX1

Phuwong phap phat hién th‘n mém cdi cdm véi muc dich thu tin bi mat trén mand Internet

sorg 40a080h
assume es:nothing, ss:nothing, ds:UPX®, fs:nothing, g

dd

BFFF6FFFFh, 244EC81h, 55538086h, 3FB95756h, 8CB336
; DATA XREF: sub_40F360+1}0

55247C8Dh, Sh2444C6h, 66ABF30Bh, GDB72DBBSh, BBC1A4

84C66861h, 1BBE6917h, 71AB6CCHh, 6134352Fh, 6B1FEEF

UPX1:6040R000 dd %6B638h, BAAO4DB6Bh, 1BBOGAESh, OF4868CCh, BB390BY |
UPX1:8040A660 dd 6FB68586Eh, OBFESEDDDh, BC983C31Ch, 786853FFh, BOF7
UPX1:0046A000 dd 1EF92BD1h, 1FBDCDFFh, BD18BF78Bh, 161DSABFh, OC1AF
UPX1:004000080 dd BASF382E9h, 6FDICBSDh, 3E18367h, 8859A4F3h, OCBSCS |

UPX1:0040A000
UPX1:0640A000
UPX1:0848A800
UPX1:0840A0B60
UPX1:0040A800
UPX1:0840A800

GBSABOESSh, OC85C8SE4h, OB168F8C8Hh, 2642E42Eh, 423
4842E42ER, 2F084358h, ©B17868E4h, 842B88ODHh, 3BB19
0BBOB9GODh, GAS5998BOh, 90BY9BBBEh, ODSCBBY6GBh, 90B
08268F80Bh, OC85C85C8h, S5C382818h, 485C85C8h, 5C84
887885C8h, BBO642E42Eh, BB2B2B2EFh, H2EW2E42h, H2EM
8B2B2E42Eh, 85C85CB3h, 38286E2Dh, 85C85C85h, 85C85

UPK1:0840A080 dd 7868C85Ch, 85C85C88h, 8BBABY8SCh, 85C85C85h, SSEMD

00000400 0040AD00: UPX 1:dword_40A000
—

Thtr load vao Olly Debug, ta nhan dugc thong bao doan ma 1énh cua file
nay da bi nén, ma hoa hodc nhiing thém dit liéu. Viéc phan tich c6 thé khong

tin cay hodc sai lam.

P T e e T e e S S R AT S T T

Compressed code’

2

memstofmmd(rmsmmmmssﬁzw&d.mmd.orcormmslage
amount of embedded data. Results of code analysis can be very unreliable or smply wrong. Do you want to continue

analysis?

Nhu vay module nay di bi pack va mi hoa, co thé dung packer UPX, dé

tim hi€u xem n6 dugc pack bang chuong trinh nao, phién ban nao, nguoi
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phan tich su dung chu:ong trinh PEiD dé quet voi tuy chon Deep Scan.
72 'DED v0.93 |

File: | D:\Graduation paper\bk\bk\tirdt.exe

Entrypoint: | 0000F48F EP Section: |UPX1 >
File Offset: 0000S8BF FirstBytes: 6A,01L,6AFF > |
Linker Info: (6.0 Subsystem: | Win32 GUI > |

T

ILPX0896 1.02/1.05- 1.24 >Makus&Laszio[0veda!]_J

MultiScan | | TaskViewer | = Options |

bout || Ext |

Iv Stay on top

| 5]

Két qua cho thdy chuong trinh nay di bi pack boi packer UPX phién ban

0.89.6-1.02 hodc1.05-1.24

m wm{ﬁmwmm‘

" 'RDG Packer Detector V 0. ‘3 '7 B[TA ﬁopleght

File
D:\Graduation paper\bk\itirclt. exe

Comprestion - Enciypiion - Campie

UPX V0.80 - V1 .25]

Upolix Deteccion Heuristica

File scanned in .16 Seg. - MA & MB

<-Compiler->
<-Detected->
<-Possible->

Stayontop |

»|i Detect

H
:
’
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St dung chuong trinh RDG Packer Detector, két qua thu dugc cho thay
module nay bi nén boi UPX V0.80-V1.25.

Nhu vdy, hai chuong trinh cho biét module nay bi pack bang packer
UPX, mic du phién ban khong théng nhat. Do d6 ta c6 thé st dung UPX

3.0.2w dé unpack module nay.

=1

v C:AWINDOWS\system3 2\emd.exe

C:\UPR>upx —d itirclt.exe
Ultimate Packer for eXecutables
Copyright <C> 1996,1997.1998,.1999.2000,2001,2002.2003,2004,2005 2006 ,2007

UPX 3.82w Markus Oberhumer, Laszlo Molnar & John Reiser Dec 16th 2807
File size Ratio Format Name

| *_ESE;E_Z: _____ 5555; 44257 win32/pe itirclt.exe

Unpacked 1 file.

C:\UPR>

UPX s& ghi d¢ lén file itirctlexe gbc, ta dat tén file nay Ia
itirctl_unpadk.exe. Sau khi unpack ta sit dung PEiD va RDG kiém tra
itirctl_unpadk.exe thi thu biét dugc module nay dwoc 1ap trinh bang ngdn
nglr C++ va duoc bién dich trong moi truong Visual Studio6.0.

Tir day ta dua itirctl_unpadk.exe vao IDAPro dé phan tich mot cach
binh thuong. Trong subview String cta IDA c¢6 nhiéu thong tin tring hop

v6i1 phan tich trude do.
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Address Length Type String
" _data0040... 00000040 uni.. (i H
adata 0040... 00000008 C (BFX\a\b

8 data !

ORI,

N data (0040 windows 2000

* data0040.. 00000008 C windows 35

" data0040..  0000000B C windows 98

“.* data0040.. 00000010 C windows NT 351
' data0040..  00000OOF C windows NT 4.0
" data0040.. 00000008 C windows me

" data0040..  0000000B C

windows xp

~ . -

]

Pé hiéu sau hon hanh vi ctia nhitng module nay ta tién hanh phan tich ma
1énh cta nd bang IDA.
- Sau khi dugc kich hoat, module nay tu dong unpack va sao chép chinh
né vao thu muc %osystemroot%o\system32\itirclt.exe.
- Thém vao d6 gia tri Userinit cia khoa
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Winlogon
chudi C:\WINDOWS\system32\ itirclt.exe d¢é kich hoat module niy cung

lic véi Windows khoi dong.

Sau khi da xac dinh chinh xac itirclt.exe 1a tac nhan thong bao dia chi ra

bén ngoai ngudi phan tich tién hanh g& bo hoat dong ctia module nay.

Trude tién thir xo6a file itirclt.exe, két qua xé6a dugc nhung mét thoi gian
ngan sau file nay lai dugc tu dong tao ra. Khang dinh phai ¢ tac nhan nao
do thuc thi viéc nay ngudi phan tich da st dung FileMon theo doi thu muc

C:\WINDOWS\system32 trong khi x0a itirclt.exe dé do xét.
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Két qua thu duoc 1a file dpnclt.exe da yéu cau Explorer.exe kiém tra file

itirclt.exe, néu khong c6 thi s& tao ra file d6 bang cach copy tir dpnclt.exe.

Piéu tuong tu ciing xdy ra khi x6a dpnclt.exe. Hai file nay c6 cung kich
thuoc (23 kb) va cung ngay tao 1ap (16/04/2007).

Fle Edt Options RENIES

He (AR © 992 #A4
e Process Request Path Result Other ~
1:25 AM EXPLORER.EXE 14.. DIRECTORY CAWIND OWS\system32\ NO SUCH... FileBothDrectoryink
1:25 AM EXPLORER EXE 14, CLOSE CAWINDOWS\system32\ SUCCESS
1:25 AM EXPLORER EXE:14.. OPEN A\ SUCCESS Options: Open Diec
1:25AM 3 EXPLOREREXE:14. D CAWINDOWS\system32\ SUCCESS  FileBothDirectoryind
1:25AM EXPLORER EXE 14—0OPEN CAWINDOWS\system32\dpnch exe '\ SUCCESS Options: Open Sequ
1:25 AM i QUERY INFORMATION C:AWINDOWS\system32\dpnck exe ~ INVALID ... FileAttribute T aginfor
1:25AM QUERY INFORMATION C\WINDOWS\system32Adpnck exe D SUCCESS Length: 23574
1:25AM j ER.EXE 14 QUERY INFORMATION C:AWINDOWS\syste32\dpnch exe N SUCCESS  Attributes: A
1:25aM QUERY INFORMATION CAWINDOWS\system32\dpnch exe \ INVALID .. FileStreaminformatio
1.25aM QUERY INFORMATION CAWINDOWS\system32\dpnck exe SUCCESS  Aftributes A
1:25 AM EXPLORER EXE 14 QUERY INFORMATION C:\WINDOWS\systern32\dpnch exe Fie£ alnformation

EXPLORER.EXE 14 . CREATE C A\WINDOWS \system32 Options. Ovenntel

1:25AM /% EXPLORER.EXE.14.. OPEN CAWINDOWS\system32\ CCESS Options: Open Direc
1:25AM /() WINLOGON.EXE:664 DIRECTORY CAWINDOWS\System32 SYCCESS Change Notify
1:25 AM EXPLORER EXE:14... DIRECTORY CAWINDOWS\System32 NQTIFY E... Change Notiy
1:25AM | ¥ EXPLORER EXE 14.. QUERY INFORMATION CAWINDOWS\system32\tiich.exe SULCCESS  FileFsAttributelntorm
1:25 AM EXPLORER.EXE 14.. QUERY INFORMATION C:\WINDOWS\system32\tirch exe SUCCESS Alributes A
1:25 AM EXPLORER EXE 14 QUERY INFORMATION CAWINDOWS\system32\dpnch exe SWCCESS  FileFsAttibutelnform
1:25 AM EXPLORER EXE 14 SET INFORMATION CAWINDOWS\system32\itich exe CCESS Length: 23574
1:258M (Y] WINLOGON EXE:664 DIRECTORY CAWINDOWS\System32 UCCESS Change Notify
1:25AM EXPLORER EXE 14, QUERY INFORMATION CAWINDOWS\system32\dpncht exe SUCCESS Length: 23574
1:25AM  ° OREREXE:14.. WRITE CAWINDOWS\system32\itirch exe SUCCESS Offset 0 Length 23
1:25AM W OREREXE 14 SET INFORMATION CAWINDOWS \system32\tinch exe SUCCESS  FileBasicinformation
1:25 AM DIRECTORY C:A\WINDOWS\System32 Change Notify
1:25 AM DIRECTORY CAWINDOWS\System32 NOTIFY E... Change Notify
1:25AM EXPLORER E C:AWINDOWS\spstem32\dpnck exe SUCCESS
1:25AM % EXPLOREREXE:14 CAWINDOWS \aystem32itirch exe SUCCESS
1:25 AM j EXPLORER EXE 14, Change Notify
1:25AM ' EXPLOREREXE 14 SUCCESS Options: Open Direc
1:25 AM j EXPLORER EXE 14... DIRECTORY CAWINDOWS\system32\ SUCCESS  FileBothDirectorylnk
1:26 AM EXPLORER EXE:14.. OPEN CAWINDOWS system32\ SUCCESS Options: Open Direc
1:26 AM 3 EXPLORER EXE14... DIRECTORY CAWINDOWS\system32\ SUCCESS  FileBothDrectoryink e
170 AM EVDI NRER EYE14 CET INENRMATIOAN AN A~ imante and Cattinnstldasma Mans Mivnh | smink ear CQUIFTECS | annthh 2102
< >

Nhu vay ngoai viéc itircltexe ty sao chép nd vao
C:\WINDOWS\system32 thi n6 con tao ra mdt ban sao vé&i tén
dpnclt.exe.

Khi da xac dinh dugc cac thong tin trén, ngudi phan tich tién hanh xo6a
ddng thoi itirclt.exe va dpnclt.exe, sau d6 tién hanh kiém tra thu muc hién
tai thi khong thdy chung duogc tai tao. Pong thoi st dung chwong trinh
FileMon dé giam sat thi ciing khong thay Explorer.exe truy nhap vao hai file
nay nira.

- Budc tiép theo, ta phuc hoi gia tri Userinit cta khoa:
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HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Winlogon lai

nhu cli

Userinit= “C:\WINDOWS\system32\ userinit.exe”

Khoi dong lai may va dung Ethereal dé quét thong lwong mang, may tinh
khong két ndi dén dia chi IP la nita. Nhu vay ta da g& bd thanh cong thanh
phan thong bao dia chi.

3.1.2.3 Thanh phan lgi dung 16 hong dé lay tin

Qua trinh thu thap thong tin 1a mdt qua trinh hoan chinh tir khau thu
tin, goi tin dén khau nhan tin. O trén ta da x4c dinh duogc hai thanh phﬁn,
thanh phan thu tin va thanh phan thong bao dia chi. Nhu vay chic chin phai

c6 mot thanh phan thir ba dén 13y va tong hop cic tin tirc thu dugc.

Nhu d3 phan tich, thanh phan thong béo dia chi da giri cac thong tin
vé tén may, hé diéu hanh, dja chi MAC... ctia may bi cai cam ra bén ngoai.
Cho nén c6 thé nhan dinh rﬁng Viéc 1€iy tin thu thap cé thé duoc tién hanh
theo hai hudng:

- CO6 nguoi trong co quan dai dién cia ta & nudc ngodi cai cam phan
mém nay dé thu tin, va chinh ho hoic mét nguoi khac s€ vao truc tiép
may tinh dé sao chép céc dir li¢u thu duoc.

- C6 chuyén gia k¥ thuat sau khi biét dugc dia chi MAC cua may do (tir

web site www.bluewinnt.com) loi dung cac 16 hong bao mat dé tan

cong vao may tinh va sao chép dir licu thu duoc.

3.2 Panh gia, két luan
- Hién trudng ma nguoi phan tich thuc hién hoan toan giéng véi hién
truong thuc, cé hién tuong tuy dong sao chép dir li€u trong USBflashdisk

vao thu muc :
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C:\Progrgam Files\Common Files\Microsoft Shared\MSInfo

- Sau khi kiém tra, phan tich k¥ ludng di dén két luan: Hé théng nghién
cuu bi cai dat mot ph?m mém cai cim nham thu tin bi mat tr thiét bi
USBflashdisk. Hé thong phan mém nay bao gdm ba thanh phan: thanh
phan thu tin, thanh phan thong bao dia chi va thanh phan loi dung 16
héng dé thu tin. Tuy nhién trén may bi cai cim chi x4c dinh duoc hai
thanh phan 1a thanh phan thu tin (module mdidll.dll), thanh phan
thong bao dia chi (module itirclt.exe). Hai phan mém nay duoc lap
trinh mot cach tinh vi, giai thuat phtc tap, str dung nhiéu thu thuat ma
hoa 1énh va ma hoa dit liéu, k§ thuat an dau khon ngoan va khong
duoc cong bd (tra ctru trén Internet khong co thong tin vé module
nay). Mot thanh phan (mdidll.dll) thi ngudi st dung khong thé xoa
duoc va cac chuong trinh diét virus va spyware cling khong phat hi¢n
ra, mot thanh phan khac (itirclt.exe) thi c6 thé xoa duoc nhung lai tu
tai tao ngay lap tuec.

- Ta khang dinh duoc ring cac phan mém nay c6 thé duoc gbi vao cac
thiét bi luu trit va cai dat trén may tinh mot cach thu cong hoac co thé
duoc cai dat thong qua mdt dich vu Web, mail khi ngudi st dung truy
cap vao cac Website, cac lién két khong an toan hoic cac mail c6 dinh
kem file chira ma dgc. Viéc cai dat nay c6 cha dinh chir khong phai vo
y.

- Khi hoat dong, mdidll.dll phai tao ra cac thu muc MsDdac, MsDFsa
va MsDLsa trong thu muc

C:\Program Files\Common Files\Microsoft Shared\MSInfo, do d6 cé

thé dyua vao ngay thang tao lap cac thu muc va cic file dé xem may bi cai

cim phan mém vao thoi gian ndo, bat dau thu thap tin tir ngay nao.
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CHUONG IV: KINH NGHIEM RUT RA VA CAC PE XUAT
4.1 Kinh nghiém rut ra

Vi¢ce cho hoat dong thir va phan tich cac chuong trinh doc hai n6i chung
va cac chuong trinh cai cam néi riéng 1a rat nguy hiém. Trudc hét, viéc lay
mAau cua né phai dat duge yéu cau giit nguyén hién trudng, do d6 viée sao
luu phai dugc tién hanh rat can than. Thit hai, néu méi truong tién hanh phan
tich khong an toan va khong duoc kiém soat chat ché, khi chuong trinh hoat
dong co thé s& gay ton thuong cho chinh hé théng va giy ra hau qua khon
luong. Vi vay nam viing quy trinh phan tich, xir Iy cac phan mém cai cam la

rat can thiét.

4.1.1 Xay dung méi trueong phan tich
Trudce khi xdy dung moi truong phan tich, cin quan triét mot sd nguyén
tac sau:

- Str dung hé thong chuyén dung cho phan tich va khong két ndi Internet.

Hé théng ma chung ta st dung s€ dugc cai dat cac phén mém ma doc,
do d6 chiing ta can phai cach ly ching v6i mang may tinh phuc vu muc dich
cong tac, kinh doanh, san xuat ...May tinh s& khong bao gio duoc két nbi
dén mang thuc té hodc Internet néu tat ca cac ph?ln mém d6 chua duoc huy
diét hoan toan bang cach dinh dang (format) lai 6 ctmg. Ciing ding bao gid
nghi dén viéc luu trit cac dit lidu nhay cam trén hé théng nay, vi mot s6 loai
phan mém ma doc ¢ thé an cip dir liéu giri 1én Internet hodc pha hong cac
dir liéu nay. Hé thong nay chi nén don thuan 13 phong thi nghiém phan tich
chuong trinh ma doc ma thoéi. Viéc st dung hé théng vao cac muc dich khac

s€ gdy nhiéu rac roi. Ludn chu y rang, khong bao gio dugce két ndé1 mang céac
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may nay voi Internet nham bdo ddm an toan dir li€u va tranh viéc lay lan cac

chuong trinh ddc hai ra bén ngoai.
- Ban phan tich phai nhu hién truong that.

Khi phan tich phai cht ¥ rang, may tinh ding dé phén tich phai dugc xay
dung giéng nhu hién trudong that dé& dam bao d6 chinh xé4c trong két qua.
Thong thuong, ngudi phan tich st dung mot hé théng phén cung that, su
dung ban sao luu cua hién trudng dua vao hé théng nay va phan tich. Diéu
nay dam bao cic yéu t6 phan ctimg, phan mém, két ndi mang... gidng nhu
hién truong dé c6 do chinh x4c cao nhat. Tuy nhién néu diéu kién khéng cho
phép ngudi phan tich co thé sir dung cac chuong trinh tao may ao dé phan
tich.

4.1.2 Quy trinh phan tich

Trudc tién dé c6 miu phén tich va giit nguyén duoc hién trudng, ngudi
phan tich phai lJdy miu trén hé thong bi cai dit. Sau khi ldy duoc mAu ta tién
hanh dwa vao mdi trudng phén tich va tién hanh xem xét hé théng. Thong
thuong, cac nha phan tich s& sir dung cac cong cu quan 1y tién trinh & mirc
sdu dé do xét cac tién trinh dang hoat dong. d6 khong phai 1a Task Manager
tich hop trong Windows ma la cdc chuong trinh chuyén dung hon, vi du
nhu: Process Explorer, Security Task Manager... Cac chuong trinh nay co
thé do tim va hién thi duoc ca céac tién trinh ngﬁm, cic module ma tién trinh
goi dén, duong dan dén file thyc thi ctia cac chuong trinh dang hoat dong,
cac mo ta cua file, tham chi con danh gid dugc mirc d6 can thi€p sau vao hé
théng cua cac tién trinh. Bing cach xem xét cac tién trinh, dya vao kinh
nghiém cta nha phan tich va doi chiéu véi cac chuong trinh kiét ké cac file

khéi dong cua Windows trong khi tim ki€ém cht y dén cac dau hi¢u cta hi¢n
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truong nhu ngay thang bat ddu xay ra hién tuong, cac mo ta khong rd rang. ..

nha phan tich s& rut ra dugc nhimg tién trinh nao 14 tién trinh nghi vén.

Pbi voi cac chuong trinh ma doc dn cap thong tin, nha phan tich co thé
su dung cac cong cu kiém soat truy cap file, truy cap Registry nhu FileMon,
RegMon. Cac chuong trinh nay giam sat cac tién trinh trong viéc truy cap dir
liéu trong may tinh, truy cp dén cac khoa ctia Registry dé nam duoc tién

tinh nao dang thu thap, luu trir, gui dir licu di dau.

Déi voi cac chuong trinh ¢6 sir dung két ndi mang, nha phan tich thuong
ding cac chuong trinh quét mang nhu Ethereal, Ettercap... dé quét cong va
lwu lwong mang, tir 46 tim ra cac dich vu ndo dd mé cong, gii thong tin gi

va guri dén dau. ..

Sau khi di phat hién duoc céac tién trinh nghi van, nha phan tich sé& tién
hanh rat trich cac module d6 ra. Cac module nay sau d6 duoc dua vao cac
cong cu phéan tich ma nhu IDA Pro, Olly Debug... dé nghién ctru hanh vi.
Néu khong doc duoc mi cua module, cac chuong trinh nay s& bao 16i
module da bi pack hoac ma hoa. Nhu vay nha phan tich budc phai str dung
c4 chuong trinh doc thong tin file PE nhu PeiD, RPG Packet Detector... dé
tim ra packet dung dé pack va md hoa module. Khi c6 duoc thong tin nay,
nha phén tich st dung cac chuong trinh unpack twong tng dé c6 duoc
module chua bi ma héa. Cac module nay lai duoc dwa vao cong cu dé phan
tich ma dé chung t6 hanh vi ciia n6 dung nhu da gay ra dbi v6i hé thong bi

cai dat.

Pé chic chan nhimg phan tich cia minh 1a ding dan, nguoi phan tich
phai tién hanh xay dung mé hinh cac thanh phan thu duoc va kiém tra trang

thai cua hé thong. Néu cac biéu hién cia mo hinh dugc xay dung giong vaoi
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biéu hién cta hién trudng thi chimg to cic thanh phan d6 chinh 1a thanh
phan gy ra biéu hién bat thuong.

Sau khi phat hién c6 nhiéu cach dé xir Iy cac chuong trinh ma doc nay.
Pon gian nhat, nha phan tich dwa trén cac hanh vi ma chuong trinh giy ra

cho hé théng dé 1ap quy trinh théo gd.
4.2 Pé xuat

4.2.1 Giai phap khic phuc hau qua va bit kin so' hé

Hién nay may tinh va mang may tinh ngay cang dugc st dung sau rong
va trd thanh nhu cau thiét yéu trong mo1 hoat dong, mang lai nhiéu 1oi ich
cho xi hoi. Tuy nhién, cic thé Iyc thu dinh va ké xau ciing rat tich cuc loi
dung mang dé ldy cip cac thong tin. Do dic thu ctia may tinh, mang may
tinh va Internet ludn c6 nhimg 15 hong anh ninh va trinh d6 k¥ thuat cua ta
chua dam bao du d6 an toan khi két ndi Internet, do d6 nguoi thuc hién xin
dé xuat mot sd giai phap nham khac phuc hau qua va bit kin so ho cia ta
nhu sau:

- Quan triét nghiém tac quy ché st dung may tinh dé két ndi Internet.
Cac may tinh c6 chira théng tin co mat khong dugc phép két ndi
Internet. Thém vao d6 khong dugc dua cac thiét bi lwu trit (nhﬁt la
cac thiét bi luu trir di dong nhu: USBflashdisk, dia mém, dia
quang...) c6 chta thong tin mat vao sir dung trén may tinh két nbi
Internet vi nguy co 10 ri thong tin rat cao.

- Khi sir dung Internet, nguoi ding can tranh mé cac Email khong 1
ngudn gdc, truy cap vao cac Website, cac lién két khong rd rang dé
tranh bi cai cdm phan mém vao may. Phai cai dat va thuong xuyén

cap nhat cac chuong trinh diét virut, spyware, cai dat tuong lua
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(firewall) dé han ché cac nguy co bi tin cong boi cac chuong trinh
mi ddc va hanh vi tin cong tir bén ngoai.
4.2.2 Phwong an xir Iy phin mém cai cim
Mot khi da phat hién duogc phﬁn mém cai cdm v&i muc dich thu tin bi
mat, phuong 4n xir 1y an toan va don gian nhat 1a thiao g& hoat dong cua
chung dé dam bao an toan dit liéu, ngan can hanh vi thu tin tir bén ngoai.
Phuong an thao g& phan mém cai cam da duoc trinh bay trong qua trinh
phan tich thanh phan thu tin va thanh phan thong bao dia chi ¢ trén. Khi hai
thanh phan truéc bi vo hiéu hoa thi thanh loi dung 16 héng dé 1ay tin thu
dugc (khong dugc cai cam trén may tinh cua ta) xem nhu bi vo hiéu hoa
hoan toan. Thong thuong khi di bi 16 y d6 thu tin, co quan dic biét nudc

ngoai s& g& bo thanh phan nay.
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KET LUAN

Tém lai, trong dé tai luan van, em di tim hiéu téng quan vé mang
Internet va tim hiéu mot sb hoat dong ctia mang Internet ma ké gian c6 thé
lgi dung dé thuc hién nhiing hanh vi m¢ dm cda ho. Trén co s¢ do di sau tim
hiéu mét trong nhitng phuong thirc hoat dong cua bon x4u bang viéc sir
dung cong nghé cao phuc vu y d6 an cip thong tin trén mang. O ddy em da
di sau tim hiéu mot phén mém thuc t& ma bon xau da dung dé danh cép
thong tin ctia Nha nudc ta trong thoi gian vira qua. Tur d6 rut ra nhitng kinh
nghiém dé phong va em d3 dé xudt mot sd bién phap phong chéng. Vé
nhugc diém cta dé tai ludn vin clia em, theo em nghi 1a em khong dugc tiép
can voi phan mém cu thé nay, do tinh nguy hiém va tinh bao mat cta né, nén
em khong thé viét duoc mot chuong trinh dé dé- mo, em rat mong dugc cac
thay, c6 bd sung gop ¥ dé luan van ciia em duoc hoan thién hon, em xin

chan thanh cam on.

Sinh vién thuc hién

Nguyén Thi Phuong Thanh
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