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LOI CAM ON

Chiing em xin chdn thanh cam on héi dong khoa Céng Nghé Théng Tin,
hoi déng khoa hoc truong Pai Hoc Dan Lap Hai Phong da tao diéu kién dé
chung em thyc hién 16t de tai nghién cvu khoa hoc.

Chiing em xin chdan thanh cam on ¢é gido: Ths. H6 Thi Hwong Thom —
giang vién khoa cong nghé thong tin truong DHDL Hai Phong, da tdn tinh
huéng dan va chi dao chiing em trong sudt thoi gian nghién ciru dé tai.

Cuoi cing, chiing minh xin cdm on tdt ca cdc ban dong mén da dong vién,
g6p ¥ va trao doi hé tro cho ching minh trong suét thoi gian nghién civu vira
qua.

Vi thoi gian nghién civu chi c6 han, trinh @6 hiéu biét ciia ban thin chiing
em con nhiéu han ché. Cho nén trong dé tai khéng tranh khoi nhitng thiéu sot,
chiing em rat mong dwoc sw gép ¥ quy bdu ciia tdt cd cdc thay cé gido ciing nhuw
cdc ban dé dé tai ciia chung em dwoc hoan thién hon.

Chung em xin chan thanh cam on!

Hai Phong, ngay 14 thang 8 nam 2009

Nhom thuce hién

Pham Thi Quynh
Pham Thi Thu Trang



LOI MO DAU

Moi truong mang Internet phat trién rong rai cing véi su hd tro cla cac
phuong tién da truyén théng da dem lai nhiéu thuan loi va co hoi cho con ngudi
trén moi linh vuc cua doi séng xa hoi, trong giao luu, hop tac, kinh doanh, ...
Nhung d6ng thoi nd ciing nhu dit ra nhiéu thach thirc trong viéc dam bao tinh
an toan cho cac thong tin duoc truyén giao qua cac phuong tién truyén thong
nhu: nguy co st dung trai phép, xuyén tac bat hop phap théng tin luu chuyén
trén mang. Viéc st dung mot cach binh déng, an toan cac dir liéu da phuong tién
cling nhu cung cip mot cach kip thoi toi nhiu ngudi dung cudi va cac thiét b
cudi ciing 12 mot van dé quan trong.

Hon nita, sy phét trién manh cia cac phuong tién ky thuat so da 1am cho
viéc luu trit, stra d6i va sao chép dit liéu ngdy cang don gian, tir d6 viéc bao vé
ban quyén va chdng xam pham trai phép cac dit liéu da phuong tién (Am thanh,
hinh anh, tai liéu) ciing gip nhiéu khé khian. Mot cong nghé méi dugc ra doi da
phan nao giai quyét duoc cac kho khan trén 1a gidu thong tin trong cac ngudn da
phuong tién nhu cac ngudn am thanh, hinh anh, anh tinh. Myc tiéu cua giau
thong tin 13 lam cho thong tin trd nén vo hinh, tir d6 khién ta khong thé thay
duoc dbi tuong.

Trong nhitng nim gan day, gidu thong tin trong anh 1a mot bo phan chiém
ty 1¢ 16n nhét trong cac chuong trinh tng dung, cic phan mém, hé théng gidu tin
trong da phuong tién bdi luong thong tin duoc trao ddi bang anh 1a rat 16n. N6
dong vai tro rat quan trong trong hau hét cac ing dung bao vé an toan thong tin
nhu: nhan thie théng tin, xac dinh xuyén tac thong tin, bao vé ban quyén cia tac
gia... Thong tin s& dugc gidu cung véi dir liéu anh nhung chét lugng anh it thay
d6i va khong ai biét dugc dang sau N6 mang nhitng thong tin c6 y nghia. Ngay
nay, khi anh s da duogc sir dung rat phd bién thi gidu théng tin trong anh di dem
lai nhiéu nhiing tmg dung to 16n trén hau hét cc linh vuc trong doi song xa hoi.

Gidu thong tin 1a mot k¥ thuat con twong ddi méi va dang phat trién rat

nhanh thu hut dugc sy quan tam cua ca gidi khoa hoc va gidgi cong nghi¢p nhung



cling con rat nhiéu thach thirc. Ban bdo cdo nay trinh bay vé mot k¥ thuét gidu
thong tin trong anh JPEG2000.

Noi dung ciia dé tai dwoe trinh bay trong 5 chwong:
Chuong 1: Téng quan vé k¥ thuat giu tin trong anh
Chuong 2: Chuan nén anh tinh dua trén bién d6i WAVELET-JPEG2000
Chuong 3: Phuong phép gidu thily van dua vao cip tan sé gitta DWT
Chuong 4: Véan dé phat hién anh c6 giau tin trén mién tan sé giita DWT

Chuong 5: Cai dat thur nghiém



CHUONG 1. TONG QUAN Ky THUAT GIAU TIN
1.1. Pinh nghia gidu tin
Gidu tin 1a mot k¥ thuat gidu hodc nhing mot luong thong tin sé nao d6
vao trong mot d6i tuong dir lidu sé khac (gidu tin nhiéu khi khong phai 1a hanh
dong gidu cu thé ma chi mang y nghia quy udc).
1.2. Muc dich ctia gidu tin
C6 2 muc dich cua gidu thong tin:
- Bao mat cho nhiing dit liéu duoc gidu.
- Bao dam an toan (bao vé ban quyén) cho chinh cac dbi tuong chira dit
lidu gidu trong do.
C6 thé thay 2 muyc dich nay hoan toan trai nguoc nhau va dan phat trién thanh

2 linh vuc v61 nhitng yéu cdu va tinh chat khac nhau.

(Hau théng tin
|

Gifu tin b mat Thuy vin 38
(Steganography) (Watermarking)

Hinh 1.1. Hai linh vuc chinh cta k§ thuat gidu thong tin.

K¥ thuat gidu thong tin bi mat (Steganography): vi muc dich dam bao
tinh an toan va bao mat thong tin tip trung vao cac k¥ thuat gidu tin dé c6 thé
gidu dugc nhiéu thong tin nhat. Thong tin mat duoc gidu k¥ trong mot dbi tuong
khac sao cho nguoi khac khong phat hién duoec.

K¥ thuat giau thong tin theo kiéu danh gidu (watermarking) c6 muc dich Ia
dé bao vé ban quyén cua ddi twong chia thong tin thi lai tap trung dam bao mot
s6 cac yéu cau nhu dam bao tinh bén vimng... day la mg dung co ban nhét cua
ky thuat thuy van sb.

1.3 M6 hinh k¥ thuit gidu thong tin co ban
Gi4u thong tin vao phuong tién chira va tach lay thong tin 1a 2 qua trinh

trai ngugc nhau va cé thé mo ta qua so d6 khoi cua h¢ thong nhu sau:



Phuong tién

video)

chtra(audio, anh,

Thong tin gidu

B6 nhung
thong tin

Phan
phoi

~
Phuong tién
chtra da duoc >

giau tin

J

U

Khoba

Hinh 1.2. Luoc d6 chung cho qua trinh gidu tin

- Théng tin can gidu tuy theo muc dich ctia nguoi str dung, né cod thé 1a thong

diép (v6i cac tin bi mat) hay cac logo, hinh anh ban quyén.

- Phuong tién chira: cac file anh, text, audio. .. 1d mdi truong dé nhing tin

- B6 nhung thong tin: 1a nhitng chuong trinh thyc hién viéc gidu tin

- Pau ra: 1a cac phuong tién chira da co6 tin giau trong do

Hinh vé€ sau chi ra cac cong viéc gidi ma thong tin da giadu.

Ehéa gifu tin

FPhurong tign chira 43

duoc gifiu tin

Fharong tign
chira {audio,
anh, video)

Théng tin gifu

Hinh 1.3. Luoc d6 chung cho qua trinh giai ma

1.4. Mbi truwong gidu tin

a) Giau tin trong anh

Gi4u tin trong anh hién dang rat dugc quan tam. N6 dong vai tro hét stc

quan trong trong hau hét cac ing dung bao vé an toan thong tin nhu: nhan thuc

thong tin, xac dinh xuyén tac thong tin, bio vé ban quyén tac gia...Thong tin s&

dugc gidu cung véi dit liéu anh nhung chat luong anh it thay doi va khong ai

3



biét duoc ding sau anh d6 mang nhitng thong tin c6 y nghia. Ngay nay, khi anh
s6 di dugc sir dung rat phd bién thi gidu thong tin trong anh da dem lai nhiéu
nhitng tng dung quan trong trén cac linh vuc trong doi sbng xa hoi.

b) Gidu tin trong audio

Khac v6i k¥ thuat gidu thong tin trong anh: phu thudc vao hé théng thi giac
ctia con ngudi — HSV (Human Vision System), k¥ thuat gidu thong tin trong
audio lai phu thudc vao hé thong thinh giac HAS (Human Auditory System).
Boi Vi tai con ngudi rat kém trong viée phat hién su khac biét giita cac giai tan
va cong sudt, co nghia 13 cac 4m thanh to, cao tin c6 thé che gidu di dugc cac
am thanh nho, thip mot cach dé dang.
¢) Gidu tin trong video

Ciing gidng nhu gidu thong tin trong anh hay trong audio, gidu tin trong
video cling duoc quan tdm va dugc phat trién manh mé cho nhiéu tng dung nhu
diéu khién truy cp thong tin, nhan thire théng tin, ban quyén tac gia. ..

Mot phuong phap gidu tin trong video duoc dua ra boi Cox 1a phuong phap
phan bd déu. Y tudng co ban ctua phuong phap 1a phan phdi tin gidu dan trai
theo tan sb cta dir liéu gdc.

d) Gidu thong tin trong vin ban dang text

Gidu thong tin trong vin ban dang text thi khé thuc hién hon do c6 it thong
tin du thira, ¢ 1am duoc diéu nay ngudi ta phai biét khéo 1éo khai thac cac du
thtra ty nhién cia ngdn ngtr. Mot cach khac 1a tan dung cac dinh dang van ban
(ma hoa thong tin vao khoang céch gifra cac tur hay cac dong van ban).

1.5. Phan loai gidu tin theo cich thirc tic dong 1én cac phwong tién

Phuong phéap chén dir liéu: Phuong phap nay tim céc vi tri trong file dé bi
b6 qua va chén dir lidu can gidu vao do, cach gidu nay khong 1am anh huong gi
t6i su thé hién cac file dit liéu vi du nhu dugc gidu sau cac ky tu EOF.

Phuong phép tao cic phuong tién chira: Tir cac thong diép can chuyén sé
tao ra cac phuong tién chtra dé phuc vu cho viéc truyén thong tin do, tur phia
nguoi nhan dua trén cac phuong tién chira nay s¢€ tai tao lai cac thong di¢p.

1.6. Phén loai giau tin theo cic muc dich sir dung
> Gi4u thong tin bi mat: day 1a tng dung phd bién nhat tir trude dén nay, doi

vo1 gidu thong tin bi mat nguoi ta quan tam chu yéu téi cac muc tiéu:



+ Do an toan cuia gidu tin - kha ning khong bi phat hién cua gidu tin.

+ Luong thong tin t6i da co thé gidu trong mot phuong tién chira cu thé
ma van c6 thé dam bao an toan.

+ Do bi mat cua thong tin trong trudng hop gidu tin bi phat hién.

Gidu thong tin thuy van: do yéu cau bao vé ban quyén, xac thuc... nén viéc
gidu tin thuy van c6 yéu cau khac voi gidu tin bi mat. Yéu cau dau tién 1a cac
ddu hiéu thuy van da bén viing trudc cac tin cong vo hinh hay cb ¥ g& bo no.
Thém vao d6 cac déu hiéu thuy van phai c6 anh hudng téi thiéu (vé mit cam
nhén) dbi véi cac phuong tién chira. Nhu vy cac thong tin can gidu cang nho
cang tot.

Nhu vay tuy theo cac muc dich khac nhau thuy van ciing c¢6 cac yéu cau

khac nhau.

Information hiding
Giau thong tin

Steganography Watermarking
Giau tin mat Thuy van so
|
| |

Robust Watermarking Fragile Watermarking
Thuy véan bén viing Thuy van dé v&

|
| |
Visible Watermarking Imperceptible Watermarking
Thuy van hién thi Thuy véan an

Hinh 1.4. Phan loai cac k¥ thuét gidu tin



CHUONG 2. CHUAN NEN ANH TINH DUA TREN BIEN POI
WAVELET- JPEG2000
2.1. Khai niém nén anh.
- Nén 1a qua trinh 1am gidm thong tin du thtra trong dir li¢u géc.

I 512X 512 | I 5123 512 |

[ 257KB | | 64KB |

Hinh 2.1. anh ban dau(a) va anh sau khi nén(b)
- Nhu vay, nén anh c6 thé giam nho kich thudc anh, giam thoi gian truyén va
lam giam chi phi xur 1y anh trong khi chat lugng anh 14 tét hon.
2.2. Su ra doi caa JPEG2000
- Bé viéc nén anh co hiéu qua hon, thang 12/1999 mot ban phac thao tiéu chuan
nén hinh anh theo cong nghé méi JPEG2000 thay thé cho chuan nén anh tinh
JPEG.
- Thang 8/2000, ban phéc thao vé tiéu chuan JPEG2000 di duoc luu hanh trong
gidi chuyén gia hinh anh.
- 12/2000 va dugc ISO hop thirc héa nim nay dé cho phép tmg dung vao cac hé
xtt 1y, phan phéi.
- JPEG-2000 st dung k¥ thuat ma hoéa dang song roi rac (DWT — Descrete
Wavelet Transform) dung ma s6 hoc.
2.3. Cac tinh nang cia JPEG2000
JPEG2000 nhiéu chirc ning dic biét hon moi chuan nén anh tinh khac nhu
JPEG hay GIF. Dudi day 1a cac chuc nang uu viét cia JPEG2000 so voi cac
chuan nén anh tinh khac :
v' Cho chat lugng anh t6t nhat khi 4p dung nén anh tinh c6 ton that.
v' Sir dung duoc véi truyén dan va hién thi lily tién vé chat luong, do
phan giai, cac thanh phan mau va c6 tinh dinh vi khong gian.
v' Sir dung cting mot co ché nén anh cho ca hai dang thirc nén.

v" Truy nhap va giai nén tai moi thoi diém trong khi nhan dir liéu.



v' Giai nén tig ving trong anh ma khong can giai nén toan bo anh.
v' C6 kha nang ma héa vdi ty 1€ nén theo tirng vung khac nhau.
v Nén mét 1an nhung c6 thé giai nén v6i nhidu cip chét luong tuy
theo yéu cau clia nguoi str dung.
2.4. Cac buéc thue hién nén anh theo chuan JPEG2000

Anh sau khi

A = ) (" Bién d6i (" Bién doi ( ) ) e
Anhgde | Iy trude Y e Lugng tr geciv s ma hod
—> bign ddi » thudn lién » thudn riéng hod Mihoda +—>»

3 thanh phéin thanh phén a
\_ W, N phan ) ! p . Y, _J (a)

Anhma hod [~ g Gidi Iuon\?\ (" Bign doi (" Biéndoi XUt 1¢ sau ) Anh khoi phue
—>| Giai ma hod A nguoc riéng nguoe lign g ar: | —
twhod ik : O bién doi b
thanh phin \_thanh phén (b)

Hinh 2.2. Trinh ty ma hoa va giai ma JPEG2000

2.4.1. Xt li trwée khi bién doi ‘ ‘
Do str dung bién do61i Wavelet, JPEG2000 can c6 dir li¢u anh dau vao ¢ dang

doi xtmg qua 0. Xir ly trude bién doi chinh 14 giai doan dam bao dit li¢u dua vao
nén anh c6 dang trén. O phia giai ma, giai doan xr 1y sau bién d6i s& tra lai gia
tri géc ban dau cho dir liéu anh.

2.4.2. Bién doi lién thanh phan ‘

Giai doan nay s€ loai bo tinh tuong quan gitta cac thanh phan cua anh.
JPEG2000 sir dung hai loai bién d6i lién thanh phan 1a bién d6i thuan nghich
(Reversible Color Transform - RCT) va bién d6i mau khong thuan nghich
(Irrersible Color Transform - ICT) trong d6 bién d6i thuan nghich lam viéc véi
cac gia tri nguyén, con bién d6i khong thuan nghich lam viéc voi cac gia tri
thuc. ICT va RCT chuyén dir liéu anh tir khong gian mau RGB sang YCrCb.
RCT duoc ap dung cho nén co ton that. Viéc ap dung cac bién d6i mau trude khi
nén anh khong nam ngoai muc dich 1am tang hiéu qua nén. Cac thanh phan Cr,
Cb c6 anh hudng rat it toi sy cam nhan hinh anh ctia mat trong khi thanh phan
d6 choi Y c6 anh hudng rat 16n t6i anh. Ching ta c6 thé thay ro diéu nay trén
hinh 2.3.

Hinh 2.3. Minh hoa 4nh véi RGB va YerCb



2.4.3. Bién d6i riéng thanh phan (bién ddi Wavelet)

Bién ddi riéng thanh phan duoc ap dung trong JPEG2000 chinh 14 bién d6i
Wavelet. Dé dam bao tinh toan ven thong tin cling phai ap dung cac phép bién
d6i thuan nghich hodc khong thuan nghich. Do phép bién d6i Wavelet khong
phai 1a mot phép bién doi truc giao nhu bién doi DCT ma 1a mot phép bién doi
bang con nén cac thanh phan s& dugc phén chia thanh cac bing tan sd khac nhau
va mdi bang s& duoc ma hoa riéng r&. JPEG2000 ap dung bién d6i Wavelet
nguyén thuin nghich 5/3 (IWT) va bién ddi thuc khong thuan nghich
Daubechies 9/7. Viéc tinh toan bién ddi trong JPEG2000 nay s& duoc thuc hién
thep phuong phap Lifting.

So d6 cua phuong phap Lifting ID ap dung trong JPEG2000 trén hinh 2.4.
Viéc tinh toan bién doi Wavelet ID 2D suy ra tir bién d6i Wavelet ID theo cac
phuong phap phan giai anh tuy chon. Trong JPEG2000 c6 3 phuong phap giai
anh nhung phuong phap dugc stir dung nhiéu nhat 1a phuong phdp kim tir thap.

I o r\::: =rn
=
il ) J_;;I?I-.-: o | -P | | U |
TN I s«
1K,
[ &
-+ il | o
| = | | F’ | Merge )
e ] T
L— st

Hinh 2.4. Phuong phap Lifting 1D dung tinh toan bién d6i Wavelet

Do bién d6i Wavelet 5/3 1a bién d6i thuan nghich nén c6 thé ap dung cho nén
anh theo ca 2 phuong phap, c6 ton that va khong ton that trong khi bién d6i 9/7 chi
ap dung cho nén anh theo phuong phap c6 ton that thong tin.
2.4.4. Lugng tir hoa — Gidi lugng tir hoa

Cac hé sd cua phép bién d6i s& dugc tién hanh luong tor hoéa. Qua trinh
lugng tir hoa cho phép dat ti 1€ nén cao hon béng cach thé hién cac gia tri bién
d6i véi d6 chinh xac tuong Ung can thiét voi cac mirc chi tiét ciia anh can nén.
Cac hé s6 bién d6i s& duoc lugng tir hda theo phép luong tir hoa vo hudng. Céc
ham lugng tr héa khac nhau s€ dugc dp dung cho céc bang con khéac nhau va

duoc thue hién theo biéu thic :



[V<x, =12 sgnux y)}

Vi A 1a bude luong tir, U(x, y) 1a gia tri bang con dau vao; V(x, y) la gia
tri sau luong tr hoa. Trong dang bién doi nguyén, dit budc lugng tir bang 1. Véi
dang bién ddi thuc thi budce lugng tir s€ dugc chon tuong tng cho ting bang con
riéng ré. Budc luong tir ctia mdi bang do d6 phai c6 ¢ trong dong bit truyén di
dé phia thu c6 thé giai luong tir cho anh.

Cong thtrc giai luong tir hoa la :
U(x, y) = [V(X,y) + rsgn V(X, y)]

Vi r 1a mot tham s6 xac dinh dau va lam tron, cac gia tri U(x, y); V(X, y)
tuong ung la cac gia tri khoi phuc va gia tri lugng tir hoa nhan dugc. JPEG2000
khong cho trude r tuy nhién thuong chon r = 7.

2.4.5. M héa va két hop dong dir liéu sau ma héa

JPEG2000 theo khuyén nghi cta oty ban JPEG qudc té c6 thé sir dung nhiéu
phuong phap md héa khac nhau ciing nhu nhiéu cach bién doi Wavelet khac
nhau dé c6 thé thu dugc chat luong anh tuong tng véi tmg dung can xur 1y. Diéu
nay gitp cho JPEG2000 mém déo hon nhiéu so véi JPEG. Viéc ap dung cac
phuong phép ma hoa khac nhau cling dugc mo rong sang linh vuc nén dnh dong
bang bién d6i Wavelet. Trong thuc té cac phuong phap ma héa anh duoc ap
dung khi nén anh bang bién d6i Wavelet ciing nhu JPEG2000 thi c6 phuong
phap duoc coi 1a co s¢ va dugc ap dung nhiéu nhat: phuong phap SPIHT va
phuong phap EZW. Hién nay JPEG2000 van dugc ap dung mi hoa bang 2
phuong phap nay va mot phuong phap phét trién tir 2 phuong phép nay la
phuong phap mi héa mit phang bit. Vi thé ¢ day chung ta s& xem xét hai
phuong phép nay. Viéc két hop dong dir lidu sau ma héa cua JPEG2000 thuc
chat 1a dé thuc hién cac tinh nang dic biét cia JPEG2000 nhu tinh ning ROI vv.
2.4.6. Phuwong phap ma hoa SPIHT

C6 thé thay rang du ap dung bién d6i Wavelet nao hay cung véi nd 1a mot
phép phan giai anh nao thi trong cac bang con c¢6 sd th tu thip cling 1a nhiing
thanh phan tan s6 cao (mang thong tin chi tiét ciia anh) trong khi nhiing bang
con c6 s thir tu cao hon thi s& chira nhiing thanh phan tan s6 thap (mang thong
tin chinh vé anh). Piéu d6 nghia 1a cac hé s6 chi tiét s& giam dan tir biang con

murc thap (HH; chang han) (ng véi thanh phan tan sb cao) xudng bang con mic
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cao (rng v6i thanh phan tan sé thip) va c6 tinh tuong tu vé khong gian giira cac
bang con

Vi du nhu mgt dudong bién cua hinh v€ trong anh s¢ tdn tai & cung mot vi tri
trén cac bang con do6 (twong tng v6i mirc dd phan giai cia bang con y).

Piéu nay da din t6i su ra doi cua phuong phap SPIHT (Set partitioning in
hierarchical trees — phwong phap ma héa phan cap theo phan ving). Phuong
phap SPHIT dugc thiét ké tdi uu cho truyén din lity tién. Piéu nay c6 nghia la
tai moi thoi diém trong qua trinh giai nén anh theo phuong phap mi héa nay thi
chat lugng anh hién thi tai thoi diém 4y 1a tot nhat co thé dat duoc v6i mot sd
lugng bit dua vao giai ma tinh cho t6i thoi diém dy. Ngoai ra, phuong phap nay
st dung k¥ thuat embedded coding; diéu d6 c6 nghia 1a mot anh sau nén véi
kich ¢& (luu trix) 16n (ty 1& nén thap) s& chira chinh dir liéu sau nén cta anh co
kich ¢& (luu trir) nho (ty 16 nén cao). Bo ma hoa chi can nén mét 1an nhung cé
thé giai nén ra nhiéu muc chat lugng khac nhau.

Gia str goi cac pixel trong mét anh p cin ma héa 1a p; i Ap dung mot phép
bién d6i Wavelet T nao dé cho cac pixel trong anh dé tao ra cac hé sé cta phép
bién d6i Wavelet 1a c; ; Cac hé s nay tao ra mot anh bién doi 1a C. Phép bién
d6i nay dugc viét dudi dang toan tir nhu sau: C=T(p). Trong phuong phap
truyén dan lily tién voi anh thi b ma hoa s& bat dau qua trinh khoi phuc (giai
nén) anh bang cach dit cac gia tri ctia anh khoi phuc tir cac hé s bién ddi 1a &.
Str dung céac gia tri giai ma cua cac hé s6 bién ddi dé tao ra mot anh khéi phuc
(van chua ap dung bién doi nguoc Wavelet) 1 ¢ va sau d6 ap dung bién d6i
Wavelet dé tao ra anh cudi cing 1 pt

v6i pt = T(@).

Nguyén tic quan trong ctia phuong phap truyén din anh theo kiéu lity tién 1a
phuong phap nay ludn truyén di cac gia tri mang thong tin quan trong hon cua
anh di trude. S¢ di lam nhu vay 1a do céc thong tin do chinh 1a c4c thong tin s€
lam giam thiéu nhiéu nhat d6 méo dang cua anh. Pay chinh 1a 1y do tai sao
phuong phap SPIHT ludn truyén di cac hé s6 16n trudc va ciing 1a mot nguyén
tac quan trong clia phwong phap nay. Mot nguyén tac nita la cac bit ¢ trong s6
16n bao gio ciing mang thong tin quan trong nhat trong dir liéu nhi phan. Phuong

phap SPTHT st dung ca 2 nguyén tac nay, nd sap xép cac hé sd bién doi va
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truyén di cac bit ¢6 trong s6 16n nhat. Qua trinh giai ma c6 thé dung lai & bat ki
mot budc nao tmg voi gid tri anh cdn ma hoa yéu cau.
Pay chinh 1 cach ma phuong phdp ma hoa SPIHT 1am ton that thong tin.

2.4.7. Phuwong phap ma hoa EZW

Phuong phédp ma hoa EZW (Embedded Zerotree Wavelet Encoder) cling
dua trén co s& phép mi héa lily tién (progressive coding) gidng nhu phuong
phap SPIHT. Phuong phap ndy chu yéu dua trén khai niém vé cay zero. Vé co
ban, thuat toan nay duwa trén hai nguyén tic nhu d3 trinh bay ¢ phan phuong
phép ma hoa SPIHT. Sau day la cac khai niém co ban cta thuat toan:

Cay tir phan: Sau khi ap dung bién d6i Wavelet tmg voi cac muc phan giai
khac nhau ching ta c6 thé biéu dién cac hé sb bién ddi dudi dang mot cdy. Ta
thdy rang véi cdy biéu dién nay 1a do qua trinh bién d6i Wavelet & cac ti 1¢ khac

nhau. Ta goi ddy 1 cac cdy tir phan (quatree). So d6 cdy tir phan dugc minh hoa

& hinh 2.5.
- *\$#\‘ Level 3

Level 2

Level 1

HL1

Hinh 2.5. Minh hoa cay tr phan (a) va sy phan mtc (b)

Cay zero (zero tree): Cay zero 1a mot cay tir phan, trong d6 tat ca cac nit
ctia n6 déu nho hon nut gbe. Mot cdy nhu vay khi mi héa s& dugc ma hoa bang
mot doi tuong duy nhat va khi giai ma thi chung ta cho tat ca cac gia tri bang
khong. Ngoai ra dé c6 thé ma hoa dugc cac hé s6 Wavelet trong truong hop nay,
gia tri ctia nit gc phai nhé hon gia tri ngudng dang duoc xem xét ung voi hé sd
Wavelet do.

Nguyén 1y hoat dong cta thuat toan: Thuat toan sé ma hoa cac hé sb theo
thtr ty giam dan. Chung ta s& ding mot gia tri goi 1a ngudng va sir dung ngudng

nay dé tién hanh ma hoa cac hé s bién doi. Cac h¢ s6 dugc ma hoa theo thir tu
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tir ving tan sb thap dén ving tan sd cao. Va chi nhitng hé sd c6 gia tri tuyét ddi
16n hon hodc bang ngudng thi méi duge ma hoa. Tiép theo giam ngudng va tiép
tuc 1am nhu vay cho t61 khi ngudng dat td1 gid tri nhd hon gia tri cia hé¢ s6 nho
nhat. Cach giam gia tri ngudng ¢ day thuc hién twong dbi dic biét, gia tri cla
ngudng giam xudng mot nira so voi trude d6. BO giai ma phai biét cac mirc
ngudng ndy thi méi cé thé giai ma anh thanh cong. Nhung khi ta di tir nut cha
dén nut con trong cdy tir phan thi né van c6 3 nut con. Vay ta phai di theo nhanh
c6 nit con nao trude. Noi mot cach ddy du hon ta di chuyén tir hé sd nay dén hé
s6 khac theo thir ty nhu thé ndo. C6 nhiéu cach di chuyén khac nhau, tuy nhién
hai cach di chuyén trén hinh 2.6 duoc sir dung nhiéu nhét.

Viéc sap xép nay con phai duge quy udc thdng nhat gitta qua trinh ma hoa

va qua trinh gidi ma dé viéc gidi ma anh dugc thanh cong.

/ /L

Raster Scan Morton Scan

Hinh 2.6. Hai cach sap xép tht tu cac hé sb bién d6i.

2.4.8. So sanh chuin JPEG2000 véi JPEG va cic chuin nén anh tinh khac

Mot tinh nang quan trong va 13 wu diém rd nét nhat cia JPEG2000 so véi
JPEG ciing nhu cac chuan nén anh khac nhu MPEG 4 VTC hay JPEG — LS
v.v... 12 JPEG2000 dua ra ca 2 k¥ thut nén c6 ton that va khong ton that theo
cung mot co ché m3 hoéa nghia la JPEG2000 thyc hién tat ca cac dang thuc cua
JPEG chi bﬁng mot co ché ma hoa duy nhét. Néu xét vé su ton tai cia 2 k¥ thuat
nay thi JPEG ciing c6 kha ning nén anh c6 ton that va khong ton that thong tin.
Tuy nhién v6i JPEG thi co ché ma hoa vé6i hai dang nay 1a khac nhau va rat kho

dé sir dung ca hai dang nay cung liic cho cting mét tng dung. Do d6, c6 thé thay
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rang JPEG c6 tinh mém déo hon bat ki chuan nén anh tinh nao trudc day. Hon
thé, nhiing théng ké vé thuc té cho théy vo1 cung mat ti 1¢ nén va mot loai anh
thi anh dugc nén boi JPEG2000 ludn co chat lugng tét hon so voi JPEG. Ching
ta xem xét hai anh trén hinh 2.7 dé thiy ro diéu nay, anh bén trai dugc nén theo
JPEG con anh bén phai dugc nén theo JPEG2000.

JPEG2000
Hinh 2.7. So sanh JPEG va JPEG2000

Tinh nang uu viét tht 2 cua JPEG2000 so véi JPEG chinh 1a trong dang
thirc nén c¢6 ton that thong tin, JPEG2000 c6 thé dua ra ti 1& nén cao hon nhiéu
so voi JPEG. Cac phan mém nén anh JPEG hién nay (ké ca Photoshop) ciing chi
thiét ké dé c6 thé nén duoc tdi ti 18 41:1 nhung véi JPEG2000 thi ti 18 nén co thé
1én t6i 200:1. Theo cong thirc tinh PSNR trong don vi dB, chung ta cé: (b 1a sb
bit dung biéu dién 1 pixel trong anh gdc)

b

PSNR(dB) = —20|og{RMSEJ

Vé6i 2 anh & hinh 2.7, su so sanh vé tham s6 PSNR cho trén bang 2.1. Dé
co thé so sanh d& dang hon, ta xét anh dugc nén voi cac ti 1€ khac nhau (do
luong boi hé sb bit/pixel hay bpp), Tat ca cac sd lidu trén bang déu cho thiy
JPEG2000 nén anh t6t hon 1a JPEG: hon thé hé s6 PSNR ma ching ta xét trong
bang dugc do trong h¢ don vi logarit.
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Bit per pixel 0.125 0. 50 2.00

Anh 1 theo JPEG 24.42 31.17 35.15
Anh 1 theo JPEG2000 28. 12 32.95 37.35
Anh 2 theo JPEG 22.6 28.92 35.99
Anh 2 theo JPEG2000 24 85 31.13 38. 80

Bang 2.1. So sanh JPEG va JPEG2000

Tinh ning wu viét thir 3 ciia JPEG2000 so voi JPEG 14 chuan nén anh nay
6 thé hién thi duoc cac anh véi do phan giai va kich thudc khac nhau tir cung
mot anh nén. V&i JPEG thi diéu nay 1 khong thé thyc hién. S¢ di c6 diéu nay 1a
do JPEG2000 str dung k¥ thudt phan gidi anh va ma hoa dinh kém ma chung ta
da noéi to1 ¢ ph?m ma hoa anh theo JPEG2000. Tinh nang nay la mot loi thé dic
biét quan trong cua JPEG2000, trong khi JPEG ciling nhu cac chuan nén anh tinh
trudc day phai nén nhiéu lan dé thu dugc chat luong véi timg 1an nén khac nhau
thi véi JPEG2000 ta chi cAn nén mot lan con chét lugng anh thi s& dugc quyét
dinh tuy theo nguoi st dung trong qué trinh gidi nén anh theo JPEG2000. Mot
tinh nang uu viét nita cua JPEG2000 1a tinh ndng ma hoéa anh quan trong theo
ving (ROI — Region o Interest) ma ching ta da dé cp trong phan mi hoa anh

theo JPEG2000. Chét lwong ctia toan bo anh ciing dugc thiy rd trén hinh 2.8:

10O A |
i Plava Lamunag

Hinh 2.8. Minh hoa tinh ning ROI
Nhu ching ta théy trén hinh 2.8, chat lugng cua vung anh dugc lya chon
tang cao hon khi ving d6 dugc ap dung phuong phap nén dnh ROL.
14



JPEG2000 con c6 mot kha nang dac bi¢t uu viét hon JPEG, d6 chinh 1a kha
nang vuot trdi trong khoi phuc 16i. D6 1a khi mot anh duoc truyén trén mang
vién thong thi thong tin c6 thé bi nhifu, véi cac chuan nén anh nhu JPEG thi
nhiéu nay s& duoc thu vao va hién thi, tuy nhién voi JPEG2000, do dac trung
ctia phép ma héa cé thé chdng 161, JPEG2000 c6 thé giam thiéu cac 161 nay voi

murc hau nhu khong co.

capnn | JPEG - . | MPEG -4 .
. ;
JPEG2000 LS JPEG VTC PNG

Kha ning nén anh
khéng ton that

Kha n@ng nen anh co
ton that

Kha nang lu¥ tién trong
khai phuc anh

K& thudt md hod theo
ving ROJ

Kha ning tuong tac vo
cac vat thé co hinh dang - - - ++
bt ky

Eha nang truv nhap
ngdn nhién dong hit ciia ++
anh nén
Tinh don gian ++ +++ ++++ + +++
Kha nang khdi phuc 10i +++ ++ ++ +++ +
Kha ning thay do1tv [g
nen

Tinh mém déo (kha
ning nén nhiéu loai anh =+ +++ ++ ++ +++
khac nhau)

R o e g g - - e

Bang 2.2. So sanh tinh niang ciia JPEG2000 véi cac chuan nén anh tinh khéc.
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CHUONG 3. PHUONG PHAP GIAU THUY VAN DUA VAO CAP
TAN SO GIUA DWT
3.1. Gidi thi¢u

Khac so véi cac phuong phap thuy van ci, & phuong phap nay, thuy van s€
dugc nhung vao cac hé sb tan sb gilta bang cach lugng tir hoa cap hé sb tan sb
giita, chinh 14 cac dai LH va HL trong cac hé s6 DWT.

Mot k§ thuit thiiy van tot can dat nhirng yéu ciu sau:

e An toan (security): thily van da nhiing vao chi c6 thé dugc truy nhap vao bai
cac t6 chirc c6 quyén. Mic du thuét toan thay van déu dugc cong bd rong rai cho
moi nguoi, nhung nhitg ngudi ndy néu khong co khoa bi mat s& khong thé truy
nhap vao thuy van trong anh da dugc bao v¢.

e Tinh v6 hinh (Impertibility): ngudi xem khé ¢6 thé nhin thay duoc thiy van
trong anh. Piéu d6 c6 nghia 13 sau qua trinh nhing thily van, chat lugng clia anh
khong bi suy giam.

Trong nhimg nim gan day, cé rat nhiéu nghién ctru vé k¥ thuat thiry van.
Trong d6, k¥ thuét thuy van md rat duoc moi ngudi cha y. N6 ¢6 diém thuan loi
thay rd 1a khong can anh gbc van co thé 1y duoc thuy van.

Nhin chung cac k§ thuat thiiy van c6 thé chia 1am 2 nhém:

e Ky thuat ving khong gian: nhung tin vio cac bit it quan trong nhat — cac

bit thap (LSB).

e Ky thuat thay d6i ving: phuong phap nay tét hon so véi k¥ thuat ving
khdng gian. Hai phuong phap bién d6i: bién dbi cosin rdi rac (DCT) va bién
d6i song roi rac (DWT) 1a 2 phuong phap bién ddi quan trong. Trong do,
phuong phap bién doi DWT c¢6 vu diém hon han. Vi DCT dugc tinh todn mot
cach doc 1ap trén cac khoi pixel nén mot 186i ma hoa s& giy ra sy khong lién
tuc gilra cac khdi thu dugc. D6 1 1i do tai sao JPEG2000 tranh dung DCT
thay vao d6 n6 chon DWT. DWT s& thao tac trén toan bd anh. Né co thé tach
anh thanh cac dai tan s6 khac nhau ma van giir dugc cac thong tin vé khong
gian.Viéc can b(:ing gitra tinh bén viing va tinh v6 hinh co thé duoc thuc hién
mot cach hoan chinh.

Cé4c k¥ thuat trudc day chi bén viig trudc cac tan cong nhu blurring,
sharpening va nén anh JPEG. Phuong phép gidu thiy van dwa vao cip tan sb
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gitta DWT s& cho thdy kha ning an tuong cua né trong viéc khong chi chong lai
cac tin cong thong thudng ma con chdng lai cac loai bién d6i cap xam. Cac loai
bién doi cap xam khac véi cac tin cong khac & chd ching thuong khdng gay ra
su suy giam vé mit chat luong anh. Do6i khi can bang histogram dugc st dung
nhu mot qué trinh nang cao chat luong anh. Nhung chiing thudng giy ra nhiing
thay d6i tram trong vé anh do d6 chiing s& 1am hong thuy van dugc nhing vao
trong anh. Trong bao cdo ndy s& dé& cap dén mdi twong quan giita cac hé sb
DWT véi cac tAn cong dang nay.

3.2. Thity van trong mién DWT

Viéc tach wavelet co thé duogc thuc hién mot cach dé dang boi thuat toan
kim tu thap. Bang cach két hop 2 bo loc low-pass va high-pass, anh s& dugc
phan tich thanh cac dai: thdp-thap (low-low LL), thip-cao (low-high LH), cao-
thap (high- low HL) va cao-cao (high-high HH). Bé thu duoc cac hé sb wavelet
nho hon thi dai LL s€ dugc phan tdch nhé hon va thu dugc cac mau con. Qua
trinh xtr 1i nay duoc thyc hién lai vai 1an tiy theo yéu cau ctia nguoi dung. Hon
nita, tir cac hé s6 DWT nay, ta c6 thé xay dung lai anh gbc. Qua trinh xay dung
nay duogc goi la ddo nguwoc DWT (IDWT).

Nhin chung, thity van duoc nhing vao dai LL bén ving trudc cc tin cong
nhung s€ gay ra sy suy giam vé chét luong anh. Nguoc lai, su thay ddi cac hé sb
wavelet cu thé (dai HH), tin gidu dé bi nhin thdy va dé bi tan cong thay doi.
Thong thudng thiy van sé dugc nhing vao dai tin sb gitra HL hodc LH boi
chung can ddi gitra hai diéu trén, nghia 1a van dam bao tinh bén viing va vé hinh

trudc mat nguoi.

Hinh 3.1. Hai lan phan tach wavelet
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3.2.1. Sw twong quan giira cac hé s ciia cac dai gitra dudi s bién doi cip
xam
Céc dai LH va HL duogc goi 1a cac dai ¢ gitra (middle bands) boi vi chiing

chtra thong tin chi tiét vé mot chiéu va cac thong tin suy ra duoc cua cac chiéu
khac. Bang thuc nghiém ngudi ta da chirmg minh mdi quan hé giita cac hé so cia
dai gitra voi sy bién dbi cép xam dua vao co sé truc giao harr.

Hai anh cip x4m baboon (256 x 256) va lena (512 x 512) trong hinh 3.2 thé
hién su khac nhau sau khi can bang mirc xam. PSNR (peak to signal to noise
ratio) thé hién ti s tin hiéu nhiéu giita hai anh. PSNR duoc dinh nghia:

V&i MSE (mean square error) 1a sai s binh phuong trung binh gitta anh
gbe (1) va anh da bién doi (K):

1 m—1 n—1 o o
MSE = —- > O IHG,5) — K(i)])7
i=0 j=0
Thi PSNR duoc tinh nhu sau:

MSE

MAX;
=20- lﬂg 10 W

MAX 1a gi tri 16n nhat c6 thé cua pixel trong anh. Néu anh da cp xam thi
MAX=255.

MAX?
PSNR =10-logy, ( “)

PSNR=16.9851

Hinh 3.2. Can bang mirc xam
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Anh d3 dugc phan tach 2 1an va chon cac dai LH2 va HL2 dé kiém tra do
tuong quan gitra cac hé s trude va sau khi bién doi. Su twong quan correlation
dugc dinh nghia nhu sau:

S(x=x)(y-Y)
-0 -9

Thong thuong trong cac dai HL va LH, mdt vai hé $6 ¢o gia tri 1on s€ dugc

Correlation(x, y) =

ting cuong vé gia tri. Ching dugc goi 1a cac hé s quan trong (significant
coefficents). Cac hé s6 nay phu hop dé nhing thiy van boi chung bén vimg
trudc cac tin cong théng thudng vao anh. Va & day ho st dung nd dé lam co so
do méi twong quan. Mot cap hai dai tan s6 gitta chinh 12 mot cip hé sé nam trén
cung mot vi tri trong dai HL va LH duoc thé hién trong hinh 3.3. Ho dung ti I¢
giita cac gia trj trudc va sau tn cong dé ching to su thay d6i cta hé sb. Pidu d6
c6 nghia 14, tai vi tri (i,)):

ABS (LH (i, j))afterattacks

Ratio(LH (i, j)) = —
ABS (LH (i, j))beforeattacks

1L 4 LH

/

HL HH

N
N

Hinh 3.3 Cap dai tan sb giira
Chung ta c6 thé tinh toan ti 1& giita Ratio(LH2(i,j)) va Ratio(HL2(i,j)) cua
Y4 trong s cac hé s6 ctia anh Baboon sau khi can bang histogram. Cac hé s6 nay
dai dién cho cac hé s6 quan trong trong anh 3.4.

: 35 RS ,,,,,
25}
2v-‘:f' iR
?s § =

R 20D ©

5 * Sl

05}

:'ﬁ>~o c'..'

eSS T TR T e 4.
C L RatiofME S L )
Correlation = 0.7586

Hinh 3.4. Mdi quan h¢ cap dai trung gian LH2 va HL2 sau khi c4n bang Histogram
19



Duéi céc tdn cong khac, su thay dbi cta cip tan s giira cling thé hién mbi
tuong quan nhiéu hon hodc it hon. Vi du nhu khi thyc hién 1am mo anh, gia tri
trung binh Ratio(LH2(i,j)) bang 0,8368 va gia tri trung binh Ratio(HL2(i,j))
bang 0,8461. Dudi tin cong lam nét anh (sharpen attack), gia tri trung binh
Ratio(LH2(i,j)) ctia nira 16n nhét cua tat ca cac hé sb 1a 1.2621; gia tri trung binh
Ratio(HL2(i,j)) = 0,8461.

3.2.2. Thuat toan nhing va tach thiy van (thuat toan 1) [1]

Y twéng: st dung mot hé sb trong cdp tan sb giira dé luong tir hoa hé sb
con lai. Buoc lugng tir hda la phﬁn ¢d dinh cta hé sd 16n hon. Lya chon hé sb
nhoé hon dé thuc hién luong tir hoa (hinh 3.5). 1/3 cc gia tri 16n nhét cua tit ca
cac hé s6 duoc lya chon 1a cac hé sb quan trong dé thuc hién viéc luong tir hoda

nay. Déi voi cac hé sb6 nho sir dung mot bude Step duy nhat dé lugng tir hoa.

T step quantization
larger T JII\\ l "““E smaller
coefficient | PRAPUERENENY T I :

Fa b} »
, ~. "\
A1~ \.“1 4=
b
1 i . L

Hinh 3.5. Luong tir hoa cip tan sb dai trung gian

o

a. Ky thuat nhing thuy van

e Budc 1: thuy van 13 1 anh nhi phan. Anh gbc dugc tach thanh 2 muc.
Nhuing thuy van vao cac dai LH2 va HL2. Gia su kich thude caa LH2 1a mxn
va cta thity van 1a r x |. Thiy van dugce nhang it nhatla[mxn/rx ] lan.

e Budc 2: ngudng T cua cac hé s6 nho dit bang tim quan trong cta hé sb
16n nhét trong 1/3 cac gia tri 10n nhat cua tat ca cac hé sb trong dai LH2 va
HL2. S (step) 1a khoang cach ¢6 dinh va D 1a s chia ¢ dinh. Thily van duoc
nhing vao dai LH2 va HL2 cho dén khi tit ca cac hé sb déu duoc lugng tr
hoa. Mbi vi tri (i,j) dugc luong tir hoa theo 1 bit thuy van. Néu bit nay =1, hé
s6 duge 1am tron dén con sb 1é gﬁn nhét, néu khong né duogc lam tron dén

con s6 chin gan nhat nhu trong hinh 3.5 thé hién.
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For tat ca hé s6 c6 trong dai LH2 va HL2
If ABS(HL2(i,j))<T and ABS(LH2(i.j))<T
Luong tir ha LH2(i,j) va (HL2(i,j)) bang khoang cach ¢ dinh S;
Else
Maxcoef=Max(ABS(HL2(i,j)), ABS(LH2(i,j)));
If Maxcoef=ABS(LH2(i,j))
Luong tir hoa HL2(i,j) bang Maxcoef/D;
Else
Luong tir héa LH2(i,j) bang Maxcoef/D;
End if
End if
End for
e Sau d6 thuc hién IDWT 2 chiéu dé lap thanh anh thuy van.
b. Ky thuat tach thiy van
Anh duogc phan tach thanh 2 mirc. Khi thuy van duoc thém vao anh goc mot
cach du thira, cac hé sd cia tan sd giita s& chia thanh cac phan., mdi phan s& co
s6 cac hé sd bang vai s bit cua thuy van. Goi B(i,j) 1a cac bit ldy ra duoc tai cac
vi tri (1,))
For tat ca hé s6 trong dai LH2 va HL2
If ABS(HL2(i,j))<T and ABS(LH2(i,j))<T
B(i,j) = (LH2(i,j)/S mod 2 + va HL2(i,j)/S mod 2 )/2;
Else
Maxcoef=Max(ABS(HL2(i,j)), ABS(LH2(i,j)));
Step = Maxcoef / D;
If Maxcoef=ABS(LH2(i,j)
B(i,)) = HL2(i,j) /Step mod 2;
Else
B(i,j) = LH2(i,j) /Step mod 2;
End if
End if
End for
MGt s6 vin dé xdy ra khi thwe nghiém ky thudt nay:
Y tudng cua thuat toan trén 1a sau khi gidu céac bit thong diép lam cho

c4c hé sb luong tir trd thanh 1& néu bit can thuy van c6 gia tri 1 va thanh

21



chan néu bit can thuy van co gia tri 0. Khoa dung dé tach thuy véan chinh Ia
cac hé sd luong tir chin 1¢. Néu biét duoc bi mat nay co thé dé& dang tach
thuy van dugc nhung trong anh.

Khi thuc nghiém k¥ thuat ndy nhom tac gia thdy rang né chi phu hop
v6i k¥ thuat nhung thuy van trén mién bién d6i DWT sau d6 né st dung
bién d6i IDWT2 dé lap anh thuy van. Kho thich hop véi k¥ thuat nhung
thuy van trén mién tan s6 DWT d3 luong tr hoa cua qua trinh nén anh
JPEG2000, vi khi tach thuy van trong qué trinh giai nén anh JPEG2000,
thuy van dugc tich khong ding véi thuy van ban dau dem nhing trong
anh. Diéu nay duoc giai thich nhu sau: do cac hé s6 DWT luong tir trong
quéa trinh giai nén anh bi thay doi, cac hé s6 DWT duoc khoi phuc 1a cac hé
sd thye, khi lam tron cac hé s6 DWT thanh s nguyén s& cho mét sb hé sb
DWT c6 gié tri tring voi gia tri ciia qua trinh nén anh mot sé khong tring
v6i hé s6 DWT ban dau, vi vdy chi voi mot vai thay d6i nho hé sb chin
thanh hé s6 16 c6 thé ddn dén mat mét thong tin ctia thuy van.

Vi duy: ta c6 chudi bit sau can thuy van trong anh Img01.pgm

010100010001110100001....

Ta thyc hién nén anh JPEG2000 cho anh Img01.pgm dugc mién DWT d3

bi lugng tir trudce khi gidu tin:

-4.548036 -4.017501 -4.724448 -5.2533717 -1.3734832 -0.09918876 -5.709606
-5.921742 -0.5623639 -0.68907404 -5.535633 -5.9311047 -0.039984897
-5.8014956 -0.05264521 -1.1272874 -0.36676776 -0.020146813 -1.7391355
-0.5642951 ...

Gia tri cac hé s6 DWT sau khi giau tin

Gi4 tri cta cac hé s6 DWT can khéi phuc thuy van

6 6 -6 -6 O 0 6 -6 O 0 6 -6 O
-6 O 0 0 0 0 0 ..
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Tir hai van dé trén nhom tac gia cai tién thuat toan trén va nang cao
tinh bao mat cua thong di€p dugce thuy van theo thuat toan dudi day.
3.2.3. Thuit toan nhing va tach thiiy van cai tién (thuit toan 2)

Y tudng: Thuy véan trude khi dem nhang 13 mét chudi nhi phan s& dugc ma
hoa bang mot khoa KEY, sau d6 dugc nhung vao mién tan s giita HL2 va LH2
ctia cac hé s DWT di bi luong tir hoa dua vao mot ngudng Mark (Mark dugc
chon thudc mién gia tri cua cac hé s6 DWT trén mién HL2 va LH2 sau khi di bi
luong tir boi qua trinh nén JPEG2000). Néu chon gia tri nho hon cac hé s6 DWT
d3 luong tir s& bi mat trong qua trinh nén anh JPEG2000, didu d6 s& dan dén mat
thuy van nhung trong anh.

a. Ky thuat nhung thuy van:
e Budc 1: Can thuy van 1 vin ban vao trong mién bién d6i DWT cua anh
JPEG2000, van ban duoc chuyén thanh diy nhi phan. Sau d6 thuy van thyc
hién ma hoa véi mot khod KEY (13 mot chudi nhi phan cé do dai béng kich
thudc ciia chudi nhi phan thuy van) bang phép toan XOR ta duoc mot chudi
nhi phan maéi B.

Anh gbc dugc tach thanh 2 muc. Nhing thiy van vao cac dai LH2 va

HL2. Gia st kich thudc cua LH2 1a mxn va cua thuy van l1a I,
e Budc 2: Chon Mark thudc mién gia tri cua cac hé s6 DWT trén mién HL2
va LH2 sau khi da bi luong tr. Bat mark vao phén tor dau tién (hodc vi tri
cudi cung) trong mang hé s6 DWT. Thuy van dugc nhing vao dai LH2 va
HL2 cho dén khi nhiing hét cac bit thuy van. Céc bit thuy van dugc nhung
vao hé s6 DWT nhu sau: néu bit thuy van =1, h¢ s6 duogc dat bé‘mg mark, néu
khong né dugce gitr nguyén.
e Thuc hién tiép qua trinh nén anh JPEG2000 ta duoc anh j2k di chira
thong diép

b. Ky thuat tach thiy van:

Giai nén anh j2k ta nhan céac hé ) luong tt DWT da bi luong tir, st dung
cac hé sb mién tan sb giita HL2 va LH2 dé tach thuy van. LAy gia tri mark tai
phan tir dau tién (hodc vi tri nao d6 theo qua trinh gidu quy dinh) trong mang hé
s6 DWT cuia mién tan s6 giita HL2 va LH2.
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Goi B(i,j) 1a cac bit lay ra duoc tai cac vi tri (i,j). Néu hé sb bang mark thi
B(i,j) = 1. Néu hé s6 khong bang mark thi B(i,j) = 0. Sau d6 chudi B dugc thyc
hién phép toan XOR véi key dé khoi phuc lai chudi nhi phan ban dau = chuyén
nguoc lai van ban da nhung.

Vi du: ta c6 chudi bit sau can thuy van trong anh Img01.pgm

01010001000111010001....

Ta thyc hién nén anh JPEG2000 cho anh Img01.pgm duoc mién DWT da

bi lugng tir trude khi gidu tin:

14519639 1.9824992 1.2755519 0.7466281 -1.3734832 -0.09918876
0.29039386 0.07825812 -0.5623639 -0.68907404 0.464367/1 0.06889546 -
0.039984897 0.19850446 -0.05264521 -1.1272874 -0.36676776 -0.020146813 -
1.7391355 -0.5642951...

Gia tri cua mark= 3.0
GIA TRI CAC HE SO DWT SAU KHI GIAU TIN
Gia tri cua mark 3.0
GIA TRI CAC HE SO DWT SAU KHI GIAU TIN

1.4519639 3.0 1.2/55519 3.0 -1.3734832 -0.09918876 0.29039386 3.0 -
0.5623639 -0.68907404 0.46436/71 3.0 3.0 3.0 -0.05264521 3.0 -0.36676776 -
0.020146813 -1.7391355 3.0...

Khoi phuc thong diép da thuy van trong anh
Gia tri cia Mark=3.0043945 (di bj thay ddi trong qua trinh giai nén). Cac hé sb
DWT c6 gia tri bang 3.0 déu bi thay d6i 3.0043945.

Gia trj ctia cac hé s6 DWT can khoi phyc thuy van

0.0 3.0043945 0.0 3.0043945 0.0 0.0 0.0 3.0043945 0.0 0.0 0.0 3.0043945
3.0043945 3.0043945 0.0 3.0043945 0.0 0.0 0.0 3.0043945...

Céc bit duogc khoi phuc:

0101000100011 101000T1...
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CHUONG 4. VAN PE PHAT HIEN ANH CO GIAU TIN

TREN MIEN TAN SO GIUA DWT

4.1. Tong quan vé k¥ thuat phat hién tin 4n giau trong anh (Steganalysis)

Steganalysis 14 ky thuat phat hién su ton tai cta théng tin an gidu trong
multimedia. Gidng nhu tham mi, muc dich ctia Steganalysis 13 phat hién ra
thong tin an va pha v tinh bi mat ctia vat mang tin an.

Phdn tich tin an gidu thwong dwa vio cdc yéu té sau:

- Phan tich dwa vao cac d6i twong di mang tin.

- Phan tich bang so sanh dic trung: So sanh vat mang tin chua dugc gidu tin véi
vat mang tin di dugc gidu tin, dua ra su khac biét giita chung.

- Phan tich dua vao thong diép can giau dé do tim.

- Phan tich dya vao céc thuat toan gidu tin va cac d6i twong gidu da biét: Kiéu
phan tich nay phai quyét dinh cac dic trung ciia doi twong gidu tin, chi ra cong
cu gidu tin (thuat toan) da sir dung.

- Phan tich dua vao thuat toan giéu tin, d6i tuong géc va doi tuong sau khi giéu
tin.

Cidc phwong phdp phén tich cé thé phén thanh 3 nhém:

- Phan tich tryc quan: Thudng dwa vao quan sat hodc dung biéu d6
histogram giita anh gdc va anh chua giau tin dé phat hién ra sy khac biét giita
hai anh can ctr dua ra van dé nghi van. V4i phuong phap phan tich ndy thuong
kho phat hién véi anh c6 d6 nhiéu cao va kich c& 16m.

- Phan tich theo dang anh: Phuong phap nay thuong dua vao cac dang anh
bitmap hay 13 anh nén dé doan nhén k¥ thuat gidu hay s dung nhu cac anh
bitmap thuong hay sir dung gidu trén mién LSB, anh nén thuong sir dung k¥
thuat giau trén cac hé sé bién doi nhu DCT, DWT, DFT. Phuong phap niy rat
rong.

- Phan tich theo thong ké: Pay la phuong phép sir dung céc 1y thuyét thong
ké va thong ké toan sau khi dd xac dinh dugc nghi van dic trung. Phuong phap
nay thuong dua ra dd tin cdy cao hon va déc biét 1a cho cac anh dit liéu l6n.

Trong phan tiép theo sé& trinh bay mot sé van dé vé phét hién anh co gidu

tin trén mién bién doi DWT d4 dua ra trong chuong 3.
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4.2. V6i Ky thuat gidu 1

K¥ thuat nay gidu chi can bién ddi mién dit liéu anh voi hé s6 DWT lam
tron thanh chin va 1é. Do chua cai dit duoc k§ thuat nay trén anh JPEG2000 1én
chua thé dwa ra duoc van dé va phuong phap phat hién cu thé.
4.3. V6i ky thuat gidu 2

K¥ thuat ndy gidu thong diép trén mién DWT tan sé cao HL va LH trong
qué trinh nén anh JPEG2000. C6 thé 4p dung cho k¥ thuat danh diu ban quyén,
nhan thuc thong tin. VAn dé phat hién thong diép gidu trong k¥ thuat ndy tuong
d6i kho khan vi:

- Tht nhét cac hé sé DWT 1a cac hé sb thuc 1én khong thé dung thong ké
khi-binh phuong (POV) dé phat hién.

- Thtr hai anh nay c6 PSNR trung binh 1a 40.53528 dB (theo thuc nghiém)
Ién ¢ tinh v6 hinh rét cao.

- Thir ba nguoi tan cong phai biét hé sé Mark dung dé danh dau thong diép
nhing vao. Gia tri Mark nam trong mién gia tri thudc 1/3 cac hé s6 DWT 16n
nhat cta tit ca cac hé s DWT, do d6 ngudi tin cong s& phai thir ...

- Tha tu trong truong hop nguoi tan cong biét hé sé Mark va tach duoc
thong diép ngudi tin cong can phai biét khoa KEY dé khoi phuc dung nguyén
gbc cua thong diép ban dau. Néu thong diép dem gidu c6 d6 dai n bit thi khoa
KEY c6 do dai twong tr do d6 ngudi tin cong phai thir 2" 1an dé tim dung khoa
KEY ma hoa thong diép gidu.

Vi du: thong diép dem gidu 1a mdt vin ban ”Cong hoa xa hoi” vin ban
nay c6 16 ky tu (ca cach trong) chuyén sang nhi phan c6 do dai 1a 128 bit va s&
can dung mot khoa KEY 1a mot chudi bit nhi phan (duogc sinh theo k¥ thuat sinh
s6 gia ngau nhién) co kich thudc bang 128. Khi d6 ngudi tin cong phai duyét
2% = 3.4028236692093846346337460743177e+38 1an dé do tim khoa KEY.
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CHUONG 5. CAI PAT THU NGHIEM
5.1. Moi truwong cai dat
> Ngon ngir cai dat: Java 1a mot ngdn ngit 1ap trinh ¢6 hiéu qua cao, ciu tric
doc 1ap nén cac tng dung ctia nd chi can viét sao cho chay duoc trén may
40 Java 1a co thé cai dat va chay tbt trén moi hé théng.
» Moi truong soan thdo: Jcreator 4.5.
» Moi truong chay chuong trinh: moéi truong dong 1€nh ctia DOS.

» Dudi day la giao dién chinh ctia chuong trinh:

B C:\WINDOWS\system32\cmd.exe -[o| x|

D:“Hidden—JPEG2ZB@8jj2008-4. 1 \srccdy
D:>ed DisHidden—JPEG2088~jj2000-4 . 1src

D:“Hidden—JPEGZBBA jj2088-4.15\src>java JJ2KEncoder —-i image®l.pgm —o imageBl.j2k
-n in.txt -rate 2

Target hitrate = 2.8 hpp <i.e. 65536 hytes>

fichieved hitrate = 1.9867859 hpp {i.e. 65103 hytes)

D:“Hidden—JPEGZBEAA jj2008—4 . 15sprc>java JJ2KDecoder —-i image®i.j2k —o imgl.pgm -m
out.txt -rate 1
[INFOI: 1 component¢s), 1 tileds)

Image dimension: 512x512

CREATOR: JJ2BB@ version 4.1

Target rate = 1.8 hpp (32768 hytes)

Actual hitrate = B.9996643 bpp <i.e. 32757 hytes)

D:“Hidden—JPEG2B08jj2008-4.1\src’_

Hinh 5.1. Giao dién chuong trinh
Gidi thich dong lénh gidu théng tin:
java JJ2KEncoder -i image0l1.pgm -0 anhgiautin.j2k -m in.txt -rate 2
> Ddi s6 JI2KEncoder: 14 tén file chay khoi dau cua chuong trinh thuc hién

gidu - encoder.

Pbi s6 -i: cho biét anh dau vao (input).
Péi s6 image01.pgm: tén file anh dau vao.
Dbi s6 -o: cho biét anh dau ra (output).
Péi s6 anhgiautin.j2k: tén file anh dau ra.

Pbi s6 -m: cho biét thong diép can gidu (message).

YV V.V V V V

Dbi s in.txt: tén file chtra thong diép can gidu.
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> DO s6 rate: cho biét 1a thue hién gidu hay tach 1dy thong diép. Vi 1 1a
thuc hién giéu.

Gidi thich dong [énh tch thdng tin:

java JJ2KDecoder —i anhgiautin.j2k -o anhkhoiphuc.pgm -m out.txt -rate 1
> Ddi s6 JI2KDecoder: 13 tén file chay khoi dau cua chuong trinh thuc hién

tach lay thong diép - decoder.

Déi s6 -i: cho biét anh dau vao (input).

Déi s6 anhgiautin.j2k: tén file anh dau vao.

Déi s6 -o: cho biét anh dau ra (output).

Déi s6 anhkhoiphuc.pgm: tén file anh dau ra.

Déi s6 -m: cho biét thong diép tach lay ra duoc (message).

Pbi s6 out.txt: tén file chira thong diép can lay.

YV V V VYV V V VY

Pbi s6 rate: cho biét 1a thuc hién gidu hay tach 1iy thong diép. Vi 2 1a
thuc hién tach.
5.2. Thwr nghiém

Duéi day 1a mot tdp co sé dit liéu anh gdom 100 anh da duoc chuyén doi

sang dinh dang PGM. Cac anh duoc dat tén tir image01 dén image100.

iraage01 raage02

mage05
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imagel?

image22
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image52

image55
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irnage59

(oW1

irmaget2

irnagedt

iraage71

iraage 73

image77
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irmaged7 Image98

irage100

Béang 5.1. Tap anh thir nghiém
Str dung phuong phéap thuy van cai tién dé thyc hién gidu thong diép
(trong hinh 5.2) vao tap co s& dit liéu anh trén voi mark=3.0, ta thu dugc két qua
PSNR trung binh trén 100 anh sau khi gidu tin 1a PSNR5=40.53528 (16n hon
mirc quy dinh 13 40 dB, v6i PSNR>40dB thi mat nguoi khong thé phan biét
duogc su khac biét gitra 2 anh [5])

2 in - Notepad

File Edit Format View Help

Hinh 5.2 Théng diép gidu

Sau khi gidu thong diép thuc hién tach thong diép di giau trén 100 anh
nhom tac gia thdy rang c6 dén 27 anh (27%) anh bi tach sai thong diép gdm cac
anh sau: image02, imagell, imagel?2, imagel6, image20, image2l, image27,
image30, image32, image34, image37, image40, image43, image44, image47,
image49, image50, image53, image56, image57, image58, image77, image80,
image84, image85, image91, image95. Thong diép sau khi khoi phuc cia cac
anh ndy nhu sau:

& out2 - Note... E]@@ B! out12.td - Notepad |Z||E|E| B out16.txt - Notepad |Z||E|g|

File Edit Format View Help File Edit Format View Help File Edit Format Wiew Help

n-20"1_a0ay,&/MN+ |U cL¥Linlg yq9pou @cs: eOy¢igyybyUyeyuADOH

B out20.txt - Notepad |Z||E|E|

B out21.txt - Not... [= |[B]fX] | B out27.1xt - Note... [=|[B)EX]
File Edit Format WYew Help File Edit Format Yew Help Eile Edit Format Wew Help

bipot4n0i7s0,lomzE01 ayoi-éyaoyqilléA1-7 (5395 { cactl iz &- 21
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2 out30 - Not... l:__]@@ B out32 - Not... @@@ B out34 - Hot... |Z||E||Z|

File Edit Format Yiew Help File Na[8 Format VYiew Help File Edit Format View Help
{OEE"bE—£0EE" D {OEE"DE—E™i OEIeE {OEE"LE—E™IOEE"T>
qlz | 63l 22
B out37 - Not... [o |[E|B%) | B out40.txt - rot... [S][E]K] | B outds.ta - Notepad EJEIXK]
—e— e I Ble  Edit Format view Help fie Edt Format diew Help
File Edit Format Yiew HE.'||:l ea o == = S R o . he r me me e mw me e e me
PP = = vl em Oy 05 ovsvdvyysy
IR DE—E ™1 e 1 u¥yiiiioi8xeZnoy ] 201
< L RN | =
— S— = —
B outd4.txt - Note... [= |[B)fX] | B out47.0xt - Notepad B out49 - Hot... |__ E|&|
File Edit Format Wiew Help File Edit Format Wew Help File Edit Format Wiew Help
fr A - . a3 =} LN g ‘+ . o < . . o
Fi~o¥yyyyzadyyOyye ¢Unb?il0a{jepe OU {COEE "1 E—E ™ CIEE T

B out50.txt - Notepad [C][E][X] | B out53.txt -Notepad  [2J[EJ[K] | B outs6.txt - Notepad (25K
File Edit Format Yiew Help

Fle Edt Format View Help File Edit Farmat Wiew Help

fii~gjjoo({a&hoy Y4( 'TOIF$€ 600+400€70yroyy PZa5¢

©Opi&uomi|wiiouCLey ¢

< L |
— —_—

B out57.xt - Notepad |:||§|E|
File Edit Format \iew Help

B\ out77.1xt - Notepad
Fil= Edit Format Wiew Help

¢lng; j¥&»untjoy*+~gh, i

long iic ya5iiié« 0™w0

<l > a2l >
— — - —
B out80.txt - Note... [= |[E]X] B out8s.txt - Note.... (2 [B]X)
File Edit Format Wiew Help Eile Edit Format Yiew Help e Editl Fotmiat SvietieHeln

oo0+$i0q u{"hoO[-A cOoi hoa xc hoi*ALOSNT: [ynwpyOedlyliotovS@

4] * <8 ] <1l >
S— N————— g [ — — —
B out91.x - Notepad [ J[EJX] | B outos.oa n... EIEIRI ' out23 - Not... [2 |[E)K]
Fle Edt Fomst View Hep Ble Edt Formet Wien Help Fle Edi Format WView Help
doighl0m ~alxoj@ OO D: ~ | | leone ii+iteyys fong hOaDIoR i) e

< >

— S

Hinh 5.3. Két qua cac thong diép bi tach sai
C6 ba anh bj tach sai mot s6 Ky tu ctia ban thong diép 1a anh: imagell (3
ky tu), image39 (1 ky tu), image45 (2 ky tu). Thong di¢p sau khi khoi phuc cua

cac anh nay nhu hinh 5.4

£ out11 - Not... D@@

File Edit Format VYiew Help

B out45 - Not... [ |[B][X]

File Edit Format Yiew Help File Edt Format View Help

£ out39 - Not.... Q@@

cong hoa xa"joi

. L . X
Long hoa xa hni £ong joa xa hni
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Hinh 5.4. Két qua tach thong diép ctia 3 anh image31, 39 va 48

Diéu nay duoc giai thich nhu sau: nhom tac gia thiy nhirng anh c6 d6 nhidu

tuong d6i 16n dan dén gia tri cia cic DWT trong qué trinh nén anh bi mat gia tri

ngudng Mark (Vi mark chon x4p xi cac hé s6 bi loai bo), do d6 qué trinh giai nén
JPEG2000 khong thé khoi phuc ding dir liéu ban dau, din dén gia trj bit thong
diép khoi phuc bi sai. Vi vay dé khoi phuc dung théng diép ching ta can chon

gia Mark cang cao thi dir liéu khoi phuc cang chuan xac, tuy nhién s& lam ting

nhiéu tic 1a gia tri PSNR cang nho. Vi vay chiing ta can chon Mark sao cho
PSNR > 40 thi van dam bao tinh vo hinh cta thuy van.

Dé khoi phuc dang dit liéu cho 26 anh khéi phuc sai hoan toan va 3 anh sai

mot sd ky tu nhom tac gia chon lai mot $6 gia tri cua Mark nhu sau:

+ Vo1 Mark = 5.0f khoéi phuc dugc thuy van nhung trong anh 2, 12, 20 va 3
anh sai mot s ky tu 31, 39, 48.
+ V&1 Mark=7.0 khoi phuc dugc thuy van nhing trong anh 16, 21, 26, 27,
47, 44,50, 57,77, 84, 85.
+ V&1 Mark =10.0 khoi phuc dugce thuy van nhing trong anh 30, 34, 40, 43,
49, 53, 58, 80, 91, 95.
+ V&1 Mark =12.0 khoi phuc dugce thuy van nhiing trong anh 37
+ V61 Mark =15.0 khoi phuc dugce thuy van nhung trong anh 32

Sau khi thuc hién mot so tdn cong can bang histogram, sharpen, blur bang

Corel Paint Shop Pro Photo X2 trén 10 anh dau di gidu tin ta thu duoc bang két

qua nhu sau:
i Anh Can bang histogram Sharpen Blur

(image#)
01 cong hoa p! hoi Gofi-erpy~{ieyod/l | yyyyyyyyyyyyyyyyyyy
03 - @ Fyuyfuuyy | cong hna pa hki yy=<=yyyyyunnuiuuuyy
04 cong hoa xa hoi YYYYYYYYYYYVYYYyyyy
05 cong hoa xa hoi
06 nc cong hoa xa hni +igyCieyyi=py{yyyry
07 |'-n cwOgAE0sA2c_ WN | 080'éyyy~ii?iyyp=yy=
08 " ?De=yael cohg hNA 8 hna akf utiyecyaoyanU =°
09 c/ne hoa a hoi +ol=ap_0jyiei{=Z |"
10 Ao0.g hea xa ho) o=nw-ii|g<y koi7 YVVVIY Yy - yyyyyi
11 akli EA YYYYYYYYVYYyyyyy

Tir bang ta thdy day 1a thuy van kém bén vimg ddi véi tan cong 1am mod

(blur), bén viing yéu doi véi tdn cong can bang histogram va mai sdac canh

(sharpe) chi 4/10 anh bén viing vai 2 loai tAn céng nay.
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Vi vay ky thuat nay rat phu hop ddi v6i nhan thuc ban quyén va chéng
xuyén tac, moi hinh thirc thanh ddi nao ciing c6 thé dan dén v& thuy vén trong

anh.
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KET LUAN

B4o c4o da trinh bay nhitng khai niém tong quan vé gidu tin, cho thy duoc

tam quan trong cua giau tin trong doi song hién nay.

Trong thdi gian nghién 4 thang, nhém nghién ciru da dat duoc cac két qua

Sau.

Nam r6 duoc khai niém tong quan vé k¥ thuat giu tin trong anh
K¥ thuat nén &nh JPEG2000
K¥ thuat gidu tin trén mién bién d6i roi rac wavelet cip tan sb giira

Dé xuat k¥ thuat gidu cai tién trén mién tan s6 Wavelet cia mién

tan sb cao (HL, LH) duva trén k¥ thuat giéu da cong bd dbi trén cac hé sd

DWT da duoc luong tir hoa cho anh JPEG2000.

Cai dat, thir nghiém va danh gia két qua.

Vi thot gian nghién ctu c6 han 1én chua xay dung dugc giao dién chuong

trinh than thién vd&i nguoi dung, giao dién chuong trinh con thuc hién trén cira

s6 dong 1énh.

Huéng nghién ctru tiép theo s& nghién ciru tiép mot sé ki thuat gidu tin

khac nhu: QIM, MFP...va hoan thién cai dat dong géi thanh mot phan mém

chuyén dung.
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