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LOI CAM ON

Trudc tién em xin dugc bay to su tran trong va long biét on dbi véi co
gi40TS Ho Thi Huong Thom - giang vién Khoa Cong nghé thong tin — Truong
Pai hoc Dan Lap Hai Phong. Trong sudt thdi gian hoc va lam d6 4n t6t nghiép,
c6 da danh rat nhiéu thoi gian qui bau dé tan tinh chi bao, huéng dan, dinh huéng

cho em trong viéc nghién ctru, thuc hién do an

Em xin dugc cdm on cac thay c6 gido Truong Pai hoc Dan 1ap Hai phong
da giang day em trong qua trinh hoc tap, thyc hanh, lam bai tap, doc va nhan xét
d6 an cta em, gitip em hiéu thau d4o hon linh viuc ma em nghién ctru, nhitng han
ché ma em can khic phuc trong viéc hoc tap, nghién ctru va thuc hién ban dd an
nay.

Xin cam on ban bé va nhit 1 cac thanh vién trong gia dinh da tao moi diéu
kién tot nhat, dong vién, cd vii tdi trong sudt qua trinh hoc va 1am do an tot

nghiép.
Hai Phong, Thang 4 nam 2013

Pinh Tién Huong
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LOI MO PAU

Cudc cach mang thong tin ki thuat sé da dem lai nhitng thay doi sau sac
trongxa hoi va trong cudc séng cua ching ta, tao méi truong mé va tién nghi.
Dbong thoi mat trai caa né 1a sy xuat hién nhitng van nan, tiéucuc nhu nan an cap
ban quyén, nan xuyén tac thong tin, truy nhap théng tin trai phép v.v... Tim giai
phap cho nhitng vin dé néu trén khong chi tao diéu kién di sau vao linh vuc cong
nghé phirc tap dang phat trién rat nhanh nay ma con dan dén nhitng co hoi phat
trién kinh té.Che giau thong tinla viéc an dir liéu trongmot théng bao cong khai
va thuchién n6 lam cho nguoi khac kho phat hién ra.

Khi thé gisi lo ling vé viéc sir dung bi mat théng tin lién lac va cac quy
dinh duoc tao ra bai chinh pha dé han ché ma hoa va vai tro cuaa che giau théng
tin 1a ndi bat.

Mang Internet toan cau da bién thanh mét x& hoiao noi dién ra qua trinh
trao d6i thong tin trong moi linh vyc chinh tri, quan sy, qudc phong, kinh té,
thuong mai... Va chinh trong méi truong mé va tién nghi nhu théxuat hién
nhitng van nan, tiéu cuc dang rat can dén cac giai phap hitu hiéu cho van déan
toan théng tin nhu nan an cap ban quyén, nan xuyén tac thong tin, truy nhap
thong tin trai phép v.v.. i tim giai phap cho nhiing van dénay khéngchigilp ta
hiéu thém vécodng nghéphiic tap dang phat trién rat nhanh nay ma con dua ra
nhitng co hoi kinh témai can kham pha. Do d6 trong ddan nay tim hiéu phuong
phap giau tin trongtéph vian ban. N6i dung géom 3 chuong chinh sau:

% Chuong 1. Tong quan vé giau tin.

Gidi thiéu vémot sddinh nghia gidu théng tinméi truong gidu tin, so
lwoc vémo hinh gidu tin co ban. diac diém vé giau tin trong van ban,

% Chuong 2. Giu tin trong tép van ban.
Gidi thiéu vé tép van ban. Trinh bay kythuat giau tin trong tép vin ban.
Céc dic diém vé tép van ban, cac ¥ tuong va cac thuat todn gidu tin trong vin
ban.
% Chuong 3. Cai dat va thir nghiém.
Pua ra moi truong cai dat, giagi thiéu giao dién chuong trinh vachay
thirnghiém trén tép van ban.
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Chuwong 1 : TONG QUAN VE GIAU TIN
1.1. Giéi thigu vé giau tin
1.1.1. Khai niém

Giau thdng tin 1a nhing thdng tin mat vao trong mot ngudn da phuong tién
ma khong dé ngudi khac nhan biét vé sy ton tai cua thong tin duoc gidu.

Che gi4u thong tin 1a k§ thuat cat gidu mot thong diép bi mat trong dit liéu
cdng khai. Che gidu thong tin c6 nghia 1a duoc bao vé bang van ban va dit liéu an
duéi 1 16p dir liu khac duoc cong khai. Vi mot ngudi c6 mot bi mat che gidu
thong tin gui dén nguoi khac. Céc tap tin luu trit, hoac tin cong khai 14 tap tin ma
bat ctr ai ¢ thé nhin thiy. D6 1a cong khaidir liucd sanmaduoc str dung dé an tin
nhan. D6 14 cong khai dit liéu c6 sin ma duoc st dung dé che giau mot tin nhan.

1.1.2. Muc dich

- Bao mat dir liéu duoc che giau.Théng tin mat duoc gidu ky trong mot doi
tuong khac sao cho nguoi khac khong phat hién duoc.

- Bao mat chinh d6i twong dugc ding dé giau dit liéu vao, chang han cac ung
dung bao vé ban quyén, phét hién xuyén tac théng tin.

1.1.3. Tai sao phdi @n gidu thong tin?

Cudc cach mang théng tin ki thuat sé da dem lai nhitg thay d6i sau sic
trongxa hoi va trong cudc sbng cua ching ta, tao méi trudng mo va tién nghi.
Dong thoi mat trai cia né 1a sy xuat hién nhitng van nan, tiéucyc nhu nan an cap
ban quyén, nan xuyén tac théng tin, truy nhap thong tin trai phép v.v... Tim giai
phap cho nhitng vin dé néu trén khong chi tao diéu kién di sau vao linh vuc cong
nghé phiic tap dang phat trién rat nhanh nady ma con dan dén nhiing co hoi phét
trién kinh té.Che gidu thong tinla viéc an dit liéu trongmét thdng baocdng khai va
thuchién n6 lam cho nguoi khac khé phat hién ra.

Khi thé gi6i lo ling vé viéc str dung bi mat thdng tin lién lac va céc quy
dinh dwoc tao ra bai chinh pha dé han ché ma hoa va vai trd cua che gidu thdng
tin 1a ndi bat.

1.1.4. Phan logi céc ky thudt gidu tin

Do k§ thuat gidu thong tin s6 mai duoc hinh thanh trong thoi gian gan day
nén xu hudng phét trién van chua 6n dinh. Nhiéu phuong phap méi, theo nhiéu
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khia canh khac nhau dang va s& dugc dé xuét, bai vay chua théco duoc mot dinh
nghia chinh xac, mot sy danh gia phan loai rd rang.

C6 thé chia linh vuc gidu dit liéu ra 1am hai huéng 16n, d6 1aThay van sé
(watermarking) va Giau tin mat (steganography). Néu nhu watermarking quan
tdm nhiéu dén cac ung dung gidu c&c mau tin ngin nhung doi hoi do bén viing
I6n cua thong tin can gidu (trudc cac bién ddi thong thuong cua tép dit liéu moi
treong) thi steganography lai quan tam t6i cac ung dung che gidu cac ban tin doi
hoi mat d6 va dung luong cang 16n cang tot.

An gidu théng tin
(Information Hidding)

Giau tin mat Thiy van so

(Steganography) (Watermarking)

Hinh 1.1. Phan loai cac ky thuat giau tin.
1.1.4.1. An théng tin(steganography)

Steganography 1a mot ki thuat an thong tin lién lac, 1a quy trinh gidu
thongtin ca nhan hay théng tin nhay cam vao nhitng thir ma khong dé 16 ching
theo dangthong thuong. Steganography c6 nguén gbc tir tiéng Hy Lap. Steganos
(c6 nghia laphu hoac bi mat) va graphy (bing vin ban hodc ban v&). Che giu
thong tin maedd don gian 1a an chir viét, cho di n6 bao gdom muc vo hinh trén
gidyhoic banquyén thong tin an trong maot tap tin &m thanh.

Ngay nay, che gidu thong tin duoc thyc hién dir liéu an bén trong cac di
licukhac trong mot tap tin dién tir, viéc an dix liéu thuong gan lién véi cong
nghécao.Vi du: bén trong mot tai liéu Word c6 thé duoc an mot tap tin hinh anh.
Picunay dugc thuc hién bang cach thay thé cac bit khdng quan trong hozc khdng
canthiét nhat cua dir liéu trong ban gbc tap tin ma mat va tai con nguoi khé nho
véicac dir liéu an bit.
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Muc tiéu cua steganography |a chuyén duoc mét thong diép théng qua vai
phuong tién vo hai nhu: text, image, audio, video,.v.v.v. qua mot kénh truyén
thong noi ma cac thong diép hién hiru duoc che giau.

Giau tin
mat(Steganograp
hy)
Ky¥ thuit giau Ngon ngir gidu
tin(Technical tin(Linguistic
Steganography) Steganography)

Hinh 1.2. Phéan loai Steganography

Theohinh 1.2 steganography la mot ky thuat che gidu thdng tinva co6 thé
dugc phan loai bao gdm ngdn ngir steganography va ky thuat steganography.
Ngon ngit giau tin (Linguistic steganography) duoc dinh nghia bai Chapman va
ddéng su trong “the art of using written natural language to conceal secret
messages”.

1.1.4.2.Thay van sé(Watermarking)

Thuay van s6 (watermarking) 1a mot trong nhitng k§ thuat gidu dir liéu hién
dai, 1a qua trinh chén théng tin vao dir li¢u da phuong tién nhung bao dam khéng
nhan biét duoc, nghia 13 chi lam thay ddi nho dit liéu géc. Thong thudng nguoi ta
chi @& cap dén nhang thay van sb. Mot tap céc dir liéu sb tha cap - goi 1a ma
danh dau ban quyén hay thuy van (watermark), duoc nhing vao dir liéu sb so cap
- goi la dir liéu bao phu (vi du nhu van ban, hinh anh,am thanh va phim
$6,.V.V.V.).

Nhung thay van duoc tng dung trong nhiéu linh vyc nhu bao vé quyén so
hitu, diéu khién viéc sao chép, xac nhan gidy to, hay truyén dat théng tin khac,
...trong d6 tng dung phd bién 1a cung cap bang chang vé ban quyén tac gia caa
c4c dir liéu s6 bang cach nhing cac thong tin ban quyén.
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Bang 1.1. So sanh Giau tin mat va Thay van sé

Giau tin mat Thity van sé
- Che gidu su hién hitu cua - Thém vao théng tin ban
Muc dich thong diép. , quyeén. , ,
- Thoéng tin che giau doc - Che giau thong tin gan
lap véi vo boc. véi doi taong vo boc.
Yéu cau - Khong phat hién duoc| - Tiéuchuan bén ving.
thdng diép bi che giau.
- Dung lugng tin dugc giau.
Tan cong - Phét hi¢n ra thong digp bi | - Thuy van bi pha va.
thanh cong mat bi che giau.

1.2. Gi4u tin va tach tin

Céc thanh phan chinh cia mét hé giau tin va tach tin trong anh s6 gom:

Thong tin (Secret Message): ¢6 thé 1a van ban hoic tép anh hay
bat ky mot tép nhi phan nao, vi qua trinh xir 1y déu chuyén ching
thanh chudi cac bit.

Di lieu (hay di ligu goc) (Cover Data): la dit lidu duoc dung dé
lam moi treong nhang tin mat.

Khoa bi mat K (Key): khoa viét mat tham gia vao qua trinh giau tin
dé tang tinh bao mat.

Bé nhung thong tin (Embedding Algorithm): Nhirng chuong
trinh, thuat toan nhang tin.

Bé gigi ma thdong tin (RecoveringAlgorithm : Téch théng tin
nhung.

Da ligu d& dwec nhing thong tin (Stego Data): la dir li¢u khi da
nhung tin mat vao do.

Kiém dinh (Control):kiém tra thong tin sau khi duoc giai ma.
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1.2.1. Gidu tin

Théng tin s& dugc gidu vao trong phuong tién chia nho mot bd nhing,
bonhing 1a nhitng chwong trinh, trién khai cac thuat toan dé gidu tin va duoc
thue hién véi mot khoa bi mat gidng nhu cac hé mat ma ¢ dién. Sau khi gidu tin,
ta thu dugc phuong tién chira ban tin da gidu va phan phéi sir dung trén mang.

Thong tin

(Secret Message)

1

B nhing

Phusglfaﬁén thong tin P,hucrjag.tiién_
C Dat (Embedding chira @3 giau tin
(Coverbat Algorithm) (Stego Data)

1T

Khoa
(Key)

Hinh 1.3. So d6 biéu dién qua trinh giau tin.
1.2.2. Tach tin

Sau khi nhan duoc d6i twong phuong tién chia ¢ giau thong tin, qua trinh
tach tin dugc thuc hién thong qua bd nhing théng tin cung véi khoa cua qua trinh
nhang. Két qua thu dugc gom phuong tién chira goc va ban tin mat da dugc giau.
Budc tiép theo ban tin mat thu dugc s& dugc xu 1y kiém dinh so sénh vai théng
tin gidu ban dau
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g

Khoa
(Key)

gl

Phuong tién chira B giai ma tin

R Phuong tién chua
|:> da duoc giau tin |::> (Recovering :> (Cover Data)
(Stego Data)

Algorithm)

Kiém dinh

Thong tin (Control)

(Secret Message)

Hinh 1.4.So d6 biéu dién quéa trinh giai ma
1.3. Mi trudng giau tin

Kythuat gidu tin di dwoc nghién ciu va &p dung trong nhiéu méi trudng
dir liéu khac nhau nhu trong dit liéu da phuong tién (van ban, hinh anh, &m
thanh, phim), trong san pham phan mém va gan ddy la nhitng nghién ciu trén
linh vuc co s& dir liéu quan hé. Trong cac dit liéu do, dir liéu da phuong tién la
moi truong chiém ti 1& chu yéu trong cac ky thuat gidu tin.

1.3.1. Gidu tin trong d@nh (image)

Giau thong tin trong anh, hién nay, 1a mét bo phan chiém ti 18 Ion nhat
trong cac chuong trinh tng dung, c&c phan mém, hé thdng gidu tin trong da
phuong tién do lugng thong tin duge trao ddi bang anh 1a rat Ion va hon nita giau
thong tin trong anh ciing dong vai trd quan trong trong hau hét cac tng dung bao
V¢ an toan thong tin nhu: xac thuc thong tin, xac dinh xuyén tac thong tin, bao vé
ban quyén tac gia, diéu khién truy cap, giau tin bi mat... Do d6 van dé nay da
nhan dugc sy quan tam 16n cua cac ca nhan, to chic, truong dai hoc, va vién
nghién ctu trén thé gigi. Thong tin s& duoc gidu cung vai dir liéu anh nhung chat
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lwong anh it thay d6i va khdng ai biét duoc dang sau anh d6 mang nhitng thong
tin c6 ¥ nghia.

Ngay nay, khi anh s di duoc st dung phd bién, giau théng tin trong anh
d3 dem lai nhiéu nhitng tng dung quan trong trén nhiéu linh vuc trong doi séng
x4 hoi. Vi du dbi véi cac nudc phat trién, chit ki tay di duoc s6 hoa va lwu tri sir
dung nhu ho so c4 nhan cta cac dich vu ngan hang va tai chinh, n6 dwoc dung dé
xéac thuc trong cac thé tin dung cua ngudi tidu ding. Phan mém WinWord cua
MicroSoft ciing cho phép ngudi ding luu trir chit ki trong anh nhi phan rdi gan
Va0 Vi tri ndo d6 trong file van ban dé dam bao tinh an toan cua thong tin. Tai
liéu sau d6 duoc truyén truc tiép qua may fax hodc luu truyén trén mang. Theo
d6, viéc xac thuc chir ki, xac thuc thong tin da trg thanh mot van dé quan trong
khi viéc an cap théng tin hay xuyén tac théng tin boi cac tin tic dang tré thanh
mot van nan ddi véi bat ki quéc gia ndo, téchic nao. Hon nita ¢6 nhiéu loai
thong tin quan trong can duoc bao mat nhu nhitng thong tin vé an ninh, thdng tin
vé bao hiém hay céc thong tin vé tai chinh, cac thong tin ndy dwoc s6 hoa va luu
trir trong hé théng may tinh hay trén mang. Ching d& bi lay cap va bi thay doi
boi cac phan mém chuyén dung. Viéc xac thuc ciing nhu phat hién théng tin
Xuyén tac da trd nén vo cling quan trong, cap thiét.

Mot dic diém cua giau thong tin trong anh 13 thong tin duoc giau trong
anh mot cach vo hinh, tuong tu cach truyén thong tin mat cho nhau ma ngudi
khéc khong thé biét dugc bai sau khi giau théng tin chat luong anh gan nhu
khong thay doi.

1.3.2. Gidu tin trong am thanh(audio)

Giau thang tin trong &m thanh mang nhitng dic diém riéng khac voi giau
thong tin trong cac ddi twong da phuong tién khac. Mét trong nhiing yéu cau co
ban cua gidu tin 1a dam bao tinh chat an cua thong tin duoc gidu dong thoi khdng
lam anh huéng dén chat luong cua dir lidu goc. Pé dam bao yéu cau nay, ky thuat
giau thong tin trong anh phu thugc vao hé théng thi giac ciia con ngudi -HVS con
ki thuat giau théng tin trong &m thanh lai phy thudc vao hé thong thinh giac -
HAS.

Mot van dé khé khan 14 hé thong thinh gidc cua con nguoi nghe duoc cac
tin hiéu & cac dai tan rong va cong suat 16n nén da gy khé khan ddi véi cac
phuong phéap giau tin trong 4m thanh. Nhung hé thong thinh giac caa con nguoi
lai kém trong viéc phat hién su khéc biét cac dai tan va cdng suat, diéu nay co
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nghia 1 cac 4m thanh to, cao tan c6 thé che gidu dugc cac &m thanh nho thip mot
cach d& dang. Cac mé hinh phén tich tam 1i di chi ra diém yéu trén va thong tin
nay s& gitp ich cho viéc chon cac am thanh thich hop cho viéc gidu tin.

Vén dé kho khan ther hai ddi véi gidu thong tin trong am thanh 1a kénh
truyén tin. Kénh truyén hay bang thong chdm s& anh huéng dén chit lugng thong
tin sau khi gidu. Gidu théng tin trong am thanh doi hoi yéu ciu cao vétinh dong
bo va tinh an toan cua thong tin. Cac phuong phap gidu thdng tin trong &m thanh
déu loi dung diém yéu trong hé théng thinh giac caa con nguoi.

1.3.3. Gidu tin trong phim (video)

Giau tin trong phim ciing duoc quan tim va dwoc phét trién manh mé cho
nhiéu tng dung nhu diéu khién truy cap thong tin,xac thuc thdng tin va bao vé
ban quyén tac gia. Vi du cac hé théng chuong trinh tra tién xem theo doan V4i
cac doan phim (pay per view application). C4c ky thuat giau tin trong phimciing
dugc phat trién manh mé va ciing theo hai khuynh huéng 1 thuy van sé va giau
thong tin. Nhung phan nay chi quan tam t&i cac ky thuat giau tin trong phim.

Mot phuong phép giau tin trong phim duoc Cox dua ra 1a phuong phap
phan bb déu. Y tuéng co ban cua phuong phap 1a phan phdi théng tin gidu dan
trai theo tan s6 cua dir liéu goc. Nhiéu nha nghién ciru da ding nhitng ham cosin
riéng va cac hé sb truyén song riéng dé giu tin. Trong cac thuat toan dau tién
thuong cac ky thuat cho phép giau cac anh vao trong phim nhung thoi gian gan
day cac k¥ thuat cho phép gidu ca &m thanh va hinh anh vao phim.

1.3.4. Gidu théng tin trong vin ban dang(text)

Gidu tin trong vin ban dang text khé thuc hién hon do c6 it cac thong tin
du thira, dé 1am duoc diéu nay nguoi ta phai khéo 1éo khai thac cac du thua tu
nhién cua ngdn ngt. Mot cach khac la tan dung cac dinh dang van ban (ma héa
théng tin vao khoang céach gitra cac tir hay cac dong van ban).

C6 thé sir dung phuong phap Steganography trong tai liéu bang cach don
gian 1a thém khoang trang va tab cho dén cudi dong tai liéu. Loai steganography
nay 1a vo cing hiéu qua boi vi viéc sir dung khoang tring va tab s& khdng thé bi
mat thuong phat hién, it nhat 1a d6i voi tat ca cac trinh bién tap vin ban tai liéu.

K§ thuat gidu tin dang dugc ap dung cho nhiéu loai ddi twong chtr khong
riéng gi dir liéu da phuong tién nhu anh, video, audio. Gan ddy da c6 mot s6
nghién ctu gidu tin trong co s& dit liéu quan hé, cac gdi IP truyén trén mang,
chac chan sau nay con phat trién tiép cho cac méi truong dit liéu s6 khac.
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1.3.5. P an toan cia mgt hé thang gidu tin

Viéc pha v& mot hé théng gidu tin théng thudng gdm ba phan: phét hién,
giai tin va huy théng tin da gidu. Mot hé thdng giau tin mat duoc goi 1 thyuc su
an toan khi ké tin cong khong phat hién dwoc su ton tai cua thdng tin giau trong
mét dbi trgng chira. Trong khi phét trién mot hé gidu tin mat, nguoi ta phai luén
lubn cho rang ké tan cong cé ning luc tinh todn va sin sang lam du moi cach dé
pha v& tinh an toan cua hé théng. Néu ké tin cong khdng thé chic chin mot dbi
tugng c6 duoc gidu tin hay khong thi theo ly thuyét, hé théng d6 1a an toan.

1.4. Pic diém gidu tin

Hién nay giau thdng tin con trong d6i méi va dang c6 xu hudng phat trién
rat nhanh.

Mot k¥ thuat gidu tin duoc danh gia dua trén mot s dic diém sau:

- Tinh an cua théng tin.

- Tinh bao mat va an toan cua thong tin.

- S6 lugng théng tin dugc giau.

- Chét lugng vat chira thdng tin sau khi nhing.

1.4.1. Tinh @n csa thong tin

Khéi niém nay duwa trén dic diém cua hé thong thi giac caa con ngudi.
Théng tin nhang 1a khong duoc phét hién néu dua vao cac giac quan cia ngudi
binh thuong. Hiéu biét vé hé thong giac quan con nguoi s& gop mot phan khdng
nho trong viéc cai tién va nang cap cac thuat toan vé giau tin. Bé nhan biét mot
théng tin ndao nguoi phai xu ly cac théng tin thu nhan nhu vi tri khéng gian,
duong nét, mau sac caa thong tin.

1.4.2. Tinh bdo mgt va an toan czia thong tin

Néu ai d6 c6 thé d& dang phat hién noi ban da gidu thdng tin cua ban va
tim thay tin nhan cta ban, né danh bai muyc dich cua viéc sir dung steganography.
Vi vay, cac thuat toan duoc sir dung phai dit manh mé rang ngay ca khi ai dé biét
lam thé nao cac cong trinh k¥ thuat ho khéng thé dé dang tim ra rang ban da an
dir liéu trong mét file nhat dinh.

Thuat todn nhing tin duoc coi 1a c6 tinh bao mat néu théng tin dugc
nhing khdng bi tim ra khi bi tin cdng mot cach c6 chu dich trén co so nhitng
hiéu biét day du vé thuat toan nhing tin va c6 bo giai ma (trir khoa bi mat).
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1.4.3. Sé lweng thong tin dwec gidu

Luong thong tin gidu so véi kich thudc caa méi truong 14 mot van dé can
quan tdm trong mot thuét todn gidu tin. Day 1a mot trong hai yéu cau co ban cua
giau tin mat. Vi du rd rang Ia cé thé chi giau maot bit thong tin vao mdi anh ma
khong can lo ling vé d6 nhiéu cia anh nhung nhu vay sé& rat kém hiéu qua khi ma
khong can lo ling vé d6 nhiéu caa anh nhung nhu vay sé& rat kém hiéu qua khi ma
thong tin can gidu c6 kich thuéc bang Kb. Cac thuat toan déu ¢ ging dat duoc
muc dich lam thé ndo gidu duoc nhiéu thdng tin nhat ma khéng gay ra nhiéu
dang ké.

1.4.4. Chdt lweng ciia phwong tign chira sau khi nhiing

Sau khi gidu théng tin bén trong, phuong tién chira phai dam bao duoc
y&u cau khéng bi bién d6i dé cé thé bi phat hién d& dang so véi truge khi nhing.
Vi du trong viéc an thong tin trong anh yéu cau nay kha don gian ddi véi anh
mau hoic anh xam boéi mdi mot pixel anh (picture element) dugc biéu dién boi
nhiéu bit, nhiéu gia tri va khi thay d6i mot gia tri nho nao do thi chat luong anh
khong thay d6i, thong tin giau kho bi phét hién. Ddi voi anh den trang thi viéc
giau thdng tin phuc tap hon nhiéu, vi mdi pixel anh den tring chi gém mét trong
hai gi4 tri hoic tring hodc den, va néu ta bién d6i mot bit tir den thanh trang thi
rat dé bi phat hién.

Vi phuong phap gidu tin trong méi truong nhdng dwa trén viéc diéu chinh
C4C gia trj cua c4c bit theo mot qui tic nao d6 va khi giai ma s& theo céc gia tri do
dé tim duoc thdng tin gidu, cho nén néu mot phép bién d6i nao d6 trong tép chua
tin lam thay doi gié tri caa cac bit thi s& 1am cho théng tin giau bi sai léch. Chinh
dic diém nay ma gidu thong tin trong tép c6 tac dung nhan thuc va phét hién sai
léch thong tin. Trén déy 1a nhitng tinh chat va dic diém co ban chung caa giau tin
trong anh. Riéng ddi voi ang dung giau tin mat (steganography) thi cac tinh chat
an, lwong thong tin gidu va do an toan la ba tinh chat quan trong nhat.
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Chwong 2: GIAU TIN TRONG TEP VAN BAN
2.1. Tép van ban
2.1.1. Khai niégm tép van ban

Theo nghia rong, vin ban duoc hiéu 1a vat mang tin dugc ghi bang ky hiéu
hay bang ngdn ngit, nghia 14 bt ctr phwong tién nao dung dé ghi nhan va truyén
dat thong tin tir chu thé nay dén chu thé khac. Theo céach hiéu nay, bia d4, hoanh
phi, ciu dbi & dén, chua; chic thu, vin khé, thu tich ¢6; tdc pham van hoc hoic
khoa hoc k§ thuat; cong cin, gidy to khau hiéu, biang ghi am, ban v&... & co quan
déu duoc goi 13 vin ban. Khai niém nay duoc sir dung mét cach pho bién trong
giéi nghién ctru vé van ban hoc, ngdn ngir hoc, sir hoc & nudc ta tir trudc toi nay.

Theo nghia hep, vin ban duoc hiéu la cac tai liéu, gidy td, ho so duoc hinh
thanh trong quéa trinh hoat dong cua cac co quan nha nudc, cac to chic x& hoi,
c4c t6 chuc kinh té. Theo nghia nay, cac loai gidy to dung dé quan 1y va diéu
hanh cac hoat dong cua co quan, t6 chirc nhu chi thi, théng tu, nghi quyét, quyét
dinh, dé an cong tac, bao céo... déu dugc goi 1a van ban. Ngay nay, khai niém
dugc ding mot cach rong réi trong hoat dong cua cac co quan, to chic. Khai
niém vin ban dung trong tai liéu nay ciing duoc hiéu theo nghia hep noi trén.

Tap tin (viét tit cho tap thong tin; con duoc goi 12 tép, tép tin, file) 1a mot
tap hop cua thong tin dugce dat tén. Thong thuwong thi cic tap tin nay chiaa trong
céc thiét bi luu trit nhu dia cung, dia mém, CD, DVD ciing nhu 14 cac loai chip
dién tir dung ki thuat flash cd thé thdy trong cac 6 nhd cd giao dién USB. Noi
cach khac, tap tin 12 mot day cac bit c6 tén va dugc chira trong cac thiét bi luu trit
dir liéu ki thuat sb. Tép van ban 14 tép tin chira cac tai liéu, gidy to, hd so vin
ban.

2.1.2. Pdc diém cia tép vin ban

MOt tép tin vin ban c6 day du cac diém co ban nhu céac tép tin khac nhu:

Mot tap tin lubn ludn két thic bang 1 ky tu dic biét (hay dau két thic) co
mé& ASCII la 255 ¢ hé thap phan. Ky tu nay thuong dugc ky hiéu la EOF (tur chir
End of File).

Mot tap tin ¢d thé khéng chira mot thong tin nao ngoai trir tén va dau két
thiic. Tuy nhién, diéu ndy khéng hé mau thuin véi dinh nghia vi ban than tén cua
tap tin ciing da chira théng tin. Nhitng tap tin nay goi la tap tin rong hay tap tin
tréng.
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Do dai (kich thuéc) cua tap tin c6 thé chi phu thudc vao kha ning caa may
tinh, kha ning cua hé diéu hanh ciing nhu vao phan mém tng dung dung né. Pon
vi nhé nhit dung dé do do dai cua tap tin 12 byte. Do dai cua tap tin khong bao
gom d6 dai cua tén tap tin va diu két thic.

Tép van ban 1a tép tin dwoc cdu thanh boi cac ky tu theo chuan
ASCII1.biém dac biét & dir liéu cua tép tin duoc luu trit thanh cac dong, mdi
dong duoc két thic bang ky tu xung dong (new line), ky hiéu “\n’, ky tu nay la
su két hop cua 2 ky tu CR (Carriage Return — V& dau dong, ma ASCII 1a 13) va
LF (Line Feed — Xuéng dong, ma ASCII la 10). Mdi tép tin duoc két thic boi ky
tu EOF (End of File) c6 ma ASCII 14 26 (xac dinh boi t& hop phim Ctrl + Z). Tép
tin vin ban cd thé truy suat theo kiéu tuan tu.

H" hoso.txt -0l x|
44 61 79 20 6C 61 20 6D 6F 74 20 68 6F 20 73 6F Day la mot ho so

20 76 61 BE 20 62 Bl BE 20 64 BF BE 20 67 B9 61 van bhan don gia
BE 20 74 72 &F BE 67 20 44 4F 33 0D 0a n trong DOS..

=101x]

44 61 79 20 6C 61 20 6D BF 74 20 68 6F 20 73 6F Day la mot ho so
20 76 61 6E 20 62 61 BE 20 64 6F 6E 20 67 69 61 wanh ban don gia
6GE 20 74 72 6F 6E 67 Z0 4C 69 B6E 75 78 0A n trong Linux.

Hinh 2.1. C4u tric bit cua tap tin ACSII

Mot tén tép tin n6i chung gdom hai phan, ching duoc ngin cach véi nhau
bang mot ddu cham. Phia bén trai dau cham la tén riéng, con phia bén phai 13
phan mé rong (extension). Phan mé rong nay cho thiy muc dich st dung cua tép
tin. C4c tép vin ban thuong c6 phan mé rong la: txt, doc, wtf, pdf, .v.v.v

Tap tin van ban dung cho cdc muc tiéu khac nhau cling s€ c6 cac dinh
dang khéac nhau. Ngoai su rang budc vé dinh dang cua hé diéu hanh, cac tap tin
ding trong céc tng dung hay cac phan mém khac nhau ciing s& khac nhau va su
khac nhau nay tly thudc vao Kién tric cua cac wng dung st dung cac tap tin do.

2.2. Gidu tin trong tép vin ban (TextSteganography)

2.2.1. Céc phan lép cia ky thudt gidu tin trong tép véin ban

K§ thuat giau tin trong tép van ban, dugc phan thanh ba phan co ban: Dya
vao dinh dang (Format-based). Ngiu nhién&Théng ké phat sinh
(Random& Statistical generation). Phwong phap ngon ngir (Linguistic method).
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Gidu tin trong vin ban

(Text Steganography)
Dura trén dinh dang Ngéu nhién, thong ké Phwong phap ngén
(Format-based) phét sinh ngir
(Random&Statistical (Linguistic method)
generation)

Hinh 2.2. Ba loai co ban cua Text Steganography

Phuwong phap dwa vao dinh dang su dung dinh dang vat ly cta van ban
nhu mot noi dé che gidu thong tin. N6i chung, phuong phap nay thay d6i van ban
hién tai dé an thong tin. Chén vao khoang tréng, ¢ ¥ dé 16i chinh ta trai khap van
ban, thay doi kich thudc cac phong chit 1a mot sb trong nhiéu phuong phéap dua
trén dinh dang duoc sir dung. Tuy nhién, Bennett da tuyén bd rang cac phuong
phap dua vao dinh dang cé danh lira d6i mét ciia con nguoi, nhung n6 khong thé
lra hé théng may tinh mot khi da duoc st dung.

Ngiu nhién & thong ké phéat sinh 1a tao ra vin ban géc theo dic tinh
thong ké. Phuwong phap nay dua trén cac chudi ky tu vacéc tir chudi. An théng tin
trong chudi ky tu 12 nhing thong tin duoc xuét hién theo thi tu ngau nhién cua
c4c Ky tu. trinh ty ndy phai xuat hién ngau nhién véi bat ci ai chin thong diép.
Céch tiép can thtr hai sinh ra cac ky tu 12 lay thong ké thudc tinh cia do dai tir va
tan suat birc thu dé tao “chir” (khong co gia tri tir vung) s& xuat hién dé co6 cing
mét thong ké thuoc tinh tir thuc té trong mot ngdn ngit nhat dinh. Cat giau théng
tin trong pham vi trinh tu tir, cAc tir trong tir dién thuc té ¢ thé duoc st dung dé
ma hda mot hoic nhiéu bit thong tin trén mdi tir bang cach anh xa gitra cac don
vi tir vng va trinh tu bit, hoac c4c tir ma nd cd thé ma hoa an thong tin.

Loai cudi cing la phwong phap ngén ngir xem xét cac thuoc tinh cua
ngdn ngit duoc tao ra va vin ban sira d6i, thuong xuyén sir dung cau triic ngén
ngit nhu 1a mot noi cho cac thong diép an. Trong thyc té, dir liu co thé duoc an
giau bén trong cAu trdc ct phap caa chinh né.
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2.2.2. Co ché co ban cia Text Steganography

Vin ban géc
(Cover-text)

)

Théng diép bi Thuat toan
mat —> nhiing > Stego-
Secret message (Embedding
(bysender) algorithm)
Kénh
(Channel)
Stego-
Thong diép bi Thuat toan khoi
mat < phuc _ < Stego-
Secret message (Recovering
(by receiver) algorithm)

Hinh 2.3. Co ché co ban caa Text Steganography

Theo nhu hinh 2.3. Tha nhat, mot théng diép bi mat (hoic mot dit ligu
nhang) s& duoc gidu trong mot van ban gdc (cover-text) biang cach ap dung mot
thuat toan nhung dé tao mot vin ban giau tin (stego —text). C4c stego-text sau d6
s& duoc truyén mot kénh truyén thong, vi du nhu Internet hozc thiét bi dién thoai
di dong dé dén nguoi nhan. Bé khoi phuc bi mat ma duoc giri boi nguoi gui,
ngudi nhan can phai sir dung mot thuét toan khdi phucduoc biéu hién bang tham
s6 boi mot khoa gidu tin (stego-key) dé tach thong diép an. Mot stego-key duoc
ding dé diéu khién céc tién trinh an nhiam han ché phat hién va phuc hoi dit liu
nhung.
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2.3. Ky thuat giau tin trong tép vin ban

Che gi4u thdng tin trong khoang tréng c6 vé 1a tiém ning khi nguoi ta kho
c6 thé biét v& su ton tai cua cac bit an. Bender va cong sy da chi ra rang mot
khoang tréng dich 1a "0", trong khi hai khoang tréng dwoc hiéu nhu 1a "1".
Chuong trinh nhiing d3 dwoc 4p dung trong khoang tréng xuat hién giita céc tur.
Han ché 16n nhét cua phuong phap Bender nay 1a né doi hoi rat nhiéu khoang
trbng dé ma hoa vai bit. Vi du, mot ky tu twong duong véi 8 bit, va né doi hoi
khoang 8 khoang tréng dé ma hda mot ky tw. Nhu vay, van dé nay co thé dugc
giai quyét néu ching ta nén cac ky tu trong thong diép bi mat tir 8 bit vé 3 bit
hoic it hon trong phuong phap duoc dé xuat. Bang cach két hop véi doan vin, an
cac bit bi mat c6 thé c6 hiéu qua bang cach sir dung hau hét cac khoang tring
trong mot tai liéu van ban. Trong phuong phap nhing, hai khoang trong ma hoa
mét bit trén mdi dong, bén ma hoéa hai, tam ma hoa 3,v.v.v, dan dan ting sb
luong thdng tin chiing ta muén ma hoéa.

Hién tai, thao tac véi cac khoang trang dudng nhu c6 loi va cd tiém ning
trong an théng tin vi khoang trang xuat hién trong mot tai liéu van ban nhiéu hon
su xuat hién cua tir. N6 tham chi con 1a mét loi thé khi s& khong c6 ai biét rang
mét manh trong cua tai liéu 1a théng tin bi mat thyc su quan trong.

Céc vin ban gdc s& duoc tu dong tao ra theo chiéu dai cua thong diép bi
mat. Cong suat ti da cua céc bit an duoc xac dinh boi hé théng cho du chiéu dai
cua thong diép bi mat c6 thé dwoc cung cip trong 4Kb, 16Kb, 32Kb,
64Kb,128Kb hay 256Kb. 4Kb duoc st dung nhu 1a mot gigi han thip hon cong
suit trong s cac tly chon bai vi dau vao tbi thiéu cua van ban do ngudi dung da
can nhéc (vi du nhu mot thong diép bi mat cd thé chi chira mot vai ky tu).

Y nghia nghién ciru caa Bender 13 do két hop hai khai niém va tao ra mot
thuat toan cho dir liéu hé théng nhing. Cong suat cua cac van ban 1 tly thudc
vao d6 dai cua thong diép bi mat. Dya trén hinh 2.3, mot ngudi dung duoc yéu
cau cung cap thong diép bi mat trong pham vi van ban hoic bang lya chon mot
tap tin c6 chtra bi mat. Hé thdng sé tinh toan chiéu dai cua thong diép va tao ra
mot vin ban chira (cover-text) phit hop ¢ thé ma hoa thong diép bi mat. Nhu
minh hoa trong hinh 2.5, d¢ dai cua thong diép bi mat 1a khoang 1KB va c6 thé
phU hop V&i cac cover-text, trong d6 cong suat 1a 4kB. Sau d6, thong diép bi mat
da duoc nhap va ma hda. Cubi cung, cac van da giau tin tao ra trong hinh 2.6.
Khi mot ngudi ding khac nhan duoc thong diép nay, cac bit an c6 thé duoc tach
ra bang cach st dung céc thuat toan phuc hoi.
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Do &n tét nghiép

Truong Pai hoc Dan lap Hai Phong

Bang 2.1 Van ban chta theo chiéu dai cua thong diép

D¢ dai van ban (kB)

Secret

Cover

<4

4

<16

16

<32

32

<64

64

<128

128

<256

356

The length of your secret message 18 appromately 1k8.
Maximnum capacity of cover-text: 4ki

Selact an input aption for your secret message:
Q Enter sacret message:

aive o i1y

O  Select Me for secret message:

Thwwe bhnd nece
Three bind mece
See how they run
Seoe how they run
They all tan alier the Iamer’s wile,
Who cut off thear tadls with a canving knife,
Did you ever see such & Bang in yout e,
As three blind mce?

Theee tlind mice

Three bhnd mece,

See how they run

See how they run

They a8 ran after the farmer's wile
Who aut off thea tails with # canving knide,
Did you ever see such a Bung in your e,
As thiee blind mce?

Desplay secret Message:

wTive on friday

(o]

Hinh 2.4 Vin ban gbc va thong diép an

Theee bind mece

Theee bind mece

See how they un

See haw they un

They all ran afier the farmer's wile
Who cut off their tails with & carving knife
Did you ever see such a thang in your life
As three blind mece?

Theee blind mce

Three biind mice,

See how they un

See how they run

They all ran afler the farmer’s wife
Who ast off thes tails with a canang knide
Did you ever see such a theng in your ite
As three blind meco?

Three blind mce
Three biind mce
See how they run
See how ihey run
They ol tan afer the larmer's wife
Who cut off thesr talls with a caning knife
Did you ever see such & thing in your life
As three blind mice?

Theee bl mace.
Three blind mice,
See how they run
See how they run
They ali ran afer the farmer's wife
Who cutt off thesr Ladts with & canang kinile
Did you ever see such a thing in your life
As three blind mice?

Hinh 2.5 Vian ban gdc (bén trai), van ban

giau thong diép an (bén phai)
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Db an tét nghiép Truong Pai hoc Dan lap Hai Phong

2.3.1. Y teong cia ky thugt

Brassil va dong su dwa ra ¥ tuéng ban dau cua phwong phap gidu tin
trongbai viét cia minh bing cach dé nghi giau tin dich chuyén trai (life-shift
coding), ma hoa dich chuyén tir (word-shift coding) va giau tin ky tu (feature
coding) dé ngan can phd bién bt hop phap cua tai liéu trén mang may tinh. Gidu
tin Line-shift 12 phuong phap thay déi tai liéu bang cach chuyén vi tri cua cac
dong vin ban theo chiéu doc dé gidu tin. Giau tin Word-shift 1a phwong phap dé
thay doi tai liéu bang cach chuyén vi tri cua tir theo chiéu ngang trong dong vin
ban dé gidu. Giau tin ky ty hoic giau tin dic trung cu thé 1a phuong phéap chi ap
dung cho hinh anh bitmap cua tai liéu va cé thé duoc kiém tra dé lua chon ky tu
dic trung va nhitng dic trung nay duoc thay ddi, hoic khong bi thay doi, tiy
thudc vao tir ma. Mot tai liéu duoc danh dau theo cach khong thé nhan ra bang tir
mi x4c dinh ding ky chu so hiru ma tai liéu duoc guri di. Néu mot ban sao tai liu
duoc tim thay thi s& bi nghi ngo 1a bat hop phap, ring ban sao c6 thé duoc giai
ma va xac dinh chu s¢ hiru da dang ky.

Bender va dong su cho 13 ba phuong phap giau tin dinh dang bang vian ban
khi ho thuc hién nghién ciu vé ki thuat an dir liéu trong vian ban. Ba phuong
phap nay 1a cac phuong phap khoang trong mé dé ma hoa théng qua thao tac cac
khoang tring, ci phap phuong phap st dung diu cham cau va ngit nghia phuong
phap ma hoa bang cach st dung thao tac cua tir dong nghia. Phuong phap khoang
trbng mé lay khoang tréng gitta cac cau (inter-sentence spacing), khoang tréng
cudi dong (end-of-line spaces) va khoang tréng giira cac tir (inter-word spacing)
trong vin ban hop ly. Phuong phép Inter-sentence spacing 1a dé giau mot thdng
diép nhi phan vao mot van ban bang cach dit mot hodc hai khoang tréng ¢ cudi
cua mdi ky tu két thiic. Néu gidu "0" bang thém mot khoang tréng duy nhét, giau
"1" bang céach thém hai khoang trong. Phuong phap nay hoat dong, bat loi la
khong hiéu qua boi vi nd doi hoi mot s6 lwgng 16n van ban dé giau rat it bit. Mot
bit trén mot cau twong duwong véi ti 1¢ dir liu cua khoang mot bit mdi 160 byte,
gia st trung binh mdi cau gém hai dong 80-Ky tu cua vin ban. Phuong phéap nay
hoan toan phuy thudc vao ciu tric cua van ban. Phuong phap End-of-line space
khai thac cac khoang tring ¢ cudi mdi dong. Dit liéu duoc giau bang cach dinh
truéc s6 luong khoang trong & cudi ciia mdi dong. Vi du hai khoang tréng sé giau
dugc mot bit, bdn khoang trong sé gidu duoc hai bit, tim khoang tréng sé giau
dudc ba bit. N6 hoat dong tot hon phuong phép inter-space boi vi no ting sd
lwgng khoang trong c6 thé an nhiéu di liéu hon.
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Phuong phap thir ba sir dung khoang tring dé giau dit liéu lién quan dén
viéc can 1& phai cua vin ban, ciing c6 thé dugc st dung dé giau dir liéu voi cac
tép tin van ban. Dit liéu duoc gidu bang cach kiém soat noi ma cac khoang tréng
dugc dat thém. Mot khoang tréng gitra hai tir dwoc dich 1a “0”. Hai khoang tréng
duoc dich 1a “1”. Khong phai moi khong gian gitra hai tir ¢ thé dugc sir dung
nhu dy liéu do kho khin khi cin chinh. Bender va dong su st dung phuong phap
Machester nhu mot phuong phap dé xac dinh khoang trong cac tir thé hién cac bit
dir liéu an va d6 1a mot phan cua vin ban gbc. “01” dwge xem nhu 14 “0” va “10”
12 “1”.C4c chudi bit "00" va "11" la null..

This distressed ,h the  monks and terrified , 6 them. They were
not,  used to  hearing these awful beings _called names, and
they _did ,d not_know, K what  might be the, ,h consequence. There
was a,,dead, silence _now; , superstitious,, bodings,, were in
every mind. The magician began to , pull his wits_together,
and, when_he _presently ,smiled_an easy,, nonchalant smile, it
spread,, a mighty relief , around; for it indicated that_his

101 LR d ey
moo uhasunotu estructive.

Hinh 2.6.Vin ban giau theo phuong phap Machester
Bang 2.2.Bang ma theo phuong phap Machester

Ma hoa Gia tri
01 0
10 1
00 null
11 null

2.3.2. Thugt toan gidu tin dewa vao khodng tréng ciia vin ban Text
Pau vao:
-Vin ban gdc C (cover-text)
-Théng tin can giau M (Secret Message).
Pau ra:

-Van ban sau khi nhung théng tin S (stego-text)
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Cac buoc cua thugt toan.

Bwodc mgt:

- Ma hoa thong tin M thanh ma nhi phan MSG dya vao bang ma hoa
(trong phu luc A). Mdi ky tu caa chudi thong diép tuong tng la mot
gia tri ma hda trong phu luc A. Chuyén gié tri ma héa caa mdi ky tu tir
thap phan sang nhi phan ta duwgc mot ddy nhi phan 6 bit. Ghép cac day
nhi phan lai v&i nhau ta dwgc ma nhi phan MSG cua thong diép.

- Chia chudi ky ty van ban goc C thanh cac chudi ASCII
A AAA,. .. A, MSi chudi gdm K khoang trong. Theo d6 mdi chudi
s& giau 1 bit ma nhi phan MSG. Tuc 14 ctr K khoang trong s& gidu mot
bit nhi phan. Vi gia tri K do nguoi gidu tin dit nén ting tinh bao mat
va khé giai ma thong diép hon.

Buwoc hai:

- N: Tong sb khoang tréng cua van ban géc C.

- N/K: Latdng sé cac chudi con duoc tao ra.

- Kiém tra diéu kién:

+ Néu N/K>= Length(MSG) : Thi thuc hién nhing

+ Néu N/K<Length(MSG): Chuong trinh bao 13i do s bit théng
diép nhi phan Ién hon sé chudi ACSII nén khong thé nhing hét
ma nhi phan.

Buworc ba:
M3i chudi A, gidu duoc 1 bit thong diép. Theo lan luot cac cong doan sau:

- M3 hoa bit thong diép (Can 2 khoang tréng dé an mot bit ma hda. Do
vay sb khoang tréng mdi chudi K>=2). Mic dinh hai khoang tréng dau
tién cua chudi A; s& duoc dung dé an bit.

+ Pé gidu bit ‘1’ cua MSG thi s& chén thém mét khoang trong vao
khoang trong dau tién caa chudi.

+ Pé gidu bit ‘0’ cua MSG thi s& chén thém mét khoang trong vao
khoang tréng thtr hai cua chudi.

Qua trinh gi4u dung lai cho dén khi gidu hét c4c bit théng diép (MSG) vao

cac chudi. Ghép lai cac chudi ky tu ta duoc vin ban sau khi nhiing S.
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Hinh 2.7 Lwu d6 thuét ton nhing théng diép

-Nhap thong diép.(Message) M
-Nhép vin ban géc.(cover-text) C
-Khéa K

-M3 héa thong diép sang chudi nhi phan (MSG)
-M3 hoa vin ban sang ACSII.
-Chia vin ban thanh céac chudi ACSII

Co

- Mic dinh hai khoang tréng dau tién cia chudi Ai s& dwoc dung dé 4n bit nhi
phan MSG..
+ D& gidu bit “1° ctia MSG thi s& chén thém mot khoang tréng vao khoang
tréng dau tién cia chudi.
+  Dé gidu bit ‘0’ cua MSG thi s& chén thém mét khoang tréng vao khoang
tréng thir hai cua chudi.

A
Ghép céc chudi ky ty thanh vin
ban (Stego-text) S

A

End

Hinh 2.7. Luu db giai thuat nhing thong diép
2.3.3. Thugt toan tach tin
Pau vao:
- Van ban da nhang (Stego-text) S
Pau ra:

- Thong diép duoc nhing M.
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Cac buoc cua thugt toan.
Bwodc mgt:

- Chuyén vin ban S sang ma ACSII.
- Tur ma ACSII thich ma nhi phan cua vin ban bang theo nguyén tic:

+ Mot khoang tréng gitra hai tir dugc dich 14 “0”.
+ Hai khoang tréng giira hai tir dwgc dich 1a «1”.
Buwoc hai:
Tt ma nhi phan cia vin ban ta ma nhi phan nay thanh cac chudi nhi phan
con, mdi chudi gém K bit.

- Xét hai bit dau tién caa cac chudi nhi phan
- Theo bang méa héa Machester 01->0, 10->1, 00-> Null, 11-> Null

Véi mbi chudi ta dugce 1 bit thong diép da giau, ghép cac bit nay lai ta
duoc mot chudi nhi phan MSG cua thong diép.

Buwoc ba:

- Dua vao bang ma hoa nhi phan (Phu luc A). Giai ma (chia MSG thanh
tirng chudi con 6 bit, chuyén chudi bit nay tir nhi phan sang thap phan
ta dugc mot gia tri ma hoa. Ung voi mot gid tri ma hoa trong bang phu
luc A 12 mot ky ty) ta c6 dugc théng diép M da gidu trong tép vin ban
S.
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Hinh 2.8 Luu do giai thuat tach tin

Vin ban gidu tin S

Chuyén vin ban S sang ma ACSII.

Tach ma nhi phan cua cac chudi theo nguyén tac:
+ Mot khoang tréng gitra hai tir dwoc dich 1a “0”.

+ Hai khoang tréng duoc dich 1a “1”.

!

Giai md Machester: 01->0, 10->1, 00-> Null, 11-> Null
Ghép cac bit ctia cAc chudi lai thanh chudi nhi phan.(MSG)

A 4

Giai ma chudi nhi phan cua théng diép

\4

Théng diép di gidu

Hinh 2.8 Luu db giai thuat tach tin

v

Dinh Tién Huong

27
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2.3.4. Vi du minh heoa
Théng tin can giau: DH DL HP

Khoa : K=3

Tép Vin ban che giau c6 noi dung:

On a recent Saturday, Johan Dijkland, a 23-year-old student in Emmen, Netherlands, opened a
free messaging app called Line on his iPhone. Then he tapped on a virtual sticker of a sleepy
panda with a "good night" speech bubble and pressed send to a friend. With that action, Mr.
Dijkland's text joined the tens of billions of messages that are processed every day from a fast-
growing crowd of mobile messaging apps.These messaging apps—with funny names like
WhatsApp, WeChat and KakaoTalk—have become an indispensable form of communication for
hundreds of millions of people world-wide.They are also rankling technology giants from
Silicon Valley to Seoul. That is because when users like Mr. Dijkland send messages using Line,
his mobile carrier Vodafone Group PLC and iPhone maker Apple Inc. don't directly profit from
the interaction.

- Hoi sau khi gidu tin dwgc van ban gidu nhu thé nao?
Bwoc mot.
-Ma& hda thong tin.
Bang 2.2 Gia tri thong diép theo ASCII

st | Ky tu ASCII
1 D 68
2 H 72
3 Khoang tring | 32
4 D 68
5 L 76
6 Khoang trang | 32
7 H 72
8 P 80

Pé ma hoa ky tu thong diép 8 ky tu mdi ky tu can 8 bits. Nhung c6 thé
dung thuat toan nén dir liéu chi diing 6 bits cho mdi ky tu thay vi 8 bits. Boi vi
trong bang ma ACSII chi c6 128 ky tu chuan (c6 thé hién thi). Bang céch tao ra
mét bang gia tri ¢ thé anh xa vao gia tri cia ACSII (theo bao phu luc A).
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Bang 2.3 Ma hoa thong diép

stt Ky tu ASCII Bang md | Ma hoa
1 D 68 20 010100
2 H 72 23 010111
3 Khoang tring | 32 16 010000
4 D 68 20 010100
5 L 76 34 100010
6 Khoang trang | 32 16 010000
7 H 72 23 010111
8 P 80 24 100110

- Ta duogc dir liéu ma héa nhi phan MSG la: 010100 010111 010000 010011
100010 010000 010111 100110.

- Chia chudi ky tu van ban géc thanh céc chudi ASCII AjAAzA,...A,. MOi
chudi gom K khoang trong. Theo dé ta sir dung vong lap va phép gan sao cho
ctr 3 khoang tréng 1 tao thanh mat chudi. Theo vi du ta co.

A;="791103297 32114 101 99 101 110 116 32”

A,= “8397 116 117 114 100 97 121 44 32 74 111 104 97 110 32 68 105 106 107 108 97
110 100 44 32 “

A3="97 3250 51 45 121 101 97 114 45 111 108 100 32 115 116 117 100 101 110 116 32”
Buwoc hai:
- Tinh d6 dai thong diép: length(MSG)=48

- Vin ban bao gom: 188 khoang tréng.
- K=3.

188/3>48
Viy vin ban hoan toan c6 thé giau thong thong diép. Chuyén sang nhing.

Bwoc 3. Nhung dir liéu
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M3i chudi A, gidu duoc 1 bit théng diép. Theo lan luot cac cong doan sau:

- M3 hoa bit thong diép theo (Can 2 khoang tréng dé an 1 bit. Do vay sd
khoang tréng mdi chudi K>=2). Mic dinh hai khoang trong dau tién
cua chudi A; s& duoc dung dé an bit.

+ DE gidu bit ‘1’ cua MSG thi s& chén thém mét khoang tréng vao
khoang tréng dau tién cua chudi.

+ DE gidu bit ‘0’ cua MSG thi s& chén thém mét khoang tréng vao
khoang tréng tht hai caa chudi.

Qua trinh gidu dung lai cho dén khi gidu hét cac bit thong diép (MSG) vao

cac chudi. Ghép lai cac chudi ky tu ta dugc van ban sau khi nhiing S.

Theo vi du ta gidu bit dau tién caa MSG 1a 0’ thi s& chén thém khoang

trong (32) vao khoang tréng thir hai caa chudi. A; sau khi nhing 1a:

A="79 110 32 97 32 32 114 101 99 101 110 116 32”
Tiép theo gidu bit tiép theo cua MSG 1a ‘1’ bang cach chén thém mot
khoang tréng vao khoang trong dau tién caa A, . A, sau khi nhing la:

A,= “83 97 116 117 114 100 97 121 44 32 32 74 111 104 97 110 32 68 105 106 107 108
97 110 100 44 32 *

Lap qué trinh gidu tin cho dén khi gidu hét cac bit thong diép (MSG) vao
cac chudi. Ghép lai cac chudi ky tu ta duge vin ban sau khi nhing. Ta c6 vin
ban da giu tin.

On a recent Saturday, Johan Dijkland, a 23-year-old student in Emmen, Netherlands, opened
a free messaging app called Line on his iPhone. Then he tapped on a virtual sticker of a
sleepy panda with a "good night" speech bubble and pressed send to a friend. With that
action, Mr. Dijkland's text joined the tens of billions of messages that are processed every
day from mmen, Netherlands, opened a free messaging app called Line on his iPhone. Then he
tapped on a virtual sticker of a sleepy panda with a "good night" speech bubble and pressed
send to a friend. With that action, Mr. Dijkland's text joined the tens of billions of messages that
are processed every day from a fast-growing crowd of mobile messaging apps.These messaging
apps—with funny names like WhatsApp, WeChat and KakaoTalk—have become an
indispensable form of communication for hundreds of millions of people world-wide.They are
also rankling technology giants from Silicon Valley to Seoul. That is because when users like
Mr. Dijkland send messages using Line, his mobile carrier Vodafone Group PLC and iPhone
maker Apple Inc. don't directly profit from the interaction.
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Tach tin chung ta 1am nhuw sau:
Buwéc 1:Chuyén cac ky tu vin ban sang ma thap phan ASCII .

Tir mé thap phan ASCII cia vin ban ta tich ma nhi phan vin ban béng
cach ctr 1 khoang trong (gié tri thap phan 1a 32) duoc dich 1a “0¢, hai khoang
tréng duogc dich 1a ‘1°. Ta dugc day nhi phan la:

010 100 010 100 010 010 010 100 010 100 010 100 100 100 010 100 ..

791103297 3232114 101 99 101 110 116 32 83 97 116 117 114 100 97 121 44 32 74 111
104 97 110 32 68 105 106 107 108 97 110 100 44 32 32 97 32 50 51 45121 101 97 114 45 111
108 100 32 115116 117 100 101 110 116 32 105 110 32 32 69 109 109 101 110 44 32 78 101
116 104 101 114 108 97 110 100 11544 32 111 112101 110 101 100 32 32 97 32 102 114 101
101 32109 101 115 11597 103 105 110 103 32 97 112 112 32 99 97 108 108 101 100 32 76
105110101 3232111 110 32 104 105 115 32 105 80 104 111 110 101 46 32 84 104 101 110
32104 1013211697 112112101 100 32 111 110 32 32 97 32 118 105 114 116 117 97 108 32
115116 105 99 107 101 114 32 111 102 32 32 97 32 115 108 101 101 112 121 32 112 97 110
10097 32 119 105 116 104 32 32 97 32 34 103 111 111 100 32 110 105 103 104 116 34 32 32
115112 101 101 99 104 32 32 98 117 98 98 108 101 32 97 110 100 32 112 114 101 115 115
101 100 32 115101 110 100 32 116 111 32 32 97 32 102 114 105 101 110 100 46 32 87 105
116 104 32 116 104 97 116 32 97 99 116 105 111 110 44 32 77 114 46 32 68 105 106 107 108
97 110 100 39 115 32 32 116 101 120 116 32 106 111 105 110 101 100 32 116 104 101 32 32
116 101 110 11532 111 102 32 98 105 108 108 105 111 110 11532 111 102 32 109 101 115
11597 103 101 115 32 32116 104 97 116 32 97 114 101 32 32 112 114 111 99 101 115 115
101 100 32 101 118 101 114 121 32 100 97 121 32 102 114 111 109 32 109 109 101 110 44 32
78101 116 104 101 114 108 97 110 100 11544 32 111 112 101 110 101 100 32 97 32 102 114
101 101 32 109 101 115 11597 103 105 110 103 32 97 112 112 32 99 97 108 108 101 100 32
76 105110101 32111 110 32 104 105 115 32 105 80 104 111 110 101 46 32 84 104 101 110
32104 101 32 116 97 112 112 101 100 32 111 110 32 97 32 118 105 114 116 117 97 108 32
115116 105 99 107 101 114 32 111 102 32 97 32 115 108 101 101 112 121 32 112 97 110 100
97 32119 105 116 104 3297 32 34 103 111 111 100 32 110 105 103 104 116 34 32 115 112
101 101 99 104 32 98 117 98 98 108 101 32 97 110 100 32 112 114 101 115 115 101 100 32
115101 110 100 32 116 111 32 97 32 102 114 105 101 110 100 46 32 87 105 116 104 32 116
104 97 116 32 97 99 116 105 111 110 44 32 77 114 46 32 68 105 106 107 108 97 110 100 39
11532116 101 120 116 32 106 111 105 110 101 100 32 116 104 101 32 116 101 110 115 32
111102 32 98 105 108 108 105 111 110 11532 111 102 32 109 101 115 11597 103 101 115
32116 104 97 116 32 97 114 101 32 112 114 111 99 101 115 115 101 100 32 101 118 101 114
121 3210097 121 32 102 114 111 109 32 97 32 102 97 115 116 45 103 114 111 119 105 110
1033299114 111119 100 32 111 102 32 109 111 98 105 108 101 32 109 101 115 11597 103
105110 103 32 97 112 112 115 46 84 104 101 115 101 32 109 101 115 115 97 103 105 110
1033297 112 112 115 151 119 105 116 104 32 102 117 110 110 121 32 110 97 109 101 115

Buworc 2:

Ta chia chudi nhi phan cta van ban thanh cac chudi nhi phan con. Moi
chudi con gom K bit. Theo vi du K=3 vay ta c6 cac chudi con gébm 3 bit:
“000, “100, “000, “100”, “000”, <0007, <0007, “100, “000°, “100, “100™,
“1007, 0007, “100, 0007, “000”, “0007,..........
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Do bit ddu tin duoc nhing vao hai khoang tréng dau tién cua cac chudi,
nén ta xét hai bit dau tién cua chudi. Tir hai bit dau tién caa chudi nhi phan ta giai

ma Machester duogc bit ‘0’ va ‘1’
010 100 010 100 010 010 010 100 010 100 010 100 100 100 010 100 ..
o 1.0 1 0 0 0 1 o0 10 1 1 1 0 1.
Ghép céc bit lai ta duoc chudi nhi phan thong diép MSG.
010100 010111 010000 010011 100010 010000 010111 100110
Buwoc 3:

Theo nhu bang ma hda ky tu thong diép 2.3 cir 6 bit s&¢ dugc nhom lai
thanh mot ky tu. Ta c6 thong diép.

‘DH DL HP’
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Chuwong 3 :CAI PAT VA THU NGHIEM

3.1. M0éi trwong cai dat

- Ngobn ngir cai dat: Ngon ngir lap trinh Matlab phién ban 7.0.

- MGi truong soan thao: Matlab phién ban 7.0.

- Méi truong chay chuong trinh: Moi truong giao dién Matlab 6.5.

- Cau hinh téi thiéu dé cai dat Matlab phién ban 7.0.

+ B0 vi xur ly Pentium hoac Pentium Pro.

+ Windows 95 hodc NT.

+ Dung luong 6 cing tir 25Mb cho téi hon 1Gb.

+ Bo nhé Ram tbi thiéu 128Mb.
3.2.Giao dién Chwong trinh

3.2.1. Giao di¢n chinh

J 'giaodienchuongtrinh
Giau tin  Tach tin

CHUONG TRINH GIAU TIN BANG VAN BAN

Sinh vien thuc hien: Dinh Tien Huong
Lop: CT1201
Giao vien huong dan: TS.Ho Thi Huong Thom

Hinh 3.1. Giao dién chinh cua chuong trinh
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3.2.2. Giao di¢n gidu tin

| ) 'giaodiengiautin

— Dauvao

Chuong trinh giau tin

Van ban goc
Tep

Thong diep 2
open file

Ma nhi phan |

Daura

an ban da giau tin

Reset l Thue hien Thoat

Hinh 3.2. Giao dién gi4u tin

PAau vao:
- Vin ban gdc.
- Chudi thdng diép can giau.
PAu ra:
- Van ban da giau tin.
Ban dau ta nhan “Tep” dé chon van ban gbc. Ta c6 hop thoai. Ta chon file
van ban s& dung dé giau tin.
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Cho biet tep goc can giau

Look in: Ibhuong l.l den ¥ BB~

E:I hung E] thongdiep
E] ketqua

E) kg

E{I luu

|[E) text2

1@] thetext

File name: ||
Files of type: I‘,txt Lj Cancel |

Hinh 3.3. Hop chon van ban

Tiép theo nhap thong diép can gidu vao van ban. Hoic ta s& nhap truc tiép
thong diép tir ban phim vao 6 “Thong diep”.

Thonag diep :
open file

Hinh 3.4. Nhap thong diép

Hozc nhan “open file” dé chon file chira thong diép. Giéng nhu khi ta chon

file van ban ¢ trén.

Daura

Wanbandagiautin [ C:ADocuments and Settings\HUNGPROAD esktopthuongithetext?. txt T

Hinh 3.5. Luu van ban

Nhan “Luu” dé Luu van ban da giau tin.
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) 'giaodiengiautin

T

—— Dauvao
Chuong trinh giau tin
Van ban goc C:\Documents and Settings\HUNGPROAD esktop\huonghthetext. txt e
0On arecent Saturday, Johan Dijkland, a 23-year-old student in Emmen,
Netherlands, opened a free messaging app called Line on his iPhone.
Then he tapped on a virtual sticker of a sleepy panda with a ""good
night"' speech bubble and pressed send to a friend. With that action,
Mr. Dijkland's text joined the tens of billions of messages that are
processed every day from a fast-growing crowd of mobile messaging
apps. These messaging appslwith funny names like Whatsépp,
WeChat and KakaoT alklhave become an indispensable form of
Thong di [
g8 DHDLHP open file
Ma nhi phan
_ Daura
Vanbandagiautin [ C:\Documents and Settings\HUNGPROAD esktopthuongthetext2. txt Cou
Reset ‘ Thuc hien Thoat

Nhan “Thuc hien” dé tién hanh gidu tin. Ta ¢ két qua nhu hinh 3.6.

Hinh 3.6. Chuong trinh sau khi nhap day du
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- 'giaodiengiautin

— Dauvao

Chuong trinh giau tin

Van ban goc C:\Documents and Settings\HUNGPRO\Desktopshuong'thetest txt

On a recent Saturday, Johan Dijkland, a 23-year-old student in Emmen,
Netherlands, opened a free messaging app called Line on his iPhone.
Then he tapped on a virtual sticker of a sleepy panda with a "'good
night"" speech bubble and pressed send to a friend. With that action,
Mr. Dijkland's text joined the tens of billions of messages that are
processed every day from a fast-growing crowd of mobile messaging
apps.These messaging appslwith funny names like Whatsépp,
WeChat and KakaoT alklhave become an indispensable form of

Thong diep DH DL HP open file |

Maithi phan 0100010001001 0000010000001 0001 0001001100001000000100100

Daura

Vanban dagiautin [ C:\Documents and Settings\HUNGPRO\Desktop\huongithetext2 tst

Luu

Reset | Thuc hien Thoat

Hinh 3.7. Giao dién Chuong trinh gi4u tin thanh cong.
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3.2.2. Giao di¢n tach tin

- 'giaodiengiautin -

— Dau vao
Chuong trinh tach tin
“an ban da giau tin Tep
—— Daura
Ma nhi phan
Thong diep
Luu file
an ban goc
Luu
Reset Thuc hien Thoat

Hinh 3.8. Giao dién tach tin

Nhan “Tep” dé chon file vin ban di chira thong diép.
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l-) éiaodfengiéutih

— Dauvao
Chuong trinh tach tin
‘an ban da giau tin C:\Documents and Settings\HUNGPROAD esktophhuongthetest. tt Tep
On a recent Saturday, Johan Dijkland, a 23-year-old student in Emmen,
Netherlands, opened a free messaging app called Line on his iPhone.
Then he tapped on a virtual sticker of a sleepy panda with a "good
night'' speech bubble and pressed send to a friend. With that action,
Mr. Dijkland's text joined the tens of billions of messages that are
processed every day from a fast-growing crowd of mobile messaging
apps. These messaging appslwith funny names like Whatsépp,
WeChat and KakaoT alklhave become an indispensable form of
—— Daura
Ma nhi phan
Thong diep
Luu file
Wan ban goc
Luu
Reset Thuc hien Thoat

Hinh 3.9.Giao dién sau khi chon vin ban

Sau d6 nhan thuc hién dé tach thong diép.
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|, )} giaodiengrautin

— Dauvao
Chuong trinh tach tin
an ban da giautin | C:\Documents and Settings\HUNGPRO\D esktop\huonghthetext2 txt e
On a recent Saturday, Johan Dikland, a 23-pear-old student in
Emmen, Netherlands, opened a free messaging app called Line on
his iPhone. Then he tapped on a virtual sticker of a sleepy panda
with a"good night" speech bubble and pressed send to a friend.
With that action, Mr. Dikland's test joined the tens of billions of
messages that are processed every day from mmen, Netherlands,
opened a free messaging app called Line on his iPhone. Then he
tapped on a virtual sticker of a sleepy panda with a ""good night"
— Daura
Ma nhi phan 0100010007001000001000000100010007001100001000000100100
Thong diep DH DL HP
Luu file
Van ban goc
Luu
Reset Thuc hien Thoat

Hinh 3.10. Tach thong diép.
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3.3. Cai dat va nhan xét
3.3.1. Caidat
- Cho mot tép van ban co6 kich cd 836 byte.

' thetext - Notepad
File Edit Format View Help

on a recent Ssaturday, Johan Dijkland, a 23-year-old student in
Emmen, Netherlands, opened a free messaging app called Line on
his iPhone. Then he tapped on a virtual sticker of a sleepy panda
with a "good night" speech bubble and pressed send to a friend.
with that action, Mr. Dijkland's text joined the tens of billions
of messages that are processed every day from a fast-growing

crowd of mobile messaging apps.These messaging apps—with funny

names like whatsapp, wechat and KakaoTalk-have become an
indispensable form of communication for hundreds of millions of
people world-wide.They are also rankling technology giants from
Silicon valley to Seoul. That is because when users like Mr.
Dijkland send messages using Line, his mobile carrier vodafone
Group PLC and iPhone maker Apple Inc. don't directly profit from
the interaction.

Hinh 3.11. Vin ban trugc khi gidu thong diép
- Mot tép thong diép gom 32 ky tu

&' thongdiep - Notepad
File Edit Format View Help
[fruong Dai Hoc Dan Lap Hai Phong

3
al
X

Hinh 3.12. Thong diép can giau
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- Sau khi thuc hién gidu tin ta duoc tép mai 1.597 byte

| £ vanban - Notepad

File Edit Format View Help

bn a recent Ssaturday, Johan Dijkland, a 23-year-old student 1nki
Emmen, Netherlands, opened a free messaging app called Line

on his iPhone. Then he tapped on a wvirtual sticker of a
sleepy panda with a "good night" speech bubble and pressed
send to a friend. with that action, Mr. Dijkland's text =
joined the tens of billions of messages that are processed every
day from a fast-growing crowd of mobile messaging aﬁps.These
messaging apps—with funny names 1ike whatsapp, WweChat and L
KakaoTalk-have become an indispensable form of communication

for hundreds of millions of people world-wide.They are also
rankling technology giants from Silicon valley to Seoul.

That 1is because when wusers like mMr. Dijkland send messages
using Line, his mobile carrier vodafone Group PLC and iPhone
maker Apple Inc. don't directly profit from the Ed

Hinh 3.13. Vin ban sau khi giau thong diép

- Sau khi tach tin ta c6 thong diép gom 16 ky tu.

| £ tach - Notepad
| File Edit Format View Help
Truong Dai Hoc D

Hinh 3.14. Thong diép duoc tach

3.3.2. Nhgn xét
- Tép van ban trén giau duoc ti da 16 ky ty. Mudn giu nhiéu ky tu
hon thi phai dung tép van ban c6 d6 dai I6n hon.
- Do mdi van ban gidi han sé ky tu cd thé gidu, néu thong diép dai
quéa thi sau khi tach s& nhan dugc mot phan thong diép bi mat mot
phan.
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3.3.3. Uu va nhwoc diém ciia chwong trinh
Chuong trinh gon nhe va thuc hién nhanh chéong,duoc viét dya trén
phuong phap sir dung khoang tréng giira cac tir dé gidu tin. Chuong trinh chua
thé xir 1y thong diép cd dau. Chuong trinh chi c6 thé thao tac trén tép vin ban cd
dudi mé rong “txt vakhdng thé thao tac tép c6 dudi mé rong khac nhu “doc”.v.v.

KET LUAN
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Béo caotrinh bay tong quan vé giau thong tin trong van ban, mot trong
nhung linh vuc con khd mai meé hién nay. Chung duoc phan thanh 3 loai:

% Phwong phap dwa vao dinh dang s dung dinh dang vat ly cua
van ban nhu mot noi dé che giau théng tin. Chén vao khoang trong,
cb y d@é 16i chinh ta trai khip van ban, thay d6i kich thudc céc
phdng chir 1a mot sé trong nhiéu phuong phap dua trén dinh dang
duoc sur dung.

< Ngiu nhién & théng ké phat sinh Ia tao ra vin ban géc theo dic
tinh théng ké. Phuong phap nay dya trén cac chudi ky tu va cac tir
chudi. An théng tin trong chudi ky tu 1a nhung thong tin dugc Xuat
hién theo thir tw ngau nhién cua cac ky tu. Cat giau thdng tin trong
pham vi trinh tu tr, cac tir trong tir dién thuc té c6 thé dugc su
dung dé ma hoa mot hozc nhiéu bit thong tin trén mdi tir bang cach
anh xa gitra cac don vi tir vung va trinh tu bit, hoac cac tir ma né cé
thé ma hda an thdng tin.

% Phwong phap ngoén ngir xem xet cac thudc tinh cua ngdn ngl
duoc tao ra va vin ban sira ddi, thudng xuyén su dung cau tric

ngdn ngir nhu 1a mot noi cho cac thong diép an.

Noi dung béo céo néi vé k¥ thuat gidu tin bang céch sir dung khoang
tréng trong van ban. Phuong phap khoang st dung khoang tréng giira cac cau
(inter-sentence spacing), khoang tréng cudi dong (end-of-line spaces) va khoang
tréng giita cac tir (inter-word spacing) trong vin ban. Trong ba phwong phép trén
bao c4o di siu vao phuong phap khoang trong giira cac tir trong van ban.

Huéng nghién ctu tiép nén tap trung huéng téi téi wu hoa sy vitng manh
cua thuat toan giai ma. Diéu nay la boi vi cac dir liéu an s& pha hay mot khi
khoang tréng bi x6a béi mot sé phan mém xu 1y van ban. Bén canh d6 dé nang
cao nang lyc nhing can sir dung cac phuwong phap nén hiéu qua hon.

Qua qua trinh lam dd 4n, em da hoc thém nhiéu kién thirc thuc té va biét
van dung kién thirc da hoc dé giai quyét mot bai toan dat ra. Tuy nhién két qua
con rat han ché, can c6 sy hd tro rat nhiéu cua gido vién hudng dan. Bé c6 kha
nang lam tét viéc van dung 1y thuyét vao thuc hanh va c6 k¥ nang nhét dinh, em
thdy can phai thyc hanh nhiéu hon nita.

TAI LIEU THAM KHAO
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PHU LUC A
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Bang ma hoa ky tu

Kyte |ACSII | M& | Ma@nhiphan | Kyte | ACSII | Ma Ma nhi phan
0 48 00 000000 G 71 22 010110
1 49 01 000001 H 72 23 010111
2 50 02 000010 I 73 24 011000
3 51 03 000011 & 36 25 011001
4 52 04 000100 46 26 011010
5 53 05 000101 ] 93 27 011011
6 54 06 000110 ( 40 28 011100
7 55 07 000111 < 60 29 011101
8 56 08 001000 \ 92 30 011110
9 57 09 001001 A 94 31 011111
[ 91 10 001010 J 74 32 100000
# 35 11 001011 K 75 33 100001
@ 64 12 001100 L 76 34 100010
58 13 001101 M 77 35 100011
> 62 14 001110 N 78 36 100100
? 63 15 001111 O 79 37 100101
(space) | 32 16 010000 P 80 38 100110
A 65 17 010001 Q 81 39 100111
B 66 18 010010 82 40 101000
C 67 19 010011 - 45 41 101001
D 68 20 010100 $ 36 42 101010
E 69 21 010101 * 42 43 101011
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F 70 44 101100 ) 41 54 110110
. 59 45 101101 X 88 55 110111
‘ 39 46 101110 Y 89 56 111000
) 96 47 101111 Z 90 57 111001
/ 47 48 110000 < 60 58 111010
S 83 49 110001 , 44 59 111011
T 84 50 110010 % 37 60 111100
U 85 51 110011 = 61 61 111101
\Y 86 52 110100 “ 34 62 111110
W 87 53 110101 ! 33 63 111111
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