MO PAU

Cudc cach mang thdng tin ki thuat sé da dem lai nhiing thay ddi sau sic
trong xa hoi va trong cudc sdng cua ching ta. Mang Internet toan cau di bién thanh
mot x4 hoi 4o noi dién ra qua trinh trao doi thong tin trong moi linh vuc chinh tri, quan
su, quoc phong, kinh té, thuong mai... Va chinh trong méi truong ma va tién nghi nhu
thé xuat hién nhitng van nan, tiéu cuc dang rat can dén céc giai phap hitu hiéu cho van
dé an toan thong tin nhu nan xuyén tac théng tin, an cip thong tin v.v... Van dé dit ra
1a thong tin phai bao mat vdy thong tin phai duge ma hoa, ma hoa duge danh gia 1a tbt
nhat trong bao mat thong tin, do d6 an toan bao mat thong tin duoc dat 1én hang dau
khéng chi riéng & Viét Nam ma ca trén thé gidi. Khi thong tin ma hoa bang hé ma nhu
vay lam thé nao dé xac dinh hé ma do tbt dé thong tin dugc bao méat an toan? Tham ma
thong tin chua biét co thé giup danh gia dugc hé ma la tot hay xdu. Vay, van dé cua
viéc tham ma 1a ta di tim khoa cuia hé ma do, lam thé nao dé biét khoa do 1a dang? chi
khi khoa dung thi thong tin d6 méi ding. Pugc sy goi y ciia thiy em da tim hiéu dé tai
nay. Trong bai luin vin em tdp trung nghién ctru van dé nhin dang ngdén ngir
(Recognition of language) tu nhién dya vao phan hoach khéng gian (hay nhan dang
theo thong ké toan hoc), trong d6 mét Iép ngdn ngir tiéu biéu duoc nghién ctu do 1a
Tiéng Anh. Em d xay dung mot hé mi va ung dung nhan dang ngén ngit dé tim khoa

hé ma nay.

Luén vin ciia em gém c6 3 chwong :
Chwong 1. Khdi qudt vé nhin dang.
Chuwong 2. Ung dung Iy thuyét théng ké todn hoc gidgi bai todn nhin dang
ngon ngit tw nhién va wwng dung vao viéc do tim khoa md trong phdn
tich mdt md.
Chuwong 3. Xay dwng thudt todn gidu tin va siv dung kj thudt nhin dang bin ré
dé do tim khéa.



Cubi cing em c¢6 trinh bay két qua dat duoc ciing nhu danh gia hiéu qua cua thuat
toan. Do ddy 1a mot dé tai kho dbi véi em vi né lién quan dén co sé toan hoc nhu xich
Markov, 1y thuyét xac suat thong ké, trong luan van khong tranh khoi nhitng sai sot.
Em mong dugc céc théy, o chi bao dé luan van cia em dugc dat chat lugng tdt hon.

Em xin chan thanh cam on.

e Phwong phap nghién curu:
o Nghién ctu tai liéu (Tai lieu ky thuat théng ké toan hoc cac qué trinh
Markov, tai liéu tong quan vé gidu thong tin trong anh).
o Céc quy luat ngdn ngit nhur 13 mot qua trinh ngau nhién dirng, khong hau qua.
e Noi dung nghién ctru:
o Tinh tan s6 bd d6i moc xich cuia ngdn ngit Tiéng Anh

o Nghién cir vé thuat toan gidu thong tin trong anh gitp cho viéc thyuc hién tim

khoa.
o Nghién ciru co sé cta 1y thuyét sac xuat — thong ké toan hoc

o Nghién ctru, xay dung tiéu chuan nhin dang va 1ap trinh thé hién thuat toan

trén ngén nglr Matlab.



CHUONG 1
TONG QUAN VE NHAN DANG

1.1. Téng quan vé nhan dang

Nhéan dang (pattern recognition) la mot nganh thudc linh vuc hoc may (machine
learning). Nhan dang nhdm muc dich phan loai dit liéu (1a cdc mau) dya trén: hodc 1a
kién thuc tién nghiém (a priori) hodc dya vao thong tin thong ké dugc trich rat tir cac
mau c6 san. Cac mau can phan loai thuong dugc biéu dién thanh cac nhom cia cac dir
li¢u do dac hay quan sat dugc, mdi nhém 1a mot diém & trong mot khong gian da chiéu
pht hop. D6 1a khong gian cua cac dic tinh dé dua vao d6 ta co thé phan loai. Qua
trinh nhan dang dua vao nhimg mau hoc biét trude goi 12 nhan dang co thdy hay hoc
c6 thdy (supervised learning); trong trudng hop nguoc lai 1a hoc khéng cé thay
(unsupervised learning).

Trong ly thuyét nhan dang noéi chung c6 ba cach tiép can khac nhau:

- Nhan dang dua vao phan hoach khéng gian.
- Nhéan dang cAu truc.
- Nhan dang dua vao k¥ thuat mang no ron.

Hai cach tiép can dau la cac k¥ thuat kinh dién. Cach tiép can thr ba hoan toan
khac. N6 dua vao co ché doan nhan, luu trit va phan bi¢t dbi tuong mo phong theo
hoat dong cua h¢ than kinh con nguoi. Cac cach tiép can trén s€ trinh bay trong céc
phan dudi day.

Céc tng dung phé bién 1a nhan dang tiéng noi ty dong, phan loai van ban thanh
nhiéu loai khac nhau (vi du: nhiing thu di¢n tir nao 1a spam/non-spam), nhan dang tu
dong cac ma buu dién viét tay trén cac bao thu, hay hé thong nhan dang danh tinh dya

vao mat nguoi. Ba vi du cu6i tao thanh lanh vuc con phan tich anh cua nhan dang véi

dau vao la cac anh so.



1.1.1. Khéng gian biéu dién déi nwong, khéng gian dién dich
Khéng gian biéu dién doi twong [1]

Céac d6i twong khi quan sat hay thu thap duoc, thuong dugc biéu dién boi tap
cac dac trung hay dac tinh. Nhu trong truong hop xu 1y anh, anh sau khi dugc ting
cudng dé ning cao chat luong, phan ving va trich chon dic tinh dugc biéu dién boi
cac dic trung nhu bién, mién dong nhit,v.v. Nguoi ta thuong phan cac dic trung nay
theo cac loai nhu: dac trung topo, dac trung hinh hoc va ddc trung chirc nang. Viéc
biéu dién anh theo dic trung nao phu thudc vao tng dung tiép theo. O day ta dua ra
mot cach hinh thirc viéc biéu dién cac dbi tuong. Gia s dbi tuong X (anh, chir viét,
dau van tay,v.v.); duoc biéu dién bdi n thanh phén (n dac trung): X={x1X2,....Xn}; moi
Xi biéu dién mot dic tinh. Khong gian biéu dién d6i twong thuong goi tat 1a khong gian

d6i twong X va duogc ky hiéu la:
X ={X1,X2,....Xn}
trong d6 mdi X; biéu dién mot ddi twong. Khong gian ndy c6 thé 1a vo han. Dé
tién xem x¢&t chiing ta chi xét tap X 1a hiru han.
Khéng gian dién dich
Khéng gian dién dich 13 tip cac tén goi ctia ddi twong. Két thuc qua trinh nhan
dang ta xac dinh dugc tén goi cho cac dbi twong trong tap khong gian d6i tugng hay

no6i la da nhan dang dugc dbi tuong. Mot cach hinh thire goi Q 1a tap tén dbi tuong:
Q={W1,Wo,.... W} véi wi, i=1,2,...k 1a tén cac dbi tuong:

Qua trinh nhan dang doi tuong 1a mot anh xa f: X — Q voi f 1a tap cac quy luat
dé dinh mot phan tir trong X Gmg v6i mot phan tir Q. Néu tip cac quy luat va tap tén
cac dbi tuong 1a biét trude nhu trong nhin dang chir viét (co 26 16p tir A dén Z), ngudi
ta goi 1a nhan dang co thay. Truong hop thir hai 1a nhan dang khong c6 thay. Puong

nhién trong truong hop nay viéc nhan dang cé kho khan hon.



1.1.2. M6 hinh va ban chét cua qua trinh nhan dang
1.1.2.1. M6 hinh

Viéc chon lya mdt qua trinh nhan dang c6 lién quan mat thiét dén kiéu mo ta
ma nguoi ta st dung dé dac ta dbi tuong. Trong nhan dang, nguoi ta phan chia lam hai

ho 16n: [1]
- Ho mé ta theo tham sd;
- Ho mé ta theo céu tric.

Cach mé ta dugc lwa chon s& xac dinh mé hinh cua ddi twong. Nhu vay, ching
ta s& c6 hai loai mo hinh: md hinh theo tham s6 va mé hinh céu triic.

e M0 hinh tham sb st dung mdt vecto dé dac ta dbi tuong, moi phﬁn tr cuia vecto
mo ta mot dic tinh cua ddi twong. Thi du nhu trong cac dic trung chirc ning, nguoi ta
st dung cac ham co s¢ truc giao dé biéu dién. Va nhu vay anh s¢ dugc biéu dién boi
mot chudi cac ham tryc giao. Gia st C 1a duong bao cua anh va C(i,j) 1a diém thi i

trén duong bao, i=1, 2, ..., N (duong bao gdm N diém)

Gia su tiép:

1a toa d6 tdm diém. Nhu vay, momen trung tdm bc p, q cia dudng bao 1a
1 N
Mg :NZ(Xi —Xo)" (¥i = ¥o)* (1.1)
i=1

Vecto tham sb trong truong hop ndy chinh 14 cic momen W voii=1,2,...p va

j=1,2,....q. Con trong cac dic trung hinh hoc ngudi ta hay st dung chu tuyén,

duong bao, dién tich vati1é T=4T1 S/pz, v6i S 1a dién tich, p 1a chu myén.

Viéc lya chon phuong phap biéu dién s& lam don gian cach xdy dung. Tuy
nhién, viéc lya chon dic trung nao 1a hoan toan phu thudc vao ung dung. Thi dy, trong

nhén dang chir, cac tham s6 1a cac dau hi¢u:



- S6 diém chac ba, chac tu,
- SO diém chu trinh,
- S6 diém ngoadt,

- S6 diém két thuc,

Chang han vdi chir t ¢6 4 diém két thiic, 1 diém chac tu, ....

M4 hinh céu tric: Cach tiép can cua md hinh nay dua vao viéc mo ta ddi
tuong nho mat s6 khai niém biéu thi cac ddi tuong co s¢ trong ngdn ngilt tu nhién. bé
mo ta d6i tuong, nguoi ta ding mot sé dang nguyén thily nhu doan thang, cung,.v.v...
Chang han, mét hinh chit nhat duoc dinh nghia gdm 4 doan thang vudng goc voi nhau
tung do1 mdt. Trong md hinh nay nguoi ta st dung mét bg ki hi¢u két thuc Vi, mot bd
ki hiéu khong két thuc goi 1a V,,. Ngoai ra, c6 ding mot tap cac lut san xuat dé mo ta
cach xay dung cac ddi tuong phu hop duwa trén cac ddi twong don gian hon cac dbi
tugng nguyén thity (tdp V). Trong cach tiép can nay, ta chip nhan mot khang dinh 1a:
CAu trac mot dang 13 két qua cua viéc ap dung lut san xuét theo nhitng nguyén tic xac
dinh tor mot dang géc bat dau. Mot cach hinh thiec, ta c¢6 thé coi mo hinh nay tuong
duong mot van pham G = (Vy, V,, P, S) voi:

- V¢ 1a bg ki hiéu két thuc,
-V, 12 b6 ki hiéu khong két thic,
- P 1a lu4t san xuét,
- S 1a dang (ki hiéu bit dau)
1.1.2.2. Ban chét cda qua trinh nhan dang
Qua trinh nhan dang gdm 3 giai doan chinh [1]:
- Lya chon mo hinh biéu dién ddi tuong,
- Lwa chon luat ra quyét dinh (phuong phép nhan dang) va suy dién qua trinh hoc.

- Hoc nhan dang.



Khi md hinh biéu dién d3 duoc xac dinh, c6 thé 1a dinh lugng (m6 hinh tham
s0) hay dinh tinh (mé hinh ciu trac), qué trinh nhan dang chuyén sang giai doan hoc.
Hoc 1a giai doan rat quan trong. Thao tac hoc nham cai thién, diéu chinh viéc phan

hoach tap ddi twong thanh cac 16p.

Viéc nhan dang Ia tim ra quy luat va céc thuat toan dé co thé gan dbi tuong vao

mdt 16p hay néi mot cach khac gan cho ddi tugng mot tén.
Hoc ¢6 thay (supervised learning)

K¥ thuat phan loai nho kién thirc biét trude goi 1a hoc c¢6 thay. Pac diém co ban
ctia k¥ thuat nay 13 ngudi ta c6 mot thu vién cac mau chuan. Mau can nhan dang s€ duoc
dem d6i sanh véi mau chuin dé xem né thudc loai ndo. Thi du nhu trong mot anh vién
tham, ngudi ta mubn phan biét mot canh dong lta, mot canh rimg hay mot ving dat hoang
ma da co cac midu ta vé cac d6i tugng d6. Van dé cha yéu 1a thiét ké mot hé théng dé co
thé ddi sanh ddi twong trong anh voi miu chuin va quyét dinh gan cho ching vao mot
16p. Viéc dbi sanh nho vao cac thu tuc ra quyét dinh dua trén mot cong cu goi la ham

phdn 16p hay ham ra quyét dinh. Ham nay s& duoc dé cp trong phan sau.
Hoc khéng c6 thay (unsupervised learning)

K¥ thuat hoc nay ty dinh ra cic 16p khac nhau va xac dinh céc tham s6 dic
trung cho timg 16p. Hoc khong c6 thay duong nhién 13 kho khian hon. Mot mat, do s6
16p khéng duoc biét trude, mit khac nhitng dic trung cia cac 16p ciing khong biét
trudc. K¥ thuat nay nham tién hanh moi céach gop nhom co thé va chon lya cach tdt
nhat. Bt dau tir tap dir liéu, nhiéu thi tuc xi Iy khdc nhau nham phan 16p va nang cip

dan dé duoc mot phuong an phén loai.

Nhin chung, du 1a m6 hinh nao va k¥ thuat nhan dang ra sao, mét h¢ théng nhan

dang c6 thé tom tit theo so do sau:



A 4
Trich chon dac tinh Phan 16p Panh
_,| biéu dién d6i twong

A\ 4

v

A 4

ra quyét dinh gia

Qua trinh tién xir Iy o
Khoi nhan dang

Hinh 1.1. Se d6 tbng quat mét hé nhan dang.
1.2. Nhan dang dwa trén phan hoach khoéng gian.

Trong k¥ thuat nay, cac ddi tuong nhan dang la céc ddi tuong dinh lugng, moi
ddi tuong dugc biéu dién béi mot vecto nhiéu chidu. Trude tién, ta xem xét mot sb
khai ni¢m nhu: phan hoach khong gian, ham phan biét sau do6 s€ di vao mot $6 ky thuat
cu thé.
1.2.1. Phédn hoach khéng gian

Gia su khong gian doi tuong X duoc dinh nghia: X={X;,i=1,2,....m}, X; la mot
vecto. Nguoi ta ndi P 1a mot phan hoach cuia khong gian X thanh cac 16p Cj, Cic X
néw: C; N Cj= @ véiizjva uCi=X

Noi chung, day la truong hop 1y tudng: tdp X tach dugc hoan toan. Trong thuc
té, thuong gip khong gian biéu dién tach duoc timg phan. Nhu vy phan loai 1a dua
vao vi¢c xay dung mdt anh xa f: X— P. Cong cu xay dung anh xa nay la cdc ham phan

biét (Descriminant functions).



1.2.2. Ham phan Iép hay ham ra quyét dinh

Dé phan ddi twong vao cac 10p, ta phai xac dinh sd 16p va ranh gidi giira cac 16p
d6. Ham phén 16p hay ham phan biét 1a mot céng cu rit quan trong. Goi {g} 1a 16p céac
ham phan 16p. Lép ham nay dugc dinh nghia nhu sau:

Néu V i #k, g(X)>0i(X) thi ta quyét dinh X elép k.

Nhu vay dé phan biét k 16p, ta can k-1 ham phéan biét. Him phan biét g ciia mot
16p ndo d6 thuong dung 13 ham tuyén tinh, c6 nghia la:

g(X)= Wo+Wy X +WoXo+.. .+ W X

trong do:

- W, 14 céc trong s6 gan cho céac thanh phan X;.

- W, 1a trong s6 dé viét cho gon.

Trong truong hop g 1a tuyén tinh, nguoi ta ndi viéc phan 16p 1a tuyén tinh hay
siéu phang (hyperplan).

Céc ham phan biét thuong dugc xay dung dua trén khai niém khoang cach hay
dua vao xac suit co diéu kién.

L& ty nhién, khoang cach 1a mot cong cu rat tét dé xac dinh xem dbi tuong co
"gan nhau" hay khong. Néu khoang cach nho hon mot ngudngt nao diy ta coi dbi
tuong 1a giéng nhau va gdp ching vao mot 16p. Nguoc lai, néu khoang cach 16n hon
ngudng, c6 nghia la ching khéac nhau va ta tdch thanh hai 16p.

Trong mét sb trudng hop, ngudi ta dua vao xac suit co diéu kién dé phan 16p
cho dbi tugng. Ly thuyét xac suat c6 diéu kién dugc Bayes nghién ctru kha ky va
ching ta co thé ap dung 1y thuyét nay dé phan biét ddi tuong.

Goi: P(X/Cj) 1a xac suat dé co6 X biét réng 6 xuét hién 16p Cj

P(Ci/X) 1a x4c suat c6 diéu kién dé X thudc 16p C;

v6i X 1a ddi tugng nhan dang, C; 1a cac 16p dbi twong (16p thir 1)



Qua trinh hoc cho phép ta xac dinh P(X/C;) va nho cong thirc Bayes vé xac suét

c6 diéu kién 4p dung trong diéu kién nhiéu bién, chung ta s& tinh dugc P(Ci/X)theo

P(X/C))P(C;) _P(X/C;)P(C))
ypE/x)pe) P

i=1

cong thie: P(Gi/X) = (1.2)

Néu P(Ci/X)>P(C/X) v6i Vi # k thi X €C;. Tuy theo cac phuong phap nhan

dang khac nhau, ham phan bi¢t s€ c6 cac dang khac nhau.
1.2.3. Nhan dang théng ké

Néu céac doi tuong nhan dang tuan theo luat phan bd Gauss, ma ham mat do xac

suat cho boi:

f(x)= \/%6 exp {—%} VX

ngudi ta c6 dung phuong phap ra quyét dinh dya vao 1y thuyét Bayes. Ly thuyét

Bayes thudc loai Iy thuyét thong ké nén phuwong phap nhan dang duwa trén 1y thuyét
Bayes c6 tén 1a phuong phap thong ké.

Quy tic Bayes
- Cho khong gian d6i twong X = {X;1=1,2,...,L}, v8i X3= {X1,X,--Xp}
- Cho khong gian dién dich Q = {C;,C,,...,.C;},r 12 86 16p

Quy tic Bayes phat biéu nhu sau:
g1 X— Q 5a0 cho Xe Cy néu P(Cy/X) > P(Ci/X) V1#£k, 1=1,2,....1.

Trudng hop 1y tudng 13 nhan dang ludn dung, co nghia 1a khong c6 sai s6. Thuc
té, ludn ton tai sai sb € trong qua trinh nhan dang. Van dé & day 1a xay dung quy tic
nhén dang vdi sai s6 € 12 nho nht.

Phwong phdp ra quyét dinh véi € t6i thiéu

Ta x4c dinh X € C, nho x4c suét P(Cy/X). Vay néu co sai sd, sai s6 s& duogc
tinh boi 1-P(C/X). Pé danh gia sai ) trung binh, nguoi ta xay dung mot ma tran L(r,
r) gia thiét 1a c6 n 16p.
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Ma tran L dugc dinh nghia nhu sau

;>0  k=#j
L= néu : (1.3)
ol =0 K=]

Nhu vay, sai sb trung binh cta sy phan 16p sé 1a:
f(X) = JZ;:IMP(CJ./X) (1.4)
Pé sai s6 nho nhat ta can c6 1 1a min. Tir cong thuc (1.2) va (1.4) ta co:
rk(X):jZ;:IkJP(X/Cj)P(Cj) (1.5)

Vay, quy tic ra quyét dinh dua trén 1y thuyét Bayes c6 tinh dén sai s6 dugc phat

biéu nhu sau:

Xe Cknéu Pe<P, voip £k, p=1,2,...1. (1.6)

voil Px la rk(X).
Trudong hop dic biét voi 2 16p C, va C,, ta dé dang co:

X e Cy néu P'(X/Cy)> Lo =lz P, P(X/C,) (1.7)
l,,—1,, P(C)

Gia st thém rang xéac suat phan bd 1a déu P(C,) = P(C,), sai s6 12 nhu nhau ta c6:
X € Cynéu P(X/Cy) > P(X/C)) (1.8)
1.2.4. Mot sé thuat toén nhan dang tiéu biéu trong tw hoc

Thuc té ¢6 nhiéu thuét toan nhan dang hoc khong cé théy. O day, ching ta xem
x€t ba thudt toan hay dugc sir dung: Thuat toan nhan dang dua vao khoang cach 16n
nhit, thuit toan K-trung binh (K mean) va thuit toan ISODATA. Chung ta 1an luot
xem xét cac thudt toan ndy vi ching cé bude tiép ndi, cai tién tir thuat todn nay qua

thuat toan khac.
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1.2.4.1. Thuéat toan dwa vao khoang cach I6n nhéat
a) Nguyén tic

Cho mot tap gdm m dbi twong, ta xac dinh khoang cach giita cac ddi twong va
khoang cach 16n nhat img vai phan tir xa nhat tao nén 16p méi. Sy phéan 16p duoc hinh

thanh dan dan dua vao viéc xac dinh khoang cach giira cac ddi twong va cac 16p.
b) Thudt toan [1]
Budce 1

- Chon hat nhan ban dau: gia sit X; € C; goi 1a 16p gi. Goi Z; 13 phan tir trung

tam cua g;.
- Tinh tt ca cac khoang cach Dj; = D(X,Z;) voij=1,2,...,m.

- Tim Dy = max; Dj;. X 1a phﬁn tir xa nhét ctia nhom g1. Nhu vay X la phﬁn tr

trung tam cua 16p moi gy, ki hiéu Z,.
- Tinh d; = D1y = D(Z4,2y).
Budc 2
- Tinh cac khoang cach Dj;, Dj,.
- Dy = D(X,Z1), Djz = D(X;,Z,).. Bt D? = max;D;
Nguyén tic chon
-Néu D < 0 d, két thiic thuat toan. Phan 16p xong.
- Néu khong, s€ tao nén nhom thur ba. Goi X 1a phﬁn tr trung tdm cua g, ki hiéu Z.
- Tinh d3 = (D1, +D13+D53)/3
v6i O 1a nguong cho trudc va Dyg = (Z1,Z3), Dos = D(Z,,2Z3).

Qua trinh ctr lap lai nhu vay cho dén khi phan xong. Két qua 1a ta thu duoc cac 16p voi

cac dal dlél’l la Zl,Zz,...,Zm.
1.2.4.2. Thuét toan K trung binh (gia str co6 K Iop)
a) Nguyén tdc
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Khac véi thuat toan trén, ta xét K phan tir dau tién trong khong gian ddi tuong,

hay n6i mot cach khac ta ¢b dinh K 16p. Ham dé danh gia 1a ham khoang cach Euclide:
Kk
‘]k = ZXegk D(X’Zk) = z Dz (XJ’Zk) (19)
j=1

Ji 12 ham chi tiéu v6i 16p Ck. Viée phan ving cho k hat nhin dau tién duogc tién
hanh theo nguyén tic khoang cach cuc tiéu. O day, ta ding phuong phap dao ham dé

tinh cuc ti€u.

ol , .
Xét a?lk = 0 v6i Zy 12 bién. Ta d& dang c6 (1.9) min khi:

k

N 1 N
;(xi-zk) =0=2c7 (27, (1.10)
i= i=

c

Cong thuc (1.10) 13 gia tri trung binh cta 16p Cy va diéu nay 1y giai tén cua
phuong phép.

b) Thuat toan [1]

e Chon N phan tir (gia thiét c6 N 16p) cua tap T. Goi cac phan tir trung tAm
cua cac 16p do 1a: X1, Xy,... XNe.

e Thuc hién phan 16p

Xe Cy néu D(X,Zy) = Min D(X,Z)", j =1,...,N¢. 14 1an lap thir nhét,

Tinh tat ca Z theo cong thirc (1.10).

Tiép tuc nhu vy cho dén budc q.

X e G(g-1) néu D(X,Z™) = min, D(X,Z,“Y).

Néu 2 = 7,9 thuat toan két thic, néu khong ta tiép tuc thue hién phan 16p.
1.2.4.3. Thuat toan ISODATA

ISODATA 1a viét tit cua tir Iteractive Self Organizing Data Analysis. N6 1a
thuat toan khd mém déo, khong can ¢ dinh cac 16p trude. Cac bude cia thuat toan mo

ta nhu sau: [1]
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- Lya chon mot phan hoach ban dau dua trén cac tim bat ky. Thuc nghiém da

chtng minh két qua nhan dang khéng phu thudc vao phan 16p ban dau.

- Phan vung bang cich sip cac diém vao tdm gan nhat dya vao khoang cach

Euclide.

- Tach d6i 16p ban dau néu khoang cach 16n hon ngudng t;.

Xac dinh phan hoach mdi trén co s¢ cac tdm vura xac dinh lai va tiép tuc xac
dinh tam moi.

- Tinh tit ca cac khoang cach dén tim méi.

- Nhom céc vung véi tam theo ngudng t,.

Lap céc thao tac trén cho dén khi thoa tiéu chuan phan hoach.

1.3. Nhan dang theo cau truc
1.3.1. Biéu dién dinh tinh

Ngoai cach biéu dién theo dinh lwong nhu da mé ta ¢ trén, ton tai nhicu kiéu
d6i twong mang tinh dinh tinh. Trong cach biéu dién nay, ngudi ta quan tim dén céc
dang va mdi quan hé giita chiing. Gia thiét raing mdi ddi twong duoc biéu dién béi mot
day ky tu. Cac dic tinh biéu dién boi cung mot sé ky tu. Phuong phap nhan dang ¢
day la nhan dang logic, dya vao ham phan bi¢t 1a ham Bool. Cach nhan dang la nhan

dang céc tur c6 cung do dai.

Gia str ham phan biét cho moi ky hiéu 1a g,(x), gp(x),..., trong ung vadi cac ky
hiéu a,b,... Dé d& dang hinh dung, ta gia sir c6 tir "abc" duoc biéu dién boi mot day ky
tu X = {X1,X2,X3,X4}. Tinh cac ham tuong Gng véi 4 ky tu va co:

Ja(X1) + Ob(X2) + 9c(Xa) + e(Xa)
Cac phép cong ¢ day chi phép toan OR. Trén co sé tinh gia tri cuc dai cua ham

phan biét, ta quyét dinh X c6 thudc 16p cac tir "abc" hay khong.
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1.3.2. Phwong phdp ra quyét dinh dwa vao cau tric
1.3.2.1. M6t sé khéi niém

Thi tuc phan loai va nhan dang & diy gom 2 giai doan: Giai doan dau 1a giai
doan x4c dinh cac quy tic xay dung, twong dwong vé6i viéc nghién ciru mot van pham
trong mot ngdén ngit chinh théng. Giai doan tiép theo khi da c6 van pham la xem xét
tap cac dang c6 duoc sinh ra tir cac dang d6 khong? Néu n6 thudce tap do6 coi nhu ta da
phan loai xong. Tuy nhién, van pham 1a mot van dé 16n. Trong nhan dang cau tric, ta
moi chi sir dung duoc mot phan rat nhd ma théi.

Nhu trén da n6i, mé hinh cau tric tuong duong mot van pham G:

G = {V,, V,, P, S}. C6 rat nhiéu kiéu vin pham tir chinh tic, phi ngit canh. O
day, xin giéi thiéu mot ngdn ngir ¢ thé dugc ap dung trong nhan dang cau tric: D6 1a
ngdn nglr PLD (Picture Language Description).

Vi du: Ngon ngir PLD

Trong ngdn ngtt nay, cac tir vung la cac vach c6 hudng. Co 4 tir vung co ban:

AN

Céc tur vung trén cac quan hé dugc dinh nghia nhu sau:

a c:. — va d:

+:a+b

*a*b

TN
2
(>
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Vian pham sinh ra cac mé ta trong ngén ngir dugc dinh nghia boi:
GA = {Vn, VT! P! S}

Vé6iV,={A, B, C,D, E} va V1 = {a, b, ¢, d}. S 1a ki hiéu bat dau va P 1a tap luat

san xuat. Ngon ngit nay thudng ding nhan dang cac mach dién.
1.3.2.2. Phuong phap nhédn dang

Céc ddi twong can nhan dang theo phuwong phép nay dugc biéu dién béi mot cau
trong ngdn ngit L(G). Khi d6 thao tac phan 16p chinh 1a xem xét mot ddi twong ¢ thudc
van pham L(G) khong? Noi cach khac nd dugc sinh ra bdi cac luat cia van pham G
khong? Nhu vay sy phan 16p 13 theo cach tiép can cau trac doi hoi phai xac dinh:

- Tap V; chung cho moi dbi twong.

- C4c quy tac sinh V dé san sinh ra mot cau va chiing khac nhau d6i véi mdi 16p.

- Qua trinh hoc véi cac cau biéu dién cac dbi twong mau 1 nhim xac dinh vin
pham G.

- Qua trinh ra quyét dinh: X4c dinh mot ddi tuong X duoc biéu dién mot cau 1.
Néu I, nhan biét boi ngdn ngit L(Gy) thi ta ndi rang X > C,.

Noi cach khéc, viéc ra quyét dinh phan 16p 1a dua vao phan tich ct phap Gy biéu
dién 16p Cy ctia vin pham. Ciing nhu trong phan tich cti phap ngon ngit, c6 phan tich
trén xuéng, dudi Ién, viéc nhan dang theo clu trac cling co thé thuc hién theo cach
tuong ty.

Viéc nhan dang theo ciu tric 1a mot ¥ tuong va dau sao ciing can duge nghién

ctru thém.

1.4. Mang noron nhan tao va nhan dang theo mang noron

Trudc tién, can xem xét mot sO khai ni¢ém vé bd ndo cling nhu co ché hoat dong

cuia mang noron sinh hoc. [3]
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1.4.1. B6 nao va Noron sinh hoc

Céc nha nghién ctru sinh hoc vé bd nio cho ta thiy rang cac noron (té bao than
kinh) l1a don vi co s& dam nhiém nhiing chirc ndng xtr ly nhét dinh trong hé than kinh,
bao gdm ndo, tiy sdng, cac day than kinh. Mdi noron c6 phan than v6i nhan bén trong
(got la soma), mot d4u than kinh ra (goi la soi truc axon) va mot hé théng dang cay cac
day than kinh vao (goi 1a dendrite). Cac day than kinh vao tao thanh mét luéi day dic
xung quanh than té bao, chiém dién tich khoang 0,25 mm2, con day than kinh ra tao
thanh truc dai c6 thé tir 1 cm dén hang mét. Pudng kinh cua nhan té bao thuong chi 1a
10”m. Truc ddy than kinh ra ciing c6 thé phan nhanh theo dang ciy dé nbi cac day
than kinh vao hodc truc tiép v6i nhan té bao cac noron khac thong qua cac khép ndi
(goi 1a Synapse). Thong thuong, mdi noron c6 thé gém vai truc tdi hang trim ngan
khép ndi dé ndi cac noron khac. Ngudi ta wdc luong rang ludi cac day than kinh ra

cung véi cac khop ndi bao phu dién tich khoang 90% bé mit noron (hinh 1.2)

Hinh 1.2. C4u tao noron sinh hoc
Céc tin hiéu truyén trong cic ddy than kinh vao va day than kinh ra cia céac
noron la tin hi¢u dién va dugc thuc hi¢n thong qua cac qua trinh phan ung va giai
phoéng cac chat hitu co. Cac chét nay dugc phat ra tir cac khop ndi din toi cac dy than

kinh vao s& lam ting hay giam dién thé cua nhan té bao. Khi dién thé nay dat t6i mot
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ngudng nao do, sé& tao ra mot xung dién dan t6i truc ddy than kinh ra. Xung nay duoc
truyén theo truc, toi cac nhanh ré khi cham t&i cac khop ndi voi cac noron khac s& giai
phong cac chat truyén dién. Ngudi ta chia lam hai loai khép ndi: khop néi kich thich
(Excitatory) hodc khop ndi e ché (Inhibitory).

Phat hién quan trong nhit trong nganh nghién ctru vé bd ndo 1a cac lién két khop
than kinh kha mém déo, c6 thé bién dong va chinh doi theo thoi gian tiiy thude vao cac
dang kich thich. Hon nita, cic noron c6 thé san sinh cac lién két méi cic noron khac va
d6i khi, ludi cac noron c6 thé di chi tir viing nay sang ving khéc trong bd ndo. Cac nha

khoa hoc day chinh 1a co s quan trong dé giai thich co ché ctia b ndo con ngudi.

Phan 10n céc qua trinh xir Iy thong tin déu xdy ra trén vo ndo. Toan bd vo nio
dugc bao phu bdi mang céac to chic co so ¢6 dang hinh thung tron véi duong kinh
khoang 0,5 mm, d§ cao khodng 4mm. Mdi don vi co s& nay chira khoang 2000 noron.
Nguoi ta chi ra ring mdi ving ndo c6 nhimng chirc ning. Piéu rat dang ngac nhién 1a
cac noron rat don gian trong co ché lam viéc, nhung mang cac noron lién két voi nhau
lai c6 kha ning tinh toan, suy nghi, ghi nhé va diéu khién. Co6 thé diém qua nhimg
churc nang co ban cia bd ndo nhu sau:

- B nhé dugce to chic theo cac bo thong tin va truy cip theo ndi dung (c6 thé
truy xuat thong tin dya theo gié tri cac thudc tinh cua dbi tuong);

- B6 ndo c6 kha ning tong quat hoa, c6 thé truy xuat céc tri thic hay cac moi
lién két chung cua cac dbi tuong twong tmg voi mot khai niém chung nao do;

- B6 ndo c6 kha ning dung tha 156i theo nghia c¢6 thé diéu chinh hoic tiép tuc
thuc hién ngay khi c6 nhiing sai 1éch do thong tin bi thiéu hodc khong chinh xac.
Ngoai ra, b ndo con co thé phat hién va phuc hdi cac thong tin bi mat dya trén su
tuong tu giira cac ddi turong;

- BO ndo c6 kha ning xudng cap va thay thé dan dan. Khi cé nhiing truc tric tai
cac ving nio (do bénh, chan thwong) hodc bat gip nhimng thong tin hoan toan méi la,
b6 ndo van tiép tuc lam viéc;

- B ndo c6 kha nang hoc.
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Céch tiép can mang noron nhan tao c6 ¥ nghia thuc tién 16n cho phép tao ra céac
thiét bi c6 thé két hop kha ning song song cao ciia bo ndo véi toe do tinh toan cao cua
may tinh. Tuy vay, can phai c6 mot khoang thoi gian dai nita dé cac mang noron nhan
tao c6 thé mod phong dugce cac hanh vi sang tao cuia bd ndo con nguoi. Chéng han, bd
ndo c6 thé thuc hién mot nhiém vu kha phtrc tap nhu nhén ra khuén mat nguoi quen
sau khong qua mot gidy, trong khi d6 mot may tinh tuan tu phai thyc hién hang ti phép
tinh (khoang 10 gidy) dé thuc hién cing thao tac d6, nhung voi chat luong kém hon
nhiéu, dic biét trong truong hop thong tin khong chinh xac, khong day du.

1.4.2. M6 hinh mang noron

Mang noron nhan tao (Artificial Neural Network) bao gdm cac niit (don vi xir
1y, noron) dugc ndi v4i nhau boi cac lién két noron. Mdi lién két kém theo mot trong
s6 nao do, dic trung cho hoat tinh kich hoat/trc ché gilta cac noron. Co thé xem céc
trong so 1a phwong tién dé luu giir thong tin dai han trong mang noron va nhiém vu cia
qué trinh huén luyén (hoc) mang 13 cap nhét cac trong s6 khi c6 thém cac thong tin vé

cac mau mo phong hoan toan pht hop moéi truong dang xem xét.

Trong mang, mdt s6 noron dugc ndi voi moi trudng bén ngoai nhu cac dau ra,

dau vao.
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1.4.2.1. M6 hinh noron nhdn tao

Si
/\
Céc lién két Cac lién
[ Net=X out >
vao - g \ " kétra
Ham Ham Pau
. Kich ra
Vao hoat

Hinh 1.3. M6 hinh noron nhén tao

MOdi noron dugc noi véi cac noron khac va nhan dugc cac tin hiéu sj tr ching véi

cac trong sb wj. Téng cac thong tin vao co trong sb la:
Net= > ws,.

Nguoi ta goi day 1a thanh phan tuyén tinh cta noron. Ham kich hoat g (con goi

12 ham chuyén) dong vai tro bién doi tir Net sang tin hiéu dau ra out.
out =g(Net).

Day la thanh phan phi tuyén ctia noron. C6 ba dang ham kich hoat thuong duoc

dung trong thyc té:
Ham dang budc

if x>0
if x<©

if x>0
if x<0

1 1
step(x) = {0 hoac  step(x) = {O

Ham dau
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Sign(x) = 1 if x>0 hos Sign() = 1 if x>0
IV =1 1 i x <0 oue TV =1 10 x <0
N . , L 1
Ham sigmoid duoc tinh Sigmoid(x) = -
l+e o (x+0)

O day ngudng 0 dong vai tro 1am tang tinh thich nghi va kha ning tinh toan cua
mang noron. St dung ky phap vecto, S = (sy,...,Sy) vecto tin hi¢u vao, w=(wy,...,W,)
vecto trong sb, ta co

out = g(Net), Net =SW.

Trudng hop xét ngudng 0, ta diung biéu dién vecto méi S =(Sy,...5n, 0),
W=(wy,...,Wp,-1).
Kha ning biéu dién ciia noron

B6 vi xtr Iy mdy tinh dua trén tich hop cac mach logic co so. Co thé thiy rang
cac noron hoan toan mo phong kha nang tinh todn cua cac mach co s AND, OR,
NOT.

X X
w=1 w=1 X
\ Z \ Z
—>
/ / w=-1
w=1 w=1
Y _ Y _ _
Z=XAndY Z=XorY Z=XnotY

1.4.2.2. Mang noron

Mang noron 1a hé théng bao gdm nhiéu phan tir xir Iy don gian (noron) hoat dong
song song. Tinh ning cua hé théng nay tiy thudc vao cdu tric cia hé thdng, cac trong
s6 lién két noron va qué trinh tinh todn tai cdc noron don 1é. Mang noron c6 thé hoc tir
dir liéu mau va téng quat hoa dua trén cac dir licu mau hoc. Trong mang noron, cac
noron dén nhan tin hiu vao goi la noron vao va cac noron dua thong tin ra goi la

noron ra.
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1.5. Két luan

Co rat nhiéu vain dé nhan dang khac ma chung ta chua dé cap dén nhu nhan dang
tin hiéu, nhan dang tiéng noi, v.v. Cac van dé nay nam trong 1y thuyét nhan dang. Muc
dich cua chuong ndy nhim cung cip mot cach nhin tong quan vé nhan dang. Céc

huéng nghién ctru khac nhau hién nay trén thé giéi vé linh vuc nhin dang ndi chung.
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CHUONG 2

NG DUNG LY THUYET THONG KE TOAN HOC PE GIAI BAI
TOAN NHAN DANG NGON NG TU NHIEN VA UNG DUNG VAO
VIEC DO TiM KHOA MA TRONG PHAN TiCH MAT MA

K¥ thuat nhin dang bang thong ké toan hoc c6 nhiéu y nghia trong nghién ctru va
thue tién. N6 khong nhitng dugc timg dung trong nhan dang ngén ngit ma con ddi voi
hinh anh, am thanh, tiéng noi v.v... Trong pham vi nghién ciru ndy, tac gia trinh bay
mot tng dung quan trong. D6 13 tng dung k¥ thuat thong ké Toan hoc dé nhan dang
cac ngon nglr tw nhién (16p ngodn ngir la tinh) ng dung nhén dang ngdn ngir vao viéc
tim khoa vai mot thuédt toan ma hoa, thong tin da dugec ma hda va da duoc gi:?iu vao
trong anh. Py 1a nhitng huéng tmg dung méi va cé ¥ nghia trong thuc tién, dic biét

do61 véi an ninh qudc phong. Sau day 1a ndi dung cia nghién ctru.

2.1. Dang téng quat cta bai toan

Gia str ta c6 mot tap hitu han X = {xl, XZ, ., XM cac doi trong, moi doi tuong
X! dugc dac trung bdi n tham s6 nao do ( nhu vay ta hoan toan cé thé coi X 1a mot tap
con, hitu han trong khong gian Euclid n chiéu R"). Van dé dit ra la: Hay chia tap X
thanh K tap con Gy, G, ..., Gk ( v61 K > 2); sao cho:

i G #4;voiVi=12 ..k
ii. G NG, =¢; vii Vi,j; i#val<ij<K (2.1)
iii. UG, = X

Sao cho ton thét 1a bé nhit va tdc doc chép nhan dugc trong thuc té.

Bai toan nay c6 ¥ nghia thuc tién quan trong trong nhiéu linh vuc Khoa hoc K¥
thuat, Tin hoc, Kinh té X hoi va dic biét 1a trong An ninh Qubc phong, nhu: phén biét

giong noi cua mot doi twong hinh sy nao dé véi giong noi cua nguoi khac; hodc phan
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biét cac ngdn ngit ty nhién thudec mot 16p cac ngdn ngir nao d6 trong An ninh thong tin

khi kiém soat tu dong thu tin dién tur Internet. ..
O day c6 hai trudng hop xay ra:
i. Truong hop s6 K 13 d3 biét.
ii. Truong hop s6 K 14 chua biét.
Cich giai quyét bai toan nhin dang cic ngén ngir ty nhién:
1.  Xay dung co s¢ dit lidu vé dic trung cta cac ngdn ngit.

2. Xay dung ma tran chuyén trang thai cho ngén ngit da cho trong co so di

lidu; tinh wdc luong ma tran chuyén trang thai twong tng cho mdi ngdn ngit.
3. Giai quyét bai toan nhan dang cic ngdn ngit tu nhién trong trudng hop
s6 16p K 1a da biét va sd 16p K 1a chua biét.
2.2. M6t sé khai niém va thuat toan

Gia st X = {x | x = (X1, Xp, ... , Xp); Xj la mot ) nguyén khong am V i=1,2, ...n} 1a
mot tip hop tiy v hiru han cac véc to n thanh phan. Véi n 1 mét s nguyén duong cho

trude, cb dinh; x e X duge goi la mot dbi tuong X. Ta c6 cac khai ni€m sau:
2.2.1. Khoang céch gitra hai doi twong, hai tap hop

Véi x,y e X, khi d6 khoang cach giita hai d6i tuong x va y duoc dinh nghia la:

d((iy::\/((1_y1j+((2_3’2j+""+((n_Ynj :‘/Z(i _yij
=

Cho G, G, < X, khi d6 khoang cach gitta hai tap hop G; va G, dugc dinh

nghia la:

06,6, = Y Yde€y

1112 XeG, xeG,
véi Ny =[Gyl 12 tue twong cua tap Gy vei i = 1.2.
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2.2.2. Giai bai todn trung hop cho truéc soé k

Tu tudng ctia phuong phép giai 13 tim cach ghép cac ddi twong c¢6 quan hé "gan
giii" nhau nhit vao chung mot 16p. Nhu viy dé giai quyét bai toan chung ta cin xdy

dung d6 do cua sy gan gui. Vay thé nao 1 do do sy gan gui? [2]

Pinh nghia 1: Mot d6 do su gan giii giita 2 dbi twong tuy ¥ x, y thudc khong

gian X d6i twong 1a mot 4nh xa d: X—R (v6i R 1 dudng thing thuc) sao cho:
dX,y) >0V x,yvad(x,y)=0<x=y
mdx,y)=dly,x) Vx,y e X
) dx,y) <d(x,z) +d(z,y) Vx,y,z e X
Déi v6i viee giai bai toan phan 10p, chiing ta con can dén khai niém quan hé gan
gui gitra hai tp hop. Ta c6 dinh nghia nhu sau:

Dinh nghia 2: Gia st G; G; 1a hai tdp hgp con tuy y. Chung da dung khai niém

khoang cach giira hai tp hop dé do su gan gui giita hai tip hop. D6 do st gan giii cia

G, G, dugc dinh nghia nhu sau:
16,6, Y Ydey
112 2~ Z Z ! y,
nl' 2 XeG xeG,

Thuat toan:

Trén co s& 2 dinh nghia vira néu, tac gid dua ra thudt toan giai bai toan cho

truong hop sb6 k>2 cho trude nhu sau:
Gia st tap hop X={xq, Xo, .., Xn} Vi X, eR"™, 1=1,2,..,n, n>k

Stepl: Bat Gi={Xx1}, G,={X>}, .., G,={X,}. Vi cach phan hoach tap X nhu nay,

rd rang thoa mén diéu kién (2.1)

Step2: Néu n = k thi thuat toan dung va Gy, G, .., Gy la két qua cua bai toan.

Step3: bat S(Gi0 ! Gjo) — rgtltn S(Gt ! Gt')
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Step4: Pat G, =G, UG, . Nhu vy ¢ bude nay lan thi nhat Gy, G, .., Gy chi

con Gy, Gy, .., Gpy va 6 the ton tai S(G, ,G, )= minS(G,,G, ) va dong thoi

(G,.G,)= rgéltn S(G,, G, ) lic d6 ta nhom tat ca tap hop cung do "gan gui" nay

thanh 1 tap con, va nhu vay, mdt cach téng quat ta gia su tai budc thu 1, tap X duogc

phan thanh k® tap con: G,,G,,..,G , (khong mét tinh tong quét, dé don gian ki hi¢u ta
van ki hiéu nhu vay)

Step5: Néu kU =k, tic 1a G,,G,,..,G,, =G,,G,,..,G, thi thuat toan két thuc va

G, G, .G la dap sb bai toan. Nguoc lai thi tro lai Step3

Tinh ding din ciia thuit toan:

Ky hiéu:
S; = d( X', x))
$G,.G, >46,.G, > Z Zd“ Xjf 7 Z 2.Si

kxekaeGk kXeGXeGk

56,6, 2066, > ¥ ¥ d€ 33 ¥,

t t X'eG, xle t txthxeGt
1 R 1 2 1 72 1 2

Véi ny 1a lye lugng ciia G, Ny 1a luc lugng cua th , ntz la Iyc lwong cua Gt2

Ta c6 dinh 1y sau:

Pinh ly: Diéu kién cin va da dé phép phan hoach tap X thanh K tip con thoa
diéu kién (2.1):

v G #¢;v6iVi=12, ..k

v G NG, =¢; v6i Vi,j; i#jval< ij<K
k

v UG, = X
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dting dan 1a: maxk 6 (;k’ k ))— mlnt1 t, 6 (;tl,Gt2 4 VOt #L

Ta co:

56633 5,

=1 j=i+l

S(G,G) duoc goi 1a dai luong dic trung cho su “gan giii” giita cac dbi tuong X'

trong tap G.

Vi du 2.3: Cho X={X3, X5, X3} voi Xj co6 cac gia tri sau day

[ X1 X X3
1 58 30 19
2 46 34 16
3 45 39 31
4 61 50 44

Hay phan tap X thanh 2 (k=2) 16p Gy, G, sao cho
1) Gi#¢ 1=1,2
2)GlmG2=¢ 3)61UGZZX

Giai:

Néu Xy va Xy >0V k=1,2,..

Néu X hodc Xi; = 0 v61 mot k nao do
Chon d06 do su gﬁn gui:RO rang ré’mg viéc xac dinh do do khoang cach nhu vay thoa
man diéu kién cua
Pinh nghia 1, tacla d(x,y)>0; d(x,y) =0 < x=y; d(x, y) =d(y, X)
va d(x,y)<d(x,z) +d(z,y) VX, v,z € X

Stepl: bat Gi={X1}, Go={Xz}, Ga={Xs}
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Step3: Taco

S(Xy, X,)=>|InK =:In5—g+ln4—6+ln£ |%z1,303

4
S(X,, X,) = In& In5—8 In4—6 45 61

In—+In—~=2,871
=" X, 19 16 31 44
4
S(X,, X3)=>"|In Xzl 1030 in32 032, 5—O~1568
=" X, 19 16 31 44

Do d6 min S(X;,X;)=1303=5(G,,G,)

I<i<j<3

Step4: Ghép Gy, G, thanh 1 16p. voi viée ghép nay ta c6 k'Y = 2 = k nén thuat toan két
thiic va 2 16p can tim 1a  Gy={Xy X}, G,={ X3}

2.2.3. Giai bai todn trwong hop sé6 k chwa cho biét truwdec

Pay 14 truong hop tong quat va hay gip trong thyuc té. Trong truong hop nay,
chung ta xdy dung thuat toan xac dinh sd k. Sau khi tim dugc sb k, bai toan trg vé

truong hop giai bai toan sé k biét trudce

Gia su X = {Xy, Xy,..,.X,} véi X;eR™ I=1,2,.n; m>1 la tép tuy y cac
ddi tuong, S;j = d(X;, X)) 1a khoang cach gitta hai ddi twong X; X;. S;j c6 thé dinh
nghia mot cach tiy y thoa man ba tinh chét twong duong véi (2.1):

Siji=0vaS;=0<=>i=]
Siji=S;ivi,j
Sij<Sik+ SV i j Kk
Taky hiéu: S = (Sij))mxm Lj=1,2,.., m
Do tinh chét cta dj
d. =0, i=1m

nén ma trdn S cdp m x m la ma trdn do61 xing cd

Dé x4c dinh hang s6 K, ta dat :

stepti e F (K) =2 >y

ieP, jeQ;
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Trong d6 Py 1a ma trdn con cdp k x m cua ma tran S (Nghia 14 P, 1a ma tran c¢6 k
dong iy trong m dong cta ma trin S va c6 m cot) véi k < m-1. Mot cach tong quat,
ml!

(—w ma tran cap k. Con Q; la
m—K)!K!

L ;. A ’ ’ ~ 7 k
doi véima trgn S . Luc d6 Vk<m, s€é ¢c6 C_ =
tap cac chi sO cOt ciia ma tran Py.

Bai toan dat ra nhu sau: Hay xac dinh s6 k vGi 2 <k <m-1, bé nhat c6 thé duge

sao cho F(k) = Ln!gn F(K) .

Bo dé: Pé tim min(Fi(k)) voi 2 < k < m, ta dua vio bo dé sau:

Cac ma tran P lam cho Fi(k) dat min 1a cdc ma trdn chira R lam cho Fi(k-1)
dat min.
No6i dung xac dinh s6 k nhu sau:
- Ung v6i mdi k cy thé:
eK=2taldp tAt ca ma tran con Py cua S.
o2 <K <mtalap cac ma tran Py ciia S va thoa man bo dé trén.

- Tiép theo, d6i véi mdi cot ctia ma tran con Py, ta tim phan tir bé nhat; sau do lay

tong tat ca cac phan tr bé nhit trong m cot d6 ctia ma tran Py .

- Tachon k =u: thoa man F, (u) dat min véi 2 <u<m;v=1.2,...,C

m

Vidu2.4: Giasu S =

~ wo NN - O
o O B O -
A W O L DN
N O W 01 W
o N O B~

C ot A . A R 01 2 3 4
khi d6 mot trong cac ma trdn P, la P, = { } , V.V.

1 0156
Véik =2 ta s& ¢6 C! ma trin P, nhu vay, ta c6 C2= % =10 ma tran P,. B¢ la:
Ma trén P, Fi(2)
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|9 123 4 Fi(2)=0+0+1+3+4 8
* |1 0156 !
po [0 1 2 3 4] Fi2)=0+1+0+3+4 8
2 1210 3 4] 2
P(3’——0 L2334 F3(2)=0+1+2+0+2 5
* |3 530 2] 3
po—|0 1 23 4] Fi(2)=0+1+2+2+0 5
? |46 42 0] 4
P(5)—_1 0156 F5(2)=1+0+0+3+4 8
* |2 10 3 4] >
po-|1 0156 Fs(2)=1+0+1+0+2 4
? |3 530 2] o
P”):_l 0156 F/(2)=1+0+1+2+0 4
? |46 4 2 0] !
F><8>=_2 L 034 Fg(2)=2+1+0+0+2 5
* |3 530 2] 8
P‘9)=_2 103 4] Fo(2)=2+1+0+2+0 5
2 |46 42 0] ’
P;””:F ° 20 2} Fio(2) =3+5+3+0+0 11
46 420

— min(Fi(2)) = 4 va cac ma tran con tuong ung la: P va p/

V6i k=3, binh thudng s6 ma tran chon cap 3 x m ctia S 1a chinh hop chap 3 cia 5 tirc

cing can tinh 10 ma trn nhung khi 4p dung b dé trén ta chi cAn xét cac ma tran sau:

Ma trin P, Fi(3)
(1 0 1 5 6]

PY={3 5 3 0 2 Fi3)=0+0+1+0+2 3
0 1 2 3 4]
[1 0 1 5 6]

PP=l3 5 3 0 2 F,3)= 1+0+0+0+2 3
2 10 3 4
1 0 1 5 6]

P=|3 5 3 0 2 Fs3)=1+0+1+0+0 2
46 4 20
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1

I

10156

PY=l4 6 4 2 0 F(3)=0+0+1+2+0
01 2 3 4
(1 015 6

P®=14 6 4 2 0 Fs(3)=1+0+0+2+0
2 10 3 4]
1 0 1 5 6]

P®=14 6 4 2 0 Fe(3)=1+0+1+0+0
35302

I

— min(Fi(3)) = 2 va cac ma tran con tuong ung la: p’ va p;

Trudng hop k=4 ta chi can xét cac ma tran sau:

Ma trén P Fi(4)
1015 6]

o |46 420

P = 3530 2 Fi(4)=0+0+1+0+0
012 3 4
1 01 5 6

o |46 420

P =35 30 2 Fi(4)=1+0+0+0+0
21 0 3 4

— min(Fj(4)) = 1va cac ma tran con tuong tng la: p! va p;

Vay min(Fy(u)) = F1(4) = Fo(4) =1 ; Suy ra: K =4. Pén day bai toan quay vé s6 K

da biét.

2.3. Md hinh xich Markov va phép kiém dinh théng ké cho bai toan nhan

dang ngén ngiv

Chung ta biét rang nhan dang ngon ngit 14 mot trong nhiing yéu cau cuc ky quan
trong va can thiét cua qué trinh phan tich mat ma néi chung. DPé nhan dang dugc mot
ngdn ngit ndo do, trudc hét ching ta cin toan hoc héa ngdn ngit d6 nhu mot xich
Markov hitu han trang thai. Trén co so d6, chung ta s& xay dung mot s6 tiéu chuan cu

thé dé “nhan dang ” mot ngdn nglt. Van dé giai quyét trong nghién ctru nay 1a: Sir
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dung cac phép kiém dinh gia thiét xac suit thong ké trén mé hinh ngdn ngit véi gia

dinh Markov.
2.3.1 M0 hinh xich Markov

M6 hinh xich Markov (goi tit 1a Markov) hay xich ngdén ngir voi gia dinh
Markov 1a mot dang mo6 hinh xac suét théng ké nhan dang mau dugc ap dung phé bién
trong xu ly ngoén ngit. M6 hinh xich Markov cua ngon ngtt 1a mé hinh hitu han trang
thai co tinh dung (ergodic).

M6 hinh Markov ciia ngon ngir duoc dinh nghia bang tap 5 tham sd

(m, A, {Y3, P, 7).

Trong d6

meZ*: 1a sb cac trang thai mo hinh Markov c6 thé nhan

A={ay, a,..,am}: 1a khong gian cac trang thai.

{Y} teT: 1a qua trinh ngau nhién ding. TcZ={0, +1, £}

P: 12 ma tran cic x4c suét chuyén trang thai

r: 14 cap cia xich Markov.

Vi dy, mé hinh xich Markov cho tiéng Anh c6 thé c6 tham sé m=26 va A 1a tap
cac ky tu trong Alphabet ctia ngong ngit (cac ky tuw ASCII tir A dén Z). Néu phén biét
chit in hoa véi chit in thuong hodc can xtr Iy thém diu gian cach tr, ddu ciu va sb

dém, tham sd m sé& ting Ién va khong gian trang thai A dong thoi s& mé rong thém.

Khi dé xuit mo hinh x4c suét théng ké, Markov gia dinh rﬁng trang thai hi¢n tai
cua mo hinh chi phy thugc vao mdt sb it cac trang thai ma mo6 hinh da trai qua trudce
d6. Sb trang thai phu thudc nhu vay duoc goi 1a bac cua moé hinh va la tham sb quyét
dinh d6 phuc tap ciia mo hinh.

Bién ¢ ngdu nhién Y, biéu dién trang thai thuoc khong gian A ma mo hinh nhan
tai thoi diém t, T ap {Y¢ biéu dién doan miu quan sat. Luc luong ctua {Y} can duoc
lua chon théa man céac diéu kién théng ké dé qui luat xac suit thé hién 1, déng thoti

thoa man diéu kién t6i thiéu thoi gian tinh toan trong nhan dang ty dong dap tng duoc
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thoi gian thuc. Tham sb m hay kich thudc cua khong gian trang thai A quyét dinh

nhiéu dén do dai mau can lya chon {Y}.

Ma trin x4c suit chuyén trang thai P 1a tham s6 can nhiéu bd nhé cua md hinh
Markov. Xac suit chuyén trang thai thé hién méi quan hé giita cac trang thai phu thudc
trén mod hinh Markov. Béc cia mo hinh cang tang, khong gian bo nhé can st dung
cang 16n va tinh phirc tap ctia ma trdn xac suit chuyén trang thai cang cao. Véi r=1,
trang thai hién tai cia mo hinh chi phu thudc vao mot trang thai tryge 06, ma tran xac
suit chuyén trang thai chinh la xac suét bd 86i c6 diéu kién cua hai trang thai xuét hién
lién tiép nhau ctia mé hinh, khong gian bd nhd can dé luu trir s& bang m?. Vé6i r=2,
trang thai hién tai phu thudc vao hai trang thai truéc do, ma tran xac suét chuyén biéu
dién trong khong gian ba chiéu boi kich thudc bd nhé chiém dung bang m®. Mot cach
tong quat, néu r=k thi khéng gian bd nhé can dé luu trix 1a m“. Trong nghién ctru nay
ta c6 m=26 va chon r=1. Ma tran xac suat chuyén duoc tinh todn bang udc luong hop
Iy nhét trén tap miu c6 kich thudc ¢ trén 100.000 biéu hinh cho ngén ngir Tiéng Anh.

Ma tran xac sudt chuyén trang thai c6 thé don gian udc luong tir cic mau co ban.

Néi chung cic xac suat chuyén Pij (1<i,j<m) thuong la chua biét. Néu mau thong ké 1a

~oong L
du 16n thi udc lugng cta Py 1a Pij =— ;1<i,j<m
n

Trong do nj; 1a s6 1an (tan s6) xuat hién trang thai j khi cho trudc trang thai i

Trong trudong hop do dai mau bé thi uéc lugng Pj; dugce cho béi cong thire sau:

" n.+c¢C . p
Pj=—"—;1<i,j<m véi ¢ la hang so thuong dugc chon ¢=0,5 hoic
n, +cm
c=U/m  [2, 4]
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2.3.2 Phép kiém dinh thong ké cho bai toén nhan dang ngén ngi da biét

DPinh nghia : Mot ban 10 X = X; X; .... X;.n > 1 dugc goi 1a c6 nghia (hodc hop
1y) néu phan b thuc nghiém cua x phi hop voi phan bd cia mot xich Markov hitu han

trang thai c6 cap r > 0.

Chuyén bai toan nhan dang ngdn ngir di biét vé bai toan kiém tra gia thiét théng
ké : "Cho truéc mot miu X. Hay kiém tra gia thuyét : " X dwoc sinh ra tir mot xich
Markov B dd biét " v&i d6i thiét : "X dwoc sinh ra tir mét xich Markov khéc B nhung

¢6 cing cap". Hay goi 13 phan biét hai ngon ngi.
Néu ta ky hiéu :
- Pum 12 ma tran cac xéc suat chuyén doi véi xich Markov sinh ra mau x.
- Pg 14 ma trin cac xac suét chuyén da biét.

Bai toan xem xét mau vin ban véi gia thiét Hy : mdu Py phit hop véi ngon ngir Pg
va d6i thiét Hy : mdu Py khéng phit hop véi ngén ngiv Pg dugc ap dung md hinh ngdn
ngir cla tiéng Anh. Dé giai quyét bai toan can xem xét ty s hop 1y cua mau ddi véi
mo hinh d6i sanh. M6 hinh cho két qua ty sé hop 1y cao hon sé& xac dinh 13 ngon ngi
dugce dung dé viét ra mau. Tuy nhién cac phép kiém dinh hoan toan c6 kha ning roi
vao trang thai ty s6 hop 1y trén cic mo hinh ngon ngit khong loai trir gia thiét Hy cia
nhau. Ly do cic ngon ngit c¢6 cung gdc La tinh (nhu 14 : tiéng Anh, Phap va Puc) co
chung 26 chir cai. Can co6 thém so sanh tuyét d6i cho cac truong hop trong mién khong

phén dinh rd rang nay.

Théng ké Sinkov va cac phép kiém dinh cho bai toin nhin dang ngdng ngir

Néu cho mot ddy mau thir X=x,X,...X, don biéu, thong ké Sinkov tinh diém cho X
bang bicu thie: S, = In(p,,)
i=1

Trong d6 ing voi mdi i, Pxi 1a xac suét tién nghiém cua ky tu x;. Vi du: néu xac
suat tién nghiém cua ky tu D, E, S 1an luot 1 0,044; 0,130 va 0,063 thi gia tri S; cho
chudi X=DES s& 1a ~-3,12 - 2,04 — 2,67 = -7,92. Xem xét gia tri S;, Sinkov khéng dinh
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tinh hop 1y cta chudi DES bang truc giac. Tuy nhién, Sinkov khong giai thich co s& 1y
thuyét dwa dén thong ké ké trén va khong dua ra ca dic tinh phan b xac suit cia no.
Ong ciing khong chi rd thu tuc ra quyét dinh cong nhan hay bac bo gia thiét trén co s
gia tri Sy tinh toan dugc. Dé chdp nhan hay bac bé mét gia thiét, Sinkov don thuan thur
moi kha ning va chap nhan kha niang cho gia tri S; cao nhat.

Sinkov ciing chi ra rang céac gia tri S, (v6i r=2, 3,..) 4p dung cho biéu hinh bé doi,
bd ba c6 hi¢u qua trong viéc do mirc do an khdp cua hai hay ba cot trong tham ma
chuyén vi bang. Nhung 6ng khong dé cap dén van dé nén sir dung xac sut khong didu

kién hay xéc suat c6 diéu kién cua bo biéu hinh. [2, 4]

2.4. Ung dung vao viéc do tim khéa mi trong phén tich mit ma.
2.4.1. Gigi thiéu vé phan tich mdt md.

Chung ta da biét rang nhan dang ngdn ngir 14 mot trong nhirng yéu cau cuc ky
quan trong va can thiét cia qua trinh phan tich mat ma noi chung. Dé nhan dang dugc
ngdn ngir ndo do, trude hét chung ta phai toan hoc qua ngdn ngir d6 nhu 1a mot xich
Markov hitu han trang thai. Trén co s¢ ching ta s& xay dung mot s6 tiéu chuan cu thé
dé nhan dang mot ngdn ngir.

Viéc nhan dang ngdn ngir trong qué trinh phan tich mat ma thuong gap phai ba
kho khén sau:

1. M3 tham la mot nganh dbi lap véi mat ma. Nhiéu khi nha 1ap ma tim cach
danh Itra cac nha phan tich mat ma.

2. Ban r6 dugc nhan dang nhiéu truong hop la rat ngén va chua hoan thién

3. Ban rd khi nhan dugc thudng bi sai 1éch nhiéu chd do nhiéu.
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Ban ro ¢6 thé 1a 1 day s, mot chudi bit nhi nguyén, mot day ma Hexa.... chtr
khong nhét thiét 14 mot van ban doc duoc co nghia . Khi n6i dén ban rd thi c6 thé
khong doc dugc c6 nghia, khi néi ban rd c6 nghia thi tirc 1a ban rd do 1a van ban doc

dugc c6 cdu tric ci phép.
2.4.2. Gigi thiéu ky thudt gidu thong tin trong anh ding cho viéc tham ma.
2.4.1.1. Pinh nghia giéu tin.

Gidu tin 12 mot k¥ thuat gidu hoic nhiing mot lwong thong tin s nao d6 vao

trong mot d6i tuong dit liéu sé khac (gidu tin nhiéu khi khong phai 1a hanh dong

gidu cy thé ma chi mang y nghia quy udc).
2.4.1.2. Muc dich cGa gidu tin: c6 2 muc dich cla gidu théng tin.

- Bao mat cho nhitng dir liéu duoc giéu
C6 thé thidy 2 muc dich nay hoan toan trai nguoc nhau va dan phat trién

thanh 2 linh vuc véi nhitng yéu cau va tinh chat khac nhau.

Gidn thing tin

0 tin bi mét Thui wén s
{Steganngraphy) {Watermarking)

Hinh 2.1: Hai linh vwe chinh cua ky thuat gidu théng tin.

- K§ thuat gidu thong tin bi mat (Steganography): véi muc dich dam bao an
toan va bao mat thong tin tap trung vao cac k¥ thuat gidu tin dé c6 thé gidu duoc
nhiéu thong tin nhat. Thong tin mat dugc giau ky trong mot ddi twong khac sao cho
nguoi khac khong phat hién dugc.

- Ky thuat gidu thong tin theo kiéu danh gidu (watermarking) dé bao vé ban

quyén ctia ddi twong chia thong tin thi lai tip trung dam bao mot sb cic yéu cau nhu

dam bao tinh bén viing... ddy la img dung co ban nhat cta ky thuat thuy van sé.
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2.4.1.3. M6 hinh ky thuét gidu théng tin co ban

Gi4u thong tin vao phuong tién chira va tach lay thong tin 12 2 qué trinh trai

nguoc nhau va c¢6 thé mo ta qua so do khoi cua h¢ thong nhu sau:

Thing tin gidu
Fhin
phai
Phuromg tién Fhuromg tign chita e
chiralandin, dnh, 4 durore midn tin
viden) g

Khaa

Hinh 2.2:Lwoc 36 chung cho qua trinh gi4u tin.
- Thong tin can gidu tuy theo muc dich cua nguoi sir dung, né c6 thé 1a thong
diép (v6i cac tin bi mat) hay cac logo, hinh anh ban quyén.
- Phuong tién chira: céc file anh, text, audio... 13 méi trudng dé nhing tin
Bo nhtng thong tin: 13 nhitng chuong trinh thyuc hién viée gidu tin
Pau ra: 1a cac phuong tién chira da c6 tin gidu trong d6
- Tach thong tin tir cic phuong tién chira dién ra theo quy trinh nguoc lai véi

dau ra 1a cac thong tin d3 duoc gidu vao phuong tién chira.

Ehda gifiu tin

Phwrong tién chira
{audio, anh,

video)

Plorong tifn clova 48 duoc
gifu tin

I

Théng tin gifu

Hinh 2. 3: Lwore 6 chung cho qua trinh giai ma
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Hinh v& trén chi ra cic cong viéc giai ma thong tin d gidu. Sau khi nhan duoc
d6i trong phuong tién chira ¢ gidu thong tin, qua trinh giai ma dugc thuc hién thong
qua mdt by gidi ma twong ung vdoi bd nhing thong tin cung véi khod cia qua trinh
nhung. Két qua thu dwgce gdm phuong tién chira gbc va thong tin d gidu.

Trong dé tai nay tac gia da xdy dung mot chuong trinh gidu thong tin vao
trong anh sir dung k¥ thuat NSAS. Nhung dit liéu bang cach dich chuyén céc biéu dd
tan sd. Xay dung mot biéu dd anh cta anh géc dé c6 1 diém cuc dai va 1 dém cuc tiéu,
sau d6 cac dir liéu nhiing bang cach di chuyén biéu d6 tan s. K¥ thuat nay tim dugc vi

tri Max va chi khi nhép dung vi tri Max nay thi thong tin méi dugce tach ra.
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CHUONG 3

XAY DUNG THUAT TOAN GIAU TIN VA SU DUNG KY THUAT
NHAN DANG BAN RO DO TiM KHOA

Trong chuong 1 va chuong 2 tac gia da trinh bay cac ky thuat can thiét cho viéc
nhan dang ngdn ngit ty nhién va ing dung vao do tim khoa trong phan tich mat ma.
Trong chuong ndy tac gia s& trinh bay thuét toan trong mot ngdn ngit cu thé. Po 14
Phén loai ngon ngit Tiéng Anh va ban rd ngiu nhién. Sau dé tac gia di xay dung thuat
toan gidu thong tin trong anh két hop voi ky thuat nhan dang dé tim khoa. Ca 2 thuat

toan trén tac gia viét trén ngdn ngir Matlab 7.7.

3.1. Bai toan

Cho mdt mau vin ban x nao dé thudc ngdn ngit Anh hodc diy ngau nhién (chit
cai hodc chuyén sang mi co sd 16) nhung chua biét x thudc loai nao trong 2 loai néu

trén. Hay xadc dinh xem x thudc ngdn ngit cu thé nao.

Ta ky hiéu Ag 1a 16p dai di€én cho ngdén nglr khong doc duoce, A; dai dién cho 16p
ngodn ngit tiéng Anh. Vay bai toan 13 hiy xac dinh xem x thudc 16p dai dién nao trong

2 16p vira néu? (¢ day s6 k da duoc biét trude 1a k=2).

Noi dung thuit toin gdm 2 phan: Phan off-line (xdy dung co so dit lidu dé
may hoc) va phan on-line (phan nhan biét tryc tiép). Sau day 1a ndi dung cu thé cia 2

phan do6

3.2. Thuat toan nhin dang
3.3.1. Phan off-line.

Xay dung wéc lugng ma tran cac xac suat chuyén trang thai P cia mé hinh Markov
g v6i cac ngdn ngit tr nhién tiéng Anh. Trong udc lugng nay, tac gia chon do dai mau
xap xi 10.000 ky tu boé qua ddu gian cach tir diu cham (.), ddu phay (,), ..., khong phan
biét chit in hoa va chit in thudng. N6 1a tong hop céc loai van ban thudc cac chuyén nganh
khéc nhau: Chinh tri, kinh té, vin hoc, tin hoc, dia 1y, quan sy, thé thao, ngoai giao, lich
su, y té, gido duc, phap luat. Mdi loai duoc chon xép xi 1000 ky tu.
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Tinh tan s6 bo d61 moc xich cua day X, tic 1a ta tinh s6 1an xuat hién cac cap chix

céi la tinh cta day d6. Gid st, tan s cac chir cai d6 1an lugt duge ky hidu 1a X=(x;)

x (0 j) = {1 Néu cip (i,j) xuat hién tai thoi diém (vi tri) t va t+1
41\ -
’ 0

Trong truong hop khac. véii,j = a,b,...,z.

voit=1,N-1

n-1
RGrangtaco n; = ZX (i, J)1a s0 lan xuat hién cap ky tu (i,j) ding ké nhau.

t=1

tt+1

Ta cO XAc suat xuat hién cap (i,j) 1a Pjj . Do cdc ngén ngir c6 tinh dirng nén xac sut

chuyén P;; khong phu thudc vao t tir a:
.o |1 véi xac suat Py
X1 (I’ J) = { IJ
0
vO1 Xac SU.ét qQij = 1- Pij
Bay gio ta tinh ky vong todn hoc cta dai lwong ngau nhién njj, ta c6 ky vong

E[nij] = E{Extm(i,j)} = E(E-Xt,m(ia J)) = (n _1)Pij Vi, j;lS I, J <26

n.. , 7
Vi vay, 1o rang l1a —‘1 1a u6c lugng khong chéch doi véi tham s6 Py V Py, Bay

. . n.
gid, gia st cho i ¢o dinh, bing 1y luan hoan toan tuong tu, ta c6 —— 1a wSc lugng
r 26 -
khong chénh cua Pj; véi i co dinh. Trong d6 N, = Znij 1=1,2,...,26.
=1

Tuy nhién co tdn tai mot uGec lugng c6 chénh tdt hon ude luong khong chéch

theo nghia sai s6 trung binh binh phwong nhé nhat. Uéc luong d6 1a
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"N tC
Pj=—"—
n, +mc

trong do c la h@ing sb thuong dugc chon ¢=0,5 hodc c=1/m con

m=26 (S6 chit cai cua bang ngdn ngir). Néu ldy c=1/m ta c6
" n;+0,0385,

Pj=——:1,]=12,...,26
n +1

D6 1a ude lugng c6 chénh nhung véi sai s6 trung binh binh phuong bé nhét cua

xac suat chuyén Pj cua ma tran chuyén P trong md hinh Markov cua ngdén ngir ty

nhién Anh. Két qua tinh P;; duoc cho & bang tng sau:
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BANG 3.1. UOC LUQNG BQ POI MOC XiCH TIENG ANH (A,)

A|lB|C|D|E|F|[G]|HI|I K| L|M|N|O|P|Q|R|S|T|U|V|W]|X]Y
Al 42129832 1131|433 6 | 6523|171 2 | 14 g7 |77 127 7 |25 8 | 1 | 9
B | 13 56 8 23 11 15 4 [ 2 ]13 15
c | 33 7171 36 | 18 0] 91 51 | 3 10 29 | 11 3
D |41 [16|10] 5 |66 |18 3 | 9 |59 14156 [16]4 21 [ 18583 21] 5 |15 3
E |88 |20 |58 |126|57 | 41|20 | 16 | 51 4 |56 |57 |154|35 | 7 | 6 |[194]153|66 | 9 |26 | 31| 13| 5
Fl19] 3|51 ]2t 1]3]30 11 52 26| 8 [49] 7 [ 3|3 2
G|l2ao| 4| 3] 2|3 |1]3]15]18 6 4 | 21 1239 21| 9 5 1
H 1| 4 27111 5 | 1 | 6 |58 2 | 44 312186 3
| |40] 7 [ 8324|259 |11 2 | 38|26 [212] 58 1 |46 8 [120] 1 | 3 4
J 5 1 46 3
K 11 13 2 | 2 6 | 2 | 1 1
L |46 ] 2 |5 [12]65]| 7|5 44 1 [s4a] 2] 2]2] 1 16 | 23] 9 34
M |52 14| 1 67 1 7117 9 2] 3] 8 2
N | 42 [ 10 | 48 [126 | 63 | 19 [107 | 12 | 32 6 |6 |9 |7 547 47 1321 6 | 5 | 14 13
o| 71214175 97| 3] 514 19 2 [136] 13| 3 95 | 23 | 42 | 58 | 16 | 28 4
P19 1 37 4|8 15 | 1 28 | 9 3|14 76
Q 17
R [8 | 8 |16 |24 [177] 4 [ 8 | 8 | 78 10 6 | 26| 16 |60 | 4 24 [ 38|56 | 6 | 11| 4 29
s |66 | 9 |17 76 | 13| 1 |47 | 78 8 |11 |12 |58 | 7 |6 | 9 |4 12135 | 1 | 28 4
T | 59 | 23 79 | 6 | 2 |332]133 14106 |79 7 51 | 50 | 56 | 21 | 3 | 30 25
ul122]s 9 | 1|6 9 1 [20] 5 [38] 25 48 | 40 | 31 3 1
v |7 77 29 5 3
w311 39 33 | 36 4 111815 41 2 1
X |1 2 1 3 1] s 4 1
Yy |15 5 | 427 [12]2]%6]10 3|7 |5 2] 8 4 |16 | 31 5
z |1 4
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Tur s6 lidu & bang A,
A, =(ai(jl) L, j=1.2,...,26
ta chuyén sang cc bang B, theo cong thirc sau:

B,=(b®) i,j=12..,26

ij

Trong do:
1479 | .
7lg=— ifa >0 .
by’ = [ a0 } P77 212,26
11 if ai(jl) =0

Trong d6 Ig(.): 1a 16garit co s6 10
[x] = s6 nguyén 16n nhat nhung bé hon hoic bang x.

Hé s6 k = 7 nay 1a 1a két qua thyc nghiém gitp cho viéc nhan dang gitra cac 16p

duoc tot hon.
Goi A = (ajj)26x26 VOi @jj= 1/26 Vi,j = 1,2,...,26. Ma tran cua day ngau nhién.

Nhu vay, mdi phan tir Ag = ( aij(o)) cia ma tran b d6i cua diy ngau nhién 1a Hé

s6 14,79~ 12322 , 1ay 2 chir s6 thap phan sau dau phay.
Vidu3.1: [-15]=-2 [-1,95] =-2 [-1]=-1
[1,5]=1 [3]=3 [0,3]1=0

ta co bang nhu sau:

43



~

”

> <

Ol SANH CUA TIENG ANH VOI MAU NGAU NHIEN (B1)

”

C LUONG DPC

U0

2

BANG 3.2

11
11
11
11
11
11
11

11
11
11
11
11

11
11
11
11

11
11
11
11
11
11

11
11

11
11

11
11
11
11

11
11
11

11
11
11

11
11
11
11
11

11
11
11
11

11
11
11
11
11
11

11
11

11
11

11
11

11
11

11

11
11

11
11

11
11
11
11

11
11

11
11
11
11
11

11
11
11
11
11
11

11

11

11

11

11

11

11

11

11

11

11
11

11

11
11
11

11

QIR[IS|ITIUIVIW[X|Y|[Z

11
11

11

11
11

11

11
11
11

11

P

11

11

11
11

11

11
11

11

11

11

11

11

11

11

11

11

11

11

11
11

11

11

11

11

11

11
11

11

11

11

11

11

KILIMI[N]O

11

11
11

11
11

11

11
11
11

11
11
11
11
11

J

11
11
11
11
11

11

11
11
11

11
11
11
11
11
11

11

11

11

H

11

11
11

11

11
11

11

11

G

11

11
11

11

11
11

11
11
11

11

F

11

11
11

11

11
11

11
11

11

11

11

11

11
11

11

11
11

11
11
11

11

11

11
11

11
11

11

11

11

11
11

11

11

11

11

A[B|C|D]J|E

11

11

44



3.3.2. Phan on-line

Gia st X 12 mau ndao d6 X = x1Xp..Xy V6i xie{a,b,...z}, i=1,2,..,N. Vén dé dit ra

X thudc ngdn ngit Tiéng Anh hay 14 mot diy ngiu nhién nao d6?
Ta tién hanh nhu sau:

Stepl: Tinh tan so0 by d6i moc xich cua day X, tic 1a ta tinh so lan xuat
hién cac cdp chir cai la tinh ctia day d6. Gia su, tan s cac chir cai do lan

lugt duge ky hiéu 1a F= (f;) véiij=ab,....z.

1 Néucp (i,j) xut hién tai thoi diém (vi trf) t va t+1

f ()=
t,t+1( J) 0

Trong truong hop khac véi t=1,N -1

Step2: i=0

Step3: Tinh Tr(F.B) bing cong thirc

C :ZZ T3y

A
j=a k=a
Step4: Néu C > 0 thi thuat toan ding va két luan X thudc 16p diy ngau
nhién
Step5: Néu C = 0 thi thuat toan thong bao yéu cau nhap thém do dai cua
mau can kiém tra va quay lai Stepl.

Step6: Néu C = 0 sai thi thuat toan két thuc va thong bao X thudc ban
15 Tiéng Anh.
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Tinh tan sb bd d6i moc xich cua diy X luu vao
bang F

i—N

y

\4
B > Tinh C = ZZ fjkbjk

j;a k=a
T F T Thi tuc 14y
thém d¢ dai
clia mau va tra
F V(’; X tinh ﬁén
A\ 4 l
X 1a diy ngau X 1a doc dugc
nhién (X 1a Tiéng Anh)
v
End.

Hinh 3.1. So' @6 khéi cua thuat toan
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3.3. Thuat toan NSAS

Pau vao: 1 anh cap xam, chudi thong diép.

Pau ra: Anh giau tin

Buée 13 Quét tat ca cac anh va xdy dung biéu dd tan sut Hi(X), X € I|1255| :
Trong histogram, c6 diém cyc dai a, diém cyc tiéu b. Khong mat tinh khai quét, gia st
a<b.

Buée 2: Thiét 1ap k = 0. Gia tri k dugc sir dung dé cho biét s bit dir liéu nhung.

Buée 3: Quét tt ca cac anh 1 1an nita. Néu quét duoc gia tri diém anh a, trich 1
bit dir liéu tr S, thiét 1ap k = k +1 va tiép tuc budc 4 dé nhung dit liéu S, néu khong,
thuc hién budc 5.

Buée 4: Néu bit dir liéu 1a 1, thi thiét 1ap gia tri diém anh quét duoc 1a a+1, néu
khong c6 thay d6i gi cho nhiing diém anh nay, quay lai budc 3 tiép tuc qua trinh
nhung.

Buée 5: Néu tit ca cac gia tri diém anh quét dugc nam trong khoang (a, b), thi cong
cac gia tri diém anh d6 thém 1. Ghi lai vi tri cdc diém anh c6 gié tri diém anh = b.

Thuat toan tach tin:

Piu vao: Anh gidu tin.

Piu ra: Anh khoi phuc va chudi thong diép.

Buée 1: Thiét 1ap k = 0.

Buée 2: Quét tat ca cac anh theo thtr ty nhu trong qua trinh nhung. Néu quét
duoc gia tri 1a a, thi dat k = k+1 va tach bit 0 khoi a. Néu quét duogc gia tri la a+1, thi k
= a+1 va tach bit 1 ra khoi a. Néu gia tri quét nam trong khoang (a, b) thi cac gia tri
diém anh quét duogc trir di 1. Néu vi tri cac diém anh duoc ghi trong ban d6 L, thi thiét
1ap gia tri cac diém anh quét duoc 1a b.

Buée 3: Lap lai bude 2 cho dén khi k =S|
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3.3. Ung dung nhan dang ngén ngir tiéng anh tim khéa ciia thuit toin NSAS.

Bit du

A 4

Anh gidu tin

v
—> Thuc hién k¥ thuat tach tin voi vi tri Max.
Max = Max+1 Max€ [0,255],Max =0

A 4

Tinh tan sb bo d6i moc xich cia diy X luu vao bang F
Thuc hién k¥ thudt tach tin véi vi tri Max.

v
T C :ZZ fjkbjk

j=a k=a

Max

A\ 4
Két thuc

Hinh 3.2. So' @6 khéi cua thuat toan
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3.4. M6t sé vi du
Vi du 3.1: Ta kiém tra mau vin ban:
Cho X =Thoong xoth phaart iuoof ghtfc ytrung phoith ghuiyr jokjp.
Vay véi thuat todn thi nd nhan ra nhu thé nao. Qua trinh thuc hién nhy sau:

Step 1: Tinh tAn sé bd d6i moc xich, duge bang sau (Ky hiéu 1a bang F)

A|/B|C|DIE|F|IG|H|I|[J|K|L|IM|N|O|P|Q|R|S|T|U|V|W
All 1

B

Cc

D

E

F 1 1

G 2

H|1 1 2|1

I 11
J 1)1

K 1

L

M

N 2

@) 1 1 1 112 1
P 2

Q

R 1 11
S

T 1 3|1 1

U 1 1)1

\

W

X 1

Y 1 1
y4
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z Z
Str dung bang B,: tinh C= ZZ fjkbjk

j=a k=a

Dong | Cac phép tinh tuong ung trén dong cua bang B, va F

A 1.4+ 1.(-6) +

C 1.(4) +

F 13+18+

G 2.(-8) +1.8+

H 111+ 1.8+ 2.(-4) +1.(-4) +1.(-2) +

| 1.(-7)+18+1.11+

J 1.11+1.11 +

K 1.11+

N 1.(-7) +

o 13+10+111+1.(-7)+0.2+1.(-4) +
P 111+

R 18+ 1.(5)+1.2+

T 1.(-6) + 1.(-10) + 1.(-7) + 1.(-4) +

U 1.1+1.(-3) +1.(6) +

X 111+

Y 1.4+1.(-3)= 57

Vay C=26 > 0. Suy ra X la van ban khong doc duogc.
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Vi du 3.3: Cho van ban X= In cryptanalysis, how can a computer program

recognize when it has discovered all or part of the secret message:

Tinh tan s6 b d6i moc xich, dugc bang sau (Ky hiéu 14 bang F)

A|B|C|D|E|F|{G|H|I|J|K|L|M|N|O|P|Q|R|S|T|U|V|W|X]|Y
A 1 1 21112 1)1
B
cl|1 3 2
D 1
E 21 1 221 1
F
G 1 1 1
H|1 2 1
| 1 1(1
J
K
L 1 1 1
M 1 1
N |21 2 1
0 1|21 1 1 1)1
Pl1 1)1
Q
R 3 3 1 1
S 1111 1)1 1
T 1 2 1 1
U 1
v 1
w 1 1
X
Y 1 1
z 1

z z
Str dung bang B;: tinh C= ZZ fjkbjk
j=a k=a

o1




Dong Cac phép tinh trong tng trén dong cta bang By va F
A 1.(-3) + 1.(-3) + 2.(-5) + 1.(-2) + 2.(-8)+1.(-6)+1.(-6)+
c 1.(3) +3.(4)+21+
D 1.(-4) + 1.(5) +
E 2.(-5) + L.(-7) + 1.(-8) + 2.(-8) + 2.(-8) + 1.(-5) + 1.(-3)+
F 1.(-4) +
G 1.(-3) +1.(4)+1(-2) +
H L(11) +2.(-9) + 1(-4) +
| 1.(-9) + 1.(-6) + 1.(-7) +1.(-6) +
L 1.(-4) +1.(-2) + 1. (-3) +
M L(5)+11+
N 2.(-4)+2(3)+1(2) +
0 1.(-6) + 2.4 + 1.6 + 1.(-6) + 1.(-4) + 1.(-5) +
P L(-1) + 111 +1.2+1.2+
R 1.(-6) + 3.(-8) + 3.4 +1.2+1.(-3)+
s 1.(-5) + L(-1) + 1.(-2) + 1.(-8)+1.(-1) +1.(-6)+1.(-3) +
T 1.(-5)+L.(-6)+ 2.(-10) + 1.0 + 1.(-6) +
u 1.(-3) +
W 1.8+1.(-3)+
Y (1) +11+
z 14=-271

Vay C = -357 < 0. Suy ra X 14 vin ban Tiéng Anh.

3.5. Két qua dat dwoc

Tac gia da xdy dung chuong trinh viét bang Malab 7.7 dé thr nghiém diém

kiém dinh theo quy trinh nhan dang va tim khéa nhu da dé xut.

Cac mau thtr dugc lua chon 1a tai lidu tiéng Anh thudc cac linh vuc: Chinh tri,

kinh té, van hoc, tin hoc, dia 1y, quan su, thé thao, ngoai giao, lich str, y té, gido duc,

phap luat; voi d§ dai khac nhau.
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P chinh xic trong cac truong hop lay do dai kiém tra khac nhau

Do dai Tiéng Anh Diy ngiu nhién
(Ky tw) . .
T.s0 Pung Ty 1€ T.So Pung Ty 1€
50 200 198 99,5% 20 18 90%
60 200 199 99% 20 20 100%
70 200 200 100% 20 20 100%
80 200 200 100% 20 20 100%

Do chinh xac trong cac truwong hop tim khoa

Do dai Ung dung nhin dang tim khéa
(Ky tw) .
T.s0 Ty 1€
50 150 100%
60 150 100%
70 150 100%
80 150 100%

3.6. Panh gia thuat toan

Thuat toan dwa trén xich Markov cip 1 hitu han trang thai. Xay dung udc lugng
ma trin cic x4c sudt chuyén trang thai cia moé hinh Markov tmg v&i ngén ngir tu
nhién tiéng Anh. Tinh tan s6 bd d6i moc xich cua day ky tu thuat toan nhan dang dugc
van ban tiéng anh . Thuat toan nay c6 kha nang mé rong ra 4p dung cho vi¢c nhan
dang cho moi ngén ngit. Dé nhan dang cac ngdn ngit khac chung ta ciing cin xay
dung bang tan sd bo d6i méc xich cho ngdn ngir d6 gidng nhu bang Al va xay dung
cac bang dbi sanh giira cic ngon ngir giéng nhu B1.

Trong phan tng dung nhin dang ngdn ngit cho viéc tim khéa, do thoi gian
nghién ctru han ché tac gia chi thuc hién trén thuat toan cu thé v4i 1 khoéa duy nhét .
Viéc ing dung nhan dang cho viéc tim khoéa s€ lam giam bdt thoi gian cho nguoi tham

ma giup ngudi thdm ma c6 thé thuc hién cong viée tot hon.
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KET LUAN

Trong luan van cua minh, em da tap trung nghién ctru cac k¥ thudt nhan dang
ngdn ngir tu nhién, tim hiéu phuong phap gidu théng tin trong anh va tng dung nhan

dang dé tim khoa véi thuét toan giéu tin cu thé luan vin da dat dugc cac két qua sau:

e Trinh bay nhitng van dé co ban nhat cta k¥ thuit nhan dang néi chung, céc
hudng nghién ciru hién nay trén thé gidi.
e Trinh bay van dé co ban vé gidu tin trong anh va xay dung thuat toan gidu tin

trong anh.
e Xay dung dugc thuat toan nhan dang nhanh ban r6 ngoén ngit tu nhién Anh.
e Xay dung dugc thuét toan tmg dung nhan dang ngdn ngir dé tim khoa.

e Céc thuat toan duoc thé hién trén may PC bang ngon ngir Matlap, két qua thir

nghi¢m tt, nhanh.
* Nhirng van dé c6 thé nghién ciru tiép tuc:

Tir thuat toan ndy ta c6 thé md rong ra tinh toan nhan dang ban rd Tiéng Phép,
Tiéng Pirc... va cac ngdn ngit la tinh va phi la tinh khac. Ta thdy van dé kho khin
nhat ciia viéc xay dung thuat toan chinh 13 phan offline hay 1a xay dung duoc ma tran
tan sd bo doi moc xich (B1) ctia ngdn ngir can nhan dang (cai nay doi hoi sy hiéu biét
vé ngdn ngit dé chon lya cic mAu tinh toan va thoi gian cong stic 10n). Vi do chinh
xac cang cao thi do chinh xac cta bang ddi sanh giita cic ngdn ngit cang cao (B1).
Khi d6, thuat toan tinh toan cho ra mot két qua tét hon chi véi diy mau ngin; giup cho

hé théng chay nhanh khi véi s6 lugng mau khéng 16.
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LOI CAM ON

Em xin chén thanh cam on céc thay c6 trong bd mén tin ciing nhu cac thay cd
trong truong da trang bi cho em nhiing kién thirc co ban can thiét dé em cé thé hoan
thanh bao cao.

Xin chan thanh cam on céac anh, c4c chi va cac ban sinh vién K12 truong Pai hoc
Dan Lap Hai Phong da luén dong vién, giup d& va nhiét tinh chia sé véi to1 nhitng
kinh nghiém hoc tap, cong tac trong sudt khoa hoc.

Pic biét em xin bay to long biét on sau sic dén TS.HO Vin Canh d3 tan tinh

gitp do em hinh thanh, nghién ctru va hoan chinh luan vén.

Mic du d3 c6 nhiéu cd géng, song do sy han hep vé thoi gian, diéu kién nghién
ctru va trinh d9, luan vin khong tranh khoi nhitng khiém khuyét. Em chan thanh mong

nhan dugc sy dong gop ¥ kién cia cac thdy, co gido.
Mot lan nita em xin cam on!
Hdai Phong, thang 11 nam 2012
Nguwoi thue hién luan van

Nguyén Doin Tung
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