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LOI MO DAU

Sy phét trién vuot bac caa cdng nghé mang dan dén van dé an toan thong tin
trong 1a rat quan trong. C6 nhiéu phuong phap dé trao ddi théng tin mat, trong d6
phuong phap ma héa thong tin dwgc coi 1a xuat hién sém nhat, tuy nhién phuong phap
nay lam cho ngudi ta d& phat hién. Do d6 v6i mot phuong phap khac giu tin trong dit
liu da phuong tién duge coi 13 “vé hinh” dbi voi nguoi ding. Trong mét sé trudng
hop dé dam bao an toan cho thong tin dem gidu ngudi ta di két hop ca hai phuong
phap nay. Trong dé tai ndy s& st dung phuong phiap mi héa AES (advanced
encryption standard) dé ma héa théng tin mat trudc khi gidu vao trong anh bing
phuong phap gidu trén sai phan. Noi dung béo cao gom 3 chuong chinh sau:

> Chuong 1. Tong quan vé giau tin trong anh va ma hoa théng tin. Gidi
thiéu vé mot sé dinh nghia gidu thdng tin, méi trudng gidu tin, so luoc
vé md hinh gidu tin co ban, cu trdc anh bitmap. Giéi thiéu tong quan vé
ma hda théng tin, phuong phap ma hoa AES.

> Chuong 2. Gigi thiéu k§ thuat giau tin trén sai phan. Thuat toan, so do
thuat toan, vi du minh hoa cua qué trinh giau tin st dung két hop ma hoa
AES voi ki thuat giau tin trén sai phan.

» Chuong 3. Cai dat va thir nghiém. Pua ra méi truong cai dat, gidi thiéu
giao dién chuong trinh va chay thir nghiém trén mot sé anh.
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Chuwong 1. TONG QUAN VE GIAU TIN TRONG ANH VA MA
HOA THONG TIN

1.1. Pinh nghia giau thong tin
1.1.1. Pinh nghia

Giau thdng tin 1a k¥ thuat gidu (hodc nhing) mot luong théng tin sé nao d6 vao
trong mot ddi tuong dix liu sé khac (“gidu tin” nhiéu khi khéng can phai chi hanh
dong giau cu thé ma chi mang y nghia quy uéc).

Dinh nghia trén mang tinh tong quat vé giau tin. Xét riéng trong ky thuat giau
tin mat (Steganography), nhitng dinh nghia sau day cu thé hon va duoc chia theo cac
hé giau tin mat. Tur d6, cac hé thdng gidu tin mat c6 thé chia thanh ba loai nhu:
1.1.1.1. Gidu tin thuan tuy (Pure Steganography)

Mot bo 4 o(C, M, D, E), trong d6 C 1a tap cac phuong tién chira thdng tin can
giau, M la tap théng diép can giau véi |C[>[M|, E: CxM — C la mot ham nhing théng
diép M vao phuong tién chira C va D: C — M la ham giai tin sao cho D(E(c, m)) = m
véi moi m € M, ¢ € C duoc goi la mot hé pure Steganography.
1.1.1.2. Giau tin dung khoa bi mdt (Secret key Steganography)

Mot bo nam o(C, M, K, Dk, Ek), trong do C la tap cac phuong tién chira thong
tin can giau, M Ia tap théng diép can giau voi |[C[>M|, K 1a mot tap khoa bi mat, Ek:
CxMxK — C la mdt ham nhing thong diép M vao phuong tién chira C sir dung khoa
K va Dk: C x K— M la ham giai tin sao cho Dk(Ek(c, m, k), k) = m vi moi m € M, ¢
€ C va k € K dugc goi la mot hé Secret key Stegangraphy.
1.1.1.3. Gidu tin dung khoa cong khai (Public Key Steganography)

Gidng nhu 12 hé md mat khoa cong khai, hé gidu tin mat khoa cong khai khdng
sir dung viéc truyén khoa bi mat ma sir dung hai khoé la khoa bi mat va khoa cong
khai. Khoa cong khai dugc luu trong co s¢ dir liéu cong cong. Pugc sir dung trong qua
trinh giau tin. Con khoa bi mat duoc sir dung trong qua trinh giai tin.

1.1.2. Muc dich ciia gidu tin

Giau tin c6 hai muc dich:

> Bao mat cho nhirng dir liéu duoc gidu.
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> Bao dam an toan (bao vé ban quyén) cho chinh cac dbi twong chira di
liéu gidu trong do.
C6 thé thay hai muc dich nay hoan toan trai ngwoc nhau va dan phét trién thanh
hai linh vyc véi nhitng yéu cau va tinh chat khac nhau.

Giau thong tin
[

Giéu tin bi mat Thuy van sé
(Steganography) (Watermarking)

Hinh 1.1. Hai linh vuc chinh cua k¥ thuat gidu théng tin

K§ thuat gidu thdng tin bi mat (Steganography): véi muc dich dam bao an toan
va bao mat thdng tin tap trung vao cac k¥ thuat gidu tin dé c6 thé gidu duoc nhiéu
thong tin nhat. Thong tin mat duoc gidu ki trong mot déi tuong khac sao cho ngudi
khéac khéng phéat hién duoc.

K¥ thuat gidu thoéng tin theo kiéu danh gidu (watermarking) dé bao vé ban
quyén cua d6i twong chtra thdng tin tap trung dam bao mot sé cac yéu cau nhu dam
bao tinh bén viing... ddy 1a ng dung co ban nhit cua k§y thuat thiy van sb.

1.2. M@ hinh giau thong tin co ban

Gi4u thong tin vao phuong tién chira va tach lay théng tin la hai qua trinh trai
nguoc nhau va c6 thé mo ta qua so do khoi cia hé thong nhu sau:

1.2.1. So dé gidu tin

Théng tin can

gidu M
\/—\ \ \/\ Phan phéi
Phuong tién Phuong tién pno

chua C (file &m
thanh, hinh
anh...)

\/\%

Khoa giau tin

B6 nhing chtatinda [ >
thong tin ::> duoc giau tin

(s)

Hinh 1.2. So db gidu tin.
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< DAu vao:

> Thong tin can gidu tly theo muc dich cia nguoi sir dung, nd cé thé l1a
thong diép (véi tin gidu bi mat) hay céc logo, hinh anh ban quyén.

> Phuong tién chia: cac file anh, text, audio... 1a méi trudng dé nhing tin.

> Khoa la thanh phan dé g6p phan lam ting do bao mat.

> Bo nhing théng tin: 1a nhitg chwong trinh thuc hién viéc gidu thong tin.

< DPaura:

> La cac phuong tién chira thong tin da gidu trong do.

Téch thong tin tir cac phuong tién chtra dién ra theo quy trinh nguoc lai véi dau

ra 1 cac thong tin di duoc gidu va phuong tién chira. Phuong tién chtra sau khi tach
lay thdng tin c6 thé dugc sir dung, quan Iy theo nhitng yéu cau khéac nhau.

1.2.2. So db tach tin

)

Phuong tién
chtra tin da
duogc gidu tin
(S)

Khoa giau tin

Bo nhang
thong tin

Théng tin can
giau M

Hinh 1.3. So dd tach tin.
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1.3. Mdi trweong giu tin
1.3.1. Gidu tin trong @énh

Giau thong tin trong anh, hién nay, 1a mot bo phan chiém ti 1& 16n nhat trong
céc chuong trinh (ing dung, cac phan mém, hé thong gidu tin trong da phuong tién boi
luong thong tin duogc trao doi bang anh 14 rat 16n va hon nita gidu thong tin trong anh
cling dong vai tro hét sirc quan trong trong hau hét cac wng dung bao vé an toan théng
tin nhu: nhan thuc thong tin, xac dinh xuyén tac thdng tin, bao vé ban quyén tac gia,
diéu khién truy cap, giau théng tin mat... Chinh vi thé ma van dé nay da nhan duoc su
quan tam rat I6n caa cac nha ca nhan, t6 chuc, truong dai hoc, va vién nghién ctu trén
thé gioi.

Théng tin s& duoc giau cung voi dir liéu anh nhung chat luong anh it thay doi
va chang ai biét duoc dang sau anh dé6 mang nhiing thong tin c6 y nghia. Ngay nay,
khi anh sé da duoc sur dung rat pho bién, thi gidu théng tin trong anh di dem lai rat
nhiéu nhirng tng dung quan trong trén nhiéu linh vuc trong doi séng x& hoi. Vi du nhu
d6i vai cac nudc phat trién, chir ki tay da duoc s6 hoa va luu trit st dung nhu 13 ho so
ca nhan cua cac dich vu ngan hang va tai chinh, n6é dwoc ding dé xéac thuc trong céc
thé tin dung cua ngudi tiéu dung. Phan mém WinWord cua MicroSoft ciing cho phép
ngudi dung lwu trir chit ki trong anh nhi phan réi gan vao vi tri nao dé trong file van
ban dé dam bao tinh an toan cua théng tin. Tai liéu sau d6 dugc truyén truc tiép qua
may fax hoic luu truyén trén mang. Theo d6, viéc nhan thuc chix ki, xac thuc thdng tin
d3 tro thanh mot van dé cuc ki quan trong khi ma viée an cap thong tin hay xuyén tac
thong tin boi céc tin tic dang tro thanh mot van nan ddi véi bat ki qudc gia nao, to
chtrc nao. Thém vao d6, lai o rat nhiéu loai thong tin quan trong can dwgc bao mat
nhu nhitng théng tin vé an ninh, thong tin vé bao hiém hay céc thong tin vé tai chinh,
cac thong tin nay dugc s6 hod va luu trit trong hé thong may tinh hay trén mang.
Chung rat dé bi lay cap va bi thay doi boi cac phan mém chuyén dung. Viéc nhan thyc
cling nhu phét hién thdng tin xuyén tac da tré nén vo cing quan trong, cap thiét. Va
mot dic diém cua gidu thong tin trong anh d6 1a thong tin duoc gidu trong anh mot
cach vo hinh, né nhu 1a mot cach ma truyén théng tin mat cho nhau ma nguoi khéac
khong thé biét duoc bai sau khi gidu thdng tin thi chat lugng anh gan nhu khong thay
d6i dic biét ddi véi anh mau hay anh xam.

1.3.2. Gidu tin trong audio

Giau thong tin trong audio mang nhitng dic diém riéng khac vai gidu thong tin
trong cac dbi twong da phuong tién khac. Mot trong nhitng yéu cau co ban cua gidu tin
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12 dam bao tinh chat an cua thong tin dugc gidu dong thoi khong 1am anh hudéng dén
chat luong cua dix liéu gdc. DE dam bao yéu cau nay, ky thuat gidu thdng tin trong anh
phu thudc vao hé thdng thi giac cua con ngudi - HVS (Human Vision System) con k§
thuat giau thong tin trong audio lai phu thudc vao hé théng thinh giac HAS (Human
Auditory System). Va mot van dé kho khin & day 1a hé théng thinh giac cia con ngudi
nghe duoc cac tin hiéu ¢ cac giai tan rong va cong suit 16n nén da gay kho d& ddi véi
cac phuong phap giu tin trong audio. Nhung that may 1a HAS lai kém trong viéc phat
hién sy khac biét cac dai tan va cdng suat diéu nay c6 nghia 13 cac am thanh to, cao tan
c6 thé che gidu dugc cac &m thanh nho thip mot cach d& dang. Cac mé hinh phan tich
tam 1i da chi ra diém yéu trén va thong tin nay sé& gidp ich cho viéc chon cac audio
thich hop cho viéc giau tin. Van dé kho khan thir hai ddi véi gidu thdng tin trong audio
la kénh truyén tin. Kénh truyén hay bing théng cham s& anh huéng dén chét luong
thong tin sau khi giau. Vi du dé nhiing mot doan java applet vao mot doan audio (16
bit, 44.100 Hz) c6 chiéu dai binh thuong thi cac phuong phap noi chung ciing can it
nhét 1a 20 bit/s. Giau thong tin trong audio doi hoi yéu cau rat cao vé tinh dong bo va
tinh an toan cua thong tin. Cac phuong phap gidu thong tin trong audio déu lgi dung
diém yéu trong hé thdng thinh giac ciia con ngudi.

1.3.3. Gidu thdng tin trong video

Ciing giébng nhu giau théng tin trong anh hay trong audio, giau tin trong video
cling duoc quan tdm va duoc phét trién manh mé cho nhiéu wng dung nhu diéu khién
truy cap thong tin, nhan thuc théng tin va bao vé ban quyén tac gia. Ta co thé lay mot
vi du 1a cac hé thong chuong trinh tra tién xem theo doan véi cac video clip (pay per
view application). Cac k¥ thuat giau tin trong video ciing duoc phét trién manh mé va
cling theo hai khuynh huéng 1a thuy van sé va data hiding. Nhung phan gigi thiéu nay
chi quan tam t&i cac k¥ thuat gidu tin trong video. Mot phuong phép giau tin trong
video duoc dua ra boi Cox 1a phwong phap phan bé déu. Y tudng co ban cua phuong
phép 1a phan phéi thdng tin gidu dan trai theo tan sé cua dit liéu chira gbc. Nhiéu nha
nghién ctru d3 dung nhitng ham cosin riéng va cac hé s truyén song riéng dé giau tin.
Trong céc thuat toan khoi nguén thi thudng céc ki thuat cho phép gidu céc anh vao
trong video nhung thoi gian gan day cac k¥ thuat cho phép gidu ca &m thanh va hinh
anh vao video. Nhu phuong phap ciia Swanson dd sir dung phuong phap giau theo
khdi, phuong phap nay da giau duoc hai bit vao khéi 8*8. Hay gan ddy nhat 13 phuong
phap caa Mukherjee 13 ki thuat gidu audio vao video sir dung cu triic lui da chiéu...
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1.3.4. Gidu théng tin trong vin ban dang text

Giau thong tin vao c&c vin ban dang text khé thyc hién hon do ¢6 it cac thong
tin du thira, dé 1am duoc diéu nay nguoi ta phai khéo 1éo khai thac cac du thira tu
nhién caa ngdn ngit. Mot cach khac 1a tan dung cac dinh dang van ban (ma héa théng
tin va khoang cach gitra cac tir khéa hay cac dong van ban). Tir noi dung cua théng
diép can truyén di, ngudi ta ciing c6 thé s dung vin pham phi ngit canh dé tao nén céc

vin ban “phuong tién chira” roi truyén di.
1.4. Mgt sé wng dung caa ky thuat giau tin

Giau tin trong anh sé ngay cang dwgc (ng dung rong réi trong nhiéu linh vuc.
Céac ung dung c6 st dung dén giau tin trong anh sé co thé 1a: Bdo vé bdn quyén tac
gig@ (Copyright Protection), Piém chi sé (fingerprinting), Gan nhan(Labelling), Gidu
thong tin mdt (Steganography)...

Bdo vé bdn quyén: La Gng dung co ban nhat cua ky thuat thay van sé
(watermarking) - mot dang cua phuong phap giau tin. Mot thong tin nio d6 mang y
nghia s& hitu quyén tac gia (ngudi ta goi né 1a thuy van - watermark) s& dwoc nhing
Vvao trong c&c san pham, thiy van d6 chi c6 mot minh nguoi cha sé hiru hop phap cac
san pham dé c6 va duoc ding 1am minh ching cho ban quyén san pham. Gia st ¢6
mot thanh pham dir liéu dang da phuong tién nhu anh, am thanh, video can dugc luu
thdng trén mang. Dé bao vé cac san pham chdng lai hanh vi lay cap hoac lam nhai can
phai c6 mot ky thuat dé “dan tem ban quyén” vao san pham nay. Viéc dan tem hay
chinh 1a viéc nhung thity van can phai dam bao khong dé lai mot anh huong Ién nao
dén viéc cam nhan san pham. Yéu cau ki thuat doi véi ung dung nay la thiy van phai
t6n tai bén viing cling véi san pham, muén bo thay van nay ma khong dugc phép cua
ngudi chu sé hitu thi chi con cach 1a phéa hity san pham.

Diém chi sé: Muyc tiéu cua diém chi s6 1a dé chuyén théng tin vé nguoi nhan
san pham phuong tién s6 nham xac dinh day 1a ban sao duy nhat cta san pham. Vé
mit ¥ nghia diém chi s6 tuong ty nhur s6 X& ri cua phan mém.

Gan nhan: Tiéu dé, chd giai va nhan thoi gian ciing nhu cac minh hoa khac c6
thé dugc nhing vao anh, vi du dinh tén ngudi 1én anh cia ho hoic dinh tén ving dia
phuong 1én bang d6. Khi d6 néu sao chép anh thi cling s& sao chép ca cac dit liéu
nhang trong nd. Va chi ¢ chi s hiru cua tac pham, ngudi co duoc khoa mat (Stego-
Key) méi c6 thé tach ra va xem céc chd giai nay. Trong mét co so dit liéu anh, nguoi
ta c6 thé nhing cac tir khod dé cac dong co tim kiém c6 thé tim nhanh mét buc anh.
Néu anh 1a mot khung anh cho ca mot doan phim, ngudi ta ¢ thé gan ca thoi diém
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dién ra su kién dé dong bo hinh anh véi &m thanh. Nguoi ta ciing c6 thé gan sé lan anh
duoc xem dé tinh tién thanh toan theo s 1an xem.

Gidu théng tin mdt: Trong nhiéu trueong hop sir dung mat ma c6 thé gay ra su
chd y ngoai mong muédn. Ngoai ra viéc sir dung cong nghé ma hoa c6 thé bi han ché
mot sb ki thuat gidu tin trong anh mau hodc cidm sir dung. Nguoc lai viéc gidu tin
trong moi truong nao do6 rdi gui di trén mang it gay sy chd y. C6 thé dung nd dé gui di
mot bi mat thuong mai, mot ban vé hoac cac théng tin nhay cam khac.

1.5. C4u tric anh bitmap

Bang 1.1. Cau tr(c anh bitmap.

Bitmap Header (54 byte)

Color Palette

Bitmap Data

Mai file anh Bitmap gom 3 phan theo bang sau:
1.5.1. Bitmap header

Thanh phan bitcount (Bang 1.2) cua cau trdc Bitmap header cho biét sé bit danh
cho mdi diém anh va s6 luong mau 16n nhat cua anh.

Bang 1.2. Thong tin vé Bitmap header.

Byte thir Y nghia Gia tri

1-2 Nhan dang file ‘BM’ hay 19778

3-6 Kich thudc file Kiéu long trong Turbo C

7-10 Du trix Thuong mang gia tri 0

11-14 Byte bat d¢au ving dit liéu Offset cuia byte bat dau ving dir
liu

15-18 S6 byte cho viing thong tin -~ | 4 byte
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19-22 Chiéu rong anh BMP Tinh bang pixel

23-26 Chiéu cao anh BMP Tinh bang pixel

27-28 Sé Planes mau Cédinhlal

29-30 S6 bit cho 1 pixel (bitcount) | Cothélal, 4, 8, 16, 24 tly theo
loai anh

31-34 Kiéu nén dix liéu 0: Khong nén

1: Nén runlength 8bits/pixel
2: Nén runlength 4bits/pixel

35-38 Kich thuéc anh Tinh bang byte

39-42 Do phan giai ngang Tinh bang pixel/metter
43-46 Do phan giai doc Tinh bang pixel/metter
47-50 S6 mau sir dung trong anh

51-54

S6 mau dugc sir dung khi

hién thi anh

1.5.2. Palette mau
Bang mau caia anh, chi nhitng anh nho hon hodc bang 8 bit mgi ¢6 bang mau.

Bang 1.3. Bang mau cua anh Bitmap.

Pja chi (Offset) Tén Y nghia
0 RgbBlue Gia tri cho mau xanh Blue
1 RgbGreen Gia tri cho mau xanh Green
2 RgbRed Gia tri cho mau do
3 RgbReserved Du trix
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1.5.1. Bitmap data

Phan nay nam ngay sau phan Palete mau cia anh BMP. Pay 1a phan chira gia tri
mau cuaa diém anh trong anh BMP. Cac dong anh duoc luu tir dudi 1én trén, cac diém
anh duogc luu tir trai sang phai. Gia tri caa mdi diém anh 12 mot chi sé tro téi phan tu
mau tuong (ng trong Palete mau.

1.6. Téong quan vé ma hoa thong tin
1.6.1. Cac khai niém
1.6.1.1. M4t ma hoc

Mat ma hoc 1a mét nganh khoa hoc nghién ctu vé viéc giau théng tin. Cu thé
hon, mat ma hoc 1a nganh hoc nghién cau vé nhitng cach chuyén ddi thong tin tur
dang "c6 thé hiéu dugc” thanh dang "khong thé hiéu duoc" va nguoc lai.

Mot s6 khai niém trong mat ma hoc gdm: M& hoa (encrypt hay encipher), Giai
ma (Decrypt hay decipher), Ban rd (Plaintext), Cipher (hay cypher), Khoa (Key).

1.6.1.2. H¢ mat ma (Crypto System)
Mot hé mat mé la bo 5 (P,C,K,E,D) théa man céac tinh chat sau:
1. P lakhdng gian ban rd: 1a tap hitu han cac ban rd co thé co.
2. C lakhong gian ban ma: 1a tap hitu han cac ban ma c6 thé co.
3. K la khong gian khoa: la tap hitu han cac khoa cé thé co.
4

. Déi voi mdi keK, c6 mot quy tic ma hoa e €E va mot quy tic giai ma
twong wng dy€D. Véi mdi e P — C va di: C — P 1a nhitng ham ma
dr(ex(x))=x cho moi ban r6 xeP. Ham giai ma dy chinh la anh xa nguoc
cua ham ma hoa e,.

1.6.1.3. Nguyén tic Kerckhoffs

Mot hé mat ma s& duoc an toan ngay ca khi tit ca moi tha trén hé théng do 1a
cong khai ngoai tru khoa (key).

"Thuit toan ma héa duoc tao ra khdng can phai gitt bi mat, ¢d thé duoc cong b
cong khai, roi vao tay quan dich ma khong c6 bat ky sy phién phac ndo ca”.
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1.6.2. Tinh chdt ciza ma hoa théng tin

M4 hoa thong tin phai dam bao cac tinh chat sau: Tinh bi mat (Confidentiality),
tinh x&c thuc (Authentication), tinh toan ven (Integrity).
1.6.3. D an toan cia hé mdt ma

D6 an toan cua thuat toan phu thudc vao do phac tap cua nd. Cac yéu to xem
Xét thuat todn an toan 1a chi phi hay phi ton, thoi gian can thiét dé pha vé, luong dit
liu dé pha vé.
1.6.4. Cac phwong phdap ma hoa
1.6.4.1. M& hoé cé dién (Classical cryptography)

Phuong phap nay la tién than cua cac phuong phap ma héa d6i xiing ngay nay.
C6 hai phuong phap ndi bat d6 1a: Ma hoa thay thé (Substitution Cipher), M4 hoa hoan
vi (Transposition Cipher)

1.6.4.2. M& hod doi xirng (Symetric cryptography)
M4 hoé ddi xang str dung ciing mot khod cho ca hai qua trinh ma hoa va giai

mi. M3 hoa ddi xiing cé thé tac dong trén ban rd theo tirng nhom bit hay theo tirng bit
mot.

1.6.4.3. M& hod bat d@oi xiing (Asymetric cryptography)

M4 hoa bat d6i xirng duoc thiét ké sao cho khoa str dung trong qua trinh ma hoa
khac biét vai khoa duoc sir dung trong qua trinh giai ma. T4t nhién khong thé suy luan
khoa giai ma tir khoa ma va nguoc lai. Khod d¢é ma hoa dugc goi 1a khoa cong khai
(Public Key), khoa dé giai ma duoc goi 1a khoa bi mat (Private Key).

1.6.4.4. Hé thong ma hoa khoa lai (Hybrid Cryptosystems)

Hé thdng ma hoa khoa lai ra doi 1a su két hop gitra tbc d6 va tinh an toan cua
hai hé thdng ma hoé o trén.

1.6.5. Ung dung ciia ma hda thong tin

M3 hoa thong tin dugc ¢ng dung trong rat nhiéu linh vuc ca vé phan cing va
phan mém.
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1.6.6. Gigi thigu mét sé gidi thugt ma hoa tién tién
1.6.6.1. Cac hé ma khoi

Cac hé ma khéi dua trén co s& 1am viéc vai cac khoi dir liéu 1a cac chudi bit
c6 kich thuéc khau nhau (téi thiéu la 64bit), khoa cua hé ma hoa ciing 14 mot xau bit
c6 do dai cd dinh.

Mot s6 giai thuat duoc s dung kha phd bién 1a DES, Triple DES (3DES),
AES.
+»» Ma hoa DES

DES (Data Encryption Standard) 1 thuat toan ma hda véi dix liéu dau vao va
dau ra 1a mot khdi 64 bit voi o dai khoa 64 bit (trong d6 8 bit duge dung dé kiém tra
tinh chan 18). Thuat toan thuc hién 16 vong voi 16 khéa (48bit) dugc sinh ra trong moi
vong.

Quia trinh gidi ma duoc dién ra twong tu nhung véi cac khoda con tng dung vao
cac vong trong theo tha tu nguoc lai.

Thuat toan DES boc 16 mot sé diém yéu ma nhitng ké loi dung n6 dé tham ma.
% Triple DES (3DES)

Triple DES that chat 12 ma hda theo DES ba lan véi khoa K1, K2, K3 cho mdi
lan.
% Chuan ma h6a nang cao AES

AES (Advanced Encryption Standard) 1a mot chuan ma héa cao cap véi khoa bi

mat cho phép xir ly cac khdi dir liéu dau vao c6 kich thudc 128 bit va st dung céc
khda c6 d6 dai 128, 192, 256 bit.

1.6.6.2. Cac h¢ ma hoa cong khai

M4 hoa bing khoé cong khai 12 phuong thirc duoc thuc hién trén hai khoa, mot
dugce dung dé ma hoa (duoc goi 1a khoa cong khai — public key) va mot khoa duoc
dung trong qué trinh giai ma (goi la khéa bi mat — private key). Khéa giai méd khong
thé tinh toan dugc tir khéa ma hoa.

1.6.6.3. Ham bam

Ham bam 13 ham toan hoc chuyén doi mot thong diép c6 do dai bat ky thanh
mét ddy bit c6 do dai cb dinh. Moi thay doi du 12 rat nho trén thong diép dau vao déu
lam thay d6i gia tri bam cua no.
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1.7. Phwong phap ma hoa AES
1.7.1. Gigi thigu

Advanced Encryption Standard 1a thuat todn cua hai nha nghién cau Tién si
Joan Daemon va Tién si Vincent Rijmen tir Bi.

Chuan ma hoa AES cho phép xir ly cac khéi dir liéu dau vao c6 kich thuéc 128
bit sir dung cac khoa c6 d6 dai 128, 192 hoac 256 bit. Thuat todn AES la mét thuat
toan khoa ddi xing c6 nghia 1a phim twong tu duoc sir dung dé ma hoa va giai mé tin
nhan. Ngoai ra, c4c thuat toan ma hda vin ban duoc san xuat bang cac thuat toan AES
la nhu nhau kich thudc nhu tin nhan vin ban don gian. Hau hét cac hoat dong trong
thuat toan AES xay ra trén cac byte dir liéu hoac trén tur dix liéu dai 4 byte, duoc dai
dién trong cac truong GF (28), Puoc goi la truong Galois. AES dua trén mot nguyén
tic thiét ké dugc biét dén nhu 1a mot thay thé hoan vi mang. AES hoat dong trén mot
ma tran 4 x 4 cua byte, goi la mang trang thai. Thuat toan mad héa AES duogc quy dinh
nhu mot sb lap di 1ap lai vong chuyén doi dau vao cua ban rd, thanh qua cudi cung sé
la ban ma. M&i vong bao gom maét sé budc xir ly, trong d6 c6 mot phu thudc vao khoa
ma hoa. Mot tap hop céc vong dao nguoc duoc ap dung dé bién ddi ban ma tro lai ban
gdc ban rd bang cach sir dung cling mot khéa ma héa. AES thuat toan vong lap théng
qua cac phan nhat dinh Nr lan.

1.7.2. Qui trinh ma héa

Bat dau qua trinh ma hoa, ban rd duoc sao chép vao mang trang thai. Sau khi
thue hién thao tac cong véi khoa ma dau tién, mang trang thai sé dugc bién doi qua Nr
vong trong d6 lan cubi cung duoc thuc hién khac véi Nr-1 vong trudc d6. Noi dung
cia mang trang thai & vong cudi ciing s& 1a ban ma caa qué trinh ma hoa.

Trong quy trinh ma hoa cua AES, tit ca cac vong lap déu st dung 4 ham theo
the tu: Subbytes(), ShiftRows(), MixColumns(), AddRoundKey(). Riéng vong cudi
cung bo qua viéc goi ham MixColumns().

Qua trinh mé& hoa AES co cac budc sau day:

1) KeyExpansion -Round (khoa vong ma rong) dugc tao ra tor khdéa ma hoa
bang céch str dung lugce d6 khoa Rijndael.

2) Initial Round (vong khai tao)

AddRoundKey - thuc hién bang cach cong mot khéa vong tai vong dang
xét v&i mang trang thai thong qua phép toan XOR don gian trén bit.
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3) Rounds (vong lap)

a) SubBytes - 1am bién mang trang thai hién hanh bang céach sir dung
mot bang thay thé.

b) ShiftRows - 1am bién déi c4c byte trén ba hang cudi cling mang trang
thai bang céch dich vong.

¢) MixColumns - 1a mét phép bién d6i ma hoa duoc thuc hién bang cach
ldy tat ca cac cot cia mang trang thai tron voi dir liéu caa ching mot cach doc
lap nhau dé tao ra cac cot moi.

d) AddRoundKey - thuc hién bang cach cong mot khda vong tai vong
dang xét vai mang trang thai thong qua phép toan XOR don gian trén bit.

4) Final Round — vong két thic (khong c6 MixColumns)

Goi lai cac ham SubBytes, ShiftRows, MixColumns & budc 3 nhung
khong goi ham AddRoundKey.

1.7.2. Qui trinh gidgi ma

Qué trinh giai ma dugc thuc hién theo chiéu nguoc lai véi quy trinh ma hoa,
dong thoi cac phép bién doi trong qué trinh nay ciing duoc thuc hién dao nguoc. Ngoai
trir phép bién d6i AddRoundKey() khong thay doi vi chinh ban than né 1a mot phép
bién doi thuan ngich do chi 4p dung mot phép toan XOR.

e InvShiftRows() chinh la phép bién doi ngugc caa ShiftRows().

e L& phép bién ddi nguoc cua SubBytes() duoc thuc hién trén bang thay
thé S-Box la nghich dao cua S-Box.

e InvMixColumns() la phép bién d6i nguoc ciia MixColumns().
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Chwong 2. KY THUAT GIAU TIN TRONG ANH SU DUNG
KET HOP MA HOA AES VA GIAU TIN

2.1. Gigi thiéu k¥ thuat giau tin trén sai phan

Ky thuat gidu tin trén sai phan dugc dé xuat béi Wu va Tsai [3] thang 6 nim
2003. Ky thuat gidu tin trén sai phan 1a mot phuong phap gidu tin méi va hiéu qua
bang cach nhdng cé4c tin nhin bi mat vao mot anh mau xam. Trong qué trinh nhing
mot thong diép bi mat, hinh anh ban dau duoc phan chia thanh khéi nho khong chong
chéo gom hai diém anh lién tiép. Mot gié tri chénh Iéch duoc tinh toan tir cac gia tri
ctia hai diém anh trong mdi khéi. Tt ca cac gié tri d6 duoc phan loai vao mot s6 pham
vi. Gia tri chénh léch sau d6 duoc thay thé bang mot gia tri méi khi nhing céc gia tri
thong diép bi mat. Sau d6 tinh cac gia tri mau xam mai cho anh sau khi giau tin ta
duoc anh da gidu tin. K¥ thuat gidu tin trén sai phan cho chat lugng anh kha cao va
kho dé nhan biét bang mat thuong. Thong diép bi mat nhdng cé thé duogc chiét xuat tir
hinh anh da gidu thdng tin ma khéng can tham khao hinh anh ban dau. Thong ké kép
Cc4c cudc tin cong cling duoc thuc hién dé thu thap di liéu lién quan da cho thay su an
toan cua phuwong phap nay.

2.2. Qué trinh giau tin trong anh sir dung két hop ma hoa AES va k¥ thuat giau
tin trén sai phan
2.2.1. Thudt toan gidu tin
e Pauvao:
> Anh str dung dé giu tin.
» Thong di¢p.
e Paura:
> Anh da gidu tin.
Cac buac thuc hién :
Buéc 1: Str dung ki thuat ma hoa AES cho thong diép can gidu. Sau d6 chuyén
chudi thong diép dd ma hoa sang nhi phan.
Buéc 2: Tir anh cip xam dung dé gidu tin ta ¢ ma tran anh twong ung. Tinh gia
tri d; bang cach trir hai diém anh lién tiép cho nhau d; = gj +1 - gi, VSi Gi, Gi+1 € [O,. . .,
255], i=1:mxn (v&i m va n la kich c& anh).
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Buéc 3: Cac gia tri tuyét doi | di], | di| € [0.. . ., 255], duoc phan loai vao cac
pham vi R; (R; gdm cac mién gia tri sau [0 7], [8 15], [16 31], [32 63], [64 127] va
[128 255]), voi i =1, 2,.. . n. Can trén can dudi va do rong cia méi R; dugc ky hiéu
lan luot 14 I;, uj va w;. Gia st | d; | thudc R voi k € [1,2. . . 6].

Buéc 4: Ta xac dinh duogc sb bit s& nhing theo cong thuc (2.1)

n = [log;(wy)] (2.1)
Sau d6 chon n bit tir chudi bit can gidu gidu vao mdi gia d;.
Buréc 5: Tinh lai d dugc d;’ theo cong thuc (2.2).

d,_{ 1k+b fOI'diZO

—(x +b) ford; < 0 (2.2)

Buwéc 6: Tinh cac gia tri mau xam mai (i, gi +1) cho anh sau khi giau tin theo
cong thuce (2.3).

(gi - [@] ,8iv1 + ldi’_diJ) nu d; 1a gia tr chn

2

(gi - ldilz_diJ ,8iv1 T [di’;di]) néu d; lagiatrl

(808" 1) = (2.3)

Cudi cuing ta dugc anh da gidu tin.

Sau déy 1a so d6 qua trinh gi4u tin hinh 2.1.
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'

'

Thong diép Anh 1 ¢6 kich ¢c& mxn
v d; duoc tinh bang cong thac d; = gj +1 - gi, VOi
Ma héa AES .
gi, Gi+1 € [O,. . ., 255], i=1:mxn
IA
+‘
| di | duoc phan loai vao cac pham vi R;.
— Can trén can dudi va do rong cia mdi R; duoc
Thong di¢p da ma hoa ky hiéu Ian Tuot 12 I, u; vA w;
& dang thap phan i
v Xéc dinh s bit s& nhing n = |log, (wy) ], lay
Chuyén sang nhi phan —»| ran bit nhiing vao di. Chuyén sang thap phan
ta duoc b
\ 4 .
~ Sali
Chuoi nhi phan
bung
d =l +b di = —(Ik +b)

\ 4

A

mod(d(i,j),2)==0

(808 1) = (&= [254] i + [A54

)

(g'i' g,i+1) = (gi - [di;di] \8iv1 |

Di giu hét
théng tin

Sai

g 1a anh da gidu tin

Hinh 2.1. So d6 qué trinh giau tin.
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2.2.2. Vi du minh hea qua trinh gidu tin

Véi chudi thong diép can gidu 1a “co”, chuyén chudi thong diép can giau sang
dang thap phan ta duoc :

Plaintext=99 111 32 32 32 32 32 32 32 32 32 32 32 32
32 32

Vi ta sir dung ma hoa AES 16 bit nén néu thong diép nhap vao khong du 16 bit
cac ki tu cach tréng s& duogc ty dong thém vao phia sau chudi thong diép cho du 16 bit.

Str dung k¥ thuat ma hoa AES cho thong diép can gidu ta duoc chudi thong
di¢p ma hda ¢ dang thap phan:

Ciphertext =251 201 120 38 44 31 114 224 52 84 116 138
223 16 160 116

Chudi thong diép dd ma héa & dang vin ban la : “0EX&,ra4TtR t”

Sau d6 ta chuyén chudi thong diép d¢a ma hoa sang nhi phéan ta duoc chudi bit
thong diép can giau:

str_bin = 11111011110010010111100000100110001011000001111101110010

111000000011010001010100011101001000101011011111000100001010000001110
100

Anh giau tin 12 mot khéi anh duoc biéu dién boi ma tran 4x4:

145 138 142 139
142 141 144 138

142 142 144 138
143 139 144 138

-7 =3
Ta tinh duoc d; = _é : 2
-4 -6

Str dung k¥ thuat giéu tin trén sai phan, ap dung céc céng thac (2.1),(2.2) va
145 138 144 138
145 138 143 139
144 140 143 138
144 137 141 141

(2.3) ta dwoc ma tran anh sau khi giau tin 1a:
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2.3. Qua trinh tach tin
2.3.1. Thugt toan tach tin
e Pauvio:
> Anh di giau tin.
e Paura:
> Thong diép da giau.
Cac buac thuc hién :
Buwéc 1: Tir anh di gidu tin ta c6 ma tran anh twong ¢ng. Tinh gia tri d; bang
cach trir hai diém anh lién tiép cho nhau d; = gi 1 - @i, V6i i, i +1 € [0,. . ., 255],
i=1:mxn (v&i mvan la kich ca anh).
Buéc 2: Xac dinh pham vi R; caa mdi gia tri tuyét doi | d; | duoc i, u;va w;. Tir
d6 tinh duoc s bit thong tin da gidu n = |log, (wy)|.
Gia tri thap phan di gidu vao d; dugc tinh bang cong thic (2.4).

b =|d;| = ; (2.4)
Chuyén b sang n bit nhi phan ta duoc chudi bit thong diép da giau.

Buéc 3: Lap lai bude 2 cho dén khi tach dugc so bit da giau.

Buéc 4: Chuyén chudi bit thong diép di gidu ¢ dang nhi phan sang thap phan ta
duogc chudi thong diép ma hoa da gidu & dang thap phan.

Buéc 5: Str dung ky thuat giai ma AES cho chudi thong diép ma hda da giau ta
duogc chudi thong diép can tach.

Sau déy 1a so d6 thuit toan tach tin hinh 2.2.
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¢

Anh g di gidu tin ¢6 kich c& mxn

<&
<

v
d; duoc tinh bang céng thac d; = gj+1 - i,
Véi gi, gi+1 € [0,. . ., 255], i=1:mxn

\4
Xac dinh sb bit dd nhang vao d; :

n = |log,(wy)], tinh gia tri thap phan da
giduvaod;: b = |d;| — [;

v

Chuyén b sang n bit nhi phan duoc chudi

bit thong diép da gidu

D3 tach hét s bit
thong diép

Chuyén chudi bit thong diép da giau sang
thap phan

v

Str dung k¥ thuat giai ma AES

v

Thong diép da giau

Hinh 2.2. So d6 qué trinh tach tin.
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2.3.2. Vi du minh hea qua trinh tach tin

145 138 144 138
145 138 143 139
144 140 143 138
144 137 141 141

Tir khéi anh da gidu tin ta c6 ma tran anh twong ung:

-7 —6

, _|1-7 -4

Ta tinh duogc d; = _4 _c
-7 0

Str dung ky thuat tach trén sai phéan, ap dung budc 3 cua thuat todn tach ta dugc
chudi bit thong diép da gidu ¢ dang nhij phan :

str_bin = 11111011110010010111100000100110001011000001111101110010
111000000011010001010100011101001000101011011111000100001010000001110
100

Chuyén chudi bit thong diép da gidu ¢ dang nhi phan sang thap phan ta duoc
chudi thong thong diép ma hoa da giau ¢ dang thap phan :

str dec=251 201 120 38 44 31 114 224 52 84 116 138 223
16 160 116

Str dung ky thuat giai md AES ta dugc chudi thong diép da gidu ¢ dang thap
phan :

Re plaintext=99 111 32 32 32 32 32 32 32 32 32 32 32
32 32 32

Chuyén chudi thong diép da duogc giai ma sang dang vin ban text ta dugc chudi

thong diép da giau : “co”
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Chwong 3. CAIPAT THU NGHIEM

3.1. Mbi trwong cai dat

Ngbn ngtr cai dat, méi truong soan thao va chay chuong trinh dwgc thuc hién
trén ngbn ngtw lap trinh Matlab 7.7.

Hé diéu hanh Window XP va moi trudng NetFarme Work 2.0.
3.2. Giao dién chwong trinh

u giaodien_chinh Lil_@

Giautin Tachtin Danh giaanh Thoat k]

DO AN TOT NGHIEP
Ky Thuat Bao Mat Thong Tin Ket Hop Su Dung AES Va Giau Tin

SINH VIEN : DAQ DINH HUNG

GYHD : TS.HO THI HUONG THOM

Hinh 3.1. Giao dié¢n chinh cua chuong trinh.

Pay 1a giao dién khi khoi dong, tir ddy ta s& goi dén cac giao dién khéc thong
gua menu.
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Tir menu “Giau tin” chon “giau tin” s& goi dén giao dién gi4u tin hinh 3.2.
u giautin [ = &J

Giau Tin Su Dung Ma Hoa AES

Mol Nhap Anh

Mhap Thong Diep Browse

MWa Hoa AES

Mhap ten anh KQ Luu nhu

Anh ban dau Anh giau tin

Hinh 3.2. Giao dién giau tin.

Pay 1a giao dién dé gidu thong tin vao anh st dung k¥ thuat giau tin két hop
gitta ma hoa AES va ky thuat giau tin trén sai phan.
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Dé nhap anh vao ta chon nut “Mo Anh” trong giao dien giau tin, mot hop thoai
s& dugC mé ra dé ta chon anh dua vao gidu tin (chwong trinh chi st dung anh cip

xam).

n giautin

u moi chon anh

Giau Tin Su Dung Ma Hoa AES

Look in:
L -
<
Recent Places

Desktop

Libraries

‘A
|-

Computer

@

, Image_std

beer.png elaine.png

house.png lena.png peppers.png sailboat.png

,

File name: lairplane.png j Open |
Files of type: [ ¢*png) | Cancel |

A

Hinh 3.3. Chon anh dé gidu tin.
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Tiép theo, ta s& nhap du liéu can gidu vao anh biang cach nhap truc tiép du liéu
vao 6 dudi chit “Nhap Thong Diep” hoac chon nit “Browse” nhu hinh 3.4.

n giautin
)

Look in: | , Chuong trinh - do an - Hung

- | AES

el . anhxam_ngaunhien
Recent Flaces | Image._std

| hung.td
| hungl.txt

M=
Libraries

5 L
L

Computer

@

File name:

Files of type:

Hinh 3.4. Chon du liéu gidu tu file.
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Tiép theo ta s& mé hoa thong diép bing phuwong phap ma héa AES bang céch
kich vao “Ma Hoa” nhu hinh 3.5.

ngiautin ._ . .. Xl I T:
Giau Tin Su Dung Ma Hoa AES

Woi Mhap Anh :\WsersiHungct1 201 \DesktopiChuong trinh - do an - Hunglimage _stdiairplanz.png

Truong dai hoc dan lap hai phong to chuc "Le tuyen duong va khenthuong »
cac chau dat hoc sinh gioi-hoc sinh tien tien nam hoc 2011-2012". Khong chi
guan tam den doi song vat chat, truong dai hoc dan lap hai phong con guan
tam den doi song tinh than cua cac can bo, giang vien, nhan vien trong truong -

MNhap Thong Diep

x & UD&* xi= & ., o Usso¥ O w
Ma Hoa AES 1% +38EAZG ;00= 1k O \a
) 4 & % o ¥4 WHiBs® 4 B 0 Ci dlebags B

—_

Mhap ten anh KQ Dang xu ly...

Hinh 3.5. M4 héa thong diép.
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Tiép theo ta s& nhap tén va chon noi luu anh két qua bang cach kich vao nat
“Luu Nhu” nhu hinh 3.6.
giautin _ aa -‘_:'
B cho biet ten anh ket '

Savein: | ) Chuong trinh - do an - Hung

. | AES

"’3‘ J anhxam_ngaunhien
Recent Flaces . Image_std

! B anh.png

R kq.png
Desktop

Computer
(ﬁ Luu nhu

File name: |kq1l|:-ng

Save as type: | ("pna)

L o X =

Hinh 3.6. Chon luu anh két qua.
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Sau khi d3 nhap day du dau vao cho giao dién giau tin, ta chon nit “Giau Tin”

dé bat dau thuc hién qua trinh giau tin nhu hinh 3.7.

Bl giautin - .... X1 1 ii Py

Giau Tin Su Dung Ma Hoa AES

Mol Mhap Anh C:WsersiHunget1 201 \DesktopiChuong trink - do an - HungUmage_stdairplane png

Truong dai hoc dan lap hai phong to chue "Le tuyen duong va khen thuong -

H cac chau dat hoc sinh gici-hoc sinh tien tien nam hoc 2011-2012". Khong chi

Nhap Thong Di ep guan tam den doi song vat chat, truong dai hoc dan lap hai phong con guan
tam den doi song tinh than cua cac can bo, giang vien, nhan vien trong truong =

x & D8 xl= 328 . Q UEsi¥ O [w
Ma Hoa AES 1% +33EE+C ,00= 1 O a
) 4 Y & %% o ¥4 WG5S 4 B0 QF 61edads 85

[s] £OgAjRoc EHw%, o§A A ahii Sepolurc & |-
TN - = BT B e a

Dang giau tin_.

Hinh 3.7. Thuc hién qué trinh giau tin trong anh.
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Sau khi giau tin thanh cdng anh da gidu tin s& hién Ién tai myc “Anh giau tin”
nhu hinh 3.8.
n giautin ) l s ot G

Giau Tin Su Dung Ma Hoa AES

Mol Mhap Anh C:Wsers\Hunget! 201 \DesktopiChuong trinh - do an - Hunglmage_stdairplane png

Truang dai hoc dan lap hai phong to chuc "Le tuyen duong va khen thuong

; cac chau dat hoc sinh gici-hoe sinh tien tien nam hoc 2011-2012". Khong chi

Nhap Thong D ep guan tam den doi song vat chat, truong dai hoc dan lap hai phong con guan
tam den dai song tinh than cua cac can bo, giang vien, nhan vien trong truong

Browse

x & UD&* xi= &8 Q Ussi¥ O Jw
Ma Hoa AES [\ vRGEAIC (00- PO E
T4 E W oo ¥ WHIESE A B O G dleAsgs 5
I EOvi @ gOgAjoc iEHw%, o§A A eM~0 §&°-i4S§A p Omi

Mhap ten anh KGQ C:\Wsers\Hunget! 201 \DesktopiChuong trinh - da an - Hunglkgl png Luu nhu

Anh ban dau Anh giau tin

Giau Tin

Close

Chat luong anh sau khi giau tin bang PSMR:AT 9701

Hinh 3.8. Giao dién sau khi giau tin thanh céng.
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Tur menu “Tach tin” trén giao dién chinh goi ra giao dién tach tin hinh 3.9.
giaodien_tachtin = i T
TACH TIN

Mhap Anh Ma anh

Luu dulieu KQ

Tach tin

D lieu tach

Hinh 3.9. Giao dién tach tin.
Day 1a giao dién sé& liy anh da gidu thong tin dé xu ly tach tin ldy ra di liéu da
gi4u trong anh.
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Thuc hién mé anh ¢6 giu tin dé tach thong tin da giau nhu hinh 3.10.
u giaodien_tachtin _ N

TACH TIN

Mhap Anh

1 moi chon anh

Loal: in: | . Chuong trinh - do an - Hung j ch': &~

; | AES
. anhxam_ngaunhien
, Image_std

! B kgl.png

b
Recent Places

Desktop
=l
Libraries
LY

Computer

@

File name: |kq1 Png

Files of type: | [*png}

Hinh 3.10. Chon anh dé tach tin.

41



Tiép theo ta nhap tén va noi luu file dit liéu tach dugce nhu hinh 3.11.
B giaodien_tachtin - | b
] cho biet ten fil ket

Savein: | , Chuong trinh - do an - Hung

= | AES
=
Recent Places

J anhxam_ngaunhien
J Image_std

! | hung.ta
_ hungl .t
Deskiop

=
Libraries

[ L
e

Computer

@

File name: |kq.txl

Save as type: | (“bet)

Hinh 3.11. Nhap tén file dir liéu tach duoc.
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Sau khi nhap anh da gidu tin va noi luu file dit liéu két qua, chon nut “Tach tin”
dé bat dau qua trinh tach tin nhw hinh 3.12.

u giaodien_tachtin = P

TACH TIN

Nhap Anh C:Wsers\Hunget1 201 Desktop\Chuong

Dang xu ly_..

Luu dulieu KQ (cusersvunoed | I |

Du lieu tach

Hinh 3.12. Qué trinh tach tin.
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Thuc hién xong qué trinh tach tin ta nhan duoc du liéu dugc tach ra & muc “Du
lieu tach” nhu hinh 3.13.

ugiaodien_tachtin - = X

TACH TIN

Nhap Anh C:\Wsers'Hunget1 201 Desktop\Chuong

Luu du liew KC cwsers\Hunget1 201 DesktopiChuong t

Truong dai hoco dan lap hai phong to chuc "Le tuyen duong va khen thuong cac chau dat hoc sinh
gii-hoc sinh tien tien nam hoc 2011-2012". Khong chi guan tam den doi song vat chat, truong dai hoc
dan lap hai phong con guan tam den doi song tinh than cua cac can bo, giang vien, nhan vien trong
truong thong gqua cac hoat dong Cong doan trong nhung nam gua. duoc su guan tam cua ban lanh
dao nha truong, ngay 18/08/2012, cong doan truong dai hoc dan lap hai phong da long trong to chuc
"Le tuyen duong va khen thuong cac chau dat hoo sinh gici-hoc sinh tien tien nam hoc 2011-2012" tai

hoitruong F301.

D lieu tach

Hinh 3.13. Tach tin thanh cong.
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Day la giao dién danh gia anh sau khi dd giau tin hinh 3.14.
n giaodien_psnr =

— Anh giau tin

Danh gia

Hinh 3.14. Giao dién danh gia anh.
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Chon nut “...” trong muc “Anh 1” dé chon anh truéc khi gidu tin nhu hinh 3.15.

B gizodien_psnr = =

Desktop
e airplane.png baboon.png beer.png elaine.png
=

Libraries
i
.

Computer

— .

house.png lena.png peppers.png sailboat.png

File name: Iairplane.png j
Files of type: I (*ipg. “png. *bmp) L.I

Hinh 3.15. Giao dién mé anh truéc khi giau tin.

Chon nut “...” trong muc “Anh 2” dé chon anh anh di gidu tin nhu hinh 3.16.

u giaodien_psnr = 2|

Loolk: in: | . Chuong trinh - do an - Hung

. AES

. anhxam_ngaunhien

. Image_std
l=anh.jpg

R kgl.png

File name: |kq‘| png

Files of type: | (*jrg. “png, *bmp)

Hinh 3.16. Giao dién mé anh da giu thong tin.
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Sau khi d3 chon 2 anh dé danh gia v6i nhau, chon nut “Danh gia” dé thyc hién
qua trinh danh gia nhu hinh 3.17.

Két qua s& cho ta gié tri danh gia anh, néu :
> Gié tri 1a 100 db thi 2 anh 1a 1 khong cé thay doi.

> Gié tri 16n hon 35 db nhé hon 100 db thi anh c6 thay doi nhung & muc
chap nhan duoc.

> Gié tri nho hon 35 db thi anh bién dang mét thuong c6 thé nhan thay.
> Gia tri nho hon 20 db thi anh bién dang khong thé chap nhan duoc.
u giaodien_psnr [ = iE_J

DANH GIA ANH BANG PSNR

AN 1 eWsers\Hunget! 201 DesktopiChuona trinh - | .. Anh 2 |CsersHunget1 201 Desktop\Chuong trinh | | ..

— Anh vao — Anhk giaw tin

Danh gia Chat luong anh sau khi giaw tin bang PSNR:47 9701

Hinh 3.17. Giao dién sau khi danh gia chat luong anh.
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3.3. Két qua thir nghiém chwong trinh va nhan xét
3.3.1. Két qud thir nghiém chwong trinh

Thuc nghiém nay s& dua ra d6 danh gia PSNR véi anh truéc va sau khi giau tin
sir dung k¥ thuat gidu tin két hop giita m& hoa AES va ky thuat giau tin trén sai phan.
Tap anh thir nghiém 1a anh dinh dang *.png gom tap Al Ia 9 anh cap xam chuan dinh
dang png co kich thuéc 512x512. Va tap anh A2 1a 36 anh c6 ngau nhién gém anh
chup va anh tai vé trén mang co kich thudc khac nhau dugc dit tén tir Imagel t6i
Image36 duoc chuyén thanh canh cap xam thdng qua phan mém Adobe photoshop
CSs.

Chudi thong diép gidu c6 4992 bit véi noi dung: “Truong dai hoc dan lap hai
phong to chuc "Le tuyen duong va............... ”

Tap anh xam chuan A1 truéc khi gidu tin hinh 3.18.

1 b B

beer. png elaine.png house.png

Ei‘__ P)\

- lena.png peppers.png ‘ sailboat.;;ng .‘ tiffany.png
Hinh 3.18. T4ap anh xam chuan A1 truéc khi gidu tin.
Tap anh xam chuan A1l sau khi giu tin hinh 3.19.

Hinh 3.19. Tap anh xam chuan A1 sau khi giau tin.
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Tap anh xam chuan A2 truéc khi gidu tin hinh 3.20.

Imagel.png Image2.png Image3.png Imaged.png Image5.png Imageb.png

- ~
iy
- Q? Er
i, '} . :
Image7.png Image8.png Imagel.png Imagel0.png Imagell.png

A
Imagel3.png Imageld.png Imagel5.png Imagel6.png Imagel7.png Imagel8.png

SRS, Pl « ‘

Imagel9.png Image20.png Image2l.png Image22.png

.
&
B

Image25.png Image26.png Image27.png Image28.png Image29.png Image30.png

%

Image31.png Image32.png Image33.png Image34.png Image35.png Image36.png

————

Hinh 3.20. Tap anh xam ngau nhién A2 trudc khi gidu tin.
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Tap anh xam ngau nhién A2 sau khi giau tin hinh 3.21:

anhl.png anh2.png

anh6.png

A
0148
gl 4
3 i
’

i
iz 73‘_‘?.
AR

anh7.png anh8.png anh10.png anhll.png

U, PAGIEN

anhl3.png anhl4.pn anhl15.png anhl6.png anhl7.png anhl8.png
# At T k
anh19.png anh22.png anh24.png

anh27.png anh30.png

anh31.png anh32.png anh33.png anh34.png anh35.png anh36.png

Hinh 3.21. Tap anh xam ngau nhién A2 sau khi giau tin.
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Bang 3.1. Két qua danh gia PSNR sau khi giau tin va kha ning giau tin véi hai
tap anh Al va A2,

Anh géc Dénh gia PSNR(dB) Kha nang giau (bit)
airplane.png 47.9701 10144717
baboon.png 37.4217 8760128
beer.png 48.4378 12178639
elaine.png 50.0284 14585327
house.png 44.339 9105467
lena.png 53.4044 15140322
peppers.png 48.19 11520128
sailboat.png 45.2522 12087418
tiffany.png 49.822 13132182
Imagel.png 55.2646 18314269
Image2.png 43.8639 9270287
Image3.png 56.663 14112179
Image4.png 68.3465 23112179
Image5.png 74.453 26934294
Image6.png 58.8326 14641114
Image7.png 57.6667 12218852
Image8.png 63.4847 16230387
Image9.png 35.4652 6231901
Imagel0.png 55.8311 14143714
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Imagell.png 57.4232 15148360
Imagel2.png 51.1541 10279941
Imagel3.png 55.9899 15760128
Imagel4.png 42.3101 8961867

Imagel5.png 47.5514 8760342

Imagel6.png 57.9166 14304362
Imagel7.png 53.9799 11589395
Imagel8.png 54.4042 12697788
Imagel9.png 48.6217 10386788
Image20.png 50.6981 9076096

Image21.png 42.6745 7647217

Image22.png 55.2693 13150577
Image23.png 52.2096 11109158
Image24.png 55.4165 16153766
Image25.png 53.7765 10686606
Image26.png 53.0152 9862395

Image27.png 44,6582 8646195

Image28.png 56.1766 14134488
Image29.png 56.3564 15180426
Image30.png 51.7402 12579912
Image31.png 41.3839 10645491
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Image32.png 48.6788 6718145

Image33.png 56.826 15165700
Image34.png 57.2776 14125166
Image35.png 54.9807 12682699
Image36.png 59.8784 18257094

3.3.2. Nhgn xét

Véi két qua ther nghiém thu dwoc, néu quan sat bang mat thuong thi kho c6 thé
phan biét duoc dau 1a anh dd gidu tin va chua gidu tin. Gia tri PSNR trung binh dat
duogc 1a kha cao khi gidu luong bit thong diép twong ddi 16n 4992 bit so véi thang do
gié tri trung binh PSNR la 37dB, gia tri PSNR trung binh cua tap anh dat 52.3356dB.
Gia tri PSNR thap nhat cua tap anh 1a 35.4652dB, gia tri PSNR cao nhit 13 74.453dB.

Kha niang giau trén hai tap anh A1 va A2 khé 16n, dat trung binh 12723858 bit,
I6n nhat 12 26934294 bit, thip nhat 1a 5760128 bit.

Thoi gian xt ly giau tin phu thudc 16n vao dit liéu dau vao nhu kich thuéc anh
gdc, thong diép giau 16n hay nho.

Qua thir nghiém em nhan thay k§y thuat giau tin s dung két hop ma hoa AES va
k§ thuat giau tin trén sai phan cho chat luong anh sau khi gidu tot, kha ning gidu tin

lon.

53




KET LUAN

Db an caa em da thyc hién nhitng nhiém vu sau:

> Trinh bay mot sb khai niém co ban vé: Gidu tin trong anh, méi trudng
gidu tin, so lwoc vé md hinh gidu tin co ban, tong quan vé anh Bitmap,
t6ng quan vé ma hoa thong tin, phuong phap ma hoa AES.

> Trinh bay k¥ thuat gidu tin trén sai phan, két hop gitra ma hoa AES voi
phuong phap giau tin trén sai phan.

K3 thuat giau tin sir dung két hop ma héa AES va phuong phap giau tin trén sai
phan 14 mot trong nhitng phuwong phap giau tin bao mat cao véi hai tang bao mat dir
liu va cho chét luong anh tét voi kha ning nhang cao. V&i su phat trién mot céach
blng né cua nganh cdng nghé théng tin hién nay, chung ta ciing phai bat kip su phat
trién cua thé gisi dé co thé tu bao vé quyén lgi cua ban than, caa quéc gia.

Tuy nhién do gidu tin mat 1a van d& phac tap, cong véi kha nang va kinh
nghiém con han ché nén dé tai nay khéng tranh khoi nhitng thiéu sét, vi vay em rat
mong nhan duoc sy dong gop ¥ kién cua cac thdy cd cling cac ban dé béo céo caa em
duoc hoan thién hon.

Em xin chan thanh cadm on!
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