Mang may tinh khong ddy

Loi mé dau

Uu diém cua mang may tinh da dugc thé hién kha rd trong moi linh vyc clua
cudc séng. D6 chinh 1a sy trao ddi, chia sé, luu trit va bao vé thong tin. Bén canh
nén tang mang may tinh hiru tuyén, mang may tinh khong day ngay tir khi ra doi da
thé hién nhiéu wu diém ndi bat vé d6 linh hoat, tinh gian don, kha ning tién dung.
Trude day, do chi phi con cao nén mang khong diy con chua phd bién, ngay nay
khi ma gi4 thanh thiét bi phan ctng ngay mot ha, kha ning xtr Iy ngdy cang ting thi
mang khong ddy da duoc trién khai rong rdi, & mot sé noi di thay thé dugc mang
may tinh c6 day kho trién khai.

Do dic diém trao doi thong tin trong khong gian truyén séng nén kha niang thong tin
bi 1o ri ra ngoai 1a hoan toan dé hiéu. Hon nita, ngay nay véi su phat trién cao cua
cong nghé thong tin, cac hacker c6 thé dé dang xam nhap vao mang hon bang nhiéu
con dudng khac nhau. Vi vay c6 thé néi diém yéu co ban nhat ciia mang may tinh
khong day dé la kha nang bao mat, an toan thong tin. Thong tin 1a mot tai san quy
gia, dam bao duoc an toan dir liéu cho nguoi s dung 1a mot trong nhimng yéu cau
duoc dit ra hang ddu. Chinh vi vy em di quyét dinh chon d¢ tai tim hiéu vé mang
khong ddy , vé an ninh bao mat mang khong ddy , cic bién phap bao mat .

Em xin chan thanh cam on thdy Vil Trong Chién — Pho Giam ddc trung tim thu
vién truong dai hoc dan 1ap Hai Phong da gitip d& em nhiét tinh trong sudt qué trinh
lam d6 4n ciing nhu xin dugce cam on ban bé da gop ¥, gitip d& em hoan thanh dd an
nay.Do kién thirc con han ché nén d6 4n nay chic chan s& khong tranh duoc nhiing

sai sOt, em rat mong nhén dugc nhiing y kién dong gop cua thay cod va cac ban.

Hai Phong 07/2009

TranPihcViét
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Chuong 1: Gidi thiéu mgt so cong nghé mang khong day

1. Cong nghé sir dung séng hdong ngoai

Str dung &nh sang hong ngoai 1a mot cach thay thé cac song vo tuyén dé két
ndi cac thiét bi khong ddy, budc song hong ngoai tir khoang 0.75-1000 micromet.
Anh sang hong ngoai khéng truyén qua duoc cac vat chin sang, khong trong subt.
V& hiéu suat anh sang hong ngoai c6 d6 rong bang tan 16n, 1am cho tin hiéu co thé
truyén dit liéu véi téc do rat cao, tuy nhién anh sang hong ngoai khong thich hop
nhu séng vo tuyén cho cac tmg dung di dong do vung phu song han ché. Pham vi
phu song cua ndé khoang 10m, mot pham vi qué nho. Vi vy ma n6 thuong ting
dung cho céc dién thoai di dong, may tinh c6 cong hong ngoai trao doi thong tin véi

nhau vdi dicu kién 1a dat sat gan nhau.

2. Cong nghé Bluetooth

Bluetooth hoat dong ¢ dai tan 2.4Ghz, sit dung phuong thirc trai pho FHSS.
Trong mang Bluetooth, cac phan tir c6 thé két ndi v6i nhau theo kiéu Adhoc ngang
hang hoic theo kiéu tap trung, c6 1 may xir 1y chinh va c6 toi da 1a 7 may co thé két
nbi vao. Khoang cach chuan dé két ndi gitta 2 dau 13 10 mét, né c6 thé truyén qua
tuong, qua cac do dac vi cong nghé nay khong doi hoi duong truyén phai 1a tam
nhin thang (LOS - Light of Sight). Téc do dir liéu tdi da 1a 740Kbps (téc do cta
dong bit lac d6 tuong trng khoang 1Mbps. Nhin chung thi cong nghé nay con co6 gia

ca cao.

3. Cong ngh¢ HomeRF

Cong nghé nay ciing gidng nhu céng nghé Bluetooth, hoat dong ¢ dai tan
2.4GHz, tong bing thong t4i da 1a 1,6Mbps va 650Kbps cho mdi nguoi dung.
HomeRF ciing dung phuong thtrc diéu ché FHSS

(Frequency-hopping spread spectrum) . Piém khac so v6i Bluetooth 14 cong
nghé HomeRF hudng t6i thi truong nhiéu hon. Viéc bd xung chuin SWAP -
Standard Wireless Access Protocol cho HomeRF cung cép thém kha niang quan 1y

cac ung dung multimedia mot cach hi¢u qua hon.
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4. Cong ngh¢ HyperLAN

HyperLAN — High Performance Radio LAN theo chuan cua Chau Au la
twong duong vdi cong nghé 802.11. HyperLAN loai 1 hd tro bang thong 20Mpbs,
lam viéc ¢ dai tin 5GHz . HyperLAN 2 ciing lam viéc trén dai tan ndy nhung hd tro
bing thong 1én téi 54Mpbs. Cong nghé nay sir dung kiéu két ndi huéng ddi twong
(connection oriented) hd tro nhiéu thanh phén dam bao chat lugng, dam bado cho cac

ung dung Multimedia

HiperLAN Type 1 HiperLAN Type 2 | HiperAccess | HiperLink
o Wireless ) Wireless Wireless
Application Wireless ATM ) ]
Ethernet (LAN) Local Loop Point-to-Point
Frequency |5 GHz 5 GHz 5 GHz 17 GHz
Data Rate 23.5 Mbps ~20 Mbps ~20 Mbps ~155 Mbps

5. Cong ngh¢ Wimax

Wimax 1a mang WMAN bao phu mét vung rong 16n hon nhiéu mang WLAN,
két nbi nhiéu toa nha qua nhimg khoang cach dia 1y rong 16n. Cong nghé Wimax
dua trén chuan IEEE 802.16 va HiperMAN cho phép cac thiét bi truyén thong trong
mot ban kinh 1én dén 50km va tdc d6 truy nhap mang 1én dén 70 Mbps.

6. Cong ngh¢ WiFi

WiFi 1a mang WLAN bao phu mot vung rong hon mang WPAN, gi61 han dic
trung trong cac van phong, nha hang, gia dinh,... Cong nghé WiFi dua trén chuan
IEEE 802.11 cho phép céc thiét bi truyén thong trong pham vi 100m véi tbe d6 54
Mbps. Hién nay cong nghé nay kha pho bién & nhiing thanh phé 16n ma dic biét 1a

trong cac quan cafe.

7. Cong nghé 3G
3G la mang WWAN - mang khong diy bao phti pham pham vi rong nhét.

Mang 3G cho phép truyén thong dir liéu téc do cao va dung luong thoai 16n hon cho
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nhitg ngudi dung di dong. Nhitng dich vu té bao thé hé ké tiép ciing dua trén cong
nghé 3G.

8. Cong ngh¢ UWB

UWB ( Ultra Wide Band ) 1a mot cong nghé¢ mang WPAN tuong lai vdi kha
ning hd trg théng lugng cao 1én dén 400 Mbps & pham vi ngin tim 10m. UWB s&
c6 loi ich giong nhu truy nhap USB khong day cho su két ndi nhiing thiét bi ngoai
vi may tinh t61 PC.
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Chwong 2: Tong quan vé mang may tinh khong day

I. Thé nao 1a mang may tinh khong day ?

1. Gi6i thi€u

Thuat ngit “mang mdy tinh khong diy” néi dén cong nghé cho phép hai hay
nhiéu may tinh giao tiép v6i nhau dung nhiing giao thirc mang chuan nhung khong
can day cap mang. N6 la mot hé théng mang dir li€u linh hoat dugc thuc hién nhu
mot sy m& rong hodc mdt sy lwa chon méi cho mang may tinh hitu tuyén ( hay con
goi la mang c6 day ). Cac mang may tinh khong day st dung céc song di¢n tur
khong gian (s6ng vo tuyén hodc song anh sang) thu, phat dir liéu qua khong khi,
giam thiéu nhu cau vé két ndi bang day. Vi vay, cac mang may tinh khong day két
hop lién két dit liéu véi tinh di dong ciia ngudi sir dung.

Cong nghé nay bit ngudn tir mot sd chuan cong nghiép nhu 1a IEEE 802.11
da tao ra mot s6 cac giai phap khong day co tinh kha thi trong kinh doanh, cong
nghé ché tao, cac truong dai hoc... khi ma & d6 mang hiru tuyén 13 khong thé thuc
hién dugc. Ngay nay, cdc mang may tinh khong day cang tré nén quen thudc hon,
dugc cong nhan nhu mdt sy lya chon két ndi da nang cho mdt pham vi 16n céc

khach hang kinh doanh.

2. Uu diém ciia mang may tinh khong diy

Mang may tinh khong day dang nhanh chéng tré thanh mot mang cdt 15i trong
cac mang mdy tinh va dang phat trién vuot troi. Vi cong nghé ndy, nhimng ngudi sir
dung c6 thé truy cap thong tin ding chung ma khong phai tim kiém chd dé nbi day
mang, ching ta c6 thé md rong pham vi mang ma khong can lap dit hodc di chuyén
day. Cac mang may tinh khong day c6 uu diém vé hiéu suét, sy thuan loi, cu thé
nhu sau:

- Tinh di déng : nhimg nguoi sit dung mang may tinh khong day c6 thé truy
nhap ngudn thong tin & bat ky noi ndo. Tinh di dong nay sé& ting ning suat va tinh

kip thoi thoa man nhu cau vé théng tin ma cac mang hiru tuyén khong thé c6 duoc.
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- Tinh don gidn : 1ap dat, thiét 1ap, két néi mot mang may tinh khong day 1a
rat dé dang, don gian va c6 thé tranh duoc viée kéo cap qua cac blrc tuong va trin
nha.

- Tinh linh hoat : c6 thé trién khai ¢ nhitng noi ma mang hiru tuyén khong thé
trién khai duoc.

- Tiét kiém chi phi lau dai : Trong khi dau tu can thiét ban dau ddi voi phan
cling ctia mdt mang may tinh khong day co6 thé cao hon chi phi phan ctng cta mot
mang hitu tuyén nhung toan bo phi ton lap dit va cac chi phi vé thoi gian ton tai co
thé thip hon dang ké. Chi phi dai han c6 loi nhét trong cic méi truong déng can
phai di chuyén va thay ddi thuong xuyén.

- Khd ndng vé hwdéng : cac mang may tinh khong day cé thé dugc cdu hinh
theo cac topo khac nhau dé dap Gmg cic nhu cau Gng dung va lap dat cu thé. Cac
céu hinh d& dang thay doi tir cac mang ngang hang thich hop cho mét s6 lugng nho
ngudi st dung dén cac mang c6 co s ha ting day du danh cho hang nghin ngudi sir

dung ma c6 kha nang di chuyén trén mot vung rong.

3. Hoat dong cia mang may tinh khong day

Cac mang may tinh khong day st dung cac song dién tir khong gian (v6 tuyén
hodc anh sang) dé truyén thong tin tr mot diém toi diém khac. Cac séng vo tuyén
thudng duoc xem nhu cac song mang vo tuyén do chung chi thuc hién chirc ning
cung cip nang luong cho mot may thu & xa. Dir lidu dang dugc phat duoc diéu ché
trén soéng mang vo tuyén (thudng duoc goi 1a didu ché song mang nhd thong tin
dang duoc phat) sao cho c6 thé dugc khéi phuc chinh xé4c tai may thu.

Nhiéu séng mang v tuyén cé thé ton tai trong cing khong gian, tai cing thoi
diém ma khong can nhiéu 14n nhau néu cic song vo tuyén duoc phat trén cac tan sb
vO tuyén khéc nhau. Dé nhan lai dit liéu, may thu vo tuyén s& thu trén tin sd vo
tuyén ciia may phat twong g,

Trong mot cdu hinh mang may tinh khong day tiéu chuan, mot thiét bi
thu/phat (bo thu/phat) duoc goi 13 mot diém truy cip, ndi voi mang hiru tuyén tir

mot vi tri 6 dinh stir dung cap ti€u chuan. Chuc nang toi thiéu cua diém truy cap la



Mang may tinh khdng day

thu, lam dém, va phat dir li¢u gitra mang may tinh khong day va co sé ha tﬁng mang
hitu tuyén. Mot diém truy cap don c6 thé hd trg mot nhom nhoé ngudi st dung va co
thé thuc hién chirc nang trong mot pham vi tir mot tram dén vai tram feet. Piém truy
cap (hodc anten dugc gin vao diém truy cp) thuong duoc dit cao nhung vé co ban
c6 thé duoc dit ¢ bat ky chd nao mién 1a dat dwgc ving phil song mong mudn.
Nhitng nguoi st dung truy cap vao mang may tinh khong day thong qua cac
bo thich rng may tinh khong day nhu cac Card mang khong day trong cac vi may
tinh, cdc may Palm, PDA. Cac b6 thich ing may tinh khong diy cung cip mot giao
dién gitta hé thong diéu hanh mang (NOS — Network Operation System) ctia may
khach va cac song khong gian qua mdt anten. Ban chat cua két ndi khong day 1a

trong suot do1 voi hé di€éu hanh mang.

4. Cac mo hinh cua mang may tinh khong diy co ban

4.1. Kiéu Ad - hoc

M&bi may tinh trong mang giao tiép truc tiép voi nhau thong qua cac thiét bi
card mang khong diy ma khong dung dén cac thiét bi dinh tuyén hay thu phat
khong day.

<—>
Wireless Station Wireless Station

Wireless Station Wireless Station

Mo hinh mang Ad — hoc ( hay mang ngang hang )

4.2. Kiéu Infrastructure
Cac may tinh trong h¢ théng mang st dung mdt hodc nhiéu céac thiét bi dinh
tuyén hay thiét bi thu phat dé thyc hién cac hoat dong trao do6i dir liéu voi nhau va

cac hoat dong khac.
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5. Cu ly truyén song, toc do truyén dir liéu

Truyén séng dién tir trong khong gian s& gip hién twong suy hao. Vi thé dbi
v6i két ndi khong diy noi chung, khoang cach cang xa thi kha ning thu tin hiéu
cang kém, ty 18 13i s& tang 1én, dan dén toc do truyén dir lidu s& phai giam xubng.

Céc toc do cta chuan khong day nhu 11 Mbps hay 54 Mbps khong lién quan
dén tc do két ndi hay téc 46 download, vi nhirng tdc d6 nay dugc quyét dinh béi
nha cung cap dich vu Internet.

Vé6i mot hé thong mang khong day, dir liéu duoc gitr qua séng radio nén tde
dd ¢ thé bi anh huong bdi cac tic nhan gay nhidu hoidc cac vat thé 16n. Thiét bi
dinh tuyén khong day sé& tu dong diéu chinh xudng cac muc toc do thap hon. (Vi du
nhu 13 tr 11 Mbps s& giam xudng con 5,5 Mbps va 2 Mbps hodc tham chi 1a 1
Mbps).

II. K¥ thuit diéu ché trai pho

Hau hét cac mang LAN khong day sir dung cong nghé trai pho. Diéu ché trai
phé trai nang lugng cua tin hi¢u trén mdt do rong bang tan truyén din 16n hon nhiéu
s0 v6i d6 rong biang tan can thiét ti thiéu. Picu ndy trdi véi mong mudbn bao toan
d6 rong bang tin nhung qua trinh trai phd 1am cho tin hiéu it bj nhiéu dién tir hon
nhiéu so voi cac ky thuat diéu ché vo tuyén thong thuong. Truyén dan khac va
nhidu dién tir thuong 1a bang hep s& chi gdy can nhidu vdi mdt phan nho cua tin
hiéu trai phd, n6 s& gay ra it nhiéu va it 16i hon nhiéu khi cac mdy thu giai diéu ché
tin hiéu.

Piéu ché trai phd khong hiéu qua vé do rong bang tan khi duoc sir dung baoi
mot ngudi sit dung. Tuy nhién, do nhiéu ngudi str dung cé thé dung chung cung d6
rong bang tan phoé ma khong can nhiu v4i nhau, cac hé thong trai phd trd nén co
hiéu qua vé do rong bang tan trong méi truong nhiéu ngudi st dung. Diéu ché trai
phé sir dung hai phuong phép trai tin hiéu trén mot bang tan rong hon: trai phd

chudi tryc tiép va trai pho nhay tan.

10
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1. Trai phd truc tiép DSSS — Direct Sequence Spread Spectrum

Trai phé chudi truc tiép két hop mot tin hi€u dir li€u tai tram gui vé1 mot
chudi bit tbe do dir liéu cao hon nhiéu, ma nhiéu ngudi xem nhu mot chipping code
(con goi 1a mot gain xir Iy). Mot gain xir Iy cao lam ting kha ning chdng nhiéu cta
tin hiéu. Gain xtr 1y tuyén tinh t6i thiéu ma FCC — Federal Communications
Commission cho phép 1a 10, va hau hét cac san pham khai thac dudi 20. Nhoém 1am
viéc cua Vién nghién ctru dién-dién tir IEEE - Institute of Electrical and Electronics

Engineers dit gain xir 1y tbi thiu can thiét ciia 802.11 1a 11.

Chipping Code: 0=11101100011
1 =00010011100

Data Stream: 101

Transmitted Seguence:

00010011100 11101100011 Q0010011100

—
L]
—

Hoat dong cua trai pho chudi truc tiép

Hinh trén cho théiy mét vi du vé hoat dong cua trai phé chudi truc tiép. Mot
chipping code duoc biéu thi bdi cac bit dit liéu logic 0 va 1. Khi ludng dir liéu dugc
phat, mi twong Gng dugc giri. Vi duy, truyén din mot bit dit liéu bang 0 s& din dén
chudi 00010011100 dang dugc guri.

Nhiéu san pham trai phd chudi tryc tiép trén thi truong st dung nhiéu hon mot

kénh trén cung mdt khu vuc, tuy nhién s6 kénh kha dung bi han ché. Véi
chudi truc tiép, nhéu san phém hoat dong trén cac kénh riéng bi¢t béng cach chia
bang tan sd thanh cac kénh tan sé khong gdi nhau. Piéu nay cho phép mot s6 mang
riéng biét hoat dong ma khong can nhidu 13n nhau. Tuy nhién, d6 rong bing tan

phai du dé diéu tiét cac toc do dir li€u cao, chi c6 thé cd mdt s kénh.

11
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2. Trai pho nhiay tin FHSS — Frequency Hopping Spread
Spectrum

Trong trai phd nhay tan, tin hiéu dit liéu cia ngudi st dung duoc diéu ché véi
mot tin hiéu séng mang. Céc tan sd séng mang cua nhitng ngudi st dung riéng biét
dugc 1am cho khac nhau theo kiéu gia ngiu nhién trong mot kénh bang rong. Dir
lidu s6 dugc tach thanh cac cum dit liéu kich thude gidng nhau duoc phat trén cac
tan s6 song mang khac nhau. Do rong biang tan tic thoi cia cic cum truyén dan nho
hon nhiéu so véi toan bo d6 rong bang tan trai phd. M3 gia ngau nhién thay ddi cac
tan s6 song mang cua ngudi sir dung, ngau nhién héa d6 chiém dung ctia mot kénh
kénh cu thé tai bat ky thoi diém ndo. Trong may thu nhiy tan, mot ma gia ngiu
nhién dugc phat ndi bd duoc sur dung dé déng bo tan sd tirc thoi cua cac may thu
v6i cac may phat. Tai bat ky thoi diém nao, mot tin hiéu nhay tan chiém mot kénh
don twong ddi hep. Néu téc do thay doi cia tan sd song mang 16n hon nhiéu so véi
téc do ky tu thi hé thong duge coi nhur 1a mot hé théng nhay tan nhanh. Néu kénh
thay do6i tai mot toc d6 nho hon hodc bang téc do ky tu thi hé théng dugc goi 1a

nhay tan cham.

Time
5 D
4 E
3 B
2 A
1 [
] ] ]
1 1 1 >
2.40 241 2.42 2.43 244 2.45 Frequency

(GHz)

Mo hinh nhay tan CABED
Mot hé théng nhéy tan cung cép mot mirc bado mat, dac bi¢t 1a khi s dung

mdt s6 luong 16n kénh, do mot may thu vo tinh khong biét chudi gia ngiu nhién cua
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cac khe tan s phai do lai nhanh chong dé tim tin hiéu ma ho muén nghe trom.
Ngoai ra, tin hiéu nhay tan han ché duoc fading, do co thé st dung sy ma hoa diéu
khién 18i va su xen k& dé bao vé tin hiéu nhay tan khoi sy suy giam rd rét d6i khi co
thé xay ra trong qua trinh nhay tin. Viéc md héa diéu khién 16i va xen k& ciing c6
thé duoc két hop dé tranh mot kénh x6a bo khi hai hay nhiéu ngudi sit dung phat

trén cung kénh tai cing thoi diém.

3. Cong nghé ghép kénh phan chia theo tan so truc giao OFDM
— Orthogonal Frequency Division Multiplexing

OFDM 1a mdt cong nghé di ra doi tir nhidu nam trude day, tir nhig nim
1960, 1970 khi nguoi ta nghién ctru vé hién twong nhiéu xay ra giira cac kénh,
nhung n6 chi thuc su trd nén phd bién trong nhitng nim gan diy nho su phét trién
cia cong nghé xu 1y tin hiéu s6. OFDM duoc dua vao ap dung cho coéng nghé
truyén thong khong ddy bang théng rong nham khic phuc mot sé6 nhugc diém va
tang kha ning vé bang thong cho cong nghé mang khéng day, nd dugc ap dung cho
chuan IEEE 802.11a va chuan ETSI HiperLAN/2, né ciing duoc ap dung cho cong

nghé phat thanh, truyén hinh & cac nudc Chau Au.

OFDM (52 of 64 sub-carriers used)

LAYV

20 MHz

Phuong thirc diéu ché OFDM
OFDM 1a mét phuong thirc diéu ché da séng mang duoc chia thianh nhiéu
ludng dir liéu véi nhiéu séng mang khac nhau (hay con goi 1a nhitng kénh hep)
truyén cung nhau trén mot kénh chinh, mdi luéng chi chiém mot ty 1¢ dir liéu rat
nho. Sau khi bén thu nhan dir liéu, nd s& tong hop cac nhiéu ludng d6 dé ghép lai
ban tin ban dau. Nguyén 1y hoat dong ciia phuong thirc ndy ciing gidng nhu cua

cong ngh¢ CDMA .
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l11. CAc chuin ciia 802.11

IEEE ( Institute of Electrical and Electronic Engineers ) 1a to chtrc di tién
phong trong linh vuc chuin héa mang LAN véi dé an IEEE 802 nbi tiéng bat dau
trién khai tir nam 1980 va két qua la hang loat chuin thudc ho IEEE 802.x ra doi,
tao nén mat sy hdi tu quan trong cho viéc thiét ké va cai dat cac mang LAN trong
thot gian qua.

802.11 1a mot trong cac chuan cua ho IEEE 802.x bao gdm ho cic giao thic
truyén tin qua mang khong day. Trudc khi gidi thiéu 802.11 chung ta s& cing diém
qua mot s6 chuan 802 khéc:

- 802.1: cac Cau ndi (Bridging), Quan Iy (Management) mang LAN, WAN

- 802.2: diéu khién két ndi logic

- 802.3: cac phuong thirc hoat dong cua mang Ethernet

- 802.4: mang Token Bus

- 802.5: mang Token Ring

- 802.6: mang MAN

- 802.7: mang LAN bang rong

- 802.8: mang quang

- 802.9: dich vu ludng dit liéu

- 802.10: an ninh gitra cac mang LAN

- 802.11: mang LAN khong day — Wireless LAN

- 802.12: phwong phtic uu tién truy cap theo yéu cau

- 802.13: chua co

- 802.14: truyén hinh cap

- 802.15: mang PAN khong day

- 802.16: mang khong day bang rong

Chuan 802.11 cha yéu cho vi¢c phan phat cdc MSDU (don vi dit li€u dich vu
cia MAC ) giita cac két ndi LLC (diéu khién lién két logic ).
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Chuan 802.11 dugc chia 1am hai nhém: nhém 16p vat Iy PHY va nhém 16p
lién két dit lieu MAC.

1. Nhom lép vatly PHY

1.1. Chuan 802.11b

802.11b 1a chuan dap tng d cho phan 16n cac tmg dung ciia mang. V&i mot
giai phap rat hoan thién, 802.11b c6 nhiéu dic diém thuan loi so véi cac chuan
khong day khac. Chuan 802.11b sir dung kiéu trai phd truc tiép DSSS, hoat dong &
dai tan 2,4 GHz, toc d¢ truyén dit lidu t6i da 1a 11 Mbps trén mot kénh, toc d¢ thuc
té 1a khoang tir 4-5 Mbps. Khoang cach c6 thé 1én dén 500 mét trong mdi truong
mo rong. Khi dung chuan nay t6i da c¢6 32 nguoi dung / diém truy cap.

Pay 1a chuan dd dugc chip nhan rong rii trén thé gidi va duoc trién khai rat
manh hién nay do céng nghé nay sir dung dai tin khong phai dang ky cap phép phuc
vu cho cong nghiép, dich vu, y té.

Nhugc diém cua 802.11b 1a hoat dong ¢ dai tan 2,4 GHz trung voi dai tan cua
nhiéu thiét bi trong gia dinh nhu 10 vi song , dién thoai me con ... nén co thé bi

nhieéu.

1.2. Chuan 802.11a

Chuan 802.11a 1a phién ban nang cip cta 802.11b, hoat dong & dai tan 5 GHz
, diung coéng nghé trai phd OFDM. Tdc dd ti da tir 25 Mbps dén 54 Mbps trén mot
kénh, téc do thuc té xap xi 27 Mbps, dung chuin nay téi da c6 64 ngudi ding /

diém truy cap. Py ciing 1 chuan dd duoc chip nhin rong rai trén thé gi6i.

1.3. Chuén 802.11g

Céc thiét bi thudc chuan nay hoat dong & cung tan s6 v6i chuan 802.11b 1a 2,4
Ghz. Tuy nhién chung hd tro toc do truyén dit liéu nhanh gip 5 1an so vé6i chuin
802.11b véi cung mot pham vi phu séng, tirc 1a tde do truyén dit liéu toi da 1én dén
54 Mbps, con toc do thuc té 1a khoang 7-16 Mbps. Chuan 802.11g st dung phuong
phap diéu ché OFDM, CCK — Complementary Code Keying vd PBCC — Packet
Binary Convolutional Coding. Céc thiét bi thuéc chuan 802.11b va 802.11g hoan
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toan twong thich véi nhau. Tuy nhién can luu ¥ rang khi ban tron 13n cac thiét bi ctia
hai chudn d6 véi nhau thi céac thiét bi s& hoat dong theo chuén nao co toc do thép
hon. Pay 13 mot chuan htra hen trong tuong lai nhung hién nay van chua dugc chip

thuan rong rai trén thé gioi.

2. Nhom 16p lién két dir liéu MAC

2.1. Chuan 802.11d

Chuan 802.11d b6 xung mét sd tinh ning dbi voi 1é6p MAC nhdm phd bién
WLAN trén toan thé gidi. Mot sé nude trén thé gidi c6 quy dinh rat chit ché vé tan
s6 va mirc nang luong phat song vi vay 802.11d ra doi nham dap Gng nhu cau dé.
Tuy nhién, chuan 802.11d van dang trong qué trinh phat trién va chua dugc chip

nhdn rong rai nhu la chuan cua thé gidi.

2.2. Chuén 802.11e

Pay 1a chuan dugc 4p dung cho ca 802.11 a,b,g. Muyc tiéu cua chuan nay
nham cung cdp cac chic ning vé chat luong dich vu - QoS cho WLAN. Vé mit k¥
thuat, 802.11¢ cling bd xung mot s6 tinh ning cho 16p con MAC. Nho tinh ning
nay, WLAN 802.11 trong mdt twong lai khong xa c6 thé cung cip ddy du cac dich
vu nhu voice, video, cac dich vu doi hoi QoS rat cao. Chuan 802.11e hién nay van

dang trong qua trinh phat trién va chua chinh thirc 4p dung trén toan thé gidi.

2.3. Chuén 802.11f

bay la mot bo tai ligu khuyén nghi ctia cac nha san xuét dé cac Access Point
clia cac nha san xuat khac nhau c6 thé 1am viéc voi nhau. Diéu nay 1a rat quan trong
khi quy mé mang ludi dat dén mtrc dang ké. Khi d6 moi dap tmg duogc viée két ndi
mang khong ddy lién co quan, lién xi nghiép c6 nhiéu kha ning khong ding cing

mot ching loai thiét bi.

2.4. Chuan 802.11h
Tiéu chuin nay bo xung mot sb tinh ning cho 16p con MAC nhiam dap tng

cac quy dinh chau Au ¢ dai tan 5GHz. Chau Au quy dinh rang cac san pham dung
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dai tan 5 GHz phai c6 tinh ning kiém soat mic ning luong truyén dan TPC -
Transmission Power Control va kha nang ty dong lya chon tan sd DFS - Dynamic
Frequency Selection. Lwa chon tin sd & Access Point gitip lam giam dén muc t6i

thiéu can nhiéu dén céc hé théng radar dac biét khac.

2.5. Chuén 802.11i

Day 1a chuan bd xung cho 802.11 a, b, g nhim cai thién vé mit an ninh cho
mang khong day. An ninh cho mang khong day la mot giao thirc c6 tén la WEP,
802.11i cung cap nhitng phuong thic mi héa va nhitng thu tuc xac nhan, ching

thuc méi c6 tén 1a 802.1x. Chuan nay van dang trong giai doan phat trién.

IV. Céc Kién tric co ban ciia chuin 802.11

1. Tram thu phat - STA

STA — Station, cac tram thu/phat song. Thuc chét ra 1a céac thiét bi khong day
két nbi vao mang nhu may vi tinh, may Palm, may PDA, dién thoai di dong, vv...
v6i vai tro nhu phan tir trong mé hinh mang ngang hang Pear to Pear hodc Client
trong md hinh Client/Server. Trong pham vi d6 4n nay chi dé cap dén thiét bj khong
day 12 may vi tinh (thuong 1 may xach tay ciing c6 thé 1a may dé ban c6 card mang
két ndi khong day). Cé truong hop trong dd an nay goi thiét bi khong day 1a STA,
c6 lac 1a Client, ciing c6 lic goi truc tiép 1a may tinh xach tay. Thuc ra 13 nhu nhau

nhung cach goi tén khac nhau cho phit hop véi tinh hudng dé cap.

2. Piém truy cip — AP

Diém truy cip — Acces Point 13 thiét bj khong day, 1a diém tap trung giao tiép
voi cac STA, dong vai tro ca trong viéc truyén va nhan dir liéu mang. AP con cé
chtrc ning két nbi mang khong day thong qua chuan cap Ethernet, 1a ciu ndi giita
mang khong dy véi mang c6 diy. AP ¢6 pham vi tir 30m dén 300m phu thudc vao

cong nghé va cau hinh.
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3. Tram phuc vu co ban — BSS

Kién tric co ban nhit trong WLAN 802.11 1a BSS — Base Service Set. Pay 1a
don vi cia mdt mang con khéng diy co ban. Trong BSS c6 chtra ciac STA, néu
khong c6 AP thi s& 1a mang cac phan tir STA ngang hang (con dugc goi 1a mang
Adhoc), con néu c6 AP thi s& 1a mang phan cip (con goi 1a mang Infrastructure).
Céc STA trong cing mot BSS thi co thé trao doi thong tin véi nhau. Ngudi ta
thuong dung hinh Oval dé biéu thi pham vi cua mot BSS. Néu mot STA nao d6
nam ngoai mot hinh Oval thi coi nhu STA khéng giao tiép duge v6i cac STA, AP
nam trong hinh Oval d6. Viéc két hop gitta STA va BSS c¢6 tinh chit dong vi STA
c6 thé di chuyén tor BSS nay sang BSS khac. Mot BSS dugc xéc dinh béi ma dinh
danh hé thong ( SSID — System Set Identifier ), hodc no ciing ¢ thé hiéu 1a tén cua
mang khong day do.

Single Cell
Propagation Boundary

-

Fl N
# A
r L
i/ . . b
, Basic Service Set
‘ (BsS) Y

Station A !

I
!
1

]

Moé hinh mot BSS

4. BSS doc 1ap — IBSS

Trong md hinh IBSS — Independent BSS, 1a cac BSS ddc lap, tirc 1a khong co
két nbi voi mang c6 day bén ngoai. Trong IBSS, ciac STA cb vai tro ngang nhau.
IBSS thuong duoc 4p dung cho md hinh Adhoc bdi vi n6 ¢ thé duoc xay dung

nhanh chéng ma khong phai can nhiéu ké hoach.
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5. Hé thong phan tan — DS

Nguoi ta goi DS — Distribution System 1a mdt tdp hop ctiia cac BSS. Ma cac
BSS nay c6 thé trao ddi théng tin voi nhau. Mot DS ¢6 nhiém vu két hop véi cac

BSS mot cach théng sudt va dam bao giai quyét van dé dia chi cho toan mang

6. Hé thong phuc vu mé rong - ESS

ESS — Extended Service Set 1a mot khai niém rong hon. M6 hinh ESS 1a sy
két hop gitra DS va BSS cho ta mot mang véi kich ¢& tiiy ¥ va c¢6 ddy du cac tinh
ning phtrc tap. Dic trung quan trong nhat trong mot ESS 14 cac STA c6 thé giao
tiép voi nhau va di chuyén tir mot ving phu séng cia BSS niy sang ving pha séng

ctia BSS ma van trong sudt v4i nhau & mire LLC — Logical Link Control.

BSS 1
—====--1 Point |_ .
.: , Distribution System K 1
. Point | .,
BSS 2
Mo hinh ESS
7. M6 hinh thye té

Trén thuc té thi ¢6 rat nhidu mé hinh mang khong day tir mot vai may tinh két
nbi Adhoc dén mo6 hinh WLAN, WWAN, mang phtrc hop. Sau day 1a 2 loai mé
hinh két ndi mang khong day pho bién, tir 2 mé hinh nay c6 thé két hop dé tao ra
nhiéu mé hinh phtec tap, da dang khac
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7.1. Mang khéong diy két ndi véi mang c6 day

Qi

Wireless Station ‘\

Wireline )
Wireless rrecerw Network
Network

v’ Access

Point ﬁ
Wireless Station \,

M6 hinh mang khong ddy két noi véi mang cé day

/(0

AP s& 1am nhiém vu tip trung cac két ndi khong day, dong thoi no két ndi vao
mang WAN (hoic LAN) thong qua giao dién Ethernet RJ45, & pham vi hep c6 thé

coi AP 1am nhiém vu nhu mot router dinh tuyén giita 2 mang nay

7.2. Hai mang cé diy két ndi v6i nhau bing két ndi khong day

Wireline Network Wireline Network

M6 hinh 2 mang c6 diy két néi véi nhau bang két noi khong day
Két ndi khong day giira 2 dau cia mang 2 mang WAN sir dung thiét bi Bridge
lam cau ndi, co thé két hop str dung chao thu phat nhé truyén séng viba. Khi do
khoang cach giita 2 dau két ndi co thé tir vai trim mét dén vai chuc km tuy vao loai

thiét bi cau ndi khong day
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V. Mbt s6 co ché sir dung khi trao doi thong tin trong mang

khong day

1. Co ché CSMA-CA

Nguyén tic co ban khi truy cép ctia chuan 802.11 1a sir dung co ché CSMA-
CA viét tit ciia Carrier Sense Multiple Access Collision Avoidance — Pa truy cip
sir dung song mang phong tranh xung dot. Nguyén tic nay gan gidng nhu nguyén
taic CSMA-CD (Carrier Sense Multiple Access Collision Detect) ctia chuan 802.3
(cho Ethernet). Diém khéc & day 1a CSMA-CA né s& chi truyén dit liéu khi bén kia
san sang nhan va khong truyén, nhan dir liéu nao khac trong liic d6, day con goi la
nguyén tic LBT listening before talking — nghe trudc khi noi.

Trude khi géi tin dugc truyén di, thiét bi khong diy dé s& kiém tra xem c6 cac
thiét bi nao khac dang truyén tin khong, néu dang truyén, n6 s& doi dén khi nao céac
thiét bi kia truyén xong thi né6 méi truyén. Dé kiém tra viéc céac thiét bi kia da truyén
xong chua, trong khi “doi1” nd s€ hoi “tham do” déu din sau cac khoang thoi gian

nhét dinh.

2. Co ché RTS/CTS

Pé giam thiéu nguy xung d6t do cac thiét bi cung truyén trong cung thoi
diém, nguoi ta st dung co ché RTS/CTS — Request To Send/ Clear To Send. Vi du
néu AP muén truyén dit liéu dén STA, né s& gui 1 khung RTS dén STA, STA nhén
duoc tin va giri lai khung CTS, dé thong bao sin sang nhén dit liéu tir AP, dong thoi
khong thyc hién truyén dit liéu véi cac thiét bi khac cho dén khi AP truyén xong
cho STA. Luc d6 cac thiét bi khac nhan dugc thong bao cling s& tam ngimg viéc
truyén thong tin dén STA. Co ché RTS/CTS dam bao tinh sin sang giita 2 diém

truyén dit liéu va ngin chin nguy co xung dot khi truyén di liéu.

3. Co ché ACK

ACK — Acknowledging 14 co ché théng bao lai két qua truyén dit liéu. Khi

bén nhan nhan dugc di li¢u, nd s€ guri thong bao ACK dén bén gui bao 1a da nhéan
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dugc ban tin roi. Trong tinh huong khi bén gui khong nhan dugec ACK no sé coi la
bén nhan chua nhan dugc ban tin va né s€ gui lai ban tin d6. Co ché nay nham giam

b6t nguy co bi mat dir lidu trong khi truyén giira 2 diém.
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Chuong 3: Cac van dé can quan tim clia mang May

tinh khong diy, van dé an ninh mang

I. Cac van dé ciia mang khong diy, twong quan ddi véi

mang co day

Khi xay dyng mot mang may tinh, dé dwa ra giai phap k¥ thuat va thiét bi phu

hop, ngudi ta phai dua trén viéc phén tich kha ning dap tmg yéu ciu theo céc tiéu

chi dé ra. Pé thay duoc nhitng van dé cia mang khong day ciing nhu twong quan

nhiing van dé do so voi mang cé day, toi xin dua ra mot so ti€u chi co ban va so

sadnh giai phap cua mang c6 day va mang khong day.

1. Pham vi ing dung

Mang c6 day

Mang khong day

- C6 thé mg dung trong tat ca C4&c md

hinh mang nho, trung binh, 16n, rat 1on

- Gap khoé khan ¢ nhitng noi xa x6i, dia
hinh phtrc tap, nhitng noi khong 6n dinh,
kho kéo day, duong truyén

- Chu yéu 1a trong mé hinh mang nho va
trung binh, v&i nhitng mé hinh 16n phai
két hop v6i mang c6 day

- C6 thé trién khai & nhitng noi khong
thuan tién vé dia hinh, khéng on dinh,

khong trién khai mang c6 day duoc

2. Dg phirc tap ky thuat

Mang c6 day

Mang khong day

- b6 phuc tap k¥ thuat tuy thudc tung

loai mang cu thé

- Bg phtc tap ky thuat tuy thudc tung
loai mang cu thé

- Xu hudng tao kha niang thiét 1ap cac
thong sb truyén song vo tuyén cia thiét

bi ngay cang don gian hon
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3. D¢ tin cay

Mang c6 day

Mang khong day

- Kha ndng chiu 4nh huong khach quan

bén ngoai nhu thoi tiét, khi hau tot
- Chiu nhiéu cudc tan cong da dang,
phuc tap, nguy hiém cua nhimg ké pha

hoai vo tinh va co tinh

- It nguy co anh hudng sirc khoe

- Bi anh huong boi cic yéu t6 bén ngoai
nhu moi trudng truyén séng, can nhidu
do thoi tiét

- Chju nhiéu cudc tan cong da dang,
phure tap, nguy hiém cua nhimg ké pha
hoai v6 tinh va ¢d tinh, nguy co cao hon
mang c6 day

- Con dang tiép tuc phan tich vé kha

nang anh huong dén suc khde

4. Lap dat, trién khai

Mang cé day

Mang khong day

- Lap dat, trién khai ton nhiéu thoi gian

va chi phi

- Lap dat, trién khai dé dang, don gian,

nhanh chéng

5. Tinh linh hoat, kha niing thay d6i, phat trién

Mang c6 day

Mang khong day

- Vi 12 hé thong két n6i co dinh nén tinh
linh hoat kém, kho thay doi, nang cap,
phat trién

- Vi 13 hé thong két noi di dong nén rat
linh hoat, dé dang thay ddi, nang cap,

phat trién

6. Gia ca

Mang c6 day

Mang khong day

- Gid ca tuy thudc vao trng mo6 hinh

mang cu thé

- Thuong thi gia thanh thiét bi cao hon
so v&1 cia mang co6 day. Nhung xu
hudng hién nay la cang ngay cang giam

su chénh I¢ch vé gia
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II. Tai sao an ninh mang la vin dé quan trong ciia mang
may tinh khong day ?
Tir cac phan tich ciia muyc trén ta da thdy dugc nhitng wu diém va nhuoc diém

cua mang may tinh khong day. Trong cac uu, nhugc diém doé thi van dé an ninh

mang la quan trong xét theo 2 khia canh sau:

1. Xem xét twong quan voi cac van dé khac

- Pbi véi mang khong day cac van dé nhu can nhiu tin hiéu v6 tuyén, kiém
soat nang luong, anh hudng stc khoe c6 thé giam thiéu anh huong tdi da dén muc
cho phép nho su phat trién cia khoa hoc, ky thuat

- Gia ca thiét bi c6 thé giam xudng do thi truong sir dung ngay cang mé rong

- An ninh mang 13 diéu ngay cang birc xtc, nguy co bi tin cong mang ngay
cang ting. B4i vi tAn cong, pha hoai 1a do con nguoi thuc hién, k¥ thuat cang phat
trién, cang thém kha nang dbi pho, ngan chin thi ké tan cong ciing ngay cang tim ra

nhiéu céac k¥ thuat tdn cong khac ciing nhu nhitng 161 k¥ thuat khac cta hé thong.

2. Xem xét twong quan vi mang co day

S& di nguy co bi tdn cong cia mang khong day 16n hon ciia mang c6 day la do
nhiing yéu t6 sau:

- Ké tin cong thudng thuc hién ngay trong ving phii song

- Thong tin trao doi trong khong gian, vi vay khong thé ngan chan duoc viéc
bi 14y trom thong tin

- Cong nghé con kha méi mé, nhat 1a ddi véi Viét Nam. Cac cong nghé tir khi

dua ra dén khi ap dung thuc té con cach nhau mot khoang thoi gian dai
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II1. Pham vi nghién ctru ciia d6 4n nay

Ciling nhu mang mang may tinh c6 day, mang may tinh khong day cting co
nhitng ciu tric tir don gian dén rat phtic tap. PO 4n nay nghién ctru dua trén mang
may tinh khong diy nhung tap trung vao nghién ctru cac van dé an ninh mang trén
mang may tinh ndi bd khong diy co ban Wireless LAN hay goi tit 13 WLAN, vi
day 1a mang khéng ddy co ban, tir md hinh nay co thé phat trién ra cac mo hinh
mang khac nhu mang WAN khong diy, mang khong ddy két hop mang c6 day.

Tiép theo méi 13 cac md hinh mang may tinh khong day phirc tap khac.

26



Mang may tinh khong ddy

Chuong 4: Bao mat trong mang WLAN
|. Co sé bao mat mang WLAN

Chuan IEEE 802.11 c6 vai dic tinh bao mat, nhu hé théng mé va cac kiéu
chirng thyc khoa dung chung, dinh danh dit dich vu (SSID), va giai thuat WEP.
Mbi dic tinh cung cép cac muc do bdo mat khac nhau va chung dugc gidi thi¢u
trong phan ndy. Phan nay ciing cung cap thong tin vé cach dung anten RF dé han

ché lan lan truyén trong moi trudng WM.

1. Gidi han lan truyén RF
Trudc khi thuc hién cac bién phap bao mat, ta can xét cac van dé lién quan véi lan
truyén RF do cac AP trong mot mang khong day. Khi chon tét, viéc két hop may
phat va anten thich hop 12 mot cong cu bao mat cé hiéu qua dé gisi han truy cap téi
mang khong day trong vung phu song dinh trudce. Khi chon kém, s&é md rong mang
ra ngoai ving phi séng dinh trude thanh nhiéu ving pha séng hoic hon nira.

Cac anten c6 hai dic tinh cha yéu: tinh dinh huéng va 46 khuéch dai. Cac
anten da hudng c6 vung phu song 360 do, trong khi cac anten dinh hudng chi pha
séng trong ving han ché. Do khuéch dai anten duoc do bing dBi va duoc dinh

nghia 13 su ting cong suat ma maot anten thém vao tinh hiéu RF.
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/ \\ Omni-directional
\ ___ antenna

{ |

Directional Yagi
antenna

Céc mau lan truyén RF cuia cac anten phd bién.

2. Pinh danh thiét 1ap Dich vu (SSID)

Chuan IEEE 802.11b dinh nghia mét co ché khac dé gisi han truy cap: SSID.
SSID la tén mang ma xac dinh ving dugc phu séng bai mot hoac nhiéu AP. Trong
kiéu sir dung pho bién, AP lan truyén dinh ky SSID cia nd qua mot dén hiéu
(beacon). Mot tram vd tuyén mudn lién két dén AP phai nghe cac lan truyén d6 va
chon mot AP dé lién két vai SSID cua no.

Trong kiéu hoat dong khac, SSID duoc sir dung nhu mot bién phap bao mat
bang cach dinh ciu hinh AP dé khong lan truyén SSID cua nd. Trong kiéu nay, tram
v tuyén mudn lién két dén AP phai sin c6 SSID da dinh cu hinh giéng véi SSID
cua AP. Néu cac SSID khac nhau, cac khung quan ly tir tram vo tuyén giri ¢én AP
s& bi loai bo vi ching chira SSID sai va lién két s& khong xay ra.

Vi cac khung quan 1y trén cac mang WLAN chuan IEEE 802.11 lu6n ludn
duoc giri dén 1 rang, nén kiéu hoat dong nay khong cung cAp muc bao mat thich
hop. Mot ké tin cong dé dang “nghe” cac khung quan 1y trén moi truong WM va
kham pha SSID cua AP.
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3. Cac kiéu Chirng thue

Trude khi mot tram cudi lién két véi mot AP va truy cap té1i mang WLAN, n6
phai thuc hién ching thue. Hai kiéu ching thue khach hang duoc dinh nghia trong
chuan IEEE 802.11: hé thong mo va khoa chia sé.

Chiing thuc hé thong mé

Chtng thuc hé théng ma (hinh 2.3) 1a mot hinh thtc rit co ban cua chtng
thuc, né gdm maot yéu cau ching thuc don gian chaa 1D tram va mot dap lai chiing
thuc gom thanh cong hoic that bai. Khi thanh cong, ca hai tram dugc xem nhu dugc

xac nhan véi nhau.

% WLAN Client =--'—“-'f::?71}—._-.,.,

authentication request

Access
Point

>

authentication response

<
Chang thuc hé thong mé.

Chirng thuc khoa chia sé

Chang thuc khéa chia sé (hinh 4.4) duoc Xac nhan trén co so ca hai tram tham
gia trong qua trinh chiing thuc c6 cung khoa “chia sé”. Ta gia thiét rang khoa nay
da duoc truyén t6i ca hai tram suét kénh bao mat nao d6 trong moi truong WM.
Trong c4c thi hanh tiéu biéu, chung thuc nay dwoc thiét 1ap thu cong trén tram
khach hang va AP. Céac khung thir nhat va thi tu ctia ching thuc khoéa chia sé tuong
tu nhu cac khung cé trong chung thuc hé théng mo. Con céc khung tha hai va
khung thtr ba khéac nhau, tram x&c nhan nhan mot goi vian ban yéu cau (duoc tao ra
khi sir dung bo tao sé gia ngau nhién giai thuat WEP (PRNG)) tir AP, mat ma hoa
no sir dung khoa chia sé, va giri n6 tré lai cho AP. Sau khi giai ma, néu vin ban yéu
cau phu hop, thi ching thuc mot chiéu thanh cong. Dé chung thuc hai phia, qué

trinh trén duoc 13p lai ¢ phia ddi dién. Co sd ndy lam cho hau hét cac tan cong vao
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mang WLAN chuan IEEE 802.11b chi can dua vao viéc bat dang mat ma hoa cua
mot dap ung biét trudc, nén dang chang thuc nay 1a mot lva chon kém hiéu qua. N6
cho phép céc hacker lay thong tin dé danh d6 mat ma hoa WEP va d6 ciing 1a 1y do

tai sao chting thuc khoa chia sé khong bao gio khuyén nghi.

Str dung ching thuc mé 1a mot phuong phap bao vé di liéu tét hon, vi n6 cho
phép chuing thuc ma khong c6 khoa WEP ding. Bao mat gisi han van dugc duy tri

vi tram s& khéng thé phat hodc nhan dix liéu chinh xac véi mot khda WEP sai.

@ WLAN Client —/ /

authentication request

Access
Point

’.

challenge text

encrypted challenge text

>

authentication respose

«
Churng thuc khoa chia sé..

4. Ma hoa WEP

WEP dugc thiét ké dé bao vé ngudi ding mang WLAN khoi bi nghe trom tinh

co va né cd cac thudc tinh sau:

e Mit ma hda manh, dang tin cay. Viéc khdi phuc khoa bi mat rat kho
khan. Khi d6 dai khoa cang dai thi cang khé dé khdi phuc.

e Tu ddng bd hoa. Khdng can giai quyét mat cac goi. Mdi goi chaa dung
thong tin can dé giai ma no.
e Hiéu qua. N6 duogc thyc hién dang tin cay trong phan mém.
Giai thuat WEP thuc chat 1a giai thuat giai ma héa RC4 cua Hiép hoi Bao mat
Dit liéu RSA. N6 duoc xem nhu 13 mét giai thuat dbi xiing vi sir dung cing khoa

cho mat ma hoa va giai mat ma UDP (Protocol Data Unit) van ban goc. Mdi khi
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truyén, van ban géc XOR theo bit véi mot ludng khda (keystream) gia ngau nhién

dé tao ra mot van ban duoc mat ma. Qua trinh gidi mat ma nguoc lai.
Giai thuat hoat dong nhu sau:

e Ta gia thiét rang khoa bi mat da duoc phan phdi toi ca tram phat 13n

tram thu theo nghia bao mat nao do.

e Tai tram phéat, khoa bi mat 40 bit duoc mdc ndi véi mot Vecto Khaoi tao
(IV) 24 bit dé tao ra mot seed (hat giéng) cho dau vao bé PRNG WEP.

e Seed dugc qua bo PRNG dé tao ra mot luong khoa (keystream) la céc

octet gia ngau nhién.

e Sau d6 PDU vin ban goc dugc XOR véi keystream gia ngau nhién dé

tao ra PDU van ban mat ma hoa.

e PDU vin ban mat ma hoa nay sau d6 dugc moc ndi véi IV va duoc

truyén trén moi truong WM.

e Tram thu doc IV va méc ndi nd véi khoa bi mat, tao ra seed ma né
chuyén cho bo PRNG.

e Bo PRNG cua may thu can phai tao ra keystream dong nhat duoc sir
dung bai tram phat, nhu vay khi nao dugc XOR véi van ban mat ma hoa, PDU

van ban gbc duoc tao ra.

PDU vin ban gdc duge bao vé bang mot ma CRC dé ngin ngira can thiép
ngau nhién vao vin ban mat ma dang van chuyén. Khong may 1a khong co bat ky
CaC quy tic nao dbi véi cach sir dung cua IV, ngoai trir néi rang IV duoc thay doi
"thudng xuyén nhu mdi MPDU". Tuy nhién, chi tiéu k¥ thuat da khuyén khich cac

thuc thi dé xem xét cac nguy hiém do quan 1y IV khong hiéu qua
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5. Trang thai bao mat mang WLAN

Chuan IEEE 802.11b d3 hinh thanh dudi sy khuyén khich tir nhiéu huéng. C6 nhiéu
tai liéu cua cac nha nghién ctru khac nhau di chi ra cac 16 hong bao mat quan trong
trong chuan. Ho chi ra rang giai thuat WEP khong hoan toan du dé cung céap tinh
riéng tu trén mot mang khong day. Ho khuyén nghi:

e Cac I6p lién két dé xuat khong duoc bao mat.
e Sir dung cac co ché bao mat cao hon nhu IPsec va SSH, thay cho WEP.

e Xem tat ca cac hé théng dugc ndi qua chuan IEEE 802.11 nhu 1a phan ngoai.
Dit tat ca cac diém truy cap bén ngoai buc tuong lia.

Gia thiét rang bat cir ai trong pham vi vat Iy déu c6 thé lién lac trén mang nhu
mot nguoi dung hop 16. Nhé rang mot ddi thi canh tranh ¢ thé dung mot anten tinh
vi v6i nhiéu viing nhan soéng rong hon c6 thé dugc tim thay trén mot card PC chuan

IEEE 802.11 tiéu biéu

I1. Cac vi du kién tric bio mat mang WLAN

1. Chirng thwe bang dia chi MAC — MAC Address

Trude hét ching ta cling nhéc lai mot chat vé khai niém dia chi MAC. Dia chi
MAC — Media Access Control 1a dia chi vat Iy cta thiét bj duoc in nhap vao Card
mang khi ché tao, mdi Card mang c6 mot gia tri dia chi duy nhét. Dia chi nay gSm
48 bit chia thanh 6 byte, 3 byte dau dé xac dinh nha san xuét, vi du nhu:

00-40-96 : Cisco

00-00-86 : 3COM

00-02-2D : Agere Communications (ORiINOCO)

00-10-E7 : Breezecom

00-E0-03 : Nokia Wireless

00-04-5A : Linksys

3 byte con lai 1a sb thi tu, do hing dit cho thiét bi

Dia chi MAC nam ¢ 16p 2 (16p Datalink ctia mé hinh OSI)
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Khi Client giri yéu cau chung thyc cho AP, AP s& lay gia tri dia chi MAC ciia
Client d6, so sanh véi bang cac dia chi MAC dugc phép két ndi dé quyét dinh xem
c¢6 cho phép Client ching thuc hay khong. Chi tiét qué trinh nay duoc biéu dién &
hinh dudi

Luptop computer
00-04-5A-02-1AD7 |

y Hecess Point

. _8_02_] T_Au_ Ihinﬁrq[sf R equest (SSID or nyl)
B— —_‘r_ Match Network's SSID?

S ]| Thenticate Resporse
Match Allowed
— 821 L@”_‘Wf%“ﬁ' MAC Addresses?
> [ 000209738
| W0
47211 Assodate-Response IO 501 1)

For successful association, the ireless device must have an approved MAC oddress.

Mo ta qua trinh chirng thuc b&ng dia chi MAC
Nhuoe diém

Vé nguyén 1y thi dia chi MAC 14 do hang san xuat quy dinh ra nhung nhuoc
diém cua phuong phap nay ké tin cong lai c6 thé thay ddi dia chi MAC mot cach dé
dang, tir d6 co thé ching thuc gia mao.

- Gia sir nguoi str dung bi mat may tinh, ké cap c6 thé dé dang truy cap va tan
cong mang boi vi chiéc may tinh d6 mang dia chi MAC dugc AP cho phép, trong
khi d6 ngudi mat may tinh mua mot chiéc may tinh mai lic dau gap kho khin vi AP
chua kip cép nhat dia chi MAC cua chiéc may tinh do.

- Mot s6 cac Card mang khong day loai PCMCIA dung cho chuan 802.11 dugc hd
trg kha niang tu thay doi dia chi MAC, nhu vy ké tan cong chi viéc thay doi dia chi
d6 gibng dia chi cia mdt may tinh nao trong mang di duogc cip phép 1a hin co

nhiéu co hoi chig thyc thanh cong

2. Chirng thue biang SSID

Chtng thuc bﬁng SSID - System Set Identifier, ma dinh danh hé théng, la mot

phuong thirc chimg thye don gian, no duge ap dung cho nhiéu mé hinh mang nhd,
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yéu cau muc do bao mat thip. C6 thé coi SSID nhu mot mat ma hay mot chia khoa,
khi may tinh méi duge phép gia nhap mang no s& dugc cip SSID, khi gia nhdp, né
giri gia tri SSID nay 1én AP, liic nay AP sé& kiém tra xem SSID ma mdy tinh d6 gui
1én c6 diing v6i minh quy dinh khong, néu dung thi coi nhu da ching thuc duoc va

AP s& cho phép thuc hién cac két ndi.

——— 1. Probe Request ————pr

4 2, Probe Responsa

——— 3. Authentication Request ———» Wired
B Network
<«—— 4 Authentication Response  ———
o  —— 5. Association Request ——————p S

Client <«— 6, A=sociation Response Access Point

Mo ta qua trinh ching thuc bang SSID

Céc budc két ndi khi sir dung SSID:

1. Client phat yéu cau Tham do trén tit ca cac kénh

2. AP nao nhén dugc yéu cau Tham do trén s& tra 161 lai (co thé c6 nhiéu AP
cung tra 101)

3. Client chon AP nao phu hop dé guri yéu cau xin Chimng thuc

4. AP gti tra 101 yéu cau Chimng thuc

5. Néu thoa min cac yéu cau chimg thuc, Client s& giri yéu cau Lién két dén
AP

6. AP giri tra 101 yéu cau Lién két

7. Qua trinh Ching thuc thanh cong, 2 bén bat dau trao doi dit liéu

SSID 1a mot chudi dai 32 bit. Trong mot s6 tinh hudng cong khai (hay con goi
la Ching thyc md - Open System Authentication), khi AP khong yéu cau ching
thuc chudi SSID nay sé& 1a mot chudi trang (null). Trong mot s6 tinh hudng cong
khai khac, AP c6 gia tri SSID va n6 phat BroadCast cho toan mang. Con khi gitr bi
mat (hay con goi la Ching thuc dong - Close System Authentication), chi khi c6
SSID ding thi may tinh méi tham gia vao mang duoc. Gia tri SSID ciing c6 thé

thay d6i thuong xuyén hay bat thudng, lac d6 phai thong bao dén tat ca cac may
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tinh duoc cp phép va dang sir dung SSID cii, nhung trong qua trinh trao d6i SSID
giita Client va AP thi ma ndy dé ¢ nguyén dang, khong ma hoa (clear text).
802.11 Authentication

AuthenticationNon-cryptographic
Does not use RC4 Cryptographic

Identify based Challenge Response Uses RC4

Open System Authentication

NULL SSID is accepted Closed System Authentication

Must have valid SSID

\ 4
A station is allowed to
A station is allowed to join join a network if it is a
a network if it transmits an valid SSID for the AP

empty string for the SSID

v

A station is allowed to join network if proves
WEP key is shared (Fundamental security
based on knowloedge of secret key)

M0 hinh phuong phap ching thye SSID ctia 802.11.
Nhugc diém
Str dung SSID 1a kha don gian nhung né ciing c6 nhiéu nhugc diém, cu thé
- Cac hang thuong c6 ma SSID ngam dinh san (default SSID), néu nguoi sir
dung khéng thay d6i thi cac thiét bi AP giit nguyén gié tri SSID nay, ké tin cong loi
dung su loi long do, dé do ra SSID. Céac SSID ngém dinh ctia AP ctia mot sb hang

nhu sau:
Manufacturer Default SSID
3Com 101, comcomcom
Addtron WLAN
Cisco Tsunami, WaveLAN Network
Compaq Compaq
Dlink WLAN
Intel 101, 195, xlan, intel
Linksys Linksys, wireless
Lucent/Cabletron RoamAbout
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NetGear Wireless

SMC WLAN

Symbol 101

Teletronics any

Zcomax any, mello, Test
Zyxel Wireless

Others Wireless

- Nhiéu mang str dung ma SSID rdng (null), nhu vay dwong nhién moi may
tinh c6 thé truy nhap vao mang duoc, ké ca may tinh ctia ké tan cong

- AP bat ché do Broadcast gia SSID, nhu vay gia tri SSID nay sé& duoc giri di
khap noi trong ving phu séng, tao diéu kién cho ké tin cong lay dugc ma nay

- Kiéu ching thyc dung SSID 14 don gian, it budc. Vi vay néu ké tin cong
thuc hién viéc bat rat nhiéu goi tin trén mang dé phan tich theo cac thuat toan quét
gia tri nhu kiéu Brute Force thi s& c¢6 nhiéu kha ning do ra dugc ma SSID ma AP
dang st dung

- Tat ca mang WLAN dung chung mét SSID, chi cAn mot may tinh trong
mang dé 16 thi s& anh huéng an ninh toan mang. Khi AP mudn doi gia tri SSID thi

phai thong bao cho tat ca cac may tinh trong mang

3. Phwong thirc chirng thuwe va ma hoa WEP

Phuong thirc chimg thue cia WEP ciing phai qua cac budc trao ddi giita

Client va AP, nhung n6 c6 thém ma hoa va phtrc tap hon
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Wireless station Access Point
= -

Aut

henticas:

%’

Generate random number
to challenge station

Cha\\e“ge 9

Encrypt challenge using

RC4 algorithm R
€Sponse
Decrypt response to recover

challenge. Verify that

| o] S

Mo ti qua trinh chieng thuc giita Client va AP

Céac buéde cu thé nhu sau:

Budc 1: Client giri dén AP yéu cau xin chtng thuc

Budc 2: AP sé& tao ra mot chudi moi két ndi (challenge text) ngau nhién giri
dén Client

Budc 3: Client nhan dugc chudi nay nay s& mi hoa chudi bang thuat toan RC4
theo ma khéa ma Client duoc cap, sau d6 Client gui lai cho AP chudi d3 ma hoa

Buéc 4: AP sau khi nhan duoc chudi dd ma hoa cua Client, né sé giai ma lai
bang thuat toan RC4 theo ma khoa da cap cho Client, néu két qua giéng v6i chudi
ban dau ma né gui cho Client thi c6 nghia 13 Client di c6 ma khoa dung va AP s&

chap nhan qua trinh chtng thuc ciia Client va cho phép thuc hién két ndi

Phwong thirc ma hoa

WEP 1a mét thuat toan ma hoa d6i xing c6 nghia 1 qué trinh ma hoa va giai
mé déu dung mot 1a Khoa dung chung - Share key, khoa nay AP str dung va Client
duogc cap. Chung ta 1am quen voi mot s6 khai niém sau:

Khda diing chung — Share key: Day 1a ma khoa ma AP va Client cing biét va

st dung cho viéc ma hoa va giai ma dir li¢u. Khoa nay c6 2 loai khac nhau vé do dai

37



Mang may tinh khong ddy

1a 40 bit va 104 bit. Mot AP ¢6 thé sir dung toi 4 Khoa dung chung khéac nhau, tirc

la n6 co lam viéc vdi 4 nhoém cac Client két noi to1 no.

21|
~Set Security—— S
[V Enable Data Security

+° Use Alphanumeric Characters (0-9, a-z, A-Z)

" Use Hexadecimal (0-9, a-f, &-F)

Key |

Key 2 |

Key 3 I

Key 4 |

Encrypt data with: I Key1 ¥ I

< Back l Next > ' Help I

Cai dat ma khoa dung chung cho WEP

Vector khéi tao IV-Initialization Vector: Pay 1a mot chudi dai 24 bit, duoc
tao ra mot cach ngﬁu nhién va vo1 goi tin méi truyén di, chudi IV lai thay ddi mot
lan. Co6 nghia 1a cac gbi tin truyén di lién nhau s& c6 cac gia trj IV thay d6i khéc
nhau. Vi thé nguoi ta con goi n6 1a bd sinh ma gia ngau nhién PRNG — Pseudo
Random Number Generator. MA nay s& duogc truyén cho bén nhan tin (cting véi ban
tin d@ ma hoa), bén nhén s€ dung gia tri [V nhan dugc cho vi¢c gidi ma.

RC4: chir RC4 xuét phét tir chit Ron’s Code 14y tir tén nguoi da nghi ra 1a
Ron Rivest, thanh vién cta td chitc bao mat RSA. bay la loai ma dang chudi cac ky
tu duoc tao ra lién tuc (con goi la lu6ng dir liéu). D6 dai cua RC4 chinh bﬁng téng
d6 dai cuia Khoa dung chung va ma IV. M3 RC4 c6 2 loai khac nhau vé d6 dai tur
ma la loai 64 bit (tng v4i Khoa dung chung 40 bit) va 128 bit (ing véi Khoa dung
chung dai 104 bit)
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Chwong 5: Str dung Radius cho qua trinh xac thye trong
WLAN

Mang WLAN ban than n6 1a khong bao mat, tuy nhién ddi véi mang c6 day
néu ban khong c6 1 su phong ngira hay cdu hinh bao vé gi thi né ciing ching bao
mat gi. Piém mau chdt dé tao ra 1 mang WLAN bao mat 1a phai trién khai cac
phuong phap bao mat thiét yéu cho WLAN dé gitip cho hé théng mang ctia minh

duoc an toan hon.

I. RADIUS SERVER
1. Dinh nghia

Viéc chirng thuc cua 802.1x dugc thuc hién trén mdt server ri€ng, server nay
s& quan 1y cac thong tin dé xac thuc ngudi str dung nhu tén dang nhap (username),
mat khau (password), ma sb thé, ddu vén tay, vv.. Khi nguoi ding gui yéu cau
chtng thuc, server nay sé tra ctru dit lidu dé xem nguoi ding nay c6 hop 18 khong,
dugc cip quyén truy cdp dén mirc ndo, vv.. Server ndy dugc goi 1a RADIUS
(Remote Authentication Dial—in User Service) Server — May chii cung cap dich vu
chung thue nguoi ding tir xa théng qua phuwong thirc quay s6. Phuong thic quay sb
xuat hién tr ban dau véi muc dich 1a thyc hién qua duong dién thoai, ngay nay
khong chi thuc hién qua quay s6 ma con co thé thuc hién trén nhitng duong truyén

khac nhung ngudi ta van giit tén RADIUS nhu xua.
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RADMLIS
Authenication
SErver
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Matebook Comguter .
with BO2.1x
File Senver
Untrusted Wireless BOZ.IR
LAM Clenls Authenticaled
Wireless LaM

Mo hinh chirng thuc sw dung RADIUS Server

Cac qua trinh lién két va xac thuc dugce tién hanh nhu mo ta trong hinh trén,

va thuc hién theo cac budc sau:

i Access \\f\
Client Laptop boint RSADlU
erver

A
\
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S iannd

New WEP Key
Generated

RADIUS
Server

Cisco Aironet
Series Client

1. May tinh Client giri yéu cau két ni dén AP

2. AP thu thap cac yéu cau cua Client va giri dén RADIUS server

3. RADIUS server gui dén Client yéu cau nhap user/password

4. Client gtri user/password dén RADIUS Server

5. RADIUS server kiém tra user/password c6 ding khong, néu dung thi
RADIUS server sé gui cho Client ma khoa chung

6. Pong thoi RADIUS server ciing giri cho AP mi khoa nay va dong thoi
thong bao véi AP vé quyén va pham vi dugc phép truy cap cua Client nay

7. Client va AP thuc hién trao doi thong tin v&i nhau theo ma khéa duoc cp

bé nang cao tinh bao mat, RADIUS Server s€ tao ra cac khoa dung chung
khéc nhau cho cdc mdy khac nhau trong cac phién lam viéc (session) khac nhau,
tham chi 14 con ¢ co ché thay d6i ma khoa d6 thuong xuyén theo dinh ky. Khai
niém khoéa dung chung luc nay khong phai dé chi viéc dung chung cta cdc may tinh

Client ma dé chi viéc ding chung giita Client va AP.

2. Cac phuwong thirc trién khai

Béo mat trong Wireless 1a mdt van dé& duoc rat nhiéu nguoi quan tam hi¢n
nay. Cac phuwong phap chimg thuc gém c6 ( Wep Key, WPA. Radius). Tuy nhién
v61 mot doanh nghi¢p ma viéc bao ddm an toan cho cac két ndi mang ko day luén
duoc uu tién dat 1én hang déu, thi ho s& chon phuong thire chiing thuc béng Radius.

Radius Server 1a mot server ching thyuc tip trung né thong qua AD dé bat ngudi
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dung, khi két ndi vao mang wireless thi phai xac nhan bang user name va pass.Viéc
chtng thuc biang Radius s& dam bao muc d6 bao mat cao hon so véi Wepkey va
WPA. Chung ta cin quan tdm dén viéc trién khai cac tuy chon cho céc giai phap st
dung chuan 802.1X :

- Sir dung Microsoft's RADIUS Server : mot may chu chay hé diéu hanh
Microsoft Windows Server 2000/2003 v&i viéc st dung Microsoft’s Internet
Authentication Service (IAS) v&i Microsoft Active Directory . IAS can thiét cac
nha quan tri hay cac user phai [am viéc trén moi truong Windows. Va né ciling la
mdt trong nhiing tinh ning cao cap ciia Microsoft Wireless Provisioning Service.

-Sir dung giai phap phan mém mi3 ngudn mé nhu FreeRadius

http://www.freeradius.org voi kha ning hd trg cho chuan 802.1X cac may chu chay

hé diéu hanh ma nguén mé nhu Linux, Free or OpenBSD, OSF/Unix déu c6 thé sir
dung lam RADIUS Server

-Mua mdt Commercial RADIUS Server: Trong truong hop phai st
dung mot giai phap chuyén nghiép can hd tro diy dil toan bd cac tinh ning ciing
nhu kha nang an toan, va do on dinh ban ¢6 thé mua cac ban thuong mai tur cac nha
san xuat khac, v4i tinh ning hd tro 802.1X va la mot RADIUS Server chuyén
nghiép nhu :

+ Cisco Secure Access Control Server

+ Funk Odyssey Server
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I1. GIAI PHAP XAY DUNG RADIUS SERVER CHO
MANG KHONG DAY TRUONG PHDL HP

Theo Phong quan tri mang trong twong lai trudng c6 thé ap dung mo hinh

quan ly trén Domain controller nén em chon phuong an st dung Microsoft Radius

1. Khao sat va mo hinh thiét ké mang

|
: @
INTERNET : '
|
: p====f===== 1
| B B N !
. | INTERNET T 2960
! I I i
FRIE
o I oy | oo ||
' I Huaal i I ]
: : Echanger 1 [ ﬂ I
T ! I
I | sochuven || chp l il |
| | polaue | QUANG | soownen !
KHU - L | Doame
GIANG | | e
BN e e - KSsv
Domain &
Radius Server
Access Point
((9))
Client
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2. Cong cu va moi truong cai dat

St dung Microsoft's RADIUS Server : mot may chii chay hé diéu hanh

Microsoft Windows Server 2000/2003 véi viéc sir dung Microsoft’s Internet

Authentication Service (IAS) vai Microsoft Active Directory.

3. Thiét bi Thir nghiém
-Server :

Intel ® Pentium™ Xeon 2,2Ghz Ram 2GB
Window Server 2003 SP1
-Access Point LinkSys WRT54G

-Client Latop Toshiba satellite with Wireless , Window XP SP2

4. Tién hanh cai dit

4.1. Cai dat trén may Server

May chu Radius da 1én Domain Dom1.com va cai IIS trude c6 Ip 172.16.3.1

+ Cai CA ( Certificate Service CA)

dd or Remove Programs

D R e

#windows Components Wizard

To add or remove a component, click the check box. & shaded box means that only part
of the companent will be installed. To see what's included in & companent, click Details.

E:Ce

| [8 Certificate Services Web Enrollment Support

-
Desciiption:  Sets up a Ca that issues and manages digital certificates. I
Total disk space required: 6.1 MB Details...
Space available on disk: 40805 MB —, I
ok, | Cancel |
<Back [ New> |  cancel | ner |

updates

-0

Sort by: |Name >

Size  102.00MB
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M windows Components Wizard

CA Identifying Information
Enter infarmation ta identify this CA.

ﬂ updates

Common name for this CA:

|'ahd|hp

Distinguished name suffix:

DC=dom1,DC=ram

AddjRe
Wind

S Preview of distinguished name:

CN=dhdlhp,DC=dom1,0C=com

Walidity period:

[5_ IYears vI

Expiration date:
5/19/2012 1:46 AM

< Back

Cancel |

Help

+ Cai Radius (cai 1AS)
I-E-—l Fh

PPIPPToP | PR Sy vy | PR ey

Windows Components Wizard

Networking Services

To add or remove a component, click the check box. A shaded box means that only part
of the compaonent will be installed. To see what's included in a companent, click Details.

Subcomponents of Netwarking Services:

[ B Domain Name System (DNS] 17MB =
[ gDynamic Host Configuration Pratocal [DHCP) 0.0MB
u ;"- 2

O gﬂemnte Access Quarantine Service 0.1 MB
O] M APC over HTTP Proxy 0.0MB
O ESimp%e TCPAP Services 00MB
O] 3 \windows Intemet Name Service [WINS) 0.9M8 x|

Descuption.  Enables authentication, authorization and accounting of dial-up and WPN
users. |AS supports the RADIUS protocol

Total disk space required: 44 MB Details,..
Space avallable on disk: 4095.3 MB

[ Cancel

=15
Sort by: |Name :
Remove
Size 102.00M
-
updates

cBack | Mew> | Cancel |

Help
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+ Nang Domain Functional Level : Chon Window Server 2003
3 L]

Raise Domain Functional Level

Domain name;
dom1.com

Current domain functional level:
Windows 2000 mixed

Select an available domain functional level

m] Zobjects

Cre your Favor, ..

Wundows Sewe: '

[ Windows 2000 native

on domain h.ml'f&'bd levels, chck Help.

Raise Cancel | Help

+ CAu hinh Radius , ddng

Authentication Service

Ble Action View Help

-
ki Radius vé1 AD

@20

F{:,,] itriil"t Setvice
@ [ Stop Service
=-@

Properties

Help

-
1 ) Welcome to Internet Authentication Service

Use Internet Authentication Service (IAS) to authenticate, authorize, and account For dial-up,
VPN, wireless and Ethernet connections to your network. You can also configure 145 to
farward authentication requests to any access server that is compatible with Remote
Authentication Dial-In User Service (RADIUS).

To configure 145 to read the remote access properties of user accounts in Active Directory, on
the Action menu, click Register Server in Active Directory,

For more information about setting up TAS, deployment scenarios, and troubleshooting, see
Help.
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+ Tao mot Radius client méi ( 172.16.3.254 1a IP cta Access Point )

New RADIUS Client

New RADIUS Client

tems to show in this view,

RADIUS Standard -]

Share secret key ta nhap & day la 123
+Tao user va cap quyén remote access cho user va computer
Trong ctra s6 AD tao tao 1 new Organizational Unit 1a “ Wifi “trong dom1.com
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M New Object - Or IT]E'iI'iII-’.JJl'Il'iI‘lFI' Uik
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Tao user trong Wifi vira tao

New Object - User

< -
4
3:; ﬁ Create inc.  dom1.com/wifi ——
; on_
E -
First name: ul Initials; M0
Last name:
Full name: ul
User logon name:
u| | @dom1.com M|
User logon name [pre-Windows 2000):
[DOM1Y [

¢ Back I ﬂﬁ} I Cancel

Trong Wifi ta tao mot Security Group “WiFi”
¢ Active Directory Users and Computers

< Ele Action View Window Help
«» AR e DB R R TEe

@ Active Directory Users and Computer | wifi 3 objects

B+ Saved Queries s [ Tvpe [ Description |
£ domt.com [ ®Eecoe Computer
. 8 Builtin ﬂ u~§d~~~~~~u’s~3ruuuuuuuuu..“.h......_
Computers
{&] Domain Controllers m“[g Securlty Group ..
-] ForeignSecurityPrincipals
-] Users

Dua user vira tao va tai khoan Computer vao Group Wifi
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£z Active Directory Users and Computers

<) Ele Action View Window Help
= OE IBXFIER R0RBTI "

——— = : 7 H
@ Active Directory Users and Compute wifi Properties : —Ill
El[:l Saved Queries General Members l Member Elfl tanaged lel L
E@ dom1.com

B Builtin Members:

-2 Computers Narne " Active Director Folder

% Domain Controlers = peo2 dom1_com/wifi

- FureignSc{urit'yPrinl:ipuls

i{Z0 Uk €un  Awleamien

) wifi

Add... Bemove J

Tao Remote Access Policy
P Internet Authentication Service

Eile Action View Help
«» BB 2

‘? Internet Authentication Service (Local) Mame | Order |
-] RADIUS Clients ‘£§ Connections to Microsoft Routing and Remote ... 1
B % Remate Access Logging Ey Connections to other access servers 2
ri1- Cl Connectic 'T.}"“ Remos Access Bollcy
New 3
View »
Refresh
Export List...
Help

Ta tao 1 Policy “ Wifi “ Access method la Wireless , muc Group ra gd nhu hinh
dudi
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Ll L (A1)

New Remote Access Policy Wizard

User or Group Access

Y'ou can grant access to individual users, or you can grant access to selected

—
=
mw

groups.
| CEETE |
Select this object type:
E [Gmups Object Types...
From this location:
ldom't.cnm Locations...
Enter the object names to select (examples):
wifi Check Names I
Advanced... I [:§ Cancel I
- .
¢Back | teds | Cancel |
1

Muc EAP type ta chon kiéu Protected EAP (PEAP)

4.2. Cau hinh trén Accesspoint

Thiét 1ap SSID
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LiInkKsYSs®

A Division of Cisco Systems, Inc.

Wireless

Setup wireless

Besic Wreless Setiings |

Fimmiears: “&rsion: #7001

Wiraless.G Broadband Router WRTSIG

Applications
& Gaming

Admi

s Network

Wireless Network Mode:

G-Only "I

Wireless Hetwork Mode: |f

Wireless Mebwork Name (SSID)X
Wireless Channet
Wireless SSID Broadcast:

Status @ SES Inaclive

Reset Security |

Dia chi may RADIUS
Share Key

LINKSYS®

A Division of Cisco Systems, Inc.

Wireless

Wireless

| lirksys

11-2462GHz 'I

@ Enable " Disable

Thiét 1ap cac mode trong Wireless Security

Dizable .
More...

Firrmuw:

Wireless-G Broadband Router

Applications
& Gaming

Access
Restrictions

Administration Status

Security

Wireless Security

Security Mode:

RADILS Server
Address:

RADILS Port:

Shared Key:

Default Transmit Kew:
WEP Encryption:
Passphraze:

Key 1:

Key 2

Key 3

Key 4:

[RaDius -]

hre s[5 1

[Ta12”

f1e3

F10203C4

| 128 bits 26 hex digits =

| Generate
[46F04863257AC5040905EA0002
[DCCET17624F6E31BCEECTEATEC
[30535430563C039EBEBE5DCTES
[E12501 4207470081 ABF 4044213

Personal, WP A Enterprise,

WPA2 Personal, WPAZ
Enterprise, RADIUS WEP
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4.3. Cau hinh trén client va két no1 dén Server

Trong cura Wireless Network Properties tab Accosiation nhap tén Network
Name (SSID), tab Authentication chon Protected EAP click vao Properties bo dau
tai check box Validate Server Certificate. Trong muc Configure bo check box
Automatically use my Windows

2]

- -Wireless Network Connection Praoperties

Wireless network properties

Azzociation | Authentication | Cannection |

M etwork name [S510); | lirksys |

Wiirelesz netwark k

Thiz netwark, requires a key for the fallowing:

Metwark Authentication: | Open L |

Data encrption: |WEF‘ vl

o e e
Metwark, kew | |

The kev iz provided for me autamatically

[] Thig iz a computer-to-computer [ad hoo) network; wireless
access points are not used

L ak. _J [ Cancel
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-i. Wireless Network Connection Properties 2 ]

J_E;i—ene[al Witeless Networks lAdvancedl

v
Protected EAP Properties

v

EAP MSCHAPwv2 Properties

When connecting:

] Automatically use my Windows logon name an
assword [and domain if any). ‘

T T e e T e T e T o e et recluria P
[] Baltimore EZ by DST

[] Belgacom E-Trust Primary C&

[[] caw HKT Securehet CA Class A

| i | l\

3 ~

[ 0K l [ Cancel ] | Notaria

[] caw HKT SecureMet CA Class B v

Bo-not prompt User to authotize new seryers or trusted

certification authorities,

Select Authentication Method:

[C]Enable Fast Reconnect

|Secured password (EAP-MSCHAP v2) v| | Configure... l

[ OK ] [ Cancel

Client két ni dén Server

]

Click vao biéu twong két ndi chon Wireless Network Connection chon

Accespoint can két nbi -> Connect-> Nhap User Name va pass -> OK. Kiém tra

lai két ndi t6i Access Point bang 1énh Ping.
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117 Wireless Network Connection

ol it Choose a wireless network

& Refresh network list  MEANCIREEETISET ; range or to get more

validating identity 7

ail]

<D Set up a wireless netwd
for a home or small offi

Related Tasks

aalll]

i) Learn about wireless
networking

Change the order of

preferred networks Userﬁz:_lul s TP |
¢ Change advanced pass@ ***—:) |

settings

Logon domain: ‘ I

[ OK [q | Cancel |

Disconnect

9" Wireless Network Connection

Choose a wireless network

Network Tasks

& Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

information.

;?, Set up a wireless network
for a home or small office

linksys
(€D)) "

Related Tasks d to this

\g) Learn about wireless
networking
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5. Két qua thuc nghiém , nhan xét danh gia

-Nguoi dung di dong khi mudn két ndi sir dung mang Wifi di duoc ching thuc
bang User va Password

-Ngudi dung can phai nhap chinh xac User va password dugc cip méi co thé két
nbi vao mang

- Quan 1y theo ciu trac danh ba: tit ca cac dbi twong (group, user, computer
account...) va tai nguyén déu dugc quan 1y tap trong bang dich vu Active Directory
(AD)

- La mot mo hinh quan 1y tap trung, vi du 1 policy khi trién khai cting Itic ¢6 thé dnh
hudng trén nhiéu may hodc nhiéu user account.

- HO tro Single Sign On, mdi ngudi st dung trong hé thong chi can mot user
account cho tat ca cac nhu cau: logon, truy cap tai nguyén, sir dung e-mail...

-Quan 1y va thiét 1ap duoc thoi gian logon , quyén truy cap cua user

-C6 thé tao mét luc nhiéu User hoic import user tr 1 danh sach cho trude ( txt ,

Excel ..) béng cach sir dung cac 1énh DSADD, CSVDE, LDIFDE hoac dung SCRIPT
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Két Luén

Mang khong ddy hién nay phat trién rat nhanh d6 1a nhd vao sy thuén tién cua
n6. Hién nay cong nghé khong day, nhat 1a Wi-Fi hién dang duoc tng dung ngay
cang manh mé trong doi séng. Nhung da s6 moi nguoi déu chi sir dung Wi-Fi & cac
linh vyc lién quan dén may tinh ma khong biét rang bang song Wi-Fi, ngudi dung
dung may tinh dé diéu khién hé thdng dén, quat, may lanh, 10 suéi, may tudi, hé
thong nudc... Nhung van dé quan trong nhat cia mang khong day hién nay 1 su
bao mat ctia n6 chua c6 mot giai phap nao on dinh.

Trong dé tai nay em da trinh bay mot sd nhiing co ché bao mat va nhitng kién thirc
co ban vé Cong nghé mang khong ddy. Véi kha ning nghién ctru, thoi gian con han
ché ciing nhu van dé vé thiét bi phan cting, phan mém cho mang khong ddy nén van
con c6 nhitng thiéu sot trong dé tai nay. Tuy nhién v6i nhitng gi da nghién ciru va
tim hiéu thi: Mang khong diy theo em nghi 1a mot giai phap hay va thoi dai, no
gitip cho ching ta tiét kiém duogc thoi gian cling nhu cong st trong viéc lap dit

cling nhu str dung.
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