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LOI CAM ON

Em xin chan thanh cam on thay P Xuan Toan giang vién truong Pai hoc dan lap
Hai Phong di tan tinh hudng dan va tao moi diéu kién thuan loi dé em hoan thanh bai bao
céo tét nghiép caa minh.

Em xin chan thanh cam on tét ca céc thay, cd gido khoa Cong nghé thong tin truong
Pai Hoc Dan Lap Hai Phong da nhiét tinh giang day va cung cap nhiing kién thirc quy
bau dé em cd thé hoan thanh tét do an tét nghiép nay.

Em xin cam on tat ca cac ban di dong vién, gop y va trao doi hd tro cho em trong
sudt thoi gian vira qua.

Va cudi cing ,em kinh chtc thay co suac khoe, tiép tuc dat dugc nhiéu thanh tich
trong giang day, cing nhu trong nghién ctru khoa hoc va trong su nghiép giao duc.

Vi thoi gian tim hiéu d6 &n c6 han, trinh 6 ban than con nhiéu han ché. Cho nén
trong dé tai kho tranh khoi nhitng thiéu sét, em rat mong nhan dugc dugc sy dong gop ¥
kién quy bau cua cac thiy co gido ciing nhu cac ban dé dé tai cua em duoc hoan thién
hon.

Em xin chan thanh cam on !

Hai Phong, thang 7 nam 2012

Sinh vién thuc hién

Nguyén Thi Hiang
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LOT MO PAU

Thé ky 21 dugc ménh danh 1a thé ky cua céng nghé thong tin, vai su bung né manh
mé& vé khoa hoc cdng nghé. Pay 1a ky nguyén cua nén vin minh dua trén co s cong
nghiép tri tué. Ngay nay, tin hoc da tré thanh mot mén khoa hoc quan trong trén thé gioi.

Sy phat trién manh m& nhu vay thi ¢ng viéc 1ap trinh cac wng dung nhim phuc vu
nhu cau, loi ich caa con nguoi tré nén cap thiét. My tinh da tro thanh c¢éng cu dac lec va
khong thé thiéu cua con nguoi.

C4c to chtic, cong ty hay cac co quan can phai xay dung luan vin — béo céo — tiéu
luan chuyén nganh xay dung hé thong mang may tinh cho riéng minh dé trao doi dir liéu
gitra cac bo phan. Dir liéu duogc truyén di trén mang phai dam bao : dit liéu dugc chuyén
t6i dich nhanh chéng va chinh xac. Hau hét di liéu dugc truyén qua mang 1a truyén dudi
dang file.

Trong thoi gian gan day Multicast ngay cang dwoc chl y nhiéu hon, chuan Multicast
hd tro hang ngan nguoi c6 thé nhan thong tin dong thoi ma khdng anh huong dén bang
thong chung. Néu cac thiét bi mang hd tro Multicast, chi can giri mot goi tin duy nhat vao
mang cho nhiéu ngudi nhan.

Nham tim hiéu thdu ddo mot trong s6 cac phuong phap truyén file em chon dé tai
“Tim hiéu ky thuat truyén file Multicast.”. Giai phap truyén file Multicast —-UFTP la
giao thuc truyén file dua trén UDP dwgc ma hoa theo co ché Multicast, duoc thiét ké an
toan, dang tin cdy trong viéc truyén file dén nhiéu nguoi nhan trong cing mot ldc. Vi
lap trinh ma hoa Multicast dya trén TLS véi phan mé rong cho phép nhiéu nguoi nhan co
thé chia sé mot khoa chung

Muc tiéu ciia do an 1a tim hiéu vé Multicast va giao thic UFTP, trén co sé d6 xay
dung ung dung truyén file sir dung ma nguén mé UFTP véi ngbn ngit lap trinh C#. B6 &n
trinh bay gém cac chuong :

Chuong 1: Téng quan vé Multicast va FTP.

Chuong 2: Giai phap truyén file Multicast.

Chuong 3 : Xay dung chuong trinh thyc nghig¢m.
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Do &n tot nghiép

DANH SACH CAC TU VIET TAT

FTP File Transfer Protocol Phuong thire truyén file
MAC Medium Access Control Address Dia chi thiét bi mang
UDP User Datagram Protocol Giao thirc truyén van
TCP Transmission Control Protocol Giao thirc truyén van
PIM Protocol Independent Multicast Giao thirc dinh tuyén
CGMP Cisco Group Membership Protocol Giao thae chuan cua Cisco
ARP Address Resolution Protocol Giao thue tim dia chi
OSPF Open Shortest Path First Giao thire dinh tuyén chuan Internet.
Giao thire dinh tuyén dang link-state
NTP Network Time Protocol Giao thire dong bo thoi gian
IGMP Internet Group Management Protocol Giao thutc quan ly nhém Internet
IGMP Internet Group Membership Protocol | Giao thirc hoat dong trén switch dé
snooping Snooping biét (hoc) vé cac cudc truyén
Multicast dong.
TTL Time To Live Thoi gian song
RSA

Thuat todn mat ma héa khoéa cong
khai
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CHUONG 1: TONG QUAN VE MULTICAST VA FTP
1.1. Tong quan vé Multicast

1.1.1. Co ché truyén Multicast

Unicast: Cac go6i tin duge gui tr mot dia chi nguén dén mot dia chi dich. Mot
Router hodc mot thiét bi 16p 3 s& chuyén cac géi tin bang cach tim dia chi dich trong bang
dinh tuyén. Néu mot thiét bi 13 L2, n6 chi can dya va dia chi MAC.

Broadcast: Cac goi tin duoc giri tir mot may ngudn dén mot dia chi dich broadcast.
Dia chi dich co thé 13 dia chi tat ca cac host (255.255.255.255) hodc 1a mot phan cua dia chi
subnet. Mot Router hodc mot L3 switch s& khong cho phép chuyén cac dit liéu Broadcast
nay. Mot thiét bj L2 s& cho phép phat tan luu luong Broadcast ra tat ca cac cong cia no.

Multicast: Cac géi duoc gui tir mot dia chi ngudn dén mot nhém cac may tinh. Dia
chi dich tuong trung bﬁng cac host muén nhan traffic nay. Mac dinh, mét Router hoac mot
L3 switch s& khong chuyén cac goi tin nay trir khi phai cdu hinh Multicast routing. Mot
thiét bi L2 switch khong thé nhan biét duoc vi tri ctia dia chi Multicast dich. Tét ca cac goi
s& duoc phat tan ra tit ca cac cong & ché do mic dinh.

Co6 hai thai cuc dugc mo ta ¢ day. Co ché dung Unicast thi dir li¢u sé& di tir host dén
host, broadcast thi traffic s& di dén tat ca cac host trén phin doan mang d6. Co ché
Multicast s& nam gitta hai thai cuc nay, trong d6 may nguoén chi giri nhitng géi tin tir mot
host dén cac ngudi ding mudn nhan loai luu lwong d6. Nhom nay goi 1a nhom Multicast.
Céac may nhan luu lugng Multicast ¢é thé ndm & bat cir noi ndo chir khong chi trén phan
doan mang cuc bo.

Céc traffic dang Multicast thuong 13 mot chiéu. Do c¢6 nhiéu host nhan ciing mot dir
lidu, nén thong thudng cac goi tin khong dugc phép gii nguoc vé may ngudn trén co ché
Multicast. Mot host dich s& tra traffic nguoc vé ngudn theo co ché Unicast. Co ché
Multicast ciing s& dugc truyén theo kiéu phi két n6i. Multicast dung UDP chir khong ding
TCP.

Céc host muén nhan dir liéu tr mot ngudn Multicast c6 thé tham gia hodc roi khoi

mot nhom Multicast & bat ky thoi diém nao. Hon nita, mot host s& quyét dinh c6 tro thanh
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thanh vién ciia mot hay nhiéu nhém Multicast hay khong. Nguyén tic can quan tam 14 s&
hoach dinh 1am thé ndao dé phan phdi cac luu luong Multicast dén cac thanh vién cia

nhém ma khong anh hudng dén cac thanh vién ngoai nhom.

Mudteasl

Hinh 1: Multicast Transmission Sends a Single Multicast Packet Addressed to All
Intended Recipients

1.1.2. Pidu Kién cin cé dé truyén Multicast

C6 ba y&u cau co ban dé c6 thé trién khai Multicast trén mot mang:

- Phai c6 mot tap hop cac dia chi danh cho cac nhom Multicast.

- Phai c6 mét co ché trong d6 cac host c6 thé tham gia va roi khoi nhom.

- Phai c6 mot giao thac dinh tuyén cho phép cac Router phan phéi cac luu lugng
Multicast tai c&c thanh vién caa nhdm ma khéng lam qué tai tai nguyén mang.

1.1.3. Pia chi Multicast

Cac Router va Switch phai co phuong thirc dé phan biét traffic dang Multicast V6i
dang Unicast hay Broadcast. Diéu nay thuc hién thdng qua viéc gan dia chi IP, bang cach
dung dia chi I6p D tir 224.0.0.0 dén 239.255.255.255 chi cho Multicast. C4c thiét bi
mang c6 thé nhanh chong loc ra cac dia chi Multicast bang cach doc 4 bit bén trai cua
mét dia chi. Bén bit nay cua mot dia chi Multicast ludn ludn bang 1110. Khéng gidng
nhu day dia chi 16p A, B, va C, dia chi 16p D nay khéng co qua trinh Subnetting. Vi vay

c¢6 dén 2% dia chi nhém Multicast dwoc trich dan ra tir I6p D nay.
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Lam thé nao ma mot Router va Switch két hop mot dia chi Multicast caa IP voi
mét dia chi MAC. Do khong c6 co ché tuong dwong voi co ché ARP, mot dang gia tri
dic biét danh riéng cho dia chi MAC caa Multicast s& dugc dung. Cac dia chi nay bét dau
bang 0100.5e. Phan 28 bit sau cua dija chi IP Multicast s& dugc anh xa vao 23 bit thap cua
dia chi MAC bang mét giai thuat don gian.

224239 . x . y . z
W ——— l111111q111“11111111111111]1111111
— :
S Bks l 23 Bty Translerred l
Unysed © MAC Address
A
M sticast 4
MAC Address °1°1°1°1°1°1°11 °1°1°1°1°1°1°1 011101'1111111001 [ 2 2 T T T 0
[ ? A , ] , A . A . A . ]
o1 00 50 X y z

Hinh 2: Chuyén d6i IP sang MAC

Hinh trén cho thay co ché anh xa dija chi. Chi c6 23 bit cudi cua dia chi 1a duoc
chép tur dia chi IP sang dia chi MAC.

Tuy nhién chd y riang c6 5 bit cua dja chi IP khong duoc chuyén sang dia chi
MAC. Kha ning nay 1am cho nay sinh mot van dé 1a c6 thé c6 32 dia chi Multicast khéac
nhau ¢ thé anh xa vao cung mot dia chi MAC. Do su nhap nhing ndy, mot host
Multicast c6 mot van dé nho khi n6 nhan mot Ethernet frame cua mot dia chi Multicast.
Mot MAC c6 thé twong ung véi 32 dia chi Multicast khac nhau. Vi vay, khi mot host
phai nhan va kiém tra tat ca cac frame c6 MAC ma né quan tdm. Sau dé host nay phai
kiém tra phan dia chi IP bén trong mdi frame dé nhan ra phan dia chi caa ting nhém
Multicast.

Mot vai khong gian dia chi dugc danh riéng:

Toan bo khong gian dia chi Multicast:224.0.0.0 dén 239.255.255.255

- bia chi link-local: 224.0.0.0 - 224.0.0.255 dugc dung boi cac giao thic dinh

tuyén. Router s& khong chuyén cac géi tin c6 dia chi nay.
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- Cac dia chi bao gom dia chi tat ca cac host all-hosts 224.0.0.1

- T4t ca cic Router 224.0.0.2.

- Tat ca cac OSPF Routers 224.0.0.5...224.0.1.1 dung cho giao thirc NTP. Pay la
dia chi cac nhém cé dinh vi cac dia chi nay dugc dinh nghia trudc.

- bia chi GLOP trong tam 233.0.0.0 - 233.255.255.255.

- Tam dia chi danh cho quan tri (239.0.0.0 - 239.255.255.255) dugc dung trong
cac ving Multicast riéng, giéng nhu diy dija chi danh riéng trong RFC1918. Pia chi nay
khong duoc Router gitra cac domain nén né c6 thé duoc dung lai nhiéu lan.

- Dija chi toan cuc (224.0.1.0-238.255.255.255) dugc dung bai bat cu ddi twong
nao. Céac dia chi nay co6 thé dugc dinh tuyén trén Internet, vi vay dia chi nay phai duy
nhat.

1.1.4. IGMP

Lam thé nao mot Router biét duoc cac may can nghe luu lwgng Multicast? Bé
nhan luu luong Multicast tir mot ngudn, ca ngudn va cac may nhan dau tién phai gia nhap
vao mot nhém Multicast. Nhom nay dugc xac dinh thong qua dia chi Multicast.

Mot host cd thé tham gia vao mot nhdm Multicast bang cach guri cac yéu cau dén
Router gan nhat. Tac vu nay duoc thuc hién théng qua giao thire IGMP. IGMPvI1 duoc
dinh nghia trong RFC1112 va ban cai tién cua nd, IGMPv2 dugc dinh nghia trong
RFC2236.

Khi c¢6 vai host muén tham gia vao nhém, giao thizc PIM s& théng bao cho nhau
gitra cac Router va hinh thanh nén cdy Multicast gitra cac Routers. IGMP va ICMP c6
nhiéu diém twong dong, cling chia sé mot vai chirc nang tuong tu. IGMP ciing dong gbi
trong goi tin IP (protocol number 2), nhung IGMP giéi han chi trong mét két ndi 16p 2.

Pé d¢am bao Router khong bao gio tiép tuc forward géi tin, truong TTL cua IGMP
lubn c6 gié tri bang 1.

a. IGMPv1
Dé tham gia vao mot nhom Multicast, mot host s& giri mot thong diép dang ky

tham gia vao nhém dén Router cuc bd cua né. Thong diép nay co tén 1a Membership
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Report IGMP. Théng diép nay s& thong béo cho Router vé dia chi nhém Multicast ma
host mudn tham gia vao. Pia chi Multicast 224.0.0.1 all-hosts dugc dung nhu dia chi dich.
Trong thong diép nay cé chira dia chi nhdm Multicast.

Ctr mdi 60s, mot Router trén mdi phan doan mang s& gui truy van dén tat ca céc
host dé kiém tra xem céc host nay c6 con quan tdm nhén luu lwgng Multicast nita khéng?
Router nay goi la IGMPv1 Querier va chirc nang cua né la moi cac host tham gia vao
nhom. Néu mot host muén tham gia vao mot nhém, hoiac né muén tiép tuc nhan luu
lwong tr mot nhém ma né di tham gia, né phai tra 15i lai bing théng diép Membership-
report.

Cac host cd thé tham gia vao cac nhom Multicast & bat ky thoi diém nao. Tuy
nhién IGMPv1 khong cé co ché dé cho phép mét host roi khoi mot nhém néu host d6
khong con quan tam dén noi dung caa nhoém Multicast d6. Thay vao dé, Router s& két
luan 13 mot cong giao tiép caa né khong con thuoc vé mot nhém Multicast nao néu
Router khong nhan dugc Membership-report trong ba chu ky truy van lién tiép. Biéu nay
¢ nghia 13, & ché d6 mac dinh, cac luu lwgng Multicast van giri vao mot phan doan mang
trong ba chu ky truy van lién tiép sau khi tat ca cac thanh vién caa nhém khong con lang
nghe luu luwgng Multicast nira.

Ngoai ra, Router khdng c6 giit mot danh sach day da cac host thanh vién cho ting
nhoém Multicast. Thay vao d6, n6 can phai luu nhitng nhdm Multicast nao 1a dang ton tai
trén nhitng cong nao caa no.

b. IGMPv2

IGMPV2 dung ba loai thong diép:

- Membership report.

- V1 membership report message

- Leave group message.

Membership report s& duoc guri khi mot host muén tham gia mot nhém. Thinh
thoang, thong diép loai nay ciing duoc dung dé tra 1oi cho loai thong diép truy van query

tr Router. Khi mot host muén tham gia mot nhom, né s& khong cho goi tin Query tir
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Router. Thay vao do, n6 s€ giri Membership Report. Dia chi dich caia Membership Report
s& 1a dia chi dich ctia nhom. Pé dam bao rang Router nhan duoc thong diép nay, host s&
gui vai message, cach nhau moi 10s.

Phién ban IGMPV2 giéi thiéu vai su khac biét so véi phién ban dau tién. Céc goi
tin truy van bay gio duoc goi 1a General Queries. Cac goi nay co thé gui toi dia chi all-
hosts hoic téi tirng nhdm cu thé. Mot cai tién khac nita 13 cac host duoc phép roi khoi
nhom.

Khi mot host quyét dinh roi khoi mot nhom né di tham gia, nd s& gui thong diép
LeaveGroup dén dia chi all-Router 224.0.0.2. T4t ca cac Router trén mot phan doan mang
noi bo s& luu y thong diép nay va Router truy van sé tiép tuc qua trinh. Router s tra 1oi
thong diép trén bang thong diép truy cap giri theo nhém. Thong diép nay sé hoi rang co
con host ndo muén nhan traffic cho nhom d6 nita khdng? Bat cir host nao ciing phai tra
loi lai bang thong diép membership report. Néu khac di, Router s& két luan mot cach an
toan 1a khdng can thiét chuyén traffic cho nhém d6 trén phan doan mang d6. Khoang thoi
gian nay mac dinh 1a 3 phat.

Néu c6 nhiéu Router trén cung mot két ndi, Router co IP address nho nhat s& guri ra
goi tin query. Vi vay, khi mot Router nhan dugc mot goi tin query tir mot Router nao do,
né s& kiém tra dia chi ngudn cua goi tin d6. Néu dia chi ngudn caa Router cuc bd nho hon
dia chi nguon trong goi tin vira dén, Router s& van tiép tuc giri goi tin query vi n6 biét
rang nd s& giir vai trd query. Con néu dia chi nguén cua goi tin query 1a nho hon, Router
s& tir bo vai trod truy van.

c. Switching Multicast Traffic

Céc Router hodc cac MLS switch c6 thé xay dung céc cdy Multicast va chuyén céac
g6i tin di mot cach hiéu qua. Tuy nhién ¢ Iop 2, mot switch chi kiém tra phan header cua
frame Ethernet dé tim dia chi nguon va dia chi dich. Cac switch nay khong thé hoat dong
‘theo yéu cau’ gidng nhu Router.

Théng tin tot nhiat ma mot switch biét duoc 1a dia chi Multicast dich va khi d6

frame d6 can phai dugc phat tan ra tat ca cac cong cia VLAN. Cé hai phuong thirc duoc
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phét trién dé cho phép céc switch chuyén cac goi tin Multicast mot cach thdng minh:
ding IGMP snooping va ding CGMP. Mét phuong thire doi hoi phan cing manh,
phuong thirc kia thi hoc hoi thdng tin tir cac Router lang giéng.

d. IGMP Snooping

Trong ché do hoat dong binh thuong, mot host muén tham gia vao mot nhom
Multicast phai lién lac voi mot Router gateway dé Router dua host d6 vao nhom
Multicast. IGMP snooping cho phép mot switch ling nghe cac thong diép IGMP
membership report ndy sao cho nd c6 thé tim ra host ndo dang yéu cau nhém nao. Dé
tham gia vao mot nhom, mot host phai giri cac thong diép Multicast membership report
vé chinh dia chi Multicast ciia nhom dé.

Mot switch L2 phai lang nghe dén tat ca cac Multicast frame dé tim ra théng tin
IGMP. Pay rd rang 1a mot ganh nang cho CPU cuia switch. Mot thiét bi L3 switch thi ¢6
loi thé rd rang hon, nd c6 thé tach ra théng tin L3 trong mot frame. Kiéu switch nay phai
ling nghe moi g6i IGMP. Khi mot thong diép membership report dugc lang nghe, switch
s& thém dia chi MAC ciia nhém Multicast vao bang CAM cua nd cling véi port nguén noi
ma mot goi IGMP duoc nhan.

Téc vu nay sé lién két dia chi nhdm véi cac host di yéu cau tham gia nhém. Khi
cac host khac ciing yéu cau tham gia nhom, cac switch port twong (ng s& duoc thém vao
bang CAM. Khi c6 mét frame can dén mét dia chi Multicast, nd c6 thé duoc nhan ban ra
chinh xac cac cong caa cac host nhan.

V&1 IGMP snooping, ¢6 hai treong hop dac biét cua thanh vién nhém trong bang CAM:
- Tat ca cac dia chi IGMP 1a nhan biét boi switch (hoc dong) ciing s& dugc
luu trong bang CAM. Céc frame Multicast phai dugc nhan ban vé phia cac
Router dé cac traffic nay co6 thé dugc Router néu can thiét.
- CPU cua switch ciing 1a mét thanh vién caa nhém Multicast vi n6 c6 thé
xem cac gbi IGMP dén va di. Chi ¢6 luu lugng caa IGMP 1a dugc xi ly.

CPU s& khong kiém tra cac frame Multicast khac. IGMP snooping duoc cho
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phép trén tat ca cac cong cua switch va cac interface VLAN. Cac switch
2950, 3550, 4500 va 6500 la ¢ hé trg IGMP Snooping.
e. CGMP

Khi mot L2 switch khéng thé thuc hién tdc vu IGMP snooping, mot Router
Multicast 1ang giéng s& tro gilp. Cisco phat trién ra mot giao thuc la Cisco Group
Membership Protocol (CGMP) nham muc dich nay.

Mot Router hoic mot multilayer switch duwoc cdu hinh cho dinh tuyén Multicast c6
thé duoc cdu hinh cho CGMP. Khi cac host gui cac thong diép membership report dé
tham gia va roi khoi mot nhom, Router CGMP sé trung chuyén cac thong diép nay dén
cac switch quan tim. Cac thong diép CGMP dung cac dia chi Multicast noi tiéng
14 0100.0cdd.dddd.

Theo dinh nghia, dia chi nhdm Multicast nay s¢ dugc phat tan nhu la mot truong
hop dic biét sao cho cac thong diép CGMP cd thé duogc truyén trén cac non-CGMP
switch. Cac thong diép CGMP bao gém dia chi MAC cua host cing véi dia chi MAC cua
nhém Multicast né muén tham gia hay roi bo.

Khi mot layer 2 switch nhan thong diép CGMP nay, tdc vu don gian cua no la
thém vao dia chi nhom Multicast va cac host ciia nhém d6 vao bang CAM. Router s€ tro
thanh thiét bi “trg thinh” cho mét switch trong viéc ling nghe cac thong diép CGMP.

Chi c6 Router Multicast phai dugc cau hinh cho CGMP. tat ca cac 10S-based L2 switch
déu c6 CGMP cho phép & ché d6 mic dinh, vi vay switch s& tu dong xir Iy CGMP tir
Routers.
Mic du 1a ca Router va switch déu cdu hinh dé chay CGMP, that su chi c6 Router
14 tao ra cac goi tin CGMP. Co hai loai géi tin CGMP
- Goi tin join duoc guri ra bai Router, ra 1énh cho switch thém vao cac
member mai.
- Goi tin leave dugce dung dé bao cho switch x6a bét thanh vién hoic

x6a han mot nhém.
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1.1.5. Pinh tuyén Multicast

Chure nang cua Unicast — routing 1a tim dudng di ngan nhat dén mot dia chi dich
nao dé. Tac vu nay dugc thuc hién bang cach dung cac giao thuc distance vector hay
dung cac co so dit liéu lién két (linkstate). Két qua cua tac vu nay l1a mot hang trong bang
dinh tuyén, chi ra cong outbond hoic chi ra Router ké tiép. Interface dau ra cé thé hiéu
nhu 1 Interface gan nhat dé di vé mang dich.

Tréi lai, chirc ndang cua Multicast routing la tim ra upstream interface, tirc 1a duong
di ngin nhat vé source. Bgi vi cdc Multicast routing protocol quan tdm tim ra duong di
ngan nhat vé source hon 1a dudng di ngan nhat vé dich nén qué trinh forward goi tin
Multicast dugc goi la Reverse path forwarding.

Céach ngan nhat dé mot giao thirc dinh tuyén Multicast xac dinh dudng di ngin
nhat vé source 1a tham khao bang dinh tuyén Unicast. Tuy nhién, cac goi Multicast s&
duoc forward di dua trén thong tin cua bang Multicast Routing riéng biét. Ly do cho viéc
nay la Router khong chi Iuu lai cong Upstream ma con luu lai c6ng Downstream cua ca
nhom Multicast.

Céc traffic IP phai duoc dinh tuyén gidng nhu bat ci mot géi tin L3 ndo. Su khac
nhau 1a ¢ diém can phai biét dé chuyén gai tin vé dau. Cac géi tin L3 dang Unicast chi c6
mét cong ra duy nhét trén Router(ngay ca khi c6 qué trinh load-balancing xay ra), trong
khi Iuu luong Multicast ¢d thé duoc chuyén mach ra nhiéu cong, tly thugc vao cac may
nhan nam & dau.

Mot vai giao thtrc dinh tuyén Multicast hién c6: PIM, DVMRP, MOSPF.

1.1.5.1. Cay Multicast

Cac Router hodc cac multilayer switch trong mot mang phai xac dinh mot tuyén
duong dé phan phdi cac goi tin Multicast tir may ngudn dén tirng may nhan. Khi do, toan
bo mang gidng nhu mét ciu trac cdy, trong d6 gdc cua cay 1a ngudn cua ludng luu luong
d6. Mdi Router doc theo dudng di s& la mot nhanh ré cua cay.

Néu mot Router biét tat ca cac dia chi Multicast, Router ciing phai biét can phai

nhan ban ludong Multicast d6 ra nhitng nhanh nao cua cay. Mot vai Router khong cé cac
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may nhén trong cic phan doan mang caa no thi cac Router d6 s& khdng chuyén luu lugng
d6 nita. Cac Router khac s& c6 thé ¢ cac may nhan luu luong Multicast.

Céu tric ciy ndy twong ty nhu cau tric cdy Spanning Tree vi nd ¢ mét root va céc
la&. Cau tric cdy nay ciing dam bao 1a khong bi vong lap sao cho luu luong Multicast
khong bi chuyén nguoc vé cay.

1.1.5.2. Reverse Path Forwarding

Cac Router thuong phai thuc hién mot phép kiém tra trén tit ca cac goi Multicast
ma no nhan. Reverse Path Forwarding (RPF) 1a mét cong cu dé dam bao rang céac goi tin
khong bi dua nguoc trg vé cady Multicast & mot vi tri bat ky nao d6. Khi mot goi tin
Multicast duoc nhan trén mot cong cua Router, vi du cong EO caa Router, dia chi nguon
cua goi s& duoc kiém tra.

Sau d6 Router s& so sanh dia chi ngudn nay voi mét entry trong bang dinh tuyén
unicast. Néu cot out-going interface cua bang dinh tuyén ciing dung bang céng nhan goi
Multicast (tc EO trong vi du nay), g6i Multicast s& duoc xu 1y va chuyén ra cac nhanh
cua cay. Néu cong 1a khong so trung, diéu ndy c6 nghia 1a c6 mot ai d6 da dua goi vao
mét vi tri khong mong doi, chuyén géi tin nguoc vé root. Goi tin lGc nay sé bi loai bo.

Dé thyc hién phép kiém tra RPF nay, Router chay giao thic PIM phai tim kiém dia
chi nguén trong bang dinh tuyén unicast.

1.1.5.3. Giao thire dinh tuyén P1M

Protocol Independent Multicast (PIM) 1a mot giao thirc dinh tuyén c6 thé duogc
dung dé chuyén cé4c luu luong Multicast. PIM hoat dong doc lap véi cac giao thire dinh
tuyén Unicast IP vi vay PIM sir dung bang dinh tuyén IP. Can ch( y 1a bang Unicast
Routing ciing khong phu thudc vao cac giao thirc dinh tuyén vi nhiéu giao thic dinh
tuyén cd thé dong gop vao cing mot bang dinh tuyén. PIM c¢d thé hoat dong & hai ché do:

- PIM Dense Mode

- PIM Sparse Mode

- PIM Sparse Dense Mode (do Cisco dua ra)
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a. PIM Dense Mode

Céac PIM Router c6 thé duoc cau hinh theo kiéu Dense Mode (con goi l1a PIM-DM)
néu cac host tham gia vao Multicast group nim & khép noi trén tat ca cac Subnet. Mot so
d6 mang dugc xem 1a Dense néu ¢6 rat nhiéu nhom Multicast so véi s6 host twong dbi.
Dense mode thuong dugce dung trong moi treong LAN va Campus.

Sparse mode thuong dugc dung trong moi truong WAN.

Dia chi Multicast nguédn tré thanh gdc cua cdy va cay Multicast dugc xay dung tur
ngudn dén dich. Co ché nay con duoc goi bing ky hiéu (S,G) trong dé dudng di tir ngudn
dén céc thanh vién trong nhém 12 duy nhit va dugc xac dinh.

Cay Multicast duoc xay dung bang cach cho phép phat tan cac traffic tir nguon dén
tat ca cac Router trong mang. Cay s& phét trién tir trén xudng dudi. Trong mot thoi gian
ngin, cac luu luong khdng can thiét s& duoc luu chuyén giéng nhu trong luu luong
Broadcast. Tuy nhién khi cac Router nhan duoc traffic cho mot nhém, Router s& quyét
dinh nd ¢ cac may nhan mudn nhan di liéu hay khdng? Néu 1a mudn, Router s& duy tri
tinh trang im lang va dé dong traffic tiép tuc. Néu khong c6 host nao dang ky cho nhom
Multicast d6 (thong qua IGMP), Router s& gui thong diép Prune dén céc Router lang
giéng cua né (theo hudng vé goc cua cay. Nhanh cua cay sau dé sé bi loai bo (prune) sao

cho céc traffic khdng can thiét s& khong dugc phét tan vé hudng do.

Sinh vién :Nguyén Th; Hang — Lép : CT1201 16




Tim hiéu ky thudt truyén File Multicast Do &n tot nghiép

Multicast Server

&3
2 5 5 5

ReciplentA  RAeciplent B Reciplent A  Reclplent B
S4ap 1: Flooding to Bulld the Tree Step 2: Fruning the Trea

Hinh 3 : Cay Multicast theo kiéu Dense-Mode
Cay Multicast s& duoc xay dung theo mét 1an séng cua cac yéu cau tham gia vao
nhom. Sau dé cac switch khong co cac host tham gia s& bi x6a ra khoi cay. Cay két qua

sau cung duoc hién thi & hinh. ké tiép.
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Multicast Server Multicast Server

A ———————

L

e i ———————"—

i
)
1

‘

4
1
1
h
1

2 2

=cipient & Fecipient B Fecipient & Recipient B

(0
L

FIM Dense Mode Tree FIM Sparse Mode Tree

Hinh 4: Cay Multicast sau khi loai bo cac switch khéng cé host tham gia

PIM-DM s& nhan biét céc thiét bi lang giéng bang cach trao d6i cac goi hello.
Théng tin 1ang giéng nay dugc dung trude dé xay dung cay dén tat ca cac lang giéng. Sau
d6, cac nhanh cua cay sé& lan lugt dugc loai bo. Néu mot dong Multicast bt dau, cay sé
duoc xay dung, cay sé chi ton tai khi cac thanh vién tich cuc con ton tai. Néu mot host
ma1 dang ky tham gia nhoém, nhanh ctia phan doan mang dé sé dugc dinh thém vao cay.
b. PIM Sparse Mode
C6 vai diém gidng nhau gitra PIM-SM va PIM-DM:
- Ca hai déu dung co ché hello dé tim ra lang giéng.
- Tinh toan va kiém tra RPF khi bang dinh tuyén unicast routing thay ddi.

Bau chon designated Router trén moi truong Multiaccess.
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- Str dung co ché prune trén méi tredng Multiaccess.

Tuy nhién, PIM-SM dung co ché explict join (join tedng minh).

PIM Sparse Mode (PIM-SM) dung mét giai phap khac. Cay Multicast khong mo
rong dén Router cho dén khi nao mot host da tham gia vao mot nhém. Cay Multicast
dugc xay dung bang cac thanh vién & cac Node 14 va mé rong nguoc vé Root. Cay dugc
xay dung tir dudi 1én. SM ciing hoat dong duya trén ¥ tudng cau tric shared-tree, trong d6
g6c cua cay khong nhat thiét 1a ngudn cua Multicast.

Thay vao do, root 1a Router PIM-SM thuong dwoc dat ¢ trung tdm cta mang.
Router 1am gdc nay goi la Rendezvous Point (RP: diém hen ho). Cac Router c6 thé nhan
biét duoc RP bang 3 cach:

- Pia chi RP c6 thé dugc cdu hinh tinh trén ting Router: kiém soat dugc mang
nhung chi phi quan tri cao.

- Bau chon RP c6 thé dung giao thirc Bootstrap.

- Dung co ché Auto-RP cua Cisco: phi hop hé théng mang nho.

Cay tir diém RP dén céc thanh vién that ra 13 mot cay con cua cay tir nguon dén
cac thanh vién. Néu mot Router ¢ bat ky dau trong mang c6 thé dang ky véi RP, cau tric
cay nay s& hoan tat. Ché do spare-mode con duoc goi la Shared tree. Cac dong Multicast
dugc md ta nhu (*,G) bai vi cay ludn cho phép bat cir ngudn nao gui dén mot nhom. Ky
hiéu (*,G) c6 y nghia la bat ky source nao ciing co thé giri vé nhom G.

Khi mot host tham gia vao mot nhom Multicast dung IGMP, Router cuc bo sé
chuyén céac thong diép Membership report vé goc cua cdy Multicast. Mdi Router doc theo
duong di s€ thém nhanh d6 vao cay dung chung shared-tree. Qua trinh loai bé nhanh chi
thuc hién khi mot thanh vién caa nhdém bi xda ra khoi mét nhém. Qua trinh nay duoc
hién thi ¢ hinh duéi day:
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RecipientA  Recipient B

Stap 1: Membar join the group
to build a tree.

Hinh 5: Cay Multicast khi c6 host tham gia
Cha y 1a qué trinh nay chi bao gom 1 budc. Cac Router khdng tham gia vao nhom
s& khéng bi loai bo vi nd khdng bao gio 1a mét thanh phan cua cay.
Khi shared tree da duoc thiét lap, dinh ky Router s& giri cac thong diép join/prune dén céc
upstream Routers nhu co ché keepalive.
c. PIM Sparse-Dense Mode
PIM c6 kha nang hd tro ca hai ché do Dense va Sparse Mode bagi vi ca hai ton tai
trén nhitng nhém Multicast khac nhau trén mét mang. Cisco cho phép ché do lai sparse-
dense mode cho phép mot PIM Router dung ché do dense hay ché do Sparse tly thuoc
vao tirng nhém. Néu mot nhém c6 RP duoc dinh nghia, Sparse-mode s& duoc dung, néu

khong c0, Dense-mode sé€ dugc dung
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d. PIM Version 1

Ta c6 thé giéi han pham vi cac nhém Multicast dugc hd trg boi RP bing cach dung
mot access-list. Tir khda Overrise cho phép RP dugc wu tién hon bat cir mot RP nao duoc
bau chon boi qué trinh tu dong. RP phai dugc dinh nghia trén tat ca cac ving mang chay
PIM, ké ca trén Router RP. Cisco ciing cung cap mot phuong thie dé tu dong théng béo
vé PIM-SM cho mot nhém. Phuong thirc ndy goi 13 Auto-RP. Qué trinh nay duoc thyc
hién bang cach chi ra mot Router nim & trung tdm va cac Router két ndi vao né goi la
mapping agent. C4c mapping agent s& hoc thong tin cua tit ca cac ung ct vién cho RP.
Cac Router muén 1am wng cir vién phai giri ra mot thong diép Cisco-RP-Announce vé dia
chi Multicast 224.0.1.39.

Router mapping agent s& giri cac thdng tin &nh xa tir RP-nhém dén tat ca cac PIM
Router khac dung thong diép Cisco-RP-Discovery vé dia chi 224.0.1.40. Gia tri Time-to-
live dugc thiét 1ap trong nhitng thong diép nay han ché tam vuc cua thong diép nay.
Thong sé nay sé chi ra 1a théng tin s& con hop 1é trong bao nhiéu lau nira. Nguoi quan tri
phai dinh nghia teong minh cac tng ctr vién cho RP. Khi mét Router dugc xem nhu 1a
RP, n6 s& bat dau gui cac théng diép dén Router mapping agent.

Céc cong giao tiép s& quang ba dia chi Router RP. Pham vi cua thong diép quang
ba nay sé& bi gidi han boi thong sé TTL. Router ciing s& quang ba chinh nd nhu 1a mot
candidate RP cho nhém dugc dinh nghia trong access-list.

1.1.6. Ung dung ciia Multicast

Hién nay, trong mdi truong kinh doanh ¢6 mét luong rat 16n cac thdng tin can phai
chuyén tiép dén nhiéu noi trong cting mot thoi gian. Clng thoi diém do, cac doanh nhan
va c&c nha nghién ctiu can lay mot lwong I6n thong tin va thong ké trong cling mét ngay.
Mang hién nay duoc sir dung va phét trién dé dap ang nhu cau nay, véi sy phat trién do
thi cac dich vu méi lai dugc thém vao dé phuc vu tét hon cho nhu cau sir dung.

Céc tng dung hién nay trén mang Internet déu dya vao giao thic truyén theo diém,
gidng nhu 1a cac wng dung trong mang LAN truyén thdng. IP Multicast gitp cho mang

tiét kiem duoc bing thong. Multicast 1a mot su thay thé tot cho quéa trinh truyén Unicast
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khi ma céc cong ty can chuyén thong tin dén nhiéu khach hang trong cing mét thoi diém.
Str dung Multicast cé thé giam tai cho mang.

Vi du: mét ang dung vé tai chinh can phai giri thong tin bao cdo cho hang trim
may trong mang cua mot cong ty. Mdi may néu st dung theo giao thirc Unicast thi thong
tin can phai nhan ban 1én hang tram 1an va di chuyén trén cung mét lién két mang. Céc
goi tin chi dugc nhan ban khi gap mét nhanh ré trén cay chuyén tiép.

Ung dung:

- Phan phéi thong tin: Multicast 1am cho viéc phan phéi théng tin trong cac phong
ban tro nén dé dang. Vi du: mot cong ty c6 mot sé thay doi vé chinh séch gié ca thi thdng
tin nay s& dugc truyén tai toan bo cac dai ly trong ciing mét luc, hoic cac cong ty vé IT
sir dung Multicast dé dua thong tin cap nhat vé cac phan mém mai cua minh téi khéach
hang.

- Hoi thao truyén hinh: Thong thudng nguoi ta hay sir dung cac dudong ISDN dit
tién phuc vu cho viéc hoi thao truyén hinh hoac sir dung dich vu do c&c cong ty vién
thong cung cap. Hoi thao twong tac qua Internet, Intranet hoic extranet s dung Multicast
thi ¢6 gia tri kinh té hon nhiéu, va cho phép sb nguoi tham gia cing maot IGc khéng gidi
han.

- Phét hién dich vu: Cé&c giao thuc phéat hién dich vu trén mang st dung Multicast
thay vi broadcast thi c6 hiéu qua cao hon, diéu d6 1am cho dich vu khdng con bi gigi han
trong pham vi cua mot subnet ma c6 thé mé rong trén toan mang TCP/IP ma khong can
phai cung cap cac thong tin vé cu hinh.

1.2. Giao thirc truyén file FTP

1.2.1. Tong quan FTP

FTP(File Transfer Protocol) la giao thuc truyén tap tin. Thudng dugc dung dé trao
d6i tap tin qua mang ludi truyén théng dung giao thirc TCP/IP. FTP sir dung giao thuc
TCP c6 do tin cay cao, dam bao tinh toan ven dir liéu truyén. Str dung co ché truyén
Unicast. Va la mot giao thie huéng két néi.

Hoat dong ciia FTP can c6 hai may tinh, mot may chi va mot may khach. May chu
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FTP, dung chay phan mém cung cap dich vu FTP, goi 14 trinh chu, ling nghe yéu cau vé
dich vu cua c&c may tinh kh&c trén mang ludi.

May khach chay phan mém FTP danh cho ngudi st dung dich vy, goi la trinh
khach, thi khai dau mot lién két voi may chua.

Mot khi hai may da lién két voi nhau, may khéach co thé xir Iy mot sé thao tac vé
tap tin, nhu tai tap tin 1én may chuy, tai tap tin tr may cha xudng may cia minh, ddi tén
cua tap tin, hoac xoa tap tin & may chu...

1.2.2. Cac phuwong thirc truyén dir liéu trong FTP

Khi kénh dix liéu da duoc thiét 1ap xong gitta may chua voi may khach, dit liéu s&
duoc truyén truc tiép tir phia Client téi phia Server, hoiac nguoc lai, dya theo cac Iénh
dugc sir dung. Do thong tin diéu khién duoc gui di trén kénh diéu khién, nén toan bo
kénh dix liéu c6 thé duoc str dung dé truyén di liéu.

Tat nhién, hai kénh logic nay duoc két hop vai nhau & 16p dudi ciing vai tat ca cac
két néi TCP/UDP khac gitra hai thiét bi, do d6 diéu nay khdng han da cai thién toc do
truyén dit liéu so véi khi truyén trén chi mot kénh - né chi 1am cho hai viéc truyén di liéu
va diéu khién tro nén doc 1ap voi nhau ma théi.

FTP c6 ba phuong thuc truyén dit liéu, néu 1én cach ma dix liéu dugc truyén tir mot
thiét bi toi thiét bi khac trén mot kénh dit lieu di duoc khai tao, d6 1a: stream mode,
block mode, va compressed mode.

- Stream mode: Trong phwong thirc ndy, dit liéu duoc truyén di dudi dang cac byte
khong cau trac lién tiép. Thiét bi gui chi don thuan day ludng dir liéu qua két nbi TCP téi
phia nhan. Khong c6 mot trudng tiéu dé nhat dinh dugc sir dung trong phuong thirc nay
lam cho n6 kha khac so véi nhiéu giao thirc gui dir liéu roi rac khac. Phuong thuc nay
cha yéu dya vao tinh tin cdy trong truyén dir liéu cia TCP. Do né khéng c6 cau tric dang
header, nén viéc bao hiéu két thic file s& don gian duoc thuc hién viéc phia thiét bi gui
ngat kénh két ndi dir li¢u khi da truyén xong. Trong sé ba phuong thirc, stream mode la
phuong thire duoc st dung nhiéu nhét trong trién khai FTP thuc té. C6 mét sé ly do giai
thich diéu do.
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- Tht nhit, no 1a phuong thirc mic dinh va don gian nhat, do d6 viéc trién
khai n6 1a d& dang nhat.

- Tht hai, n6 1a phwong phap phd bién nhét, vi né xu ly véi cac file déu
don thudn nhu 14 xtr Iy dong byte, ma khong dé y toi ndi dung cua cac file.

- Thir ba, né 1a phwong thirc hiéu qua nhat vi nd khdng tbn mot lugng byte
“overload” dé théng béo header.

- Block mode: Pay 1a phuong thirc truyén dir liéu mang tinh quy chuan hon, véi
viéc dit liéu dugc chia thanh nhiéu khéi nho va dugce dong goi thanh cac FTP blocks. Mdi
block nay c6 mét trudng header 3 byte bao hiéu d6 dai, va chira théng tin vé cac khdi di
liu dang duoc gai. Mot thuat toan dac biét duoc sir dung dé kiém tra céac dix liéu di duoc
truyén di va dé phat hién, khai tao lai déi voi mot phién truyén di liéu da bi ngét.

- Compressed mode: Pay 1a phuong thirc truyén st dung mot ki thuat nén kha don
gian, la “run-length encoding” ¢ tac dung phat hién va xu 1y cac doan lap trong dix liéu
duogc truyén di dé giam chiéu dai cua toan bo thong diép. Thong tin khi da dwgc nén, s&
dugc xir Iy nhu trong block mode, véi truong header. Trong thyc té, viéc nén dir lidu
thudng duoc sir dung ¢ nhirng chd khac, 1am cho phuong thic truyén kiéu Compressed
mode tré nén khdng can thiét nira.

Vi du: néu ban dang truyén di mot file qua Internet vdi modem tuwong ty, modem
cua ban thong thuong sé thuc hién viéc nén & 16p 1, céc file 16n trén FTP server cling
thudng dugc nén san véi mot sé dinh dang nhu Zip, 1am cho viéc nén tiép tuc khi truyén
dir liéu tro nén khéng can thiét.

1.2.3. Ung dung ciia FTP

- Khuyén khich viéc dung chung tap tin(nhu chwong trinh tng dung vi tinh hoac
dit liéu).

- Khuyén khich viéc sir dung may tinh & xa mot cach gian tiép/ am tham.

- Che day su khac biét vé hé thong luu tri tap tin gitra cAc may chu, hau nhu cho
ngudi ding khdng can phai quan tam dén nhirng su khac biét riéng tu cua ching

- Truyén tai dix liéu mot cach déng tin cdy va c6 hiéu qua cao.
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1.2.4. Uu diém va nhwoc diém cia FTP.

Uu diém:

- FTP la cach nhanh va hiéu qua cua viéc van chuyén sb lugng 16n dit liéu qua
Internet.

- N6 ¢6 thé sao luu ty dong. Bat ci khi ndo ban chinh stra cac tap tin caa ban trong
hé thong cua ban, ban cd thé cap nhat bang céch sao chép né vao hé théng may chu luu
trix trang web caa ban. Vi vay, trong trudng hop trang web cua ban bj hong va tat ca céc
dir liéu bi mét, ban s& c6 mot ban sao cua no trong hé thdng caa ban. N6 ciing hoat dong
theo chiéu khéc.

- FTP cho phép ban kiém soat chuyén giao. P6 1a, ban c6 thé chon ché d6 ma
trong d6 dir liéu dugc chuyén qua mang. Cac dit liéu ¢ thé duoc chuyén giao hoic trong
ché a6 ASCII (d6i véi cac tap tin van ban) hodc ¢ ché do nhi phan (thuc thi hodc céc tap
tin nén).

- Ban c6 thé 1am viéc véi cac thu muc trén hé thdng tir xa, x6a hodc doi tén cac
tap tin tir xa trong khi chuyén dix liéu giita 2 may.

- Trong khi str dung FTP, cdng cu gidng nhu mot Iénh riéng bang ngén ngi lap
trinh ciing c6 thé duoc st dung dé 1am cho cong viéc cua ban hiéu qua va dé dang hon.

Nhuege diém:

- Do str dung TCP nén chi ¢6 thé truyén theo co ché Unicast nén chi truyén 1-1

- Khi can truyén 1- nhiéu hoic nhiéu - nhiéu sé& can tao nhiéu két néi 1 - 1 dan dén
t6n tai nguyén, thoi gian truyén lau.

- Vi vay khi can truyén file theo kiéu 1- nhiéu hoic nhiéu — nhiéu can c6 mot giai

phép khac.

Sinh vién :Nguyén Th; Hang — Lép : CT1201 25




Tim hiéu ky thudt truyén File Multicast Do &n tot nghiép

CHUONG 2 : UFTP - GIAI PHAP TRUYEN FILE MULTICAST

2.1. Tong quan UFTP

UFTP — Encrypted UDP based FTP with Multicast

UFTP 1a chuong trinh truyén tap tin duoc ma héa theo co ché Multicast, duogc thiét
ké an toan, dang tin cay, va rat hiéu qua trong truyén di liéu dén nhiéu nguoi nhan cing
mét luc. Chuong trinh ma hoa Multicast dua trén TLS véi phan mé rong dé cho phép
nhiéu ngudi nhan c6 thé chia sé mot khda chung

Y tuong chu dao 1a dua cac co ché kiém soat dir liéu caa TCP vao UDP.
2.2. Mo ta giao thuc UFTP
Mot phién truyén UFTP gom 3 giai doan:

- Giai doagn 1: Thong bao/ Dang ky

- Giai doan nay thiét 1ap phién truyén tap tin Multicast va thuong luong tat ca céc
théng s6 ma hoa

- C4c server s& giri mot thdng béo trén mot dia chi Multicast. T4t ca cac thdng tin
tir may chu sau d6 di qua mot hé thong Multicast

- Client dang ky guri tra loi théng bao

- Cac server sau do sé guri mot xac nhan. Trong d6 xac nhan sé chara cac khéa ma
hoa néu co ché ma hoa kich hoat. Néu Client nhan dugc cac khda ma hoa, né s& giri mot
g0i X&c nhan tro lai may chu.

- Giai dogn 2: Truyen file
+ Bu 6c 1: Bat dau Server s& giri mot tin nhan ma ta tap tin truyén bao gom:

- Tén va kich thudc cua tap tin

- Céch phan chia tap tin thanh cac khéi. Mot tap tin dugc chia thanh mot sé khéi,
va cac khoi duoc nhdm lai thanh cac phan. Khdi A 1a mot phan cua tap tin duoc gui di
trong mot don goi tin. Phan A 1a mot nhom céc khdi ¢6 thé duoc giri dinh kém trude khi
Server y&u cau thdng tin phan hoi tir Clients.

- Tong s6 s6 lwong cac khoi.
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+ Budc 2: Truyén dit liéu

- Cac go0i dir lieu duoc guri bai cac Server theo mét ty 1€ duge quy dinh boi nguoi
su dung.

- Boi vi UDP khéng dam bao riang cac goi tin dén theo tht tu dé cac Client c6 thé
t6 hop lai tap tin nén khi két thiic mét phan, Server giri mot thong diép dén cac Client yéu
cau trang thai.

- Cac Client guri lai mot théng bao trang thai c6 chira danh sach cac NAKSs cho cac
khi trong phan da guri.

- Mot khi tat ca cac phan da dwoc gui di, néu Server nhan duoc mot sé khéac 0
NAKSs tir Client bat ky, n6 sé bat dau gui lai 1an hai cac dit liéu, 1an nay né chi gui cac goi
tin bi sai.

- Server tiép tuc giri lai dit liéu cho dén khi tat ca cac Client gui dén thong bao
hoan thanh hoic hét thoi gian cho thdng tin trang thai tir Clients.

- Khi mét Client d& nhan duoc toan bo tap tin, né s& gai mot tin nhan hoan thanh
tol Server.

Budc 1 va 2 trong giai doan nay duoc lap di 1ap lai trong sudt phién lam viéc
- Giai doagn 3: Hoan thanh/xac nhgn

- Giai doan nay két thic phién lam viéc giira Server va Client. N6 bat dau véi mot
thong diép tir thdng bao két thic phién.

- Céc Client tra 1oi vai mot thong diép hoan thanh.

- Server giri thong diép xac nhan véi mdi thong diép hoan thanh ma né nhan.
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2.2.1. Co ché 1am viéc
1. Giai doan théng bdo/ dang ky c6 ma hda

1.1. Truong hop khdng co proxy.
Server Client

Thoéng bao -
<«—— CLIENT_KEY
KEYINFO —
<«— INFO_ACK

1.2. Truong hop c0 proxy server/client

Server Proxy Server  Proxy Client Client
Thong béo > > — s
<«— Dbangky
CLIENT_KEY
«— <«— bangky
<«—— CLIENT_KEY
KEYINFO ——» —
«— <«— INFO_ACK
REG_CONF —» —

KEYINFO
«— INFO_ACK
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1.3. Truong hop proxy dap ung.

Server Proxy Server Client

Thongbdo —»

<«— Dangky
<«—— CLIENT_KEY

<«— DPangky
<«—— CLIENT_KEY

KEYINFO —»
«— INFO_ACK

REG_CONF —
KEYINFO —
<«— INFO_ACK

2. Giai dogn théng béao/ ddng ky ma khéng can mé hoa

2.1. Truong hop khdng co proxy.

Server Client

Thongbdo —»
<«—— Dangky

REG_CONF s

2.2. Trueong hop proxy Server/ Client.

Server Proxy Server  Proxy Client Client
Thong bdo —— — —_
<«— Dangky
— «— Dangky
REG CONF —» — -5
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2.3. Truong hop proxy chu dap ing.

Server Proxy Server

Thong bdo ——»

»

Client

<«— Dangky
REG_CONF

-— bang ky

3. Giai doan truyen tdp tin.

Server Client

FILEINFO —»
«— INFO_ACK

<«—— Hoan thanh
FILESEG -
DONE —

) INFO_ACK
<«—— Hoan thanh

4. Giai doan hoan thanh/ xac nhan.

Server Client

DONE __,

<«—— Hoan thanh
DONE_CONF —»

v
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2.2.2. Thong diép
2.2.2.1. HEADER UFTP.

0 1 2 3

0123 4/5/6/7,8/9/0[12/3/4/56{78 9012 34/ 56|78 9|01

UFTP ID Ham Kich thuéc khdi

Nhom 1D

Dia chi nguon

bia chi dich

- UFTP ID: 8 hits.

Xéc dinh s6 phién ban cua giao thac. Hién nay 1a 0x30

- Ham: 8 bits.

S6 lwong thong diép cua thong diép bao ham. Néu thong diép duoc ma hoa, diéu nay
ludn ludn xac dinh sé lwong thong diép cho ma hoa.

- Kich thuéc khéi : 16 bits.

Kich thudc cua toan bo géi UFTP trong byte, ngoai ra khdng bao gom tiéu dé
nay(phai 1a boi s6 cua 4).

- Nhém ID : 32 bit

Mét ky hiéu nhan dang duy nhat cho phién hién tai

- Pia chi nguon : 32 bit

Dia chi IP cua nguoi gui. Doi voi server, day 1a su xac dinh dia chi Multicast di ra.
Déi v6i mot client hoic proxy, ddy 1a mot trong hai IP phi hop véi mot danh sach dia chi
IP duoc liét ké trong mot théng diép hoic dia chi IP khdng phai caa vong lap dau tién.

- bia chi dich : 32 bit

Dia chi IP day 1a thong diép danh cho budc cudi cung.
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2.2.2.2 .MA HOA.

0 1 2 3

0/ 1/ 2/ 3] 4|56/ 7/8[9/0]1]23[4]5]6]7/8[90]1]23[4]5]6]7/8/90]1

Nhan thoi gian giay

Nhan thoi gian micro gidy

Chiéu dai chir ky \ Tai trong chiéu dai

Chir ky

Tai trong ma hoa

Chi tiét hda mot thong diép duoc ma hoa. Co chira chir ky kém theo tai trong co
ich théng diép dugc ma hoa( dé 1la mot trong cac thong diép dudi day). Chir ky la mot
trong HMAC st dung nhom khéa hoac cht ky RSA sir dung RSA cua ngudi gui trén
toan bo thong diép UFTP, tuy thudc vao chit ky ma server da chon.

- Nhén thoi gian giay :32 bit

Thoi gian hién tai dugc biéu dién theo gidy tinh tir giai doan UNIX 01/01/1970
uTC

- Nhan thoi gian micro giay: 32 bit

Mot phan triéu gidy cua dong thoi gian hién hanh. Cai mién nay va mién ¢ trén
duoc sur dung trong su tinh toan tinh d6i xitng ma hda tai trong khoa V.

- Chiéu dai chix ky: 16 bits

Chiéu dai cua chir ky trong nhém bit (phai 12 boi s6 cua 4).

- Tai trong chiéu dai : 16 bits

Chiéu dai cua tai trong ma hoa trong nhom bit (phai 1a boi sb cua 4).

- Chix ky: bién thién.

Chir ky cho thong diép nay. N6 4p dung dén toan bo goi tin UFTP, bao gom ca tiéu dé
UFTP. C6 thé Ia hoic mét HMAC sir dung cac nhém khéa HMAC hoic chir ky RSA sir
dung khoa riéng RSA cta nguoi gui.

- Tai trong ma hoa: bién thién.

Thong diép duoc ma hoa, ma hda véi nhoém khoa déi xing.
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2.2.2. 3. THONG BAO.

0 1 2 3
o[ 1] 2] 3] 4] 5][6] 7/ 8[9]0]1]2]3[4]5]6]7/8[9]0]1]23[4]5]6]7/8[9]0]1
Ham Co S6 lugng dich
Khoang thoi gian théng bao Khoang thoi gian thong bao
Khoang thoi gian dang ky Khoang thoi gian thyc hién
Thoi gian thdng bdo | Thoi gian trang thai MTU
bia chi Multicast riéng
Quyen may khach | Loai chir ky Loai Hash \ Loai khoa
Chiéu dai modun khoa cong khai Dy trit

Sb mii khoa cong khai

S6 server ngau nhién

Modun khéa cong khai

bia chi IP may khéch

Gui boi server dé bat dau truyén tap lt.iln. Chta thong tin co ban can thiét boi client
dé bat dau mot phién. Pi voi thanh vién cia nhoém, danh sach khach hang dwoc phép
dugc quy dinh cy thé. Nhiéu thong diép cd thé duoc guri dé phi hop danh sach day du cua
client. Thong diép nay di qua cac dia chi Multicast cong khai. Tt ca cac thong diép
server tiép theo sau d6 di qua dia chi Multicast riéng. Néu server can phai gui lai thong
diép nay theo thanh vién ctia nhém, chi coé client da khong dap tmg duoc liét ké.

- Ham: 8 bits

S6 lugng cho thong diép nay ludn l1a 1

- Co: 8 bits

0x01- RESTART.

Néu thiét lap, diéu nay chi ra rang phién dugc biéu dién béi thong diép nay 1a mot sy
khai dong lai cua phién trude. Tét ca c4c bits nén thiét 1ap 1a 0.

- Sb luong dich: 16 bits

S6 luong dia chi IP cua client dugc liét ké trong thong diép nay. Vi thanh vién ngoai
nhom, céi nay luén la 0. Vi thanh vién caa nhom, cai nay ludn khéac 0.

- Khoang thoi gian thong digp: 16 bits
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S6 mot phan nghin gidy server s& cho doi truée khi truyén lai mot (A DONE)cai da
thuc hién.

- Khoang thoi gian dang ky: 16 bits

S6 mot phan nghin gidy, client nén chd doi truéc khi truyén lai mot DPANG KY
THANH VIEN

- Khoang thoi gian thyc hién: 16 bits

S6 mot phan nghin gidy, client nén cho doi trugc khi truyén lai mot bd sung
(COMPLETE)khi d diy di mot DONE_CONF.

- Thoi gian thong diép: 8 bits

S6 gidy server cé thé choi doi cho mét PANG KY hoic INFO_ACK

Giai doan thong bao/ dang ky hodac INFO ACK trong giai doan thong tin tap tin trudc
khi tiép tuc giai doan tiép theo.

- Thoi gian trang théi: 8 bits

S6 gidy server ¢ thé doi sau khi giri mot hoic nhiéu thong diép thuc hien(DONE)
truéc khi cho bat ct client ndo da khong thé gui mot trang thai hoic hoan
thanh(COMPLETE) va tiép tuc véi giai doan truyén dix liéu.

- MTU: 16 bits

Tong kich thuéc cua IP thong diép dé gui nhu 1a qui dinh cua server. Céi nay bao gom
IP va UDP tiéu dé ciing nhu thong diép UFTP. Chu ¥ tang diéu nay khong tinh dén cho sy
tn tai cua IP tiéu dé tly chon, do d6 khi né duoc du kién IP tiéu dé tiy chon c6 thé duoc
thém vao, gia tri nay nén duoc dit thip hon duong dan MTU dé tranh bi phan manh goi
tin IP.

- Quyén han client: 8 bits

Dinh rd liu client c6 nén giri mot thong diép CLIENT_KEY b sung dén dang ky
thanh vién(REGISTER) khi dap ung. Gia tri hop 1y 1a 1 cho truong hop dung, 0 cho
truong hop sai.

- Loai chir ky: 8 bit

Quy dinh cy thé s6 loai chir ky cua chit ky dé sir dung ma hoa thong diép. Xem phan
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Hang s6 thong diép dé xem danh sach cac gia tri hop 1y.

- Loai Hash (dir liéu hong): 8 bits

Quy dinh sé loai hash cua cac thuét toan bam dé sir dung cho chir ky HMAC va khoa
dan xuat. Xem phan Hing sb thong diép cho danh sach céc gia tri hop Iy.

- Loai khoa: 8 bits

Quy dinh sé loai khoa cua thuat toan ma hoa dbi xing sir dung. Xem phan Hang sb
thong diép dé xem danh sach céc gia tri hop Iy.

- Chiéu dai modun khda cong khai: 16 bit

Chiéu dai trong bytes cia modun khoa cdng khai RSA cua server.

- Du trir: 8 bit

Danh riéng cho tuong lai st dung va can phai duoc thiét 1ap 12 0.

- S6 mil khoa cong khai: 32 bit

S6 mil khoa cong khai cua khda cong khai RSA cua server.

- Sb server ngau nhién: 256 bit

32 byte s6 ngau nhién duoc lya chon bai server st dung dé lay dugc khda bi mat chu
giira server va moi client.

- Modun khda cong khai: bién thién

Modun khoa cdng khai cua khdéa cong khai RSA cua server.

- Bia chi IP client: mdi mot 32 bit.

Dia chi cia mot hoic nhiéu client dugc phép tham gia vao thanh vién cia nhom.
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2.2.2.4. PANG KY.

0 1 2 3
0/ 1] 2|3/ 4|5/6/7[8/ 9/0]1]2]3]4/5/6]7/8 9/0]1]2]3]4]5 6]7 8] 9]0]1
Ham Du trix
Sb lugng dich Chiéu dai ma héa chinh
Khoang thoi gian dang ky Khoang thoi gian thuc hién

Sé client ngau nhién

Ma hda bi mat chinh

bia chi IP client

Puoc gui bai client dé xac nhan mot thong diép.Néu ma hda la yéu cau, ciing cé chira
mot sé ngau nhién va khoa chinh bi mat dugc ma hda voi khoa cong khai RSA cua server.

- Ham: 8 bit

S6 luong thong diép cho thong diép nay. Luébn 13 2.

- Du trir: 24 bit

Danh riéng cho tuong lai st dung va can phai duoc thiét 1ap 12 0.

- S0 luwong dich: 16 bits

S6 lugng dia chi IP caa client duoc liét ké trong théng diép nay. Véi client, cai nay
luén 14 0.

- Chiéu dai ma hda chinh: 16 bit

Chiéu dai cua khoa bi mat chinh duoc ma héa.

- S6 client ngau nhién: 256 bit

32 byte s6 ngiu nhién dugc hra chon bai client str dung dé lay duoc khoa bi mat cha
giira server va moi client.

- M4 héa bi mat chinh:bién thién.

Khéda bi mat chinh dugc chon bai client, ma héa véi khoa cong khai RSA cua server.

- Diachi IP client: mdi mot 32 bit

Dia chi IP cua mot hozc nhiéu client ring mot proxy nhan dugc mot biéu miu ding

ky thanh vién va chuyén tiép ngay dén server.
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2.2.2.5 .CLIENT_KEY(Khoa client)

0 1 2 3
0/ 1] 2|3/ 4|5/6/7[8/ 9/0]1]2]3]4/5/6]7/8 9/0]1]2]3]4]5 6]7 8] 9]0]1
Ham Du trit
Chiéu dai modun khéa cong khai | Chiéu dai xac minh dit li¢u da ky

S6 mii khoa cong khai

Modun khdéa cong khai

Xac minh dir liéu da ky

Gui bai client néu server yéu cau client xac thuc, hodc néu server yéu cau chit ky RSA
thay vi HMAC.
- Ham: 8 bit
S6 luong thong diép cho thong diép. Ludn ludn la 3.
- Du trir: 24 bit
Danh riéng cho tuong lai st dung va can phai duoc thiét 1ap 12 0.
- Chiéu dai modun khéa cong khai. 16 bit
Chiéu dai trong nhom bit caa modun khéa cdng khai RSA cua client.
- Chiéu dai xac minh dix liéu da ky: 16 bit
Chiéu dai trong nhém bit cua truong xac minh dit liu da ky.
- S6 mii khoa cong khai: 32 bit
S6 mil khoa cong khai cua khda cong khai RSA cua client.
- Modun khéa cong khai: bién thién
Modun khoa cong khai ctia khda cong khai RSA cua client.
- Xac minh dir liéu da ky: bién thién
Chir ky tir khda riéng RSA cua client xac minh di liéu dya trén cac hash cua cac

chuyén d6i théng s6 ma hoa dén thoi diém nay.
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2.2.2.6 . REG_CONF

0 1 2 3

o[ 1[2[3[4]5/6]/7/89[0[1]2]3]4]5/ 6 7/89[0[1[2[3]4]5/ 67 89[0]1

Ham Du trix SO lugng dich

bia chi IP may khach

Gui boi server dé dap ung mot dang k}'lllclhénh vién néu khdng c6 ma hoa. Chira mot
danh sach cac client ma server nhan da dugc cho dang ky, va nhiéu théng diép cd thé
dugc guri dé cung cip danh sach day du cua client. Ngoai ra duoc gui néu ding ky thanh
vién dén tir mot proxy. Piéu nay cho phép cac proxy co thé xac nhan dang ky khi ma hoa
duoc kich hoat. Cac server s& khdng guri lai thong diép nay cho mét client nhat dinh, trir
khi né nhan duoc thém mot dang ky tur client do.

- Ham: 8 bit

S6 luong thong diép cho thong diép nay. Luébn 13 4.

- Du trir: 8 bit

Danh riéng cho tuong lai st dung va can phai dugc thiét 1ap 12 0.

- S6 luong dich: 16 bit

S6 luwong dia chi IP cua client duoc liét ké trong thong diép nay.

- Piachi IP client: mdi mot 32 bit

Dia chi IP caa mét hoic nhiéu client ma server nhan duoc tir dang ky.

Sinh vién :Nguyén Th; Hang — Lép : CT1201 38




Tim hiéu ky thudt truyén File Multicast Do &n tot nghiép

2.2.2.7.KEYINFO.

0 1 2 3

o[ 1[2[3]4]5/6/7/89[0[1]2]3]4]5/ 6 7/89[0[1[2]3]4]5/ 67 8901

Chiéu dai nhom ma

Ham Du trix S0 lugng dich héa chinh

Nhan thoi gian giay

Nhan thoi gian micro gidy

bia chi IP client

Nhom ma hoéa chu

bia chi IP client

Gui boi server trong viéc dap tmg dén mot dang ky néu mot ma hoéa duoc Kich hoat.
N6 c6 chira danh sach céc client ma server nhan duoc cho viéc dang ky, va co nhiéu
thong diép cd thé dugc gui dé thich hop véi danh sach day du caa client. Néu server can
phai gui lai thong diép nay, chi co client khong dugc dap tng duoc liét ké. Ngoai ra, voi
mdi client duoc liét k&, no chira nhom khoa cha duoc ma hda véi khoéa chi bi mat thuong
lugng véi client d6. Néu mot dang ky nhan duoc tir proxy, KEYINFO duoc gui truc tiép
dén proxy, khdng phai client n6 xi ly.

- Ham: 8 bit

S6 luong thong diép cho thong diép nay ludn ludn 1a 6.

- Du trix: 8 bit

Danh riéng cho tuong lai st dung va can phai dugc thiét 1ap 12 0.

- S6 luong dich: 16 bits

S6 lwong khoa ma hoa thong diép duoc liét ké trong thong diép nay.

- Chiéu dai nhém ma hda chinh: 8 bit

Chiéu dai ciia nhém khda ma hoa chinh trong mdi khda ma héa thong diép luon 1 48.

- Nhén thoi gian giay: 32 bit

Thai gian hién tai duoc biéu didn theo giay ké tir giai doan UNIX 01/01/1970 UTC.

- Nhén thoi gian micro gidy: 32 bit

Sinh vién :Nguyén Th; Hang — Lép : CT1201 39




Tim hiéu ky thudt truyén File Multicast Do &n tot nghiép

Mot phan triéu gidy cta dong thoi gian hién hanh. Cai nhan thoi gian nay va nhan ¢
trén duoc st dung trong su tinh toan tinh déi xang khoéa 1V cho nhém khda ma héa cha
vai mdi client duoc liét ké.

- Piachi IP client: mdi mot 32 bit.

Dia chi IP cia mét hoic nhiéu client ma server nhan duoc cho viée dang ky.

- Nhom ma hoa chu:mdi mot 384 bit.

Cubi cuing 47 byte cua 48 byte nhém cha bi mat, m4 héa bang cach sir dung khoa dbi
xtng chinh cho client duoc liét ké trudc.

2.2.2.8.FILEINFO(thong tin tdp tin).

0 1 2 3
0] 1] 2] 3] 4] 5[6] 7] 8[9]0]1]2][3[4]5]6]7/8[9]0]1]23[4]5]6]7/8[9]0]1
Ham Loai tap tin ID tap tin
Tong khoi
Tong s6 doan | Sb lugng dich

Kich thudc tap tin

Tén tap tin

bia chi IP client

Gui boi server dé cung cap thong tin trén mot tap tin riéng dugc giri. N6 chira danh
sach client dang hoat dong hién tai, va c6 nhiéu thong diép cd thé duoc gui dé thich hop
v6i danh sach day du cua client. Néu server can phai gui lai thong diép nay, chi co client
khong dugc dap tng duoc liét ké. Néu ma hoa duoc kich hoat, thong diép ndy ma hoa va
nhing vao bén trong thong diép dugc mé hoa.

- Ham: 8 bit

S6 luong thong diép cho thong diép ludn 1a 5.

- Loai tap tin: 8 bit

Quy dinh loai tap tin duoc gui di(tép thong thuong, thu muc, hoic lién két ky hiéu).
Xem phan Hang s6 thong diép dé xem danh séch céc gia tri hop lé.

- ID cua tap tin: 16 bit
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Ky hiéu nhan dang cua tap tin hién hanh. Duogc lién tuc chon bai server bat dau tir 1.

- Téng khdi: 32 bit

S6 luong cua khdi tap tin dwoc chia nho ra.

- Tong sb doan: 16 bit

S6 luong cac doan cua cac khéi duoc chia thanh cac nhém.

- S6 luong dich: 16 bit

S6 luong dia chi IP cua client duoc liét ké trong thong diép nay.

- Kich thudc tap tin: 64 bit.

Kich thudc cua tap tin duoc gui trong byte.

- Tén tap tin: 300 byte.

Tén dudng dan cua tap tin dé guri. Dau gach chéo(/) dugc st dung nhu phan cach thu
muc. CAc tap tin duoc tao ra voéi dudng dan trong thu muc dich cua client.

- biachi IP client: 32 bit

Dia chi IP cua mot hoic nhiéu client dang hoat dong.

2.2.2.9.INFO_ACK.

0 1 2 3
0] 1] 2] 3] 4] 5][6] 7] 8[9]0]1]2]3[4]5]6]7/8[9]0]1]23[4]5]6]7/8[9]0]1
Ham Co ID tap tin
S lugng dich Dy trir

Théam tra dit liéu

bia chi IP client

Guri bai client trong viéc dap irtng mot KéYINFO hoac mot FILEINFO. Néu dugc guri
trong dap tmg dén KeyINFO, chtra dit liéu xac nhan dua trén thong sé6 mat ma trao doi
dén luc nay. Néu gui trong dap tmg dén FILEINFO, chira cac 1D tap tin. Néu ma hoa
duoc kich hoat, thong diép nay dugc ma hoa va nhung trong thong diép da duoc mé hoa.

- Ham : 8 bit
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S6 luong thong diép cho thong diép nay luén 12 7.

-Co: 8 bit

0x01: phan riéng

Néu thiét 1ap, diéu nay chi ra rang cac client phan riéng nhan duoc tap tin chi thi trén
mot may chay trudc. Gid tri chi trong dap tng dén FILEINFO. Tat ca céc bit nén thiét 1ap
la 0.

- ID tap tin: 16 bit

Néu gui trong dap tmg dén FILEINFO, nhan dang cua tap tin hién hanh. Néu gui
trong dap ung dén KEYINFO, 0.

- S6 lugng dich: 16 bit

S6 luong dia chi IP cua client duoc liét ké trong thong diép nay.

- Du trir: 16 bit

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- Bia chi IP client: mdi mot 32 bit

Dia chi IP cuia mét hodc nhiéu client ma proxy nhan dugc tir INFO_ACK va chuyén
tiép ngay dén server.
2.2.2.10.FILESEG

0 1 2 3
0/ 1] 2|3/ 4|5/6/7[8/9]0]1]2]3]4/5/6]7]8 9/0]1]2]3]4]5/ 6]78]9]0]1
Ham Dy trix ID tap tin
Pass Du trix Phién
S6 khdi

Puoc guri bai server, va chira mot khoi dir lidu ké tiép tiéu dé nay. Néu ma hoa duoc
kich hoat, thong diép nay dugc ma hda va nhing vao véi thong diép da dugoc mé hoa.

- Ham : 8 bit

S6 lugng thong diép cho thong diép nay ludn 12 8.

- ID tap tin: 16 bit

Nhan dang cua tap tin hién hanh.

- Pass: 8 bit
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S6 pass ma server hién thoi.
- Phién: 16 bit

S6 phién cho khéi.

- S6 khéi: 32 bit

S6 luong cua khdi nay.

2.2.2.11. DONE(thgc hién)

0 1 2 3
0] 1] 2] 3] 4] 56| 7] 8] 9] 0] 1]2]3]4]5]6]7/8[9]0]1]23]4]5]6]7/8[9 0]1
Ham Pass Phién
ID tap tin S6 lugng dich

bia chi IP client

DPuoc guri bai server vao cudi caa mot ph'i.én lam viéc yéu cau NAKS. Chira danh sach
client ma server can cho trang thai, va c6 nhiéu thong diép co6 thé duoc gui dé thich hop
vé6i danh sach day du cua client. Néu server can phai gui lai thong diép nay, chi c6 client
khong duogc dap tng duoc liét ké. Néu ma hoa duoc kich hoat, thong diép nay duoc ma
hoéa va nhiing va trong thong diép da dugc ma hoa.

- Ham: 8 bit

S6 luong thong diép cho thong diép nay luén 12 9.

- Pass: 8 bit

S6 pass ma server hién thoi.

- Phién : 16 bit

S6 phién cho khéi nay.

- ID tap tin: 16 bit

Nhan dang cua tap tin hién hanh. Néu bang khong, ching to rang bat dau cua giai
doan hoan thanh/ x4c nhan da dén két thac phién.

- Diém dich: 16 bit

S6 lugng cua dia chi IP client duoc liét ké trong thong diép nay.

- biachi IP client: 32 bit
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Dia chi IP cia mot hoac nhiéu client ma server can trang thai cho.

2.2.2.12 . TRANG THAI(STATUS)

0 1 2 3
0l 1) 2/ 3[4|5/6/7/8 90 |123 4 5/6 7890 1]23]4/5]6]7 89 01
Ham Du trix ID tap tin
Pass | Dy sb | Phién

S6 luong NAK

Gui boi client trong viéc dap ang mot thong diép duoc thyc hién. Néu ma héa duoc
kich hoat, thong diép nay dugc mé hoa va nhang vao trong mét thong diép da dugc mé
hoa.

- Ham: 8 bit

S6 thong diép cho thong diép nay ludn 1a 10.

- Du trir: 8 bit

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- ID tap tin: 16 bit

Nhan dang tap tin hién hanh.

- Pass: 8 bit

S6 pass ma server hién thoi.

- Day sb: 8 bit

Mot day s6 so khop trang thai nay(STATUS) dén trang thai gan nhat(PRSTATUS).

- Phién: 16 bit

S6 phién cho khoi.

- S6 lwong NAK: 32 bit

Tong s6 cua NAK chura trong thong diép nay. Néu bang khong, thong diép nay chi
chua tiéu dé. Néu khac khong, chira mot mat na bit ciia cac NAK cho phién xac dinh, va

mat na bit nay 1a kich thuéc cua mot khoi.
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2.2.2.13 .PRSTATUS(trang thai tiép, trang thai gan nhat).

0 1 2 3
0/ 1] 2|3/ 4|5/6/7[8/ 9/0]1]2]3]4/5/6]7/8 9/0]1]2]3]4]5 678/ 9]0]1
Ham Du trix ID tap tin
Pass Day sd Phién
S6 luong dich Du trix
bia chi IP client

Puoc gui boi proxy client cung vai mc}'t“th()ng di¢p trang thai. Chua danh séch cua
client hau hét 4p dung trang thai gan day nhat. Néu ma hoa duoc kich hoat, théng diép
nay dugc ma hoa va nhing vao trong thong diép da dugc ma hda.

- Ham : 8bit

S6 thong diép cho théng diép nay ludn 1a 11.

- Du trir: 8 bit

Danh str dung cho twong lai va can phai duoc thiét 1ap 12 0.

- ID tap tin: 16 bit

Nhan dang cua tap tin hién hanh.

- Pass: 8 bit

S6 pass ma server hién thoi.

- Déy sé: 8 bit

Mot ddy sé so khép trang thai gan nhat nay(PRSTATUS) dén mot trang thai
(STATUS).

- Phién: 16 bit

S6 phién cho khéi nay.

- S6 luong dich: 16 bit

S6 luong dia chi IP client duoc liét ké trong thong diép nay.

- Du trix: 16 bit

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- Diachi IP client: mdi 32 bit

Dia chi IP cia mot hoic nhiéu client ma proxy nhan dugc mot trang thai(STATUS) va
chuyén tiép ngay dén server.
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2.2.2.14 HOAN THANH(COMPLETE)

0 1 2 3
0/ 1] 2|3/ 4|5/6/7[8/ 9/0]1]2]3]4/5/6]7/8 9/0]1]2]3]4]5 678/ 9]0]1
Ham Trang thai ID tap tin
Sb lugng dich Dy trix

bia chi IP client

DPuoc giri boi client dé dap tmg dén th@ﬁg diép da duogc thuc hien(DONE) khi client
nhan dugc toan bo tap tin. Cling c6 thé dugc gui trong mot dap tng dén FILEINFO néu
phién la phién khoi @ong lai va client nhan dugc toan b tap tin trén sy thir nghiém trudéc.

Néu ma hoa duoc kich hoat, thong diép ndy duoc ma hdéa va nhing va trong mot
thong diép da dugc ma hoa. Néu ID tap tin 1a 0, chiing to két thlic phién lam viéc, tat ca
C4cC tap tin va thu muc giri trong sudt phién nay dwoc chuyén tir thu muyc tam thoi cua
client dén thu muc dich, néu mot thu muc tam thoi duoc thiét 1ap. Cac tap tin trong thu
muc duoc di chuyén nhu mot phan chira thu muc.

- Ham : 8bit

S6 thong diép cho thong diép nay ludn 13 12.

- Trang thai: 8 bit

Qui dinh trang thai caa thong diép hoan thanh. Khi & ché do déng bo hoéa, mot trang
thai cia COMP_STAT NORMAL xac dinh rang tap tin 1a mot ban sao chép méi trén,
trang thai COMP_STAT SKIPPED qui dinh ring tap tin da dwoc bo qua bai vi tap tin
dén 1a cii, va mot trang thai cia COMP_STAT OVERWRITE qui dinh rang tap tin ghi dé
lén mot tap tin dd ton tai. Khi khdng ¢ ché do6 déng bo hda, trang thai duoc thiét 1ap
COMP_STAT_NORMAL néu tap tin da duoc gui di thanh cong. Néu khach hang tir chéi
c4c tap tin do mot van dé co thé duong dan hoic tén tap tin, mac du dang ¢ ché do dong
bo, trang thai dwoc thiét 1ap 12 COMP_STAT REJECTED.

- ID tap tin: 16 bit

Nhan dang cua tap tin hién hanh.

- S6 luong dich: 16 bit

S6 lugng dia chi IP client dugc liét ké trong thong diép nay.

Sinh vién :Nguyén Th; Hang — Lép : CT1201 46




Tim hiéu ky thudt truyén File Multicast Do &n tot nghiép

- Duy trir: 16 bit

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- bia chi IP client: 32 bit

Dia chi IP ctia mot hoic nhiéu client ma proxy nhan duoc tir hoan thanh va chuyén
tiép ngay dén server.
2.2.2.15 .DONE_CONF

0 1 2 3
o[ 1] 2] 3] 4] 5[6] 7] 8[9]0]1]2][3[4]5]6]7/8[9]0]1]23[4]5]6]7/8[9]0]1
Ham Du trix ID tap tin
Sb lugng dich Dy trix

bia chi IP client

Giri boi server dap g véi mot thong diép hoan thanh(COMPLETE) vao cudi phién.
Chtra danh sach client d3 hoan thanh. Va c6 nhiéu thong diép cd thé dugc giri dé thich
hop véi danh sach day du cua client. Cac server sé khong guri lai thong diép nay cho mot
client nhat dinh trir khi né nhan duoc thém mét thong diép hoan thanh tir client d6. Néu
ma hoa dugc Kich hoat, thong diép nay dugc ma hdéa va nhiing vao trong thong diép da
dugc ma hoa.

- Ham: 8 bit

S6 luong cho thong diép nay luén 13 13

- Du trix: 8 bit

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- ID tap tin: 16 bit

Nhan dang cua tap tin hién hanh. TODO: loai bo truong nay, khdng can thiét.

- S6 luong dich: 16 bit

S6 luong dia chi IP client duoc liét ké trong thong diép nay.

- Du trix: 16 bit

Danh str dung cho twong lai va can phai duoc thiét 1ap 12 0.

- biachi IP client: 32 bit

Dia chi IP cia mét hoic nhiéu client ma server nhan duoc cho viéc hoan thanh.
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2.2.2.16. HUY BO.

0 1 2 3
0/ 1] 2|3/ 4|5/6/7[8/ 9/0]1]2]3]4/5/6]7/8 9/0]1]2]3]4]5 678/ 9]0]1
Ham Co Du trit
May chi(Host)
Thong diép

Guri bai mot trong client hozc server khi 6 16i diéu kién xay ra. Thong diép nay co thé
hodc khong thé ma hoa, tiy thudc vao du cé hay khong nhém khoa chu da duoc dua ra.

- Ham: 8 bit

S6 luong cho thong diép nay ludn 1a 99.

- Co:8hit

0x01.: tap tin hién hanh.

Chi ap dung néu gui cho client, va chi khi néu truong Host bang 0. Néu thiét lap,
qui dinh cho tat ca client khdng hoat dong lién tuc trén tap tin hién hanh phai huy boé.
Client hoan thanh trén tap tin hién hanh thi khéng hay bo va cé thé nhan tap tin tiép theo
trong phién.

Tat ca céc bit khac nén thiét 1ap 1a 0.

- Du trix: 16 bit

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- Host: 32 bit

Néu duoc gui bai server, qui dinh client 1a server mudn hay bo, hoic bang 0 dé dinh
rd rang tat ca client phai hiy bo. Néu duoc gri bai client, cai nay duoc thiét 1ap bang 0.
Néu duoc guri bai mot proxy dai dién cho mot client, né dugc thiét 1ap cho IP cua client
ma hity bo. Néu guri bai proxy dai dién riéng cua né, né duoc thiét 1ap bang 0.

- Thong diép: 300 bytes

Van ban mo ta néu rd nguyén nhan viéc huy bo.
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2.2.2.17.HB_REQ

0 1 2 3
0/ 1] 2|3/ 4|5/6/7[8/ 9/0]1]2]3]4/5/6]7/8 9/0]1]2]3]4]5 6]7 8] 9]0]1
Ham Du trit
Chiéu dai modun khoa cong khai | Chiéu dai ky
Nonce

Sb mii khoa cong khai

Modun khéa cong khai

Gia tri(nonce) ky

Gui boi mot proxy(thuong la proxy client) dén proxy upstream cho muc dich mé ra
mét 16 héng trong mét buc tudng lira ma proxy upstream c6 thé gui théng qua, va cho
thay IP NAT ciia proxy dén proxy upstream biét noi giri cac yéu cau khéc.

- Ham: 8 bit

S6 luong thong diép cho thong diép nay ludn 1 14.

- Du trir: 24 bit

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- Chiéu dai modun khéa cong khai: 16 bit

Chiéu dai trong byte caa modun khoa cong khai RSA cua proxy.

- Chiéu dai ky: 16 bit

Chiéu dai trong bytes cua truong Ky IGc nay.

- Nonce: mot sb duy nhat sinh ra ngau nhién: 32 bit

Gia tri nhan duoc tr mot HB. RESP trude do sé duoc ky.

- S6 mil khoa cong khai: 32 bit

S6 mii khoa cong khai ciia khda cong khai RSA cua proxy.

- Modun khéa cong khai: bién thién

Modun khoa cong khai ctia khda cdng khai RSA cua proxy.

- Gia tri(nonce) ky: bién thién

Chit ky tir khoa riéng RSA cuia proxy cua so(gid tri: nonce) qui dinh.
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2.2.2.18. HB_RESP

0 1 2 3
0/ 1/ 2] 3/ 4[5/6/7/8/9/0]/1]23[4]5]/6]7/8/9/0[1]2 3] 45/ 6]7/8 9 0]1
Ham Xac thuc | Du trit
i Nonce
Guri boi mot proxy dé dap tmg dén thong diép HB_REQ.
- Ham: 8 bit

S6 luong thong diép cho thong diép nay luén 1a 15

- Xac thuc: 8 bit

binh rd trang thdi cua HB REQ thong diép nay da dugc dap wng. Gia tri cua
HB AUTH_OK c6 nghia di xac thyc thanh céng hoic 1a khong dugc yéu cau. Gia tri cua
HB_AUTH_CHALLENGE c6 nghia xac thyc théng tin dy tinh khong duoc dinh rd. Gia
tri cia HB_ AUTH_FAILED c6 nghia thong tin x&c thuc dua ra 1a khong hop 1€.

- Du trir: 16 bit.

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- Nonce(sb ngau nhién): 32 bit

Khi xac thuc= HB_AUTH_CHALLENGE, gi4 tri nonce dugc du tinh dé ky trong xac
thuc HB_REQ.

2.2.2.19.KEY_REQ

0 1 2 3
0/ 1] 2| 3] 4|5/6/7[8/9]0]1]2]3]4/5/6]7]8 9/0]1]2]3]4]5/ 6]78]9]0]1
Ham Du trit

Gui boi client dé proxy dap tmg dén yéu cau thong diép PROXY_KEY. Céc client s&
giri thong diép nay 5 gidy 1 lan cho dén khi nd nhan duoc dap tng mot cach hop 18.

- Ham: 8 bit

S6 luong thong diép cho thong diép nay luén 14 16

- Du trir: 24 bit

Danh sir dung cho twong lai va can phai duoc thiét 1ap 13 0.
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2.2.2.20.PROXY_KEY

0 1 2 3
0/ 1] 2|3/ 4|5/6/7[8/ 9/0]1]2]3]4/5/6]7/8 9/0]1]2]3]4]5 6]7 8] 9]0]1
Ham Du trit
Chiéu dai modun khoa cong khai | Chiéu dai ky
Nonce

Sb mii khoa cong khai

Modun khéa cong khai

Gia tri(nonce) ky

Gui bai proxy dap wng cho client véi muc dich cung cap khoa céng khai RSA cua no.
Khi mét client nhan duoc mot thong diép truc tiép tir server, né ¢ chira khoa cong khai
RSA cua server.

Céc client sau d6 c6 thé st dung khoa proxy dé ma hoa bi mat chu chinh trong dang
ky thay vi khoa cua server. Thong diép nay duoc gui vé dia chi Multicast cong khai duoc
qui dinh dau tién, do d6 tat ca client upstream déu c6 thé doc no.

Pé tranh tan cong tham nhap dich vy, proxy sé khong gui thong diép nhiéu hon 5s
maot lan.

- Ham: 8 bit

S6 luong thong diép cho thong diép nay ludn 13 17.

- Du trir: 24 bit

Danh str dung cho tuwong lai va can phai duoc thiét 1ap 12 0.

- Chiéu dai modun khoa cong khai: 16 bit

Chiéu dai trong byte caia modun khoa cong khai RSA cuia proxy.

- Chiéu dai ky: 16 bit

Chiéu dai trong bytes cua truong ky Iic nay.

- Nonce: 32 bit

Mot gid tri duoc lya chon ngau nhién sé dugc ky béi khoa cong khai RSA cua proxy.

- S6 mil khoa cong khai: 32 bit

S6 mii khoa cong khai ciia khoa cong khai RSA cua proxy.

- Modun khoa cong khai: bién thién

Modun khoa cong khai cua khoa cong khai RSA cua proxy.
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- Giatri(nonce) ky: bién thién

Chir ky tir khoa riéng RSA cuia proxy cua sé(gia tri: nonce) qui dinh.

BANG CAC HANG SO THONG PIEP
1. Sé loai théng diép.

2. 36 logi khéa

3. CAc kiéu Hash.

Thong diép

bang ky

CLIENT_KEY

REG_CONF

FILEINFO

Keylnfo

INFO_ACK

FILESEG

DONE(thuc hién)

STATUS(trang thai)

PRSTATUS

COMPLETE(hoan thanh)

DONE_CONF

HB_REQ

HB_RESP

KEY REQ

PROXY_KEY

ENCRYTED(MA hoa)

ABORT (Huy bo)

ol I e T e T T T
O|O|No|v|b|lw|NFR|o|@X(N e g~ WIN I

Nonce(loai ngau nhién)

DES

Triple DES

AES 128

AES 256

AWINRF IO

Nonce

MD5

SHA-1

SHA-256

WIN|F|O
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4. Céc logi chir ky sé.

Nonce 0
HMAC 1
RSA 2

5. Ma xac thuc hearbeat.

HB AUTH_FAILED 0

HB AUTH OK 1

HB AUTH CHALLENGE 2
6. Kiéu tap tin.

Té&p thong thuong 0

Thu muc 1

Lién két ky hiéu 2

7. Trang thai hoan thanh.

COMP_STAT NORMAL

COMP_STAT SKIPPED

COMP_STAT OVERWRITE(ghi d¢)
COMP_STAT REJECTED(khong dugc chap nhan)

WIN|F|IO
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CHUONG 3: XAY DUNG CHUONG TRINH THU'C NGHIEM
3.1. M6 ta chwong trinh
Chuong trinh duoc xay dung theo md hinh Server-Client sit dung ma ngudn mo
UFTP, bao gém 2 thanh phan :
+ Phan Server :
- Truyén file cho céc Client tham gia nhdm Multicast yéu cau nhan file.
+ Phan Client :
- Thuc hién két n6i dén Server.
- Giri 1énh tham gia vao nhom Multicast
- Thuc hién nhan file
3.2.Thiét ké chwong trinh
3.2.1. Server

(1)Textbox : Nhap dia chi IP nhom Multicast
(2)Textbox : Nhap cong nhém Multicast

(3)Combobox : Load 6 dia cta server
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(4)Listview : Hién thi tat ca cac thu muc cua server.
(5)Button: Lay file dé giri di
(6)Button : Xoa file guri di
(7)Listview : Hién thi file ma Server muén truyén.
(8) Textbox : Nhap thai gian Server mudn phét lai viéc truyén file
(9)Checkbox : Chon thoi gian dung phat lai
(10)Checkbox : Chon thoi gian phat lién tuc sau khi an dinh thoi gian phat
(11) Button : Start Server
(12) Button : Stop Server
* Qua trinh hoat dong
- Server thuc hién load 6 dia, tit ca cac thu muc hién I1&n trong listview (4)
- Chon file can truyén nhan ndt Get. File can chuyén s& dugc chuyén sang listview
).
-Néu mudn huy khéng lay file d6 truyén, nhan nit Clear.
- Sau khi chon duoc file can truyén nhan nit Start Server. Qua trinh truyén file s&
bat dau.
+ Néu cd Client tham gia nhém Multicast yéu cau nhan file, Server s&
truyén file cho Client
+ Néu khdng c6 Client tham gia nhdm Multicast , Server s& tu dong ngat.
- Khi qué trinh truyén file xay ra, Server mudn thuc hién phat lai viéc truyén file
kich chon Time Loop. Dung viéc phét lai kich chon Time Off.

- Nhan vao Stop Server néu mudn dung truyén.
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3.2.2. Client

)

2
4

(1)Textbox : Nhap dia chi IP nhom Multicast
(2)Textbox : Nhap cong nhém Multicast
(3)Combobox : Load 6 dia cua Client dé luu file nhan duoc
(4) Textbox : Hién thi thdng tin khi Client két ndi dén Server, va nhan file tir Server.
(5) Button : Két ndi
(6) Button : Ngét két ndi
* Qua trinh hoat dong
- Client thuc hién chon 6 dia can luu file nhan duoc.

Nhép dia chi IP nhém Multicast muén tham gia

Nhap sb cong caa nhom Multicast

Thuc hién nhan ndt Connect dé thyc hién tham gia nhdm Multicast va nhan file

Néu mubn dirng viéc tham gia va nhan file nhan ndt Disconnect.

Théng tin vé viéc tham gia nhdm Multicast va viéc nhan file tir Server duoc hién

thi tai hop Information.
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3.3. Két qua dat dworc.
Mot s6 hinh anh qua trinh chay chwong trinh :

Server:
* Server
Cenfigure | Help  Exit
| Start Server |
Fast: 230447

Port: | 1044 Driver Server: [T w

Setting transfer

Choose File Transfer

EEX

O Time Loop

Second: I:I

& Time Off

MName Size | Type Date Modifie MName Size Type Data Modi. ®

W Config.Msi Folder 23/06/207264.. uftp Folder 28/06/20712

W Documents ... Folder 07/08/201025. chien luoc ki... Folder 28/06/20712

W InstallC112 Falder 24/06/2070211:. Config Msi Folder 28/06/2012

W Intel Folder 26/06/207021:4. Documents a... Folder 07/08/2010

W MS0Cache Folder 24/06/201212:. InstallC112 Falder 24/06/2012

W Program Fil... Folder 23/06/201255. Get Intel Folder 26/06/20712

W, RECYCLER Faolder 24/06/20702 10:. MSOCache Folder 24/06/2012

W SWSetup Folder 28/06/20125:5. Program Files Folder 28/06/2012

W) System Vol.. Folder 24/06/207217:. RECYCLER Faolder 24/06/2012

I uft Falder 28/06/207210:.. WSty Faolder 28/06/2072

Hi V-.‘I[?\JDOV'IS Faolder 05/07/207123:2. Systerm \'?folu... Folder 24/06/2012
AUTOEXEC... 0 File 07/08/20102:5. —
Awldrbin 8192 File 07/08/20103:3.. WINDOWS Folder 05/07/
Avlgo.sys 140800 File 07/08/20M03:3., AUTOEXEC... 0

< e 3

Status

Configure  Help  Exit
Diriver

IP Address Group Multicast:

Part: 1044 Driver Server:  |C hd

Setting transfer

O Time Off ) Time Loop

Second:

Choose File Transfer

MName Size  Type Date Modifie # MName Size Type Data Modi.
ntldr 250048 File 14/04/2008 8:0.. chien luoc ki... Folder 28/06/2012
pagefile.sys 2042 File 05/07/201210:. Config.Msi Folder 28/06/2012
ReadMe b 4922 File 22/04/2077117.. Documents a... Folder 07/08/2010
srvany.exe 15360 File 16/12/2008 7:1.. InstallC112 Folder 24/06/2012
uftp.exe 418247 File 27/06/2012 74. Intel Folder 26/06/2012 —
uftpd. exe 386521 File 27/06/200127:4. Get MSOCache Folder 24/06/2012
uftpd_log.bd 204 File 05/07/201210:. Program Files Folder 28/06/2012
uftpd_man. bt 0 File 02/07/20123:2. RECYCLER Folder 24/06/2012
uftpproxyd.e... 359921 File 27/06/2012 74. SWSetup Folder 28/06/2012
uftpproxyd_... 23661 File 27/06/201274. System Volu.. Folder 24/06/2012
uftp_keymgt.. 289748 File 27/06/2012 7:4.
uftp_keymgt... 3386 File 27/06/201274.. WINDOWS
uftp_man.bet 26562 File 27/06/201274. AUTOEXEC... 0
vi200%.ima 5895 File 07/08/20102:4. Avldr bin 8192

< | 3 L ———r
Sever Start

Hinh 6: Server thuc hién gui file.
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Client :

' Client
Configure | Clear Information  Help  Exit
| Connect File

ulticast: 230441

Paort: (1044
Directory receive : v
Infarmation
15:26:21

s Client g@
Configure  Clear Information  Help  Exit

Information |

Information Receive File

IP Group Multicast :

Port:

Directory receive

230447

3

for pass 1 section 1
2012/07/03 09:15:06 553750: [42CA3EB16:0]: Group complete

20712/07/03 09:15:06.553750: [42CA3B16:0): COMPLETE sent
2072/07/03 09:15:06 5583750 [42CA3B16:0): Group file transfer
confirmed

[+

A

09:17:08

Hinh 7 : Client thyc hién tham gia vao nhém Multicast va nhan file tir Server
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KET LUAN
Trong d6 4n nay, em da nghién ctru dugc Mot s6 van dé:
- Cbéng nghé Multicast
- Giao thuc UFTP
Qua dd 4n em da cung ¢ lai kién thie da dugc hoc. Va em ciing hiéu hon vé
Multicast, xay dung duoc chuong trinh sir dung m& nguén mé UFTP trong viéc truyén
file. Nhung van con nhiéu cé van dé ton tai nhu : can tim hiéu thém vé C# dé xay dung
thém tién ich cho chuong trinh. Giao dién con kha don gian, tinh chuyén nghiép chua
cao.
Chuong trinh cia em con nhiéu han ché mong thay cd va cac ban c6 nhitng nhan xét
dong gop ¥ kién dé nhom cd thé hoan thién va phat trién chuong trinh hon nita nham 1am

cho chuong trinh c6 thé dugc ting dung dé dang nhung mang lai hiéu qua khi truyén file.

Hai Phong, thdng 7 nam 2012

Sinh vién

Nguyén Thi Hang
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