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LOI CAM ON

Pé hoan thanh dd 4n nay, trudc hét, em xin gui 161 cam on va biét on sau sic
t6i thay gi4o L& Thuy, nguoi da tan tinh huéng dan, chi bao va gitp d& em trong
suét thoi gian nghién cru va hoan thanh d6 an.

Em xin chan thanh cam on ti c4c thay ¢ trong khoa Cong Nghé Théng Tin
cling nhu céc thiy c6 trong truong Dai hoc dan 1ap Hai Phong, nhitng ngudi da tan
tinh giang day, va tao diéu kién cho em trong sudt qué trinh hoc tap va nghién ctu

tai truong.

Cudi ciing, em xin cam on gia dinh, ban b, ngudi than da ludn & bén dong vién
va 1a nguén co vii 16n lao, 1a dong luc trong sudt qua trinh hoc tap va nghién cau.

Mic du em dd c6 géng hoan thanh do an trong pham vi va kha ning c6 thé.
Tuy nhién s& khong tranh khoi nhimg diéu thiéu sét. Em rat mong nhan duoc sy
cam théng va tan tinh chi bao cua quy thay cd va toan thé cé4c ban.

Mot lan nita em xin chan thanh cam on !
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MO PAU

Tir khi con ngudi €6 nhu cau trao doi thong tin, thu tir Vi nhau thi nhu cau
gitr bi mat va bao mat tinh riéng tu ctia nhitng thong tin, thu tir d6 cling nay sinh.
Hinh thire thong tin trao d6i pho bién sém nhat 14 duéi dang cac vin ban, dé giir bi
mat cua thdng tin ngudi ta da sém nghi dén céach che dau noi dung cac van ban bang
cach bién dang cac vin ban d6 dé ngudi ngoai doc nhung khong hiéu dugc, dong
thoi ¢ cach khoi phuc lai nguyén dang ban dau dé ngudi trong cudc van hiéu duoc;
theo cach goi ngay nay thi dang bién doi cua van ban dugc goi 1a mdt ma cua vin
ban, cach 1ap mé cho mot van ban duoc goi la phép Igp ma, con cach khéi phuc lai
nguyén dang ban dau goi 1a phép gidi ma. Phép 1ap ma va phép giai ma duoc thyc
hién nhd mot chia khéa riéng nao d6 ma chi nhitng nguoi trong cudc duoc biét va
n6 dugc goi 1a khoa lgp ma. Ngudoi ngoai du ¢ ldy duoc ban mat ma trén duong
truyén ma khong c6 khdéa mat ma thi ciing khong thé hiéu dugc noi dung cua vin
ban truyén di.

C6 rat nhiéu thuat toan da duoc dua ra nham muc dich bao mat théng tin voi
d6 an toan cao. Va mot trong sé cac thuat toan do co thuat toan ma hoéa ddi xtng
Rijndael dugc Vién Tiéu chuan va Céng nghé Hoa Ky (National Institute of
Standards and Technology — NIST) chon lam chuan ma héa nang cao (Advanced
Encryption Standard) tir 02 thang 10 nim 2000. Vi d6 ma em chon dé tai “Tim hiéu
va xay dung ¢ng dung ma hoa d6i xing bang thuat toan Rijndael” dé hiéu rd céc
budc thuc hién trong thuat todn méi nay khi ma hoa théng tin.

Luan van gom phan mo dau, két luan va 3 chuong véi cac noi dung chinh sau:
- Chuong 1: Co s Iy thuyét vé toan hoc.

- Chuong 2: Néi vé van dé ma hoa bao gom gisi thiéu vé mat ma, cac khai

niém vé ma hoa, cac phuong phap ma hoa, chir ky s6 va ham bam.

- Chuong 3: Tim hiéu thuat toan Rijndael va mé phong chwong trinh g dung.
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CHUONG 1: CO SO TOAN HOQC

1.1 Cac khai niém toan hoc
1.1.1. S6 nguyén té va s6 nguyén td cling nhau.
- S nguyén t6 1a s6 nguyén dwong 16n hon 1chi chia hét cho 1 va chinh né.

Vidu: 2,3,5,7,11, ... la nhitng s6 nguyén td.

- Hé mat ma thudng sir dung céc s nguyén té it nhat 1 16n hon 10190,

- Hai s6 m va n duoc goi 1a nguyén té cing nhau néu wéc sé chung 16n nhat
cua ching bang 1. Ky hiéu: gcd(m, n) = 1.

Vi du: 11 va 13 1a nguy@n té cung nhau.

Dinh Iy sé nguyén té: Vi moi n>=2 déu c6 thé phan tich thanh lily thira co
s6 nguyén té n = p;#p.*2ps™... , vai pi: s6 nguyén td, e; € Z*.

Hé qud: Gia st a = p:o.p2ps™...pi*

b = ps™.p2%.ps"...p"*
thi gcd(a,b) = plmin(el,fl)lpzmin(ez,fZ).“pkmin(ek,fk)
(1.1)
Icm(a,b) = p;
(1.2)

Vi du: a=4864=2%19 va b = 3458 =2.7.13.19

max(el,f1) . max(e2,f2) pl(max(ek, k)

P2

ta duoc : gcd(a,b)=2.19 va Icm(a,b)= 22.19.7.13

1.1.1 Khai niém dong duw

Cho n 12 mot s6 nguyén duong. Néu a va b 13 hai s6 nguyén, khi d6 a duoc
goi la ddng du véi b theo modulo n, dugc viét a = b (mod n) néu n | (a—Db),van
duoc goi 1a modulo cua dong du.

Vidu: 24=9 (mod5),  17=5 (mod 3)
Tinh chat:

(i) a=b (mod n), néu va chi néu a va b déu tra s6 du nhu nhau khi dem chia
ching cho n.

(ii) a =a (mod n)(tinh phan xa).
(iii) Néu a = b (mod n) thi b = a (mod n).
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(iv) Néu a =b (mod n) va b = ¢ (mod n) thi a = ¢ (mod n).

(v) Néu a = a; (mod n) va b=b; (mod n) thi a + b = (a; + b;) (mod n) va a.b
= a;.b; (mod n).

1.1.2 DPinh nghia Phi Euler

Véi n > 1, dat ¢(n) 1a sé cac s nguyén trong khoang [1, n] va nguyén tb
cuing nhau vai n. Ham ¢ nhu thé dugc goi 1a ham phi-Euler.

Tinh chat:
- Néu p 1a s6 nguyén té thi ¢(p) = p-1 (1.3)
- Néu ged(n.m) = 1, thi d(m.n) = ¢p(m) . () (1.4)

- Néu n = p,™.p,2...pe%, dang khai trién chinh tic cua n, thi

(n) =n (1 - p—ll) (1 - p—12) (1 - p—lk) (1.5)
Vidu: d(11) = 11-1 = 10

1.1.3 Thuét toan Euclide

Thuat toan: Thuat toan Euclide, tinh wéc s6 chung 16n nhat cua hai so.
INPUT: Hai s6 nguyén khéng am a va b sao cho a > b.
OUTPUT: Uéc s6 chung Ién nhat cia a va b.
1. Trong khi b # 0, thuc hién
batr—amodb,a<« b, b«r.
2. Két_qua(a)
Vi du: Tinh gcd(4864, 3458) = 38:

4864 = 1.3458 + 1406
3458 = 2.1406 + 646
1406 = 2.646 + 114
646 =5.114 + 76
114=1.76 + 38
76=2.38+0.
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Thuat toan Euclidean c6 thé dugc mé rong dé khdng chi tinh dugce uéc 6
chung d cua hai sé nguy@n a va b, ma con ¢ thé tinh duoc hai s6 nguyén x, y thoa
mén: ax + by =d

*Thuat toan Euclidean mé rong
INPUT: Hai s6 nguyén khéng &m a va b véi a > b.
OUTPUT: d = gcd(a, b) va hai sé x, y thoa mén ax + by = d.
1. Néu b = 0, dit d—a , x1, y—0, Két_qua(d, x, y).
2. bat x21, x1«<0,y2 «0, yl1.
3. Trong khi con b > 0, thyc hién:
3.1 q<—[a/bJ, r<—a—q.b, x«=x2—q.x1, y«-y2—-q.y1
3.2 a<b, ber, x2x1, x1X, y2«yl, yley
4. Dit de—a, x—x2 , y«y2 , Ké_qua(d, x, ).

1.1.4 Khéng gian Z,vaZ,

1.1.4.1 Khéng gian Z, (cac sé6 nguyén theo modulo n)
La tap hop cac sb nguyén {0, 1, 2, ..., n-1}. Cac phép toan trong Z, nhw
cong, trir, nhan, chia déu duoc thuc hién theo module n.

Vidu: Z,, ={0, 1,2, 3, ...,20}

1.1.4.2 Khéng gian Z,,"

La tap hop céc s nguyén a € Z,,, nguyén té cang n. Tuc la: Z,"={a ¢ Z, |
ged (n, a) =13}, (n) 1a sb phan tir cua Z,".

Néu n 12 mot sé nguyén té thi: 2" = {a e Zn[1 <a<n-1}
(1.6)

Vidu: Zy = {0, 1,2} thi Z,"= {1,2} vi gcd(, 3) = 1va gcd(2,3) = 1.

1.1.5 Pinh nghia cip ciia mot sé a € Z,,

Cho a € Z,", khi d6 cép cua a, ki hiéu ord(a) 1a s6 nguyén duong nhé nhit
sao cho a' = 1(mod n) trong Z,,".
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1.1.6 Khai niém Nhom, Nhom con, Nhom Cyclic
1.1.6.1 Khéi niém Nhém

Nhom la mét boi (G, *), trong d6 G # &, * 1a phép toan hai ngdi trén G thoa
man ba tinh chat sau:

+ Phép toan c6 tinh két hop: (x*y)*z = x*(y*z) Vvéimoix,y, z € G. 1.7)
+CHphantrtrungldpe € G: x*e =e*x=x  véi moi X € G. (1.8)
+ Vi moi X € G, ¢6 phan tir nghich dao x> € G: x*x’ =x’*x =e. (1.9

Cdp ciia nhom G duoc hiéu 1a s6 phan tir cia nhom, ky hiéu 1a |G|. Cap cua
nhom c6 thé 1a o néu G ¢d vd han phan tu.

Nhom Abel 1a nhom (G, *), trong d6 phép toan hai ngoi * c6 tinh giao hoan.
Tinh chat:  Néu a*b = a*c, thib=c.

Néu a*c = b*c, thia = b.
Vi du:

+) Tap hop cac s6 nguyén Z cing véi phép cong (+) thong thuong 1a nhoém
giao hoan, c6 phan tr don vi la s6 0. Goi 12 nhém céng cac s6 nguyén.

+)Tap Q" céc s6 hitu ty khac 0 (hay tap R™ céc sé thuc khac 0), cliing Vi
phép nhan (*) thong thuong la nhém giao hoan. Goi 1a nhém nhan cac sb hitu ty
(s thuc).

+)Tap cac vecto trong khong gian véi phép toan cong vecto la nhém giao
hoan.
1.1.6.2 Nhom con caa nhom (G, *)
Nhém con cua G latap S < G, S # ¢, va théa man cac tinh chat sau:
+ Phan tir trung 1ap e caa G nam trong S.
+ S khép kin d6i vai phép tinh (*) trong G, tic 13 x*y € Svéi moi X,y € S.

+ S khép kin déi véi phép lay nghich dao trong G, tac X * € S véi moi x € S.
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1.1.6.3 Nhom Cyclic

Cho o € Z,", néu cip cua a 1a (n), khi d6 o duoc goi la phan tu sinh hay phan
tr nguyén thay cua Z, . Néu Z," c6 mot phan tur sinh, thi Z, dwoc goi la nhém
Cyclic. (cha y néu n 1a sé nguyén t4 thi ¢(n) = n-1)

Tinh chat:

- Néu a 1a phan tir sinh cua Z, thi Z,” = {o' mod n | 0 <i < (n) -1}

- Gia sir o 1a mot phan tu sinh cua Z, ", khi d6 b = o' mod n ciing 12 mot phan
tir sinh cua Z, khi va chi khi ged(i, ¢(n)) = 1. Va sau d6 néu Z, 1a nhém Cyclic thi
s6 phan tu sinh sé& 1a ((n)).

- 0. € Z, |2 phan tir sinh ctia Z, khi va chi khi 0™ 1= 1(mod n) véi mdi s6
chia nguyén t6 caa ¢(n).

- Z, c6 phan tir sinh khi va chi khi n = 2, 4, p* hay 2p* khi p 1a s6 nguyén t6
lé vak > 1.Con néu p 1a s6 nguyén tb thi chac chin Z,” c6 phan ti sinh.

Vi du: Zy, khdng phai 12 nhém Cyclic vi khdng phan tir ndo cua Z,, ¢6 cip
la @(21) = 12, cha ¥ 1a 21 khong thoa man diéu kién nao theo tinh chat cua phan tir
sinh trén. Trong khi d6 Z;5 la nhém Cyclic va c6 phan ti sinh a = 2

That vay:

2°mod 13 =1 2'mod 13 =2 2 mod 13 = 4
2°mod 13 =8 2*mod 13=13 2°mod 13 =6
2°mod13=12  2'mod 13 =11 2°mod 13 =9
2°mod 13=5 2% mod 13 = 10 2" mod 13=7

Phin tir 2' 14 sinh khi va chi khi gcd(i, 12) = 1 nghfa 1a khi va chi khi i =1, 5,
7 hoac 11. Vay cac phan tir sinh cua Zy5 122, 6, 7 va 11.

1.1.7 Tap thang dw bac hai theo modulo

Pinh nghia: Cho a € Z',, a duoc goi 1a thing du bac hai theo modulo n néu
ton tai mot x € Z', sao cho x2 = a (mod n), va néu khéng ton tai x nhu vay thi a
duoc goi la bat thiang du bac hai theo modulo n. Tap hop cac thing du bac hai duoc
ki hiéu 13 Q, va tap céc bét thang du bac hai ky hiéu 1a Qn .

Vi du: o = 6 1a phan tir sinh cia Z'45 ta co:



I 0] 11 2] 3| 4| &6| 6| 7| 8] 9|10] 11
o mod 13 1 6|10 8| 9| 212 7| 3| &| 4|11

Do d6 Q13 ={1, 3, 4,9,10,12}vaQn ={2,5, 6, 7, 8, 11}

1.1.8 Phan tir nghich dao

Pinh nghia: Cho a € Z,, sb nghich dao cua a theo modulo n 1a mét sb
nguyén x € Z,, néu a.x = 1 (mod n). Néu ton tai x nhu vay, thi nd la duy nhat va a
duoc goi 1a kha nghich, nghich dao cua a duoc ki hiéu laa™.

Tinh chat: a € Z,, a 1a kha nghich khi va chi khi gcd(a, n) = 1.

Vi du: Cac phén tir kha nghich trong Zg la 1, 2, 4, 5, 7 va 8. Cho vi du, 41=7
vi 4.7= 1(mod 9).

Thuat toan tinh nghich dao trén Z,
Input: a € Z,,.
Output: a* mod n, néu tdn tai,

1. St dung thuat toan Euclidean mo rong, tim x va y dé ax + ny =
d, trong d6 d = gcd(a, n).
2. Néud >1, thi a’ mod n khong ton tai, Nguoc lai, két qua(x).

1.2 Khai niém DP9 phirc tap caa thuat toan
1.2.1 Khai niém Thuit toan
Thuat toan 1a mot day hitu han cac quy tac ( chi thi, ménh lénh) mé ta chinh

X4c mot qua trinh tinh toan. Theo d6 vi mdi bo dit lidu vao s& cho mot két qua (
Yéu cau cua bai toan ).M

Cac déc trung cua Thuat toan don dinh:

- Tinh don dinh: Thuc hién dung cac budc cua thuat toan véoi mot dix liéu vao
thi chi cho duy nhit mot két qua nghia 13 & mdi budc cua thuat toan, céc thao tac
phai hét sirc rd rang, khdng gay nén su nhap nhang, 16n xon, da nghia....

- Tinh ding: Thuat toan phai diing va cho ra két qua sau mot s6 hitu han cac budc.

- Tinh dung: Cho ra két qua phi hop yéu ciu bai toan vai nhitng dir liéu vao
dung dan.
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- Tinh phé dung: Thuat toan phai giai quyét duoc mot 16p rong cac bai toan.

- Tinh kha thi: Thuat toan phai dugc may tinh thuc hién trong khoang thoi
gian va diéu kién ( bo nhé ) cho phép.

1.2.2 D¢ phirc tap cta thuat toan
Thong thuong dé danh gia thuat todn ngudi ta dia trén hai tiéu chuan sau:
Tiéu chudn 1: Do don gian, dé hiéu, dé cai dit (viét chuong trinh ).
Tiéu chudn 2: Sir dung tiét kiém tai nguyén hé thong va véi thoi gian ngan nhat.

Do phuc tap cua thuat todn la phuong phap danh gia thuat toan theo hudng
Xap xi tiém can qua cac khai niém toan hoc O 16n —0(); 0 nho — o(); Q(); =().

Hau hét tat ca cac thuat toan c6 thoi gian chay tiém can ti mot trong céc
ham sau:

a. Hang s6: Hau hét c4c chi thi caa cac chuong trinh déu duoc thuc hién mot
lan hay nhiéu nhat chi mot vai lan. Néu tat ca cac chi thi ciia ciing mot chuong trinh ¢o
tinh chat nay thi ching ta s& noi rang thoi gian chay cua no 1a hang sé. Piéu nay hién
nhién 13 diéu ma ta phan dau dé dat duoc trong viéc thiét ké thuat toan.

b. LogN: Khi thoi gian chay cua chuong trinh 1a logarit tac la thoi gian
chay chuong trinh tién cham khi N 16n dan. Thoi gian chay thudc loai ndy xuat hién
trong cac chuong trinh ma giai mot bai toan 16n bang cach chuyén né thanh mot bai
toan nho hon, bang cach cat bét kich thudc mot hang s6 nao d6. V&i muc dich cua
ching ta, thoi gian chay c¢6 dugc xem nhu nho hon mét hang s “lén*. Co s6 cua
logarit 1am thay d6i hang s6 d¢6 nhung khong nhiéu: Khi N 1a 1000 thi logN la 3 néu
co s6 12 10, 12 10 néu co sb 1a 2; khi N 12 mét triéu, logN duoc nhan gap doi. bat ci
khi nao N dugc nhan di, logN tang 1én thém mot hang so.

c. N: Khi thoi gian chay ciia mot chuong trinh 13 tuyén tinh, néi chung day
1a truong hop ma mot sé luong nho cac xu 1y duoc 1am cho mdi phan ta di lidu
nhap. Khi N 1a mot triéu thi thoi gian chay ciing ¢& nhu vay. Khi N duoc nhan gap
d6i thi thoi gian chay ciing duoc nhan gip d6i. Pay 1a tinh hubng téi wvu cho mét
thuat todn ma phai xt Iy N dit liéu nhap (hay san sinh ra N dir liéu xuat).

d. NlogN: Pay la thoi gian chay tang dan 1én cho cac thuat toan ma giai mot
bai toan bang cach tach né thanh cac bai toan con nho hon, ké dén giai quyét ching
mét cach doc 1ap va sau d6 td hop cac 1oi giai. Ching ta néi rang thai gian chay cua
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thuat toan nhu thé 13 “NlogN”. Khi N 13 mét triéu, NlogN khoang 20 triéu. khi N
dugc nhan gap d6i, thoi gian chay bi nhan 1én nhiéu hon gap nhiéu doi.

e. N? Khi thoi gian chay cua mot thuat toan 1 bac hai, truong hop nay chi
¢6 ¥ nghia thuc té cho cac bai toan twong dbi nho. Thoi gian binh phuong thudng
tang dan lén trong cac thuat toan ma xua ly tat ca cac phan tir dit liéu (co thé 1a hai
vong lap 16ng nhau). Khi n 1a mét ngan thi thoi gian chay 1a 1 triéu. khi N duoc
nhan d6i thi thoi gian chay ting 1én gip 4 lan.

f. N*: Tuwong tu, mot thuat todn ma xtr ly cac bo ba cua cac phan tur dir liéu
(c6 thé 1a 3 vong lap 1dng nhau) c6 thai gian chay bac ba va ciing chi ¥ nghia thyc
té trong céac bai toan nho. Khi N 1a mot tram thi thoi gian chay 1a mét triéu. Khi N
dugc nhan déi thi thoi gian chay ting 1én gap 8 lan.

g. 2N: Mat sb it thuat toan cé thoi gian chay iy thira lai thich hop trong
mot s6 truong hop thuc té. Khi N 13 hai muoi thi thoi gian chay 1a 1 triéu. khi N
tang gap doi thi thoi gian chay dugc nang Ién luy thira hai!

Thoi gian chay ctia mét chuong trinh cu thé doi khi 1a mot hé sb hﬁng nhan
v6i cac s6 hang noi trén (“sé hang dan dau™) cong thém mot sé hang nho hon. Gia
tri cta hé sb héng va cac sb hang phu thudc vao két qua cua su phan tich va cac chi
tiét cai dat. Hé sd cua s6 hang din dau lién quan t&i s6 chi thi bén trong vong lap: O
mot ting tly ¥ cta thiét ké thuat toan thi phai can than gidi han sb chi thi nhu thé.
Véi N 16n thi cac s6 hang dan dau dong vai trd chu chdt; véi N nho thi cac s6 hang
cung dong gop vao su so sanh cac thuat toan s& kho khian hon. Trong hau hét cac
truong hop, ching ta s& gip cac chuong trinh ¢ thoi gian chay 1a “tuyén tinh”,
“NlogN”, “béac ba”,... v6i hiéu ngadm 1a cic phan tich hay nghién ciru thyc té phai

duogc 1am trong truong hop ma tinh hiéu qua Ia rat quan trong.
1.2.3 Vi du vé viéc xac dinh d6 phirc tap ciia thuit toan:
Vi du v6i bai toan tinh tong cic s6 nguyén duong tir 1 dén n ta c6 thé tinh
theo thuat toan sau:
Input n;
Tong:=0;
Fori:=1tondo Tong :=Tong + i;

Output Tong;
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Vi thuat todn nay thoi gian tinh toan ty 1€ thuan véi n, khi n cang 16n thi
thoi gian cang tén hay do phirc tap tinh toan 1a O(n)
Néu tinh tong cac sé nguyén duong tir 1 dén n theo thuat toan:
Input n;
Tong := n*(n+1)/2;
Output Tong;

Thi d§ phurc tap tinh toan nay 1a O(1) khong phu thudc vao gia tri n
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CHUONG 2: VAN PE MA HOA
2.1 Matma hec
2.1.1 Giéi thiéu chung

Mat ma hoc 1a nganh khoa hoc g dung todn hoc vao viéc bién doi thong tin
thanh mot dang khéc véi muc dich che ddu noi dung, ¥ nghia théng tin can ma hoa.
Day 1a mot nganh quan trong va c6 nhiéu (ng dung trong doi séng xa hoi. Ngay nay,
cac tng dung ma héa va bao mat thong tin dang dwoc sir dung ngay cang phé bién hon
trong cac linh vyc khac nhau trén thé gigi, tir cac linh vuc an ninh, quan sy, quéc
phong..., cho dén cac linh vuc dan sy nhu thuong mai dién tir, ngan hang. ..

Cung véi sy phat trien caa khoa hoc may tinh va Internet, cac nghién ciu va
tng dung ciia khoa hoc mat ma ngay cang tro nén da dang hon, mé ra nhiéu huéng
nghién ctu chuyén sau vao tung linh vuc tng dung dac thu véi nhitg dac trung riéng.

Ung dung cua khoa hoc mat ma khdng chi don thuan 1a ma hoa va giai ma
thong tin ma con bao gom nhiéu van dé khac nhau can dugc nghién cau va giai
quyét: chung thuc nguon gbc ndi dung thdng tin (k§ thuat chir ky dién tir), ching
nhan tinh xé&c thuc vé ngudi so hitu ma khoa (chung nhan khda cong cong), cac quy
trinh gilp trao doi théng tin va thyc hién giao dich dién tir an toan trén mang...
Nhitng két qua nghién ctu vé mat mi ciing di dugc dua vao trong cac hé thong
phtic tap hon, két hop vai nhitng k¥ thuat khac dé dap @ng yéu cau da dang cua cac
hé thng tng dung khéc nhau trong thuc té, vi du nhu hé théng bo phiéu bau ctr qua
mang, hé théng dao tao tir xa, hé thdng quan ly an ninh cua cac don vi voi huéng
tiép can sinh tric hoc, hé théng cung cap dich vu multimedia trén mang véi yéu cau
cung cap dich vy va bao vé ban quyén s& hitu tri tué doi véi thdng tin so...

2.1.2 Pinh nghia

Mat ma hoc 1a su nghién ctru cac phuong phap toan hoc lién quan dén mot
s6 khia canh caa thong tin nhu su an toan, sy toan ven di liéu, su xac nhan ton tai
va su xac nhan tinh nguyén ban cua thong tin.™
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2.2 Khai niém hé mat mé
Mot so d6 hé thong mat ma 1a bo nam S = (P, C, K, E, D) thoa mén cac diéu
Kién:
P: Ia mét tap hitu han cac ky tu ban rd.
C: la mot tap hiru han céc ky tu ban ma.
K: la mot tap hiru han céac khoa.
E: 1a mot anh xa tur KxP vao C, duoc goi la phép 1ap mat ma.
D: la mot anh xa tir KxC vao P, dugc goi la phép giai ma.

Vi k eK ta dinh nghia ex e E, e: P — C; dge D, d: C — P; ¢y, di duoc goi la
ham Iap ma va ham giai ma tuwong (ing vai khéa mat ma k. Cac ham d6 phai thoa mén
hé thirc: di(e(X)) = X Vi v xe P. Tinh chat ndy bao dam mot mau tin x € P duoc ma
hoa bang luat ma hoa e, € E ¢6 thé duoc giai ma chinh xac bang luat d, € D.

2.3 Khai niém méa hoa (Encryption), giai ma (Decryption)

M4 hda: 1a qua trinh chuyén théng tin c6 thé doc duoc (goi & ban rd) thanh
thong tin “kho” thé doc duoc theo cach thong thuong (goi 1a ban mé). B6 13 mot
trong nhitng ky thuat dé bao mat thong tin.

Giai ma: 1a qua trinh chuyén thong tin nguoc lai tir ban ma thanh ban rd.

Thuat toan ma hoa hay giai ma 1a thia tuc dé thyuc hién ma hoa hay giai ma.

Khdéa ma hoéa la mot gié tri lam cho thuat todn ma hoa thuc hién theo cach
riéng biét va sinh ra ban rd riéng. Thong thuong khoa cang 1on thi ban mé cang an
toan. Pham vi cac gié tri c6 thé c6 cua khoa dugc goi 1a Khong gian khoa.

Hé ma hoa la tap cac thuat toan, cac khda nham che giau thong tin, ciing nhu
lam rd no.

2.4 Nhirng tinh ning cia hé ma hda

+ Tinh bao mat: Bao dam bi mat cho céc thdng bao va dit liéu bang viéc che
giau thong tin nho cac ki thuat ma hoa.

+ Tinh toan ven: Bao dam véi cac bén rang ban tin khong bi thay dbi trén
duong truyeén tin.

+ Chdng chdi bo: C6 thé xac nhan rang tai lidu da dén tir ai d6, ngay ca khi
ho ¢b gang tir chdi né.
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+ Tinh xéc thyc: Cung cap hai dich vu:
- Nhan dang nguén goc ciia mot thong bao, dam bao rang no 1a dung su thuc.

- Kiém tra dinh danh cua nguoi dang dang nhap hé thong, tiép tuc kiém tra
dic diém cua ho trong trudng hop ai d6 ¢d gang két ndi va gia danh 13 nguoi st
dung hop phap.

2.5 Cac phuong phap ma hoa
2.5.1 Phwong phap ma héa ddi xirng

Khai niém: Hé ma héa khéa doi ximg 1a hé ma hda ma biét duoc khoa lap
ma thi c6 thé “d&” tinh duoc khoa giai ma va nguoc lai. Pac biét mot sé hé ma hoa
c6 khoa lap ma va khoa giai ma triung nhau (ke = kd), nhu hé ma héa “dich chuyén”
hay DES. Hé ma héa khoa d6i xtng con goi 1a Hé ma hoa khoa bi mdt, hay khoa
riéng, vi phai giir bi mat ca 2 khoa. Trudc khi ding hé ma hoa khoa ddi xing, ngudoi
gui va nguoi nhan phai thoa thuan thuat toan ma hoa va khéa chung (1ap ma hay
giai md), khéa phai dugc bi mat.

P an toan cua Hé ma hoa loai nay phu thuge vao khoa, néu dé 16 ra khoa
nay nghia 1a bat ky nguoi nao ciing c6 thé ma hoa va giai ma théng bao trong hé
théng ma hda.Su ma hda va giai ma cua hé théng ma hoa khoa ddi xang biéu thi
boi: Ei:P—>CvaD:C—P

!

Khda bi mat

b=

Thong diép M3 hoa Thong diép Giaimai Théng diép
ngudn d3 m3 hoa d3 g1a1 mi

Hinh 2.1: M6 hinh h¢ thong ma hda ddi xang
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Vi du:

+ Hé ma hda cé dién 1a Ma hoa khoa dbi xting: dé hiéu, dé thuc thi, nhung
cd do an toan khéng cao. Vi gigi han tinh toan chi tréng pham vi bang cha cai, su
dung trong ban tin can ma, vi du Z,s néu ding cac chir céi tiéng anh. Vi hé ma hoa
cb dién, néu biét khoa 1ap ma hay thuat toan 1ap ma, co thé “d&” xac dinh dugc ban
13, vi “dé” tim dugc khoa giai ma.

+ Hé ma héa DES (1973) 1a M3 hoa khéa ddi xting hién dai, co6 do an toan
cao.

Uu diém: Hé ma hoa khéa déi xang ma héa va giai ma nhanh hon Hé ma
hoa khoa cong khai.

Nhwoc diém:

(i). Mi héa khoa dbi xtng chua that an toan voi Iy do sau: Nguoi ma hoa va
nguodi giai ma co “chung” mot khda. Khoa phai duoc giir bi mat tuyét doi, vi biét

khéa nay “dé” xac dinh duoc khoa kia va nguoc lai.

(ii). Véan d¢ thoa thuan khoa va quan 1y khoéa chung 1a khé khan va phuc tap.
Nguoi giii va nguoi nhan phai luén théng nhat véi nhau vé khoa. Viéc thay doi
khoa la rat kho va dé bi 16. Khoa chung phai dugc gii cho nhau trén kénh an toan.

Mt khac khi hai nguoi (Iap mé, giai ma) clng biét “chung” mot bi mat, thi
cang kho gitr dugc bi mat!

Noi sir dung hé mi hoa khéa déi xirng.

Hé ma hoa khoa ddi xang thuong dugc st dung trong mdi truong ma khoa
chung c6 thé dé dang trao chuyén bi mat, chang han trong ciing mét mang noi bo.
Hé ma hoa khéa dbi xting thudng dung dé ma héa nhitng ban tin 16n, vi téc do ma
hoa va giai ma nhanh hon hé ma hoa céng khai.

2.5.1.1 M khdi (Block cipher)

Mat ma khéi dugc cdu trdc trén nguyén tic 1a ban tin dwoc chia thanh céc
khdi c6 do dai bang nhau va viéc ma hoé tién hanh theo ting khéi doc I1ap nhau.
Trong mdi truong may tinh do dai caa khdi duoc tinh bang bit.

Do bao mat ciia mi trong truong hop nay phu thudc vao do dai caa khdi va
d6 phirc tap cua thuat toan ma. Néu kich c& caa khéi qua bé thi viec giai ma khong
may kho khin do do tim duoc dic tinh ciu tric théng ké cua ban tin rd. Néu ting



22

kich thuéc khéi thi mic @6 cau tric thong ké ciing ting theo sé mil va néu kich ¢
khdi tién dén doan tin thi thc dung ma khdi s& giam.[2]

Cic phwong phdp vng dung ciia mdat ma khai : Mat ma khéi xi ly cac khoi
dir liéu c6 d6 dai cd dinh va do dai ban tin c6 thé bat ky. C6 bén phuong phap wng
dung ma khéi thuong gap trong hé thdng truyén tin va sé liéu truyén tin:[3]

a. Phwong phap dung tir dién dién tir, con goi 1a mat ma ECB (Electronic
CodeBook)

Mat ma ECB sir dung truc tiép thuat toan dé ma hoa tirng khdi tin mot. Mat
ma ECB st dung tir dién dién tir c6 mot sé gisi han nhat dinh bai vi trong cac tng
dung thyc té c6 nhitng mau doan tin c6 xu huéng lap lai. Ngay cac doan tin tir cac
may tinh ciing c6 tinh chat lap lai, n6 c6 thé chaa nhiing day 0 hodc khoang tréng.
Céc dinh nghia vé thé thizc cho céc tham sé la cac gia tri hang so, doan tin ¢6 khudn
dang c6 dinh vai céc dir liéu quan trong ludn cing vi tri. Poi phuong cé thé sir dung
cac dang dit liéu twong tu dé phét hién cac tinh quy luat. Mat khac su yéu kém cua
ma con & chd céac khoi tin dwoc ma hda riéng ré, chung khong cé quan hé véi nhau.

b. Phwong phap méc xich cac khéi da dwoc ma hoa, con goi l1a mat ma
CBC (Cipher Block Chaining)

Phuong phap mat ma CBC sur dung dau ra cia phép toan ma hoa dé bién doi
dau vao tiép theo. Nhu vay mdi mot khéi dugc ma hda khdng nhirng chi phu thudc
vao doan tin rd twong ung ma con phu thudc vao tat ca cac khoi cia doan tin rd

trude no.
) ) ) C]'_-
ICr.-'.
— | Bonhé64bit | M —*| Bo nh& 64 bit |
Ehoamik Khoamik
Bloan tin
duge ma
hoa
Boantinrd v L 4
» (T N P
> Mi héa E g P '

Hinh 2.2: M6 ta so d6 chirc nang ciia mat ma CBC(ma hoa va giai mé).
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Tat ca cac phép toan duoc thuc hién véi 64 bit song song. Phan bén trai cua
hinh v& dic trung cho sy moc xich khéi dir liéu da duoc ma hda ¢ dau ra véi khoi
dit liéu rd & dau vao. Trir khdi dau tién, mdi mot khdi truéc khi ma hoa s& duoc
cong modul -2 véi khéi da duge ma hoa trude do, tac khdi ther n duoc ma héa thanh
C, phu thuoc vao tat ca cac khdi dix liéu rd P, _P,. Phan bén phai cua hinh vé& 1a qua
trinh giai mé theo phwong phap nguoc lai. O day, sau khi giai ma s& thuc hién phép
cdng modul-2 véi khdi di dugc mi héa trude do dé co dit liéu rd ban dau. Trong qué
trinh thuc hién, mdi mét bit caa khéi di liéu vao, P, duoc cong modul-2 vai 1 bit
tuong ung cua khdi dir liéu da duoc mi hoa trude do, C.q. Trong qué trinh thuc hién
phép toan cd thé thyc hién theo phuong phap ndi tiép hoic song song ting byte mot.

C6 thé giai thich phuong phap mat ma CBC nhu sau:
V&i phép ma héa: C,, = EK(P, @ C,.1)
Vai phép giai ma: Q, = Dk(C,) @ C,1.

Phuong phap mat md CBC c6 thé dugc dic trung nhu mot sy phan hoi ban
tin d& ma hoa vé phia phat va mot sy phan hdi vé phia thu. Qua trinh phan hoi d6
dan dén 1 diéu can luu ¥ 1a néu co 1 bit 15i trong ban tin s& dan dén tat ca cac khoi
dir liéu c6 quan hé vai khéi do déu bj 16i.

Mat md CBC duoc xay dung trén co s cac khéi dit liéu co quan hé méc xich
v6i nhau, nham khic phuc nhuoc diém cia phuong phap dung tir dién. Diéu dé chi
dung bat dau tir khdi dir liéu tha hai, con khéi dix liéu dau tién lai phu thuoc vao gia
tri khai dau (1V). Néu nhu gia tri khoi dau ludn 1a hang sb voi tat ca cac ban tin thi
diéu d6 tao tinh quy luat d6i phuong dé phét hién. Trong thyc té truyén tin cac gia
tri khoi dau luon dugc thay doi va nguoi ta cling tranh viéc dung cing gia tri khoi
dau va ciing khda ma nhiéu 1an cho céc ban tin duoc truyén.

c. Phwong phap phan hoi ban tin di ma ho4, con goi 1a mat ma CFB
(Cipher feedblack)

Dit liéu dugc xur 1y va duogc truyén dudi nhiéu dang khac nhau, ching c6 thé
duéi dang cac ban tin hoan chinh, cac khéi dit lieu, cac goi, cac ky tu riéng r&, theo
byte hoac theo bit. Khi phai xt 1y cac doan tin theo byte hodc theo bit, nguoi ta
thudng sir dung mot phuong phap mat ma dudi dang phan hoi doan tin dd ma hoéa,
duoc goi 12 mat ma CFB. Yé&u cau ¢ day la cac byte dir lidu khi xuat hién ra duong
truyén can duoc ma hda ngay va viéc ma héa d6 khong anh huong dén s cham téc
d6 truyén. O phia giai ma ciing c6 yéu cau giai ma ngay khi mot byte dix liéu dén.
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Viéc ma hda chudi cac ky tu duoc thuc hién theo phuong phap cong modul-2
ky tu ldy & dau ra cua thuat toan DES véi ky tu ban tin rd dé tao thanh mot ky tu
dugc ma hoéa. O phia thu cing thuc hién phép cong modul-2 cuaa cing ky tu 14y tir
dau ra cua DES véi ky tu dd dugc mé hoa dé co ky ty caa ban tin rd. Cau tric hé
thdng nhu vay dam bao rang, di liéu dugc bd sung thém 1a hoan toan gia ngau nhién.

Trong khi phuong phap mat ma CBC thuc hién trén cac khdi dit liéu hoan
chinh thi phuong phap CFB thuc hién mdi 1an theo mot ky tu va chiéu dai m c6 thé
dugc chon nhu mét thdng sb trudc kia. Chiéu dai m nho nhat 1a 1 bit va truong hop
nay l1a mat md CFC mot bit. Vé nguyén ly, gia tri m c6 thé tir 1 dén 64. Hién nay
trén céc hé truyén tin pho bién nhét Ia st dung m=8. Ciing giéng nhu mat mi CBC,
phuong phap mat ma CFB lién két cac ky tu véi nhau va 1am cho ban tin duoc ma
héa vao toan bo ban tin rd.

Khoi dau thyc hién CFB thi thanh ghi dich chuyén ciing phai c6 mot gia tri
khoi dau, Thuong st dung cac gia tri khac nhau IV cho mdi doan tin va trong thoi
gian thuc hién mot vong khoa ma dé tranh dac tinh chu ky. Cac gié tri IV c6 thé
truyén tin cong khai bai ching d trai qua phép toan ma hoa.

Mat ma CFB ciing duoc sir dung dé ma héa mot chudi cac ky tw ma mdi ky tu
duoc biéu thi boi m bit. Trong mét tap nhu thé, mdi ky tu 14 mot sé nam trong khoang
0 va n-1 véi n =2". Céc ky ty rd cling nhu ky ty ¢ ma hoa déu nam trong khoang do.
Ciing c6 mot s6 ma ki hiéu khéng nam trong khoang 2m gié tri. Vi duy trong truong hop
chi str dung cac s6 thap phan 0, 1,..., 9. Mot tap c4c gia tri nhu vay can luu ¥ tranh cac
gid tri nhi phan twong Gng véi cac ki tu diéu khién. Vi du ma ASCII c6 cac gia tri ki tu
diéu khién nhu: khoi dau ban tin, két thic ban tin, bat buoc thu, phat, thoat khoi...ma
diéu d6 dan dén hiéu nham la thé thirc truyén dan mang.

Néu n=2" thi c6 thé st dung mat ma CFB binh thudng. Trong trudng hop
phai ma hda cac ky tu m bit véi m 1a sé6 nguyén kha nho va n<2™ thi viéc ma hoa va
giai ma c6 hoi khac mot it.

d. Phwong phap phan héi diu ra, con goi 1a OFB (Output Feedblack)

Trong sé 3 phuong phap méit ma duoc gidi thiéu trén thi phwong phap mat
ma ECB sir dung han ché, con 2 phuong phap mat ma CBC va CFB duoc sir dung
tuong ddi thong dung. C6 mot phuong phap duoc danh riéng cho cac tng dung ma
qua trinh truyén tin chap nhan mot sai s6 nao d6. P6 1a phuong phap mat ma phan
hoi tir dau ra, OFB. M4t ma OFB thudng dugc sir dung trong truyén tin hiéu s hoa
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am thanh hoac s6 hoa hinh anh dudi dang diéu ché md xung PCM, trén nén nhiéu bi
sai s6. M& OFB str dung phuong thirc ma hoa kiéu Vernam, chi c6 ngudn gia ngau
nhién 1a mai. Cau triic caa ma gan gidong nhu ma CFB vi né ¢6 thé duoc sir dung
Vé6i cac day ky tu m bit véi m trong khoang 1 dén 64.

Mat ma OFB c6 phuong thirc thuc hién phan héi. Chudi gia ngiu nhién dugc
ldy tir md DES va duoc phan hdi vé chinh nd. Viéc ddng bd cho cac bo tao gia ngau
nhién & hai dau duong truyén & ddy can duoc chi y. Néu nhu viée ddng bo khdng
dam bao thi ban tin rd sau khi ma héa & phia dau thu ciing s& c6 dang ngau nhién.
Dé tao lai ddng bo & phuong phap ma OFB thi cac thanh ghi dich chuyén phai duoc
nap cac gia tri gibng nhau. Cac gia tri khai dau c6 thé gui dudi dang dit liéu ré boi
vi néu dbi phuong néu biét thi ciing khong thé tao dugc day gia ngau nhién. Day gia
ngau nhién & day duoc cong modul-2 véi doan tin trong phép todn ma hda va giai
ma con duoc goi la dong khoa (key stream).

Céac phuong phap ung dung cua mat ma khoi trén duoc phat trién manh sau
khi xuat hién ma DES. Trén thuc té ¢ thé c6 nhitng phuong phap khac, nhung bon
phuong phap trén dugc ung dung pho bién va ciing kha day du.

2.5.1.2 Ma dong

Mot hé ma dong 1a mot bo (P, C, K, L, F, E, D) thoa man cac diéu kién sau
day:

+ P la mot tap hiru han céc ban rd.

+ C la mot tap hitu han cac ban ma.

+ K 1a mét tap hiru han céc khoa chinh.

+ L la mét tap hru han cac khoa dong.

+F={f1 f2, ..} 1abo sinhkhoadong; fi= K x L™ x P "™ - L

Véi mdi z € L ¢6 mot ham lap mi e, € E: P — C va mot ham giai ma d, €
D : C — P sao cho d,(e,(X)) = x v&i moi x € P. Néu bo sinh dong khoa khéng phu
thudc vao ban rd, thi ta goi ma dong d6 1a dong bo, trong trudng hop d6, K nhu 1a
hat gidng dé sinh ra dong khoa zy, z,, .... Néu zi.q = z; thi ma dong duoc goi 12 tuan
hoan chu ky d.

Trong thyc té, ma dong thuong dugc ding véi cac van ban nhi phan, tic 1a:

P=C=2,={0, 1}, cic phép lap ma va giai ma la:
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e,(X) =x+zmod 2

d, (y)=y+zmod2

2.5.2 Phuwong phap ma h6a cong khai

Khai niém: M4 hoéa bang khoé cong khai (MHKCK - public-key) dung dé
gui dir liéu mot cach an toan qua cdc mang khong an toan nhu Internet. Cach ma
hoa nay 1am cho nhitng cap mit td mo khong thé doc dugc dit liéu. Mdi ngudi ding
déu c6 hai khoa, mot khoa cong khai, mot khoa riéng. Khoa cong khai duogc git
trong mot thu muc. Ai ciing c6 thé truy cap khoa nay dé ma hod mot théng diép
trudc khi guri toi nguoi c6 khoa riéng twong tng. Con khoa riéng thi chi nguoi nhan
méi co thé truy cap duoc va dung n6 dé giai ma thong diép.

khoa céng cdng khoa riéng
@ &)
: =

" J

Thong diép M3 hoa Théng diép Gial ma Théng diép
goc dd ma hoa dugce giai ma

Hinh 2.3: M6 hinh h¢ théng ma héa céng khai

Vi du:

+) Hé mat ma cong khai RSA dugc dua ra nam 1977 1a cong trinh nghién
ctru cua ba dong tac gia Ronald Linn Revest, Adi Shamir, Leonard Aldeman. Hé
mat ma duoc xay dung dua trén tinh kho giai cia bai toan phan tich mot sé thanh
thira s6 nguyén té hay con goi la bai toan RSA.

+)Hé mat ma cong khai ElGamal dugc dua ra nam 1978. HE mat ma nay
duoc xay dung dua trén bai toan kho giai cua bai toan logarit roi rac
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+) Hé mat ma cong khai Merkle-Helman (xép ba 16) dugc xay dung trén co
s& cia bai toan tong hop con.

M4 hoa cong khai dua trén nguyén tic hoat dong cua 2 loai ham:
+) Ham mét phia

Ham f(x) duoc goi 1a ham mét phia néu tinh “xudi” y = f(x) thi “dé”, nhung
tinh “nguwoc” x = 7 (y) lai rat “kho”.

Vi du: Ham f(x) = g* (mod p), véi p 1a s6 nguyén t6 1on, (g 1a phan tir nguyén
thay mod p) la ham mét phia.

+) Ham mét phia cira sap
Ham f(x) dugc goi 12 ham cua sap mét phia néu tinh y = f(x) thi “dé”, tinh x
= f(y) lai rit “khé” . Tuy nhién c6 cira s6 sap z dé tinh x = 2 (y) 1a “dé”.

Vi dy: Ham f(x) = x* (mod n) (véi n la tich cua hai s nguyén t6 16n n = p*q)

»

la ham mot phia. Néu chi biét a va n thi tinh x = f1(y) rat “kh6” , nhung néu biét

Cia Sap p va q,, thi tinh duoc f*(y) lakha “dé”.
Uu diém:

Khi ap dung hé théng ma hoa cong cong, ngudi A sé sir dung ma hoa cong
cong dé ma hoa thong diép giri cho nguoi B. Néu ngudi C phat hién théng diép ma
A gtii cho B, két hop thong tin vé ma khoa cong cong di dugc cong bd, ciing rat
khé c6 kha ning giai md duoc thong diép ndy do khoéng nim duoc ma khda riéng
cua B.

Céc phuong phap mi hoa cong cong gilp cho viéc trao d6i ma khoa trg nén
dé dang hon. Noi dung cua khoa céng cong khdng can phai giir bi mat trong cac
phuong phap ma hoa quy udc.

Nguoi ma hoa dung khoa cong khai, nguoi giai m@ dung khéa bi mat. Kha
nang 16 khoa bi mat kho hon vi chi c6 mot nguoi gitt. Néu tham ma biét khoa cong
khai, c6 gang tim khda bi mat thi s& phai dwong dau véi bai toan “kho”.

Thuat toan dugc viét mot lan, cong khai cho nhiéu lan ding, cho nhiéu nguoi
ding, ho chi can giir bi mat cho khoéa riéng caia minh.
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Nhuoc diém:
Tbc do xir ly cham hon ma héa d6i xing

Pé c6 muc an toan twrong duong véi mot phuong phap ma hoa quy uée, mot
phuong phap ma hoa khoa cong cong phai sir dung ma khoa c6 do dai lon hon
nhiéu 1an ma khda bi mat dugc sir dung trong ma hoa quy udc.

Noi sir dung hé mé hoa khéa cong khai.

Hé ma hoa khoa cong khai thuong dugc sir dung cha yéu trén cac mang cong
khai nhu Internet, khi ma viéc trao d6i chuyén khoa bi mat trong d6i khé khin.

Pic trung nodi bat cia hé ma hoa cong khai 1a khda céng khai (public key) va
ban ma (ciphertext) déu co thé guri di trén mot kénh truyén tin khéng an toan.

Co6 biét ca khoa cong khai va ban ma, tham mi ciing khong dé kham pha
duoc ban rd.

Nhung vi ¢6 toc d6 ma hoa va giai ma ch@m, nén hé ma hoa khoa cong khai
chi dung dé ma hoa nhirng ban tin ngan, vi du nhu ma hoa khoa bi mat giri di.

Hé mé& hoa khoa cong khai thuong dugc st dung cho cdp nguoi dung thoéa
thuan khoa bi mat cia hé mé hoa khoa riéng.
2.6 Chir ky dién tw
2.6.1 Gi6i thiéu

Chir ky dién tu (chix ky s6) khong duoc str dung nham bao mat théng tin ma
nham bao vé thong tin khong bi ngudi khac ¢ tinh thay doi dé tao ra théng tin sai
[éch. Néi cach khéc, chir ky dién tr giap xac dinh dugc nguoi da tao ra hay chiu
trach nhiém déi voi mot thong diép.

Nhu vay “ky s6” trén “tai liéu s6” 12 “ky” trén ting bit tai liéu. Ké gian kho
thé gia mao “chit ky s6” néu né khong biét “khoa 1ap ma”.

Dé kiém tra mot “chir ky sé” thudc vé mot “tai lidu s6”, ngudi ta giai ma
“chir Ky s6” bang “khéa giai md”, va so sanh vai tai liéu gbc

Mot phuong phap chit ky dién tir bao gom hai thanh phan chinh: thuat toan
dung dé tao ra chir ky dién tir va thuat toan twong tng dé xac nhan chit ky dién tu.
Ap dung cho céc thong diép c6 do dai ¢b dinh va thuong twong ddi ngan.
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2.6.2 Pinh nghia

Mot phuong phap chit ky dién tir dwoc dinh nghia 1a mot bo nam (P, A, K,
S, V) théa mén cac diéu kién sau:

1. P la tap hop hitu han cac thong diép.

A 12 tap hop hitu han céc chix ky c6 thé dugc sir dung.
K 1a tap hop hiru han céc khoéa c6 thé st dung.

S la tap céc thuat toan ky.

V 14 tap cac thuat toan kiém thr.

AR o

Véi mdi khoa k € K, ton tai thuat toan chit ki sigy € S va thuat toan xac
nhan chir ky tuong tng ver, € V. Mbi thuat toan sig, : P - Avaver, : P X A —
{true, false} 1a cc ham thoa diéu kién:

_ true néu v =sig(x)
Ve P,Vyed:ver(x,y)= J , S
| false néu y # sig(x)

(2.1)
Vi du:

+) Phuong phap chir ky dién tir RSA duoc xay dung dua theo phuong phap
mé hoa cong cong RSA.

+) Phuong phép chit ky dién to ElGamal: dugc gidi thiéu vao nam 1985, sau
d6 duoc sira d6i bd sung thanh chuan chix ky dién tir (Digital Signature Standard -
DSS). Phuong phap nay duoc xay dung nham giai quyét bai toan chit ky dién tir. St
dung chir ky 320 bit trén thong diép 160 bit.

2.6.3 Phan loai chir ky s6
2.6.3.1 Phan loai chir ky theo diic trung kiém tra chir ky

+). Chir ky khdi phuc théng diép:

La loai chit ky, trong d6 ngudi gui chi can giri “chir ky” , nguoi nhan cé thé
khoi phuc lai dugc thong diép, da dugc “ky” boi “chir ky” nay.

+). Chir ky di kém thong diép:

La loai chit ky, trong d6 ngudi giri chi can gui “chi ky”, phai gui kém ca
thong diép da dugc “ky” boi “chii ky” nay. Nguoc lai, sé khong co6 dugc thong diép
géc.
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Vi du:Chtr ky Elgamal la chir ky di kém thong diép, s€ trinh bay trong muc
sau.

2.6.3.2 Phan loai chir ky theo mirc an toan

+). Chir ky “khéng thé phi nhan”:

Nham tranh viéc nhan ban chit ky dé sir dung nhiéu lan, tét nhat 13 nguoi g
tham gia tryc tiép vao viéc kiém thtr chir ky. Diéu dé dugc thuc hién biang mét giao
thire kiém thir, duéi dang mét giao thic moi hoi va tra 10i.

Vi du: Chir ky khong phu dinh (Chaum- van Antverpen), trinh bay trong
muc sau.

+). Chir ky “mét lan”:

Pé bao dam an toan, “Khoa ky” chi ding 1 lan (one - time) trén 1 tai liéu.

Vi du: Chit ky mot lan Lamport. Chit ky Fail - Stop (Van Heyst &

Pedersen).

2.6.3.3 Phan loai chir ky theo wng dung dic trung
Chtr ky “mu” (Blind Signature).
Chitky “nhém”  (Group Signature).
Chitky “boi” (Multy Signature).
Chit ky “mu nhoém” (Blind Group Signature).
Chirky “mubdi” (Blind Multy Signature).

2.7 Ham bam mat ma
2.7.1 Gi6i thiéu vé ham biam

Ham bam mat ma 1a ham todn hoc chuyén d6i mot thong diép c6 do dai bat
ky thanh mot ddy bit c6 do dai cd dinh (tdy thudc vao thuat toan bam). Day bit nay
dugc goi la thong diép rut gon (message digest) hay gié tri bam (hash value), dai
dién cho thong diép ban dau.

Ham bam h khong phai 12 mot song anh. Do d6 voi thong diép x bat ky, ton
tai thong diép x> # x sao cho h(x) = h(x’). Luc ndy, ta n6i rang “c6 su dung do xay
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ra”. Ham bam h dugc goi 1a an toan (hay “it bi dung do”) khi khong thé xac dinh
duoc (bang cach tinh toan) cap thong diép x va x’ théa man x # x’ va h(x) = h(x).

Trén thyc té, c4c thuat toan bam 1a ham mot chiéu, do d6 rat kho dé xay
dung lai théng diép ban dau tir thong diép rat gon.

Ham bam gitp xac dinh dugc tinh toan ven dir liéu cua thdng tin: moi thay
d6i, du 1a rat nho, trén théng diép cho trudc , vi du nhu ddi gia tri 1 bit, déu lam
thay doi théng diép rdt gon twong ung. Tinh chét nay hitu ich trong viéc phat sinh,
kiém tra chir ky dién tu, cac doan ma chung nhan théng diép, phét sinh s ngau
nhién, tao ra khoa cho qué trinh ma hoa...

2.7.2 Tinh chit ham bim

+) Tinh chdt 1: Ham bim h & khéng va chgm yéu.

Vi du: Xét kiéu tan cong nhu sau: Kiéu tdn céng theo tinh chat 1.

(%.9)= sigg(M(x))
Nguroi ,  Nguoi
ol A nhan B

Hinh 2.4: Cach di diing cua théng tin : thong tin duoc truyén dung tir A dén B

,  Nguoi
nhan B

F

Ténnghe lén lay trom
tin

Hinh 2.5: Théng tin bi lay trom va bi thay d6i trén duong truyén
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* Kiéu tan cong theo tinh chat 1:

+ Nguoi A giri cho ngudi B ban tin (X, y) voi y=sigk (h(x)). B khong nhan duoc
(X, y) vi: trén duong truyén, tin bi ldy trom. Tén trom, bang cach nao d6 tim dugc mot
ban tin x’# x nhung lai c6 h(x’) = h(x). Hin thay thé x bang x’, va chuyén tiép (x’, y)
cho B.

+ Nguoi B nhan dugc (x°, y) va van xéac thuc duogce thong tin ding din. Do do,
dé tranh kiéu tin cong nhu trén, ham h phai théa méan tinh chat: khdng va cham yéu.

* Khai ni¢gm: Ham bam khong va cham yéu.

Ham bam h duoc goi 12 khdng va cham yéu, néu cho truéc buc dién X,
“kh6” thé tinh toan dé tim ra birc dién x’# x ma h(x’) = h(x).

+) Tinh chdt 2: Ham bam h 14 khéng va cham manh.
Vi dy: Xét kiéu tan cong nhu sau: Kiéu tan cong theo tinh chat 2.

+ Pau tién, tén gia mao tim duoc hai thong diép khac nhau x’ va x (X # x)
ma c0 h(x) = h(x”). (Coi burc thong diép x 1a hop I¢, x* Ia gia mao).

+ Tiép theo, han thuyét phuc 6ng A ky vao ban tém Iugc h(x) dé nhan duoc y.
Khi d6 (x°, y) la bac dién gia mao nhung hop I€ vi h(x) = h(x’).

Pé tranh tan cong kiéu nay, ham h phai théa man tinh chat: khéng va cham
manbh.

* Khai ni¢gm: Ham bam khong va cham manh.

Ham bam b duoc goi 1a khong va cham manh néu “kho” thé tinh
toan dé tim ra hai birc thong diép khac nhau x’ va x (x’ # x) ma ¢6 h(x’) = h(x).

+) Tinh chdt 3: Ham bam h 1a ham mgt chiéu.
Vi dy: Xét kiéu tan cong nhu sau: Kiéu tan cong theo tinh chat 3.
+ Nguoi A gui cho B théng tin (x, z, y) véi z = h(x), y = sigk(z)

+ Gia sir tén gia mao tim dugc ban tin x°, dugc tinh nguoc tir ban tom lugc z
= h(x).

+ Tén trom thay thé ban tin x hop 1é bang ban tin x’ gia mao nhung lai ¢6 z =
h(x’). Han ta ky s6 trén ban tom lugc z cua x’ bang ding chir ky hop 1&. Néu lam
nhu vay thi (x’, z, y) la btirc dién gia mao nhung hop Ié.
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Pé tranh duoc Kiéu tin cong ndy, ham bam h cin théa man tinh chat mot
chiéu,
* Khai niém: Ham bam mot chiéu,
Ham bam h dugc goi 13 ham mét chiéu néu khi cho trudc mot ban tom lwoc
thong bao z thi “khé thé” tinh toan dé tim ra thong diép ban dau x sao cho h(x) = z.

2.7.3 Chu triic ciia ham bam

Cho truéc mot thong diép M co do dai bat ky. Ty theo thuat toan duoc st
dung, chdng ta cé thé can bd sung mot sé bit vao thong diép nay dé nhan duoc
thong diép c6 do dai la boi s6 cua mot hang sb cho trudc. Chia nho thong diép thanh
tirng khéi c6 kich thuéc bang nhau: My Ms,..., Mg

Goi H la trang thai c6 kich thudc n bit, f'1a “ham nén” thuc hién thao tac tron
khoi dit liéu véi trang théai hién hanh

+) Khoi gan Hy bang mot vector khéi tao nao do

+)H=f (Hi-l, M véii=1.23,...5s

H; chinh 1a thong diép rat gon cua thong diép M ban dau

2.7.4 Mt s6 phwong phap bim
2.7.4.1 Ham bam MD4

- Ham bam MD4 dugc gido su Ron Rivest dé nghi vao nam 1990. Vao nim
1992, phién ban cai tién MD5 cuia thuat toan nay ra doi.

- Thong diép rat gon c6 d6 dai 128 bit.

- Nam 2004, nhom tac gia Xiaoyu Wang, Dengguo Feng, Xuejia Lai va
Hongbo Yu di cong bd két qua vé viéc pha vo thuat toan MD4 va MD5 bang
phuong phép tin cong dung do .

- INPUT: Thong diép c6 do dai tuy y

- OUTPUT: Ban bam, dai dién cho thong diép gdc, d6 dai c6 dinh 128 bit.

Mo ta thuit toan: Gia st dau vao 1a mot xau a co do dai b bit (b c6 thé
bang 0)

Budc 1: Khei tao cac thanh ghi
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C6 4 thanh ghi duoc sir dung dé tinh toan nham dua ra cac doan ma: A, B, C,
D. Ban tom luoc cua thong diép duoc xay dung nhu sy két ndi cua cac thanh ghi.
Mdi thanh ghi c6 d6 dai 32 bit. Cac thanh ghi nay duoc khéi tao gia tri hecxa.

word A :=67 45 23 01

word B:=ef cd ab 89

word C:=98 ba dc fe

word D:=10 32 54 76
Buoc 2:

Xt ly thong diép a trong 16 khdi word, co nghia 1a xir Iy cing mét luc
16 word = 512 bit (chia mang M thanh cac khdi 512 bit, dwa ting khéi 512 bit d6
vao mang T[j]). M&i lan xu Iy mot khdi 512 bit. Lap lai N/16 lan.

2.7.4.2 Ham bam MD5

MD5 dugc céng bdé nam 1991. MD5 dung bdn vong thay cho ba va cham
hon 30% so véi MD4 (khoang 0.9 MB/giay trén cung mot may).

INPUT: Thong dié€p (van ban c6 d6 dai tuy y).
OUTPUT: Ban bam, dai dién cho thong diép gdc, do dai cé dinh 128 bit
M6 ta thuat toan:
Céc buoc 1, 2 cua MDS tuong tu nhu cua MDA4,
Buéc 3: Thuc hién bén vong bam

Dau tién, bon bién A, B, C, D duoc khoi tao. Nhirng bién nay duoc goi l1a
chaining variables. Bn chu ky bién d6i trong MD5 hoan toan khac nhau va lan luot
sir dung cac ham F, G, H va I. Mdi tham sb X, Y, Z la céc tir 32 bit va két qua la
mot tur 32 bit.

FOX, Y, Z) = (XAY)v (= X) A 2)
G(X,Y,2)=(Xr2Z)v (YA(=2))
HX, Y, Z)=XoYaZ

I(X,Y,2) = Y® (Xv (—2))
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vO1 quy wée:
XaY Phép toan AND trén bt gita X va ¥
AXvY Phép toan OR trén bit gita XY'va ¥

XY Phep toan XOR trén bit gita X' va ¥
—X Phép toan NOT trén bit cua X
X+Y Phép cong (modula 2°%)

X<<<s  (Céac bit cua X dugc dich chuyén xoay vong sang trai s vi tri (0 €5 < 32)

Thong diép ban dau x s& duoc mé rong thanh diy bit X co do dai 1a boi sb
cua 512. Mot bit 1 dugc thém vao sau day bit x, tiép dén 1a ddy gom d bit 0 va cudi
cung 1a ddy 64 bit | biéu dién d6 dai thong diép x. DAy gém d bit 0 duoc thém vao
sao cho diy X c6 d6 dai 1a boi sé cia 512. Quy trinh nay dwoc thé hién trong thuat
toan xay dung day bit X tir day bit x:

d=(447- |x|)mod 512
Goi day 64 bit / 1a biéu didn nhi phan cla gia tri | x| mod 2%,

X=x|]|1 0¢

Don vi xir ly trong MD5 la céc tir 32-bit nén day X sé& duoc biéu dién thanh
day cac tir X[i] 32 bit: X = X[0] X[1]...X[N-1] véi N 1a boi s6 cua 16.

Dinh nghia cac ham:

= b + {({a + F(b;e,d}) + Mj] + ti) << s}

1]

=h + ({(a + G(b;c,d) + Mj + ti) <<< 5)

a=b+ ({a + H(b,c,d) + M] + £1) <<<£ =)
IT{a,b,z,d,M],5,t1)
a=hb+ ((a + I(b,c,d) + MJ + ti) <<< 3)

véi M; 12 M[j] va hing so ti xac dinh theo cong thuc:
£ =[2% sin(i) | |, itinh bﬁng radian.

U'u diém:

- Thém chu ky tha 4 dé ting murc d6 an toan.
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- Mbi budc trong ting chu ky chiu anh huong két qua budc bién doi trude do
nham tiang nhanh tdc d6 cua hiéu tng lan truyén.

- Cac hé sb dich chuyén xoay vong trong mdi chu ky duoc téi wu hoa nham
tang toc do hiéu tng lan truyén. Ngoai ra, mdi chu ky sir dung bén hé sé dich
chuyén khéc nhau.

~Ham G & chu ky 2 ciia MD4 : G(X, Y, Z) = (X A Y)V(X A Z2V(Y A 2))
duogc thay thé bang (X A Z) v (Y A Z)) nham giam tinh ddi xang.

2.7.4.3 Ham bim Chuan SHA

Chuan ham bam SHA phuc tap va chdm hon dong MD. SHA dugc thiét ké
dé chay trén may kién trdc endian 16n hon 13 trén may endian nho. SHA tao ra ban
tom lugc thong diép co kich thudc 160 bit, st dung 5 thanh ghi 32 bit.

INPUT : Théng diép (van ban) c6 do dai tuy y
OUTPUT: Ban bam, dai dién cho thong diép gdc, do dai cé dinh 160 bit.

Cac thuat toan ham bam SHA gdém 2 buéc: tién xir ly va tinh toan gié tri
bam.
+ Budc tién xir Iy bao gom cac thao tac:
- M& rong thong di€p
- Phén tich thong diép da mad rong thanh cac khdi m bit
- Khai tao gia tri bam ban dau
+ Budc tinh toan gia tri bam bao gdm céc thao tac:
- Lam N lan cac cong viéc sau:
+) Tao bang phan bé thong diép (message schedule) tir khoi
thir .
+) Dung bang phan b thong diép cung vai cac ham, hang sd,
cac thao tac trén tir dé tao ra gia tri bam i.
- Sr dyng gia tri bam cudi cing dé tao thong diép rat gon.

Thong diép M dugc mo rong trude khi thuc hién bam,nham dam bao thong
diép mo rong co do dai 1 boi s6 cua 512 hoac 1024 bit tly thudc vao thuat toan.
Sau khi thong diép dd md rong, thong diép can dwoc phan tich thanh N khbi m-bit
trudc khi thyc hién bam.
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Doi voi SHA-1 va SHA-256, thong diép mo rong dwoc phan tich thanh N
khdi 512-bit MY, M, MM, Do d6 512 bit cua khéi dit liéu dau vao 6 thé duoc
thé hién bang 16 tir 32-bit, M(i) chira 32 bit dau cua khdi thong diép i, M; @ chira
32 bit ké tiép,...

Doi véi SHA-384 va SHA-512, thong diép mo rong dugc phan tich thanh N
khéi 1024-bit M®, M . M™. Do d6 1024 bit cua khdi dit licu diu vao co thé
duoc thé hién bang 16 tir 64-bit, My" chira 64 bit dau cua khdi thong diep i, M,
chua 64 bit ké tiép, ...

Véi mdi thuét toan bam an toan, gia tri bam ban dau HO phai duoc thiét 1ap.
Kich thuéc va sb lugng tir trong H® tay thude vao kich thuée thong diép rat gon.

Céac cap thuat toan SHA-224 va SHA-256; SHA-384 va SHA-512 cé cac
thao tac thuc hién giéng nhau, chi khac nhau vé sé lugng bit két qua caa thong diép
rat gon. N6i cach khac, SHA-224 sir dung 224 bit dau tién trong két qua thong diep
rat gon sau khi ap dung thuat toan SHA256. Tuong ty SHA-384 sir dung 384 bit
dau tién trong két qua thong diép rat gon sau khi ap dung thuat toan SHA-512.

Trong ham bam SHA, ching ta can sir dung thao tac quay phai mét tur, ky
hiéu la ROTR, va thao tac dich phai mot tur, ky hiéu la SHR.

MJi thuat toan c6 bang hiang s phan bd thong diép twong ng. Kich thudc
bang hang s6 thong diép (scheduleRound) cia SHA-224 va SHA-256 1a 64, kich
thuéc bang hang s théng diép cia SHA-384 va SHA-512 1a 80.

Trong ham bam SHA-224 va SHA-256, chling ta can sir dung cac ham:

Ch(x, y.z)= (xﬂ. V)@ (—|xﬁ. z)

Maj(x, y.z)=(xA y)® (x A z)@ (¥ A 2)

> (x)=ROTR*(x)® ROTR"(x)®ROTR *(x)
> (x)=ROTR°(x)® ROTR "(x)® ROTR *(x)
o, (x)=ROTR7(x)® ROTR" (x)® SHR *(x)

o, (x)=ROTR" (x)® ROTR" (x)® SHR " (x)

Trong ham bam SHA-384 va SHA-512, chling ta can sir dung cac ham sau:
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Ch(x,y,:)= (xn y)® (—Lx AZ)

Maj(x, y.

:)=(xny]$(xn:)$(yn z)

>, (x)=ROTR *(x)® ROTR *(x)® ROTR *(x)

> (x)=ROTR"(x)® ROTR"(x)® ROTR *(x)
a

Nhén xét

o, (x

,(x)=ROTR'(x)® ROTR*(x)® SHR " (x)
)= ROTR " (x)® ROTR*'(x)® SHR °(x)

Chuan SHS dic ta 5 thuét toan bim an toan SHA-1, SHA-2243, SHA-256,
SHA-84 va SHA-512. Bang 2.1 thé hién cac tinh chit co ban ctia bdn thuat toan

bam an toan.

Su khéc biét chinh cua céc thuat toan 1a sé lwong bit bao mat cua dir liéu

duge bam — diéu ndy c6 anh huong truc tiép dén chiéu dai cua thong diép rat gon.
Khi mot thuat toan bam dugc st dung két hop vai thuat toan khac doi hoi phai cho
két qua s6 luong bit twong ung. Vi du, néu mot thong diép duoc ky vai thuat toan
chir ky dién tir cung cap 128 bit thi thuat toan chit ky d6 co6 thé doi hoi sir dung mot
thuat toan bam an toan cung cap 128 bit nhu SHA-256.

Ngoai ra, c4c thuat toan khac nhau vé kich thuéc khéi va kich thuéc tir duoc

su dung.

Bang 2.1: C4c tinh chdt cua céc thudt todn bam an toan

Kich thwéc (bit) N
Thujttosin | . . | .. .. | Théngdigp | .00
Thong diep| Khoi T i : (domn vi: bit)
rut gon
SHA-1 < 2" 512 32 160 80
SHA-224 <™ 512 32 224 112
SHA-256 < 2™ 512 32 256 128
SHA-384 =2 1024 64 384 192
SHA-512 <2 1024 64 512 256
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CHUONG 3: THUAT TOAN MA HOA RIINDAEL VA UNG DUNG
3.1 Gioi thiéu
Phuong phap Rijndael do Vincent Rijmen va Joan Daeman dua ra. Thuat
toan duoc dat tén I1a "Rijndael" khi tham gia cudc thi thiét ké AES(Tiéu chuan ma
hoa tién tién). Pugc Vién Tiéu chuan va Cong nghé Hoa Ky (National Institute of
Standards and Technology — NIST) chon 1am chuan ma héa nang cao (Advanced
Encryption Standard) tir 02 thang 10 nam 2000.

La phuong phap ma hoa theo khdi (block cipher) co kich thudc khéi va ma
khoa thay d6i linh hoat véi cac gia tri 128, 192 hay 256 bit. Phuong phap nay thich
hop @ng dung trén nhiéu hé théng khac nhau tir cac thé théng minh cho dén cac may
tinh ca nhan.

3.2 Tham sé, ky hiéu, thuat ngir va ham

- AddroundKey: Phép bién ddi sir dung trong ma hda va giai ma, thuc hién
viéc cong ma khda cua chu ky vao trang thai hién hanh. D6 dai caa mé khoa cua
chu ky bang véi kich thudc cua trang théi.

- SubBytes: Phép bién ddi sir dung trong ma hoa, thuc hanh viéc thay thé phi
tuyén ting byte trong trang thai hién hanh théng qua bang thay thé (S-box).

- InvSubBytes: Phép bién d6i sir dung trong giai ma. Day 13 phép bién doi
nguoc caa phép bién d6i SubBytes.

- Mixcolumns: Phép bién d6i sir dung trong ma hoa, thuc hién thao tac tron
thong tin cua ting cot trong trang thai hién hanh. Mdi cot duoc xir 1y doc lap.

- InvMixcolumns: Phép bién doi sir dung giai ma. Pay 1a phép bién doi
nguoc caa phép bién d6i Mixcolumns.

- ShiftRows: Phép bién ddi st dung trong ma hoa, thuc hién viéc dich
chuyén xoay vong cua trang thai hién hanh voi di s tuong tng khac nhau.

- InvShiftRows: Phép bién ddi sir dung trong giai ma. Day 1a phép bién doi
nguoc caa phép bién d6i ShiftRows.

- Nw: Sé luong byte trong mot don vi dir liéu “tir”. Trong thuat todn
Rijndael, thuat todn m¢ rong 256/384/512 bit va thuat todn mé rong 512/768/1024
bit, gia tri Nw lan luot 12 4, 8 va 16.

- K: Khoa chinh.
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- Nb: S6 lwong cot (s6 lwong céc tir 8x Nw bit) trong trang thai. Gia tri Nb =
4, 6, hay 8. Chuan AES gi6i han lai gi4 tri caa Nb =4.

- Nk: S6 luong céc tir(8x Nw bit) trong khoa chinh. Gia tri Nk = 4, 6, hay 8.

- Nr: Sé lugng céc chu ky, phu thudc vao gia tri Nk hay Nb theo cong thirc:

Nr = max(Nb, Nk)+6

- Reon[]: hang cua chu ky.

-RotWord: Ham duogc s dung trong qua trinh mo rong méa khéa, thuc hién
thao tac dich chuyén xoay vong Nw byte thanh phan caa mét tu.

- SubWord: Ham duoc st dung trong qua trinh mo rong ma khéa. Nhan vao
mot tir(Nw byte), 4p dung phép thay thé dua vao S-box ddi vai ting byte thanh
phan va tra vé tir gdm Nw byte thanh phan da duoc thay thé.

- XOR: Phép toan Exclusive-OR.
- @: Phép toan Exclusive-OR.

- ®: Phép nhan hai da thirc(mdi da thuc ¢d bac < Nw) modulo cho da thuc
Nw
X+,

- » : Phép nhan trén truong hiru han.
3.3 M@t so khai niém toan hoc

Céc khoa con st dung trong cac chu trinh dugc tao ra boéi qué trinh tao khoa
con Rijndael.

Pon vi thong tin dugc xtr 1y trong thuat toan Rijndael 1a byte . Mdi byte xem
nhu mot phan tir ciia truong Galois GF(2%) duogc trang bi phép cong (ky hiéu @) va
phép nhan (ky hi¢u e)

Moi byte duoc biéu dién theo nhiéu cach khac nhau:

Dang nhi phan: {b7bghsb,bsb,bibo}
Dang thap luc phan:  {h;h}
Dang da thic ¢6 cac hé sé nhi phan Z b, x!
i=0


http://vi.wikipedia.org/w/index.php?title=Qu%C3%A1_tr%C3%ACnh_t%E1%BA%A1o_kh%C3%B3a_con_Rijndael&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Qu%C3%A1_tr%C3%ACnh_t%E1%BA%A1o_kh%C3%B3a_con_Rijndael&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Qu%C3%A1_tr%C3%ACnh_t%E1%BA%A1o_kh%C3%B3a_con_Rijndael&action=edit&redlink=1
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3.3.1 Phép cong

Phép cong hai phén tir trén GF(2®%) duoc thuc hién bang cach “cong” (thuc
chat 1a phép toan XOR, ky hiéu @) cac hé sé cta cac don thirc dong dang cua hai
da thirc tuong tng véi hai toan hang dang xét. Nhu vay, phép cong va phép trir hai
phan tir bat ky trén GF(2%) 13 hoan toan tuong duong nhau.

Néu biéu dién lai cac phan tir thudc GF(2%) duéi hinh thirc nhi phan thi phép
cong gitra {a;agasazasaraag} @© {bsbghsbsbsb,obibo}= {c,cecsc4CsCoCiCo} VOiCi=a; @
b, 0<i<7

3.3.2 Phép nhan trén GF(2°)

Khi xét trong biéu dién da thirc, phép nhan trén GF(28) (ky hiéu *) twong ¢ng
V6i phép nhan thong thudng cua hai da thirc dem chia 1y du (modulo) cho mét da
thue t6i gian (irreducible polynomial) bac 8. Pa thuc duoc goi la ti gian khi va chi
khi da thirc ndy chi chia hét cho 1 va chinh minh. Trong thuat toan Rijndael, da thtc
tbi gian dugc chon 1a:

mx) =x3+x*+x+x+1 (3.1)
hay 1{1b} trong biéu dién dang thap luc phan.

Két qua nhan duoc 1a mot da thirc bac nho hon 8 nén ¢ thé dugc biéu dién
duai dang 1 byte. Phép nhan trén GF(2®) khong thé dugc biéu di&n bang mot phép
toan don gian & mac do byte.

Phép nhan dugc dinh nghia trén day c6 tinh két hop, tinh phan phéi ddi voi
phép cong va cd phan tir don vi 1a {01}.Véi moi da thirc b(x) c6 hé s6 nhi phan véi
bac nho hon 8 tdn tai phan tir nghich dao cua b(x), ky hiéu b™(x) (duoc thuc hién
bang céach str dung thuat toan Euclide mo rong ).

Nhdn xét: Tap hop 256 gia tri tir 0 dén 255 duoc trang bi phép toan cong
(dugc dinh nghia 1a phép toan XOR) va phép nhan dinh nghia nhu trén tao thanh
truedng hiru han GF(28).

3.3.2.1 Phép nhan véi x
Phép nhan (thong thuong) da thuc .
b(X) = byx” + bex® + bex® + byt + b +hpd +hix +bp = D bix' (3.2)
i=0

Vi da thuc x cho két qua 1a da thic:



42
byx® + bex” + bex® + b+ bax?* +byx® +b;x? + by X (3.3)
Két qua x+b(x) duoc xac dinh bang cach modulo két qua nay cho da thic m(x).
1.Truong hop b, =0
x*b(x) = bexX” + bsx® + byx®+ byx* +bx3 +byx% + by x (3.4)
2. Truong hop b, =1
xeb(x) =( byx® + bgx” + bgx® + b+ bax* +bx® +hyx? + by X) mod m(x)
=(byx® + bex” + bsx® + b+ bax? +b,x® +bx? + by X) — m(x) (3.5)

Nhu vay, phép nhan véi da thie x (hay phan tir {00000010} € GF(2®)) c6 thé
duogc thyc hién & mic do byte bang mot phép shift trai va sau dé thuc hién tiép phép
toan XOR véi gia tri {1b}néu b; = 1 .Thao tac nay duoc Ky hiéu la xtime(). Phép
nhan véi cac lity thira ciia x ¢d thé duoc thuc hién bang cach &p dung nhiéu lan thao
tac xtime(). Két qua cua phép nhan véi mot gia tri bat ky duoc xac dinh bang céch
cong ( @ ) céac két qua trung gian nay lai véi nhau.

Khi d6, viéc thuc hién phép nhan gitra hai phan tur a, b bat ky thuoc GF(2°)
c6 thé duoc tién hanh theo cac budce sau:

1. Phan tich mot phan tir (gia sir 12 &) ra thanh tong cua cac liy thira cua 2.
2. Tinh tong cac két qua trung gian ctiia phép nhan gitta phan tir con lai (1a b)
Vi cac thanh phan 1a ity thira cta 2 dugc phan tich tir a.
Vi du:
{57} + {13} = {fe} vi
{57} « {02} = xtime({57}) = {ae}
{57} « {04} = xtime({ae}) = {47}
{57} - {08} = xtime({47}) = {8¢}
{57} - {10} = xtime({8e}) = {07},
Nhu vay:
{57} - {13} = {57} - ({01} @ {02} @ {10})
= {57} @ {ae} ® {07}
= {fe}
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3.3.2.2 Pa thirc véi hé s trén GF(2%)
Xét da thue a(x) va b(x) bac 4 vai céc hé sé thuoc GF(28):
a(X) =ag’ +ap+ax+ag  vad  b(X) =byC + b+ bix+by  (3.6)

Hai da thirc ndy c6 thé duoc biéu dién lai dudi dang tir gdm 4 byte [a0 , al ,
a2 ,a3]va[b0,bl, b2, b3]. Phép cong da thirc dugc thuc hién biang cach cong
(chinh 1a phép toan XOR trén byte) c4c hé s6 caa cac don thitc dong dang vai nhau.

Phép nhén gitra a(x) vai b(x) duoc thuc hién thong qua hai budc. Trudc tién,
thuc

hién phép nhan thong thuong c(x) = a(x)b(x) .

c(X) = Cex® + X +CaX* + CaX+ X2 + X + Cg (3.7)
Vi

l'f,:,=ﬂ|:|“b|:| f4=ﬂ3'b1@ﬁ1'b1@ﬂl-b3
F1=ﬂl.bﬂ$aﬂ.bl {"j =ﬂa'b:$ﬂz'b]‘
F1={Tz'b[|5ﬂ1'bl$ﬂn-b: t'."ﬁ:ﬂS'bj

F3=ﬂ3'bﬂ$ﬁ': iblfﬁﬂlibjﬁiﬂn 'b}. (38)

RO rang la c(x) khong thé duoc biéu dién bang mot tir gom 4 byte. Pa thirc
c(x) c6 thé dugce dua vé mot da thirc ¢d bac nhoé hon 4 bang cach lay c(x) modulo
cho mot da thirc bac 4. Trong thuat toan Rijndael, da thirc bac 4 duoc chon la

M(x) = x* +1.

Do x! mod(x* +1)= x! ™ nén két qua d(x) = a(x) ®b(x) dugc xéac dinh bang

d(x) = d3x® + dox? + dyx + do (3.9)
VOi
dy=a,eb, ®a,ebh, ®a,eh, Ba,eh,
d,=a,eb,®a,ebh, ®a,ebh,Ba,eb,
d,—a,eb,@a,eb Pa,eb, ®a,eb,
d,=a,eb,Da,ebh @a,eb, Ba,eb

3 (3.10)

Trong truong hop da thic a(x) ¢b dinh, phép nhan d(x) = a(x) ® b(x) co thé
duoc biéu dién dudi dang ma tran nhu sau:



d, a, a, a, a A
d _|a, a, a; a,

d, - a, a, a, asl||b,
_a’3_ la; a, a ag _E:r3_

(3.11)

Do x* +1 khong phai 1& mot da thic tdi gian trén GF(2%) nén phép nhan vai
mét da thirc a(x) cb dinh duoc chon bat ky khong dam bao tinh kha nghich. Vi vay,
trong phuong phap Rijndael di chon da thirc a(x) c6 phan ti nghich dao (modulo

M(x))

3.4 Phwong phap Rijndael

Phuong phap mi hoa Rijndael bao gém nhiéu budc bién doi dugc thuc hién
tuan tu, két qua dau ra ciia budc bién doi trude 1a dau vao cia budc bién doi tiép theo.

Két qua trung gian gitra cac budc bién doi duoc goi la trang thai (state). Mot
trang thai duoc biéu dién dudi dang ma tran gom 4 dong va Nb cot véi Nb bang do
dai khdi chia cho 32. Ma khoéa chinh (Cipher Key) duoc biéu dién duéi dang ma
tran gom 4 dong va Nk cot vai Nk bang d6 dai khoa chia cho 32.

S6 luong chu ky phu thudc vao gia tri cia Nb va Nk theo cong thitc Nr =
max{Nb, Nk}+6
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apo | oy | apa | aps | aps | aos Koo | Ko | ko2 | Ko

Qrop|dry 912913414 A5

ﬂﬁ{} fl'ﬁl [ (f*p_*

s 4 | @55 ks o

a3 4 | ass kiol| ki | ks

Hinh 3.1: Biéu dién dang ma trin cia trang thai (Nb=6) va ma khoa (Nk=4)

AES lam viéc voi ting khéi dir liu 4x4 byte (tiéng Anh: state, khéi trong

Rijndael c6 thé c6 thém cot).

3.4.1 Qua trinh ma hoa bao gom 4 buéc:

1. AddRoundKey — mdi byte cia khdi dugc két hop voi khda con, cac khoa
con nay duoc tao ra tur qua trinh tao khoa con Rijndael.

2. SubBytes — day 1a phép thé (phi tuyén) trong d6 mdi byte s& dugc thé bang
mot byte khac theo bang tra (Rijndael S-box).

3. ShiftRows — d6i chd, cac hang trong khéi dugc dich vong.

4. MixColumns — qué trinh tron 1am viéc theo cac cot trong khdi theo mot
phép bién doi tuyén tinh.

Tai chu trinh cubi thi budc MixColumns dugc thay thé bang budc
AddRoundKey

MJi phép bién dbi thao tac trén trang thai hién hanh S. Két qua S’ cua mdi
phép bién doi sé& tré thanh diu vao cua phép bién doi ké tiép trong quy trinh ma hoa.

Truéc tién, toan bo dir liéu ddu vao dugc chép vao mang trang thai hién
hanh. Sau khi thuc hién thao tc cong ma khoa dau tién, mang trang théi s& duoc
trai qua Nr = 10, 12 hay 14 chu ky bién d6i (tly thudc vao d6 dai cua ma khoa
chinh ciing nhu d6 dai caa khéi duoc xir Iy). Nr —1 chu ky dau tién 1a céc chu ky
bién doi binh thudng va hoan toan twong tw nhau, riéng chu ky bién doi cudi cung
cd sy khac biét so véi Nr —1 chu ky trude d6. Cudi cing, ndi dung ciia mang trang
thai s& duoc chép lai vao mang chta dir liéu dau ra.


http://vi.wikipedia.org/wiki/Byte
http://vi.wikipedia.org/wiki/M%C3%A3_h%C3%B3a
http://vi.wikipedia.org/w/index.php?title=Rijndael_S-box&action=edit&redlink=1

46

Quy trinh ma héa Rijndael duoc tom tit lai nhu sau:

1. Thuc hién thao tac AddRoundKey dau tién trugc khi thuc hién cac chu ky

ma hoa.

2. Nr — 1 chu ky ma hoéa binh thudng: mdi chu ky bao gdm bdn budc bién
doi

lién tiép nhau: SubBytes, ShiftRows, MixColumns, va AddRoundKey.

3. Thuc hién chu ky mid hoa cudi cung: trong chu ky ndy thao tac
MixColumns dugc bé qua

Trong thuat toan dudi day, mang w[] chira bang ma khoa mé rong; mang in[]

va out[] lan luot chira dir lidu vao va két qua ra cia thuat toan ma hoa.

Cipher( byte in[4 * Nb],

byte out[4 * Nb],

word w[Nb * (Nr + 1)1])
begin

byte state[4,Nb]

state = in

AddRoundEKey (state, w) f?anphﬁli4ﬁ

for round = 1 to Nr — 1
SubBytes (state) E?anphﬂli42
shiftRows (state) E?anphﬂli44
MixColumns ({state) E?anphﬁli4j

AddRoundEey (state, w + round * Nb)
end for
SubBytes (state)
ShiftRows (state)
2AddRoundKey (state, w + Nr * Nb)

out = state

end




47

3.4.1.1 Buéc SubBytes
Cac byte dugc thé thong qua bang tra S-box (bang 3.1 ). Pay chinh 14 qua
trinh phi tuyén cua thuét toan. Hop S-box nay duogc tao ra tir mot phép nghich dao
trong trudng hitu han GF (2°) ¢6 tinh chat phi tuyén. Dé chdng lai cac tdn cong dwa
trén céac dic tinh dai sb, hop S-box nay dugc tao nén béng cach két hop phép nghich
dao v6i mot phép bién doi affine kha nghich. Gom 2 budc:

1. Xéc dinh phan tir nghich dao x™* € GF(2%). Quy wéc {00} = {00}.

2. Ap dung phép bién d6i affine (trén GF(2)) ddi vai x* (gia sir x™* c6 biéu
dién nhi phan 1a {X; Xs XsX4 X3X2X1Xo):

yvel 1O 00 1T 11 1x] [1]
vl /L ooo0 11 x| 1]
yal (1110001 1|x,| 0]
yil_[1 111000 1jx| [0
yal (1111 1 00 0fx,| O]
yvs| 0111110 0xg| |1
Yol (000 1 1 1 1 1 Ofxg| |1]
v/ 00001 1 1 1 1fx]| [0]

(3.14)
hay
Yi = Xi © X(i+4) mod 8 D X(i+5) mod 8 D X(i+6) mod 8 8 © X(i+7ymod e @ Ci  (3.15)

vai ¢ la bit thar i cua {63}, 0<i < 7.

Sop |50 |So2 [Soz o |51 |Soz |Sos
o S' B ox 1 1 1 '
S F
Sg |7H ‘f).a*‘ '91‘:;_ &,1 S12 |53
S ] ] [} 1]
2.0 -5',. ) Sﬂ,ﬂ 5-2'3 Sﬂhﬂytﬁs SE‘I:I Sr . quﬂ 52!3
S30 [S30 [S22 [Sa3 S3p |S1 [S32 |53z

Hinh 3.2: Thao tdc SubBytes tac dong trén ting byte cua trang thai.


http://vi.wikipedia.org/w/index.php?title=Rijndael_S-box&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Ph%C3%A9p_ngh%E1%BB%8Bch_%C4%91%E1%BA%A3o&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Tr%C6%B0%E1%BB%9Dng_h%E1%BB%AFu_h%E1%BA%A1n&action=edit&redlink=1
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Bang 3.1: Bang thay thé S-box cho gia tri {xy} ¢ dang thap luc phan
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Poan mi gia cho phép bién doi SubBytes

SubBytes (byte state[4,Nb])
begin
for r = 0 to 3
for c = 0 to Nb - 1
state[r,c] = Sbhox[state[r,c]]
end for
end for

end

3.4.1.2 Buéc ShiftRows
Cac hang duogc dich vong mot s6 vi tri nhat dinh. Di v6i AES, hang dau
duoc gilt nguyén. Mdi byte cua hang thir 2 duoc dich trdi mot vi tri. Twong tu, cac
hang thtr 3 va 4 duoc dich 2 va 3 vi tri. Do vay, mdi cot khdi dau ra cua bude nay sé
bao gom cic byte & du 4 cot khdi dau vao. Pbi véi Rijndael voi do dai khdi khac
nhau thi s6 vi tri dich chuyén ciing khac nhau.

S Shi ftRows S’

Hinh 3.3: Thao tac ShiftRows tac dong trén tirng dong cua trang thai
Byte S, tai dong r cot ¢ s& dich chuyén dén cot (c - shift(r, Nb)) mod Nb
hay:
S’rc = Src+shift(r,Nbymod Nb VET 0 < T <8va0<c<Nb (3.16)

Gia tri di s6 shift(r, Nb) phu thudc vao chi sé dong r va kich thuéc Nb cua
khéi dit liéu.
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Bang 3.2: Gia trj di sb shift(r,Nb)

-

shifi(r. ND)

1 2 3
4 1 2 3
Nb 6 1 2 3
8 1 3 4

M4 gia cho phép bién d6i ShiftRows:

ShiftRows (byte state[4,Nb])
begin

byte t[Nb]

for r = 1 to 3

for c = 0 to Nb - 1
t[c] = state[r, (c + h[r,Nb]) mod Nb]
end for
for c =0 to Nb - 1
state[r,c] = tlc]
end for
end for

end

3.4.1.3 Buéc MixColumns

Bdn byte trong ting cot dugc két hop lai theo mot phép bién dbi tuyén tinh
kha nghich. Mdi khdi 4 byte dau vao s& cho mot khéi 4 byte & dau ra vai tinh chat
13 mdi byte & diu vao déu anh huodng t6i ca 4 byte dau ra. Cung véi budc
ShiftRows, MixColumns da tao ra tinh chat khuyéch tan cho thuat toan. Mdi cot
dugc xem nhu mot da thire trong truong hiru han va dugc nhan véi da thire ¢(X) =
{03} +{01} x* +{01} x +{02} (modulo x* + 1). Vi thé, budc nay co thé dugc xem
Ia phép nhan ma tran trong truong hiru han. Hinh 3.4 mo ta thao tac MixColums tac

dong 1én cot ctia mdi trang thai.

Thao tac nay duogc thé hién ¢ dang ma tran nhu sau:


http://vi.wikipedia.org/w/index.php?title=Khuy%E1%BA%BFch_t%C3%A1n_%28m%E1%BA%ADt_m%C3%A3%29&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Nh%C3%A2n_%28to%C3%A1n_h%E1%BB%8Dc%29&action=edit&redlink=1
http://vi.wikipedia.org/wiki/Ma_tr%E1%BA%ADn

so. | [02 03 01 01][sq, ]
S| |01 02 03 01f|s,
sp.| 101 01 02 03|]s,,
_s;_r_ |03 01 01 02]|s3, |
(3.17)
a(x)

3 - ' ] ]
Sop| "0 Foz |03 E 5,0 S0 foa S0
S0 | F1e f2 |53 5 |50 | S ha [

o
I U ] ! 1 '
S20| S92 22 [%23 E S20 | S2e frz |f23
53,0 Sy, 3 533 S3p 53, 2.2 |33

Hinh 3.4: Thao tac MixColumns tac dong 1én moi cot cua trang thai

3.4.1.4 Bwéc AddRoundKey

Tai budc nay, khoa con dugc két hop vt cac khoi. Khéa con trong moi chu

trinh duoc tao ra tir khoa chinh véi qua trinh tao khoa con Rijndael; moi khoa con

co do dai giéng nhu cac khdi. Qua trinh két hop duogc thuc hién béng cach XOR

tirng bit ctia khoa con véi khéi dit lidu dang xét:

[Slﬂ.r: : 5‘1.:" 2 ‘Sllr 2 Sllr ] = [‘El:'.-c” Sle-%2e: 53.:']@ [wrmn‘*_-"-%—f ] z

vl 0 < ¢ < Nb.

(3.18)

Thao tac bién d6i nguoc cuia AddRoundKey ciing chinh 1a thao tac

AddRoundKey.


http://vi.wikipedia.org/w/index.php?title=XOR&action=edit&redlink=1

52

! = round *Nb )
ot
O ; . th _
Sop |01 o 0.3 P S— So0 [Soaf . [F03
1,': ".-""' W [+ ¢ -‘--“-‘ ] Sl ; 1
ST mam— So [ 513
3'2 @ WE w:!-n WI+3 . : .S'. .
520 |21 £ Fas Sa0 S| T Faz
520|531 | S3¢ Paz 50 |%a] 53, |53

Hinh 3.5: Thao tdc AddRoundKey tac dong 1én mdi cot clia trang thai.

Poan ma gia:

AddRoundRey (byte state[4,Nb], word rkl[])
// rk = w + round * Nb
begin

for c = 0 to Nb - 1

for r =0 to 3

AT

state[r,c] = statel[r,c] xor xbyte(r, rklcl)
end for
end for

end

3.4.1.5 Phét sinh khoa ctia méi chu ky

Céac khoa cua mdi chu ky (RoundKey) duoc phat sinh tir khoa chinh. Quy
trinh phét sinh khéa cho mdi chu ky gom 2 giai doan::

1. M¢ rong khéa chinh thanh bang khdéa ma rong,
2. Chon khoa cho méi chu ky tir bang khéa mé rong.
a) Xay dwng bang khdéa mé rong

Bang khda mé rong 1a mang 1 chiéu chira cac tir (co do dai 4 byte), dugc ky
hiéu 1a w[Nb*(Nr + 1)]. Ham phat sinh bang khdéa ma rong phu thudc vao gié tri Nk,
tuc 1a phu thude vao do dai caa ma khoa chinh
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Ham SubWord(W) thuc hién viéc thay thé (sir dung S-box) tirng byte thanh

phan cua tir 4 byte duoc dua vao va tra két qua vé 13 mot tir bao gom 4 byte két qua

sau kh

i thuc hiéc viéc thay thé.

Ham RotWord(W) thyc hién viéc dich chuyén xoay vong 4 byte thanh phan

(a, b, ¢, d) cua tir duoc dua vao. Két qua tra vé cia ham RotWord 1a mot tir gom 4
byte thanh phan 1 (b, c, d, a)

end

FReyExXpansion (byte key[4 * Nk], word w[Nb * (Nr + 1)1, Nk)

begin

1=0
while (i < Nk)
w[i] = word[key[4*i], key[4*i+1],

key[4*i+2], key[4%i+3]]

end while
i = Nk
while (i < Nb * (Nr + 1))
word temp = w[i - 1]
if (i mod Nk = 0) then
temp = SubWord (RotWord(temp)) xor Rcon[i / Nk]
else
if (Nk = 8) and (i mod Nk = 4) then

temp = SubWord (temp)

end if
w[i] = w[i - Nk] xor temp
i=1+1

end while

Cac hang sb ciia mdi chu ky hoan toan doc lap véi gia tri Nk va duoc xac

dinh bing Reon[i] = (RCIi], {00}, {00}, {00}) vai RC[i] € GF(2%) va thoa:

RC[1]=1 ({01})
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RC[i] =x ({02})+(RCJi-1]) = G
(3.19)

b) Xac dinh khéa cia chu ky
Khoa ciia chu ky thi i dugc xac dinh bao gom céc tir (4 byte) c6 chi s6 tir Nb * i

dén Nb * (i +1) —1 cua bang ma khéa mo rong. Nhu vay, ma khoa cua chu ky
th i bao gdom céc phan tir W[Nb* i], w[Nb* i +1] ,..., w[Nb*(i +1) —1] .

Bang 3.3: Ma khoa ma rong va cach xac dinh ma khoa cua chu ky

(Nb = 6 va Nk = 4)

W | Wy [ W | Wy | Wy | W | W | W | Wg [ Wa [ Wyg| Wi [ Wi | Wis| Wia| Wais|Wis| Wig| ---

M3 khoachu ky 0 Mai khoachuky 1 Ma3 khoa chu ky 2

Viéc phat sinh ma khoa cho céc chu ky c6 thé duoc thuc hién ma khdng nhat
thiét phai sir dung dén mang w{Nb*(Nr +1)] . Trong truong hop dung luong bd nhé
han ché nhu ¢ cac thé thdng minh, cac ma khoa cho tiing chu ky c6 thé duoc xac
dinh khi can thiét ngay trong qué trinh xtr Iy ma chi can st dung max(Nk,Nb)* 4
byte trong bo nho.

Bang khoa m¢é rong luén duoc tu dong phat sinh tir khoa chinh ma khéng
can phai duoc xac dinh truc tiép tir nguoi dung hay chwong trinh tng dung. Viéc
chon Iua khoa chinh (Cipher Key) la hoan toan ty do va khong c6 mot diéu kién
rang buoc hay han ché nao.

3.4.2 Quy trinh giidi ma
Quy trinh giai ma dugc thuc hién qua cac giai doan sau:
1. Thuc hién thao tac AddRoundKey dau tién truge khi thuc hién cac chu ky
giai mé.
2. Nr —1 chu ky giai ma binh thuong: mdi chu ky bao gom bén budc bién
doi
lién tiép nhau: InvShiftRows, InvSubBytes, AddRoundKey, InvMixColumns.

3. Thuc hién chu ky giai md cudi cung. Trong chu ky nay, thao tac
InvMixColumns duoc bo qua.
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3.4.2.1 Phép bién déi InvShiftRows

Lo
L

Sop |%00 |52 |50 Sop [S01 |foa2 |50z

513 |Swo [S11 |52

S22 523 |20 |52

531 [S32 |53 S0

Hinh 3.6: Thao tac InvShiftRows tac dong Ién tirng dong cua trang thai hién hanh.

InvShiftRows chinh & phép bién dbi nguoc caa phép bién doi ShiftRows. Dong
dau tién cua trang thai s& van dugc gitt nguyén trong khac ba dong cudi cua trang thai
s& duoc dich chuyén xoay vong theo chiéu nguoc véi phép bién doi ShiftRows véi cac
di s6 Nb-shift (r, Nb) khac nhau. Cac byte & cudi dong duoc dua vong 1én dau dong
trong khi cac byte con lai co khuynh huéng di chuyén vé cudi dong.

S’\ (c#shifi(r, Nby) mod Nb = Src V61 0<r<4 va 0<c<Nb (3.20)
Gia tri cua di s6 shift(r,Nb) phu thudc vao chi s6 dong r va kich thuéc Nb cua

khdi va duoc thé hién trong Bang 3.1.

Poan ma gia cho phép bién doi nay:

InvShiftRows (byte state[4,Nb])
begin
byte t[Nb]
for r = 1 to 3
for c = 0 te Nb -1

t[(c + h[r,Nb]) mod Nb] = state[r,c]

end for
for c = 0 te Nb - 1
state[r,c] = t[c]
end for
end for

end




56

3.4.2.2 Phép bién déi InvSubbytes

Phép bién d6i nguoc cua thao tac SubBytes, ky hiéu 1a InvSubBytes, sir dung
bang thay thé nghich dao cua S-box trén GF(2%), ky hiéu 1a S-box™. Qua trinh thay
thé 1 byte y dwa vao S-box™ bao gdm hai budc sau:

1. Ap dung phép bién déi affine (trén GF(2)) sau d6i véi y (c6 biéu dién nhi
phan la {y7 Ye Ys Ya Y3 Y2 Y1Yo}):

X, 001 00 1 0 1|y 1

X 1 001 001 0w 0

X, 01 001 00 1|y 1

Xq 1 01 0 0 1 0 0y 0

v, 01010010yl lo

X5 001 01 0 0 1|5 0

Xg 1 0 01 01 0 0|y 0

X 001 00 1 0 1 0Ofuw 0

- T - T T 7 (32))
Hay : Xi = Y(i+2) mods @ Y(i+5) mods D@ Y(i+7ymods @ di (3.22)

véi d; 1a bit thir i cua gia tri {05}, 0<i<7

Pay chinh 14 phép bién d6i affine nguoc cua phép bién doi affine & budc 1
cua S-box

2. Goi x 1a phan tir thudc GF(2%) c6 biéu din nhi phan & {X; XgXsXsX3XoX1Xo }

Xac dinh phan tir nghich dao x™* GF(2%) vé6i quy uéc {00} = {00}
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Bang 3.4: Bang thay thé nghich dao gia tri {xy} ¢ dang thap luc phan
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Poan ma gia cho phép InvSubBytes

Nb])

InvSubBytes (byte state[4,

begin

to 3

I—u

for r

to Nb 1

for c

InvSbox|

te[r,c]

ta

=
w2

end for

end for

end
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3.4.2.3 Phép bién ddi InvMixColumns

InvMixColumns 1a bién d6i nguoc cua phép bién d6i MixColumns. Mdi cot
cua trang thai hién hanh dugc xem nhu da thuc s(x) bac 4 ¢ cac hé sé thuoc GF(2°)
va duoc nhan véi da thuc a™(x) 1a nghich dao caa da thic a(x) (modulo M(x)) duoc
st dung trong phép bién d6i MixColumns,

at(x) = {ob} x> + {0d}x? + {09}x + {0e} (3.23)

Phép nhan s’(x) = a™(x) ® s(x) c6 thé dugc biéu didn dudi dang ma tran:

S0.c Og Ob 0d 089/ 5,
5, 09 Oe Ob o0dl||s
e | = Le 1v6i0 << Nb
$9 ¢ 0d 09 0e O0b||S2,
5. Ob 0d 09 OQells
= ed - LT3 (3.24)

Trong doan ma gia sau, ham Ffmul (X, y) thuc hién phép nhan truong GF(2°)
hai phan tir X va y voi nhau.

InvMixColumns (byte block[4,Nbl)
begin
byte t[4]
for c = 0 to Nb - 1
for r = 0 to 3
t[r] = block[r,c]
end for
for r = 0 to 3
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block([r,c] =
FFmul (0x0e, t[r]) XOT
FFmul (0x0b, t[(r + 1) mod 4]) =xor
FFmul (0x0d, t[(r + 2) mod 4]) =xor
FFmul (0x09, t[(r + 3)| mod 4])
end for
end for

end

3.4.3 Cac van dé cai dit thuit toan

Goi a la trang thai khi bit dau chu ky ma hoa. Goi b, ¢, d, e lan luot 14 trang
thai. Két qua dau ra sau khi thuc hién cac phép bién ddi SubBytes, ShiftRows,
MixColumns va AddRoundKey trong chu Ky dang xét. Quy udc: trong trang thai s (
s=a,b, c,d, e), cot thr j duoc Ki hi¢u s;, phan tir tai dong i cot j ki hiéu 1a Siij-

Sau bién ddi SubBytes:

bt]._j 5[“0.;]
bl.j B S[ﬂrl.j]
b ; Slay ;]
b:; ; S adz -
R R P
Sau bién d6i ShiftRows:
o, j E’*n_;
€Lj | _ bl.[jﬂkiﬁ (1N }jmod NEB
Caj 5:.[;+;mﬁ[:_m Vimod NB
3 j bi.[jﬂhiﬁ (3, N8 ))mod NB

(3.26)

Sau bién ddi MixColumns:

(dy; ] [02 03 01 01 e, |
di; | |01 02 03 01|cy
dy; | [o1 01 02 03fey;
|ds;| |03 01 01 02]es;

-2 (3.27)
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Sau bién doi AddRoundKey:

€0, d 0, . *’fﬂ,.,f
E"l:r _ L d i EE‘I Ie‘Cl,llr'
£2.; df,.’ { 'lrcl."
| €35 | |_ﬂr3:; | |_k_1,j |

(3.28)

Két hop cac két qua trung gian caa mdi phép bién doi trong cing chu ky véi
nhau ta co:

e, | [02 03 01 o1 S[ag ;] IR
e |_|01 02 03 01 5144 (i shift (1.8 mod N & ky ;
€ ; 01 01 02 03§ 5[asissnift(2.8))mod Nb ky ;
es; | |03 01 01 02| 5|43 (s shif(3.N5))mod Nb ks
T - - T (329
Ki hiéu j[r] = (j + shift(r, Nb)) mod Nb ta co:
o [ Sla, 11
e,;] 02 03 01 o1 1 Tk,
e;| |01 02 03 01 S ["um] k
Jl_ &
e,; | |01 01 02 03 g[alj[gd k,
le,,| [03 01 o1 02 K, |
_S[aﬁjlﬁl]_
(3.30)
Khai trién phép nhan ma tran ta co:
%, 02 03 01 o1] [k,
e, | 01 02 03 01| |k,
e, _S{aﬂ--‘[“]} 01 Halg[ﬂl--‘[ﬂ 01 ES{HL-‘P]] 02 ®S[a3w‘[3]} 03 © ks,
e, 03 01 01 02| |k,

(3.31)
Dinh nghia cac bang tra cau Ty, T, T, T3 nhu sau:



SlaJe02] S[a]e 03]

Tn[ﬂ]= S[a] -T1[‘-'3']= S[:;][;]GJ

| Sla]e 03] | sla] |
[ Sla] ] - Sla]
Slal|e03 Sla
nfa-[ 30 1| Skl
Sla]e 02 S[a]e 03
) Slale 02
slal [ sladeo2)
Khi d6 ta viét lai biéu thic (3.32) nhu sau:
3 A )
EJ' = { @ TJ [ni'.j[f] ]] © ”.r'mmd *Nb+j
=0 : (3.33)

Véi round 12 s6 thi tu chu ky dang xét.

Nhu vay, mdi cot ej cua trang thai két qua sau khi thuc hién mot chu ky ma
hoa c6 thé duoc xac dinh bang bn phép toan XOR trén cac s6 nguyén 32 bit sir
dung bén bang tra cau T0, T1, T2 va T3.

Cong thic (3.33) chi 4p dung duoc cho Nr-1 chu ki dau. Do chu Ky cubi
cuing khong thyc hién phép bién d6i MixColumns nén can xay dung 4 bang tra cau
riéng cho chu ki nay:

 S[a]| 0] 0] 0]
0 Sla 0 0
Gilal=| o |-ilal=|" | valal=| O Luslal-| g
0 | 0 | 0 | | S[a]

(3.34)
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3.4.4 Két qua thir nghiém

Toc do xi Iy (Mbit/giay)

Kich tlnrée Pentium Pentium IT Pentium IIT Pentium IV

(bit) 200 MH=z 400 MH= 733 MH=z 2.4 GH=

Khaa Khoi C++ C C++ C O+ C O+ C
128 128 694 70.5 1380 | 1415 | 2529 | 2592 863.0 | 8847
192 128 380 208 116.2 1197 | 2129 | 2193 T26.5 | 7483
236 128 0.1 513 101.2 101.5 1855 186.1 6335 6349

Bang 3.5: Tc do xt Iy caa phuong phap Rijndael
Két qua thir nghiém thuat toan Rijndael duoc ghi nhan trén may Pentium 200
MHz (st dung hé diéu hanh Microsoft Windows 98), may Pentium Il 400 MHz,
Pentium 11l 733 MHz (st dung hé diéu hanh Microsoft Windows 2000

Professional), Pentium 1V 2,4GHz (sir dung hé diéu hanh Microsoft Windows XP
Service Pack 2).

3.4.5 Két ludn

3.4.5.1 Kha nang an toan

- Viéc sir dung cac hang s khac nhau ang véi mdi chu ky gitp han ché kha
nang tinh doi xang trong thuat toan.

- Su khéc nhau trong cau tric cuaa viéc ma hda va giai ma da han ché duoc
cac khoa “yéu” (weak key) nhu trong phuong phap DES.

- Trong cac phién ban m¢é rong, cac khoa dugc st dung thdng qua thao tac
XOR va tat ca nhiing thao tac phi tuyén déu duoc cb dinh sin trong S-box ma
khdng phu thudc vao gia tri cu thé cia ma khoa.

- Tinh chat phi tuyén cung kha nang khuéch tan thong tin (diffusion) trong
viéc tao bang ma khdéa mao rong lam cho viéc phéan tich mat ma dua vao cac khoa
twong duong hay cac khoa c6 lién quan tré nén khéng kha thi.

- Trong truong hop thuat toan Rijndael vai sé lwong chu ky 16n hon 6, khdng
t6n tai phuwong phap cong pha mat ma nao hiéu qua hon phuong phap thir va sai.

- Tinh chat phutc tap cua biéu thuc S-box trén GF(28) cung véi hiéu tng
khuéch tan gidp cho thuat toan khdng thé bi phan tich bang phuong phap noi suy.
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3.4.5.2 Dénh gia

Phuong phép Rijndael thich hop cho viéc trién khai trén nhiéu hé théng khac
nhau, khong chi trén cdc may tinh c4 nhan ma dién hinh Ia s dung cac chip
Pentium, ma ca trén cac hé thong thé théng minh. Trén cac may tinh c& nhan, thuat
toan AES thuc hién viéc xu ly rat nhanh so véi cac phuong phap ma hoa khac. Trén
céc hé théng thé thong minh, phuong phap nay cang phat huy wu diém khong chi
nho vao toe do xir Iy cao ma con nhd vao ma chuong trinh ngan gon, thao tac xir ly
st dung it bo nhé. Ngoai ra, tat ca cac budc xir Iy cua viéc ma hoa va giai ma déu
duoc thiét ké thich hop véi co ché xir 1y song song nén phuong phap Rijndael cang
chtng to thé manh caa minh trén cac hé théng thiét bi méi. Do dic tinh cua viée xu
ly thao tac trén tirng byte dix liéu nén khéng c6 su khac biét nao dwoc dat ra khi
trién khai trén hé thong big-endian hay little-endian.

Xuyén suét phuong phap AES, yéu cau don gian trong viéc thiét ké cing
tinh linh hoat trong xir 1y ludn dugc dit ra va da dugc dap ung. Do 16n cua khéi dir
licu cling nhu caa ma khoa chinh c6 thé tly bién linh hoat tir 128 dén 256-bit véi
diéu kién la chia hét cho 32. S6 lugng chu ky c6 thé dugc thay doi tly thuoc vao
yéu cau riéng dugc dit ra cho tirng @ng dung va hé thong cu thé.

Tuy nhién, van ton tai mot sé han ché ma hau hét lién quan dén qua trinh giai
ma. M4 chuong trinh cling nhu thoi gian xir Iy cia viéc giai ma twong ddi Ién hon
viéc ma hda, mic di thoi gian nay van nhanh hon dang ké so véi mot sé6 phuong
phap khac. Khi cai dat bang chuong trinh, do qué trinh mi hoa va giai md khong
giong nhau nén khdng thé tan dung lai toan bd doan chuong trinh ma héa ciling nhu
cac bang tra ciru cho viéc giai ma. Khi cai dat trén phan cting, viéc giai ma chi st
dung lai mot phan cac mach dién tar s dung trong viéc ma hoa va vaéi trinh tu st
dung khac nhau.

Phuong phap Rijndael v&i mic d6 an toan rat cao cung cic wu diém dang
cha y khéc chac chan s& nhanh chong dugc ap dung rong réi trong nhiéu tng dung
trén cac hé thong khac nhau.
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3.5 Ung dung caa thuat toan

3.5.1 Giao dién chwong trinh

Md Hoa =3

MaHoa | Gisita
| | o
| | LwFie |
Password | MaHoa

i

Reszet

Hinh 3.7: Giao dién chuong trinh.

3.5.2 Churc nang chinh cia chwong trinh
3.5.2.1 Ma hoa
Trong qua trinh m& héa thuc hién cac budc:
- Chon file can m& hda bang cach nhan nat “ChonFile”.
- Nt “LuuFile” cho phép ban luu file cdn ma hoéa dudi dang dudi .rij .

- Nhap PassWord.
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- Khi nhap nut “MaHoa” file ban mudn ma hda s& duoc thyc hién. Két qua s&
duogc hién thi & bang trang phia dudi. Bang nay chi cho phép ngudi dung thay duoc
thong tin sau khi da ma hoa, khong cho phép nguoi dung nhap thém vao.

Duéi cing 13 thanh progress dé biét tién d6 cua qué trinh ma hoa.

Céac bude trén duoc thyuc hién tuan tu.

3.5.2.2 Giai ma

Trong qua trinh giai m ta can thuc hién:
- Chon file can gidi ma bang cach nhip “ChonFile”.
- Sau do, chuong trinh ty dong load file key dudi dang XML trong cung thu muyc.
- Néu muén luu file & thu muc khac ban s& nhan nat “LuuFile” dé thuc hién.

- Néu file key 12 hop 1& nat “GiaiMa” cho phép ban thuc hién qua trinh giai
ma file vai viéc tu dong nhap PassWord.

Duéi ciing 13 thanh progress dé biét tién d6 qua trinh giai ma.

3.5.3 Code thuc hién ma héa va giai ma
/I Ma Hoéa
private void EncryptFile(string scrFileName, string destFileName,

byte[] key, byte[] iv)

Stream scrFile =
new FileStream(scrFileName, FileMode.Open, FileAccess.Read);
Stream rijFile =

new FileStream(destFileName, FileMode.Create,
FileAccess.Write);

using (SymmetricAlgorithm alg =

SymmetricAlgorithm.Create("Rijndael™))

{
alg.Key = key;
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alg.1VvV =v;
progressBarl.Minimum = 0;

progressBarl.Maximum = Convert.Tolnt16(scrFile.Length / 1024) +

1;
progressBarl.Value = 1;
progressBarl.Step = 1;
CryptoStream cryptoStream = new CryptoStream(scrFile,
alg.CreateEncryptor(), CryptoStreamMode.Read);
int bufferlength;
byte[] buffer = new byte[1024];
rijFile.Write(key, 0, 16);
rijFile.Write(iv, 0, 16);
do
{
bufferlength = cryptoStream.Read(buffer, 0, 1024);
rijFile.Write(buffer, 0, bufferlength);
ChuoiMaHoa += "\n" + BitConverter.ToString(buffer, 0,
bufferlength);

progressBarl.PerformStep();
b

while (bufferlength > 0);
rijFile.Flush();
Array.Clear(key, 0, key.Length);
Array.Clear(iv, 0, iv.Length);
cryptoStream.Clear();
cryptoStream.Close();
scrFile.Close();

rijFile.Close();
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MessageBox.Show("Ma hoa file thanh cong™);

¥
/I Giai ma
private void DecryptFile(string scrFileName, string destFileName,
byte[] key, byte[] iv)
{

Stream scrFile =

new FileStream(scrFileName, FileMode.Open,
FileAccess.Read);

Stream destFile =
new FileStream(destFileName, FileMode.Create,
FileAccess.Write);
using (SymmetricAlgorithm alg =

SymmetricAlgorithm.Create(*'Rijndael"))

alg.Key = key;
alg.1Vv =iv;
CryptoStream cryptoStream = new CryptoStream(destFile,

alg.CreateDecryptor(),
CryptoStreamMode.Write)

int bufferlength, i = 0;
byte[] buffer = new byte[1024];
progressBarl.Minimum = 0;

progressBarl.Maximum = Convert. Tolntl6(scrFile.Length/1024)
+1;

progressBarl.Value = 1;
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progressBarl.Step = 1;
do
{
if (i==0)
{
bufferlength = scrFile.Read(buffer, 0, 16);
bufferlength = scrFile.Read(buffer, 0, 16);
I++;

else

bufferlength = scrFile.Read(buffer, 0, 1024);
cryptoStream.Write(buffer, 0, bufferlength);
ChuoiGiaiMa +="\n" + BitConverter. ToString(buffer,
0, bufferlength);
progressBarl.PerformStep();

b
while (bufferlength > 0);

cryptoStream.FlushFinalBlock();
Array.Clear(key, 0, key.Length);
Array.Clear(iv, 0, iv.Length);
cryptoStream.Clear();
cryptoStream.Close();
scrFile.Close();

destFile.Close();
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MessageBox.Show("Giai ma xong", "Thong Bao");

¥
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KET LUAN

Hién nay, voi su phat trién cua khoa hoc hién dai va Céng nghé thong tin,
nganh mat ma da co nhimg budc phat trién manh mé, dat duoc nhiéu két qua ly
thuyét sau sic va tao co sd cho viéc phat trién cac giai phap bao mat, an toan théng
tin trong moi linh vuc hoat dong ctia con nguoi.

Tim hiéu qua cac tai liéu dé tai da hé thdng lai cac kién thirc co ban cua linh
vuc ma hoa, tap trung tim hiéu phuwong phap ma hoa khoa ddi xing va nghién ctu
tirng budc thuc hién cua thuat toan ma hoéa Rijndael. Bude dau xay dung chuong
trinh ma hoa tép tin bang thuat toan Rijndael sir dung thu vién Cryptography.

Db &n tuy con nhiéu diém can phai nghién ciu va hoan thién nhung do thoi
gian va trinh d6 con han ché nén khdng thé tranh khoi nhitng thiéu x6t,nhuoc diém.
Em rat mong dugc sy gop Y cua cac Thay, Co va cac ban.

Em xin chan thanh cam on!
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