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Lbi binh phuong




MO PAU

Cong nghé théng tin va dic biét 13 sy phat trién cua hé thong mang may tinh
d3 tao nén moi truong md va 1a phuong tién trao ddi, phan phdi tai liéu mot cach
tién loi, nhanh chong. Tuy nhién cling dat ra mot van dé vé bao vé tai liéu, ngan
chin viéc danh cdp va sao chép tai liéu mot cach bat hop phap. Van dé an toan va
bao mat thong tin hién nay luén nhan dugc sy quan tdm dic biét cua nhiéu nha

nghién ciru trong nhiéu linh vuc.

Gidu tin trong anh 1a mot bd phan chiém ty 18 16n nhit trong cic chuwong
trinh Gmg dung, cac phan mém, hé thdng gidu tin trong dir liéu da phuong tién boi
luong thong tin duoc trao d6i bang anh 1a rat 16n. Hon nita, gidu thong tin trong anh
cling dong vai trd hét sitc quan trong trong hau hét cac Gmg dung bao vé an toan
thong tin nhu: nhan thirc thong tin, xac dinh xuyén tac thong tin, bao vé ban quyén

tac gia, diéu khién truy nhap, gidu théng tin mat. ..

Do an trinh bay vé gidu va phat hién anh c6 gidu thong tin. Dong thoi trinh
bay vé k¥ thuat gidu tin trén mién dir liéu anh bang SES (Steganography Evading
Statistical analyses). Tir d6 dua ra cac thuc nghiém va danh gia cho viéc phat hién

thong tin 4n gidu trén mién di liéu anh bang SES.

Dé noi rd vé ndi dung nay, dd 4n cta em duoc td chirc gém nam chuong:
Chuong 1: Téng quan k¥ thuat giu tin trong anh.
Chuong 2: Ciu trac chung cta anh Bitmap.
Chuong 3: K§¥ thuat phat hién anh c6 giau tin RS (Regular / Singular).
Chuong 4: K¥ thuét gidu tin SES (Steganography Evading Statistical analyses).

Chuong 5: Cai dat va thu nghiém.
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CHUONG 1: TONG QUAN VE GIAU TIN TRONG ANH

1.1 Tong quan vé gidu tin
1.1.1 Pinh nghia vé gidu tin
Gidu tin 1a k¥ thuat gidu (nhing) modt lwong thong tin sb nao dé vao trong
mot ddi twong dir lidu sb khac.
1.1.2 Muc dich ciia gidu tin
— Baéo mat cho nhiing dir liéu dugc dem giéu.
— Bao dam an toan (bao vé ban quyén) cho chinh cac d6i tuong
chtra nhitng duy liéu gidu trong do.
C6 thé thdy hai muc dich nay hoan toan d6i lap nhau va dan dan phat trién

thanh 2 linh vuc véi nhitng yéu cau va tinh chat khac nhau (Hinh 1.1).

Gi4u thong tin

Gidu tin bi mat Thuy van s
(Steganography) (Watermarking)

Hinh 1.1. Hai linh vyc chinh ciia k¥ thuat gidu thong tin

1.1.2.1 Ky thudt gidu théng tin bi mdt (Steganography)
Pam bao an toan va bao mat thong tin tip trung vao cac k¥ thuat gidu tin dé
c¢6 thé gidu dugc nhiéu thong tin nhat. Thong tin mat duoc gidu trong ddi tugng sao

cho nguoi khac khong phat hién duoc.

1.1.2.2 Ky thudt gidu théng tin theo kiéu danh ddu (Watermarking)
Dé bao vé ban quyén ciia dbi tuong chira thong tin, ky thuat gidu tin tap
trung dam bao mdt s6 yéu cau nhu dam bao tinh bén ving... Pay chinh 1a ung dung

co ban nhat cia k§ thuat thuy van so.



1.1.3 M6 hinh k¥ thuit giau tin
Gidu thong tin vao phuong tién chira va tach 1dy thong tin 13 hai qua trinh tréi
nguoc nhau va ¢ thé mé ta qua so dd khdi cta hé thong nhu sau.

Mo hinh k¥ thuét gidu tin co ban dugc trinh bay trén hinh 1.2.
Kiém tra sau

Thong tin can gidu
l khi tach tin

Dit ligu phua ::>[ Thut toén nhiing Dit ligu mang :> ‘ wh
J ) tin mat oy

Khoéa

Hinh 1.2. Luoc d6 chung cho qua trinh gidu tin

Trén hinh vé:
- Secret Message (M): Thong tin can gidu tiy thudc vao muc dich cua
nguoi sir dung, n6 cb thé 1a thong diép hoic cac logo, cac hinh anh ban quyén.

- Cover Data (1): Dir liéu pha (mdi trudong s& gidu tin nhu: vin ban,
audio, video, ...).

— Embeding Algorithm (E): Thuat toan nhing tin. Thong tin sé& duoc
gidu vao trong phuong tién chtra nhd mdt bd nhing, bo nhang d6 1a chuong
trinh, 12 nhitng thuat toan dé giau tin va dugc thuc hién véi khoa bi mat.

— Key (K): Khoa bi mét duoc st dung trong giau tin.

Stego Data (S): Dir li€éu mang tin mat (moi truong da chira tin mat).

- Control (C): Kiém tra thong tin.



1.1.4 M6 hinh k¥ thuit tach tin

Tach thoéng tin tir cac phuong tién chira dd dugc gidu tin dién ra theo quy
trinh nguoc lai v6i du ra 1a thong tin da duoc gidu vao phuong tién chira.

Phuong tién chira sau khi tach ldy thong tin c6 thé dwgc sir dung, quan 1y
theo nhitng yéu cau khac nhau.

Hinh 1.3 duéi dy chi ra cac cong viéc giai ma thong tin di gidu.

Sau khi nhan dugc ddi twong phuong tién chira ¢ gidu thong tin, qua trinh
giai ma duoc thyc hién thong qua mot bo giai ma tng v4i bo gidu thong tin cing
v6i khod ctia qué trinh gidu.

Két qua thu duoc gdm phuong tién chira gdc va thong tin da gidu. Bude tiép

theo thong tin di gidu s& dugc xur 1y kiém dinh so sanh véi thong tin ban dau.
@ K
C
LS =L = =

Hinh 1.3. Luoc d6 chung cho qué trinh tach tin

1.2 Giau tin trong dnh
1.2.1 Khai niém gidu tin trong anh

Gidu tin trong anh hién dang rat dugc quan tam. N6 dong vai tro hét strc quan
trong trong hau hét cac tmg dung bao vé an toan thong tin nhu: nhan thyc thong tin,
xéac dinh xuyén tac thong tin, bao vé ban quyén tac gia.

Luong thdng tin mang y nghia tuy thugc vao muc dich cua nguoi s dung sé
duoc gidu vao dit liéu anh nhung chét lwong anh it thay dbi va kho cé thé biét dugc

dang sau anh d6 mang nhitng thong tin c¢6 ¥ nghia gi.
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1.2.2 Céc yéu ciu ddi véi giau tin trong anh

Nhitng yéu cau co ban d6i véi gidu tin cho anh 1a:

— Tinh 4n cua giéu tin duoc chén vao anh: Su hién dién cua giéu tin
trong anh khong 1am anh hudng t&i chat lvong cta anh di chén tin.

Tinh 4n cta tin 12 mdt yéu cau rat quan trong ctia phuong phap giau tin. Néu
tinh 4n cua tin khong dugc dam bao thi khong nhitng lam anh hudng t6i chat luong
cua anh ma con dé dang tao diéu kién cho cac hinh thtc tin cong nham loai bo tin
ra khoi anh. Vi anh duoc danh ddu mot cach 1y twong thi anh c¢6 ban quyén va anh
gbc s& khong thé phan biét dugc bang mit thudng. Vi vay gia tri cua buc anh s&
khong bi thay doi va sé& 13 rao can 16n cho nhiing ké pha hoai mudn xoa hoic sira
d6i cac thong tin vé ban quyén anh.

— Tinh bén cua gidu tin: Cho phép cac tin c6 thé ton tai dugc qua cac
phép bién doi anh, bién dang hinh hoc hay cac hinh thtic tn cong cb ¥ khac.

Tinh bén cua gidu tin lién quan dén viéc tach tin tir mot anh c6 ban quyén sau
khi dugc danh dau c6 thé duoc dem ra xir ly dé phuc vu cho cidc muc dich khac
nhau nhu: nén anh, bién ddi hinh hoc, loc anh cai thién anh, cac bién doi cb tinh dé
x04 dau tin ra khoi anh,...v.v. Van dé duoc dit ra lidu sau khi anh bi xt 1y con c6
thé tach duoc lugng tin ra khoi anh khong va tach duoc thi chat luong cia tin c6
dam béo tin cay khong, do d6 khi chén mot ddu an vao anh thi truée hét phai dam
bao tinh an cla nod.

— Tinh an toan: Khong thé xo4 dugc tin ra khoi anh trir khi anh dugc

bién ddi t6i mirc khéng con mang thong tin.

1.2.3 Nhirng dic trung va tinh chit clia gidu tin trong anh
Gidu tin trong anh chiém vi tri chu yéu trong cac k¥ thuat giau tin, vi vy ma
céc k¥ thuat gidu tin phan 16n cling tap trung vao céac k¥ thuat gidu tin trong anh.
Céc phuong tién chira khac nhau thi ciing s& c6 cac ky thuat gidu khac nhau
nén cac k¥ thuat gidu tin trong anh thudng cha y nhiing dic trung va cac tinh chét

co ban sau day.
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1.2.3.1 Phwong ti¢n co chira dir liéu tri gidc tinh

Dit liéu gbc & ddy 1a dit liéu tinh, du di gidu thong tin vao trong anh hay
chua thi khi xem anh bang thi giac, dit liéu anh khong thay doi theo thoi gian, diéu
nay khac voi dir liéu am thanh va dir li¢u bang hinh vi khi nghe hay xem thi dir liéu

goc s€ thay doi lién tuc vai tri giac cua con ngudi theo cac doan, cac bai, Cac anh...

1.2.3.2 Gidu tin phu thuéc dnh
K§ thudt gidu tin phy thudc vao cac loai anh khac nhau. Chang han ddi véi
anh den trang, anh x4m hay anh mau thi ciing c6 nhitng k¥ thuét riéng cho ting loai

anh c6 nhirng dac trung khac nhau.

1.2.3.3 Ky thudt gidu tin loi dung tinh chdt hé théng thi gidc ciia con nguoi

Gidu tin trong anh it nhiéu ciing giy ra nhiing thay doi trén dir lidu anh gbc.
Dit liéu anh duoc quan sat bang hé thong thi gidc cta con ngudi, nén cac ki thuat
gidu tin phai dam bao mot yéu cau co ban 1a nhiing thay ddi trén anh phai rat nho,
sao cho bing mit thudng khé nhén ra duoc su thay doi d6 vi co6 nhu thé thi méi

dam bao dugc do an toan cho thong tin gidu.

1.2.3.4 Gidu théng tin Khong 1am thay déi kich thuwéc anh

Céc phép toan giéu tin s€ duoc thuc hién trén dir liéu cua anh. Dir liéu anh
bao gdm phan header (1 noi luu cac thong tin vé tép, kich thudc, va dia chi offset
vé ving dir liéu), bang mau (c6 thé c6) va dir liéu anh. Khi gidu tin, cac phuong
phap gidu déu bién ddi gia tri cta cac bit trong dit liéu anh trude hay sau khi gidu tin

la nhu nhau.

1.2.3.5 Pdm bdo chit lwong sau khi gidu tin

Pay 1a mot yéu cau quan trong ddi v4i gidu tin trong anh. Sau khi gidu tin
bén trong, anh phai dam bao dugc yéu cau khong bi bién ddi, dé co thé khong bi
phat hién dé dang so véi anh goc.

Yéu cau nay duong nhu kha don gian d6i véi anh mau hodc anh xam boi mdi
diém anh dugc biéu dién boi nhiéu bit, nhiéu gia tri va khi thay d6i mot gia tri nho
nao d6 thi chat lugng anh thay doi khong dang ké, thong tin giau kho bi phat hién,
nhung dbi véi anh den tring mdi diém anh chi 1a den hodc trang, va néu bién doi

mot bit tir tring thanh den va nguoc lai ma khong khéo thi sé& rat d& bi phat hién.
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1.2.4 Céc tiéu chi danh gia ky thuit gidu tin trong anh
1.2.4.1 Tinh v0 hinh

K3 thuat gidu thong tin trong anh phu thudc rat nhiéu vao hé thdng thi giac
ctia con ngudi. Tinh v6 hinh hay khong cam nhan duoc ctia mit ngudi thuong giam
dan & nhitng ving anh c¢6 mau xanh tim, thity van an thuong dugc chon gidu trong

vung nay.

1.2.4.2 Kha ndng gidu théng tin

Kha nang gidu thong tin (Hiding Capacity) hay lugng thong tin gidu dugc
(dung lwong) trong mdt anh dugc tinh bang ti 1¢ gitta lugng thong tin gidu va kich
thudc cua anh. Cac thuat toan giéu tin déu cb géng dat duoc muc tiéu giéu duoc
nhiéu tin va gay nhiu khong dang ké.

Thuc té, ngudi ta luén phai can nhéc giita dung lwong thdng tin can gidu véi
cac tiéu chi khac nhu chat luong (Quality), tinh bén viing (Robustness) ctia thong

tin giau.

1.2.4.3 Chit lwong ciia dnh cé gidu thong tin

Chat luong cia anh c6 gidu tin duoc danh gia qua sy cam nhén cia mat
nguoi. Nén chon nhiing anh cé nhiéu, c6 nhiing vung gbéc canh hodc co cAu truc,
lam danh moi1 truong vi mét thuong it nhan biét duoc su bién doi, khi c6 tin giéu,

trén nhitng anh nay.

1.2.4.4 Tinh bén vitng ciia thong tin dwoc gidu
Tinh bén vimg thé hién qua viéc cac thong tin gidu khong bi thay doi khi anh

mang tin phai chiu tdc dong cua cac phép xur ly &nh nhu nén, loc, bién ddi, ti 1¢,...

1.2.4.5 Thudt toan va d¢ phurc tap cua thudt todn

Can nam dugc mot sb kién thirc co ban vé cdu tric cua anh dé chon ra thuat
toan tim mién anh thich hgp cho viéc gidu tin. P9 phirc tap cia thuat toan mi hoa
va giai ma 1a yéu td quan trong dé danh gia cac phuong phap giiu tin trong anh.
Yéu cau vé do phtrc tap tinh toan phu thudc vao timg Gng dung.

Nhiing trng dung theo hudéng Watermark thuong cé thuat toan phuc tap hon
hudng Steganography.
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CHUONG 2: TONG QUAN VE ANH BITMAP

2.1 Gigi thi¢u anh BITMAP (BMP)

Anh BITMAP (BMP) duoc phat trién boi Microsoft Corporation, duoc luu
trit dudi dang doc 1ap thiét bi cho phép Windows hién thi di liéu khong phu thudc
vao khung chi dinh mau trén bat ky phan ctmg nao.

Tén tép mod rong mac dinh ctia mot t€p anh Bitmap 1a BMP, nét vé dugc thé
hién 1a cac diém anh. Qui wdc mau den, tring twong (mg véi cac gia tri 0, 1.

Anh BMP duoc sir dung trén Microsoft Windows va cac ing dung chay trén
Windows tir version 3.0 trd 1én. BMP thudc loai anh manh.

Céc thudc tinh tidu biéu ciia mot tap tin anh BMP Ia:

- S bit trén mdi diém anh thuong dugc ky hiéu bsi n. Mot anh BMP n
bit c6 2" mau. Gia tri n cang 16n thi 4nh cang ¢ nhiéu mau va cang rd nét hon.

Gia tri tiéu biéu ctia n 1a 1 (anh den tring), 4 (anh 16 mau), 8 (anh 256 mau),
16 (anh 65536 mau) va 24 (anh 16 triéu mau). Anh BMP 24 - bit c6 chét luong hinh
anh trung thuc nhat.

- Chiéu cao cua anh (height), cho boi diém anh.

- Chiéu rong ctia anh (width), cho bai diém anh.

Dic diém ndi bat nhét cia dinh dang BMP 1a tép tin anh thuong khong duoc
nén béng bat ky thuat toan nao. Khi luu anh, céc diém anh duoc ghi truc tiép vao
tap tin mot diém anh s& dugc mé ta bai mot hay nhiéu byte tuy thudc vao gia tri n
cua anh.

Do d6, mot hinh anh luu dudi dang BMP thudng c6 kich c¢& rat 16n, gap
nhiéu 1an so voi cac anh dugc nén (chiang han GIF, JPEG hay PNG).

2.2 Cau triic anh BITMAP (BMP)
Céu tric mot tép anh BMP gém c6 bon phan:
- Bitmap File Header: Luu trit thong tin tong hgp vé tép anh BMP.
- Bitmap Information: Luu trir thong tin chi tiét vé anh bitmap.
- Color Palette: Luu trir dinh nghia ciia mau dugc st dung cho bitmap.

— Bitmap Data: Luu trit timg diém anh cta hinh anh thyc té.


http://vi.wikipedia.org/w/index.php?title=%C4%90i%E1%BB%83m_%E1%BA%A3nh&action=edit&redlink=1
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2.2.1 Bitmap File Header

Dy 1a khdi bytes & phan dau tap tin, sir dung dé dinh danh tap tin.

Ung dung doc khéi bytes nay dé kiém tra xem dé c6 dung 1a tap tin BMP
khong va c6 bi hu hong khong.

Bang 2.1. Chi tiét khéi bytes tiéu dé tap tin BMP

Offset Size Muc dich

Magic number str dung dé dinh nghia tap tin BMP:
0x42 0x4D (ma hexa cua ki tu B va M). Cac muc

duéi day co thé dugc dung:

0000h 2 bytes ]
e BM - Windows 3.1x, 95, NT, ... etc
e CIl-0S/2 Color Icon
e CP - 0S/2 Color Pointer
0002h 4 bytes Kich thudc cta tap tin BMP theo byte
Danh riéng; gia tri thuc té phu thudc vao tng dun
0006h 2 bytes & P & Hne
tao ra hinh anh.
Danh riéng; gia tri thuc té phu thudc vao tng dun
0008h 2 bytes & P & Hne

tao ra hinh anh.

000Ah 4 bytes Offset, dia chi bat dau cac byte dit liéu anh bitmap.
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2.2.2 Bitmap Information

Khéi bytes nay cho biét cac thong tin chi tiét vé hinh anh s& duogc sir dung dé

hién thi hinh anh trén man hinh.
Bang 2.2 du6i diy miéu ta chi tiét khdi bytes thong tin tap tin BMP.

Bang 2.2. Chi tiét khéi bytes thong tin tip tin BMP

Offset Size Muc dich

Eh 4 | Kich thuéc cua tiéu dé (40 bytes).

12h 4 | Chiéu rong bitmap tinh bang pixel (Signed interger).

16h 4 Chiéu cao bitmap tinh bang pixel (Signed interger).

1AR 5 Sb luong cac mat phéng mau sic dugc sir dung. Phai duoc thiét lap
bang 1.

1Ch 5 S6 bit trén mdi pixel, 1a d6 sdu mau cua hinh anh. Gia tri dién hinh
lal,4,8, 16,24 va32.

1Eh 4 Phuong phap nén duoc su dung.

99h 4 Kich thudc hinh anh. Pay la kich thudc cua di li¢u bitmap va
khong nén nham 13n véi kich thudc tap tin.

26h 4 Do phan giai theo chiéu ngang cua hinh anh (Signed interger).

2Ah 4 Do phan giai theo chiéu doc ctia hinh anh (Signed interger).

2Eh 4 S6 lurgng mau trong bang mau.

32h 4 So lugng cac mau sdc quan trong dugc st dung, hoac 0 khi mau sdc

nao ciing déu 1 quan trong, thuong bi bo qua.
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2.2.3 Color Palette

Tiép theo vung Info 1a Color Palette cia BMP, gom nhiéu bd c6 kich thude
bang 4 byte xép lién nhau theo ciu trac Blue — Green - Red va mét byte danh riéng
cho ltensity.

Kich thudc ctia ving Palette mau = 4 * s mau cua anh.

Bang mau xuét hién trong tap tin BMP sau tiéu d¢ BMP va tiéu dé DIB. Vi
vay, offset 1a kich ¢& cua tiéu dé BMP cong véi kich thudce cua tiéu dé DIB.

Vi Palette mau ctia man hinh c¢6 cdu tao theo thir tu Red — Green - Blue nén
khi doc Palette mau ctia anh BMP vao thi phai chuyén d6i cho phu hop.

S6 mau cua anh duoc biét dua trén sd bit cho 1 pixel cu thé 1a:

— 8 bits / pixel: anh 256 mau.
— 4 bits / pixel: anh 16 mau.
— 24 bits / pixel anh 24 bit mau.

C6 tat ca 2 ™ 24 mau RGB khéc nhau, nhung cac loai Bitmap 1 bit (2 mau,
hoic chudn Windows 14 tring - den), 4 bits (16 mau), 8 bits (256 mau) khong thé
khai thac hét, nén chi liét ké cac mau dugc ding trong tép. Mdi mau trong bang
mau duge mb ta bang 4 bytes (BlueByte, GreenByte, RedByte va ReservByte).

Vi du:

Bang mau loai 1 bit chuan Windows c6 8 bytes: 0, 0, 0, 0, 255, 255, 255, 0
(4 bytes dau 1a mau thir 0, 4 bytes sau 13 mau tht 1. Do chi ¢6 0 va 1 nén mo ta mdi
diém anh chi can dung 1 bit).

Tuong tu nhu vay, baing mau cua tép 4 bits co 64 bytes, 1an luot tir mau sb 0
dén mau s6 15, bang mau cta tép 8 bits co 1024 bytes (tir 0 dén 255).

Chinh vi cac mau duoc liét ké nhu vay nén cac mau trong tép 1 bit, 4 bits, 8

bits dugc goi 1a Indexed, con cac mau trong tép 24 bits dugc goi 1a True.
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2.2.4 Bitmap Data

Phan Bitmap Data ndm ngay sau phan Color Palette cia anh BMP. Day la
phan chira cac gia tri mau cta cac diém anh trong BMP.

Dit liéu anh duoc luu ting diém cho dén hét hang ngang (tir trai sang phai),
va timg hang ngang cho dén hét anh (tir duéi 1én trén).

MG&i byte trong vung Bitmap Data biéu dién 1 hodc nhiéu diém anh tiy theo
s6 bits cho mot pixel.

Doi v6i mdi diem anh loai mau Indexed, ta can 1 bit, 4 bits hodc 8 bits dé dic

trung cho diém dang xét ing v6i mau thir miy trong bang mau.

Vi du:

Gia tri 0111 (=7) trong loai BMP 4 bits cho biét diém d6 c6 mau 7 (mau xam
theo chuan Windows). Riéng loai 24 bits thi khong mé ta mau bang thi tu trén bang
mau (néu liét ké hét bang mau cua né thi da ton ca Gigabyte bd nhd va dia) ma

duogc liét ké ludn gia tri RGB cua 3 mau thanh phﬁn.

Vi du:

Trang ={255, 255, 255}, Pen = {0, 0, 0}.

Nhu vay, mdi diém anh loai 1 bit ton 1/8 bytes (ndi cach khac, 1 byte luu
dugc 8 diém 1 bit), loai 4 bits ton 1/2 byte, loai 8 bits ton 1 byte va loai 24 bits ton 3
bytes.

Tuy nhién, tinh chung ca birc anh thi khéi dir liéu khong hoan toan ti 1& thuan
nhu vay ma thudng 16n hon mdt chut.

Ly do chinh & chd ta ngdm quy udc sb bytes can dung cho 1 hang ngang phai
12 boi cia 4. Néu ban ¢6 anh 1 x 1, 1 bit, thi cling tén 66 bytes nhu anh 32 x 1, 1 bit
(54 cho header, 8 cho bang mau, 4 cho 1 hang t4i thiéu).

Néu thir xoay btrc hinh 32 x 1 (vira dung 4 bytes dit liéu) thanh 1 x 32, su
lang phi s& xuat hién, lac d6 mdi hang s& lang phi 31 bits, tong cong 32 lan nhu thé

(31*4 bytes = 124 bytes).
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CHUONG 3: KY THUAT PHAT HIEN ANH CO GIAU TIN RS

3.1 Cac van dé phat hién anh c6 giu tin [2]
3.1.1 Phén tich tin 4n gidu (Steganalynis)

Steganalysis 13 k¥ thudt phat hién su ton tai cua théng tin an gidu trong
multimedia. Giéng nhu thim m3, muyc dich cua steganalysis 1a phat hién ra théng tin

an va pha vo tinh bi mat cua vat mang tin an.

Phén tich anh c6 gidu thong tin thuong dua vao cac yéu t6 sau:

—  Phan tich dua vao cac d6i tuong di mang tin.

—  Phan tich bang so sanh dic trung: So sanh vt mang tin chua gidu tin
vO1 vat mang tin da duogc giéu tin, dua ra su khac biét gitra chliing.

—  Phan tich dua vao thong diép can gidu dé do tim.

—  Phan tich dua vao cic thuat toan gidu tin va cac ddi tuong gidu da
biét: Kiéu phan tich nay phai quyét dinh cac dic trung cta ddi tuong gidu tin, chi ra
cong cu gidu tin (thuat toan) da sir dung.

—  Phan tich duya vao thuat toan giéu tin, d6i tuong géc va doi tuong sau

khi gidu tin.

3.1.2 Cac phwong phap phan tich
3.1.2.1 Phan tich truc quan

Pay 1a phuong phap don gian nhat mac du két qua thuong khong duoc déng
tin cay.

Pé phat hién kha ning mot anh c6 gidu tin hay khong bang viéc phan tich
anh mot cach tryc quan va tim kiém nhiing diém bat thuong.

That vay, viéc thay doi bang mau (cia mdt anh mau) di nho dé gidu thong
diép bi mat co thé dan dén két qua 1a sy thay d6i mau sac 16n trén anh gbc, dic biét
1a néu anh gdc c6 chira cac mau sac khac nhau & mirc do cao.

Thudng dya vao quan sat hodc ding biéu dd histogram giita anh gbc va anh
chua gidu tin dé phat hién ra su khac biét giita hai anh cin ctr dua ra vin dé nghi
van. V6i phuong phap phan tich nay thuong khé phat hién véi anh c6 do nhiéu cao

va kich c& 1on.
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3.1.2.2 Phan tich dinh dang dnh

Phuong phap nay rat rong va thuong dia vao cac dang anh Bitmap dé doan
nhan k¥ thuit gidu hay sir dung, nhu cac anh Bitmap thuong hay st dung gidu trén
mién LSB.

C6 nhiéu dinh dang tép tin anh khac nhau nhu BMP, GIF, JPEG. Moi loai c6
dic diém va céu trac dinh dang t¢p tin khac nhau. Do do, khi thyc hién giéu tin,
ching han gidu tin theo LSB, s& cho sy thay ddi trén anh két qua ¢ cac diém anh
khac nhau. Va khi thyc hién phat hién anh gidu tin ciing vay.
3.1.2.3 Phén tich théng ké

Theo Plitzman va Westfeld, 1y thuyét théng ké co thé ap dung dé phén tich
thdng ké cac cap gia tri (cap gia tri diém anh) dé tim sy khac biét ¢ bit LSB.

Trude khi gidu tin, trén anh chira thong diép (cover image) thi mdi cap hai gia
tri 1a phan phéi khong déu. Sau khi gidu tin, gia tri trong mdi cip cd xu hudng tré
nén bang nhau. Hon nita, néu cac k§y thuat gidu tin mat gidu cac bit thong diép mot
cach tuan ty vao cac diém anh lién tiép nhau, bat dau tir goc trén trai thi ta s& quan
sat dugc sy thay doi dot ngdt trong cac thong ké.

Pay 1a phuong phap sir dung céc 1y thuyét thong ké va thong ké toan sau khi
d3 x4c dinh duoc nghi van dic trung. Phuong phap nay thuong dua ra do tin cdy

cao hon va dac biét 1a cho cac anh dir liéu 16n.

3.2 Ky thuit phat hién RS (Regular Singular) [2] [4]
3.2.1 Gi6i thiéu vé ky thuit RS
K¥ thuat RS (Regular Singular) dugc dé xuat boi nhom tac gia J.Fridich,
M.Goljan va R.Du. Bay la mét ky thuat phat hién va udc lugng thong tin cho anh
c6 gidu tin trén mién LSB.

4

Y tudng:

Chia mién dir liéu anh thanh cic mién nho hon cung kich ¢ khong tring
khép, sau d6 phan cac mién nho nay vao 3 mién: mién déu dan R (Regular), mién di
thuong S (Singular) va mién khong st dung duge U (Unusable) bang mot mat na
phu tro M, ham Hamming f va ham Fy, F_;.

Duya vao thong ké s6 mién cua R va S nhém tac gia thady mot moi quan hé
khac nhau cua anh trudc khi gidu tin va sau khi gidu tin, uéc luong ty 1¢ thay doi

ctia mién R va S chinh 1 ty 1¢ thong tin gidu trén cdc mién LSB cua anh.
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3.2.2 Cac dinh nghia vé ky thuit RS

Gia st ta ¢6 mot anh ¢c6 M x N diém anh. Tap P la tap tat ca cac gia tri diém
anh c6 trén anh. Véi anh da cip xam 8 bit thi P = {0, 1, ...., 255}.

Dinh nghia 1

Ham Hamming xac dinh khoang cach giira cac diém trong mot tap:

n-1
f (Xli X2, .ty Xn) = ZIZJ. |Xi - Xi+1| (31)
Trong do xy, Xy, ..., X, 12 gid tri cac diém anh trén nhom G.
Viéc gidu tin LSB lam ting nhiu trén anh do d6 ta hy vong rang gi tri cua

ham f sé& tang (hodc giam) sau khi gidu tin LSB.

Dinh nghia 2
Viéc gidu tin LSB st dung cac kiéu ham tron (Elip) bit Fr(x) véim = -1, 0, 1
va x 13 gia tri diém anh. Cu thé nhu sau:
Fl:0 1,2 3,4+ 5...,254 < 255. (3.2
Fii-1o0,12,3<4,..,253 < 254,255« 256. (3.3)
Hay F.1(X) = F(x+1) — 1 v&i moi x
Fo(x) =x, v6i VX € P,
Dinh nghia 3
Ham F; va F_; dugc ap dung 1én nhém G (Xq, X, X3, ...., X) VOi mOt mat na
M (M Ia mot n — bd véi cac thanh phén nhan gia tri -1, 0 hoac 1) dugc dinh nghia

nhu sau:
FM(G) = (Fm @y (X2), Fm @) (X2), -ooee s Fmm) (Xn) ) (3.4)
trong d6 M(i) € {-1,0, 1}
Vi du:

Néu diém anh trong nhém G c6 cac gia tri 1a (39, 38, 40, 41) va mot mit na
M= (1,0, 1,0)thi Fy(G) = (F1(39), Fo (38), F1 (40), Fq(41)) = (38, 38, 41, 41).
Dinh nghia 4
Cho mot mat na M, ham F va ham khoang cach f, mdt nhom G céc diém anh
dugc phan 16p vao mot trong ba 16p nhu sau:
GeR<=T(Fu(G)>f(G). (3.5
GeSSf(Fu(G)<f(G). (3.6)
GeU<=Tf(Fu(G)=1f(G). (3.7
Trong d6 R goi 12 cac nhom déu din (Regular), S 1a cac nhom di thuong
(Singular) va U la cac nhém khong sur dung (Unusable).
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Dinh nghia 5

Ta goi:

Rw 14 s6 cac nhom R v6i mit na M khong 4m, M € {0, 1}.

Sw 12 s6 cac nhom S véi mit na M khong am, M e {0, 1}.
R.u 14 s6 cac nhom R véi mit na M khong duong, Me{-1, 0}.
S.v 1a s cac nhom S véi mat na M khong duong, Me{-1, 0}.

Gia thuyét thdng ké cua phuwong phap nay la trong mot anh dién hinh (chua
gidu thong tin) thi gia tri ciia Ry, gin bing gié trj ciia R.y va twong tu gid tri ciia Sy
gan bang gia tri ciia S.y.

Ry = Rmva Sy = S (3.8)

3.2.3 Phwong phap phat hién RS

Cho phép ki hi¢u s6 mién déu din cho mat na M 1a Ry va sé mién di thuong
cho matna M 1a Sy,. TacO Ry + Sy <1 vaR.y+ Sy <1 cho mitna ladm. Cac gia
thiét thong ké vé phuong phap phat hién 1a mot trong nhiing hinh anh tiéu biéu.

Gia tri cua Ry Xép X1 béng gia tri ciia R_y, va cling twong tu cho Sy, va Sy

Ru=RpmvaSy=Swu

Ap dung céc thao tac tron ham F_; cling giéng nhu ham F; t61 mot anh mau,
c6 thé thay d6i vi tri bang 1.

Cho mdt hinh anh tiéu biéu, s nhom R va S thay d6i dang ké khi thay doi vi
tri mau sac bang 1. Su ngiu nhién ctia mién LSB tip trung vao su khac biét giita Ry,
va Sy t6i 0 nhu do dai thong diép m dugc nhung tang 1én. Sau khi tron LSB ctia
50% pixels thi ta dwgc Ry = Sw.

Diéu nay twong dwong véi viée ndi rang kha ning nhung mién LSB khong
mat thong tin 1a 0. Diéu bat ngd 1a anh hudng ctia mién LSB thay ddi ngiu nhién
cling 1am anh hudng truc tiép trén Ry va S.u.

Ching lam tang su khac biét cung vdi d§ dai thong diép m dugc nhing.

Db thi RS trong hinh 3.1 dudi day cho ta thdy Ry, Sm, Rom, Sm ¢6 chirc ning
nhu 13 sé diém anh duogc trén voi LSB. Giai thich riéng cho viée lam ting su khac

biét giita R.y va S.y 12 su bo qua cho tinh khong bén virng.
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Hinh 3.1. D6 thi RS cho mét hinh anh tiéu bicu.
Truc x c6 li€n quan s6 diém anh dugc tron voi LSB, truc y c6 1i€n quan s6 mién déu

dan va di thuong véi matnaMva-M,M=[0110].

Nguon gbc ciia phuong phap RS 1a udc tinh bén dudng cong ciia biéu d6 RS
va tinh toan khéc, su giao nhau cta chung bang cach st dung ngoai suy. Thong
thuong hinh dang cta bon dudng cong trong biéu d6 gan nhu 1 cac dudong thang
hoan toan déi voi anh gbc.

Nhitng thuc nghiém ching to dudng cong Ry va S.y 1a duogc biéu dién véi
nhimg dudng thang hop 1y, trong khi bén trong dudng cong Ry Va Sy ¢ thé dugc
biéu dién gan dung hon véi phuong trinh bac 2.

Céc tham sb cua duong cong xac dinh tir cac diém danh dau trong hinh 3.1.

Theo udc lugng ban dau sé nhém R va S twong Gmg véi cac diém Ry (p/2),
Sm (p/2), Rom (p/2), va S.v (p/2).

Gia dinh thong diép 1a mot chudi bit ngau nhién trung binh chi c6 mot nira
cac pixels s& dugc tron. Néu tron LSB cua tat ca cac pixels trong anh va tinh toan
dugc s6 nhom R va S s& thu duge bdn diém sau: Ry (1 - p/2), Sm (1 - p/2), Rav (1 -
p/2) va Sy (1 - p/2).
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Bang cach thay d6i ngiu nhién mién LSB cua anh gidu thong tin thi s& thu
duoc hai trung diém Ry, (1/2) va Sy (1/2). C6 thé gin cac dudng thing qua cac dinh
Rom (p/2), Rom (1 - p/2) va Sy (p/2), S.m (1 - p/2).

Céc diém Ry (p/2), Rm (1/2), Ry (1 - p/2) va Sy (p/2), Sm (1/2), Sm (1 - p/2)
xac dinh dugc hai parabol.

N6 ¢6 thé tranh duoc thoi gian st dung thong ké du toan cua trung diém Ry,
(1/2) va Sy (1/2) tai cung thoi diém, mudn 1am cho d6 dai thong diép ting 1én hop
Iy bang cach chap nhan thém hai diéu kién (tw nhién):

— Diém giao nhau cua dudng cong Ry va R,y nhu diém giao nhau cia
duong cong Sy va Sy ¢o cung truc toa do x.

— Giao diém dudng cong Ry VA Sy tai m = 50%, hay Ru(1/2) = Sm(1/2).
Gia thiét nay twong duong voi viée néi rang kha nang thu nhan ciia mién LSB ngau
nhién dugc nhung ma khong mat thong tin 13 0 [1].

Sy bién ddi né c6 thé xuit phat tir mot cong thic don gian cho do dai thong
diép p bi mat.

Sau khi dinh lai kich thudc truc x tor mac p/2 — 0 va 100 - p/2 — 1, giao

diém cua truc toa d6 x 1a mot nghiém cua phuong trinh bac hai:

2(dy + do)x® + (d.g— g — dy — 3dg)X + do— dp = 0 (3.9)
do = Rm (p/2) — Sm (p/2), (3.10)
dy = Ry (1- p/2) — Sy (1 - p/2), (3.10)
d.o = Rm (p/2) — S (p/2), (3.11)
d 1= Ry (1-p/2)— S (1-pl2). (3.12)

Do dai thong diép p 1a duogc tinh toan tir nghiém cia x, ¢ gia tri tuyét ddi
nho nhit cta phuong trinh. Puoc tinh bang:
p=x/(x-1/2).
N6 théa man dé noi rang cac duong thang duoc xac dinh boi sé nhém R va S
taip/2 val - p/2.
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3.2.4 Thuét toan RS
Diu vao:
e 11a mot anh cdp xam.
e n: s phan tir cia mot nhom.
e M,: mit na gdbm cac phan tir nhan gia tri trong tap {-1, 0, 1}.
Diura :
Pénh gia S 12 mot anh da gidu tin hay chua gidu tin.
Cach buoc thuce hién
Budc 1: Boc anh 1.
Budc 2: Boc gia tri diém anh vao mot ma tran Ay x n.
Budc 3: P =P Y {x;} voix; € [0, 255].
Budc 4:
Chia anh I thanh M x N/n nhém khac nhau. Mdi nhom n diém anh.
Véi mdi nhém G = (Xq, Xy, ..., X,) ta thuc hién cac budce sau.
Budc 5:
Pé thyc hién viéc phan dit liéu anh thanh mién c6 gia tri déu din va mién gia

tri di thuong ta sir dung ham phu tro.

Tinh ham f (G):
n-1
f(G)= Zi:l |Xi — Xis1
Budc 6:

Cho mat na M = {M(i)} v6ii=1,....,nva M(i) € {-1, 0, 1}. Tinh:
Fm(G) = (Fma(X2), Fme)(X2), --... , Fmm)(Xn))
Budce 7:
Nhom G dugc quyét dinh 1a thuéc nhom nao trong 3 nhom (R (Regular), S
(Singular va U (Unusable)) khi va chi khi:
* GeRof(Fu(G) >f(G)
s GeSeo f(Fu(G) <f(G)
» GeUs f(Fy(G)) =f(G)
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Budce 8: Tinh
= Ry =sb cac nhém R v6i mit na khong 4m, M € {0, 1}.
» Sy =sd cac nhom S véi mit na khong am, M € {0, 1}.
= Ry =sb c4c nhdm R véi mit na khong duong, M € {-1, 0}.
= S =sb cac nhém S v&i mit na khong duong, M € {-1, 0}.
Budce 9:
Néu|Rwm|=]|Sm|thip=1
Nguoc lai thuc hién cac budce 9 dén bude 12.
Budc 10:
Tinh cac hé s6:
" do =Rwm (p/2) —Swm (p/2);
= do =Rm (1-p/2)-Swu(1-p/2);
= do =Rwm(p/2) - S (p/2);
" d1=Rm(1-p/2)-Swm(1-pl2);
Bude 11:
Tinh X, 1a nghiém cta phuong trinh:
2(dy + do) X + (g — dg- dy- 3dg) X, + dg—dg =0
Budc 12:
Tinh uéc luong do dai thong diép p:
P=X,/(X,-1/2)
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CHUONG 4: KY THUAT GIAU TIN SES TRANH PHAT HIEN BANG RS

4.1 Gi6i thiéu ky thuit gidu tin SES

- K§ thuat SES duogc dé xuit boi tac gia Jeong Jae Yu.

- K§ thuat gidu tin trong anh SES (Steganography Evading analyses) 1a k¥ thuat
gidu tin tranh sy phat hién bing phuong phap théng ké RS [4].

4.2 Phwong phap gidu tin SES
4.2.1 Qua trinh giu tin [4]
DPau vio:
— Anh gdc.
- Thong diép can gidu.
Diu ra:
- Anh d3 duoc gidu thong diép.
Cac budc thuc hién:
Bude 1:
— Poc anh gbc P.
- Tinh toan théng ké RS cua anh géc.
Budc 2:
— Doc thong diép.
— Chuyén thong diép sang dang s trong bang ma Ascii.
- Ghép d6 dai thong diép vao phia trudce tin da dugc méa hoa.
Budce 3:
— Chuyén ma Ascii cua thong diép sang dang nhi phan.
Budc 4:
Thuec hién giau tin:

X =

. { x if  5,=LSB(x,)
F.(x;) otherwise re{-11} 4.1)

—  Tinh LSB ctia diém anh.

- So sanh LSB cua diém anh voi 1an luot cac phan tir thong diép da

dugc chuyén do6i sang nhi phan & budc trén.
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Néu phén tir thong diép bang v6i LSB cua diém anh thi diém anh s& duoc gt
nguyén. Nguoc lai, néu khong bang nhau thi xét tiép:

= Néu phan tir thong diép = 1, LSB = 0 => Ta sir dung ham F; .

= Néu phén tir thong diép = 0, LSB = 1 => Ta sir dung ham F; .

Bude 5: Diéu chinh céc théng ké RS voi cac bo phan khong st dung nhiing
trong anh gdc.
— Kiém tra RS cta anh d3 duoc gidu tin.
— St dung mot mang dé danh dau: nhitng diém anh nao duoc gidu tin
thi gan bang 1, nhimg diém anh nao chwa duoc giau tin thi gan bang 0.
— Trén phan ma nhitng diém anh gan bang 0 thi ta diéu chinh RS sao
cho anh sau khi dugc gidu tin tranh phat hién bang thong ké RS.
Ap dung:
Fv (Rm) € S, Fm (Rv) € R (4.2)
=>Rmz=R.m,Suz=S v (4.3)



_>

s<=length(h)*8
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Doc anh gbc P [p,q], doc tin mat L, chuyén tin mat
sang dang ma Ascii

\ 4

Rut ra do dai tin | = length (L)
Ghép do6 dai tin vao trude tin da dugc ma hoa (h)

Chuyén mi Ascii ciia tin sang nhi phan

Géan day nhi phan cua céc ky ty sang mang mess

!

Tinh LSB cua diém anh: r = mod (P(i, j), 2)

P (i,]) =P, J);
B(i,)=0;

b

dil=abs(rm-r_m)
dl 2 =abs (sm-s_m)

v

P(i,1)=P(,J);

P, )=P(i, j)+1;
B(i, ))=1,

P, ))=P(i, J)-1;
B(, )=1;

P(i, ))=P(i, j)-1;
B(i, )=1;

P(, ))=P(, ))+1;
B(, )=1;

rl =mod (P(i, j), 2);

P(, )=P(i, J)-1

r

Két thic |

P@, )=P(i, j)+1

Hinh 4.1. So d gidu tin
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4.2.2 Qua trinh tach tin

Input:

— Anh d3 duoc gidu tin.
Output:

— Anh gbc.

— Théng diép duoc giiu.

Cac budc thuc hién:

— Budc 1: Poc anh giau thong diép.

— Budc 2: Lay LSB cua diém anh cho vao mang mess.

— Budc 3: Liy 8 bit dau tién ctia mang mess, tién hanh chuyén doi tir sd
nhi phan sang dang thap phan, dugc chiéu dai cua thong diép.

- Budc 4: Nhitng bit con lai trong mang mess chuyén thanh s trong
bang ma Ascii.

- Budc 5: Chuyén tir s6 sang xau ki tu , duoc thong diép di giu.

_,, Poc anh can tach tin P [p, q]

'

Tinh LSB cua diém anh: r = mod (P (i, j), 2) ;

mess (m) =r;
Ly 8 bit dau tién ciia mess, doi thanh chiéu dai tin
form=1:8
I (m) = mess (m);
forb=1:8
tong =tong + | (b) *2 ~ (sobit-1);
sobit = sobit — 1;

A

Tach doan bit tin con lai tir mess ra
for n = 1: (tong * 8)
I (n) = mess (n + 8);
Chuyén thanh ma Ascii
!

, Chuyén thanh xau ky tu
for s = 1: length (tt)
td (s) = setstr (tt (9));

Hinh 4.2. So d6 tach tin
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CHUONG 5: CAI PAT VA THU NGHIEM

5.1 Méi trudong thir nghiém

Céc thtr nghiém dung dé danh gia thuat toan va k¥ thuat gidu va phat hién
dugc thuc hién trén moéi truong MATLAP phién ban 2008b.

Chay trén may tinh cdu hinh Pentium (R) Dual-Core CPU T4200 2.00GHz,
bd nhé trong 1 Gb, bd nhéd ngoai c6 dung lugng tréng kha dung 15GB.

Qua trinh thyc nghi¢m can su hd tro cia ph:‘an mém XU Iy anh Photoshop
phién ban CS2 8.0 dé chuyén d6i dir liéu anh tr mau sang anh cip xam thuan tién
cho cac thuan toan.

5.1.1 Tap anh thir nghiém
Tap dir liéu thr nghiém gdém 5 anh chuan kich thuée 512 x 512 trong Hinh

5.1 va 15 anh duogc chup tir may anh k¥ thuat s6, duoc chuyén doi thanh anh xam 8
bit boi phan mém Adobe Photoshop CS2 vé6i nhiéu kich ¢& khac nhau trong Hinh
5.2 dudi day.

. —

airplane.bmp barbara.bmp elanie.bmp

Hinh 5.1. 5 anh chuin

11 12 13 14 15

Hinh 5.2. 15 anh chup bang may anh k¥ thuat s6 véi nhiéu kich cd.
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5.1.2 Do d¢ danh gia PSNR

Ti s6 tin hiéu cuc dai trén nhiéu PSNR (peak signal-to-noise ratio), thuong
duogc viét tit 1a PSNR, 12 mot thuat ngir dung dé tinh ti 1¢ giita gia tri nang luong tdi

da ctia mot tin hi¢u va nang lugng nhi€éu anh hudéng dén do chinh xac cta thong tin.

PSNR dugc st dung dé do chat lugng tin hi€u khoi phuc cua cac thuat toan
nén c6 mat mat dir liéu (vi du: dung trong nén anh). Tin hiéu trong trudng hop nay

la dir 1i€u goc, va nhicu la cac 161 xuat hién khi nén.

Khi so sanh cac thuat toan nén thuong dua vao sy cdm nhén gén chinh xac
cua con nguoi ddi vai dit lieu duoc khoi phuc, chinh vi thé trong mot sb truong hop
dir liéu dugc khoi phuc cua thuat toan nay duong nhu co chét luong tot hon nhirng
cai khac, mic di nd c6 gia tri PSNR thap hon (théng thuong PSNR cang cao thi

chat luong dir liéu duoc khoi phuc cang tot).

N6 duoc dinh nghia thong qua binh phuong trung binh 16i MSE (mean
squared error ) dugc dung cho anh 2 chiéu c6 kich thude mxn trong d6 | va K 13 anh
gbc va anh dugc khéi phuc twong ung:

m—1 n—1

MSE——ZZ (i,5) — K(i,5)]”

i=0 j=0 (5.1)
PSNR dugc dinh nghia:
PSNR = 10 - log,, (%
= 20100 e (5.2)

MAX, 14 gia tri toi da cta pixel trén anh. Khi cac pixel dugc biéu dién boi 8
bits, thi gié tri ciia n6 14 255. Khi hai hinh anh giong hét nhau, MSE sé& bang 0 va
PSNR di dén v6 han.


http://vi.wikipedia.org/w/index.php?title=T%C3%ADn_hi%E1%BB%87u_%28l%C3%BD_thuy%E1%BA%BFt_th%C3%B4ng_tin%29&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Nhi%E1%BB%85u&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=N%C3%A9n_%E1%BA%A3nh&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Mean_squared_error&action=edit&redlink=1
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5.1.3 Ap dung gidu tin trén anh

Hinh 5.3. anh1.bmp

Bang 5.1. Thong ké RS va PSNR ciia anh1.bmp

kganh1- kganh1- kganh1-
anhl.bmp
10kytu.bmp 100kytu.bmp 600kytu.bomp
Rw 3829 3584 3600 3672
R.m 3778 3677 3680 3721
Swm 2488 1244 1267 1375
Sm 2534 1194 1218 1339
PSNR (dB) 50.7441 50.7393 50.7326

Nhan xét : K¥ thuat gidu duoc luong thong tin 16n, qua trinh xt 1y nhanh,
chat lugng hinh anh sau khi gidu tin 1a tét (PSNR >35 dB).
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5.1.4 Mot s6 giao dién chwong trinh
Giao dién chwong trinh chinh bao gom:
- Hé thong

+ Tro giup

+ Thoat
- Gidu thong diép

+ Thuc hién giéu tin

+ Thong ké RS

+ Danh gia PSNR
- Tach thong di¢p

+ Thuc hién tach tin

J trangchuSES E|
Hethong Giauthongdiep Tach thong diep

. TRUONG DAI HOC DAN LAP HAI PHONG

Nganh Cong nghe thbng tin |

>

DO AN TOT NGHIEP:

| Ky thuat giau tin trong anh SES

GV huong dan: TH.S Ho Thi Huong Thom
Sinh vien: Yu Thuy Dung - Lop: CT1101

Giau tin

Tach tin

Thong ke RS

Danh gia PSNR

Thoat

Hinh 5.4. Trang chu
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|

Giau thong diep  Tach thong diep

Tro giup
Thoat TRUONG DA! HOC DAN LAP HAI PHONG

Nganh Cong nghe thong tin
g

DO AN TOT NGHIEP:

Ky thuat giau tin trong anh SES

GV huong dan: TH.S Ho Thi Huong Thom
Sinh vien: Vi Thuy Dung - Lop: CT1101

Giau tin

Tach tin

Thong ke RS

Danh gia PSNR

Thoat

Hinh 5.5. Chtic ning Hé thong

.
He thong 7 Tach thong diep ~
Thuc hien giau tin
Thong ke RS G DAI HOC DAN LAP HAI PHONG
Disinkgs PSR ganh Cong nghe thong tin
40
DO AN TOT NGHIEP:
Ky thuat giau tin trong anh SES
GV huong dan: TH.S Ho Thi Huong Thom
Sinh vien: Yu Thuy Dung - Lop: CT1101
E Giau tin
b’ Tach tin
Thong ke RS
Danh gia PSNR
Thoat

Hinh 5.6. Chirc ning Gidu thong diép
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He thong Giau thong diep g ~

Thuc hien tach thong diep
TRUONG DAT HOC DAN LAP HAI PHONG
Nganh Cong nghe thong tin

DO AN TOT NGHIEP:

Ky thuat giau tin trong anh SES

GY huong dan: TH.S Ho Thi Huong Thom
Sinh vien: Wu Thuy Dung - Lop: CT1101

Giau tin

Tach tin
Thong ke RS
Danh gia PSHR
Thoat

Hinh 5.7. Chirc nang Téch thong diép

M trogiup

Tro giup

Chuong trinh chinh bao gom:

Giau thong diep: * Thuc hien giau tin
* Kiem tra RS
* Danh gia PSR

Tach thong diep:

* Thuc hien tach tin |
Thoat |
T T 2 e s o s o s T e o e

Hinh 5.8. Tro giup



) gd_nhungtin

36

FEX)

CHUONG TRINH GIAU TIN TRONG ANH

Chon anh can giau :|

]

Chon tep can ‘
nhung:

-

Chon muc luu ank

| . ]

ket qua:

I Thuc hien giau tin ] [ Thoat ]

Ank goc Ank da glau tin

J gd_nhungtin

CHUONG TRINH GIAU TIN TRONG ANH

Chon anh can giau :‘

w——

Chon tep can ’

nhung:

Chon muc luu ’
anh ket qua:

| Thuc hien giau tin

Anh goc Anh da giau tin

Hinh 5.9. Chuong trinh gidu tin trong anh
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| gdtachtinSES

CHUONG TRINH TACH TIN TRONG ANH

Chon anh can tach tin : I ]

Cho hiet ten tep luu tin: | |

[ Thuc hien tach tin ] [ Thoat ]

Thong diep tach duoc
la:

J tachtd

CHUONG TRINH TACH TIN TRONG ANH

Chon anh can tach tin: Documer torDesktc S ehinh s ts |

Cho biet ten tep luu tin: Documen | SettingsWAdministra eskic 3 I

Thuc hien tach tin I [ Thoat ]

%u Thuy Dung

Thong diep tach
duoc la:

Hinh 5.10. Chuong trinh tach tin trong anh



J thongkers1
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EO&X

THONG KE RS

Anh da giau tin:

f—

l Thong ke RS anh goc l

l Thong ke RS anh da giau tin

Anh goc Anh da giau tin
08 0.8
R M:
0g - \—I 0.6
0.2 S_M: ‘ | ‘ ‘ 02
0 0 -
0 Anf goc 1 0 CAnt da giau tin 1

) thongkers1

ENSIES

THONG KE RS

Anh da giau tin:

[ -]

l Thaong ke RS anh goc ]

Anf goc

| Thong ke RS anh da giau tin

Anh goc Anrh da giau tin
R M:

W
£

Anf da ofau tin

Hinh 5.11. Chuong trinh thong ké RS
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DANH GIA PSNR

Chon anh goc:
Chon anh nhung :

Thuc hien ] I Thoat l

PSHR:

Anfr goc ARf nieang

EEX

DANH GIA PSNR

Chaon anh goc:

Chan anh nhung :

Thuc hien | Thoat |

PSNR:

Anfr goc Anfr nRNg

Hinh 5.12. Chuong trinh danh gia PSNR
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5.2 Cac modul cai dat
5.2.1 Chirc ning: Thue hién gidu tin trong anh
0 nhap dir ligu:

- Chon anh can giau: click vao nat k== bén canh dé chon 4nh giau tin.

- Chon tép can nhung: click vao nat L= bén canh dé chon tép can gidu tin.
- Chon muyc Iuu anh két qua: Luu trit anh két quéa sau khi gidu tin.

Nt bam:

- Thuc hién giéu tin.

- Thoat: Thoat khoi giao dién chuong trinh gidu thong diép.

5.2.2 Chirc nang: Thuc hién tach tin
0 nhap dir ligu:

- Chon anh can tach: click vao nut L=l bén canh dé chon anh tach tin.

- Cho biét tén tép luu tin: click vao nut - | beén canh dé chon tén tép can luu tin.
Nt bam:
- Thuc hién tach tin.

- Thoat: Thoat khoi giao dién chuong trinh tach thong diép.

5.2.3 Chirc nang: Panh gia PSNR
O nhap dit liéu:

- Chon anh géc: click vao nat ==_1 bén canh dé chon anh chua giéu tin.

- Chon anh nhung: click vao nat L==] ben canh dé chon anh gidu tin.
Nt bam:
- Thuc hién danh gia PSNR.

- Thoat: Thoat khoi giao dién chuong trinh danh gia PSNR.

5.2.4 Chirc niing: Thong ké RS
O nhap dit liéu:

- Anh gé)c: click vao nut | | bén canh dé chon anh chua giéu tin.

- Anh nhung: click vao nut - | bén canh dé chon anh giéu tin.
Nt bam:

- Théng ké RS ciia anh gdc.

- Théng ké RS ciia anh d4 gidu tin.

- Thoat: Thoat khoi giao dién chwong trinh kiém tra RS.



5.3 Thuc nghiém va danh gia

B text10 - Motepad
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File

Edit

Formak

Wiew Help

Chao han

I text100 - Notepad
Edit

File

Farrmak

Hinh 5.13

Wiew Help

. Tép thong di¢p (10 ky tu)

Chao cac ban
Chao cac ban
Chao cac ban

I text1000 - Notepad

minh 1am
minh 1am
minh Tam

Hinh 5.14. Tép thong diép (100 kY tu)

EEX

Hinh 5.15. Tép thong dicp (1000 kY tu)

File Edit Format ‘View Help

Chao cac ban minh lam quen nhe !'! Chao cac ban minh Tam guen nhe !!
Chao cac bhan minh Tam quen nhe!

Chao cac ban minh lam qguen nhe !'! Chao cac ban minh Tam guen nhe !!
Chao cac ban minh lam quen nhe!

Chao cac ban minh lam quen nhe !'! Chao cac ban minh Tam guen nhe !!
Chao cac ban minh lam guen nhe!

Chao cac bhan minh Tam quen nhe !'! Chao cac ban minh Tam quen nhe !!
Chao cac ban minh lam gquen nhe!

Chao cac ban minh lam quen nhe !'! Chao cac ban minh Tam guen nhe !!
Chao cac bhan minh Tam quen nhe!

Chao cac ban minh lam qguen nhe !'! Chao cac ban minh Tam guen nhe !!
Chao cac ban minh lam quen nhe!

Chao cac ban minh lam quen nhe !'! Chao cac ban minh Tam guen nhe !!
Chao cac ban minh lam guen nhe !

Chao cac bhan minh Tam quen nhe !'! Chao cac ban minh Tam quen nhe !!
Chao cac ban minh lam gquen nhe!

Chao cac ban minh lam quen nhe !'! Chao cac ban minh Tam guen nhe !!
Chao cac bhan minh Tam quen nhe!

Chao cac ban minh lam qguen nhe !'! Chao cac ban minh Tam guen nhe !!
Chao cac ban minh Tam quen nhe !|

<1 i >




airplane.bmp airplane10.bmp airplane100.bmp

barbara.bmp barbara10.bmp barbara100.bmp

H " 11!’ *

lake100.bmp

- e

pepper.bmp pepper10.bmp pepper100.bmp pepper1000.bmp

Hinh 5.16. 5 anh chudn trude khi gidu va sau khi gidu
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Bang 5.2. Két qua thuc nghiém trén 5 anh chuén

Lwong giau PSNR
Anh gidu 10 ki tw 100 ki tw 1000 ki tw
Airplane.omp 51.081 51.0694 50.9529
Barbara.bmp 51.132 51.1208 51.0018
Elanie.omp 51.1388 51.1271 51.0122
Lake.bmp 51.1260 51.1138 50.9957
Pepper.bomp 50.6205 50.6086 50.4914

z 2-10-10 Z-100-100 2-1000-1000
3 3-10-10 3-100-100 3-1000-1000

4-100-100 4-1000-1000

S-100-100 S-1000-1000
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5-10-10 &-100-100 &-1000-1000

7 F-10-10 F-100-100 F-1000-1000

o 2-10-10 29-100-100 9-1000-1000

10 10-10-10 10-100-100 10-1000-1000

11-10-10 11-100-100 11-1000-1000

13-100-100

14 14-10-10 14-100-100 14-1000-1000

1s 1S5-10-10 1S-100-100 1S-1000-1000

Hinh 5.17. 15 anh bat ki trudc khi gidu tin va sau khi giau tin.
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Bang 5.3. Két qua thuc nghiém trén 15 anh bt ky

Lwong giau PSNR
Anh gidu 10 ki tw 100 ki tw 1000 ki tw
1 51.1315 51.0596 50.4984
2 51.1036 51.0379 50.4574
3 51.1721 51.1103 50.5271
4 51.1035 51.0416 50.4652
5 50.9447 50.8795 50.3334
6 51.1163 51.0592 50.4878
7 51.0658 50.9999 50.4233
8 51.1517 51.0858 50.5101
9 50.5113 50.4570 49.8941
10 51.1134 51.0530 50.4728
11 51.1666 51.1017 50.5096
12 51.0390 50.9729 50.3996
13 51.0443 50.9944 50.4150
14 50.9601 50.9000 50.3110
15 51.0622 51.0004 50.4302
Nhan xét :

K¥ thudt gidu duoc luong thong tin 16n, qua trinh xtr Iy nhanh, chit luong
hinh anh sau khi gidu tin 13 t6t (PSNR >35 dB). Gidu anh cang nhiéu ky tu thi

PSNR cang giam, diéu ndy chimg to rang chat luong anh gidu thong diép cang cao.
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KET LUAN

D0 4n cua em da thue hién nhirng nhiém vu sau:

1. Trinh bay tong quan k¥ thuét gidu tin.

2. Tbdng quan vé anh Bitmap.

3. Kj thuat phat hién anh c6 giu tin RS.

4. Ky thuat gidu tin SES tranh phat hién bang thong ké RS.

Pay 12 mot kién thirc rt hitu ich va can thiét dé co thé khai thac ngay mot
hiéu qua cac thanh tyu cta tin hoc. P6 ciing 1a mot Iy do dé em chon dé tai nay 1am
d6 4n tot nghiép. Em mong mudn gidi thiéu va phd bién nhirng kién thirc rat co ban
dén ngudi doc.

Viéc két hop gidu thong tin va cong nghé thong tin 1a mot van dé moi dang
dugc nghién cru va phat trién dé phuc vu nhiéu linh vyc khac nhau. Trén thé giéi
ngudi ta dd nghién ciru nhiu vé van dé nay. Ky thuat gidu thong tin trong anh noéi
chung va giau thong tin trong anh x4m noi riéng 1a mot hudng nghién ciru chinh cia
ky thuat gidu thong tin hién nay va da dat nhiéu két qua kha quan.

Trong dé tai nay em da trinh bay mot s6 khai niém lién quan dén k¥ thuat
gidu tin ndi chung va cu thé 13 thuit toan gidu tin SES trong anh néi riéng.

Do con nhiéu han ché vé thoi gian nghién cu nén dé tai nay khong tranh
khoi nhitng thiéu sét, vi vy em rit mong nhan duogc sy dong gop Y kién cia cac
thay c6 dé d6 an duoc hoan thién.

Em xin chan thanh cam on!
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