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LOI CAM ON

Em xin chan thanh gui 1o cam on t6i cac thay c6 cua truong, cac thay ¢ trong Ban
giam hiéu va thay c6 trong B6 mon Tin hoc cua truong Dai hoc Dan 1ap Hai Phong da
tan tinh giang day, giup d& va tao moi diéu kién cho ching em trong suét thoi gian hoc
tap tai truong.

Va em ciing xin gui 167 cam on t6i thay Trinh Nhat Tién — Gido vién huéng dan -
d3 tan tinh, hét 1ong hudng dan em trong subt qua trinh nghién ciru dé hoan thanh dd an

t6t nghiép nay. Em mong thay luén ludn manh khoé dé nghién ciru va giang day, dao

tao ngudn nhan luc cho dat nudc.

Mot 1an nira em xin chan thanh cam on.

Hai Phong, ngay ...... thang ....... nam 2011
Sinh vién thuc hién

Pham Thi Phuong



Chuwong 1. MQT SO KHAI NIEM CO BAN

1.1. CAC KHAI NIEM TRONG TOAN HQC
1.1.1. Khai niém s6 nguyén té
S6 nguy@n t6 1a sé tu nhién 16n hon 1 va chi ¢6 hai wéc 1a 1 va chinh né.

Vidyu: Cacsd 2, 3,5,7, 11, 13, 17, 19, 23, 29, 31,37 ,43... la cac sé nguyén to. Trong

d6 sb 2 12 s6 nguyén tb chan duy nhat.

S6 nguyén tb c6 vai tro va y nghia to 16n trong sé hoc va ly thuyét mat ma. Bai toan
kiém tra tinh nguyén t6 cua mot s6 nguyén duong n va phan tich mot sé n ra thira s6

nguyeén té 1a cac bai toan rat dugc quan tam.
1.1.2. Khéi niém sé nguyén té cing nhau

Mot udc chung d >0 cua cac s6 nguyén ay, ay, ....a,, trong dé moi udc chung cua a;,
ap,...a, déu 1a udc cua d, thi d duoc goi 13 wdc chung 16n nhat (UCLN) cta ay, a, , ...a, .
Ki hiéu d = bgd(a; ay, ...a,) hay d= UCLN(ay, ay, ...ay)-

Néu ged (ay, a, ...a,)=1,thi cac s ay, a,,...a, duoc goi 1a s6 nguyén té ciing nhau.

Vi du: Hai s6 8 va 13 12 hai s6 nguyén té cung nhau vi ¢6 ged (8,13) =1



1.1.3. Mt s6 khai niém trong dai s6
1/. Khai niém Nhom:
Nhom 1a bo cac phan ti (G, *) thoa man cac tinh chat:

+ Kéthop: (x*y)*z=x*(y*z)véimoix,y,ze G
+ Ton tai phantirtrung lape e G:e*x=x*e=x,Vx e G
+ T6n tai phan tir nghich da0 X’ € G: x” * x = X * x

2/. Khai niém Nhém con:

Nhém con cia G latap S c G, S#¢ thoa man cac tinh chat sau:

+Phan tir trung 1ap e cia G nam trong S
+ S khép kin d6i vai phép tinh(*) trong G, tac 13 véi moi x,y € Sthix*y e S
+ S khép kin dbi véi phép lay nghich dao trong G, tirc 1a x™* € S véi moi x € S.
3/. Khai niém Nhém Cyclic:
G duoc goi 1a nhém Cyclic néu ton tai g € G sao cho moi phan tir trong G déu 13 mot
luy thtra nguyén nao doé cua g.
Vi du: Nhém (Z*, +) gdm céc sé nguyén duong 1a Cyclic véi phan tir sinh g =1.
4/. Tap hgp thang dw thu gon theo modulo:
Ki higu Z; ={ XE Z,, x 1a nguyén t6 cung nhau véi n}. Tuc 1a x phai khac 0.

Z: duoc goi la tap thang du theo mod n ¢6 s6 phan tir 1a ¢(n).



1.1.4. Mdt s6 khai niém vé dd phirc tap ciia thuat toan
1.1.4.1. Khdi ni¢m bai todan
Bai toan duoc dién dat bang hai phan:
Input: Cac dir liéu vao cua bai toan.
Output: Cac dit liéu ra cua bai toan(két qua).
Khong mat tinh chat tong quat ctia bai toan gia thiét cac dir liéu trong bai toan déu 1a sb
nguyén.
1.1.4.2. Khai niém thudt todn

“Thuat toan” duoc hiéu don gian 13 cach thirc dé giai mot bai toan. Ciing c6 thé

dugc hiéu bang hai quan niém: Truc giac hay Hinh thtic nhu sau:
1/. Quan niém truc giac vé “thuat toan”

Mot cach truc giac, thuat toan dugc hiéu 1a mot day hiru han cac qui téc( chi thi,
ménh 1énh) m6 ta mot qua trinh tinh toan, dé tir dit liéu da cho (Input) ta nhan dugc két
qué (Output) cua bai toan.

2/. Quan niém toan hoc vé “thuit toan”

Mot cach hinh thirc, nguoi ta quan niém thuat toan 1a mét may tinh Turing. Thuat
toan dugc chia thanh hai loai: BPon dinh va khong don dinh.

Thuat toan don dinh (Deterministic): La thuat todn ma két qua ctia moi phép toan déu
duge xac dinh duy nhat.
Thuat toan khéng don dinh (Nondeterministic): La thudt toan co it nhat mot phép toan

ma két qua ctia n6 13 khong duy nhat.



1.1.4.3. Hai md hinh tinh toan
Hai quan niém vé thuat toan Gmg véi hai mé hinh tinh toan.
Ung véi hai mé hinh tinh todn ¢ hai cach biéu dién thuat toan.
1/. M# hinh ing dung: Thuit toan duoc biéu dién bang ngdn ngit tra Algol.
+ Pon vi nhd: Mot 6 nhd chira toan bo dir lidu.
+ Pon vi thoi gian: Thoi gian dé thuc hién mot phép tinh co ban trong sé hoc hay logic
nhu cdng, trir, nhan, chia.....
2/. Mé hinh 1y thuyét:
Thuat toan duoc biéu dién bang ngon ngir may Turing.
+ Don vi nhd: Mot 6 chita mot tin hi¢u. V61 ma nhi phan thi don vi nhé 1a 1 bit.
+ Don vi thoi gian: Thoit gian dé thuc hién mét budc chuyén hinh trang.
1.1.4.4. Khai niém d¢ phirc tap cua thudt toan
1/. Chi phi ciia thuit toan ( Tinh theo mét bd dir liéu diu vao)
Chi phi phai tra cho mdt qua trinh tinh toan gdm chi phi vé thoi gian va bd nho:
Chi phi thoi gian ctia mot qua trinh tinh toan 13 thoi gian can thiét dé thuc hién mot
qua trinh tinh toan. V§i thuat toan twa Algol: chi phi thoi gian 1a sd cac phép tinh co
ban thyc hién trong qué trinh tinh toan.
Chi phi bé nhé cia mot qua trinh tinh toan 13 s6 6 nhd can thiét dé thuc hién mét qua
trinh tinh toan.
Goi A 1a mot thuat toan, e 1a dir li€u vao cua bai toan da dugc ma hoa béng cach nao
d6. Thuét toan A tinh trén dit liéu vao e phai tra mot gid nhat dinh. Ta ki hiéu: ta(e) Ia
gia thoi gian va Ia(e) 1a gié bd nho.
2/. Do phirc tap vé bd nhé (Trong thuong hop xiu nhit)
La(n) =max{ la(e), v6i |e] = n}, n1a “kich thudc” dau vao cia thuat toan.
3/. Po phirc tap thoi gian ( Trong trudng hop xdu nhit)
Ta(n) = max{ ta(e), v6i |e| = n}
4/. Do phirc tap tiém cin
D0 phuc tap PT(n) duoc goi 1a tiém can té1 ham f(n), ki hi€u O(f(n)) néu ton tai cac
sd ng, ¢ Ma PT(n) = c.f(n), ¥n = n,.
5/.D9 phirc tap da thirc
Do phtrc tap PT(n) dugc goi la da thuc, néu no tiém can t6i da thuc p(n).
6/. Thuit toan da thirc
Thuat todn duoc goi la da thuc, néu do phuc tap vé thoi gian( trong trudng hop xau
nhat) ciia n6 1a da thuc.



1.2. HE MA HOA
1.2.1. Khai niém ma hoa dir li¢u

Pé dam bao dugc an toan thong tin luu trit trong may tinh (giit gin thong tin cd
dinh) hay dam béo an toan théng tin trén duong truyén tin (trén mang may tinh), ngudi
ta phai “che gidu” cac thong tin nay.
“Che” thong tin (dir 16u) hay con goi 1a “ma hod” thong tin 1a thay d6i hinh dang théng
tin gdc, va ngudi khac khé nhan ra.
“Giau” thong tin (dir liéu) 1a cat gidu thong tin trong ban tin khac, va ngudi khac kho

nhan ra.

1/. H¢ ma hoa

Viéc ma hod phai theo nguyén tic nhét dinh, quy tic d6 goi 1a Hé ma hoa.
H¢ ma hoé dugc dinh nghia 1a mot bd nam (P,C,K,E,D) trong do:
P: tap hitu han cac ban rd ¢ thé.
C: tap hiru han cac ban ma c6 thé.
K: tap hitu han cac khoa c6 thé.
E: tap cac ham 1ap ma.
D: 1a tap cac ham giai ma.
Véi khoa lap ma ke € K, ¢6 ham 1ap ma e € E, ey :P— C,
Véi khod giai ma kd € K, ¢c6 ham 1ap ma ey £ D, €y :C— P,
sao0 cho diq (exe(X))=x, WX EP.

O day x duoc got 1a ban 13, ey(x) dugc goi 1a ban ma.



2/. Ma hoa va giai ma

Nguoigti G —» —» ke —» —» Nguoinhan N

(Co6 khoa 1ap ma ke ) (Co khoa giai ma kd )

f

Tin tac c6 thé trom ban ma ey(T)

Nguoi giri G mudn ban tin T cho nguoi nhan N. Bé bao dam bi mat, G ma hoé ban
tin bang khoa lap ma ke, nhan dugc ban mi e(T), sau d6 gui cho N. Tin tic c6 thé
trom ban ma ee(T), nhung ciing “kh6” hiéu duoc ban tin géc T néu khong c6 khoa giai
ma kd.

Nguoi nhan N nhan duoc ban ma, ho dung khoa giai ma kd, dé giai ma ey(T), s&

nhan duogc ban tin géc T = dig(ere(T)).

10



1.2.2. Phan loai h¢ méa hoa
Nguoi ta chia 1am hai loai Hé ma hoa chinh d6 13: Hé ma hoa khoa di xing (hay Hé

ma hoa khoa bi mat) va Hé ma hoa khoa bat doi xang (hay Hé ma hda khoa cong
khai).

1.2.2.1. Hé ma hod khod doi ximg

Hé ma hoa khoa dbi xung 1a Hé ma hoa khoa ma biét duoc khoé 1ap ma thi c6 thé
“d&” tinh dugc khoa giai ma va nguoc lai. Bac biét mot sé Hé ma hoa c6 khoa lap ma

va khoé giai ma trung nhau (ke =kd), nhu Hé ma hoa “dich chuyén” hay DES.

Hé ma hoa khoa d6i xiing con goi 1a Hé ma hoa khoa bi mat, hay khoa riéng, vi
phai gitt bi mat ca hai khod. Trudc khi ding Hé ma hoa khoa ddi xang, nguoi ta guri va
nhan phai thoa thuan thuat toan ma hoa va khoa chung (Iap ma hay giai ma), khoa phai
dugc gitr bi mat.

Do an toan cua khoa nay phu thugc vao khoa.

Vi du

+ Hé ma hoé co dién 1a Ma hoa khoa dbi xung: dé hiéu, d& thuc thi, nhung c6 do an
toan khong cao. Vi gidi han tinh todn chi trong pham vi bang chii cai, st dung trong
ban tin can mé, vi du 1a Z,s néu dung céc chir cai tiéng Anh. Véi hé ma hoa co dién,
néu biét khoa lap ma hay thuat toan lap ma, cé thé “dé” xac dinh duoc ban rd, vi “dé&”

tim dugc khod giai ma.

+ Hé ma hoa DES (1973) 1a M3 ho4 khoa dbi xung hién dai, c6 d6 an toan cao.

11



a). Ddc diém cia Hé mi hod khod doi ximg

Uu diém:

Hé m3 hod khoa dbi xang ma hod va giai ma nhanh hon Hé ma hoéa khoa cong khai.
Han ché:

1/. M4 hoa khoa di ximg chua that an toan véi ly do sau

Nguoi ma hoa va nguoi giai ma phai cé “chung”mét khod. Khoa phai duoc git bi mat
tuyét doi, vi biét khoa nay “d&” xac dinh duoc khoa kia va nguoc lai.

2/. Van dé thoa thuan khoa va quan 1y khoa chung 1a khé khan va phuc tap, Nguoi giri
va ngudi nhan phai ludn thong nhat véi nhau vé khoa. Viéc thay doi khoa la rat kho va
dé bi 16. Khoa chung phai duoc giri cho nhau trén kénh an toan.

Mat khac khi hai nguoi (1ap mé, giai ma) ciing biét “chung” mot bi mat, thi cang kho

gitr dugc bi mat!
b). Noi siz dung Hé ma hod khod déi xieng

Hé ma hoa khoa ddi xtng thuong duoc sir dung trong mot moi truong chung co thé
dé dang trao chuyén bi mat, chang han trong ciing mét mang noéi mang noi bo, Hé ma
hoa khoa di xtimg thuong dung dé ma hoa nhitng ban tin 1on, vi tbc do6 ma hoa va giai

ma nhanh hon H¢ ma hoa khoé cong khai.

12



1.2.2.2. Hé ma hoa khoa cbng khai

Hé ma hoa khod phi déi xing 1a Hé ma hoa c6 khoa 1ap ma va khoa giai ma khéc
nhau (ke # kd) biét duoc khod nay ciing “kho” tinh duoc khoa kia.
Hé ma hoa nay con duoc goi la Hé ma hoa khoa cong khai, vi:
Khod Iap ma cho cbng khai, con goi la khoé céng khai (Public key).
Khoa giai ma gitr bi mat, con goi la khoa riéng (Private key) hay khoda bi mat.

M6t ngudi bat ki ¢d thé dung khoa cong khai dé ma hoa ban tin, nhung chi ngudi
nao co dung giai ma thi méi c6 kha nang doc duoc ban rd.
Hé ma hoa khoa cong khai hay Hé ma hod khoa ddi xing do Diffie va Hellman phat
minh vao nhiing nam 1970.
a). Pdc diém cia Hé ma hoa khoa cong khai

Uu diém:
Thuat toan dugc viét mot lan, cong khai cho nhiéu lan dung, cho nhiéu nguoi ding,

ho chi can giir bi mat kho4 riéng cua minh.
Khi biét cac tham sé ban dau cua hé ma hod, viéc tinh ra cap khoa cong khai va bi mat
phai 1a “dé”, tirc la trong thoi gian da thuc.
Ngudi gui ¢ ban rd 1a P va khoa cong khai, thi “dé” tao ra ban ma C.
Nguoi nhan ¢ ban ma C va khoa bi mat, thi “d&” giai duoc thanh ban rd P.

Nguoi ma hod dung khoa cong khai, nguoi giai ma gitr khoa bi mat. Kha nang 16
khoa bi mat kho hon vi chi c6 mot nguoi git gin.
Néu tham ma biét khoé cong khai, cb gang tim khoa bi mat, thi ching phai dwong dau
Vo1 bai toan “kho”.
Néu tham ma biét khoa cong khai va ban ma C, thi viéc tim ra ban rd P ciing 1a bai
toan “khé”, s6 phép thir 1a vo ciing Ion, khdng kha thi.
Han ché

Hé ma hoa khoa cong khai: ma hoa va giai ma cham hon hé mi hoa khoa di xang.

13



b). Noi sir dung Hé ma hoa khoa cong khai

Hé ma hoa khoa cong khai thuong duoc sir dung chu yéu trén cadc mang cong khai
nhu Internet, khi ma viéc trao chuyén khoa bi mat twong déi kho khan.
Dic trung ndi bat cua hé ma hoa cong khai 1a khoa cong khai (public key) ban ma
(ciphertext) déu co thé guai trén mot kénh truyén tin khong an toan. Co biét ca khoa
cong khai va ban ma, thi thim ma ciing khong dé kham pha dugc ban rd.
Nhung vi téc do6 ma hod va giai ma cham, nén hé ma hoé khoa cong khai chi dung dé
m4 hod nhitng ban tin ngan, vi du nhu ma hod bi mat gui di.

Hé ma hoa khoa cong khai thuong dugc st dung cho cap nguoi dung thoa thuan

khoa bi mat cuia Hé ma hoéa khoa riéng.

14



1.2.3. Hé ma hoa déi xirng cb dién

Khai niém:

Hé ma hoa ddi xtmg da duoc dung tir rat som, nén con goi 1a hé ma hoa ddi xing - ¢o
dién (goi ngin gon 1a Hé ma hoa ddi xang cb dién).

Ldp ma: thyc hién theo cac budc sau:

1/. Nhap ban rg ki ty: RO_CHU.

2/. Chuyén RO CHU ==> RO _SO.

3/. Chuyén RO SO ==> MA_SO

4/. Chuyén MA_SO ==> MA_CHU.

Gidi ma: Thuc hién theo cac budc sau:

1/. Nhap ban ma ki tu: MA_CHU

2/. Chuyén MA_CHU ==> MA_SO.

3/. Chuyén MA_SO ==>R0O SO

4/. Chuyén RO SO ==>RO CHU.

Pé chuyén tir CHU sang SO hay nguoc lai tir SO vé CHU', nguoi ta theo mét qui wéc

nao dé, vi du chit cai thay bang sé theo modulo 26 nhu sau:

ABICIDE|FIGIH|II |[JIKILIM|N|O|P|Q|R|S|T|U|V X

0/1/2/3|4/5/6 |7 (891 1|1 |11 /1|11 1(1(2 2|2
0|1(2 |3|4|5|6 (789|034

Pé thyc hién ma hoa hay giai ma véi cac “sd”, ngudi ta ding cac phép toan s6 hoc theo

modulo 26.

15



Cac hé ma hoa c¢é dién

M4 hod cb dién gém nhiéu hé, vi du:
Hé ma hoa dich chuyén: Khod c6 “chia”. (Thé hién bang 1 gia tri).
Hé ma hoa Affine: Khoa c6 2 “chia”. (Thé hién bang 2 gia tri).
Hé ma hoa thay thé:  Khoa c6 26 “chia”. (Thé hién bang 16 gié tri).
Hé ma hoa VIGENERE: Khoa c6 m “chia”. (Thé hién bang m gia tri).

Hé ma hod HILL: Khoa c6 ma tran “chia”. (Chum chia khoa).

16



1.2.3.1. Hé ma hoa dich chuyén

bat P=C=K=2Z,. Banmad y vaban rd x € Zy.

Voi khoak € K ta dinh nghia:

Ham ma hod: y =ey (x) = (x+k) mod 26

Ham giai ma: y = di (y) = (y-k) mod 26

Dé an toan: Do an toan cua ma dich chuyén rat thap.

Tap khoa K chi c6 26 khod, nén viéc pha khda (thAm ma) c6 thé thuc hién duoc dé
dang bang céch tht kiém tra ting khoéa: k = 1, 2, 3, 4,..., 26.

1.2.3.2. Hé ma hoa Thay thé (Hoan vj toan cuc)

So do

batP=C=2Zy,Banmayvabanrd x € Zys .

Tap khoa K la tap moi hoan vi trén Z,, ta dinh nghia:

Ma hoé: y=e_(X) =m(X)

Giai ma: x=d_(y)=m*(y)

Dé an toan Do an toan cua mé thay thé: thuoc loai cao.

Tap khoa K c6 26! khoa (> 4.10%%), nén viéc pha khoa (tham ma) c6 thé thuc hién bang
cach duyét tuan tu 26! kho, tén rat nhiéu thoi gian!

Hién nay véi hé ma nay, nguoi ta co phuong phap tham ma khac nhanh hon.

17



1.2.3.3. H¢ ma hod AFFINE
So do

PatP=C=X,.Banmadyvaban rd X £ Zyg
Tap khoa K = {(a,b), véia, b € Z,s, UCLN(a,26) = 1}
Véi khoa k = (a,b) € K, ta dinh nghia:
Phép ma hoa y = ex(x) = (a x + b) mod 26
Phép giai ma x = di(y) = a™*(y-b) mod 26
D¢ an toan : Do an toan cua hé ma hoa Affine 1a rat thap.
+ Diéu kién UCLN(a,26) = 1 dé dam bao a c6 phan tir nghich dao a™ mod 26, tic 12
thuat toan giai ma d, luén thuc hién duoc.
+ S6 lugng a& Z, nguyén td véi 26 1a (26) = 12, @6 1a:
1,3,5,7,9, 11, 15,17, 19, 21,23, 25
Cac sb nghich déo theo(mod) 26 twong tng:1, 9, 21, 15, 3, 19, 7, 23,11, 5, 17, 25
+S6 lugng b € Zy 12 26.
+ S6 céc khoa (a,b) c6 thé 1a 12*26 =312. Rat it!

Nhu vay viéc do khoa mat rat dé dang.
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1.2.3.4. Hé madhoa VIGENERE

So do

Dit P = C = K =(Z5)™, m 1a s6 nguyén duong, cac phép toan thuc hién trong Zy.
Ban ma'Y va ban rd X €( Zy)". Khoa k = (K, K,...,km) gdm m phan ti.

Ma hoa Y = (Y1, Yo,....,Ym) = €k(X1, X2,y...Xm) = (X1 +Ky, X2 +K5 ,... X+ Kiy) mod m.,

Giai md X = (Xq, X2, ..., Xm) = de(Y1, Yo,ue0Ym) = (V1 - Ke, V2 - Koo, Y- Kin) mod m.

D¢ an toan: Do an toan cia ma VIGENERE la tuong dbi cao.

Néu khoa géom m ki tu khac nhau, mdi ki tu c¢6 thé duoc anh xa vao 1 trong m ki tu c6

thé, do d6 hé mat nay duoc goi 1a hé thay thé da biéu.
Nhu vay s khoa (46 dai m)co thé co trong mat Vigenere 1a 26™.
Néu dung phuong phap “tan cong vét can”, thim ma phai kiém tra 26™ khoa.

Hién nay véi hé ma nay, nguoi ta co6 phuong phap tham ma khac nhanh hon.

19



1.2.3.5. Hé mahoa Hoan vi cuc bg

So do

Pit P = C = Z,s", m 1a s6 nguyén duong. Ban ma Y va ban rd X (Z)™ .
Tap khoa K Ia tap tat ca cac hoan vi cua {1, 2, ...., m}.

Véi mdi khoak =1 €K, k= (K, Ka,.....Km) g6m m phan tir, ta dinh nghia:
M&hoa Y = (Y1, Ya2,...¥Ym) = €k(X1, X2, Xm) = (X(1ys Xk(2)s+++-Xi(m))

Giai Ma X = (X1, X200 Xmn) = DY1.Y20-Ym) = (Vi) Yk e Yy )

Trong d6 k™ = m~* 1a hoan vi nguoc cia .

Do an toan:

Néu dung phuong phap “tin cong vét can”, tham ma phai kiém tra sb khoa c6 thé 1a:

1!+ 2!43!+..+m! trong d6 m = 26.

Hién nay véi hé ma nay, nguoi ta co6 phuong phap tham ma khac nhanh hon.
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1.2.3.6. Hé¢mahoa HILL

Pt P = C=Z,", m la s nguyén duong. Ban ma Y va ban rd X € (Zy)"
Tap khoa K = {K € Z,™ ™ det (K,26) = 1}. (K phai c6 K™).

Mbi khoa k 12 mot “chim chia khod” (mot ma tran “cac chia khoa™).

Véi mdi k € K dinh nghia:

Ham 1ap ma: Y = (Y1,Y2,-1¥Ym) = €k(X1: X2, Xm) = (X1,X2,---,:Xm) *K

Ham gidi ma: X =(X1,X2,...Xm) = =Ak(Y1,Y2:--Ym) = (Y1,Y2,--,Ym) *K

D¢ an toan:

Néu phuong phap “tin cong vét can”, tham ma phai kiém tra s6 khoa c6 thé vaoi m lan

luot 14 2,3,4,..trong d6 m 16n nhat bang do dai ban rd.
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1.2.4. Hé méa hoé cong khai

1.2.4.1. H¢ ma ho4d RSA

So do:

* Tao cap khoa (bi mat, cong khai) (a,b):

Chon bi mat sé nguyén 16n p, g, tinh n = p*q, cong khai n, datP = C = Z,..
Tinh bi mat (n) = (p-1).(g-1). Chon khod cdng khai b < (n), nguyén té véi (n).
Khoé bi mat a Ia phan tir nghich dao cua b theo mod (n): a*b = 1(mod (n)).
Tap cap khoa (bi mat, cong khai) K = {(a,b)/a,b € Z,, a*b= 1}(mod ¢(n)).
Vi ban rd xE P va ban mé y& C, dinh nghia:

Ham ma hod: y = ex(x) = x* mod n

Ham giai ma: x = di(y) = y* mod n

D¢ an toan:

1/. Hé ma hoa RSA 14 tat dinh, tac 13 v&i ban rd x va mot khoa bi mat a, thi chi c6 mot

ban may.

2/. H¢ mat RSA an toan, khi gitt duoc bi mat khoé giai mé a, p, q, (n).

Néu biét duoc p va g, thi thdm ma d& dang tinh duoc (n) = (9-1)*(p-1).

Néu biét duoc (n), thi thAm ma s& tinh duoc a theo thuat toan Eulide mé rong.
Nhung phan tich n thanh tich cua p va q la bai toan “khé”.

Do an toan ciia hé mat RSA dua vao kha ning giai bai toan phan tich sé nguyén duong
n thanh tich caa 2 s6 nguyén té Ion p va q.
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1.2.4.2. H¢ ma hoa Elgamal

* Tgo cap khoa (bi mdt, cong khai) (a,h):

Chon sb nguyén t6 p sao cho bai toan logarit roi rac trong Z,, 1a “khé giai.
Chon phan tir nguyén thuy g € Z,” . PatP=2,,C =2, X Z,”

Chon khod bi mat laa € Zp*. Tinh khoa cong khai h = g® mod p.

Dinh nghia tap khoa: K = {(p, g, a, h): h = ¢* mod p}

Céc giatri p, g, h dugc cdng khai, phai git bi mat a.

Véibanrd x € Pvabany € C, voi khoa k € K dinh nghia:

* Lgp ma: Chon ngau nhién bi matr € Z,4, ban ma lay = ey (x,r) = (Y1,Y2)
Trong d6 y; =¢" mod p va y, = x*h" mod p.

* Gidi ma: di(y1,Y2) = Ya(y:*) ™ mod p

Do an toan

1/. Hé m& hoa Elgamal 1a khdng tat dinh, tic 1a voi mot ban rd x va 1 khoa bi mat a thi
c6 thé c6 nhiéu hon mot ban ma y, vi trong cdng thac 1ap ma con c6 thanh phan ngau

nhién r.

2/. Bo an toan cua hé mat Elgamal dya vao kha nang giai bai todn logarit roi rac trong

Z,,. Theo gia thiét trong so d6, thi bai toan nay phai “kho ~giai.
Cu thé nhu sau: Theo cong thirc 1ap ma: y = ex(X, 1) = (Y1,Y2)
Trongdoé: y;= g modpvay,=x*h"mod p.

Nhu vay muén xéac dinh rd ban ¢ tir cong thic ys,, tham ma phai biét dugc r. Gia tri nay
cd thé tinh duoc tir cong thuc y,, nhung lai gap bai toan logarit roi rac.
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1.3. CHUKY SO
1.3.1. Giéi thiéu vé chir ky sb

Dé chirng thuc ngudn gbc hay hiéu lrc caa mot tai liéu (vi du : don xin hoc, gidy
bao nhap hoc, ...) lau nay ngudi ta dung chir ki “tay”, ghi vao phia dudi cia mdi tai

lieu. Nhu vay ngudi ki phai truc tiép “ki tay” vao tai liéu.

Ngay nay c4c tai liéu duoc s6 hoa nguoi ta cling c6 nhu cau ching thuc ngudn gbc
hay hiéu luc cua céc tai liéu nay. RS rang khong thé “ki tay vao tai liéu, vi ching

khéng duoc in an trén gidy.

Tai lieu so (hay tai liéu “dién tu™) 1a mot xau cac bit (0 hay 1), xau bit c6 thé rat
dai(néu in trén gidy c6 thé hang nghin trang). “Chit ki” dé chung thuc mot xau bit tai
liéu cling khong thé 1a mot xau céc bit nho dat phia dudi xau bit tai liéu. Mot “chir ki”

nhu vay chac chan sé bi ké gian sao chép dé dat dudi mot tai liu khac bat hop phap.

Nhitng nan 80 cua thé ki 20, cac nha khoa hoc da phat minh ra “chir ki s6” dé

chtng thuc mot “tai liéu s6”. Do chinh 13 “ban ma” cua xau bit tai liéu.

Nguoi ta tao ra “chir ki s6” (chit ki dién tir) trén “ tai lidu s6” giéng nhu tao ra “ban

ma”cua tai liéu vai “khod lap ma”.

Nhu vay “ki s6” trén “ tai liéu s6” 1a “ki” trén tirng bit tai liéu. ké gian kho thé gia mao

“chit ki s6” néu n6 khdng biét “khoa 1ap ma”.

Dé kiém tra mot “chir ki s6” thudoc vé mot « tai liéu s6”, nguoi ta giai ma “chir ki s6”

bang “khoa giai ma”, va so sanh véi tai li¢u goc.
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Ngoai y nghia dé chirng thuc ngudn gbc hay hiéu luc cua cac tai lidu sé hoa, mat
manh caa “chir ki s6” hon “chit ki tay” 12 & chd nguoi ta c6 thé “ki” vao tai liéu tir rat
xa trén mang cdng khai. Hon thé nita c6 thé “ki” bang cac thiét bi cam tay (vi du: dién
thoai di dong) tai khiap moi noi mién 1a két nbi duoc vao mang, d& tén thoi gian, stc

luc, chi phi.

“Ki s6” thyc hién trén tirng bit tai liéu, nén d6 dai caa “chit ki $6” it nhét ciing bang d6
dai cua tai liéu. Do d6 thay vi ki trén tai liéu dai, nguoi ta thuong dung “ham bam” dé

tao “dai dién” cho tai liéu, sau d6 mai “ki so6 ” 1én “dai dién” nay.
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1.3.2. So db chir ki s6

So db chit ki s6 1a bo nam (P, A, K, S,V) trong do:
P 14 tap hop cac van ban ¢ thé.

A 14 tap hitu han cac chit ki co thé.

K 14 tap hitu han cac khoa co thé.

S latap cac thuat toan ki.

V latap cac thuat toan kiém thu.

Véi mdi khod k € K, c6 thuat toan ki Sigx € S, Sigy: P— A c6 thuat toan kiém tra chit

ki Ver, €V, Very : P X A{dung, sai}, thoa man diéu kién sau vai moi X € P, y €A
— Dung, néu y = Sigk(x)

Verg(X,y) =

| Sai, néuy # Sigu(X)

Nguoi ta dung hé ma hod khoa cong khai dé lap  so d6 chit ki s6”. O day khoa bi
mat a dung 1am khoa “ki”, khoa cong khai b 1am khoa kiém tra “chit ki”.

Nguoc lai v&i viéc ma hoa, ding 1am khoa cong khai b dé 1ap mat ma, dung khoé
bi mat a dé giai m4. Piéu nay Ia hoan toan ty nhién, vi “ki” can gitt bi mat nén phai
ding khoa bi mat a dé “ki” con “chit ki ” 1a cong khai cho moi nguoi biét nén ho dung

cong khai b dé kiém tra.
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1.3.3. Phan loai “chir ky $6”
C6 nhiéu loai chit ki tuy theo cach phan loai, sau day 1a mot s cach:
Céch 1: Phan loai chit ki theo dic trung kiém tra chit ki gom co:

+ Chit ki khoi phuc thong diép: La loai chir ki, trong d6 ngudi giri chi can “chir ki”,

ngudi nhan cé thé khdi phuc lai dugc thong diép, da duoc “ki” bai “chit ki” nay.
Vi du: Chit ki RSA la chir ki khéi phuc thong diép.

+ Chit ki khéng khéi phuc théng diép thong diép: La loai chir ki, trong d6 ngudi gui
chi can giri “chit ki, phai giri kém ca thong diép da duoc “ki” bai chir ki nay. Nguoc

lai nguoi nhan s& khong c6 duoc thong diep goc.
Vi du: Chwr ki Elgamal la chir ki di kem thong diép.
Cach 2: Phan loai chix ki theo muc an toan gom co:

1) Chir ki “khong thé pha nhan”: Nham tranh viéc nhan ban chix ki dé st dung nhiéu
lan, tét nhat 1a nguoi goi tham gia truc tiép vao viéc kiém thir chit ki. Didu d6 duoc

thue hién bang mot giao thire kiém thir, dudi dang mét giao thie méii hoi va tra loi.
Vi du:Chir ki khéng phu dinh (Chaum — van Antverpen).

2) Chir ki “mot lan”™:

Dé dam bao an toan, “Kho4 ki” chi ding mét 1an (one time) trén mot tai liéu.

Vi du: Chit ki mot 1an Lamport, chir ki Fail — stop (Van Heyst & Pedersen).
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Céch 3: Phan loai chir ki theo tng dung dic trung gdbm co:
Chtr ki “mu” (Blind Signature).

Chir ki “nhém” (Group Signature).

Chir ki “b¢i” (Multy Signature).

Chtt ki “mu nhom” (Blind Group Signature).

Chit ki “mu boi” (Blind Multy Signature).
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1.3.4. Chir ky RSA
So' do chir ky

* Tao cap khéa (bi mat, cong khai) (a,b):

Chon bi mat s nguyén t4 16n p, g, tinh n = p*q, céng khai n, dit P = C= Z,

Tinh bi mat ¢(n) = (p-1).(g-1). Chon khéa cdng khai b < ¢(n), nguyén tb véi ¢(n).
Khoa bi mat a 1a phan tir nghich dao cua b theo mod d(n): a*b = 1(modd(n)).

Tap cap khda(bi mat, cong khai):

K={(a,b)ab € Z,,a*b =1 (mod ¢(n) )}.

* Ky s6: Chit ky trén xe P 12 y= Sigi(x) = x* (mod n),y € A. (Ry).

* Kiém tra chir ky: Very (x,y) = dang = x =y (mod n). (Ry).

Chuy:

- So sanh so d6 chir ky RSA va so d6 ma hod RSA ta thay c6 su twong ung.

- Viéc ky chang qua l1a ma hod, viéc kiém tht lai chinh 1a viéc giai ma:

Viée “ky s6” vao x twong (ng véi viéc “ma hoa™ tai liéu x.

Kiém thir chit ky chinh 1 viéc giai ma “chir ky”, dé kiém tra xem tai liéu da giai ma co
dung 1a tai liéu truéc khi ky khong. Thuat todn va khod kiém thtr “chir ky” 1a cong

khai, ai cling c6 thé kiém thir chir ky duoc.
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Vi du Ky trén x = 2

* Tao cap khoa (bi mat, cong khai) (a, b):
Chon s6 bi mat sé nguyén té p=3, q=5, tinh n=p*q= 3*5= 15, cdng khai n.
Pit P= C= Z,= Z;s. Tinh bi mat ¢(n) = (p-1).(q-1) = 3*4=8.
Chon khoa cong khai b= 3 < ¢(n) , s6 nguyén t6 ¢(n) =8
Khoa bi mat a= 3, 1a phan tir nghich dao cua b theo mod ¢(n): a*b = 1(modd(n)).
* Kysé: Chirkytrenx=2€ P Ia
y=Sige(x) =x* (mod n) = 2% (mod 15) =8,y € A.

* Kiém tra chir ky:  Very (x,y) = ding = x = y° (mod n) = 2 = 8% (mod n)
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1.3.5. Chir ki ELGAMAL
1.3.5.1. So dé chir ki Elgamal
* Tao cap khoa (bi mat, cong khai) (a, h)
Chon sb nguyén t p sao cho bai toan logarit roi rac trong Z,, 1a “khé” giai.
Chon phan tir nguyénthuy g € Z, . DatP =2, , A=2Z, X Z,1
Chon khod bimatlaa € Zp*, Tinh khoa cong khai h = g* mod p.
Dinh nghia tap khoa: K = {(p, g, a, h): h =g* mod p}.
Céac gia tri p, g, h duoc cdng khai, phai gitr bi mat a.
*Ki s6
Dung 2 khod ki: khoa a va khoa ngau nhién bi mat re Z,;"

(Vir €Z,,", nén nguyén té cling p-1, do d6 ton tai r* mod (p-1)).
Chir ki trén x£ P lay = Sigy (X, r) = (y, 8), YE A
Trong do YEZ,,d EZyy:

y=g" mod p vaé=(x-a*)*r' mod (p-1)

*Kiém tra chir ki: Very(x,y, 8) =dung < h"™y® = g* mod p

Chay: Néu chir ki duoc ki dung, kiém thir s& thanh cong vi:
h*y® =g*"*g"™® mod p = g®""® mod p=g*mod p

Do 6 =(x-a*y) *r' mod (p-1) nén (a*y +r*8) = x mod (p-1).
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Vidu: Chir ky Elgamal trén dix liéu x=112.
* Tao cap khoa (bi mat, cong khai) (a, h):
Chonsénguyénté p=463 . DatP =2, , A=2Z, X Z,4
Chon phan tir nguyén thuy g=2 € Z," .
Chon khoa bi mat la a=211 € Z,,".
Tinh khoa cong khai h = g* mod p = 2*** mod 463 = 249.
Dinh nghia tap khod: K = {(p, g, a, h): h =g* mod p}.
Céac gia tri p, g, h duoc cdng khai, phai gitr bi mat a.
*Ki s6: Chon ngau nhién bi matr =235 & Zp_l*. Khoa ki la (a, r).
Vir €Z,1, nén nguyén t6 cung p-1, do d6 ton tai r* mod (p-1). Cu thé:
UCLN (r, p-1) = UCLN (235, 462) = 1
nén r'* mod (p-1) = 235 " mod 462 = 289.
Chit ki trén dit lieu x = 112 13 (y,5) = (16,18).
Trongdé: y=g" mod p=2°°mod 463 = 16
& = (x-a*7)*r* mod (p-1) = (112-211*16)* 289 mod 462 = 108
*Kiém tra chir ki: Very(x,y, 8) =dung < h"y® = g* mod p
hY * y® =249'°* 16'% mod 463 = 132
g“mod p =22 mod 463 = 132.

Hai gid tri 6 bang nhau, nhu vay chit ky 1a dung.
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1.3.6. Chir ki DSS

So d6 chuin chir ki DSS

So do

* Tao cap khoa (bi mat, cong khai) (a, h):

+ Chon sb nguyén té p sao cho bai toan logarit roi rac trong Z, 1a “khé” giai.
Chon q 1a uéc nguyén td cua p-1. Twc la p-1 = t*q hay p = t* g+1.

(S6 nguyén té p ¢ 512 bit, g ¢& 160 bit).

+ Chon g€ Z,,” 1a cin bac g ciia 1 mod p, (g 1a phan tir sinh caa Z,,").

Tinh .= g', chon khod bi mata € Z,", tinh khoa cong khai h = a* mod p.
+PatP=2,,A= ZyxZ;, K={(p,q,a,a,h)/aE Z,,h =a’mod p}.
+ V6i méi khoa (p, q, a, a, h), k> = a bi mat, k” = (p, q, a, h) céng khai.

* Ki s6 : Dung 2 khoa ki: khoa a va khoa ngau nhién bi mat re Zq*.

Chit ki trén x € Z,,” 1a Sig,- (x, r) =(y, 8) trong do:

y=(a" mod p)mod g, &= ((x+a*y))*r mod q

(Chayr € Z,, a dam bao ton tai r'* mod q)

* Kiém tra chir ki: Voie; =x *6™ mod g, e;=v*8" mod q.

Ver (X, v, 8) = dang < (o™ h® mod p) mod q =1.
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i du

* Tao cap khoa (bi mat, cong khai) (a,h):
Chon p = 7649, q =239 la wdc nguyén té caa p-1,t=32.
Tac lap-1=t*qhay p=t*q+1 =32 * gq+1 = 32*239 + 1 = 7649.
Chon g= 3 € Zg40 12 phén tir sinh @ = g mod p = 7098% mod 7649 =7098.
Chon khoa mat a = 85 khoa cong khai h = o mod p = 7098% mod 7649 = 5387
* Ky sb :Dung 2 khoa ki: a va khoa ngau nhién r =58 € Z,", r mod q = 136.
+ Chir ki trén x € Z," 1a Sigy. (X, r) = (v, 8) trong do:
y=(a" mod p) mod q = (7089°° mod 7649) mod 239 = 593 mod 239 = 115.

&= ((x+a*y))* rmod q= (1246 + 85 * 115 )* 136 mod 239 = 87.
* Kiém tra chir ki: (y, 8) = (115,87) l1a chit ky trén x = 1246,

Véie; =x* &' mod q=1246 *11 mod q = 83,

e, =v* 8" mod q=115*11 mod q = 70.
Diéu kién kiém ther ding ? (o®*h® mod p)modq=1y, vsid'=1.

(7089 mod 7649) mod 239 = 593 mod 239 = 115

34



1.3.7. Chir ky khong thé pha dinh

1.3.7.1. So dé chir ky khong thé phi dinh (Chaum — van Antverpen)

* Chuén bi cac tham sé:

Chon sb nguyén t6 p sao cho bai toan log roi rac trong Z,, 1a kho.

p =2*q+1, q ciing 1a s6 nguyén té.

Goi P la nhdom nhéan con cua Zp* theo ¢ (gdom cac thang du bac hai theo mod p).
Chon phan tir sinh g cia nhém P cép q.

PatP=A=P, K={(p,g,a h):a € Z, ,h = g® mod p}

1/. Thuét toan ky: Dung khoé bi mat k’ = a dé ki 1én x:

Chit ky la y = Sig,(x) = x* mod p.

2/. Giao thirc kiém thir: Dung kho4 cong khai k” = (p, g, h).

Véi X, y € P, nguoi nhan N ciing nguoi gii G thyc hién giao thuc kiém tha:
+ N chon ngiu nhiéne;, e, € Z,

+ N tinh ¢ = y** h*® mod p va giri cho G

+Gtinhd=¢® ™99 mod p va giri cho N

+ N chép nhan y la chit ki dung, néu d= x** g* mod p.
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3/. Giao thiic chdi bé:

+ N chon ngiu nhiéne;, e, € Z,

+ N tinh ¢ = y** h*® mod p, va gti cho G.
+Gtinhd=¢® " ™¥9mod pva g cho N.
+ N thu diéu kien d = x** ¢g* (mod p).

+ N chon ngau nhién f,, f, € Z, .

+ N tinh C = y™ *B™ mod p va gui cho G.
+GtinhD=C%" ™99 mod pva gai cho N.
+ N thir didu kien D = x™ g (mod p).

+ N két luan y 1a chit ki gia mao néu:

@* o) = (D * a™)* (mod p) (thay a bang g).
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Vidu: Kytrénx =229

* Chuén bi cac tham sé:

Chon s6 nguyén té p = 467 =2 *q+1, q = 233 ciing 1a s6 nguyén té.

Chon phan tir sinh cia nhém P 1a g = 4 (P 1a nhém nhan con q cua Zp*).
PatP=A=P, K={(p,g,a h):a € Z, ,h = g® mod p}

Chon khoa mat a = 121, chon khéa c6ng khai h = g? mod p= 4'*'mod 467= 422.
1/. Thuét toan ky: Dung khoa bi mat k> = a dé ki 1én x= 299 .

Chir ky 12 y = Sige(x) = x* mod p=299'** mod 467 = 9.

2/. Giao thirc kiém thir: Dung khoa cong khai k” = (p, g, h) = (467, 4, 422).
Véi x,y € P, ngudi nhan N ciing ngudi giri G thuc hién giao thie kiém thir:
+ N chon ngau nhién e,=48, e, =213 € Z,

+Ntinh ¢ =y h*

mod p = 116 va gui cho G.
+Gtinh d=c® ™99mod p =235 va gui cho N.

+ N chép nhan y la chit ki dung, néu d= x** g* mod p.
N thu diéu kien d = x* g®*mod p .

R6 rang 235 = 229 * 8 4%3 (mod 467).

N chap nhan y = 9 dung 1a chix ky caa G trén x = 229.
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3/. Giao thirc chdi bd
Gia sir G guri tai liéu x = 226 vai chir ky y = 183. Giao thirc chdi bo thuc hién:
+ N chon ngau nhién e;= 47,e,= 137 € Z,.
+Ntinh  ¢c=y* h* modp =306, vagui cho G.
+Gtinh  d=c¢% ™ 9mod p =148 va giri cho N.
+ N thu diéu kien d = x** g* (mod p).
Pidu kién trén khong ding vi: 184 # 226%" *4™" = 145 mod 467.
N lai tiép tuc thuc hién buéc 5 cua giao thirc.
+ N chon ngau nhién ;= 225, f, = 19 € Z".
+ N tinh C = y™ *B™ mod p = 348, va gui cho G.
+Gtinh D = ¢& ' ™% mod p =426, va gui cho N.
+ N thir didu kien D = x™ g (mod p).
D = 426 trong khi x™ g (mod p) = 226°%° * 4'% = 295 mod 467.
Diéu kién 8 1a dung, nén N thuc hién budc 9:
+ N két luan y 1a chix ki gia mao néu:
(d* o) = (D * «™)* (mod p) (thay @ bing g).
N tinh gia tri cua 2 vé dong du = (d* o)™ = (184 * 4%")**® = 79 mod 467
(D * o) = (426 * 4% = 79 mod 467

Hai gia tri d6 bang nhau. Két luan chi ky y 1a gia mao.
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Chwong 2. GIAO THUC PHAN PHOI KHOA MAT
2.1. KHAI NIEM PHAN PHOI KHOA MAT

Phan phéi khoa mat 1a co ché dé mot té chirc chon khod mat, sau dé truyén khoa
mat, hay chi truyén “vét li¢u cong khai” va “cach thire” tao khoa mat dén cap nguoi

ding muédn c6 chung khoa mat.

Hon thé nita bao dam riang thAm ma kho c6 thé kham pha hay trao ddi khod mat cua ho.

Phuong phap thiét 1ap khoa chung nay phai nho mét té chie tin cay (TT) diéu phdi.

Van dé dat ra 1a bang cach nao dé trung tim dwoc uy quyén (TT) c6 thé chuyén mot
cach an toan khoa mat dén cip nguoi dung U va V muén c6 chung khoa mat K,,? hay

chi chuyén vat liéu cdng khai hay céch thirc tao khoa mat cho ho.

Mit khac giam duoc luong thong tin can truyén di va cit gitt caa mdi cip ngudi
ding. Hon thé nita bao dam rang ké thAm ma kho thé kham pha hay trao doi khoa mat

cua cap nguoi dung. Hién c6 hai phuong phap chinh:
+ Phwong phap thong thwong:

Trung tdm dugc uy quyén (TT) chuyén ting khoa mat cho cip ngudi ding U.
Phuong phép nay phai ding nhiéu thdng tin truyén di va cat giir, mit khac do an toan

thap khi truyén khoa trén mang cong khai. Mat khac TT ciing biét duoc khod mat.
+ Phwong phap hi¢éu qua:

Trung tam duogc uy quyén (TT) chi chuyén vat liéu cong khai va cach thirc tao khoé
mat dén cap ngudi dung U va V, trong khi ngudi dung van giit gin vat liéu riéng (bi

mat) dé thiét 1ap khoa.

Phuong phép nay khong phai ding nhiéu théng tin truyén di va cét giir, mat khac
d6 an toan cao, vi chi truyén trén mang vat liéu céng khai va cach thic tao khod, chir
khong truc tiép khoa mat
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2.1.1. Phan phéi kho4 theo phwong phap théng thuwong

Gia str, 6 mot mang khéng an toan gdm n ngudi dung, Trung tim dwgc uy quyén

(TT) phan phéi kho riéng cho mdi cip nguoi dung.

Theo phuong phap thong thuong, tong sé khoa riéng gitra 2 nguoi ding nhiéu nhat 1a
(n-1) + (n-2) + (n-3) +...+2+1 = n(n-1)/2.

Nhu vay ngudi dung phai luu trit (n-1) khod. TT phai tao ra n(n-1)/2 khoa va chuyén
mdi khod cho duy nhat mét cap nguoi dung.

Phuong phap nay chi nén st dung khi s6 ngudi ding khong nhiéu. Néu n 16n thi giai
phap nay khdng thuc té, vi luong thdng tin rat Ion can phai truyén di kho bao dam an
toan, mat khac vi ngudi dung phai cat giit nhiéu khoa mat. B6 1a cac khoa mat cua (n-

1) nguoi dung khac.

40



2.1.2. Phan phéi kho4 theo phwong phap hiéu qua

Phuong phap phan phdi khoa hiéu qua dat duoc hai tiéu chi sau:
+ Bao dam an toan céc thdng tin vé khoa mat.
Tuc 1a bao dam rang tham ma kho c6 thé kham pha hay trao d6i khoa mat.

+ Giam dugc thdng tin can truyén di va cat git, trong khi van cho phép mdi cip nguoi

dung tinh toan dugc khod mat.

Hién nay cd nhiéu phuong phap phan phdi khoé hiéu qua, trung tim duoc uy quyén
(TT) chi chuyén vat liéu cong khai va cach thic tao khod mat dén cap nguoi dung.

Nguoi dung tu tinh khoa chung cho ho.

Tham méi c6 trom duoc tin trén duong truyén, ciing kho tinh duoc khod mat vi

khong biét vat liéu bi mat cia nguoi dung.

Sau ddy s& gioi thieu mot sé phuong phap phan phdi khoa hiéu qua: So dd phan

phéi khoa Blom, Diffie-Hellman, Kerboros,...
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2.2.  GIAO THUC PHAN PHOI KHOA BLOM
Y twéng chinh
Ta gia thiét rang c6 mot mang gdm n ngudi st dung.

Gia sur rang cac khoa dugc chon trén truong hiru han Z |, trong dé p 1a s6 nguyén to

(p=n).

Cho k 1a s6 nguyén, 1 < k < n-2. Gi4 tri k dé han ché kich thudc 16n nhat ma so do van
duy tri dugc d§ mat.

TT s& truyén di k+1 phén tir cia Z, cho ngudi st dung trén kénh an toan (so voi n-1
trong so do phan phéi trude co ban). Mdi cip nguoi sir dung U va V s& ¢ kha ning
tinh khoa K, , = K, , nhu trudc day.

Piéu kién an toan nhu sau: tap bat ki gom nhiéu nhat k nguoi sir dung khong lién két

tir {U, V} phai khdng c6 kha niang xac dinh bat ki théng tin nao vé K, ..
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2.2.1. Giao thic khoa Blom véi k =1

So do

1/. S nguyén t6 p cong khai, véi ngudi sir dung U, phan ti r, e Z,1a cong khai, khac

nhau.

2/. TT chon 3 phan tir ngau nhién bi mat a, b, ¢ € z, (khdng can khac biét) va thiét lap

da thuc:
f(x,y) = (a + b*(x +y) + c*x*y) mod p.

3/. Véi nguoi sit dung U, TT tinh da thtre: g (X) = f(X, ry) mod p va truyén gy(x) dén U

trén kénh an toan.

gu(x) 1a da thirc tuyén tinh theo x, cd thé viét:
gu(X) = f(x, ry) mod p = (atb.(x+ ry) + ¢.X. ry mod p) mod p hay
gu(X) = a,+ by*x, trong do:
a,=a+b*r, mod p
b,=b+c*r, mod p
4/. Néu U vaV mudn lién lac vgi nhau, ho s& diing khoa chung:
Ky v =Ky =1f(r, ry) =@+ b*(r,+r,) +c.r..ry,) mod p.

U tinh K, , = f(ry, rv) = gu(ry) =(at+b.(r,+ ry) + c.ry. ry ) mod p.

V tinh K, = f(r,r) = gu(ry) =(at+b.(ry+ ry) + c.ry.ry) mod p.

Do tinh chat ddi xiing cia da thic f(x,y), nén Ky,= K.
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Vidul
1/. Gia sir ¢4 3 ngudi sir dung 14 U,V va W. Chon s nguyén t p =17,

Cac phan tir cong khai cua ho lar,= 12, r,= 7, r, = 1.

2/. TT chon ngau nhién, bi mata =8, b =7, ¢ = 2. Khi d6 da thuc f nhu sau:
f(x,y) = (8 + 7*(x + y) + 2*x*y) mod 17.

3/. TT tinh cac da thirc va gui cho U, V, W tuong tng la:

gu(X) = f(x, 12) = (8 + 7*(x + 12) + 12*2*x ) mod 17 = 7 + 14*x.

g(X)=1f(x, 7) =(B8+7*(x+ 7)+ T7*2*x) mod 17 =6 + 4*X.

gw(X) =F(x, 1) =8+ 7*(x + 1) + 12*2*x ) mod 17 =15 + 9*x.

4/. Khi U va V mudn lién lac véi nhau, nguoi dung ti tinh khoa chung:
U tinh K, = gu(ry) = f(ry,r) =(@+b.(ry+ ry) + c.ry. ry, ) mod p

=7+ 14*7 mod 17 = 3.

V tinh K\ = gy(ry) = f(ry,ry) =(atb.(ry+ ry) + c.ry.ry) mod p
=6+ 4*12 mod 17 =3.

* 3 khod tuong tng véi 3 cap nguoi dung la:

Kyv =f(re,r) = (8 +7*(12 + 7) + 2*12*7 ) mod 17 = 3.

Ko w = f(ryry) =(8 + 7%(12 + 1) + 2*12*71) mod 17 = 4.

Ky w = f(rv,fw) = (8 + 7%(7 + 1) + 2*7*71) mod 17 = 10.
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Mazc an toan
a). So' dé Blom véi k = 1 an toan véi 1 déi thii.
Dinh ly:
Theo so d6 Blom véi k =1, khoa ciia mdt ciap doi tac 1a an toan khong diéu kién
treéc bat ki ngudi str dung thir ba.
TT: Khong mot nguoi sir dung nio co thé xac dinh dugc thong tin vé khod cia 2

nguot st dung khac.

Charng minh:

Gia str nguoi st dung thir ba 13 W muén thir tinh khoa.
Ky v=(a+Db*(r,+r)+c*ry*r,) mod p
Trong d6 céc gid tri fy, ry 1a cong khai, con a, b, ¢ khong duoc biét.

W tim biét duoc cac gia tri:
ay=a+ b*r, mod p.
bw=Db +c*r, mod p.
Vi chiing 1a hé s6 cua da thuc gy(x) duoc TT gui dén cho W.
Ta s& chi ra rang thdng tin ma W biét phd hop véi gia tri ty ¥ t € Z, ciia khoa

Kuv-
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Xét phuong trinh ma tran sau:

1 ry+1ry ruly a t
1 " 0 b = Aw
0 1 M C b

(2) Ttrc la hé cac phuong trinh:
Kiv= @b *(ry+r)+c*ry*r,) modp=t (1)
a+b *r, modp =ay,

b+c *r,, mod p = by, 3)

(1) thé hién gia thiét rang K, , = t, (2),(3) cho thiy W biét a, b va c tir gy(x).

Dinh thirc ctia ma tran hé s 1a:

{ (1*ry, *ry) + (L *1 *ryry) +(0 *(ry + 1) *0) }-

{0*ry, *ryry) + (L *1*0) +(1 *(ry + 1) *ry)}=

= {ra? + rr} — {(rs + 1) *r} = (fw - 1) (fw - 1),

Vi ry, # Iy VA 1y, # I, nén dinh thac ma tran hé sé khac khong. Do d¢6 phuong trinh ma

tran c6 nghiém duy nhat cho a, b, c.

N6i cach khac, bat ki gid tri t nao thugc Z, ciing c6 thé nhan 1a khod K.
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b). So do khdng an toan vdi lién minh 2 doi thii
binh ly

Lién minh ctaa 2 nguoi s dung {W, X}, (khéng phai la cap nguoi dung {U, V}) s€ ¢
kha nang xac dinh khoa K, bat ki U va V.

Ch#ng minh

Hai ngudi W va X cling biét rang cac ding thuc sau:

ay = a+ b*r,.

bw=Db + c*ry,

ay= a+ b*r,.

by=b + c*rs.

Nhu vay, ho ¢6 bén phuong trinh trong d6 ba 4n chua biét va dé dang tinh ra nghiém
duy nhat cho a, b, c. Mot khi da biét a, b, va ¢, ho c6 thé thiét 1ap da thire f(x, y) va tinh

khoa bat ki ma ho muén .
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2.2.2. Giao thirc phan phéi khoa Blom véi k > 1
So do

Dé tao lap so d6 phan phdi khoa chéng lai duoc lién minh k d6i tha, TT s& dung da
thac f(x,y) dang sau:

k

foay)=> >la ; x'y’ mod p.

i=0 j=o0

TI'OIlg do: ajj € Zp (O <i<k,0 Sj < k) va dij = 4j,i VoI mOI I, J

Céc phan con lai ciia giao thirc nhu so @6 phan phéi khoa Blom véi k=1.
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2.3. GIAO THUC PHAN PHOI KHOA DIFFIE - HELLMAN

So do

1/. Chon s6 nguyén tb p sao cho bai toan logarit roi rac Zyla “kho giai”.
Chon a Ia phan tir nguyén thuy cua 2"

Giatri o va p la cong khai (Nguoi dung hoac TT chon).

Nguoi ding U chon s6 mii bi mat a, (0 < a, < p - 2) va tinh gia tri cong khai trong tng

b,=a®™ mod p.
Nguoi str dung U s& c6 mot dau xac nhan cua tt vé ID(U) va by :
C(U) = (ID(U), by, sigrr (ID(V), by)) .

2/. Pé c6 khoa chung vai V, nguoi dung U (c6 a,) tinh
Kuv= b.* modp= a4 mod p
3/. Pé c6 khoa chung voi U, ngudi dung V(co a,) tinh:

Kyv= b." modp = a®% mod p

R0 rang 2 khoa la nhu nhau va bang a®«* mod p
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Vi du:

1/. Cho sé nguyén t6 p = 25307, sao cho bai todn logarit roi rac Z, .Chon phan tir

nguyénthuya=2¢e 27,

Giatri a va p la cong khai (Nguoi dung hoac TT chon).

Nguoi dung U chon sé mii bi mat a, = 3578 va tinh gid tri cong khai twong @ng:
by = & mod p =2%" mod 25307 =6113.

Nguoi ding V chon sé mil bi mat a, = 19956. va tinh gia tri cong khai twong Gng:
v = a® mod p = 2%%® mod 25307 = 7984.

2/. U (c0 a) tinh khoa chung:
Ky v=h* mod p =7984%" mod 25307 = 3694.
3/. V (c0 ay) tinh khoa chung:

Kuv = b, mod p =6113"*° mod 25307 = 3694.

Hai gia tri khoa trén 1a bang nhau.
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Mzt an toan
1/. V6i loai tan cong cha dong, khdng can lo ling nhiéu, vi:

Nguoi dung ¢ dau xac nhan C(U) cua trung tdm duoc uy quyén TT, diéu nay ngin

chin ngudi ding khac U c6 thé bién d6i thong tin nao d6 trong diu x&c nhan.
C(U) = (ID(V),by, sigrr (ID(U),by)).
2/. Vi loai tin cdng thu dong, ciing khong can lo ling nhiéu, vi:

Nguoi ding W (khac U,V) “khé” ¢6 thé tinh duoc khoa chung K., cua U,V. Cuy thé
khi biét b,= o™ mod p vab, = ™ mod p, thi ciing “khé” c6 thé tinh dwgc khod chung

ciaUvaVlaK,, = a™* mod p (1).

Muén tinh duoc (1), W phai tinh duoc a, tir b,. Nhung d6 1a cac trudong hop riéng
cua bai toan Logarit roi rac. Nhu vay chi can bai toan Logarit roi rac 1a “kh6” giai thi

so d6 phan phdi khoa Diffie-Hellman s& “an toan” trudc kiéu tan cong loai nay.

Bai toan Diffie-Hellman: D6 13 van dé trén.

Cho truéc s6 nguyén p, phan tir nguyén thuy o € ", phantir p,y ez’

Yéu cau: Tinh £ mod p (= "% mod p)?
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Chwong3 GIAO THUC THOA THUAN KHOA MAT
3.1. KHAI NIEM THOA THUAN KHOA MAT

Néu khéng muédn dung dich vu phan phdi khoé qua trung tam duoc uy quyén TT,

cip nguoi dung phai ty thoa thuan khoa (trao d6i) khoé bi mat.

Thoa thuan khoa mat la giao thirc dé cap nguoi dung (hoic nhiéu hon) lién két voi

nhau cuing thiét 1ap khoa mat, bang cach lién lac trén kénh cong khai.

Phuong phap thiét 1ap khoa chung kiéu nay khdng nhd Té chic tin cay TT diéu

phdi, cap ngudi ding ty “Thoa thuan khoé mat”,
Hién nay c6 hai phuong phap chinh dé “Thoa thuan khoa mat”:
+ Phwong phdp thong thwong

Khi cap nguoi ding thong nhat c6 mot khoa mat chung, thi mét trong hai nguoi
chon kho& ngau nhién K, sau d6 truyén né mot cach an toan dén ngudi kia bang
phuong phép nao d6, vi du bang mi khod cong khai hay phuong phap “gidu tin”.
Phuong phap nay phai dung nhiéu thong tin truyén di va cét giit, mat khac do an toan

thap vi phai truyén di “tron ven ” mot khoa trén mang cong khai.

52



+ Phwong phdp hiéu qua

Phuong phap hiéu qua dé thoa thuan khoa phai dat duoc hai tiéu chi sau:
+ Bao dam an toan céc thong tin vé khoa mat .

Tuc 12 bao dam rang tham ma kho c6 thé kham pha hay trao d6i khoa mat.

+ Giam dugc thdng tin can truyén di va cat git, trong khi van cho phép mdi cip nguoi

dung tinh toan dugc khod mat.

Theo phuong phap hiéu qua, nguoi ding khéng truyén cho nhau trén mang “tron
ven” mot khod K, ma chi truyén vat liéu cong khai va cach thirc tao khoa K dén cap

ngudi dung U va V.

Phuong phéap nay khong phai ding nhiéu thong tin truyén di va cat giit, mat khac do
an toan cao, vi ngudi dung chi truyén trén mang vat liéu cong khai va cach thuc tao

khoa mat, chir khong truyén truc tiép khoa mat.

Tham mé cd trom dugc tin trén dudng truyén, ciing khé tinh dugc khod mat vi khéng

biét vat liéu bi mat caa ting ngudi ding.
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3.2. GIAO THUC THOA THUAN KHOA DIFFIE - HELLMAN
So do
Chudn bi:
Chon s6 nguyén tb p sao cho bai toan logarit roi rac trong Zyla “kho giai”.
Chon a Ia phan tir nguyén thuy cia Z "
Giatri o va p la céng khai
1/. Nguoi ding U chon a, ngau nhién, bimat (0< a, <p —2).
Tinh:
.= a® mod p vaguing dén V.
2/. Nguoi dung V chon a, ngau nhién, bi mat (0 < a, <p —2).
Tinh:
by= ™ mod p  va guiné dén U.
3/. U tinh khoa
Kuv = (¢™)* mod p.
4/. V tinh khoa chung
Kyu= (¢™)* mod p.

Hai gia tri khoa bing nhau!
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Mirc an toan cua so do

Théng tin trao d6i trong giao thirc duwoc md ta nhu sau:

a,

o
U Y

A

1/. Han ché
Khéng c¢é xdc thwe danh tinh U va VvV

Giao thtrc nay dé bj ton thwong truéc ddi phuong tich cuc — nhitng ngudi st dung
cach tan cong “ké xdam nhdp vao giita cudc”. D6 1a tinh tiét cua vo “The Lucy show”,
trong d6 nhan vat Vivian Vance dang dung bita t6i v6i ngudi ban, con Lucille Ball
dang tron dudi ban. Vivian va nguoi ban cia cd dang ciAm tay nhau dudi ban. Lucy ¢6
tranh bi phat hién di nam 13y tay cia ca hai ngudi, con hai ngudi trén ban van nghi

rang ho dang cam tay nhau.

Cudc tan cong kiéu “ké xam nhap vao gilta cudc” trén giao thic trao doi khoa
Diffie-Hellman hoat dong ciing nhu viy. W sé& ngin chin cac birc dién trao doi gitra U

va V va thay thé bang cac buc dién cta anh ta.
Ta c6 so do nhu sau:

a au

v

A
A

Cudi giao thire, U thiét lap thuc sy khoa mat ™ cing voi W, con V thiét 1ap khoa
mat o voi W.

Khi U ¢6 giai ma birc dién dé giri cho V, W ciing c¢6 kha ning giai ma né song V thi
khong thé, (tuong ty tinh hudng nam tay nhau néu V giri birc dién cho U).
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2/. Cii tién
Bo sung xdc thwe danh tinh U va V.

Diéu co ban ddi v6i U va V 1a bao dam rang, ho dang trao d6i khoa cho nhau ma
khong c6 W. Trude khi trao d6i khoa, U va V c6 thé thyc hién nhitng giao thic tach
bach dé thong bao danh tinh ctia nhau, nhd d6 ho s& nhan ra ké khong phai 1a U hay V.
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3.3. GIAO THUC THOA THUAN KHOA TRAM TOI TRAM

Giao thtrc thoa thuan khoa “Tram t6i Tram” (STS) la cai tién cia giao thitc phan
khoé Diffie-Hellman, trong d6 bd sung phan xac thyc danh tinh ctia nguoi dung. STS

duoc goi 1a giao thic thoa thuan khoa c6 xac thuc, nho trung tam tin cay TT.

So do

Chon s6 nguyén t6 p sao cho bai toan logarit roi rac trong Zyla “kho giai™.
Chon o 1a phan tr nguyén thuy cua )~
Gia tri o va p la cong khai, c6 dau xéac nhan.
Ppk&ttkstra ok str dung U c6 chit ky vdi thudt toan xac minh ver,,.

TT ciing c6 chit ky véi thudt todn xac minh cong khai verrt .

Nguoi st dung U ¢6 ddu xac nhan:

C(U) = (ID(V), ver, sigrr(ID(V), very)).

1/. U chon s6 ngau nhién a,, bi mat (0< a,<p - 2).
Tinh:

a®mod p vaguino dén V.
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2/. V chon s6 ngau nhién a,, bi mat (0 < a, <p-2).
Tinh:

a® mod p

Yy = sigu(a®, a®) . Gui (C(V), a®,y,) dén U.
V tinh khoé chung:

Kyu = (™)™ mod p

U tinh khoa chung : K,,= (™)@ mod p

U diing ver, dé xac minh y, va xac minh C(V) nho verr
Tinh:  y,=sigy(a™, a*) vagui (C(U), y,) dén V.
3/. Dung ver, dé xac minh y, va C(U) bang verq.

STS la giao thirc 3 lan truyén tin. Thong tin dugc trao d6i nhu sau:

A

a®, sigy(a®,a®™)

v

sigy(a™, a*)
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1/. Giao thic c6 thé bdo vé trwéc tan cong ciia “ké xam nhdp giira cugce”

+ Gibng nhu giao thire phan phdi khoa Diffie- Hellman (PP DH) ké tin céng W chin

bét o™ va thay né bang «**. Sau d6 W chin bat o, sigy(a™,a® ) tir V.

+ W ciing mudn thay o* clia V bang a® . Pitu nay c6 nghia anh ta cling phai thay
yo=Sigy(a™ ,a**) bang sigy(a®* ,a™).

Dang tiéc W kho thé tinh sig,(a**, ™) vi khong biét thuét toan ki sig, cia V.

+ Tuong tu, W khong thé thay sig,(a®, «*') bang sigy(a®", &™) do anh ta khdng

biét thuat toan ki cua U.

U aau aav

v
v

a®, sigy(a®,a®"

A

W mubn thay bang dé giri cho U, nhung khé thé tinh .

sigy(a®,a”"

v

W mubn thay bing o** dé giri cho V, nhung kho thé tinh sigy(a®* , o™ )=?
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2/. Giao thirc STS khong dwa ra sw khiang dinh khod.
Ttc 1a trong budce 2), a® vay, duoc guri tdi U, nhung chua bao dam that an toan.
Trong budc 1/, 3/ o™ vay, dugc gui téi V, nhung chua bao dam that an toan.
C6 thé bao dam an toan y, va y, bang cach:
Trong budc 2/: ma hod y, bang khoa K:
Yo = ex(sigy(a™, a™)) = ex().
Trong budc 3/: ma hod y, bang khoa K:

Yu = ex(sigu(a™,a™)) = ex(Yu)
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Chwong4 THU NGHIEM CHUONG TRINH

4.1. CHUONG TRINH PHAN PHOI KHOA BLOM VOI K > 1
4.1.1. Cau hinh h¢ thong.

+Phin cing

Yéu cau phan cimg cua chuong trinh: CPU Khoang 15- 20M.
+ Phan mém

Yéu cau phdn mém cua chuong trinh: Tubo C++ phién ban 4.9.9.2, Hé diéu hanh
Windown XP.

4.1.2. Céac thanh phan ciia chwong trinh.
Thanh phan cta chuong trinh gom :
+ Input: - S6 lugng ngudi dung, hé s6 k, sé nguyén to p.
- Céc phan tir cong khai va hé s6 a ngau nhién bi mat.

+ Output: - Khoa tuong tng gitta nhitng cdp nguoi dung.
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4.1.3. Chwong trinh.
#include <iostream>
#include <cmath>

using namespace std;

int a[1000][1000];//cac so ngau nhien bi mat ma TT chon

int k; //he so k
int p; //so nguyen to p
intn; //so luong nguoi dung

int r[1000];  //phan tu cong khai cua n nguoi dung

void gx(int y)
{
int heso_x[100] = {0};
for(int i=0;i<=k;i++)
{
for(int j=0;j<=k;j++)
{
heso_x[i] += (int)(a[i][j]*pow((double)y,j));
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heso_x[i] %= p;
if(i>1)
cout << " + " << heso_X[i] << "*xM" << i;
else if(i==1)
cout << " +" << heso Xx[i] << "*x";
else if(i==0)

cout << heso_x[i];

int f(int X, int y)
{
int kq = 0;
for(int i1=0;i<=k;i++)
{
for(int j=0;j<=k;j++)
{
kq += a[i][j]*pow((double)x,i)*pow((double)y,j);

}

ka %= p;

return kq;
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void nhapdulieu()
{
cout << "So luong nguoi dung =";
cin>>n;
cout << "k ="
cin >>k;
cout<<"p=";
cin >>p;
cout << "Cac phan tu cong khai cua " << n << " nguoi dung lan luot la:\n";
for(int i=0;i<n;i++)
{
cout << "r["<< i+l <<"] ="
cin >> rJi];
b
cout << "Cac he so a[i][j] do TT chon ngau nhien bi mat la:\n";
for(int i=0;i<=k;i++)
for(int j=0;j<=i;j++)
{
cout << "a[" << j<<M["<<i<<"] =",
cin >> a[i][jl;
afjl[il = afil[il;
i
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int main()
{
nhapdulieu();
cout << "\nDa thuc gui cho "<< n <<" nguoi dung lan luot la:\n";
for(int i=0;i<n;i++)
{
cout << "G" << i+l <<"(xX) ="; gx(r[i]);
cout << "\n";
¥
cout << "\nKhoa tuong ung giua nhung cap nguoi dung la:\n";
for(int i=0;i<n;i++)
{
for(int j=0;j<=i;j++)
{
if(i'=j)
{

cout << "K["<< j+1 <<"["<< i+l << =" << f(r[i],1[J]) << "M\n";

}

cout << "\n";

system("pause");
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4.1.4. Huéng din sir dung chwong trinh.
+ Khoi dong TC dé vao chuong trinh.
- Sinh khoa
- Khai béo hé s k.
- Khai b4o s6 nguyeén t6 p.
- Khai bao sé luong nguoi dung.
- Khai béo cac phan tir cong khai.
+ Trudc khi chay chuong trinh nhan F9 dé kiém tra 1i
+ Néu khdng béo 13i nhan t6 hop phim CTRL+ F9 dé chay chuong trinh.
Két qud thaz nghiém ciia chwong trinh:
S6 luwong ngudi ding = 3
k=4
p=83

Cac phan tu cong khai cua 3 nguoi dung lan luot la:

rf1] =3
r[2] =6
r[3] =9
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Cac he so a[i][j] do TT chon ngau nhien bi mat la:
a[0][0] = 3

a[0][1] =3

a[1][1] = 3

a[1][2] = 3

a[2][2] =3

a[0][3] = 3

a[1][3] =3

a[2][3] = 3

a[3][3] =3

a[0][4] =3

a[0][4] =3

a[2][4] =3

a[3][4] =3

a[4][4] =3

Da thuc gui cho 3 nguoi dung lan luot la:
G1(x) = 35+ 45*x+ 82*x"2+ 50*x"3 + 12*x"4
G2(X) = 72+ 57*X+ 73*X 2+ 34*X"3 + T*x

G1(x) = 17+ 13*x+ 19*x"2+ 57*x"3 + 9*x"4
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Khoa tuong ung giua nhung cap nguoi dung la:
K[1][2] = 61

K[1][3] =5

K[2][3] = 21

Pess any key to continue...
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4.2. CHUONG TRINH THOA THUAN KHOA DIFFIE - HELLMAN
4.2.1. Céu hinh hé thong.

+Phin cing

Yéu cau phan cimg cua chuong trinh: CPU: Khoang 15- 20M.

+ Phin mém

Yéu cau phdn mém cua chuong trinh: Tubo C++ phién ban 4.9.9.2, Hé diéu hanh
Windown XP.

4.2.2. Cac thanh phan ciia chwong trinh.
Thanh phan cta chuwong trinh gom :
+ Input- S6 nguyén t6 p.

- Khéa bi mat ctia nguoi dung U.

- Khoda bi mat cua nguoi dung V.

Output: Khoa chung cua U va V.
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4.2.3. Chuwong trinh.
#include <iostream>
#include <cmath>

using namespace std;

int p, alpha, aU, aV, bU, bV, K VU, K_UV;

int mod(int x,int n,int m)//ham tinh x*n mod m
{

int p;

if (n==0) return 1,

p=mod(x,n/2,m);

if (N%2==0)

return (p*p)%m;
else

return (p*p*x)%m;
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int main()
{
cout<<"p=";

cin >>p;

cout << "alpha ="

cin >> alpha;

cout << "Nguoi dung U chon so ngau nhien bi mat aU =";
cin >> aU;

cout << "Nguoi dung V chon so ngau nhien bi mataV =";
cin >>aV;

bU = mod(alpha,aU,p);

bV = mod(alpha,aV,p);

K_UV = mod(mod(alpha,aV,p),au,p);

K_VU = mod(mod(alpha,au,p),aV,p);

cout << "\nNguoi dung U gui den V gia tri bU =" << bU;
cout << "\nNguoi dung V gui den U gia tri bV =" << bV,

cout << "\nU tinh khoa chung K_UV =" << K_UV << "\nV tinh khoa chung K_VU
=" << K _VU;

cout << "\n";

system(“pause");
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4.2.4. Hwéng din sir dung chwong trinh phéan phéi khoa Diffeie — Hellman.
+ Khoi dong TC dé vao chuong trinh.
- Khai béo hé s k.
- Khai bao sé nguyén tb p.
- Khai béo alpha.
- Khai bao khda bi mat cua U.
- Khai bao khéa bi mat cua V.
+ Trudc khi chay chuong trinh nhan F9 dé kiém tra 1i
+ Néu khdng béo 13i nhan t6 hop phim CTRL+ F9 dé chay chuong trinh.
Két qud thaz nghiém ciia chwong trinh:
p =83
alpha =56
Nguoi dung U gui den V gia tri bU =8
Nguoi dung V gui den U gia tri bV =51
U tinh khoa chung K_UV =37
V tinh khoa chung K_VU = 37

Press any key to continue...
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KET LUAN:
1/. Tim hiéu va nghién ctru qua tai liéu dé hé théng lai cac van dé sau:
+ Tong quan vé phan phdi khoa va thoa thuin khoa mat:

Nhu d3 trinh bay & trén, nghién ctru phan phdi khoa va thoa thuan khoa mat dé dap

g nhirng yéu ciu méi trong cac linh vuc bao mat théng tin trén dudng truyén.

+ Mot s6 bai toan va An toan thong tin trong phan phédi khéa va thoa thuin khoa mat:
- Bai toan bao mat thong tin.
- Bai toan vé xéac thuc thong tin.
- Bai toan vé toan ven thong tin.....

+ Phuong phap gidi quyét cac bai toan: C6 nhiéu cach khic phuc vé van dé an toan
thong tin, nhung viéc tim ra cach khac phuc tot nhat thi chung ta con phai trai qua qua
trinh nghién ctru 1au dai.

Chung ta co thé chon mét sb cach sau: ma hoa, ky s0, chirng thuc s6, ham bam....

2/. Thir nghiém chwong trinh Phan phdi khoa va thoa thuan khoa mat.
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