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LOI CAM ON
Trude hét em xin dugc bay to su trin trong va 10ng biét on dbi véi thiy gido
PGS.TS. Trinh Nhat Tién. Trong subt quéa trinh lam khoa luan tdt nghi¢p cua em,
thay da danh rat nhiéu thoi gian qui bau dé tan tinh chi bao, huéng dan, dinh hudng
cho em trong viéc nghién ctru.

Em xin chan thanh cam on su day bao va gitp d& cia cac thay gido, co gido
Khoa Cong Nghé Thong Tin — Truong Pai Hoc Dan Lap Hai Phong da trang bi cho
em nhiing kién thirc co ban nhat dé em c6 thé hoan thanh tét béo cao tét nghiép nay.
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BANG CHU VIET TAT
BDK: Ban dang ky.

BKP: Ban kiém phiéu.

CA: Certificate Authority — t6 chirc ching thuc sd.

CMT: Chirng minh thu.

CPU: Central Processing Unit — don vi xtt Iy trung tam.

CT: cur tri.

GHz: Gigahertz — don vi do tan sb.

HDD: Hard Disk Driver — thiét bi luu trit dit lidu.

MB: Megabyte — don vi do dung luong.

MHz: Megahertz - don vi do tan sb.

RAM: Random Access Memmory — Bé nhé truy cip ngau nhién.

RSA: 12 tén 1 hé ma hoa khoa cong khai duoc dit tén bang tén cta 3 ngudi sang tao
ra hé ma hoa la Ron Rivest, Adi Shamir va Len Adleman.

USB: Univeral Serial Bus — 1 chuan két ndi ctia may tinh véi cac thiét bi ngoai vi.


http://vi.wikipedia.org/w/index.php?title=Ron_Rivest&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Adi_Shamir&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Len_Adleman&action=edit&redlink=1

MO PAU
Trong sudt nhiéu thé ki qua trén thé gidi, cac cudc bau ctr da gitt mot vai trd

quan trong trong viéc xac l1ap thé ché chinh tri ctia cac quoc gia.

Va trong xu hudng phat trién cua khoa hoc cong nghé ngay nay, cong nghé
thong tin di ngay cang phd bién va dugc 4p dung trong moi linh vuc doi song.
Cac cudc bau cur ciing khong phai 1 ngoai 16. Nguoi ta da bo rat nhiéu cong sirc dé
nghién ctru cai tién cic phuong thirc bau cir dé nd ngay cang tré nén tét va tién loi
hon. Céac phuong thirc thay ddi theo timg thoi ky, theo su tién bd cia x3 hoi. Va véi
su tién bo cua x3 hoi ngay nay thi cac du an chinh phu dién tir dé gitip nha nuéc
diéu hanh dat nudc 1a mot diéu tit yéu, kém theo d6 thi su phat trién cua bo phiéu
dién tir dé thay thé cho bo phiéu thong thuong 1a diéu s& dién ra trong tuong lai.

Nim dugc tim quan trong va tinh tat yéu cua bo phiéu dién tir, cac nudc, cac
t6 chtrc da va dang xay dung giai phap cho bé phiéu dién tir.

Khoéa luan s& di sau vé cac bai toan vé an toan thong tin trong mot cudc bod
phiéu dién tir, ddc biét 1a trong giai doan ding ky bo phiéu. Sau d6 phan tich thiét ké

thir nghiém mot ing dung nhé vé bé phiéu dién tir.



Chuwong 1. MOT SO KHAI NIEM CO BAN
1.1. MOT SO KHAI NIEM TOAN HQC
1.1.1. S6 nguyén t6 va nguyén té cing nhau
1/. Khai ni¢m.

+ S6 nguyén t6 1a s chi chia hét cho 1 va chinh né.

+ Hai s6 nguyén t6 m va n duoc goi 14 nguyén t6 cung nhau néu udc sd chung 16n
nhat cta chung bang 1. Ky hiéu: UCLN(m, n) = 1.

S6 nguyén t6 thuong duge sir dung trong cac hé ma héa (thuong 1a cac sd
16n hon 10%°).

2/. Vi du:
+ Céc s6 2, 3, 5... 1a cac sd nguyén t6.
+ Hai s6 9 va 14 1a nguyén t6 cung nhau.
1.1.2. Pong dw
1/. Khai niém.
Cho céc sb nguyén a, b, n (n > 0), khi d6 a duoc goi 13 déng du véi b theo

modulo n, néu chia a va b cho n c6 cing mot sé du. S6 nguyén n duoc goi 1a

modulo cua dong du.
Ky hiéu: a = b (mod n).
2/.Vidu: 5=7mod2viSmod2=7mod2=1.
3/. Tinh chét ciia dong du:
Cho a, a;, b, by, ¢ € Z. Ta c6 céc tinh chét sau:
+a=b mod n néu chi néu a va b c6 cung sé du khi chia cho n.
+ Tinh phan xa: a = a mod n.
+ Tinh d6i xtmg: Néu a = b mod n thi b =a mod n.
+ Tinh giao hoan: Néu a=b mod n va b =c¢ mod n thi a = ¢ mod n.

+Néua=a; modn, b=b; mod nthia+b=a; +b; modn va ab=asb; mod n.



1.1.3. Khéng gian Z, va Z,"
1/. Khai niém.
Khong gian cac s6 nguyén theo modulo n: Z 14 tip hop céc s6 nguyén khong

am nho hon n. Tac 1a : Z, = {0, 1, 2, ..., n-1}. Tat ca cac phép toan trong Z, déu

duoc thuc hién trong modulo n.

Khéng gian Z, 1a tap hop céc sb nguyén p thudc Z, sao cho udc chung 1én
nhit coapvanla 1. Tac 1a Z," = {p thudc Z, | UCLN(n, p) = 1}

2/.Vidu: Z¢={0, 1,2, 3, 4,5}, Zs ={1, 5}

1.1.4. Khai niém nhom, nhém con, nhém Cyclic

1/. Khai niém.

a) Nhom 13 bo cac phan tir (G, *) thoa mén cac tinh chat sau:

+ Tinh chat két hop: (X *y)*z=x*(y*z)

+ Tinh chét ton tai phan tir trung giane € G: e * X =x*e =X, YX € G

+ Tinh chét ton tai phan tir nghich ddo x” € G: X’ *x=x *x’ =e¢

b) Nhém con cia G latap S € G, S # @, va théa min céc tinh chat sau:

+ Phan tr trung 13p e ciia G nam trong S.

+ S khép kin d6i voi phép tinh (*) trong, trc A x *y € S voi moi x, y € S.
+ S khép kin dbi voi phép lay nghich ddo trong G, tirc x™* € S véi moi x € S.
c) Nhém cyclic:

(G, *) 12 nhom duoc sinh ra bdi mot trong cac phan tir ctia nd. Tirc 13 ¢6 phan
tr g € G ma véi mdia € G, déu ton tai sé n € N dé g" = a. Khi d6 g 1a phan tir sinh
hay phan tr nguyén thity ctia nhom G.

2/. Vi du:

(Z*,*) gdm céc sé nguyén duong 1a mot nhém cyclic co phan tir sinh 12 1.
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1.1.5. Ham ¢ Euler

1/. Khai niém:

Cho n > 1. ¢(n) dugc dinh nghia 1a cac s nguyén trong khoang [1, n]

nguyén t6 cuing nhau véi n. Ham ¢ duoc goi 1a phi Euler.

2/. Tinh chat:

+ Néu p 1a s6 nguyén té thi (n) =p - 1.

+ Ham phi Euler Ia ham cé tinh nhan:

+ Néu UCLN(m, n) = 1 thi (mn) = ¢p(m) d(n)

+ Néu n =p{*p;? ... p,* 1a thira s nguyén té ciia m thi

or=n(1- (- 2)-(-1)

1.1.6. Phan tir nghich dao

1/. Khai niém.

[1.1]

Cho a e Z,. Néu ton tai b € Z, sao cho ab = 1 (mod n), ta néi b 1a phan tir

nghich dao cua a trong Z, va ky hiéu a™. Mot phén tir c6 phan t nghich déo, goi 1a

kha nghich.

2/. Tinh chat:

+ Cho a, b € Z,. Phép chia ctuia a cho b theo modulo n Ia tich ctia a va b? theo

modulo n va chi dugc xac dinh khi b kha nghich theo modulo n.

+ Cho a € Z,,, a kha nghich khi va chi khi UCLN(a, n) = 1.

+ Gia sir d = UCLN (a, n). Phuong trinh dong du ax = b mod n ¢6 nghiém x néu va

chi néu d chia hét cho b, trong trudng hop cac nghiém d nam trong khoang [0, n-1]

thi cac nghiém dong du theo modulo g.

3/.Vidu: 4'=7mod9vi4.7=1mod9
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1.1.7. Cac phép tinh co ban trong khong gian modulo
Cho n 1a sb nguyén dwong. Cac phan t trong Z, duoc thé hién bai

cac s6 nguyén {0, 1, 2, ..., n-1}. Néu a, b € Z, thi:

(a+b)modn:{ at+bnébua+hb<n
a+b—nnéua+b=n

Vi vay, phép cong modulo (va phép trir modulo) c6 thé duge thuc hién ma
khong can thyuc hién cac phép chia dai. Phép nhan modulo ciia a va b dugc thuc
hién bang phép nhéan thong thuong a véi b nhu cac s nguyén binh thuong, sau do

ly phan du ciia két qua sau khi chia cho n.
1.1.8. D§ phirc tap ciia thuat toan
1/. Chi phi cia thuat toan.
Chi phi phai tra cho mdt qua trinh tinh toan gdm chi phi thoi gian va bo nho.

+ Chi phi thoi gian ciia mot qua trinh tinh toan 1a thoi gian can thiét dé thuc hién

mot qua trinh tinh todn.

+ Chi phi bd nh¢ cia mot qua trinh tinh toan la 6 0 nh¢ can thiét dé thue hién mot
qua trinh tinh toan.

Goi A la mot thuat toan, e la dir liéu vao cua bai toan da duoc ma hoa.

Thuét toan A tinh trén dir liéu vao e phai tra mot gia nhat dinh.
Ky hiéu: ta(e) 1a gia thoi gian va 1a(e) 1a gia bd nhd.
2/. P§ phirc tap vé bd nhé:
ta(n) = max { la(e), v6i [e| < n}, n 1a “kich thude” dau vao cua thuat toan.
3/. P phirc tap vé thoi gian: 15(n) = max { ta(e), véi e| < n}.
4/. D¢ phure tap tiém can:

Do phuc tap PT(n) dugc goi 1a tiém can ti ham f(n), ky hiéu O(f(n)) néu ton
tai cac sd ng, ¢ ma PT(n) < c.f(n), ¥n = n,.

5/. Do phirc tap da thirc:
Do phtrc tap PT(n) dugc goi la da thuc, néu no tiém can t6i da thuc p(n).
6/. Thuat toan da thirc:

Thuat toan dugc goi 1a da thue, néu do phuc tap vé thoi gian 1a da thuec.
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1.1.9. Ham m¢t phia va ham cira sap mot phia
1/. Ham mét phia.
a/. Khai niém.
Ham f(x) duoc goi 1a ham mot phia néu tinh xubi y = f(x) thi d&, nhung tinh

nguoc x = £1(y) lai rat kho.

Trong trudng hop nay “kho” c6 nghia 1a dé tinh ra dugc két qua thi phai mat

rat nhiéu thoi gian dé tinh toan.
b/. Vi du.

Ham mét phia y = f(x) = g* (mod p) véi p 1a sb nguyén té 16n (g 1a phan tir
nguyén thiy mod p).

2/. Ham cira sap mot phia
a/. Khai niém.

Ham f(x) dugc goi 12 ham cira sip mot phia néu tinh “xudi” y = f(x) thi “d&”,
tinh x = f* (y) lai rit “kh6”. Tuy nhién c6 cira sip Z dé tinh x = f* (y) 1a dé.

b/. Vi du.

Ham f(x) = x* mod n 13 ham mot phia (n 1a tich 2 sé nguyén té 16n p va q).
Néu chi biét a va n thi tinh x = £ (y) la rat kho, nhung néu biét cira sp p va g, thi
tinh dugc f* (y) 1a “d&”.
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1.2. KHAI NIEM MA HOA
1.2.1. Gié6i thiéu

Dé dam bao an toan thong tin luu trit trong may tinh hay bao dam thong tin

trén dudng truyén tin, ngudi ta phai “che gidu” cac thong tin nay.

+ “Che” thong tin hay “ma hoa” thong tin 1a thay d6i hinh dang thong tin gbc, va

nguoi khac “khd” nhan ra.

+ “Gidu” thong tin 1 cit gidu thong tin trong ban tin khac, va ngudi khéc ciing kho

nhan ra.
Trong chuong nay chung ta s& ban vé “mi hoa” thong tin.
H¢ ma héa dugc dinh nghia 1a bo nam (P, C, K, E, D), trong do:
+ P 1a tap hiru han cac ban r0 c6 thé.
+ C 1a tap hiru han cac ban ma co thé.
+ K 1a tap hiru han cac khoa co thé.
+ E 14 ham 1ap ma.
+ D Ia tap cac ham giai ma.
Vi khoa 1ap ma ke € K, c6 ham lap ma e, € E, ey: P — C.
Vi khoa giai ma kd € K, ¢6 ham giai ma dyg € D, dig: C = P.
Sao cho dg(exe(X)) =X, ¥ X € P.
O day x duoc got 1a ban 13, ey(x) dugc goi 1a ban ma.
Hién co6 2 loai hé mi hoa chinh: hé ma hoa khoa dbi xtmg va ma hoa khoa

bat d6i xtng.
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1.2.2. Hé ma hoa khda ddi xirng
1/. Khai niém.

Hé mi hoa khoa d6i xtng 1a hé ma hoa cd khoa 1ap ma va khoa giai ma 1a
“giéng nhau”, theo nghia biét dugc khoa nay thi “d&” tinh dugc khoa kia. Vi vay
phai gilr bi méat ca hai khoa.

Pic biét ¢c6 mot sd hé ma hoa co khoa lap ma va khoa giai ma trung nhau
(ke = kd), nhu hé ma héa “dich chuyén” hay DES.

2/. Pic diém.

a). Uu diém:

+ Hé mi hoa khoa d6i xtimg ma hoa va giai ma nhanh hon hé mi hoa khoa bat ddi
xung.

b). Han ché:

+ Hé ma hoa khoa ddi xting chua that an toan véi 1y do sau:

Khoa phai dugc giit bi mat tuyét d6i vi biét duoc khoéa nay dé tinh duoc
khéa kia va nguoc lai.

+ Van dé thoa thuan khoa va quan 1y khoa chung 1a kho khin va phire tap.

Nguoi giri va nguoi nhan phai ludn thong nhat vé khéa. Viée thay doi khoa
1a rat kho va d& bi 16. Khoa chung phai dugc giri cho nhau trén kénh an toan.
3/. Ung dung.

Hé ma hoa khoa d6i xtng thudng duoc sir dung trong méi truong ma khoa
chung co thé dé dang trao chuyén bi mat, chéng han trong cung mdt mang ndi bo.
Hé m3 héa khoa ddi xtng thuong duoc st dung dé mi hoa nhimg ban tin 16n, vi

toc d§ ma hoa va giadi ma nhanh hon h¢ ma hoa bat doi xtng.
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1.2.3. Hé ma hoa khoa bit ddi xirng
1/. Khai niém.

Hé ma hoa khoa bat ddi xtmg 13 hé méd héa c6 khoa ldp ma va giai ma khac
nhau (ke # kd), biét dugc khoa nay ciing khé tinh dugce khoa kia. Hé ma nay con
duoc goi 1a hé ma hoa khda céng khai.

Khoa 1ap ma cho cong khai, goi 1a khoa cong khai. Khoa giai ma gitr bi mat,

goi la khoa bi mat.

2/. Pic diém.

a). Uu diém:

+ Thuat toan viét mot lan, cong khai cho nhiéu 1an dung, nhiéu ngudi dung, ho chi
can giir bi mat khoa riéng ciia minh.

+ Khi biét cac tham sb ban dau cua hé ma hoa, viéc tinh ra cap khoa cong khai va
bi mat phai 1a “dé”.

+ Kha nang 10 khoa bi mat khé hon vi chi c6 mot nguoi gitr.

+ Néu tham ma biét khoa cong khai va ban ma C, thi viéc tim ra ban rd P la
mot bai toan “kh6™, s6 phép thir 1a vo cung 16n, khong kha thi.

b). Han ché: M4 hoa va giai ma cham hon hé ma hoa khoa d6i xtng.

3/. Ung dung:

Hé ma hoa khoa cong khai dugc sir dung chu yéu trén mang cong khai nhu
internet, khi ma viéc trao chuyén khoa bi mat tuong d6i khé khan. Pac trung ndi bat
ctia hé mi hoa khoa cong khai 1a ca khoa cong khai va ban ma C déu co6 thé gui di
trén mot kénh thong tin khong an toan.

4/. Vi du: M& hoa RSA, Elgamal.
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1.3. KHAI NIEM CHU KY SO
1.3.1. Gi6i thiéu

Trong moi trudong mang, giai thuat mat ma khoa cong khai khong chi dung
vao viéc bao dam tinh bi mat cia thong diép, ma con la phuong tién dé bao dam

tinh x4c thyc va tinh toan ven cia thong diép, ngan chan sy gid mao, su thay ddi.
1/. Khai niém.
So dd ky la bo nam (P, A, K, S, V), trong do:
+ P 1a tap hiru han cac van ban cé thé.
+ A 1a tap hitu han céc chir ky co thé.
+ K 1a tap hiru han cac khoa co thé.
+ S 1a tap céac thuat toan ky.
+V 1a tap cac thuat toan kiém thur.
Vi khoa k € K
Co thuat toan ky sigy € S, sigx: P = A.
C6 thuét toan kiém tra chit ky ver, €V, ver: P x A - {dung, sai}.

Thoa ma diéu kién sau véi moi x € P,y € A:

Diing, néuv = Sig, (x
Ver(x. y) :{ g, néuy = Sigy(x)
Sai, néuy # Sig,(x)
2/. Vidu.
+ Chir ky RSA.

+ Chir ky Elgamal.
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1.3.2. Mét s6 loai chir ky s6

1.3.2.1. Ché# ky RSA

1/. So @d chir ky RSA:

+ Sinh khoa:

Chon p, q 1a s6 nguyén té lén.
Tinhn=p*q,d(n)=(p-1)(q-1). batP=C = Z,.

Chon khda cong khai b < ¢(n) va nguyén té cung nhau vai ¢(n). Khoa bi mat a 1a
nghich dao cua b theo modulo ¢(n): a = b™ (mod ¢(n)).

{n, b} cong khai, {a, p, g} bi mat.
+ Ky 56
Chirkytrénx e Play € A:
y = sign,(X) = x* mod n. [1.2]
+ Kiém tra chir ky.
Very(X,y) = true < x = y® mod n.
2/. Vi du.
Chonp=3,q="5; n=p*q=15¢(n)=(p- )*(q-1)=2*4=8.

Chon b = 3 (nguyén tb cting nhau véi ¢(n)); Khda bi mat a = 3 Ia phan ta
nghich dao caa b theo mod ¢(n).

Ky sb: Chirky trénx =2 € P 1a
Y = Sigi(x) =x*(mod n) =2*mod 15 = 8
Kiém tra chit ky : Ver(x, y) = ding o x =Yy’ modn

- 2=8"mod 15
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1.3.2.2. Ché# ky Elgamal
1/. So' @b chir ky Elgamal.
+ Sinh khoa:

Cho p 12 s6 nguyén t6 sao cho bai toan logarit rdi rac trén Z, la kho giai.

DitP=2,,A=2Z, xZ;.
Chon phan tir nguyén thuy g, chon khoa bi mat a € Zp*.
Khda cong khai h = g® mod p.
Tap khoa K = {(p, g, a, h): h = g® mod p}

{p, g, h} cong khai, a bi mat
+ Ky s0:
Chonr £ Zp_l*.
Chitky trénx € Play =Sigx (X, 1) = (Y1, ¥2), Y € A.
Trong do y; € Zp*, Yo € Zp.a:

y1 =g" mod p

Y2 = (Xx—a* y1)*r" mod (p-1)
+ Xdc minh chit ky

Ver(X, y1, Y2) = ding & h¥* y,72= g" mod p
2/. Vi du.
+ Sinh khéa: Cho p=467,a =127, g =2, h =g* mod p = 132.
+ Ky s6 trén ban rd x = 100 v6i r duoc chon = 213.

y1 = 2°¥ mod 467 = 29.

y,= (100 — 127 * 29) 431 mod 466 = 51.
+ X4ac minh chir ky:

132%° * 29 = 2'%° mod 467.

Chir ky trén la dung.
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1.3.2.3. Char ky Mu
1/. Giéi thi¢u.

Phuong phap B6 phiéu dién tir dua trén chir ky mu 13 cach tiép can dé& hiéu
nhat va tyc nhién nhét vi né gan véi tu tuong ciia bo phiéu truyén thong.

Trong bo phiéu théng thuong:
+ Khi di bo phiéu theo phuong phép truyén thong ma ngdy nay da phan van dang
ap dung, cir tri mang gidy t& c4 nhan va 14 phiéu chua c6 ndi dung dén ban ding ky.
O d6, ban dang ky s& kiém tra gidy to dé xac minh quyén bé phiéu, néu hop 1é thi
dong dau xac thue trén 14 phiéu tring chwa c6 ndi dung.
+ Sau d6, ctr tri vao phong bo phiéu, cat hét cac gidy to ca nhan di, nhu vay 1a phiéu
hoan toan khong c6 thong tin dinh danh. Cong viéc cudi cing la dién ndi dung vao
1a phiéu va bo vao hom. Qua trinh bé phiéu truyén thong nay duoc goi 1a nic danh
néu nhitng ngudi tham gia déu tuan tha dung quy dinh.

Trong bo phiéu dién tir:
+ Cir tri V; tao mot sb ngau nhién x; du 16n lam bi danh cta minh. Vi x; duoc tao
ngau nhién nén no s& khong c6 lién quan gi dén V.
+ Khi V; trinh cac gidy to hop 18 thi co quan ding ky s& ky 1én bi danh x; cua
anh ta. Néu V; dua truc tiép xjcho Ban dang ky, thi lap tirc ho xac 1ap dugc mdi lién
hé gitra V; va x;, diéu nay anh ta thuc sy khong muén.

Vi vay, cir tri tién hanh 1am mu bi danh cta minh bang cach bién déi x; thanh
zi = blind (x;) trudc khi dua cho Ban dang ky ky.
+ Ban dang ky s€ ky va trao chir ky y = sig(z;) = sig(blind(x;)) cho V;.

Ldc nay V; sé x6a mu chir ky trén y dugc sig(x;) 1a chr ky ma cur tri mong
mudn cé. Vi co quan cung cap chir ky cho x nhung hoan toan khong biét ndi dung

vé x nén ngudi ta goi 1a chir ky mu (blind signature).
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2/. So' dd chir ky mi RSA.

+ Sinh khoa.
Chon p, q 14 s6 nguyén t6 16n. Tinhn=p * g, d(n)= (p - 1)(q - 1). PatP =C = Z,.

Chon khda cong khai b < ¢(n) va nguyén té cung nhau vai ¢(n). Khoa bi mat a 1a
nghich dao cua b theo modulo ¢(n): a = b™ (mod ¢(n)).

{n, b} cong khai, {a, p, q} bi mat.
+ Lam mu: Chon tham s6 r ngau nhién, r € Z,,.
Lam mu x thanh z:
z = blind(x) = x.r° (mod n) véi tham sb r ngiu nhién thudc Z,,.
+ Ky so: Chirky trénzlay < P:
y = signg(blind(x)) =sign(x.r’) = x*. ()= x*.r (mod n).
+ X6a mu: X6a mu trén y dé co chir ky trén x:
sign(x) = unblind(y) =y *r* =x®. r * r'* = x* (mod n)
+ Kiém tra chir ky: Ver,(x, y) = true <x = (unblind(y))® (mod n)
3/.Vidu:
+ Sinh khéa: Chonp=3,9=5, n=p*q=15,¢(n)=(p-1) *(q-1) =8.
Chon b=3 (nguyén t6 cung nhau véi ®(n)); a = 3 (phan tir nghich dao cua b theo
D(n)).
+ Lam mu: 1am mu x = 8 thanh z sir dung tham s6 r = 2.
z = blind(x) = x * r° (mod n) = 8 * 2% (mod 15)= 4.
+ Ky sd: y = sign(z) = z* =4 ° (mod 15) = 4.
+ X6a mu: unblind(y)=y *r * =4 * 8 (mod 15) = 2.
+ Kiém tra chit ky: 8 = 2° mod 15.
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1.4. VAN DE VE AN TOAN THONG TIN

Ngay nay, su xuit hién Internet va mang may tinh di giup cho viéc trao d6i
thong tin tré nén nhanh gon, dé dang. Tuy nhién lai phét sinh thém nhiing van dé
mo1. Thong tin quan trong c6 thé bj trom ca‘ip, bi lam sai Iéch, b1 gia mao.
1.4.1. Bao dam bi mit (Bdo mat)

Thong tin khong bi 16 voi1 ngudi khong duogc phép.

Vén dé bao mat duoc giai quyét bang nhiu cach, cach phd bién nhét 1a ma
hoa.

1.4.2. Bao dam toan ven (Bao toan)

Ngan chan hay han ché viéc bd sung, loai bo va stra dit liéu ma khéng dugc
phep.
1.4.3. Bao dam xac thue (Chirng thuc)

Xac thuc dung danh tinh cta thuc thé can két ndi va giao dich chéng han mot

nguoi, mot may tinh cudi trong mang, mot thé tin dung,...

Xac thuc dung thuc thé co trach nhiém vé noi dung cua thong tin (xac thuc

nguodn goc thong tin).
1.4.4. Bao dam siin sang

Thong tin sin sang cho ngudi dung hop phép.
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1.5. VAN PE BO PHIEU PIEN TU
1.5.1. Khai niém bé phiéu dién tir

X4 hoi dan chil ¢6 nhiéu viéc phai can dén “bo phiéu” nhu: dé tham do cac
ké hoach, dé bau cr cac chirc vi, chirc danh,... Nhung qui thoi gian cta nguoi ta
khong c6 nhiéu, mit khac mot nguoi co thé 1am viéc tai nhiéu noi, nhu vay nguoi ta
kho c6 thé thyc hién dugc nhiéu cude “bo phiéu” theo phuong phap truyén thong.

RS rang “bo phiéu tir xa” dang va s& 1a nhu cau cip thiét, vin dé trén chi con
13 thoi gian va k§ thuat cho phép. D6 1a cudc “bo phiéu” duoc thuc hién tir xa trén
mang may tinh théng qua cac phuong tién “dién t¢” nhu may tinh ca nhan,
dién thoai di dong... Nhu vay, moi nguoi trong cudc “khong thé nhin théy mat
nhau” va cac “la phiéu” duoc chuyén tir xa trén mang may tinh téi “hom phiéu”.

Ciing nhu cudc bé phiéu truyén théng, cudc bo phiéu tir xa phai biao dam
yéu cau: “ bi mat”, “toan ven” va “xac thuc” cua la phiéu; mdi cur tri chi dugc bd
phiéu mot 1an, moi ngudi déu co thé kiém tra tinh dung dan ciia cudc bo phiéu,
ctr tri khong thé chi ra minh da bo phiéu cho ai...

Yéu cau bi mat cua 14 phiéu: ngoai ctr tri, chi c6 ban kiém phiéu méi duoc
biét noi dung 14 phiéu, nhung ho lai khong thé biét ai 1 chi1 nhan cua né.

Yéu ciu toan ven cua la phiéu: trén duong truyén tin, noi dung 14 phiéu
khong thé bi thay doi, tat ca cac 14 phiéu déu dugc chuyén téi hom phiéu an toan,
dung thoi gian, chiing duoc kiém phiéu day du.

Yéu cau xac thuc cua 14 phiéu: 1a phiéu giri t6i hom phiéu phai hop 18, ding

la ctia ngudi c6 quyen bd phiéu, cu tri c6 thé nhan ra 14 phiéu cua ho.
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1.5.2. So sanh bo phiéu dién tir va bo phiéu théng thuwong
1/. B6 phiéu théng thwong.
a). Khai niém.

Ctr tri (ngudi bo phiéu) phai truc tiép dén dia diém bo phiéu, truc tiép ding
ky bo phiéu, viét phiéu va bo vao thung phiéu, sau d6 ban quan 1y phai truc tiép
kiém phiéu.

b). Vi du:

B6 phiéu bau hoi dong nhan dan. Cir tri di bo phiéu phai mang theo thé cir tri
dén cac dia diém bo phiéu dé ding ky quyén bo phiéu roi ghi lya chon tmg cir vién
hoi dong vao 14 phiéu va giri vao hom phiéu.

2/. Bé phiéu tir xa.
a). Khai niém.

Céc cong viée tir dang ky ,bo phiéu dén kiém phiéu déu dugc thuc hién gian
tiép tr xa trén mang may tinh qua cac phuong tién dién tir nhu may tinh ca nhan,
dién thoai di dong,... Cac 1a phiéu s6 duoc chuyén tu dong trén mang té1 hom phiéu
dién tur.

Trong bo phiéu tir xa phai 4p dung thém cac k§ thuat ma hoa, ky sb,... dé
bao dam an toan thong tin.

b). Vi du.

Bo phiéu tham do quan diém nguoi dung vé giao di¢n trang vietnamnet.vn.

Nguoi dung chi can tich chon (wa nhin, binh thuong, qua sic s&).
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1.5.3. C4c giai doan bé phiéu dién tir

B0 phiéu dién tir bao gdm 3 giai doan chinh: Dang ky, bé phiéu, kiém phiéu.

Chimg minh khong
tiét 19 théng tin

H

e
)

Mang tron

M3 héa ddng ciu

Li phiéu

Hom phiéu /,ﬁ""

N

L3 phiéu

e

Bang niém vét =

Crrtri

cong khai

Ban kiém phiéu

A

Ch# ky mit

ve Ban ding kv
O gk

So db chia

sebi mat

Hinh 1.1 So d6 Quy trinh bo phiéu dién tir.
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1/. Giai doan dang ky.
Cir tri:
- Chon bi mat dinh danh x, rdi 1am mu x thanh bi danh y = blind (x).

- Cu tri guri to1 ban dang ky ching minh thu dién tr, bi danh y.

Ban dang ky:
- Kiém tra chimg minh thu (CMT), bi danh y cua cir tri.

- Néu hop 1é (ctr tri chua ding ky bo phiéu 1an ndo, chua c6 ai dang ky bi danh do)
thi ban dang ky s& ra 1énh cho hé théng ky 1én y. D6 1a chir ky z = sign (y)

- Ban dang ky ghi lai s6 chimg minh thu (SCMT), bi danh y va chit ky z vao so
dang ky.

- Ban dang ky gui tra chir ky z vé cho cir chi.

Cur tri:
- Khi nhan dugc chit ky z, ctr tri X6a mu trén z sé nhan duoc chir ky sign(x) trén
dinh danh that x.

- Ctr tri c6 thé kiém tra chir ky ctia ban dang ky trén dinh danh cta minh c6 hop 18

hay khong bang cach dung khoa cong khai cta ban ding ky.
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Nghibi mdt mot
bidanh ID ndo
do

sign(blind(i))

Kiém tra cdc gidy t&r. Néu hoplé
thiky trén ID bi lam mu do cir tri
gt vé. Déng thai ghi lai SCMT
ciia ctr tri dé trinh viéc i tr ding
ki 2 lin.

ID d3 bi 1am mu, S6 CMT,

| Hoéokhauhodccicgiayty )
xdcminh khic g

'a_n dang kv

/ Néu cic théng

M3i thinh vién goimst ~ tnhoplé
manh khéa bi mit cia
minh vé Hé thong kv

<«

HE THONGKY

Xé6amu dé thu deocsign (i)

Hinh 1.2

» sign(i)

So db giai doan ding ky bo phiéu.
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2/. Giai doan bé phiéu.

Cir tri:

- Ghi thong tin sau d6 mé hoa 14 phiéu bang khoa cong khai cta ban kiém phiéu.

- Guri 14 phiéu d3 ma hoa, dinh danh that x, chit ky z, « chirng minh khong tiét 16
thong tin” cua 14 phiéu.

Ban kiém tra:

- Kiém tra tinh hop 1é cta 14 phiéu, kiém tra chit ky trén 14 phiéu.

- Gri 14 phiéu dén hom phiéu.

Lura chon W kign
cho & phigu cia
mirh

Binh danh cla cortrii

Chik kg cla Ban d&ng koy sign(l

MGi dung 14 phigu duoc ma hoa bing khda cong
khai cia Ban kiEm phigu G, )

Ching mink khdng tidt 15 thdng tin

ki€ tra chill oy
KIEm tra tinh hop 18 cda la phigu dién W

L

Ban ki€m tra

L& phidu hop 1&

HE THOMG KY

dung sai b 4

=11 sigrn (i)
Hérn phigu .
e sin
Lo
2 w Hirm phidgu

Hinh 1.3 So d giai doan bo phiéu.
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3/. Giai doan kiém phiéu.

- Cacla phiéu s€ duoc tron nho k¥ thuat tron trude khi ching duoc chuyén vé ban

kiém phiéu, nham gilt bi mat danh tinh cho céc cir tri.
- Ban kiém phiéu tinh két qua dua vao céc 14 phi€u gui vé.

- Theo phuong phap mi héa dong ciu, ban kiém phiéu khong can giai mi ting
14 phiéu, van kiém phiéu duoc (chi 4p dung véi loai bo phiéu: chon 1 trong 2).

- Khi kiém phiéu, cac thanh vién ban kiém phiéu dung cic manh khoa riéng cua
minh dé khoi phuc khoa bi mat, ban kiém phiéu dung khéa bi mat nay dé tinh két

qua cudc bau cur.

- Ban kiém phiéu thong bao két qua 1én bang niém yét cong khai.

haigy trdin

Him phigu

¥

Bah kigm phidu

Tinh két qua khda bi mat v
cing b trén bang nigm yét
céing khai

Hinh 1.4 So d6 giai doan kiém phiéu.
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Chuwong 2. GIAI QUYET MOQT SO BAI TOAN
TRONG GIAI POAN PANG KY BO PHIEU PIEN TU

2.1. MOT SO BAI TOAN TRONG GIAI POAN PANG KY BO PHIEU
2.1.1. Bai toan xac thwe cir tri bé phiéu

Trong qua trinh dang ky bo phiéu dién tir dé BDK c6 thé cip quyén bau ctr
cho CT (bang cach ky 1én dinh danh 14 phiéu) thi BDK phai xac thuc dugc thong tin
ciia CT ¢6 dép tmg dugc yéu cau cia cude bau ctr (vi du nhu CT phai 1a cdng dan

viét nam, trén 18 tuoi, trong cudc bo phiéu dang dién ra thi day 1a lan dau...).

Van dé nay sinh :

Nhung van dé dat ra 14 lam thé nao dé xac thuc duoc CT tham gia dang ky

ding 1a nguo1 ¢6 thong tin nhu vay trong moi truong mang tur xa.

Phuong phdp gidi quyét :

Str dung cac k¥ thuat ching minh thu dién tir, ma hoa, ham bam, chir ky $0.
2.1.2. Bai toan 4n danh 14 phiéu
L4 phiéu hop 1¢ 12 14 phiéu c6 chit ky cia BDK trén dinh danh.

Van dé nay sinh :

Néu CT dé 16 dinh danh 14 phiéu ciia minh véi BDK trong khi BDK di biét
CT (biét thong tin nhan dang, ching minh thu,...) thi 14 phiéu sé& bi 16 danh tinh dan
dén cac viéc mo am trong bo phiéu nhu: dé 16 thong tin cht nhan 14 phiéu khién cac

g cir vién c6 thé mua ban phiéu, bi ké gian stir dung dinh danh dé bo phiéu...

Phuong phdp gidi quyét : St dung chir ky mal.
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2.1.3. Bai toan phong tranh sw lién két

cua nhan vién Ban bau cwr va Cu tri

Trong qua trinh dang ky chi c¢6 su tham gia cua hai bén 1a thanh vién trong
ban bau cir va CT.

Van dé nay sinh :

CT c6 thé ciu két v6i thanh vién trong ban bau cir dé cip chit ky cho minh
trong khi minh khéng du diéu kién bé phiéu.

Phuong phdp gidi quyét :

Cho nén nguoi ta da ap dung quy tic BDK khong thé cip chit ky cho CT néu
nhu khong c6 su chap thudn cua tat ca cac thanh vién trong BDK (CT c6 thé cu két
v6i nhiéu nguoi trong BDK, nhung khé ¢6 thé mua chudc ca BDK).

- Bang k¥ thuét chia sé khéa bi mdt céc thanh vién trong BDK, mdi nguoi s& c6 mot
manh khoa. Chi khi nao tat ca cung dong y thi moi ghép lai thanh 1 khoa ky
hoan chinh ding dé ky.

- K§ thuat: chir ky nhom mu.
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2.2. GIAI QUYET CAC BAI TOAN TREN
2.2.1. Bai toan xac thue cir tri bé phiéu
Ky thudt ap dung: Chlirng minh thu dién tu.

M&i ngudi khi mudn tham gia bau cir phai co gidy ching nhan sé quéc gia
(national digital certificate) duoc cAp boi mot co quan chimg thyuc sb (Certificate
Authority - CA), dugc luu trit trén 1 thiét b luu trit (e-token USB driver — loai thiét
bi dic biét két ndi v6i may tinh bang chuin USB, luu trit cip khoa cong khai va
khoa bi mat ctia chimg nhan sd)

+ Dau tién cir tri phai giri khoa cong khai co trong thiét bi luu trit (USB flash) cua
minh t61 may chu dang ky.

+ May chu xac thuc cir tri bang cach sir dung challenge/response thong tin dé xéac
thuc xem nguoi giri khoa cé phai 1a chii nhan cta khoa khong(néu nguoi giri khoa
khong vuot qua dugc challenge/response, hoac cdp khoa cong khai cuia nguoi gui
khong dat du diéu kién dang ky bo phiéu thi phién lam viéc s& két thuc)

+ M4y chi1 s& guri thong tin toi CA dé xac thuc.

+ Néu thong tin 14 dang CA sé& gtii lai thong tin cia cir tri cho may chil.

+ May chu s& kiém tra thong tin d6 dua trén cac quy dinh ma cudc bau cir hién hanh
dé ra dé quyét dinh xem cir tri c6 dat dii diéu kién hay khong (néu khong hop 18 thi
két thuc phién). Sau d6 giri lai chimg nhan hop 1& va luu thong tin cia ctr tri vao

trong s6 dang ky.
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2.2.2. Bai toan 4n danh 14 phiéu
Ky thudt ép dung: Chir ky mu (trinh bay chi tiét trong muc 1.3.2.3).

Trong bo phiéu théng thuong:
+ Khi di bo phiéu theo phuong phép truyén thong ma ngdy nay da phan van dang
ap dung, cir tri mang gidy t& c4 nhan va 1a phiéu chua c6 ndi dung dén ban ding ky.
O @6, ban ding ky s& kiém tra gidy to dé xac minh quyén bo phiéu, néu hop 1¢ thi
dong dau xac thue trén 14 phiéu tring chwa c6 ndi dung.
+ Sau do, ctr tri vao phong bo phiéu, cat hét cac gidy to ca nhan di, nhu vy 14 phiéu
hoan toan khong c6 thong tin dinh danh. Cong viéc cudi cung 13 dién ndi dung vao
14 phiéu va boé vao hom. Qu4 trinh bé phiéu truyén thdng nay duoc goi 1a nic danh
néu nhitng ngudi tham gia déu tuan tha dung quy dinh.

Trong bo phiéu dién tir:
+ Cir tri V; tao mot sb ngau nhién x; du 16n lam bi danh ctia minh. Vi x; duoc tao
ngau nhién nén no s& khong co lién quan gi dén V.
+ Khi V; trinh cac gidy to hop 18 thi co quan ding ky s& ky 1én bi danh x; cua
anh ta. Néu V; dua truc tiép xjcho Ban dang ky, thi lap tirc ho xac 1ap dugc mdi lién
hé gitra V; va x;, diéu nay anh ta thuc sy khong muén.

Vi vy, cir tri tién hanh 1am mu bi danh ctia minh bang cach bién déi x; thanh
zi = blind (x;) trudc khi dua cho Ban dang ky ky.
+ Ban dang ky sé€ ky va trao chir ky y = sig(z;) = sig(blind(x;)) cho V.

Ldc nay V; sé x6a mu chit ky trén y dugc sig(x;) 1a chr ky ma cur tri mong
mudn c6. Vi co quan cung cap chir ky cho x nhung hoan toan khong biét ndi dung

vé x nén ngudi ta goi 1a chit ky mu (blind signature).
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2.2.3. Bai toan phong tranh sw lién két

ciia nhan vién Ban bau cir va Cir tri

KP thudt dp dung: So 46 ngudng Shamir dé chia sé khoa bi mat.
1/. Chia sé khoa.
a). Khai niém:

So db chia sé bi mat dung dé chia sé mot thong tin cho m thanh vién, sao cho
chi dung nhitng tdp con hop thirc cac thanh vién méi c6 thé khoi phuc lai thong tin
bi mat, con lai khong ai c6 thé lam viéc do.

b). So' do:

Cho t, m nguyén duong, t < m. So dd ngudng A(t, m) la phuong phap phan
chia bi mat k cho mét tip gdm m thanh vién, sao cho t thanh vién bat ky c6 thé tinh
dugc k, nhung khong mot nhom gdm (t - 1) thanh vién nao c6 thé lam dugc diéu do.

Ngudi phan chia cac manh khéa khong duge nam trong s6 m thanh vién trén.

+ Khoi tao:
Chon s6 nguyén t6 p.
Chon m phan it x; khac nhau (1 < i< m, x;#0, x,m € Z,).
Trao x; cho thanh vién P;. Gia tri x; la cong khai.
+ Phdn phoi:
Phan phdi k € Z,. Chon t -1 phan tir € Z,: ay, 8, ..., ap1.
Véil <i=m,tinh:
yi =P(xi), P(X) =k + XiZiq; xj mod p.

Vé6i 1 <i=m,trao y; cho thanh vién P;.

Két thuc, mdi thanh vién P; s& ¢6 1 cap khoa (x;, ;) stt dung dé khoi phuc khoa.
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2/.Khéi phuc khoa:

Dé tim ra khoa bi mét tir cic manh khoa trén ta phai giai duoc hé t phuong
trinh t 4n dé tim ra cic nghiém cua hé phuong trinh. Bang cach sir dung giai thuat
khtr Gauss.

Giai thuit khir Gauss : Puoc biéu dién théng qua cic budc thuc hién

d6i voi mot hé phuong trinh tuyén tinh n an n phuong trinh tong quéat nhu sau:

(@11 Q12  Cq3 Qy; Ainrx17  [hy]
a .

@31 Oz Qg3 2j Ay || X2 b,

@z; Q3 Qa3 Q3j Qay || X3 by

@1 Qi Qg a;j Qin || X; b;

[An1  Gpz  Ogng an_j OppntXn ‘b:rt B

Buéc 1. Str dung phuong trinh thit nhat (hang 1) dé loai X; ra khéi cac phuong trinh
con lai. Lam cho cac phan tir tir hang 2 dén hang thir n cta cot 1 bang khong nho

phép bién d6i (2.2):
Qij = Ay — ?alf
(2.2)
bf = bf — ﬂ_nbl

Trong do6:1,]=2,3, ..., n.

Ta duoc két qua:

[a,, %12 @13 Q1j Ain %17 [h]
a .

0 Q2 Q3 2j Qan || X2 b,

0 @3z Qa3 A3; Qan || X3 by

0 a;p ag Q;j Qin || X2 b;

[ 0 an; an Ay j Appn )y Lb,, |

Buéc 2. Tuong ty st dung phuong trinh thir hai (hang 2) dé loai X, ra khoi cac
phuong trinh tir hang 3 tr¢ di.
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Buéc k. Mot cach tong quat, tai bude tht k ta c6 hé phuong trinh dau vao:

(@11 aq3 Qi3
0 ty; Qa3
0 0 Qs
0 0 0
0 0 0

| O 0 0

Qi

alj
ﬂ-zj
an
a'i[fj

ﬂﬂj

O budc nay, dé loai x, ra khoi cac phuong trinh ta sir dung

ij ij Qe Lj
i
Lk

Trong d6: 1, j =k, k+1, ...,n

Budc n-1. Sau n-1 budc nhu trén, chung ta nhan dugc két qua:

[Qr Gz G Q[1]n-1]
0 @ryz; %2 Ap2)n-1]
0 0 A[agra) Q[3](n-1]
0 0 0 A[n-1][n-1]
L 0 0 0 0

Q1]mn]
Ar2]n]
A[3]m]

An]n-1]

Cn]m) -

— xl -

(2.3)

Bang phuong phap thé ngugc tir dudi 1én ta nhan dugc cic nghiém cia

hé phuong trinh nhu sau:

T
bi—L 41 Bij%j
xi- =
Qi

Trong d6:i=n-1,n-2,...,1

(2.4)
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3/. Vi du.

Chon sb nguyén tb p =17. Can chia sé khoa k = 13. Trong bo phiéu dién tir thi
s6 ngudi can thiét dé tim lai khoa ky trong ban diang ky 13 tit ca cac thanh vién.

e t=m=3. Phan ta x; = i trong Z,,, i = 1, 2, 3.
Chon bi mat, ngu nhién t — 1 phan tir trong Zya;=10,a,=2.

Tinhy; =P(x;), 1 < i < m, trong do:
P(X) =k + XiZ}a;x/ (mod p) = 13 + ax + a, X’ (mod 17).
y;=13+10*1+2*1mod 17 = 8.
y,=13+10*2+2*4 mod 17 =7.
y3=13+10*3+2*9mod 17 = 10.

Trao khoa cho 3 thanh vién (1, 8), (2, 7), (3, 10).

Dé tim lai khoa ban dau, giai hé 3 phuong trinh 3 an:

4xa, +2*a,+k=7

[ ﬂ-z"‘ﬂ-l‘l‘k:B
9% a,+3*ay;+ k=10

Phép khur Gauss:
1 1 1)@z 8
4 2 1||aq|=|7
9 3 Utk 10

Buée 1: Ap dung cong thire (2.2) ta c6:

bZ:bE—“—: blz?—%B:-ZS,b;;:bg—z—: by =10 — > 8=-62

a

1 1 172z 8

U _2 — G.-l = —25

0 -6 -—-gllk —62

Tuéc 2: by = by — 222 b, = —62 — —2(—25) =13
oo -2

1 1 1] 1@z 8

U _2 —3 al = —25

o o 11k 13 — k = 13. (Khoa bi mat can tim).
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Chuwong 3. THU NGHIEM XAY DUNG
HE THONG PANG KY BO PHIEU

3.1. BAI TOAN.

Hé thdng bo phiéu dién tir cho cong dan Viét Nam bo phiéu vé viée dong y
hay khong ddng ¥ vé mot du luat sip dugc ban hanh, hay cudc bo phiéu lya chon 1
trong k nguo1 vao 1 vi tri nao do.

Trudc tién ban bau cir phai gidi thiu, dua ra cac thong tin vé cudc bo phiéu
dé cho ctr tri (CT) doc va tim hiéu. Sau khi tim hiéu, ctr tri méi tién hanh bo phiéu.

Bo phiéu gom 3 giai doan: Giai doan cir tri dang ky véi ban ding ky (BDK)

dé co quyén bo phiéu, giai doan 2 12 bo phiéu va giai doan 3 1a kiém phiéu.

1/. Pang ky bé phiéu.
Théng tin vé CT dugc luu trong danh sach cir tri (s6 CMT, ho tén, dia chi)

Pé ding ky quyén bé phiéu, CT can gui thong tin c4 nhan dé xac thuc va
chon cho minh 1 dinh danh gan 1én 14 phiéu (mdi 14 phiéu déu can c6 mot dinh
danh), nhung dinh danh d6 phai duoc bao mat ddi véi ban ding ky, cho nén CT s&
phai [am mu dinh danh d6 thanh bi danh.

Sau khi giri bi danh, thong tin c4 nhan dén cho ban ding ky (goi chung la
thong tin dang ky). CT s& phai chd quyét dinh xac thyc thong tin cir tri ciia tat ca
céac thanh vién trong ban dang ky.

BDK kiém tra bi danh, chirng minh thu:

- Phan hdi néu chimg minh thu dién tir hay bi danh khong hop 16.
- Con néu hop 1¢ thi Iuu thong tin vao so dang ky dong thoi ky 1én bi danh, va gui
lai cho CT.

Cha y : Viéc luu lai bi danh, chitng minh thu dién tir vao so diang ky dé kiém
tra nhitng lan ding ky sau. Chirng minh thu dién ttr va bi danh khong hop 18 khi mot
CT dang ky 2 lan (theo yéu cau ciia cudc bau ctr thi mdi ngudi chi duge dang ky 1
lan), hay 2 CT c6 bi danh tring nhau (néu bi danh tring nhau sé& c6 thé c¢6 2 14 phiéu
c6 cung dinh danh).
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Khi CT nhan duoc chit ky cua BDK trén bi danh thi CT s& tién hanh x6a mu
dé nhan dugc chit ky cta BDK trén dinh danh that. Chir ky nay s€ dugc CT sir dung

cho qua trinh bo phiéu.

2/. Bé phiéu.

CT lya chon va ghi thong tin vao 14 phiéu ctia minh. Dé khong bi 16 thong tin
vé bo phiéu, CT ma hoa ndi dung 14 phiéu, sau d6 giri n6 di kém véi dinh danh that,
va chit ky cia BDK dén cho ban kiém tra (BKT). BKT sir dung khoa ky cia BDK
dé ky 1én dinh danh rdi so sanh két qua néu khong dung chir ky thi loai.

Sau d6 kiém tra xem dinh danh d6 di bo phiéu lan nao chua.

Thong tin vé bo phiéu s& dugc luu trong s6 bo phiéu bao gom thong tin
dinh danh, thoi gian bo phiéu.

L4 phiéu sé& dugc luu lai trong hom phiéu, dé sau d6 cé thé tién hanh

kiém phicu.

3/. Kiém phiéu.

Ban kiém phiéu tinh toan két qua (viéc tinh toan nay c6 thé khong can dén
viéc giai ma timg 14 phiéu, ma hoa 13 phiéu s dung thuat toan ma hoa dong cau co
thé tinh ra két qua ma khong can giai ma cac 14 phiéu — ap dung cho trudng hop
chon mot trong hai).

Sau d6 két qua kiém phiéu s& duoc thong bao qua bang théng bao cho

moi nguoi biét.
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3.2. PHAN TiCH THIET KE HE THONG

3.2.1. Bang phan tich

Béang 3.1 bang phan tich

Dong tir + Bb ngir Danh tur Nhan xét
Gui Chtng minh thy | CU TRI Téc nhan ngoai
Kiém tra Chirng minh thu BAN DANG KY | Tac nhan
Chon Dinh danh Chung minh thu =
Lam mu Pinh danh Pinh danh =
Kiém tra Bi danh Bi danh =
Ky Bi danh Chir ky =
Ghi Thong tinvio s6 | dang ky Hb so dit liu
dang ky
X6a mi Bi danh L4 phiéu Hb so dit liéu
Ghi Noi dung 14 phiéu | S6 bo phiéu Hb so dit liéu
M4 hoa Noi dung BAN DANG KY | Tac nhan
Luu lai Thong tin 14 phiéu | Hom phiéu =
Kiém tra Chit ky, dinh danh | Bang thong béo Hb so dit liéu
Tinh toan L4 phiéu
Thong bao Két qua
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3.2.2. Biéu db ngir canh

Thing tin cir tri

Bi danh 13 phigu

Cir tri

Théng tin phan hbi

T

F

Chir kv lén bi danh

F

Dinh danh, chiy ki trén do

N1 dung 13 phigu

-

He thong bo phidu

Théng tin phian hdi

»

S

K&t qui

Hinh 3.1 Biéu do ngi canh.
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3.2.3. Biéu dd phan ra chirc niing

HE THONG
BO PHIEU
DIEN TU

1. DPANG KY

2. BO PHIEU

3. KIEM PHIEU

1.1. Nhap CMT,
dinh danh

2.1. Ghi thong tin
vao la phieu

3.1. Tinh toan|

lcét qua

1.2. Lam mu

—12 2. Ma3a hoa

3.2. Thoéng bao
lcét qua

1.3 Kiém tra

—2 3 Kiém tra

14 Ky

2.4, Gui la phieu
vao hom

1.5 Ghi thong tinl
vao sO diang ky

1.6. Xoamu

Hinh 3.2 Biéu d6 phan ri chic ning.
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Mo ta chwre nang la :

(1.1) Nhap CMT, dinh danh

Dé diang ky quyén bé phiéu ctr tri phai c6 ching minh thu dién tir va phai
chon ngau nhién mot dinh danh.
(1.2) Lam mu dinh danh

Dé khong bi 16 dinh danh khi bé phiéu, dinh danh s& duoc cir tri lam mu
thanh bi danh.

(1.3) Kiém tra CMT, bi danh

Khi cir tri giri CMT, bi danh sang cho ban ding kY, ban dang ky s& kiém tra
xem CMT, bi danh ctia ctr tri ¢ hop 1¢ khong.

(1.4) Ky Ién bi danh:

Khi CMT va bi danh 1a hop 1€, ban ding ky s€ ky 1én bi danh cua cu tri va
gt chir ky trd lai cho ct tri.
(1.5) Ghi théng tin vao sé ding ky

DPong thoi voi viée gui chir ky trd lai cho ctr tri, thi ban ding ky s& luu
dinh danh va CMT vao s6 dang ky.
(1.6) X6a mu trén bi danh

Khi nhan dugc chir ky tir ban DPang ky trén bi danh, cu tri s€ x6a mu trén

bi danh nay dé nhan duoc chit ky that trén dinh danh.
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(2.1) Ghi théng tin vao la phiéu
Cir tri ghi ¥ kién ctia minh vao 14 phiéu.
(2.2) Md héa néi dung ld phiéu

D¢ khong bi 16 thong tin vé su lya chon ciia minh, cur tri s€ ma hoa ndi dung

14 phiéu truée khi 14 phiéu duoc chuyén toi hom phiéu.
(2.3) Kiém tra ld phiéu.

Trude khi 14 phiéu sb duge chuyén dén hom phiéu. Thi 14 phiéu s& duoc
kiém tra chit ky bang cach giri thong tin dinh danh 14 phiéu va chit ky trén 1a phiéu
dén cho ban kiém tra. Ban kiém tra s& x4c dinh xem chit ky d6 c6 ding 1a cta ban

dang ky khong.
Tiép theo sé& kiém tra xem dinh danh d6 da bo phiéu 1an nao chua.
(2.4) Giri ld phiéu vao hom phiéu

Thong tin trong hom phiéu luu lai dinh danh, chit ky, thoi gian bd phiéu,

no1 dung.

(3.1) Tinh todn két qua
Khi cac 14 phiéu hop 18 , thi ban kiém phiéu sé& kiém tra két qua.
(3.2) Thdng bao két qud

Két qua cudc kiém phiéu s& duoc thong bao cong khai.
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3.2.3. Céc ho so sir dung

Qua bai toan, ta c6 cac ho so dir liéu sau :

a). SO diang ky
S6 CMT:...

b). S6 bé phiéu
Dinh danh :...

Thoi gian bo phiéu :...

c). Thoéng bao

Tong s6 phiéu :...

bat hay khong dat :...

d). La phiéu
Dinh danh :...
Chir ky :...

No6i dung :...
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3.2.4. Ma tran thue thé chirc ning

a.56 ding ki
c.Bang thing bao
.56 bo phitn
d.14 phigu

b c d
Ding ki C
B phiéu U R
Kiém phigu U R

Hinh 3.3 Ma trén thyc thé chirc nang.
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3.2.5. Biéu d ludng dit li

Sa

a

Hinh 3.4 Biéu d6 ludng dir liéu mirc 0 ctia hé thong bo phiéu.



3.2.6. Biéu dd dir liéu logic mic 1
1). Biéu @6 ciia tién trinh “1.0 Ping ky”.

_____________________________ ThéngtnCMT

Iz

uk]
[F]
= 20
5
g
Thing tin
nhan

En

--------- - 1.5 > 1.4

Xoa mu trén
bi danh

Kylenbi [v~—— " T Luu vao sb

dang Ik

Thing bao khiong hep 1¢

Thine tin CMT. dinh danh

Thing tin chit ky bi danh

Hinh 3.5 Biéu d6 ludng dit liéu mirc 1 cia tién trinh dang ky bo phiéu.
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2). Biéu dd ciia tién trinh “2.0 Bo phiéu”

Théng tin 14 phigu

——,—,, - e =

_______

(21 ) (22 )

Ghindi dung
la phigu

d | Laphiéu

54 bo phisu

Hinh 3.6 Biéu d6 ludng dit liéu murc 1 cta tién trinh bo phiéu.

ME hda néi
dun g 1a
phigu

23

Kiém trala
phiéu
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3). Biéu d6 cia tién trinh “3.0 Kiém phiéu”

( 31 *l d | Laphiéu

Ti.u_h toan }-‘é
kiém phiéu

-
0

hi

a
cmp

¢ | Bang théng bao

tin két qua ki

ing

['h

Lad
[

;

Thongbao | Thémgbaokbtqud __________________ Co
kit qua "

—

Hinh 3.7 Biéu d6 ludng dir liu mirc 1 cia tién trinh kiém phiéu.
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3.2.7. Mo hinh quan hé thuc thé
1). M ta cac thuc thé va thude tinh.
a). CU TRI
Thue thé CU TRI chira cac thong tin vé cir tri nhu :
Ching minh thu, ho tén, dia chi, ngay sinh, ...
b). BAN BAU CU
Thue thé BAN BAU CU chira cac thong tin vé cac ban trong qué trinh bau cir
(ban kiém tra, ban diang ky, ban kiém phiéu)
Ma ban, tén ban,...
c¢). THANH VIEN

Thuc thé THANH VIEN chua cac thong tin vé nhitng ngudi tham gia trong ban bau

cu
Ma thanh vién, tén, khoa, ...
d). HOM PHIEU
Thuc thé HOM PHIEU gom cac thong tin :

M& hom, ndi dung...
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2). M6 ta quan hé
<bang ky>
Ai dang ky? Cu tri
Khi nao? Ngay dang ky

Ding ky v6i ai? Thanh vién ban bau cir

<B6 phiéu>
Bo gi? La phiéu
Ai bod? Cir tri

Khi nao? Ngay bo phiéu

<Kiém phiéu>
Kiém céi gi? Hom phiéu
Ai kiém? Thanh vién ban bau cur

Khi nao? Ngay kiém

<Bao gom>

Bao gom nhitng ai? Thanh vién ban bau cir

Ai bao gdm? Ban bau cir

<Xac thuc>
Ai xac thuc? Thanh vién

Xac thuc a1? Cur tri
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3). So' d6 ER.

Qa5

BAN BAU CU

Hinh 3.8 Biéu d6 ER cua hé théng bo phiéu.

M3 thanh vién
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3.2.8. Mo hinh quan h¢

1). Ap dung cac thuit toan chuyén mé hinh ER sang mé hinh quan hé.

CU TRI
(CMT, ho tén, ngay sinh, dia chi)

BAN BAU CU

(M& ban, tén ban)

THANH VIEN

(M4 thanh vién, ho tén, manh khoa, ma ban)

HOM PHIEU

(M4 hom, cudc bo phiéu)

CU TRI DANG KY THANH VIEN
(s ID, CMT, M4 thanh vién, thoi gian dang ky)

THANH VIEN KIEM PHIEU HOM PHIEU

(M4 hom, mé thanh vién, thoi gian kiém)

CU TRI BO PHIEU HOM PHIEU

(CMT. M3 hom, Sé 1d, néi dung, thoi gian bo)

THANH VIEN XAC THUC CU TRI
(M4 thanh vién, CMT, xac nhan)
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2). Chuyén mé hinh quan hé thanh co s& dir liéu vat 1y

Bang CU_TRI
1 CMT
2 hoten
3 ngaysinh
4 diachi

nvarchar 10
nvarchar 50
datetime

nvarchar 50

Bang THANH_VIEN

|

a B~ W N

mathanhvien
hoten
manhkhoax
manhkhoay

maban

nvarchar
nvarchar
nvarchar
nvarchar

nvarchar

Biang BAN BAU CU

1
2

maban

tenban

nvarchar 10

nvarchar 50

Bang HOM_PHIEU

1
2

mahom

noidung

nvarchar 10

nvarchar 50

not null
not null
not null

not null

10 not null
50  notnull
10  allow null
10  allow null

10 not null

not null

not null

not null

not null
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Bing CT_DANGKY TV

1 solD int

2 CMT nvarchar
3 thoigiandk  datetime
4 mathanhvien nvarchar

Bang TV_KIEMPHIEU_ HP
1 mahom nvarchar
2 mathanhvien nvarchar

3 thoigiankp  datetime

Bing CT_BOPHIEU_HP

1 CMT nvarchar
2 mahom nvarchar
3 solD int

4 noidung nvarchar
5 thoigianbp  datetime

Bang TV_XACTHUC_CT
1 mathanhvien nvarchar
2 CMT nvarchar
3 xacthuc bit

10

10

10
10

10
10

50

10
10

not null
not null
not null

not null

not null
not null

not null

not null
not null
not null
not null

not null

not null

not null
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Chuwong 4: THU NGHIEM XAY DUNG
CHUONG TRINH PANG KY BO PHIEU (RSA)

4.1. CAU HINH HE THONG
4.1.1. Phin cing
Yéu cau phan cimg ctia chuong trinh:
CPU
Tbi thiéu: 600MHz pentinum processor
Pé nghi: 1GHz pentinum processor hoic cao hon
RAM
Téi thiéu: 256 MB
Dé nghi: 512 MB hodc cao hon
HDD
Téi thiéu: 5 MB

4.1.2. Phain mém
Yéu cau phan mém ciia chuong trinh:

+ May phai cai dat va st dung mot trong cac hé diéu hanh sau : window 2000,
window XP (pack 1,2,3), window server, window 7.

+ Yéu cau cai dit hé quan tri co s¢ dir ligu SQL 2005 trd 1én.

+ Yéu cau cai dat .net framework.
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4.2. CAC THANH PHAN CUA CHUONG TRINH
4.2.1. Phan két néi

Phén két ndi ctia chuong trinh str dung két ndi vao co so dit liéu SQL 2005.
Puoc viét trén ngdn ngit vb.net sir dung 16p ADO.NET.

4.2.2. Phin giao dién

Giao dién dugc thiét ké bang phan mém visual studion 2005.

Thaotdc  Théngtin

M3 hoa RSA
C3p khda céng khai : ’b=7 ’ |n=33

Chudng trinh dang ky bo phiéu dién ti

Cltri: Bang ky ba phigu dién tl

Ll B phiéu :
oagly | | ]
Kda mi

Kigm tra

Thanh vién :

Phan phdi Thiét lap

Hinh 4.1 Giao dién chinh cta chwong trinh.
4.2.3. Phan thuit toan ap dung
- Thuat toan ky voi hé ma hoa RSA.
- Phan phdi khoa ky dua trén ndi suy Lagrange.

- Phan hop nhét cac manh khoa dé tim ra khoa ky : Str dung phép khir Gauss dé giai

hé n phuong trinh véi n an.
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4.3. CHUONG TRINH

Chuong trinh cung cdp chuc ning diang ky bé phiéu cho cir tri va chirc ning

cap chit ky cho cac thanh vién trong ban bau ctr.
4.3.1. Chirc nang khéch

Chuong trinh cung cap cac chirc nang hd trg cir tri ding ky bo phiéu nhu :
1/. Lam mu dinh danh.

Nhép dinh danh va tham sé lam mu. Két qua tra ra 1a bi danh.
2/. Ping ky bé phiéu.

Nhép thong tin c4 nhan va bi danh. Két qua 1a bi danh c6 chit ky.
3/. X6a mu.

Nhap bi danh. Két qua 1a dinh danh.
4/. Kiém tra chir ky.

Nhap dinh danh va dinh danh ¢6 chit ky dé kiém tra chit ky.
4.3.2. Chirc nang nguoi sir dung.

Chuong trinh cung cap céac chitc ning hd tro thanh vién ban bau cir quan 1y

cudc bau ctr
1/. Chia sé va khoi phuc khoa ky.

Dua trén khoa ky bi mat cia h¢ ma RSA, su dung chia s¢ khdéa ngudng
Shamir. Sau d6 hop nhét cac manh khoa.

2/. Ky sb.
Str dung ky s RSA.
3/. Thiét 1ap hé ma héa (sinh khoa).

La qua trinh sinh khoa trong hé ma RSA (lva chon p, g, b).
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4.4. HUONG DAN SU DUNG CHUONG TRINH

4.4.1. Huéng din cai dit chwong trinh
1/. Cai dat chwong trinh.

Chay tép setup.exe dé bat dau qua trinh cai dat. BAm [next].

1% Evoting

Welcome to the Evoting Setup Wizard

The installer will guids you thiough the stsps requited to install Evoting on your computer

WSRNING: This computer program is protected by copyright law and intemational reaties
Unauthorized duplication or distribution of this program, or any portion of it, may result in severs civi
or criminal penalties, and wil be prosscuted b the masimun extent passible undsr the law:

Hinh 4.2 Giao dién bat dau qua trinh cai dat.

Sau d6 lya chon dudng dan dé cai chuong trinh (hinh 4.3). Bam [next].

7,
=2

=

Select Installation Folder

The installer will install Evoting to the Following falder.

Toinstall in this folder, click "Mext"”. To install to a different folder, enter it below or click *'Browse".

Eolder:

C:\Program FilessHoang T ungsEvating's Efowse..

Install Evoting for yourself, or for anyone who uses this computer.

) Everyone
&) Just me

[ camcsl | [ <Back | [ Hess ]

Hinh 4.3 Thiét 1ap cai dat.
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2/. Gan co sé dir li€u (attach database).

+ Khoi dong SQL Management Studio Express. Trong cira s6 d6i tuong
(Object Explorer), nhin chuét phai 1én Database va chon Attach...

Ohject Explarer

29 2 Ei|
= LB HOANGTRUMGSOLEXPRESS (SQL Server 9,0,1399 - HO
=3
[ Syste
) o
| JJ Ewobin  Restore Database...
[ QUYL Restore Files and Filegroups. ..
| Security
[ server of  Refresh
1 Replication
| Management

Mew Database. ..

Hinh 4.4 Gan (attach) co s¢ dir liéu.

+ Trong cira sd Attach Database (hinh 4.3), bAm [Add], chon dudng din
(Evoting.mdf ndm trong thu muc Data ctia chuong trinh vira cai dat). Sau d6 bim
[OK] dé hoan tat qua trinh.

2 Gereral Select the file:

Elac
{23 Config Msi
31 Documerts and Settings Owiner Status Message
3 MSOCache
{3 Program Files
{3 Recycled
[ RECYCLER

m

e

==

{ "[locate'Databace Files - HOANGTRUNGASOLEZPRESS

X

>

{23 System Yolume Information
3 WINDOWS
=CmE
[ 160a061575f7d9b 7556571 534b4bba
{3 BookSite
3 Chien
=3 Download
=3 Ewoting
[ Application Files Add..
=3 Data

3 1DM Message

31 Downloads
Server 3 Dynomite .
HOANGTRUNGASOLEXPR 4 E-voling Register
31 Make USE Boot
Connection: 31 Office 2007
HOANGTRUMG W dmin 3 OLLUONG

H View connection prope {3 RECYLCLER

1.7 Sustem Yalume Infamation [v]
Selected path: E:\DownloadiE votingsData

Feady Files of type Database Files(".mdf) [v]

File name: Evvoting. mdf

Hinh 4.5 Chon duong din dén co s¢ dit lidu.
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3/. Tao tai khoan truy cap co sé dir liéu.

+ Trong ctra s6 dbi tuong chudt phai lén Security, lya chon Login...

e A

= LB HOAMNGTRUMNGYSOQLEXPRESS (SQL Server 9.0,1399 - HO
[ Databases

= Ca _
Cope tew ] Loon. |
Refresh
[

[ server Objects
[ Replication
[ Management

Hinh 4.6 Tao tai khoan trong SQL server 2005.

+ Trong ctra s6 tao méi(Login - New) nhap cac thong tin tén, mat khiu tai thé
General. Sau d6 chuyén sang thé User Mapping, Iya chon co s& dit liéu vira gan ¢
budc 1, chon db_owner. Ri bam OK.

Vi du: Tao mét tai khoan tén 14 test, mat khau la 123.

o x 0 F Lopin Niw

o - - 2 User Mapeing bt mageg s i g
R Secuabies L Seturate: Map  Daesbace Urer Dtk Schema
B S O Wi bthartication S O oot
(5 HOL Server ausemteaon [ 5] Eveing et =]
[ —y :; macten
Lot pastword. | 5 mch
[  owows
[0 Enkce passvand ekt 0O e

Centiucate rame:
Distshsse pois mesmbership for £ vating

Commwctin | | Commectin

Seever Ly nuns Senva O =

HOANGTRUNGASOLE-PRESS — HOANGTRUNGISOUEXFRESS | | [7] by dabasmader

Corraction Dotk dotabuare maiter L) Cornachion: H:}ma

& HOANGTRLING Admn i

HOANGTALNG A Dt rguiags i v [y ——.

B Yiew cornecion popatiss B Viw correctongiopeter ([T i derpditanier
Tr—— Er— O S e
P Proginss s

Fleady Faady
e o] ==

Hinh 4.7 Tao tai khoan truy cap SQL server 2005.
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4.4.2. Huwéng din chay chwong trinh
+ Khoi dong tép Evoting Register.exe dé vao chuong trinh.

+ Nhap thong tin két ndi co s¢ dit liu: tén may chu, tén co s¢ dir li€u, tén nguoi

dung va mat khiu vira tao. Sau d6 bam [ding nhap].

Vi du: Tén SQL server trén may chu la “HOANGTRUNG\SQLEXPRESS”
(c6 thé xem bang cach mé SQL server managerment studio express), co s& dit liéu
la “Evoting”, tén tai khoan di tao (muc 4.4.1) “test”, mat khau “123”.

(Eﬂ Connect
Tén méy chi :
HOANGTRITHGSOLEXPRESS
Tén co s& dit ligy Eiing nhip
Evating
Ten ding nhip csdl:
test
=
MGt khau
L1 1)
Hinh 4.8 Bang nhép.

+ Néu dang nhap thanh cong s&é mo ra giao dién chinh. (Hinh 4.1)

Trong giao dién chinh 1a thong tin vé cudc bo phiéu, cap khoa cong khai cua

chuong trinh, cic nat chirc nang.
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4.4.3. Huwéng din chirc niing khach

4.4.3.1. Huéng din qud trinh lam mi

Thaotéc  Thing bin

Erirh danh 14 phidu
Whip lai dinh danh 14 phigu

Luks eheors drsh dlarks L pheiu
Sy 6 blm [iép]

T

Thaotéc  Thingtin

(G dart || Thogan s | Lo s Biph dank || Tham 22 || b mi

Tharn 56 i ol : 2
Tham 56 xdamib ; 7

Luks g tham o6 1 38 B mili ek disnk,

Sivs 36 ribdes nghech dbo clia 1 0 b mi Thabe bt
[Thham o5 A8 st md b nghech dha moduo dukd: im
biing Hreaht indn Euclid mi rirg) Tell I

Theatsc  Thiing tin
| Bk darh | Tham 55| Lbmmi)

Belien [T haje: hidn] 3 rfsdien il dlaanby.

Bi danh :

13

Taik i

4

Hinh 4.9 Cac budc lam mu dinh danh.

+ Bwde 1: Nhap dinh danh.

+ Buwére 2: Chon tham s6 1am mu, bim [thuc hién] s& nhan duoc tham sé x6a ma

(yéu cau tham s6 1am mu phai c6 nghich dao modulo n). Sau d6 bam [Tiép].

+ Bwée 3: Bam [thuc hién] dé nhan bi danh.

Vi du : chon dinh danh 5, tham sb lam mu r 1 2. Ta s& ¢6

Tham sd x6a mu: r =17 vi 2* 17 = 1 mod 33, bi danh: 5* 2" mod 33 = 13
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4.4.3.2. Huéng din qud trinh ding ky
+ Nhap thong tin ddy du dé dang ky( budc ndy yéu ciu cir tri phai c6 tén trong
danh sach cir tri thi méi c6 quyén dang ky) rdi bam [thuc hién] dé dang ky.

f

Thaotac  Thdng tin

Banakj | Ket qua

Bi danh : 13
88 chimg minh thy digntly: [~
Ho tén Mauyén Van &
Théanh céng
MNhap bi danh wa thing tin ca nhan d8 dang ki ba 3
phigu ﬂ_iérltil. _ ) N ) Thuc hign :
23; lgglnchakr}Ig.j ki thanh céng thi [tigp] d& kigm tra két

Hinh 4.10 Thao tac dang ky bo phiéu.

+ Nhap s6 chimg minh thu dién tir, ho tén rdi bam [Tiép]. Chuong trinh s& gui tra
bi danh sau khi ky ctia cir tri néu nhu ban ding ky da ky.

(

Thaotac  Thdng kin

Bang k| Ketqua |

Bi danh sau khi ki

BEng ki thanh cdng.
Bi danh trén &3 dudc xac nhan.

Hinh 4.11 Thao tac nhin két qua dang ky..

Vi du: s6 chimg minh thu “1234567” cta cir tri “Nguyén Vin A” duoc
chap nhan cho phép dang ky. Sau khi thuc hién qua trinh ky (trinh bay ¢ muc
4.4.4.1) thi ta s& dugc két qua bi danh sau khi ky 1a 13% mod 33 = 19.
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4.4.3.3. Huéng din qua trinh x6a mu

Nhép lai bi danh va tham s6 bi mat nhan dugc khi lam mu dé xéa mu roi

nhan dinh danh sau khi x6a mu.

"= Unblind
Thaokdc  Thing tin
8i dwh | Dinh darh

Bi danh :
Tharm 55 xéami

s bii s vl il Bi st o8 e

= Unblind

Thaokhc  Théngtin
| Bi darih| i dach |

Binh danh :

T vk

Hinh 4.12 Thao tac x6a mu.

Vi du: Véi bi danh nhan dugc = 19 (trong muc 4.4.3.2) va tham s6 x6a mu = 17
(trong muc 4.4.3.1). Ta c6 dinh danh = 19 * 17 mod 33 = 26.
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4.4.3.4. Huéng din qud trinh kiém tra chii ky

Nhép dinh danh, dinh danh sau khi ky dé chuong trinh c6 thé kiém tra chit
ky. Néu nhu chit ky 14 dung thi s& hién théng bao xac nhan dung 14 chit ky cua ban
dang ky (hinh 4.11).

(Eﬂ frmcheck mfi) ]
Thaotdc  Thdngtin
Birth danh (dentifier)
. SRR
Prinh danh sau khi ki
2B

A nhan ding chil ki cha ban dang ki

Kif—jm tra chil kit trén dinh dank cd dong 13 ciia ban d3ng kj khdng?
Bahg khda céng khai cla ban dang ki,

Hinh 4.13 Kiém tra chit ky.

Vi du: nhap dinh danh ban dau (muc 4.4.3.1) va dinh danh 13y dugc sau khi

x6a mu (muc 4.4.3.3). Ta ¢6 ham kiém tra theo khéa cong khai b.

Ver(x, y) = true « 5 = 26" mod 33.
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4.4.4. Huwéng dan chirc niing nguwoi sir dung

4.4.4.1. Huéng din qud trinh xdc nhén ky

Khi dang nhép, néu chuong trinh kiém tra quyén han cua ngudi dang nhap la
thanh vién ban ding ky, thi nguoi d6 co thé xem dugc thong tin ciia cac cir tri dang
dang ky, va c6 quyén dong y hoic khong dong ¥ cir tri bat ky (1a qua trinh x4c nhan

lai thong tin cir tri cia mdi thanh vién trong ban dang ky).

Thanh vién phai chon vao 6 dong y ky, nhap méanh khda cia minh, r6i bam

[thuc hién]. Bam [Ky] khi d3 c6 sy dong ¥ cla tat ca thanh vién.

Thaotdc  Thdng tin
Thanh wén ban dang kv - admin®; Khoa kv (3, 15)

CMT . |0123458 | Biing  kj

b anh khda :
[v.y): 3 |15

ki

Chi tigt
Ta cd thé dbng § hodc khdng déng  cdp chil ki cho mdt cil i, Méu d8ng i,
chiing ta phai nhap khaa ki dldc phan phai bdi hé thang khaa ki,

Méu nhd mit il ti dddc todn bd thanh vign trong ban d3ng ki d8ng ki cip chil
ki, thi ban d8ng ki o thi [k

Thodt

matihkhoas
3

wacthuc

CMT
0123456

manhkhoay
15

mathanheien

L) L] (][]

Hinh 4.14 Qua trinh xac nhan thong tin Ky.

Vi du: Hién tai hé théng c6 3 thanh vién lan lugt c6 tén tai khoan

“member1”, “member2”, “member3” (mat khau trung vo1i tén tai khoan)..

Trong vi du nay ta s& dang nhap vao timg tai khoan rdi xac nhin dong y. Sau

d6 bam [Ky] khi d3 x4c nhan bang ca 3 tai khoan.
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4.4.4.2. Huéng din qud trinh chia sé khéa

Ding nhdp tai khoan “admin”, mét khdu “admin”. Va0 phan phdi khoa
( hinh 4.15), bam [Phan phbi], hé théng tw dong kiém tra sb lugng thanh vién trong
ban dang ky va khoa bi mat cia dot bo phiéu duoc thiét 1ap bai hé thong dé thuc
hién chia sé khoa.

(EH it [5p khoa

B3 phan phéi lai khda cho 3 thanh vign trong ban dang ki [1.5] [2.9] [3.15)

Bidm vao phén phii & phan phii lai khda cho cac thanh vign tiong
ban dang ki
Dda trén khda bi mat.

Hinh 4.15 Chia sé khoa ky cho cac thanh vién.
4.4.4.3. Huwéng din qud trinh thiét lap khoa

Ding nhap: tai khoan “admin”, mat khau “admin”. Nhap s6 nguyén to (p, q)
va lwa chon khoa cong khai b. Sau d6 bam [thyc hién] chuong trinh s& tinh n va
khoa bi mat a. Sau d6 bam [thiét lap].

(

=

Thaotidc  Thdng tin

Thiét I3p hé ma R5A cho qua trinh dang ki bo phiéu dién Hl.

Khda hignharh: ghas cong khal: 7_33_ Khda bimat: 3_3 11_

Nhép 2 8 nguyén t8 bi mat & thist 13p hé m3
P |3 9 |11

MNhép khaa céng khai b.
b |7 a3

n[33 @l |20

update khda thanh cing.

[ Thuchien | [ Thigtizp | [ Thoat |

Hinh 4.16 Thiét 1ap khoa cho hé théng.
Vidu:p=3,q=11,b=7.
-n=p*q=33,¢n)=(11-1)*(3-1)=20,a=3vi3*7=1mod 20.
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KET LUAN
Khoa luan gém hai két qué chinh :
1/. Tim hiéu va nghién ctru qua tai li¢u dé h¢ thong lai cac van dé sau:
+ Téng quan vé bo phiéu dién tir, va an toan thong tin

Nhu d3 trinh bay & trén, viéc nghién ctru xay dung cic hé thdng bo phiéu
dién tir dé dap ung nhitng yéu cdu méi trong cac cudc bo phiéu 13 mot hudng
nghién ctru rat can thiét hién nay.

Uu diém cua bo phiéu dién tir 13 cac cir tri c6 thé tham gia bo phiéu & moi
noi gop phan 1am ting sb cir tri tham gia boé phiéu. Nho dic diém nay, cac cudc bau
ctr ¢6 thé dién ra thudng xuyén hon cho phép cac cong dan chuyén nhanh cac ¥ kién
ctia ho bat ctr luc nao. Nhung bé phiéu dién tir cling c6 nhiéu han ché, 13 viéc xay
dung cac ha tﬁng co so cho viéc bo phiéu 12 mot vAn dé kho khan dic biét 1a ¢ vung
sdu ving xa. Bén canh d6, cho dén nay, chua c6 mot giai phap nao hoan thién duoc
tim thay dé dam bao tinh an toan tuyét ddi ciia cudc bo phiéu.

O nhiing pham vi nho, bo phiéu dién tir chi don gian 14 cac cudc lay ¥ kién
thi ¢ thé bo qua mot sd giai doan nham giam su phuc tap trong cong viée trién
khai.

Tuy nhién, & cac cudc bau cir c6 quy md 16n, dic biét 1a cude bau cir cap qudc gia
thi cac hé théng bo phiéu can phai dat viéc bao mat 1én hang dau khong thé bo qua
dugc bat ky giai doan nao.

+ Mot s6 bai toan vé ATTT trong giai doan ding ky Bo phiéu:

Qua bai toan ding ky bo phiéu, ta c6 thé thiy dugc cac van dé ma hé thong
méc phai thuong la vé bao mat, xac thuec,...
+ Phuong phap giai quyét cac bai toan:

Nhu d3 trinh bay trong khoa luin véi cac van dé vé an toan théng tin thi c6
rat nhiéu cach khic phuc, tuy nhién dé tim ra mot cach toan ven nhat thi van con
trong giai doan nghién ctru.

Ta c6 thé thdy duoc mot sb cach sau : md hoa, ky sd, chia sé khoa bi mat,

chtrng thuc s6, ham bam,...
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2/. Thir nghiém xay dung chwong trinh ding ky bé phiéu dwa trén hé ma héa
RSA trong pham vi nhé.

Chuong trinh md phéng cac budc trong giai doan ding ky bo phiéu va
giai quyét dugc mot sb cac bai toan an toan thong tin bang ky mu, chia sé khéa, ma
hoa RSA.

Bo phiéu dién tir con 1a mot hinh thic rit méi mé chua duoc ap dung thuc té
& Viét Nam. Nén trong qua trinh nghién ctru va 1am khoa luin nay, khong thé tranh
khoi nhitng thiéu sot. Kinh mong duge su bd khuyét cua quy thdy c6 va moi ngudi

quan tim, dé cho khéa luén trd nén hoan chinh.
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PHU LUC
Cic phu luc sau dwoc bo sung vao khéa luin :
1). Ham tim nghich ddo bang thuit toan euclid mé rong.
DPau vao: sd a, m.

Piu ra: nghich déo cua a trén modulo m.

Protected Function euclidextend(ByVal a As Integer, ByVal m As Integer)
Dimy0=0,yl=1,y=0,m2=m,a2=a
Dimr, q
Whilea>0

r=m Mod a
Ifr=0Then
Exit While
End If
g=m\a
y=y0-yl=*q
m=a:a=r
yo=yl:yl=y
End While
Ifa>1Then
Return a2 & " khong kha nghich theo modulo " & m2
Else
If y<0 Then
y=m2+y
End If
Returny
End If

End Function

(Ngoén ngir lap trinh vb.net)
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2). Ham lay ghép khéa ky bang phép khir gauss.

Str dung phép khir Gauss ap dung trén ma tran mé rong. (Pa trinh bay trong

muc 2.2.3 tiéu muc “hop nhat khéa”)

Piu vao: ma trin mt(n-1, n) chira gia cac tham sb cua hé phuong trinh, v6i n bang

s6 hé phuong trinh.

PAu ra: khoa bi mat.

Protected Function gauss(ByVal mt(,) As Integer, ByVal n As Integer)
Dimi, j, k, tg
Fork=0Ton-2
Fori=k+1Ton-1
tg = mt(i, K) / mt(k, k)
Forj=kTon-1
mt(i, j) = mt(i, j) - tg * mt(k, j)
Next
mt(i, n) = mt(i, n) - tg * mt(k, n)
Next
Next
Return mt(n - 1, n)
End Function
(Ngon ngtr lap trinh vb.net)
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