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LOI CAM ON

Nguoi xua ¢ cau: “Udng nuéc nhd ngudn, dn qua nhé ké trong cay”. Vi
em sinh vién khoa 11 cua truong Pai Hoc Dan Lap Hai Phong luén luén ghi nhé
nhitng cong lao to 16n cua cac thay gido, cd gido. Nhimng ngudi da dan dit ching em
tir khi méi budc chan vao giang dudng dai hoc nhitng kién thtrc, ning luc va dao
dac chuan bi hanh trang budc vao cudc séng dé xay dung dit nude khi ra truong
sau 4 nim hoc. Em xin hta s& lao dong hét minh dem nhitng kién thac hoc duoc
phuc vu cho T6 qudc. Em xin chan thanh cam on dén:

Cha, me ngudi da sinh thanh va dudng duc con, hd trg moi diéu kién vé vat

chét va tinh than cho con trén con dudng hoc tap 10ng biét on sau sic nhat.

Thay co cua truong va cac thdy cd trong Ban gidm hiéu, thay co trong Bo
mon CNTT cua truong Pai hoc Dan 1ap Hai Phong da tan tinh gidang day va tao moi

diéu kién cho chung em hoc tap trong sudt thoi gian hoc tap tai trudng.

Thay Trinh Nhat Tién— Gido vién hudng din d6 an tot nghiép da tan tinh, hét
long hudng dan em trong sudt qué trinh nghién ctru dé hoan thanh d6 4n tét nghiép
nay. Em mong thay luén luén manh khoé dé nghién ctru va dao tao ngudn nhan luc

cho dat nudec.

Mot 1an nita em xin chan thanh cam on.

Hai Phong, ngay ...... thang ....... nam 2011

Sinh vién thyuc hién

Ng6 Thi Loan



GIOI THIEU

Ung dung cong nghé thong tin (CNTT) dang 1a xu thé tat yéu hién nay. Dé
thiic day hoat dong nay, Chinh phu da ban hanh nhiéu co ché, chinh sach nham tao
moi truong va diéu kién thuan loi cho cac Bo, nganh, dia phuong va toan xa hdi
trién khai c¢6 hiéu qua cac hoat dong ing dung CNTT.

Huéng téi “Chinh phu dién t” (CPPT), cang trd nén can thiét xuit phat tir

cac y€u to0 sau:

Thir nhit 1a: Dbi tuong quan ly cua B9, nganh rong, sb lugng cac doi tuong

déu rat 16én, va thudc nhiéu linh vuec.

Tat ca do1 tugng nay déu rai rac tur co s¢. P lam tot cong tdc tham muu cho

chinh phu va dwa ra dinh hudng, nhitng quyét dinh ding dan va nhanh nhét. .....

Bo phai nim bat duoc cac con sé day du, kip thoi va chinh xac. Vi vay viée trién
khai img dung manh m& CNTT la doi hoi tat yéu va khach quan.

Co ché, chinh sach do Bo xay dung, tham muu, d& xuit véi Chinh phu
thudng c6 lién quan mat thiét dén ngudi dan, nguoi lao dong va toan xi hoi do vy,
can phai c6 mot hé théng dir licu kip thoi, ddy du va chinh xac. Pé c6 dugc hé
théng dir liéu nhu vay, can ung dung t6i da CNTT trong cac khau thu thap, cip
nhat, xtr Iy, cung cip thong tin....

Thir hai 1a: Khoi lugng cong viée can xir Iy ciia B9, nganh ngay cang nhiéu,
viéc ung dung CNTT s& mang lai hiéu qua thiét thuc trong quan 1y tién do cong
viéc, gbp phﬁn cai cach hanh chinh, gidm bat chi phi vé nhan luc, tai luc, déng thoi

nang cao chat lugng cong tac chuyén mon.

Thir ba 1a: Ung dung CNTT gitip cong tac truyén tai vin ban, thong tin chi
dao diéu hanh, dit liéu... cua B dén co s& dugc kip thoi, thong suot.

Khong nhitng thé, tng dung CNTT ciing giup B9, nganh chuyén tai dugc
nhiéu ndi dung thong tin hon, hinh thirc cung cép thong tin ciing phong pha hon,
ngoai thong tin dudi dang chir con c6 thong tin hinh anh va am thanh...Hinh thuc
cung cap thong tin nhu vy sé giup nguoi dan ngay cang hiéu rd hon chinh sach lién

quan dén linh vyc quan 1y ciia B9, nganh.



Dé co dugc cac thong tin chinh xac nhét, thi An toan thong tin 13 vin dé rat
quan trong can duoc chu trong quan tAim. Va can ap dung cac cong nghé phu hop dé

dam bao dugc théng tin truyén/ nhan 14 dung din nhét co thé.

Theo quan niém cta chung t6i, khai niém “chinh quyén dién tir” c6 nghia
rong hon khai ni¢m “chinh phu di¢n tu”.

Vi “chinh quyén dién tir”, s& d& hiéu rang khéng chi c6 giao dich voi chinh

phu trung wong, ma con ¢6 giao dich véi chinh quyén dia phuong (6 moi cip).



Chuongl. CAC KHAI NIEM CO BAN

1.1.TONG QUAN VE “CHIiNH PHU PIEN TU”
1.1.1. Khai niém “Chinh phu dién tG”

“Chinh phu dién t¢” (CPDT) la Chinh phu ing dung Cong nghé théng tin -
truyén thong dé cac co quan Chinh phu d6i méi té chirc, d6i méi cac quy trinh hoat
dong, tang cuong nang luc cia Chinh phu, 1am cho Chinh phu lam vi¢éc hi¢u luc,
hiéu qua va minh bach hon, cung cép thong tin, dich vu tét hon cho ngudi dan,
doanh nghiép va cac td churc, tao diéu kién thuén lgi cho nguoi dan thyc hién quyén
dan chu va tham gia quan ly Nha nudc.

No6i mot cach ngén gon: CPDT Ia Chinh phu hoat dong hi¢u luc, hi€u qua hon,
cung cap dich vu tét hon trén co s¢ tmg dung CNTT — TT. CPDT 1a mét hé thong
thong tin hd tro cong tac quan 1y, diéu hanh ctia Chinh pht mot cach hiéu qua.

C6 nhiéu cach tiép can khac nhau nén c¢6 nhiéu dinh nghia vé CPDT:

Cich tiép cdn 1: Theo dinh nghia cia Ngan hang thé gigi (World Bank)

“CPPT la viéc cac co quan Chinh phi st dung mot cach co hé thong cong
nghé thong tin va vién thong dé thyc hién cic quan hé véi cong dan, véi doanh
nghiép va cac to chirc xa hoi. Nho d6, giao dich cua cac co quan Chinh phu véi
cong dan va cac td chirc s& duoc cai thién, nang cao chét lugng. Loi ich thu dugc s€
la gidam thiéu tham nhiing, tdng cuong tinh cong khai, sy tién loi, gop phén Vao su
tang truong giam chi phi ™.

Vi cach tiép can nay, CPDT bao ham 3 yéu to:

- Ung dung CNTT va truyén thong
- Nham cai thién giao dich giira Nha nuéc voi cong dan va doanh nghiép

- Giam chi phi va bét tham nhiing thong qua tdng cuong cong khai, minh bach.



Cdch tiép cin 2 :

CPDT la sy t61 wu hoa lién tuc viéc chuyén giao cac dich vy, sy tham gia cia
cac thanh phan va quan ly cua Nha nudc bot viée chuyén doi cac quan hé bén trong

va bén ngoai thong qua cong ngh¢, Internet va cac phuong ti¢én maoi.

Céc thanh phan bén ngoai & ddy chi cc dich vu truc tuyén (Online Service)
d6i voi cong dan hay doanh nghiép, con quan hé bén trong dé chi cac hoat dong cia

Chinh phu (Government Operations) tir cac cong thirc cia by may nha nudec.
CPPT la mot “Chinh phu van hanh tryc tuyén” (Government OnLine-GOL)
Hay Chinh phu 24x7 , tham chi 24x365.

Mot diém co ban ciia CPPT la kha ning sir dung céc cong nghé méi nhu ha
tang co s& cong nghé thong tin, mang may tinh va cao nhat 1a Internet 1am nén tang
cho viéc quan 1y va van hanh ctia b may Nha nudc nhdm cung cip cac “dich vu”

cho toan xa hoi.

Trong xa hoi thong tin hién nay, qua trinh hoat dong va quan 1y tir cap cao
nhét dén co sé can phai dugc dya trén cac h¢ théng tap hop, luu trir, xr ly, st dung
va khai thac thong tin c6 hiéu qua dé cai quan va diéu hanh vi mé moi hoat dong
ctia nén kinh té toan xa hoi. Tdc do phat trién manh m& nhu vii bdo cua Internet hién
nay (dic biét tai cac nudc phat trién) da va dang 1a dong luc lam thay d6i cach thirc
kinh doanh va van hanh doanh nghi€p va cling 1a nhan td tich cuc cho viéc hinh
thanh va phat trién CPPT, dé tré thanh mot hé théng hiéu qua hon va phuc vu tot

hon.
Cich tiép cdn 3: CPDT la hé thong thong tin dic biét nham

Két ndi cac co quan ctia Chinh phu trong cac hoat dong, cung cap, cung cép,
chia sé thong tin va phdi hop cung cap gid trj tot nhat trong viéc cung Gng cac dich

cong v6i chat lugng t6t nhat, phuwong thirc méi nhat trén méi trudng dién tir.

X4y dung va hinh thanh cong dién tir ciia cic co quan hanh chinh dia phuong,
cung cap thong tin cho moi nguoi dan vé nhitng cong viéc cta co quan hanh chinh,
cac quy dinh va thu tuc, dich vu ma co quan hanh chinh cung cép cho nhu céu cia
nguoi dan.

Coi “cong dan” 1a “khach hang™: thay dbi cach tiép can vé quan hé giita cong
dan véi Chinh phu, tr quan h¢ “xin-cho” thanh quan h¢ “ phuc vu, cung ung dich
vu”. Khach hang la cong dan co nhiéu kha nang lya chon dich vy tdt nhat cho cudc

song.



Viéc cung tng cac san pham. dich vu tu vin bang cong nghé moi di duoc
chuyén thanh cac “Trung tim két ndi”, gitp cho moi ngudi co thé tu lua chon
phuong an, canh thirc dé giai quyét nhirng van dé cta c4 nhan trong cudc sdng. Co
quan hanh chinh bién thanh cac trung tam két ndi thong tin, gitp d&, hudng din, hd

trg ngudi dan lya chon va thuc hién céc dich vu hanh chinh.

Cich tiép cén 4: CPDT la Chinh phu

Str dung CNTT nham giai phong cac hoat dong thong tin, vugt qua cc rao can

vat 1y ctia hé thong gidy to truyén thong va cac hé thong co so khac.

St dung cong nghé dé ting cudng kha ning tiép can cho cong din, doanh

nghiép, cac dbi tac va ngudi lao dong dén cac dich vu ciia Chinh phu.

Theo khai niém nay, CPDT la viéc ty dong hoa, may tinh hoa cac quy trinh gidy
t& nham thic day:

- Phong cach lanh dao mai
- Phuong phap méi trong viéc thiét 1ap chién lugc
- Phuong thirc mai trong giao dich va kinh doanh
- Phuong thirc méi trong viée lang nghe cong dan va cong dong
- Phuong thirc méi trong t6 chic va cung cip thong tin
Céc dich vu CPDT tap trung vao 4 doi tuong khach hang chinh:
- Nguoi dan
- Cong dong doanh nghiép
- Cac cong chirc Chinh phu
- Céc co quan Chinh phu.

Muc dich cia CPDT la 1am cho mbi tac dong qua lai giita ngudi dan, doanh
nghi¢p, nhan vién Chinh phu va cac co quan Chinh phu véi Chinh phu tr¢ nén thuan

tién, than thién, minh bach, d& ton kém va hiéu qua hon.



1.1.2. Cac giao dich trong “ Chinh phu dién t&”
CPDT bao gém 3 thanh t6 chinh:
1.1.2.1. Cadc dich vu cong:

Chinh phu tip trung vao viéc nang cao chat lwong va hiéu qua dich vu, cung
cap cho cac ddi tac lién quan nhu doanh nghiép, ngudi dan, cac td chic phi Chinh
phu. Diéu d6 duoc thuc hién thong qua cac kénh khac nhau. Pay 1a mot hinh thirc
giao dich khac ngoai nhitng hinh thirc dang ton tai hién nay 1a gip truc tiép (face to
face), chéng han qua Internet, céc ki-6t (tram giao dich di¢n tr) va thdm chi qua
dién thoai di dong. Muc dich 14 dé tao thuan lgi cho khach hang c6 thé sir dung cac
dich vu ctia Chinh pht moi lic, moi noi. Vi du, mot cong dan co thé dang ky 1am ho

chi€u va gtri anh qua Internet.

1.1.2.2. Tiép cin théng tin

Chinh phu phai mo rong viée két ndi voi cac doi tac lién quan. Ho cé thé két
nbi vao cong thong tin ctia Chinh phu thong qua Internet va qua cac ki-6t. Moi
ngudi khong phai toi cac co quan quan 1y nha nude dé 13y thong tin. Thay vao do,
ngudi ta s& tiép can thong tin theo phuwong thirc tu phuc vu. CPPT gitp nhiing
ngudi quan 1y c6 trach nhiém hon vi tinh minh bach cao hon, giam thiéu nhiing gi
khong hiéu qua va té quan liéu. Mot trong nhiing thach thirc 16n nhat d6i véi cac
Chinh phu la to chuc lai quy trinh hoat dong, hién tai dé khai thac céc lgi ich cua
CNTT-TT. Péng thoi, Chinh pht phai xem xét va cai tb lai chinh sach hanh chinh,

do tao lai can bo Nha nude vé CNTT va k¥ nang hanh chinh cong mai.
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1.1.2.3. Su twong tdc giita Chinh phii va cong chung:
CNTT s& lam cho Chinh phtl quéan 1y céi mé va d& tiép can hon bang viéc
cho phép cong chiing cung tham gia vao cac cong viéc ctia cac co quan Nha nudc.
CPDT ciing tao thém co hoi phat trién cho céac d6i tac lién quan, dac biét la

cong doéng ngudi nghéo ¢ nhitng nude kém phat trién hay nhitng ngudi ¢ nong thon.

Nho hiéu qua cia CNTT-TT, Chinh phu c6 thé vuon t6i ca nhitng ddi tuong

o0 khu vuc nong thon, vung sau, vung xa.

Trong mot hé théng CPPT, timg c4 nhan c6 kha ning dua ra yéu cau dbi véi
mét dich vu cu thé caa Chinh phu va nhan dugc dich vu d6 thong qua Internet hodc
mot s6 co ché duogc vi tinh hoa. Trong mot sé truong hop, cac dich vu Chinh phit
dugc cung cip thong qua mot vin phong Chinh phu thay vi nhiéu van phong Chinh
phu. Trong mot sb trudng hop khac, cac giao dich Chinh phu dugc hoan tit ma

khong phai lién lac truc tiép voi cac nhan vién Chinh phu

Vé tong thé c6 thé phan loai CPDT thanh 4 loai, twong ung voi bon dang
dich vu Chinh phu bao gém:

- Chinh phu véi Cong dan (G2C)

- Chinh phu v61 Doanh nghi¢p (G2B)
- Chinh phu v6i1 nguoi lao dong (G2E)
- Chinh phu v61 Chinh phu (G2G)

11



1/. G2C (Government To Citizen)

Giao dich va cung cip céac dich vu ctua Chinh phu truc tiép cho cong dong,
thi du t6 chtrc bau ctr ctia cong dan, thim do du ludn, quan 1y quy hoach xay dung
do thi, tu van, khiéu nai, giam sat va thanh toan thué, hoa don cua cac nghanh voi
ngudi thué bao, dich vu thong tin truc tiép 24x7, phuc vu cong cong, moi truong

giao duc.

G2C bao gdm phd bién théng tin toi cong ching, cac dich vu cong dan co
ban nhu gia han gidy phép, cap gidy khai sinh/ khai tir/dang ky két hon va ké khai
céc biéu mau nop thué thu nhap cling nhu hd tro nguoi dan ddi véi cac dich vu co
ban nhu gido duc, cham soc y té, thong tin bénh vién, thu vién va rat nhiu dich vu
khéc.

2/. G2B (Government To Business)

Dich vu va quan hé ctia Chinh phu d6i véi cac doanh nghiép, céc t6 chirc phi
Chinh phu, nha san xuit nhu dich vu mua sdm, thanh tra, gidm sat doanh nghiép (
vé dong thué, tuan thi luat phép,...); thong tin vé phat trién dat dai, ddu thau, xay
dung; cung cip thong tin dang vin ban, huéng dan st dung, quy dinh, thi hanh
chinh sach... cho cac doanh nghiép.

P4y 14 thanh phin quan hé co ban trong mo hinh nha nudc 1a cha thé quan 1y
vi mo nén kinh té, xa hoi thong qua chinh sach, co ché va luat phap doanh nghiép
nhu 13 khach thé dai dién cho luc lugng san Xuét truc tiép ra cla cai vat chat cua

nén kinh té.

Céc giao dich G2B bao gém nhiéu dich vu khac nhau duoc trao doi gifra
Chinh phu va cong dong doanh nghiép bao gém ca viéc phd bién cac chinh sach,
bién ban ghi nhé, cac quy dinh va thé ché.Céac dich vu duoc cung cap bao gém truy
xudt cac thong tin vé kinh doanh, tai cdc mau don , gia han gidy phép, diang ky kinh
doanh, xin cap giap phép, ndp thué. Cac dich vu duoc cung cap thong qua cac giao
dich G2B ciing hd trg viéc phat trién kinh doanh, dic biét 1a phat trién cac doanh
nghiép vira va nho. Viéc don gian héa céc thu tuc xin cap phép, hd trg qua trinh phé
duyét ddi v6i cac yéu cau ciia cac doanh nghiép vira va nho sé thuc day kinh doanh
phat trién.

O murc cao hon, cac dich G2B bao gom viéc mua sam dién tir va trao doi truc

tiep gitta Chinh phu véi cac nha cung cap d€é mua sam hang hoa va dich vu cho

12



Chinh phu. Mét dich vu dién hinh 14 cic web-site mua sim dién tir s& cho phép
nhirng ngudi sit dung di ding ky va dugc chp nhan c6 thé tim kiém cac ngudi mua
va nguoi ban hang héa va dich vu. Tuy theo tirng phuong phap, ngudi mua hoac
nguoi ban co thé xac dinh gia ca hoac mo thau. Viéc mua sdm dién tir lam cho qua
trinh ddu thau tré nén minh bach va cho phép cac doanh nghiép nhé co thé thé tham
gia d4u thau d6i v6i cac dy 4n 16n cia Chinh phu. Hé théng nay ciing giup cho
Chinh phu c6 thé tiét kiém chi tiéu nhiéu hon thong qua viéc cét giam chi phi cho

moi gio1 trung gian va giam chi phi hanh chinh cta céac dai ly mua ban.

3/. G2E (Government To Employee)

Dich vy, giao dich trong mdi quan hé giita Chinh pha ddi v6i ngudi 1am cong

lao dong nhu bao hiém, dich vu viéc lam, tro cép that nghiép, y té nha 6....

G2E bao gém cac dich vy G2C va cac dich vu chuyén nghanh khic danh
riéng cho cac cong chirc chinh phii nhu viéc cung cip dao tao va phat trién ngudn
nhan luc qua d6 cai tién cac chic ning hanh chinh hang ngay ciing nhu cach thirc

giai quyét cong viéc voi nguoi dan.

4./ G2G (Government To Goverment)

Trién khai & hai cip d6 trong nude va qudc té. Cac giao dich G2G 1a cac giao
dich giita Chinh phu trung wong / qudc gia va cac chinh quyén dja phuong, gitta cac
vu va cong ty, co quan co lién quan. Pdng thoi, cac dich vu G2G 1a cac giao dich
giita cac Chinh phu va c6 thé st dung nhu mét coéng cu cia cac mdi quan hé qudc té

va ngoai giao.

G2G duoc hiéu nhu kha ning phdi hop , chuyén giao va cung cip cac dich
vu mdt cach c6 hi€u qua gitra cac nganh, céc cép , cac td chure, bd may cua nha
nuéc trong viéc diéu hanh va quan 1y nha nudc, trong d6 chinh ban than bé may cta
Chinh phi vira dong vai tro 1a cha thé va khach thé trong mdi quan hé nay.

Toan bo hé théng quan hé¢, giao dich cua Chinh phu nhu G2C, G2E, G2B va
G2G phai dugc dat trén mot ha téng viing chic cua hé théng: do tin cay(Strust), kha
nang dam bao tinh riéng tu (privacy) va bao mat an toan (security) va cudi cling tat
ca déu dya trén ha ting cong nghé, va truyén thong véi cac quy méd khic nhau:

mang may tinh, mang Internet. Extranet va Internet.
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Ngoai 4 mo hinh giao dich chii yéu trén, bang duéi diy cho thiy nhirng

hinh thirc giao tiép khac trong Chinh phu dién tir.

Hinh thirc giao tiép

CPDT Nhan dan | CQ hanh chinh | Khu vuc Il | Khu vue IIT

Cong dan Nha nude Kinh té NPO/NGO
Nhéan dan, Céng dan caC C2G C2B C2N
CQ hanh chinh, NN G2C G2G G2B G2N
KV 11, Kinh té B2C B2G B2B B2N
KV 111, NPO/NGO N2C N2G N2B N2N
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1.2. TONG QUAN VE AN TOAN THONG TIN
1.2.1. Mét s6 khai niém trong an toan thong tin
1.2.1.1. Mdt md (Cryptography)

1/. Khai niém Mat ma

“Mgt ma> 1a ky thuat dugc dung 1au doi nhat trong viéc bao dam An toan
thong tin. Trude ddy “mat ma” chi dung trong nganh an ninh qudc phong, ngay
nay viéc bao dam . An toan thong tin 1a nhu cau cta moi nganh, moi ngudi (do céc

thong tin chi yéu duge truyén trén mang cong khai), vi vay ky thuat “mat ma” la

cong khai cho moi ngudi dung. DPiéu bi mat nam & “khda” mat ma.

Hién nay c6 nhiéu ky thuat mat ma khac nhau, mdi k¥ thuét c6 nhing uu,
nhugc diém riéng. Tuy theo yéu cau cia méi truong tng dung ma nguoi ta dung ky
thuat nay hay k¥ thuat kia. C6 nhitng moi truong can phai an toan tuyét déi bat ké
thoi gian va chi phi. Cé nhitng moi trudng lai can giai phap dung hoa giita bao mat
va chi phi thuc hién.

Mat ma ¢ dién chii yéu ding dé “che gidu” dir liu. Mat ma hién dai con
dung dé thuc hién; Ky sb (ky dién tur), tao dai dién thong di€p, giao thirc bao toan
dir liu, giao thirc xac thuc thuc thé, giao thirc xac thuc tai liéu, giao thirc ching
minh “khong tiét 16 thong tin”, giao thirc thoa thuan hay phan phdi khoa, chdng chdi

cai trong giao dich dién ti, chia sé bi mat, ...

Theo nghia hep, mat ma cha yéu ding dé bao mat dit liéu. Khi d6 nguoi ta

quan niém:
Mt md hoc 1a Khoa hoc nghién ciru mat ma: Tao mda va Phdn tich ma.

Phdn tich md 1a ky thuat, nghé thudt phan tich mat ma, kiém tra tinh bao mat cia no

hodc pha v& su bi mat ctia n6. Phén tich ma con goi la Thdm ma.

Theo nghia rong, k¥ thuat mat ma la mot trong nhitng cong cu hiéu qua bao

dam An toan thong tin n6i chung: bao mat, bao toan, xac thuc, chong choi cai, ...
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2/. Khai niém ma héa (Encryption)

- Md hod 13 qua trinh chuyén thong tin c¢6 thé doc duoc (goi 1a Bdn ré) thanh
thong tin “khé” thé doc dugc theo cach thong thuong (goi 1a Bdn ma).

D6 1a mot trong nhirng k§ thuat dé bao mat thong tin.

- Gidi md 13 qua trinh chuyén thong tin nguoc lai tir Ban md thanh Bdan ré.

- Thudt todn md hod hay gidi md 13 thu tuc dé thuc hién ma hoa hay giai ma.

- Khoa md hoa 1a mot gia tri lam cho thuat toan ma hoa thuc hién theo cach riéng
biét va sinh ra ban rd riéng. Thong thuong khoa cang 16n thi ban ma cang an toan.
Pham vi cac gia tri c6 thé c6 ciia khoa duoc goi 1a Khéng gian khod.

- H¢ md héa 1a tap hop cac thuat toan, cac khoa nhiam che diu thong tin ciing nhur

lam cho 3 no.

3/. Khai niém ky s6 (Digital Signature)

Thong thudong sau khi thoa thudn mét van ban hop tac, hop dong hay thira
nhan trach nhiém vé noi dung mét tai liéu, nguoi ta phai xac nhan sy dong y cua
minh bang cach “ky tay” vao cubi vin ban hay tai liéu.

Bang cach nao do ngudi ta phai thé hién d6 1a “chi ky” cua ho (chi ky bing
“tay”, mdt déu hiéu riéng cua ho), nguoi khac khong thé gia mao (bat chude) duoc.

Moi cach sao chép chir ky trén tai liéu thuong dé bi phat hién, vi ban sao ¢6

thé phan biét dugc véi ban géc.

Nhung “ky” trén tai liéu trong may tinh hay truyén qua mang may tinh nhu
thé nao, khindi dung tai liu déu duogc biéu dién dudi dang s6 hoa (chi dung hai sb
0va 1, ta goi 1a tai liéu sd).

Viéc gia mao va sao chép lai ddi vai tai liéu sb 1a hoan toan dé dang, khong
thé phan biét dugc ban géc vGi ban sao. Hon nita, mot tai liéu sd co thé bi cat dan,
lap ghép 1a hoan toan co thé va ta khong thé phan biét dugc ban gbe véi ban sao.

Vay mot chit ky nhu chit ky bang “tay” thong thuong & cudi tai liéu sb,
khéng thé chiu trach nhiém d6i véi toan bo ndi dung tai lidu.

Chir ky nhw thé nao thi méi thé hién duoc trach nhiém ddi véi toan bo tai
liéu?

799

Chéc chin chit ky d6 phai dugc “ky” trén tirng bit cua tai licu.
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Vay “ky” trén tai liu so dugc thuc hién nhu thé nao ?
Thuc chat caa viéc ky “dién tir” 1a md hod.
“Xdc nhdn chir ky” 1a kiém tra viéc ma hoa trén c6 diang khong.

Nhu vay khi giri 1 file tai liéu s6 c6 chir ky trén do, nguoi ta phai giri ca 2 file:
mot file tai li¢u va mét file chir ky. Nho d6 moi kiém tra dugc co dang chir ky do

ky trén tai liéu di kém hay khong.

1.2.1.2. Gidu tin (Steganography)
1/. Khai niém giau tin

Ma hoéa thdng tin 1a bién d6i thong tin “dé hiéu” (hién thi rd rang, c6 thé
doc duoc, eco thé hiéu duogc) thanh thong tin dudi dang “bi mat” (khé thé hiéu

duoc vi chi nhin thay nhitng ki hi€u ro1 rac vo nghia).

Thong tin ma hoa dé bi phat hién, vi chiing ¢ hinh dang dic biét. Khi d6 tin

tac s€ tim moi cach dé xac dinh ban ro.

Gidu théng tin (Steganography) 13 che gidu théng tin nay vao trong mot
théng tin khac.

Thong tin duoc gidu (nhung) vao bén trong mot thong tin khac, s& kho bi
phat hién, vi nguoi ta kho nhan biét duoc 1a da c6 mot thong tin dugc gidu (nhing)

vao bén trong mot thong tin khac (goi 13 méi trwong gidu tin).

N6i cach khac, gidu tin gidng nhu “nguy trang” cho thong tin, khéng gay ra cho
tin tic su nghi ngd. Vi du mot thong tin gidu vao bén trong mot bic tranh, thi sw v

hinh cta thong tin chira trong burc tranh sé “ddanh lira” dugc cha y cua tin tic.
Theo nghia rong, gidu tin ciing 13 h¢ mdt mé, nham dam bao tinh bi mat cia thong tin.

Tom lai, giai phap hitu hiéu dé “che gidu” thong tin 1a két hop ca hai
phuong phap:

M4 héa thong tin trudc, sau d6 gidu ban ma vio bén trong mot thong tin khéc.

C6 thé két hop ca ba giai phap: Nén thong tin, M& hoa thong tin, Gidu
thong tin.
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2/. Khai niém Thiy ky (WaterMarking)
Theo nghia rong, “Gidu tin” nham thyc hién hai viéc:
- Bdo vé thong tin can gidu.
- Bdo Vé chinh méi trwong gidu tin.
Gidu (nhang) thdng tin mat vao maot thong tin khac, sao cho ngudi ta kho
phét hién ra thong tin mat dé. Do 1a bao vé thdng tin can giau.
Loai gidu tin nay dwoc goi 12 “Steganography”.
Gidu (nhang) thong tin vao mot théng tin khac, nhim bao vé chinh ddi

tugng duoc dung dé giau tin vao. Tuc 14 gidu tin dé bao vé chinh méi truong giau
tin.

Tin dwoc gidu c6 vai tro nhu chi ky hay con ddu dung dé xac thuc (chtng
nhan) thong tin (14 moi trudng giau tin). Loai“gidu tin”nay duoc goi la thay ky
(Watermarking).

Vi du:

Giau mot thong tin s hitu caa nguoi chi vao trong tac pham (tai liéu sb) cua
ho, néu ai sir dung trai phép tac pham doé, thi thong tin gidu s& 1a vt chieng dé
chang minh quyén hop phap cua nguoi chu. D6 1a tng dung dé bao vé ban quyén
tac pham “sé”.

Vi du:

Khi gidu mot théng tin vao trong mot tac pham (tai liéu sd), ta c6 thé dung
chinh théng tin gidu dé kiém xem tac pham c6 bi thay do6i noi dung hay khong. Vi
néu tac pham bj thay ddi noi dung, thi khong thé loc ra dugc théng tin gidu nguyén
ven nhu lc ban dau.

D6 1a ung dung: Dung théng tin gidu dé kiém tinh todn ven cia méi truong
giau tin.
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1.2.1.3. Nén thong tin
1/. Khai niém “Nén tin” (Nén dir li€u)

Nén dir liéu (Data Compression) 12 ky thuét chuyén dit liéu dang “du thira”
sang dang “it du thwra”, dit liéu thu duoc sau khi nén nhé hon dit li¢u géc rat nhiéu.
Nhu vdy d& tén bd nhd dé luu trit dit liéu, mit khac tiét kiém thoi gian va chi phi

truyén dir lidu.

Nhu vay viéc nghién ctru cac k¥ thut nén dir lidu 1a diéu rat can thiét, gop

phan nang cao hi€u qua sur dung cac tai nguyén cua cac hé thong may tinh.

Song song véi viée nén dir li€u, phai cé k¥ thuat giai nén, nham chuyén dir
liéu dugc nén sang dir li¢u ban dau.

Ngoai thuat nglt “nén dit li€u”, do ban chat cua k¥ thuat, nd con cé tén goi la:
“Giam do du thua”, “Ma hoa anh goc”.

Hau hét cac may tinh hién nay duogc trang bi “Modem”, nham nén va gidi nén
cac thong tin truyén va nhan thong qua duong dién thoai.

Hién nay c6 nhiéu k¥ thuat nén dir liéu, nhung chua c6 phuong phap nén nao
duogc coi 1a van ndng, vi nd phu thudc vao nhiéu yé€u té va ban chat ctua dir li¢u goc.

K¥ thuat nén dit liéu thuong chi dung cho mdt 16p dir 1iéu c6 chung dac tinh nao do.

Mbt s6 k¥ thuat nén dir li€u hién nay: Ma d¢ dai loat (Run length coding),
M3 hoa d6 dai bién dong (Variable length coding), Ma Huffman, ...

Ty I¢ nén dir ligu (Compression rate).

Ty 1& nén 12 mot trong cac dic trung quan trong nhat ciia phuong phap nén.

Nguoi ta dinh nghia ty 1€ nén la:

Tylg nén= (1/r) %
Véirla Ty sé nén = kich thude dir liéu gbe / kich thude dit liéu thu duge sau nén.
Ty sénén r=10/1, nghia la dir liéu goc 1 10 phan, sau khi nén chi con 1 phan.

Véi dir liéu anh, két qua “nén” thuong 1a 10 :1. Theo két qua nghién ctru gan day
tai Vién k¥ thuat Georgie, k¥ thuat nén “Fractal” cho tysonénla 30: 1.

19



2/. Cac phuwong phap “Nén tin”.

Hién nay c6 nhiéu k¥ thuat nén dit liéu, nhung chua c6 phuong phap nén nao
duoc coi 1a van nang, vi né phu thudc vao nhiéu yéu t6 va ban chit cua dit liéu géc.
K¥ thuat nén dit liéu thuong chi dung cho mdt 16p dir 1i€u c6 chung dac tinh nao do.

Mot s6 k¥ thuat nén dir li€u hién nay:

- Ma d¢ dai loat (Run length coding)
- M3 hoa d6 dai bién dong (Variable length coding)
- Ma Huffman

1.2.1.4. Twong lira (Firewall)
1/. Khai niém Twong lira

“Twong lira” trong céng nghé mang thong tin dugce hiéu 1a mot hé théng
phan ctmg, phian mém hay hdn hop phan cing - phan mém, c6 tac dung nhu mot
tim ngdn cdch giita cac tai nguyén thong tin ctia mang ndi bo va thé gidi Internet
bén ngoai.

Pham vi hep hon nhu trong mdt mang ndi bo, nguoi ta cling bd tri “Twong
lira” dé ngdn cdch cic mién an toan khac nhau (Security Domain).

Thuat ngit “Tudng lra” c6 ngudn gdc trong k§ thudt xdy dung dé ngan
chan, han ché hoa hoan. Trong CNTT, “Tudng ltra” 1a k¥ thuat duoc tich hop vao
hé théng mang dé chdng lai sy truy cap trai phép. K¥ thuat nham bdo vé thong tin

noi b, mit khac han ché sw xam nhdp ciia thong tin trdi phép vio hé thng.

K¥ thuat nay phuc vu cho An toan Hé thong may tinh la chinh, nhung ciing
hd trg bao dam An toan truyén tin, vi du chéng trém cdp, siva déi thong tin (chang
han 1am sai 1&ch tin tirc hay gia mao chit ky) truée khi dén tay nguoi nhan.

Nhiém vu cua Twong lira:

Quyét dinh ngudi nao, dich vu nao bén ngoai duoc truy cap vao bén trong Hé
théng may tinh. Quyét dinh ngudi nao, dich vu nao bén trong duge truy cap ra bén
ngoai Hé thdng may tinh.

Dé bao dam An toan thong tin, tit ca cac trao d6i thong tin tir ngoai vao trong

hay nguoc lai déu phai thuc hién thong qua “Tuong lta”.
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2/. Cac thanh phan cia Twong lira
a/. Vé mit vatly: “Twong liva” gom co:

+ Mot hay nhiéu may chu két nbi v6i bo dinh tuyén (Router) hodc ¢ chire nang nhu

vay.

+ Cac phan mém quan 1y an ninh trén hé théng may chi, Vi du Hé quan trj xac thue
(Athentication), Hé c4p quyén (Authorization), Hé ké toan (Accounting), ..

b/. V& mit chirc ning: “Twong lira” c6 cac thanh phan:
+ B loc Packet (Packet - Filtering Router).
+ Cong ung dung (Application - level Gateway hay Proxy Server).

+ Cong mach (Circuite - level Gateway).
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1.2.1.5. Mang riéng do (VPN: Virtual Private Network)
Khai niém Mang riéng 4o
Mang riéng do (Virtual Private Networks: VPN) khong phai 1a giao thic,
cling khong phai 1a mot phin mém mady tinh. D6 13 mot chuén céng nghé cung cip
su lién lac an todn giita hai thuc thé bang cach md héa cdc giao dich trén mang

cong khai (khong an toan, vi du nhu Internet).

Qua mang cong khai, mot thong diép duoc chuyén qua mét sb mdy tinh,
Router, switch, ... trudc khi dén dich. Trén duong truyén tin, thong diép co thé bi

chan lai, bi stra d6i hodc bi danh cép.
Ngudi quén tri an ninh can bao dam nhing diéu kién nhu sau:
- Tinh riéng tu (Privacy): Nguoingoai cudc khong thé hiéu dugc lién lac do.
- Tinh toan ven (Intergrity): Nguoi ngoai cudc khong thé thay ddi duogc lién lac do.
- Tinh xac thuc (Authenticity): Nguoi ngoai cudc khong thé tham gia vao lién lac
do.
Dé ¢6 khai niém rd hon v& VPN, ta can hiéu vé mét sd khai niém sau:
- Dinh dwong ham (Tunneling):

D6 12 mot co ché dung dé déng gdi mot giao thirc vao trong mot giao thirc
khac.

Trén Internet, “dinh dwong ham” cho phép nhitng giao thac nhu IPX,
ppleTalk,.. dugc ma hoa, sau d6 dong goi trong IP.

Trong VPN, “dinh dwong ham” che gidu giao thic 16p mang nguyén thuy
bang cach ma héa goi di lidu nay vao trong mot vo boc IP.

V6 boc IP thuc chét 1a mot goi IP, dugc truyén mot cach an toan qua mang
Internet. Tai bén nhan, khi nhan dwoc go6i trén, s& tién hanh g& bo vo boc bén
ngoai, giai ma thong tin dir liéu trong goi nay, va phan phéi nd dén thiét bi truy cap
thich hop.

Puong ham ciing 1a mét déc tinh do trong VPN. Céac cong nghé duong ham
dugc ding phd bién hién nay cho truy cap VPN gém cd: giao thire dinh duong ham
diém, PPTN, L2F, L2TP hoic IP Sec, GRE (Generic Route Encapsulation).
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-Bdo mdt (Ma hba- Encryption): 1a viéc chuyén cac dit lidu c6 thé doc duoc
(Clear text), vao trong mot dinh dang “kho” thé doc dugc (Cipher text).

M3 hoa ddi xtng 13 cing mot khoa va mot thudt toan vira dung dé ma hoa di
lidu va ciing vira dé giai ma dir liéu. Noi chinh xac 1a: Tir khoa 14p mé co thé tinh
duoc “dé dang” khoa giai ma va nguoc lai.

M3 hoa phi dbi xtmg 1a mi hoa dit liéu bang mot khéa va mot thuat toan, giai
ma bﬁng mot khoa va thuat toan khac.

- Théa thudn vé chit liwong dich vu (QoS: Service Quality):

Thoa thuan vé Chdt lwong dich vu thuong dinh ra giéi han cho phép vé dg
tré trung binh cua gbi trong mang. goai ra, cac thoa thuin nay dugc phat trién

thong qua cac dich vu v6i nha cung cap.

Mang riéng do 13 sy két hop cia Dinh dwong ham + Bdo mdt + Théa thudn
QoS.

1.2.2. Cac phwong phap bao dim an toan thong tin
1.2.2.1. Vin dé bio dim An toan théong tin
1/. Tai sao cin Bao dam An toan thong tin

Ngay nay, su xuit hién Internet va mang may tinh di giup cho viéc trao doi
thong tin trd nén nhanh gon, dé dang. E-mail cho phép nguoi ta nhan hay gui thu
ngay trén may tinh cia minh, E-business cho phép thuc hién cac giao dich buén ban

trén mang,...

Tuy nhién lai phat sinh nhimng van dé méi. Thong tin quan trong nam & kho dir
liéu hay dang trén duong truyén 6 thé bi trdom cép, 6 thé bi 1am sai léch, ¢6 thé bi gia
mao. Piéu d6 co thé anh hudng t6i cac to chirc, cac cong ty hay ca mot qudc gia.
Nhiing bi mat kinh doanh, tai chinh 1a muyc ti€u cua cac di tha canh tranh. Nhirng tin

tlrc ve an ninh quoc gia la muc tiéu cua td chire tinh bdo trong va ngoai nudc.

Theo dit liéu cia CERT (Computer Emegency Respone Team: doi cap ciru
may tinh) sé luong vu tdn cong trén Internet ngdy cang mot nhiéu, quy md cua
ching mdi ngdy mot 16n va phuong phap tan cong ngay cang hoan thién. Vi du
cung lic tin tic da tdn cong vao ca 100 000 mdy tinh c6 mit trén mang Internet,
nhitng may tinh clia cic cong ty, cac trudng hoc, co quan Nha nudc, cac to chic

quan sy, cac nha bang... cung lic ngung hoat dong.
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Khi trao ddi thong tin trén mang nhiing tinh hudng méi nay sinh: Ngudi ta
nhian dugc mot ban tin trén mang, thi ldy gi dam bao ring no 1a cua ddi tac da giri
cho ho. Khi nhan dugc to Sec dién tur hay Tién dién ti trén mang, thi c6 cach nao dé
xac nhin xem n6 1a cua ddi tac thanh toan cho ta. Tién d6 1a tién that hay tién gia?

Thong thuong, ngudi giri van ban quan trong phai ky phia dudi. Nhung khi
truyén trén mang, vin ban hay gidy thanh toan c6 thé bi trdm cip va phia dudi n6 cé
thé dan mot chit ky khac. Tém lai voi cach thirc nhu cti, chit ky rat dé bi gia mao.

Dé giai quyét tinh hinh trén, van dé bao dam An toan thong tin da duogc dat
ra trong 1y luan ciing nhu trong thyec tién.

Thuc ra van dé nay di c6 tir ngan xua , khi d6 né c6 tén 1a “bao mat” ma ky
thuat & don gian, chang han trude khi truyén thong bao nguoi giri va nguoi nhan
thoa thuin mot s tir ngit ma ta quen goi 1a tiéng “long”.

Khi ¢6 dién tin dién thoai nguoi ta ding mat ma c¢6 dién, phuong phap chu
yéu 1a thay thé , hoan vi cac ky tu trong ban tin “gbc” dé dugc ban tin “mat ma”.

Véi sy phét trién manh mé ctia Cong nghé thong tin, An toan thong tin di tro

thanh mot khoa hoc thuc thu vi ¢6 nhu cu can phat trién.
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2/. Noi dung ly thuyét vé An toan thong tin
Muc tiéu ctia An toan thong tin

- Bao dam bi mdt (Bao mdt)

Thong tin khong bi 16 d6i véi ngudi khong duoc phép
- Bdo dam toan ven (Bdo toan)

Ngin chin hay han ché viéc bd sung, loai bo va sira chita dit liéu khong duoc phép.
- Bdo dam xdc thwc (Chirng thuc)

Xac thyc dung thuc thé can két ndi, giao dich.

Xac thuc dung thuc thé ¢6 trach nhiém vé noi dung thong tin ( Xac thuc

ngudn gdc thong tin)
- Bdo ddm sin sang
Thong tin sin sang cho nguoi dung hop phéap
3/. Cac ngi dung An toan thong tin
a/. Ngi dung chinh

Dé bao vé thong tin bén trong mdy tinh hay dang trén duong truyén tin, phai

nghién ctru vé An toan may tinh va An toan truyén tin.
- An toan théng tin trong may tinh (Computer Security)
La sy bao vé cac thong sd c6 dinh bén trong may tinh (Static Information).
La khoa hoc vé bao dam an toan thong tin trong mdy tinh.
- An toan théng tin trén dwong truyén tin (Communication Security)
La sy bao vé thong tin trén duong truyén tin (Dynamic Information)
(thong tin dang dugc truyén tir hé thong nay sang hé thong khac).
b/. H¢ qua tir ngi dung chinh

Dé bao vé thong tin bén trong may tinh hay dang trén dudng truyén tin, phai

nghién ctru cac ndi dung sau:

- An toan dir liéu (Data Security)

- An toan Co s¢ dit liéu (CSDL) (Data base Security)
- An toan hé diéu hanh (Operaton system Security)

- An toan mang may tinh (Network Security)
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1.2.2.2. Phwong phdp bdo dim An toan thdng tin
1/. Céc chién lrge bao dam An toan thong tin
a/. Cdp quyén han toi thiéu (Least Privilege )
Nguyén tic co ban trong an toan n6i chung 1a “Han ché wu tién”.

M&i dbi tugng st dung hé thong (ngudi quan tri mang, ngudi sir dung. ..) chi

dugc cap phat mot sb quyén han nhat dinh du dung cho cong viée ctia minh.

b/. Phong thii theo chiéu sdu ( Defense in Depth)
Nguyén tic tiép theo trong an toan noi chung 13 “Béo vé theo chiéu sau”.
Cu thé 14 tao 1ap nhiéu 16p bao vé khac nhau cho hé thong:

Thong tin / / / / /

Accessright  Login/Password Data Encription Physical Protection Firewall

2/. Cac gidi phap bao diam An toan thong tin
a/. Phwong phap che gidu, bao dam toan ven va xac thue thong tin
- “Che” dir 1i¢u (Ma hoa): thay ddi hinh dang dir li¢u géc, nguoi khac khé nhén ra.
- “Gi4u” dit liéu : cit gidu dir liéu nay trong moi trudng dir liéu khac.
- Bao dam toan ven va xac thyc thong tin.
Ky thuat:
+ M4 hoa, ham bam, gidu tin, ky sd, thuy ky.....
+ Giao thirc bao toan thong tin, giao thirc xac thuc thong tin...
b/. Phwong phap kiém soat 16i vao ra ciia thong tin
- Kiém soat, ngin chin cac thong tin vao ra hé thong may tinh.
- Kiém soat, cip quyén sir dung céac thong tin trong hé théng may tinh
- Kiém soat, tim diét “sau bo” (Virus, ,...) vao ra h¢ théng may tinh.
Ky thuat:
+ Mat khau (Password), Tuong lira (Firewall)
+ Mang riéng 4o (Vitrual Private Network)
+ Nhan dang, Xac thyc thuc thé, Cap quyén han.
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¢/. Kiém soat va xir Iy cac 15 hong trong An toan thong tin

*Khai niém “I6 hong”

+L5 hong thiéu an ninh trong hé thong thong tin 1 mot diém yéu c6 thé tao ra sy
ngung tré cua dich vu, thém quyén ddi v6i ngudi dung, hodc cho phép truy nhap

khéng hop phéap vao hé thong.

+Vi du:

L3 hdng c6 thé nim ngay trong cac dich vu nhu: sendmail, web, ftp, ...
L hong ton tai trong hé diéu hanh nhu windows NT, unix, ...

L3 hong co thé trong mang may tinh, trong cac k¥ thuat bao vé thong tin.

*Phén loai 16 hong theo mirc nguy hiém:

Theo cach phan loai ctia bd qubc phong MY, cac 16 hong thiéu an ninh trén mot

hé théng thong tin dugc phén loai nhu sau:
+L6 hong mire C (Mt trung binh):

L4 hong loai nay c¢6 mirc do nguy hai trung binh, chi anh hudng dén chat
luong dich vy, c6 thé 1am ngung tré, gian doan hé théng. Khong pha hong dir liéu,

hay dat duoc quyén truy nhip hop phép.

Vi du: Lo hf)ng loai nay cho phép thuc hi¢n tan cong “Tu chdi dich vu” (DoS:
Dinal of Server).

+L6 hong mike B (Mirc nguy hiém):

L3 hong loai nay cho phép nguoi ding co thém quyén trén hé théng ma
khong can kiém tra tinh hop 18. L3 hong loai nay thuong co trong cac tng dung cia

hé théng thong tin, co thé dan dén mat hoic 10 thong tin yéu cau bao vé.
+L6 hong mire A (Mic rat nguy hiém):

L hong loai nay cho phép ngudi dung & ngoai co thé truy nhap vao hé théng

bat hop phép. L& hong nay rat nguy hiém, c6 thé pha hity hé thong.
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*Phan loai 16 hong theo cic thanh phan ciia hé thong thong tin:

Theo cach phan loai ndy, cac 16 hong thiéu an ninh trén mot hé théng thong

tin dugc phan loai nhu sau:
+Lb hong trong mang may tinh:
Vi du: L3 hong trong giao thirc ARP.
+Lb hong trong cac k¥ thuit bao vé thong tin:
Vi du: L3 hong trong cac k¥ thuat ma hoa, ky sd,...
+Céac “16 hong” trong cac Thuat toan hay giao thirc mat ma, gidu tin
+Cac “16 hong” trong cac Giao thirc mang
+Cac “16 hong” trong cac Hé diéu hanh mang
+ Céc “16 hong” trong cac Ung dung
*Kiém soat va xir Iy cac “L§ hong” thiéu an ninh:

+Viéc dau tién can phai xac dinh loai 16 hong, tor d6 xac dinh rd ngudn goc diém

yéu nay, sau d6 tim cach xur 1y thich hop.

Vi du: 16 hong trong giao thirc ARP. Mot cach xir 1y 1a trude khi giao dich véi mot
nit mang, phai xac thuc nut mang nay.
d/. Phong tranh cic dang tan cong Hé thong thong tin
Xay dung “hanh lang”, “duong di” An toan cho thong tin gdm 3 phan:
- Ha ting mat ma khoa cong khai (Public Key Infrastructure - PKI)

- Kiém soat 101 vao — ra : Mat khau, Tuong ltra, Mang riéng do, Cap quyén han

- Kiém soat va Xt Iy cac 16 hong
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e/. Phwong phap phong chong “Tan cong” hé thong thong tin
*Phat hi¢n h¢ thong bi tin cong:

Khéng c6 hé théng nao c6 thé dam bao dugc an toan tuyét ddi. Ngudi quan
tri hé thong phai c6 cac bién phap kiém tra hé thdng xem c6 diu hiéu bi tin cong

hay khéng. Cac bién phap gém co:

-Kiém tra cac ddu hiéu hé théng bi tin cong: Hé théng thuong bi “treo” hodc bi
“Crash” bang nhitng thong bao 16i khong rd rang. Kho xac dinh nguyén nhan do
thiéu thong tin lién quan.

Trude tién hay xac dinh 15i c6 phai do phan cung hay khong. Néu khong
phai do phan cting, hiy nghi dén kha ning may tinh bi tan cong.

-Kiém tra céc tai khoan nguoi dung maéi trong hé théng: M5t sd tai khoan la, nhat 1a
UID cua tai khoan d6 bang 0.

-Kiém tra xut hién cac tap tin la: Thuong phat hién thong qua cach dat tén céc tap
tin. MGi nguoi quan tri hé thong nén cé thoi quen dit tén tap tin theo mot mau nhat
dinh dé dé dang phat hién tap tin la.

-Kiém tra thoi gian thay ddi trén hé théng, dac bi¢t 1a chuong trinh login, sh, hoac
cac scripts khoi dong trong /etc/init.d, etc/rc.d...

-Kiém tra hiéu ning cta hé thong. St dung cac tién ich theo ddi tai nguyeenvaf cac
tién trinh dang hoat dong trén hé théng nhu pas hoic top...

-Kiém tra hoat dong cua cac dich vu ma hé théng cung cép. Ta da biét muyc dich tin
cong 13 1am té liét he thong.

-Kiém tra truy nhdp bang cic Acount thong thudng, dé phong cic Acount niy bi
truy nhap trai phép va thay ddi quyén han ma cac ngudi dung hop phap khong kiém
soat duoc.

-Kiém tra céc file lién quan dén cAu hinh mang va dich vu nhu /etc/ineted.con, bod
cac dich vu khong can thiét. Boi vai dich vu khong can thiét chay dudi quyén root
thi khong chay bang cac quyén yéu hon.

-Kiém tra cac phién ban cta Sendmail, /bin/mail, ftp, fingerd, tham gia cac nhom tin

vé bao mat dé ca thong tin vé 16 hong cta dich vu sir dung.
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*Phong chong tan cong h¢ thong mit mi bio dam thong tin:

Tuy theo timg hé théng mat mi, ngudi ta c6 phuong phap riéng dé phong

chdng tin cong.

+Vi dy khi tin cong ban mi, ké gian c¢6 hai phiwowng phap chinh:
Dung théng ké ngdn ngit hoc, dé xac dinh ban rd ctia ban ma.

Tinh ra khoa bi mat dé gidi ma, xac dinh ban rd.

+V1i dy khi tin cong dé gia mao chit ky sd, ké gian ¢ cac phuwong phap:
Gia mao dong thoi ca tai lidu cung chit ky s6.

Tinh ra khoa bi mat dé ky vao tai liéu gia mao

+Vi dy khi tin cong tin gidu, ké gian c6 cic phuong phap:

Nghién ctru méi trudng hay gidu tin, dé xac dinh c6 gidu tin khong;
Tir d6 bang cac ki thuat dé xac dinh do dai tin gidu, hay tach tin gidu.
Khi nghi van c6 tin gidu, ké gian pha hoai méi truong gidu tin

f/. Phwong phap bio vé thong tin bang nhiéu 16p

Vi khong c6 giai phap an toan tuyét d6i, nén ngudi ta thuong st dung dong
thoi nhiéu mire bao vé khac nhau, tao thanh nhiéu 16p rao chian d6i véi cac hoat

dong xam pham.

-L6p 1: st dung cac phuong phéap ma hoa (Encryption).

-Lép 2: Xac dinh quyén truy nhép va quyén han truy nhép.

-L6p 3: Han ché tai khoan truy nhap (ding ky tén va mat khau).

-L6p 4: Hé thong tuong lira (Firewall):

Tu dong ngdn chian cidc xam nhdp trai phép va cho loc cac goi tin khong mong
mudn gt di.

-L6p 5: bao vé vat 1y, ngan chin cac truy nhap bat hop phap vao hé thong.

Vi du: Cac bién phap ngan chan nguoi khong co trach nhiém vao phong may, dung
hé thong khoa trén mdy tinh, cai dat hé thong bao dong khi ¢ truy nhap trai phép.
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3/. Cac ky thuit bao ddm An toan thong tin

- K§¥ thuat Diét trir: Virus may tinh, Chuong trinh trai phép (“Ngua Troire”)...

- K§ thuat Tuong Itra: Ngan chan truy cap trai phép, loc thong tin khong hop phap.
- K¥ thuat Mang riéng ao: Tao ra hanh lang riéng cho cac thong tin “di lai”.

- K§ thuat Mat méd: M3 hoa, ky s, cac giao thirc mat ma, chong chdi cii...

- K§ thuat Gidu tin: Che gidu théng tin trong méi truong dir liéu khac.

- K§ thuat Thuy ky: Bao vé ban quyén tai liéu sb hoa.

- K§ thuat Truy tim ddu vét ké trom tin.

4/. Cac cong nghé bao dim An toan thong tin
- Céc cong ngh¢ chung:

Tudng lira, Mang riéng ao, PKI (Public Key Infrastructure: ha ting co s
mat ma khoa cong khai), Thé thong minh.

- Cong nghé cu thé:
SSL, TLS, PGP, SMINE...

1.2.3.Cong cu bdo dim An toan thong tin
+ Nén dir lig¢u.
+ Ma hoéa dir ligu.
+ Gidu tin.
+ Chit ky s6.

+ Ham bam.
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Chuong2. MQT SO BAI TOAN VE AN TOAN THONG TIN
TRONG GIAO DICH TRUC TUYEN

2.1. TONG QUAN VE GIAO DICH TRUC TUYEN

Céc tiéu chi vé dich vu hanh chinh céng truc tuyén, duoc dé cap trong cong vin
s6 1448/BBCVT-KHTC.
2.1.1. Giao dich truyc tuyén cap do 1

Mot dich vy hanh chinh cong truc tuyén duoc xem 1a dat mire 1, néu nhu

dich vu hanh chinh cong d6 c6 diy du hodc phan 16n cac thong tin sau:
+Quy trinh thyc hién dich vu hanh chinh cong do.
Vi du nhu sé cu, co quan thyc hién, dia chi,
+Thu tuc thue hién dich vu, cac gidy to can thiét.
+Céc budc tién hanh, thoi gian thyc hién, chi phi thuc hién dich vu.

Chu y: vo1 muce 1, chua yéu cau st dung mang may tinh.

2.1.2. Giao dich trwc tuyén cap do 2

Mot dich vy hanh chinh cong truc myén duoc xem la dat mice 2, néu nhu:
a/. Pat duoc tiéu chi muac 1.
b/. Cho phép nguoi dung chuyén vé cac mau don, hd so (qua mang mdy tinh) dé
ho c6 thé in ra gidy, hodc dién vao cac mau don.

Viéc nop lai ho so sau khi hoan thanh duge thuc hién qua buu dién, hodc
ngudi dung truc tiép mang dén co quan thu 1y hd so.

Néu mot dich vy hanh chinh cong truc tuyén dugc dang ky murc 2, tuy co
cung cip cac miu don ho so dé ngudi dung dich vu tai vé, nhung khong can day
du cac thong tin can thiét dbi voi dich vu hanh chinh cong truc tuyén mirc 1, ciing

khong dugc xem 1a dich vu hanh chinh cong tryc tuyén muc 2 ciing nhu mirc 1.
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2.1.3. Giao dich trwc tuyén cap do 3

Mot dich vu hanh chinh cong truc tuyén duoc xem 1a dat mére 3, néu nhu;

a/. Pat duoc cac tiéu chi muc 1.

b/. Pat duoc cac tiéu chi muc 2.

¢/. Cho phép ngudi dung dién tryc tuyén vao cac miu don, ho so va gi#i lgi truee
tuyén cic mau don, hd so téi co quan va ngudi thu Iy ho so.

Céc giao dich trong qua trinh thu Iy hd so va cung cip dich vu duoc thuc
hién qua mang mdy tinh. Tuy nhién, viéc thanh toan chi phi va tra két qua s& thuc
hién khi nguoi dung dich vu d&én truc tiép co quan cung cép dich vu.

Ghi chu:

Néu mot dich vy hanh chinh cong truc tuyén duogc dang ky muc 3, c6 cung
cip co ché dién biéu miu va xur 1y truc tuyén, nhung khéng cung cap diy du cac
thong tin can thiét ddi v6i dich vy hanh chinh cong truc tuyén mic 1, thi cling

khong duogc Xép mtrc cho dich vy hanh chinh cong.

2.1.4. Giao dich truc tuyén cap do 4

Mot dich vy hanh chinh cong truc myén duge xem 1a dat muc 4, néu nhu :
a/. Pat duoc cac tiéu chi muc 1.
b/. Pat duoc cac tiéu chi muc 2.
c/. Pat duoc cac tiéu chi muc 3.
d/. Viéc thanh toan chi phi dugc thyc hién truc tuyén, viéc tra két qua cé thé thuc
hién truc tuyén, hodc qua duong buu dién.
Ghi chu:

Néu mot dich vu hanh chinh cong truc tuyén duogc dang ky muc 4, c6 cung
cap co ché dién biéu miu va xur 1y truc tuyén, nhung khong cung cap day du cac
thong tin can thiét ddi voi dich vu hanh chinh cong truc tuyén muc 1, thi cling

khong duoc xép mire cho dich vy hanh chinh cong .
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2.2. BAI TOAN BAO MAT THONG TIN

2.2.1. Bai toan bao mat thong tin

Thuc thé khéng dugc cip quyén khong thé xem trom ban tin.
Vi du: ké gian khong dugc xem trdm tai liéu mat.

2.2.2. Phuwong phap giii quyét bai toan bio mat thong tin

Dé bao mat thong tin, hién nay c6 nhiéu phuong phap k¥ thuat, nhung ngudi

ta thuong dung phuong phap ma hoéa thong tin.

*Ma hoa thong tin: (Thuc té dung hé ma héa khéa ddi xtng).
+Pau vao: Chon tai liéu cAn ma hoa (ban ro): X.

-Chon thuat toan ma hoéa E. Chon khoa ma hoa K.

-An niit “ma hoa”.

+Paura: banma Y ciabanrd X : Y= Ey (X).

Vi du:

Nhan vién hanh chinh chuyén thu moi hop X, cdn bao mat thu moi, ho phai

thuc hién cac budc sau, s€ nhan duoc ban ma Y cua ban ro X.
+Budc 1: Ma hoa gidy moi. (Thuc hién cac thao tac ma hoa nhu trén).

Cho don gian, gia thiét rang cic thanh vién tham dy hop d thong nhat mot
khoéa gidi ma chung duy nhét. Néu cin an toan hon, nguoi ta st dung mot hé ma
héa “quang ba”, mdi ngudi c6 khoa giai ma riéng, nhung khoa 14p ma van chung
do nhéan vién hanh chinh quy dinh.
+Budc 2: chuyén thu mo1 da ma hoa Y cho céc thanh vién du hop.

Ghi dia chi E-mail cac thanh vién du hop, chuyén ban ma Y qua mang may tinh

Khi nhén dugc ban ma tai li¢u, trong h¢ théng giao dich truc tuyén, nguoi
nhan chon chirc nang gidi ma va thyc hién cac thao tac sau:
+Pau vao: Chon tai liéu can giai ma (ban ma): Y.

-Chon thudt toan giai ma D. Chon khoa giai ma k.
-An nat “giai ma”.

+Pau ra: Tai liéu goc (ban 13): : X= Dy (Y).
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2.3. BAI TOAN BAO TOAN THONG TIN
2.3.1. Bai toan bao toan thong tin
Thuc thé khéng dugc cip quyén khong c6 thé stra d6i ban tin.
Vi du: ké gian khong duoc sira doi ndi dung cong vin
2.3.2. Phuwong phap giii quyét bai toan bio toan thong tin
Dé bao toan thong tin, hién nay c¢6 nhiéu phwong phap, k¥ thuit, nhung nguoi
ta thuong dung phuong phap tao dai dién thong diép, hay chit ki sb.
*Tao dai dién thong diép:
+Déu vao: Chon tai liéu can tao dai dién: X.
-Chon ham bam H. (Thuc té ding ham bam dong MD hay SHA).
-An niit “Tao dai dién”: Nhan duoc dai dién Y cua X (véi do dai ) dinh).
+Déu ra: Két qua 1a cip (X,Y), Y = H(X).
Vi du:
Nhan vién hanh chinh chuyén thu mo1 hop X céc thanh vién du hop, can
bao toan thu moi, ho can thuc hién cic budce sau:
+Budc 1: tao dai dién thu moi: Y = H(X)
Dé cho don gian, gia thiét ring cac thanh vién tham dy hop da thong nhat
dung mot ham bam chung duy nhat H.
+Budc 2: Ghi dia chi E-mail cac thanh vién du hop, chuyén thu mo1 hop kém theo

dai dién thu moi: (X,Y).
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*Kiém tra su bio toan thong tin:
Khi nhan duoc tai liéu (kém dai dién tai liéu): (X,Y), ngudi nhan chon chire
nang tao dai dién tai li€u va so sanh hai dai di¢n tai li¢u.
-Chon tai liéu X can tao dai dién.
-Chon ham bam (Dung ham bam H nhu cia ngudi gui dai dién tai li¢u).
-An nit “Tao dai dién”: Nhan duoc dai dién Y™ cua X: Y* = H(X).
-So sanh hai dai dién: dai dién cii Y (ctia nguoi gui) va dai dién méi Y™ (nguoi
nhan tao ra). Néu hai dai dién tring nhau, thi tai liéu da duoc bao toan.
Vi du:
Khi nhan dugc thu moi hop kém dai dién thu moi: (X,Y), dé kiém tra thu
moi c6 bi sira doi khi truyén tin, ho phai thuc hién hai buéc nhu trén:
+Budc 1: Tao dai dién ctia thu moi hop vira nhan: Y= H(X).
+Budc 2: So sanh hai dai dién cua thu moi hop: Y va Y™,
Néu hai dai dién trung nhau, thi thu moi hop da dugce bao toan.

Néu hai dai dién khong trung nhau, thi thu mo1 hop da bi stra ddi.
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2.4. BAI TOAN XAC THUC THONG TIN

2.4.1. Bai toan xac thwe thong tin
Thuc thé nhan tin c6 thé dinh danh duoc thuc thé gui tin va nguoc lai.
Vi du: Ké gian khong thé gia mao chit ky trong tai liéu.

2.4.2. Phuwong phap gii quyét bai toan xac thye thong tin

Dé x4c thuc thong tin, hién nay c6 nhiéu phuong phap, k¥ thuat, nhung ngudi ta
thuong dung “Chit ky s6”.

*Tao chir ky so trén tai liéu: (Tao chit ky Z trén tai licu X)
+Dau vao: Chon tai liéu can ky: X.

-Chon thuat toan ky sé: Sig. Chon khoa ky sb k.
-An nuat “Ky s6”. Nhan duoc chit ky Z trén tai liéu X.
+Pau ra: Két qua 1a cip (X, Z), Z = Sigk (X).

*Kiém tra chir ky s trén tai li¢u: (Kiém tra chit ky Z trén tai lidu X)
+PAau vao: Chon tai liéu co chit ky va chit ky can kiém tra: (X, Z).
-Chon thuat toan kiém tra chir ky s6: Ver. Chon khoa kiém tra chir ky K.
-An nit “kiém tra chit ky”. (Thuét toan tuong Gng v6i thuat toan ky).
+Pau ra: Két qua Very (Z) = (T or F).

Chay:

Chir ky s6 c6 dung luong 16n (d6 dai) it nhat cling bang tai lidu can ky (tai
lidu gbc), nhu vdy ton nhiéu thoi gian ky, thoi gian truyén chit ky, tn bd nhd luu
chit ky, tén bing thong truyén chit ky,... Do d6 trén thuc té nguoi ta ky s trén dai
dién tai li€u, vi n6 c¢6 dung lugng nhd nho.

*Tao chir ky s6 trén dai dién tai lidu:
+Dau vao: Chon tai liéu can ky: X.

-Tao dai dién cua tai liéu can ky: Y = H(X).
-Chon thuat toan ky sb: Sig. Chon khoa ky s6 k.
-An nut “ky s6”. Nhan duoc chit ky Z trén dai dién Y: Z = Sig, (Y).
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Z ciing duoc xem 1a chit ky trén tai lidu can ky X.

+PAu ra: Két qua 1a cap (X, Z), trong d6 Z = Sigk (Y), Y = H(X).

Vi du:

Nhan vién hanh chinh xin chit ky ngudi quan 1y trén thu moi hop X, sau do

chuyén thu X kém chit ky Z cho céac thanh vién du hop, ho thuc hién:

+Buée 1: Nguoi quan 1y “ky” trén thu moi hop X, bang viée “ky” trén thu moi Y =

H(X). Chtr ky 1a Z = Sigy (Y).

+Budc 2: Ghi dia chi E-mail cac thanh vién du hop, chuyén thu mo1 hop kem theo

chir ky trén dai dién thu moi: (X,2).

*Kiém tra chir ky so trén dai dién tai liéu:
(Kiém tra chir ky Z trén dai dién Y cua tai li¢u X)

+Pau vao: Cip (X, Z), trong d6 Z = Sigy (Y), Y = H(X).

-Tao dai dién Y cua tai liéu X. S€ nhan dugc Y = H(X).
(Dung ham bam H nhu cua nguoi gui dai dién tai li¢u).

-Chon tai liéu c6 chit ky va chir ky can kiém tra: (Y,Z).

-Chon thuat toan kiém tra chir ky s6: Ver. Chon khoa kiém tra chir ky k.

-An nit “kiém tra chit ky”. (Thuat toan twong tng véi thudt toan ky).

+Pau ra: Két qua Very (Z2) = (T or F).

Chay:

Khi nhan dugc chit ky Z trén dai dién tai ligu X, tirc 1a cdp (X,Z), nguoi nhan
s& kiém tra chit ky Z trén dai dién tai lidu X.

Néu khong c6 dai dién tai ki¢u di kém, thi ngudi nhan phai tao ra dai dién tai

lidu nay 13 Y = H(X). Kiém tra chit ky Z trén dai dién Y
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Chuong 3. THU NGHIEM CHUONG TRINH BAO PAM ATTT
Trong chuong 3, db an tét nghiép thir nghiém chir ky Elgamal.

3.1. CAU HINH HE THONG

3.1.1. Phin citng

Yéu ciu phén cirng cia chwong trinh: chiém dung luong nhé (khoang 4,3 MB),
6 thé chay trén moi thé hé cua may tinh c6 h¢ diéu hanh DOS.th

3.1.2. Phan mém

Yéu ciu phin mém ciia chwong trinh:

+May phai cai dat va st dung mot trong cac hé diéu hanh sau: window 2000,
window XP (pack 1, 2, 3), window server, window 7
+ Phan mém:Tubo C++ 3.0
-Uu diém: mién phi, khong can cai dat, bién dich va chay chuwong trinh nhanh, méi
truong tich hop thuén tién.
-Nhuoc diém: khong thé bién dich chuong trinh chay trén window, khong hd tro
cac cong nghé méi nhu nhac nhé ngudi ding cac tir khod, ham va kiéu dit liéu, thao
tac soan thao cua Tubo C++3.0 cling khong tién lgi vi doi hoi sir dung cac td hop

phim kha phuec tap...
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3.2. CAC THANH PHAN CUA CHUONG TRINH
*Khai niém chir ki s6
Mot so do chit ky gdm bd 5 (P, A, K, S, V) thoa mén cac diéu kién duéi dy:
P 13 tap hiru han cac btrc dién (thong diép) co thé
A 1a tap hiru han cac chir ki co thé
K khéng gian khoa 1a tap hiru han cac khoa c6 thé
Sigy la thuat toanky P —> A
X € P —y = Sig(X)
Ver, 1a thuat toan kiém th: (P, A) — (Plng, sai)
Vere(x, y) = {Dﬁng Néu y = Sigy(X)

Sai  Néu y = Sigu(x)

*Phan loai so' dd chir ky s

C6 nhiéu loai chit ki tuy theo cach phan loai sau ddy 1a mot s6 cach:

Cach 1: Phan loai chit ki theo dic trung kiém tra chit ki gdm c6:

1/. Chit ki khoi phuc thong diép: La loai chir ki, trong d6 ngudi giri chi can “chir
ki”, ngudi nhan co thé khoi phuc lai dugc thong di¢p, da duoc “ki” boi “chir ki”
nay.

Vi du: Chir ki RSA 1a chir ki khoi phuc thong diép.

2/. Chit ki khong khoi phuc thong diép: La loai chir ki, trong d6 ngudi gui chi can
guri “chir ki”, phai gri kém ca thong diép da dugc “ki” boi chir ki nay. Nguoc lai
nguoi nhan s& khong c6 duge thong diép gbc.

Vi du: Chir ki Elgamal 1a chir ki khong khoéi phuc thong diép

Ca4ch 2: Phan loai chit ki theo mtrc an toan gdm co:

1/. Chir ki “khong thé phu nhan”: Nhiam tranh viéc nhin ban chit ki dé st dung
nhiéu 1an, tot nhat 1a ngudi giri tham gia truc tiép vao viée kiém tha chir ki. diéu d6
dugc thuce hién bang mot giao thirc kiém thu, dudi dang mot giao thiic moi hoi va

tra 101.
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Vi du: Chir ki khong phu dinh (Chaum — van Antverpen).

2/. Chir ki “mt 1an™:

Dé dam bao an toan, “Khod ki” chi dung mét 1an (one time) trén mot tai lidu.
Vi du: Chit ki mot 1an Lamport, chit ki Fail — stop (Van Heyst & Pedersen).
C4ch 3: Phan loai chit ki theo tmg dung dic trung gdm c6:

Chir ki “mu” (Blind Signature)

Chtr ki “nhom” (Group Signature)

Chir ki “boi” (Multy Signature)

Chir ki “mu nhom” (Blind Group Signature)

Chir ki “mu boi” (Blind Multy Signature)

* So @6 chir ki Elgamal:
+Tao cap khoa (bi méat, cong khai) (a,h):
Chon s6 nguyén t6 p sao cho bai toan logarit rdi rac trong Z, 1a “kho” giai.
Chon phan tir nguyén thuy g € Z, . DatP =2, , A=Z, X Z,1
Chon khoa bi mat la a € Z,,, Tinh khoa céng khai h = g* mod p.
Dinh nghia tap khoa: K ={(p, g, a, h): h =g* mod p}.
Cac gia tri p, g, h dugc cong khai, phai gilr bi mat a.
+Ki s6:
Ding 2 khoa ki: khod a va khoa ngau nhién bi mat re Z, ;"
Vir EZp_l*, nén nguyén t6 cung p-1, do d6 ton tai r* mod (p-1)).
Chit ki trén XE P lay = Sigy (x,r) = (y, 6), YE A (E1)
Trong do vy EZp*, 02y

y=g" mod p vaé=(x-a*y)*r' mod (p-1)
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+Kiém tra chir ki:

Ver (X, y, 8) = ding « h"™y® = g“ mod p (E,)

Chay: Néu chir ki duoc ki dung, kiém thir s& thanh cong vi:
h*y® =g*"*g"® mod p = ¢g®""® mod p=g*mod p

Do § = (x-a* y) * r* mod (p-1) nén (a* y +r*3) = x mod (p-1).

Vidu: Chit ky Elgamal trén dir liéu x= 112.

+Tao cap khoa (bi mat, cong khai) (a,h):
Chon s6 nguyén t6 p = 463 . Dat P = Zp*, A= Zp* X Zp_l*
Chon phan tir nguyén thuy g= 2 € Zp* .
Chon khoa bi mat 1a a=211 € Z,,".
Tinh khoa cong khai h = g® mod p = 2%*! mod 463 = 249.
Dinh nghia tap khoa: K ={(p, g, a, h): h =g¢* mod p}.
Cac gia tri p, 9, h dugc cong khai, phai gilr bi mat a.

+Ki s6: Chon ngiu nhién khoa bi matr =235 € Z,, . Khoa ky la (a, r).

Vir e Zp_l*, nén nguyén t cung p-1, do d6 ton tai r* mod (p-1). Cu thé:

UCLN (r, p-1) = UCLN (235, 462) = 1
nén r* mod (p-1) = 235 ™ mod 462 = 289.
Chir ki trén dit lieu x = 112 14 (1,8) = (16,18).
Trong do
y=g" mod p=2"*mod 463 = 16
& = (x-a* y)*r't mod (p-1) = (112-211*16)* 289 mod 462 = 108
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+Kiém tra chir ki:
Very (X, Y, 8) =dung < h"™y* = g* mod p
h? *y® = 249" * 16'® mod 463 = 132
g“mod p =22 mod 463 = 132.

Hai gia tri d6 bang nhau, nhu vy chit ky 13 ding.

* Cac thanh phan ciia chwong trinh: Gom 3 phan
» Sinh khoa:
Input: hai s6 nguyén td p, g
Output: Cap khoa (bi mat, cong khai)
> Ky sé:
Input: Ban 1 x, dung 2 khoa ki: khoa a va khoa ngau nhién bi mat re Z,;"

Vir EZp_l*, nén nguyén t cung p-1, do d6 ton tai r* mod (p-1)).

Chit ki trén XE P la y = Sigy (x,r) = (y,0), YE A (Ev)

Trong d6 vy EZp*, 02,y

y=g" mod p vaé=(x-a*y)*r' mod (p-1)

Out put: Chit ky sd

> Kiém tra chit ky s6

Input: ban 10 x,

Output: Xac thuc chit ky dung hoac sai chit ky:
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3.3. CHUONG TRINH
#include<stdio.h>
#include<conio.h>
#include<math.h>
#include <stdlib.h>

#include<string.h>

int roso(char s);

char rochu(int s);

void kyvb(char *tep);

int Kiemthu();

long int kha_nghich(long int b, long int n);
void output();

void Elgamal();

long exp_mod(long X, long b, long n);

long int p,a,alpha,k,beta,k1;
long int delta,gamma;

int chuky[500],sl;

int roso(char s)

{

return s;

}

char rochu(int s)

{

return s;



void kyvb(char *tep)
{
clrscr();
char c,cl;
long int so;
int sol1,s02,1,i;
FILE *f,*f1,
char *tepl;
char *s;
sl=1;
chuky[0]=gamma;
f=fopen(tep,"a+t");
if(fF==NULL)
{
printf("Loi mo tep!!!™);
getch();
exit(0);
}
while(Ifeof(f))
{
fscanf(f,"%c",&c);  //doc tung Ky tu trong tep.
if(c!'=10)
{
so=roso(c); //lay gia tri so cua tung Ky tu c.

delta=((so-a*gamma)*k1)%(p-1); //tinh gia tri ky la gamma.
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delta=delta+(p-1); //vi delta<O
chuky[sl]=delta;  //gia tri ky tren tung ky tu.

sl++;
}
}
fclose(f);
}
[|[============Ham kiem thu chu ky:::::::::::::::::

int Kiemthu()
{
char *tep,*tep1;
char c;
int d;
long int so;
FILE *f,*f1,
printf("Nhap ten tep can kiem thu:");fflush(stdin);
gets(tep);

printf("Nhap ten tep chua chu ky can kiem thu:");fflush(stdin);

gets(tepl);

f=fopen(tep,"rt");
f1=fopen(tepl,"rt");

int kt=1;
fscanf(f1,"%2d",&sl);
fscanf(f1,"%?2d\n",&gamma);
inti=1;

while(i<sl-1)

{
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fscanf(f,"%c",&c);
s0=roso(c);
fscanf(f1,"%3d",&d);
If((a*gamma+k*d)%(p-1)!=so)
{ kt=0;
return kt;}
i++;

}
fclose(fl);

fclose(f);

return kt;

long int kha_nghich(long int b, long int n)
{
long int nO, bO;
long int t, tO, temp, q, 1;
n0=n; bO=b; t0=0; t=1;
q=floor(n0/b0);
r=n0-g*b0;
while(r>0){
temp=t0-g*t;
if (temp < 0)
temp = n- ((-temp) % n);
else
temp = temp % n;

t0=t;
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t=temp;
n0=b0;
bO=r;
q=floor(n0/b0);
r=n0-g*b0;
}
if(b0!=1)
{
printf("Khong co a"); return 0;}

else return(t%n);

void output()
{
char c;
char *tep;
FILE *f;
printf("Nhap ten tep can luu chu ky:");fflush(stdin);
gets(tep);
f=fopen(tep,"wt");
if(fF==NULL)
{

getch();

exit(0);

}
fprintf(f,"%d" sl);
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fprintf(f," %d\n",chuky[0]);

for(int i=L:i<sli++)

{
forintf(f," %2d" chuky[il):
}
fclose(f);
}
[|[=============Ham chinh==============================

void Elgamal()
{
printf("\n\n =====* CHU KY ELGAMAL *======");
long int x,y;
int ch;
char *tep,*tep1,;
FILE *f,*f1,
char c;
printf("\n\nNhap so nguyen to p:");scanf("%ld",&p);
printf("Nhap a:");scanf("%ld",&a);
printf("Nhap alpha:");scanf("%ld",&alpha);
printf("Nhap khoa k:");scanf("%ld",&k);
beta=exp_mod(a,alpha,p);
gamma=exp_mod(k,alpha,p);
k1l=kha_nghich(k,p-1);
while(1)
{
printf("\n\nCAC LUA CHON CHO CHU KY SO ELGAMAL\n");
printf("[1].Ky \n");
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printf("[2].Hien thi \n");

printf("[3].Kiem thu\n");

printf("[0]. Thoat!"\n");

printf(*\n\nMoi ban chon:");scanf("%d",&ch);

switch(ch)

{
case 1:{
printf("Nhap ten tep:");fflush(stdin);
gets(tep);
kyvb(tep);
output();
}oreak;
case 2:{
printf("Nhap ten can hien thi:");fflush(stdin);
gets(tep);
printf("Nhap tep ten chua chu ky tuong ung:");fflush(stdin);
gets(tepl);
f=fopen(tep,"r+t");
int d;
printf("\n\n VAN BAN\n\n");
while(!feof(f))
{
fscanf(f,"%c",&c);
printf("%c",c);

}
fl=fopen(tepl,"r+t");
printf("\n\n CHU KY\n\n");



fscanf(f1,"%d",&sl);
fscanf(f1,"%d",&gamma);
printf(*do dai xau:%2d" "gia tri gamma:%?2d\n",sl,gamma);
for(int i=0;i<sl-1;i++)
{
fscanf(f1,"%d",&d);
printf(" %2d",d);
¥
fclose(fl);
fclose(fl);
}boreak;
case 3:{
if(Kiemthu()==1)printf("Chu ky dung!!");
else printf("Chu ky gia!!™);

}
case 0:break;
¥
if(ch==0) break;
¥
getch();
ky
||[=========== Tinh Mod ============

long exp_mod(long x, long b, long n)
{
longa=11,s=x;
while (b '=0) {
if(b&1l)a=(@a*s)%n;
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b>>=1,;
if(b!'=0)s=(s*s)%n;

if@<0)a+=n;

return a,

void menu()

{

{

intc;

while(

clrscr();

printf("\n\n=====* CHUONG TRINH CHU KY SO *=======");

printf("\n[1].CHU KY ELGAMAL");

printf("\n[2]. Thoat khoi chuong trinh™);

printf(*\n\n Moi ban chon:");scanf(*%d",&c);
switch(c)

{

case 2:

return;
case 1:
Elgamal();

break;
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void main()
{clrscr();

menu();}



3.4. HUONG DAN SU DUNG CHUONG TRINH

+Khoi dong TC dé vao chuong trinh.
+Trudc khi chay chwong trinh nhan phim F9 dé kiém tra 15i.

+Néu khong bao 15i nhan t6 hop phim Ctrl + F9 dé chay chuong trinh, xuit hién

giao dién nhu sau:

¢v CATCBINVCHUONG TR. EXE - o] x|

[1]. CHU KY ELGAMAL
[2]. THOAT KHOI CHUONG TRINH

Moi ban chon: 1

+ Nhéan phim 1 dé vao chuong trinh, phim 2 dé thoat khéi chuong trinh

+ Két qua thtr nghiém chuong trinh

v CATCABINVCHUONG TR EXE

Nhap so nguyen to p=2

Nhap a: 2

Nhap alpha: 1

Nhap khoa k: 3

CAC LUA CHON CHO CHU KY ELGAMAL
[1]. Ky

[2]. Hien thi

[3]. Kiem thu

[0]. Thoat!!

Moi ban chon: 1
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KET LUAN

Cong nghé thong tin va truyén thong dong vai trd ngdy cang quan trong trong
cudc séng hang ngdy cua con ngudi, 1am bién dbi siu sic cach thirc lam viée, giai

tri, cac nguyén tic tién hanh kinh doanh. ..

Cudc cach mang cia CNTT trong nhitng ndm qua da khéi xudng cho mdt

trao luu trong linh vuc quan Iy—diéu hanh dit nuée goi 1a < Chinh phu dién t”.

““‘Chinh phu dién tir’> hudng toi viée cung cap hang hoa va dich vu cong cho
ngudi dan sé tré nén tét hon khong chi thong qua viée cai tién cac thu tuc va cach
thirc quan 1y ciia Chinh phu, ting cudng tinh hiéu qua cta Chinh phu ddi véi xa hoi

va cong dong.

Ciing chinh vi vay van d& dam bao an toan thong tin trong ‘‘Chinh phu dién

t’’ 1a rat can thiét .

Khéa luin gom hai phin chinh :

1/. Tim hiéu va nghién ctru qua tai li¢u dé hé thong lai cac van de sau

- Tong quan vé “* Chinh phu dién tu’”.
- Tong quan vé An toan thong tin.
- Mot sé bai toan trong giao dich truc tuyén.

2./ Thir nghiém xay dung chwong trinh chir ky s6

-Xay dung chuong trinh chit ki Elgamal
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