LOI CAM ON

Em xin bay t6 long biét on siu sac nhét toi gido vién huéng dan 1a PGS.TS
Trinh Nhat Tién, thiy d3 tdn tinh huéng dan va gitp d& em rat nhiéu trong qua trinh
tim hiéu va nghién ctru dé em c6 thé hoan thanh t6t dé tai tot nghiép ciia minh.

Em xin gui 16i cam on dén Ban giam hiu va cic Thay ¢ gido ctia Trudng
Pai hoc Dan Lap Hai Phong di giang day chung em trong sudt 4 nim hoc, cung cap
cho chiing em nhimng kién thitc chuyén mén can thiét va quy bau gitp ching em
hiéu 6 hon cac linh vuc nghién ctru dé hoan thanh dé tai dugc giao.

Xin cam on cac ban bé va gia dinh da dong vién cb vii, dong gop ¥ kién, trao
d6i trong sudt qua trinh hoc tap cling nhu 1am t6t nghiép, gitp em hoan thanh d¢é tai

dang thot han.
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GIOI THIEU

Cong nghé thong tin va dic biét 1a sy phat trién ciia hé théng mang may tinh
d3 tao nén moi truong md va 1a phuong tién trao d6i, phan phdi tai liéu mot cach
tién loi, nhanh chong. Tuy nhién cling dat ra mot van dé vé bao vé tai liéu, ngan
chin viéc danh cdp va sao chép tai liéu mot cach bat hop phap. Van dé an toan va
bdo mat thong tin hién nay luén nhan dugc sy quan tam dac biét cua nhiéu nha
nghién ctru trong nhiéu linh vuc. Mot giai phap dang dugc st dung va té ra hiéu
qua cho viéc dam bao an toan thong tin 1a gidu tin vao ddi tugng khac. Pbi tuong
duogc ap dung dé chira tin phd bién nhat 13 anh. Giai phap gidu tin duoc dua ra nhim
hai muc tiéu chinh d6 1a bao mat cho thong tin dugc dem gidu (gidu tin mat) va bao
mat cho chinh ddi twong duoc dung dé chira tin (thuy van so).

Gidu tin mat (steganography) 1a mot linh vuc khoa hoc va nghé thuat gidu
thong tin trong da phuong tién. Hé thong steganography gidu cac thong tin mat sb
vao trong d6i twong s6 khac ma kho bi phat hién bang k¥ thuat thong thuong. Trudce
kia con ngudi str dung an cac hinh xam hodc muc vé hinh dé truyén thong diép mat.
Ngay nay nhd c6 may tinh va cong nghé mang cong viéc truyén thong tin mat tre
nén dé dang va hiéu qua hon.

Thily van trén anh s6 (watermarking) 1 k§ thuat nhung mot luong thong tin
s6 vao mot birc anh sb sao cho ngudi khong duge phép, khé c6 thé 1dy duoc thong
tin ra khoi anh ma khong pha hity chinh anh gdc. Trong k¥ thuat thuy van so thi
thong tin nhing dwoc goi 1a thuy van. Thiy van c6 thé 1a mot chudi cac ky tu hay
mot hinh anh nao do.

Tuy nhién k¥ thuat gidu tin 1am nay sinh mot nguy co khac 1a loi dung viée
gidu tin dé thyc hién hanh vi bat hgp phap nhu truyén ké hoach tin cong khiing bd,
nhing san pham vin héa khong lanh manh,... Tir d6 dat ra van dé lam thé nao dé
phat hién anh cé giau tin hay khong, thong tin chtra trong d6 1a gi. Hién nay c6 mot
s6 phuong phap gidu tin va phat hién tin dang duoc nghién ciru rong rai. D6 4n cia

em nham tim hi€éu vé€ mdt s6 thuat todn giau tin va phat hién anh c6 giau tin.



DANH SACH CAC TU VIET TAT

DCT | Discrete Consine Transform Phép bién ddi cosin roi rac
] ] Phép bién doi consin roi rac
IDCT | Inverted Discrete Consine Transform
nguoc
LSB | Least Significant Bit Bit it quan trong nhat
PoV | Pair of Values Cap gia tri
RS Regular — Singular K¥ thuat chinh quy - don
IMG | Image Anh den trang img
PCX | Personal Computer Exchange Anh xam PCX
GIF | Graphics Interchange Format Pinh dang anh d6 hoa GIF
BMP | Bitmap Anh khong nén Bitmap
JPEG | Joint Photographic Expert Group Anh nén JPEG
) Phuong phép nén dir li€u anh loat
RLC | Run Length Coding )
dai RLC
] Phuong phép nén dir liéu anh
LZW | Lampel Ziv Welch
LZW
DES | Data Encryption Standard Chuan ma dir liéu
Audio Am thanh
Video Am thanh va hinh anh nhin thay




Chwong 1. CAC KHAI NIEM CO BAN

1.1 KHAI NIEM MA HOA

1/. M& hoa 1a qua trinh chuyén thong tin c6 thé doc duogc (goi 1a bdn ré) thanh
thong tin “khé” co thé doc dugc theo cach thong thuong (goi 13 bdn ma). D6 13 mot

trong nhirng k¥ thuat dé bao mat thong tin.
2/. Gidi ma 13 qua trinh chuyén thong tin nguoc lai tir bdn md thanh bdn ré.

3/. Thudt todn ma héa hay gidi ma 1a thu tuc tinh toan dé thyc hién ma hoa hay giai

~

ma.

4/. Khoa ma hoa la mot gia tri lam cho thuat toan ma hoa thuc hién theo cach riéng
biét va sinh ra ban ma riéng. Thong thuong khda cang 16n thi ban ma cang an toan.

Pham vi céc gia tri ¢ thé c6 ctia khoa duoc goi 1a Khong gian khoa.

5/. Hé md héa 13 tap cac thuat toan, cac khoa nham che gidu thong tin, cling nhu
lam 1 no. Co thé chia hé ma héa thanh hai loai chinh d6 1 hé mi héa khoa doi
xtng va hé mi hoa khoa bat ddi xing.

H¢ ma héa khéa déi xirng 13 hé ma héa ma biét duge khoa 1ap ma thi c6 thé
“dé” tinh dugc khoa gidi ma va nguoc lai. Pac biét mdt s6 hé ma hoa c6 khoa 1ap
ma va khoa giai ma trung nhau (ke = Kq), nhu hé ma hoéa “dich chuyén” hay DES.
Hé ma hoa khoa ddi xtng con goi 1a Hé ma héa khéa bi mdt, hay khoa riéng, vi
phai gitr bi mat ca 2 khéa. Sy mi hoa va giai mi cta hé théng ma hoa khoa dbi
xtng biéu thi béi:

Ex:P—>CvaD;:C—P

H¢ ma héa khéa phi d6i ximg 1a hé mi hoa c6 khoa 1ap mi va khoa giai ma
khéc nhau (ke = Kg), biét dugc khoa nay ciing “khé” tinh duoc khoa kia. Hé ma hoa
nay con dugc goi 1a Hé ma hoa khéa cong khai vi:

+ Khéa lgp md cho céng khai, goi 1a khoa cong khai (Public key)

+ Khoa gidi ma gitr bi mat, con goi la khéa riéng (Private key) hay khoa bi

mat



1.2 KHAINIEM GIAU TIN

1.2.1 Khai niém

1/. M6i truong gidu tin (cover multimedia) (hay con goi 1a vat mang tin) 1a ddi
tuong duogc dung dé giéu tin nhu van ban, anh, audio, video...

Gidu tin trong danbh:

Thong tin s& duoc gidu vao dit liéu anh nhung chat lugng anh it thay doi va
“kh6” biét duge dang sau anh d6 mang nhiing thong tin ¢6 ¥ nghia gi.

Trong 4nh thong tin duoc gidu mot cach vo hinh. N6 13 mot cach truyén
thong tin mat cho nhau ma ngudi khac khong thé biét dugce.

Gidu tin trong audio:

GiAu tin trong audio lai phu thudc vao h¢ théng thinh giac. Giau thong tin
trong audio doi hoi yéu cau rat cao vé tinh déng bo va tinh an toan cia thong tin.
Céc phuong phap gidu thong tin trong audio déu loi dung diém yéu trong hé thong
thinh giac cua con nguoi.

Gidu tin trong video:

Ciing gidng nhu gidu tin trong 4nh hay trong audio, gidu tin trong video ciing
dugc quan tim va dugc phét trién manh mé cho nhiéu tng dung nhu diéu khién truy
cap thong tin, xac thuc théng tin va bao vé ban quyén tac gia. Y tudng co ban cua
phuong phap 1a phan phéi thong tin gidu dan trai theo tan sb cia dit liéu gdc.

2/. Dit liéu s& duogc gidu (information) 13 mot lugng thong tin mang ¥ nghia nao do,
tuy thudc vao muc dich cuia nguodi str dung.

3/. Gidu thong tin 1a nhing mau tin mét vao mdt vit mang tin khac, sao cho mit
thuong “kh6” phat hién ra mau tin mat d6, mat khac kho nhan biét duoc vat mang
tin da duoc giéu mot tin mat.

1.2.2 So sanh giira gidu tin va ma héa

Giéng nhau: cung myc dich 12 dé d6i phuong “kh6” phat hién ra tin can gidu.

Khac nhau: “Ma hoa” 14 gidu di “y nghia” cta thong tin.

“Giau tin” 1a giau di “su hién dién” ctia thong tin.



1.3 PHAN LOAI CAC KY THUAT GIAU TIN

C6 thé chia k¥ thuat gidu tin ra 1am 2 loai 16n d6 1a thuy van (watermarking)

va gidu tin mat (steganography).

Information hiding

Gi4u thong tin
Steganography Watermarking
Giu tin mat Thiy van
Intrinsic Pure Robust Copyright marking Fragile Watermarking
Gidu tin c6 xtr Iy Gi4u tin don thuan Thuy van bén viing Thay van”dé v&”

Imperceptible Watermarking

Thuy van an

Visible Watermarking

Thily van hién

Hinh 1. Phén loai cdc kv thudt gidu tin

1/. Thity van s6 (Watermarking): Gidu mau tin ngan, nhung doi héi d6 bén ving

cao cua thong tin can gidu (trudc cac bién do6i thong thuong cua tép dir licu moi

truong).

— Thuy véan bén viing: thuong duoc tng dung trong bao vé ban quyén. Thity van

dugc nhang trong san pham nhu mot hinh thirc dan tem ban quyén. Trong

truong hop nay, thily van phai ton tai bén viing cting v6i san pham nham chéng

viéc tay x0a, 1am gia hay bién d6i pha huy thuy van.



— Thuy van dé v&: La ky thudt nhing thuy van vao trong mot ddi tuong (san
pham) sao cho khi phan bd san pham (trong moéi trudng md) néu cb bat ky phép
bién d6i nao 1am thay d6i san pham gdc thi thuy van da duoc gidu trong ddi
tuong s& khong con nguyén ven nhu trude khi gidu.

— Thuy van an: Ciing giéng nhu giau tin, bang mat thuong khong thé nhin duoc
thity van an.

— Thay vén hién: La loai thiy van hién ngay trén san pham va moi ngudi déu c6
thé nhin thay duoc.

2/. Giau tin mat (Steganography): Che gidu ban tin (doi hoi d6 mat cao va dung

luong cang 16n cang tot) vao méi trudng (d6i tuong) goc.

Phan biét gitta Steganography va watermarking

Steganography

Watermarking

Tap trung vao viéc gidu dugc cang
nhiéu tin cang tot, tng dung trong
truyén dir liéu mat.

C6 gang 1am anh huodng it nhat dén
chat luong cta dbi twong gbc dé
khoéng bi cha y dén dir lidu di duoc
giu trong do.

Thay d6i dbi twong gbc ciing 1am
cho dir lidu gidu bi sai léch (ung
dung trong x4c thuc thong tin).

Bao mat cho dir liéu can giéu. Khia
canh nay tap trung vao ky thuat
giéu tin mat, tac la giéu tin sao cho
gidu dugc nhiéu va nguoi khac kho
phat hién ra thong tin dugc gidu

trong do.

Khong can gidu nhiéu thong tin, chi
can luong thong tin nho dic trung
cho ban quyén cta ngudi sé hiru.

Trong truong hop thuy van nhin

thay thi thiiy van s& hién ra.

Thiy van phai bén vitng voi moi
tan cong c6 chu dich hodc khong co
chu dich vao san pham.

Thily van sé danh dau vao chinh
d6i tugng, nham khang dinh ban
quyén so hitu hay phat hién xuyén

tac thong tin.




1.4 MO HINH KY THUAT GIAU TIN

Mo hinh k¥ thuét gidu tin co ban dugc trinh bay trén hinh vé sau:

i

! E S :DQ?-Q
C

K

Hinh 2: Luoc d6 chung cho qud trinh gidu théng tin

Hinh v& trén biéu dién qua trinh gidu thong tin co ban. Pbi tugng duge ding
lam méi truong dé giéu tin nhu van ban, anh, audio, video,... DUt liéu giéu la mot
lugng thong tin mang ¥ nghia nao do, tuy thudc vao muc dich cua ngudi st dung.
Thong tin s& dugc gidu vao trong phuong tién chira nhd mot bd nhing, bo nhing 1a
chuong trinh, nhitng thuat toan dé giéu tin va duoc thuc hién voi khoa bi mat giéng
nhu cac hé mat ma c6 dién. Sau khi gidu tin, ta thu dugc phuong tién chira di mang
thong tin va phan phéi sir dung trén mang.

Trén hinh vé:

= Secret Message (M): thong tin can giu.

= Cover Data (I): dit liéu phii, mdi trudng sé giau tin.

* Embeding Algorithm (E): thuit todn nhing tin.

= Key (K): Khoa bi mat, st dung trong gidu tin.

= Stego Data (S): dir licu mang tin mat, hay moi truong da chira tin mat.

= Control (C): Kiém tra thong tin sau khi tach tin.

10



1.5 MOQT SO UNG DUNG

1/. Bao vé ban quyeén tac gia

La ung dung co ban nhét cia ki thuat thiy van s6 - mot dang cta phuong
phap gidu tin. Mot thong tin nao d6 mang ¥ nghia quyén sé hitu tac gia (ngudi ta
goi 1a thuy van - watermark) s& dugc nhling vao trong san pham, thily van dé chi
mot minh ngudi chi so hitu hop phap san pham do6 cé, va dugc dung lam minh
chtng cho ban quyén san pham. Yéu cau k¥ thuat déi véi tng dung nay 1a thuy van
phai ton tai bén viing cung v4i san pham, mudn bo thily van ndy ma khong dugc
phép ctia ngudi chii s¢ hitu, thi chi cé cach 1a pha hay san pham.

2/. Xac thyc thong tin hay phat hién xuyén tac thong tin (authentication and
tamper detection)

Mot tap cac thong tin s& duoc gidu trong phuong tién chira sau d6 duoc sir
dung dé nhan biét xem di lidu trén phuong tién gbc d6 co bi thay doi hay khong.

3/. Dau van tay hay dan nhan (fingerprinting and labeling)

Thay van trong Gng dung ndy dé nhan dién ngudi giri hay nguoi nhan cua
mot thong tin nao do.

4./ Piéu khién truy cip (copy control)

Thily van trong trudng hop nay dé diéu khién truy cap doi véi thong tin. Céac
thiét bi phat hién ra thuy van thuong dugc gin sin vao trong hé théng doc ghi.

Vi du nhu hé théng quan 1y sao chép DVD di duoc ung dung & Nhat. Ung
dung loai nay yéu cau thuy van phai dugc bao dam an toan va st dung phuong phap
phat hién thiy van da gidu ma khong can thong tin gc.

5/. Gi4u tin mat (steganography)

L4 ung dung gidu mot luong thong tin mat, quan trong vao bén trong mot
d6i twong gdc nham che gidu, truyén thong bi mat diém — diém. Cac thong tin gidu
duge (trong truong hop nay) cang nhiéu cang tot. Viée giai ma (tach tin) dé nhan

dugc thong tin, cling khong can phuong tién chira (gdc) ban dau.

11



1.6 TINH CHAT, PAC TRUNG CUA GIAU TIN TRONG ANH
1.6.1 Phuwong tién chira cé dir li€u tri giac tinh

Dir lidu gdc & day 1a dir liéu anh tinh, di di gidu thong tin vao trong anh hay
chua, thi khi ngudi ta xem anh bang thi giac, dit liéu anh khong thay dbi theo thoi
gian. Khac véi dit liéu audio hay video, khi nghe hay xem, thi dir liéu gdc s& thay

do6i lién tuc vaoi tri giac ciia con nguoi theo cac doan hay cac bai, cac anh,...

1.6.2 Giéu tin phu thudc anh

K¥ thuat giéu tin phu thudc vao cac loai anh khac nhau. Chéng han d6i voi
anh den tring, anh xam hay anh mau, ta c¢6 nhimng k¥ thuét riéng do céc loai anh véi
dic trung khac nhau. Anh nén va anh khong nén ciing ap dung nhimng k§y thuat giau
tin khac nhau, vi anh nén c6 thé 1am mét thong tin khi nén anh. ..
1.6.3 Gidu tin loi dung kha niing thi gidc ciia con nguoi

Gidu tin trong anh ciing gy ra nhiing thay doi trén dit liéu anh gdc. Dit liéu
anh duoc quan sat bang hé thong thi gidc con ngudi, nén cac k¥ thuat gidu tin phai
dam bao yéu cau co ban 1a nhimng thay doi trén anh phai rit nho, sao cho biang mit
thuong khong thé nhan ra duoc su thay doi do, vi co nhu thé thi méi dam bao dugc
d6 an toan cho thong tin giu.
1.6.4 Giau tin khong |am thay d6i kich thwéc anh

Cac phép toan gidu tin s& dugc thuc hién trén dir liéu cua anh. Dir liéu anh
bao gdm ca phan header (14 noi luu cac thong tin vé tép, kich thuée, va dia chi
offset vé ving dit liéu), bang mau (co thé c6) va dir liéu anh. Khi gidu tin, cac
phuong phap gidu déu bién doi gia tri ciia cac bit trong dir liéu anh trudc hay sau
khi gidu tin, 1a nhu nhau.
1.6.5 Pam bao chit lwgng anh sau khi gidu tin

Pay 1a yéu cau quan trong ddi v6i gidu tin trong anh. Sau khi gidu tin bén
trong, anh phai dam bao yéu cau khong bi bién d6i, dé c6 thé khong bi phat hién dé

dang so v6i anh goc.
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1.7 CAC PINH DANG ANH THONG DUNG

Anh thu dugc sau qua trinh s6 hoa co nhiéu loai khac nhau, phu thudc vao ky

thuat sé hoa anh. Sau day 1a mot s6 dinh dang anh thong dung.

1.7.1 Pinh dang anh: IMG (Image)

Anh IMG 14 anh den trang, mdi diém anh dugc thé hién bai 1 bit. Toan bo
anh chi gdm cac diém sang va tdi twong tng véi gid tri 1 hodc 0.

Ti 18 nén cua kiéu dinh dang nay la kha cao. Anh IMG duogc nén theo tung
dong. Mbi dong bao gom cac goi (Pack). Cac dong gidng nhau dwoc nén thanh mot
goi.

1.7.2 DPinh dang anh: PCX (Personal Computer Exchange)

Pinh dang anh PCX 1a mdt trong nhiing dinh dang loai ¢ dién nhét. N6 su
dung phuong phap mi hoa loat dai RLC dé nén dir liéu anh. Qu4 trinh nén va giai
nén dugc thuc hién trén timg dong anh. Thuc té, phwong phap giai nén PCX kém
hiéu qua hon so véi kiéu IMG.

Dinh dang anh PCX thuong duoc dung dé luu trit anh vi thao tac don gian,
cho phép nén va giai nén nhanh. Tuy nhién vi cdu trac ctia nd cb dinh, nén trong
mot s6 truong hop né 1am ting kich thudce luu trit.

1.7.3 Dinh dang anh: GIF (Graphics Interchanger Format)

Dinh dang anh GIF do hing Computer Incorporated (M¥) dé xuét lan dau
tién vao nam 1990. Vi dinh dang GIF, khi sé mau trong anh cang ting, thi uu thé
cta dinh dang GIF cang ndi troi. Nhitng vu thé nay c6 duoc 1a do GIF tiép can cac
thuat toan LZW (Lampel Ziv Welch) (dwa vao sy lip lai cia mot nhom diém, ngudi
ta Xxay dung tir dién luu cac chudi ky tu c6 tan suat 1ap lai cao va thay thé bang tir
mi twong tmg mdi khi gip lai chung). Dang anh GIF cho chat luong cao, d6 phan

giai d6 hoa t6t, cho phép hién thi trén hau hét cac phan cing d6 hoa.
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1.7.4 Dinh dang anh: BMP (Bitmap)

Anh BMP (Bitmap) duoc phat trién boi Microsoft Corporation, dugc luu triv
dudi dang doc lap thiét bi cho phép Windows hién thi dit liéu khong phu thudc vao
khung chi dinh mau trén bat ky phr:in cung nao. Tén file mé rong mdc dinh cua mot
file anh Bitmap 1a BMP, nét vé€ duoc thé hién 1a cac diém anh. Qui uwéc mau den,
tring tuong Ung véi cac gia tri 0, 1. Anh BMP dugc st dung trén Microsoft
Windows va cac ung dung chay trén Windows tur version 3.0 tr¢ 1én. BMP thudc
loai anh manh.

Co rat nhiéu dinh dang anh thudc kiéu bitmap nhu BMP, PCX, TIFF, GIF,
JPEG, TGA, PNG, PCD...Mbi file anh BMP gom bdn phan:

— Bitmap Header (14 bytes): gitip nhan dang tap tin bitmap.

Bitmap Information (40 bytes): chita mot s6 thong tin chi tiét giup hién thi anh.

Palette mau (4*x bytes), x 1a s6 mau cta anh: dinh nghia cdc mau s& duogc st

dung trong anh.

Bitmap Data: Chra dit li¢u anh.

Dic diém ndi bat nhat ctia dinh dang BMP 1a tap tin anh thudong khong duoc
nén bang bat ky thuat toan nao. Khi luu anh, cac diém anh duoc ghi truc tiép vao
tap tin - mot diém anh s& duge mo ta boi mot hay nhiéu byte tuy thudc vao gia tri n
ctia anh. Do d6, mot hinh anh lwu dudi dang BMP thudng c6 kich ¢& rat 1on, gp

nhiéu 1an so voi cac anh dugc nén (chiang han GIF, JPEG hay PNG).
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1.7.5 PDinh dang anh: JPEG (Joint Photographic Expert Group)

M6t nhém céc nha nghién ctru dd phat minh ra dinh dang nay, dé hién thi cac
hinh anh day du mau hon (full-colour) cho dinh dang di d6ng, ma kich thudc file lai
nho hon. Giéng nhu anh GIF, JPEG ciing duoc sir dung nhiéu trén Web.

Loi ich ctia JPEG hon GIF 1a n6 c6 thé hién thi hinh anh véi mau chinh xac
(true-colour) (c6 thé 1én dén 16 triéu mau). Picu d6 cho phép JPEG duoc st dung
tdt nhat cho hinh anh chup va hinh anh minh hoa cé ) luong mau 1on.

Nhuoc diém chinh ctia dinh dang JPEG 14 chung dugc nén bang thuat toan
lossy (mat dir liéu). Piéu nay c6 nghia rang hinh anh s& bi mat mot sé chi tiét khi
chuyén sang dinh dang JPEG. Puong bao giita cic khdi mau co thé xuat hién nhiéu
diém md, va cac ving s& mat su 16 nét.

NOi cach khac, dinh dang JPEG thuc hién bao quan tat ca thdng tin mau
trong hinh anh d6. Tuy nhién véi cac hinh anh chét luong mau cao (high-colour)
nhu hinh anh chup, thi diéu nay sé& khong anh huong gi.

Anh JPEG khong thé l1am trong sudt hodc chuyén dong, trong truong hop
nay ta sé str dung dinh dang GIF (hodc dinh dang PNG d¢é tao trong sudt).

Tao anh JPEG Fast-Loading:

Gidng nhu v6i cac anh GIF, dé tao hinh JPEG nhé dén mirc c6 thé (tinh theo
bytes) dé website tai nhanh hon. Piéu chinh chinh dé thay d6i kich thuéc file JPEG
duoc goi 1a quality, va thuong cé gia tri tir 0 t6i 100%, khi 0% thi chét luong 1a thap
nhat (nhung kich thudc file 1a nhoé nhat), va 100% thi chat lugng cao nhat (nhung
kich thuéc file 13 16n nhat). 0% chét luong JPEG s& nhin rat mo khi so sanh véi anh

gbc. Con 100% chat lwong JPEG thuong khong phan biét duge so véi anh goc.
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1.8 CAC TIEU CHi PANH GIA KY THUAT GIAU TIN TRONG ANH SO

1.8.1 Tinhvo hinh

Nhu da néu, ky thuat gidu thong tin trong anh phu thudc rat nhidu vao hé
théng thi gidc cia con nguodi. Tinh vo hinh hay khong cam nhin duoc
(imperceptible) ctia mat nguoi thuong gidm dan & nhimg ving anh c6 mau xanh
tim, thuy van 4n thuong duoc chon gidu trong ving nay.
1.8.2 Kha niing gidu thong tin

Kha ning giau thong tin (Hiding Capacity) hay luong thong tin gidu duoc
(dung luogng) trong mot anh dugce tinh bang ti 1é gitta lwong thong tin gidu va kich
thudc cua anh. Cac thuat toan giéu tin déu cb géng dat duoc muc ti€u giéu duoc
nhiéu tin va gy nhidu khong dang ké. Thuc té, nguoi ta luén phai can nhéc gitra
dung luong tin cAn gidu véi cac tiéu chi khac nhu chét luong (Quality), tinh bén
vitng (Robustness) ctia thong tin gidu.
1.8.3 Chit lwong ciia anh c6 gidu thong tin

Chat luong cia anh c6 gidu tin dugc danh gia qua sy cam nhdn ctua mat
ngudi. Nén chon nhitng anh c6 nhiéu, co6 nhiing ving goc canh hoic cé clu truc,
lam danh moi1 truong vi mét thuong it nhan biét duoc su bién doi, khi ¢6 tin giéu,
trén nhiing anh nay.
1.8.4 Tinh bén virng ciia thong tin dwoc gidu

Tinh bén viing thé hién qua viéc cc thong tin gidu khong bi thay ddi khi anh
mang tin phai chiu tac dong cta cac phép xir Iy anh nhu nén, loc, bién ddi, ti 1¢,...
1.8.5 Thuat toan va d¢ phire tap tinh toan

Can nam dugc mot sb kién thirc co ban vé ciu tric cua anh dé chon ra thuét
toan tim mién anh thich hop cho viéc gidu tin. D6 phirc tap cua thuat toan mé héa
va giai ma 1a yéu td quan trong dé danh gia cac phuong phap gidu tin trong anh.
Yéu cau vé do phuc tap tinh toan phy thudc vao ting tng dung. Nhitng ing dung

theo hudng Watermark thuong c6 thuat toan phirc tap hon hudéng Steganography.
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1.9 CAC HUONG TIEP CAN CUA GIAU TIN TRONG ANH
1.9.1 Tiép can trén mién khong gian ciia 4nh

Diy 1a hudng tiép cin co ban va ty nhién trong sb cic k¥ thuat gidu tin.
Mién khong gian anh 1a mién dir liéu anh gdc, tac dong 1én mién khong gian anh
chinh 13 tac dong 1én cac diém anh, thay doi truc tiép gia tri cia cac diém anh. Day
13 hudng tiép can tu nhién, boi vi khi ndi dén viéc gidu tin trong anh nguoi ta
thuong nghi ngay dén viéc thay doi gia tri cac diém anh ngudn. Mot phuong phap
phd bién ciia hudng tiép cin nay 1a phuong phép tic dong dén bit it quan trong nhat
ctia mdi diém anh.

Y tudng co ban ciia phuong phap tac dong dén bit it quan trong nhat (LSB —
Least Significant Bit) ctia cac diém anh 1a chon ra tir mdi diém anh céc bit it co y
nghia nhat vé mat tri giac, dé sir dung cho viéc giéu tin. Viéc bit nao duogc coi la it
tri giac nhat va bao nhiéu bit c6 thé dugc 13y ra dé thay thé déu phu thudc vao kha
nang hé thong thi giac clia con ngudi va nhu ciu vé chat luong anh trong cac Gng
dung.

1.9.2 Tiép can trén mién tan s ciia anh

Trong mdt sd trudng hop cach khao sat truc tiép ¢ trén ciing gip phai kho
khian nhét dinh hodc rat phic tap va hiéu qua khong cao, do d6 ta co thé ding
phuong phap khao sat gian tiép thong qua cic k¥ thuat bién ddi. Cac bién ddi nay
lam nhiém vu chuyén mién bién sb doc 1ap sang mién khac, va nhu vay tin hi¢u va
hé théng roi rac s& duogc biéu dién trong mién méi voi cac bién s moi.

Mdi cach bién doi s& co nhitng thuan loi riéng, tiy ting truong hop ma sir
dung bién do6i ndo. Sau khi khao sat, bién ddi xong cac tin hi¢u va hé théng ro1 rac
trong mién cic bién s6 mai nay, néu can thiét c6 thé dung cac bién ddi nguoc dé
dua chiing vé mién bién sd doc lap.

Phuong phap khao sat gian tiép s& lam don gian rit nhiéu cic cong viée gip
phai khi dung phuwong phap khao sat truc tiép trong mién bién sé doc 1ap tu nhién.
C6 nhiéu phép bién ddi, trong d6 phd bién 1a bién d6i Fourier DFT, bién ddi Cosin

101 rac DCT, bién d6i song nho DWT...
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Chuong 2. MOQT SO PHUONG PHAP GIAU TIN TRONG ANH

bé thuc hién viéc gidu thong tin trong moi truong anh, trude hét can s6 hoa

cac btrc anh theo nhiing chuin phé bién nhu JPEG, PCX, GIF,...

2.1 GIAU TIN BANG THAY THE BIT CO TRONG SO THAP NHAT

LSB (Least Significant Bit) 13 bit c6 anh huéng it nhat téi viéc quyét dinh
mau sic cia mdi diém anh, vi vy khi ta thay doi it nhét téi viéc quyét dinh mau sic
ciia mdi diém anh, vi vay khi ta thay d6i bit nay thi mau sic ciia diém anh mdi s&
gan nhu khong khéc biét so voi diém anh cil.

LSB ctia mot diém anh ¢6 vi tri tuong ty nhu chit sb hang don vi cua mot $6
tu nhién, khi bi thay doi, gia tri chénh Iéch gilra s6 cii va s6 moi s& it nhat, so véi
khi ta thay doi gia tri cua chir $6 hang chuc hodc hang tram. Viéc xac dinh LSB cua
mdi diém anh trong mot bic anh phu thudc vao dinh dang cua anh va s6 bit mau
danh cho mdi diém anh cua dnh do.

Muc dich ctia phuong phap 1 chon ra céac bit it quan trong (it lam thay doi
chat luong ctia anh nén) va thay thé chung bang cac bit thong tin can gidu. Pé kho
bi phat hién, thong tin gidu thudng dugc nhing vao nhitng ving mét ngudi kém
nhay cam véi mau sic. V4i anh 24 bit, mdi mau duoc chira trong 3 byte, theo thir tur
tir trai sang phai, byte dau tién chira gia tri biéu thi cuong do mau lam (B), byte tht
hai chita gia tri biéu thi cuong do mau lyc (G), byte thir ba chtra gia tri biéu thi
cuong do mau do (R). Nhu vay, mdi mau duoc xac dinh bdi mot sb nguyén co gia

tri trong khoang 0 — 255.
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2.1.1 Phwong phap gidu tin

Tu tuwdng cua thuit toan 1a chon ngau nhién mot diém anh, véi mdi diém
anh, chon ngdu nhién mot byte mau, sau d6 gidu bit tin vao bit mau c6 trong sb thip
nhat. D¢ tang tinh bao mat, thong tin thuong dugce nhing vao cac ving trong anh
ma mit ngudi kém nhay cam. Dbi v6i anh 24 bit mau, mdi diém anh dugc chira
trong 3 byte, nhu vay mdi mau duoc xac dinh boi 1 s6 nguyén co gid tri trong mién
tir 1 dén 256. Thuat toan thay thé k bit ¢6 trong s6 nho nhét sir dung trong anh 24 bit

mau, co6 thé biéu dién qua cac budc sau:

B1: Thong tin can gidu dugc biéu thi bai ludng bit, va ludng bit nay duoc chia nho
thanh cac cum k bit: E;B, E;G, E;R.

Piém anh tht i ky hi¢u H; chtra 24 bit dugc tach ra lam 3 byte riéng B;, G;,
R; ing voi mau xanh lyc, xanh lam, do. Tir cac byte nay, lai tach ra cac khoi k bit
cudi ki higu Bk, Gk, Rik.

La budc giai rac tin. Thong tin co thé dugc ma hoéa, sau d6 lai tao mot ham
bam ngau nhién. Tham sé seed 14 hat giéng dé sinh ra cic sd ngu nhién. Néu ding
cung mot hat giong, s& sinh ra cac chudi so ngiu nhién giong nhau, 1a diém chon dé
gidu tin trong anh. Qua trinh rai tin phai dugc kiém tra dé chon ra nhiing diém chua
c6 tin gidu. Pac tinh ctia ham Collection 13 khong luu cac gi tri tring 1ap, nén diém

sinh ra s& 1a duy nhat.
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B2: Thay thé Bk, Gk, Rik béi céac gia tri twong tng EB, EiG, EiR

M&i diém anh méi nhan duogc, ky hiéu Hy” s& mang 3 x (8 - k) bit ¢6 trong s6
cao cho thong tin vé anh, va 3 x k bit trong s6 thap cho thong tin gidu. Goi anh nhan
duogc sau khi thay thé 1a H’.

La budc gidu thong tin anh. Mi 1an chon 1 byte thong tin, trich timg bit tir 1
dén 8, giu bit tin vao diém anh chua dung. C6 thé gidu toi da 3 bit tin trong 1 diém

anh.

B3: Tach cac thong tin bang cach tach tir mdi diém anh 3 cum k bit tir cac byte B;,
Gi, Ri, va chip lai thanh ban tin giu.

K¥ thudt nay tuy don gian, nhung néu ban tin trudc khi gidu da duoc ma hoa
va trat tu giéu tin dugc chon theo mét quy luat nao do, thi viéc tach thong tin tir H’
s€ khong don gian.

2.1.2 Phuwong phap tach tin

B3.1 Cung cap hat giéng seed nhu B1, tim diém anh va byte c6 chira tin. Trich bit

tin mat.
B3.2 Ghép cic bit tin mat thanh timg byte, chip cac byte thanh ban tin di gidu.

B3.3 Téch tin, thu dugc thong tin gidu.
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Vidu:

Gi1d su, can giau tin la chtt A vao mdt vung anh v41 mo1 di€m anh c6 cac mau ké

nhau gom lam, lyc va do:

S6 hoa thong tin va anh gbe, két qua thu dugc trong bang sau:

Ky hiéu Gia tri thap phan | Gia tri nhi phan

A 65 01000001

Mau lam (B, G, R) | (255,0,0) 11111111, 00000000, 00000000
Mau lyc (B, G,R) | (0, 255, 0) 00000000, 11111111, 00000000
Mau do (B, G, R) (0,0,255) 00000000, 00000000, 111111112

Thuc hién gidu tin vao anh theo k¥ thuat LSB, 14t bit bén phai nhat

11111111 | QOO0OOOO | 00000000 | Q0000aa0 (11111111 | 00000000 | 0000000 | 00000000 | 11111111

Két qua giau théng tin theo k¥ thuat LSB

11111110 | Q0000001 | 00000000 | d0000aad | 11111110 | 00000000 | 0000000 | 00000001 | 1111111
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2.1.3 Phan tich thuit toan
1/. Danh gia thudt toan

Thuat toan gidu tin dwgc coi 13 an toan néu thong tin dwgc gidu khong bi
phat hién hodc thoi gian phat hién dugc thong tin giéu la du lau, bao dam duoc bi
mat.

K§ thuat LSB cho phép gidu t6i da [logo((m x n)+1)] bit dir liéu vao mot
khéi anh kich thuéc m x n. Ham f (ti 1é gidu tin) duoc tinh theo cong thirc:

_ log,((m x n) +1)
- m x n

f

Viay f c6 gia tri giam theo m x n (kich thudc khéi anh cang nho thi cang
giéu duoc nhiéu tin). Tuy nhién, d§ an toan cua thong tin lai ti 1€ thuan véi kich
thude khdi anh: kich thudce khdi cang 16n, d6 an toan cho thong tin gidu cang cao.

Vi thé viéc chon kich thudc khéi gidu tin 16n s& lam ting do an toan nhung
lai giam ti 18 tin gidu duoc va nguoc lai, kich thudc khdi nho s& lam ting ti 18 tin
gidu nhung lai 1am giam d6 an toan. Thong thudng ta nén chon kich thudc khdi sao
cho [log,((m % n)+1)] = 8 hodc bang 4, tirc 1a gidu duoc tdi da 8 bit hay 4 bit dit licu
vao mdi khdi anh kich thude m x n.

2/. Uu, nhwoc diém ciia thudt todn

— Uu diém: Viéce thay thé mot, hai hay nhiéu hon nita cac bit LSB ctia mdi diém
anh s€ lam tang dung luong nhung lam gidm dg an toan cua thong tin dugc
gidu. Ky thuat LSB don gian, d& cai dat va phat huy hiéu qua t6t trong nhiéu
ung dung.

—  Nhuoc diém: Kém bén viing trudc tac dong cua cac phép xtr 1y anh, nén

phuong phap chi thich hop cho gidu tin ma khong thich hop cho thiy vén.
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2.2 GIAU TIN TREN MIEN BIEN POI DCT
2.2.1 Bién d6i DCT thuén va nghich

Vi anh gbc c6 kich thudc rat 1on nén trude khi bién doi DCT, anh dugc phan
chia thanh cac khéi, mdi khdi nay thuong co kich thudce 8 x 8 pixel va biéu dién cac
mirc xam cta 64 diém anh, cic mirc xam nay 13 cac s nguyén dwong c6 gia tri tir 0
dén 255. Viéc phan khéi nay s& 1lam giam dugc mot phan thoi gian tinh toan cac hé
s6 chung, mit khac bién doi cosin dbi voi cac khéi nho s& 1am ting do chinh xéac khi
tinh toan véi dau phay tinh, giam thiéu sai s6 do 1am tron sinh ra.

Bién d6i DCT 1a mot cong doan chinh trong cac phuong phap nén sir dung
bién d6i. Hai cong thirc & day minh hoa cho 2 phép bién d6i DCT thuan nghich dbi
véi mdi khéi anh c6 kich thude 8 x 8.

Gia tri x(ng, np) biéu dién cdc mic xam cia anh trong mién khong gian,

X(Ky, k) 12 cac hé s6 sau bién d6i DCT trong mién tan s6.

Lot 2n + Dk 2n, + Dk
X(;cl,kg)=@5&zzx(nl,ng)cos( L e
4 a0 16 16

Lot 2n + Dk 2n, + Dk
x(my, 1) = 1 Fka ZZX(kl,kg)cos( 7 ¥ Dk cos( %+ Dy
4 ez 16 16

I/ khik, =0 y khi k&, = 0

Véi 0 khi 1<k <8 |y 0 khil<k, <8
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2.2.2 Dic diém ciia phép bién d6i DCT trén anh hai chiéu

+ Thé hién dic tinh noi dung vé tan sb cua thong tin anh. HE ) gbc trén 1a 16n va
dac trung cho gia tri trung binh thanh phz‘in mot chiéu goi l1a hé s6 DC, cac hé sb
khac c6 gia tri nho hon biéu dién cho cac thanh phan tan sd cao theo huéng ngang
va doc goi la h¢ s6 AC.

+ Ban than bién d6i DCT khéng nén duoc dit lidu vi sinh ra 64 hé sd.

+ Theo nguyén Iy chung, khi bién d6i chi tiét giita cac diém anh cang 16n theo mot
hudéng nao d6 trong khdi cac diém anh, hudng ngang hoic doc hoic theo duong
chéo thi twong tng theo hudng dé, cac hé sb bién d6i DCT ciing 16n.

DCT lam giam d6 tuong quan khong gian cua thong tin trong khdi anh. Dicu
d6 cho phép biéu dién thich hop & mién DCT do cac hé s6 DCT c6 xu hudng c6
phan du thira it hon. Hon nita, cac hé s6 DCT chira thong tin vé ndi dung tan so
khong gian cta thong tin trong khéi. Nho cic dic tinh tan s6 khong gian ctia hé
théng nhin ctia mit ngudi, cac hé s DCT c¢6 thé duoc ma hoa phu hop, chi cac hé
s6 DCT quan trong nhit méi dugc ma hoa dé chuyén doi.

Khoi hé s6 DCT c6 thé chia 1am 3 mién: mién tan sb thép, mién tan sb cao
va mién tan s giita. Mién tan s6 thap chira cac thong tin quan trong anh hudng dén
tri gidc. Mién tan sd cao thuong khéng mang tinh tri giac cao, khi nén JPEG thuong
loai bo thong tin trong mién nay.

Trong céc thuat toan thuy van, mién hé s DCT tan sb cao thuong khong
dugc st dung do né thudng khong bén viing véi cac phép xtr 1y anh, hodc nén anh
JPEG. Mién tan sd thap ciing kho dugc st dung do mét su thay doi du nho trong
mién ndy cling dan dén chat lugng tri giic cua anh. Vi vdy, mién tin sd & gitta

thudng hay duoc sir dung nhat va ciing cho két qua t6t nhat.
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2.2.3 Ky thuit thily van sir dung phép bién d6i DCT
2.2.3.1 Quad trinh nhung thiiy vin

Thuat toan dudi day sé& sir dung phuong phap nhiing thuy van trong mién tan
s6 cua anh, giai tan duoc sir dung dé chua tin hiéu thuy van 13 mién tan sb & giita
ctia mot khéi DCT 8x8. Trong d6, cac khdi DCT 8x8 1a nhiing khdi anh cung kich
thudc da dugc chon ra ngiu nhién tir anh ban déu va dugc ap dung phép bién do6i
cosin roi rac DCT dé chuyén sang mién tan sb. Mdi tin hiéu thuy van s& duoc chira
trong mot khoi.

Input:
= Mot chudi cac bit thé hién ban quyén
= Mot anh

Output:

= M0t anh sau khi thuy van
= Khoa dé gidi ma
1/. Cac bwoéc thuc hién
Budc 1: Anh F ¢6 kich thudc m x n s& duoc chia thanh (m x n) / 64 khéi 8 x8, mdi
bit cta thuy van s& duoc gidu trong khéi By
Budc 2: Chon mot khoi bat ki By va bién d6i DCT khoi d6 thu duge C
Cx=DCT(By)
Budc 3: Chon hai hé sd & vi tri bat ki trong mién tan sb gifra cua khdi Cy, goi hai h¢
50 do 1a Cy[i, j] = Cilp, q].
Budc 4: Tinh d6 1éch d = ||Ci[i, ]| - |Ck[p, q]|| mod a. Trong d6 a 13 mot tham sd
thoa man a =2 (2t + 1), v4i t 1a mot s6 nguyén duong.
Budc 5: Bit by s& dugce nhiing vao khéi Cy sao cho théa mén diéu kién sau:
d=2t+1 Néube=1
{d <2t+1  Néub=0

25



Bude 6: Néu d <2t + 1 va by, =1 thi trong hé s6 DCT Cy[i.,j] hodc Ci[p.q] co gié tri
tuyét ddi 16n hon sé bi thay d6i dé thoa d > 2t + 1 theo cong thirc sau
Max (ICy[i, j1I, IC«Ip, all) + (INT(0.75a) — d)
Hé s6 duoc chon s& duoc cong thém mot luong 1a (INT(0.75a) — d)
Min (IC[i, j1I, IC«Ip, all) - (INT(0.75a) + d)
Hé s6 duoc chon s& duoc trir di 1 luong 1a (INT(0.75a) + d)
Budc 7: Néu d > 2t + 1 va by = 0 thi mot trong hai hé s6 DCT Cy[i, j] hoic Ci[p, q]
c6 gia tri tuyét d6i 16n hon sé& bi thay doi dé thoa man d < 2t + 1 theo cong thuc sau:
Max (ICy[i, j1I, [CkIp, all) - (d - INT(0.75a))
Hé s duoc chon sé& bi trir di mot luong 1a (d - INT(0.75a)
Min (ICi[i, j]I, IC«[p, all) + (INT(0.75a) - d)
Hé s6 duoc chon s& duoc cong thém mot luong 1a (INT(0.75a) - d)
Budc 8: Thuc hién phép bién ddi nguge IDCT dbi voi khdi Cy, B = IDCT(C)).
Budc 9: Ghép cac khéi anh B’y dé duoc anh chira thay van F°.

Qua trinh nhiing thily van dugc mé ta qua so do sau:

Anh gbc

L Téach khdi

A

Cac khoi anh

Bién d6i DCT
\ 4

Céc khéi DCT

watermark

\4

Nhung thuy van

A

Céc khdi da nhing thity van

Bién dbi IDCT

\4

Céc khdi da bién d6i ngugc IDCT

Ghép anh

\ 4

Anh d3 nhung thuy van
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2/. Vi du:
Gia st ta can gidu mot bit thity van b = 0 vao khdi B 8 x 8 dugc cho dudi day.
Tachona=26=2(2x6+1),dodot=6.

33 |84 |66 |58 |15 |159 |[183 |146
28 |75 |15 |37 [161 |157 |136 |134
29 |59 |44 |65 [192 |166 |144 |139
15 |15 |15 |67 [113 [123 |192 |170
88 |76 |15 [102 [168 |104 |[199 |[177
19 |10 |15 |218 [140 |198 |164 |141
15 |15 |15 |179 |241 [235 [190 |107
15 |17 |89 |181 |168 [234 [190 |190

Bién d6i DCT(B) ta thu dugc khéi C nhu sau:

869 |-438|-102 [115 [18 |7 62 |-41
-110 |64 |143 |-18 |-78 |-62 |-2 |38
30 |4 |-37 |-7 [-67 |8 55 | -42
7 |27 |22 |-10 |-3 |57 |-26 |-57
c = 3 |-2 [109 [-69 |-33 [41 |6 9
23 |-27 [-26 |9 29 [33 |6 -10
12 |5 8 |-46 |-13 [33 [38 |-42
42 33 |5 28 |5 31 | -24 |40

Trong mién tan sb gitra cia khoi C, ta chon hai hé s6 bat ky, gia sir 1a C[2,3] = 143
va C[6,2] = -27

Tinh d6 1éch d = ||143| - |-27|| mod 26 = 116 mod 26 = 12

Véi bit thiy vAn b = 0 thi ta phai thay doi mot trong hai hé s6 C[2,3] = 143 hoic
C[6,2] = -27 da chon dé thu duoc d <2t + 1
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Vi C[2,3] = 143 ¢6 gia tri tuyét d6i 16n hon C[6,2], theo cong thirc (2,7) ta tinh gia
tri méi cua C[2,3] la:

C[2,3] =C[2,3] — (d — INT(0.25a)) = 143 — (14 — INT(0.25 x 26)) = 135

Khi di thay ddi hé sb C[2,3] = 135 ta thuc hién phép bién doi ngugc IDCT(C) va

thu dugc khdi B’ nhu sau:

31 83 67 60 17 160 | 183 | 143
27 74 16 38 163 | 158 |136 |132
28 59 48 66 193 | 167 |144 |138
15 15 15 67 114 123 |192 | 169
88 76 15 102 | 168 |104 |200 |177
20 10 15 27 139 | 197 |165 |141
17 16 15 178 240 |235 |191 |109
17 18 88 178 |166 |232 |191 |190
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2.2.3.2 QUa trinh tach thiiy vin
Input
= Anh d3 nhung thity van F
= Khoa K (néu co)
Output
= Thiy van di nhiing W biéu dién qua ddy bit by
1/. Cac bwéc thwc hién
Budc 1: Chia anh F’ da nhung thuy van thanh cac khoi B’y
Budc 2: Bién d6i DCT cac khéi B’y

B« =DCT(B’\)
Budc 3: Lay ra vi tri hai hé sé da bién doi By[i,j] va Bi[p,q]
Budc 4:

Tinh d = | By[i,j] - Bk[p,q | mod a véi a = 2(2t+1) da chon khi nhing
thay van.

Budc 5: Néu d > 2t + 1 thi duoc bit by, = 1 ngugc lai by =0
Budc 6: Ghép cac bit by tach duoc tir cac khdi dé duoc thiy van day da W.

Anh d3 nhung thiy van

Tach khdi

\ 4

Lay ra cac khoi da chon

Bién d6i DCT

A\ 4

Khdi @3 bién ddi DCT

\4
watermarks
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2/.Vidu:
Véi khéi B’ ¢ vi du trén, qua trinh tach thuy van nhu sau:

Ta thuc hién phép bién d6i nguge IDCT cua khéi B’ dé thu duoc khdi B sau:

869 |-438 |-102 |115 |18 7 -62 -41

-110 | 64 135 |-18 -78 -62 -2 38

30 -4 -37 -7 -67 8 55 -42

-7 27 22 -10 -3 57 -26 -57

B =
-3 -2 109 -69 -33 41 6 9
-23 -27 -26 9 -29 33 6 -10
12 5 -8 -46 -13 33 38 -42
42 33 5 28 5 -31 -24 40

Ta lay hai hé s6 B[2, 3] = 135 va BI[6, 2] = -27
Tinh d6 1éch d = ||B[2, 3]| - | B[6, 2] || mod 26 = 4.
Ta thay d <2t + 1 = 13, vay bit b = 0 d3 duoc gidu vao khbi.



2.2.3.3 Phdn tich thudt toan

Kich thudc khéi anh trong thuat toan 1a 8 x 8, tuy nhién c6 thé chon kich
thude khac nhau tuy theo kich thude timg anh gdc va kich thuée thuc té cua thuy
van.

Viéc chon mdt cap hé $6 trong mién tan sb gilra co thé dugc chon c¢b dinh
cho tat ca cac khdi trong qua trinh nhiing thity van. Khi d6, thuy van c6 thé rat dé bi
phat hién thong qua viéc thir 1an lugt cac cip hé sb trong mién tan s giita. Co thé
lam tang do6 an toan va kho bi phat hién thuy van béng cach dua ra mot thuat toan co
st dung khoéa cho su lua chon cdp hé ) trong mién tan sb gitra cho tung khdi DCT.
Khi d6, vi tri ctia cac cap hé s6 dugce chon cho qué trinh nhiing thay van trong ting
khéi s& duoc sir dung phy thudc vao khoa ciia qua trinh tach thuy van. Trong thuat
toan nay, qué trinh tach thuy van khong can anh géc.

Tham s a trong thuat toan dong vai tro nhu 1a hé s6 twong quan giira tinh an
va tinh bén virng cua thuy van. Khi tang hé s6 a 1én thi do sai 1éch cua thuy van
giam di va nhu vdy n6 bén vimg hon. Tuy nhién, néu ting a thi chat lugng anh sau
khi gidu tin s& giam. Piéu nay rat dé hiéu vi a 16n, nghia 13 phan 16p khoang cach
hai hé s 16n nén khoang cach bién d6i ctia mot hé sd dé thoa man diéu kién giéu

16n, dan dén anh huong nhiéu dén chit luong anh.
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Chwong 3. MOQT SO KY THUAT PHAT HIEN ANH GIAU TIN

3.1 KHAI NIEM PHAN TiCH TIN AN GIAU

Phén tich tin an gidu hay con goi 14 tAn cong mot hé gidu tin (steganalysis) 13
phuong phap dé phat hién, trich rat, pha hay hay stra doi thong tin da giu.

Viéc phan tich duoc coi 14 thanh cong hay khong con tily theo ing dung. Dbi
voi viée lién lac bi mat, viéc phat hién va ching minh mot anh c6 chira tin mat duogc
coi 1a thanh cong. Ddi véi bao vé ban quyén sb hay chéng gia mao thi viéc phan
tich dugc coi 14 thanh cong néu khong chi phat hién ra thuy van ma con pha hiy hay
stra d6i n6é nhung khong 1am giam chat luong anh mang. D& tai nghién ciu tng
dung trén hé giéu tin mat.

Céc k¥ thuat phan tich giéu tin mat hién tai tap trung vao viéc phat hién ra su
c6 mit hay khong cac thong diép an trong dit liéu dugc quan sat. Bai toan trich chon
ra cac thong diép bi mat 1a bai toan kho hon bai toan phat hién, nhung bai toan phat
hién lam tién dé cho viéc trich chon. Nhu vay, cO thé xac dinh hai muc tiéu ro rang
clia bai toan phan tich trén hé gidu tin mat la:

— Phan tich gidu tin bi dong (Passive steganalysis): Phat hién sy hién dién hay
khong cua thong diép bi mat trong cac dit liéu dugc quan sat.

— Phan tich giau tin cha dong (Active steganalysis): Trich chon mét phién ban
cua thong di¢p bi mat tir phuong ti€n chira tin.

Trong khudn khé bai bao cdo, em tap trung vao giai quyét van dé phat hién sy ton

tai cua thong di¢p bi mat.
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3.2 PHAN LOAI PHUONG PHAP PHAT HIEN ANH GIAU TIN

Phén tich triwe quan: Day 1a phuong phap don gian nhat mic du két qua
thuong khong dang tin cdy. Dé phat hién kha ning mot anh c6 gidu tin hay khong
bang viéc phan tich anh mot cach truc quan va tim kiém nhitng “diém bat thuong”.
Nhiéu phurong phap gidu tin mat, bao gém ca gidu tin dwa trén LSB va phuwong phap
dya trén DCT déu loai bo nhiing bién dang & nhitng vung anh min hoac thuan nhat
mdt cach dé nhan théy. That vay, viéc thay doi bang mau (cia mdt anh mau) du nho
dé giau thong diép bi mat co thé dan dén két qua 1a su thay doi mau sac 16n trén anh
géc, dic biét 1a néu anh géc c6 chita cac mau sic khac nhau & muc do cao. Ciing
boi thuce té 13 voi mot anh mau tu nhién, su thay d6i bit mot trong cac mau la hiém.

Phan tich dinh dang dnh: Co nhiéu dinh dang tép tin anh khac nhau nhu
BMP, GIF, JPEG. Mdi loai c¢6 dic diém va ciu trac dinh dang tép tin khac nhau. Do
d6, khi thuc hién gidu tin, chang han gidu tin theo LSB, s& cho sy thay di trén anh
két qua & cac diém anh khac nhau. Va khi thuc hién phat hién anh giau tin ciing vay.
Vi dy nhu véi anh JPG: Anh JPG sir dung phép bién d6i DCT dé bién doi lién tiép
cac khoi diém anh 8 x 8 vao ma tran 64 hé s6 DCT. Bit LSB ctia cc h¢ sé DCT
duge st dung nhu 1a cac bit du thira ma ta s& giau cac bit thong diép an vao trong
d6. Su thay d6i hé s6 DCT don 1¢ s& tac dong 1én tat ca 64 diém anh. Vi ly do d6
khong thé ap dung viéc phan tich tryc quan d6i voi loai anh nay.

Phén tich théng ké: Theo Plitzman va Westfeld, 1y thuyét thong ké co thé
ap dung dé phan tich théng ké cac cap gia tri (cap gia tri diém anh, cip cac hé sb
DCT, cip cac chi sé bang mau) dé tim su khac biét ¢ bit LSB. Trudc khi gidu tin,
trén anh chira thong diép (cover image), mdi cip hai gia tri 1a phan phdi khong déu.
Sau khi gidu tin, gia tri trong mdi cip c6 xu hudng tré nén bang nhau. Hon nita, néu
cac k¥ thuat gidu tin mat gidu cac bit thong diép mot cach tuan tir vao cac diém anh
(hoac cac chi $6 bang mau hodc cac h¢ sb DCT) lién tiép nhau, bit dau tir gbc trén
trai thi ta s& quan sat duoc su thay doi dot ngdt trong cac théng ké. Mot sd ki thuét

thong ké s& dugc trinh bay trong phan cubi cia chuong nay.
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3.3 MOT SO KY THUAT PHAT HIEN ANH GIAU TIN
3.3.1 K§¥ thuit phén tich cip gia tri diém anh

Khai niém vé cdp gia tri (PoV — Pairs of Values) dugc Pfitzmann va
Westfeld dua ra. Cho mot anh . Goi j 1a gia tri cua diém anh (pixel) trén anh 1. Néu
I 14 anh da cap xam 8 — bit thi j e [0,255]. Néu j chin (j = 2i) thi sau phép lat bit gia
tri ctia j 14 21 + 1, néu j 1a 1& (j = 2i+1) thi sau phép 14t bit gia tri cta j 13 2i. Nhu vy,
néu mot gia tri diém anh & trong mot cdp thi sau khi giéu tin gié tri clia nd van nam
trong mot cip c6 tinh chat chén 1é tuong ty.

PoV 1a mdt cip hai gia tri diém anh (2i, 2i+1) va hai gia tri trong cip nay chi
sai khac nhau ¢ bit thip nhat.

Trong thuat toan trinh bay dudi diy co lién quan dén khai niém tan sd xuat
hién cua gia tri diém anh j. D6 1a s6 1an xuét hién cta gia tri diém anh j trén anh.

K3 thuat PoVs con duoc goi 1a phwong phap théng ké X (khi binh phuong —
Chi_squared) va dugc ap dung rat thanh coéng ddi v6i viée phat hién gidu tin mat
LSB mot cach tuan tu.

C6 nhiéu k¥ thuat PoV khac nhau nhu PoV2, PoV2r, PoV3. Trong d6 PoV2
va PoV2r chi kiém tra mét tap con cac diém anh dugc chon bdi ngudi dung. PoV2
kiém tra phan trim cac diém anh hién tai (duwoc chon bai ngudi ding) mot cach tuin
tur, bt dau tir goe trén trai ciia anh. PoV2r ciing kiém tra mot cach tuan ty phan trim
cac diém anh hién tai dugc chon boi ngudi dung nhung bat ddu ¢ mot diém nao dé
trén anh va sau do thyc hién phép lat bit cho dén diém cubi cung dugc chon. PoV3
kiém tra mdi tong phan tram cac diém anh tir 1% dén 100% va tra vé xac suit cla
mdi tap con cac diém anh trén anh kiém tra. Cac diém anh cling dugc kiém tra mot
cich tudn tu, bat dau tir gbc trén bén trai ciia anh. Thuc té PoV3 kiém tra cdc nhom
diém anh theo mot trat ty nao d6. Muc dudi day s& trinh bay chi tiét k¥ thuat phat
hién tin gidu PoV3.
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3.3.11 Thudt toan PoV3

Tw twong

Véi mot anh I can kiém tra, trudc tién ta thdng ké tn sb cua cac gia tri diém
anh chén, 1¢ c6 mit trong anh 1. Ta x4c dinh x4c sudt gidu tin ctia anh thong qua
viéc ap dung tiéu chuén phan phdi y ? d6i véi tan sb cua cac cip PoV.

Input: Anh I can kiém tra

Output: P: x4c suat giu tin trong anh I

Cach thirc thuc hién

Budc 1: Poc vao anh 1

Budc 2: Doc dit liéu anh vao mot ma tran My, x

Budc 3: Khai tao gia tri ban dau cho vecto X, Y.
Foreach k € [0, 127]

X[k] =0; Y[k] =0.
Buéec 4: o q
Tinh X[K] Ia tan so0 xuat hién cta cac di€ém anh c6 gia tri chan trén anh.

Tinh Y[k] 1a tan s6 xuat hién cua cac di€m anh c6 gia tri & trén anh.

Budc 5: Gia surta co N cap PoV

Véi moi k
Néu (X[k] + Y[K]) < 4 thi
X[Kk] = Y[K] = 0;
N=N-1;
Budc 6:
For each k

Z[K] = (XIKT + Y[k])/2;
Budc 7: Gia sir ta c6 N cip PoV, theo phuong phap thong ké Khi — binh phuong véi
N — 1 bac tu do ta tinh
127 2
2 (X[kI-Z[k])
X na = —— (1)

" kzt; Z[k]

Budc 8: Tinh P 1a x4c suét cila viéc gidu tin

1 » X N-1,

P=1- nNa N_lf_ezxz dX(Z)
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3.3.1.2 Phdn tich thudt toan

Thong thuong d6i v6i anh kiém tra 13 mot anh da cAp xam 8 — bit ta ¢ 256
muc xam khac nhau. Thuat toan xac dinh céac cap phﬁn tir 1a cac gia tri murc xam
chin, 1 nén s luong cac phén tir chan, 1& nhu vay c6 khong qua 256/2 = 128 phén
tir. Ta x4y dung hai vecto X(Xo, X1, - .-, X), Y(Yo, Vi, ..., yk) dé thdng ké tan sé xuat
hién cac diém anh, v6i 0 < k < 127. Mdi phan tir trong X s& luu tan sd xuat hién
cac diém anh chin (X[k] = 2k), mdi phan tir trong Y s& luu tan sé xuat hién cac
diém anh 1& (Y[k] =2k + 1) v6i 0 < k < 127.

Ban dau khdi tao cac phan tir trong X va trong Y déu bang 0. Sau d6 thuat
toan thuc hién viéc thong ké cac gia tri mirc xam co trong anh can kiém tra va tuong
g tang gia trj cia cac phan tir trong X[K] va Y[K].

Gia st rang ta ¢ N cdp PoV, c6 k mirc chan (18) 0 < k < 127

Néu X[k] + Y[k] < 4 thi X[K] = Y[K] = Z[K]=0vaN=N-1.

Néu anh c6 chta thong diép tin an thi X[k] = Z[k] d6i v6i moi k, trong

_ N—
2 -X 71_1

N-1
phuong trinh (1) , 2., s& bé va do d6 tich phan e2Xx 2 dX s&bévatr(2)
suy ra xac suat p s& 1on. Nguoc lai thi , 2, s& 16n suy ra xac suat p s& bé. Can ctr
vao su 16n bé cua xac suat p ta s& quyét dinh dugc anh cé gidu tin hay khong. Hon
nira Wesfeld va Pfitzmann con khang dinh rang néu it hon 100% cac diém anh co

chtra thong tin dugc giau thi xac suat giau tin s€ gidm ro rét.
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3.3.2 Ky thuit phén tich ddi ngiu
3321  Khdi ni¢gm co béin trong kj thugt di ngéu

Ky thuat d6i ngiu hay con goi 1a k¥ thuat RS (Regular - Singular) do
Fridrich dua ra. Phuong phap nay thuc hién cac thong ké vé su thay doi cua cac
nhém chinh quy (Regular) va nhém don (Singular) trén anh dé udc luong do dai
thong diép dd gidu mot cach chinh xac. Phuong phap nay phu hop voi anh mau va
anh da cdp xam khi cac thong diép duoc gidu mot cach ngau nhién. K¥ thuat RS
cling 12 mot s6 k¥ thuat dugc dya trén 1y thuyét xac suat thong ke.

Gié st ta c6 mdt anh ¢c6 M x N diém anh. Tap P la tap tat ca céac gia tri diém
anh c6 trén anh. Véi anh da cip xam 8 — bit thi P = {0, 1, ...., 255}.

Dinh nghia 3.3.1 Mot ham d§ khac biét f trén nhom G = (X, Xo, ..., Xp) dugc

dinh nghia nhu sau:

n-1
F(X1, X2, +.. Xn) = Zizl Xi — X1

Trong do x4, Xy, ..., X, la gia tri cac diém anh trén nhom G. Ham f duoc xem
nhu 1a do tron cua nhom G.
Viéc gidu tin LSB lam ting nhiéu trén anh do dé ta hy vong rang gia tri cta

ham f s& ting (hodc giam) sau khi gidu tin LSB

Dinh nghia 3.3.2  Viéc gidu tin LSB sir dung cac kiéu ham 14t (flip) bit Fin(x) véi

m = -1, 0, 1 va x la gi4 tri diém anh. Cu thé nhu sau:
F:0e 1,23, ...,254 < 255.
Fii-1-0,12,3-4,...,253 < 254,255 < 256.
Hay F_1(x) = F(x+1) — 1 v&i moi x

Fo(x) =x, voi VX € P.
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Dinh nghia 3.3.3

Phép lat bit F; va F_; duogc ap dung 1én nhom G (Xg, Xp, X3, ...., X,) vOi mot mat na
M (M la mét n — bo véi cac thanh phén nhan gia tri -1, 0 hoac 1) dugc dinh nghia
nhu sau:

FM(G) = (FM(]_)(X]_), FM(Z(X2)7 ceeeey FM(n)(Xn)) tI'OIlg do M(l) € {-1, O, 1}

Vi du: néu cac gia tri cac diém anh trong nhom G 1a (39, 38, 40, 41) va cho mit na
M = (1,0, 1, 0) thi Fy(G) = (F1(39), Fo(38), F1(40), Fo(41)) = (38, 38, 41, 41).
Dinh nghia 3.3.4

Cho mot mat na M, phép lat bit F, va ham khoang cach f, mét nhom G céc
diém anh duogc phan 16p vao mét trong ba 16p nhu sau:

G eR < f(Fu(G)> f(G).

G €S < f(Fm(G) < f(G).

GeU<= f(Fm(G) = f(G).

Trong d6 R goi la cdc nhom chinh quy (Regular), S 1a cac nhom don

(Singular) va U la cac nhom khong dung duoc (Unusable).

Pinh nghia 3.3.5

Ta goi

Rw 14 s6 twong d6i cac nhom R véi mat na M khong am, M € {0, 1}.

Sm 12 s6 tuong d6i cac nhom S voi mit na M khong am, M € {0, 1}.

R v 12 s6 twong dbi cac nhoém R v6i mat na M khong duong, M € {-1, 0}.

S.v 1a sb trong ddi cac nhém S v6i mat na M khong duong, M € {-1, 0}.

Taco Ry xép X1 bﬁng R.m, S.m Xép X1 béng S.m va duoc viét nhu sau:

Ry = Rmva Sy = Sy

Viéc gidu tin LSB tap trung vao su khac biét giita Ryy Va Sy. Néu c6 50%
diém anh bi 14t (khi mdi diém anh bi gidu bit thong diép) ta thu duoc Ry = Sy
nhung anh huong cua viéc giéu tin LSB dén R, va S,y lai nguoc lai. Dudi day sé
trinh bay cac budc cu thé cua ky thuat RS trong d6 c6 sir dung dén cac khai niém va

dinh nghia vira trinh bay & trén.
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3.3.2.2 Thuat toan RS

Tw twong:

K¥ thuat RS phan hoach anh can kiém tra thanh cic nhom diém anh c6 dinh.

Mobi nhém d6 lai dugc phan 16p vao cadc nhom R hay S phu thudc vao sy khac biét

gifta cac diém anh trong nhom bi ting hoic giam sau phép 14t bit LSB véi mit na

M. Sau do tinh xac suat cta viéc giau tin cdn ctr vao sO nhom R, S do.
Input
e Anh I can kiém tra

e n:sO phan tir cia mot nhom

e M,: mit na 1a mot vecto c6 phan tir nhan gia tri trong tap {-1, 0, 1}

Output

e P: Xéc suit giiu tin trong anh I
Cach thwc hién
Budc 1: Poc vao anh 1
Budc 2: Boc gia tri diém anh vao mot ma tran Ay « .

Budc 3: P=P U {x;} véix; e [0, 255].

Budc 4: Chia anh thanh M x N/n nhém khac nhau. Mdi nhém n diém anh.

V6i mdi nhém G = (X1, Xo, ..., Xp) ta thuc hién cac budc sau:

Budce 5: Tinh ham f(G)
n-1
f(G)= Zizl |Xi — Xis1]

Buéc 6: Cho matna M = {M(1)}i-1, .., voi M(i) € {-1, 0, 1}. Tinh
Fm(G) = (Fmy(X1), Fme(X2), -« » Fmm)(Xn))

Budc 7: Phan 16p nhom G
f(Fu (G)> f(G)thiR=R U G;
f(Fm (G)<f(G)thiS=S U G;
f(Fm(G)=f(G)thiU=U v G.
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Budce 8: Tinh
Ry = s6 cidc nhom R tuong tmg voi matna M, M e {0, 1}.
Sm = s6 cac nhom S twong tng voi mitna M, M e {0, 1}.
R.v = s cac nhoém R twong Gmg véi mit na M, M e {-1, 0}.
S.v = s6 cac nhom S twong Umg véi mit na M, M e {-1, 0}.
Buge 9:
Néu|Rwm|=]|Sm|thip=1
Nguoc lai thuc hién cac budc 9 dén buéc 12
Budc 10: Tinh céc hé s6
do =Rwm (p/2) — Sm (p/2);
do =Rwm (1-p/2)-Su(1-p/2);
do =Rwm (p/2) - S.m (p/2);
di=Rwm (1-p/2)-Sm(1-p/2);
Budc 11: Tinh X, 1a nghiém cua phuong trinh

2(d1 + do) Xf) + (do —dq-ds- 3d0) Xp t+ do — d_o.

Budc 12: Tinh udce lugng d6 dai thong diép p
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KET LUAN

Ké tir khi ra doi, gidu tin d3 va dang 1am t6t vai tro ctia nd trong nhiéu linh
vuc nhu bao vé thong tin an toan trong qué trinh trao d6i, bio vé quyén tac gia trong
qua trinh phan phdi,... Tuy nhién, c¢6 nhimg trueong hop loi dung k¥ thuat gidu tin dé
thuc hién nhimg hanh vi bat hgp phép nhu tuyén truyén san pham vian hoa khong
lanh manh, truyén nhitng thong tin vé ké hoach tin cong khung bd,... Tt sir dung sai
chtrc ning cia gidu tin & trén dat ra vin dé lam thé nao dé phat hién duoc phuong
tién chira tin ¢ tiém an bén trong cac tin gidu hay khong, va thong tin chira trong
d6 13 gi nham c6 thé hd tro trong viéc ngin ngira cic tham kich xay ra. Mit khac
viéc nghién ciru kha nang phat hién thong tin an ciing sé 1am tang mirc d6 an toan
cho k¥ thuat gidu tin, dac biét 1a k¥ thuat gidu tin mat. Bai toan dat ra 1a phat hién
c6 tOn tai tin gidu trong anh hay khong, ciing nhu c6 thé stra ddi hay pha hay thong
tin da giau hay khong? Trén thé gidi c6 nhiéu cach tiép can khac nhau dé giai quyét
bai toan phat hién tin gidu. Trong d0 4n em da trinh bay mot sé k¥ thuat gidu tin
bang thay thé bit c6 trong sd thap nhat, k¥ thuat thuy van trén mién bién doi DCT,
va em tim hiéu vé k¥ thuat phat hién anh c6 gidu tin theo hudng tiép can st dung ly
thuyét x4c suit thong ke.

Két qua chinh ctia d6 an t6t nghiép 1a:

1/. Trinh bay mdt s6 khai niém co ban vé mi hoa, giéu tin va cac van dé lién
quan.

2/. Trinh bay hai phwong phéap gidu tin trong anh: gidu tin bang bit c6 trong
sO thap nhat, k¥ thuat thiry van sir dung phép bién d6i DCT.

3/. Trinh bay k¥ thuét phén tich cip gid tri diém anh PoV3, va k¥ thuat phan
tich d6i ngau RS.

41



TAI LIEU THAM KHAO

[1] Gi4o trinh gidu tin va thity van anh — Nguyén Xuan Huy — Tran Qudc Diing.

[2] Luén vin thac si “Gidu thong tin trong anh” — Vit Thi Chung Thay — nim 2004.

[3] Luén vén thac si: “Bao mat bang cac k¥ thuat ma hoa va gidu tin” — Dinh Ngoc
Triéu — 2004.

[4] Gido trinh “An toan dit liéu” — Trinh Nhat Tién.

[5] “Nhap mén xir Iy anh s6”- Luong Manh B4, Nguyén Thanh Thuy, nha xuat ban
khoa hoc va k¥ thuat.

[6] Luén van thac si “K¥ thudt gidu tin trong anh va nghién ctru kha ning c6 thé dé

phat hién anh c6 gidu tin” — Nguyén Thi Phuong Hoa.

42



