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LOI CAM ON

Trudc tién, em xin gui 16 cam on chan thanh sdu sic ti cac thay cb gido trong
truong Pai hoc dan lap Hai Phong noi chung va cac thay cé gido trong khoa Céng nghé
Thong tin néi riéng da tan tinh giang day, truyén dat cho em nhitng kién thtc, kinh
nghiém quy bau trong suét thoi gian qua.

Dic biét em xin gui 1o cam on dén thay Tran Ngoc Thai, thay da tan tinh gitip d&,
tryc tiép chi bao, hudng dan em trong sudt qua trinh 1am do &n tt nghiép. Trong thoi gian
lam viéc véi thay, em khong ngitng tiép thu thém nhiéu kién thirc bd ich ma con hoc tap
duoc tinh than 1am viéc, thai d6 nghién ciru khoa hoc nghiém tuc, hiéu qua, day 1 nhing
diéu rat can thiét cho em trong qué trinh hoc tap va cong tac sau nay.

Sau cung, xin gui 161 cam on chan thanh t6i gia dinh, ban bé da dong vién, dong
gop y kién va gitip d& trong qua trinh hoc tap, nghién ctru va hoan thanh do an tét nghiép.
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MO DAU

Khi ttng dung trén mang may tinh cang tré 1&n phé bién, thuan loi va quan trong thi
y&u cau vé& an toan mang, an ninh dir liéu mang ngay cang trg 1én cip bach va can thiét.
Ngudn tai nguyén mang rat dé bi danh cip hodc pha hong néu khdng c6 mét co ché bao
mét cho chdng hoic str dung nhitng co ché bao mat qué long 1éo. Théng tin trén mang, du
dang truyén hay duoc luu trit déu can dugc bao vé. Céc thdng tin dy phai duoc gii bi mat.
Cho phép ngudi ta kiém tra dé tin twéng rang ching khong bi stra d6i so véi dang nguyén
thay cua minh va chung ding 1a ciia ngudi nhan giri n6 cho ta.Mang may tinh c6 dic diém
la nhiéu nguoi sir dung, nhiéu ngudi cung khai thac kho tai nguyén, dic biét 1a tai nguyén
thong tin va nguoi st dung thuong phan tan vé mat dia li. Cac diém nay thé hién loi ich to
l6n ciia mang thong tin may tinh dong thoi ciing 1a diéu kién thuan lgi cho nhiing ké mudn
pha hoai an toan théng tin trén mang may tinh.

Do d6 cach tot nhat dé bao vé thong tin 1a ma hoa thong tin trudc khi giri di. Muc
tiéu co ban ctia mat ma la cho phép hai nguoi, gia su 1a A va B, lién lac qua kénh khéng
an toan theo cach ma ddi thu O (duwoc néi dén nhu nguoi tham ma) kho cé thé hiéu cai gi
dang dugc ndi. Kénh nay cé thé 1a duong dién thoai hoic mang may tinh. Thong tin A
mubn giri dén B s& duoc goi 1a “ban rd” (plaintext), c6 thé 1a bat ki tai liéu nao c6 cau trdc
ty y. A s& mé ban rd bang khoa xac dinh truéc va gai ban mi thu duoc qua kénh khong
an toan. O du thu trom dugc ban mi trén kénh nhung kho c6 thé hiéu ban ma d6 1a gi
nhung B 13 nguoi biét khda ma nén cé thé giai ma va thiét Iap lai ban rd. C6 hai loai hé
mat gdm hé mat ma khoa bi mat va hé mat ma khoa cong khai. Trong hé mat ma khoa
cong khai, hai ngudi mudn trao ddi thdng tin véi nhau phai théa thuan véi nhau mot cach
bi mat khda k. Trong hé mat nay cé hai ham lap ma ek va ham giai ma dk. Néu tiét 16 khoa
k s& 1am cho hé théng khdng an toan. Trong thuc té, D6 an toan hé thong chinh 1a do an
toan tinh toan. Mot hé mat 1a “an toan tinh toan” néu phuong phap tot nhat da biét dé pha
nd yéu cau mot sé 16n khong hop Iy thoi gian tinh toan, nghia 13 qué trinh thuc hién tinh
toan cuc ky phic tap, phic tap dén muc ta coi“khéng thé duoc”. Hé ma khoa cong khai
da dap tmg duoc yéu cau do. Y tudng cua hé ma khoa cong khai 1a & chd n6 co thé tim ra
mot hé ma khd c6 thé tinh toan xac dinh dk khi biét ex, quy tic ma ex co thé cong khai.
Ham m4 hoa cong khai ex phai dé dang tinh toan nhung viéc giai ma phai khé d6i voi bat
ki ngudi ndo ngoai nguoi 1ap ma. Tinh chéat d& tinh toan va kho dao nguogc nay thuong
duoc goi 1a tinh chat mot chidu.  Diéu nay bao dam tinh bi mat cao. Nhu ching ta di biét,
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trong cach thuc giao dich truyén théng, thong bao dwogc truyén di trong giao dich thuong
duéi dang viét tay hodc danh may kém theo chir ky(viét tay) cua ngudi giri & bén dudi vin
ban. Chit ky d6 1a bang chiang xac nhan thong bao ding 1a cia nguoi ky, tac 1a cha thé
giao dich. Chix ky viét tay c6 nhiéu wu diém d6 1a dé kiém tht, khong sao chép duoc chir
ky caa mot nguoi 12 gidng nhau trén nhiéu vin ban. ..

Ngay nay, cling véi sy phét trién cua khoa hoc va cong nghé thong tin dic biét 1a
sy bung nd ctaa mang may tinh thi nhu cau trao doi thong tin trén mang ngay cang pho
bién. Khi chling ta chuyén sang cach thirc truyén tin bang cac phuong tién hién dai, cac
thong bao duoc truyén di trén cac mang truyén tin sé hda, song song véi no, tinh an toan
va bao mat thong tin ciing phat trién manh mé khong ngimg dap tng nhu cau bao vé riéng

tu ciia nguoi St dung.

Db an trinh bay mét khia canh nho vé bao mat théng tin trong thuong mai dién ti.
Xay dung 1én mot trang web vé dau gi4 truc tuyén va xac thuc cac thong tin an toan va
bao mat trong viéc mua ban, thanh toan hang héa ma nguoi ban ciing nhu nguoi mua chi
can ngdi tai nha véi mot cu click chuot.

Db an gom 4 chuong: Chuong 1 Mat ma, Chuong 2 Ky dién tir va van dé xéc thyc,
Chuong 3 Pu gia dién tir, Chuong 4 Ung dung dau gia dién ti.
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MAT MA

1.1. So lwge vé lich sir mat ma

Tir khi con ngudi €6 nhu cau trao d6i thong tin, thu tir cho nhau thi nhu cau git bi
mét va bao vé tinh riéng tu cua nhirng théng tin, thir tir duoc trao d6i ciing nay sinh. Hinh
thire thong tin dugc trao ddi phd bién va sém nhat 1a dudi dang vin ban, dé gitr bi mat cua
thong tin ho da sém nghi dén viéc che giau ndi dung cac vin ban bang céch bién dang céc
van ban dé dé ngudi doc khong hiéu duoc, dong thoi ¢ cach khoi phuc lai nguyén dang
ban dau dé nguoi trong cudc van doc hiéu duoc; theo cach goi ngay nay thi dang bién doi
Cua van ban duoc goi la mat ma cua van ban, cach lap mat ma cho mét van ban dugc goi
la phép lap mat ma, con cach khdi phuc lai nguyén dang ban dau cia van ban tir ban mat
ma goi la phép giai m&. Phép lap mat ma va phep giai ma dugc thuc hién nho mot chia
khoa riéng nao d6 ma chi nhirng ngudi trong cudc biét duoc ta goi la khda mat ma. Nguoi
ngoai cudc khéng biét dugc khéa mat ma, nén du c¢6 dugc ban mat ma trén duong truyén
tin, vé nguyén tac thi ciing khong thé giai ma dé hiéu duoc noi dung cia vin ban truyén di.

Pén céc thap nién gan day, khi con nguoi budc vao ky nguyén may tinh, hay trong
nhiéu céac linh vuc khac, linh vuc mat ma ciing c6 nhitng chuyén bién to Ién tir giai doan
mat ma truyén thong sang giai doan mat ma mdy tinh; may tinh dién tir duoc sir dung
ngay cang phd bién trong viéc 1ap mat mé4, giai mat ma, va nhitng chuyén bién d6 da kich
thich viéc nghién ciu cac giai phap mat méa,bién viéc nghién ctru mat ma thanh mot khoa
hoc c6 d6i tuong ngay cang rong lén va duoc sir dung c6 hiéu qua trong nhiéu pham vi
hoat dong cua cudc sbéng.

Viéc chuyén sang giai doan mat ma may tinh da c6 tac dung phat trién va hién dai
hoa nhiéu hé théng mat ma theo kiéu truyén théng, 1am cho cac hé théng dé c6 cac cau
trdc tinh té hon, doi hoi 1ap mat ma va giai ma phuc tap hon, do d6 hiéu qua giir bi mat
cia cac giai phdp mat md duoc nang cao hon trugc rat  nhiéu.
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1.2. So' @ h¢ théng mat ma
1.2.1. Hwéng tiép can
Mat ma duogc sir dung dé bao vé tinh bi mat cua thong tin khi théng tin dugc
truyén trén cac kénh truyén théng cdng cong nhu cac kénh buu chinh, dién thoai,
mang truyén thong may tinh, internet. ..
Gia sir mot ngudi giri A mudn guri dén mot nguoi nhan B mot vin ban(vi nhu
nhu mot bie thu)p, dé bao mat, A 1ap cho p mot ban ma ¢, va thay cho viéc gui p, A
giri cho B ban mat ma ¢, B nhan duoc ¢ va giai ma ¢ dé lai duoc van ban p nhu A dinh
giri. Bé A bién p thanh ¢ va B bién nguoc lai ¢ thanh p, A va B phai thoa thuan truéc
v6i nhau céc thuat toan 1ap ma va giai ma, va dic biét mot khda mat ma chung K dé
thuc hién cac thuat toan d6. Nguoi ngodi khong biét cac thong tin dé(dac biét khong
biét khoa K), cho dii co duoc ¢ trén kénh truyén thong cong cong, ciing khong thé tim
dugc van ban p ma hai nguoi A, B mudn giri cho nhau.
1.2.2. Dinh nghia
Mot so dd hé théng mat ma 1a 1 bo nam:
S= (P, C, K, E, D) (1.1)
thoa mén céac diéu kién sau day:
P la mét tap hiru han céc ky tu ban rg,
C la mot tap hitu han cac ky tu ban m4,
K la tap htru han céc khoa,
E Ia mot &nh xa tir KxP vao C, duoc goi la phép lap mé;
D la mot &nh xa tir KxC vao P, dugc goi la phép giai ma.
Vi mdi ke K, ta dinh nghia e, : P—C, dy : C—P 1a hai ham cho bai:

xeP @ ex(X) = E(K,X); (1.2)
{)yeC:dk(yFD(K,y)
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ex va dy duoc goi lan luot 1a ham 1ap ma va ham giai ma ¢ng véi khoa mat

~

ma K.
Cac ham @6 phai théa mén hé thic: )x & P : di(ex(X)) = x

V& sau, dé thuan tién ta s& goi mot danh sach (1.1) thoa man céc tinh chat ké
trén 1a mot so dd hé théng mat ma, con khi da chon ¢b dinh mot khéa K, thi danh sach
(P, C, K, e, dy) 1a mot hé mat ma thudc so d6 do.

Trong dinh nghia nay, phép 1ap ma (giai ma) dugc dinh nghia cho tirng ky tu
ban rd (ban ma). Trong thuc té, ban rd cua mot thong bao thudng 1a mot day ky tu ban
rd, tirc 12 phan tir caa tap P*, va ban ma ciing 1a mot day cac ky tu ban mé4, tac 1a phan
tir cua tap C*, viéc ma rong cac ham ey va dy 18n cac mién twong Gmg P* va C* dé duoc
cac thuat toan 1ap ma va giai ma dung trong thuc té s& dugc trinh bay trong phan sau.
Céac tap ky tu ban r6 va ban ma thuong dung la cac tap ky tu cta ngbn ngir thdng
thuong nhu tiéng Viét, tiéng Anh (ta ky hiéu tap ky tu tiéng Anh 1a A tic A=
{a,b,c...,x,y,z} gom 26 ky tu; tap ky tu nhi phan B chi gdm 2 ky tu 0 va 1; tap cac sé
nguyén khong 4m bé hon mét sé n nao do(ta ky hiéu tap nay 1a Zn tac Zn = {0,1,2...,
n-1}). Cha y c6 thé xem B = Z,. Bé thuan tién, ta cling thudng dong nhat tap ky tu
tiéng anh A véi tap gdm 26 sé nguyén khong am dau tién Zys = {0,1,2,3...,24,25} V6i

Su twong Ung sau day:

abcdefghijklmnopqgrstuvwxyz
012345678910111213141516171819202122 2324 25

Doi khi ta cling dung véi tu cach tap Ky tu ban ré hay ban ma la céc tap tich cua
CAc tap noi trén, dac biét la cac tap A™, B™, Z™,,

1.3. Cac hé mé hoa
1.3.1. Hé mi héa khéa ddi xirng (mdt s6 hé mat ma cé dién)
1.3.1.1. M4 chuyén djch (shift cipher)
a) So dd khoa

Ki hiéu Z, 1a tap cac s6 nguyén tir 0 dén (m-1), ky hiéu d6 ciing dung cho vanh
cac s6 nguyén tir 0 dén (m-1) vai cac phép cong va nhan véi modulo m. Nhu vay, bang
chix cai tiéng Anh c6 thé xem la mot vanh Z, Voi sy twong tng ké trén.
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S=(P,C,K,E, D)
Trong d6: P=C =K =Zy
k € K, cac anh xa E va D dugc cho baoi:
VK, X,y € Zy: ex(X)= (x+k)mod26 (1.3)
dk(y)= (yk)mod26
b) Vidu
Ta dung véi khoa k = 5 dé ma hoéa dong thu: ”hentoithubay”

Dong thu d6 s& tung wng véi dong sb sau:

h e n t 0 I t h u b a y

7 4 13 19 14 18 19 7 20 1 0 24

Qua phép ma hoda eg ta duoc:

16 13 22 2 23 17 2 16 3 10 9 7

q n w c X r c q d k J h

ban ma s¢€ 1a :”qnwcxrcqdkjh”
Muébn giai duoc ban ma d6 ta st dung dy dé nhan dugc ban rd.
c) Uu, nhugc diém

Cach day 2000 nim ma dich chuyén da duoc Julius Ceasar st dung, vai khoa
k=3 ma dich chuyén duoc goi 12 ma Ceasar.

Tap khéa phu thudc vao Zm véi m 1a sé khda co thé, va trong tiéng Anh tap
khoa chi ¢ 26 khoa c6 thé. Do vay viéc tham ma s& duyét tuan tu 26 khoa do, vi vay
d6 an toan cta ma dich chuyén Ia rat thap.

1.3.1.2. M4 thay thé (substitution cipher)
a) So do khoa
S=(P,C,K,E, D)
P=C= Z,5, K= S(Z2)
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V&i mdi e K, tiec 1a mot hda vi trén Z,g ta xac dinh:
{ en(x) =m(X)
dn(y) = (y)
VGi X,y € Zag 7 12 nghich déo cua m.

Cha y: khéa cua ma thay thé 1a mot hodn vi cua bang chix cai. Goi S(E) 1a tap
hop tat ca cac phép hoén vi cac phan tu cua E.

b) Vidu

n dugc cho bai (chit cai thay cho cac con sb thudc Z,g)

a |blc|dle|f |g|h|i]|j k|l |m|n
x|ni|yla|h|plo|g g |w|b |t |s

k-3

i

olplg|r|s|t|ulv| iw|x]|y
flllrlelvimule|k|j|d]|i

Ban r5: “hentoithubay” sé dugc m&d hoa thanh ban ma (véi khoa n):

“ghsmfzmgunxd”.
Dé xac dinh duoc 71, va do d6 tir ban ma ta tim duoc ban rd.
c) Uu, nhugc diém

M4 thay thé co tap khoa kha 16n, bang sb cac hoan vi trén bang chit céi, tac s6
cac hoan vi trén Z,e hay 26!. Viéc duyét toan bo cac hoan vi dé tham ma 1a rat kho,
ngay ca doi voi may tinh. Tuy nhién c6 rat nhiéu cac phuwong phap tham ma khac nén
ma thay thé ciing khong thé xem 1a an toan.

1.3.1.3.  Ma Anpphin
a) So do khoa
S=(P,C, K E, D)
P=C =Z5, K={(a,b) € Zyex Z5: (a,26)=1}
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Vi mdi k =(a,b) e K ta dinh nghia:
{ ex(X) = ax + bmod26
d«(y) = a™(y-b)mod26
trong do6 x,y € Zy
Taco: (a,m) =1 va a*mod m khi (a,m) =1

V&I m =26 ta s€ tim ra a thoa mén (a,26) =1:

a | 1| 3| 5| 7| 9|15 1719212325

a | 1| 92015 3 19] 72310 5|17]25
b) Vidu
Lay k =(5,6)

Ban r4: “hentoithubay”

/J'ren!r;.!'!huha_l'

x | 7| 4131914 &|19| 7200 1| 0] 24

y=3x+6 mod 26

yo| 45| 01923242023 15| 2|11 6| 22

Ban ma “patxyuxpclgw”

Thuat toan giai ma trong truong hop nay c6 dang:dy(y) = 21(y — 6) mod 26

¢) Uu, nhuogc diém
Véi ma Apphin, sé céc khod c6 thé c6 bang (sb cac s6 < 26 va nguyén td voi 26)
x26, tirc 1a 12 x 26 = 312. Viéc thir tit ca cac khoa dé tham ma trong trudng hop nay
tuy kha mat thi gio néu tinh bang tay, nhung khong khé khin gi néu diing may tinh. Do

vay, ma Apphin cling khong phai la ma an toan.
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1.3.1.4. MaHill
a) So do6 khoa

M3 nay dugc dé xuat boi Lester S.Hill naim  1929. M3 ciing dwoc thyc hién
trén tirng bé m ky tu, mdi ky tu trong ban ma 1a mot tohop tuyén tinh (trén vanh Z,)
cua m ky tu trong ban r3. Nhu vay, khod s& duoc cho boi mot ma tran cap m, tac 12
mét phan tir cia Z™™,6. DE phép bién d6i tuyén tinh xac dinh boi ma tran ke Z™™,6 6
phép nghich dao, ma tran k ciing phai c6 phan tir nghich dao ke Z™™, . Biéu kién
can va du dé matran k c6 ma tran nghich dao la dinh thtc caa n6 - ky hiéu det(k),-
nguyén té vai m.
S=(P,C,K,E, D)
Cho m 1 sb nguyén duong.
P=C= Zm26
K={kZ™™;: (det(k), 26) =1}
véi mdi k e K dinh nghia:
{ ek(X]_, X2, 0y Xm) = (Xl, ) I Xm)-k
dk(Yl, yZa*'*a Ym) = (yl, YZa---a}’m)-k-l
b) Vidy

Ldym=2,vak=[11 8
3 7

Véi bo 2 ky tu (x1, x2), ta co ma 1a (y1, y2) = (x1, x2). k duoc tinh boi:
{ yl=11.x1+ 3.x2
y2= 8Xx1+7.x2
Gia sir ta ¢6 ban rd: “tudo”, tach thanh ting bo 2 ky tu, va viét dudi dang sé ta
dugc 19 20 | 03 14, lap ban ma theo quy tic trén, ta duoc ban ma dudi dang s6 la:
09 06 | 23 18, va dudi dang chit 1a “fexs”.

¢) Uu, nhugc diém

D¢ an toan cling khong cao
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1.3.1.5. Ma Vigennére
a) So do khoa

M4 ldy tén cua Blaise de Vigengre, song vao thé ky 16. Khac véi cac ma
tredc, ma Vigenére khong thuc hién trén ting ky tu mét, ma duoc thuc hién trén
tirng bo m ky tu (m 1a s6 nguyén duong).

s= (P, C, K, E, D)
Cho m 1 sb nguyén duong.
P=C=K=2Z"y
v6i mdi khoa k = (k1, k2,....km) e K co:
ex(X1, X25---, Xm) = (X1 + Ky, Xo + Ko, .., X + Kp)
d(Y1: Y25e -5 Ym) = (Y1 — K1, Y2 — Kooty Yim — Kin)
cac phép cong phép trir diéu 1y theo modulo 26
b) Vi du
Gia sut m = 6 va khod k la tur CIPHER - tuc k=(2, 8, 15, 7, 4, 17).

Ban r4: “hentoithubay”

X T\ 4131914 & 19| 7|20 1| 0 24

¥y Gl 12| 2| O I8|25| 21 15| 9| &| 4| 13

Fo|lm c a 5 z v op hi i £ i

Ban ma: “ymcaszvpjiep”
Tur ban ma do, dung phép giai ma dk tuong tng, ta lai thu duoc

ban ro.
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¢) Uu, nhuogc diém
M3 Vigenére v6i m = 1 s& tré thanh ma Dich chuyén. Tap hop cac khoa trong
mi Vigengre méi m > 1 ¢ tat ca la 26m khoa c6 thé c6. Voi m = 6, sb khoa do 1a
308.915.776, duyét toan bo ching 4y khoa dé thdm ma bang tinh tay thi kho, nhung
v6i may tinh thi van 1a diéu dé dang.
1.3.1.6. Ma hoan vi
a) So do khoa

Khéac véi cac ma trudgc, ma hoan vi khong thay d6i cac ky tu trong ban
rd ma chi thay doi vi tri cac ky tu trong ting bé m cac ky tu caa ban ré. Ta ky
hiéu Sm 14 tap hop tat ca cac phép hoan vi cua {1, 2,..., m}.

S=(P,C,K,E, D)
Cho m 1 sb nguyén duong.
P=C=2Z"% K=Sm
véimdik=m e Sm,taco
k(X1 X2,-- -5 Xm) = Xn(1)s Xn2)s- - -» Xae(m))
dk(Y1 Voo oo Ym) = (Ve (@0 Yo @ oos Y )
trong d6 m * 1a hoan vi nghich dao cua n
b) Vidu

Gia st m = 6, va khoa k duoc cho boi phép hoan vin

! 2 3 4 5 5]
5 1 6 4 2

Khi d6 phép hoan vi nghich dao = ™* Ia:
! 2z 3 4 ] ]

1 5 2 4

Vi ban ro: “hentoithubay”
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/ e | nm |t o | @I |t [h|u]|b|al|ly
vt 1 2| 3| 4| &5 6| 1| 2 3| 4| J| 6
i 1=+3 | 28| 3=1 | =6 | §—4 | 6=2 | I-b | 38 | =l I=6 | J=1 ] 6=
vil & & 1| 6| 4| 2 3| 5| 1| 6] 4| 2

______ B S s s
/’ Wl o |k i t e | uw | a tly | bk

Ban ma: “nohiteuatybh”

Dung hoan vi nghich dao, tir ban ma ta lai thu duoc ban rd.

¢) Uu nhuoc diém

M4 hoan vi la mét truong hop riéng ctia ma Hill. Thuc vay, cho phép hoén vi
ncaa {1,2,..., m}, ta co thé xac dinh ma tran Kr=(k;),

VoI kij :{1 néU I = TI:(J)

0 néu nguoc lai

thi d& thay rang ma Hill véi khoa Kz tring véi ma hoan vi véi khod . V&i m
cho truéc, s cac khoa co thé ¢ ciia ma hoan vi 1a m! D& nhan thay véi m = 26 ta c6 sb

khoa 26! (m& Thay thé)

1.3.2. Hé méa hoa khoa cbng khai

1.3.2.1.

a) Nguén gdc

HE¢ mat ma khoa cong khai RSA dugc dua ra nam 1977, 1a cong trinh nghién
ctru ctia ba dong tac gia Ronald Linn Revest, Adi Shamir, Leonard Aldeman. Hé mat
mi duoc xay dung dya trén tinh khé giai caa bai toan phan tich mot sé thanh thira s6

Hé mat ma RSA

nguyén tb hay con goi 1a Bai toan RSA (RSAP).
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b) DPinh nghia

Bai toan RSA (RSA Problem): Cho mét sé nguyén dwong n 14 tich cua hai thira
sb nguyén t6 1é p va g. Mot sé nguyén duong b sao cho ged(b, (p-1)(g-1)) =1 va mot s6
nguyén c. Bai toan dat ra: tim sé nguyén x sao cho x°= ¢ (mod n).

c) Thuat toan
» Sinh khoa cho ma khoa cong khai RSA
i. Sinh hai s6 nguyén té 16n p va g c6 gia tri xap xi nhau
ii. Tinhn=p.q, va ¢(n) =(p-1).(g-1)
iii. Chon mét s ngau nhién b, 1 < b < ¢(n), sao cho
ged(b,p(n)) =1

iv. Su dung thuat toan Euclide dé tinh sé a,
1 <a<@(n),sao cho a.b=1 (mod ¢(n))

v. Khoa cdng khai la (n, b), Khoéa bi mat la (a).
» Mahda RSA
I.  Lap ma:
1. Lay khoa cong khai (n, b) theo thuat toan trén
2. Chon mot ban mé x, trong khoang [1, n-1]
3.Tinh: y=x"mod n
4.Nhan dugc ban mé y
ii.  Giai ma:
Str dung khoa bi mat a dé giai ma : x = y’mod n
> Vidu

Sinh khoa: Déi tuong A chon cac sé nguyén té: p = 2357, q = 2551,
va tinh n = p.q = 6012707 va ¢(n)= (p—1).(q—1) = 6007800. A chon b = 3674911 va,
sir dung thuat toan Euclide ma rong, tim a = 422191 sao cho ab =1 (mod o).

Khéa cong khai s¢ la (n = 6012707; b = 3674911)

Lé Thi Kim Ctc- Lép CT1102



18/54

Khéa bi mat Ia (a = 422191).

Lap ma : Cho ban mi x = 5234673, B st dung thuat toan tinh sé liy
thra Ion dé tinh y = x’mod n = 5234673%*"*"mod 6012707 = 3650502;

Va gui cho A.
Giai md : Tu ban mady, Atinh
y?mod n = 3650502****'mod 6012707 = 5234673;
1.3.2.2. Hé mdgt ma Elgamal
a) Ngudn gbc

Hé mat ma khoa cong khai ElGamal dugc dua ra nam 1978. HE mat ma nay
duoc xay dung dua trén tinh khé giai cua Bai toan logarit roi rac

b) Dinh nghia
Bai toan logarit roi rac (Discrete logarithm problem): Cho mét sé nguyén té p
va mot phan tir sinh o cua tap Z “p, mot phan tir B e Z®. Bai toan dat ra: tim mot s6
nguyén x, 0<x < (p-2), sao cho o =B (mod p).
c) Thuat toan
» Sinh khoa cho ma khoa cong khai Elgamal
Sinh ngau nhién mét s6 nguyén té 1én p va a Ia phan ti sinh caaz’,
- Chon ngau nhién mot s6 nguyén a, 1< a < p-2, tinh o®modp
- Khéa cong khai la (p, o, a*). Khoa bi mat (a)
» Ma hoa RSA
= Lap mé:
a. LAy khoa cong khai (p, a, o) theo thuat toan trén
b. Chon mdt ban ma x, trong khoang [0, p—1]
c. Chon ngiu nhién mot sd nguyén k, 1 <k <p—2
d. Tinhy=omod p va &=x.(c*)*mod p

e. Nhan dugc ban ma la (y, 6)
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= Giai ma:

- Sirdung khéa bi mat (a) va tinh y***

modp
- LAy ban 13: x= (v .dmodp
- Thuat toan ElGamal lay dugc ban rd vi:
- ("8 = (0™).x.(¢®) = x (mod p)
* Vidu

Sinh khéa: Ddi tuong A chon mot sé nguyén p = 2357 va mot phan tir
sinh o =2 cua tap Z s57. A chon mot khda bi mat a = 1751 va tinh:

o®mod p = 2*'mod 2357 = 1185.
Khéa cong khai cua A (p=2357; 0=2; 0°=1185).
Lap ma: Ma hoa ban rd x = 2035,
B chon mét s6 nguyén k = 1520 va tinh:
vy = 21520 mod 2357 = 1430.
va 6 = 2035.11851520 mod 2357 = 697.
B gui y=1430 va & =697 cho A.
Giai ma: Pé giai ma A tinh:
yP1™= 1430605 mod 2357 = 872.
va lay lai duoc ban rd khi tinh
X = 872.697 mod 2357 = 2035.
1.3.2.3.  Hé mdt ma Merkle — Hellman (xép ba 16)
a) Nguon goc

Hé mat ma khoa cong khai Merkle-Hellman dugc x@y dung trén co so cua bai
toan tong tap con.

b) Dinh nghia

Bai toan tong tap con (Subset sum problem): Cho mét tap {al, a2,..., an}la cac
s6 nguyén, dugc goi la tap knapsack va mot so nguyén duong s. Xac dinh c6 hay

Lé Thi Kim Ctc- Lép CT1102



20/54

khong mot tap con c6 tong a; bang s. Tuong duong viéc xac dinh ¢ hay khong cac x;

€{0,1},1<1<n saocho Z aiXi= S.
i-1

Diy siéu ting 1a mot diy {bl, b2, ..., bn} 1a cac sb nguyén dwong c6 tinh chat:

i-1 , - N . .
bi>z bj véimoii,2 <i<n.

j-1
c) Thuat toan
» Lap ma
- L4y khoa cong khai (ay, ay, ..., a,) theo thuat toan trén.

- Chon mot ban ma x, la mot chudi bit c6 do dai n,
X = X1X5...Xp

Tinh toan ¢ = xja; + X8, + ... + Xpa,
- Nhan dugc ban mé lac

» Giai ma

Tinhd=W?.cmod M

Giai quyét bai toan tap con dé timrary, ro, ....1,

- ri e {0, 1}, sao cho d =riby + by + ... + b,

Ban 6 1a két qua Xi = Iy, i=1,2, ..., n
» Vidu

Sinh khéa: Cho n = 6. Déi tugng A chon mot diy siéu tang {12, 17, 33, 74, 157,
316}, M =737, W = 635, va mét hodn vi « cua tap {1,2, 3, 4, 5, 6} dugc dinh nghia:
(1) =3, n(2) =6, n(3) =1, n(4) = 2, n(5) =5, © (6) =4.

Khoa cong khai ({319, 196, 250, 477, 200, 559})

Khéa bi mat (zr, M, W, {12, 17, 33, 74, 157, 316})
Lap ma: Cho ban ma x = 101101, B sé tinh:
c =319 + 250 + 477 + 559 = 1605,

va gui ¢ cho A.

Lé Thi Kim Ctc- Lép CT1102



21/54

Giai ma: A tinh d = W-1. ¢ mod M= 136, va giai quyét bai todn tong tap con:
136 =12r1 + 17r2 + 33r3 + 74r4 + 15715 + 316r6

ta thiy: 136 = 12 + 17 + 33 + 74,

Vithé rl=1,r2=1,r3=1,

r4=1,r5=0,r6 =0, & dung hoan vi x ta tim dwgc chudi bit géc, x1 = r3 = 1,
x2=r6=0,x3=r1=1,x4=r2=1,x5=r5=0, X6 =r6.

Két qua x = 101101
1.4. Tham ma va tinh an toan caa mot hé¢ mat ma
1.4.1. Tham ma

Mat ma duoc str dung trude hét 1a dé dam bao tinh bi mat cho céc théng tin
dugc trao d6i, va do d6 bai toan quan trong nhat caa thdm ma ciing 14 bai toan pha bo
tinh bi mat do, tirc 1a tir ban mat ma c6 thé thu duoc d& dang(trén cac kénh truyén tin
cdng cong) ngudi tham ma phai phét hién duoc nodi dung théng tin bi che gidu trong
ban ma bi mat do, tét nhat 1a tim ra duoc ban rd gc cia ban mat ma d6. Tinh hudng
thuong gap 1a ban than so do hé théng mat ma, ké ca phép 1ap ma va giai ma khang
nhét thiét 12 bi mat, do d6 bai toan quy vé viéc tim chia khéa mat ma K, hay chia khéa
giai ma K’, néu hé mat ma c6 khoa phi ddi xtimg. Nhu vay ta cé thé quy udc xem bai
toan tham ma co ban 12 bai toan tim khoa mat ma K. Dé giai bai toan do, gia thiét
ngudi tham ma biét théng tin vé so dd hé mat ma dugc dung, ké ca phép lap ma va giai
ma.

1.4.2. Tinh an toan cua mot hé mat ma

Tinh an toan caa hé thbng mat ma phu thudc vao d6 kho khin cta bai toan tham
ma khi st dung mat ma d6. Ngudi ta ¢ d& xuat mot s6 cach hiéu cho khéi niém an
toan cua hé théng mat ma, dé trén cé s cac cach hiéu do nghién ciru tinh an toan cua
nhiéu hé mat ma khac nhau.
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CHUONG 2: KY PIEN TU VA VAN PE XAC THUC
2.1. Khai niém vé ky dién tir
2.1.1. Dinh nghia
Mot so d6 chit ky gdom bo 5 (P, A, K, S, V) thoa mian cac diéu kién dudi day:
P Ia tap hiru han céc birc dién (thong diép) c6 thé,
A 13 tap hitu han cac chit ki c6 thé,
K khéng gian khoa 1a tap hitu han céc khod cd thé,
Sigy la thuat toAn ky P — A
X € P—y=SigkX)
Ver, 1a thuat toan kiém thir: (P, A) — (Ptng, sai)
Ver(x,y) = (Pang Néu y = Sigi(x)
{Sai Néu y = Sige(x)
2.1.2. Phan loai so d6 chit ky dién tir

Chir ky “dién ta” duoc chia lam 2 16p, 16p chir ky kem thong diép (message
appendix) va lop chir ky khoi phuc thong diép (message recovery).

Chit ky kém thong diép: Doi hoi théng diép ban dau 1a dau vao cua giai thuat
kiém tra. Vi du: chit ky Elgamal.

Chir ky khdi phuc thong diép: Thong diép ban dau sinh ra tir ban than chix ky.
Vi du: chir ky RSA.

2.1.3. Mot sd so d6 chir ky don gian

2.1.3.1.  So do chir ky Elgamal

Chon p 12 s6 nguyén t6 sao cho bai toan log ri rac trong Z,, 1a kho.

Chonglaphantsinh e Z7; ae Z).
Tinh B =g* mod p.

Chon r ngau nhién e Z*,,
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Ky trén x: Sig(x) = (y, &),
Trong d6 y=g*mod p , &= (X - ay) r* mod (p-1).
Kiém tra chit ky:
Ver(x,y, §)=True < A7 y° =g* mod p
Vi du:
Chon p=463; g=2; a=211,;
B= 2*"'mod 463=249;
chon r =235; r'=289
Ky trén x = 112
Sig(x,r) = Sig (112,235)=(y,5)=(16,108)
v= 2" mod 463 =16
8= (112-211*16)*289 mod (463-1)=108
Kiém tra chit ky:
Ver(x,y,8)=True < p’ y° =g mod p
B7 v = 249"* 16'% mod 463 = 132
g*mod p = 2'*? mod 463 = 132
2.1.3.2.  So do chir ky RSA
Chon p, g nguyén t4 16n .
Tinh n=p.q; ¢(n)=(p-1)(q-1).
Chon b nguyén t6 cing ¢(n).
Chon a nghich dao vai b; a=b™ mod ¢(n).
Ky trén x:
Sig (xX) =x*mod n
Kiém tra chir ky:

Ver (x,y)= True < x=y" mod n
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p=3; q=5;
n=15; ¢(n)=8;
chon b=3; a=3
Ky x =2:
Chit ky -
y=x*mod n = 2°mod 15=8
Kiém tra:
x = y"mod n = 8 mod 15 =2 (chit ky dung)
2.1.3.3.  So do chir ky Schnorr
Chuan bi:
L4y G Ia nhém con cép g cua Z, ", véi q 12 s nguyén té.
Chon phan tir sinh g € G sao cho bai toan logarit trén G 1a kho giai.
Chon x # 0 lam khoa bi mat, x € Z,. Tinhy = gX 1am khoéa cong khai.
L4y H 12 ham bam khéng va cham.
Ky trén thong diép m:
Chon r ngau nhién thudc Z,
Tinh ¢ = H(m, g")
Tinhs=(r-cx)mod q
Chir ky Schnorr la cép (c, S)
Kiém tra chit ky:

V&i mot van ban m cho truge, mot cap (c, s) duoc goi la mot chir ky
Schnorr hop Ié néu thoa mén phuong trinh:

c = H(m, g*y°)

Pé y rang & day, ¢ xuat hién ¢ ca 2 vé ciia phwong trinh
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2.2.Van dé x&c thuc

2.2.1. Khai niém xac thuc

Xéc thyuc 1a viéc xac minh, kiém tra mot thong tin dé cdng nhan hoic bac bo
tinh hop 1é cua thong tin d6. Xac thuc ludn 1a yéu cau quan trong trong céc giao tiép
can c6 su tin cay. Dé don gian xét mé hinh giao tiép gdm hai thyc thé trao ddi thdng tin
A va B, ho ciing muc dich trao d6i thong tin M nao do.

Khi d6 viéc xéc thuc bao gébm:

o A can xac minh B ding 1a B va nguoc lai.
o Ca A va B can xac minh tinh an toan cua théng tin M ma ho trao doi.

Nhu vay, xac thuc bao gém hai viéc chinh:

o Xé&c thuc tinh hop 1& cua céc thuc thé tham gia giao tiép.
o Xac thue tinh bao mat va toan ven cia thong tin trao doi.

Theo phuong phép truyén théng, viéc thuc hién xac thuc thuc thé duoc thuc thi
bang cé4c giy to nhu: chimg minh thu, gidy phép lai xe, hoic cac gidy to ca nhan khac.
Viéc xac thuc tinh an toan cua thong tin thuong dua trén chix ky, con dau.

2.2.2. Khai niém xac thuc sb (dién tir)

Xéc thue dién tir 12 viéc chung minh tir xa bang phuong tién dién ti, sy ton tai
chinh xé&c va hop 1& danh tinh cia mét chi thé khi tham gia trao d6i thong tin dién tu
nhu: cac nhan, t6 chic, dich vu,... hoic mot 16p thong tin ndo d6 ma khong can biét cac
thong tin d6 cu thé nhu thé nao, thong qua thong tin dic trung dai dién cho chu thé do
ma van dam bao duoc bi mat caa cha thé, hodc 16p théng tin can chirng minh.

Xac thuc dién ti 12 viéc can thuc hién truée khi thuc su dién ra cac cudc trao
d6i théng tin dién tir chinh thac.

Viéc x4c thuc dién tir trong hé thong trao doi thong tin dién tir dugc uy quyén
cho mét bén thu ba tin cay. Bén tht ba Ay chinh 1a CA (Certification Authority), mot
co quan c6 tu cach phap nhan thuong xuyén tiép nhan dang ky cac thong tin dac trung
dai dién cho chu thé: khoa cong khai va luu trit khoa cong khai cing 1y lich cua chi thé
trong mot co s dix liéu dugc bao vé chit ché. CA chuyén nghiép khong nhat thiét 1a co
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quan nha nuée. Diéu quan trong nhat caa mot CA 1a uy tin dé khang dinh sy that, bao
dam khdng thé c6 chuyén "ddi tring thay den".

Muc dich cua viéc xac thuc dién tir: chéng gia mao, chdng chdi bs, dam bao
tinh toan ven, tinh bi mat, tinh xac thuc cua thong tin va muc dich cudi cing la hoan
thién cac giai phap an toan théng tin.

Co s6 tng dung dé xay dung cac giai phap an toan cho xac thuc dién tu 1a cac
hé mat ma.

Ung dung trong: thwong mai dién tir, trong cac hé thong thanh toan truc tuyén,
la nén tang cua chinh phu dién tu.

Hién nay, xac thuc dién tir duoc s dung trong kha nhiéu ung dung, theo s liéu
diéu tra cdng bd vao thang 8/2003 cua td6 chuc OASIS (Organization for the
Advancement of Structured Information Standard):

o 24,1% st dung trong viéc ky vao cac dit liéu dién tur;
o 16,3% str dung dé dam bao cho e-mail;

o 13,2% dung trong thuong mai di¢n tu;

o 9,1% sir dung dé bao vé WLAN;

o 8% sir dung dam bao an toan cho céc dich vu web;

o 6% sir dung bao dam an toan cho Web Server;

o 6% sir dung trong cac mang riéng ao...

C6 nhiéu phuong phap xac thuc dién tir d3 dugc phat trién. Tuy nhién co
3 phuong phap xac thuc chinh sau day:

a. Phwong phdp thir nhat: Xéc thyc dya vao nhitg gi ma ta “biét”

Phuong phéap nay thudng sir dung mat khau, ma PIN dé xéc thyuc chu thé.
Khi can xac thuc, hé thong yéu cau chu thé cung cap nhirng thdng tin ma chu thé biét
(mat khau, ma PIN, ...).

b. Phuwong phdp thir hai: Xac thyc dya vao nhirng gi ma ta “c6”.

Phuong phap nay doi hoéi nguoi ding phai s¢ hitu mot thir gi d6 dé co thé
xé&c nhan, chang han nhu chiing chi 6, thé ATM, thé SIM.
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¢. Phwong phdp thir ba: Xac thuc nhitng gi ma ta “dai dign”.

Phuong phap nay thuong sir dung viéc nhan dang sinh hoc nhu ddu van
tay, mau véng mac, mau giong noi, ... dé xac thuc.

Xéc thuc bang mat khau, ma PIN c¢6 wu diém 1a tao lap va str dung don
gian, nhung c6 nhuoc diém Ién 1a ngudi dung thudng chon mat khau dé nhé, do vay dé
do4n nén dé& bi tn cdng. Ké tan cong ciing c¢6 nhiéu phwong phap tin cong dé dat duoc
mat khau.

2.2.3. Cdng cu xac thuc (ching chi s6)
2.2.3.1.  Khéi niém chiing chi sé (Digital Certificate)

Chieng chi s6 1a mét trong s cac cong cu dé thuc hién bao toan va bao mat
trong hé théng thong tin.

Nhu da trinh bay, viéc st dung hé ma hoad khoa cbng khai trong bao mat
théng tin 1a rit quan trong. Tuy nhién, c6 van d& nay sinh la néu hai ngudi khong
biét nhau, nhung mudn tién hanh giao dich, thi 1am sao ho c6 thé c6 khoa cong khai
cia nhau. Gia sa 6ng A muén giao tiép véi 6ng B, 6ng ta s& vao website cua 6ng
B dé liy khoa cong khai. Ong A gb dia chi URL cua 6ng B trén trinh duyét, tim
DNS cua trang Web va giri yéu cau cia 6ng A. Nhung khéng may, ké gia mao B’ lai
nhan yéu cau cua A va tra vé trang Web cua B’ 1a ban sao cua B, hoan toan giéng
trang web cuta B, khién cho A khdng thé phat hién duoc. Luc ndy A cé khoa cong
khai cua B’, chi khong phai la ciia B. Ong A ma hoa théng diép bang khoa cong khai
cua B’. Ké gian B’ giai ma théng diép, doc thdng tin, ma hoéa lai biang khoa cong
khai cua B, va guai thong diép cho B. Nhu vay ca A va B hoan toan khéng biét c6
ké thir 3 14 B> da doc duoc nodi dung cua thdng diép. Truong hop xau hon, B’ s&
thay ddi noi dung thong diép caa A truge khi gui cho B.

Bai toan dat ra la phai c6 mét giai phdp dé dam bao rang khoa cong khai
duogc trao d6i an toan, khdng co gia mao.

Pé giai quyét van d& nay can c6 mot to chac cung cap chang nhan, nd xac
nhan: khoa cong khai nay thudc vé mét nguoi, cong ty hay to chirc nao dé. Té chic
cung cap cac ching nhan khoa coéng khai dugc goi la CA (Certification
Authority), va chang nhan nay goi la ching chi sé.
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Véi bai toan trén, 6ng B mudn cho phép A va nhiing ngudi khac giao tiép voi
minh, dng ta phai dén mot t6 chicc CA dé xin gidy ching nhan khoéa cong khai cua
6ng ta. Nha cung cip s& phét hanh chitng nhan va chir ky sé cua nha cung cap.
Nhiém vu chinh cua nha cung cip CA 1a gin két khoa cong khai vai tén caa nguoi
dang ky (ca nhan, cong ty hay t6 chirc) s¢ hiru khoé do.

Chung chi s 1a mot vin ban dién ti theo dinh dang chuan nhét dinh, ding dé
x4c minh danh tinh mot c& nhan, mot cong ty, ... hay thuc thé nao dé trén mang
truyén théng céng cong, cung véi khod cong khai caa ho trén Internet. N6 gidng
nhu bang lai xe, ho chiéu, chitng minh thu hay nhitng gidy to xac minh cé nhan. Bé
c6 chitng minh thu, ta phai duoc co quan Cong An s& tai cap. Ching chi s6 ciing
vay, phai do mét té chicc diing ra ching nhan nhitng thong tin cua ta 1a chinh xéc,
duoc goi 12 Nha cung cip chiing chi sé (Certification Authority, viét tit 1a CA).
CA phai dam bao vé& db tin cay, chiu trach nhiém vé d6 chinh xac cua chang chi sb
ma ho cap.

Trong chitng chi s6 ¢é ba thanh phan chinh:
a. Théng tin ca nhan:

Pay la cac thong tin cua d6i tuong duoc cip chiing chi sé, gom tén, qudc tich,
dia chi, dién thoai, email, tén t6 chac .v.v. Phan nay giéng nhu cac thong tin trén
chttng minh thu caa mdi nguoi.

b. Khoa cdng khai:

Trong mat ma, khoa cdng khai la moét gia tri dugc CA chang thuc, d6 la khoa
ma hod, két hop véi khoa bi mat duy nhét duoc tao ra tir khoa céng khai, dé tao thanh
ciap khoa mat ma bat déi xing.

c. Ché# ky sé ciia CA cdp chieng chi:

bay chinh la sy xac nhan cua CA, bao dam tinh chinh xac va hgp 1€ cua
chang chi. Mudn kiém tra mot chang chi so, trudc tién phai kiém tra chir ky sé cua
CA c6 hop 1€ hay khéng.

Trong co so ha ting mat ma khoé cong khai (Public Key Infrastructure - PKI),
CA s& kiém soét cung vaéi nha quan ly dang ky (Registration Authority - RA), dé xéac
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minh théng tin vé& chirng chi s6 ma ngudi ta yéu cau xac thuc. RA xac nhan thdng
tin cua nguoi can xac thuc, CA sau dé sé cap ching chi.

Mot vi du thuc té trong viéc st dung chang chi sé 1 khi ta truy cap vao mot
trang web : http://vnexpess.net. ....Viéc truy cip vao trang web khong c6 co ché ma

hoa dit liéu truyén di gitra nguoi ding va trang web d6, do vay c6 thé bi nghe 1én —
khong an toan.

Vay, mot trang web bao mat khac ¢ chd 1a sir dung ching chi sé, khi truy cap
vao trang web do ta khong dung dia chi thong thuong nhu trén ma st dung :
https://vnexpress.net (Hinh 2.1).

Vi du nhu gmail.com, bang trinh duyét IE truy cap vao trang web sir dung
chtng chi s6 dé bao mat t thiy dau hiéu bao mat Ia hinh chiéc khéa vang goc dudi
phai man hinh (Hinh 2.1). Néu click chudt vao né, IE sé& hién thi chiing chi sé duoc
cung cap cho trang web nay (Hinh 2.2).
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Capniflesin= __J Lﬂ

General | Details || Certification Path

-,

=1 Certificate Information

This certificate is intended for the following purpose(s):
=Ensures the identity of a remoke computer

Issued bo:  accounts.google.com

Issued by: Thawte SGZ CA

valid from 20/7/2011 to 18/7/2013

Install Certificake. ..

Hinh 2.2: Chting chi s6
2.2.3.2.  Dinh dang X.509 cua ching chi sé

Co so ha tang cua mat ma khoa cong khai (PKI) duoc xay dung dé bao dam an
toan thong tin. Trong hé thdng nay, nguoi ta st dung mét thanh phan dit liéu duoc goi
la chang chi sb, n6 gan thdng tin vé nguoi s¢ hitu khoa riéng véi khoa cong khai tuong
ung.

Hinh 2.3 md ta chung chi s phién ban 3, dugc dinh nghia theo chuan X.509,
chuan dugc sir dung phd bién trén thé gisi hién nay.

Céc thanh vién tham gia hé théng, s dung hé mat ma khoa cong khai hoan toan
cd thé tin rang: Khoa cong khai chtra trong chirng chi s6 1a thudc vé dbi tugng cé thong
tin trong truong ddi twong dugc cap. CA st dung chir ky dién tir dé dam bao tinh toan
ven va xac thuc céc thong tin co trong ching chi so.

Chtr ky dugc tao ra nhu sau:

Thiét lap dai dién cua toan bo thong tin trong ching chi sé (gom cac thong tin
co ban va phan ma rong).

CA sir dung khoa riéng (private key) ciia minh ky trén dai dién vira c6 duoc, dé

tao ra chix ky so.

Pong goi cac thong tin cung véi chit ky trén, do 1a chang chi.
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Sy tin twdng cua cac thanh vién chi ¢ thé duge dam bao khi ho tin tuong vao
CA di tao ra chitng chi d6. Mdi chung chi sé déu c6 han sir dung. Viéc kiém tra chiing
chi sé duoc thuc hién doc 1ap véi hé théng cip ching chi, nd duoc thuc hién tai dau
cudi, hoic théng qua céc dich vu kiém tra trang théi cua chiing chi s6. Ching chi s6 ¢6
thé cong khai.

Cic trwong co ban ciia mot chieng chi s6

Private key e .
k] 1 : ’ Y 1"._ 1.,.,‘. -‘
clia C'A : Phien ban (Version)

1 .
l Mi 20 (Serial Number)
1
! . .o -
! Thong tm cua chit ky dien tir
|
1 - :
! Newor cap (Issuszer)
I

¥ | N - g g
} Han st dung (Validity)

Tao / —

T : -#J A o oy :3‘, I '1 .

clut k' 56 *-\‘Hr‘!l.::')H Nawo =0 hitu (Subject)
! 2 . - .
' Thong tm ve khoa cong khai
I
1 " = - =
! Chi danh ngwoi cap (Issuser Unique ID)
1
I . s e 3 oq e e .
: Chi danh ngwot £6 hitu (Subject Unique ID)
|
I , . A - . . .
! Cac thanh phan ma rong, tuy chon (Extensions)
I
N Chik ky 6 (Digital Signature)
.

Hinh 2.3: Chutng chi s6 theo chuan X 509
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CHUONG 3: PAU GIA PIEN TU
3.1. Mé hinh déu gia truyén thdng

3.1.1. Giéi thiéu

P4u gia 1a mot qua trinh mua va béan bang cach dwa ra mén hang can dau gia,
sau d6 ra gia. Két qua thu duoc 13 ban duoc mén hang theo gia yéu cau cua phién dau
gia.

C6 da dang cac mat hang co thé dugc dem ra déu gid nhu dd ¢b, bo swu tap, bat
dong san, san pham thwong mai, thanh 1y, nhuong mai. ...

Véi lich str 1au doi thi dau gia 1a hoat dong thuong mai mang tinh truyén thong.
Trong thyc té ta thay co rat nhiéu kiéu dau gia khac nhau nhu dau gia ting (du gia
kiéu Anh), dau gia giam (dau gia kiéu Ha Lan), dau gia kin, dau gia kép v.v. Ngoai ra
con mot s6 dau gia khac ngay nay rat hiém gap nhung gép mot phan khéng nhé vao
viéc tiéu thu mot s6 lugng san pham khong nho trong thuong mai.

3.1.2. Péu gia kiéu Ha Lan (Dutch Auction)

Péu gia kiéu Ha Lan hay con goi la dau gia véi gia giam (Descending -Price
Auction) 1a md hinh dau gia 4p dung cho cic mat hang ma sb lugng dugc dem ra dau 1a
s6 luong nhiéu. Trong kiéu ddu gia Ha Lan, gia khoi diém ban dau 14 rat cao sau d6 gia
s& duoc giam tir tir va ngudi tham chi dua ra s6 lwong ma minh muén mua vao lic gia
thich hop nhét (gia ma ho cam thay c6 kha ning mua dugc). Qua trinh nay sé& dién ra
lién tuc cho dén khi tat ca s6 luong hang di dugc ban. Va két qua thu duoc 13 co cac
murc gia khac nhau gianh cho nhitng ngudi mua khic nhau va di nhién ngudi mua dau
tién s& phai tra voi muc gia cao nhat .

Dau gié theo kiéu Ha Lan chi ap dung ddi véi nhitng mat hang cé thoi gian ton
tai ngan nhu hoa, rau... Pau gia kiéu ndy thuong dién ra rat nhanh do d6 nhitng ngudi
tham gia phai nhanh chéng c6 quyét dinh néu ho thuc sy muén mua mén hang.

3.1.3. Piu gia kiéu Anh (English Auction)

Pau gia kiéu Anh cling dugc biét dén nhu 1a dau gia voi gia ting (Ascending -
Price auction). Gid khdi diém ctia mé hinh nay 1a mgt gié rat thap sau d6 ngudi mua s€

ra gia ting din mot cach 1an luot cho mon hang. Cudce dau gia van tiép tuc cho dén khi
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khong con ai dwa ra gia cao hon mot mirc gia ndo d6 hodc thoi gian di két thuc. Vao
thoi diém d6 nguoi chu tri s& gd mot cai bia xudng ban va chi dinh nguoi ra gia cao
nhat 13 nguoi thing cude.

D4u gia kiéu Anh thuong dugc ap dung ddi véi cac mat hang c6 gia tri 16n nhu
cac tac pham nghé thuat, ruou vang, hop ddng va cac mat hang khac c6 thoi gian ton
tai khong gisi han. Trong hinh thirc nay ngudi thang cudc ludn ludn phai tra gia cao
nhat dé cé thé s¢ hitu mon hang.

3.1.4. PAu gia kin va chon gia cao nhat (Sealed bid first price auction)

Pic diém chinh cua hinh thie du gia nay 1a né khong phai 13 mot hinh thic
dau gia mo (open bid auction), nghia 13 gia dua ra dau duoc gidu khong cho nhiing
ngudi khac tham gia ddu gia biét. Qua trinh tién hanh dau gi4 trai qua hai giai doan:
giai doan dat gia trong do tat ca gia dua ra duoc tap hop lai, va giai doan quyét dinh két
qua trong d6 danh sach gia dua ra s& duoc tién hanh kiém tra va quyét dinh nguoi chién
thang. Sudt giai doan dat gi4, mdi ngudi tham gia dau gia chi ra gia mot lan dya vao
kinh nghiém hay s6 tién ma ho cd, ho khong biét ai 1a nhitng nguoi dat gia va gia
nhitng ngudi khac dua ra 13 bao nhiéu. Trong giai doan quyét dinh két qua, tat ca cac
gia duoc md va sap xép tir cao nhat téi thap nhat. Néu moén hang duoc dem ban chi ¢6
mét thi nguoi dit gia cao nhat s& duoc mua, con néu mén hang dem ban c6 sé luong
nhiéu thi nd s& dugc béan theo thir tu gid tir cao xudng cho téi khi hét hang. Hinh thic
nay thuong duoc sir dung cho tin dung tai huy dong von va thi truong ngoai héi.

3.1.5. Pau gia kin va chen gia cao thir 2 (Second bid first price auction)

Loai hinh ddu gia nay duoc phat trién boi William Vickrey, ngudi di dat giai
Nobel kinh té nam 1996, hinh thtrc tham gia d4u gia chi dua vao su phan doan, ho
khong biét gi vé gia nhitng ngrdi khac dua ra nay con duoc goi la dau gia Vickrey
(Vickrey auction).

Trong Vickrey auction, cac muc gia tham gia ciing duoc giau kin va viéc ra gia
cta nhirg ngudi tham gia dau gia. Biém khac nhau giira hinh thirc nay véi dau gia kin
va chon gia cao nhét (Sealed bid first price auction) nam & chd nguoi chién thang trong
cude dau gia s& tra mic gia cao nhat thir hai tirc 1a mac gia cao nhat trong s6 cac muc
gia ciia nhimg ngudi khong chién thang. Vi li do d6 ma ngudi chién thang s& phai tra

Lé Thi Kim Ctc- Lép CT1102



thip hon so v6i gia ma anh ta dua ra. Vickrey Auction ciing dwgc sir dung tai huy dong

vbn va trao doi ngoai hi.

Tém lai

34/54

M6  hinh

dhu gia

Pic diém

Poi twong

tham gia

Quy trinh

dhu gia

Bdo mat

Xac thuc

Pau
Anh

gia

Nguoi

tham gia
tra gia
cong khai,
gia dua ra
sau phai
16n  hon
gia dua ra
trugc  do.
Phién du
gid s& két
thuc  khi
khong con
ai dua ra
gia cao
hon mitc
gia trudc,
khi d6 ng
ra  muc
gia cao
nhit  s&
mua duoc

mon hang.

Céc thuong
nhan, nha
doanh nghi¢p
16n, nho.
Nguoi

mua

hang...

B1: Chuan
bi dau gia.
B2: Té
chiuc cho
xem hang.
B3: Tién
hang déu
gia.

B4: Ky két
hop dong,
giao hang.

Thoéng tin
nguoi

tham gia.

B4

Ha Lan

gia

Nguoi  diéu
khién  cudc
dau gia s@
dua ra gia

Céc thuong
nhan, nha
doanh nghié¢p
16n, nhd.

Lé Thi Kim Ctc- Lép CT1102




35/54

khéi diém rét
cao, sau do sé
ha thip dan
cho dén khi
nguoi tham
du chap nhan
ma voi gia
do.

Puoc dat tén
sau nhirng vu
ddu gia cu
hoa tulip vao
TK 17.

Dua trén hé
thdng  dinh
gia dua ra béi
nha kinh té
hoc doat giai
Nobel
William
Vickrey.

Nguoi
hang...

mua

kin
gia
nhat

gia
theo
thir

Nguoi tham
gia dau gia s&
dat gia dong
thoi va duogc
gitr kin.
Nguoi ra gia
cao nhét s& 13
nguodi  thing
cuoc.

DPau
kin

gia
theo

gia thur 2

Tuong ty nhu
gia thir nht
nhung nguoi
thing cudc s&
mu duoc
hang hoa véi
muc gid cao
thar 2 chtr ko
pai muc gia
cao nhit do
minh dat ra.

Pau

voi

gia
gia

duy nhat

Mot muc
gia duy

nhat cao

Lé Thi Kim Ctc- Lép CT1102




36/54

nhat hay
thip nhat
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gia s€¢ la
nguoi
thing
cudc.

3.2. M6 hinh d4u gia dién tir

3.2.1. Gié6i thiéu vé dau gia dién tir

Ngay nay khoa hoc k¥ thuat phat trién manh mé trén nhiéu phuong dién trong
d6 c6 cong nghé thong tin va vién thong. Sy ra doi cla internet da 1am cho thuong mai
dién ttr phat trién nhanh chong va chi phdi sau sic dén doi sdng con ngudi trén nhiéu
linh vyc khac nhau. Mgt trong nhiing linh vuc dat thanh cong ruc r& nhat dé 1a dau gia
(auction). Dién hinh cho nhitng thanh cong d6 khong thé khong ké dén nhiing san dau
gia ndi tiéng nhu ebay, ubid v.v. Con & Viét Nam tuy thuong mai dién tir con mang
tinh trai nghiém nhung d3 xuat hién cic san dau gia nhu chodientu.com,
chodaugia.com, heya.com...

Khoéng phai ngiu nhién ma thuong mai dién tir lai thanh cong dén vay, diéu nay
c¢6 thé giai thich bang nhiing lgi ich ma thuong mai dién tir mang lai nho sy két hop
gitra dau gia truyén thong va stc manh thuong mai dién tir. D6 13 kha ning tao ra méi
truong canh tranh cong bang, ngudi mua va ngudi ban c¢6 quyén binh dang nhu nhau.
Nguoi mua c6 thé tim kiém, tiép can véi nhiéu mat hang va cé co hdi duoc ra gia. Con
nguodi ban cd co hoi gidi thi€u, quang cdo cac mat hang ctia minh va ban dugc chiing
v6i gia mong mudn. Nhu vay mot 1an nira ta c6 thé khang dinh rang sy két hop gita dau
gia truyén thong va thuong mai dién tir 1a sy két hop ding dan né dap dugc nhu cau
clia c 2 bén mua va ban dong thoi né ciing phan dnh ding quy luat cung cau trén thi

trrong mot yéu to co ban deé tao nén su thanh cong ruc rd. Do vay nén viéc pho bién
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hinh thtc dau gia trén mang hay con goi la dau gid dién tu thyc sy duoc coi la can
thiét.

Déu gia dién ttr 1a hinh thic ddu gia dugc tién hanh truc tuyén, gibng nhu dau
gi4 thong thudng ngoai trir né duoc tién hanh trén may tinh. Chinh vi sy khac nhau nay
1am cho ddu gia dién tir phai tudn theo nhitng quy tic ciing nhu nhitng dic tinh cua

thuong mai dién tir va c6 nhirng dac thu riéng.

Ciing giéng nhu cac cudc dau gia truyén thong déu gia dién tir ciing can phai co
nguoi ban va nguoi mua. Thong thuong ngudi ban cd hai hinh thic tham gia vao
website ddu gia. Thir nhat ho 1a chi cua nhitng mat hang dugc dem dau gia ciing chinh
la chu website. Tha hai chi website va chu cua nhitng mat hang dem ra dau gia 1a hai
ngudi riéng biét diéu do co nghia 1a chu cua cac mat hang dem dau gia phai thué mat
bang trén website dé phuc vu nhu cau kinh doanh cua riéng minh. Pé d& tén kém cho
viéc thué mit bang trén website thi ngudi chu cac mat hang cé thé ty xay dung cho
minh mot website riéng nhu thé c6 thé chu dong trong viéc kinh doanh. Tuy nhién
trong linh vuc du gia ciing gidng nhu trong linh vyc kinh doanh thi cang nhiéu nguoi
tgi tham website cua minh thi sy thanh cong cang tang va co hoi ban hang sé cang
nhiéu. Trong khi d6 khong phai la bat ky trang web nao xay dung ciing thu hit dwgc sy
quan tdm cta khach hang do d6 chip nhan tra chi phi dé c6 mit trong mot website noi
tiéng van 1a mot chién lugc cua céc cac chi hang.

3.2.2. Céc thanh phan tham gia vao dau gia dién tir

Gom cac nhan t6: Nguoi chi tri cude ddu gia (auctioneer) co chirc ning tao diéu
kién cho nha cung cép hang (supplier hay seller) gip g& voi khach hang (buyer hay
bidder) bén trong mdt quy trinh tong thé va hon thé nita 13 cac mat hang dem ra du gia
(trade objects) hay cac luat (rule base) can thiét 4p dung trong sudt qua trinh giao dich
didu nay thi twong tu nhu mé hinh chung cta dau gia truyén théng. Tuy nhién diém
khac 1a toan bd quy trinh ddu gia duoc thuc hién v4i cong nghé thong tin trén moi

truong web.
3.2.3. Quy trinh hoat dgng chung

Dé dua hang 1én ban tai mot trang web dau gia, ngudi chu hang hoa phai 1a chii
cua trang web hodc phai trd mdt khoan phi nhét dinh cho mot ddi tac tht ba cung cép

dich vu nay. Nhitng mit hang dugc Iya chon dem dau gia thuong dugc di kém véi cac
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thong tin lién quan va tuan thi nhitng quy tic nhat dinh dé c6 thé ban dau gia duoc nhu
s6 luong, tinh doc dao, tinh lich sir, vin héa hay tinh c4 nhan cua san phadm. Dé mua
hang tai cac trang web dau gid trudc hét ngudi mua s& chon cac mit hang minh muén
theo danh muc cac mat hang duoc trinh bay ro tai cac trang web. Sau khi lya chon mat
hang muén mua, ngudi mua s& phai tham gia dau gia véi nhitng ngudi mua khac bang
cach cung cap mot sd théng tin nhu 13 dit gia cho mit hang muén mua va sé luong
mubn mua mat hang d6. Trang web s& tuy dong lam viéc, va khi thoi han két thic, hé

thong s& thong bao két qua dau gia dén cho nhing nguoi lién quan.
3.2.4. Céc luat trong diu gia dién tir

Trong thwong mai dién tr, cling tuy vao tirng san giao dich ma c6 cac rang budc
khac nhau, cac nguyén tac phai tuan thu khac nhau, va moi hoat dong trong linh vuc
nay déu phai tuan theo phap lut vé throng mai dién tir. Tuy nhién c6 mot sé quy dinh

ma hau nhu cac san giao dich dau gia dién tir déu tuan thu nhu sau:

Thoi han két thuc ddu gia voi mot mit hang: Dé tranh tinh trang c6 qua nhiéu
mat hang ton dong trén trang web, khi mdt mat hang dugc dua 1én ban dau gia, chu
hang phai xac dinh thoi han chidm dat ddu gia. Thoi han cang luu 1én trang web lau,

murc phi chu hang phéi tra cho chu trang web cang 16n.

Vi du méat hang dugc dua 1én vao dau thang 04/2006 thi chu hang s€ c6 thong
bao rang mit hang d6 chi dugc dau gia dén ngay 01/05/2006 mudn dé mit hang dau
gia dén hét thang 01/2006 chu hang phai tra thém mét chi phi nita cho website

Thing loi trong ddu gia dién ta: Khong phai khi nao viéc ddu gia ciing cho ra
két qua ro rang ngudi thing ngudi thua. Vi thé viée xac dinh ngudi nao thing trong dau
gia cling duoc cac san ddu gia xay dung thanh luit mot cach k¥ ludng. N6i van tit, quy

dinh v€ nguo1 thang trong dau gia l1a “gia ca trude, s6 luong sau va thoi gian sau cung”.

Ciing gidng nhu trong d4u gia truyén thong, mét mit hang khi duoc diu gia trén
mang s& duoc dat muc gia ti thiéu ( reserve price). Pon dau gia nio c6 mic gia cao
nhat va vuot muc t6i thiéu s& 1a don chién thing .Trong trudong hop hai hay nhiéu don
dau gia c6 cung muc gia, don ndo mua sé lwong hang 16n hon sé& 1a don chién thang.
Néu cac don cung dit mirc gid va sé lugng nhu nhau, don nao dit sém hon sé 1a don
chién thang. Sau qu4 trinh dau gia két thic, hang s& duoc ban cho ngudi thang loi trong

dau gia. Véi kha ning sau don mua cuia ngudi thing dau tién, chu hang van con hang,
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hang s& duoc ban cho ngudi chién thing trong sb nhitng nguoi con lai va tiép tuc nhu
véy, hang s& duoc ban cho dén hét hodc dén don dau gia cudi cung vuot muc gia tdi
thiéu. Nhu vdy nguoi chién thing cudi ciing c6 thé khong mua duoge sd lwong hang nhu
mong mudn. Trong trudng hop khong c6 don dau gia nao vuot mic gia i thiéu, cude

d4u gia van duoc coi 13 thanh cong ma khong c6 ngudi mua hang.
3.2.5. Cic giai doan déu gia dién tir
Dé tién hanh phién dau gia dién tr, phai thuc hién cac giai doan sau:

>  Giai doan 1: Dang ky

Khi ngudi mua va ngudi ban mudn tham gia ddu gid, ho phai dang ky véi hé
thdng tuy theo muc dich cta timg nguoi. Ngudi mua mudn ding ky tham gia vao phién
dau gia va mua duoc moén hang ung ¥ véi gid ré nhat, nguoi ban ding ky san pham cia

minh, dé c6 thé ban dugc hang véi $6 lugng 16m, déng tho1 dam bao lo1 nhuan cao.
Poi véi giai doan ding ky: can xac thuc nhizng thong tin caa hai bén tham gia.

Ddi voi nguoi mua, hé théng phai xac thuc nhitng thong tin nhu: ho tén, ngay
thang nam sinh, s6 CMT, email ...d4c biét 1a phai x4c thyuc vé tai khoan cua ngudi mua,
xem tai khoan dé co6 thuc hay khong? Néu co thi tai khoan dé co du dé tham gia vao
phién dau gia d6 khong?

Po6i v6i nguwoi ban, hé théng tap trung xac thuc vao cac san pham nguoi cha
hang can du gi4. Khi nguoi ban diang ky san pham, s& ¢ bo phan xac dinh xem san
pham d6 c6 hay khong, 1a hang that hay hang gia, gia trj thuc té 1a bao nhiéu.

Théng tin caa ngudi dau gia sau khi dang ky hoan toan dwoc gitt kin cho dén
khi két thuc phién dau gia. Néu anh ta la ngudi thang cudc thi danh tinh caa anh ta moi
duoc tiét 16 dé moi ngudi ¢6 thé kiém tra. Néu khong phai 1a ngudi thang cudc thi danh
tinh cua anh ta s& khogn bi 16 dién. Nhu vay, phién dau gia dam bao duoc tinh an danh
nguoi dau gia.

>  Giai doan 2: Giéi thiéu san pham va thiét 1ap phién dau gia.

O giai doan nay, hé théng va ngudi ban mot 1an nita thAm dinh lai gia tri cta san
pham. Sau d6 m6 ta san pham d4u gi4 mot cach chi tiét nhat dé 1am ndi bat gia trj cua
san pham, nham thu hut nhitng khach hang tiém ning. Pong thdi dwa ra cac quy tic

dau gia dbi voi ngudi tham gia nhu 13 giai thich cac quy luat ddu gia duoc stir dung (dau
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gia mo, dau gia kin, dau gia kiéu Ha Lan, ddu gia kiéu Anh...), nhirg con sb duoc dua
ra dam phan (gia khoi diém, ngay giao hang, cach thanh toan...), thoi gian bt dau
cudc ddu gid, diéu kién dé cudc dau gia két thuc. Dwa vao quang cdo va cac quy tic cla
cudc diu gid, ngudi mua co thé tim kiém dé lira chon san pham déu gia va cac kiéu dau
gia phu hop.

> Giai doan 3: Piu gia.

O giai doan nay cudc ddu gia méi thue sy bit dau. Pau tién nguoi tham gia tim
kiém san pham d4u gia, khi chon duogc san pham ung ¥ thi ho ding nhap nhitng théng
tin can thiét. Hé thdng phai xdc thue théng tin d6, dua trén viée xac thuc khi ngudi mua
dang ky. Xac thuc thanh cong, thi gid cia nguoi mua d6i voi san pham mai c6 hiéu
lurc.

Trong giai doan tra gia, hé théng phai lam hai nhiém vu chinh: tht nhat 13 lam
thé nao dé biét gia d6 1a cua ngudi nao, tht hai 1a 1am thé nao dé nhiing thong tin vé
gia ca dugc dam bao an toan va bi mat trong sudt qua trinh du gia (khong biét chinh
xac gia la bao nhiéu).

Ciing trong giai doan nay, hé thong phai phat hién duoc nhiing ngudi dau gia

nhiéu lan.
>  Giai doan 4: Két thic cugc dau gia va cong bo nguoi thang cudce

C6 mot khoang thoi gian nhat dinh dbi véi mdi vong dau gia. Khi thoi gian cua
mdi vong da hét, thi hé thdng chi cdng bd gia cao nhat cho nhimg nguoi tham gia dau
gia. Hé thdng kiém tra tat ca cac gia cao nhat tai vong cudi cuing, gi4 nao cao nhat s& la
gia ban san pham. Truong hop hai hay nhiéu don dau gia c6 cing muc gid, thi don nao
mua v&i 6 luong lén hon, s& 1a don chién thang. Néu cac don cung dat muac gia va sb
luong 16n nhu nhau, thi don nao dit sém hon sé& 1a don chién thing.
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CHUONG 4: UNG DUNG PAU GIA PIEN TU
4.1. Gigi thiéu vé ma ngudn mé WeBid

WeBid 12 mot goi dau gia kich ban 1a md nguén ma. Mac du van con trong giai
doan thtr nghiém nhung WeBid 12 mot trong cac giai phap ma ngudn meé tét nhat cho
mot trang web dau gia, chay mét cach nhanh chéng va re.

WeBid duoc viét bang mot ngdn ngit kich ban phé bién php va véi mot bo suu
tap 16n cac tinh ning tuy bién cao. WeBid 1a mét lva chon dé thiét 1ap bat ky trang web
dau gia nao.

Mot trong s6 nhiing tinh ning quan trong ma lam cho WeBid 1a mét su lya chon
tuyét voi 1a nd dé dang sir dung bang diéu hanh chinh, qué trinh cai dat than thién cho
phép ban c6 trang web ban d4u gia cua riéng ban dugc hinh thanh trong vai phit. Mot
hé thdng thanh toan sin c6 cho phép ngudi ding cia ban dé dang thanh toan cac mat
hang dugc mua vai cac cong thanh toan ua thich cua ho (nhu PayPal, Authorize.net).
Va mot diéu nita 1a vo cung dé dang chinh sira WeBid theo y thich cua ban.
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4.2. Viét hoa giao dién
4.2.1. Thw muc language

Ngdn ngit mic dinh cua WeBid 1a tiéng Anh (Hinh 4.1)

Home Sell an item Register now Login Message Boards Help
All categaries Search for it | Advanced Search
Categories
= A& Antigues
w» Hooks

Clothing & Accessaries
Coins & Stamps
Collectibles

Camics, Cards & Science
Fiction

Caomputers & Software
Electranics & Photography
Home & Garden

Movies &Videa

Music

Office & Business

Other Goods & Services
Sports & Recreation

Tays & Games

All categories

Horme | Sell an iterm | Reaister now | Login | Help | About Us | Privacy Policy | Terms & Conditions

0 AUCTIONS |4 REGISTERED USERS |1 USERS OMLIME | MOV 13, 2011 02:03:17

Choose language
User login
Username

Password

[ Rermember me

Forgotyour password?

Help Column
w Buying

% (General
» Selling

News

Hinh 4.1: Home

Tao mot thu muc giéng thu muc “language\EN” véi tén thich hop 1a “VI”

Ngdn ngit tiéng Viét can c6 mét 14 co dai dién cho né, dat tén co 1a V1.gif va

dua vao trong thu muc “include\flags”. Két qua thu dugc xem hinh 4.2
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0 PHIEMN BAL GIA | 4 THAMH VIEN BANG K | 1 THANH VIEMN TRILC TUYEM | MO 13, 2011 02:06:09

Trang chii Ban san pham Bang ky Bang nhap Théng bao ban quan tri Help
Cac thé loai Tirm kiérn! | Tim kiém nang cao
Danh muc Chon ngén ngir

» Tranh & B cd

® Sach

» (QUAn 40 & Phu kign

Tign w0 & Tem

Suru thm

Truyén tranh & Sach Khoa
hoe

3

>
>

Wy tinh & Phan mém
Bién tir & Mhigp anh
Mha & Vudm

# Phim anh & Video

» A nhac

# Wan phing & Kinh doanh
@ Hang hoa & Dich vy

>
>
>

Bang nhap

Tai
khodn

Mat
khau

[T Ghi nhét @ing nhap

Ban quén mét khiu?

News

» Thé thao & Giditr
» Db choi & Game

Tit ¢ danh muc

Trang chil | Bén 5&n pharn | Bang ky | Dang nhép | Help | Gidi thiéu | Chink sdch bdo mét) Bido khodnva didu kign
Fowered by VWeBid @ zaog - 2011 WeBid

Hinh 4.2: Trang chu

4.2.2. File tir dién

Tién hanh chinh stra file messages.inc.php.

DPo6i $CHARSET = UTF-8 (chinh 1a d6i font chit). UTF-8 thich hop véi hau nhu
tat ca cac ngodn ngir.

Chinh $DOCDIR chinh la xac dinh hudng doc tai liéu (tir trai qua phai hay
nguoc lai).

Sau khi thay d6i 2 bién trén, dich tit ca cac thong béo 15i va giao dién nguoi
dung trong messages.inc.php.

4.3. Qua trinh cai dat

Dau tién, ban can tao ra mot CSDL MySQL va chi dinh mét tén ngudi ding ma

mat khau cho né.

Tiép theo, ban phai tai c4c tap tin kich ban cta ban ¢én may chu web bang cac
sir dung bat ky phan mém FTP (vi du FileZilla). Bay gio trén trinh duyét noi ma ban da
tai 1&n cac tap tin cua Webid c6 trang nhu hinh 4.3:
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WeBid Installer v0.8.5

TEI. hitp e domain.corm,
Dioument Eoot wyy.domain. com®eBid,
Emal Addr [ email@domain.com j =
" =58 : : Dbhost: “localhost”
Diatabase Host localhost Dbusername: “root”
- Dbpassword: “”
Database Usemnarne Dbname:”auction”

Databaze Password

Databaze Mame

Databaze Prefiz wehid
Import Default
Categories

Hinh 4.3 Cai dat buéc 1
Tiép theo ban phai kiém traxem cac tép tin va thu muc cua ban c6 thé ghi. Mot
bao dong do co nghia 1a ban nén xem xét lai 15i cua nd va sira lai (chi yéu o tén file).
Néu chinh x4c thi s& c6 anh dudgi day (Hinh 4.4):
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File Checls:

cache!: Found, Writable
uploaded!: Found, Writable
uploadedibanners Found, Writable
uploadedicachel: Found, Writable

inchides/config inc phyp:

Found, Writable

mchides/countries. mc. phyp:

Found, Wiritable

mchidesicurrencies phyp:

Found, Writable

nchidesimembertypes e phy:

Found, Wiritable

language/EN/categories o php:

Found, Writable

language/ENcategories select boxine phyp:

Found, Writable

GD Support:

Founual

install

Hinh 4.4: Cai dat buéc 1 (tiép)

Bay gio. nhan nut “INSTALL”. Tiép theo bam vao lién két “step 2 (Hinh 4.5)

Step 1: Writing config file.

Complete, now to

WeBid Installer v0.8.5

Hinh 4.5: Cai dat budc 2

Cho cho dén khi cac kich ban duoc cai dat day du, sau do nhan vao lién két
“here” dé truy cap vao admin cua web va ban c6 thé quan ly trang web ciia minh (Hinh

4.6).
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100% Complete

WeBid Installer v0.8.5

Installation complete now set-up your admin accountand remove the mstall folder from your server

Hinh 4.6: Cai dat buéc 3

Buégc cudi cung 1a x6a thu muc Install di

4.4. Céu hinh website diu gia

JTrang chi ||Thi§t 1Gp || L& phi

Giao dién | | Quang cao ||Thé|nh vign ||Dﬁu gia | | Ndi dung ||Thﬁng ké ||T|:||:|Is || Help|

Lorem ipsum dolor sit amet, consectetur
adipiscing elit. Pellentesque tincidunt
warius elit non dapibus, Donec nec
mauris quis metus volutpat pellentesque.
IMauris justo lacus, porttitor non
commodo non, tincdunt et velit,
Suspendisse nulla elit, laoreet sit amet
gravida vitae, iaculis inkerdum massa,
Aliquam pretiumn turpis quis odio posuere
id molestie risus adipiscing, Suspendisse
nisi purus, feugiak quis pellentesque
nion, ultricies sed metus, Sed mollis leo et
lea auctor gravida, Aenean accumsan
lacus uk erat viverra bibendurn, Mulla eu
gravida quam. Phasellus sit amet est
massa. Mulla pellentesque Facilisis velit
dignissim euismod, Sed tincidunt quam
eget lorern placerat commodo. Proin
ultrices, lectus rutrum posuere tincidunt,
ante urna vulputate nulla, id malesuada
risus nulla ut odio.

@ Ban dang chay mat phign ban o, ban cd the t3i v& phign ban mdi nhat tai ddy: tai diy

Tén URL
Tén trung web
e-mail Admin

http: fflocalhost fwebidf
‘WeBid

Qua trinh hang loat {cron.php) Non-batch

Bat

Max, 58 dnht 5

Maz, kich ci dnh: 102400

Thar vién anh

Mua ngay Bat

Site Currency so

Thai gian hiéu chinh 7 gidr

Binh dang ngay EUR {ddfrarmfywyd

Default country United Kingdom
EM

x - -
Ha kg da ngdn ngif %I (Ngdn ng® mac dinh hién tai)

Phién ban Webid 1.0.3 {Unknown)

Bang ky thanh vién bruc
tuyén

B4du gia truc tiép i}

Bang ky thanh vién bruc

4 tuyén

Bong cac phién d3u gia

Hf 50 du thdu trén dau gia 2
bruic tiép

Luigng truy cdp ngay hém
nay

Total: 0
To be activated: 0 {vigw)

3

Xem trang: 0
Unigue visitors: 0
User sessions: 0

. & Wor i e s mow s aa
Xoﬁa L&t ca cac File cache mau, ban & cin phdi lam vig ndy mai 150 ban chinh sira mdt t3p tin
mau

Re-sync the user, auction and bid counters

#aa kg nhd dytrl

Fe-sync Counters

Hinh 4.7: Trang chu admin
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BANG KY TEH HGLP (] DUNG MOT

Tén o= ban *

cucs
Tai khodn ® [ |ooies (tdi thidu & kj tu)
Py x
MEt khau ™ [ iaaaa (b thidu & b tw)

MhEp =i mEt khau = YT
Biz chi emsil cls ban ® cucS@mail.com

Ngay sinhnhat * [oe Thing 5 1058

Biz ok © Héng Bang
Thanh phi * Hii phing
Gund Huwén * Héng bing

GQube gia® | Wiet Nam
ME ZIP/mE beu dign " [gq

Bignthosi * [125854854
bGP gid | pE AT +7:000 Banghok, Hanoi, Jakarta

Ean cd mudn nh&n dwos tin cda ching téi? @ Cé O Khing
Chi ti&t thanh tadn

Email FayFal

Edng nhip D Authorize net
Giao dich chinh Autharize.net
Wrarldpay 1D

ZChedwwout 1D

honeybookers Email

M3 b3o mit: H : Ff\ -

weda

Hinh 4.8 Trang Pang ky
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4.5. Cau hinh mét phién dau gia

HIN CHAD, LECUCT. BANG XUAT

Trang chii Ban san pham Bang @iéu khién
C4c thé loai
BAN SAN PHAM

Chonthé loai cia ban

Tranh & B4 cd
Sach
Qudn 40 & Phy kign

Suru tam

Truyén tranh & Sach Khoa hac
May tinh & Phan mém
Bign tik & Nhiép anh
Kb & Yutn

Fhirn anh & Video

Am nhac

Wan phing & Kinh doanh
Hang hia & Dich vy
Thé thao & Gidi tri

B chei & Game

0 PHIEN BAL GIA | 5 THANH VIEN BANG K7 | 1 THANH VIEN TRUIC TUYEN | MOV 13, 2011 23:24:58
Pang xuat Thang bao ban quan tri Help

Tirn kiérn! | Tim kiém ning cao

S tap tem

CHON THE LOAI ==

Trang chil | Ban san pham | Bang digu khién | Bangxuat | Help | Gidi thigu | Chinh sdch bio mat | Diéu khodn v Giéu kign

Powered by WeBid @ 2008 - 2011 YWeBid

Hinh 4.8: Dang san pham can ban
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BAN SAN PHAM
Danh mue Tétcd = Tidn xu & Tern = Tiénxu
[Thay d4i]

Tiéu dé muc (7130 g o3 viet Nam

ftem subtitle |8, et
Mo ta ftem

Buivmie HOG B 4#FBE@EH &% % « H e
B I U X x2| =2 En i EEEE Mm@
Kidu = minhthwe.. =)0 enang Sl F “AT o BE|
200 ch ¥

hody p

THU' VIEN ANH
Ban ¢ the tai 1&n |én tdi 5 anh.
[T&i &nh 1én]

[:]QGWEE.A_JE
v 03

(=
FIEGEE

Hinh 4.9: Nhap thong tin va hinh anh cia mat hang
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Kigu dau gia

S4 Iwong hang
Pau gia bt Fau voi
Phivan chuyén

Gia dat coc

Mua ngay

Ting gia dau

Ngay bat Tau

Thoi gian

Piéu Kién van chuyén

Han van chuyén

Phwrong thire thanh toan

Additional options

Awtomatic Relists

Bau gia chuan

100 USD (Currencies Converter)

5 USD (Currencies Conwerter)

® Khing O oo oo USD (Currencies Converter)

O Khiing & co 1000 USD (Currencies Converter)

O s dung dung trong bang 17 18 gia ting

[OF:=1" dung tiry chinh tang cb dink cia bing | 50 USD {Currencies Converter)

Bt d4u BEu gid ngay
Hode b&t d4u de: [ 14-11-2011 00:01:43
1 day

& Mg mua trd tidn cho chi phivan chuydn
O Mowii ban tra tign cho chi phivan chuydn
[T van chuvdn quie té

Chuyén khodn
Séc
[l The

[ Tao dac trung

taoin dam

[T a0 sang

YU cah choose to autoratically relistyour auction, if no hids have been posted.
0

[ submitauction] [ Reset Fields |

Hinh 4.10: Thiét lap phién dau gia
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TIEN XU CO VIET NAM
TIEH %U VIET

TR Muc nay @ dwo'c xem 2 lan
F2s e L2 1@ e
Kigu d4u gid:

- Vit ng ban:

K&t thiic frong vbng:

Péu 0id chudn
viet Mam

23 gitr 56 phit
(15 Mov, 2011 - 00:04)

1D BAU GIA: 5

G téi mat ngudni ban | G cau hii téi ng ban | Add toyour watch lig

Gap nogwdi ban hang

lecuc1 {0)

* Feedbacktimes 0times
= Positive feedback: 100%
* Lathanh vién tlr 0471172011

I ) #tharm gia Jau; 0 o
4= 142m Thir vign o Hem hoat ddng dau gia

Gia hign tai: 100.00 LUSD

Phivan chuyén: 5.00 USD . .

ua ngay: 1,000.00 USD Buy Now i T N T G ﬂay: —

106 Gid thip B3t gid thiu ==
nhat: 100.00 USD

MO TA TEM

Biing 20 %0 viét,

THLF WIEH &ANH

Hinh 4.11: it gia dau.

1 PHIEN BAL GIA |5 THANH YIEM BARG K7 | 1 THANH YIEN TRUIC TUYEN | NOY 14, 2011 00:10:22
Théng bao ban quan tri Help

HIN CHAD, LECUCZ. BANG XUAT

Trang chi Ban san pham Bang diéu khién Pang xuat

Cae thé loai Tirn kiém! | Tim kiém nang cao

XAC NHAN GIA PAU CUA BAN

Quay lai phign dau oia

P i-rsi Ban dang dau gia trén: Tign xu ch Vit Narm
[ | Gid hiéntai 100.00 USD
_:‘- z Gia dau ctia ban: 106.00 | inhd nhat 100.00 US0)
2 ; Tai khoan lecuc2

Mat khau LITTITYY

Bang cach nhan vao link duwéti ddy ban cam kéttrd tign Ay 30106.00 USD khi mua cac mat hana tiy nowii ban néu ban 13 nguwii thing thau

Trang chil | Ban san pharm | Bang didu khidn | Dang x0At ) Help | Gidi thiéu | Chinh sédch bio mat) Didu khodn va didu kién
Fowered by YWeBid @ zo0a - 20141 YWeBid

Hinh 4.12: Xac nhan
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KM CHAQ, LECUCZ. BANG XUAT 1 PHIEN BAU 61 | 5 THANH VIEN DANG KT | 1 THANH VIEN TRUC TUYEN | NOY 14, 2011 D0:11:06
Trangchi  Bansanpham  Bang dieukhién  Bangxuat  Thongbaobanquantri  Help

Cécthé loai Tim kiém niing cao
GIA CUA BAN DA BUQ'C XU LY
Quay lai phién J0 oig

Diu gid: hitpoflocalhostwehiditern php?id=5
i d4u cla ban 106.00 USD 84 duge nhép

Trang chill | B&n 530 pharm | Bang digU kiidn | DAng wudt | Hely | Gici thigu | Chink sdch b3a mat) Didu khodn va digu kign
Powered by VWeBid @ 2002 - 2011 WeBid

Hinh 4.13: Hoan tat viéc dau gia
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KET LUAN

Do 4n tap trung vao tim hiéu mo hinh ddu gia dién ta, tim hiéu cac ma ngudn
mé vé ddu gia dién tir && qua do6 phat trién ung dung dau gia dién tar phi hop. Vé co
ban da dat duoc nhitng muc tiéu dé ra. Tuy nhién, néu c6 thém co hdi em mong mudn
c6 thé duoc tiép tuc phat trién thém dé tai nay. Sau day 1a két qua da lam duoc:

Két qua co ban da dat dwoc
» V& mat ly thuyét
- Nam bét duoc cac kién thic co ban vé mat ma
- Céc kién thuc vé chir ky dién tur
- Tim hiéu mot s6 mo hinh dau gia dién tir
+ V& mit ¢ng dung
Xay dyng chuong trinh dau gia dién tir véi ma nguon mé.

Pinh hwéng phat trién trong twong lai:

Viét hoa giao dién website.

Hoan thién cac chirc ning, cai tién giao dién nguoi dung.

Tim kiém dé dua ra cac chuc nang méi phd hop hon.

Tang cuong tinh bao mat trong giao dich dién tu. ..

Lé Thi Kim Ctc- Lép CT1102



54/54

TAI LIEU THAM KHAO

[1]. Douglas R. Stinson, Cryptography. Theory and Practice, CRC
Press,1995.

[2]. A.J. Menezes, P.C. van Oorschot, S.A. Vanstone, Handbook of Applied
Cryptography, CRC Press, 1997.

[3]. Kazumasa Omote (2002), A study on Electronic Auction, Japan
Advanced Institute of Science and Technology.

[4]. Phan Dinh Diéu, Ly thuyét mat mi & An toan thong tin; PH Quéc gia
Ha Noi, khoa Cong nghé.

Lé Thi Kim Ctc- Lép CT1102



