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CHUONG 1. TONG QUAN Ki THUAT GIAU TIN

1.1 Vén @@ giau tin

Tir trude dén nay, nhiéu phuong phap bao vé thong tin di dugc dua ra, trong d6
giai phap dung mat mi dugc tng dung rong rii nhit. Thong tin ban dau duoc mi hoa,
sau do s€ dugc giai ma nho khoa cuia hé ma. ba co rat nhiéu hé ma phuc tap dugc s
dung nhu DES, RSA, NAPSACK..., rit hiéu qua va phd bién.

Mot phuong phap méi khac da va dang dugce nghién ctru va ing dung manh mé
& nhiéu nudc trén thé gidi, d6 13 phuong phéap gidu tin (DataHiding). Gidu théng tin la
kj thudt nhiing (embedding) mét lwong théng tin sé ndo dé vao trong mét doi twong div
liéu s6 khdc. Mot trong nhirng yéu cau co ban cua gidu tin 1a dam bao tinh chat an cia
thong tin dugc gidu dong thoi khong lam anh huong dén chat luong cua dir lidu goc.

Sy khéc biét cha yéu gitra ma hoa thong tin va gidu thong tin 13 ma hoa 1am cho
cac thong tin hién o 12 nd ¢6 duwoc ma hoa hay khong, con véi gidu thong tin thi ngudi

ta s& kho biét duoc 1a c6 théng tin gidu bén trong.

1.2 M hinh k¥ thuét gidu thong tin co ban

Gidu thong tin vao phuong tién chira va tach ldy thong tin 1a hai qué trinh tréi

nguoc nhau va c¢6 thé mo ta qua so do khoi cua hé thong nhu sau

1.2.1 Qud trinh gidu tin

Thong tin gidu

Phuong tién
chtra da duoc
giau tin

Phuong tién
chtra(audio,
anh, video)

B nhiing
thong tin

Khoa

Hinh 1.1 - Lugc d6 chung cho qua trinh gidu tin



- Théng tin can gidu tuy theo muc dich cua nguoi sir dung, né co thé 1a thong
diép (v6i cac tin bi mat) hay cac logo, hinh anh ban quyén.

- Phuong tién chta: cac file anh, text, audio. .. 1a moi truong dé gidu tin

- B0 giau thong tin: 1a nhitng chwong trinh thue hién viée gidu tin

- DPaura: l1a cac phuong tién chira da c6 tin giau trong do

1.2.2 Qua trinh gidi ma

Tach thong tin tir cic phuong tién chira da dugc gidu tin dién ra theo quy trinh
nguoc lai voi dau ra 13 thong tin da duoc gidu vao phuong tién chira. Phuong tién chira
sau khi tach 1ay thong tin c6 thé dugc sir dung, quan 1y theo nhitng yéu cau khac nhau.
Hinh 1.2 chi ra cac cong viéc giai ma thong tin da gidu. Sau khi nhan duoc dbi tuong
phuong tién chira c6 gidu thong tin, qua trinh gidi ma duoc thuc hién thong qua mot bo
giai ma ing v4i bd gidu thong tin ciing véi khoa ciia qua trinh gidu. Két qua thu duoc
gém phuong tién chira gbc va thong tin di gidu. Budc tiép theo thong tin di gidu s&

duogc xir 1y kiém dinh so sanh véi thong tin ban dau.

Khoa

Phuong tién
chtra(audio,
anh, video)

B¢ nhling
théng tin

Thong tin gidu

Hinh 1.2 - Lugc d6 cho qua trinh gidi ma

Phuong tién
@ chira da duoc

1.3 Phan loai giu tin
Do k¥ thuat gidu théng tin s6 mdi duge hinh thanh trong thoi gian gan day nén
xu hudng phat trién chua 6n dinh. Nhiéu phuong phap méi, theo nhiéu khia canh khac

nhau dang va chac chan s€ dugc dé xuat, bdi vay mot dinh nghia chinh xac, mot sy



danh gia phan loai 1d rang chua thé c6 duoc. So dd phan loai trén hinh 1.3 duoc

Fabien A. P. Petitcolas dé xuat nam 1999.

Information hiding
Giau thong tin

Steganography Watermarking
Giau tin mat Thuy van so
|

| |

Robust Watermarking Fragile Watermarking
Thuy véan bén viing Thuy van dé v&

|
| |

Visible Watermarking Imperceptible Watermarking
Thuy van hién thi Thuy van an

Hinh 1.3 - Mot cach phan loai cac k¥ thuat gidu tin

So d6 phan loai ndy nhu mot birc tranh khai quéat vé tmg dung va k¥ thuét gidu
thong tin. Dua trén viéc thong ké sip xép khoang 100 cong trinh d3 cong b trén mot
sd tap chi, cing v6i thong tin vé tén va tom tit ndi dung cta khoang 200 cong trinh da
cong bd trén Internet, co thé chia linh vuc gidu tin ra lam hai hudéng 16n, d6 la

watermarking va steganography.

1.3.1 Theo cach thirc tac dong lén cdac phwong tién

Phuong phép chén dit liéu: Phuong phap ndy tim cac vi tri trong file dé& bi bo
qua va chén dit liéu can gidu vao do, cach gidu nay khong lam anh hudng gi téi su thé
hién cac file dir 1iéu vi du nhu duoc giéu sau cac ky tu EOF.

Phuong phép tao cic phuong tién chira: Tir cac thong diép can chuyén sé tao ra
cac phuong tién chtra dé phuc vu cho viéc truyén thong tin do, tir phia ngudi nhin dwa

trén cac phuong tién chira nay s€ tai tao lai cac thong diép.

1.3.2 Theo cac muc dich s dung
Gidu thong tin bi mat: dy 1a tng dung phd bién nhit tir trude dén nay, ddi véi
gidu théng tin bi mat ngudi ta quan tdm chi yéu t6i cac muyc tiéu:

- Do an toan cua giau tin - kha nang khong bi phat hién cua giau tin.



- Luong thong tin t6i da c6 thé gidu trong mot phuong tién chtra cu thé ma

van c¢6 thé dam bao an toan.

- Do bi mat ctia thong tin trong trudng hop gidu tin bi phat hién.

Gidu thong tin bi mat khong quan tim t&i nhidu cac yéu cdu bén vimg cua
phuong tién chtra, don gian 13 boi ngudi ta co thé thuc hién viéc giri va nhan nhiéu lan
mot phuong tién chira da dugc gidu tin.

Gidu thong tin thuy van: do yéu ciu bao vé ban quyén, xac thuc... nén viée gidu
tin thuy van c6 yéu cau khac vé6i gidu tin bi mét. Yéu cu dau tién 1a cac dau hiéu thuy
van da bén ving trude cac tin cong vo hinh hay ¢d ¥ g& bo nd. Thém vao d6 cac dau
hiéu thuy van phai c6 anh huong téi thiéu (vé midt cam nhan) ddi véi cac phuong tién
chtra. Nhu vy céc thong tin can gidu cang nho cang tot.

Tuy theo cac muc dich khac nhau thuy van ciing c6 cac y€u cau khac nhau.

1.4 Muc dich gidu tin

Béo mat thong tin bang giau tin ¢6 hai khia canh. M6t 1a bao mat cho dif liéu
dem gidu (embedded data), chang han nhu gidu tin mat: thong tin mat duoc gidu k¥
trong mot dbi tuong khac sao cho ngudi khac khong phat hién dugc (steganography).

Hai 13 bao mat chinh d6i twong duoc dung dé gidu dir liéu vao (host data),
chang han nhu ung dung bao vé ban quyén, phat hién xuyén tac thong tin

(watermarking)...

Gi4u thong tin
|

Gidu tin bi mat Thuy van sd
(Steganography) (Watermarking)

Hinh 1.4 - Hai linh vuc chinh cuia k¥ thuat gidu thong tin.

1.4.1 Ky thudt gidu thong tin bi mat (Steganography)
Véi muc dich ddm bao tinh an toan va bao mat thong tin tap trung vao cac ky
thuat gidu tin dé c6 thé gidu dugc nhidu thong tin nhat. Thong tin mat duoc gidu ky

trong mot d6i twong khac sao cho ngudi khac khong phat hién duoc.



1.4.2 Ky thudt gidu théng tin theo kiéu ddnh gidu (watermarking)
Muc dich 1a dé bao vé ban quyén ciia d6i twong chira thong tin thi lai tap trung
dam bao mot sb cac yéu cau nhu dam bao tinh bén vimg... day 13 tmg dung co ban

nhat cta k¥ thuat thuy van sd.
1.5 Méi truong gidu tin

1.5.1 Gidu tin trong dnh

Gidu tin trong anh hién dang rat dugc quan tim. N6 dong vai trd hét sirc quan
trong trong hau hét cac tng dung bao vé an toan thoéng tin nhu: nhan thuc thong tin,
xéac dinh xuyén tac thong tin, bao vé ban quyén tac gia...Thong tin s& dugc gidu cing
v6i dir liéu anh nhung chat luong anh it thay d6i va khong ai biét dugc ding sau anh
d6 mang nhiing thong tin c6 ¥ nghia. Ngay nay, khi anh s6 di dugc str dung rat phod
bién thi gidu thong tin trong anh d3 dem lai nhiu nhitng tmg dung quan trong trén céc
linh vuc trong doi sdng xa hoi.

Thong tin duoc gidu mot cach vo hinh, né nhur 1a cach truyén thong tin mat cho

nhau ma ngudi khac khong biét duoc.

1.5.2 Gidu tin trong audio

Khac véi k thuat gidu thong tin trong anh: phu thudc vao hé thong thi giac cua
con ngudi — HSV (Human Vision System), k¥ thuat gidu thong tin trong audio lai phu
thudc vao hé théng thinh giac HAS (Human Auditory System). Boi vi tai con ngudi rat
kém trong viéc phat hién su khac biét gitta cac giai tin va cong suat, co nghia 1a cac
am thanh to, cao tan c6 thé che gidu di dugc cac 4m thanh nho, thdp mot cach d& dang.

Van dé kho khin ddi vé6i gidu tin trong audio 1a kénh truyén tin, kénh truyén
hay bang thong chim sé& anh huéng dén chét luong thong tin sau khi gidu. Gidu thong
tin trong audio doi hoi yéu cau rat cao vé tinh dong b va tinh an toan cua thong tin.
Céc phuong phap gidu tin trong audio thudng loi dung nhitng diém yéu trong hé théng

thinh gidc cua con nguoi.

1.5.3 Gidu tin trong video

Ciing giébng nhu gidu thong tin trong anh hay trong audio, gidu tin trong video
cling duoc quan tdm va duoc phat trién manh mé cho nhiéu tmg dung nhu diéu khién
truy cap thong tin, nhan thirc thong tin, ban quyén tac gia. ..
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Mot phuong phép gidu tin trong video dugc dua ra bai Cox 1a phuong phap
phan b déu. Y tudng co ban ciia phuong phap 13 phan phéi tin gidu dan trai theo tin
s6 cua dit liéu gdc. Nhiéu nha nghién cru d3 ding nhimg ham cosin riéng va nhitng hé
sd truyén song riéng dé thuc hién viéc gidu tin. Trong cic thut toan khéi ngudn,
thudng cac k¥ thuat cho phép gidu anh vao trong video nhung thoi gian gan day cac k¥

thuat cho phép gidu ca 4m thanh va hinh anh vao video.

1.5.4 Gidu théng tin trong vin bin dang text

Gidu thong tin trong vin ban dang text thi kho thuc hién hon do c6 it thong tin
du thira, dé lam duoc diéu nay ngudi ta phai biét khéo 1éo khai thac cac du thira tu
nhién cua ngodn nglr. Mot cach khac 1a tan dung cac dinh dang van ban (ma hod thong
tin vao khoang cach gifra cac tir hay cac dong van ban).

K§ thuat gidu tin dang dugc 4p dung cho nhiéu loai ddi twong chir khong riéng
gi dit liéu da phuong tién nhu anh, audio, video. Gan day da c6 mot s6 nghién ciru gidu
tin trong co s& dir liu quan hé, cac goi IP truyén trén mang chic chan sau nay con tiép

tuc phat trién tiép.



CHUONG 2. NGHIEN CUU CAU TRUC ANH BITMAP

2.1 Cau tric anh bitmap
Mot tap tin BMP dién hinh thong thuong chira nhitng khdi dir liéu sau

Bang 2.1 - Cac khdi dit liéu trong mot tap tin BMP

BMP File Header Luu trit thong tin tong hop vé file BMP.
Bitmap Infomation Luu trit thong tin chi tiét vé anh bitmap.
Color Palette Luu trir dinh nghia ctia mau dugc stir dung cho bitmap
Bitmap Data Luu trit ting pixel ctia hinh anh thuc té.

2.1.1 BMP File Header
Pay 1a khéi bytes & phan dau tap tin, st dung dé dinh danh tap tin. Ung dung
doc khéi bytes nay dé kiém tra xem d6 c6 ding 1a tap tin BMP khong va c6 bi hu hong

khong.
Bang 2.2 Chi tiét khoi bytes tiéu dé tap tin BMP
Offset Size Muc dich
Magic number sir dung dé dinh nghia tap tin BMP: 0x42
0x4D (ma hexa cua ki ty B va M). Cac muc dudi day co
thé duoc dung:
0000h 2 bytes e BM - Windows 3.1x, 95, NT, ... etc
e CI-0S/2 Color Icon
e CP - 0S/2 Color Pointer
e IC-0S/2Icon
0002h 4 bytes Kich thudce cua tap tin BMP theo byte.
0006h 2 bytes Danh riéng, gia trj thuc té phu thudc vao tng dung tao ra
hinh anh.
0008h 2 bytes Danh riéng, gia trj thuc té phu thudc vao tng dung tao ra
hinh anh.
000Ah | 4 bytes Offset, dia chi bat dau cac byte dit liéu anh bitmap.




2.1.2 Bitmap Information (DIB header)

Khdi bytes nay néi cho ing dung biét cac thong tin chi tiét vé hinh anh, s& duoc

stt dung dé hién thi hinh anh trén man hinh. Bang 2.3 miéu ta chi tiét cAu truc tiéu dé

DIB. Tét ca céc gia tri duoc luu trir nhu 13 unsigned interger, trir khi luu y mot cach 1d

rang.
Bang 2.3 Chi tiét khdi bytes thong tin tap tin BMP

Offset | Size Muc dich

Eh 4 Kich thuéc cua tiéu dé (40 bytes)

12h 4 Chiéu rong bitmap tinh bang pixel (signed interger).

16h 4 Chiéu cao bitmap tinh bang pixel (signed interger).

1Ah 2 S6 luong cac mat phéng mau sac dugc su dung. Phai dugc thiet
lap bang 1.

1Ch 2 S6 bit trén moi pixel, 1a dd sdu mau cua hinh anh. gia tri dién hinh
la 1,48, 16,24 va32.

1Eh 4 Phuong phap nén dugc sir dung. Xem bang tiép theo dé c6 danh
sach cac gia tri co thé.

22h 4 Kich thudc hinh anh. Pay la kich thudc cua dir li€u bitmap (xem
bén dudi), va khong nén nham 1an véi kich thude tap tin.

26h 4 Do phan giai theo chiéu ngang cua hinh anh (signed interger)

2Ah 4 Do phan giai theo chiéu doc ctia hinh anh (signed interger)

2Eh 4 S6 luong mau trong bang mau.

32h 4 SO lugng cac mau sic quan trong dugc st dung, hoac 0 khi mau

sdc nao ciing déu 1 quan trong, thudng bi bo qua.

2.1.3. Bdng mau (Color Palette)

Bang mau xuat hién trong tap tin BMP tryc tiép sau tiéu dé BMP va tiéu dé

DIB. Vi vay, offset 1a kich c& cua tiéu dé BMP cong vadi kich thudce cua tiéu dé DIB.

C6 tat ca 2* mau RGB Kkhéc nhau, nhung cac loai Bitmap sau:

1bit (2 mau, hodc chuan Windows 1 tring-den)
4 bits (16 mau)
8 bits (256 mau)
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khong thé khai thac hét, nén chi liét ké cac mau dugc dung trong file. Mdi mau trong
bang mau dugc mo ta bang 4 bytes. (BlueByte, GreenByte, RedByte, ReservByte).

Thi du: bang mau loai 1 bit chuan Windows c6 8 bytes: 0,0,0,0,255,255,255,0
(4 bytes dau 1a mau thir 0; 4 bytes sau 1a mau thr 1. Do chi ¢6 0 va 1 nén mé ta mdi
diém anh chi can dung 1 bit).

Tuong ty nhu vay, bang mau cua file 4 bits c6 64 bytes, lan luot tir mau sb 0
dén mau sd 15, bang mau cia file 8 bits c6 1024 bytes (tir 0 dén 255). Chinh vi cac
mau duogc liét ké nhu vay nén cac mau trong file 1 bit, 4 bits, 8 bits dugc goi la

Indexed, con 24 bits — True.

2.1.4. Dir liéu dnh

Dit liéu anh duoc luu timg diém cho dén hét hang ngang (tir trai sang phai), va
ting hang ngang cho dén hét anh (tir dudi Ién trén).

DP6i vi mdi diém anh loai mau Indexed, ta can 1, 4 hodc 8 bits dé dic trung cho
diém dang xét ing voi mau thar may trong bang mau.

Thi du:

Gié tri 0111 (=7) trong loai BMP 4 bits cho biét diém d6 c6 mau 7 (mau xam
theo “chuan” Windows). Riéng loai 24 bits, khong md ta mau bang thir tu trén bang
mau (néu liét ké hét bang mau cua no thi di tén ca Gigabyte bo nhd va dia), ma ngudi
ta liét ké luon gia tri RGB cta 3 mau thanh phﬁn.

Thi du:

Tring ={255,255,255}, Pen = {0,0,0}.

Nhu vay, mdi diém anh loai 1 bit ton 1/8bytes (n6i cach khac, 1 byte luu duge 8
diém 1 bit), loai 4 bits - 1/2 byte, loai 8 bits - 1 byte va loai 24 bits - 3 bytes. Tuy
nhién, tinh chung ca blrc anh thi khdi data khong hoan toan ti 1€ thuan nhu vay, ma
thudng hoi 16n hon mét chut. Ly do chinh & chd ngudi ta ngdm quy ude sd bytes can
dung cho 1 hang ngang phai 1a boi cua 4.

Néu ban c6 anh 1x1, 1 bit, thi cling ton 66 bytes nhu anh 32x1, 1 bit (54 cho
header, 8 cho bang mau, 4 cho 1 hang t6i thiéu). Va néu ban thir xoay btrc hinh 32x1
(vira dung 4 bytes dir liéu) thanh 1x32, su ling phi s& xuat hién. Lic d6, mbi hang s&

lang phi 31 bits, tong cong 32 1an nhu thé 81x 4bytes=124bytes
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2.2 Anh xam

Don vi té bao cua anh sb 1a pixel. Tuy theo mdi dinh dang 13 anh mau hay anh
x4m ma tig pixel c6 thong s6 khac nhau. Déi voi anh mau timg pixel sé mang thong
tin ctia ba mau co ban tao ra ban mau kha kién 1a;

e Do (R)

e Xanhla (G)

e Xanh bién (B)
[Thomas 1892].

Trong mdi pixel cia anh mau, ba mau co ban R, G va B duoc b tri sat nhau va
c6 cuong do sang khac nhau. Thong thuong, mdi mau co ban dugc biéu dién bang tim
bit trong ung 256 mirc do mau khac nhau. Nhu vay mdi pixel chung ta s& co:
2%3=2% mau (khoang 16.78 triéu mau).

D6i v6i anh xam, thong thuong mdi pixel mang thong tin ciia 256 mirc xam
(trong ng v6i tam bit) nhu vay anh xam hoan toan c6 thé tai hién day du cdu tric cia
mot anh mau twong Gng thong qua tim mit phang bit theo do xam.

Trong hau hét qua trinh xr 1y 4nh, chung ta chii yéu chi quan tim dén cdu triic
clia anh va bd qua anh hudng cua yéu t6 mau sic. Do d6 budc chuyén tir anh mau
thanh anh xam 1a mot cong doan phd bién trong cic qua trinh xir Iy anh vi n6 1am ting

tbc d6 xur 1y 1a giam mirc do phuc tap cta cac thuat toan trén anh.
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CHUONG 3. NGHIEN CUU KY THUAT GIAU TIN
THUAN NGHICH

Gidu tin thuan nghich 1a k§ thuat gidu thong diép sau khi tach ldy thong diép ta
c6 thé khoi phuc lai x4p xi anh gbc ban dau.
3.1 K¥ thuét gidu tin dwa trén sy khac biét

K¥ thuit gidu tin thuin nghich dya trén Difference Expansion do Jun Tian dé
xuat nam 2002 [5].
3.2 Y twdng va thuit toan

K¥ thuat ndy nhing thong diép can giau vao sy khac biét ciia cap gia tri diém anh.

3.2.1 M{t 56 cong thive va dinh nghia
a) Mgt sé cong thirc:

Tir cép gia tri diém anh (x,y) cta anh, ta tinh gid tri trung binh | va sy khac biét h theo

cong thirc:
I{%J,hﬂ—y (1)

trong d6 | _1a phép toan 1y phan nguyén.

Pl

Ma gia tri ciia diém anh trong dnh xdm nam trong [0,255], ta co:

Tt (1) ta bién doi:

OSIJ{%JSZSS va Osl—EJSZSS

= Cong thuc
|h| <min(2(255-1),21 +1) (3)

Cong thirc nay duoc sir dung dé kiém tra h sau khi thay doi dé tranh van dé tran sau

khi nhing vao anh.
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LSB cua h s& dugc chon lam ving dé nhung bit dir liéu:
h
h= LEJZ +LSB(h)
Vé6i LSB (h) = 0 hodc 1, dé tranh van dé tran, chung ta chi nhung vao nhitng gi tri h
c6 thé thay ddi (changeable).
b) Mét sé dinh nghia:

Pinh nghia: Cho mét cip gia tri diém anh xam (x,y) chiing ta néi h 1a co thé thay doi

néu h thoa mén diéu kién sau:
s
2

Pinh nghia: Cho mét cip gia tri diém anh xam (x,y) chiing ta néi h 1a ¢6 thé mé rong

<min(2(255-1),2l +1)

chocab=0val.

néu h théa mén diéu kién sau:
|2.h+b| < min(2(255-1),21 +1)

chocab=0val.

3.2.2 Qud trinh gidu thong tin

/ Integer Averages \
Digital Pairs of Image

| ,| Pixels Location

Watermarked

Map
\ Differences
Modified
Differences
Restoration
Information
Message

Hinh 3.1 - Luoc dd qua trinh gidu tin [5].
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Cac budc thuc hién:
Budc 1:
Chung ta 4p dung cong thirc (1) cho mdi cip diém anh.
Tiép theo chung ta phan loai h thanh 5 loai EZ, NZ, EN, CNE va NC:
1. EZ: expandable zeros. Cho tit ca he 0,1 ma c6 thé mé rong.
2. NZ: not expandable zeros. Cho tit ca he 0,—1 ma khong thé mé rong.
3. EN: expandable nonzeros. Cho tit ca h¢ 0,-1 ma c6 thé mé rong.
4. CNE: changeablable, but not expandable. Cho tit cah h¢ 0,—1 ma c6 thé thay
d6i nhung khong thé mo rong.
5. NC: not changeable. Cho tit cah h¢ 0,1 ma khong thé thay doi.
Budc 2:

Dua vao 5 thanh phan c6 duogc & bude 1 chung ta s& tao ban dd dinh vi (location
map) nhirng cip ma c6 h thuoc EZ hoic EN chung ta s& thiét 1ap gia tri 1a 1, con nhitng
cap ma c6 h thudgc NZ, CNE hodc NC ching ta sé thiét l1ap gia tri 1a 0. Ban dd dinh vi
(bitmap 1bit) s& duoc nén xudng boi thuat toan nén JBIG2 [8] hoic mi doan dai.
Chudi bit sau khi nén s& duoc ki hiéu 1a L.

Chung ta s& thu thap gia tri LSB gbc cua h trong CNE tao thanh chudi bit C, véi
h=1 hodc -2 thi LSB s€ khong dugc thém vao C.

Véi ban d6 dinh vi L, gia tri LSB gbc C, va chudi bit thong diép P chung ta két hop
chting thanh chudi bit B:
B=LUCUP
Tuy vao h ma chung ta s€ c6 nhirng cong thirc nhing bit b riéng:
- EZ hoac EN: h=2h+b

- CNE: h :EJ.Zer

- NZ hodc NC: khong thay doi gié tri cua h.
Véi b 1an luot 1a nhitng bit thudc chudi bit B.
Buorc 3:
Sau khi cac bit b dd duoc nhung hét vao trong h. Chung ta ap dung cong thirc

(2) dé nhung vao trong anh gdc.
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3.2.2 Qud trinh tich théng tin va khéi phuc dnh géc

Original

Integer Averages

Watermarked
Image

—>

Pairs of

Pixels

Location
Map

Differences

™ Image

Restoration
Information

Original
Differences

Message

Hinh 3.2 - Luoc d6 qua trinh tach tin [5].

Cac buoc thuc hién:

Qua trinh giai ma nguoc lai véi qué trinh gidu tin.

Buworce 1:

Ap dung cong thirc (1) cho mdi cip gié tri diém anh

Tiép theo chung ta chia h 1am 2 phan C va NC:

1. C: changeable. Cho tat ca h ¢ thé thay d6i

2. NC: not changeable. Cho tit ca h khong thé thay doi.

Tiép theo ching ta thu thap tit ca LSB cta h trong C s& dugc chudi bit B. Tir B ching

ta s& c6 L, C va P. Tir L chiing ta giai ma dugc ban d6 dinh vi (location map). Vi ban

dd dinh vi chung ta s€ khoi phuc lai gia tri h ban dau nhu sau:

Néu heC va ban d6 dinh vi c6 gia tri 13 1, khi do h{z

Néu heC, ban d6 dinh vi c¢6 gia tri 14 0 va 0<h<1khi dé h=1

Néu heC, ban d6 dinh vi c6 gia tri 1a 0 vd —2 <h <-1khi d6h=-2
Néu heC, ban d6 dinh vi c6 gia tri 14 0 va h>2hodc h<-3khi d6

h= LEJ.Zer
2

Néu he NC, h khong thay doi.
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Budc 2:
Sau khi tit ca h d3 duoc khéi phuc, chung ta ap dung cong thire (2) dé khéi phuc
lai anh gdc.

Két qua: anh gbc dugc khoi phuc, va thu duoc chudi bit thong diép gidu P.
Nhan xét ky thuat:

K§ thuat co kha niang gidu cao, trén 95% anh. Chét lugng anh sau khi giu tin t6t.

C6 kha ning khéi phuc lai anh gbe c6 d6 chinh xac cao.
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CHUONG 4. CAI PAT THU NGHIEM

4.1 Méi trudong thir nghiém

4.1.1 Tap dir liéu thir nghié¢m
Tap dit liéu thir nghiém gbém 10 anh chuan kich thudc 512x512 [6] trong Hinh
4.1 va 20 anh duoc chup tir may anh k§y thuat sé va dugc convert thanh anh xam 8 bit

boi phin mém Adobe Photoshop CS2 véi nhiéu kich ¢& khac nhau Hinh 4.2.

Car and APCs.tiff elaine. Liff

- — Yr»>
lena.png tiffany.png Truck. tiff

Hinh 4.1 10 4nh chuén

06.jpg 07.jpg 03.jpa 09.jpg 10.jpg

15.jpg

%

=&

16.ijpg 17.ipg 13.jpg 19.jpg 20.ijpg

Hinh 4.2 20 chyp bang may anh k¥ thuat s6 véi nhiéu kich c&
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4.1.2 Do d¢ dinh gia PSNR

Chat lugng anh sau khi tin gidu duoc danh gia thong qua gia tri ciia ty sé PSNR
(Peak Signal to Noise Ratio) ty s tin hiéu dinh trén nhiéu.

N6 duoc dinh nghia thong qua binh phuong trung binh 16i MSE (mean squared

error) cho hai hinh anh I va K ¢6 kich thuéc mxn:

1 m-1 n-1 - o
MSE=—>> Ilaj -Kij~
mn i =o
PSNR duoc dinh nghia:
MAX 2 MAX
PSNR =10.lo L 1=20.log,,| ————
glo( MSE ] glo( /—MSEJ

Khi hai hinh 4nh giéng hét nhau, MSE s& bang 0 va PSNR di dén v6 han.

4.1.3 Mt s6 giao dién chwong trinh demo

a) Giao dién chinh cia chwong trinh (hinh 4.3)

Bao gdm cac chirc nang;

Giau tin

- Giéu chudi ki tyu: thuc hién gidu mot chudi thong diép do ngudi dung nhap vao.

- Gilu tép van ban: thuc hién giéu mot t€p van ban do nguoi dung chon.

- Gidu theo ty 1& anh: thyc hién gidu v&i chudi bit ngau nhién véi kich thudc duge
tinh toan theo ty 1€ % cua anh (ty 1€ do nguoi dung nhap).

Téch tin:

- Tach chudi ki tu: thue hién tach mét chudi thong diép tir anh di duoc gidu boi chire
nang gidu chudi ki ty.

- Téch tép van ban: thuc hién tich mot tép van ban tir anh di duoc gidu boi chirc
ning gidu tép vin ban.

PSNR:

- Tinh todn PSNR.
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J ChuongTrinhGiauTinThuanNghich
EENGM Tach bin - PSMR - Tac gia N

Giau chuoi ki tu
Giau kep van ban
Giau theo by le anh

DO AN TOT NGHIEP NGANH CNTT

NGHIEN CUU KY THUAT GIAU TIN THUAN NGHICH
TREN MIEN DU LIEU ANH CAP XAM

Sinh vien thuc hien: Do Lam Hoang - Lop CT1001
Giao vien huong dan: Ths. Ho Thi Huong Thom

Truong dai hoc dan lap Hai Phong

Hinh 4.3 Giao dién chinh chuong trinh

b) Giao dién chwong trinh BIP (Binarization Image Processor) hinh 4.4

%, 1.24 Binarization Image Processor

Project : _—I = | | = Open @ Save G
1§ j‘! Add Filefs) | b Add Directory | | Delete files (7]
Images to process

EDZ"\.DD An Hoang GianghEmbed DE qiao dien vdsairplane map,bp ’

| Restore input folder structure within output directan
Output file naming scheme : Output type

2 | ﬂ ->|<S|:uur|:e M arnes | |ibi92 ﬂ g

[~ Skip bitonal input images

Clutput directary :

|D:"-.D|:-.-'1‘-.n Hoang Giang |

3 :}{ Set Binarization Parameters |

4 :;.b Binarize all or m Binarize selected

5 =k | ©) Exi

Want specific development kit or cuzstom software modification’?

Hinh 4.4 Giao dién chuong trinh nén anh BIP (Binarization Image Processor) [7]
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Cac chtrc nang chinh:
- Add File (s): t&p anh dau vao qua trinh nén
- Output type: lya chon dinh dang anh két qua
- Output directory: Chon thu muc luu anh két qua
- Binarize all: thuc hién qua trinh xtr Iy anh
Céch chuyén d6i mét dinh dang anh bang phan mém BIP:
Budc 1: Click vao Add File (s) hodc Add Directory dé chon tép anh can xir 1y.
Phan mém s& xtr 1y tat ca nhirng tép c6 trong danh sach Images to process.
Budc 2: Click vao Output type dé chon kiéu (TIFF/PDF/JBIG2/BMP) cho 4nh
két qua.
Budc 3: Click vao Output directory dé chon dudng dan t&i thu muc luu anh két
qua.
Budc 4: Click vao nat Binarize all dé xir 1y tat ca anh c6 trong danh sach dau vao
hozc nit Binarize selected dé xir Iy nhitng anh duoc chon trong danh sach.
Céc dinh dang dau ra cia phan mém BIP:
- TIFF
- PDF
- JBIG2
- BMP (Windows bitmap) 1-bpp
- GIF
- PNG
Céc yéu cau tdi thiéu vé hé thong khi cai dat:
- 128 MB RAM
- ~10 MB 6 dia tréng
- Mode hién thi 1024x768
- Bo xu ly Celeron 800MHz
- Windows 98 (Windows XP/Vista)
Thong tin lién hé:
- Thoéng tin chung: info@xvel.com
- Dang ky: orders@xvel.com

- HOo tro khach hang: support@xvel.com
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¢)Giao dién qud trinh gidu tin bét ky

) Nhungthongtin

QUA TRINH NHUNG THONG TIN

Anh nhung : l
Ban do : airplane_map bmp

Thong diep : Chao cac ban

Anh ket qua : airplane_kg.bmp

Trang thai : San Sang

Hinh 4.5 Giao dién nhung thong diép

Moi ban chon tep anh @
Lock i | =9 Embed_DE giao dien w4 | = = Ef-
= [C2) 10 anh chuan
..-J L2110 anh chiuan nbung 30%G.
Recent I3 10 anhchuan nbung S0%

[C5)20 anh bat ky
"'l_' [c=320 anh bk nhung 90 %%
=320 anh kg nhungS0%:
Desktop ] o)

'E airplane.prig

M etwork, File name: |airplane.png j Open |
Places
Files of type: |F'NE[“.|:|ng] ﬂ Cancel
Hinh 4.6 Chon anh
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O nhap dit liéu:

- Anh nhung: click vao nit bén canh chon anh dé gidu thong tin.

- Ban d6: tén anh luu trit ban dd dinh vi, s& duoc nén lai chuong trinh nén JBIG2 roi
nhing vao anh.

- Thong diép: nhap vao thong diép can gidu.

- Anh két qua: luu trit anh két qua sau khi gidu tin.

Nut bam:

- Click vao nit kzzd dé chon anh.
- Giéu tin: thyc hién qu4 trinh gidu tin.
- Thoat: thoat khoi giao dién gidu thong tin.

' Hhapbandodinhvinen

NHAF BAN DO DINH VI NEN

Tiep tuc

Hinh 4.7 Nhap ban d6 dinh vi nén
Khi thyc hién gidu tin, ban d6 dinh vi s& dugc tao véi tén trong 6 dir liéu ban d6. Nén
ban d6 dinh vi trén boi phan mém nén BIP (Binarization Image Processor) véi dinh
dang tép két qua 1a jb2 (hinh 4.4). Sau d6 click vao nat chon anh (hinh 4.7) dé chon

ban dd dinh vi d4 nén. Sau d6 click vao nat tiép tuc thé tiép tuc thuc hién qua trinh

gidu tin. Két qua dat duoc thé hién qua (hinh 4.8)

|- [Figure 1 = B |-} [Figure 2
File Edit Wiew Insert Tools Desktop Window Help ~

DeEa&a haeams (¥ 0B ~

File Edit View Insert Tools Desktop Window Help ~

D& haadms|¥E (0 ~

Hinh 4.8 Anh trudc va sau khi gidu tin
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d) Giao dién qud trinh gidu tép vin bin:

J Nhungtep

QUA TRINH NHUNG TEP VAN BAN

Anh nhung : liffany png e ]
Bandodinhvi: (ifany_mapbmp |
Tentep nhung:  ftepnhung bd | .
Anh ket qua tiffany_kq.brmp |

T — T - - -~ - s
“ate. | : & - v

-2 RS = (=1& / |Figure 2 [= [B][X]

File Edit WView Insert Tools Desktop Window Help ~ File Edit WYiew Insert Tools Deskiop Window Help ~

D& haams (€ 0B "losma | b aadms || 08~

S P
J .;'ir;” = aie- -
,,( . ¢ ',i .. %
] : ‘ 3 ’
= N ~ ™
) ey A ey
P> |

Hinh 4.9 Giao dién qua trinh gidu tép van ban
O nhap dit liéu:
- Anh nhing: click vao nat bén canh chon anh dé gidu thong tin.
- Ban d6 dinh vi: tén anh luu trit ban do dinh vi, s& dwoc nén lai chuwong trinh nén
JBIG2 r6i nhiing vao anh.
- Tén t¢p nhung: click vao nut bén canh dé chon tép van ban can giéu.
- Anh két qua: luu trit anh két qua sau khi giau.
Nat bam:
- Gidu tin: thyc hién qua trinh gidu tin.
- Thodt: thoat khéi giao dién gidu thong tin.
Khi thuc hién gi?iu tin, ban dd dinh vi s& duoc tao vdi tén duoc nhap trong 6 dit li¢u
ban do. Nén ban d6 dinh vi trén béi phan mém BIP (hinh 4.4). Click vao nat chon anh
dé chon ban dd dinh vi da nén. Sau d6 click vao nat tiép tuc thé tiép tuc thuc hién qua

trinh gidu tin.
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e) Giao dién gidu tin theo ty 1¢ kich thuwéc dnh

7 J Nhungtyle E] 1

NHUNG THEO TY LE

Anh nhung : l; aboon.png ] [ ]
Ban do dinh vi : |bab00n_mapibmp \

Ty le nhung : ‘70 l Yo
Anh ket qua : ‘baboon_kq.bmp ’

igure 2 (= [B]3] ure 1.

File Edit View Insert Tools Desktop Window Help File Edit View Insert Tools Desktop Window Help -~

DFEE RRRAYS|EOBEJOFEE | |RANSE|DEBE "~

Hinh 4.10 Giao dién qua trinh gidu theo ty 1& anh

Giai thich tham s6 dau vao:
O nhap dit liéu:
- Anh nhiing: click vao nut bén canh chon anh dé gidu thong tin.
- Ban d6 dinh vi: tén anh luu trit ban db dinh vi, s& duoc nén lai chuong trinh nén
JBIG2 rdi nhiing véo anh.
- Ty 1€ nhing: nhap vao ty 1¢ (0-90 %).
- Anh két qua: luu trir anh két qua sau khi gidu tin.
Nt bam:
- Gi4u tin: thuc hién qua trinh gidu tin.
- Thoét: thoat khéi giao dién gidu thong tin.
Khi thuc hién giéu tin, ban d6 dinh vi s& dugc tao véi tén duoc nhap trong 6 dit li¢u
ban dd. Nén ban d6 dinh vi trén béi phan mém BIP (hinh 4.4). Click vao nat chon anh
dé chon ban dd dinh vi di nén. Sau dé click vao nut tiép tuc thé tiép tuc thuc hién qua
trinh gidu tin.
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4.2 Cac module cai dat

4.2.1 Chirc ning: Gidu théng tin vao trong dnh.

Céc tham s6 dau vao:

- digital_image: tén cta anh s& gidu tin 1én.

- location_map: tén ctia anh luu trit ban do dinh vi.

- watermark_iamge: tén cta anh két qua sau khi giau tin.
- message: ndi dung théng diép gidu vao anh.

- dk: thiét 1ap bang 1 khi gidu thong tin, gidu tép. Khac 1 khi gidu theo ty 1¢ anh.

4.2.2 Chikc néng: Tdch théng tin tir trong anh va khéi phuc lgi anh ban ddu.
Céc tham s6 dau vao:

- watermark_image: tén cua anh s¢ tach tin.

- map_compress: tén cua anh luu trir ban d6 dinh vi nén (*.jb2).

- result_image: tén anh két qua sau khi khoi phuc.

Tham s6 du ra:

- message: luu thong diép tach dugc tir anh dau vao.

4.2.3 Chikc nang:Trich xudt phan di li¢u ciia anh JBIG2.
Tham s6 dau vao:

- image jb2: tén cua anh jbig2 s& dugc trich phan dit liéu.
Tham s6 dau ra:

- data: Iuu trit phan dir liéu cta anh jbig2 dau vao.

4.2.4 Chirc nang: Khoi phuc anh JBIG2

Céc tham s6 dau vao:

- data: chira phﬁn dit liéu ctia anh JBIG2 can khéi phuc.
- file_name: tén cua anh JBIG2 sau khi khoi phuc.

4.2.5 Chirc nang: Doc mot tép van bdn
Tham sb dau vao:

- filename: tén t¢p van ban can doc.
Tham s6 dau ra:

- text: ndi dung cua tép vian ban dau vao.
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4.2.6 Chirc nang: Ghi mt tép van ban
Tham s6 dau vao:
- text: ndi dung can ghi vao t&p vin ban.

- filename: tén tép van ban can ghi vao.

4.2.7 Chirc ning: Doi mét chudi ki tw ra mt chubi nhj phin
Tham s6 dau vao:

- String: chudi ki tu can doi.

Tham s6 dau ra:

-Bit: chudi bit két qua.

4.2.8 Chirc ning: Péi mot chudi nhi phin ra mét chudi ki tw
Tham sb dau vao:

-Bit: chudi bit can doi.

Tham s6 dau ra:

- String: chudi ki tu két qua.

4.3 Thue nghiém va danh gia

4.3.1 Gidu trén 10 dnh chudn (hinh 4.1)

B 30%.txt - Motepad
File Edit Formak Yiew Help

Just friends?

I love wyou more every day,

My name I long for wou to say.
Do wou know just how I feel?

Do wou know this love is real?

sometimes I wonder what wou think.

when wou hear my name, do your cheeks turn
o wou dream about me every night?

wish to hug me and hold me tight?

{

Hinh 4.11 Tép thong diép(ndi dung 40.320 bit)
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B 50%.txt - Motepad
File Edit Format ‘Wiew Help

so even 1F I'm just a friend,
I'T1 alwaws lowve wou until the end.

Just fTriends?

I love wou more every day,

My name I Tong for wyou to say.

Do wou know just how I feel?

Do wou know this Tove is real?
sometimes I wonder what wou think.

£

Hinh 4.12 Tép thong diép (ndi dung 67.264 bit)

Str dung k¥ thuat Difference Expandable nhung 2 file text trén vao tap co s¢ dix
liéu anh hinh 4.1 ta duwgc bang PSNR 4.1:

Bang 4.1 Két qua thuc nghiém trén 10 anh chuan

Lwong gidu PSNR
Anh gidu 40.320 bit(30%) 67.264 bit(50%)

Lena 41.6224 37.5255
Baboon 29.1354 28.3151
Tifany 37.8825 36.3264
Beer 45.7153 41.5941
Airplan 41.9967 36.4263
Peppers 37.8034 35.0179
Car and APCs 40.6679 38.822
Elaine 39.1969 36.3985
Tank 38.5957 36.5056
Truck 41.1357 39.2808
Trung binh 39.3751 36.6212

28




Tdp anh két qua:

o

baboon_kg_50.bmp

baboon_kq_30.bmp

airplane.pnq airplane_ka_30.bmp  airplane_kg_50.bmp baboon,png

beer png beer_kq_30.bmp beer_kq_50.bmp Car and APCs tiff Car and Car and
APCs_ka_30,bmp APCs_ka_50.bmp

lena.png lena_ka_30.bmp lena_ka_50.bmp

peppers_kq_50.bmp Tank,tff Tank_kq_30.bmp Tank_kq_50.bmp

'A
Ac R
/ ¥
’4 \
)
. Y

Hinh 4.13 Tap anh trudc va sau khi gidu 30% va 50% kich thudc anh
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4.3.2 Gidu trén 20 dnh bit ky

01.jpg 02.jpa 03.jpa 04.jpa

Dimensions: 1
Type: JPEG Ir
Size: 121 KB

05.jpg 06.jpg 07.jpg 08.jpg

03.jpg 10.jpg

15.jpa 16.jpa

17.jpg 18.jpg 19.jpg 20.jpg

Hinh 4.14 Tap anh thir nghiém gdm 20 anh bat ky voi kich ¢ khac nhau
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Bang 4.2 Bang két qua thyc nghiém trén 20 anh

Lwong gidu PSNR
Anh gidu 50% 90%

01.jpg 49.0099 41.4351
02.jpg 37.4153 35.6182
03.jpg 41.384 39.8677
04.jpg 50.4966 48.6418
05.jpg 42.7052 39.9617
06.jpg 29.0004 28.0265
07.jpg 35.1926 34.5406
08.jpg 40.2189 38.5396
09.jpg 34.001 33.1274
10.jpg 27.505 27.4891
11.jpg 34.5084 30.8999
12.png 31.9743 30.8325
13.jpg 40.2785 37.7396
14.jpg 36.5757 31.6814
15.jpg 34.1363 32.7741
16.jpg 32.1671 31.3052
17.jpg 32.794 29.349
18.jpg 33.3168 31.5951
19.jpg 44.7953 42.1914
20.jpg 40.0799 38.5042

Trung binh 37.37776 35.20601

Nhan xét:

K¥ thuat gidu duoc lugng thong tin 16n, qué trinh xir Iy nhanh, chat lwong hinh anh sau
khi gidu tin 13 t5t (PSNR>35).
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KET LUAN

Khoa luan da thuc hién nhiém vu:

1. Trinh bay tong quan k¥ thuat giau tin

2. Nghién ctru ciu trac anh bitmap

3. Nghién ctru mét sb k¥ thuat gidu tin thuan nghich
Day 1a mot kién thirc rat hitu ich va can thiét dé c6 thé khai thac ngay mot hiéu qua cac
thanh tuu cua tin hoc. Po cling 1a mot 1y do dé em chon dé tai nay lam d6 an t6t
nghiép, mong mudn gidi thidu va phd bién nhitng kién thirc rat co ban dén nguoi doc.

Viéc két hop gidu thong tin va cong nghé thong tin 14 mot van dé moéi dang
dugc nghién ctru va phat trién dé phuc vu nhiéu linh vuc khac nhau. Trén thé gidi
nguoi ta da nghién ctru nhiéu vé van dé nay.

K¥ thuat gidu thong tin trong anh noi chung va gidu thong tin trong anh xam néi
riéng 12 mot hudng nghién ciru chinh cua ky thuat gidu thong tin hién nay va da dat
nhiéu két qua kha quan.

Trong dé tai nay em d3 trinh bay mot s6 khai niém lién quan dén viéc che gidu
thong tin n6i chung va cu thé 1a thuat todn gidu thong tin trong anh xam noi riéng.

Do con nhiéu han ché vé thoi gian nghién ciru nén dé tai nay khong tranh khoi
nhing thiéu sot, vi vy em rat mong nhan dugc su dong gop ¥ kién cua cac thdy co va
céc ban dé d6 an dugc hoan thién.

Em xin chan thanh cam on!
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