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LOI NOI PAU
Ngay nay, cong nghé thong tin dang phét trién manh mé, Internet da tro thanh
mot phan khong thé thiéu trong cude séng hang ngay thi cac hoat dong trao ddi
thdng tin, mua ban,...trén mang Internet dién ra thudng xuyén va ngay phd bién
hon. Chinh vi vy ma viéc bao mat, dam bao an toan thong tin dang 13 nhu cau cap
thiét. Trudc cac nhu cau cap thiét do, Iy thuyét vé mat ma thong tin da ra doi nham
dam bao tinh an toan dir lidu tai noi lru trit cling nhu khi dit liéu dang duoc truyén
trén mang.
Kho4 luan nay gém c6 4 chuong véi cac ndi dung:
Chuong 1. CAC KHAI NIEM CO BAN
Chuong 2. PHUONG PHAP CHUNG MINH KHONG TIET LO THONG TIN
Chuong 3. UNG DUNG CHUNG MINH KHONG TIET LO THONG TIN
Chuong 4. THU NGHIEM CHUGONG TRINH
“Chtrng minh khong tiét 1o thong tin”, 1a phuong phap chimg minh khong co
nghia la “khong dé 16 thong tin” ma la “dé 1o thong tin & muc it nhat” vé su vat, su
viéc can chtirng minh. V61 viéc “khong dé 16” ngudi xac minh s€ khong cé nhiéu
hiéu biét vé su vat su viéc, ho chi thu duoc chut it thong tin (coi nhu la khong) vé
ddc diém tinh chat cta né.
Nganh mat ma hoc ludn phét trién khong ngimng, trong pham vi khoa luan
nay, chung toi chi trinh bay mot van dé nho 1a phuong phap “chirng minh khong tiét

16 théng tin” dong thoi tim hiéu mot sé tng dung thuc té cua co so 1y thuyét nay.



Chwong 1. CAC KHAI NIEM CO BAN
1.1. MOT SO KHAI NIEM TOAN HQC
1.1.1. Cac khai niém trong s6 hoc
1.1.1.1. Uéc chung I6n nhit
1/. Uérec sb
Khai niém:

Cho hai s6 nguyén a, b € Z, b # 0. Néu c6 mot sd nguyén q sao cho a = b*q,
thi ta n6i ring a chia hét cho b, ki hiéu bla. Ta ndi b 12 u6c cua a, va a 1a boi cia b.
Vidu:

Choa=6,b=2,tacd6=2%3 ky hiéu 2|6. O diy 2 1a udc ciia 6 va 6 1a boi cua 2.
Tinh chat:
Choa,b,ce Z

+ ala.

+alb, bjc = ac.

+alb,alc = al(bx +cy) VX, y e Z

+alb,bla = a=+h.

2/. Uéc chung 16m nhat
Khdi niém wée chung 1ém nhdt:

S6 nguyén d duoc goi 1a udc chung cia cac sb nguyén aj, ay,..., a,, néu nod 1a
wdc cla tat ca cac sd do.

Mot udc chung d > 0 ctia cac s6 nguyén ay, a,,..., a,, trong d6 moi udc chung
clia ay, a,..., a, déu 1a wéc cua d, thi d duoc goi 1a udc chung 16n nhat (UCLN) cua
ay, ay,..., ap. Ky hiéu d = ged(ay,a,,. .., a,) hay d = UCLN(ay, ay,..., ay).

Khdi niém nguyén té cing nhau:

Néu gcd(ag,ay,..., ay) = 1, thi cac $6 aj, ay,..., a, dugc goi la nguyén to cung nhau.
Vidu:

Choa=12, b =15, gcd(12, 15) = 3.

Hai s6 8 va 13 1a nguyén t6 cung nhau vi ged(8, 13) = 1.



Tinh chat:
+d = gcd(ay, ay,..., a,) khi va chi khi ton tai cac sb x4, Xa,..., X, Sa0 cho:
d = a;XgtasXot... FaXy .
bac biét: ay, ay,..., a, nguyén tb cung nhau < tdn tai cac $6 X1, Xo,..., Xp
sao cho: 1 = a;X; + aXy + ... + aXp.
+d =gcd(ay, ay...., a,) < ged(al/d, a/d,..., a/d) = 1.
+ gcd(m.a, m.a,,..., m.a,) = m * gcd(ay, a,,..., a,) (véi m = 0).
+ Néu b >0, a=b.q +r thi gcd(a, b) = ged(b, r).
3/. Thuit toian Euclide tim wéc chung 16n nhat
Bai toan:
* Dir liéu vao: Cho hai sb nguyén khong 4m a, b, a > b.
* Két qua: ged(a, b).
Thudt todn: (Mo phong bang ngdn ngir Pascal).

ReadlIn(a, b);
While b>0 do
Begin
r :=amod b;
a:=b;
b:=r
end;
Writeln(a);
Vidu:

a=30; b =18; gcd(30, 18) = gcd(18,12) = gcd(12, 6) = gcd(6, 0) =6
Bang 1: Mé ta cac buoc tinh: gcd(30, 18)

a b r a=b.q+r

30 18 12 30=18*1+12
18 12 6 18=12*1+6
12 6 0 12=6*2+0




1.1.1.2. 86 nguyén té
Khai niem:
S6 nguyén t6 1a sé ty nhién 16n hon 1 va chi ¢ hai uéc 1 1 va chinh né.
Vi du:
Cac s6 2,3, 5,7, 11, 13, 17, 19, 23, 29, 31, 37 1a s6 nguyén t6. S6 2 1a sb
nguyén t6 chin duy nhat.
Tinh chat:
+ Néu p 13 s6 nguyén té va pla.b thi ta c6 alp hodc blp hodc ca a va b chia hét cho p.
+ C6 v6 s6 s6 nguyén th.
1.1.1.3. Ham ¢ Euler
Dinh nghia:
Chon>1, dit ¢(n) la sd cac sd nguyén trong khoang [1, n] va nguyén t6 cliing
nhau v6i n. Ham ¢ nhu thé duoc goi 1a ham phi-Euler.
Tinh chat:
+ Néu n 14 s6 nguyén t6 thi ¢(n) = n-1.
+ Néu ged(n, m) = 1, thi ¢(n.m) = 4(n). 4 (m).

+ Néu n=p2.p%...p%, 14 thira s6 nguyén t6 ctia n thi:
1 1 1
p(n)=nl-—)1-—)..0—-—).
P P, P«

1.1.1.4. Pong dw thirc
1/. Pinh nghia:

Néu a va b 1a céc sb nguyén, a duoc goi 1a dong du véi b theo modulo n,
dugc viét a=b (mod n) néu n chia hét (a - b). S6 nguyén n dugc goi 1a modulus cia
dong du.

2/.Vi du:
24 =9 (mod 5) vi 24 — 9 = 3*5,
~11=17 (mod 7) vi —11 — 17 = —4*7.



3/. Mgt s6 tinh chit ciia dong du thirc:
Cho a, a;, b, by, ¢ € Z. Ta ¢6 cac tinh chét sau:
+a=b (mod n), néu va chi néu a va b c6 cung s6 du khi chia cho n. (1)
+a=a (mod n) (tinh phdn xa). (2)
+ Néu a=b (mod n) thi b= a (mod n) (tinh doi xiing). (3)
+Néua=b (modn) vab=c (mod n) thi a = c (mod n) (tink bdc cau).(4)
+ Néu a = a; (mod n) va b = b; (mod n) thi
a+b=a;+b;(modn) (5)
va a.b = a;b; (mod n).

L6p tuong duong ciia mot s nguyén a 1a tap hop cac sd nguyén dong du voi a
theo modulo n. Theo céc tinh chat (2), (3), (4) ta thay: cho n ¢6 dinh dong du véi n
trong khong gian Z vao cac 16p tuong dwong (phan hoach). Néu a=qgn+r,
trong d6 0<r<n thi a=r(modn). Vi viy, mdi s6 nguyén a 1a dong du theo modulo
n véi duy nhat mot sb nguyén trong tap hop Z, = {0, 1, 2,..., n-1} va dugc goi la
thang du nho nhéit theo modulo n. Ciing vi vdy, a va r cung thudc mot 16p
tuong duong. Do d6, r ¢6 thé don gian duogc str dung dé thé hién 16p twong duong.
1.1.2. Cac khai niém trong dai s6
1.1.2.1. Khéng gian Z,

1/. Pinh nghia:

Cac sb nguyén theo modulo n, dugc ky hiéu 1a Z,, 1a tap (16p tuwong duong
cta) cac s6 nguyén {0, 1, 2,..., n-1}. Tap Z,c6 thé duoc coi 1a tap hop tit ca cac 16p
tuong duong theo modulo n. Trén tap Z, xac dinh cac phép cong, trir, nhan theo
modulo n.

2/. Vi du:
Zys= {0, 1, 2, ..., 24}. Trong Zys: 13 + 16 = 4, vi 13 + 16 = 29 = 4 (mod 25).
Tuong tu: 13*16 = 8 trong Z;s.



3/. Cac phép toan trong khdng gian modulo:
Cho n 13 cac s6 nguyén duong. Nhu trudc, cac phan tir trong Z, duoc thé hién
boi cac s6 nguyén {0, 1, 2,..., n-1}. Nhan xét rang: néu a, b e Z, thi:

(a+b)modn :{ a+b nél]A?+b< n
a+b—nnéda+b>n

Vi vay, phép cong modulo (va phép trir modulo) c6 thé dugc thyc hién ma
khong can thyc hién cac phép chia dai. Phép nhan modulo cua a va b duoc thyc
hién bang phép nhdn thong thudng a véi b nhu cac s nguyén binh thudng, sau dé
ldy phan du cta két qua sau khi chia cho n. Phép tinh nghich déo trong Z, c6 thé
duoc thuc hién nho sir dung thuat todn Euclidean mo rong.
4/. Pinh 1y phan dw China CRT

Gia sir cac sé nguyén n,,n,,...,n, 1a cac sé nguyén té ciing nhau ting cip mot
thi hé phuong trinh dong du:

x =a,(modn,)

X, =a,(modn N z .
2= 2 c6 nghiém duy nhat theo modulo n. Véi n=n.n,....n, .

X, =a,(modn,)
5/. Thuat toan Gausse
Nghiém duy nhit cé trong hé phuong trinh dong du trong dinh 1y phan du

China duge cho béi biéu thirc:

k
x=>a,N;M; modn

=
Trong do, N;=n/n;; M; = M, =N modn; (c6 M; vi N; va n; nguyén t6 v6i nhau).
* Vi du:
Cip phuong trinh dong du x=3 (mod7) va x=7 (mod13) c6 mot nghiém duy nhat
X =59 (mod9l).
* Tinh chit:

Néu ged(ny, ny) = 1 thi cdp dong du x=a (modn,) vd x=a (modn,) c6 nghiém

duy nhat x=a (modnn,).



6/. Phan tir nghich dao trong Z,
* Dinh nghia:
Choae Z ,néutdntai b e Z saocho ab = 1 (mod n), ta ndi b 1a phan tir
nghich d4o cta a trong Z, va ky hiéu a™.
Mot phan tir ¢6 phan tir nghich déo, goi 1 kha nghich.
* Tinh chit:
-1
+Choa, b e Z,, a/b (mod n) =a.b (mod n) dugc xac dinh khi va chi khi b 1a kha
nghich theo modulo n.

+a e Z,, alakha nghich khi va chi khi ged(a, n) = 1.
Chtng minh:
Néuaa™ = 1(modn) thiaa® =1+ kn < aa'-kn =1 — (an) = 1.
Néu(a,n)=1,tac6aa’ =1+ kn > aa’ + kn,dodd aa™ = 1 (modn).

Vi du: Céc phan tir kha nghich trong Zg1a 1, 2, 4,5, 7, va 8.

-1
4 =7vi4*7=1(mod9); 2 =5vi2*5=1 (mod 9);
81=8vi8*8=1(mod9); 1" =1vi1*1=1 (mod 9).

+ Cho d = gcd(a, n). Khi d6 phuong trinh dong du c6 dang a.x =b (mod n) s& c6
nghiém X khi va chi khi d chia hét cho b.

* Tim phén tiv nghich dio bang Thudt todn Euclid mé réng.
Bai toan:
+Ditliguvao: a e Z ,n

+ Két qua: Phan tir nghich dao ciia a



Thuat toan:
Procedure Invert(a, n);
Begin
Jo:=N; 01:=4; Up:=1; u;:=0; v(:=0; v;:=1;
i:=1;
while g; # 0do
begin
Y = 0i1 iV gi; it i= vt - V.05
Uir1 := Ujr1 - Y.Ui; Vi1 1= Vie - Y.V,
I =i+1;
end;
U= Vi
ift>0then a* :=telse a* :=t + n;
End;
Vi du: Tim phén tir nghich dao cta 3 trong Z-
Ttc 14 phai giai phuong trinh 3x = 1 (mod 7), x s& 1 phan tir nghich ddo cua 3.

| i Ui Vi y
1 7 1 0

1 3 0 1 2
2 1 1 -2 3
3 0

Vit=v,=-2<0doddx=x=a':=t+n=-2+7 =5.
Vay 5 1a phan tir nghich déo cua 3 trong Z-.
Chay:

S6 mii modulo cé thé dugc tinh mot cach hidu qua bang thuat toan binh
phuong va nhén lién tiép, né dugc sir dung chu yéu trong nhiéu giao thirc ma hoa.
Mot phién ban ciia thuat todn nay nhu sau: Gia sir biéu dién nhi phan cua k 1a:

lekiZ‘ wi k €{0,1}
i=0



7/. Thuit toan binh phwong lién tiép @é tinh s6 mii modulo trong Z,

Bai toan :

+ Dir lidu vao: a € Z, va s6 nguyén duong 0 < k < n trong d6 k c6 bicu dién

nhi phan la:

k=3 k2
+ Két qua: a“ mod n
Thuat toan:
Readln(a, n);
Begin
b:=1;
if k = 0 then writeln(b);
A:=g;
if ko= 1 then b:=a;
fori=1ton
begin
A:=A*A mod n;

if k;= 0 then b:= A*b mod n;

end:
writeln(b);
End;

Vi dy: (Tinh s6 mii modulo)

Bdng 2: M td cdc buéc tinh : 5°°° mod 1234 = 1013

I 0 1 2 3 4 5 6 7 8 9
Ki 0 0 1 0 1 0 1 0 0 1
A 5 25 | 625 | 681 | 1011 | 369 | 421 | 779 | 947 | 925
B 1 1 625 | 625 | 67 67 | 1059 | 1059 | 1059 | 1013




D3 phurc tap theo bit ctia cac phép toan co ban trong Z,, dugc trinh bay trong

bang sau:

Bdng 3: D phurc tap theo bit cua cac phép todan co ban trong Z

Phép toan Do phure tap vé bit
Cong modulo (a+ b) modn O(lg n)
Trir modulo (a-b) modn O(lg n)
Nhan modulo (a b) mod n O((Ig n)®
Nghich dao theo modulo a™* mod n O((Ig n)?
S6 mii modulo a*mod n, k<n O((lg n)*)

1.1.2.2. Nhém nhan z,”
1/. Pinh nghia:
Nhém nhéan (phép nhan) cua tap Z, ki hiéu la Z' = {a € Z,| gcd(a, n) = 1}.
Dic biét, néu n 1a mot sé nguyén to thi Z'={a|1<a<n-1}.
2/. Pinh nghia cip cia Z,"
Cép clia Z dugc dinh nghia 1a s6 phan tir trong Z', (| Z}|). Theo dinh nghia
ham phi-Euler tacé |Z] | = ¢(n).
3/. Tinh chat:
Cho n > 2 1a s6 nguyén:
+ (Pinh Iy Euler) Néu a € Z' thi a’™ =1 (mod n).
+ Néu n 1a tich ctua cic s nguyén t6 phan biét va néu r=s(modg(n))thi
a" =a°(mod n) véi moi sd nguyén a. Néi cach khac, 1am viée véi cac sb theo
modulo nguyén t6 p thi sé mii c6 thé giam theo modulo ¢ (n).
Cho p 12 sé nguyén té:

, -1
+ (Dinh ly Fermat) Néu ged(a, p) = 1 thi ap =1 (mod p).

10



+ Néu r=s(mod p—1)thi a"=a’(mod p)v4i moi sé nguyén a. Noi cach khac,
lam viéc v6i cac s6 theo modulo nguyén té p thi sé mil co thé giam theo
modulo p-1.

+ a” =a(mod p) v6i moi s6 nguyén a.

1.1.2.3. Phén tii sinh
1/. Pinh nghia:
Cho a e Z), néu cap cta o 12 ¢ (n), khi d6 o dugc goi 1a phan tir sinh hay phan

*

tr nguyén thuy ctia Z', va néu Z c6 mot phan tir sinh, thi Z' dugc goi la
nhom cyclic. (cha y néu n 12 sé nguyén té thi ¢(n) = n-1).
2/. Tinh chat:
+ Néu a 1a phan tir sinh ctia Z, thi Z, = {ai modn|0<i<g(n) —1}
+ Gia sir a mot 12 phan tir sinh ciia Z” . Khi d6, b = o' mod n ciing 13 mot phan tir
sinh ctia Z© khi va chi khi ged(i, ¢(n)) = 1. Va sau d6 néu Z’, 1a nhém cyclic
thi s6 phan tir sinh s& 13 ¢ (¢ (n)).
+ a e Z la phan tir sinh cia Z khi va chi khi ¢*™'?/= I (mod n) v&i mdi s6
chia nguyén t6 cua ¢ (n).
+ Z' ¢6 phan ti sinh khi va chi khin =2, 4, p* hay 2pk khi p 13 s6 nguyén t6 1¢

va k> 1. Con néu p 13 sé nguyén td thi chic chin c6 phan tir sinh.
1.1.2.4. Thang dw
1/. Pinh nghia:

Cho a € Z,, a dugc goi la thing du bac hai theo modulo n hodc binh phuong
theo modulo n, néu tn tai mot x e Z, sao cho x* = a (mod n), va néu khong ton tai
x nhu vay thi a dugc goi 1a bét thing du bac hai theo modulo n. Tép cac thing du
bac hai ky hiéu 1a Q, va tap cac bat thing du bac hai ky hiéu 1a Q, .

Chii ¥ vi dinh nghia O¢ Z' nén 0¢ Q, va0 ¢Q,.
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2/. Tinh chit:

Cho n 1a tich cia 2 s nguyén t6 p va q. Khi d6, a ¢ Z| 1a mot thang du bac 2

theo modulo n khi va chi khiag Q, vaa ¢ Q,. Ta co:

Q.=|Q,|#|Q,| = (p-D(a-1)/4 va |Q,|=3(p-1)(a-1)/4.

3/. Vidu: Cho n=21.Khido: Q, ={14,16}va Q, ={2,58,10,11,13,17,19,20}

1.1.3. Khai miém d¢ phirc tap cia thuat toan
1.1.3.1. Khai niém thudt todan
“Thudt todn” duoc hiéu don gian 1 cach thic dé giai mot bai toan. Ciing co
thé duoc hiéu bang hai quan niém: Truc giac hay hinh thirc nhu sau:
Quan niém truc giac vé “Thudt todn”:

Mot cach truc giac, thuat toan dugc hiéu 1a mot day hitu han cac quy tac (chi
thi, ménh 1énh) mo6 td mgt qué trinh tinh toan, dé tir dit liéu d3 cho (Input) ta nhan
dugc két qua (Output) ciia bai toan.

Quan niém toan hoc vé “thudt todn”:

Mot cach hinh thirc, nguoi ta quan niém thuét toan la mot may Turing.
Phan logi: Thuat toan dugc chia thanh hai loai: Pon dinh va khong don dinh.

Thuat toan don dinh (Deterministic): La thudt toAn ma két qua ctia moi phép
toan déu dugc xac dinh duy nhat.

Thuéat todn khong don dinh (NonDeterministic): La thuat toan co it nhét mot
phép toan ma két qua cuia n6 1a khong duy nhat.
1.1.3.2. Khai niém d¢ phuec tap cua thudt todn
Chi phi cua thudt toan: (tinh theo mét b dir li€u vao)

Chi phi phai trd cho mot qua trinh tinh toan gém chi phi vé thoi gian va bo
nhé. Chi phi thoi gian cia mot qua trinh tinh toan 13 thoi gian can thiét dé thuc hién
mot qué trinh tinh toan. Vi thuat toan tya Algol: Chi phi thoi gian 1a s6 cac phép
tinh co ban thuc hién trong qua trinh tinh toan.

Chi phi bd nhd cua mot qué trinh tinh toan 1a s6 6 nhd can thiét dé thuc hién

mot quy trinh tinh toan.
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Goi A la moét thuat toan, e 1a dir liéu vao cua bai toan da dugc ma hoa. Thuat
todn A tinh trén dir 1i¢u vao e phai tra mot gia tri nhét dinh. Ta ki hiéu:
Ta(e) 1a gid thoi gian va Ix(e) 1a gia bo nho.
Dé phike tap vé bé nhd: (trong trudng hop xau nhat)
La(n) = max {la(e), vdi |e| < n}, n 13 “kich thuéc” dau vao cua thuat toan.
Dé phike tap thoi gian: (trong trudng hop x4u nhat)
Ta(n) = max {ta(e), voi |e| < n}.
Do phuee tap tiém can:
D9 phtic tap PT(n) dugc goi la tiém cén td1 ham f(n), ky hiéu O(f(n)) néu 3
céc s6 ng, ¢ MaPT(n) < c.f(n), vn > n,.
Do phuee tap da thirc:
Do phire tap PT(n) duoc goi da thirc , néu cé tiém can téi da thirc p(n).
Thuat toan da thirc:
Thuat toan duoc goi 1a da thirc, néu do phirc tap vé thoi gian (trong truong
hop xau nhat) ciia n6 1a da thiec.
Noi cach khéc:
+ Thuat toan thoi gian da thie 1a thuat toan c6 do phie tap thoi gian O(n'),
trong d6 t 1 hang s6.
+ Thut toan thoi gian ham mil 13 thuat toan c6 do phirc tap thoi gian O(t"™),
trong d6 t 1a hing s6 va f(n) 1a da thtrc cta n.
* Thot gian chay cua cac 16p thuat todn khac nhau:

Do phitc tap SO phép tinh (n=10°  Thoi gian (10° ptinh/s)

0() 1 1 micro giay

O(n) 10° 1 giay

o(n%) 10" 11,6 gidy

o(n%) 10 32000 nim

0(2" 1001030 10%°9% 48 cua vii tru

Chu y: C6 nguoi cho rang ngdy nay may tinh véi toc do rat 1on, khong can
quan tam nhiéu t&i thudt toan nhanh, chiing t6i xin dan mét vi du di duoc

kiém chung.
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1.1.3.3. Ldp bai toan P, NP va NP — complete
1/. Cac khai niém
* Khdi niém “Dén vé dwoc”

Bai toan B duogc goi la “dan vé duoc” bai toan A mdt cach da thire, ky hi¢u:
B o A, néu c6 thuat toan don dinh da thirc dé giai bai toan A, thi ciing c6 thuat toan
don dinh da thirc dé giai bai toan B.

Nghia la: Bai toan A “kho6 hon” bai toan B, hay B “dé hon” A, B duoc dién
dat bang ngdn ngit cua bai toan A, hay co thé hiéu B 14 trudng hop riéng ctia A. Viy
néu giai dugc bai toan A thi ciing s& giai duoc bai toan B. Quan hé « c6 tinh chat
bic ciu: Néu CooB va Boo A thi Cwo A.

* Khai niém “Kho twong dwong”

Bai toan A goi 14 “kh6 twong duong” bai toan B, ky hiéu A 0 B, néu: Ax B
va Bo A
2/. Cac l6p bai toan
Lop bai toan P, NP:

Ky hiéu:

P 1a 16p bai toan gidi dugc béng thuat toan don dinh, da thirc (Polynomial).

NP 1a 16p bai toan giai dugc bang thuat toan khong don dinh, da thirc.
Theo dinh nghiataco P — NP.

Hién nay nguoi ta chua biét dugc P = NP
Lép bai toan NP — Hard

Bai toan A duogc goi 1a NP — Hard (NP - khé) néu VL € NP déula Lo A.
L6p bai toan NP — Hard bao gém tat ca nhiing bai toan NP — Hard. Bai toan
NP — Hard c6 thé nam trong hodc ngoai 16p NP.
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Lép bai toan NP — Complete
* Bai todn NP — Complete

Bai toan A dugc goi 1a NP - Complete (NP day du) néu A 1a NP - Hard va
A e NP. Bai toan NP - Complete Ia bai toan NP - Hard nim trong 16p NP.
L6p bai toan NP - Complete bao gém tit ca nhitng bai toan NP - Complete.
L6p NP - Complete 1a c¢6 thue, vi Cook va Karp di chi ra bai toan dau tién thudc
16p nay, doé 1a bai toan “thdéa dugc”: SATISFYABILITY.
* Chitng minh bai toan la NP — Hard
Cach 1: Theo dinh nghia
Bai toan A duogc goi 1a NP - hard (NP - khé) néu VL e NP déula Lo A,
Chumng minh theo dinh nghia gap nhiéu khé khin vi phai chimg minh:
Moi bai toan trong NP déu “dé hon” A.

Theo cach 1, nim 1971 Cook va Karp di chi ra bai toan dau tién thudc 16p
NP — hard, d6 1a bai toan “thoéa dugc ” SATISFYABILITY.
Cach 2

Dé ching minh bai toan A 1a NP — hard, trong thyc té nguoi ta thuong dua vao
bai toan B nao d6 da dugc biét 1a NP — hard va ching minh rang B oo A

Theo tinh chit bic cau cua quan h¢ “dan vé duoc”, A thoa méan dinh nghia

NP - hard. Theo cach hiéu tryc quan: B da “kho” thi A cang “kho”.

15



1.2. VAN PE MA HOA

Ma hoa da dugc st dung tir thoi xa xua trong cac hoat dong ngoai giao, chinh
tri va quan sy nhung chi sau khi bai bdo “Ly thuyét truyén tin trong cac hé thong
bao mat” cua Claude Shannon ra doi thi mdi thuc su tré thanh mot mon khoa hoc.
Trudce dé cac van dé vé ma hoa, mat ma gﬁn nhu 1a mét mon “nghé thuat”.

M3 hoéa 13 phan rat quan trong trong van dé bao mat. Nhiém vu chinh ctia ma

hoa la 1am cho tai liéu an toan hon, n6 con c¢6 mét lgi ich quan trong la: thay vi
truyén di tai liéu thd (khong dugc ma hoa) trén mdt duong truyén dac biét, duoc
canh phong can mat khong cho nguoi nao cé thé truy nhap vao lay dir liéu, nguoi ta
c6 thé truyén mot tai liéu di dugc ma hoa trén bat cir duong truyén nao ma khong lo
dir liéu bi danh cap, vi néu dit liéu c6 bi danh cip, ké gian ciing khong hiéu duoc.
1.2.1. Mot s6 khai niém
- Thuét todn ma hoa/gia ma: 1a thuat toan dung dé chuyén thong tin thanh dit liu
ma hda hodc nguoc lai.
- Khoa: 1a thong tin ma thudt toan mé/giai mi st dung dé ma/giai ma thong tin.
Mbi khi mot thong tin duge ma héa thi chi cé nhitng ngudi co khéa thich hop méi
c6 thé giai ma. Néu khong thi ding cting mot thuat toan giai ma nhung ciing khong
thé phuc hoi lai thong tin ban dau. Pay l1a dic diém quan trong cia khoéa:
ma hoa chi phu thudc vao khoa ma khong phu thudc vao thuat toan ma/giai ma.

Véi hinh thirc kha pho bién hién nay 1a truyén tin qua thu dién tir va khong s
dung cac coéng cu mi hoa, biao mat ciing nhu chir ky dién tir thi cac tinh hudng sau
c6 thé xdy ra:

- Khong chi ¢6 ngudi nhan ma ngudi khac c6 thé doc duoc thong tin.

- Théng tin ma ta nhan duoc c6 thé khong phai cua nguoi gui dung dan.

- Bi nghe trom: thong tin dugc truyén di trén duong truyén co thé bi ai dé
“xam nhap” vao l4y ra tuy nhién van dén duoc ngudi nhan ma khong bi thay doi.

- Bi lay cap: Thong tin bi lay ra hoan toan khong dén dugc ngudi nhan.

- Bi thay doi: Thong tin bi chdn lai & mdt noi nao dé trén duong truyén va bi
thay d6i. Sau d6 thong tin da bi thay ddi nay duoc truyén téi cho ngudi nhin nhu

khong c6 chuyén gi xay ra.
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Dé giai quyét cac van dé nay, thong tin trude khi truyén di s& duoc mi hoa va
khi t&1 nguoi nhan, n6 s€ dugce giai ma trd lai.

Pé dam bao rang chi ngudi can nhéan c6 thé doc duge thong tin ma ta giri khi
biét rang trén dudng di, ndi dung théng tin c6 thé bi theo dbi va doc trom, ngudi ta
sit dung cac thuat toan dic biét dé ma hoa thong tin. Trong truong hop nay,
trude khi thong tin dugce giri di, ching s& duge ma hoa lai va két qua 1 ta nhan
dugc mot nd1 dung thong tin “khong co ¥ nghia”. Khi thong di¢p bi theo doi hodc bi
bét giit trén duong di, dé hiéu duoc thong tin cia thong diép, ké tin cong phai 1am
mot viée 12 giai ma n6. Thuat toan ma hoa cang tot thi chi phi giai ma ddi vai ké tan
cong cang cao. Khi chi phi giai ma 16n hon gia tri thong tin thi coi nhu van dé bao
mat da thanh cong.

Céc thuit toan ma hoa thong tin kha da dang nhung c6 thé chia ra lam hai
loai ma hoa chinh: ma héa khoa doi xtng, va ma hoa khoa bat d6i xing.
1.2.2. M4 hoa khoa déi xirng

M4 hoa khda ddi ximg 1a hé ma héa ma biét duoc khoa l1ap ma thi c6 thé “dé”

tinh dugc khoa giai ma va nguoc lai.
1). Uu diém
Hé mi héa khoa dbi xting ma hoa va giai ma nhanh hon hé ma hoa khoa bat

d6i xtmg.
2). Nhwoc diém
+ M3 hoa khoa d6i xtmg chua that an toan véi 1y do sau:

Nguoi ma hoa va ngudi giai ma phai co “chung” mot khoa.

Khoa phai duoc giit bi mat tuyét d6i, vi biét khoa nay “d&” xac dinh duoc khoa
kia va nguoc lai.
+ Vén dé thoéa thuan khoa va quan 1y khoa chung 1a khé khin va phuc tap. Nguoi
gri va ngudi nhan phai ludn thdng nhat véi nhau vé khoa. Viée thay d6i khoa 1a rat
khé va dé bi 16. Khoa chung phai dugc giri cho nhau trén kénh an toan.

Mit khac khi hai ngudi (14p ma, giai mé) cung biét “chung” mot bi mat, thi

cang kho gitr dugc bi mat.
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3) Noi sir dung hé ma héa khéa déi xirng
Hé ma hoa khoa d6i xtng thudng duoc sir dung trong méi truong ma khoa
chung c6 thé dé dang trao quyén bi mat, chéng han trong cung mgt mang nd1 bo. H¢
mi hoa khoa ddi xtmg thuong dung dé ma hoa nhirng ban tin 1én, vi tbec d6 mi hoa
va gidi ma nhanh hon h¢é ma hoa khoa cong khai.
Mot s6 hé ma héa khéa doi Xung:
+ Hé ma hoa khoa d6i xtmg - c6 dién: Hé ma hoa dich chuyén, hé mi héa thay thé,
hé ma hoa AFFINE, hé ma hoéa VIGENERE, hé ma hoa hoan vi cuc bd, hé¢ ma hoa
HILL.
+ Hé ma hoa khoa ddi xing DES:
- DES: 56 bit, khong an toan. C6 thé dé dang bé khoa trong khoang vai phit.
- Triple DES, DESX, GDES, RDES: M6 rong do dai khéa & ma DES 1én 168 bit.
1.2.3. M4 hoa khéa bat ddi xing
M3 hoa bt di xtng 13 hé ma hoa co khoa 1ap ma va khoa giai ma khac nhau
(ke # kd), biét dugc khéa nay ciing “kh6™ tinh dugc khoa kia. Vi vay chi can bi mat
khoéa giai ma, con cong khai khoéa 1ap ma. Do dé hé¢ ma hoéa loai nay con c6 tén goi
la h¢ ma hoa khoa cong khai 1ap ma.
1). Uu diém
+ H¢ ma hoda cong khai c6 uu diém chu yéu sau: Thuat toan dugec viét mot 1an
cong khai cho nhiéu lan dung, cho nhiéu ngudi dung, ho chi can giir bi mat khoa
riéng cua minh.
+ Khi biét cac tham sd ban dau ctia hé ma hoa, viéc tinh ra cip khoa cong khai va
khoa bi mat phai 1a “dé&”, tic 1a trong thoi gian da thic.
Nguoi giri ban 1d P va khoa cong khai, thi “dé” tao ra ban ma C.
Ngudi nhan ban ma C va khoa bi mat, thi “dé” gidi dugc thanh ban rd P.
+ Nguoi ma héa dung khoa cong khai, nguoi gidi ma gitt khdéa bi mat. Kha nang
16 khoa bi méat kho hon vi chi c6 mot nguoi gitt gin.
Néu tham ma biét khoa cong khai, ¢ ging tim khoa bi mat, thi ching phai

duong dau voi bai toan “khd”.
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+ Néu tham mi biét khoa cong khai va ban ma C, thi viéc tim ra ban rd P ciing 1a
bai toan “khé”, s6 phép trir 1a vo cung 16n, khong kha thi.
2). Nhwoc diém
Hé ma hoa khéa cong khai: ma hoa va giai ma chdm hon hé ma hoa d6i xtneg.
3). Noi sir dung hé ma héa khéa bit déi xirng
Hé mi hoa khoa bit ddi ximg thuong dugc st dung chu yéu trén cac mang
cong khai nhu Internet, khi ma viéc trao chuyén khéa bi mat twong d6i kho khan.
Dic trung ndi bat ciia hé ma hoa bat ddi xung 1a khéa cong khai (public key)
va ban mi (ciphertext) déu co thé giri di trén mot kénh truyén tin khong an toan.
C6 biét ca khoa cong khai va ban ma, thi tham ma ciing khong dé kham phéa duoc
ban 0.
Nhung vi co tdc d6 ma hoa va gidi ma chdm, nén hé ma hoa cong khai chi
dung dé ma hoa nhitng ban tin ngan.
H¢ ma hoa khoa cong khai thuong duogc st dung cho cap nguoi dung thoa
thuan khoa bi mat cua hé¢ ma hoéa khoa riéng.
Mot $6 hé md héa khéa bat déi ximg:
- RSA: Loai mi ndy duoc dung nhiéu nhit cho web va chuong trinh email.
Do dai khoa thong thuong 1a tir 512 dén 1024 bit.
- Elgamal: 512 dén 1024 bit
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1.3. VAN PE CHU KY SO (digital signature)
1.3.1. Khai niém

Néu viéc sir dung mat mi trd nén pho bién, khong chi trong quan doi ma con
trong thuong mai va nhitng muc dich c4 nhan thi nhiitng doan tin va tai liéu dién tu
s& can nhitng chit ky gidng nhu cac tai liéu gidy.

Ciing gidng nhu trong thuc té, chit ky dé xac nhin cho ngudi nhin rang bic
thu d6 do nguoi nay gui chir khong phai ai khac. Chir ky dién tir sit dung thuét toan
mi khong ddi xtmg dé dinh danh nguoi giri. Thong thuong, dé bao vé cac van ban
ma hoa nguoi ta dung chir ky dién tur. Viéc ing dung chit ky dién tir cling nhu cong
nhan gia tri phap 1y cia né la diéu kién tién quyét trong thwong mai dién tir.
Néu nhu viéc gia mao chir ky viét tay hodc dau 1a khong don gian thi viéc 1am gia
mot doan thong tin ndo d6 1a dé dang. Vi 1y do d6 ban khong thé quét chir ky cia
minh ciing nhu con dau tron cia cong ty dé ching té rang tai liéu ma ban truyén di
dang 1a cua ban.

Khi ban can “ky”’mot van ban hodc mot tai li¢u nao do, thu tuc dau tién 1a tao
ra chit ky va thém n6 vao trong thong diép. C6 thé hinh dung thu tuc ndy nhu sau.
Phan mém m3 héa ma ban st dung s& doc ndi dung van ban va tao ra mdt chudi
thong tin dam bao chi dic trung cho vin ban d6 ma thoi. Bat ki mot thay doi nao
trong vin ban s& kéo theo su thay doi ctia chudi thong tin nay. Sau d6 phin mém s&
st dung khoéa mat cua ban dé ma hoa chudi thong tin nay va thém no vao cudi van
ban nhu mot dong tac ky (ban co thé thy 13 chung ta hoan toan khong ma hoa ndi
dung van ban, chi lam dong tac ky ma théi). Khi nhan dugc van ban, ngudi nhan lap
lai dong tac tao ra chudi thong tin dac trung, sau d6 st dung ma cong khai ma ban
da giri dé kiém tra chir ky dién tir ¢6 ding 13 ctia ban khong va ndi dung thong diép
c6 bi thay d6i hay khong. Thuat toan ma héa khong dbi xtimg dau tién va ndi tiéng
hon ca c6 tén goi 1a RSA (dugc ghép tir chir cai dau tién cla tén ba tac gia 1a Rivest,

Shamir, Adleman).
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1.3.2. Qua trinh tao ra chir ky dién tir

1) Tao mot cau ngén gon dé nhan dang — vi du nhu “T6i 1a sinh vién”.

2) Ma hoa no béng khoéa bi mat ctia minh tao ra chir ky di¢n tir.

3) Gién chit ky dién tir vao théng diép can giri réi ma hoa toan bo bang khoa cong
khai cua nguoi nhan.

4) Gui thong diép di.

5) Nguoi nhan s& dung khoa bi mat ciia minh dé giai ma thong diép va lay chir
ky ra sau d6 ho s& giai ma chit ky ndy bang khéa coéng khai ctia ngudi gui.
Chi ngudi giri ndo c6 khoa bi mat phit hop méi co thé tao ra chit ky ma ngudi nhan
giai ma thanh cong. Do d6 ngudi nhan c6 thé dinh danh ngudi gii.

1.3.3. Ham bam st dung trong ky dién tir

Mot thong diép dugc dua qua ham bam sé tao ra mgt gia tri c6 do dai ¢ dinh
va ngan hon dugc goi 1a “dai dién” hay “ban tom tat”. Mdi mot thong diép di qua
mot ham bam chi c6 duy nhat mot dai dién va nguoc lai: rat kho dé tim duoc 2
thong diép khac nhau nao c6 cung mdét dai dién khi di qua cung mot ham bam.

Ham bam thuong két hop voi chir ky dién tir ¢ trén dé tao ra mot loai chit ky
dién tir vira an toan hon (khong thé cat/dan) vira c6 thé dung dé kiém tra tinh toan
ven cua thong diép. Cac budc dé tao ra chir ky dién tur nhu sau:

1) Pua thong diép can glri qua ham bam tao ra dai dién cho thong diép do.

2) Mai hoa dai dién bang khoa bi mat ctia nguoi guri dé tao ra chit ki dién tir.

3) Mi héa toan bo thong diép va chit ky bang khoa cong khai ctia ngudi nhan va

gui di.

Nguoi nhin s& giai mé thong diép bang khoa bi mat cua minh, giai ma chir ki
bang khoa cong khai ctia nguoi gui dé 1ay dai dién ra. Sau d6 cho thong diép qua
ham bam dé tao lai dai dién cua thong diép roi so sanh voi dai dién nhan duoc:
néu giéng nhau thi ngudi nhan c6 thé vira dinh danh ngudi giri vira kiém tra tinh
toan ven cua thong diép.

Mot s6 ham bam thuong gdp:
- MDS5 (Message Digest): 128 bit, nhanh, duogc sir dung rong rai.
- SHA (Secure Hash Algorithm): 160 bit.
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Chuong 2. PHUONG PHAP CHUNG MINH KHONG TIET LQ
THONG TIN
2.1. KHAI NIEM CHUNG MINH KHONG TIET LQ THONG TIN
2.1.1. Khi niém chirng khéng tiét 16 théng tin (CM KTLTT)
1). Khai ni¢m

N6i mot cach don gian, hé théng chimg minh khong tiét 16 thong tin cho phép
mot ddi twong thuyét phuc mot ddi twong khac tin vao mot diéu gi dé (ching minh)
ma van khong dé 16 phuong phép chimg minh (khong tiét 16 thong tin).

Xét mot vi du don gian:

Gia str P va V cung tham gia tro choi voi cac quan bai. P dua ra 2 quan bai up
va ndi d6 1a “at” va “2”. P yéu cau V chon quén “at”.

Trude khi chon quan “at”, V mudn kiém tra chic chin rang 2 quéan bai dé dich
thue 1a “4t” va “2”. V yéu cau P chimg minh diéu nay. Néu P 14t 2 quan bai d6 1én
coi nhu 12 mot cach chting minh, thi tro choi két thiic, vi V da nhin thay ching va di
nhién 13 anh ta c6 thé chon ngay ra dugc quan bai “at”.

C6 mot cach khac dé P ching minh rang 2 quan bai d6 1a “at” va 27,
ma khong phai 1at 2 quan bai d6 18n, tirc 13 khong l1am 16 thong tin vé 2 quan bai
trén tay P. Rat don gian, anh ta dwa 50 quan bai con lai cho V. Néu V kiém tra thiy
thiéu mot quan bai “4t” va mot quan bai “2”, thi c6 thé xem 2 quan bai trén tay P c6
ding nhu anh ta noi.

Qua Vi du trén c6 thé tam hiéu “Chirng minh khong tiét 16 théng tin” khdng c6
nghia 1a “khéng dé 16 thong tin”, ma c6 nghia la “dé 16 thong tin & mirc it nhat”
vé sy vit, su viéc can chimg minh. Véi nhitng “thdng tin dé 16”, ngudi xac minh
khdng c6 day du hiéu biét (knowledge) vé su vat su viée, ho chi thu duge cht it
thdng tin (coi nhu “zero knowledge”) vé dic diém tinh chat caa né.

2). Giao thire J

Giao thirc Y, la giao thirc “Hoi - Pap” 3 budc, dé P chitng minh cho V mét van

dé nao do.

- P giri cho V: mét gia tri ngau nhién.
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-V gui lai P: mét gia tri ngiu nhién nhu 13 gi4 tri dung dé kiém thu.

- P gui dap lai V: mot gid tri.

Két qua V thira nhan hodc bac bo van dé P ching minh.

“Chirg minh khong tiét 16 thdng tin” duoc phéat minh bai Goldwasser, Micali
va Rackoff nam 1981 (dugc viét tit 12 GMR). Chting minh khong tiét 16 thong tin
(va ching minh tuong tac) 1a mot trong nhimg |y thuyét hay va c6 anh huong 16n
trong khoa hoc may tinh.

3). Cac thanh phdn trong phép chitng minh khéng fiét 1 thong tin

C6 hai nhan vat ma ching ta thuong xuyén nhic dén trong van dé nay :

- Peggy Prover (ngudi ching minh): Peggy c6 théng tin muén ching minh
cho Victor thay, nhung ¢ 4y lai khéng mudn noi thang bi mat dé cho Victor.

- Victor Verifier (nguoi xac minh): Victor hoi Peggy mot loat cac cau hoi,
cd gang tim ra duoc 1a Peggy c6 thuc su biét duoc bi mat d6 hay khdng. Victor
khdng thu duoc didu gi tir bi mat d6, ngay ca khi anh ta gian lan hay khéng tuan
theo chi dan cua giao thurc.

2.1.2. Khai niém vé chirng minh twong hd
1). Khai ni¢m

Trudc tién ta thao luan ¥ tuong vé hé théng chimg minh twong hd. Trong hé
théng chimg minh twong hd c6 hai thanh vién: Lan va Nam. Lan 13 nguoi chimg
minh va Nam 1a ngudi kiém tra phép chitng minh. Lan biét mot diéu bi mat gi d6 va
6 ta mudn chimg minh cho Nam rang c¢6 ta biét diéu d6. Phép chirg minh tuong
hd 13 mot giao thic hoi dap, gdm mot sd vong xac dinh.

Trong mdi vong, Lan va Nam luan phién thyc hi¢n cac cong viéc sau:

- Nhan mdt thong bao tir nhom khac.

- Thuc hién mot tinh toan riéng.

- Gui mdt thong bao td1 nhom khac.

Mot vong cua giao thire gdm mot yéu cau ciia Nam va mot dap ung cta Lan. Téi
cudi phép chirmg minh, Nam s& chap nhan hodc tir chdi phép chirng minh cta Lan

tuy thudc vao vi¢e liéu Lan c6 dap tng thanh cong cac yéu cau cua Nam hay khong.
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2). Tinh chit

Phép chirng minh twong hd c¢6:

- Tinh ddy @ khi va chi khi trong truong hop Lan biét phép chimg minh x
cho bai toan 7, thi Nam ludn chap nhan Lan.

- Tinh ding din nghia 1a néu Lan khong biét cach chimg minh x cho bai toan
7 thi x4c suat dé Nam chap nhan Lan 13 rat nho.

Phép ching minh turong hd c6 thé thuc hién duoc trong thoi gian da thirc goi
1a phép chirng minh twong hd trong thoi gian da thirc.
3). Vidu

Minh hoa hoat dong cta giao thirc twong hd dé ching minh su dang ciu cua
hai d0 thi.

Gia st G, ={V, E;} vd G, ={V, E,} 13 hai db thi véi tap dinh V ={1, 2, 3, 4}va
cac tap canh E, ={12,13, 14, 34} va E, ={12, 13, 23, 24}. Gia st Lan biét G, dang

cAu voi Gy qua hoan vi o ={4132}.

2 4 1 2 2 4

S D

3 1 4 3 1 3

H G1 G>

Mot vong cua giao thire c6 thé xay ra nhu sau:
- Lan chon ngiu nhién modt hoan vi #={2413} dd thi H s& co tdp canh
{12, 13, 23, 24} 1a anh cua G; qua =, Lan gui H cho Nam.
- Nam gui i=2 cho Lan nhu mot cau héi.
- Lan thir thiy hoan vi p=r7.c={32 1 4}4anh xa G, thanh H va giri p cho Nam.
- Nam thir dung H 13 anh cta G, qua hoan vi p . Ta két luan vong hoi dap nay da
thanh cong.

Toan bo giao thirc gdm c6 m = log,n vONg.
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2.2. HE THONG CM KTLTT CHO TiNH PANG CAU CUA PO THI
2.2.1. Khai niém db thi ding ciu
1). Khai niém

Bai toan d6 thi ding cau duoc mé ta dudi day. Pay 1a mot bai toan ma cho t6i
nay nguoi ta chua tim ra thudt gidi nao do c6 thoi gian da thirc cho bai toan,
tuy nhién né khéng nam trong 16p bai toan NP ddy du.

Pinh nghia doé thi dang cdu:

Cho 2 d6 thi n dinh Gy = (V4, E;) va G, = (V,, Ey), Gy va G, dugc ding ciu
néu c6 mot song anh p: V, - V, sao cho {u,v}e E, khi va chi khi {p(u), p(v)}<E,.
2). Mt so do chieng minh twong hé cho tinh ding cdu ciia dé thi

So db néu ra dudi day nham thuc hién muc dich: Lan muén thuyét phuc Nam
rang hai do thi di cho 13 ddng cAu bang mét giao thirc chimg minh twong hd,
nhung vao luc két thic giao thirc Nam van khong c6 chut thong tin nio vé cach
chtng minh (cho chinh anh ta hodc chitng minh cho nguoi thtr 3) rang hai do thi d6
1a dang cau. Pay la mot khai niém rat kho dinh nghia hinh thirc, vi vay ta s& xét mot
vi du trude khi dinh nghia
He¢ tho”'ng CMKTLTT hoan thién cho tinh dcfng cdu ciia do thi
Pau vao:

Thong tin cong khai: Hai do thi G; va G, mdi d6 thi co tap dinh {1...n}.

Thong tin bi mat cua Lan: Phép hoan vi ¢ dua G; tré thanh G;.

Thuc hién:

Lap lai cac budc sau n lan:

- Lan chon mot phép hoan vi ngiu nhién 7 cua {1...n} co ta tinh H 1 anh cta
G, theo 7 va gui H cho Nam.

- Nam chon mdt s6 nguyén ngiu nhién i = 1 hodc 2 va giri n6 cho Lan.

- Lan tinh mdt phép hoan vi p dua H tr¢ thanh G;. Lan s€ giri pcho Nam
(néu i=1 thi Lan s& xac dinh p =7 néu i=2 thi Lan s& x4c dinhp 13 .7 hop cia
ova x).

- Nam sé& kiém tra xem H c6 phai la anh cua G; theo p hay khong.

25



Két thuc:
Nam s& chi chdp nhan chiing minh ciia Lan, néu H 14 anh cia G; & mdi mot
trong n vong.
Vidu:
Gia st G, = (V, E)) vaG,= (V, Ey) trong do V = {1, 2, 3, 4}, E; = {12, 13, 14, 34}
va E,={12, 13, 23, 24}. Mot phép dang cau tir G, sang G; 1a hoan vi 6 = (4, 1, 3, 2).
Bay gio gia s ¢ trong vong nao do cua giao thttc, Lan chon hoan vi
7=(2,4,1,3). Khido H co tap canh {12, 13, 23, 24}.
Néu yéu cau caa Nam 1a i=1 thi Lan s& cho Nam phép hoan vi 7 va Nam s&
kiém tra xem anh ctia G theo 7 c6 phai 1a H khong.
Néu yéu cau ctia Nam 13 i=2 thi Lan s& cho Nam phép hop p=r.6=(3, 2, 1, 4)
va Nam sé& kiém tra xem anh ctia G, theo p c6 phai la H khong.
3). Tinh chit
D@ dang kiém tra duoc tinh ddy du va tinh dung dan cta giao thirc. Khong kho
khan thay rang, xac suit d&¢ Nam chap nhan s& bang 1 néu Lan biét phép ching
minh G, dang cau vdi G,. Nguoc lai, néu Lan khong biét phép chirng minh thi chi
c6 mot cach dé Lan lra ddi dugc Nam va cd ta phai gia dinh gia tri i ma Nam s¢€
chon & mdi vong va truyén cho Nam mot d6 thi ngau nhién (dang ciu véi G; twong
mg). Xac sudt dé Lan gia dinh ding cac yéu cau ciia Nam trong ca n vong 1a 2™,
Tat ca cac tinh toan ciia Nam c6 thé thuc hién duogc trong thoi gian da thie vi
tat ca cac tinh toan phai thyuc hién 1a cac phép sinh sb ngau nhién va cac phép hoan
vi. Ta ciling thdy rang, céac tinh toan ctia Lan ciing twong tu nhu Nam (do dé c6 thé
duoc thuc hién trong thoi gian da thirc) néu c6 ta biét duge su ton tai cua phép hoan

vi 6 sao cho anh cua G, theo o 1a G;.
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Tai sao ta lai coi hé thong chimg minh 13 hé thdng chirng minh khéng tiét 16
thong tin? Ly do 14 ¢ chd mic du Nam di thuyét phuc ring G, 13 dang cdu véi G,
nhung anh ta van khong thu thém duogc ty kién thirc ndo dé gitp tim dugc phép
hoan vi 6 dwa G, vé G;. Tat ca nhitng diéu ma Nam thay trong mdi vong cua phép
chtrng minh 13 mot d6 thi ngiu nhién H ding ciu vé6i cac d6 thi G, va G, cing véi
mot phép hoan vi dua G; thanh H hodc dua G, thanh H (nhung khong phai 1a ca
hai). Tuy nhién Nam c6 thé tu minh tinh cac ban sao ngau nhién ctia cac do thi nay
ma khong can toi su gitp do cua Lan. Vi céac dd thi H duoc chon mot cach doc lap
va ngau nhién & mdi phan cua phép chimg minh nén diéu nay khong giup d& dugc
gi cho Nam trong viéc tim mot phép dang cdu tir G; sang G,.

Ta xem xét ki ludng thong tin ma Nam thu duoc nho tham gia vao hé théng
chtrng minh twong ho:

- Céc do thi G; va G,.
- Tét ca cac thong bao duoc Lan va Nam guri di.
- Cac s6 ngau nhién ma Nam dung dé tao cac yéu cau ciia minh.

Boi vdy, cac thong tin T thu duoc qua so dd chimg minh tuong hd vé phép
dang cdu do thi s& co dang sau:

T=((Gy, G2); (Hj, ij, p;)...(Hn, In, p,))
4). Gid mao bién bdn ghi nhdn dwoc sau giao thirc chirng minh

DPiém mau chét (tao co sd cho dinh nghia hinh thirc vé phép chimg minh
khong tiét 10 thong tin) 1a Nam (hay bat ki ngudi nao khac) co thé gia mao cac
thong tin T (ma khong can phai tham gia vao hé théng chirng minh tuong hd) giong
nhu céac thong tin thuc té. Viéc gid mao dugc thuc hién theo thuat toan dugc mo ta
nhu sau:

Thudt todn gid mao chirmg minh twong hé cho tinh ddng cdu:
Dau vao:

Hai db thi G, va G,, mdi do thi c6 tap dinh {1...n}
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Thuét toén:
T=(Gy Gy)
Forj=1tondo
Chon ngau nhién 1; =1 hoac 2
Chon p; la mot hoéan vi ngau nhién cua {1,...,n}
Tinh H; la anh cua G; theo p,
Gheép (H;, ij, p; ) vao cubi cua T.
Theo ngdn ngit ciia phép ching minh khong tiét 16 thong tin, mot thuat toan gia
mao thuong dugc goi 1a mot b0 mo phong. Viéc mot bd mo phong cod thé tao T c6
mot hé qua rat quan trong. Bat ki két qua nao ma Nam (hay bat ki ai khac) co thé
tinh t T cling co thé tinh dugc tir mot ban T gid mao. B&i vay, viéc tham gia vao h¢
thong ching minh s& khong 1am ting kha ning tinh todn cia Nam. Dic biét 1a diéu
nay khdng cho phép Nam ti chimg minh dwogc rang G; va G, 1a dang cau. Hon nira,
Nam ciing khong thé thuyét phuc dugc ai khac rang G, va G, 1a dang ciu bang cach
chi cho ho mét ban T, boi vi khong ¢6 cach nao dé phan biét mot ban T hop 1€ vdi
mot ban T gia mao.
2.2.2. Pinh nghia hé thong CM KTLTT hoan thién

Trude hét, ta dinh nghia mo{t cach chinh xac vé thong tin gid mao va dua ra
mot dinh nghia chit ché theo thuat ngit vé cac phan bd xac suat.

Gia str ta ¢6 mot phép ching minh twong hd x cho bai todn 7 va mot bo md
phong thoi gian da thie S. Ki hiéu tap tit ca cac thong tin T ¢6 thé tinh tir x 13 F(x)
(tap F nay nhan duoc tir viéc thuc hién phép chimg minh twong hd ctia Lan va Nam)
va ki hiéu tap t gia mao c6 thé dugc tao boi S 13 t(x). Vi thong tin bat ki Te 1(x),
cho p(T) 13 xac suat dé T 1a thong tin gia mao dugc tao boéi S. Gia su rang
7(x) = F(x) va v6i bt ki Te 1(x) nao, ta c6 p.(T) = pe(T) (ndi cach khac, tap cac
thong tin thyc dong nhat véi tap cac thong tin gia mao va hai phan bd xac suat la
nhu nhau). Khi d6 ta dinh nghia hé théng ching minh twong hd 1a hé théng chung

minh khong tiét 16 thong tin hoan thién ddi v6i Nam.
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Di nhién 14 c6 thé dinh nghia dic tinh khong tiét 16 thong tin theo kiéu ma ta
thich. Tuy nhién diéu quan trong 13 dinh nghia phai giit néi dung co ban cua
dic tinh nay. Ta coi rang mot hé thong ching minh twong hd 1a hé khong tiét 16
thong tin cho Nam néu ton tai mot hé mo phong tao ra T c6 phan bd xac suit dong
nhat véi phan bd xac sudt ciia cic thong tin duge tao ra khi Nam tham gia vao giao
thirc. Ta dd biét ring T s& chira tit ca cac théng tin ma Nam thu lugm dwoc nho
tham gia vao giao thirc. Bdi vay, s& 1a hop 1y khi ta xem rang bat cr viéc gi ma Nam
¢6 thé thuc hién duoc sau khi tham gia vao giao thuc ciing chi nhu vi¢c ma anh ta
c6 thé thuc hién duoc néu st dung hé¢ mdé phdng dé tao T gia mao. Mac du
ta khong dinh nghia “thong tin” (hiéu biét) bang cach tiép can nay nhung bt ct
diéu gi dugc coi 1a thong tin thi Nam khong thu lwom duoc ty nio.

Chirng minh: so d6 1 hé thong CMKTLTT hoan thién:

Bay gio ta s& ching to rang hé théng ching minh twong hd cho tinh ding cau
d6 thi 1a mot hé théng chimg minh khong tiét 10 thong tin hoan thién déi véi Nam.

Gia sir G; va G, 1a cac do thi déng cAu c6 n dinh. Mot ban T (thuc hoac gia
mao) s& gdm n bd ba dang (H, i, p) trong d6 i=1 hoic i=2, p 1a mdt phép hoan vi cia
{1...n} va H l1a anh cta G;j theo hoan vi p. Ta goi mdt bd ba nhu vay la mot bo ba
hop 1& va ky hiéu né 1a R. Trudc tién ta s& tinh [R| 1a s6 cac bd ba hop 1¢. Hién nhién
1a [R| = 2.n! vi mdi phép chon i va p s& xac dinh mot d6 thi duy nhéat H.

O mdi vong cho trudc j bat ki cua thuat toan gia mao, rd rang 12 mdi bo ba
hop 1& (H, i, p) s& xudt hién v4i xac suat nhu nhau bang 1/(2.n!). Vay xéac suat dé bo
hop 18 (H, i, p) 1a bd ba thir j & ban sao thuc 1a gi? Trong hé thong ching minh
tuong hd, trude tién Lan s& chon mot phép hoan vi ngau nhién p néu i=1, sau dé
tinh H 1a anh ctia G, theo p. Phép hoan vi p duogc xac dinh 1a p néu i=1 va né duoc

xéc dinh 14 hop cua hai phép hoan vi zva p néu i=2.
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Gia str gia tri cua i dugce chon ngiu nhién bdi Nam. Néu i=1 thi tit ca n! phép
hoan vi p 1a ddng xac suét vi trong trudng hop ndy p =7 va 7 di dugc chon 1a mot
phép hoan vi ngau nhién. Mit khac, néu i=2 thi p = reo, trong d6 7 1a ngau nhién
va o ¢d dinh. Trong trudng hop nay mdi phép hoan vi c¢6 thé déu ¢ xac suit biang
nhau. Xét thiy, vi ca hai truong hop i=1 va i=2 déu c6 xac suat bang nhau va mdi
phép hoan vi p dong xac suat (khong phu thudc vao gia tri cia i) va boi vii va p
cung xac dinh H nén suy ra moi bo ba trong R chéc chin s& dong x4c suét.

Vi thong tin gdm n bd ba ngau nhién doc 1ap ghép lai v6i nhau nén d6i véi
mdi ban sao c6 thé co T ta co:

pT) = pe(T) =+

(2*nh"
Trwong hop co khong ké trung thuc:

Trong chting minh trén da gia thiét Nam tuan thi giao thirc khi anh ta tham
gia vao hé théng ching minh tuong hd. Tinh hinh s& phuc tap hon nhiéu néu Nam
khong tuan theo giao thirc. Phéi ching mot phép chimg minh tuong hd van con giit
duogc dic tinh khong dé 16 thong tin ngay ca khi Nam di chéch khoi giao thirc.

Trong truong hop ghép dang ciu db thi, cich duy nhat ma Nam c6 thé di
chéch khoi giao thirc chon cic yéu cau i ciia minh theo cach khong ngiu nhién. Vé
mit truc gidc, 6 vé nhu diéu nay khong cung cip cho Nam mot chut “hiéu biét”
nao. Tuy nhién cic ban sao dugc tao bai bdo md phong s& khong con gidng nhu cac
ban sao do Nam tao ra néu anh ta di chéch khoi giao thirc. Vi duy, gia st Nam chon
i=1 trong mdi vong ctia phép ching minh. Khi c6 mét ban sao ctia phép ching minh
twong hd s& co i = 1 v61 1<j<n, trong khi d6 mot ban sao duoc tao bdi bo mod
phong s& co ij = 1 véi x4c suat xuat hién bang 2™

Diéu kho khin ¢ day 1a phai chimg to rang cho du Nam “khéng trung thyc”
di chéch khoi giao thirc nhung van ton tai mot bo mod phdng véi thoi gian da thuce
tao ra cac ban sao dugc tao bdi Lan va Nam (khong trung thuc) trong phép ching
minh twong hd. Ciing nhu & trén, ciu “giong nhu” duoc hinh thirc héa bang cich

noé1 rang hai phan bo xac suat nay dong nhat.
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2.2.3. Pinh nghia h¢ thong CM KTLTT hoan thi¢n khong diéu ki¢n

Gia sir rang ta c6 mot hé thong chimg minh twong hd theo thoi gian da thirc
cho mot bai toan quyét dinh cho truéc 7. Cho V" 1a mot thuat toan xac suét theo
thoi gian da thire ma Nam (c6 thé khong trung thuc) sir dung dé tao cac yéu ciu cia
minh (tirc 14 V" biéu thi cho mot ngudi kiém tra trung thyc hoic khong trung thuc).
Ky hiéu tap tat ca cac thong tin c6 thé (dugc tao ra do két qua ciia phép chirng minh
tuong hd ma Lan va V" thuc hién véi trudng hop Lan biét x caa ) 1a o(V", X).
Gia sir rang v6i mdi V" nhu vay ton tai mot thuat toan xac suét theo thoi gian da
thirc S"=S"(V") (bd md phong) tao ra mot ban sao gia mao. Ki hiéu tdp cc ban sao
gia mao c6 thé bang F(V", x). Vi mot ban sao bat ky Tet(V", X) cho pe(T) 1a xac
suat dé T 1a thong tin do V" tao ra khi tham gia vao phép chirng minh tuong hd.
Tuong tu, v6i TeF(X), cho pe(T) 1a x4c suit dé T 1a thong tin (gia mao) duogc tao
boi S°. Gia sir rang F(V", X) = F(V", x) va v6i bat ky Te F(V’, x), gia st rang
P, (T)=p.,.(T). Khi d6 hé thong chimg minh twong hd dugc goi 1a mot h¢ thong
chting minh khong tiét 16 thong tin hoan thién khong diéu kién.

Pé chung minh ring hé théng ching minh 1a khong tiét 16 thong tin hoan
thién ta can mot phép bién d6i chung dé xay dung mot bd mé phong S tir V' bat ky.
Ta sé tiép tuc thuc hién viéc nay ddi v6i hé théng chimg minh cho tinh dang cu cua
d6 thi. BO mé phong s& dong vai trd cia Lan st dung V' nhu mot “chuong trinh
con” ¢6 kha ning khdi tao lai. Noi mot cach khong hinh thie, S s& ¢ ging gia
dinh mot yéu ciu ijma V" s€ dua ra trong mdi vong j. Tirc 1a S™ s& tao ra mot bo ba
hop 1€ ngdu nhién c6 dang (Hj, ij, pj) va thyc hién thuét toan V° dé thay duoc yéu
cau cua nd danh cho vong j. Néu gia dinh 1j gidng nhu yéu ciu ii (nhu dugce tao boi
V") thi bd ba (Hj, ij, p;) s& duoc gin vao ban sao gia mao. Néu khong thi bd ba nay
s€ bi loai bo. S™ s& gia dinh mot yéu cAu mdi bt dau cua vong hién thoi. Thuat ngl

“trang thai” duogc hi€u la cac gia tri cia tat ca cac bién dung trong thuat toan.
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Bay gio ta s& dua ra mot mo ta chi tiét hon vé thuat toan md phong S .
O thoi diém bat ki cho trude, trong khi thuc hién chwong trinh V', trang thai hién
thoi ctia V™ s& duge ky hiéu la state( V™).
Thudt toan gia mao cho \I doi véi cac ban sao cho bai todn do thi déng cau.
Dau vao:
Hai d0 thi dang cdu G, va G,, mdi do thi c6 tap dinh {1....n}
Thuat toan:
T=(Gy Gy)
Forj=1tondo
Xéc dinh trang thai cli bang trang thai (V")
Repeat
Chon ngau nhién 1; =1 hoac 2
Chon pj la phép hoéan vi ngau nhién cta {1...n}
Tinh H;la anh cua G; theo p;
Goi V' véi dau vao H;j, ta thu dugc mot yéu ciu i
If i; = i} then
Ghép (H;, ij, pj) vao cudi ctia T
Else
Thiét 1ap lai V" bang cach xac dinh trang thai (V") = trang thai cii
Until ij = i
C6 kha ning bd mod phong s& khong ding lai néu khong xdy ra ij = .
Tuy nhién c6 thé chimg to rang, thoi gian chay trung binh ctia bd moé phong 1a thoi

gian da thirc va hai phan bd xac suat p...(T)vap_,.(T) la ddng nht.
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2.2.4. Pinh 1y vé h¢ thong chirng minh twong hd cho do thi dang cau
Pht biéu:

Hé théng ching minh twong hd cho tinh dang cdu do thi 14 mot hé thong
chtrng minh khong tiét 16 thong tin hoan thién.
Chirng minh:

Trudc tién ta thdy rang bat ludn V" tao cac yéu cau cua nd ra sao, xac suat dé

gia dinh i} cua § gidng nhu yéu cau i 1a bang 1/2 . Nhu vy trung binh S* phai tao
duoc hai bo ba, dé tao ra dugc mot bo ba gfm vao ban sao gia mao. Do do, thoi gian
chay trung binh la thoi gian da thuc theo n.
Nhiém vu kho khin hon 14 phai ching to rang hai phan bd xac suit Pey-(T) va
P, (T)la nhu nhau. O trén, ta d tinh duoc hai phan bd xac suat va thdy rang ching
ddng nhat v6i truong hop Nam 13 nguoi kiém tra trung thuc. Ta ciing da str dung
mot yéu td 13 cac bo ba (H, i, p) duoc tao & cac vong khac nhau ctia phép ching
minh doc lap. Tuy nhién trong bai todn nay ta khong c6 cach tinh todn tudong minh
hai phan bd xac suat. Hon nita, cac bo ba duge tao & cac vong khac nhau ctua phép
chtrng minh lai khong doc 1ap. Vi du, yéu cau ma V* dua ra & vong j co thé phu
thudc theo mot kiéu rat phirc tap ndo d6 vao cac yéu cau do.

Céch khic phuc cac kho khin nay 1a phai xem xét cac phan bd xac suét trén
cac ban sao bd phan c6 thé trong qua trinh mo6 phong hodc chimg minh twong hd va
sau d6 tiép tuc bang phwong phap quy nap trén sd cic vong. Véi 0<j<n,

ta xac dinh cac phan b xac suat P J_(T) va p_,. (T)trén tdp cac ban sao bo phan
Tj xudt hién ¢ cuoi vong j. Chu y rang p_. (T)=p,_,.(T)vap, . (T)=p,,.(T). Boi
vay néu co thé chimg t6 rang hai phap bd P J_(T) vanp.,,. J_(T) 1a dong nhat voi

moi j thi ta c6 diéu can ching minh.
Truong hop j = 0 Gng voi khi bat ddu thuét toan: lic nay ban sao chi gdm hai
d6 thi G, va G,. Boi vay cac phan b xac suat 1a dong nhat khi j = 0. Ta sé& sir dung

diéu nay dé bit dau phép quy nap.
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Trudc tién gia sir hai phan bd xéac suat Py 1T vap. .. (M trén Ty 1a dong

nhat voi gid tri j > 1 nao d6. Sau d6 ta s& ching t6 rang hai phan bd xac suit

P j(T) vap. .. J_(T) trén T ddng nhat.

Xét diéu xay ra trong vong j cua phép ching minh turong hd. Xéc suat dé yéu
cau cta V* 12 ;=11 mot s6 thuc p; ndo d6 va x4c sudt dé yéu cu ciia V' ij =2 13
1-p;, & day p; phu thudc vao trang thai cta thuat todn V* khi bit du vong j. O trén
ta nhan xét rang, trong phép chimg minh twong hd tat ca cac dd thi H c6 thé déu
dugc Lan chon véi xac suat nhu nhau. Ciing vdy, mot phép hoan vi p bét ky s& xuét
hién véi xc sut nhu nhau (khong phu thudc vao gia tri p;), vi moi phép hoan vi
déu dong kha niang d6i véi mdi yéu cau 1 cO thé. Boi vay, xac suat dé bo ba thi j ¢
trén ban sao (H, i, p) bing pj/n néui=1vabang (1-pj)/n néu i=2.

Tiép theo ta s& thuc hién phan tich twong tu cho phép md phong. Trong mot
budc lap cho trude bat ky cua vong lip REPEAT, S s& chon mot db thi H bat ky
v6i xac suat 1/n!. Xéc suat dé i=1 va yéu cau ctia V' 1a 1 bang py/2: x4c suét dé i=2
va yéu cau cia V* 13 2 bang 1/2 s& khong c6 gi duoc truyén di trong 1an 1ip cho bat
ki ctia vong 1ap REPEAT.

Trudc hét s& xét truong hop i=1. Nhu di néu o trén, xac suat dé yéu cau cia
V'=1 la p;. Xac suat dé mot bo ba (H, i, p) dugc coi 1a bo ba thir j trong ban sao
((H, i, p) duoc tiép tuc truyén di) trong budc lap thir | ctia vong 1ap REPEAT bang :

P
2' n!

Boi vdy, xac sudt dé (H, i, p) 1a bo ba thit j trong ban sao 1a:

Pl (1+1+1+...):&
2'.n! 2 4 n!

Truong hop 1=2 dugc phan tich theo cach tuong tu: xac suat dé (H, 2, p) dugc
coi 1a bo ba thir j trong ban sao bang (1-py)/n!
Nhu vay hai phan bd xéc suét trén cac ban sao bd phan tai cudi vong j la déng

nhat. Theo quy nap, hai phan bd xac suat P j_l(T) vap.,,. J__l(T) 1a nhu nhau. Pinh

Iy dugc chimg minh.
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2.3. HE THONG CM KTLTT CHO BAI TOAN THANG DU BAC HAI
2.3.1. So' @6 chitng minh

Béy gio ta s& trinh bay mot s6 vi du khac vé cac hé thong chimg minh khong
tiét 16 thong tin hoan thién. Mot phép ching minh khong tiét 16 thong tin hoan thién
cho cac thing du bac hai (modulo n = p.q, trong d6 p va q 1a cac yéu td):
Chitng minh twong hé khéng tiét 16 théng tin hoan thién cho thang duw bdc hai:
Pau vao: Mot s6 nguyén n c6 phan tich n = p.q khong duoc biét, trong d6 p va q la
cac sb nguyén t6 va xe QR(n)
Thuat toan:
Lap lai cac budce sau logyn lan:

- Lan chon mét s6 ngau nhién v e Z* vatinh y = v> mod n. Lan giri y cho Nam.

- Nam chon mét s6 nguyén ngau nhién i=0 hozc 1 va giri né cho Lan.

- Lan tinh z = u'v mod n. Trong dé u la can bac 2 cua x va gui x cho Nam.

- Nam s& kiém tra xem liéu c¢6 thda mén z% = x'y(mod n).

- Nam sé& chap nhan chtig minh ciia Lan néu tinh toan ¢ budc 5 duoc kiém tra
cho mdi vong (trong log, n vong).

Lan dang phai chiing té réng x 1a mdt thang du bac hai. O mbi vong co ta sé tao
mot thing du bac hai ngiu nhién y va giri n6 cho Nam. Sau do, tiy thudc vao yéu
cau ciia Nam, Lan s& dwa cho Nam cin bac hai ctia y hodc cin bac hai cua xy.

2.3.2. Tinh chit ciia so' do

R rang 13 giao thie nay 1a day du. Pé chiing minh tinh diing dén ta thiy rang,
néu x khong phai 1a mot thang du bac 2 thi Lan chi c6 thé tra 1oi mot trong hai yéu
cau c6 thé vi trong truong hop nay y 1a mot thing du bac hai khi va chi khi xy
khong phai 1a mgt thang du bac hai. Bé1 vay Lan s€ bi tdm & mdt vong cho trudce
bat ky cta giao thirc v6i xac sudt 1/2 va xac suat dé Lan danh lira duoc Nam trong
toan bo n vong chi bang 2'°%" -1/n (Iy do ¢6 log,n vong 1a do c& dic trung ciia bai
toan ti 18 v6i sd bit trong biéu dién nhi phan cua ngudi 14 logon). Béi vay xéac suat
danh Itra cta Lan s& 1a mot ham mii 4m cua ¢ ddc trung ciia bai toan gidng nhu

trong phép ching minh khong tiét 16 thong tin cho tinh dang cau do thi.
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2.3.3. Chirng minh so dd cé tinh day da

C6 thé chi ra tinh khong tiét 16 thong tin hoan thién d6i v6i Nam theo cach
tuong tu nhu bai toan déng cdu dd thi. Nam c6 thé tao ra bd ba (v, 1, 2) béng cach
trude tién chon i va z va xac dinh: y =z%(x')"'mod n.

Céc bg ba dugc tao theo cach nay c6 cung phan bd xé4c suit nhu cic bd ba
dugc tao trong giao thic voi gia thiét Nam chon cac yéu cdu cia minh mot cach
ngiu nhién. Tinh khong tiét 16 thong tin hoan thién (v6i V' tiy ¥) c6 thé duoc
chtrng minh theo phuong phap twong ty nhu ddi v6i bai toan ding cdu do thi. N6
doi hoi phai xay dung mot bo mo phong S dé gia dinh cac yéu cau cua V* va chi

gitr lai cac bd ba ing véi cac giai dinh dang.
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Chuwong 3. UNG DUNG CHUNG MINH KHONG TIET LQ
THONG TIN

3.1. UNG DUNG CM KTLTT TRONG BO PHIEU PIEN TU

Chung ta da biét mot sé ky thuat tham do ¥ kién tir xa (cac k¥ thuat nay co
trong bo phiéu dién tir - Electronic Voting). Cir tri giir bi mat 14 phiéu khi truyén tur
xa t6i ban kiém phiéu bang cich ma hoa noi dung 14 phiéu. Theo k¥ thuat “ma hoa
ddng cdu”, ban kiém phiéu co thé tinh duoc két qua thim do tir xa ma khéng can
phai gidi ma noi dung 14 phiéu. Van dé nay sinh 1a ctr tri phai chimg minh duoc véi
ban kiém phiéu rang 14 phiéu ciia minh 1a hop 18 nhung ndi dung la phiéu thi
khong dwoc tiét 1§ v6i ho. Pé thuc hién diéu nay, hién nay ngudi ta ding k¥ thuat
“Chimg minh khéng tiét 16 thong tin” (Zero-knowledge proof). Ching téi trinh bay
¥ twong trén dé thyc hién bo phiéu loai “Chon 1 trong k™.
3.1.1. So' d b phiéu truyén thong

Trong lich st thé gidi di c6 rat nhiu cudc bau cir, nhitng cudc bau cir giir
mot vai trd quan trong trong viéc xéac lap cac thé ché chinh tri ciia cic qudc gia tir
16n dén nho. Trong thé giéi hién dai, viéc bo phiéu bau qudc hoi 13 mot trong sb
nhimng su kién quan trong nhat ctia dat nuéc. Chinh vi vay, nguoi ta da bo rat nhiéu
cong strc vao viée cai tién cac phuong thirc bau ctr, 1am cho cac cudc bau cir ngay
cang trd nén “tot” hon. Phuong thirc bau ctr duge thay doi theo ting thoi ki, theo su
tién bo cua xd hoi, nhung tinh chit cia mot cude bau ctr “tot” thi khong thay doi
dang keé:

+ Tinh chit 1: - Quyén dugc bo phiéu: Chi co nhitng ngudi co quyén bo phiéu
méi duoc tham gia. Va mdi ngudi chi duoc bo phiéu khong qua mét lan. Cude bod
phiéu ciing phai dugc thuc hién 1am sao dé nhimg ngudi cd quyén bau cir ¢6 diéu
kién thuén loi dé thyc hién quyén cua minh.

+ Tinh chit 2: - Tinh bi mat: Trong mot cudc bo phiéu, ngudi bé phiéu co thé
yén tam 1a khong ai c6 thé tim ra dugc minh da bo phiéu cho ai. Diéu nay dé tranh

viéc tra thu nhitng ngudi bat dong quan diém.
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+ Tinh chat 3: - Két qua chinh xac: Mdi c4 nhan c6 quyén kiém tra cudc bau cir
va c6 kha nang phat hién nhiing sai pham trong qu4 trinh bau ctr so véi thé 18 bau ctr
dit ra ban dau. Thudng nhitng ddi tuong dugce quyén kiém tra bao gdm tat ca cac cir
tri va ban kiém phiéu. Néu c6 thé thi phai cung cip phuong phap dé giai quyét cac
sai pham mot cach hi¢u qua.

Hién tai thi da s6 cac cudc bau cir van duogc thuc hién theo cach truyén
théng. Tuy nhién véi toc d6 phat trién nhanh chong cta cong nghé thong tin, va dic
biét 1a xu thé thuc hién “chinh phu dién ti” thi viéc s6 hoa cudc bau cir dé thay thé
cho phuong thirc truyén thong 14 didu tit yéu s& phai dién ra trong tuong lai gan.
Trong nhitng nim gan ddy, trén thé giéi da c6 mot sd nudc thir nghiém viée bo
phiéu dién tir.

So dé bé phiéu truyén thong:

Khi bé phiéu theo phuong thirc truyén thong, ta mang gidy td ca nhan va l4
phiéu chua c6 nodi dung gi dén ban dong dau. O d6 ngudi ta sé kiém tra gidy to dé
xac minh quyén bo phiéu, va dong dau xac thuc 1én 1a phiéu. Sau do ta vao phong
b6 phiéu, cat gidy to di, nhu vay 14 phiéu hoan toan khong con thong tin dinh danh.
Cong viéc cudi cung 13 dién vao mot 14 phiéu thong thudng va bo vao hom. Qua
trinh bo phiéu truyén théng nay dugc coi 1a nic danh néu nhitng nguoi tham gia qua
trinh déu tuén tha quy trinh.

Ttr so d0 bo phiéu truyén théng, viéc bo phiéu co thé chia 1am ba giai doan:

Ping ki, bo phiéu, kiém phiéu.
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3.1.2. Mt s6 khai ni¢m
1). Vin dé “bé phiéu dién tiv” (Electronic Voting)

Nghién cru vé& “B6 phiéu tham do tir xa” 1a mot cha dé quan trong dong gop
cho sy tién bd cua xa hoi dan chi. Néu mot hé théng bd phiéu tham do an toan va
tin cdy, no s& duoc sir dung thuong xuyén dé thu thap v kién cua moi nguoi cho
nhiéu quyét dinh vé chinh trj va xa hoi thong qua hé théng tu dong hoa. “Bé phiéu
tham do tir xa” ciing phai dat duoc céac tinh chat nhu “bo phiéu truyén théng” [7].
Mot qui trinh boé phiéu gdm mét sé giai doan (céng doan). Hién nay c6 nhiéu k¥
thuat mat ma dé thuc hién hop ly trong ting giai doan.

Trong khéa luan nay toi xin trao doi vé giai doan Ciw tri (CT) chuyén ld phiéu
tham do téi Ban kiém phiéu (Ban KP) cho so d6 bo phiéu loai “Chen 1 trong K.
Trong giai doan nay nguoi ta sir dung k¥ thuat “Ma hoa dong cau - Chia sé bi mat”
(Homomorphic Encryption — Secret Sharing) [8], k¥ thuat “Chung minh khong tiét
16 thong tin” (Zero-knowledge proof).

2). Giai doan cir tri chuyén ld phiéu tdi ban kiém phiéu

Theo suy nghi thong thuong, khi Cir tri (CT) chuyén 14 phiéu t6i Ban kiém
phiéu (Ban KP) thi ho chi cAn mi héa noi dung 14 phiéu 13 du. Vi tiép theo Ban KP
chi can giai ma noi dung 14 phiéu 1a tinh duoc két qua (kiém phiéu).

Nhung trén thuc té c6 thé xay ra cac tinh hudng sau:

- Ban KP hay mét nhom thanh vién Ban KP khong trung thuc da gian lan
phiéu tham do, vi du stra lai ndi dung 14 phiéu sau khi giai ma (trude khi kiém
phiéu). Pé khic phuyc tinh hinh ndy, nguoi ta sir dung k¥ thuat “Ma héa dong ciu -
Chia sé bi mat”. Véi giai phap nay Ban KP khong phai giai ma timg 14 phiéu nhung

van tinh duoc két qua.
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- Pé bao dam cong khai kiém phiéu, 14 phiéu d3 mi hoa khi téi Ban KP phai
dugc niém yét cong khai. Nhu vay nhin trén bang niém yét nay, Ctr tri s& nhan ra 14
phiéu cta minh va ho c6 thé “ban” phiéu tham do. Dé khac phuc tinh trang nay,
nguoi ta dung mot “Nguoi xac minh trung thuc” (TT - honest verifier) lam trung
gian giita Ctr tri va Ban KP. Cur tri giri 14 phiéu tir xa téi Ban KP thong qua ngudi
xac minh TT. Sau khi x4c minh 14 phiéu hop 1, anh ta 1am “mu” 14 phiéu (mi héa
14 phiéu 1an thtr 2), tiép d6 glri n6 vé Ban KP. Trén bang niém yét cong khai, Ctr tri

khong thé nhén ra 14 phiéu ctia minh dé c6 thé “ban” phiéu tham do.
Khi giai quyét 2 tinh hudng trén lai xuat hién hai van dé khac:

- M6t 1a Cir tri phai chang minh cho ngudi xac minh TT biét 14 phiéu cua ho 1a
hop 1¢, tic 1a ndi dung 14 phiéu chi ghi mot trong s6 k lua chon (loai lya chon “chon
1 trong k), khong can phai chi rd 1a phiéu ghi rd lya chon nao. Cach chitng minh
nhu vay goi 1a “Chting minh khéng tiét 1o thong tin”. V&i cach ching minh nay, noi
dung 1a phiéu khéng bj tiét 19, trong khi moi ngudi du bang ching tin duoc rang 14

phiéu nay 1 hop lé.

- Hai 12 nguoi xac minh TT phai chang minh cho Cir tri, Ban KP,...biét rang
l4 phiéu bi lam “mu” van hop Ié (theo nghia trén) bang cach chi ra rang anh ta s&
hitu gia tri B dé 1a “mu” 1a phiéu. Nguoi x4c minh TT ching minh diéu nay ciing
bang phwong phap “Ching minh khong tiét 16 thong tin”, tic 12 khdng can phai tiét
16 chinh gid tri S.

Sau ddy 1a so d6 giai doan Ctr tri chuyén la phiéu téi Ban kiém phiéu:

Giao thirc 1: Ctr tri ma hoa 14 phiéu bang hé ma héa Elgamal, Cir tri gti no t6i
ngudi X4 minh TT kém theo “Chirg minh khong tiét 16 thong tin cho tinh hop 1&
ctia 14 phiéu do.

Giao thirc 2: Sau khi xac minh 13 phiéu hop 1&, ngudi xac minh TT lam “mu” 14
phiéu va giri n6 vé Ban KP kém theo “Ching minh khong tiét 16 thong tin” cho tinh
hop 18 cua 14 phiéu di bj lam “mu”. Cu thé chimg minh quyén sé hitu gia tri bi mat

B ding dé 1am “mu” 14 phiéu.
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Ld phiéu da La phiéu

ma hoa md hoa da
(x,y) bi lam ma
Cir tri » Ngudi xdc minh trung thyc »  Ban kiém phiéu
—— Lua chon tng —— X&c minh tinh 2 »
S A 1s A — - Kiém phiéu
cu vién hop 1€ cua la phiéu Ty
- Niém yét
Cong khai
—— M4 hda —— Lam mu Céc 14 phiéu
1a phiéu 1a phiéu da ma hoa 2
lan
- Gui toi TT 14 phiéu da “Chitng minh khong tiét
ma hoéa va “Chung minh 10 thong tin” tinh hop 1€
khéng tiét 16 thong tin” ctia 1a phiéu méi (da bi
cho tinh hgp 1€ cua 14 lam mu).
phiéu.

So do Cik chi chuyén 1a phiéu dén Ban kiém phiéu
3.1.3. Chirng minh tinh hop 1¢ ciia 1a phiéu (x, y) (Giao thirc 1)

Theo so do giai doan Cir tri (CT) chuyén 14 phiéu téi Ban kiém phiéu (Ban
KP), phai thuc hién giao thire 1. Trc 13 Cir tri s& ma hoa 14 phiéu bang hé ma hoa
Elgamal, 14 phiéu d3 ma hoa duoc guri t6i ngudi xac minh trung thuc (TT) kém theo
“Chirng minh khong tiét 16 thong tin” cho tinh hop 18 cta 14 phiéu do.

Gia st trong cudc bau ctr “chon 1 trong k>, néu cu tri nao d6 chon G; 1a ung cu
vién thit i trong danh sach thi ld phiéu hop Ié phai ghi G; voii=1,2,..., k. Bang ma
hoa Elgamal, lya chon G; duwgc ma héa thanh (x, y) = (g% h“G)).

Nhu vdy Cir tri mudn chirng minh v&i nguoi xac minh trung thuc TT rang 14
phiéu (x, y) 12 hop 1¢, thi anh ta phai chi ra mot trong k déng thirc sau 1a dung:

(logy X = 10gy (Y/G) v ... v (logy X = logy (Y/G). (1)
Dé chirg minh (1) ma khong bi 16 G;, Ctr tri va ngudi xac minh TT thong nhét

dung giao thirc “Chtng minh khong tiét 16 thong tin” nhu sau:
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Giai dogn 1 cir tri chirng minh |& phiéu hop 1é

Cir tri (CT)

Nguwoi xac minh TT

- M hoéa 14 phiéu [(x, y) = (g%, h°G))]
- Chon ngau nhién w e Z,

Tinh aj = gW, bi =h"

-Voij=1,...,i-1,i+1,..,k
Chon d;,r; € Z, (chua chon d;, 1)

Tinh a,=g"x*, b, =h* (y/G,)"

Dt (AB)=(a0).n(3, )

(. 9) (AB)
(St dung aj, b; da tinh & trén)
- TT chon ngiu nhién
<t ce Zp
- CT tinh: (chua chon d;, ;)
d=c->d,
mwa oo
(D,R)=(d,,1),....(dy. 1)
- TT kiém tra:

c=d, +..+d,
Choj=1,...,k
r o dj
aj:g X
rj dj
b, =h"(y/G))
Néu déu ding TT két
luan: La phiéu hop 1¢.
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Gidi thich:
Bau ctr “Chon 1 trong k”
Véi k=1 ta co:
x=0“ = a=log, x
y=h“G = a=log,(y/G)

}:> log, x=1log,(y/G,)
Véi k=i
X=0“ = a=log, x
y=h“G =a=log,(y/G,)

}: log, x=1log,(y/G))
Vi k=k
Xx=0“ = a=log, x
y=h“G, =>a=log,(y/G,)

}:> log, x=1log, (y/G,)
Ta ¢6:14 phiéu (x, y)

log, x=1log, (y/G,)v...vlog, x=log,(y/G;)v...vlog, x=1log,(y/G,)

Vi 14 phiéu hop 1¢ 12 14 phiéu diing quy dinh (12 chi chon 1 ung ctr vién). Gia
sir tng ctr vién duogc chon 13 ing ctr vién thtr i= dé chirng minh 14 phiéu hop 16 ta
chi can chimg minh dang thirc thir i trong k dang thirc trén 1a ding:

log, x=1log, (y/G,)
Vi du: Chimg minh tinh hop 1 ctia 14 phiéu d3 ma héa (x, y) = (g% h°Gy).

Gia st cudc bau cir “chon 1 trong 3”. Cac luya chon la 1 hodc 2 hoac 3. Ki hiéu
lwa chon tng ctr vién thir i 12 G;. Bé chting minh tinh hop 1& cta 14 phiéu, cir tri phai
chirng minh:

(log, x=log, (y/G,))v (log, x=log, (y/G,))v (log, x =log, (y/G;)) (1)

Pé chirg minh (1), Cir tri va nguoi xac thuc TT théng nhat ding giao thirc
“Chtrng minh khong tiét 16 thong tin” nhu sau:

Chon phﬁn tir sinh g = 3, o= 5, khoa bi mat s = 7, khoa cong khai h = g° =3’

Ky hiéu 3 ting cur vién G; = 1, G, = 2, G3 = 3. Gid st ctur tri chon Gj = 2.
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Cir tri (CT)

Ngwoi xac minh TT

- Cur tri ma hoa 14 phiéu [(x, y) = (3, (3")° .2)]

- Chon ngau nhién w =2

Tinh a, = 3%, b, = (3")?

-Vé6ij=1,3: Chon d, =8,r, =9 vatinh:

=23 1 =(9 )2

Chon d, =10,r, =11 va tinh:

a, = 310_(35 )11 b, = (37 )11 (¥)w

(3')°.2

(A, B)= (39-(35)8,(37)5(T

). (3,37,

(311. (35 )10 ’ (37 )11 ( (3 :)3 '2)10)

(x.y). (A B)
PRI - TT chon ngau nhién ¢ = 13
CT tinh: d, =c->_d,
J#i
—c—(d,+d,)=13—(8+10)=-5
CT tinh: r, =w-a.d;
=25, = 2-5.(-5) = 2+ 25 =27
CT dit: (D, R) = (8,9).(5,7),(10,11) | —28

- TT kiém tra:

c=d,+d,+d;=8+(-5)+10=13
Choj=1,2,3

aj :gl’jxdj : bj —h" (y/Gj)dj

—Két luan: L4 phiéu hop 18.
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3.1.4. Chirng minh quyén sé hiru gia tri bi mat p (Giao thirc 2)

Theo so do giai doan Cr tri (CT) chuyén 1a phiéu téi Ban kiém phiéu (Ban
KP) phai thue hién Giao thirc 2. Thc 14 sau khi xdc minh 14 phiéu cta Ct tri 13 hop
1¢ ngudi xac minh TT 1am “mu” 14 phiéu va giri né vé Ban KP kém theo “Chimg
minh khong tiét 16 thong tin” cho tinh hop 18 cua 14 phiéu da bi lam “mu”.

Ngudoi xac minh TT 1am “mu” 14 phiéu thong qua cip (u, v) va dua trén gia tri
bi mdt 3. Dé chimg minh 1a phiéu bi 1am “mu” van hop 1&, nguoi xac minh TT phai
chirng minh dugc 14 anh ta s& hitu gia tri bi mat # thoéa man u=g”, v=h”. Nhung
mat khac ngudi xac minh TT khong mudn dé 16 . C6 mét giao thirc hiéu qua dé
ngudi xac minh TT lam viée nay: giao thic Y. Trong so dd sau ddy, ngudi xac minh

TT 13 nguoi chirg minh (P), ngudi kiém tra (V) 1a CT, Ban KP,..

Ngudi xac minh TT (P) Nguoi kiém tra (V)
-Pc6 [(u, v)=(g”.n")]

-Pchon weZ,

-Tinh (a,b) = (g",h") _ (@b
P giri V gia tri ngau nhién w

thdng qua (a, b)

s -VchonceZ,

V guri lai P gié tri ngdu nhién ¢

-Ptinhr:= w+pgc LN

P dap lai V bang r

- Kiém tra:

g"'=au’; h" =bv*
Néu déu ding > V
thra nhan P s& hiru

giatri S

Giai doan 2 TT chitng minh |& phiéu 1am mi 1& hop 1é
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Giai thich:
Ta co: g =g"=g".g” =au’
h" =h"*" =h" h” =pv°

— Néu P khong biét gia trj B thi P khong thé tao ra r chinh xac dé cho V kiém tra.
Vi du:

Ngudi ching minh P chon g = 3,s =7, h =g =3".C6 g =5 sir dung
(u, V):(g/’ h? ) = (3°, (3")), cdp sb nay dung dé lam “mu” 14 phiéu dd ma hoa cua
Cu tri.

P ching minh v6i V rang minh s hitu 8 ma khong mudn dé 16 gia tri 8.

P thyc hién giao thirc )| v&1 nguoi xdc minh V nhu sau:

Nguoi xac minh TT (P) Nguoi kiém tra (V)
_P 6 [(u, v):(35,(37)5)]
- P chon w=2. Tinh —2
(a b)= (g".0")=(3.(3'))
«t | -Vchonc=11
-Ptinhr=w+pc=2+5*11=57 | _r 4

- Kiém tra céc gia tri cia dang thic:

g =3 :32.(35)11 — ay®

v =@ =@V (@) v

— V thtra nhan P s¢ hitu g =5

Néu c6 ai d6 gia mao rang di biét 8 dé tao (u, v) Z(gﬂ , h? )thi “kho” c6 thé
tinh duge r = w + Bc, tirc 1a bude kiém thir g" =au®, h" =bv® “kh6” c¢6 thé thuc hién
dugc. Vivaya, b, c, 1, g, h,u, v déu cong khai nén ai ciling co thé xac minh duogc
r=w + Bc. Nho giao thic trén moi ngudi tin rang ngudi xac minh TT di dung S dé

lam “mu’ 14 phiéu.
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3.1.5. Giai doan cir tri chuyén 1a phiéu dén ban kiém phiéu (phwong dn 2)

Trong muc 2.3.3 khéa luan d trinh bay giai doan Ct tri (CT) chuyén 14 phiéu
t6i Ban kiém phiéu (Ban KP). N6 dugc thuc hién bang Giao thirc 1 va Giao thirc 2,
ta goi 12 phuong 4n 1. CO phuong an khac (tam goi 1a 2) ciing dé thyc hién giai doan
nay bang 2 giao thirc. Giao thic 1 giéng trong phuong 4n 1 va giao thic 2 ¢ thay
d6i nhu sau:

Sau khi ngudi xdc minh TT xac minh 14 phiéu ciia Ctr tri 1a hop 1¢, sau khi Cir
tri X4c minh ngudi xac minh TT s& hiru gia tri A thi chinh Cir tri 1am “mu” 14 phiéu
va giri n6 vé Ban KP (thay vi nguoi xac minh TT lam “mu” 13 phiéu va giri no vé
Ban KP nhu theo giao thirc 2 ctia phwong an 1). Trong phuong an ndy chung toi dé
nghi: mdi 1an xtr Iy mot 14 phiéu, tai mdi bude thir didu kién néu khong thoa man,

cong viée xtr Iy ding lai v6i 14 phiéu nay dé chuyén sang 14 phiéu tiép theo.

Phwong an 1 gom 2 giai dogn mét va hai

Cu tri (CT) Ngwoi xac minh TT

- CT m4 hoa 14 phiéu
[(x,y)=(g, h*G))]
- CT chon ngiu nhiénw, € Z A

Tinh a, =g* b =h"

-Tinh véi j=1.,i-1,i+1..k
Chon: dj,
Tinh:a, =g"x";b, =h" (y/G,)"
-Dat (A B)=(a,h,),....(a,.b,)

I’jeZp

X).(AB) o

«a TT chon ngiu nhién
c ez,
- CT tinh
do=c - d;;r=w—ad
(D’R)Za,ﬁ),...,(dk,rk) __OR)
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- TT kiém tra:

c,=d, +..+d,

choj=1..,k
a;=g"x"

T dj
b, =h"(y/G))

- Néu diéu kién sai thi
dung giao thac va huy
bo 14 phiéu.

- Néu dung thi tiép tuc

giao thuec.

- TT chon A ngau
nhién bi mat va tinh:

[(uv)=(g”, h")]

¢ (2.0)

TT gui CT gia tri w,
théng qua (a, b)

- TT Chon w, €Zp,
tinh:
(a,b)=(g™,h™)

-CT chon: ¢, eZ,

Co

e
CT gui lai TT gia tri C;

r

%
TT dap lai CT bang r

-TT tinh r=w, + A,

- CT kiém tra:

g"=au?; h" =bv®

- Néu diéu kién sai thi dimg giao

thirc va hity bo 14 phiéu.

- Néu diéu kién dung thi CT ma

héa lai (Iam “mu”) 14 phiéu nho

cap (u,v) caa TT:
(X" y)=(xu, yv)
Sau d6 gtri vé Ban KP.
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3.2. UNG DUNG CM KTLTT TRONG SU DUNG TIEN BPIEN TU
3.2.1. Khai niém thanh toan dién tir

Trong thuong mai dién t¢ (TMDT), khau quan trong nhét 13 viéc thanh toan,
boi vi muc tiéu cudi cung cua cudc trao ddi thuong mai 1a ngudi mua nhan duoc

nhirng cai gi can mua va nguoi ban nhan dugc so tién thanh toan.

Thanh toan 13 mot trong nhirng van dé phurc tap nhat cia TMDT. Hoat dong
TMDT chi phat huy dugc tinh vu viét cia nd khi &p dung dugc hinh thirc thanh toan
dién tu (TTDT).

TTPT 1a viéc thanh toan tién théng qua cac thong diép dién tir (Electronic
message) thay cho viéc thanh toan bang tién Sec hay tién mat. Ban chat ctia mé hinh
TTPT ciing 14 md phong lai md hinh thanh toan truyén thong, nhung cac thu tuc
giao dich, cac thao tac xu ly dit li¢u, qué trinh chuyén tién... tat ca déu duge thuc

hién thong qua mang may tinh, duoc nbi bang céc giao thic chuyén dung.

3.2.2. Khai ni¢ém tién dién tir

Tién dién tir (E-money, E-currency, Internet money, Digital money, Digital
currency, Digital cash) 13 thuat tir vAn con mo hd va chua dinh nghia day du. Tuy
nhién c6 thé hiéu Tién dién tir 13 loai tién trao ddi theo phuong phap “dién tir”, lién
quan dén mang may tinh va nhiing hé théng chira gia tri & dang sb (Digital stored
value Systems).

Tién dién tir cho phép ngudi ding cé thé thanh toan khi mua hang, hay vay
muon tién, nho truyén di cac “diy s6” tir may tinh nay (hay thiét bj luu trit nay nhu
Smart Card) téi may tinh khac (hay Smart Card Kh&c).

Ciing nhu diy s (Serial) trén tién gidy, ddy sb cua tién dién tir 13 duy nhat.
Mdi “ddng tién dién tir” duwoc phat hanh boi mot to chirc (ngan hang) va bicu dién
mot luong tién that ndo d6. Tién dién tir c¢6 loai an danh (anonymous identified

e-money), dinh danh (identified e-money).
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Tién an danh khéng tiét 16 thong tin dinh danh cta ngudi dung. Tinh an danh
cla tién dién tir twong tu nhu tién mit trén gidy. Tién dién tr an danh duoc rat tir
mot tai khoan, c6 thé dugc tiéu xai hay chuyén cho nguoi khac ma khong dé lai dau
vét. C6 nhiéu loai tién an danh, co loai 4n danh dbi v6i ngudi ban, nhung khéng an
danh véi ngan hang. C6 loai an danh hoan toan, 4n danh véi tit ca moi nguoi.

Tién dién tir dinh danh tiét 16 thong tin dinh danh cua ngudi dung. N6 tuong
tu nhu thé tin dung, cho phép ngan hang luu dau vét cia tién khi luan chuyén.

MG&i loai tién trén lai chia thanh 2 dang: Truc tuyén (online), khong truc tuyén
(offline). Truc tuyén: 1 can phai twong tic v6i bén thtr ba dé kiém soat giao dich.
Khong tric tuyén: nghia 13 c6 thé kiém soat duoc giao dich, ma khong can lién quan
tryc tiép dén bén thir ba (ngan hang).

Hién nay c6 2 hé thong tién dién tir chinh: thé thong minh (Smart Card) hay
phan mém. Tuy nhién ching c6 chung cic dic diém co ban sau: tinh an toan, tinh
riéng tu, tinh doc 1ap, tinh chuyén nhuong, tinh phan chia.

3.2.3. M6 hinh giao dich mua ban bing tién dién tir

Ngan hang

_dim

Ong B

\ 4

Thanh toan

M&6 hinh giao dich mua ban bang tién dién tir
M6 hinh giao dich mua ban bang tién dién tir c6 3 giao dich véi 3 dbi tuong:
Ngan hang, Nguoi tra tién A (mua hang), Nguoi dugc tra tién B (ban hang).
- Rut tién: Ong A chuyén tién ctia minh tir tai khoan & ngan hang vao ‘Tui’ ciia
minh (‘TGi’ c6 thé 1a Smart Card hay mdy tinh).
- Thanh toan: Ong A chuyén tién tir “Tai’ cia minh dén “Tui’ 6ng B.

- Gui tién: Ong B chuyén tién nhan duoc vao tai khoan ctia minh & ngan hang.
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M6 hinh cé thé thuc hién bcing 2 cach:

+ Truc tuyén (online): B lién lac véi ngan hang dé kiém tra tinh hop 18 cua
dong tién trude khi thanh todn va phan phdi hang. Thanh toan va gui tién dugc tién
hanh déng thoi. Thanh toan truc tuyén can cho giao dich c6 gia tri 1on. Hé théng
yéu cau phai lién lac v&i ngan hang trong sudt mdi 1an giao dich, vi thé chi phi
nhiéu hon (tién va thoi gian).

+ Khong truc tuyén (offline): B lién lac v6i ngan hang dé kiém tra tinh hop 1¢
clia dong tién duoc tién hanh sau qua trinh thanh toan. N6 phu hop cho nhitng giao
dich c6 gia trj thap.

Cac mo hinh thanh toan dién tir:

Hé théng TTDT thuc hién thanh toan cho khach hang theo mot sb6 cach,
ma tién mat va séc thong thudng khong thé 1am dugce. Hé thong thanh toan ciing
cung cip kha ning thanh toan hang hoa va dich vu qua thoi gian, bang cach cho

phép nguoi mua tra ti€n ngay, trd tién sau hay tra tién trude.

- M6 hinh tra tién sau: Trong mo hinh nay, thoi diém tién mat duoc rit ra
khoi tai khoan bén mua dé chuyén sang bén ban, xay ra ngay (pay-now) hodc sau
(pay-later) giao dich mua ban. Hoat dong cua hé thdng dwa trén nguyén tic
Tin dung (Credit crendental). N6 con duoc goi la mo hinh moé phong Séc (Cheque -
like model).

- M5 hinh tra tién trude: Trong md hinh nay, khach hang lién hé véi ngan
hang (hay cong ty méi gidi - Broker) dé c¢6 duoc chimg tir do ngén hang phat hanh.
Chung tir hay Pong tién s6 ndy mang ddu 4n cta ngan hang, duoc dam bao bai
ngan hang va do d6 c6 thé dung & bat clr noi nao di co xac 1ap hé théng thanh toan
v6i ngan hang nay.

Dé d6i 1y ching tir cia ngan hang, tai khoan cia khach hang bi triét khau di
tuong Gmg voi gia tri cua chimg tir d6. Nhu vy, khach hang d3 thuc sy tra tién

trude khi sir dung chtng tir nay dé mua hang va thanh toan.
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Chung tr & day khong phai do khach hang tao ra, khong phai danh cho mdt
cudc mua ban cu thé, ma do ngan hang phat hanh va c6 thé ding vao moi muc dich
thanh toan. Vi c6 thé str dung gidng nhu tién mit, do d6 mé hinh nay con duoc goi
la m6 hinh mé phéng tién mat (Cash-like model).

Khi ¢6 ngudi mua hang tai cira hang va thanh toan bang chimg tir nhu trén,
ctra hang s& kiém tra tinh hop 1é cta chiing, dua trén nhimmg thong tin dic biét do
ngan hang tao ra trén do.

Ctra hang c6 thé chon mot trong hai cach: Hodc 1a lién hé véi ngan hang dé
chuyén vao tai khoan ctia minh s tién trudc khi giao hang (deposit-now), hoic 1a
chap nhan va lién hé chuyén tién sau vao thoi gian thich hop (deposit-later).

Truong hop riéng ciia mé hinh mé phong tién mat 1a mé hinh “tién dién tir”
(Electronic Cash).

Hién nay hau hét cac dich vu mua ban hang trén mang déu st dung hinh thirc
thanh toan bang thé tin dung (Credit card). Ngudi dung chi can nhap cac thong tin:
tén nguoi ding, ma s6 thé, ngay hét han cua the.

Thuc té hién nay tai chau Au, cic gian 14n vé thé trén Internet chiém khoang
7% tong sb cac giao dich the, ty 18 nay ¢ chau A 1a khoang 10%. Tai Viét Nam,
dich vu thé tin dung méi str dung cudi ndm 1996, nhung ty 18 cac giao dich gian 1an
trén tong s cac giao dich 1a hon 10%.

Trén thé gidi hién nay, nhu cau vé thuong mai dién tir rit phd bién, nhung cac
van dé ha tang trong thanh toan dién tir van chua duoc giai quyét twong xtng va
dap Gmg duogc cac doi hoi dit ra. Viéc nghién ciru xay dung cac hé thong thanh toan
dién tir dé dam béo an toan thong tin trong cac dich vu thuong mai di¢n tir 1a mdt
hudng nghién ctru can thiét hién nay.

Hé théng thanh toan dién tir vé mit k¥ thuat chinh la tng dung cac thanh tyu
cta Iy thuyét mat ma. Mo hinh thanh toan st dung giao thirc mat ma dé dam bao an

toan cho viéc giao dich gitra cadc bén tham gia.
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3.2.4. Van dé “tién dién tir”
1). Vén dé én danh nguwoi siv dung dong tién

An danh 13 dic tinh quan trong va tién loi cua phuong thic thanh toan bang
tién n6i chung. Tinh 4n danh duwoc hiéu 14 ngudi tiéu tién phai duoc 4n danh va
khong dé lai dau vét gi, nghia 1a ngan hang khong thé biét duoc: tién giao dich 1a
cua ai.

Doi voi tién dién tir, dé giai quyét van dé trén, ngudi ta da st dung k¥ thuét
“chir ky mu”. Do 1a dang dac biét cua chit ky dién tir, n6 doi hoi ngudi ky thuc hién
ky vao thong diép ma khong biét ndi dung cua né. Ngudi ky sau ndy co thé nhin
thdy cap chir ky/thong diép, nhung khong thé biét duoc 13 minh di ky thong diép d6
khi ndo va & dau, mic du anh ta co thé kiém tra dugc chit ky d6 1a ding dan. N6
cling giéng nhu ngudi “ky” trén gidy khi dang nham mat.

Véi “chir ky mu” ciia ngan hang, ho khong thé tim dugc mbi lién hé nao gitta
dong tién dién tir va chu so hiru cta nd.

Lugc d6 CHAUM-FIAT-NAOR dung chir ky mi RSA. Luoc d6 BRAND
dung chit k¥ mu Schnorr.

2). Vin dé gian lan gid tri dong tién (“Khai man gid tri” dong tién)

Viéc Ngan hang dung “chit ky mu” dé ky vao dong tién 1am nay sinh mot van
dé khac, d6 1a: Ong A gian lan, xin ngan hang “ky” vao dong tién véi gid tri 18,
nhung thuc té lai guri t6i ngan hang dong tién ghi gia tri 50$. Nhu vdy ong A di co
dong tién 50$ cung v&i “chit ky” ciia ngan hang, nhung tai khoan cta ong chi bi
khau trur 18.

Vi ngan hang “ky mu” 1én dong tién, nén ho khong thé biét duoc nodi dung cua
n6 1a 1$ hay 508. Dé giai quyét truong hop gian 1an nay, ¢ hai cach.

Céach 1: Ngan hang dung bd khoa (khoa ky, khoa kiém tra chir ky) khac nhau
cho mdi loai tién. Néu co n gia tri ddng tién thi phai c6 n bd khoa khac nhau. Vi du:
v6i dong tién gia tri 1$ thi dung khoa k;, dong tién 50$ thi diung khod kso. Néu A
gian 14an tao ra dong tién 508 voi khoa ky, thi d6 1a déng tién khong hop 18.
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Céach 2: Dung giao thirc “Cit va chon” (Cut and choose). Y tudng nhu sau.

Pé rit tir ngan hang mot dong tién gia tri T, 6ng A phai tao k dong tién
C1,Cy,...,Cx cung gid tri T. Chung déu duogc ge"tn dinh danh, khac nhau duy nhét gitta
chung 13 s6 sé-ri. A 1am “mu” nhitng dong tién nay, va giri chung dén ngan hang.

Ngan hang yéu cau 6ng A cung cap thong tin dé khir “mu” k-1 dong tién bat
ky. Ngan hang khir “mu” va kiém tra chung. Néu tat ca déu hop 16, ngan hang
“ky mu” 1én dong tién con lai C; (1a dong tién ma ngan hang khong khtr “mu’”), va
guri cho A.

Ngan hang c¢6 sy dam bao cao rang dong tién con lai C; ciing 14 hop 18, vi néu
ong A giri kém dong tién khong hop phap trong sd k dong tién, thi xac sudt bi phat
hién it nhat 1 k-1/k. X4c suat nay cang cao néu k cang 16n. Tuy nhién néu k qua 16n
thi hé théng xtr Iy phai trao d6i nhiéu dir liéu va phai tinh toan nhiéu.

3). Viin dé tiéu xai mét dong tién nhiéu lin (double - spending)

Tién dién tir c6 dang s6 hoa, nén dé dang tao ban sao tir ban gdc. Ching ta
khong thé phan biét dugc giita dong tién “gdc” va dong tién “sao”. Ké gian c6 thé
tiéu xai dong tién “sao” nay nhiéu lan ma khong bi phét hién.

Heé thdng tién dién tir phai co kha nang ngin ngira hay phat hién duoc truong
hop “Mot dong tién tiéu xai nhiéu 1an” (double spending). Pé giai quyét van dé nay,
d3 ¢o cac giai phap khac nhau tuy theo ting hé thong tién dién tu.

*Voi hé théng Tién dién tr truc tuyén:

Ngan hang luu giir thong tin tit ca nhimg dong tién dién tir d3 tiéu xai trude
d6. Nguoi ban hang lién lac t6i ngan hang, va ho c6 thé cho ngudi ban hang biét
ddng tién nao con kha ning tiéu xai duoc.

Néu ngan hang bao rang dong tién nao d6 da tidu xai roi, thi ngudi ban hang
lap tirc tir chdi ban hang. Diéu nay gidong nhu cach ma ngudi ban hang hién tai kiém

tra thé tin dung tai nhitng diém ban hang.
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* Véi hé théng Tién dién tir khong truc tuyén: Phéat hién viéc “tiéu xai nhiéu
14n” mot déng tién, duge thuc hién bé‘lng hai cach.

Céach 1: Tao thé thong minh (Smart card) c¢d chip “chéng trom cip”, né con
duogc goi 1a “ngudi theo dbi”. Chip lwu giit luong nho dir liéu cua tat ca nhitng phan
tién dién tir da duogc tiéu xai qua Thé. Néu ngudi s¢ hiru Thé sao chép dong tién va
tiéu xai no lan hai, thi chip s& phat hién dugc hanh dong nay, va khéng cho phép
giao dich “tiéu xai”. Boi vi chip nay dung dé chéng su gian dbi, nguoi so hitu Thé
khong thé xo04 dugc dit liéu, trir khi ho pha huy Thé.

Cach 2: Dya vao ciu tric cia tién dién tir va nhitng giao thirc mat ma dé co
thé truy vét tim ra ké gian 1an (“tiéu xai” nhiéu lan).

Néu ngudi dung biét rang ho s& bi xtr toi khi ¢6 tinh gian 1an, vé 1y thuyét thi
hanh dong gian 1an s& giam di. Piéu thuan loi ciia phuong phap 1a khong doi hoi
nhing con chip dic biét. Hé thong c6 thé dugc phat trién trén phan mém (software)
va c6 thé chay trén may tinh ca nhan hay Smart card. Cach 2 c6 hai trudng hop:

Véi Tién dién tir Pinh danh - Khéng true tuyén (Identified offline):

Duya vao thong tin dinh danh dé truy vét, tim ra ké gian 1an. Trong giao dich,
dinh danh cta nguoi dung tién duoc tich liy day du trén duong di ctia dong tién, va
thong tin dinh danh cta nguoi ding s& “truong thanh” & mdi 1an nd duoc “tiéu xai”.
Thong tin chi tiét mdi 1an giao dich duogc gén vao déng tién dién tt, va di véi no,
khi n6 duoc chuyén tir ngudi nay sang ngudi khac.

Khi déng tién chuyén téi ngan hang, ho kiém tra dit liéu cua né, dé xem dong
tién nay c6 bi “tiéu xai” hai 1an khong? Ngan hang sir dung nhimng thong tin nay dé
1an theo vét ctia nhitng giao dich, phat hién ra ngudi ndo di “tiéu xai” hai lan.

Véi Tién dién tir an danh - Khong truec tuyén (Anonymous Offline):

Truong hop nay phirc tap nhét vi dong tién an danh, hon thé lai ngoai tuyén.
Heé thong phai vira dam bao tinh an danh cta ngudi sir dung tién, vira dam bao ¢
thé truy vét dugc dinh danh ngudi dung, trong truong hop xdy ra vi pham

(“tiéu xai” hai lan).
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Giai phap 1 gin thong tin “da tiéu” 1én dong tién & mdi lan giao dich. Thong
tin nay s& “truong thanh” & mdi lan giao dich. Khi dong tién dén ngan hang, ho s&
kiém tra trong co s& dit liéu (CSDL) xem ddng tién nay dd duogc tiéu chwa. Néu
ngan hang phat hién tién nay d dugc “tiéu xai” trude day, thi ho s& dung thdng tin
tich lity dé xac dinh dinh danh ctia ké gian 14n (“tiéu xai” hai 1an).

Thong tin tich luy trong truong hop nay chi cé thé dung dé 1an theo vét giao
dich néu nhu dong tién d& “tiéu xai” hai 1an, nghia 1a chi khi c6 gian 1an thi ngan
hang méi c6 thé truy tim dugc dinh danh cta ngudi tiéu tién.

Néu ddng tién an danh khong bi “tiéu xai” hai lan, thi ngan hang khong thé
xéac dinh duoc dinh danh ctia ngudi tiéu tién, va ciing khong thé xdy dung lai dudng
di ctia dong tién. (Nhu vay dong tién van 1a an danh).

3.2.5. Lwoc do tién dién tir Brand

Luogc d6 Brand dugc xay dung dua trén chir ky s6 Schnorr va bai toan dai dién
trong nhom cip nguyén to. Gq 1a nhom con cip q cia Zy*, trong do p, q la sO
nguyén t6 thoa man q|(p-1). Ngan hang khdi tao 5 thanh phan: (g, h, g1, g,, d).
Trong do:

- (9, h) € Gy (generator — tuple): khoa cong khai ctia ngan hang duoc dung
trong so d6 ky & giao thirc rat tién, x 1a khod bi mét ctia ngan hang.

x=log,h (h=g")
- (91, 92): bd phan tr sinh cua Gq.
- Phan tir sinh gia d (khac g; va g,), dam bao rang dinh danh ciia nguoi ding
s€ khong bi phat hi¢n trong giao thire thanh toén.
1). Khai tao tai khodn
- Alice tao ngau nhién uy, U, € Zg, tinh 1 =g,%g,", chuyén I dén Ngan hang.
- Ngan hang luu | =g,%g," cing dinh danh cta Alice va sb tai khoan, nhung
ngan hang khong biét u; Va u..
Truong hop Alice tiéu xai dong tién hai 1an, ngan hang c6 thé tim ra (uy, Uy)

va tinh dugc I, tr [ tim ra dinh danh ké gian lan.
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(D —
S T |
Uy, Uz € Zg I > ]g:nhdl?;lh
| =g,"g," Bank o tai khoan

Qua trinh khoi tao tai khoan.
Churng minh dai dién tai khoadn:

Khi Alice rut tién, dau tién phai xung danh véi ngan hang, bang cach chimg
minh v&i ngan hang 14 s& rit tién trong tai khoan ma Alice s& hitu.

Phuong phép dugc dung ¢ day 1a “chirng minh tri thirc ctia mot dai dién”.
Alice phai ching minh cho ngan hang rang: Alice biét u; va u, (vi Alice 1a chi so
hiru tai khoan), nhung khong tiét 16 gia tri u, U, cho ngan hang.

Qua trinh xac thuc duogc tién hanh nhu sau:

+ Alice chon ngiu nhién w,,w, € Z, vagu y=g,"9," dén ngan hang.

+ Ngan hang thir thach dé kiém tra c6 ding Alice sé hitu tai khoan khong,
bang cach chon ngiu nhién C, e Z, va gui dén Alice.

+ Alice tinh r, =w, +C.u, modq, r, = w, +C u, modq, giri dn ngan hang.

+ Ngan hang chap nhan xac thyc 1a dung khi va chi khi:

yl“ =g/g? trongdo | =g,"g,”
Giai thich:
Ta co:
g7 0F =01 gy =gy (gl g = 91°
— Néu Alice khong biét u,, u, (hay dai dién cua I), thi Alice khong thé tinh tao ra

r,, r, dé cho ngan hang kiém tra.
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Alice (ngwoi chirng minh) Ngdn hang (ngwoi kiém tra)

Biét uy, U, 12 dai dién cta | = g,"g," Chi biét I, g, g,; khong biét uy, u,

Tao 2 s6 ngau nhién w,,w, € Z,

Tinh y=g,"g," giri dén ngan hang Nhan y, chon ngau nhién C, e Z,

Gtri thir thach C, dén Alice

Nhéan C,, tinh: Nhan 14, I,. Kiém tra:
rL=w,+Cu modq, r,=w,+C,u, modq yl“ =glgr
Va giri chung dén ngan hang Néu thoa min, ngin hang chip

nhéan Alice biét dai dién cta I

(c6 nghia 13 biét uy, u, )

Qua trinh chirng minh dai dién tai khoan.
2). Giao thirc rut tién.
Néu xac thuc duoc chép nhan, thi qué trinh rat tién duoc tién hanh nhu sau:
+ Ngan hang trir mot luong tién twong Gng tir tai khoan Alice. Ngan hang va Alice
cung tinh dugc m = Id (d 1a phan tir sinh va cong khai). Ngan hang giii Alice: z =
m*, a=g", b =m" (w dugc chon ngau nhién tr Zg, X 1a khoa bi mat clia ngan hang).
+ Alice chon 3 s6 ngau nhién s e Z;; uvez, dé 1am “mu” m, z, a, b:
m'=m* =(ld)° = g,**g,”*d"
z'=z°; a'=a"g"; b'=b¥m"
Téch ngau nhién:
u,s = (x +x,)modq, u,s=(y,+Yy,)modq
vbi S=12,+2,modq tinh:
A=g%g,"d*; B=m'/A=g*g,"”d"
+ Alice dung ham bam H tinh ¢’ =H (m’, z’, a’, b’, A).

\ 113 AL ) M CI 9 A A Y
Lam “mu” ¢’ bang ¢c=-—modq, giri ¢ dén ngan hang.
u
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+ Ngan hang ky trén ¢ dugc r = xc + w mod q, guri r cho Alice, ghi c6 vao tai khoan
ciia Alice. Alice chdp nhan néu kiém tra thay g" = h%a va m" = z% va tinh
r’ =ru+ v mod q. Luc nay, Alice c6 déng tién dién tir that su duoc dai dién bai: A,
B, Sign(A, B) vai Sign(A, B) = (z’, a’, b’, r’) 1a chit ky ctia ngan hang. Nhung lam
thé ndo chung ta c6 thé biét dugc gia tri cua timg dong tién. CO hai cach khac nhau
dé giai quyét van dé nay:

Céach 1: Ngan hang sir dung mot khoa cong khai cho mdi loai tién. Nghia 13,
néu co6 k dong tién khac biét thi ngan hang phai cong khai khoa cong khai k: (gy, hy)
++ (Gks hi).

Cach 2: Chon k phan tir sinh gia (dummy generator) khac nhau duoc cong
khai dy, ...,d. Mdi phan tir sinh duoc dung dé biéu hién gia tri cia mdi dong tién.
Giai thich:

Ta co:
g'=g""" =h"g" =h"a

mr mX.C+W = mCmW = ZCb

— Néu Ngéan hang khong biét x, thi ngin hang khong thé tao ra r dé cho Alice

kiém tra.
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Alice Qua trinh Ngén hang
| =g,%g," ching minh | x : khod bi mét
dai di¢n (g, h): khoa cong khai (h=g)
weZ,
< bab  Im=id,z=m‘a=¢g", b=m"
m=1d= g,g,"d
seZ,
m'=m® = (Id)° = g,**g,*°d*
z'=7°
Tach ngau nhién
uveZ,
a'=a'g’
b'=b*m"
¢ =H(@m’,z,a,b’,A).
c :%modq —° >
T r=xc+wmodq
Kiém tra:
g’ =h%avam' =z
Tinh r’ =ru+ v mod q
Pong tién: (A, B, Sign (A, B))
véi Sign (A, B)=(z’, 2>, b, 1)

Giao thirc rit tién.
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3). Giao thirc thanh todn.

Khi Alice mudn mua hang hay st dung dich vu ctia Bob, trudc tién Alice can
phai giri tién cho Bob, qua trinh thanh toan duoc thyc hién theo nhiing budc sau:
+ Alice giri tién (A, B, Sign (A, B)) dén Bob.
A=g,%9,"d*; B=m'/ A=g,%g,?d*
Sign (A, B)=(z’,a’,b’, 1)
+ Pau tién, Bob kiém tra xem AB = 1 hay khong.
Néu AB = 1, c6 nghia:
(9,"9,"d*)(9,%9,"d ™) =1
=g, g, d M = g,7g,d® =1
=s=0
Vay, ngan hang khong xac dinh dugc u;, U, trong truong hgp “double-
spending”. Sau d6, Bob kiém tra chir ky ctia ngan hang sign(A,B) c6 hop 18 khong.
Néu dung, Bob thir thach Alice bang cach gii c e Z; , ¢ khong can thiét 1a sé ngiu
nhién, nhung phai dam bao 14 duy nhat trong mdi lan thanh toan.
Bob tinh ¢ nhu sau:
c = Hy (A, B, Iy, date/time), vai I 1a dinh danh ctia Bob, date/time 1a nhan thoi
gian cua giao dich, Hp 1a ham bam.
+ Alice phan hoi véi:
ry=X; +Ccx, modq
r2 =Yy +cy, mod(
r; =2z, + ¢z, modq
+ Bob kiém tra, néu 0,"9,°d" = AB° thi chap nhan thanh toan
Giai thich:
Ta co:
0,"9,°d" =g, g,""™2d"*"* =(g,"g,"d")(9,°9,"d"*)* = AB°
— Néu Alice khong biét x,,V,,2,%,,Y,.Z,, thi Alice khong thé tao ra r,r,,r, dé cho

Bob kiém tra.
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Alice

Bob

ABsig(AB)
?
AB = 1?
Kiém tra sign (A, B) ce Z,
s
. =X; + X, modq
r2 =Yy +Ccy, modq
r3 =2, +Cz, modq
SR ALREN

0,°g,°d"

Néu dung Bob chap nhan

thanh toan.

= AB°?

4). Giao thirc Gri.

Giao thire thanh toan.

+ Bob giri thong tin thanh toan (A, B, Sign (A, B)), ¢, 11, I> Va r; dén ngan hang.

+ Ngan hang kiém tra chit ky c6 chinh xac khong va dong tién khong duoc tiéu

xai truoe do.

+ Bob thir thach Alice bang gia tri ¢ = Hq (A, B, I, date/time)

+ Alice tra 101 lai gia tri rq, Iy, I3.

+ Néu tat cad déu thod man, Ngan hang gui tién vao tai khoan ctia Bob.
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Chiwrong 4. THU NGHIEM CHUONG TRINH
4.1. MO TA CHUONG TRINH
4.1.1. Gi6i thiéu

Chuong trinh md phong giao thire 1: ching minh tinh hop 1¢ cua 14 phiéu va
giao thirc 2: chirng minh quyén s& hiru gia tri bi mat S, trong tng dung CM KTLTT

trong bo phiéu dién tir, dwgc viét bang ngdn ngit 1ap trinh Turbo C.
1). Ciu hinh ciia hé théng

* Phan cung (c4u hinh t6i thiéu):
Bo nhé 6 ctng: 20gb
Bo nho ram: 128 mb
Téc d6 may t6i thiéu: 1 GHz

* Phan mém:
Hé diéu hanh:Linux, Window,...
Ngon ngir 1ap trinh: Turbo C
2). Cdc thanh phén ciia chwong trinh
* Chuong trinh chimg minh tinh hop 1¢ ctia 14 phiéu mé phong giao thire 1:
- Nhép cac tham s6 dau vao dé ma hoa 1a phiéu.
- Tinh to4n céac tham s trung gian.
- Kiém tra tinh hop 1é ctia 14 phiéu.
* Chuong trinh ching minh quyén so hitu gia tri bi mat  mé phong giao thirc 2:

- Nhép cac tham s6 dau vao.
- Tinh toan céc tham s trung gian.

- Kiém tra ngudi xac minh TT c6 gitt gia tri bi mat £ khong.
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4.1.2. Cac chirc nang chinh

1). Giao thuc

1

Ctr tri chimg minh tinh hop 1¢ ctia 14 phiéu sau khi dd dugc ma hoa va giri dén

ngudi xac minh TT :

Buéc 1: Dién cac thong tin can thiét dé c6 thé ma hoa 14 phiéu :

e Turbo C++ IDE

=10l %]

Chung minh khong tiet lo thong tin

Nhap
Phan
Phan
Nhap
Nhap

w=1

Chung minh tinh hop le cua la phieu?

cac tham zo dau vao:
tu sinh g=2

tu szinh alpha=2
khoa bi mat s=4

so cac lua chon k =4

Ung cu vien thu i: Gi=3

o Turbo C++ IDE

=101.x]

Chung minh khong tiet lo thong tin

Chon

cac tham so d va r:
DI11=1
DIL2]1=2
DI[4]1=1
RI11=2
RI[21=3
Ri41=1

Cut tri dién cdc thong tin can thiét dé ma héa ld phiéu tham do
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Buwdre 2 : Tinh d; va r; sau d6 gui (D, R) cho nguoi xac minh TT:

ot Turbo C++ IDE -0 x|

Chung minh khong tiet lo thong tin

Tinh d va » cho Git

c:2

Cac thong so tra vé tir nguoi xac minh TT Va cdc tinh todan cua Cu tri

Budée 3: Nguoi xac minh TT sé& kiém tra: néu cac tham s6 khong thoa man thi

s& loai 14 phiéu, néu dung s& chip nhan va tiép tuc ma hoa l4 phiéu 1an 2 va giri cho
Ban KP:

& Turbo C++ IDE =]

Chung minh khong tiet lo thong tin

Trung tam kiem tra:
Check =
K.Y
<A.B>

<4.768>
€16.65536> C128.268435456> (2.16> <(B8.48%6>

D.R> =(1.2> 2.3> 2.5 <1.1>
c =2
La phieu hop let

Ld phiéu khi da dwoc ngwoi xac minh TT kiém tra lai
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2). Giao thirc 2

Ngudi xac minh trung thwe TT chieng minh 14 phiéu IAm mu gii téi Ban KP

ciing hoan toan hop I¢ :

Buwéc 1: Nguoi xac minh trung thuc TT s& dién cac tham sé dau vao va tinh

toan, sau d6 nguoi xac minh trung thue TT s€ giri luon Beta va w thong qua (a, b)

cho Ban KP:
ot Turbo C++ IDE -0 x|
Chung minh khong tiet lo thong tin
Chung minh tinh hop le cua la phieu?
MNhap cac tham zo dauw vao:
Phan tu sinh g=2
Nhap khoa hi mat ==4
Hhap s0 cac lua chon k =4
Ung cu vien thu i: Gi=3
&t Turbo C++ IDE =[O x|
Chung minh khong tiet lo thong tin I—
Chung minh gquyen so0 huu gia tri bi mat betat
heta = 6
w ==56

Nguoi xdac minh trung thuc TT chon Beta vaw

66




Budc 2 : Ban KP tra lai gia tri ¢ va ngudi xac minh trung thuc TT s€ tinh toan
r va gui r cho Ban KP.

&+ Turbo C++ IDE -|0| x|

Chung minh khong tiet lo thong tin

Trung tam tinh p:

r = 38

Nguoi xdac minh trung thyc TT tinh r

Budre 3 : Ban KP kiém tra lai két qua nhan dugc, néu ding thi 14 phiéu lam

mu 1an 2 hoan toan hop 1¢, néu khong ding, Ban KP s& khong chap nhan.

ot Turbo C++ IDE -0 x|

Chung minh khong tiet lo thong tin

Uoter kiem tra:

Check =

Cw,ur=(64,.16777216>
{a.h>={64,.16777216>
=38

c=4

P s0 hun gia tri beta

Ban KP kiém tra lai két qud
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4.2. MA NGUON CUA CHUONG TRINH

4.2.1. Cir tri chirng minh tinh hop 1 ciia 14 phiéu
#include<stdio.h>
#include<conio.h>
#include<math.h>
#include<stdlib.h>

#include<iostream.h>

struct ARRAY

{
long A[10];
int chiso;

3

ARRAY getArrayAj(int g,ARRAY d,ARRAY r,int Gi,int w,long x,int k);
ARRAY getArrayBj(long h,ARRAY d,ARRAY r,int Gi,int w,long y,int k);
int check(int g,long h,ARRAY a,ARRAY b,ARRAY d,ARRAY r,long x,long y,int
c,int Gi);

long getAi(int g,int w);

long getBi(long h,int w);

int getDI(ARRAY &d,int c,int Gi,int k);

int getRi(int w,int alpha,int di);

void addDi(ARRAY &d,int Gi,int di);

void addRi(ARRAY &r,int Gi,int ri);

void nhapARRAYd(ARRAY &d,int k,int Gi);

void nhapARRAYTr(ARRAY &r,int k,int Gi);
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/l Lay mang a
ARRAY getArrayAj(int g,ARRAY d,ARRAY r,int Gi,int w,long x,int k)

{

¥

ARRAY ga;

a.chiso=d.chiso=r.chiso=k;

for(int i=1;i<Gi;i++) {
a.Ali]=pow(g,r.A[i])*pow(x,d.Ali]);

b

a.A[Gi]=getAi(g,w);

for(i=Gi+1;i<=a.chiso;i++) {
a.Ali]=pow(g,r.A[i])*pow(x,d.A[i]);

}

return a;

Il Lay mang b
ARRAY getArrayBj(long h,ARRAY d,ARRAY r,int Gi,int w,long y,int k)

{

ARRAY b;

b.chiso=d.chiso=r.chiso=k;

for(int i=1;i<Gi;i++) {
b.A[i]=pow(h,r.A[i])*pow((y/Gi),d.A[i]);

}

b.A[Gi]=getBi(h,w);

for(i=Gi+1;i<=b.chiso;i++) {
b.A[i]=pow(h,r.A[i])*pow((y/Gi),d.Ali]);

b

return b;
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//Kiém tra tinh hop Ié cua I phiéu
int check(int g,long h, ARRAY a,ARRAY b,ARRAY d,ARRAY r,long x,long y,int
c,int Gi,int k)
{
long sum=0;
a.chiso=Db.chiso=d.chiso=r.chiso=k;
for(int i=1;i<=d.chiso;i++)
{
sum=sum-+d.A[i];
}
iIf(sum!=c) return O;
for(i=1;i<=d.chiso;i++)
{
if(@. A[i]'=pow(g,r.A[i])*pow(x,d.A[i]))
return O;
if(b.A[i]!'=pow(h,r. A[i])*pow((y/Gi),d.A[i]))
return O;

¥

return 1;
}
/ITinh gia tri cua di
int getDI(ARRAY &d,int c,int Gi,int k)
{
int di;
di=c;
d.chiso=k;
for(int i=1;i<Gi;i++)
{
di=di-d.A[i];
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for(i=Gi+1;i<=d.chiso;i++)
{
di=di-d.A[i];
}
return di;
}
/ITinh gié tri cua ri
int getRi(int w,int alpha,int di)
{

intri;
ri=w-alpha*di;
return ri;

}

// Tinh ai

long getAi(int g,int w)

{
long ai;
ai=pow(g,w);
return ai;

}

// Tinh bi

long getBi(long h,int w)

{
long bi;
bi=pow(h,w);
return bi;

}
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// Thém di vao mang d
void addDi(ARRAY &d,int Gi,int di)
{

d.A[Gi]=di;
¥
// Thém ri vao mang r
void addRi(ARRAY &r,int Gi,int ri)
{
r.A[Gi]=ri;
}
/I Chon céc phan tir d, chua chon di
void nhapARRAYd(ARRAY &d,int k,int Gi)
{
d.chiso=Kk;
for(int i=1;i<Gi;i++)
{
cout<<"\n\n\t\tD["<<i<<"]=";cin>>d.A[i];
b
d.A[Gi]=0;
for(i=Gi+1;i<=d.chiso;i++)
{

cout<<"\n\n\t\tD["<<i<<"]=";cin>>d.A[i];
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//IChon céc phan tir r, chua chon i
void nhapARRAYT(ARRAY &r,int k,int Gi)
{
r.chiso=k;
for(int i=1;i<Gi;i++)
{
cout<<"\n\n\t\tR["'<<i<<"]=";cin>>r.A[i];
}
r.A[Gi]=0;
for(i=Gi+1;i<=r.chiso;i++)
{

cout<<"\n\n\t\tR["'<<i<<"]=";cin>>r.A[i];

¥
/I Chuong trinh chinh

void main()
{
clrscr();
int g,s,alpha,w,k,c,Gi,ri,di;
long h,x,y;
ARRAY d,r,a,b;

cout<<"\n Chung minh khong tiet lo thong

tin \n";

cout<<"\n\n\tChung minh tinh hop le cua la phieu!";
cout<<"\n\n\tNhap cac tham so dau vao:";
cout<<"\n\n\tPhan tu sinh g="; cin>>g;
cout<<"\n\n\tPhan tu sinh alpha="; cin>>alpha;
cout<<"\n\n\tNhap khoa bi mat s=";cin>>s;
h=pow(g.s);

cout<<™\n\n\tNhap so cac lua chon k =";cin>>k;
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cout<<™\n\n\tUng cu vien thu i: Gi=";cin>>Gi;
randomize();

w=random(b);

cout<<"\n\n\tw="<<w;

getch();

clrscr();

cout<<"\n Chung minh khong tiet lo thong

tin \n";

cout<<"\n\n\tChon cac tham so d va r:\n";
nhapARRAYd(d,k,Gi);
nhapARRAYT(r,k,Gi);

clrscr();

cout<<"\n Chung minh khong tiet lo thong

tin \n";

cout<<"\n\n\tTinh d va r cho Gil";
c=random(5);
cout<<"\n\n\tc:"<<c;
di=getDi(d,c,Gi,k);
cout<<"\n\n\tdi:"<<di;
addDi(d,Gi,di);
ri=getRi(w,alpha,di);
cout<<"\n\n\tri:"<<ri;
addRi(r,Gi,ri);

getch();

clrscr();
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cout<<™\n Chung minh khong tiet lo thong

tin \n";

cout<<"\n\n\tTrung tam kiem tra:";
x=pow(g,alpha);
y=pow(h,alpha)*Gi;
a=getArrayAj(g,d,r,Gi,w,x,k);
b=getArrayBj(h,d,r,Gi,w,y,Kk);
cout<<"\n\n\tCheck : ";
if(check(g,h,a,b,d,r,x,y,c,Gi,k)==0)

cout<<™\n\n\t\tLa phieu khong hop le!";
if(check(g,h,a,b,d,r,x,y,c,Gi,k)==1)
{

cout<<"\n\n\t\t(X,Y) = ("'<<x<<M M e<y<<)",

cout<<"\n\n\t\t(A,B) = ";

for(int i=1;i<=k;i++)

{

cout<<"("<<a.A[i]<<","<<b.A[i]<<")\t";

}

cout<<"\n\n\t\t(D,R) =";

for(int j=1;j<=Kk;j++)

{

cout<<"("<<d.A[j]<<","<<r. A[j]<<")\t";

}

cout<<"\n\n\t\tc = ""<<c;

cout<<"\n\n\t\tLa phieu hop le!";

hy
getch();
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4.2.2. Ngudi xac minh trung thwe chirng minh cé giir tham s6 bi mat S
#include<stdio.h>
#include<conio.h>
#include<math.h>
#include<stdlib.h>

#include<iostream.h>

void check(int r,int c,long a,long b,long u,long v,int g,long h);

/IKiém tra P 0 sé hitu gia tri beta khong
void check(int r,int c,long a,long b,long u,long v,int g,long h)

{
if(pow(g,r)==a*pow(u,c)&&pow(h,r)==b*pow(v,c))

{
cout<<"\n\n\t\t(u,v)=("<<u<<","<<v<<")",
cout<<"\n\n\t\t(a,b)=("<<a<<","<<b<<")";
cout<<"\n\n\t\tr="<<r;
cout<<"\n\n\t\tc="<<c;
cout<<™\n\n\t\tP so huu gia tri beta";

}

else cout<<"\n\n\t\tP khong so huu gia tri beta";
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/I Chuong trinh chinh

void main()

{

tin

tin

clrscr();

int g,s,beta,w,k,c,Gi;

long u,v,a,b,h,r;

cout<<"\n Chung minh khong tiet lo thong

\n";

cout<<"\n\n\tChung minh tinh hop le cua la phieu!";
cout<<"\n\n\tNhap cac tham so dau vao:";
cout<<"\n\n\tPhan tu sinh g="; cin>>g;
cout<<"\n\tNhap khoa bi mat s=";cin>>s;
h=pow(g,s);

cout<<"\n\tNhap so cac lua chon k =";cin>>k;
cout<<"\n\tUng cu vien thu i: Gi=";cin>>GCil;
clrscr();

cout<<"\n Chung minh khong tiet lo thong

\n":

cout<<"\n\n\tChung minh quyen so huu gia tri bi mat beta!";
cout<<"\n\n\tbeta = "; cin>>beta;
randomize();

w=random(10);

cout<<"\n\tw = "<<w;
u=pow(g,beta);

v=pow(h,beta);

a=pow(g,w);

b=pow(h,w);

c=random(10);

getch();

clrscr();
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tin

tin

cout<<"\n

Chung minh khong tiet lo thong

\n";

r=w+beta*c;

cout<<™\n\n\t Trung tam tinh r:";

cout<<"\n\n\t r = "<<r;
getch();
clrscr();

cout<<"\n

Chung minh khong tiet lo thong

\n";

cout<<"\n\n\t VVoter kiem tra:";
cout<<"\n\n\t Check :\n";
check(r,c,a,b,u,v,g,h);

getch();
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KET LUAN
Sau thoi gian thuc hién khéa luan, em thu duoc hai két qua chinh:
1/. Tim hiéu va nghién ctru qua tai liéu cc van dé:
- Vén dé “Phuong phéap chimg minh khong tiét 16 thong tin”
- Ung dung “Chung minh khong tiét 16 théng tin” trong bo phiéu tir xa
- Ung dung “Chtng minh khong tiét 16 thong tin” trong st dung tién dién tir

V& van dé ching minh khong tiét 16 thong tin, 1a ndi dung chinh cua khoa
luan nay, em da tim hiéu cac khai niém co ban va mot sé so ¢ ching minh. T do,
tim ra vu nhuge diém va tinh chat caa cac so d6 dé co thé ap dung vao cac bai toan
mot cach thich hop.

2/. Thir nghiém chuong trinh Gmg dung “chimg minh khong tiét 16 thong tin”
trong bo phiéu tir xa.
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