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LOT MO PAU

Ngay nay, céng nghé ATM dang dugc tng dung rong réi trén pham vi toan
thé gigi va ca ¢ Viét Nam. Tai Viét Nam, nim 2009, Chinh phu ta dé ra quyét dinh
tra tién lwong cho cac can bo nhan vién qua thé ATM. Va hién nay, rat nhiéu can bo
huu tri ctia chung ta d3 nhan tién luong qua thé ATM. Diéu d6 noéi 1én tdm quan
trong cua cdng nghé ATM. C6 hai loai th¢ ATM dugc ¢ng dung rong réi trén thé
gioi 1a the tir va thé chip. O Viét Nam ta hién nay chu yéu la ¢ng dung thé tir. Mot
trong nhitng van dé dat ra cho hé théng ATM 1a vin dé dam bao ATTT cho hé
théng. Nhan thay tam quan trong va tinh cip thiét caa né nén qua tim hiéu em da
chon dé tai “Tim hiéu hé théng ATM va co ché ATTT cho hé théng” 1am dé tai d6
an tét nghiép ciia em. Trong d6, em tap trung tim hiéu sau 3 van d¢é sau day:

Chuong 1. Tim hiéu tong quan vé hé théng ATM.

Chuong 2. Tim hiéu sau vé hé thong thanh toan bang ATM dbi vai thé .

Chuong 3. Tim hiéu co ché ATTT trong hé théng ATM.

Do tai liéu tham khao chu yéu la tiéng Anh, con nhitng tai liéu cé tinh
chuyén nganh thi tiéng Viét rat hiém. Trong luc d6 kha niang doc hiéu cua em bing
tiéng Anh con nhiéu han ché. Thém vao d6, dé tai dd an cua em lai dung dén céc
kién thic toan hoc phirc tap, dac biét 1a ly thuyét s6, ly thuyét vé nhém vanh,
truong. Do vy, trong bao cao d6 an cua em chic chan con nhiéu thiéu sét. Em rat
mong dugc qui cac thay, co gitp dd, gop ¥ chi bao dé em cé thé hoan thién do an

cua minh hon ntra.



Chuong 1. TIM HIEU TONG QUAN VE MAY ATM

1.1. TONG QUAN VE MAY ATM
1.1.1 Giei thiéu may ATM (Automatic Teller Machine)

May rat tién dau tién trén thé gioi duoc thiét ké va hoan thanh bai Luther
George Simjian (Ngudi Thd Nhi Ky), vao ndm 1939, may duoc thiét ké tai thanh
phé NewYork cho ngan hang City Bank of NewYork, nhung 6 thang sau thi bi bo
di vi it nguoi dung.

Sau 25 nim, vao ngdy 27/6/1967, may rut tién dién tr dau tién dugc hang In-
De- la- Rue thiét ké tai Enfield Town (gan London - Anh) cho ngan hang Barclays
Bank. Nguoi phat minh la John Shepherd-Barron mac du Luther George Simjian va
mot vai ngudi khac ciing di dang ky van bang phat minh cho loai may nay. Tuy
nhién, nhiéu nguoi cho rang loai may ATM dau tién theo dung nghia ATM ma thé
gidi ngay nay dang str dung chinh 1a loai may duoc ra mat vao nam 1969 tai Ngan
hang Chemical Bank ¢ NewYork (M5). Tac gia 1a Don Wetzel, ph6 giam déc mot
cong ty chuyén vé may tu dong xir Iy hanh Iy.

ATM ngay nay la thiét bi dé ngan hang giao dich chu dong vai chu thé, thuc
hién thdng qua cac loai thé ATM nhu thé ghi ng, thé ghi cé (thé tin dung), va cac
loai thé khéc, gitp chu thé kiém tra tai khoan, rt tién mit, chuyén khoan thanh toan
hang hoa, dich vu.

1.1.2 Tinh hinh sir dung hé thong ATM

Thanh toan tién qua hé théng ATM da pho bién trén toan thé gisi va & Viét
Nam hé thong ATM ciing dang dan pho bién.

Nam 1993, thi truong thé ngan hang Viét Nam mai xuat hién nhitng san pham
thé dau tién do Vietcombank phat hanh, dén nam 1996 thi thi truong thé bat dau
thuc su xuét hién.

Niam 1996, Ngan hang ngoai thwong Viét Nam Vietcombank (VCB) két hop

cung ngan hang nha nuéc lap dat 2 chiéc may rdt tién tu dong (ATM) tai Ha Noi.



Dén nay, ching ta di ching kién su phat trién vuot bac cua thi treong thé va

may ATM tai Viét Nam, v&i hon 20 Ngan hang thwong mai phat hanh thé néi dia,

trong d6 ¢4 8 ngan hang thuong mai phat hanh thé Qudc Té.

Bang 1.1 Sé liéu thong ké thi trudng thé Viét Nam qua cac nim

(Theo hi¢gp hgi ngan hang Viét Nam va hgi thao Banking Viét Nam 2008)

Pon vi: chiéc
Nim ‘Sé lwong thé phat ha’nh ’ S6 may
gom thé noi dia va quoc te ATM

1996 360

1997 460

1998 4.500

1999 2.500

2000 5.000

2001 15.000

2002 40.000

2003 230.000

2004 560.000

2005 1.250.000
T6/2006 3.500.000

2007 8.400.000 4.020
T3/2008 10.000.000 4.500

Tai hoi thao Banking Viét Nam 2008 dién ra tai Ha Noi, Ngan hang nha nuéc

d3 cong bd s lidu thong ké vé thi truong thé Viét Nam. Trong d6, tinh dén quy

/2008, toan thé hé théng ngan hang Viét Nam c6 hon 4.500 may rut tién tu dong
ATM, gan 15000 diém chip nhan thé (POS) va phat hanh hon 10 triéu thé thanh

toan.

Nhiing tién ich ma cac dich vu thé mang lai da gép phan timg budc thay doi thoi

quen wa sir dung tién mat cia nguoi dan, giam chi phi xa hoi, nang cao kha ning quan




ly tién té cua NH ciing nhu gép phan hitu ich vao viéc tao dung nén mong cho su
hinh thanh mot nén thuong mai dién tir cOn non tré ciia nudc ta.

Viéc con qua it may ATM dugc mot s6 it cac ngan hang trién khai ciing khong
qua khé ly giai.Voi mirc chi phi dau tu cho moét mady ATM tir 20.000 USD dén
30.000 USD, khdng phai ngan hang nao, nhét 1 cac ngan hang thuong mai ¢6 phan
cling 6 thé dau tu, néu ho khong “ truong von « va khong cé chién luoc phét trién
ATM.

1.1.3. Lgi ich va cac dich vu trén may ATM
1.1.3.1. Loi ich déi véi ngan hang

ATM duoc biét dén nhu 1a mot kénh ty phuc vu cua ngan hang,la mot bo phan
chién lugc trong kénh phan phdi ciia ngan hang, gidp cho chu thé truy cap mét cach
thuan tién céc dich vu dugc nhanh chéng, dich vu 24/7 & bat cir noi dau va vao thoi
gian nao.

Bén canh d6, may ATM con c6 mét s6 wu diém sau:

- Cac dia diém dit may thuan loi, thoi gian phuc vu 24/24 gilp dé tiép can

véi cac dich vu ngan hang, nén thu hat nhiéu cha thé hon.

- Dbi v6i mdi may ATM c6 thé coi 1a mot “chi nhanh” caa ngan hang, do d6

s& giam thiéu chi phi van hanh chi nhanh ngan hang.

Nho vay, ma cac ngan hang co thé gitr duoc khach hang cii va thu hat dugc
nhiéu nguoi sir dung cac dich vu ngan hang.
1.1.3.2. Lgi ich déi véi khéach hang

- Thuan tién trong tiép can ngan hang(dia diém, 24x7 gio).

- Nhanh hon so véi & quay giao dich.
1.1.3.3. Céc dich vu trén may ATM

- R0t tién mat (Cash Withdrawal).

Chuyén khoan (Fund Transfer).

Tién ich / Thanh toan hoa don (Pién thoai, Dién, Nudc,.....)

Guri tién.

Cac giao dich Internet / Thuong mai dién ti.



1.1.4. Mot sb van dé @éi véi hé thong ATM

Khi cac mang ludi ATM dugc mé rong thi viéc dam bao an toan cho hé théng
ATM tré nén cap thiét. Khi khach hang chap nhan thanh toan tién qua hé théng
ATM thi c6 nghia 1a ho di tin twdng vao sy an toan va tién lgi ma hé théng ATM
mang lai, do d6 viéc dam bao an toan thdng tin trén hé théng ATM rat quan trong.

Hién nay, trén thé giéi va ciing nhu ¢ Viét Nam thé tir van chiém mot sé luong
I6n so vai thé chip ( thé théng minh ). Do chi phi phét hanh thé tir rat ré so vai thé
chip nén hién tai thé tir van chiém linh thi trudng thé.

Déi vai thé chip, hién nay (8/2008) di c6 mét vai ngan hang phat hanh nhu
VIB, VCD nhung véi $6 luong rat it va cha yéu dung cho thé tin dung.

Tuy nhién, nhitng van dé rai ro va gian 1an thé dang dat cho Ngan hang mot
thach thirc 16n, thé tir boc 16 nhiéu han ché vé kha ning an toan, luu trir thong tin
cling nhu tich hop cac tng dung, dich vu trén the.

Thé tir rat dé bi sao chép, chi véi mot bang mach dién tir 2 dau doc bang tir
hoac véi cong nghé “hdp den” phan tich tin hiéu tir dau vao va dau ra, téi pham c6
thé 1am ra nhiing chiéc thé twong tw. Ngoai viéc bi lay cap tryc tiép tir viéc doc trén
bang tir, dit liéu con c6 thé bi danh cip tir trén duong truyén buu dién ma Ngan
hang thué.

Ciing khong loai trir truong hop ngudi cua cac Ngan hang thong dong vai toi
pham dé cai dat cac thiét bi lay cap dir liéu vao may ATM, tir d6 1ay cip dit liu the
cua khach hang. Khdng nhiing vay, bon trom con gan nhitng camera bé xiu cho
phép quay can canh ban phim trén ATM dé an cap sé6 PIN (mat ma) truy cap tai
khoan cua chu thé.

Nhiéu chu thé khong thay duoc tam quan trong cua viéc bao mat nhitng thong
tin ca nhén cua thé (nhu ma PIN) nén da bi ké gian “nhin trdm” mat ma, sau do an
cap thé dé thuc hién hanh vi rit tién/thanh toan bat hop phap. Khong it trudng hop,
khach hang bi mat thé ATM, gidy to tiy than (CTM, Ho chiéu ...) va bi ké gian tom
dugc tu d6 rat hét tién do chu thé da dat ma PIN 1a nhitng con sé d& nhé nhu ngay
sinh, s6 CMT...



Ngoai ra phét sinh cac van dé mai, nhitng thdng tin di liéu nam ¢ CSDL hay
dang truyén trén duong truyén co thé bi trom cap, lam sai léch va c6 thé bi gia mao.
Piéu d6 anh hudng dén cac cong ty, cac té chuac hay ca mot qudc gia. Nhing bi
mét kinh doanh, tai chinh 12 muc tiéu cua cac d6i thu canh tranh.

Nhiing théng tin ATM lién quan dén kinh té va do 1a thong tin rat nhay cam
cia NH do vay viéc dam bao an toan an ninh théng tin trén hé théng ATM déng
mot vai tro dac biét quan trong.

Pé giai quyét van dé trén, thi An toan thong tin cho hé thong ATM duoc dit
ra cap thiét.

Do d6, myc dich cua dd an 1a tim hiéu sau hon vé co ché hoai dong va bao mat
cua hé thong, trén co s& d6 dé xuét lya chon giai phap nham nang cao tinh bao mat
an toan cho hé thong ATM.

1.2. CAU TAO MAY ATM
1.2.1 Pinh nghia ATM
1.2.1.1. Dinh nghia ATM (Automatic Teller Machine)

ATM duoc goi 1a hé théng giao dich ngan hang tu dong, khéng don thuan Ia

may rit tién ma con nhiéu dich vy khac nhu chuyén khoan, thanh toan héa don,

mua vé, cdc dich vy thuong mai dién ta....

Hinh 1.1 May ATM



1.2.1.2. Phan logi
1/. Theo vi tri
- ATM dat tai sanh, hanh lang.
- ATM doc lap.
- ATM thuong xuyén.
- ATM dat tai noi thu vé xe.

2/. Theo chirc nang

- May chi c6 chirc nang tra tién.
- May c6 cac chirc ning cao cap.
1.2.1.3. Luéng xa ly giao dich trong hé théng ATM
1/. Cac budc xur ly giao dich
- Chu thé thuc hién giao dich.
- ATM nhan thdng tin giao dich va gui 1énh yéu cau téi Switch.
- Switch nhan yéu cau, xt Iy va phan hoi lai 1énh cho ATM.
- ATM nhan [énh phan hdi tir Switch va thuc hién Iénh.
- ATM néu khong thuc hién 1énh duoc lénh phan hoi s& gui hity Iénh da yéu

CAU.

Switch s& chap nhan Iénh hiy yéu cau.
2/. Ludng giao dich cua hé thdng ATM

- Man hinh doi ( man hinh hién thi quang céo ciia ngan hang).

- Cho thé vao ATM va nhan s6 PIN.

- Kiém tra s6 thé: Kiém tra s6 Check Digit, kiém tra s6 CVV/CVC.

- Kiém tra PIN: Kiém tra s PIN duoc nhap vao véi PIN duoc luu trong
CSDL Core Bank ctia ngan hang. Néu dung, sé& hién thi cac loai giao dich dé chu thé
Iua chon.

- Thuc hién giao dich: Khi thuc hién thanh céng, thi tuy theo tung loai giao
dich ma ATM nha thé hodc khong (Thuong rat tién xong thi ATM s& nha thé ra).

- Tro vé man hinh doi: Khi khéng thuc hién cac giao dich nita (khi nha thé

hodc nuét thé) man hinh ATM tro vé trang thai ban dau.
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1.2.2. Cau tao may ATM

ATM la mét thiét bi chuyén biét duoc str dung trong linh vuc ngan hang, duoc
goi 1a kénh phuc vu tu dong cta ngan hang. Do d6, nd can c6 mot cau tao dac biét
dé c6 thé thyuc hién cac chirc ning dwgc yéu cau.

CAu tao may ATM gdm 2 phan 1a Phan cting va Phan mém:

N
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Hinh 1.2 CAu tao may ATM

1/. Phan ctng

Bao gdm may vi tinh chuyén biét, thiét bi dém tién, thiét bi tra tién, thiét bi

in nhat ky, thiét bi in bién lai, phim nhap mat m4, thiét bi doc thé, hop dung tién va
két sat chira hop dung tién. ...

2/. Phian mém

May ATM déu c6 hé diéu hanh (OS-operate system), phan mém diéu khién
thiét bi cia may ATM, phan mém tién ich kém theo.

Hién nay, hé diéu hanh 1a Window NT, Window XP.

11



1.2.2.1. Man hinh
C6 thé 1a man hinh CRT, man hinh LCD. Vi dy

- Man hinh cua Deibold 10.4” Color LCD (XGA).

- Man hinh cua NCR 9” LCD text only or 9.5” VGA flat panel LCD.
1.2.2.2. Bé phdn trd tién

Day 1a bo phan hét sic quan trong cia mdi may ATM, gilp may phan loai,
dém va cung cap tién cho chu thé. Bao gom may dém tién, bang truyén tai va khe
tra tién duoc dit trén cac hop dung tién.

Khi thuc hién rat tién, phan mém diéu khién ATM s& tinh toan sé tién duoc tra
theo nhiéu ménh gi4 tién khac nhau, duoc cau hinh theo yéu cau cia ngan hang.

May dém tién chu yéu sir dung k¥ thuat dém chan khdng (kéo tién 1én bang luc
h(t), ngoai ra con dung ky thuat ma sat dé lay tién trong cac hop dung tién. May c6
thé tra duoc 40 dén 50 to tién va 1 dén 4 loai tién trong mot lan tra.
1.2.2.3. Ban phim
1/. Ban phim chtrc nang

1 12701 .
O | E5 |Cond Y
7= Jlo ™)
A 0 .

Hinh 1.3 Ban phim chirc nédng

La loai ban phim thuc hién cac giao dich.

Chu thé sir dung ban phim nay dé nhap ma PIN, sb tién giao dich, so tai
khoan...

Néu chu thé nhap s PIN sai 3 lan lién tiép, may ATM s& ty dong nudt the(
tdy thudc chinh sach NH), nham dam bao an toan trong trudong hop thé bi danh cip
va ¢ tinh do s6 PIN.

Ban phim cta may ATM ciing chinh 12 mét thiét bi ma hoa theo thuat toan
DES hay TripleDES bang thiét bi phan ctng.
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2/. Ban phim ki ty

La loai ban phim dung dé nhap tham sb cho hé théng phan mém ATM (nhu
ban phim thong thuong cia may PC). Puoc dung cho nha quan tri.
1.2.2.4. Pdu Poc thé

Dung dé doc cac thong tin trén ranh tir & mat sau cua thé. Céac thdng tin nay s&
duoc gin vao thong diép va chuyén dén ngin hang noi chi thé mé tai khoan.

Dau doc thé duoc thiét ké dé c6 thé doc dugce hai loai I thé tir va thé chip.
1.2.2.5. May ghi nhgt ky giao dich

Ghi lai thong tin toan bo céc giao dich duoc thuc hién tai may ATM.

Céc thong tin nay s& duoc st dung dé Kiém soat va doi chiéu khi kiém quy va
yéu Cau tra soat cia chu the.

1..1.1. May in bién lai giao dich

Thong thuong sau mdi giao dich may s& ty dong in bién lai, giup ngudi st
dung ATM d& dang nam bit duoc théng tin cua lan giao dich do.

Thoéng tin trén bién lai giao dich tuy thuoc ngan hang va tuy theo ting loai
giao dich. Thong thuong bao gdm: tén ngan hang, ngay thang giao dich, ma may
ATM, khéi luong giao dich...

1..1.2. Mdy PC (core) diéu khién

La may tinh PC chuyén dung, duoc dung cho may ATM.

May PC nay thong thuong chay hé diéu hanh Windows XP hoic Windows
NT. (Hién thoi Microsoft nging hd trg hé didu hanh Windows NT nén cac dong
may méi dung hé diéu hanh Windows XP).

Trén mdi PC s& cai dat phan mém dé kiém soat cac hoat dong cua ATM.

- V¢i may Diebold la Agilis™

- Va6i may NCR la APTRA
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Vi du cdu hinh may PC cia Diebold va NCR: (tinh dén niam 2007)

Bang 1.2 So sanh cau hinh giira hai may PC cia Diebold va NCR

Dong may Opteva cia Diebold

Dong may cia NCR

- Pentium 4 3Ghz (sk 775) (Codename
Denver), 800 system bus speed.

- 256MB DDR standard memory.

- USB 2.0 Architecture. CD ROM
Read/Write

- 80Gb SATA HDD.

- Intel Mainboard with 915 chipset
family for Diebold only.

- OS Windows XP.

- PIII 700 Mhz, or a Pl 850Mhz
processor.

- 128 MB RAM expandable to 256 MB

- Read Only CD ROM.

- Mixed Architecture (SDC and USB)

- OS windows NT or XP.

1..1.3. Khay chu#a tién

Mdi may ATM thudng c6 4 dén 5 khay dung tién, tly theo nha san xuat. (NCR

c6 4, Deboil c6 5) mdi khay dung tién s& duoc cau hinh theo tirng ménh gia tién

khac nhau. Ngoai ra may con c6 cac hop dé dung tién xu.
MOdi khay dung tién thuong chtra khoang 3000 dén 4000 to tién.
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1.2.3 Mang lwéi ATM

Mang lugi ATM la hé théng mang gém cé cac thanh phan trung tim nhu
Switch, CoreBank va cac hé théng mang vién théng dung dé két ndi cac thiét bi
thanh toan nhiam gidp cho khach hang truy cip thuan tién cac dich vu mot céch
nhanh chong, dich vu 24x7 & bat ct noi dau va vao thdi gian ndo. Ngoai ra c6 thé

két ndi dén hé thong mang ciia NH khéc.

fé .
o Card Management
o Svstem

SWITCH

Core Bank

F =] | =T
> Jl—t i Finance
Status Monitoring ATM [P e | ¢ Statement OTHER
(1 M P s i Message SWITCH

: |

Finance Statemen

Standard
—— Message

\]l\\.lg_‘r‘

911.912 l ISO) 8583 . D loon
st NDONDC+, 47x >

- i

ATM ATM ATM POS

Hinh 1.4 So @6 mang ludi ATM

1.2.4. Giao thirc két ndi hé théng may ATM

Mdi ATM duogc coi nhu 1a mot may PC, do d6 mdi ATM ¢6 mot dia chi IP xac
dinh dé c6 thé tham gia vao mang, c6 thé dat dia chi IP tinh hoic IP dong.

Hién nay may ATM hd trg giao thuc két ni nhu 1a TCP/IP, X.25,....

O Viét Nam, may ATM sir dung giao thirc TCP/IP dé két néi. Cac giao thuc
nay dugc hd trg boi cac duong truyén théng nhu duong Lease-line, mega wan,

Dial-up....
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1.2.5. H¢ théng Switch

Switch rat quan trong trong hé théng ATM, ciing nhu cac giao dich tai chinh
khac. Switch 1a trung tdm cua toan bo hé théng, 12 mot thanh phan trung gian gita
ATM va co so dir liéu cia ngan hang. Moi giao dich tir ATM déu théng qua Switch.

Switch: La hé thdng dinh tuyén céc giao dich tai chinh bat ngudn tir cac kénh
phan phdi dich vu nhu: may ATM, POS, Telephone Banking, Internet Banking,....

Hé théng géom phan mém va phan ciing (Thuong duoc goi 1a hé thong chuyén
mach) duoc két ndi truc tiép voi Core bank va cac thiét bi dau cudi ATM, POS.

Hé thng nay gdmg mét sé chic nang sau:

- Quan ly thé (Card Management): cho phép két néi dén hé théng quan ly
c4c thiét bi san xuat the, giam sat va quan ly cac thé dugc phat hanh.

- Két ndi cac thiét bi dau cudi nhu ATM, POS, ...

- Giam sat va diéu khién toan bo hé théng.

- Ghi nhat ky va luu vét giao dich.

- Hé théng cung cap cac giao tiép véi thiét bi ma hoa cung HSM, dam bao
ma hoa va giai ma s PIN va xéac thyuc cac thong diép.

- Két ndi dén cac ngan hang hay cac to chirc phat hanh khiac nhu VISA,
Master Card, Euro Pay...

Core Bank

Hé théng NH cét 15, 1a noi tap trung CSDL théng tin vé ngan hang va thdng
tin vé tai khoan, kiéu tai khoan sb du tai khoan, sé han mirc tai khoan cua cha thé
tham gia vao hé théng NH.

ATM (Automatic Teller Machine)

La mot kénh ty phuc vy théng qua thé ciia ngan hang, nhu cho phép rut tién tu
dong, chuyén khoan, thanh toan héa don, mua vé, céc dich vu thuong mai, dién tu,,,

POS (Point of Service)

La diém thanh toan mua hang bang thé thanh toan.

16



Chuwrong 2. HE THONG THANH TOAN BANG MAY ATM CHO
THE TU

21 THE TU

La loai thé nhya cing, cac théng tin vé thé dugc luu trén bang tir. Thé co thé
thue hién duoc cac giao dich ty dong nhu kiém tra s6 du, rat tién, chuyén khoan v.v
tir may rat tién ATM.
2.1.1. Tinh chat vat Iy cia thé

Cac tinh chat vat Iy cua thé tir (kich ¢, khdi lwong, cau tric vat liéu, tinh chat
ctng, tinh mém déo, tinh bén...) tuan theo tiéu chuan 1SO 7810.

Chuan I1SO 7810 14 tap cac chuan md ta cac dic tinh vat Iy va kich c& cua the.

- Thé c6 4 loai kich thudc khac nhau:

+ 1D-000 : Dai 25 mm Rong 15 mm day 0.76mm

+ ID-1 : Dai 85.60 mm Rong 53,98 mm day 0.76mm

+ ID-2  :Dai 105 mm Rong 74 mm day 0.76mm

+ ID-2 : Dai 125 mm Réng 88 mm day 0.76mm

Thé ATM la loai thé ID-1
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2.1.2. Thong tin dap néi trén thé

Cac thong tin dap ndi trén thé tuan theo chuan 1SO 7811-1

Centreline of character
i

Dimensions in millimetres (inches)

centreline of character 19
I

b c

-

Font of card

- ldentification number line (Area 1)

d / Top reference edge
|
|
i
i
|
I
i

Name and address area (Area 2)

<
Ll

N

i

f

7

centreline of

character 1

D
L}

centreline of

character 27

Bang 2.1: Bang dinh nghia kich thugc vi tri dap ndi, don vi milimet (Inches)

Identification number line (Area 1)

Identification number line (Area 2)

a 21,42 + 0,12 (0.843 + 0.005)

14,53 (0.572) maximum

b 10,18 £ 0,25 (0.401 + 0.010)

2,54 (0.100) minimum
3,30 (0.130) maximum

c 65,31 % 0,76 (2.571 + 0.030)

7,65 £ 0,25 (0.301 + 0.010)

d 24,03 (0.946) maximum

66,04 + 0,76 (2.600 = 0.030)

Trén thé co6 2 khu vuc dap noi

- Khu vuc 1: sé dinh dang thé PAN, duogc dap ndi trén mot dong don, tbi da

la 19 ky tu.

- Khu vyc 2: tén, ngay phat hanh, ngay hét han va cac thong tin lién quan

dén chu the, duoc dap ndi trén 2 dong véi téi da 1a 27 ky tu.
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2.1.3. Thong tin lwu trén vach tir cia thé
Céc thong tin luu trén vach tir va cdu trac cac trudng théng tin caa thé tuan
theo chuan 1SO 7811- 2, ISO 7811- 6 va I1SO 7813.

Don vi milimet (inches)

Dimensions in millimetres (inches)
Top reference edge 5,54(0.218)
l Max ‘

Minimum magnetic Magnetic stripe area T a
Stripe width (W)

2,92(0.115)max —> — T

28,55 (3.250) min

- /

A 4

Hinh 2.2 Vi tri dai tir (Mt sau thé).

a=11,89 (0.468): Khi st dung cho céc tracks 1 va 2
a= 15,95 (0.628): Khi str dung cho cac track 1, 2 va 3.
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End of
encoding

Encoded track :

Start of
encoding

Top reference edge

!

l

w

d —>

.

i\
1T
/

Dimensions in millimetres (inches)

Hinh 2.3 Vi tri cua cac ranh trong dai tu.

Bang 2.2: Bang dinh nghia kich thudc vi tri ranh tir, don vi milimet (Inches)

Term | Track 1

Track 2 Track 3

5,79 (0.228) maximum

8,33 (0.328) minimum 11,63 (0.458) minimum
9,09 (0.358) maximum 12,65 (0.498) maximum

8,33 (0.328) minimum
9,09 (0.358) maximum

11,63 (0.458) minimum 15,19 (0.598) minimum
12,65 (0.498) maximum 15,82 (0.623) maximum

744 = 1,00 (0.293
0.039)

+ 744 * 050 (0.293 +|7,44 + 1,00 (0.293 =
0.020) 0.039)

6,93 (0.252) minimum

6,93 (0.252) minimum 6,93 (0.252) minimum

Céc chuan nay quy dinh trén thé gom c6 3 tracks, nhung thuong chi sir dung

thong tin trén track 1 va 2.

- Track 1 Ia track tuan theo chuan IATA (International Air Bansport

Associantion).Pay 1a track chi doc, dugc ghi voi mat d6 cao va co thé chira ca sé

1an ky tu chit céi.
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- Track 2 Ia track tuan theo chuian ABA (America Banker Association). Day

la Track chi doc voi mat d6 ghi thap va chi chaa Ky tu so.

chira Ky tu s6 nhung c6 kha ning ghi dé (rewrite) 1én thanh phan dit liéu da co.

Track 3 1a track tuan theo chuan TTS (Thift Third) véi mat d6 ghi cao, chi

Thong tin vé c4c tinh chat, mat do ghi ... trén tirng Track cua thé cd thé duoc

tom lugc nhu sau:

Bang 2.3: Bang mo ta dinh nghia cac Track

Tinh | Mat do Thé = S6 lrong
Track , ) ) bj dai Pinh dang ma ]
chat ghi hién Ky tw
Mbi ky tu duoc tao
Chi 210 Chirva | Téida 79 | boi 7 bit (6 bit dix |
Trackl o , _ o 2°=64
doc bits/inch SO ky tu liéu + 1 bit kiém tra
chan 1¢)
Moi ky tu duoc tao
Chi 75 SO | Toida40 |boi 5 bit (4 bit dix |
Track2 o ] ) o 2°=16
doc bits/inch | (0—9) ky tu liéu + 1 bit kiém tra
chéan 1¢)
Mdi ky tu duoc tao
boc, 210 S6 Toida |boi 5 bit (4 bit dir|
Track3 o ] ) o 2°=16
ghidé | bits/inch | (0—9) | 107 ky tu | liéu + 1 bit kiem tra

chan 1¢)

2.1.4. CAu tric cuaa so thé

Dbi v6i mdi thé khi duoc luu hanh déu ¢ mot day sb xac dinh d6 1a s6 PAN —

Primarry Accounr Number. S6 PAN con c6 thé duoc goi véi cac tén khac nhu sb

thé hoac sb tai khoan chinh.
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2.1.4.1. S6 PAN (Primary Account Number)
S6 PAN 14 sé dinh danh duy nhat di vai tirng thé. Tuan theo chuan 1SO 7812

ISSUER IDENTIFICATION
NUMBER(IIN) INDIVIDUAL ACCOUNT CHECK
DIGIT

(Fixed length 5 digits) IDENTIFICATION(IA)  — 3

(' Variable length, max.

17 digit, see TSO 7811-3)
PRIMARY ACCOUNT NUMBER (PAN)

Hinh 2.4: Cau tric s PAN

S6 PAN c6 thé [8n t&i 19 s6, hién tai hau hét thé tir cua cac Ngan hang Viét
Nam déu c6 16 chir s6. S6 PAN gom 3 thanh phan nhu sau:

1/. 1IN — Issuer Identification Number: s dinh danh d6i v&i nha phat hanh the,
1IN ciing duoc goi 1a s6 BIN — Bank Indentification Number.

2/. 1Al — Individual Account Identification: S6 nhan dang tai khoan chu thé.
Cac ngan hang c6 thé quy dinh cau tric trong truong thong tin nay.

3/. CD- Check Digit: S6 véi ¥ nghia mang tinh chat kiém tra sé thé nay c6
hop 1é hay khong. S6 nay duoc tao ra tir viéc sir dung giai thuat Luhn.
2.1.4.2.S6 1IN (sé BIN)

IIN (Issuer ldentification Number) Ia sé nhan dang d6i véi nha phat hanh thé
hay BIN — Bank Indentification Number 1a sé dung dé nhan dang ngan hang. S6
BIN c6 d6 dai 12 6 chir 6, 1a mot thanh phan trong sé PAN.
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ISSUER IDENTIFICATION

NUMBER(IIN) INDIVIDUAL ACCOUNT CHECK
«——  (Fixedlength 5 digit) ~—pe—  IDENTIFICATION(IA) — , DIGIT
: =
< (Variable length, max. '
12 digit, see ISO 7811-3)
PRIMARY|ACCOUNT NUMBER (PAN)
\4
S6 PIN la dung dé nhan
dang ngan hang
Hinh 2.5 Vi tri s6 PIN
Minh hoa cach danh sé BIN cua mét s6 ngan hang caa Viét Nam.
Tén cac ngan hang S6 BIN S6 thé - PAN

Ngan hang N6ng nghiép va phat trién Nong thén 279798 272728000000000-
(VBARD) 272728999999999
. ) 668899000000000-

Ngan hang Dau tu va phat trien (BIDV) 668899
668899999999999
621060000000000-

Ngan hang Cong thuong (ICB) 621060
621060999999999

Hinh 2.6: Vi tri cac S6 BIN
2.1.5. Pinh dang thong diép (message) cia may ATM
Pinh dang thong diép la cau trac thong diép dé ATM c6 thé trao d6i thdng tin
véi Switch.
Thong diép trong giao dich tai chinh dugc s dung trong may ATM thuong
gom cac loai sau: 91x, NDx va I1SOx. Do hién nay c6 hai hang chinh vé san xuat
méay ATM Ién trén thé gi6i 1a diebold va NCR nén chuan 91x, NDx Ia hai loai dinh

dang chinh duogc sir dung.
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+

+

+

Thong diép chuan cua hang Diebold:
911

912+

Théng diép chuan cua hang NCR:
NDC

NDC+

Céu trc chung cua thong diép nhu sau:

STX Header Body ETX
Trong do: STX — Start of text : Truong khoi dau caa thong diép.
Header : Phan dau cua thong diép.
Body : phan than cua thong diép.
ETX — End of text : Truong két thiic caa thong diép.

2.1.5.1. Théng diép tir ATM dén Switch
Gioi thiéu mét s6 dinh dang thong diép tir ATM dén Switch.

1)
)
©)
(4)
Q)
(6)

Xac thuc PIN — PIN Verification ( PNV)

Rt tién — Cash Withdrawal (CWD)

Poi PIN — PIN Change (PIN)

Van tin va in sao ké — Balance Inquiry and Mini Sratement (INQ)
Chuyén khoan — Funds Transfer (TFR)

Yéu cau ddi khoa — Request Transmission Key (RQK)
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1/. Pau muc théng diép Massage header

Pau muc nay s& xuat hién trong tat ca cac thong diép duoc gui tr ATM dén

Switch.
Trwong Miéu ta bl Giawg | ©M
dai cha
L STX-Start  Of 1 |02 Hex
text
5 Transaction Ma giao dich 3 | XXX
Code
3 Type 1 Note | Trangthail 1 |0-2 Note 1
Status
A Type 2 Note | Trang thai 2 1 |0-2 Note 1
Status
. Type 3 Note | Trang thai 3 1 |0-2 Note 1
Status
6 Type 4 Note | Trang thai 4 1 |0-2 Note 1
Status
Journal status Trang thai nhat ky 0-2 Note 1
Receipt Status Trang thai in hoa don 0-2 Note 1
9 Dispenser Status | Trang thai thiét bi tra 0-2 Note 2
tién
10 Encryptor status | Trang thai thiét bi ma |1 [0-2 Note 2
hoa
1 Card reader | Trang thai ddudocthé |1 [0-2 Note 2
status
1 Transaction S6 tuan tu giao dich 6 | [999999] K,iéu
Sequence No SO
13 ATM Status Trang thai ATM 1 | O-Open
C-Close
14 ATM S6 nhan dang ATM 8 | [999999999] K,iéu
Identification SO
Tong do dai 24 Byte
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Chay:
1. CAc trang thai dugc dinh nghia

0 — good
1-low
2 —out
2. CAc trang thai dugc dinh nghia
0- Normal
1- Missing
2- Inoperative
2./ Thong diép xac thuc PIN (PNV)
Trwong Miéu ta bo dai | Giatri Ghicha
Message Ma xur
1-14 24
Header 1y’ PNV’
15 Track 2 Track 2 cia thé tir | 104
Encrypted PIN block da ma
16 16
PIN Block | hoa
17 ETX Ki hi¢u két thac | 1 03 S6 Hex
Tong do dai 145 Byte
3./ Thong diép rat tien CWD
Trwong Miéu ta ;)é?i Gia tri Ghi chu
1-14 Message Header 24 Ma X
ly:’CWD’
15 Track 2 Track 2 ciathé tr | 104
16 Transaction A/C | S6 tai khoan giao | 16
No. dich
17 Transaction Khoi lwong giao |8 | [99999999] | Kiéu s6
Amount dich
18 ETX Ki hiéu két thtic 1 |03 S6 Hex
Tong do dai 153 Byte
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4./ Théng diép Boi PIN

Trwong Miéu ta (?e‘:)i Giatri Ghicha
1-14 Message Header 24 Ma XUr
1y:’PIN’

15 Track 2 Track 2 caathé tr | 104
16 OId PIN Block |PIN cii (da duoc | 16

(Encrypted) mé hoa)
17 New PIN Block | PIN mdi (da duwoc |8 | [99999999]

(Encrypted) mé hoa)
18 ETX Ki higu két thuc 1 |03 S6 Hex

Tong do dai 163 Byte
5./ Thong diép van tin - INQ
Trwong Miéu ta Do Gia tri Ghi chu
dai
1-14 Message Header 24 Ma XUr
Iy’ INQ’

15 Track 2 Track 2 ciathé tr | 104
16 Transaction ~ A/C | SO tai khoan giao | 16

No. dich
17 ETX Ki hiéu két thac 1 03 S6 Hex

Tong do dai 145 Byte
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6./ Thong diép Chuyén khoan —TFR

Trwong Miéu ta c];);i Giatri Ghicha
1-14 Message Header 24 Ma XUr
1y INQ’
15 Track 2 Track 2 cua thé | 104
tir
16 Source Transaction | S6 tai khoan | 16
AJ/C No. nguon
17 Distination 16 | [99999999]
Transaction ~ A/C | S6 tai  khoan
No dich
18 Transaction Khoi luong | 8 03 S6 Hex
Amount giao dich
17 ETX Ki hi¢u kétthic |1 | 03 S6 Hex
Tong do dai 169 Byte
7/. Thong diép yéu cau truyén khoa (RQK)
Trwong | Miéu ta Do dai | Giatri Ghi chu
1-14 Message 24 Ma xu
Header 1ly:’RQK’
15 ATM status Trang thai ATM |1 C-Cold Strt
S-Supervisor
16 ETX Ki hi¢u két thic | 1 03 S6 Hex
Tong do dai 26 Byte

28




2.1.5.2 Théng digp tir Switch dén ATM
Gidi thiéu mot sé dinh dang thong diép tir Switch dén ATM.

(1) Phan hoéi chiap nhan xac thuc PIN — Accepted Response to PIN
Verification (PNV)

(2) Phan hdi tir chdi xac thuc PIN — Rejected Response to PIN Verification
(PNV)

(3) Phan hdi chip nhan rit tién — Accepted Response to Cash Withdrawal
(CWD)

(4) Phan hoi tir chdi rat tién — Rejected Response to Cash Withdrawal
(CWD)

(5) Accepted Response to PIN Change (PIN)

(6) Accepted Response to Balance Inquiry & Mini Statement (INQ)

(7) Accepted Response to Funds Transfer (TFR)
1/. Phan héi chap nhan xac thuc PIN

Trwong Miéu ta 5 0) Giatri Ghi chu
dai
1 STX Ki hiéu bat | 1 02 S6 Hex
dau

2 TPC 1 66 S6 Hex

3 Operating Mode 1 P- Production
T- Testing

4 Transaction Date 12 YYYYMMDD
HHMM

5 Status 2 00-Good
01- Bad
02- Retained
03- Rorce
change PIN

6 A/C Ditails 100

7 Transaction 6 [999999] | Kiéu sb

sequence No
8 ETX Ki hiéu két | 1 03 Sb Hex
thac
Tong do dai 124 Byte
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2./ Phan hoi khong chip nhan xac thuc PIN

Truwong Miéu ta b dai | Giatri Ghi cha
1 STX Ki hi¢u bat dau | 1 02 S6 Hex
2 TPC 1 47 hoac | S6 Hex
54
3 Operating 1 P- Production
Mode T- Testing
4 Transaction 12 YYYYMMDD
Date HHMM
5 Reject Code 4
6 Transaction 6 [000000-
sequence No 999999]
7 ETX Ki hieu két|1 03 S6 Hex
thuc
Tong do dai 26 Byte
3/. Phan hdi chap nhan giao dich rat tién
Trwong Miéu ta bodai | Giatri Ghi chu
1 STX Ki hiéu bat dau | 1 02 S6 Hex
2 TPC 1 66 S6 Hex
3 Operating Ché do6 hoat |1 P- Production
dong T- Testing
4 Transaction Date 12 YYYYMMDD
Ngay giao dich HHMM
5 Transaction A/C | S6 tai khoan 16
No
6 Accepted 1 1-Online
7 Fund Available Giatrihiéncé |15
8 Transaction Khéi  luong |8
Amount giao dich
9 Transaction S6 thtr tu giao | 6 [000000-
sequence No dich 999999]
10 ETX Ki hieu két|1 03 S6 Hex
thac
Tong do dai 62 Byte
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4./ Tra 10i tir chéi giao dich rat tién

Trwong Miéu ta b dai | Giatri Ghi chu
1 STX Ki hiéu bat dau | 1 02 S6 Hex
2 TPC 1 54 S6 Hex
3 Operating Ché do hoat|1 P- Production
Mode dong T- Testing
4 Transaction 12 YYYYMMDD
Date Ngay giao dich HHMM
5 Reject Code 4
6 Transaction 6 [999999]
sequence No
7 ETX Ki hieu két|1 03 S6 Hex
thac
Tong do dai 24 Byte
5./ Tra loi tir chéi giao dich rdt tién do khong du tién
Truwong Miéu ta $51) Giatri Ghicha
dai
1 STX Ki higu bat|1 02 S6 Hex
dau
TPC 55 S6 Hex
Operating Mode Ché do6 hoat P- Production
dong T- Testing
4 Transaction Date 12 YYYYMMDD
Ngay giao dich HHMM
Reject Code 4
Fund Available 15
Transaction S6 thir ty giao | 6 [999999]
sequence No dich
8 ETX Ki hieu ket|1 03 S6 Hex
thac
Tong do dai 24 Byte
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2.2. HE THONG THANH TOAN BANG MAY ATM CHO THE CHIP
2.2.1. Thé chip

Thé chip hay con dugc goi la thé thong minh — SmartCard. La loai thé nhya
ctng, thong tin vé thé dugc luu trén chip nhé. Thé co thé thuc hién duoc céc giao
dich tu dong nhu kiém tra s6 du, rat tién chuyén khoan v.v tir may rut tién tu dong
ATM.

2.2.2. Sw phéat trién caa thé chip

Giita nhitng nim 80, Chau Au d3 trién khai nhitng chiéc thé thong minh dau
tién, gio day pham vi str dung cua thé thong minh da duoc mé rong ra trén toan thé
gioi.

Thé thdng minh cung cap rat nhiéu tinh ning vuot troi so véi thé tir truyén
thdng nhu kha nang luu trir 16n, kha ning bao mat an toan thdng tin, hd tro nhiéu
ung dung.

Hién nay, cac to chuc thé qudc té nhu Europay, MasteCard, Visa — EMV dang
thiic day viéc chuyén doi tir thé tir sang thé SmartCard trén pham vi toan cau. Theo
EMV tir ngay 1/1/2006, khi tham gia vao hé thdng cua céc t6 chirc ndy céc ngan hang
s& phai chuyén d6i sang str dung thé thong minh dat chuan EMV. Néu khéng céc
ngan hang sé phai chiu toan b rui ro do gian lan thé gay ra.

Vai trd cuia the tir chi dén 1 ngudng nhat dinh. Khi hé thng an toan khong
con dam bao nira viéc chuyén sang thé thong minh 1a viéc 1am tat yéu, hop xu thé.

Chuyén d6i sang thé chip nham bao vé chinh ngan hang, bao vé khach hang
va tao nén uu thé canh tranh cho ngan hang.

Thay dbi tir the sang thé thong minh khong thé dién ra trong chéc nat. Qué
trinh chuyén dich doi hoi cac ngan hang phai thuc hién nhimg thay d6i mang tinh
toan hé thdng vi céng nghé phat hanh va thanh toan thé thdng minh cé sy khéc biét
I6n so vai cong nghé thé tir truyén thdng.

Sy dau tu 13 16n, Vi vay |y giai tai sao tai cac nude cac ngan hang chua thé
chuyén tir sir dung thé tir sang thé thdng minh mét cach nhanh chéng duoc.

Thé chip ra doi dua trén hai nhan t chinh, cac thuat toan ma hda manh: ma
hoa khoa cong khai RSA, mi hoa khéa ddi xing 3DES, ham bam SHA-1.
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Chip trén thé c6 thé thuc hién céac tinh todn ma hda trén dir liéu. Thuat toan
ma héa PIN va thuat toan danh cho chir ky sé 1a RSA, ham bam la SHA -1,
MACIing va viéc ma hoda cac thong diép theo tirng phién thi si dung 3DES.

Thé chip c6 thé duoc cap nhat hay lap trinh lai mot cach an toan khi dang sir
dung. Ngan hang phét hanh thé c6 thé cap nhat tham sb quan 1y rui ro chira trong
mét tng dung ngan hang tir xa trong mét giao dich truc tuyén tai terminal.

Mot s loai thé da eng dung hd tro viéc tai xuéng cac tng dung méi va xoa
di cac tng dung cti tir Xa tai terminals chuyén dung hay qua Internet.

Céc thong tin luu trong thé chip gom:

+ Dir liéu cong khai: théng tin vé CA, chang chi khéa cong khai cua nha
phéat hanh the, chiing chi the cong khai cua thé, chitng chi thé cong khai dé ma hoa
PIN...

+ Dt liéu bi mat: khoa riéng cua thé, khoa riéng md hoa PIN, khéa chu
(Master Key), PIN.
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Chuwong 3. CO CHE AN TOAN THONG TIN TRONG HE THONG
ATM

3.1. MA HOA TRONG HE THONG ATM

ATM la mét phan trong hé théng mang khong tap trung nam phan b & céc
dia diém khac nhau, do d6 viéc bao dam an toan thong tin duoc dit nén rat cao.
Khdng nhitng dam bao an toan trén tirng may ATM ma con bao dam an toan trong
toan bo hé théng mang.

ATM dugc coi nhu 1a mdt may PC trong hé théng mang. Do d6, can ¢6 nhiing
giai phap nham dam bao an toan khi cac giao dich dugc thyc hién.

Dé dam bao an toan thong tin giao dich trong qué trinh truyén théng giita
ATM va Switch, hé théng sir dung thiét bi ma hda cing dé ma hoa va giai ma thong
tin. May ATM c6 thiét bi EPP (Encrypting PIN Pad), hé thong Switch c6 thiét bi
HSM (hardware Security Module).

3.1.1. Thuat toan ma hoa

Trong hé thong ATM hién nay thuong dung thuat toan DES va 3DES dé ma
hoa va giai méa dir liéu.

Khoa dugc su dung trong thuat toan c6 d6 dai 64 bit, 128 bit hoac 192bit tuy
theo cach sir dung méa khoa hoac chon méd héa DES hay 3DES.
3.1.1.1. Thugt toan ma héa 3DES — Triple DES

Thuat toan 3DES chinh 1a DES, goi 14 3DES bai vi nguoi ta dung lién tiép 3
lan DES véi ba md khoa K1, K2, K3. Khéa K dugc xay dung tir bo ba khoa 64bit
(K1, K2, K3) c6 do dai 3*64=192bit.

1) Khi ma héa stir dung K1 mé hoa, K2 giai md, K3 ma hda.

2) Khi giai mé str dung K3 giai m&, K2 ma héa, K1 giai ma
3.1.1.2. Xay dung khéa K1, K2, K3

1) Key single length (Bo mot khoa 64bit)

K1=K2=K3, d6 dai khoa 64bit
2) Key double length (Bo hai khoa 64bit)
KI1#K2 va K3=K1, d6 dai khoa 128 bit
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3) Key triple length (Bo ba khoa 64bit)
KI1#K2#K3#K 1, d6 dai khoa 192bit
Trudng hop nay khong gian khoa 3*56=168bit 13 2%
3.1.1.3 Vi du
Xay dung khoa Key Triple length
K=0123456789ABCDEFFEDCBA987654321089ABCDEF01234567
Khi d6 cac khéa con K1, K2, K3 dugc tach nhu sau:

0123456789ABCDEF|FEDCBA9876543210|89ABCDEF01234567

3.1.1.4. Qua trinh méa hoéa va gidgi ma
Qua trinh ma hoéa va giai ma cia DES dugc thuc hién nhu hinh vé.

. Ban ma 64bit
Ban ro 64bit l
l K1 GiaimiDES  [&2
M3 hoa DES D
K2 N K2
l M3 héa DES D
Giai ma DES D—
\ 4
l K3 Gia ma DES KL
M3 hoa DES — l
Ban ro 64bit
Ban ma 64bit
M0 ta quéa trinh ma hoa 3DES MO ta qua trinh giai ma 3DES

Hinh 3.1 Cac budc thuc hién trong qua trinh ma hoa va giai ma theo 3DES.
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1/. M6 ta qua trinh mé hoa theo 3DES
Ban ro 64bit dugc ma hda theo DES véi khoa K1 ta duoc ban ma 64bit.
Ban ma 64bit duoc giai ma theo DES véi khoa K2 ta dugc ban “rd” 64bit.
Ban “r6” 64bit dugc ma hda theo DES vai khda K3 ta duoc ban ma 64bit.
Két qua 1a ban rd dwgc ma hda theo 3DES.
2/. Qué trinh giai ma theo 3DES
Ban ma 64bit duogc giai ma theo DES véi khoa K3 ta duoc ban “rd”.
Ban “rd” dugc ma héa theo DES véi khoa K2 ta duoc ban ma.
Ban ma duoc giai ma theo DES véi khoa K3 ta dugc ban ro.
Két qua 12 ban ma da duoc giai ma theo 3DES.
3.1.2. Khoéa bi mat trong hé thong ATM
Khoéa duoc sir dung trong hé thong ATM gdm c6 CVK, PVK, WK, LMK,
TMK va dugc dam bao mot s6 tinh chat sau:
- Vi cac khoa duoc luu trir trong EPP va HSM, khi bi xam nhap mot cach
bat hop phap, khoa bi mat s& tu bi hay.
- Khoa c6 @6 dai 64bit, 128bit, hoac 192bit tuy theo cach sir dung cua khoa
hoac chon ma héa DES hay 3DES.
Tat ca cac khoa trén déu duogc tao ra trong thiét bi HSM va khéa LMK phai
duoc tao trudce tién con cac khda CVK, PVK, WK, TMK tao ra sau.
Khoa chia lam hai loai khi luu: Luu duéi dang ban 16, luu dudi dang ban ma:
- Khoéa LMK va TMK duoc luu dudi dang ban rd trong HSM va EPP.
- Khoéa CVK, PVK, WK, TMK duogc luu dudi dang ban ma trong CSDL cua
Switch va cuaa may ATM.
3.1.2.1. Pinh nghia cic khéa trong hé thong ATM
1/. Khod LMK-Local Master Keys
LMK duogc tao trudce tién trong HSM sau d6 dugc luu trong HSM va moét ban
sao duoc luu trong Smartcard. Néu HSM bi mé ra vi bat cir ly do gi hay xam nhap
trai phép, thi LMK sé& bi x0a va phai dugc nhap lai vao HSM.
Pé sinh khda LMK va tai vao HSM thi phai c6 it nhat 3 thanh phan khac nhau

dué6i dang ban rd (3 clear LMK component khac nhau, trong HSM ta cé thé ciu
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hinh khéa LMK dugc sinh ra tir 3 dén 9 thanh phan clear LMK component). Dé
dam bao an toan thi mdi thanh phan khoa ban rd s& do mdi ngudi gitr.
Pé tao ra LMK thi nguoi ta sir dung phép XOR tir cac clear LMK component
Khéa LMK c06 céc thdng tin sau:
Khoa dugc luu trong HSM dudi dang ban rd (T cac clear LMK component)
Khoa dugc dung dé ma hoa va giai ma cac khda CVK, PVK, WK va TMK.
Khda nay chi dugc thay dbi khi c6 yéu cau.
Khéa c6 do dai 64bit, 128bit va 192bit.
2/. Khoa CVK- card Verification Keys
Khéa CVK duoc sinh ngau nhién trong HSM va duoc ma hda bai khéa LMK.
Khoa dung dé sinh s6 CVV/CVC, dé dam bao the khong bi lam gia, khi phéat
hanh ngudi ta dya trén thong tin vé thé dé sinh sé6 CVV/CVC, duge luu trén thé.
Ban ma cua khda CVK s& dugc luu vao hé thong Switch. Khong lIuu ban rd
khoa c6 do dai 64bit, 128bit hoac 192bit
3/. Khoa PVK-PIN Verification Keys

Khéa PVK duoc sinh ngau nhién trong HSM va dugc ma héa bsi khda LMK.

Khoa dugce dung dé ma hoa va giai ma sé PIN cua chu the, sé PIN nay duoc
ma hoa va luu trong CSDL cua CoreBank

Ban ma cua khoa PVK s& duoc luu vao hé théng Switch. Khong luu ban rd
néu thay doi khoa nay, thi phai thay d6i toan bo sé PIN cho chi thé.

Khoa c6 do dai 64bit, 128bit hoac 192bit.
4/. Khda WK-Working Keys(hay PIN Encryption Key)

Khoéa WK duoc sinh ngau nhién trong HSM va duoc luu dudi hai ban ma tai
Switch va ATM.

- Ban ma tha nhat duoc ma boi khda LMK va luu trong CSDL ciia Switch.

- Ban mé thu hai dugc ma béi khoa TMK va luu trong CSDL cua ATM.

Sy d6ng bo khoéa gitra ATM va Switch théng qua qua trinh trao d6i khoa.

Khoa dugce dung dé ma hoa va giai ma sd PIN trong qua trinh trao ddi théng
diép gitra ATM va Switch.
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Khoa dugc thay doi thuong xuyén tiy theo yéu cau cua NH, dé dam bao an
toan thdng tin giao dich, sai mdi lan giao dich, khéa nay sé& duoc thay doi.

Khoda c6 @6 dai 64bit, 128bit hodc 192bit.
5/. Kh6a TMK- Terminal master keys

Khéa TMK duoc sinh ngau nhién trong HSM va duoc ma hda bai khda LMK.

Khoa duoc sir dung dé giai ma khda WK.

Khoéa duoc luu lai hai noi 1a EPP va Switch:

- Tai EPP khoa duogc luu dudi dang ban ro.

- Tai Switch khoéa dugc luu trong CSDL dudi dang ban ma, ma héa bai
LMK.

Khoa chi thay doi khi c6 yéu cau, khi thay doi thi nhan vién ky thuat sé& thyuc
hién.

Khoa co d6 dai 64bit, 128bit hoac 192bit.
3.1.2.2. So' d6 phan cdp khoa trong h¢ théng ATM

Céc khoa trén duoc phan cap nhu sau:

LMK TMK
CVK PVK WK TMK WK
Khoa LMK ding dé mé hoa va giai ma Khoa TMK dung dé ma hda
cac khéa CVK, PVK, WK, TMK va giai ma khoa WK

Hinh 3.2 Phan 16p céc khoa sir dung trong hé thong ATM
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M6 ta vi tri cac khoa trong hé thong ATM:

ATM

E+wc(WK): WK Encrypted

e e — e q

i TMK clear

SWITCH

E, mc(CVK): CVK Encrypted

E, wc(PVK): PVK Encrypted

E, mc(WK): WK Encrypted

E mx(TMK): TMK Encrypted

LMK clear

U

Hinh 3.3 M6 ta cac vi tri koa trong hé thong ATM

*Tail ATM

+ TMK duoc luu dudi dang ban rd trong thiét bi EPP.

+ WK dugc mé hoa béi TMK va luu trong CSDL ciia may ATM.

* Tal SWITCH

+ LMK duoc luu dudi dang ban rd trong thiét bji HSM.
+ CVK, PVK, WK, TMK dugc ma héa bdi LMK va luu trong CSDL cua

Switch.

3.1.2.3. Trao déi khoa gida ATM va Switch

1/. Thiét 1ap khéa LMK cho HSM

SWITCH

Hinh3.4 Thiét Iap khda LMK trong HSM
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(a) Tao khéa LMK ngay trong HSM

(b) Luu LMK dudi dang ban “rd” trong HSM va mot ban dy phong dugc luu
trong Smartcard (Smartcard cling dugc bao mat).
2/. Thiét 1ap khéa TMK cho EPP

ATM SWITCH
T g E, mx(TMK): TMK Encrypted
! TMK clear i
! EPP ' LMK clear

Hinh3.5 Thiét lap khéa TMK cho EPP.

(a) Khoa TMK duogc tao trong HSM.

(b) M6t ban rd duoc luu lai EPP

(c) Mot ban ma Ivu lai Switch (dugc mé hoa boi khoa LMK)
3/. Thiét 1ap cac khoa khéc tai Switch

SWITCH

E, mc(CVK): CVK Encrypted

Ei mk(PVK): PVK Encrypted

Ei mc(WK): WK Encrypted

Ei mc(TMK): TMK Encrypted

LMK clear

Y

Hinh 3.6 Thiét lap khoa khéc tai Switch.

(a) Cac khoa trén déu dugc sinh trong HSM va dugc ma héa boi khda LMK

(b) Ban ma cua cac khoa trén dugc luu trong CSDL cua Switch khong luu ban
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3.1.3. Thiét bi ma hoa trong hé thong ATM

Heé thbng ATM sir dung hai thiét bi ma hda cting 1a EPP va HSM. EPP diing
trén may ATM, con HSM dung trén hé théng Switch.

Thiét bi nay 1a mot “hop den”, toan bd qua trinh duoc thuc hién bén trong ta
chi can quan tam dén gié tri dau vao va két qua dau ra.

EPP dung dé ma héa sb PIN.

HSM diing dé sinh va ma héa cac khda bi mat, ding giai ma va so sanh s PIN.

Céc thiét bj nay déu luu trir cac khoa bi mat va dam bao cac tinh chit sau:

- Khéng truy cap hoic xac dinh duoc ban rd cua bat ky khéa bi mat nao
duogc luu trit trong thiét bi EPP, HSM mot cach bat hop phép.

- Khi xam nhap maot cach bat hop phap, khoa bi mat sé& ty bi hay.

- V§i céc thiét bi ma hoa nay sé& han ché duogc nhitng so hé & phia hai dau (tién
ma hda va ha ma dich), day 1a nhitng so hé ma hackers chuyén nghiép cé thé moi
thong tin ngay tir 46 ma khong can “tham ma”.
3.1.3.1. Thiét bj EPP (Encrypt PIN Pad)

Ban phim dé nhap PIN cia may ATM chinh 14 thiét bi ma hoa EPP. Pay la
thiét bi chuyén dung , ding ma héa truc tiép sé PIN khi dwoc nhap vao.

S6 PIN dugc ma hoa ngay khi cha thé nhap da d6 dai s PIN hozc gd enter dé
két thiic nhap PIN. Khong luu bat ky ban ndo caa sé PIN chi Iuu ban mé.
3.1.3.2. Thiét bi HSM ( Hardware Security Module)

HSM thiét bi ma hoa ctimg dung dé ma hda va giai ma, day 1a mot phan cua hé
théng phan mém Switch.

Toan bo qua trinh ma hoa va giai md ¢ hé théng Switch déu duoc thyc hién tai
HSM.

3.2. MA HOA VA GIAI MA SO PIN
3.2.1. Khéi niém sé PIN ( Personal Identification Number )

S6 PIN — sb nhan dang c& nhan hay con goi 1a ma sé bi mat caa chu thé. Sb
PIN duoc dung dé xac dinh dinh danh tai khoan cua chu thé.

Do dai tbi thiéu cua s6 PIN 1a 4 chir s6 va téi da 1a 12 chir s6 , hién nay cac

ngan hang ¢ Viét Nam s6 PIN c6 d6 dai khdng qué 6 chir so.
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Hé thdng sir dung thiét bi phan cimg dé ma hoa va giai sé PIN. Day ciing 1a
mét trong nhiing giai phap nham nang dam bao an toan tuyét ddi khi st dung ky
thuat ma hoa ( khong sir dung ma hoa bang phan mém ).

Céc thiét bi dugc sir dung bao gom EPP dung trong may ATM va HSM dung
trong hé théng Switch. Ban rd caa PIN khong bao gid xuit hién ngoai EPP hay
HSM.

3.2.2. Ma héaPIN va ATM

Pé dam bao d6 an toan caa s6 PIN trong qué trinh truyén trén mang, sé6 PIN
s& dugc chuyén thanh khéi PIN (PIN Block) va khéi PIN nay s& duoc ma hoa truge
khi chuyén tir ATM  t6i hé thdng Switch.

Khéi PIN dugc mé hda bang khoa duoc ciu hinh (thoa thuan) truéc gita ATM
va hé thong Switch.

Thuat toan DES (3DES) chi lam viéc véi khéi dit liéu dau vao co do dai 1a 64
bit, nén PIN Block dugc xay dung bang cach module-2 (XOR) hai trudng 64 bit
theo chuan 1SO 9564-1 gom:

+ Truong s6 PIN theo khubn dang 64 bit.

+ Truong s6 PAN theo khuén dang 64 bit.

Diéu kién dau vao va két qua dau ra cua qué trinh ma hoa sé PIN:

Pau vao : + S6 thé - PAN

+ SO PIN.

Pau ra: Khéi PIN Block dwgc ma hoa bing thuét toan DES (3DES) c6 do dai
64 bit.

Qua trinh xac thyc PIN s& duoc lam & HSM ( khdng lam trong phan mém
Switch), gia tri tra vé cia HSM s& cho biét s6 PIN nhap 1a dung hay sai.
3.2.2.1. Khuon dgng PIN Block

Khuén dang truong s6 PIN duoc dinh nghia nhu sau:

Vi
t; 1-{5-|9- 13- |17- | 21-| 25- | 29- | 33- | 37- | 41- | 45- | 49- | 53- | 57- | 61-
r
bit 418|121 16 20|24 |28 | 32|36 |40 | 44 | 48 | 52 | 56 | 60 | 64
|
Gia
" CIN|\P| P |P | P |PF|PIF|PIF|PIF|PIF|PIF|PIF|PIF| F | F
rn
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Trong do:

Ki hiéu Miéu ta Gia tri

C Truong diéu khién 0000

N Chiéu dai PIN (4 -12) 4 bit véi gia tri tir 0100 (4) dén 1100 (12)
P Chit s6 trong s6 BIN 4 bit voi gié tri tir 0000 (0)dén 1001 (9)
P/F S6 PIN/SG lay day Truong nay duoc xac dinh bai gia tri N

F Sb mic dinh (Hex)15 Trudng 4 bit 1111 (15)

Khuon dang truong s6 PAN dugc dinh nghia nhu sau:

Vf 1- | 5-19-|13-|17-|21-| 25-|29- | 33- | 37- | 41- | 45- | 49- | 53- | 57- | 61-
;rllt 4 (8|12|16 |20 |24 |28 |32 |36 |40 |44 |48 |52 | 5 | 60 | 64
Gia|0 |0 |0 [0 |Al1|A2 A3 | A4 |A5 | A6 |A7 | A8 |A9 | Al0|All|Al12
tri

Trong do:
0 = Pad digit Trudng 4 bit c6 gia tri 1a 0 (thé hién dang nhi phan
0000)
Al.. Al12  =account | 12 s6 bén phai cua s6 PAN ngoai trir CD (b6 6 cudi
number cing bén phai). A12 1a sé dung truéc sé6 CD. Néu sb

Al dén A12 thuoc [0,..,.9] | PAN khoéng tinh CD ma nhé hon 12 sé thi dugc sap dan
vao tir bén phai va duoc dién ¢ bén trai bing céc sé Pad
digit

- Vi du cho s6 PIN va s6 PAN ctua mot thé ATM nhu sau:
S PIN = 24680 c6 do dai 1a 5 chit s6.
S6 PAN = 6688997312456719831 c6 do dai la 19 chit sb.

+ Khuén dang trueong s6 PIN:
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S6 diéu khién
“0”

l

PIN

l

Céc sb dién day gia tri 1a “F’hé hexa
(trong duong s 15 trong hé thap phan)

l

‘0 ‘5 ‘| nEIE I‘F‘F‘F‘F‘F‘F‘F‘F‘F‘

Do dai PIN “5”

+ Khudn dang truong sé6 PAN:

+ Khdi PIN Block dugc tinh nhu sau:

PIN [0 [5 (2[4 ]6 |8 [0]|F|[F|F|[F|F]|F][F]|F][F
PAN|O |0 [0 [0 |7 |3 [1 |2 516 |7 |1 |9 |83
0|52 ]4(1[B|1|D|B|A|9 |8 E |6 |7 ]|C |XOR

+ Khéi PIN Block 1a: 05241B1DBA98E67C

Hinh 3.7 Minh hoa cach tinh khdi PIN Block.

3.2.2.2. M4 héa khéi PIN Block

Khéi nay dugc ma hoa bai 3DES trudc khi truyén di, vi du véi mot khoa bo

hai (128 bit) s& dugc dung dé ma héa nhu sau:

AAEEAAT75BDFDB57F 66AAEEAAGGAAEEAA

V&i 64bit bén tréi (key 1) va 64 bit bén phai (key 2) ta ¢ 2 nhau sau:
AAEEAA7’SBDEDBS57F 66AAEEAAGGAAEEAA

4
Key 1

*
Key 2

44




So dd dudi ddy mé ta viéc dung khéa 3DES bo hai dé ma héa va giai ma PIN block:

/Bén rd PIN Block \

MahéaDES ¢ Keyl

A 4
( GiaimaDEs ¥ Key?2

A 4
MahéaDES )¢ Keyl

PIN Block da ma hoa

. /

Hinh 3.8 Cac budc ma hda va giai ma PIN Block

3.2.3. Xé&c thyc PIN tai HSM
Tai HSM dé xéc thuc PIN gom cac qué trinh sau:

m N da ma héa (PIN Block)\

Giai ma DES

( MahsaDES ¥ Key?2

A 4

GiaimaDES )¢ Keyl

PIN da giai ma (Ban rd PIN

Nl /

- Giai ma PIN duogc nhap vao tir may ATM da dugc méa hoa.

- Giai ma PIN luu trong CSDL ctia Corebanhk da dugc ma hoa.

- S0 sanh s PIN duoc nhap vao va sé PIN dugce luu trong CSDL.
- Qua trinh xéc thuc déu thyc hién trong thiét bi HSM.

Két qua dau ra s& 1a sb PIN nhap vao dung hay sai.

Cac budc thuc hién xac thuc PIN:

1)
)
©)
(4)

Nguoi dung cho thé vao ATM va nhap sb PIN.

Thiét bi EPP s& tao ra PIN block.
Giai ma khoa WK bai khéa LMK.

M4 hoa PIN block theo khda WK, khdi PIN nay duoc gan vao thdng

diép va gui cho Switch.
Ban ma WK tai Switch duoc giai mé bai khoa LMK trong HSM.

)
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(6) Khéi PIN block dugc giai ma bai WK.

(7) Ban cua PVK tai Switch duoc giai boi khdéa LMK trong HSM.

(8) Khéi PIN duoc luu trong CSDL ctia khach hang dwoc giai ma boi khoa
PVK, sau d6 dugc so sanh véi khdi PIN block rong Module PIN Verification.

(9) Két qua so sanh s& duoc gui lai cho ATM.
3.3. CO CHE AN TOAN THONG TIN TRONG HE THONG ATM.
1/. Bao dam an toan théng tin trong hé thong c6 thé chia ra lam 3 linh vuc sau:

a/. Bam bao an toan phia Ngan hang.

b/. Bam bdo an toan phia nguoi dung.

¢/. DPdm bdo an todn co sé ha tang hé thong: phan cing, phan mém, mang
truyén théng.
2/. Céc giai phap nham dam bao an toan thong tin trong hé thong:

a/. Kiém tra s¢ thé phat hanh.

b/. Kiém tra tinh hop I¢ cia thé.

c/. Bao dam an toan cac khéa bi mat.

d/. M& hoa sé PIN cua chu the trong CSDL Corebanhk.

el. M& hoa sé PIN cua cha thé khi thuc hién giao dich.

f/. Bdo dam an toan Phan mém.

g/. Bdo dam an toan hé diéu hanh.

h/. Bdo ddm an toan trén dwong truyén.

i/. Bdo dam an toan chéng tan cong vat ly.

jl. Bdo dam an toan tur phia ngan hang.

k/. Bdo dam an toan tur phia nguoi dung.
3.3.1. Kiém tra tinh ding din sé thé (Card number Check Digit)
3.3.1.1. Khéai niém sé CD (Check Digit)

Trong qua trinh phat hanh thé, modul quan ly thé CMS (Card Management
System) caa hé thdng Switch s& tinh toan ra mot con s6 (nam trong khoang tir 0 dén
9) va gin vao cudi thé, sd nay duoc goi la Check Digit CD, chit sé nay dé kiém tra

s6 thé nay 1a diing hay sai.
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IDENTIFICATION NUMBER

BIN- BANK Cardholder Account CHECK

Number s DIGIT

A

PAN- PRIMARY ACCOUNT NUMBER

Chir s6 nay nam trong khoang [ 0, 9], nén c6 thé dé dang tim ra dugc bang

cach thay doi chit s6 cudi caa thé véi cac gia tri lan luot tir 0 dén 9.
3.3.1.2. Gidi thugt tinh sé CD
Str dung giai thuat Luhn dé sinh s6 CD. Giai thuat Luhn 1a cach thic két hop

cac chir sb ciia mot ma sd thé tin dung ( cac chit s6 xen k& nhau) va kiém tra tong

cudi cling ¢6 chia hét cho 10 hay khéng. Néu diang thi thé nay hop Ié.

Khi kiém tra PIN nhap vao cua chu thé thi hé thong Switch s& kiém tra dong

thoi s6 CD. Can cir vao thdng tin thé, hé théng tinh sé CD néu so khap thi the hop

A

1é.

Giai thugt nay thuc hién nhu sau:

a)
b)
c)
d)
e)
f)

Tur C4C S6 thé cho triedc ta lam tir trai qua phdi

CAac s6 nam ¢ dong chan thi nhan véi I ( d@é binh thurong)
Céac so nam ¢ dong lé thi nhan véi 2.

Kiém tra két qud tinh dwoc, néu sé ndo lém hon 9 thi trir di 9.
Cong cac keét qua tinh dwoc lai voi nhau ta dwroc mot s0.

Thuc hién phép tinh 1dy sé don vi cia s6 dé cong Véi 6 can tinh d@é thanh

10, khi d6 giai phép todn ta dwoc sé CD.
1/. Quy trinh tao s6 CD
Vi du: cd sb thé 668899123456789¥, ta can sinh s6 Y sao cho hop 1é.
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Bang 3.1: Cach sinh s6 CD

BIN CD
PAN 6 ([6/8 |89 (9|1 213 4|5 |67 9 |Y
Nhan 2 | x2 X2 X2 X2 X2 X2 X2 X |Y
(ct 18) 2
Két qua 12 {616 |[8]19 |9 |2 2|6 (4|10 (6|14 1Y
8
Trir 9 néu | -9 -9 -9 -9 -9 9|Y
>9
Kétqua |3 [6|7 |8|9 |9/2 [2]6 |4]|1 [6]5 8 |Y
CoNg CAac | 3+6+7+8+9+9+2+2+6+4+1+6+5+8+8+Y= 84+Y
chir s6 lai | Gidi bai todn: LAy s6 hang don vi cua 84 cong véi Y ¢co tong bang 10.
4+Y=10 =>Y =6
Kétqua |6 [6|8 (8|9 (9|1 (2|3 [4|5 |6]7 9 |6

Y=6 => S4 thé hop ¢ cho day sb trén : PAN =6688991234567896

2/. Quy trinh kiém tra s6 CD

Hoan toan twong tu nhu trén, Sau khi cong dugc cac chix sé lai gom ca sd

CD ta dugc tong, néu tong nay chia hét cho 10 thi sé thé d6 hop 1¢
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Bang 3.2 Céch kiém tra s6 CD

BIN Check
Digit
PAN 6 |[6/8 [8]9 [9]1 |2]3 [4]5 7 9
Nhan 2 |x2 X2 X2 X2 X2 X2 X2 X2
(cot 1¢)
Kétqua |[12 (616 [8[19 |92 |2|6 [4]10 14 18
Trir 9 néu | -9 -9 -9 -9 -9 -9
>9
Kétqua |3 |6|7 (8|9 (9|2 (2|6 [4]1 5 8
Cong CcAC | 3+6+7+8+9+9+2+2+6+4+1+6+5+8+8+6= 90
chir s6 lai | Gidi bai toan: 90 mod 10=0
Kétqua |Sothéhoplé

3.3.2. X&c thyec tinh hep I¢ cia thé (Card Authenication values)
3.3.2.1. Khéi niém sé CVV/CVC

Khi phat hanh thé, dam bao thé khdng bi 1am gia, nguoi ta ding sé6 CVV/CVC
(Card Verification value/ Card Verificatinon Code) dé phan biét thé that thé gia.
M3i loai thé khi phat hanh s& c6 mot sé6 CVV/CVC dugce luu trong ranh tir dé

sinh s6 nay nguoi ta sir dung cac diéu kién dau vao bao géom cac sé thé PAN, ngay

hét han thé Card expiration date va M4 dich vu Service code.

C4c gia tri dau vao la duy nhat do d6 mdi thé chi ¢ mot s6 CVV/CVC duy

nhat.

Khi kiém tra PIN nhap vao cua chu thé thi hé théng Switch s& kiém tra dong
thoi s6 CVV/CVC duoc Iuu trong thé, néu khop thi thé hop 1€,
Giai thuat sinh s CVV/CVC: thuat toan DES vai d6 dai khoa bi mat 64 bit.

Input: chudi 64 bit hay 16 ky tu hexa duoc goi la Transformed Security
Parameter (TSP), TSP tinh tir s6 thé PAN, Ngay hét han thé Card Expiration date
(YYMM) va ma dich Service code.

Output: 16 ky tu hexa (64bit).
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1/. Céch tao s6 TSP
TSP ¢6 dinh dang gom 9 chit s6 tinh tir bén phai cua sé6 PAN loai tir s6 cudi
cling cong véi 4 s6 Exp date cong vai 3 sb Service code

PAN: 6688991284567896

Exp date: 0909

Service code: 101

TSP= [1234567890909101
2/. Céch tinh s6 CVV/CVC

Ba s6 CVV/CVC duoc tinh nhu sau:

- Tu diy s6 16 ky tu hexa két qua dau ra ta di tir trdi qua phai, khi do
CVV/CVC la 3 sb thap phan dau tién trong day sé 16 ky tu hexa.

- Néu khong tim duoc du 3 s6 thap phéan trong dé thi s con thiéu sé& sir dung
la cac s6 khong phai 1a thap phan tinh tir trai qua va chuyén sang sb thap phan theo
cong thuc A->0, B->1, C->2, D->3, E->4, F->5.

Vi du: Output from DES: OFAB9CDEFFEFDCBA

= CVV/CVC la 095

3.3.2.2 Xac thuc sé CVVICVC

Quaé trinh xac thyc nay dién ra cling véi qua trinh xéac thuc PIN cua chu the.

a) Khi thuc hién xac thuc PIN, thi ddng thoi cac thong tin cua thé 1a Track 2
s& duoc gui dén Switch. Thong tin dé xéac thuc bao gom sé PAN, ngay hét han thé
Expire date, ma dich vu Service va s6 CVV/CVC.

b) Ban mé cta khoa CVK tai Switch dugc giai ma boi khoa LMK trong HSM

¢) Sir dung khéa CVK trong thuat toan DES dé sinh s6 CVV/CVC. Kiém tra
s6 CVK

d) Két qua kiém tra duoc gui lai cho ATM.
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3.3.3. Bao dam an toan théng tin giao dich

+ Bao mat sb PIN.

+ Bao dam an toan cac khoa bi mat trong hé théng ATM.

Ban rd cua PIN khong bao gio xuét hién bén ngoai mét thiét bi EPP hay HSM.

Dé dam bao an toan, s6 PIN s& dugc ma hoa trude khi thuc hién giao dich.
S4 PIN cua chu thé duge luu trong CSDL Core Bank duéi dang ban dd mé hoa.

Khong truy cap hoic xac dinh duoc ban rd cua bat ky khoa bi mat nao duoc

Iwru trix trong thiét bi EPP, HSM mét cach bat hop phap.

Khi bi xam nhap maot cach bat hop phap, khoa bi mat s& tu bi hay.
Khoa c6 d6 dai 64bit, 128bit hoic 192bit tuy theo cach s dung khoa hoac

chon mé khoa DES hay 3DES.

Qua trinh xac thuc PIN duoc thuc hién theo md hinh sau:

;\

Tao PIN
PIN 1 Block va ma
hoéa PIN

Chu the Block theo
khéa bi mat
(thuc  hién
tai thiét bi

NG

Luu PIN
Block vao
beffer cua

ATM

Xac thuc s6 PIN

R theo khoa bi

)
Giai mi
PIN Block

Tir chdi/ Chap nhan

mat  (thuc
hién tai thiét

bi HSM)
v

So sanh PIN
trong CSDL
CoreBank

va PIN khi
giao dich (
Thuc  hién
tai HSM)

<
<

ATM | EPP )

\ HSM /

Switch

Hinh 3.19 Quy trinh mé& hoa va xac thuc PIN




Budc 1: Chu thé dua thé va nhap PIN tai may ATM

Budc 2: Tao va ma hoa PIN Block bang thuat toan DES (3DES) tai EPP

Budéc 3: Luu PIN Block vao bd dém cua ATM

Budc 4: Giai ma PIN Block tai HSM.

Budc 5: So sanh PIN trong CSDL cua chu thé va PIN cua giao dich tai HSM.

Budc 6: Két qua phan hdi cho may ATM la tir chéi hay chip nhan giao dich
3.3.4. Pam bio an toan phan mém ATM

DPam bao phan mém cai dat c6 ban quyén va khong cai dat cac phan mém
khong dugc phép.

Pam bao an toan mat khau truy nhap vao phan mém.
3.3.5. Bao dam an toan h¢ diéu hanh

Dé dam bao an toan cho hé diéu hanh ta can thuc hién mot sé noi dung sau. Vi
hé diéu hanh trong may ATM duoc sir dung la hé diéu hanh thong thuong, nén ta
can dam bao sy an toan theo nhu khuyén c4o ciia nha san xuat.

- Tat céc service khong dung.

- Péng cac cong khdng ding.

- Thiét lap FireWall cho may ATM.
3.3.6. Bao dam an toan chéng tan cong vat Iy

ATM duoc bao vé bang vo thép, cac hop dung tién duoc dat trong mot ta ma
duogc goi 1a két sit. Két sat gom c6 khoa s6 va khoa chia dé dam bao an toan.

ATM con st dung co ché phét hién rung, khi d6 hé théng chudng s& rung dé
théng bao ATM bij tan cong.

ATM c6 hé théng phun muc vao cac to tién khi cac hop dung tién bi xdm nhap
trai phép.

ATM c6 hé thong camera giam sét va ghi lai.
3.3.7. Bao dam an toan tir phia ngan hang

Thiét lap cac danh sach thé néng, thé den dé han ché sy gian lan cua toi pham.

Phan quyén va kiém soét truy cip dén tai nguyén cua hé thdng, sao cho thdng
tin khong bi 16 véi ngudi khong dugc phép, thong tin sin sang cho ngudi ding hop

phéap.
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3.3.8. Bao dam an toan tw phia ngwaoi dung

Mot trong nhiing céi kho & day chinh 1a ban than chu thé ciing khong biét minh
bi mat cip tai khoan, chi dén khi kiém tra s6 du mai thay nghi ngd. Con ban than NH
thi ciing khong thé ndm rd dau 1a giao dich cua chu thé, dau 1a cua téi pham. Vi thé,
su canh giac cua cac chu thé cling la vo cung quan trong va chinh khach hang la
nguoi dam bao an toan cho nhirng théng tin giao dich caa minh.

Khi thong tin vé thé bi 16, thi ngay 1ap tic thong bao cho phia NH dé NH khoa
thé va kiém tra giao dich nghi van lién quan dén thé.

Chu thé can phai chi y dén nhiing trd gian lan ATM sau:
3.3.8.1. Ldy cdp thé va sé PIN

Budc dau tién, bon toi pham s& lap vao khe doc thé caa mot may mot miéng
nhya co kha nang gitt thé va ngan may nha ra. Khi do chu thé s€ nghi minh thao tac
nham va bi may nuét thé, chir khdng chl ¥ xem khe doc thé cé gi bat thuang khong.

Khi d6 ké gian lai gan ching s& “tu van” cha thé nén nhap lai s6 PIN dé lay lai
thé va theo ddi. Tat nhién viéc nhap lai s6 PIN cha gilp ich gi cho chu thé ca, nhung
lai 1a co hoi dé ké gian biét duoc mat mé truy cap tai khoan thé cua nan nhan.

Khi chi thé that vong bo di, ké gian s& & lai lay thé ra, roi dung PIN vira nhin
trom duoc dé truy cap vao tai khoan va rat tién.
3.3.8.2. Trgm dar ligu

Pay 14 cach an cap thdng tin tai khoan va PIN ma khong can tiép can truc tiép
vé6i chi thé. Thong thuong, bon toi pham cai thém mat thiét bi doc dir lidu vao khe
doc cua ATM.

Khi chu thé thuc hién giao dich, toan b6 théng tin trén thé da duoc luu gitr lai
trong thiét bi doc thé ma bon toi pham cai vao.

Khi nan nhan ra di, bon toi pham s& Iy thiét bi ra, st dung céc théng tin vira
chom dugc dé lam thé gia hoac mua hang qua mang, qua dién thoai.
3.3.8.3. Trém di liéu bang camera

Bon t6i pham van lp dit thiét bi doc thé vao may nhu trude, nhung chung c6

thé lay dir liéu vé tai khoan va sé PIN tir xa nho mét chiéc camera ma ching lap kin
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d4o tai may ATM. Camera thudng dit kin ddo, mot vi tri c6 thé ghi hinh toan bo cac
thao tac cua chii thé ciing nhu luu gitr s6 lidu.
3.3.8.4 Nhin trém qua vai

Bon toi pham cd thé dung gan ATM, theo ddi qua trinh ban thao tac trén may.
Pé tranh loai toi pham nay, phan Ion nguoi tiéu dung déu canh giac che ban phim
khi nhap ma s6. Viéc an cip dit liéu nay rét tho so, song dang c6 xu huéng né ro tro
lai vi khong phai chu thé nao ciing than trong madi khi giao dich trén may.

Ciing véi muu chude “nhin trom qua vai” nay, bon téi pham s& ding nap gan
ATM va theo doéi chu thé khi ho nhap PIN. Sau d6, chung sé tim cach lam chu thé
mat tap trung, chang han hét 1&n hodc danh roi tién va hoi d6 1a tién cua ai. Trong

lGc chia thé sao nhang, ké gian lién cudm toan bo thé tién.
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Chiwrong 4. THU NGHIEM CHUONG TRINH

4.1. MO TA CHUONG TRINH
4.1.1. Giéi thiéu

Chuong trinh mi héa va giai ma DES, duogc viét bang ngdn ngit lap trinh
VB.net.

> Cdu hinh cia hé théng
* Phan cirng (c4u hinh tdi thiéu):
Bo6 nha 6 cing: 20gb
Bo6 nhd ram: 128 mb
Téc dd may toi thiéu: 1 GHz
* Phan mém:
H¢ diéu hanh:Linux, Window,...

Ngén ngt lap trinh: VB.net
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4.1.2. Cac chirc ning chinh
1). Giao dién chinh chwong trinh

- mainform

Héthéng Hé ma chun

TiM HIEU HE THONG ATM VA CO CHE
AN TOAN THONG TIN CHO HE THONG

Gi&o vién hudng dan - Ts. H6 Van Canh
Sinh vién thuc hién : Ludng Tién Bong
Ma SV 100384

Lép :CT1001
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2). Qua trinh 1ap méa

ITIO0YI0TY U TR TIDN000E 1 £1 0000 { 17001 300 151
10CITA0A IIR0ES ITTRTTETVIED NI 1 S0N0BOCH 1113004 1%

HX'WJ"MIOX'W 00 N0 R
g!:mnmml 10000006

P10 TIEA 10001 TLN TR 1 %1 20B00G6 1 05 vx
1511119131801 1CAD11EY 13013 19001 B 0001208

JO0 151 711212180101 0710015151 60000011 OGNR0NT
Boo0 11 1413131 198 1 0115013081 1100008103000 V1
G011 1172130062 13011001 208000000°000 10701 1 £100
RO 11 AR 006 1RO AT Y R0 0R08 1 BA0A0R0NES

STBONITBONNAa NS
|I OQHKIHY.I‘(\I'&W'J

Budc 1: Nhap chudi can ma hoa
Budc 2: Nhap khoa K gom 8 ki tu
Budc 3: Click vao ndt 1ap ma dé bat dau qua trinh 1ap ma

Két qua dat duoc 1a chudi ki ty di dugc ma hoa.
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3). Qua trinh giai ma

ITIO0YI0TY U TR TIDN000E 1 £1 0000 { 17001 300 151
10CITA0A IIR0ES ITTRTTETVIED NI 1 S0N0BOCH 1113004 1%

HX'WJ"MIOX'W 00 N0 R
g!:mnmml 10000006

13011 1104 13000 1000000071 1100601 YIBXC 21 BOXS!
1167108 s mmmm s X0

PEIEETIEA TR0 TV RR 1 %) UB0006 1 0 vx IOV TN d
13181 102134801 :.mmn.m:wlmx'm-
B0 151 11 1313100121 0710015751 000001 OGO
B0 1 1113131 9982 10710012061 11000001 DX I
G011 11T2180106% 1 301100} 3000000007000 130701 12100
LR HIE Y Sl SRR S L

STBONITBONNAa NS
|I OQHKIHY.I‘(\I'&W'J

~ by

Budc 1: Nhap chudi can giai ma vao 6 text ban ma
Budc 2: Nhap khoa K gom 8 ki tu
Budc 3: Click vao ndt giai ma dé bat dau qua trinh giai ma

Két qua dat duoc 1a chudi ki tu duoc giai ma
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KET LUAN

Trong dé tai d6 4n em da tim hiéu tong quan vé may ATM (Automatic Teller
Machine), cau tric caa may ATM va hé théng lién két caia chdng. Trong d6 em cha
yéu tap trung tim hiéu thé tir, van dé an ninh / an toan thdng tin cho hé théng ATM
dugc dic biét luu ¥ vi theo em day 1a van dé cot 18i dé hé thong ATM duoc ding
vitng va phét trién. Do d6, trong dé tai do 4n em d3 tap trung tim hiéu co ché an
ninh / an toan théng tin trong hé théng ATM: bao gdm ma hoa, giai ma thong tin
truyén va luu trong hé théng, ma hda va giai ma sé PIN ( Personal Identification
Number), v.v.

Tuy nhién, do trinh d6 han ché va cac tai liéu tham khao bang tiéng Viét lai
khong nhiéu do d6 trong bao cao d6 an ciia em chac chan con nhiéu khiém khuyét,
em rat mong duoc sy chi bao cua cac thay, c6 dé d6 an ciia em dugc hoan thién hon.

Em xin chan thanh cam on cac thay, cd va cac ban dong mon di tao diéu kién

dé em hoan thanh dung quy dinh d6 &n caa minh.
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