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LOI CAM ON

Pau tién, toi xin guri 101 cam on chan thanh va sau sic nhat t6i PGS.TS Trinh
Nhat Tién, ngudi thdy di nhiét tinh huéng dan va truyén dat nhitng kién thirc can thiét,
dé t61 hoan thanh khoa luan nay.

T6i xin gui 101 cam on téi gia dinh, chinh 13 ngudn luc dong vién toi phan dau
trong hoc tdp va cudc séng. Toi cling xin cam on céc thiy, cd gido ctia khoa Cong
nghé thong tin, Trudng Pai hoc dan 1ap Hai Phong da tan tinh day do, chi bao toi trong
sudt nhitng nam hoc & truong

To1 xin guri 101 cdm on t61 cac ban sinh vién trong 16p CT1001, Khoa Cong
Nghé Thong Tin, Trudng Pai Hoc Dan Lap Hai Phong da cho toi mot moi truong rat
tdt dé hoc tap.

Tuy c6 nhiéu cb gang trong qua trinh hoc tap cling nhu thoi gian 1am khoa luan
nhung khong thé tranh khoi nhimg thiéu sét, toi rat mong duoc sy gbp ¥ quy bau cua

tat ca cac thay co gido va cac ban dé khoa luan cua t61 dugc hoan thién.

TOi xin chan thanh cam on!!

Hai Phong ,ngay 10 thang 7 nam 2010
Sinh Vién

NGUYEN THI THUY



MO DAU

Budc vao thoi ki kinh té tri thirc, khi tri thirc nay cang tré 1én dit gia, dong thoi
v6i @6, cac tai liéu trong may tinh hay tai liéu truyén qua mang mady tinh duogc biéu
dién dudi dang s6 hoa (chi dung s6 0 va s6 1), ta c6 thé goi tai lidu sd, ngdy cang nhiéu
va pho bién, thi van dé bao vé ban quyén cho tri thirc clia con ngudi ngay cang tré 1én
quan trong, boi nhitng dic trung tai lidu sé:

D& dang sao chép: Chi cin mot vai thao tac don gian nhu click chudt, mot
cudn tiéu thuyét day hang nghin trang, hay mot tac pham tri gia nhiéu triéu do la cia
danh hoa Picasso c6 thé duoc sao chép chi trong vai gidy. Piéu quan trong hon nita 13
khi sao chép tai liéu s6 thi chat luong ban sao chép duoc giit nguyén so véi ban goc.

D& dang phat tan: . Ngay nay, chi sau vai phat tim kiém trén mang, nguoi st
dung c6 thé dé dang tim va tai vé nhitng bo phim méi nhét con chua duoc trinh chiéu &
rap. Clng véi d6, mot nguoi sir dung binh thuong cé thé tré thanh ngudn phat tan tai
lidu ciing rat dé dang, thong qua céc tin nhin tic thoi(IM_Instant Message), email hay
cac dich vu chia sé file truc tuyén(online file sharing service).

D@ dang lwu triv: dung luong 6 cing ngay cang 16n, gia thanh cac thiét bi luu
trit ngdy cang ré da khién cho viéc luu trit cac ta liéu s6 hoa tré 1én don gian hon bao
gio hét.

Vi vay, khi trao doi thong tin trén mang, nhitng tinh huéng méi nay sinh:

Nguoi ta nhan dugc mot ban tin trén mang, thi léy gi lam dam bao ré“mg no la
ctia doi tac da guri cho ho. Khi nhan dugc to Sec dién tur hay tién dién tur trén mang,
thi ¢6 cach nao dé xac nhan ring no 1a ctia dbi tc da thanh toan cho ta. Tién d6 1a tién
that hay gia?

Thong thuong, nguoi gi van ban quan trong phai ky phia dudi. Nhung khi
truyén trén mang, vin ban hay gidy thanh toan c6 thé bj trom cp va phia dudi nd co
thé dan mot chit ky khac

Dé giai quyét tinh hinh trén va dé dam bao cho nhu ciu giit bi mat thong tin lién
lac cling nhu ddm bao an toan dir liéu, tir 1du con nguoi di phat minh ra mot s6 cong

cu hét strc hiéu qua nhu:



M3 hoa duoc hiéu 1a thay doi hinh dang thong tin gbc, khién ngudi khac kho
nhén ra, ttrc 12 gidu di y nghia cua théng tin gbc. Ma hoa 1a mot cong cu manh, va cé
lich sir 1au doi, da c6 nhidu két qua nghién ctru thanh coéng va co tGng dung rat 1on
trong viéc dam bdo an toan thong tin lién lac.

Chir ki s6 (digital signature) 12 doan dir liéu ngan dinh kém v&i vin ban gbc
thue tac gia (ngudi ki vin ban) ctia vin ban va giup ngudi nhan kiém tra tinh ndi dung
van ban gdc.

Thily vin (watermarking) 1a mot Gmg dung di c6 tir 1au doi dé bao vé ban
quyén cho cic cudn sach. Tuy nhién, thily van s (digital watermarking) lai 1d mot linh
vuc moi, dang nhan duogc nhiéu sy quan tam ciling nhu nghién ctru cia chuyén gia trén
thé gi6i. Sir dung thily véan s6 co thé thay doi va tac dong vao chat luong cua tai liéu s6
nhu ¥ mudn, dong thoi véi d6 1a thiy van sé ¢ thé gan lién véi tai lidu, dam bao tai
liéu duoc bao vé ban quyén cho téi khi bi huy hoai.

Ham bam (hash function) 1& ham ¢6 nhiém vu “loc” (bam) tai liéu (ban tin) va
cho két qua 1a mot gia tri “bam”cé kich thudc cd dinh, con goi 1a “dai dién tai liéu”
hay “dai dién ban tin”, “dai dién thong diép dém”. Nho do ta co thé dam bao tai liéu
dugc ven toan trén dudng truyén.

Trong ndi dung khoa ludn nay, tdi xin tap trung trinh bay nhirng két qua nghién

ctru di dat dugc trong viée tmg dung cac phuong phap bao vé ban quyén tai liéu sb.



BANG CAC CHU VIET TAT, THUAT NGU

Viét tat Tiéng anh Tiéng vit

RSA Rivest, Shamir, Adleman Tén riéng

LSB Least Significant Bit Bit ¢6 trong s6 thap
DCT Discrete Cosine Transform | Bién ddi cosine roi rac
FFT Fast Fourier Transform Bién doi Fourier nhanh
PN Pseu-random Number Day gia ngau nhién
MD Message Digist Thong béo Digist
BSCNN Boi s0 chung nho nhat
USCLN Udc s6 chung 16n nhat
DWT Discrete Wavelet Transform | Bién do6i song roi rac




Chuwong 1. MOT SO KHAI NIEM TRONG TOAN HQC

1.1. TINH CHIA HET VA SO NGUYEN TO
1.1.1.Tinh chia hét

Xét 2 s6 nguyén a va b. Ta goi a chia hét cho b < 3 s6 nguyén n théa mén
a=b*n. Khi d6 a dugc goi 12 bdi s6 ciia b, b dugc goi 1a wdc sb cia a. Ki hiéu a/b.

A duoc goi 1 chia cho b du r < 3 sé nguyén k va r thoa man a = k.b+r. Khi d6
r goi 1a s6 du ctia phép chia a cho b.

Xét day sb (ay, a,..., ap).

Néu b 1a udc s6 chung cua tat ca cac sb trong diy sb trén, va tat ca cac udc sd
chung khéc cta diy déu 13 wdc sb cia a, thi ta goi b 12 udc sé chung 16n nhit cua diy.
Ki hiéu b =USCLN (ay, ay,..., a,) = gcd (a=ay, a,,..., a).

Néu a 13 boi s6 chung cua tit ca cic sb trong diy sb trén, va tit ca cac boi sb
chung khéc ciia diy déu 12 bdi s6 ciia b, thi ta goi a 12 bdi s6 chung nho nhét cua day.
Ki hiéu b = BSCNN (ay, a,,..., a,) = lcm (ay, a,,..., a,).

Taco: ged (a, b) = 1 < a va b nguyén td ciing nhau
1.1.2. S6 nguyén to

S6 nguyén t6 1a s6 tu nhién 16n hon 1, chi chia hét cho 1 va chinh no.
Céc s6 tu nhién khong phai 1a s6 nguyén to thi goi 1a hop sd.

S6 nguyén t6 dong vai trd rat quan trong trong linh vurc an toan thong tin.

S6 luong cac s6 nguyén to 1a vo han, dong thoi cho dén nay ngudi ta van chua
tim ra dugc quy luat ciia diy s nguyén td.

S6 nguyén to da dugc nghién ctru tir trudec Cong nguyén. Hién nay, di c6 rat
nhiéu thuét toan duoc nghién ctru nhim xac dinh mot s ¢ phai 1a s nguyén trong tb
hay khong.

Gan day nhét, vao thang 8 nim 2008, d3 tim ra sd nguyén t6 c6 gan 13 triéu chit sd,

la s0 nguyén to dang Mersenne.



1.2. KHONG GIAN Z, VA CAU TRUC NHOM
1.2.1.Khéng gian Z, va cac phép tinh co ban

Z, dugc dinh nghia 1a tap hop cac s6 tu nhién nhé hon n
Z,={1,2,...n-1}.

Z.* dugc dinh nghia 13 tdp hop cac sb tu nhién nhé hon n va nguyén td cing
nhau voi n.
Z.* ={x/x e N, x<n, gcd (x,n)=1}.

Trong khong gian Z,, cac phép toan déu dugc thuc hién theo modulo n.

Phép cong phép trir va phép nhan dugc thuc hién binh thuong nhu trong khong
gian Z, tuy nhién két qua cudi cing phai duoc tinh theo modulo n.

Phép chia trong khdng gian Z,, lién quan t6i khai niém phan tir nghich dao

Phan tir nghich dao ciia a € Z, dinh nghia 1a b € Z, thoa man
a.b = 1(mod n), ky hi¢u b = (mod n)/a.

Vi vay, phép chia a cho b trong khong gian Z, chi c6 nghia néu b c6 phan tu
nghich déo, béi vi a/b=a.b™.

1.2.2. CAu triic nhém
Nhom 12 mot bo 2 phan tir (G,*), trong d6 G 1a tap hop khéac rdng, * 1a phép
todn 2 ngdi thoa man:
Tinh két hop: (a*b)*c = a*(b*c) moi a,b,c € G.
- Ton tai phan tir trung 1dp e € G thoamin :e *x=x *e=e V X € G.
- Nhom con cuia nhém (G,*) 1a nhém (S, *)thda man: SN G.
- Phan tir trung l4p e ctia G nam trong S.
- S khép kin d6i v6i phép * va lay nghich dao trong G.
Nhom duoc goi 1a nhém cyclic néu nd duogce sinh ra tir mot trong cac phan t

ctia n6. Phan tir d6 goi 1a phan tir nguyén thiy.



1.2.3. Dy s6 gia ngiu nhién

Khai niém “ngau nhién” déng mot vai trd hét sirc quan trong trong doi sdng va
trong linh vyc an toan thong tin.

Mot day bit dugc coi 1a ngau nhién hoan toan, tic 1a néu ta biét toan bo cac bit
tir 0 t6i bit n, thi ta cling khong c6 thém thong tin gi dé doan nhan bit n+1 14 0 hay 1.

Nhu vay, ta khong c6 cach nao doan nhan mot diy bit 1a ngiu nhién hay khong,
va lai, trong may tinh, ta budc phai sinh ra diy bit theo mot sb hitu han cac quy tic
nao do, thi khong thé coi 13 ngiu nhién duogc nita. Vi vy, trong thuc té, chung ta chi
c6 thé str dung cac day sb gia ngau nhién (pseu-random number) ma thoi.

Céc chudi gia ngdu nhién duogc hiéu 13, néu ta biét cac bit tir 0 toi n, thi van
“kh6” doan dugc bit n+1.

Mot s thuat toan sinh diy sb gia ngau nhién nhu thudt toan sinh diy gia ngau

nhién RSA, thuat todn Blum Blum Shud,v.v...



1.3. KHAI NIEM PQ PHUC TAP THUAT TOAN

Thuat toan dugc dinh nghia 18 mot day hiru han cac chi thi mé t4 mot qué trinh
tinh toan nao do.

Mot bai toan dugc goi la “gidi dugc” néu ton tai mot thuat toan giai quyét bai
toan do. Nguoc lai bai toan goi 1a “khong giai dugce”.

Tuy nhién, khong phai bai toan nao thudc 16p bai toan “giai dwgc” ciing c6 thé
giai dugc trong thuc té. Do d6, ngudi ta dua ra khai niém chi phi dé giai mot bai toan,
chi phi nay lién quan mat thiét t6i thudt toan giai bai toan do, phu thudc vao bén tiéu
chi sau:

+ Thuat toan c6 dé hiéu khong.

+ Thuét todn c6 dé cai dit khong.

+ Sb luong bo nhé can sir dung.

+ Thoi gian thyc hién chuong trinh.

Trong céc tiéu chi do, tiéu chi thoi gian thuc hién duoc danh gid 13 quan trong nhét.

Do phirc tap thoi gian cuc dai thuat todn, thuong dugc hiéu 13 s6 cac phép tinh co
ban ma thuat toan phai thuc hién, trong truong hop x4u nhat. Vi c& dir liéu dau vao 1a
n, thoi gian thue hién bai toan 13 t(n) duoc goi 14 tiém cn t6i ham f(n) néu véi n du
16n thi ton tai s6 ¢ thoa mén t(n)< c.f(n). Néu f(n) 12 mot ham da thirc thi thuat toan
duoc goi la c6 do phuc tap thoi gian da thuec.

Hién nay, hau hét cic bai toan giai dugc trong thuc té déu 1a cac bai toan co do
phtc tap thoi gian da thie. Cac bai toan c6 do phire tap sé mii thuc té 1a kho thé giai
duge (c6 thé mat nhiéu triéu téi nhiéu ty nam).

Tu ly thuyét do phuc tap tinh toan, xuét hién mot khai niém quan trong trong
linh vyc an toan thong tin: ham mdgt phia va ham mdt phia c6 cura sap.

Ham mot phia (one way function): ham sé y=f(x) duoc goi 1a ham mat phia,
néu khi biét gia tri ciia x thi ta dé dang tinh dugc gia tri cua y, nhung nguoc lai,
néu biét gia tri cua y, ta “kho” tinh dugc gia tri cua x.

Ham mot phia c6 ctra sap (trapdoor one way function): Hdm mot phia c6 cua
sap 1a ham mot phia, ma néu biét “ctra sap” thi ta c6 thé dé dang tinh ra gia tri cua x

khi biét gid tri cua y.
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1.4. HAM PHI EULER VA QUAN HE “PONG DU”
1.4.1 Ham Phi Euler
1.4.1.1. Dinh nghia

Ham Phi Euler ca sé nguyén duong n 13 s6 cic sd nguyén té cing nhau véin

nho hon n. Ki hiéu 6(n)

Vidu: 6(6)=2, 0(26)=12

1.4.1.2. Tinh chit ciia ham Phi Euler
+ Néun la sé nguyén t6 thi 6 (n)=n-1 Vidu :0 (7)=6
+ Néu p,qla 2 s6 nguyén to cung thi 0 (p*q) = 6(p) * 6(q)

Vidu: 6(26) =06(2*13) = 0(2)*0(13) = 1*12 =12

+ Néu p 1a s6 nguyén t6 thi :0(p) = (p-1)*p

Dinh ly:

Néu p 1a s6 nguyén to cuing nhau thi a =1 mod n.

1.4.2. Quan hé “dong du”

1.4.2.1. Khai ni¢m:

Cho cac s6 nguyén a, b, m (m>0). Ta noi rang a va b “d6ng du” v&i nhau theo
modulo m, néu chia cé a va b cho m, ta nhan duoc cung mat s6 du.
Ky hiéu a = b (mod n).

Vi du:
17 =5 (mod 3) vi chia 17 va 5 cho 3, duoc cing s6 du 13 2.
Nhan xét: Cac ménh dé sau ddy 1a twong duong:
1/.a =b (mod m)
2/. m\ (a-b)

3/. Ton tai s6 nguyén t sao cho a = b + mt

11



Chirng minh:
1/.= 2/.
Néu c6 1 thi theo dinh nghia: a,b chia cho m, phai c6 cung s6 du, do do :
a=mg,+r;b=maqy+r; Suyra(a-b) = (g, - qp), tirc 1a m\(a-b).
2/.= 3.
Néu c6 1. tirc 12 m\ (a-b). Nghia 1a co t € Z sao cho (a-b) = mt hay
a=b+mt
3/.=11.
Néu c6 1. tirc 12 ton tai s6 nguyén t sao cho a=b + mt
Lay a chia cho m, gia st thuong 1 q, va du r, hay a = mq, + r (0<r <m),
do d6: b + mt = a =mgq, + r hay b = m(ga-t) + r (0<r <m). Piéu d6 chimg to khi chia a
va b cho m dugc cing s6 du r, hay a =b (mod m).
1.4.2.2. Tinh chit
1/. Quan hé “ddng du” 1a quan hé twong dwong trong Z:
Véi moi s6 nguyén duong m ta cé:
a=a (mod m) véi moi a e Z; (Tinh chat phan xa)
a=Db (mod m) thi b = a (mod m); (Tinh chat ddi xing)
a=b (mod m) va b = ¢ (mod m) thi a = ¢ (mod m); ( Tinh chét bic cau)
2/. Tong hay hiéu cac “dong du”:
(atb)(mod n) = [(a mod n) + (b mod n)] (mod n)
(a-b)(mod n) = [(a mod n) - (b mod n)] (mod n)
Téng quat:

C6 thé cong hodc trir tirng vé nhiéu dong du thire theo cung mot modulo m, ta
duge mot dong du thirc theo cing modulo m tic 1a:
Néu a; = b; (mod m), i = 1.. .k, thi Zk:tiai = i tb, (mod m) véi t; = 1.

= i1

3/. Tich cac “ddng du”:
(a*b) (mod n) = [(a mod n) * (b mod n)] (mod n)

12



Chuong2. MOT SO KHAI NIEM TRONG MAT MA HQC

2.1. VAN DE MA HOA
2.1.1. Khai niém ma héa

* M4 hoa 1a qua trinh chuyén thong tin c6 thé doc duoc (goi 1a ban rd) thanh
thong tin kho” thé doc duoc theo cach théng thudng (goi 13 ban ma).

* Giai mi 1a qua trinh chuyén thong tin nguoc lai: tir bon ma thanh ban rd.

* Thuat toan ma hda hay giai ma la tha tuc tinh toan dé thuc hién m3 hoa hay
giai ma.

* Khoa ma hoa la mot gia tri lam cho thuat toan ma hoéa thuc hién theo cach
riéng bi€t va sinh ra ban rd riéng. Thong thuong khoa cang 16n thi ban ma cang an
toan. Pham vi cac gia tri co thé c6 ciia khoa dugc goi 1a khong gian khoa.

* HE ma hoa 1a tp cac thuat toan, cac khoa nham che giéu thong tin, cling nhu
[am r6 no.

Phan logi hé¢ ma hoa

Hién c6 hai loai md hoéa chinh: ma héa khoéa ddi xtng, va ma hoa khoa
bat dbi xing.

M4 hoa khoa ddi xtimg 14 hé ma héa ma biét duoc khoa lap ma thi co thé tinh
duoc khoa giai ma va nguoc lai.

M4 hda khod bat d6i ximg 12 hé ma héa c6 khoa 1ap ma va khoa giai ma khac
nhau (ke # kd), biét duoc khoa nay ciing “kh6” tinh duoc khoa kia. Vi vay chi can bi
mat khoa giai ma, con cong khai khoa 1ap ma. Do d6 hé ma hoéa loai nay con co tén goi
1a h¢ ma hoa khoa cong khai.

2.1.2. Hé ma hoa khoéa ddi xing

Hé mi hoa khoa ddi xing co6 khoa 1ap md va khoa giai md “gidng nhau”,
theo nghia biét duoc khoa nay thi dé tinh duoc khoa kia. Vi vay phai gilt bi mat ca
hai khoa.

Hé mi hoa khoa ddi xtng con dugc goi hé ma hoa khoda bi mat, hay hé ma hoa

khéa riéng.
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Diic trung ciia hé mi héa khéa doi xirng:

e Khoa phai dugc thoa thuan va giir bi mat giira hai bén truyén tin. Khoa phai
dugc truyén trén kénh an toan giita hai bén truyén tin. Diéu nay 1am phtc tap qué trinh
thiét 1ap khoéa. Hon nita, néu giita hai bén truyén tin khong c6 kénh an toan nao thi
khong thé thiét 1ap dugc qua trinh truyén tin.

e Néu bén tan cong biét duoc khoa giai ma thi hé ma héa s& khong con bi mat.

e Tdc d6 tinh toan nhanh.

Vi du: Hé ma hoa cb dién

Ta thuong dong nhat Z,s voi bang ky tu tiéng Anh, do d6 phép hoan vi trén Zg

cling duoc hiéu 1a mot phép hoan vi trén tap hop cac ky tu tiéng Anh, thi du mot phép

hoan vi © dugc cho boi bang:

alb|c|dje |f g |h|i |]J |k]|]l 'm|{n|o|p|q]|r

x\njylal|lh|p|o|g|z|qg|lw|b |t |s |f |l |r|c

V61 hé ma hoéa hodn vi ¢6 khba wt, ban rd
X = hengapnhauvaochieuthubay
s& duoc chuyén thanh ban ma
v = ghsoxlsgxuexfygzhumgunxd

Thuat toan giai ma véi khoa ., nguoc lai s& bién y thanh ban rd x.

2.1.2.1. Pic diém ciia hé ma héa khéa déi xirng
Uu diém:
Hé ma héa khoa d6i xing md hoa va giai ma nhanh hon hé mi hoéa khéa bat

do1 xing.
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Nhuwoc diém:
+ M4 hoa khoa d6i xtmg chua that an toan véi 1y do sau:

Nguoi ma hoa va nguoi giai ma phai c6 “chung” mdt khoa. Khoa phai dugc gitr
bi mat tuyét ddi, vi biét khoa nay “dé” xac dinh dugc khoa kia va nguoc lai.
+ Vén dé thoa thuan khéa va quan 1y khoa chung 13 kho khin va phirc tap.  Nguoi gui
va ngudi nhin phai luén théng nhat véi nhau vé khoa. Viée thay dbi khoa 1a rat kho va
dé bi 10. Khoa chung phai duoc giri cho nhau trén kénh an toan.

Mit khac khi hai nguoi (Iap mi, giai mi) cung biét “chung” mot bi mat, thi
cang kho gilr dugc bi mat.
2.1.2.2. Noi sit dung h¢ ma héa khéa déi xieng

Hé mi hoa khoa d6i xung thuong duoc sir dung trong mdi trudng ma khoa
chung co thé dé dang trao quyén bi mat, chéng han trong cung mdt mang ndi bo. HE
mi héa khoa d6i xung thuong ding dé ma hoa nhimng ban tin 16n, vi tbc do ma hoa va
gidl ma nhanh hon hé ma hoa khoa cong khai.
2.1.3. Hé ma héa khoa bat doi xing
2.1.3.1. Gioi thi¢u

Trong mat mi cd dién ma cho téi ngdy nay van con duogc st dung, Alice (ngudi
gri) va Bob (nguoi nhan) bang cach chon mot khoa bi mat K. Sau do Alice dung khoa
K dé ma hoa theo luat e, va Bob dung khoa K d6 dé giai ma theo luat giai dy. Trong hé
mat nay, dx hodc giéng nhu ey hodc dé dang nhan duoc tir nd6 Nhuoc diém 16n cta hé
mat nay la néu ta dé 19 e, thi 1am cho hé théng mét an toan, chinh vi vay chung ta phai
tao cho cac hé mat ndy mot kénh an toan ma kinh phi dé tao mot kénh an toan khong
phai la ré.
Nguoi giri tin by gid s& mi héa bing khoa cong khai ctia bén nhén, va tién hanh

truyén tin. Bén nhan s€ nhan tin, va st dung khéa bi mat cua minh dé giai ma ban tin.
K¢é tin cong trén dudng truyén cho dii ¢6 duoc ban ma va khoa cong khai ciing khong

thé tinh ra dugc ban rd. Vi dé tinh dugc ban rd can c6 khoa bi mat cua bén nhan.
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Ddc trung cua hé ma hoa cong khai:
+ Thuét toan chi duoc viét mot 1an, cong khai cho nhiéu nguoi su dung.
+ Moi nguoi chi can gilt khoa bi méat ctia riéng minh, do dé kha nang bi 16 khoa sé&
it hon.
+ Khi ¢6 duoc cac tham sb dau vao caa hé ma hoa, thi viée gidi ma phai trong thoi
gian da thtc.
+ Tbc d0 tinh toan rat cham.
+ Can phai c6 chimg nhan cta bén thir ba c¢6 thim quyén (CA), boi co thé xay ra
tinh trang gia mao khoa cong khai.
2.1.3.2. Uu diém ciia h¢ ma héa khéa bat doi xirng
Uu diém:
+ Hé ma héa cong khai ¢6 uu diém chi yéu sau:
Thuat toan duoc viét mot lan cong khai cho nhiéu lan dung, cho nhiéu lan dung, ho chi
can giir bi mat khoa riéng ctia minh.
+ Khi biét cac tham s6 ban dau ctua hé ma hoa, viéc tinh ra cip khoa cong khai va
khoa bi mat phai 1a “dé”, tic 13 trong thoi gian da thirc.
Ngudi giri ban 18 P va khoa cong khai, thi “dé” tao ra ban ma C
Nguoi nhan ban ma C va khoa bi mat, thi “d&” giai duoc thanh ban 1o P.
+ Nguoi ma hoa dung khoa cong khai, nguoi giai ma gitr khoéa bi mat. Kha nang 16
khoéa bi mat kho hon vi chi c6 mot nguoi gitr gin.
Néu tham ma biét khoa cong khai, c6 ging tim khoa bi mat, thi ching phai
duong dau véi bai toan “khé”.
+ Néu tham ma biét khoa cong khai va ban ma C, thi viéc tim ra ban rd P ciing 1a bai
toan “kho”, s6 phép trir 1a v6 cung 16n, khong kha thi.
Han ché:

H¢ ma héa khoéa cong khai: ma hoa va giadi ma cham hon hé ma hoa doi xing.
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2.1.3.3. Noi si dung hé ma héa khéa bat doi xirng

Hé ma hoa khoa bat dbi ximg thuong duoc st dung chu yéu trén cac mang cong
khai nhu internet, khi ma viéc trao chuyén khoa bi mat trong d6i khé khian.

Dic trung ndi bat ciia hé ma hoa bat ddi xtmg 1a khoa cdng khai (public key) va
ban ma (ciphertext) déu c6 thé gui di trén mot kénh truyén tin khong an toan. C6 biét
ca khoa cong khai va ban ma, thi thAm ma ciing khong dé kham pha duogc ban rd.

Nhung vi co6 tdc dd ma hoa va gidi ma cham, nén hé¢ ma hoa cong khai chi dung
dé mi hoa nhimmg ban tin ngin thuong duoc sir dung cho cip ngudi dung thoéa thuan
khéa bi mat ctia hé ma héda khoéa riéng.
2.1.3.4. H¢ ma hoa RSA
Dinh nghia:

So do: (Rivest,Shamir,Adleman dé xuit nam 1977)
Tao cap khoa (bi mat, cong khai) (a,b) :
Chon bi mat s6 nguyén té 16n p,q, tinh n = p * q, cong khai n, dit P= C =Z,
Tinh bi mat ®(n) = (p-1)(g-1). Chon khéa cong khai b< ®(n), nguyén té véi ®(n).
Khoa bi mat a 1 phan tir nghich dao ciia b theo mod ®(n) : a* b=1 (modd(n) ).
Tap cap khoa (bi mat, cong khai) K={(a,b)/a,b €Z,, a*b = 1(modd(n))}.
Vi ban 10 xeP va ban ma y €C, dinh nghia :
e Ham ma hod: y=e(x) = x* mod n
e Ham gidima:x=d (y) =y*modn
Vi du:
* Ban ro chir : RENAISSANCE
* Sinh khoa :
Chon bi mat sé nguyén td p=53, g= 61, tinh n = p*q = 3233, cong khai n.
bat P = C = Z,, tinh bi mat ¢(n) = (p-1)(g-1)= 52 * 60 = 3120.
+ Chon khoa cong khai b 1a nguyén t6 véi ¢(n), tirc 1a UCLN(b,d(n)) =1,
chonb=71.
+ Khoa bi mat a 13 phan tir nghich dao cia b theo mod ¢(n):
a*b =1(mod ¢(n)).Ttr a*b = 1(mod ¢(n)), ta nhan dugc khoa bi mat a = 791.
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* Ban 13 s6:

R E N A IS8 S A N C E (ducach)
1704 13 00 08 18 1800 13 02 04 26

m1l m2 m3 m4 m5 m6

* Theo phép 1ap mi : ¢; = m;° mod n = m;"* mod 3233, ta nhan duoc:

* Ban ma so:
Cy Co C3 Cy Cs Ce
3106 0100 0931 2691 1984 2927

* Theo phép giai ma: m; = ¢;* mod n = ¢; ! mod 3233, ta nhan lai ban ro

D¢ an toan:
1). HE ma hoa RSA la tat dinh, tirc 13 v6i mot ban rd x, va mot khoa bi mat a, thi chi
c6 mQt ban ma y.
2). H¢ ma hoa RSA an toan, khi giltt dugc bi mat khoa giai ma a, p, q, ¢(n).
Néu biét duoc p va q, thi thim ma dé dang tinh dugc ¢(n) = (q - 1)(p -1).
Néu biét duogc ¢(n), thi thaim ma s€ tinh dugc a theo thuit toan Euclide mé rong.
Nhung phan tich n thanh tich cta p va q la bai toan “kho”.
D0 an toan ctia h¢ mat ma RSA dua vao kha nang giai bai toan phan tich s6
nguyén duong n thanh tich ctia 2 s6 nguyén t6 16n p va q.
2.1.3.5. H¢ ma héa Elgamal
Hé mi ElGamal duoc T.ElGamal dé xuit nam 1985, dua vao d6 phirc tap cta bai
todn tinh 16garit ro1 rac, va sau do da nhanh chong dugc str dung rong rai khong nhirng
trong van dé bao mat truyén tin ma con trong cac van dé xac nhan va chit ky dién ti.
S0 d6 : (Elgamal dé xuit nim 1985)
Tao cap khoa (bi mat, cong khai) (a, b) :
Chon s6 nguyén t P sao cho bai toan logarith rdi rac trong Z, la kho giai.
Chon phan tir nguyén thiy g e Z,*. Dat P =Z7,*, C=2Z,* x Z,*.
Chon khoa bi mét 1a a € Z,*. Tinh khéa cong khai h= g*mod p
Dinh nghia tap khéa : K={(p, g, a, h): h=g*mod p }.
Céc gia tri1 p, g, h dugc cong khai, phai gilr bi mat a.
Véibanrdo x ePvabanmay e C, voi khoa k e K dinh nghia:
LAp ma: chon ngiu nhién bi matr e Z,.1, ban ma 1a y=ey (X, )= (Y1, Y2)
Trong d6 y;= ¢" mod p va y, = x*h" mod p
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Giai ma: dy(ys, Y2) = Y2 (y2*)™* mod p.

Ta chu y rang trong mot mang truyén thong bao mat véi viée dung so dd6 ma hoa
Elgamal, mdi ngudi tham gia tw chon cho minh céc tham sd p, a, a, roi tinh B, sau do
1ap va cong bd khoa cong khai K> =(p, o, B), nhung phai giir tuyét mat khoa bi mat
chinh 1a bai todn tinh logarit ro1 rac, mot bai toan khoé cho dén nay chua c6 mot thuit

todn nao lam viéc trong thoi gian da thuc giai dugc no.

Thidu :

Chon p=2579, 0=2, a=765, ta tinh duoc B = 2’® = 949mod2579. Ta c6 khoa
cong khai (2579, 2, 949) va khoa bi mat 765. Gia str dé 1ap ma cho x = 1299, ta chon
ngau nhién k = 853, s& c0

er(1299, 853) = (2%, 1299.949%*)mod 2579

= (453, 2396).

Va gidi ma ta duoc lai :

d,-(453, 2396) = 2396.(453"%) 'mod 2579 = 1299.
D¢ an toan:
+ Hé ma hoa Elgamal 1a khong tat dinh, tirc 1a voi mot ban rd x va mot khoa bi mat a,
thi c6 thé c6 nhiéu hon mot ban mi y, vi trong cong thic 14p ma con co thanh phan
ngau nhién r.
+ DJ§ an toan cia hé¢ mat ma Elgamal dua vao kha nang giai bai toan logarit roi rac
trong Z,,. Theo gia thiét trong so d9, thi bai toan nay phai 1a “kho” giai.

Cu thé nhu sau : Theo cong thirc 1ap ma y = e, (X, 1) = (Y1, Y»), trong d6 y; = ¢'
mod p va y, = x* h" mod p

Nhu vdy mudn xic dinh ban rd tir cong thic y,, tham mi phai biét duoc r.

Gia tri nay c6 thé tinh dugc tir cong thirc y;, nhung lai gip bai toan logarit roi rac.
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2.2. VAN PE CHU KY SO
2.2.1. Giéi thi¢u vé chir ky so

Chir ki viét tay thong thuong trén gidy duge dung dé xac minh ngudi ki né. Chir
ki dung hang ngay nhu trén mét birc thu nhén tién tir nha bang, ki hop dong. ..

So @6 chir ki s6 13 phuong phap ki mot birc dién lwu dudi dang dién tir. Chang
han mot bire dién c6 ki hiéu duoc truyén trén mang may tinh. Dudi day trinh bay mot
vai so d6 chit ki sb.

Trudce day, v6i nhirng tai liéu gidy truyén thdng, dé chimg thyc tac gia mot vin
ban, nguoi ta phai ki vao vin ban d6. Chir ki tay nhu vdy s& gin vat Iy v6i vin ban,
va ¢6 dic diém la gidng nhau( twong ddi) gir cic van ban khac nhau, néu cing mot
nguoi ki. Bé xac thuc chir ki d6, ngudi ta s& nhd cac chuyén gia giam dinh, va trong
nhiéu trudng hop van gay tranh cai.

Doi voi tai liéu so, thi chir ki dién tir khong thé theo mé hinh nhu vay, do dic
tinh dé sao chép cua cia cac tai liéu sd. Néu chir ky dién tr gibng nhau qua cic vin
ban, nguoi ta ¢ thé dé dang sao chép chir ki dién tir ndy va gan vao cac van ban gia
mao. Do d6, chir ki dién tir ngoai viéc gan lién véi tac gia, con phai gan lién véi vin
ban.

Chir ky dién tir c¢6 tu tuong gan gidng v4i hé ma hoa khoa cong khai. Dé ki 1én
mot tai liu, nguoi ky s€ su dung khoa bi mat cua minh. Pé kiém tra chit ky, nguoi
kiém tra s& ding khoa cong khai cta nguoi ky. Nhu vy, nhiing ai khong biét khoa bi
mat thi khong thé gia mao chit ky.

Dinh nghia
So d6 chir ky duge dinh nghia 1a mot b ndm phan tir (P,A,K,S,V), trong do:

P 14 tap hitu han cac vin ban c6 thé.

A 14 tap hitu han cac chit ky c6 thé.

K 1a tap hiru han céc khoa.

S 1a tap céac thuat toan ky.

V 1a tap céc thuat toan kiém thur.

V&i mbi khoa k thude K, c6 thuét toan ky sigy € S va thuat toan kiém thir very € V.
Ky Ién van ban x € P : s = sig (X).

Kiém thir : ver,(X,s) = true < s = sigi(X).
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2.2.2. So dd chir ky RSA
Dinh nghia

Cho n=p.q, p va q 1a cac sé nguyén t6. Cho P=C=Z,
Tinh bi mat ¢(n) = (p-1)(q-1). Chon khoa cong khai b < ¢(n). b 12 nguyén t6 cing ¢(n).
Khoa bi mat a 1a phan tir nghich dao cia b theo mod ¢(n): a*b = 1 (mod(d(n))).
Tap khoa (bi mat, cong khai) K = {(a, b)/ a, b €Z,, a*b =1 (mod ¢(n))}.
Ky s6 : Chitky trén x eP la'y = Sigy (X)=x*mod n, y € A
Kiém tra chir ki:

Ver (x,y)= ding < x = y° (mod n), (X,y € Zy)

Chay:

- So sanh giira so d0 chit ky RSA, va so d6 ma hoa RSA ta thiy c6 tuong ung.

- Viéc ky chang qua 1a mi hoa, viéc kiém thtr lai chinh 1a viéc giai ma:
Viée “ky s6” vao x twong Gmg viéc ma hoa tai licu x.

Kiém thir chit ky chinh 1a viéc giai ma “chit ky”, dé kiém tra tai lidu da giai ma c6
dung 1a tai liéu trude khi ky khong. Thuat toan va khéa kiém thtr “chit ky” 13 cong
khai, ai cling c6 thé kiém thir dugc chir k.

Vi du: Chit ky trén x =2
Tao cdp khoa (bi mat, cong khai) (a, b):
Chon bi mat s nguyén tb p =3, q=35, tinh n=p * q = 3*5 = 15, cong khai n. Dit
P= C = Z,. Tinh bi mat ®(n) = (p-1)(g-1) = 2*4 = 8.
Chon khoa cong khai b =3 < ®(n), nguyén td voi ®(n) = 8.
Khoa bi mat a =3, 1 phan tir nghich déo cia b theo mod ®(n) :
a* b = I(mod ®(n)).
Ky s6:Chitkytrénx=2 e P la
y = Sigi(x) = x* (mod n) = 2° (mod 15) = 8, y €A.
Kiém tra chit ky : Verg(x, y) = ding < X = y” (mod n)
< 2=8"(mod 15).
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D¢ an toan cua chir ky RSA:
1). Nguoi giri G gui tai lidu x, cung chit ky y dén ngudi nhan N, ¢6 2 cach s 1y
* Ky trude, ma hoa sau:
G ky trude vao x bang chit ky y = Sigg(x), sau d6 mi héa x va y nhin duogc z = eg (X,
y). G gui z cho N.
Nhéan duoc z, N gidi ma z dé dé dugc x, y.
Tiép theo kiém tra chir ky Very(X, y) = true ?
* Ma hoa trudc, ky sau:
G mi hoa trudc x bang u = eg(x), sau d6 ky vao u bang chit ky v = Sigg(u).
G gt (u, v) cho N.
Nhan duoc (u, v), N gidi ma u duogc x.
Tiép theo kiém tra chir ky Very(u, v) = true ?
2). Gia sit H lay trom dugc thong tin trén dudng truyén tir G dén N.
+ Trong trudng hop a, H 1iy dugc z. Trong trudng hop b, H 13y duoc (u, v).
+ D¢ tan cong x,trong ca hai truong hop, H déu phai ma hoa thong tin lay duoc.
+Pé tan cong vao chir ky, thay bang chir ky (gia mao), thi xay ra diéu gi?
- Trudng hop a, dé tin cong chir ky, H phai giai mi z, mdi nhan duoc vy.
- Trudng hop b, dé tan cong chit ky v, H da san ¢6 v, mdi nhan dugc y.
H thay chit ky v trén u, bang chit ky ctia H 1 v’ = Sigy(u), giri (u, v’) dén N.
Khi nhan duogc v’, N kiém thtr thiy sai, giri phan hoi lai G.
G ¢6 thé chimg minh chir ky d6 1a gia mao.
G gui chit ky dang v cho N, nhung qua trinh truyén tin s& bi cham lai.
+ Nhu vay trong truong hop b, H c¢6 thé gia mao chit ky ma khong can giai mi. Vi thé

¢6 101 khuyén: Hay ky trude sau d6 ma hoa ca chir ky.
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2.2.3. So @6 chir ky Elgamal
Dinh nghia:

Cho p 14 s6 nguyén t6 sao cho bai toan logarithm soi rac trén Z, 1a kho va gia su o

thudc Z, 1a phan tr nguyén thuy p= Zp*, a= Z, * Zy, va dinh nghia:

K={(p,a,a,p): p=a’(mod p)}.

Gia tri p, a, B 1a cong khai con a 1a bi mat.

V6i K = (p, a, &, ) va mot sb ngdu nhién (mat) k e Z . Dinh nghia :
Sigk (x, y) = (v, 9),

Trong d6 v =0 mod p

Va 8 = (x-a)k™ mod (p-1).

Véix,y € Zp vad € Z, ta dinh nghia :
Ver (x, v, 8) = true < p'y°= o (mod p).

Ban cai tién ciia clia so d6 nay da dugc Vién tiéu chuan va cong nghé quoc gia My
(NIST) chap nhan 1am chir ki sb.

So d6 chir ky Elgamal 1a khong tat dinh, gidng nhu hé ma héa khoa cong khai
Elgamal. Diéu nay c6 nghia 13 ¢6 nhiéu chir ki hop 1¢ trén birc dién cho trudc bat ky.
Thuat toan xac minh phai c6 kha nang chap nhan bat ky chit ky hop 18 khi xé4c thuc.

Néu chit ki dugc thiét 14p dung khi xac minh s& thanh cong vi :

B’y°= a™ o (mod p)

= o’(mod p)
La ¢ day ta st dung hé thtc:

ay + ko = x (mod p-1)
So dd chir ki s6 Elgamal.
Vidu:
Gia st p=467, a=2, a=127. Khi d6 B = 2"*’mod 467=132. Cho x=100; ta chon ngiu
nhién k=213(eZ4gs ) va dugc k™*mod 466=431. Chit ky trén vin ban x = 100 v&i sb
ngau nhién k=213 14 (y, 8), trong d6 y= 2*"*mod 467= 29 va &= (100-127.29).431 mod
466=51.
D¢ kiém thir ta tinh :

B "y ©=132%°.29°! = 189 (mod 467), o* = 2'®° =189 (mod 467), hai gia tri d6

d6ng du véi nhau theo mod 467, chit ky (y,8) = (29,51) duoc xac nhan 1 dung.

23



So db chir ky ElGamal dugc xem 13 an toan, néu viéc ky trén mot van ban 1a
khong thé gia mao duoc, ndi cach khac, khong thé c6 mot ngudi nao ngoai chu thé hop
phap c6 thé gia mao chir ky ctia chu thé hop phap c6 thé gia mao chir ky ciia chu thé
hop phap d6 trén mot van ban bat ky.

Vi vay, viéc giit bi mat khoa K’=a dung dé tao chit ky 1a c¢6 ¥ nghia quyét dinh

doi voi viée bao dam tinh an toan cua chit ky.

D¢ an toan :
Truong hop: Gid mao chir ky khong cung voi tai li¢u dugc ky.
+ H cb gang gia mao chir ky trén x, ma khong biét khoa bi mat a.
Nhu vay, H phai tinh duoc y va 8.
e Néu chon trudc y, H phai tinh § qua ding thue h'*1° = g“ mod p.
Ttc 1ay°= g* h”mod p hay &= log, g h”"mod p
e Néu chon trudc &, H phai tinh y qua chuong trinh h’ * yS = g*mod p.
Hién nay chua c6 cach hitu hiéu 2 truong hop trén, nhung phong doan 1a kho hon
bai toan logarit roi rac.
C6 thé ¢o cach tinh y, 8 ddng thdi véi (v, 8) 1a chit ky? Chua c6 tra 101 rd!
e Néu chon trudc v, 6 sau do tinh x, H phai ddi dau vai bai toan logarit ro1i rac.
Taco h'*y°= g“mod p.

Nhu vy :x = logy g8 = log, hy*YS
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2.3. HAM BAM
2.3.1. Pinh nghia ham bam

Ham bam 13 thuat toan khong dung khoa dé ma hoa (6 diy dung thuat ngir
“bam” thay cho “ma hoa”), n6 c6 nhiém vu “loc” (bdm) tai liéu (ban tin) va cho két
qua la mot gid tr1 “bam” co kich thudc c6 dinh, con goi la “dai dién tai licu”,
hay “dai dién ban tin”, ”dai dién thong diép”.

Ham bam 13 ham mot chiéu, theo nghia gia tri cua ham bam 13 duy nhét,
va tlr gid tri bam ndy, “kho thé” suy nguoc lai ndi dung hay ban dau cia tai liéu gdc.
2.3.2 . DPic tinh ciia ham bam

Ham bam h 13 ham mot chiéu (one-way Hash) véi cac dic tinh sau:

1). Véi tai liéu dau vao (ban tin gbe) x, chi thu dugc gia tri bam duy nhat  z = h(x).
2). Néu dir liéu trong ban tin x bi thay doi hay bi x6a dé thanh ban tin x’, thi gia tri
bam h(x”) # h(x).

Cho du chi 12 mot su thay d6i nho, vi du chi thay dbi 1 bit dit liéu cta ban tin
gbc x, thi gia tri bam h(x) ctia n6 ciing van thay do6i. Piéu nay c6 nghia 1a: hai thong
diép khac nhau, thi gié tri bam cta ching cting khac nhau.

3). Noi dung cua ban tin gde “kho” thé suy ra tir gid trj ham bam ctia n6. Nghia la: voi
thong diép x thi “dé “tinh dugc x = h(x), nhung lai kho tinh nguoc lai duge x néu chi
biét gia tri bam h(x) (Ké ca khi biét ham bam h).

2.3.3. Ung dung ciia ham bim

1). Vi ban tin dai x, thi chir ky trén x ciing s& dai, nhu vy ton thoi gian “ky”, tén bd
nhé luu giit “chit ky”, ton thoi gian truyén “chir ky” trén mang.

Nguoi ta dung ham bam h dé tao dai dién ban tin z = h(x), né c6 do dai ngan
(VD 128 bit). Sau d6 ky trén z, nhu vay chir ky trén z s& nho hon rat nhiéu so véi chir
ky trén ban tin gbc x.

2). Ham bam dé xac dinh tinh toan ven dit lidu.
3). Ham bam dung dé bao mat mot sé dir lidu dic biét, vi du bao vé mat khau, bao vé

khoa mat ma,......
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2.3.4. Tinh chit ciia ham bim
1/. Tinh chat 1: Ham bam h 1a khong va cham yéu.
Vi du: Xét kiéu tin cong sau: Kiéu tin cong theo tinh chét 1.
Hinh a: Cach di dung cua thong tin: théng tin duoc truyén ding tir A dén B.

(x,y = sigk(h(x)))
Nguoi gui A » Nguoi nhan B

Hinh b : Thong tin bi lay trom va bi thay d6i trén dudng truyén.

(x\y = sig(n(x)))

Nguoi gui Nguoi nhan
A > K > B
(x.y = sig(h(x))) X,y = sige(h(x)))

v

Tén nghe 1én, léy trom tin

Kiéu tin cong theo tinh chat 1
+ Nguoi A gui cho B ban tin (x,y) v6i y = sigg(h(x)). B khong nhan dugc (x,y) vi :
+ Trén dudng truyén, tin bi léy trom. Tén trom béng cach nao do tim dugc mot ban tin
x” # x nhung lai ¢6 h(x’) = h(x). hin thay thé x bang x’, va chuyén tiép (x’,y) cho B.
+ Nguoi B nhan dugc (x°,y), va van xac thuc duogc thong tin ding dén. Do do, dé tranh
kiéu tin cong nhu trén, ham h phai théa mén tinh chat : khong va cham yéu.
Khdi nigm: Ham bam khong va cham yéu.
Ham bam h duoc goi l1a khong va cham yéu, néu cho trude bie dién x,’kho” thé

tinh toan dé tim ra birc dién x” # x ma h(x”) = h(x).
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2/. Tinh chét 2: Him bam h 1a khong va cham manh
Vidu:
Xét kiéu tan cong nhu sau: Kiéu tan cong theo tinh chat 2.
+ Pau tién, tén gia mao tim duogc hai thong diép khac nhau x” va x (x” # x) ma ¢ h(x’)
= h(x). (Ta coi burc thong di€p x 1a hop 1€, con x’ 1a gid mao).
+ Tiép theo, Han thuyét phuc ong A ki vao ban téom luoc h(x) dé nhin duwoc y. Khi d6
(x’, y) la btrc dién gia mao nhung hop 1€ vi h(x’) = h(x).
Dé tranh kiéu tAn coéng ndy, ham h phai thoa mén tinh chat : khéng va cham manh.
Khdi ni¢m: Ham bam khong va cham manh

Ham bam h dugc goi 1a khong va cham manh “kh¢” thé tinh toan dé tim ra hai birc

thong diép khac nhau x’ va x (x” # X) ma ¢6 h(x’) = h(x).

3/. Tinh chét 3 : Ham bam h 1a ham mot chiéu.
Vi du : Xét kiéu tan cong nhu sau : Kiéu tdn cong theo tinh chat 3.
+ Nguoi A gui cho nguoi B thong tin (x, z, y) voi z = h(x), y = Sigk(z).
+ Gi4 st tén gia mao tim dugc ban tin x’, dugc tinh ngugc tir ban tom lugc z = h(x).
+ Tén trom thay thé ban tin x hop 18, bang ban tin X’ gia mao, nhung lai c6 z= h(x’).
Hin ta ky s6 trén ban tém lugc z ciia x* bang ding chit ky hop 18. Néu lam duoc nhu
vay, thi (x’, z, y) 1a buc dién gid mao nhung hop 1¢€.
Pé tranh dugc kiéu tan cong nay, ham bam h can thoa man tinh chat mot chiéu.
Khdi niém: Ham bam mot chiéu.
Ham bam h dugc goi 1a ham bam mét chiéu néu khi cho trudc mot ban tom luoc

thong bao z thi “khé thé” tinh toan dé tim ra thong diép ban dau x sao cho h(x) = z.
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2.3.5. Ham bam MD4
2.3.5.1 Khai ni¢m “thong diép dém”

“Théng diép dém” (Messege Padding) 1a sau bit c6 do dai chia hét cho 512.

“Thong diép dém” dugc luu trong mang M = M[0] M[1]... M[N-1].
Trong d6 M[i] 1a sau bit c6 do dai 32 bit. Goi la word.

N=0mod 16. (32 x 16 =512).

M duoc xay dung tir ban tin gdc a bang thuat toan:

1. d=447 —(Ja] mod 512).( =512 néu |a,mod 512> 447 ).
2. Gia sir 1 1a ki hiéu biéu dién nhi phan cta |a| mod 2%, tl: [1] = 64.
3. M=all1] 0% 1.

*). Do daicuaxaual|l|| 04 1 la] + 1 +d =448 mod 512.
*). Do dai cua “thong diép dém” M la
448 mod 512 + |1| = 448 mod 512 + 64 = 512 mod 512.

Chay: ViM=al[ 1] 0% 1 nén
=IM| - (ja] +1+1)=
512 —(Ja] +1 +64) =512 —(|a] +65) =447 — (Ja]| mod 512).
Vi du:
Xéu dau vao 1a a = “ABC”, xay dung M nhu sau :
a: = “ABC” =“01000001 01000010 01000011”. (Chuy: ‘A’ = 65).
*). Do dai tinh theo bit cua xau a:  |a| = 24 bit
=>d =447 — (Ja] mod 512) = 423.
la| +1+d=24+1+ 423 =448 mod 512.
*). Biéu dién nhi phan cta d6 dai xau a 1a 1:

| = |a] mod 2% = 24 mod 2** =24 =16 +8 = (00....00 11000),

59,9
—> P dai ciia 11a |1 = |Q0.....00 11000| = 59 + 5 =64.
59,9
M=al| 1|0l
=>M = 01000001 01000010 01000011 || 1 ||QQ- -0 ||\Q0- .00 11000
423, 59,9
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M = M[0]M[1] ... M[N-1], N = 0 mod 16.
M[0] = 01000001 01000010 01000011 10000000
M[1]=M][2] = .... =M[13] = M[14] =00.....00
322
M[15] = 00000000 00000000 00000000 00011000

Trong viéc x4y dung M, ta gin sd 1 don 1é vao sau a, sau d6 thém tiép cac s6 0
vao du dé do dai cia M dong du véi 448 modulo 512. Cudi cing ndi thém 64 bit
(chinh la [I]) chra biéu dién nhi phan vé do dai ban dau cua x (dwgc rat gon theo
modulo 2** néu cén).

Xau két qua M c6 do dai chia hét cho 512. Vi thé khi chit M thanh cac word 32
bit, s6 word nhan duge 12 N s& chia hét cho 16.

Muc dich viéc tao ra mang M _ “thong diép dém” 1a dé cac ham bam xu ly
trén ting khéi (block) 512 bit, tirc 1a 16 word, ciing mét lc.
2.3.5.2. Thudt toan ham bam MD4
INPUT: thong di€p 1a mdt xau a c6 do dai b bit.

OUTPUT:Ban bam, dai dién cho thong diép gdc, 6 dai ¢b dinh 128 bit
1/. Tém tat thuit toan
Budce 1: Khéi tao thanh ghi

Co 4 thanh ghi dé tinh toan nham dua ra doan ma : A, B, C, D. Ban tém luoc
ctia thong diép duoc xay dung nhu su két ndi cu cac thanh ghi co6 do dai 32 bit. Cac
thanh ghi nay dugc khéi tao gia tri hecxa.
word A:=67 45 23 01 word B:=ef cd ab 89
word C:=98 ba dc fe word D:=10 32 54 76

Budc 2: Xu ly thong diép a trong 16 khoi word, co nghia 1a xir Iy cing mét lic
16 word = 512 bit.

Chia mang M thanh cac khéi 512 bit, dua ting khdi 512 bit vao mang T[j].
M3di 1an xir Iy mot khdi 512 bit. Lap lai N/16 lan .
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2/. Thuat toan MD4
A =67 45 23 01 B:=ef cd ab 89
C:=98 badc fe D:=10 32 54 76
FOR i:=0TO N/16-1 DO
for j:=0to 15 do T[j] = M[16i +j];
AA =A; BB = B;
cC:=C; DD:=D;
MB&i lan xtr Iy 16 tir, mbi tir 32 bit, tl: 512 bit.
Vong 1
Vong 2
Vong 3
A=A+AA; B=B+BB; C=C+CC; D=D +DD;
Gan gié tri cho 4 bién AA, BB, CC, DD bang gia tri bén thanh ghi A, B, C, D
tuong Ung.
3/. Cac phép tinh va cac ham dung trong Thuét toAn MD4
* Céc phép toan logic dugc str dung trong ba vong.
X A'Y 1a phép toan AND theo tung bit gitta X va Y
X v'Y la phép toan OR theo bit gitta X va Y
X @Y la phép toan XOR theo tung bit gitta X va Y
— X chi phép bu cua X
X +Y la phép cong theo modulo 2%
X <<<s la phép toan vong trai X di s vi tri (0<s < 31)
* Ba ham F, G, H dung tung tng trong vong 1,2,2.
Mobi ham nay 12 mot ham boolean tinh theo bit.
FOK Y, Z) = (X AY)v ((=X) A Z)
GX,Y,Z)=(XAY)v(XAZ)v (Y A2Z)
HX Y, Z)=X®Y®Z
Ba vong trong MD4 Ia hoan toan khac nhau. Mdi vong gom mdt trong 16 word
trong T dugc xur ly. Cac phép toan duogc thuc hi¢n trong ba vong tao ra cac gia tri moi
trong bon thanh ghi. Cudi cung, bon thanh ghi dugc cip nhat & 3.4 bang cach cong
nguoc cac gia tri luu trude do. Phép cong nay duoc xac dinh 1a cong cac sd nguyén

duong, dugc rat gon theo modulo 2%,
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4/. Ba vong “bam”

Vong 1

1. A=(A+F(B, C, D)+ T[0])<<<3
2. D=(D +F(A, B, C) + T[1])<<<7
3. C=(C+F(D, A, B) + T[2])<<<11
4. B=(B+F(C, D, A) + T[3])<<<19
5. A=(A+F(B, C, D) + T[4])<<<3
6. D=(D +F(A, B, C) + T[5])<<<7
7. C=(C+F(D, A, B) + T[6])<<<11
8. B=(B+F(C, D, A) + T[7])<<<19
9. A=(A+F(B, C, D)+ T[8])<<<3
10. D = (D +F(A, B, C) + T[9])<<<7
11. C = (C +F(D, A, B) + T[10])<<<11
12. B= (B +F(C, D, A) + T[11])<<<19
13. A= (A +F(B, C, D) + T[12])<<<3
14. D = (D +F(A, B, C) + T[13])<<<7
15.C = (C +F(D, A, B) + T[14])<<<11
16. B = (B +F(C, D, A) + T[15])<<<19

Két qua ctia VD a sau khi dugc xtr Iy qua vong 1

1. 64B3DA82 5. 3D5E5934 9. 59798D5E 13. 7551AAC6
2. 34D8BEBO3 6. 489D5140 10. D206302D | 14. 789B984F
3. B7BCB118 7.CCD14D6C | 11. 753D6134 15. F55A1F31
4.6D91B115 8. 454D0OE92 12. F52AEDO8 | 16. ABA71E22
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Vong 2

A= (A+G(B, C, D) + T[0] + 5A827999) <<< 3
D=(D+G(A, B, C) + T[4] + 5A827999) <<< 5
C=(C+G(D, A, B) +T[8] + 5A827999) <<< 9
B=(B+G(C,D,A)+T[12] + 5A827999) <<< 13
A=(A+G(B, C, D)+ T[1] + 5A827999) <<< 3
D= (D + G(A, B, C) + T[5] + 5A827999) <<< 5
C=(C+G(D, A, B)+T[9] + 5A827999) <<< 9
B=(B+G(C,D,A)+T[13] + 5A827999) <<< 13
A=(A+G(B, C, D)+ T[2] + 5A827999) <<< 3
10. D=(D + G(A, B, C) + T[6] + 5A827999) <<< 5
11. C=(C+G(D, A, B) + T[10] + 5A827999) <<< 9
12. B=(B +G(C, D, A) + T[14] + 5A827999) <<< 13
13. A=(A+G(B, C, D)+ T[13] + 5A827999) <<< 3
14. D=(D + G(A, B, C) + T[7] + 5A827999) <<< 5
15. C=(C+G(D, A, B) + T[11] + 5A827999) <<< 9
16. B=(B + G(C, D, A) + T[15] + 5A827999) <<< 13

CoNo~LNE

Giatri 5A827999 1a mot hang s6 ¢ dang hecxa c6 do dai 32 bit

Két qua cia VD a sau khi dugc xtr Iy qua vong 2

1. 558C2E28 5. 558C2E28 9. 31E9FE4A 13. B60A11EG6

2. SA0EO8F9 6. SAOEO8F9 10. 6F68E462 14. 2DEDG6DSE

3. F6A9B390 7. F6A9B390 11. D745F88A | 15. A2870B31

4. 7876BC8F 8. 7876BC8F 12. 7050BC10 | 16.4384D1/8




vong 3

A= (A +H(B, C, D) + T[0] + 6EDIEBAL) <<< 3
D=(D+H(A, B, C) +T[8] + 6EDIEBA1) <<< 9
C=(C +H(D, A, B) + T[4] + 6EDIEBAL) <<< 11
B=(B+H(C, D, A)+T[12] + 6ED9EBA1) <<< 15
A= (A +H(B, C, D) + T[2] + 6EDIEBAL) <<< 3
D=(D+H(A, B, C) + T[10] + 6ED9EBAL) <<< 9
C=(C +H(D, A, B) + T[6] + 6EDIEBAL) <<< 11
B=(B+H(C, D, A)+T[14] + 6ED9EBA1) <<< 15
A= (A +H(B, C, D) + T[1] + 6EDIEBAL) <<< 3
10.D=(D + H(A, B, C) + T[9] + 6ED9EBAL) <<< 9
11.C = (C + H(D, A, B) + T[5] + 6ED9EBAL) <<< 11
12.B=(B + H(C, D, A) + T[13] + 6ED9EBA1) <<< 15
13. A= (A + H(B, C, D) + T[3] + 6EDIEBAL) <<< 3
14.D=(D + H(A, B, C) + T[11] + 6ED9EBA1) <<< 9
15.C = (C + H(D, A, B) + T[7] + 6ED9EBAL) <<< 11
16.B=(B + H(C, D, A) + T[15] + 6ED9EBA1) <<< 15

CoNo~LNE

Gia tri 6ED9EBA1 1a mot hang s ¢ dang hecxa co do dai 32 bit.

Két qua ctia VD a sau khi dugc xtr Iy qua vong 3

1. 98A7C489 5. F3031C80 9. CO2E826B 13. 03477E5E
2. E70B031C 6. 7D7A371B 10. F38DC78B | 14. 77509F0A
3. A96B2FFA | 7. 1C2487DE 11. ESC7F63B | 15. FB3D792D
4. 58BE9F94 8. F7767709 12. 812AB0OOF | 16. 23D73C06

4). Két qua “bam”

Két qua ra 1a doan ma c6 d6 dai 128 bit, duoc thu gon tir thong diép a c6 do dai
b bit. Poan ma nay thu dugc tir 4 thanh ghi A, B, C, D: bat dau tur byte thép cua thanh
ghi A cho dén byte cao ctia thanh ghi D.

V6i VD  a=“ABC”, kétqua cudi cung la dai dién vin ban:
A = 6A8CAI15F C = 93F85626
B = 671E4A D =3409907C
Chuy: A=A+ AA=03477E5E
67452301
= 6A8CA15F
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2.4.VAN PE THUY KY
2.4.1 Khai niém

Khai niém thuy van da ra doi tor l[au. Nam 1282, thuy van da c6 hoa van trén do.
Diéu nay giup cac xudng san xuit gidy danh ddu ban quyén trén to gidy cta ho 1am ra.
Pén thé ky 18, thiy van di c6 nhiéu tmg dung ¢ Chau Au va My trong viéc xac thuc
ban quyén hay chdng tién gia. Thuat ngir thiy van bt ngudn tir mot loai muc v6 hinh
va chi hién lén khi nhiing vao nudc.

Thuy vén sb (digital watermarking) 13 mot cong cu gitip danh ddu ban quyén hay
nhing thong tin can thiét vao tai liéu dién tu.

Lich sir thiiy vin sé-

Thuat ngir thay van sd duoc cong dong thé gidi chap nhan rong rdi vao dau thap
nién 1990. Khoang nim 1995, sy quan tdm dén thiy van bat dau phat trién nhanh.
Niam 1996, hoi thao vé che dau thong tin 1an dau tién dua thay van vao ndi dung chinh.
Pén nam 1999, SPIE di t6 chirc hoi nghi dic biét vé bao mat va thity van trén cac ndi
dung da phuong tién. Ciing trong khoang thdi gian, mot s to chirc da quan tim dén k¥
thuat watermarking véi nhirng mac do khéac nhau. Chéng han CPTWG thtr nghiém hé
thdng thily van bao vé phim trén DVD. SDMI sir dung thily van trong viéc bao vé cac
doan nhac. Hai du 4n khac duoc lién minh Chau Au ung ho, VIVA va Talisman da thta
nghiém st dung thity van dé theo ddi phat song.

Vao cudi thap nién 1990, mot s cong ty dua thuy van vao thuong trudng,
chang han cac nha phan phdi nhac trén Internet sir dung Liqid Audio ap dung cong
nghé cuia Verance Corporation. Trong linh vuc thiy van anh, photoshop da tich hop
mot by nhing va b do thuy van té€n la Digimarc.

2.4.2. Qua trinh nghién ciru thiiy van s6

Thiy van s dugc coi 1a ra doi tir nam 1954, véi bang sang ché cia Emile
Hembrooke. Tuy nhién, nghién ctru thiy van van chua dugc dat ra nhu mot linh vuc
nghién ctru doc lap cho t6i nhitng nam 1980. Tuy nhién khai ni¢m thuy van chi duoc

hoan thién vao giita nhirg nim 90 cua thé ky 20.
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Nhitng nghién ctru dau tién vé thuy van déu tap trung vao nghién ctru “thay van
mu” (blind watermark). Thiy vAn mu 14 thuy van duoc nhung ma khong can quan tam
té1 nd1 dung ciia moi truong nhing. Tuong ty nhu vay, cac thuat toan tach thuy van
mu déu doc 14p voi nhitng thanh phan dir liéu khong chira thay van. C6 thé vi thuy van
mu nhu chit ky tay, noi dung ctia thuy van khong thay doi véi cac méi trudng nhing
khac nhau.

Vao nam 1999, da c6 mot su thay doi 16n dién ra. Trong mot bai bao ding trén
IEEE, Cox va cic dong nghiép dd nhan ra, chét luong thuy van s& tét hon rat nhiéu néu
nhu thily van c6 quan tdm dén méi truong nhing. Cac thiy van nay duoc goi 1a thuy
van giau (informed watermark) , khi d6 noi dung cta thuy van dugc hiéu 1a mot ham
cia ndi dung méi trudng nhing. Co6 thé so sanh ¥ tudng nay véi ¥ twong vé chit ky
dién tur.

bi xa hon nira, vao nam 2000, hai nhdm tac gia B.Chen, G.W.Wornell va J.Chou,
Pradhan, Ramchandran d3 phat trién tir bai bio ciia M.Costa nim 1983 “Writing on
diry paper” dé phat trién mot hudng nghién ctru rat méi. Y tudng chinh cia Costa 1a,
c6 hai loai nhiéu s& tac dong 1én ndi dung cia ban tin truyén di. Loai nhiéu thtr nhat,
13 loai nhifu x4y ra tai bén giri, do cac vu bién doi va xtr 1y tai liéu. Loai nhidu nay c6
thé kiém soat. Loai nhiéu thir hai 1a loai nhiéu xay ra trén dudng truyén, va ching ta
khong thé kiém soat duoc chung. Costa 1y luan rang, cac thuat toan thiy van trude day
chi cd gang nhiing thiy van vao loai nhiéu thi nhét, cho nén dung luong tin gidu duoc
1a rat nho. Costa ciing da chi ra dung luong tin can gidu 1a doc 1ap voi loai nhidu thu
nhat. Do d6, néu ta coi toan b tai liéu sd 1a nhiéu thi nhét, ching ta s& c6 mot phuong
phap dé nhiing mot lugng thong tin rat 16n vao tai lidu.

Thay van c6 mot ing dung rat quan trong la bado v€ sy toan ven cua tai li€u va
chéng xuyén tac. Dé thoa min yéu cau nay cua thily van, cac nghién ctru trude kia déu
¢ gang ap dung mot mo hinh tong quat 1én toan bo tai liéu. Tuy nhién, vao nim 1995,
Cox va cac dong nghiép di nhan ra, ho c6 thé st dung md hinh tri giac (perceptual
model) dé giam dung luong cin gidu. Thay vi cb ging ap dung mot mo hinh tong quat
1én toan b tai lidu, thyc ra chi can ap dung thily van 1én mot s6 phan quan trong cua
tai liéu ma thoi. Pay co thé coi 1a mot dang dac biét cua thuy van giau, vi ndi dung

thuy van cling bi phu thudc vao tai li¢u.
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Nhu mét chan 1y cta cudc sdng, ludn ton tai sy théng nhat va dau tranh giita cac
mit dbi 1ap. Voi su ra doi cua thuy van, thi khoang tir ndm 1990 tré vé sau, di c6
nhiéu nghién ctru vé tin cong ciing nhu chong tin cong dbi véi thiy van. Nhing
nghién ctru nay da thiuc ddy qua trinh nghién ctru thay van dat dugc nhiéu két qua méi.

Thuy van sir dung cong nghé trai pho (spread spectrum) duoc gidi thiéu cung thoi
diém véi moé hinh tri gidc, 12 mot 16 lyc nhim can bang giita tinh bén vimng
(robustness) va tinh tin cy (fidelity) cta thuy van sb. Cong nghé trai phd s& trai mot
bang tan hep vao mot bing tan rong hon, do d6 ty 18 nhidu trén mdi tin sb tré 1én rat
nho. Phia bén ngudi gui sé tong hop lai cac tin hiéu nay, va lac nay nhiéu trd nén 1on.
Cong nghé trai pho 1a mot huéng di cé nhiéu trién vong cua ky thuat thuy van.

Chat luong tai liéu dién tir sau khi gidu tin phai khong dugc thay doi nhicu dé cho
con ngudi kho c6 thé nhan ra bang cac giac quan théng thuong.

Thuly van sb 1a mot linh vuc nghién ciru méi, c6 nhiéu trién vong. Nhitng ndm gan
day linh vuc nay c6 duoc sy quan tim déng ké cta cac nha nghién ciru.

2.4.3. Cac dac tinh va phan loai thiy van

2.4.3.1.Cac ddc tinh thuy vin

Tinh dn: tinh an 12 kha ning kho bi nhn ra cta thiy vn sau khi d3 nhung vao tai liéu
dién ttr, ma chu yéu 1a cac gidc quan cia con ngudi. Noi cach khac, cac tai lidu dién tur
phai chiu it su thay doi vé mit chat luong khi nhing vén.

Tinh bén vitng: Tinh bén viing duoc hiéu tiiy vao muc dich cia ting lai thay vén, vi
du v6i thity van dung dé bao vé ban quyén, thi thity van phai bén véi cac phép tin
cong hay bién doi, trong khi v6i thity van dung dé chong xuyén tac hodc dam bao toan
ven dir liéu, thi thiy van phai bi ph4 hily ngay khi c¢6 su tic dong hodc tan cong.

Tinh bdo mdt: Sau khi thuy van s d3 duoc nhung vao tai liéu, thi yéu cau chi cho
nhing ngudi ¢6 quyén méi c6 thé chinh sira va phat hién thiy van .

Tinh hiéu qud: yéu cau thuit toan thiy van phai lam viéc dugc mot ving 16n cac anh
c6 the.

Dung lwong gidu: Thuat toan thiy van cho phép gidu cang nhiéu thong tin cang tot.
Tuy nhién, cic yéu cau trén thuong 14 trdi nguoc nhau, va ngudi ta phai can doi giita

C4C yéu cau dé phu hop véi ting bai toan cuy thé.
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2.4.3.2. Phédn loai thuy vin

C6 nhiéu phuong phap dé phan loai thuy van, dudi day trinh bay phuong phap
phan loai pho bién nhat:

Dua vao mién tac dong, ching ta c6 thé phan loai thuy van thanh tac dong 1én mién

khong gian anh (spatial domain) va tic dong 1én mién tan s anh (frequency domain).

Thay van s6
Watermark
Thuy véan hitu hinh Thity van trong sudt__|
Visible Watermark Invisible Watermark
Thay van dé vo Thuy van bén viing
Fragile Watermark Robust Watermark

Phan loai thuy van
Dua vao tac dong tdi thi giac con nguoi, ching ta c6 thuy van hién (visible
watermarking) hodc thuy van an (invisible watermark). Thay van 4n lai chia thanh
thily van bén (robust watermarking ) va thuy van dé v& (fraglie watermark).
Thuy van hién ¢6 vu diém 13 nhin dugc bang mat thuong, khién cho tat ca ngudi sir
dung déu biét duoc ban quyén cua anh. Tuy nhién, n6 sé& tac dong toi chat luong anh

va gy mat thim m§.
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2.4.4. Qui trinh thye hién thiy van
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Quy trinh thuc hién thuy van

Quy trinh thue hién thay van duogc trai qua bén bude nhu sau :
Budc 1: Tao thiy van
Thay van c6 thé 1a mot logo hoic mot diy nhi phan voi d6 dai cho trude. Thiy

van c6 thé dugc bién doi trude khi dem gidu vao anh bang cach ma hoa, hoic chuyén
d6i dinh dang.
Buwée 2: Nhung thiy van

Thily van c6 thé duoc nhing tryc tiép vao anh hodc vao dang bién d6i ctia no. Poi
v6i cac tmg dung bao vé ban quyén thi viéc nhung thity van vao dang bién ddi cta anh
la didu can thiét d& dam bao tinh bén viing cta thily van trudc cac bién d6i nhu nén
anh. Dé dam bao sy thay dbi it nhat vé chat luong anh, thuy van nén dugc nhiing vao
thanh phan tan sb “giita” cta anh sau khi bién dbi anh. D6 13 vi cac thanh phan tan sb
“thap” rat nhay cam ddi véi cac thay doi va vi vay s& tao ra sy bién doi dang ké chat
luong anh, con thanh phan tan sb cao thuong bi loai trong qua trinh nén anh ma khong

lam giam chat luong anh, do d6 thily van s& dé dang bi mat.
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Budc 3: Tach thiy van

Dé tach thiy van ra khoi anh, ta s& dung khoa k trong qua trinh nhing, va anh
can tach thiy van. Thuat toan tach thiy van co cac bude nguoc v6i thuit toan nhung.
Budrc 4: Kiém tra thiiy vin

bdi véi thuy van 1a mdt logo thi sau khi tach thuy van, viéc xac dinh thuy van
c6 ton tai hay khong 1a don gian. Néu thuy van 1a mot diy sb co phan bd Gauss thi co
thé dua vao kiéu twong quan, kiéu phan bd cua day sé thu dugc dé danh gia su ton tai
thuy van.

P6i voi tng dung nham xéac thuc anh thi cin phai xem la c6 thuy van hay
khong. Piéu nay din dén mé hinh kiém ching gia thiét va hiéu qua cta hé théng thiry
van c6 thé duoc danh gia theo thuat ngit 16i loai I va 16i loai II. Ldi loai I tng véi
truong hop thuy van dugc tim thidy mic du né khong t6n tai. Con 16i loai II tng véi
truong hop thily van ton tai nhung khong tim thay.

2.4.5. Cac thuat toan thiy van trén anh

Céc thuat toan thuc hién thuy van hién trén anh la tuong dbi dé dang, va da
dugc nghién ctiru nhiéu trong moén xu 1y anh s6. Yéu cau vé tinh thim my dé cao. Tat
nhién ciing can c6 yéu cau khé st dung cong cu xir 1y anh dé loai bo thity vén.

2.45.1. Thudt todn gidu thiiy vin vao cdc bit cé trong sé thip
Y tudng tu nhién cua thiy van v6i anh s, cling nhu gidu tin, d6 s& 1a st dung céc
bit ¢6 trong so thap (Least Significant Bit - LSB) dé giau thity van.
Céc bit c6 trong sb thap dugc hiéu 1 cac bit ma néu thay doi gia tri cia s& it 1am
thay doi dén chat luong anh.
Vi dy, véi anh bitmap 256 mau, mau ctia mdi diém anh dugc biéu dién bang 8 bit, néu
ta thay ddi bit thtr tdm ctia ma mau, thi md mau cling chi thay doi gia tri c6 1 don vi,
nén nhin chung thi ca birc anh khong bi anh huéng nhiéu.
Ta c6 thé minh hoa thuat toan nhu sau:
Xét thity van 1a chudi bit : 0111.
Xét buc anh 1a chudi bit :
11001101 11000001 11110000 11110010
bé nhung thuy van vao buc anh, ta s€ chia birc anh thanh céac khdi 8 bit, va dat gia
tri bit cudi cung ciia khdi bang gia tri ctia bit thiiy van twong tmng

V61 minh hoa trén, ching ta c6 buc anh sau khi nhiing thuy van la:
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11001100 11000001 11110001 11110011

Dé tach thuy van, don gian ta chi 1am ngugc lai quy trinh trén, tirc 13 tach ra cac bit
cudi cung cua ting khéi 8 bit, ta s& thu dugc thuy van ban dau.

Mubn ting tinh an toan ctia hé thong, c6 thé nhung lién tiép thiy van vao cac khdi
8 bit 1ién nhau, bai thuong thi dung luong birc anh s& 16n hon nhiéu 1an so véi d6 dai
cua thuy van.

Uu diém cta thuét toan trén 1a don gian, va dung luong gidu cao.
Tuy nhién, nhugce diém 13 do qué don gian nén rat d& bi tdn céng. Ké tan cong chi can

thay d6i ngau nhién gia tri ciia cac bit c6 trong so thap 13 thay van da bi pha huy.

2.4.5.2. Thudt todn thiiy vin ghép néi

Thuat toan duoc trinh bay boi Bender va dong nghiép nam 1996.
Xét mot burc anh, ta s& chia birc anh thanh hai tap con c6 trong lugng phan tir bang N,
goi 1a hai t3p con A va B. Moi phén tr trong tap con A dugc cong thém mot luong d,
ngugc lai moi phﬁn tur trong tap B bi trir di mot lwong d.

Goi E(A) va E(B) 1a cac gié tri trung binh cua tap A va tap B. Ta sé c6 E(A) = E(B)
~E(AuB) va E(A)-EB) =0.

Goi a va b 1a hai tap c6 n phan tir, ldy ngau nhién trong A va B.
1 . .
= @lil-oh)

Theo luat théng ké ta s& co:

E(S) = 2d néu dit liéu c6 thay van.

E(S) = 0 néu dir liéu khong co thuy van.

Nhu vy, dé kiém tra xem co thiy van hay khong, ta s& st dung luat thong ke.
Néu E(S) 16n hon mét ngudng nao dé thi cé thé coi 1a dit liéu c6 thuy van.
2.4.5.3. Thuit todn thiity vin trén mién DCT
1/. Phwong phap Cox

Khac véi cac phép thity van duya trén bién doi khong gian anh, twong dbi dé bi tan
cong va phat hién, ndm 1995, Cox da dua ra mgt mo hinh khéc, d6 1a nhung thuy van

vao mién tan so.
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M6 hinh nhung thuy van cua Cox

Trong mo hinh cia Cox, mot chudi cac gia tri cg = Co[1],Co[2],...,co[n] dugc trich
xuét tir anh. Céc gia tri ndy duoc goi 1a cac gia tri mang, va ching s& chira thiy van.
Thuly van 1a mot chudi s6 thue w=w[1], w[2],..., w[n].

Theo Cox dé& xuét, thay van c6 thé duoc nhing theo mot trong ba cong thuc:

Cwli] = c[i] + aw]i]

Cw[i] = c[i] (1+aw[i])

Cu[i] = c[i] exp(aw[i])
trong d6 tham s6 o dic trung cho tinh bén viing cua thuy van, va duogc thay doi tiy
tirng bai toan cu thé.
Pé kiém tra thuy van, ngudi ta cling phai ding phuong phap thong keé.
2/. Phwong phap Burgett

Dua trén mé hinh cua Cox, nam 1998, Burgett da dé xuat mot thuat toan thuy

van anh dua trén bién d6i DCT véi dinh dang anh JPEG.

Thuat toan ctia Burgett s& chia anh JPEG thanh cac khéi (block) ¢6 kich thudc 8x8
diém anh. Mdi khdi s& dugc bién d6i DCT. Thuét toan s& chon ngau nhién cac khoi dé
nhing thity van. Thity van dugc nhung trén mdi khdi bang cach d6i chd mot cip hé sb
cua bién d6i DCT.

Nam 2002, GS.TSKH Nguyén Xuan Huy c6 dé xuit mot thuat toan thiy van anh

trén mién DCT nhu sau:
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a/. Qua trinh nhing thiy van
Chia anh c6 kich thudc m x n thanh (m x n)/ 64 khéi, mdi khdi co kich thudc 8x8.
Bién d6i DCT cho ting khbi.
Xét mot khoi bat ky B sau khi bién d6i DCT thu duoc khdi B’, ta chon hai hé sb
bat ky trong mién tan sb giira ctia B’ goi hai hé s6 1a b’(i, j) va b’(p, ).
Goi a 1a tham s6 cta thuat toan, thoa man a = 2 (2t+1) véi t 1a sb nguyén duong.
Tinh d =[jb’(i, j)|-|b’(p, G)|| mod a.
Bit s; s€ dugc nhing sao cho théa man diéu kién sau:
d >=2t+1 néus; = 1.
d < 2t+1 néu s; =0.
Néu d < 2t+1 va s; =1, thi mot trong hai hé s6 DCT ¢6 gia tri tuyét dbi 16n hon sé bi
thay d6i theo cong thirc sau dé thoa man d >= 2t+1:
Max ([b’(i, j)I, [b’(p, 6)[) = Max(|b’(i, j)I, [b’(p,@))+ ([0,75*a]-d)
v6i phép toan [] 13 phép toan 14y phan nguyén.
Hoic ciing c6 thé thay d6i theo cong thire sau:
Min([b’(i, j)L,Ib*(p, @) = Min(|b’(i, j)I,[b*(p, 9)])- ([0,25*a]+d)
Tuong tu , néu d >= 2t+1 va s; =0, thi ta ap dung hai cong thirc sau dé thay d6i hé sb
DCT:
Max(|b’(i, )L, /b’(p, @)= Max(|b’(i, j)I/b’(p, A)I)-(d-[0,25*a])
Hoac
Min([b’(i, j)L,Ib*(p, @)= Min(|b’(i, j),Ib’(p, A)])+[1,25*a]-d
b/.Qua trinh tach thiy van
Poc khdi DCT tir anh chira thuy van va vi tri hai hé s6 da bién doi, sau d6 tinh:
= [b°(, j)I-b°(p, a)llmod a
Néu d>= 2t+1 thi gan s; =1, nguoc lai gan s; =O0.
2.4.5.4. Thugt todn thity van anh trén mién DWT
Tuong tu nhu thuat toan thiy van anh trén mién DCT, trong bién d6i DWT, thuy van
dugc nhing vao cac dai tan sb cao nhét, theo cong thirc sau:
Cu"'[i,j] = Co™"[i,j] +or™"'[i,j] WIN +]]
Co"[1,i1 = Co™ i,j] +oA™ [i,jl WIMN + iN +j]
Co [l = oHH [i] +aA™[i,i] W[2MN +iN +]]
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Mo hinh ciia bién d6i DWT duoc cho trong hinh sau:

G [LH
HL | HH | LH LH
HL HH

HL HH

Nam 2004, hai tac gia Lé Tién Thuong va Nguyén Thanh tuan tai Pai Hoc Bach
Khoa H6 Chi Minh c¢6 d& xuit mot giai phap sir dung DWT dé nhang thuy van vao

anh.

Thuat toan duoc thuc hién DWT cho anh.
Mot tap cac hé thdng 16n nhat c6 chiéu dai bang chiéu dai watermark trong bing
tan thich hop dugc trich ra va cong véi watermark theo cong thic:
Cy=C +toW
Qua trinh tach thuy van dugc thyc hién nguoc lai :
W =(C,’ - C)/a
Trong d6 Cy,’ 1a cac hé s6 16n nhit cua anh.
Do anh c6 thé bi tn cong nén c6 thé  Cy# Cy/’.

Khi tach duoc thity van,ta S0 sdnh n véi thuy van gbe S bang hé sé twong quan d:

d :ZN:ZN:(V_Vi*Wj)/\/ZN: Wi ZZN: W, 2
i-1 j=1 i=1 j=1
Gia tri ctia d ndm trong khoang tir -1 t6i 1 , néu d cang gan 1 thi cang c6 co s& xac
nhan 1a anh c6 dugc nhing thuy van.
Thuat todn cho két qua t6t hon so véi thuat toan nhung thily van trén mién DCT
ciia Cox, dong thoi thuy van ciing bén voi cac phép tan cong nén JPEG 2000, loc, va

CO ran anh.
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2.4.5.5. Thudt todn thiiy vin ghép sir dung bién doi Karbunen_ Loeve
Gido su Wang Shuozhong (Vwong Thira Trung) tai Dai hoc Thuong Hai c6 dé xuét
thuat toan thily van dya trén bién doi Karbunen Loeve, hay con goi 1a phén tich cac
thanh phan quan trong (PCA).
Thuat toan:
Xét mot chudi cac vector fy, voi k = 1,2,.... K 13 cac mau duoc léy tor mOt qué trinh
ngau nhién, fi c6 kich thudc Rx1.
Bién ddi cac thanh phan quan trong, hay bién d6i Karbunen Loeve, dugc dinh nghia
gk= Afy
Trong d6 A 1a ma tran chuyén kich thudc RxR, v6i mdi cot 1a vector dic trung
(eigenvector) clia ma tran théng ké Cg duogc 1ay tir qua trinh bién ddi anh F. Cac cot
trong A duogc sip sép theo thir ty giam dan cua gia tri riéng (eigenvalue).
Xét mot anh c6 kich thude MxN, dugce chia thanh K = I.J mién, mot mién s& 1a mot
ma tran 2 chiéu ¢ kich thudc PxQ, voi P = M/I va Q = N/J. Cac mién ciing ¢ thé
dugc t6 chirc nhu mot mang mot chiéu c6 kich thude PxQ. C6 rat nhiéu phuong phap

chia anh thanh cac mién nhu vay. Gido su Vuong dé xuit mot phuong phap don gian

nhu sau:
i=1,2,....1
fij(p.a) = S[P(i-1) + p, Q(-1) + ql, =12,
p=12,....P
g=1,2,...,Q

Nhu vy, blic 4nh ban du ciia chung ta bay gio ¢c6 thé xem nhu K miu dugc lay tir
mot qué trinh ngﬁu nhién R chiéu. Nhu vay, k¥ thuat PCA duogc gidi thi¢u ¢ trén da co
thé sur dung dugc.

Xét anh G , theo nhu qua trinh phan tach anh thanh cac mién di trinh bay & trén,

ta c6 thé viét lai anh G dudi dang sau:

gll ng glK
091 9, - 9

G= ;21 :22 . fK =[01 92 ... gl
gRl gRZ gRK
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Séap xép lai G theo thtr ty giam dan cua tri riéng, trd thanh qy,0a,..., qr.

Trj riéng cua ting khdi g; chinh 13 ning luong cua khéi. Nhu vy, khéi q; ¢6 nhiéu
nang lugng nhat, va s& anh hudng nhiéu nhét téi anh. Nhu vay, dé ting tinh bén viing
cta thuy van, ta nhung thuy van vao cac khdi co hé sé nho, trong khi dé tiang tinh an
thi ta nhiing thily van vao cac khéi c6 hé s6 16n.
2.4.5.6. Thuy vin dé vé va thiiy van gion
1/. Thiy van dé vé&

Thay van dé v (fragile watermark) 1a mot dang thuy van dic biét, duoc st dung
dam béo tinh toan ven thong tin cia anh sb. Pac diém cua thuy van dé v 13, chi can
anh bi thay d6i thi thity van s& bj pha hay, do d6 chdng lai su xuyén tac ndi dung cia
anh.

Thuat toan thuy van dé v& dau tién duoc Yeung va Mintzer dua ra vao nim 1997.
Thuét toan chi hoat dong trén cdc anh xam, véi thily van 13 mot chudi bit. Phia bén
ngudi nhan sé doc timg diém anh, trich xuét thity van va so né véi thay van dugc cong
bb. Néu c6 sy khac biét, thi d6 xam ciia diém anh s& dugc thay d6i ti khi hai thity van
thu duoc 1a gidng nhau. Thuit todn cua Yeung va Mintzer 1am viéc va bao toan tinh
toan ven dit liéu cho ting diém anh, ciing nhu hd tro kha nang khoi phuc anh gbc.

Mot thuat toan khac, duoc Wong Ping Wah dua ra nam 1998, két hop gitta thay
van s6 va mat ma khoa cong khai. Trong thuit toan cia Wong, mirc xdm ctia LSB
trong anh gbc s& dugc dit bang 0. Sau do, anh gdc s& duoc chia thanh cac khdi (block)
c6 kich thude bang kich thuée thuy van. Kich thude cia anh cung v6i mdi khéi do sé
duoc bam, két qua thu duoc s& duge XOR voi thiy van. Két qua cua phép XOR sé&
dugc ma hoa bang hé ma hoa RSA, sau d6 nhiing vao LSB ciia anh géc.

Phia bén nhan, s€ lam cong vi¢c nguoc lai. PAu tién, anh cling s€ lai dugc chia
thanh céc khi va thong tin nhiing trong LSB sé& dugc thu hdi va giai mi ciing bang hé
mé hoa RSA. Cung véi d6, bén nhan ciing s& bam cac khéi cua anh thu duge cung kich
thude anh. Hai két qua d6 duoc XOR véi nhau dé thu dugc thity van va so sanh thay
van thu duoc voi thay van gbe dugc luu trong co so dir liéu ciia bén gui.

Ca hai thuat toan trén déu c6 nhuoc diém, 1a khong tan dung su twong quan

giita cac khéi anh lién nhau, va dung luong gidu tin thap.
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Pé cai tién nhugc diém nay, nam 2003, hai tic gia Li Chang Tsun va Yang
Fong man ¢ Pai Hoc Havard da dé xuit mot thuét toan thuy van mdi. Thudt todn nay
s& thay d6i mirc xam cua mdi diém anh di mot luong nhat dinh, lwong nay phy thudc
ban than thuy van va mot diém anh lan c4n cta diém anh dang xét. Do diém anh 1an
can nay la bi mat, cho nén s€ lam tdng do an toan cua thuy van. Thuat toan cua Li va
Yang la thuat toan thuy van mién khong gian anh.

Ciing trong ndm 2003, ba tac gid Hsieh Tsung Han, Li Chang Tsun va Wang
Shuo di dé xuit mot thuat toan thuy van trén mién tan sb.

Anh géc X dugc DCT va chia thanh cac khdi 8x8. Mot anh nhi phan A ¢6 kich
thudc béng X duoc tao ta tir khoa bi méat. Anh nhi phan B dugc tao ra theo luat : tat ca
cac diém anh tuong tng voi cac hé s6 khac 0 thi co gia tri 1, nguoc lai ¢6 gia tri 0.
Thuy van W dugc tao ra bang cach X= A XOR B. W ciing duoc chia thanh cac khi
8x8. Sau khi DCT mdi khéi Xi, bon hé sé Xi(h), Xi(h-1), Xi(h-2) va Xi (h-3) thoa diéu
kién 13 tan sb thép hon hoac béng tan sb gitra h s€ duogc chon 1a cac h¢ sb thuy van.
Bdn hé sé nay dugc diéu chinh sao cho phuong trinh sau duoc thoa man:

P(Si(1) * Xi()) = Wi())
Trong do:
P() 12 ham sd, tra vé gia tri 1 néu sb lugng bit 1 trong tham sd 1a 1é, va bang 0 néu
nguoc lai.
* 1a phép toan néi Xi(j) va Si(j).
Si(j) 1a téng cua cac hé sd thuy van khong am va W;(j) thude tap Ni(j) — tip chira DCT
ctia X;va 8 khbi xung quanh.

Sif)= Y Y W, n @W j).X, n

meN; j ne h-3, h

Qua trinh dugc 1ap lai cho toi khi tat ca cac khoi duge thiy van. Qua trinh trich Xuét
thuy van dugc thuc hién theo qui trinh nguoc lai.
2/.Thiy van gion

Thuy van dé v& c6 dic diém 1a rit nhay cam véi thay dbi anh, tirc chi cin c6 mot
thay d6i nho trén anh 1a thiy van da bi pha huy. Diéu nay khong thich hop véi thuc té,
khi anh truyén trén Internet c6 thé bi st Iy nhu nén, xoay chiéu ma khong lam thay doi
noi dung. Thay van gion (semi-fragile watermark) ra doi nham cung cap mot kha ning
tiy bién t6t hon cho thiy van anh. Thuy van gion chi bi hity khi anh c6 sy thay doi rat
16n, 1am bién dang anh.
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Nam 1999, Kundur va Hatzinakos da dua ra mot thudt todn thuy van gion trén anh
st dung DWT.

Pau tién, hai tac gia dinh nghia ham lugng tir héa Q(t) nhu sau:

Q(t) = 0, néu [f/a.2™"] chin.
Q(t) =1 trong truong hop nguoc lai.
Véi ham [] 1a ham 14y phan nguyén ctia mot sb. f1a mot hé s, 1 1a cdp DWT

Thuc hién DWTL cép ddi v4i anh. Trir hé sb cua bang tan co tan so rat thép, mdi hé
s6 (i) phai théa man phuong trinh sau, voi gkey(i) 1a mot bién boolean, phu thudc vao
cac 1an can ctia diém anh i :

q(f(i)) = w(i) XOR gkey(i)
Néu phuong trinh trén khong duoc thoa, can bién d6i f(i) nhu sau:
Ff(i) = f(i) — a.2", néu f(i) >0
Ff(i) = f(i) + a.2", néu f(i)< 0

Sau khi qua trinh nhang thay van két thac, thuc hién IDWT dé thu lai anh di nhung
thuy van.
O phia nhan, sé& thu lai thay van bang céng thirc sau:

W,(i) = Q(f(i)) XOR gkey(i)
Hé s6 thay doi anh (Tamper Assesment Function- TAF) dugc dinh nghia I :
TAF (We,W) = 1/Ny,. 2 (w(i) XOR w(i))

TAF dac trung cho su bién dbi nhiéu hay it ctia anh, va quyét dinh ¢6 chép nhan su
thay d6i d6 hay khong 1 tiy vao ngudi ding.
2.4.6. Thity van bao vé ban quyén audio

Tinh hinh vi pham ban quyén 4m nhac ¢ Viét Nam hién nay 1a hét strc trim trong.
Céc dia CD lau voi gia chi vai nghin dong dugc bay ban cong khai va rong rai trén
nhiéu thanh phd 16n. Cac cong ty, to chirc tu do str dung cac tac phdm Am nhac ma
khong can biét dén su cho phép cua tac gia. Theo thong ké, ty 1& vi pham ban quyén
am nhac ctia Viét Nam nam 2008 dat toi 85%, dimg thit ba ¢ khu vuc Chau A — Thai
Binh Duong.

Qua trinh thuy van d6i v6i audio c6 nhiéu lgi nhuan, boi tai nguoi khong thé nghe
dugce cac mién tan sé qua cao hodc qua thip (trung binh ngudng nghe duoc cua tai
nguoi chi tir 20Hz dén 20kHz). Néu tan dung dé nhing thuy van vao nhitng mién tan

s6 d6 thi con ngudi khong thé phat hién duge bang cac gidc quan thong thudng.
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2.4.6.1. Gidi thiéu audio so

V& ban chit, 4m thanh 1a mot séng co hoc. Am thanh lan truyén trong méi trudng
chit ran 1a nhanh nhat. Tuy nhién, dé co thé truyén am thanh di xa véi tdc do cao,
ngudi ta s& phai diéu ché séng Am thanh séng dién tir, truyén trén cac phuong tién
truyén dan t6i bén nhan. Tai bén nhan sé& tién hanh giai diéu ché dé thu duoc séng 4m
ban dau.

Do am thanh 1a mot tin hiéu lién tuc, nén dé c6 thé sb héa va luu trix trong may
tinh, chung ta cAn c6 qué trinh 14y mau. Dé tin hiéu thu duoc trung thuc so véi 4m
thanh gdc, can ting tan s6 lay mau, bang thong bd loc va sd bit trén mau.

Céc file nhac chat luong cao hién nay thudng c6 bit 1én t6i 320Kbps, trung binh 13
tir 128 Kbps to1 192 Kbps.
2.4.6.2. Thudt todn thiiy vin trén audio sir dung ky thudt trdi pho
1/. M0 hinh gia 1ap hé thinh giac

Mo hinh gia lap hé thinh giac 14 thuat toan mo phong co ché cim nhan 4m thanh cua

e w

tai nguoi.

] - . Trai nguy
s(t) | FFT [sGW) | Céngsuat |P(W) Nangluong  SPZ(Z) | Trang trén
— ”| phd "| trén Critical B(z)' Critical
band band
(jw) Sm(z)
v
T(2) } R
: v Udc luong ngudng
@ «— IFFT |« Lam tron nhéu | nguy trang
Out(t) OUT(jw) 4

Mo hinh gia lap hé thinh gidac
Ta chia tin hiéu 4m thanh thanh nhiéu doan ngén, co chéng lan nhé 1én nhau,

goi la frame.

Goi s(t) 1a tin hiéu 4m thanh trén mién thoi gian.
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Str dung DFT dé chuyén tin hiéu nay sang mién tan s6. Ting dai lugng trong mé hinh
duoc mo ta ¢ hinh trén duogc tinh nhu sau:
s(jw) = FFT(s(t))
Sp(w) = [Sw(jw)[*
Spz(z) = 2Sp(jw)
Spz dugc biéu dién bang don vi Bark. Cong thirc chuyén d6i tir don vi Hz sang Bark

nhu sau:

0.76*f )+ 3.5tan'1(( f )2) _ 26.81*f .0.53

Z = 13tan™( =
1000 5000 1960+ f

HBZ va LBZ 13 cac tin sb trén va tan s dudi cua critical band z.

B(2)=15.91 + 7.5(z+0.474)-17,5[1+ z + 0.474 °

Sm(z) = Spz(z) * B(2)

T(z) 1a ngudng nghe sau cung, duoc tinh bang cong thirc :
T(z)=max(Tnorm(z),TH)
Vé6i Tnorm(z) 13 ngudng nghe sau khi chuan héa ngudng nghe tho.
TH 1a ngudng nghe cua con nguoi.
Tnorm(z) = Taw(2)/P,.
Trong d6 Traw(z) 13 ngudng ning luong tho, P, 1a tong sd diém trong bang tan z.
2/.Thuat toan thuy van

Thuét todn s& 1am 4m thanh gia nhiéu Jammer, 1a nhiéu c6 cudong do va ning luong
I6n hon nhiéu so vai tin hiéu, trong khi thay van lai dugc gia lam am thanh géc.

Nhu vdy, thity van s& dugc am thanh che chin, va bén véi cac phép giam nhidu

cling nhu cac phép chuyén d6i dinh dang 4m thanh.
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Tao thuy van:

So d6 tao thuy van cua thuat toan dugc cho & hinh duédi day:

s(t)| Chuyén w | Lap WR| Interleave |w]| chén |d={header}+{wl} Dicu
sang dang 7 ma i i ~| ché

cuc To "

m LH heade s:(t)

A c(t
A
chuoi PN X(t)

Budc 1: Chuyén chudi tin hiéu thily van sang dang cuc va lap diy bit w m lan. Diy bit

So do tao thity vin

la day bit thuy van & dang cuc.

Buéc 2: Cho chudi bit wR di qua ma tran Interleave H dong va I cot.

Pau vao lay theo dong, dau ra 13y theo cot.

Budce 3: thém head.

Budc 4: chuyén biéu dién day bit d sang mién thoi gian.

Budc 5: Diéu ché va trai chudi tin hiéu.

B0 tao chudi PN: 1a bd tao ra mot ddy gid ngau nhién (pseu-random number).
Nhung thuy vin:

M6 hinh nhung thiy van dugc cho ¢ hinh duéi:

X Hamming PO e XY Loe Xnepuey [ The  PUT(W)
ngudng

out(t) | IFFT

So d6 nhiing thiy vén
Buéc 1: Chia ddy tin hiéu thanh N frame. Mdi frame c6 n block.
Budc 2: Ap dung phép bién ddi Fourier nhanh (Fast Fourier transform) cho timg
frame.
Xw= FFT (frame[i]*hamming[nBlock])

Budc 3: Chuyén tir mién tan s6 sang mién Bark.
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Budc 4: Tim trong day tin hiéu Am thanh chira cac thanh phan nam trén ngudng T, luu
lai vi trf cac diém d6 vao diy above.
Xnew[@bove] = Xw[above]

Budc 5: trai tin hiéu, va két hop tin hi¢u a&m thanh va tin hi¢u thuy van:

Xnew =Xnew *FZ.

OUT = Xjew + Snew.
Budc 6 : bién doi nguoc vé mién thoi gian.

out = IFFT (OUT)

Tdach thuy van:

Qua trinh tach thuy van dugc chia thanh ba giai doan

SQ) Frr [OW ) Laydusi W) ] Luongwr W) | IFFT

ngudng hoa
Chia det) [ err  PETGW) [ gernon leHGw) | Dotim ¥
frame < < op 12— Header
y(®)
—> X6 > Deinte —>| Giai
j Xoba « Deinte |-
r0 * ~
90 o {rd} header v 1} rleave R} | ma
c(t) (R(Gw))? A ALy
I H

Bo tao chuéi

gia ngiu 2
nhién /— cos(wof)
T

So dé tach thity vin

Giai doan 1: Loc bé tin hiéu am thanh va tao tin hi¢u Rgipy).

Budc 1: loc 14y cac thanh phan nam dudi ngudng T. R(below) = Sw(below)

Budc 2: lugng tir hoa. Fz[i]= 1/max |R(i)|. R(i) = R(i) * Fz[i]

Budc 3 : chuyén R vé mién thoi gian thyc.

Giai doan 2: DO tim header.

Xay dung bo loc phan giai cao va ap dung dé tim ra vi tri du tién ciia thiy van.

Giai doan 3: Tong hop thily van.

Xoéa bo header ctia chudi tim dugc va cho tin hiéu thu duge di qua ma tran Interleave
dé thu lai thuy van.
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Chuong 3. BAO VE BAN QUYEN TAI LIEU SO VA THU NGHIEM
CHUONG TRINH

3.1.MOT SO PHUONG PHAP BAO VE BAN QUYEN TAI LIEU SO
3.1.1. Bio vé ban quyén bing mi héa

Dé bao vé ban quyén mot tai lidu sd ngudi ta ma hoa tai liéu d6. Ké gian khong
nhén biét duogc noi dung tai li¢u nay. Do d6 khong gidm nhan tai li€u 1a cua minh.
Vidu:

A giri cho B m6t bire tranh. Truée khi giri, A md héa dé cho C khong thé biét
dé 1a buc tranh. Nén C khong biét gi dé nhan d6 la ctia minh. Khi B nhan dugc ban
mi, B s& dung khoa ctia minh dé giai ma bic tranh.

3.1.2. Bio vé ban quyén bang chir ky s6

Mot tai liéu s6 mudn duge bao vé ban quyén thi nguoi ta s€ ky dién tir 1€n tai
li¢u do. Khi ké gian mudn nhan 1a cta minh cling khong duoc vi da co chir ki dién tu
ctia cht so hitu 6 trén tai liéu d6. Néu ké gian mudn nhén 1 ciia minh thi phai gia mao
chir ky s6.

Vi du:

A gui cho B mot buc tranh, dé bao vé so hitu buc tranh thi A ki vao buc tranh.
Ké gian mudn nhan birc tranh ctia minh, thi ngudi A ¢ thé minh ching b tranh 13
cia minh vi ¢ chit ky trén buic tranh d6. Ké gian khong thé gia mao chir ki trén bt
tranh, nén khong giam nhan birc tranh d6 thudc quyén s¢ hiru cia minh. Khi B nhan
duogc buc tranh d6, B sé& kiém tra xem c6 khép chir ki c6 hay khong.Néu khong khap 1a
khong dung.

3.1.3. Bio vé bin quyén bang ham bim

Mubdn béo vé ban quyén trude khi gui tai liéu sé cho ngudi khac, ngudi ta bam
tai liéu do ra dé tao ra dai dién. Ké gian s& khong biét nguoi giri da ding ham bam gi
dé bam tai ligu do.

Vi du:

A gtri mot bure tranh cho B.

Trudc khi giri A s€ bam buirc tranh d6 ra, tao dugc dai dién Y va guri dai dién
cung burc tranh X cho B. Khi B nhan dugc cdp (X, Y), bam buc tranh X ra, tao dai dién
Y’, so sanh v&i dai dién Y. Néu Y’ = Y thi ttc 1 blre tranh van con nguyén ven khong
bi stra d6i trén duong truyén. Néu khong khép tire 13 buc tranh da bi vao tay ké gian
trén dudng truyén.

Ngudi A dang ki s¢ hitu buc tranh X bang minh chimg ban quyén Y
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3.1.4. Bido vé ban quyén bang thiy van ky

Muc dich cua thuy van voi bao vé ban quyén 1a gin mot “dau hiéu” vao tai liéu
s6 can gilt ban quyén. Vi du gan diu van tay dé xac dinh nguoi ding ciia san pham.
DA4u hiéu c6 thé 1a mot day s6 nhu ma hang hoa quéc té, mot tin nhin hodc mot
logo,...
Vidu:

A gui cho B buc tranh, thi A kém tén ctia minh thiy van vao buc tranh guri cho

B. Gidng nhu viéc sir dung watermark trong word 2007. Pay 1a thuy van hién.

_53) = - B Dacumentl - Mirosot Word - = x
= Mome  Imiert | Pageleysut | Refererces  Mailingy  Review  View “
A | =5 llm i Ay Onentation = 4= Breaks = [_) atesmark=| Incent Spacing a|  hwen
2 7§ size Une Humsers = || Confdential ——— ——

Themes Tea  targins 1= kA

l < 10} | pwemien= -+ B Columats  6F Hyphenstion =

[ emes Fage Serup 5

OO NOTCOPY L

DO NOT COPY 2

& Custom Yatesmack.

G Bamore Waterman
3 :

Page1of1 | Wordr0 | (D gtk WSt
77 start 3 Gaoge Tch - Mok

Thuy van an: Trong birc tranh, A bi mat gidu tén ctia minh trong cac bit it quan
trong trong birc tranh. Diéu nay cho phép trao ddi thong tin ma khong gay chu y dbi

voi ké gian.
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3.2. CHUONG TRINH THU NGHIEM NHUNG THUY VAN TRONG MIEN
LSB CUA ANH
Bit LSB 1a bit c6 anh huong it nhit t6i viéc quyét dinh téi mau sic ctia mdi
diém anh, vi vay khi ta thay doi bit it quan trong cia mot diém anh thi mau sic cua
mdi diém anh moi s& twong d6i gan véi diém anh ci.
3.2.1. Gi6i thiéu bai toan
1/. Xét bai toan co
- Input: +Mot file anh mau gbc S.
+Thong diép can thuy van (S): mot chudi Ky tu hodc mot anh nho.
-Output: + Mot file anh da nhiing thuy van S’.
2/. Y twong
Téch ra cac bit it quan trong LSB ctia mdi diém anh, sau do ta sé giau thong
diép tai mdi bit khong quan trong do.
3/. Cac budc thye hién thiy vin
- Chuyén thuy van can gidu sang dang nhi phan.
- Poc dit liéu cua anh (sir dung k¥ thuat Lockbit dé ting tbc do xtr 1y).
- Tai mdi diém anh, xét thanh phan Blue (thanh phan mat ngudi kho phan biét), va
nhiing bit thiy van. Cuy thé:
+Bién ddi gia tri cua Blue cua diém anh sang dang nhi phan 8 bit (B) va tinh
tong s6 bit 1 (T).
+Thuc hién nhing thuy van:
Nhdng bit 1:
*Khi T = 1 (T 1¢), ta khong thay ddi gia tri bit cudi cing ctia B;
*Khi T =0 (T chén), ta doi bit cudi ciing ciia B (néu dang 13 1 thi chuyén thanh 0 va
nguoc lai)
Nhung bit 0:
*Khi T = 1, ta d6i bit cudi cia B (néu dang 1a 1 thi chuyén thanh 0 va nguoc lai)
*Khi T =0, ta khdng thay dbi gia tri bit cudi cung cua B:
+Tra lai gia tri moi cho thanh phan Blue cua diém anh dang xét.
- Qua trinh duoc thuc hién cho dén khi giéu hét cac bit thily van vao anh.
- Nhu vy dam bao duoc khi xét mdi thanh phan Blue ctia mdi diém anh d bién doi. Néu :
+Tong sb bit 1 14 chin— bit ta giadu 1 0

+Tong sb bit 1 1 16— bit ta gidu 1a 1
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4/. Cac buée tach thiy van
- Xét thanh phan Blue cua nhiing diém anh da thyc hién bién ddi theo trinh tuy da gidu.
Can ctr theo quy tic:
+Tong 0 bit 1 1a chan— tuc bit ta gidu 14 0
+Tong s6 bit 1 1a 16— tirc bit ta gidu 1a 1
- Luu céc gia tri do lai ta s€ dugc thuy van da giéu.
3.2.2. Két qua thure hién
1/. Giao dién va chirc nang ciia chwong trinh

& marerseus Vsl thakc 3002 14

e DR s hemt B D Ome fome  Tah Wndoe  Meb
skl adad r

e AE @ | B

Nap Anh C8n | Nhing Nhing Nap Anh D em
Nhing Tin Vin Ban Anh Nhing Tin | Thay Van

TachTinNhung

Cdc chirc nang chinh cua chwong trinh

2/. Thir nghiém thiy van la dir li€u vin ban

anh goc
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B\ text.itxt - Hotepad

File Edit Format  wiew Help

xin chiol . .
TET tén T4 Mguyen Thi Thuy! mMam nay 23 tuoi.

Noi dung thuy van dang van ban

Anh sau khi nhing thity van dang van ban

[ text. txt - Notepad
File Edit Format Yiew Help

Xin chio! . .
T8Y tén 14 wguyen ThY Thuy! wam nay 23 tuot,

Két qua sau khi gidi ma
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Anh sau khi nhing thiyy vin dang van ban bi vé ngau nhién

peemy

= text.txt - NHotepad
File Edit Format view Help

=in chao!l
TOT Tén 1a nguyen Thi Thuy! wmam nay 23 tuoi.

Két qua sau khi gidi ma

3/. Thiy van la dir li€u hinh dnh

Anh géc

NGUYEN THI THUY

Noi dung thuy van dang hinh anh
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Anh sau khi nhiing thity van dang hinh dnh

Nhdn xét: Thuy van dang anh c6 kha nang chdng chiu lai cac phép xu 1y tot hon nhiéu
so voi thay van dang ky tu. Do tinh chét bén vitng dugc dam bao hon nén thuy van

dang anh dugc su dung nhiéu hon.
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KET LUAN

Noi dung khéa luan di trinh bay cic phuong phap bao vé ban quyén tai liéu sb.
Linh vuc bao vé ban quyén 12 mot linh vuc rat rong 1on, bao gém nhiéu mat, nhiéu linh
vuc cua doi séng. Bao vé ban quyén phai cé su gop strc ctia khung hanh lang phap 1y,
¥ thic cta cong dong st dung ciing nhu cua chinh tac gia, va cudi cung 1a cac ky thuat
béo vé tai lidu sb.

Két qua chinh cta khéa lun:

1/. Tim hiéu va nghién ciru 1y thuyét
- Cac khéi niém, ctia ma hoa, chir ky sb, thuy van ky...
- M6t s6 phuong phap bao vé ban quyén tai lidu sb
2/. Thir nghi¢ém chuong trinh thuy van
- Nhing dugc dit 1iéu cua mot doan van hodc mot hinh dnh vao trong anh géc. Tuong
ng v6i mdi lan thuc hién thuy ky 1én d6i twong goc, déu dua ra mot khoa giai ma.
- Véi mdi anh bat ky di nhing thuy ky ctia chuong trinh (nhting vin ban hodc hinh
anh). Hé thong tach duoc dit liéu nhung phu hop.
- Két qua ctia anh gdc va anh nhing thay ky gan nhu khong co sy khac biét nao dang
chay
- Giao dién chuong trinh dé str dung.

Trong thoi gian t61, em s€ tiép tuc hoan thién dé tai hon nita nham muc tiéu
hudng dén viée trién khai sir dung trong thuc té.

Cubi cing em xin chan thanh cam on thay PGS TS. Trinh Nhat Tién da tan tinh

hudng dan, giup d& em hoan thanh t6t dé tai khoa ludn.
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PHU LUC

Vi pham ban quyén tac gia cé thé bi phat t&i 500 triéu dong

Nghi dinh s6 47/2009/NB-CP ngay 13/5/2009 qui dinh sit phat vi pham hdanh
chinh (VPHC) vé quyén tic gid, quyén lién quan véi mikc phat tién cao nhdt la 500
triéu dong sé c6 hiéu lwc thi hanh tir ngay 30/6/2009

Mirc phat cao nhit téi 500 triéu dong:

Nghi dinh qui dinh chi tiét ting hanh vi vi pham, hinh thirc va mirc phat. Bao
gom: Vi pham qui dinh vé dang ky; vi pham vé hoat dong cia t6 chire dai dién tdp thé;
vi pham qui dinh trong gidm dinh vé quyén tac gia, quyén lién quan; vi pham qui dinh
Vé té chike tw van, dich vu,; can tré bdt hop phdp hoat déng quan 1y nha nude, thanh
tra, kiém tra vé quyén tdc gid, quyén lién quan...

Ddc biét, muc phat ngng nhat 500 triéu déng dp dung doi véi cac hanh vi vi
pham nhw sau: Sao chép tic phiam, sao chép truc tiép hodc gidn tiép cudc biéu dién,
sao chép ban dinh hinh chwong trinh phat song ma khong dwoc phép cua chu so hitu
quyén (trong truong hop hang héa vi pham cé gid tri trén 500 triéu dong); chiém doat
quyén biéu dién tic pham truée céng ching, quyén sao chép tic phdm, quyén phdn
phéi, nhdp khau ban goc hodc ban sao tdc pham, quyén cho thué ban géc hodc bdn
sao tdc pham dién anh, chwong trinh mdy tinh, quyén phdt séng, tdi phdt séng chwong
trinh phat song...

Theo quy dinh cii tai Nghi dinh 56/2006/NP-CP, muc phat 16i da doi véi cac
hanh vi VPHC vé quyén tdc gia, quyén lién quan la 70 triéu dong.

Bén canh dé, mot diem mdéi cia nghi dinh la ngoai cdac hinh thuc xur phat chinh
va bo sung, 16 chite, ca nhén vi pham con co thé bi buéc dp dung mot hodac nhiéu bién
phdp khdc phuc hdu qud nhuwe: Budc khéi phuc lai quyén dimng tén, dat tén, bdo vé sur
toan ven ciia tdc pham; budc tiéu hiy hang héa vi pham, budc dé bé ban goc, bdan sao
tde pham, cudc biéu dién, ban ghi am, ghi hinh, chwong trinh phat séng da truyén dat

trdi phép trén mang kj thudt sé hay dwéi hinh thirc dién tir.
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Théam quyén xir phat:

Theo Nghi dinh, thanh tra vién chuyén nghanh thuéc Bo hodc so Van Hoa, T hé
thao va Du Lich (VHTTDL )dang thi hanh céng vu c6 quyén phat dén 0,5 triéu dong;
Chdnh Thanh tra sé VHTTDL c¢6 quyén phat dén 30 triéu dong va Chdanh Thanh tra
Bé VHTTDL c¢6 quyén phat dén mirc t6i da ciia khung hinh phat.

Chii tich UBND cdp xd cé quyén phat dén 2 triéu dong, cdp huyén phat dén 30
triéu dong va cdp tinh c¢é quyén phat dén mikc t6i da ciia khung hinh phat.

Ngoai ra, cac lyc lwong Hai quan, Quan ly thi truong, Cong an nhan dan, Bo
Déi Bién Phong, Canh sdt bién ciing c6 tham quyén xir phat mét sé hanh vi vi pham.

Bén canh cdc van ban ludt, dwdi ludt diéu chinh cdc quan hé lién quan dén
quyén tdc gid va quyén lién quan nhw BS ludt dan sw, Ludt sé hivu tri tué, Ludt xudt
ban..., cung véi qud trinh mé cira va héi nhdp, Viét Nam da tham gia mot s6 diéu wéc
lién quan dén bao hé quyén tic gia nhw: Cong woc Berne vé bdo hé cdc tdc pham vin
hoc, nghé thudt; Hiép dinh TRIPs vé nhitng khia canh lién quan téi quyén sé hivu tri
tué; Hiép wéc WIPO vé quyén tdc gia va vé biéu dién, ghi dm...Pong thoi, Viét Nam
ciing da ky mét sé hiép dinh song phiong véi mét sé quéc gia vé ban quyén va cdc vin
dé lién quan téi quyén tac gia nhw: Hiép dinh Viét Nam — Hoa Ky vé thiét ldp quan hé
quyén tac gia; Hiép Dinh Viét Nam — Thuy ST vé bdo hé s hivu tri tué va hop tdc trong
linh vuee so hitu tri tué.

(Theo chinhphu.vn)
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