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LOI CAM ON

Trudc hét em xin bay té 1ong biét on sau sic nhat tdi co gido hudng dan
Thac sy Hb Thi Hrong Thom d3 tin tinh gitip & em rat nhiéu trong sudt qua
trinh tim hiéu nghién ctru va hoan thanh bao cdo t6t nghiép.

Em xin chan thanh cam on céc thdy c6 trong bd mon tin con nhu cac
thay cb trong truong da trang bi cho em nhiing kién thirc co ban can thiét dé
em c6 thé hoan thanh béo c4o.

Xin chan thanh cam on cac ban trong va ngoai 16p da dong vién va tao
diéu kién thuan loi cho em trong qua trinh 1am bao céo tot nghiép.

Cubi cing em xin bay to 10ng biét on sdu sic toi nhimg nguoi than

trong gia dinh da danh cho em sy quan tam hét muc va dong vién em.

Hai phong ngay thang 7 nam 2009

Sinh vién

Mac Nhu Hién
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MO DAU

Moi nguoi chic khong ai 1a khong biét vé sy kién 11/9, hai toa cao oc
trung tim thuong mai thé gidi cia Mi da bi khing bd, khién biét bao ngudi
thiét mang, d6 1a mot ngay kinh hoang ddi voi nude Mi ndi riéng va thé gisi
n6i chung. Vay lam sao bon khung b6 lai c¢6 thé “qua mat” co quan tinh bao
CIA ctia Mi dé thuc hién duoc vu khing bd mét cach dé dang nhu vay ? Mai
gan ddy méi co cau tra 101, d6 1a vi chung da ap dung cong nghé Data hiding,
& day tam dich 13 Cong Nghé Giau Tin, véi cong nghé ndy ching cé thé
truyén tin cho dong bon trén cic phuong tién dai chiing ma khong bi phat
hién, nham qua mit co quan tinh béo.

Cudc cach mang thong tin k¥ thut s6 di dem lai nhiing thay ddi sau sac
trong x4 hoi va trong cudc séng ciia chung ta. Nhiing thuan loi ma thong tin
k¥ thuat s6 mang lai ciling sinh ra nhiing thach thirc va co hoi méi cho qua
trinh ddi mai. Mang Internet toan ciu d3 bién thanh mét x3 hoi 40 noi dién ra
qua trinh trao doi théng tin trong moi linh vuc chinh tri, quan sy, qubc phong,
kinh té, thuong mai...Va chinh trong méi trudng md va tién nghi nhu thé xuat
hién nhitng van nan, tiéu cuc dang rat can dén cac giai phap hitu hiéu cho van
dé an toan thong tin nhu: nan xuyén tac thong tin, truy nhap thong tin trai
phép, v.v... Di tim giai phap cho nhimg van dé nay khong chi gitp ta hiéu
thém vé cong nghé phuic tap dang phat trién rat nhanh ndy ma con dua ra
nhimg co hoi kinh té méi can kham pha.

Giai phap nao cho nhitng van dé trén ? Trong mdt qua trinh phat trién lau
dai, nhiéu phuong phap bao vé thong tin da duoc dua ra trong dé giai phap
dung mat ma hoc 1a giai phap duoc tng dung rong rdi nhat . Cac hé ma mat da
dugc phét trién nhanh chéng va dugc ting dung rat pho bién cho dén tan ngay

nay. Thong tin ban dau s€ dugc ma hoa thanh cac ki hi€u vo nghia, sau do s€
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dugc lay lai thong qua viéc giai md nho khod ciia hé ma. Pa c6 rat nhidu
nhitng hé ma phtrc tap dugc sir dung nhu DES, RSA, NAPSACK...va phuong
phap nay da dugc ching minh thuc té 1a rat hiéu qua va duoc ung dung phd
bién. Hon nita sy phat trién cua cac phuong tién ki thuat sé da 1am cho viéc
lwu trit, stra d6i va sao chép dit liéu ngay cang don gian, tir 46 viéc bao vé ban
quyén va chdng xam pham trai phép cac dit liéu da phuong tién (4m thanh,
hinh anh, tai liéu) ciing gip nhiéu khé khian. Mot cong nghé méi duoc ra doi
d3 phan nao giai quyét dugc cac khé khin trén 1a gidu thong tin trong céc
ngudn da phuong tién nhu cac ngudn am thanh, hinh anh, anh tinh...Xét theo
khia canh tong quat thi gidu thong tin ciing 1a mot hé ma mat nham dam bao
tinh an toan thong tin, nhitng phuong phap nay vu diém & chd giam dugc kha
nang phat hién ra sy ton tai cia thong tin trong cac nguén mang. Khong gidng
nhu mé hoa thong tin 1a dé chdng su truy cép va sira chita mot cach trai phép
thong tin, muc tiéu cua gidu thong tin 1 1am cho thong tin trd nén vo hinh hay
khong nghe thay duoc ddi twong. Diéu ndy sé& danh lira duoc sy phat hién cia
cac tin tac va do do s€ lam giam kha nang b1 gidi ma.

Gidu thong tin 1a mot k¥ thuat con twong d6i méi va dang phat trién rat
nhanh thu hut dugc su quan tdm cda ca gidi khoa hoc va gidi cong nghié¢p
nhung ciing con rat nhiéu thach thirc va tré ngai.

Ban bao c40 nay em xin trinh bay vé gidu thong tin trong cac ngudn da
phuong tién noi chung va ¢ day cu thé 1a giau thong tin trong anh GIF. Pong

thoi trinh bay mot sé k¥ thuét gidu thong tin trong anh GIF.
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CHUONG 1: TONG QUAN VE KY THUAT GIAU TIN TRONG ANH

1.1 Pinh nghia gidu tin va muc dich cia viée gidu tin
- Binh nghia gidu tin: Pay 13 k¥ thuat nhung mot luong thong tin sé nao
dé vao trong mdt ddi tuong dir li¢u sb khac.
- Muc dich cua viéc giéu tin 1a ddm bao an toan va bao mat thong tin. Co
2 khia canh can duoc quan tim d6 1a:
+ Bao mat cho dit liéu dugc dem gidu. Khia canh nay tap trung vao cac
k¥ thuat gidu tin mat tirc 1a gidu tin sao cho thong tin gidu dugc nhiéu
va ngudi khac kho phat hién ra thong tin co dugc gidu trong d6 hay
khong. VD: Trao d6i thong tin mat.
+ Bao mét cho chinh ddi twong dugc dem gidu théng tin con goi 1a thuy
van sb. Thiy van s6 danh dau vao chinh d6i twong nham khang dinh
ban quyén s¢ hitu hay phat hién xuyén tac thong tin.

1.2 Phén loai cac ky thuit gidu tin

Nghanh mit ma

(Cryptology)
[ \ 4

Mat ma Giéu théng tin
(Cryptography) (Data Hiding)
\ 4 \ 4
Thuy vén s6 Giiu tin
(Watermarking) (Steganography)

Hinh 1:M6 hinh nganh mat ma
- C6 thé chia k¥ thuat gidu dir liéu ra 1am 2 hudng 16n, d6 1a: watermarking va

steganography.
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+ Watermaking quan tdm tdi viéc gidu cidc mau tin ngin nhung doi
hoi d6 bén viing cao clia cac thong tin can gidu ddi véi cac bién ddi
thong thuong cia cac tép dir liéu moi truong.
+ Steganography quan tim t&i Gmg dung che dau cac ban tin doi hoi
bao mat va dung luong cang 1on cang tét.
- Viéc phan loai cu thé tiép tuc theo timg chi tiéu khac nhau.
Vi du:
- Theo anh huong tir bén ngoai chia Watermark.
+ Bén viing voi cac tic dong sao chép trai phép.
+ Dé& pha huy véi cac tac dong trén.
- Chia Watermark theo dac tinh:
+ Can che gidu ddi v6i mat nguoi.
+ Phai dugc moi ngudi nhin théy.
1.3 Gidu tin trong dir liéu da phwong tién
1.3.1 Gidu tin trong anh

- Hién nay gidu thong tin trong anh 1a mot bd phan chiém ty 1¢ 16n nhat
trong cac chuong trinh tmg dung, cac phan mém, hé thong gidu tin trong da
phuong tién béi lugng thong tin duge trao dbi bang anh 13 rat 16n va hon nita
gidu thong tin trong anh con dong vai tro hét stc quan trong trong hau hét cac
ung dung bao v€ an toan thong tin nhu: nhan thuc thong tin, xac dinh xuyén
tac thong tin, bao vé ban quyén tac gia. ..

- Théng tin s& duoc gidu cung voi dir liéu anh nhung chat lugng anh it
thay d6i va thong tin duoc gidu mot cach vo hinh, né nhu 1a cach truyén thong
tin mat cho nhau ma nguoi khac khong thé biét dugc boi sau khi gidu thong
tin chat luong anh gan nhu khong thay doi dic biét ddi véi anh mau hay anh

xam hodc c6 thay d6i nho nhung mat nguoi khong thé phat hién ra.
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1.3.2 Giau tin trong Audio
- K¥ thuat nay phu thudc vao hé théng thinh gidc cua con ngudi, sir

dung cac am thanh to cao tan dé che gidu cac 4m thanh nho, thap.

- Gidu thong tin trong audio mang nhitng dic diém riéng khac véi gidu
thong tin trong cac ddi twong da phuong tién khac nhu anh, video, vin ban...
Mot trong nhiing yéu ciu co ban cua gidu tin 1a dam bao tinh chat an cia
thong tin dugc gidu dong thoi khong 1am anh huéng dén chit luong cua di
liéu. Bé dam bao yéu cau nay ta luu ¥ rang k¥ thuat gidu thong tin trong anh
phu thudc vao hé théng thi giac cta con ngudi — HSV (Human Vision System)
con k¥ thuat gidu thong tin trong audio lai phu thudc vao hé thong thinh giac

HAS (Human Auditory System).

- Kho6 khan cta viée gidu thong tin trong audio:

+ Thir nhat: Hé thong thinh gidc ciia con ngudi nghe duoc céc tin hiéu o
cac giai tin rong va cong sudt 16n nén d6 giy kho dé ddi véi cac
phuong phap gidu tin trong audio. Nhung tai con ngudi lai kém trong
viéc phat hién sy khac biét cac giai tAn va cong suét c6 nghia la cac am
thanh to, cao tan c6 thé che gidu duoc cac 4m thanh nho thip mot cach
dé dang.

+ Thir hai: D6 1a kénh truyén tin, kénh truyén hay bing thong cham s&
anh huong dén chat luong thong tin sau khi gidu. Giau thong tin trong
audio doi hoi yéu cau rat cao vé tinh dong bo va tinh an toan cua thong
tin. Cac phuong phép gidu thong tin trong audio déu loi dung diém yéu
trong hé thong thinh giac cia con ngudi.

1.3.3 Gidu thong tin trong video
- Y tuéng co ban ctua phuwong phap nay 1a phan phdi thong tin gidu gian
trai theo tan sd cua dit liéu géc. Cu thé gidu ca 4m thanh va hinh anh vao

video. Phuong phap nay dugc dua ra boi Cox va duge nhiéu nha nghién ciru
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thir nghiém ding cac ham cosin riéng va cac hé sé truyén song riéng dé gidu
tin va dem lai hiéu qua cao.
1.4 M6 hinh k§y gidu va phat hién thong tin co ban

Gidu thong tin vao trong phuong tién chtra va tach iy thong tin 1 hai

qua trinh trai ngugc nhau va dugc mo ta nhu sau:

Thong tin gidu

Phén phbi
Phu’oglg Phuong
tién chura A 8 ]
211 CF B tién chura
q (audio, nhing §:> 46 duge [
anh, video) théna tin dau tin

Khoa

Hinh 2: Luoc do chung cho qua trinh gidu tin.
- Thong tin can gidu tuy theo muc dich ctia ngudi str dung, n6 co thé 1a thong
diép (v6i cac tin bi mat) hay cac logo, hinh anh ban quyén.
- Phuong tién chira: cac file anh, text, audio. .. 1a mdi truong dé nhing tin.
- B6 nhung thong tin: 1a nhimg chuong trinh thyc hién viée gidu tin.
- Phuong tién chira duoc déu tin: 1 cac phuong tién chira ma da duoc gidu
thong tin trong do.
- Khoa: 1a khoa bi mat dung dé gidu tin.
- Phan phdi: sau khi gidu tin xong phuong tién chira thong tin sé duoc phan

phéi di v6i nhiéu hinh thie khac nhau.
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Théng tin gidu |::>:>

Phuong Phuong
tién chira | B0 giai tién chira
E>> d6 dugc | ma thong (audio,
diu tin tin anh, video)

Khoa

Hinh 3:Luogc d6 qua trinh giai ma thong tin

Téch thong tin tir cac phuong tién chira dién ra theo quy trinh nguoc lai
v6i dau ra 13 cac thong tin da duoc gidu vao phuong tién chira. Phuong tién
chtra sau khi tach 14y thong tin c6 thé duoc st dung, quan 1y theo nhimg yéu
cau khac nhau.

Hinh v& trén chi ra cac cong viéc giai ma thong tin dd gidu. Sau khi
nhan duoc dbi tugng phuong tién chtra ¢6 giau thong tin, qua trinh giai ma
dugc thuc hién thong qua mot by gidi ma tuong trng vd1 bd nhing thong tin
cung voi khoa cta qua trinh nhung. Két qua thu duoc gébm phuong tién chira
gbc va thong tin da gidu. Budc tiép theo thong tin di gidu s& dugc xu 1y kiém
dinh so sanh véi thong tin ban dau.

1.5 Mot s6 ing dung

Béo v¢ ban quyén tac gia.

Nhan thuc thong tin hay xac dinh xuyén tac.

Dau van tay hay dan nhén.
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CHUONG 2: CAU TRUC ANH GIF VA KY THUAT NEN LZW

2.1 Cau tric ciia anh GIF

Anh GIF (Graphics Interchange Format) la mot dinh dang tap tin hinh
anh bitmap cho cac hinh anh dung it hon 256 mau sic khac nhau va cac hoat
hinh dung it hon 256 mau cho mdi khung hinh. Gif thudng dung cho so dd,
hinh v&, nit bAm va cac hinh mau. GIF 13 dinh dang nén dir li¢u dac biét hitu
ich cho viéc truyén hinh anh qua dudng truyén luu lugng nho. Pay 1a mot giai
phap t6t cho hinh anh trén mang, cho cc hoat hinh nhé va ngan.

GIF sir dung thuat toan nén LOSS LESS (Khong mat dir liéu), diéu do
cho phép chung tao ra kich thuéc nhé ma khong bi méat hodc mo bét ky chi tiét

nao cua anh dir liéu .

GIF note

GIF header (7 byte)
Globel Palette

Header Image (10 byte)

Palette of Image (néu c6)

Data of Image 1

‘> ky tu lién két

ooooooooooooooooooooooo

‘;” terminator

Hinh 4: Cu tric anh Gif
+ Chit ky cua anh GIF c6 gia tri 1a GIF87a. N6 gdm 6 ky tw, 3 ky tu dau
chi ra kiéu dinh dang, 3 ky tu sau chi ra version cua anh.
+ B9 hinh thi: chirta md ta cac thong sb cho toan bd anh GIF:
D0 rong hinh raster theo pixel: 2 byte.
D0 cao hinh raster theo pixel: 2 byte.
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Céc thong tin va ban d¢6 mau, hinh hién th, ...

Thong tin mau nén: 1 byte.

Phan chua dung: 1 byte.

+ Ban d6 mau tong thé: mo ta bo mau tdi vu doi hoi khi bit M=1.

Khi b§ mau tong thé dugc thé hi¢n, n6 s€ xac dinh ngay b mo ta hién

thi ¢ trén va bang 2™, voi m 13 luong bit trén mot pixel, 3 byte (biéu dién

cuong d6 mau cua 3 mau co ban Red-Green-Blue).

Cau truc cua khoi nay nhu sau:

Bit Thir tu byte Mbo ta
Mau Red 1 Gia tri mau do theo index 0
Mau Green 2 Gia tri mau xanh luc theo index 0
Mau Blue 3 Gia tri mau xanh lo theo index 0
Mau Red 4 Gia tri mau do theo index 1
Mau Green 5 Gia tri mau xanh luc theo index 1
Mau Blue 6 Gia tri mau xanh lo theo index 0
Hinh 5: Cau trac cta khbi ban d6 mau tong thé

Cac bit Thir tu byte M0 ta
0010110 1 Ky tu lién két anh ()
Cin trai anh 2,3 Pixel bat dau anh tinh tir trai hinh hién thi
Cin dinh 4,5 Pixel cudi anh bat dau tinh tir dinh trén hinh
trén hién thi
D0 rong anh 6,7 D0 rong anh tinh theo pixel
Do cao anh 8,9 Chiéu cao anh tinh theo pixel
MI1000pixel 10 Khi bit M=0 st dung bang mau tong thé.

M=1 st dung ban dd mau cuc bo. I = 0: dinh
dang anh theo thur tu lién tuc. I = 1: dinh
dang anh theo thtr ty xen k& pixel + 1: sb
bit/pixel ciia anh nay.

Hinh 6: Céu trac bd md ta anh

+ B mo t4 anh: dinh nghia vi tri thuc té va phﬁn mao rong cua anh trong

pham vi khong gian anh di c6 trong phan mé ta hién thi. Néu anh biéu

dién theo anh xa mau cuc bd thi ¢ dinh nghia phai duoc thiét lap. Mbi
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bd mo ta anh duoc chi ra bai ky tu két ndi anh. Ky tu nay chi duoc dung
khi dinh dang GIF ¢6 tir 2 anh tré 1€n. Ky tu nay co6 céc gié tri O0x2c (ky
tw dau phéy). Khi ky tu nady dugc doc qua, bd mo ta anh s€ duoc kich
hoat. B mo ta anh gdm 10 byte va c¢6 cdu trac nhu sau:
+ Ban dd mau cuc bd: chi duge chon khi bit M cua byte thtr 10 1a 1. Khi
ban dd mau duge chon, ban dd mau sé chiéu theo bd mo ta anh ma léy
vao cho ding. Tai phan cudi anh, ban d6 mau s& 14y lai phan xac 1ap sau
bd mo ta hién thi. Cac tham sb nay khong nhimg chi cho biét kich thudc

anh theo pixel ma con chi ra so thuc thé ban d6 mau cua no.

+ Dir liéu anh: chudi cac gia tri c6 thtr ty clia cac pixel mau tao nén anh.
Cac pixel duogc x€p lién tuc trén mdt dong anh, tur trai qua phai. Cac dong

anh dugc viét tir trén xudng dudi.

+ Phan két thuc anh: cung céap tinh dong bd cho dau cudi cia anh GIF.

Cudi ctia anh s& xac dinh béi ki tu «;” (0x3b).

Dinh dang GIF c6 rat nhiéu vu diém va da duoc cong nhan 13 chuan dé luu
trit anh mau thyc té (chuan ISO 0918-1).
2.2 Ky thuat nén dir liéu LZW

2.2.1 Giéi thi¢u

Cé6 2 dang nén anh: lossless (trung thuc) va lossy (khong trung thuc).
Dung lossless, anh sau khi giai nén (decompressed image) hoan toan gidng véi
ban ban dau (trudc khi nén). Nén kiéu lossy lam mat mot s6 thong tin. Nghe
qua thi c6 vé dang ngai, nhung néu duoc thyuce thi tdt, bz“mg mit thuong khong
thé phan biét anh to1 vai anh géc, ma k¥ thuat nay dam bao duogc ti 1€ nén rat
Cao.

V61 cac anh den tréng, GIF 1a so d6 nén thyuc su trung thuec. Anh mau 1a

van dé khac. GIF chi lam viéc dugc véi anh mau 1ap san chi muc (indexed
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color image) va mdt lugng 16n thong tin bi mat khi chuyén anh mau 24 bit
thanh anh mau 8 bit c¢6 chi muc - lam giam s6 mau c6 thé tir 16,7 tricu Xuéng
con 256. Mot anh nhd ¢& 320x240 diém c6 thé nhiéu mau hon 300 lan so véi
truong hop mau c6 chi muc, két qua 13 anh GIF 8 bit hodc 5 bit khong duoc
min va r0. Tuy vay, GIF c6 nhiéu mat manh. Trude hét, va quan trong nhit,
day la chuan vé thyuc té, dugc moi Web browser d6 hoa ho trg. Néu dung GIF,
chic chin bt ¢ ai, & bat ctr dau, déu co thé st dung dugc tap tin d6. GIF con
1a dang thtrc duy nhat dugc chap nhan rong rdi cho phép sir dung cac diém
trong sudt (transparent pixels) trong file anh. N6 con hd trg interlacing (dan
xen), mdt phuong thic cau triic hoa thong tin trong tap tin, cho phép anh dugc
dua lién tuc ra man hinh, anh cti mo dén, anh moi ro nét 1én.

2.2.2 Giai thuat

Mot chuyén gia gidi thich k¥ thuat nén lossless nhu sau: "Gia str ban c6
mot ngin kéo véi 2 chiée tt mau tring, 2 chiéc tit mau den. Thay vi noi: "Tbi
co 1 tat tréng, 1 tat tréng nita, 1 tit den, 1 tt den nita", ban s& giam cau di
khoang mot nira néu nodi: "Toi ¢6 1 cip tat tring va mot cap tat den".

Phuong phap Run Length Encoding (RLE), mot kiéu nén lossless don
gian nhat, 1am viéc nhu sau: Khi nén, tim cac doan lap di lap lai - néu théy co
hang gdom 9 s6 khong, tiép theo 1a 3 s6 mot, 12 sb khong, tat ca s& duoc thay
bang 3 s0: 9, 3, 12. Cach nay hiéu qua nhat dbi voi cac anh c6 ving 16n dong
mau, nhung kém hiéu luc vo1 cac anh phure tap.

Phuong phap Lempel-Ziv-Welch (LZW) va ky thuat ma hoa kiéu
Huffman phan tich va quan sat cac doan lap lai. Néu LZW hodc Huffman théy
c6 doan 010101, ching du thong minh ddnh diu cac doan nhu vay va thay
b?mg mot ky tu, b?mg cach do dir liéu duoc nén lai.

GIF st dung LZW cho TIFF nén. Ti 1€ nén dat & murc vira phai 1a 2:1. bé
dat duoc ti 1é cao hon, can dén k¥ thuat JPEG, JPEG 2000.
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2.2.3 Phuwong phap nén LZW

Phuong phap nén LZW dugc phat minh bdi Lempel - Zip va Welch. N6
hoat dong dwra trén mot ¥ tuong rat don gian 1 nguoi ma hoa va ngudi giai ma
cung xay dung ban ma.

Nguyén tic hoat dong ctia n6 nhu sau:

+ Mot xau ki tu 1a mot tap hop tir hai ki tu trd 1én.

+ Nhé tit ca cac xau ki tw dd gip va gan cho mot ddu hiéu (token)

riéng dé tao thuan loi cho qua trinh thay thé.

+ Néu 1an sau gap lai xau ki tu do, xau ki tu s€ duoc thay thé béng dau

hi¢u cua no.

Phin quan trong nhit ctia phuong phap nén nay 1a phai tao mot mang
rat 16n dung dé luu giit cac xdu ki ty dd gap (Mang nay duoc goi la "Tur
dién"). Khi céac byte dir licu can nén dugc dem dén, ching lién duoc gitr lai
trong mdt bo dém chira (Accumulator) va dem so sanh véi cac chudi da co
trong "tir dién". Néu chudi dir liéu trong bd dém chira khong co trong "tir
dién" thi n6 dugc bd sung thém vao "tir dién" va chi sd ctia chudi ¢ trong "tir
dién" chinh 13 ddu hiéu cua chudi. Néu chudi trong b0 dém chtra da co trong
"tir dién" thi ddu hiéu cua chudi dugc dem ra thay cho chubi & dong dir liéu ra.
C6 bdn qui tdc dé thuc hién viéc nén dit liéu theo thuat toan LZW 1a;

+ Qui tic 1: 256 du hiéu dau tién dugc danh cho cac ki tu don (00ffh).

+ Qui tic 2: Cb gang so sanh voi "tir dién" khi trong b dém chura da c6

nhiéu hon hai ki tu.

+ Qui tic 3: Cac ki tu ¢ dau vao (Nhan ttr tap tin s€ dugc nén) duoc bo
sung vao bo dém chira dén khi chudi ki ty trong bo dém chira khong
c6 trong "tir dién".

+ Qui tic 4: Khi bo dém chira c6 mot chudi ma trong "tir dién" khong co

thi chuoi trong bd dém chira duge dem vao "tur dién". Ki tu cudi cung
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cta chudi ki tu trong bd dém chira phai ¢ lai trong bo dém chua dé
tiép tuc tao thanh chudi mai.
Vi du: Ta cAn mé hoa chudi "'BAN!BAIBAAIBAR!" nhu sau.

+ Buéc 1: Ki tu thr nhét *!” duogc cit vao bo dém chira dé chuan bi tao
nén mot chudi.

+ Budc 2: Ki tu thir hai ‘B’ ndi thém vao sau ki ty !. Vi trong "tir dién"
chua c6 chudi "!B" nén chudi ndy dugc thém vao "tir dién" va duge gan
dau hiéu 1a 100h (Vi tir 000h dén Offh duoc danh riéng cho cac ki tu
don: Qui tac ). I” dugc gui ra con ‘B’ phai ¢ lai trong bo dém chira.

+ Budce 3: Ki tu thir ba ‘A’ thém vao sau ‘B’. Chudi "BA" con chua co
trong "tir dién" nén nd dugc thém vao "tir dién" va gan dau hiéu la
101h. ‘A’ ¢ lai trong bd dém chira con ‘B’ dugc gui ra.

+ Budc 4: Ki tu tht tv ‘N’ thém vao sau ‘A’ tao thanh chudi "AN" con
chua co trong "tir dién" nén duoc thém vao "tir dién" va c6 dau hiéu 1a
102h. ‘N’ ¢ lai trong bd dém chira con ‘A’ dugc gui ra.

+ Buéc 5: Ki tu tht ndm !’ thém vao sau ‘N’ dé tao thanh chudi "N!",
"NI" dugce thém vao "tir dién" v6i dau hiéu 13 103h. I’ & lai con N’
duogc giri ra ngoai tir dién.

+ Bude 6: Ki ty tht sau ‘B’ thém vao sau ‘!”. Lan ndy thi chudi "B!" da
c6 trong "tir dién" nén khong c6 ki ty ndo dugce giri ra. "B!" tiép tuc &
lai trong "tir dién" dé tao ra chudi mai.

+ Budce 7: Ki tu tho bay ‘A’ thém vao sau ‘B’ dé tao thanh chudi "B!A",
do "B!A" khong c¢6 trong "tir dién" nén nd duoc thém vao "tir dién" va
gan ddu hiéu 1a 104h dong thoi ddu hiéu 100h dugc gt ra thay cho "B!"

(Qui tac 4). A tiép tuc & lai trong bd dém chutra dé tao thanh chudi mdi.
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kich thudc chi thuc sy bit diu tai bude 7 khi ma mot ddu hiéu 12 bits 1a

Céc budc trén ctr thé tiép tuc cho dén khi hét tap tin can nén. Viéc giam

<100h> duoc gui ra thay cho hai byte "B!".

B0 dém Dir liéu vao | Dir liéu ra e X

Stt chita (8 bit) (12 bit) Tur dién
1 - ! - -

2 ! B ! 100h = 1B
3 B A B 101h = BA
4 A N A 102h = AN
5 N ! N 103h = N!
6 ! B - -

7 B A <100h> 104h = IBA
8 A ! A 105h = Al
9 ! B - -

Hinh 7 :Cac budc nén
Trong thuat todn nén nay, phan 16n thoi gian khi bat dau nén cha yéu mat

2
A"

vao viée tao "tr dién". Khi "tir dién" du 16m, xac suat gip chudi & bo dém chua
trong "tir dién" ting 1én va cang nén duoc nhiéu hon. Mot diéu can chi y ¢
day 1a moi mot dau hiéu, ta phai luu mot chudi trong "tur dién" dé so sanh. Vi
dau hiéu duogc biéu dién bang mot s6 12 bits nén "tir dién" s& c6 4096 16i vao,
khi tang sb bit dé bidu dién dau hiéu lén thi hiéu qua nén s& tot hon nhung lai
bi gidi han boi bd nhé cia may tinh. Vi du, khi ding 16 bits dé biéu dién mot
dau hiéu thi "tir dién" phai c6 dén 65536 16i vao, néu mdi 16i vao co khoang
20 ki tu thi "tir dién" phai 16n khoang 1,2 MB. Véi mét tir dién c6 dung luong
nhu vay rat kho c6 thé thyc hién trén cac may tinh PC hoat dong duéi hé diéu
hanh DOS vi gi6i han cia mot doan (Segment) 1a 64KB. Uu diém cta phuong
phap nén LZW 1a bén nhan c6 thé tu xay dung bang ma ma khong can bén gt

phai gtri kém theo ban tin nén.
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2.2.4 Thuéat toan nén LZW

Thuat toan nén:

Thuat toan giai nén

Ma:

w = NIL;

while (read a char c) do

If (wc exists in dictionary) then
W = WC;

else
add wc to the dictionary;
output the code for w;
W =C;

endif

done

output the code for w;

Ma:
read a char k;
output k;
w =K;
while (read a char k) do
If (k> 255 && k exists in dictionary) then
entry = dictionary entry for k;
else
entry = k;
endif
output entry;
add w+entry[0] to the dictionary;
w = entry;
done
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CHUONG 3: MOT SO KY THUAT GIAU TIN TRONG ANH GIF

3.1 K¥ thuit gidu tin EzStego
Buéc 1:Sap xép bang mau

Ezstego copy bang mau ctia anh. Sau d6 sap xép lai bang copy dé cia
bang mau sao cho cac mau dugc sip xép gan gidng nhau.

Pay 1a 9 mau cua anh GIF nhin lac trudce va sau khi sap xép.

Budrc 2: Giau thong tin.
Ezstego dit bit cAn gidu vao LSB (least significant bit) ctia pixel anh
theo cac budc thuc hién sau:
- Tim chi s6 mau RGB cua pixel trong bang duogc sip.
- L4y mot bit can gidu thay thé cho LSB cuia chi s6 bang mau.
- Tim mau RGB méi ma chi s6 by gio tro vio trong bang mau di co
san tir trude.
- Tim chi s6 mau RGB méi nay trong bang mau ban dau.
- Thay ddi cho chi s6 mau ctia mau moi.
Vi du:
- 17231 31 1a mau 00100101 trong bang mau da dugc sap.
- Gia tri chi s6 ctia 00100101 duoc thay doi thanh 00100100.
- Mau 00100100 trong bang mau di dugc sap 1a 179 233 36.
- 179 233 36 1a mau 11101110 trong bang mau géc.
- Gia tri cua pixel dugc doi thanh 11101110,
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Budéc 3: Khoi phuc lai bit da gidu.
Tim chi s6 mau ctia RGB trong bang mau duoc sip.
Bit it quan trong nhét tir cac bit gidu. Viét n6 ¢ dau ra.
Vi du:
- 179 233 36 1a mau 11101110 trong bang mau di duoc sip.
- Bit it quan trong nhat 14 bit 0.
- Viét 0 cho dau ra.
3.2 Ky thuat gidu tin DIH

Thuat toan Difference Image Histogram (DIH) dugc dé xuat boi Sang-
Kwang Lee, Young-Ho Suh, va Yo-Sung Ho nam 2003. Thuét toan nay nhing
thong diép can gidu vao histogram cua difference image sira d6i. Chudi thong
diép gidu duogc gidu vao cac pixel ¢ gia tri 1 hodc -1 trong difference image
stra doi. S6 lugng pixel co gia tri 1 hodc -1 thé hién kha ning giau luong bit
thong diép vao anh gdc.

3.2.1 Qua trinh gidu thong tin

Dich chuyén
Histogram

4

Stra doi
Histogram

T

[ Dlicu |

I Phin phoi I<:I‘ Waté?rr:\};rked ‘ <:|

e e e e e e e e e s e e ek e e e e s e m h e e s e s e s s e s e e et e e e e e s et e

Hinh 8: Luoc d6 qua trinh gidu tin DIH
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Cac budc thuc hién:
- Bwéc 1: Tao anh khac D

+ Véi mdi hinh anh xam (grayscale) (i, j) cua kich thuéec M x N pixel,
ta hinh thanh nén anh khac D(i, j) cua kich thudc M x N / 2 tir ban gbc hinh
anh

D@, j)=1(1,2]+1)—1(1,2]),0<i<M-1,0<j<N/2-1 (1)

Trong d6 1(i, 2j + 1) va I(i, 2j) 1a cac truong 1é va chan twong tng(odd line
field and the even line field)

- Bude 2: Dich chuyén va thay d6i Histogram

+ Khi nhiing watermark, ta lam rong cac ving -2 va 2 bang viéc thay doi
mot vai gia tri diém anh trong anh khac. Néu cac gia tri trong anh khac 16n
hon hodc bang 2, ta cong thém 1 vao nhitng diém hang 1¢. Néu cac gia tri

trong anh khac nhé hon hodc bang -2, ta trir 1 trong nhiing diém hang 1¢

DG, )=1(,2j+1)—1(,2]))

) 1(,2j+1) +1if DG, j) > 2

1(,2j+D) =4 1(,2j+1) +1if D(i, j) =2
13,2 +1)

- Buéc 3: Thuc hién gidu thong diép
+ W(m, n) 1a thong diép duoc gidu. Sau khi ta gip mot diém anh D (i,))
¢6 gid tri -1 hodc 1,ta kiém tra watermark dé nhung vao. Néu D(i,j) =1 va

W(m,n) = 1 thi I,(i,2j+1) = I¢(i,2j+1) + 1. Néu D(i,j) = -1 va W(m,n) = 1 thi
lw(1,2j+1) = 1¢(i,2j+1) - 1. Con c&c bit dugc nhing vao 1a 0, ta bo qua cac

diém anh cua anh khac cho dén khi ta gap mot diém anh c6 gia tri -1 hoac 1.
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Trong truong hop nay, khong co su thay doi trong biéu do. Do d6 1, (i, 2j + 1)

va I, (i, 2j) duoc tao 1én:
1(1,2j+1)+1if D(, j)=land W(m,n) =1

1, (1,2j+1) =< 1(i,2j+1)-1if D(i, j) = -1 and W(m,n) = 1
1G,2j+1) otherwise
1,G,2)) =1 (i,2])
3.2.2 Qua trinh lay thong tin

Anh
‘ Waterrrrlwarked ":>I Tao anh khac I% ;

; Kiém tra i
i ; % Dich chuyén cac gia tri
E I Anh Goc I <:| Histogram <:| khéac nhau E

q4

; [ puticu |

Hinh 9: Lugc d6 qua trinh 13y tin DIH
- Sau khi c6 dugc anh watermarked Iq(i, j), Ap dung cong thirc (1) ta
dugc Dq(i, j). Néu gip cac diém anh co gia tri -1 hodc 1, thi bit 0 dugc lay.

Néu gip cac diém anh co6 gia tri -2 hodc 2 thi bit 1 duoc lay. Bang cach nay

We(m,n) c6 thé duoc 1y ra: 0 ifD.(i,j)=-1or1
W, (m,n) = L
( { 1ifD,(,]j)=-20r2

e

- PBé khoi phuc duoc anh géc, ta dich chuyén mot sd pixel trong |l nhu
sau: néu D (1,j) co gia tri < -2 thi ting thém 1 vao I, (1,2j+1), néu D, c6 gia

trj > 2 thi giam 1 tai |, (1,2j+1). Cudi ciing ta s& thu duoc anh gbc ban dau:
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1,(i,2j+1)-1if D, (i, j) > 2
L(0,2j+D) =< 1.(i,2j+2) +1if D_(i, j) < -2
1.(1,2]+1) otherwise

1 (1,2]) = 1.(1,2))

- Phuong phap gidu DIH c6 thé khong tra vé dugc anh gbc hoan toan
dung nhu ban dau boi viéc mit mat thong tin xay ra trong qué trinh cong trir
tai bién ctia vong xam (mirc xam 1a tir 0 + 255). Bé khic phuc van dé nay, ho
dua ra modul s6 hoc cho cac phép cong va trir thuy van. Dbi v6i truong 16
I(1,2j+1), phép cong modul ¢ nhu sau:

1(1,2j+1) +. 1 = ((i,2)+1) + 1) mod ¢
Véi ¢ 1a d6 dai ctia vong xam. Ddi voi phép trir modul ¢ duge dinh nghia
nhu sau:
1(1,2)+1) — .1 = ((i,2)+1) + 1) mod ¢
- Nhitng van dé thuan nghich duoc phat sinh tir su thira, thiéu hut pixel.
Vi vay, ta sir dung +, va — thay vi + va — chi khi bo bét do thira hay thiéu hyt
xay ra. Noi cach khéc, ta chi dé xem xét 255 +. 1 va 0 — 1.
- Khi nhan duoc, ta can phan biét gitta cac truong hop, vi du
le (i, 2j +1) = 255 c6 duoc nhu: I(i, 2j +1) +1 va I(i, 2j +1) —56 1. Néu c6 mot
su khac biét dang ké gitta Ie(i, 2j + 1) va I.(i, 2j), ta u6c lugng (i, 2j + 1) van

dung modulo s6 hoc.

1G,2j+1) +1 if|1,(,2j+1) - 1,(,2))| <7
1(1,2]+1)— 1 otherwise
Trong do6 7 la gia tri nguong, Twong tu le (i, 2] + 1) = 0 dugc wdc lugng

bang cach:
1G,2j+1) -1 if[1,(,2j+D)-1,(,2))| <7
1(1,2]+1) + 1 otherwise
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CHUONG 4: KET QUA THUC NGHIEM

4.1 Mé6i trwong cai dat
- Cai dat chuong trinh trén moéi truong Java, st dung bd soan thao
JCreator_Pro_v4.5 va thong dich JDK-6ul0.
- Cau hinh may tinh t6i thiéu dé chay chuong trinh:Hé diéu hanh Windown
XP hoic cac hé diéu hanh tuong tu, Chip PIII 500 trd 1én, Ram >=128, b cung
cOn tréng 400 Mb.
- Chuong trinh gdm céc chitc ning sau:

+ Giau tin: Qua4 trinh thyc hién nhu sau:

Chon file anh GIF =2 Gidu tin = Chon vi tri lueu file anh output.gif

> Chon file text can gidu.

+ LAy tin: Qua trinh thyc hién nhu sau:

Chon file anh GIF = Ldy tin = Chon vi tri luu file text output.txt

= Chon vi tri luu file anh géc anhgoc.gif

- Giao dién cia chuong trinh:

Thank wou

sinh wen A MHU HIER & hasv: 090020 & Lop: CT201

Hinh 10: Giao dién chinh cua chuong trinh

Trang 23



CHUONG TRINH DEMO GlaU TIM TRONG ANH GIF

Chon file anh GIF

Look in: | 59 java_estract_true

M O F e M-

) Image
DIH_Embed.class

My Recent [£] DIH_Embed.java
Docurnents DIH_EmbedEncoder .class
— [£] DIH_EmbedEncoder.java
Ls DynamicFilterInputStream.class
Desktop [£] DynamicFilterInputStream.java

DynamicPropertyInterface.class
[£] DynamicPropertyInterface.java
EndswithFilter.class
GifDecoder$GifFrame.class
GifDecoder class

[Z] Gifbecoder.java
GifEncoder.class

[Z] GifEncoder.java

by Documents

by Computer

GifEncoderHashitem.class
ImageEncoder.class

[£] ImageEncoder.java
ImageScrollbar.class
README
RGBPaletteSorter.class
[Z£] RGBPaletteSorter.java
StegoCanvas.class
StegoFrame.class
StegoPanel.class

[Z] ToupperFilterInputStream.jav

(<] I | (]
Q File name: | M I Open I
My Metwork | Files of tupe: &l Files (7] [+] [ cancel |

Hinh 11: Chon file anh GIF can gidu

CHUONG TRINH DEMO GlaU TIM TROMG ANH GIF

Chon file anh GIF

Save in: | 1= Image

M o ¥ M-

%] AirPlane gif

[*] anhgoc gif

[*] Baboon.gif

[+ Blood.gif

[*] DIH_AirPlane gif
[*] DIH_Baboon.gif
[*] DIH_Lena.gif

[*] DIH_Peppers.qgif
[*] DIH_Sailboat.gif
[%] DIH_Tiffany .gif
[*]Lena.gif

[Z] ms.txt

[*] output1.gif

[*] output.gif

] output.txt

[%] Peppers.gif
%] sailboat.gif
My Recent [*] Tiffany .gif
Documetts

| output, gif

Filz name:

EI

Save I

by M etwark, Save az bype: |.-'-‘-.II Files [*.%]

Cancel

I

|

Hinh 12: Chon vi tri luu file anh mdéi output.gif
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CHUONG TRINH DEMO GIAU TIN TRONG ANMH GIF

Chon file anh GIF

| Chon fileTtext can giau

Loak in: | 75 Image

=] AirPlane.gif (%] Peppers.gif
%] anhgoc.gif (%] sailboat.gif
Py Recent E Baboon.gif EI Tiffany .gif
Documents =] Blood.gif

=) DIH_AirPlane.qgif

%) DIH_Baboon.gif

[=] DIH_Lena.gif

[=] DIH_Peppers.qgif

[=] DIH_Sailboat.gif

=] DIH_Tiffany.gif

%] Lena.gif

] ms.txt

%] output 1.gif

=] output.gif

] output.txt

Open

-
Q File narne: |

aja

My Network | Files of bype: |l Files (7]

Cancel

|

Hinh 13: Chon file text cin gidu

CHUONG TRINH DEMO GIAU TIN TRONG ANH GIF

Chon file anh GIF Giau tin

| Save Uatpat Eile

Save in: | = Image

=] AirPlane.gif %] Peppers.gif
[*) anhgoc.gif %] 5ailboat.gif
My Recent E Baboon.gif El Tiffany.gif
Documents [*] Blood.gif

[*] DIH_AirPlane.gif

[*] DIH_Baboon.gif

[*] DIH_Lena.gif

[*) DIH_Peppers.gif

[*) DIH_Sailboat.gif

%] DIH_Tiffany . gif

[*]Lena.gif

[Z] ms.txt

[*] output1.gif

[*] output._gif

[Z] output.txt

by Documents

Fil2 name:

Save

&

by M ebwork, Save az lype: |.&II Files [*.7] ‘i]

Cancel

Hinh 14: Chon vi tri luu file text output.txt
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CHUONG TRINH DEMO GlaU TIM TRONG AMH GIF

Chon file ant GIF

save anh GIE nguyen ban

Save in: | = Image

=] AirPlane.gif

=] DIH_Peppers.gif
[%] DIH_Sailboat.gif
[%] DIH_Tiffany.gif

%] Peppers.gif

Lé =] anhgoc.gif »|sailboat.gif
My Recent |_1-| Baboon.gif |E| Tiffany _gif
Documents E Blood.gif

- E DIH_AirPlane.gif
* DIH_Baboon.qgi
C boom o
Deskiop [%] DIH_Lena.qgif

[=]Lena.gif
by Documents E] ms.txt
=] output1.gif
8’ [%] output.gif
=] output.txt
by Computer lt] P
Q File narne: | kl I Save I
hy M etwiark Save as tvpe: |.&II Files [*.%) M [ Cancel ]

Hinh 15: Chon vi tri luu file anh gbc anhgoc.gif
4.2 Co s6 dir liéu thir nghiém

Co6 mot tap co s¢ dir liéu anh gém 6 anh GIF chuan dugc download tir

[5] va [6] co kich c& 512x512 pixel.

Airplane.gif

Baboon.gif
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A
™ ) 1/)

Sailboat.gif Tiffany.gif

Hinh 16: Cac hinh anh GIF thir nghiém
4.3 Két qua thir nghiém va danh gia thuit toan bang (PSNR)
Dé danh gia hiéu qua hoat dong cta phuong phap dé xuat, ching ta thuc
hién trén nhidu may tinh mo phong trén mot vai anh GIF kich thude 512 x 512
pixels.

-Chudi ky tu can giau: 2 ms. txt = Notepad
File Edit Format Yiew
Help

ECH KEU TROI MUA

Hinh 17: Chudi k¥ tu can gidu
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- Két qua thyc nghiém:

Anh goc Anh Wartermared

Baboon.gif DIH_Baboon.gif
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B

Peppers.gif DIH_Peppers.gif

Hinh 18:Anh trudc va sau khi gidu tin
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- Panh gia thuit toan bang PSNR

Bang 1 tom tit cac két qua thir nghiém. Bang nay cho thiy rang cac gid tri

PSNR cuia tt ca cac hinh anh watermarked dang ¢ trén 51,14 dB.Kha ning
dao dong tir 8 kbits dén 30 kbits ctia 512 x 512 x 8 bits.

Anh Kha ning giau Vugt nguong
(512x512x8) PSNR (dB) (bit) (pixels)
Airplane 58.78 13,551 0
Baboon 51.49 14,111 2
Lena 55.63 16.379 0
Peppers 55.74 23,125 2
Sailboat 55.55 17,719 14
Tiffany 55.20 20,497 1

Bang 19:Bang tom tat két qua thuc nghiém.
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KET LUAN

Sau mot thoi gian hoc tap va tim hiéu, dudi su huéng dan tan tinh cla
co gido hudng dan ThS. H6 Thi Huong Thom cing su giup d& cua cac thiy
c6 bd mén tin trong truong, trong qué trinh thuc hién bao cio tt nghiép, bao
cao da duogc hoan thanh.

Tuy nhién, gidu va phat hién tin an gidu van la cén 13 van dé méi mé,
phtrc tap, nhat 1a linh vuc phat hién tin an gidu, cong v6i kha nang va kinh
nghiém con han ché nén em con gip mot sé kho khan trong viéc nghién ciru

cac ky thuat gidu tin trén anh GIF.

Vi vay em rat mong nhan dugc sy dong gop v kién cua cac thay cod gido

trong khoa dé bao ctia em dugc hoan thién hon

Hai Phong, ngay ... thang 07 nam 2009
SINH VIEN

Mac Nhuw Hién
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