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LOI CAM ON

Em xin chan thanh cam on Thay gido, Tién si Phung Van On — Giam ddc
Trung tam Tin hoc Van phong Chinh Phii, ngudi da tryc tiép huéng dan tan tinh
chi bao em trong sudt qua trinh 1am lam tot nghiép.

Em xin chan thanh cam on tit ca cac thiy co gido trong Khoa Cong nghé
thong tin - Truong Pai hoc Dan 1ap Hai Phong, nhitng ngudi da nhiét tinh giang
day va truyén dat nhitng kién thic cin thiét trong sudt thoi gian em hoc tap tai
truong, dé em hoan thanh tot dé tai nay.

Tuy c6 nhiéu c¢b gang trong qué trinh hoc tap ciing nhu trong thoi gian 1am tot
nghiép nhung khong thé tranh khoi nhiing thiéu sot, em rat mong duoc su gop ¥
quy bau cua tit ca cac thiy co gido cling nhu tit ca cac ban dé két qua ctia em dugc
hoan thién hon.

Em xin chan thanh cam on!

Hai Phong, thang 7 nam 2010
Sinh vién

Pham Binh Hau
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LOI MO DAU

Ngay nay, hé théng mang may tinh da tré nén rat phd bién trong hau hét cac
hoat dong xa hoi, tac dong truc tiép dén nén k¥ thuat va kinh té ciia ca nudc. Cung
VGi su phat trién d6, ngdy cang xuat hién nhidu hon nhiing ca nhan, nhém hoic
tham chi 13 ca nhing t6 chtrc hoat dong véi nhitng muc dich xau nham pha hoai cac
hé thdng mang may tinh, hé thong thong tin, gdy tic hai vo cung to 10n dén tinh an
toan va bao mat thong tin trén cac hé thong nay.

Chinh vi vdy van dé an ninh trén mang dang duoc quan tdm dic biét nhu: van
dé bao mat mat khau, chéng lai su truy cip bat hop phap , chdng lai cac virus may
tinh, ... P6 1a 1y do em chon d¢ tai “Nghién ctru va dé xuét giai phap ngan chin
viéc truy cp trai phép vao cac hé thong thong tin tin hoc qua mang Internet” nham
phuc vu cho muc dich thuc té.

Muc dich va nhi€ém vu nghién ctru:

- Cac nguy co truy cap hé thdng thong tin tin hoc bat hop phép.

- Pé xuat giai phap k¥ thuat ngan chin truy cap hé thong thong tin tin hoc bat
hop phép.

Pham vi nghién ctru:

- Hé thong thong tin va nguy co truy cap bat hop phép.

- Cac kiéu tin cong co ban.

- Phuong phap phat hién xam nhap.
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CHUONG I : HE THONG THONG TIN VA NGUY CO
TRUY CAP BAT HQP PHAP

|. HE THONG THONG TIN :

H¢ thong thong tin (Tiéng anh la: Information System) 1a mot tap hop va két
hop cua cac phan cimg, phan mém va cic hé mang truyén thong dugc xay dung va
st dung dé thu thap, tao, tai tao, phan phé)i va chia sé cac dir liu, thong tin va tri
thirc nham phuc vu cadc muc tiéu ctua t chre.

Céc t6 chuc co thé sit dung cac hé thong thong tin véi nhiéu muc dich khac
nhau:

- V61 bén trong, hé théng thong tin phuc vu viéc viéc quan tri ndi by, h¢ théng
thong tin s& gitp dat duoc su lién két va trao doi thong tin trong ndi bo, théng nhat
hanh dong, duy tri sttc manh cua t6 chuc, dat dugc loi thé canh tranh.

- V6i bén ngoai, hé théng thong tin gitp nam bat duge nhiéu thong tin vé
khach hang hon hodc cai tién dich vu, ning cao strc canh tranh, tao da cho phéat
trién.

I1. CACNGUY CO MAT AN TOAN :

Mot ngudi hay mot nhom ngudi mudn truy cdp vao hé thong thong tin goi
chung 1a Hacker c6 thé vi mot 1y do nay hay mét 1y do khac. Duéi day 1a mot s6 1y
do co thé:

-Pon gian 1a truy cap vao hé théng thong thong tin doc va tim kiém thong tin.

- Chi 12 to mo, giai tri hodc mudn thé hién kha ning ca nhan.

-Pé xem xét chung chung va c6 thé gui canh bao dén ngudi quan tri hé thong.

-Pé an cap tai nguyén hé théng thong tin nhu: cac thong tin vé tai khoan ngan
hang, bi mat throng mai, bi mat qudc gia hodc cac théng tin doc quyen, ...

- Phat dong chién tranh thong tin trén mang, 1am té liét mang.

Trong moi trudng hop, bat ké vi 1y do gi thi dang sau vu tan cong vao hé thong
thong tin thi thong tin ma ké pha hoai mudn lay nhat 1a thong tin nguoi quéan 1y hé
thong bao gdm: tén dang nhap (Tiéng anh la: username) va mat khau (Tiéng anh 1a:

password). Tuy nhién, mat khau déu d3 duoc ma hoa, nhung diéu nay khong co
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nghia 1a mat khau luén duoc an toan. “Hacker” c6 thé dung chuong trinh Bo giai
mi mat khau (Tiéng anh 1a: Password Cracker) dé tim mat khau bang cach so sanh
chung véi cac tur trong mdt tu dién hodc Brouce Force. Muc dd thanh cong cua
chuong trinh giai ma phu thudc vao tai nguyén cua CPU, vao chat luong cua tir
dién va mot vai Iy do khéc.

1. Cac hiém hoa mit an toan ddi véi hé thong thong tin :

Céc hiém hoa mat an toan dbi véi mot hé théng thong tin co thé duoc phan
loai thanh cac hiém hoa v6 tinh hay cb ¥; cac hiém hoa chu dong hay thu dong.

Hiém hoa v6 tinh (Tiéng anh 13: Unintentional Threat): Khi ngudi st dung tat
nguén cua mot hé théng va khi dugc khot dong lai, hé théng & ché do single - user
(ddc quyén) - nguoi st dung ¢ thé lam moi thir anh ta mudn ddi véi hé thong.

Hiém hoa cd y (Tiénh anh 1a : Intentional Threat):C6 thé xay ra d6i vai dit liéu
trén mang hodc mdy tinh c4 nhan thong qua cac tAn cong tinh vi ¢ st dung cac
kién thirc hé théng dic biét. Vi du vé cac hiém hoa cb y: ¢d tinh truy nhap hoac su
dung mang trai phép (Tiéng anh 1a :Intentional Unauthorized use of corporate
network).

Hiém hoa thu dong (Tiéng anh 1a: Passive Threat): Khong phai 1a két qua cia
viéc stra d6i bt ky thong tin nao c6 trong h¢ théng, hoac thay ddi hoat dong hoac
tinh trang ctia hé théng.

Hiém hoa chu dong (Tiéng anh la: Active Threat): La viéc stra doi thong tin
(Tiéng anh la: Data Modification) hoac thay d6i tinh trang hodc hoat dong ctia mot
hé thong.

Méi de doa va hau qua tiém 4n dbi v6i thong tin trong giao dich dién tir 1a rat
l6n. Nguy co rui ro ddi voi thong tin trong giao dich dién tor dugc thé hién hodc
tiém an trén nhiéu khia canh khac nhau nhu: nguoi st dung, kién trac hé thng
cong nghé thong tin, chinh sach bao mat thong tin, cic cong cu quan 1y va kiém tra,
quy trinh phan tng, v.v.

2. Cac yéu ciu can bao vé hé thong thong tin :

Muc tiéu cudi cung cua qua trinh bao mat thong tin la nham bao vé ba thudc
tinh cua thong tin:

. Tinh bi mat (Tiéng anh la: Confidental): Thong tin chi duoc xem bdi nhimng

ngudi c6 tham quyén. Ly do can phai giit bi mat thong tin vi d6 14 san pham s& hitu
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ctia to chirc va d6i khi d6 1a cac thong tin ciia khach hang cua t6 chic. Nhimng théng
tin ndy mdc nhién phai gitt bi mat hodc theo nhitng diéu khoan giita t6 chic va khach
hang cta to chuc.

. Tinh toan ven (Tiéng anh la: Integrity): Thong tin phai khong bi sai hong,
suy bién hay thay d6i. Thong tin can phai xtr Iy dé cach ly khoi céc tai nan hodc
thay d6i c6 chu .

. Tinh sin sang (Tiéng anh 13: Availability): Thong tin phai luén duoc giit
trong trang thai sin sang cung cip cho ngudi c¢6 tham quyén khi ho can.

3. Cac bién phap dam béo an toan hé¢ thong thong tin :

Trong phan nay, ching ta xem xét mot sd bién phap bao mat cho mot hé thong
tin hoc. Ciing can phai nhan manh rang, khong c6 bién phap nao 1a hoan hao, mbi
bién phap déu c6 nhitng mit han ché cua nd. Bién phap nao 1a hiéu qua, can dugc
ap dung phai can cr vao ting hé thong dé dua ra cach thuc hién cu thé.

Thiét Igp quy tic qudn Iy

MGdi to chirc can ¢ nhitng quy tic quan Iy cua riéng minh vé bao mat hé théng
thong tin trong hé thong. C6 thé chia cac quy tac quan 1y thanh mot s6 phan:

- Quy tac quan 1y d6i véi hé thong may chu

- Quy tic quan 1y d6i véi hé thong may tram

- Quy tic quan ly dbi voi viée trao ddi thong tin gifta cic bd phan trong hé
thong, gitra hé théng may tinh va nguoi stir dung, giira cac thanh phan cua hé thong
va cac tac nhan bén ngoai.

An toan thiét bi

- Lua chon céc thiét bi luu trit ¢6 do tin cay cao dé dam bao an toan cho dit
li¢u. Phan loai dit li¢u theo cac murc d§ quan trong khac nhau dé c6 chién lugc mua
sam thiét bi hodc xay dung ké hoach sao luu dit liéu hop 1.

- St dung cac hé thong cung cip, phan phdi va bao vé ngudn dién mot cach hop
ly.

- Tuén thu ché d6 bao tri dinh ky ddi véi cac thiét bi.

Thiét ldp bién phdp bdo mt.

Co ché bao mat mot hé théng thé hién qua quy ché bao mat trong hé théng, sur

phan cip quyén han, chtic ning cua ngudi st dung trong hé thong d6i véi dit lidu

va quy trinh kiém soat cong tic quan tri hé thong. Cac bién phap bao mat bao gdom:
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- Bdo mat vat ly ddi voi hé théng. Hinh thirc bao mat vat 1y kha da dang, tur
khoa cimg, hé¢ théng bdo dong cho dén han ché st dung thiét bi. Vi du nhu loai bod
dfa mém khoi cac may tram thong thudng 13 bién phap dugc nhiéu co quan ap
dung.

- Céc bién phép hanh chinh nhu nhén dang nhan sy khi vao van phong, dang
nhap hé théng hodc cAm cai dit phan mém, hay sir dung cac phan mém khéng phi
hop véi hé thong.

+ Mat khau 1a mot bién phap phd bién va kha hiéu qua. Tuy nhién mat khau
khong phai 14 bién phap an toan tuyét doi. Mat khau van c6 thé mat cap sau mot
thoi gian st dung.

+ Bao mat dit liéu bang mat m3 tirc 1 bién d6i dit liéu tir dang nhiéu nguoi dé
dang doc dugc, hiéu dugc sang dang kho nhan biét.

+ Xay dung burc tuong lira, tirc 13 tao mot hé thdng bao gdm phan cting va phan
mém dit gitta hé thong va moi trudng bén ngoai nhu Internet chang han. Thong
thuong, tuong Itra c6 chic nang ngan chin nhitng tham nhép trai phép (khong nam
trong danh muc dugc phép truy nhédp) hoac loc bo, cho phép gt hay khong gui cac
goi tin.
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CHUONG II: CAC KIEU TAN CONG CO BAN

I. SNIFFERS:
1. Dinh nghia Sniffers:

Sniffers 1a mot chuong trinh hay thiét bi c6 kha ning dén bat lai cac thong tin
quan trong tir giao thong mang chi dinh dén mot mang riéng.

Sniffing 1a mot k¥ thuat chan dir li¢u.

Déi trong ma sniffing ly:

e Mat khau (Tiéng anh 1a: Password) (tr Email, Web, SMB, FTP, SQL hoic
Telnet)

e Céc thong tin vé cac thé tin dung.

¢ Vian ban cua Email.

e Cac tap tin dang di trén mang (tap tin Email, FTP hodac SMB)

2. Muc dich sir dung Sniffers:

Sniffer thuong dugc sit dung vao 2 muc dich khac biét nhau.

e Theo hudng tich cuc no c6 thé 1a mot cong cu gitup cho cac quan tri mang theo
ddi va bao tri hé thong mang ctia minh.

e Theo hudng tidu cuc nd cd thé 1a mdt chuong trinh duoc cai vao mot hé thong
mang may tinh vo1 muc dich chan dir 1i€u, cac thong tin trén doan mang nay.

Mot s tinh nang cua Sniffer dugc st dung theo ca hudng tich cuc va tiéu cyc :

- Ty dong chup céac tén ngudi st dung (Tiéng anh 13: Username) va mat khau
khong dugc mi hoa (Tiéng anh 1a: Clear Text Password). Tinh ning ndy thuong duoc
cac Hacker str dung dé tan cong hé thdng.

- Chuyén dbi dir liéu trén duong truyén dé nhitng quéan trj mang c6 thé doc va
hiéu duoc ¥ nghia ctia nhimg dit liéu do.

- Bang cach nhin vao luu lugng ciia hé thong cho phép cac quan tri mang c6 thé
phan tich nhiing 16i dang méic phai trén hé théng luu luong ctia mang. Vi du nhu : Tai
sa0 goi tin tir may A khong thé giri duoc sang may B ...

- M6t s6 Sniffer tan tién con c6 thém tinh ning ti dong phat hién va canh béo cac

cudc tin cong dang dugc thuc hién vao h¢ théng mang ma no dang hoat dong
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(Intrusion Detecte Service).

- Ghi lai thong tin vé cac goi dir liéu, cac phién truyén... Twong tu nhu hop den
clia may bay, gitip cac quan tri mang c6 thé xem lai thong tin vé cac géi dir liéu, cac
phién truyén sau su ¢d...Phuc vu cho cong vi¢ce phan tich, khéc phuc céc su cd trén hé

thong mang.

3.Cic giao thirc c6 thé sir dung Sniffing:

Céc Hacker c6 thé st dung Sniffing dé tin cong vao cac giao thiic sau:

e Telnet va Rlogin: Ghi lai cic thong tin nhu: Password, Ussernames.

e HTTP: Céc dir liéu gui di ma khong ma hoéa.

e SMTP, POP, FTP, IMAP: Password va dit li¢u gui di khong ma hoa.
1. Cac loai Sniffing:
1.1 Sniffing thu dong:

Pay 14 loai Sniffing 1ay dit liéu chii yéu qua Hub. N6 duogc goi 1a Sniffing thu
dong 1a vi rat kho c6 thé phat hién ra loai Sniffing nay. Hacker st dung may tinh ctia
minh két n6i dén Hub va bat dau Sniffing.

:

&S

HUB
Hacker

Hinh 2.1: Sniffing thu dong.

1.2 Sniffing chu dong:

Pay 14 loai Sniffing lay dit liéu chu yéu qua Switch, no rat khé thuc hién va dé bi
phat hién. Hacker thyc hi¢n loai Sniffing nay nhu sau:

1. Hacker két n6i dén Switch bang cach giri dia chi MAC nic danh.

2. Switch xem dia chi két hop v6i mdi khung (Tiéng anh 1a: Frame).

3. May tinh trong LAN giri dir liéu dén cong két ndi.
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Y
-
10U 12y 200p Tuod UDP 1NN

Pia chi MAC nfc danh

Hacker Switch

Hinh 2.2: Sniffing chu dong.

5. Tim hiéu vé MAC, ARP va mét so kiéu tan cong:
5.1 Tim hiéu MAC, ARP:

MAC: M&i thiét bi mang déu co dia chi vat Iy - MAC (Medium Access Control
Address) va dia chi d6 1a duy nhét. Cac thiét bi trong ciing mot mang thuong dung dia
chi MAC d¢é lién lac v6i nhau tai tang lién két dir liéu (Tiéng anh 1a: Data Link Layer).

ARP (Address Resolution Protocol) : 14 giao thirc st dung dé chuyén doi dia chi
IP thanh dia chi vat 1y — dia chi MAC.

Nguyén tic lam viéc ciia ARP trong mét mang LAN:

Khi mot thiét bi mang mudn biét dia chi MAC ciia mét thiét bi mang nao do
ma n6 da biét dia chi ¢ ting mang (IP, IPX...) n6 sé& giri mét ARP request bao gdm
dia chi MAC ctia n va dia chi IP clia thiét bi ma n6 can biét dia chi MAC trén toan
bd mot mién quang ba (Tiéng anh la: Broadcast). Mdi mot thiét bi nhan duoc
request ndy s& so sanh dia chi IP trong request vi dia chi ting mang ctia minh. Néu
trung dia chi thi thiét bi d6 phai giri nguoc lai cho thiét bi giri ARP request mot goi
tin (trong d6 c6 chita dia chi MAC ctia minh). Trong mot hé thong mang don gian,
vi du nhu PC A muén giri géi tin dén PC B va no chi biét duoc dia chi IP ciia PC B.
Khi d6 PC A s€ phai gii mot ARP broadcast cho toan mang dé hoi xem "dia chi
MAC cua PC c¢ dia chi IP nay 1a gi ?" Khi PC B nhan dugc broadcast nay, n6 s€ so
sanh dia chi IP trong goi tin nay véi dia chi IP ctia n6. Nhan théy dia chi do 1a dia
chi cua minh, PC B s€ guri lai mdt goi tin cho PC A trong d6 co6 chira dia chi MAC
ctia B. Sau d6 PC A méi bat dau truyén géi tin cho B.
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Nguyén tic hoat dpng ciia ARP trong méi truong hé thong mang :

Hoat dong ciia ARP trong mdt mdi trudng phirc tap hon dé 1a hai hé thong
mang gan voi nhau thong qua mot Router C. May A thudc mang A mudn giri goi
tin dén may B thudc mang B. Do céc broadcast khong thé truyén qua Router nén
khi d6 may A s& xem Router C nhu mot cau ndi hay mot trung gian (Tiéng anh 1a:
Agent) dé truyén dit liéu. Trude do, may A sé& biét dugc dia chi IP cua Router C
(dia chi Gateway) va biét dugc rang dé truyén goi tin toi B phai di qua C. Tat ca
cac thong tin nhu vy sé duoc chira trong mot bang goi 1 bang dinh tuyén (Tiéng
anh 1a: Routing Table). Bang dinh tuyén theo co ché nay dugc luu giir trong mdi
may. Bang dinh tuyén chtra thong tin vé cac Gateway dé truy cip vao mot hé thong
mang nao d6. Vi du trong trudng hop trén trong bang s& chi ra rang dé di toi LAN
B phai qua port X ciia Router C. Bang dinh tuyén sé& c6 chira dia chi IP caa port X.
Qua trinh truyén dit liéu theo timg budc sau :

- May A gii mot ARP request (broadcast) dé tim dia chi MAC cila port X.

- Router C tra 101, cung cip cho may A dia chi MAC cua port X.

- May A truyén géi tin dén port X ctia Router.

- Router nhan duogc géi tin tir may A, chuyén goi tin ra port Y ciia Router.
Trong géi tin c6 chira dia chi IP ctia may B. Router s& giri ARP request dé tim dja
chi MAC ctia may B.

- May B s¢ tra 161 cho Router biét dia chi MAC cua minh. Sau khi nhan duoc
dia chi MAC ctia may B, Router C giri goi tin cua A dén B.

Trén thuc té ngoai dang bang dinh tuyén nay ngudi ta con dung phuong phap
proxyARP, trong d6 c6 mot thiét bi dam nhan nhiém vu phan giai dia chi cho tat ca
cac thiét bi khac.Theo d6 cac may tram khong can giir bang dinh tuyén nita Router
C s& ¢4 nhiém vy thuc hién, tra 1oi tit ca cac ARP request cua tAt ca céc may.

ARP cache:

ARP cache c6 thé coi nhu mot bang c6 chira mdt tp twong tng giira cac phan
cung va dia chi Internet Protocol (IP). Mdi mot thiét bi trén mot mang nao do déu
c6 cache riéng. C6 hai cach luu giit cac entry trong cache dé phan giai dia chi dién
ra nhanh. Do 1a:

* Cac entry ARP Cache tinh. O day, sy phan giai dia chi phai duogc thém mot

cach thu cong vao bang cache va dugc duy tri lau dai.
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* Céc entry ARP Cache dong. O day, cac dia chi IP va phan cing duogc gitt
trong cache boi phan mém sau khi nhan duoc két qua cua viéc hoan thanh qua trinh
phan giai trude do. Cac dia chi duoc gitr tam thoi va sau dé duoc go bo.

ARP Cache bién mot qua trinh c6 thé gay lang phi vé mit thoi gian thanh mot
qua trinh st dung thoi gian mot cach hiéu qua. Mic du vay nd c6 thé bat gip mot
s6 van dé. Can phai duy tri bang cache. Thém vao d6 ciing c6 thé cac entry cache bi
“cli” theo thoti gian, vi vay can phai thuc thi hét hiéu luc dbi véi cac entry cache sau
mdt quang thoi gian nao do.

5.2 Tan cong kiéu gia mao ARP:
5.2.1Giéi thigu:

ARP phan giai dia chi IP nhan duoc thanh dia chi MAC dé gui dir liéu. Cac goi
ARP c6 thé gia mao gui dit liéu dén mdy tinh cua Hacker. Tir d6 Hacker c6 thé khai
thac ARP chan dit liéu truyén giira hai may tinh.

Bang viéc 1am tran dia chi MAC ¢ bang ARP ctia Switch véi hoi dap ARP nguy
trang, Hacker co thé lam tran Switch va sau d6 chin céac g0i tin thu thap dir ligu.
5.2.2Céch gia mao ARP:

Khi mot nguoi dung hop phap khoi dong két nbi dén mot nguoi ding hop 16
khac, lic d6 ¢ ting 2 — ting lién két dit liéu (Tiéng anh 1a: Data Link Layer) ctia mo
hinh OSI, ARP yéu cau ngudi nhan va ngudi giri doi nhan dia chi MAC.

Hacker s& thuc hiéngia mao ARP & ting 2 nay, vi ting ndy thuong khéng duoc
bao vé. Mién broadcast co thé tra 151 yéu cau broadcast ARP va hoi dap dén nguoi gui

bang dia chi MAC gia mao ctia nguoi nhan.
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Hinh 2.3: Cdc tang trong mé hinh OSI.

5.2.3Céc budc tan cong ARP:

Mot nguoi dung hop 1& giri mot yéu cau ARP dén Switch va hoi thim vé may
tinh c6 dia chi IP 1a: 10.1.1.1.

Nguoi ding hop 18 khac tra 10i bang mot ARP, sau d6 cung cap dia chi chi IP 13
10.1.1.1 va dia chi MAC la: 1:2:3:4:5:6.

Hacker sé 1y cac goi tin ARP nay sau d6 bang cach anh ta giri dia chi MAC nic
danh cua minh cho ngudi dung hop €.

Thong tin vé dia chi IP 10.1.1.1 bay gid giri dén dia chi MAC: 9:8:7:6:5:4.
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Ngwoi dung hep 1§ Nguo dang hop 1§

&
Q Ip ," i 'gb

7, g IP: 10.1.1.1
s -
Ay MAC: 1:2:3:4:5:6

Hacker

Hinh 2.4: Cdc budrc tan céng ARP.

Chu y: Pia chi MAC va dia chi IP hinh 1.4 chi mang tinh chat minh hoa.

5.3 Tén cong Man-in-the-Middle — Gia mao ARP Cache:
5.3.1 Tan cong Man-in-the-Middle:

T4n céng Man-in-the-Middle (Viét tat 1a: MITM) 1a mot hinh thic ctia hoat dong
nghe 1én ma trong d6 ké tan cong thiét 1ap cac két ndi dén may tinh nan nhan va
chuyén tiép cac tin nhan giita chiing. Trong truong hop bi tin cong, nan nhan ctr tin
tuong 13 ho dang truyén théng mot cach truc tiép véi nan nhan kia, trong khi do su
thuc thi cac lung truyén thong lai bi thong qua host ctia ké tan cong. Va két qua 1a cac
host nay khong chi co thé théng dich dir liéu nhay cam ma nd con cb thé giri xen vao
ciing nhu thay d6i ludng dit liéu dé kiém soat sdu hon nhitng nan nhan cia no.

5.3.2 Truyén thong ARP thong thuong;

Giao thic ARP duoc thiét ké dé phuc vu cho nhu cau thong dich cac dia chi gitra
tang thir hai va tangthtr ba trong md hinh OSI. Tang thr hai — Tang lién két dit liéu
(Tiéng anh 1a: Data Link Layer) sir dung dia chi MAC dé cac thiét bi phan cing c6 thé
truyén thong v4i nhau mot cach truc tiép. Tang thir ba — ting mang (Tiéng anh la:
Network Layer), sir dung dia chi IP dé tao cdc mang c6 kha ning mé rong trén toan
cau. Tang lién két dir liéu xir 1y tryc tiép véi cac thiét bi duoc két ndi v6i nhau, con
tang mang xur 1y cac thiét bj dugc két ndi truc tiép va khong truc tiép. Mdi tang c6 co
ché phan dinh dia chi riéng, va chiing phai lam viéc v6i nhau dé tao nén mot mang
truyén théng.
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&

MAC dich: 0:0:0:0:0

ARP Request

&

IP nguon: 10.1.1.2

MAC nguon: 9:8:7:.6:5:4
IP dich: 10.1.1.1

MAC dich: 1:2:3:4:5:6

PCI

ARP Response
Hinh 2.5: Qud trinh truyén théng ARP

Thyc chit trong van dé hoat dong cua ARP dugc tap trung vao hai goi, mot goi
ARP request va mot go1 ARP reply. Muc dich cua request va reply 1a tim ra dia chi
MAC phan ctng c6 lién quan t6i dia chi IP d& cho dé luu lugng co6 thé dén duogc dich
clia né trong mang. Goi request dugc giri dén cac thiét bi trong doan mang, trong khi
gl n6 ndi rang: Toi ¢6 dia chi IP 1a: 10.1.1.1, dia chi MAC la: 1:2:3:4:5:6. Toi can
giri mot vai thir dén ngudi co dia chi IP 1a; 10.1.1.2 nhung t6i khong biét dia chi MAC
nay nam ¢ dau. Néu ai c6 dia chi IP nay thi dap tra kém dia chi IP ctia minh. Pap tra
s& dugc giri di trong gbi ARP reply va cung cap cau tra 101 : Toi 13 ngudi ma ban dang
tim kiém véi dia chi IP 1a 10.1.1.2. Pia chi MAC cua t6i 139 :8 :7 :6 :5 :4. Khi qué
trinh nay hoan tat, thiét bi phat s& cap nhat bang ARP cache ciia n6 va hai thiét bi nay
c6 thé truyén thong voi nhau.

5.3.3 Vigc gid mao Cache :

Viéc gia mao bang ARP chinh 1a lo1 dung viéc khong an toan cta giao thirc ARP.
Khong gidng nhu cac giao thirc khac, chang han nhu DNS (cé thé dugc cau hinh dé
chi chap nhan cic nang cap dong kha an toan), cac thiét bi sir dung giao thirc phan giai
dia chi (ARP) s& chip nhan nang cap bt ci luc ndo. Piéu nay cb nghia ring bat cir
thiét bi ndo c6 thé giri goi ARP reply dén mot may tinh khac va may tinh nay s& cap
nhat vao bang ARP cache cua n6 ngay gia tri méi nay. Viéc gin mot goi ARP reply
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khi khong c6 request nao dugc tao ra dugce goi la viéc giri ARP “vu vo™. Khi cac ARP
reply “vu vo”ndy dén dugc cac may tinh dd giri request, may tinh request ndy s& nghi
rang d6 chinh 1 d6i tuong minh dang tim kiém dé truyén thong, tuy nhién thuc chat

ho lai dang truyén thong véi mot ké tan cong.

Switch Router

S

Snitier

Truyén thing binh thudng

Switch Router

S S

Sniffer
Gin mao ARP cache

Hinh 2.6: Chdn truyén théng bang cdc gid mao ARP Cache

5.3.4 St dung Cain & Abel giad mao ARP Cache :
5.3.4.1 Gidi thiéu vé Cain & Abel :

Cain & Abel la chuong trinh tim mat khau chay trén hé diéu hanh Microsoft. N6
cho phép dé dang tim ra nhiéu loai mat khau béng cach do tim trén mang, pha cac mat
khau di ma hoa bang cac phuong phép Dictionary, Brute-Force and Cryptanalysis, ghi
am cac cudc dam thoai qua duong VolP, gidi ma cac mat khéu d3 dugc bao vé, tim ra
file noi chira mat khau, phat hién mat khau c6 trong bd dém, va phan tich cac giao
thirc dinh tuyén.

Chuong trinh nay khong khai thac nhitng 16 hong chua dugc vé cta bét ky phan

mém nao. NO tap trung vao nhiing khia canh, di€m yéu hién cé trong cac chuan giao
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thirc, cac phuong phap dang nhap va céac ky thuat dém; muc dich chinh ctia cong cu
nay 13 tim ra mat khau va nhitng thong tin can thiét tir nhiéu ngudn, tuy vay, no ciing
str dung nhiéu cong cu "phi chuan" déi v6i ngudi str dung Microsoft Windows.
5.3.4.2 St dyng Cain & Abel gia mao ARP Cache :

Tai Cain & Abel cta Oxid.it tai dia chi : http://www.oxid.it/cain.html

Sau khi cai dat va 1an didu m& Cain & Abel s& théy mot loat cac tab ¢ phia trén
ctra s6. V&i muc dich cta bao cdo, em s& 1am viée trong tab Sniffer. Khi kich vao tab
nay, ban s& thdy mot bang tréng.

Sl RPRER 0 LIS EIQET O 0
[ Decosers [ ¥ wetwon |89 Sntter [ Cracher |88 Traceroste |BB CCDU |4 Wasles |05 Query

1P sdavess [ MAC sddvess | DNl frgepoinr o3t rame BB LB |G VDML WG

| 8 soots [ @ 25w [F Ravmog [T\ Possworss |3 v |

Prttpe/ . cond it

Hinh 2.7 : Tab Sniffer cia Cain & Abel.

Pé dién vao bang nay ban can kich hoat bo Sniffer di kém cua chwong trinh va

quét cac mdy tinh trong mang cua ban. Kich hoat vao biéu tugng dugc danh dau nhu
hinh bén dudi (Biéu tuong giong hinh card mang):

| e

Fle View Corfigure Tooh Hep
s@e kRN +v ¥ LimEmEaONs O £
ter Netwerk | M9 Seviter [.( Cractom ]Q Tracercuts IB [aao) l'-l Hrvbers ];‘. doery
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Mp S pod £

Hinh 2.8 : Luea chon dé quét cdac may tinh trong mang.
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Chay 14n déu, ban s& bj yéu cau chon giao di¢n ma minh mudn Sniffer. Giao dién
can phai duoc két ndi voi mang ma ban s€ thuc hi¢n gia mao ARP Cache cia minh
trén d6. Khi da chon xong giao dién, kich OK dé kich hoat b sniffer di kém cta Cain
& Abel. Tai day, biéu tuong thanh cong cu gidng nhu card mang s& bi nhan xudng.
Néu khong, ban hay thue hién diéu d6. Dé xay dung mot danh sach cdc mdy tinh hién
c6 trong mang ctia ban, hay kich biéu turong giéng nhu ky hiéu (+) trén thanh cong cu
chinh va kich OK.
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Hinh 2.9 : Quét cdc thiét bi trong mang.

Nhiing khung luéi trong rdng lac nay s& duge dién day boi mot danh sach tat ca
cac thiét bi trong mang cua ban, cung véi do 1a dia chi MAC, IP cling nhu cac thong
tin nhan dang cta chung. Pay 14 danh sach ban s& 1am viéc khi thiét 1ap gia mao ARP
Cache.
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Hinh 2.10 : Danh séch cdc thiét bi trong mang
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O phia dudi cua ) chuong trinh, ban s& théy mot loat cac tab dua ban dén cac
ctra sO khac bén dudi tiéu dé Sniffer. Luc ndy ban dd xay dung dugc danh sach cac
thiét bi ctia minh, nhiém vu tiép theo cua ban la lam viéc véi tab APR. Chuyén sang
ctra sO6 APR bang cach kich vao tab do.

Khi & trong cira s6 APR, ban sé& thiy hai bang tréng réng: mdt bén phia trén va
mot phia dudi. Khi thiét 14p ching, bang phia trén sé& hién thi cac thiét bi c6 lién quan

trong gida mao ARP cache va bang bén dudi s& hién thi tat ca truyén thong giira cac

may tinh bi gid mao.
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Hinh 2.11 : Giao dién Tab ARP

Tiép tuc thiét 1ap su gia mao ARP bang cach kich vao biéu twong giéng nhu dau
(+) trén thanh cong cu chudn cta chuong trinh. Cira s6 xuat hién c6 hai cot dit canh
nhau. Phia bén trai, ban sé théy mot danh sach tat ca cac thiét bi ¢ sén trong mang.
Kich dia chi IP ctia mot trong nhing nan nhén, ban sé& thiy cac két qua hién ra trong
ctra sO bén phai 13 danh sach tit ca cac host trong mang, bo qua dia chi IP vira chon.

Trong ctra s6 bén phai, kich vao dia chi IP ctia nan nhan khac va kich OK.
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Hinh 2.12 : Lia chon IP nan nhén dé gia mao ARP Cache.

Céc dia chi IP cua ca hai thiét bi luc nay s& duoc liét ké trong bang phia trén cua
ctra sO tmg dung chinh. Dé hoan tat qua trinh, kich vao ky hiéu btic xa (vang den) trén
thanh cong cu chuan. Diéu d6 sé& kich hoat cc tinh ning gia mao ARP Cache ctia Cain
& Abel va cho phép hé thong phan tich ctia ban trd thanh ngudi nghe 1én tit ca cac
cudt truyén thong gitra hai nan nhan.
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Hinh 2.13 : Qua trinh gia mao ARP Cache.

Néu ban muén thay nhiing gi dang dién ra, hiy cai dat Wireshark va lang nghe tir
giao dién khi ban kich hoat gia mao. Ban sé& thdy luu lugng ARP dén hai thiét bi va
ngay lap tic thdy su truyén thong gita ching. Tai Wireshark tai dia chi:
http://ww.wireshark.org/download.html
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Hinh 2.14: Chén luu liwong ARP.

Khi két thic, hdy kich vao ky hiéu buc xa (vang den) 1an nita dé ngimg hanh
dong gia mao ARP cache.
5.3.5 Bién phap phong chéng :
5.3.5.1 Bao mat LAN:

Gia mao ARP Cache chi 1a mot k¥ thuat tAn cong ma né chi song sot khi cd ging
chan Iuu lugng gitra hai thiét bi trén cung mot LAN. Chi ¢c6 mét 1y do khién cho ban
lo so vé van dé nay la licu thiét bi ndi bd trén mang cua ban c6 bi thoa hi€p, nguoi
dung tin cdy c6 ¥ dinh xau hay khong hoic liéu c6 ai d6 c¢6 thé cam mot thiét bi khong
tin cdy vao mang. Mic du ching ta thuong tip trung toan bo nhiing c¢b gang bao mat
cia minh 1én pham vi mang nhung viéc phong chdng lai nhimg mdi de doa ngay tir
bén trong va viéc c6 mot thai do bado mat bén trong tbt co thé gitp ban loai tror dugc
kha ning tan cong nay.
5.3.5.2 Mé& hoa ARP Cache :

Mot cach co thé bao vé chéng lai vin dé khong an toan von cb trong cac ARP
request va ARP reply 1a thuc hién mot qua trinh  "kém dong" hon. Pay 1a mét tuy
chon vi cac may tinh Windows cho phép ban c6 thé bd sung céc entry tinh vao ARP
cache. Ban c6 thé xem ARP cache ctia may tinh Windows bang cach mé nhac 1énh va

Pham Pinh Hau_Lop CT1002 _Truong Pai hoc Dan lap Hai Phong Trang 22



Nghién ciru va dé xudt giai phdp ngén chdn viéc truy cdp trdi phép vdo cdc hé thong théng tin tin
hoc qua mang Internet

danh vao d6 1énh arp —a.

Hinh 2.15: ARP Cache ciia may tinh.

C6 thé thém cac entry vao danh sach ndy bang cach sir dung lénh arp —s <IP
ADDRESS><MAC ADDRESS>.

Trong cac trudng hop, noi cau hinh mang ciia ban khong may khi thay doi, ban
hoan toan co thé tao mot danh sach cac entry ARP tinh va st dung ching cho céc
client thong qua mot kich ban ty dong. biéu nay s€ bdo dam dugc cac thiét b s& luon
dua vao ARP cache ndi b cua chiing thay vi cac ARP request va ARP reply.
5.3.5.3 Kiém tra luu lugng ARP v&i chuwong trinh cta hing thit ba :

Tuy chon cubi cing cho viéc phong chéng lai hién tuong gia mao ARP Cache 1a
phuong phap phan tng c6 lién quan dén viéc kiém tra luu luong mang ciia cac thiét bi.
Ban c6 thé thuc hién diéu nay voli mot vai hé théng phat hién xam pham (chéng han
nhu Snort) hoac thong qua céc ti¢n ich duoc thiét ké dic biét cho muc dich nay (nhu
XARP).

5.4 bia chi MAC trung lap:
5.4.1Giéi thi¢u:

Pay la phuong phép tin cong bang cach sir dung Sniffing ¢ dia chi MAC cua
client, sau d6 dia chi nay kich hoat phti hop va di dén cong cta Switch.

Bang viéc theo ddi mang, Hacker c6 thé chan va str dung dia chi MAC ctia nguoi
dung hop 1€.

Hacker s& nhan tit ca luu lvong mang danh cho nguoi dung hop 16. K§ thuét nay
hoat dong & cac Access point ciia Wireless, ngay ca khi bd loc dia chi MAC dugc kich
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hoat.
5.4.2 TAn cong kiéu dia chi MAC trung lip:

Hacker theo ddi mang dé iy dia chi MAC ctia nguoi dung hop 16 va sau do sir
dung dia chi MAC nay két hop v6i cong ctia Switch dé tan cong ngudi khac.

Switch chi cho phép truy cap vao mang néu dia chi MAC 1a A:B:C:D:E :F. Loi
dung diém nay Hacker di chan va lay dia chi MAC cuia ngudi dung hop 16 va truy cap

vao mang.

Switch Ngum dung hop 1§

S $

MAC: A:B:C:D:E:F

-

&

Hacker

Hinh 2.16: Tdn céng kiéu dia chi MAC tring lap.

Il. TAN CONG TU CHOI DICH VU:
1. Tén cong tir choi dich vu (DoS):

Tan cong tir chdi dich vu (Tiéng anh 1a: Denial of Service — Viét tit 1a: DoS) 1a
mot cudc tin cong thuc hién ttr mot ngudi hoac mdt nhdm ngudi nao do dén hé théng
muc tiéu. Khi cudc tan cong cong xay ra, trén hé thong bi tan cong, ngudi ding khong
thé truy xuét dit liéu hay thuc hién bat ky mot cong viéc nao.

2. Muc dich tin cong tir chéi dich vu:

Muc dich cta tdn cong tir chéi dich vu 1a khong cho phép Gy quyén truy cap dén
may hodc dir liéu, ngin chin cic ngudi ding hop phép truy cap dich vu cia hé théng.

Khi tin cong, Hacker c6 thé thuc hién cac cong viéc sau:

o CH gang 1am ngap hé thdng, ngan chan viéc trao ddi thong tin gitra cac két nbi
hop I¢.

e Pha v& cac két ni giita hai may, ngan chan céc truy cap dén dich vu

e Ngan chdn cac thiét 1ap dac biét dén dich vu.

e Pha vo hé théng ctia mot nguo1 hoac mdt he¢ théng chi dinh.

3. Anh huéng ciia phwong thirc tin cong:
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Anh huong:
- Mang muc ti€u bi v6 hi¢u hoa.
- V6 hiéu héa viée t6 chirc.
- Anh huong dén uy tin va tai chinh cta t6 chirc bi tin cong.
Phuong thuc:
- Khi cudc tAn cong say ra s&:
. Lam khan hiém, gi6i han va khong thé phuc hoi tai nguyén.
. Anh huéng dén bang thong, bd nhd, khong gian dia, CPU va cau triic dir
lidu.
. Khong thé truy cip dén mdy tinh khac va mang.
- Pha hiy, thay thé cac thong tin cAu hinh.
- Pha hity & muc vat 1y, thay thé cac thanh phan mang.
4. Cé4c loai tan cong tir chéi dich vu:
Tén cong tu chdi dich vu chia lam hai loai tAn cong:
- Tén cong DoS (Denial of Service): Tan cong tir mot c4 thé hay tdp hop cac ca
thé.
- Tan cong DdoS (Distributed Denial of Service): Pay 1 sy tin coéng tir mot
mang may tinh dugc thiét ké dé tan cong téi mot dich cu thé nao do.
4.1 Cac dang tan cong DoS:
Smurf.
Buffer Overflow Attack
Ping of Death
Teardrop
SYN Attack
4.1.1Smurf:
Nguoi tin cong tao ra mot khdi luong 16n cac giao tiép ICMP (Internetwork

Control Message Protocol) dén dai chi mang broadcast thiét 1ap dia chi IP gia r6i dong
loat giri dén host ctia nan nhén.

May tinh nan nhat mat thoi gian hoi dap lai cac thong diép ICMP gia mao, dan
dén tinh trang qua4 tai.

Khi hoi dap s lugng 16n cac ICMP dan dén tinh trang ngp tran mang va két noi
khong thé thyc hién dugc nira.
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Ha

Hinh 2.17: Tdn céng theo kiéu Smurf.

4.1.2 Tén cong tran bo dém - Buffer Overflow Attack:

T4n cong tran bd dém xuat hién bét ky lic ndo ma chuong trinh ghi nhing thong
tin vao bo dém lon hon khong gian cho phép ctia bg nhd.

Hacker thuc hién ghi d¢ cac dit liéu vao cac chuong trinh dé chiém quyén diéu
khién va thyuc hién cac doan ma cua Hacker.

Néu gui théng diép email ma sd tap tinh dinh kém 1én dén 256 tap tin thi c6 thé 1a
nguyén nhan dan dén tinh trang tran b dém.
4.1.3Tén cong tran bd dém bang Ping — Ping of Death:

Hacker chu y gtri mot goi dit liéu 1on hon 65536 bytes ma giao thire IP cho phép.

Phan manh goi dir li¢u IP thanh nhitng doan nho hon.

Phan doan c6 thé cho phép thém nhiéu hon 65536 bytes. Hé diéu hanh khéng thé
kiém soat cac goi co kich thude qua 16n nén dan dén tinh trang dong bang, khoi dong
lai hodc hé thdng bi pha hity.

Rét khé c6 thé nhan dang Hacker khi ho gtri dit liéu vi dia chi cia ho da nguy
trang.
4.1.4Tén cong Teardrop:

Khi mét dia chi IP nao d6 yéu cau mot géi dit liéu nhung goi ndy qua 16n dé giri
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dén router ké tiép, hé thong s& phan chia goi ndy thanh cac doan nho hon. Loi dung
diém nay, Hacker chén cac dia chi vao trong nhitng manh nho. Pia chi IP ctia Hacker
thuong nam trong nhiing offset kho hiéu.

Heé diéu hanh khong c6 kha nang nhan nhimg gbi tin khong thich hop, vi vy hé
thong bi treo.
4.1.5T4n cong SYN — SYN Attack:

Hacker giri thém TCP SYN yéu cau server ctia nan nhéan xir 1y.

Pay la kiéu tan cong Exploit theo Three — Way handshake (Ba cai bét tay). N6 six
dung mot tap cac goi TCP SYN 16n giri dén hé théng nan nhan véi dia chi IP gia mao
va dan dén viéc tir chéi dich vu trén hé théng ctia nan nhan.

Loi thé ciia tAn cong nay 1a khai thac sai 1am trong hau hét cac host thuc thi TCP
Three — Way handshake.

Khi host B nhan yéu cAu SYN tir host A, nd mé mot phr:?m két ndi va dua vao
hang doi.

Céc host nguy hiém c6 cac Exploits Kich thudc nho nam trong hang doi dé tir d6
n6 gii nhiéu yéu cau dén host khac. Nhung khi nhan hoi dap tir cac host nay, nd
khong tra lai thong bao SYN/ACK.

Hang doi dang lang nghe trén hé thong ctia nan nhéan s& nhanh chéng bi lap day.
Chinh diéu nay da dan dén qué trinh tir chdi dich vu trén hé théng cua nan nhan.

Host A Host B
SYN Thiét 1ap két ndi thong thuong
SYN/ACK_ _ - -1
PR
L . _ACK
L SYN T
SYN " "=~<___ TransyN
LSYN "=~ Tl
SYN "Ts-olTTeel T
S —— SN
e S
-]

Hinh 2.18: Tran SYN.
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4.2 Tan cong DDoS:

Trén Internet, tn cong tir chdi dich vu phan tan (Tiéng anh 1a: Distributed Denial
of Service — Viét tat 1a: DDoS) 1a cudc tin cong ctia nhiéu hé thong dén mot muc tiéu.
Diéu d6 1am cho hé théng clia nan nhan bi quatai va dan dén tinh trang tran hé théng,

cac nguoi dung hop phap khong thé truy cap tai nguyén va dich vu bi tir chéi.

R
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Zombies

Hinh 2.19: Tén c¢éng DDOS.

4.2.1 Mang BOT NET:
4.2.1.1 Y nghia cia mang BOT:

- Khi str dung mét cong cu tan cong DoS téi mot may chu doi khi khong gay anh
hudng gi cho may chu.

Vi du:

e Gia sir ban sir dung cong cu (Tiéng anh la: Tool) Ping of Death t&i mot
may chu, trong d6 may chii két ndi véi mang téc d6 100Mbps ban két ndi téi méay chu
tdc 6 3Mbps =>Tan cong clia ban khong c6 ¥ nghia gi.

e Nhung ban hiy tudng tuong c6 1000 ngudi nhu ban cing mét luc tin
cong vao may chu kia khi d6 toan bo bing thong cua 1000 ngudi cong lai t6i da dat
3Gbps va tde d6 két ndi ctia may chi 1a 100 Mbps => Két qua sé ra sao ?

- Nhung lam cach nao dé c6 1000 may tinh két ndi véi mang ? Chiing ta khong
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thé mua 1000 may tinh két ndi Internet dé tin cong va khong co bat ky ai sir dung cach
nay ca. Nhungké tdn cong cothé xay dung mot mang gdm hang nghin may tinh két
Internet (c6 mang BOT 1én t&i 400.000 may).

- Khi ¢6 trong tay mang BOT ké tin cong str dung nhitng cong cu (Tiéng anh 1a:
Tool) tan cong don gian dé tin céng vao mot hé thdng may tinh. Dya vao nhitng truy
cap hoan toan hop I¢ cua h¢ théng, cung mot luc chung st dung mot dich vu cia may
chu, ban thir tudng twong khi ké tAn cong o trong tay 400.000 may chil va cting mot
ltc ra 1énh cho chung tai mot file trén trang web ctia ban. Va d6 chinh 13 tdn cong tir
chéi dich vu phan tan — DDoS ( Distributed Denial of Servcie).
4.2.1.2 Mang BOT:

- BOT tir viét tit ctia tir RoBOT.

- Internet Relay Chat (IRC) 1a modt dang truyén dit liéu thoi gian thuc trén
Internet. N6 thuong duoc thiét ké sao cho mot ngudi co thé nhin duoc cho mot nhém
va mdi ngudi co thé giao tiép voi nhau voi mot kénh khac nhau dugc goi 1a —
Channels.

- Pau tién BOT két ndi kénh IRC voi IRC Server va doi giao tiép gitta nhiing
ngudi voi nhau.

- Ké tan cong c6 thé diéu khién mang BOT va sir dung mang BOT ciing nhu sir
dung nham mot muc dich nao do.

- Nhiéu mang BOT két ndi véi nhau ngudi ta goi 1a BOTNET.
4.2.1.3 Mang BOT NET:

- Mang Botnet bao gém nhiéu may tinh.

- N6 dugc str dung cho muc dich tan cong DDoS

- M6t mang Botnet nho ¢6 thé chi bao gdbm 1000 may tinh nhung ban thtr tudng
trong moi may tinh nay két ndi toi Internet toc do chi 1a 128Kbps thi mang Botnet niy
d3 c6 kha ning tao bang thong 1a 1000%128 ~ 100Mbps . Pay 1a mot con s6 thé hién
bang thong ma khé mot nha cung cap Hosting ndo c6 thé chia sé cho mdi trang web
ctia minh.
4.2.1.4 Muyc dich st dung mang BOT NET:

- Tén cong Distributed DenialofService — DdoS: Botnet dugc st dung cho tan
céng DDoS.

- Sniffing traffic:Botnet ciing c6 thé sir dung cac géi tin né Sniffer .Sau khi lay
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duogc cac gdi tin nd ¢d gang giai ma goi tin dé 14y duge cac ndi dung cd ¥ nghia nhur
tai khoan ngén hang va nhiéu thong tin c6 gia tri khac ctia ngudi sir dung.

- Keylogging: Véi su tro giup ciia Keylogger rat nhiéu thong tin nhay cam cua
ngudi ding c6 thé sé bi ké tan cong khai thac nhur tai khoan trén ngan hang truc tuyén,
cling nhu nhiéu tai khoan khac.

- Cai dit va lay nhiém chuong trinh doc hai: Botnet co thé sir dung dé tao ra
mang nhirng mang BOT maéi.

- Cai dat nhiing quang cdo Popup: Ty dong bat ra nhiing quang c4do khong mong
mudn voi ngudi sir dung.

- T4n c6ng vao IRC Chat Networks.

- Phishing: Mang Botnet con duoc sir dung dé phishing mail nham l4y cac thong
tin nhay cam cua ngudi dung.
4.2.1.5 Cac budc xay dung mang BotNet:

Céch lay nhiém vao mot may tinh, cach tao ra mot mang Bot va dung mang Bot
nay tan cong vao mot dich nao do6 cua mang Botnet dugc tao ra tir Agobot’s (Pay la
Bot dugc viét bang C++ trén nén tang Cross-platform va mi nguon dugc tim trén
GPL. Agobot c6 kha nang sir dung NTFS Alternate Data Stream - ADS va nhu mot
loai Rootkit nham an céc tién trinh dang chay trén hé thong).

a, Cach 1ay nhiém vao mdy tinh:

Piu tién ké tin cong lra cho nguoi ding chay file "chess.exe", mot Agobot
thuong copy ching vao hé thong va s& thém cac thong sb trong Registry dé dam bao
s& chay cung v&i hé thong khi khai dong. Trong Registry co cac vi tri cho céc ung
dung chay luc khaoi dong tai.

HKLM\Software\Microsoft\Windows\CurrentVersion\Run

HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices
b, Cach lay lan va xay dung tao mang BOTNET:

Sau khi trong hé thong mang c6 mdt may tinh bi nhiém Agobot, n6 s& tu dong
tim kiém cac may tinh khac trong hé thong va 1ay nhiém st dung cac 16 hong trong tai
nguyén duoc chia sé trong hé théng mang.

- Chung thudng cb gang két ndi tdi cac dit liéu chia sé (Tiéng anh 1a: Share) mic
dinh danh cho cac tng dung quan tri (Administrator or Administrative) Vi du nhu: C$,
DS$, E$ va print$ bang cach doan Tén ding nhap (Tiéng anh 13: Usernames) va Mat
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khau (Tiéng anh 1a: Password) dé c6 thé truy cip duoc vao mot hé thong khac va lay
nhiém.

- Agobot c6 thé 1ay lan rat nhanh boi chung c6 kha ning tan dung cac diém yéu
trong h¢ diéu hanh Windows, hay céac tng dung, cac dich vu chay trén h¢ théng.
¢, Két ndi vao IRC:

Bude tiép theo clia Agobot sé tao ra mot IRC-Controlled Backdoor dé m¢ cac
yéu td can thiét, va két ndi toi mang Botnet thong qua IRC-Controll, sau khi két ndi né
s& mo nhitng dich vu can thiét dé khi c6 yéu cau ching s& dugc diéu khién boi ké tan
cong thong qua kénh giao tiép IRC.

d, Piéu khién tan cong tir mang BOT NET:

K¢ tan cong diéu khién cac may trong mang Agobot download nhiing file .exe vé
chay trén may.

Lay toan bo thong tin lién quan va can thiét trén hé thong ma ké tan cong mudn.

Chay nhiing file khac trén hé théng dap ing yéu cau cta ké tan cong.

Chay nhitng chuong trinh DDoS tan céng hé thong khac.

4.2.2 Tan cong DDOS:
4.2.2.1 Mot sb dic diém cta tin cong DDoS:

La cudc tan cong trén pham vi rdng 16n nhém vao cac dich vu trén hé théng cua
nan nhan.

Khi tan cong DDoS xay ra, n6 s& huy dong cac hé thong zombies dong loat cong
kich vao muc tiéu chinh.

Rét kho phat hién ra tAn cong DDoS vi ching huy dong tir nhiéu dia chi IP khac
nhau.

Hacker c6 kha nang huy dong cac tin hi¢u tn cong tur chdi dich vu b'fmg viEc
khai thac cac tai nguyén trén cac Zombies.
4.2.2.2 Khong thé ngimg tan cong DdoS:

Khi cudc tan cong DdoS xay ra, nd sir dung hang ngan hé théng zombies. Hé
thdng nay sé& két ndi qua Internet. Dua vao cac yéu diém trén cac hé thong nay, Hacker
diéu khién noé va cung tin cong dén hé thdng muc tiéu.

Khi cudc tin cong DdoS khai chay, rat kho c6 thé ngung duoc.

Céc g6i dir liéu dén Firewall c6 thé ngan chan, nhung né sé dé dang tran ngép tai

két ndi Internet.
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Néu nhu ngudn IP 13 gia mao, s& khong c6 cach nao dé biét duoc ngudn gbc cua
cudc tin cong. Nguoc lai, ta co thé phat hién ra dau vét néu nguén dia chi IP 1a that.
4.2.2.3 Piéu khién cac tac nhan tan cong:

Hacker diéu khién cac tram (Agents) trén hé théng ciia nan nhan cing tan cong
dén hé théng muc tiéu.

Hacker Hacker
L 4 v v ‘L ¥
o A Al e A A A
> I I I ¢ v
v v \ 4 Tdc nhan ¥ ¥ ~ .
> A A A ..... A A A A
Cac nan nhan
bi diéu khién Server

Hinh 2.20: Piéu khién cdc tic nhan tan cong

Ngoai viéc tin cong DDoS dya vao md hinh Agent, Hacker con tin cong vao hé
thong muc tiéu bang mo hinh IRC.
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Hacker Hacker

IRC Network

Server

Hinh 2.21: Tdn céng DDoS dwa trén nén ting IRC

4.2.2.4 Phan loai tn cong DDOS:

Tan cong DDoS

A 4 A\ 4

Triét tiéu bang thong Khai théc tai nguyén

A 4 A 4 A 4 A\ 4
Tran hé thong Tan cong khuéch dai Exploits Packets
\ﬁ, |

4

A 4 A 4 A 4 A 4 A 4 A 4

TCP UDP ICMP Smurf | | Fragile TCP/SYN PUSH/ACK

Hinh 1.22: Cdc logi tdn céng DD0S

4.2.2.5 Tan cong tir chdi dich vu phan xa nhiéu ving:
Tan cong tir chéi dich vu phan xa nhiéu ving — Distributed Reflection Denial of
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Services (DRDoS).
a. G101 thiéu:

"Vao luc 2 gid sang ngay 11 - 1 - 2002, Trang web GRC.COM da bi danh tung
khoi Internet bang mot kiéu tin cong tir chdi dich vu méi. Piéu kinh ngac chinh 1a
ngudn tdn céng dugc bat dau bang nhitng duong chinh cia Internet, bao gdm
Yahoo.com va ca nhing IP "gary7.nsa.gov". Chiing toi d bi tin cong boi hang tram
server manh nhit ctia internet ...

Vao thoi diém ching t6i tim ra cach dé ngin chin cudc tan cong nay va quay lai
Internet, 1 072 519 399 packet bj chin dimg trude khi cudc tin cong bi dimg ..."

Pay chinh la nhiing thong tin dugc Steve Gibson md ta trong bai bao vé DRDoS
ma ong da gap ngay 11-1-2002.

b. DRDOS - Thé hé tiép theo ctia DDOS:

Phuong phap SYN attack truyén thong ciua DoS, phuong phap nay dua trén budc
thir nhat dé mo két ndi ctia TCP dé tao cac "open half" két ndi lam Server bi dn mon
hét tai nguyén. Cac SYN packet duoc g truc tiép dén Server sau khi dd gia mao IP
ngudn. IP gia mao s& 1a mot IP khong co that trén Internet dé cho Server khong thé
nao hoan thanh dugc két ndi.

Ta co Server A va Victim, gia sir ta giri mot SYN packet dén Server A trong d6
IP ngudn di bj gia mao thanh IP cta Victim. Server A s& md motkét ndi va gui
SYN/ACK packet cho Victim vi nghi rang Victim muén mé két ndi voi minh. Va day
chinh 1a khai niém cua Reflection (Phan xa).

DRDoS ¢6 thé dugc mo ta nhu sau:
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Hinh 2.22: Tan céng DRDOS.

Hacker s& diéu khién Spoof SYN generator, giri SYN packet dén tat ca cac TCP
Server 16n, lic nay cac TCP Server ndy vo tinh thanh Zombie cho Hacker dé cuing tin
cong Victim va 1am nghén duong truyén cua Victim.

5. Phuong phap phong chong tan cong DDoS:
5.1 Phong ngira cac diém yéu ctia tmg dung (Application Vulnerabilities):

Céc diém yéu trong tang tmg dung co thé bi khai thac gay 16i tran bd dém dan
dén dich vu bi cham dat. Ldi chu yéu duoc tim thay trén cac tmg dung mang ndi bd
cia Windows, trén cac chuong trinh webserver, DNS, hay SQL database. Cap nhat
ban v& (Tiéng anh la: Patching) 1a mot trong nhiing yéu cau quan trong cho viéc phong
ngua. Trong thot gian chua thé cap nhat toan by mang, hé théng phéai dugc bao vé
bang ban va ao (Tiéng anh 1a: Virtual Patch). Ngoai ra, hé thong can dic biét xem xét
nhiing yéu cau trao d6i ndi dung giita client va server, nham tranh cho server chiu tin
cong qua cac thanh phan gian tiép (Vi du SQL Injection).

5.2 Phong ngira viéc tuyén md zombie:

Zombie 1a cac d6i tuong duoc 191 dung trd thanh thanh phﬁn phat sinh tn cong.

Mot s6 trudong hop dién hinh nhu théng qua rootkit, hay cac thanh phan hoat dong
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dinh kém trong mail, hodc trang web, Vi du nhu sit dung céc file jpeg khai thac 1i ctia
phﬁn mém xir Iy anh, cac doan ma dinh kém theo file flash, hodc trojan cai dat theo
phishing, hay thong qua viéc 13y lan worm (Netsky, MyDoom, Sophos). Dé phong
chéng, hé thdng mang can c6 nhimg coéng cu theo ddi va loc bo ndi dung (Tiéng anh
la: Content Filtering) nhdm ngn ngtra viéc tuyén mo zombie ctia hacker.

5.3 Ngin ngira kénh phét dong tin cong sir dung cong cu:

C6 rat nhidu cac cong cu ty dong tin cong DoS, chu yéu 13 tin cong phan tan
DDoS nhu TEN, TEN2000 (Tribe Flood Network) tin cong dua trén nguyén ly Smurf,
UDP, SYN, hay ICMP; Trinoo cho UDP flood; Stacheldraht cho TCP ACK, TCP
NULL, HAVOC, DNS flood, hoic tran ngap TCP véi packets headers ngau nhién.
Céc cong cu nay c6 dic diém can phai ¢ cac kénh phat dong dé zombie thyc hién tin
cong t6i mot dich cu thé. Hé thong can phai ¢ su giam sat va ngin ngira cac kénh
phat dong do.

5.4 Ngin chin tan cong trén bang thong;

Khi mét cudc tin cong DDoS dugc phat dong, n6 thuong dugc phat hién dua
trén su thay doi dang ké trong thanh phan cta luu lugng hé théng mang. Vi du mot hé
thong mang dién hinh c6 thé c6 80% TCP va 20% UDP va ICMP. Thong ké nay néu
co thay ddi rd rét ¢6 thé 1a diu hiéu cta mot cude tan cong. Slammer worm s€ lam
tang luu lugng UDP, trong khi Welchi worm s€ tao ra ICMP flood. Viéc phan tan luu
luong gy ra boi cac worm d6 gy tac hai 1én router, firewall, hodc co s ha ting
mang. Hé théng can c6 nhimg cong cu giam sat va diéu phdi bang théng nham giam
thiéu tac hai cia tAn cong dang nay.

5.5 Ngin chan tan cong qua SYN:

SYN flood 1a mot trong nhiing tan cong ¢ nhit con ton tai duge dén hién tai, du
tac hai ctia né khong giam. Diém cin ban dé phong nglra viéc tn cong nay l1a kha
nang kiém soat duoc so luong yéu cau SYN-ACK t6i hé thong mang.

5.6 Phat hién va ngan chan tan cong téi han s6 két ndi:

Ban than céc server ¢ mot s6 luong téi han dap tmg cac két ndi téi nd. Ngay ban
than firewall, cac két ndi luon dugc gin lién véi bang trang thai ¢ gidi han dung
luong. Pa phan cac cudc tin cong déu sinh s lwong két ndi 4o thong qua viée gia
mao. Dé phong ngira tin céng dang niy, hé thong can phan tich va chong dugc

spoofing. Gidi han s6 luong két ndi tir mot ngudn cu thé téi server (Quota).
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5.7 Phat hién va ngan chan tn cong té1 han tde do thiét 1ap két ndi:

Mot trong nhitng diém céc server thuong bi loi dung 13 kha ning cac bo dém gidi
han gianh cho tc do thiét 1ap két ndi, ddn dén qua tai khi phai chiu sy thay d6i dot
ngot vé sd luong sinh két ndi. O day viée ap dung bo loc dé gidi han sb luong két ndi
trung binh rat quan trong. Mot bd loc s& xac dinh ngudng téc do két ndi cho timg ddi
turong mang. Thong thudng, viéc ndy duoc bang sd luong két ndi trong thoi gian nhit
dinh dé cho phép su dao dong trong luu luong.

Céc phan tich ¢ trén dugc dua trén nhiing ngﬁm dinh co ban trong viéc bdo vé hé
thong sau day:

1. Céc thiét bi bao vé can duoc dit trén luéng thong tin va thuc hién truc tiép viéc
ngin nglra. Dicu ndy xuat phat tir Iy do cho téc dd ciia mot cude tan cong (Vi du
khoang 10.000 dang ky thanh vién trén 1s hudng to1 1 server, hodc phat tan worm vai
tbc d6 200ms trén hé théng mang Ethernet 100M). V&i tbc d6 nhu vay, cach thuc
phong ngtra dang phat hién — thong bao ngin chan (Host Shun va TCP Reset) khong
con phu hop.

2. Céc cudc tan cong tir chdi dich vu cht yéu nhidm toi kha nang xir 1y cua hé
thdng mang ma dau tién 1a cac thiét bi an ninh thong tin. Nang luc xtr 1y ctia IPS hodc
cac thanh phan content filtering 13 mot trong nhimg diém can cha ¥, dic biét ¢ su on
dinh trong viéc xtr Iy dong thoi cac loai luu lwong hdn tap voi kich thude goi tin thay
doi.

3. Cac cudc tan cong ludn duogc tich hop véi sy tong hop cac phuong thic khac
nhau. Chinh vi vdy, tdm quan trong cua viéc phong ngira nhitng dau hiéu lay nhiém

don gian 1a budce dau tién dé ngan chin nhitng cudc tan cong tir choi dich vu.

111.SOCIAL ENGINEERING:

Khong c6 mot giai phap bao mat hoan chinh nao c6 thé bao dam an toan cho
nhiing 16 héng do chinh ban than con ngudi gy ra. Nham vao nhuoc diém do, k¥
thuat lira dao (Tiéng anh 13: Social Engineering) ra doi nham khai thac triét dé nhiing
yéu diém tir chinh ban than con ngudi.

1. Tim hiéu vé Social Engineering:
Social Engineering 1a mot phuong phép tan cong vao cac muc nhu: Qua trinh ty

quyén, tuong ltra, mang riéng 4o, phan mém theo ddi man hinh.
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C6 mét sd cach va thu thuat léy nhitng thong tin nhay cam nhu: Dya vao su tin
nhiém trong cong viéc cua cdng ty, su so hii clia nhan vién va yéu cau tro giup.

Social Engineering c6 thé ldy cac thong tin nhu: Cac thong tin nhay cam, uy
quyén, truy cap, ...

2. Pic diém ciia Social Engineering:

Nguoi ta thuong c6 nhitng diém yéu trong cac chudi bao mat. Vi vay, mudn
phong thi tét thi doanh nghiép hay t6 chirc phai c6 chinh sach dao tao nhan vién hop
ly.

Social Engineering 1a mot trong nhing hinh thirc tin cong kho khin nhat vi nd
khong phu thudc nhét dinh vao phan ctmg hay phan mém.

3. Rebecca va Jessica:

Hacker st dung tir “Rebecca” va “Jessica” biéu thi cho k¥ thuat tan cong Social
Engineering. Hai tir ndy c6 nghia 1a nan nhan ¢ muc tiéu ma Hacker c6 thé d& dang
thuc hién Social Engineering, vi du nhu nguoi tiép tan cua cong ty.

M&i cong ty thuong c6 mot ngudi tiép tan, ddi voi nhitng nguoi nay, Hacker
thudng goi dién hoic tiép xuc truc tiép tim hiéu mot sé thong tin tho vé muc tiéu.

Vidu:

Mot Hacker khi mudn tim hiéu cac thong tin vé ngan hang, anh ta s& goi dién cho
c6 Rebecca (Tiép tan hodc nhan vién tong dai) tim hiéu mot s6 thong tin so bd vé ngan
hang ma anh ta chuén bi thAm nhap.

Hacker ciing ¢ thé gia dang 1a mot khach hang truc tiép dén ngan hang gip
Jessica tim hiéu vé mot s6 chinh sach cta ngén hang.

4. Nhan vién van phong:

Bét chdp muc tiéu c6 tuong lira, hé théng phat hién xam nhap hay hé théng
chdng Antivirus tt, Hacker van co thé tim cach danh vao 16 héng bao mat.

Mot cong ty ctia ban thiéu nhitng dong lyc hay nhiing chinh sach t6t thuc day su
cbng hién va phuong phap lam viéc ctia nhan vién, thi ho rat c6 thé 1a myc tiéu tot dé
Hacker khai thac thong tin.

Péi voi nhan vién van phong, Hacker ¢ thé dung k¥ thuat Social Engineering
léy cac thong tin nhu: Cac chinh sach bao mat, céac tai li€éu nhay cam, moé hinh cAu trac
ctia mang van phong, cic mat khau.

5. Cac loai Social Engineering:
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5.1. Dua vao ca nhan:

V6i ky thuat nay, Hacker c6 thé 1iy cac thong tin nhay cam théng qua cac mdi
tuong tac bang viéc danh vao cac muc nhu: 1ong tin, ndi so hii va yéu cau tro giup.
5.1.1 Gui thong di€p cho ngudi dung hop 1€:

Véi ki thuat Hacker thuong ldy cac thong tin nhay cam.

Vi du: “Chao chi X, t61 tén 1a Y, nhan vién van phong Z. T61 da quén mat khéu
dang nhap vao hé thong. Chi c6 thé gitp toi 1y lai mat khau khong?”

5.1.2 Gui thong di€p cho nguoi dung quan trong:

Hacker thuong str dung ki thuat nay dé iy cac thong tin quan trong nhu: Danh
sach khach hang, nhiing tai liéu lién quan dén chién lugc ctia congty, ...

Vi du: “Xin chao, t61 1a C, thu ky ctia cong ty X va hién dang 1am viéc trong du
an clia cong ty. Toi da quén mat khau hé thong, ong co thé giup t6i lay lai ching dugc
chu 7
5.1.3 Gui thong diép cho ngudi hd tro ki thuit:

Hacker c6 thé yéu cau nhan vién k¥ thuat cap lai tai khoan va mat khau hé thong
bang cach g thong diép yéu cau.

Vi du: “Thua 6ng A, giam doc ki thuat cong ty B. Téi qua hé thong cta chung ta
bi treo, by gior chiing ta hiy kiém tra lai xem dit liéu c6 bi mat khong? Nhan tién, xin
ong vui 1ong cap lai tai khoan va mat khau cho t6i.”

5.1.4 Nghe lén cudc dam thoai:

Nghe 1én cudc dam thoai cling 1a mdt trong nhiing k¥ nang quan trong cua ky
thuat Social Engineering. Cach ndy dugc Hacker dénh rat cao.

K¥ thuat dugc ap dung trong muc nay: Dat cac thiét bi nghe trdm tai noi c6 cudc
dam thoai, ra theo song cua dbi phuong, dat camera theo doi hoat dong cua dbi
phuong hodc héa trang thanh mot nhan vién phuc vu nghe Ién.

5.1.5 Nhin [én tir phia sau:

Nhin [én phia sau lung cling 1a mét cach cua ky thuat Social Engineering. Khi c6
diéu kién vao trong phong 1am viéc cua cong ty ndo d6, Hacker ap dung ca k§ thuat
nay dé theo doi tai khoan va mat khau dang nhap hé thong.

Céch nhin 1én nay khong c6 nghia 13 ta chi quan sat bang mét thudng ma con ap
dung ca yéu t6 k¥ thuat nita. Hacker thuong gin ca camera 1én nhiing vi tri thuan tién

va kin d4o trén nguoi dé tién theo ddi qua trinh diing nhap ctia nhan vién. Camera ghi
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lai va phan tich nhitng thong tin trong nhiing diéu kién phu hop.

Nhimg thong tin theo ddi bang cach nay c6 thé 1a: tai khoan va mat khau hé
théng, mét khau ngan hang, mat khéu co s¢ dit lidu.
5.1.6 Tim thong tin tir rac van phong:

Thu thap thong tin tir rac vin phong ciing 1 mot cach tot. Vi cach nay, Hacker
c6 thé tim cac loai thong tin nhu: Céc tai li¢u trong thung réc, rac in an, céc tai liéu van
phong bi bo di, ...

Thong tin thu thap co thé 1a: Hoa don dién thoai, thong tin lién hé, thong tin tai
chinh, nhiing thong tin lién quan dén diéu hanh, ...

Pé thu thap thong tin nay, Hacker thuong héa trang thanh ngudi don vé sinh
trong cong ty. Anh ta thu thap tat ca tai liéu lién quan dén cong ty trong nhiing rac bo
di.

5.1.7 Thu thap thongtin:

O mbi nguoi: Nhin chung, voi mdi nguoi & cong ty muc tiéu, Hacker c6 thé thu
thap cac thong tin nhu: Céc k¥ thuat hién hanh, thong tin lién hé, ...

Uy quyén cho nguoi thir ba: Hoi nhitng nguoi ¢6 vi tri quan trong trong to chirc
muc tiéu dé thu thap dir lidu.

Vi du:"Thua ba X! Hém qua, Ong Y giam dc tai chinh cta cong ty minh héi toi
vé bao cao kiém toan thang nay ctia cong ty. Vay trong hom nay, ba vui 1ong cung cap
nhiing bao cdo nay cho to1 nhé!”.

5.2 Dua vao may tinh:
5.2.1 Pop-up cua Windows:

Pop-up ctia Windows 1a nhitng hop thoai quang cdo xuét hién dot ngot khi ngudi
dung duyét website hodc truy cap Internet. Nhitng hop thoai nay yéu cau ngudi dung
dang nhap hoac dang ky tai khoan trén website nao do.

5.2.2 Hoaxes va Chain letters:

Hoaxes letters: 1a cac emails dua ra cac thong bio dén nguoi ding mot loai
Virus, Trojan hodc Worm méi c6 thé 1am t6n hai dén hé théng ngudi dung.

Chain letters: 1a cac emails chira thong di€ép moi ngudi diung nhan cac qua tang
mién phi nhu: Tién, phan mém véi diéu kién 1 nguoi ding phai hdi dap lai cac dia chi
emails va dién dﬁy du cac thong tin ca nhan ctia ho theo khuén mau dinh san.

5.2.3 Thong diép chat:
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Lay thong tin ngudi dung bang cach Chat truc tiép v6i ho, nhitng thong tin thu
thap co thé 1a: Ngay thang nam sinh, tén tht, ...

Dir liéu c6 thé dung cho viéc bé khoa tai khoan ctia ngudi ding.

5.2.4 Thu rac:

Nhimg emails giri di ma khong can quyén wu tién, muc nay chu yéu 1a danh cho
quang cao thuong mai.

Thong tin thu thap tir nhimg email giri di ndy bao gdm: Cac thong tin tai chinh,
thong tin mang, ...

5.2.5 Phishing:

La nhiig email khong hop 18 tir cac trang hop 1¢. Chung xuat hién, yéu cau
ngudi dung cung cap cac thong tin vé tai khoan hop 18 vé tai khoan cia ho.

Phishing c6 thé str dung cac moi nhir nhur:

- Kiém tra lai tai khoan cua ban.

- Cap nhat lai cac thong tin ca nhan.

- Tai khoan cta ban c6 thé bi khéa hoic ngung hoat dong, ...

Pé han ché va ngin chan Phishing, ban c6 thé sir dung ca cong cu tich hop c6 san
vao trinh duygét.

5.3 Tén cong bang tay trong:

Néu ap dung cac hinh thtrc khai thac khong duoc, ké tn cong cod thé loi dung co
ché tuyén dung ctia muc tiéu dé cai nguoi cua ho vao h¢ théng muc tiéu. Nguoi ma
Hacker giri vao 1a nhitng ngudi gioi va c6 thé vuot qua cic cudc phong van mot cach
dé dang. Khi d3 an toan trong hé théng muc tiéu, Hacker thuc hi¢n khai thac thong tin
mat ctia d6i phuong va giri ra ngoai.

Nhimg cudc tan cong tir phia trong hé thong (Bén trong tudng ltra) muic do thanh
cong 1a 60%. Cac cudc tan cong nay rat d& thuc hién va rat kho ngan chin. Hau nhu
rat kho phat hién ra ké tan cong.

5.4 Ngin chin tin cong tay trong:

Khong c6 giai phap don gian nao ¢ thé ngan chin cic mdi hiém hoa tir bén
trong hé théng. Sau day 1a mot sd giai phap tinh hudng c6 thé han ché tan cong tir bén
trong:

- Phan chia nhi¢m vu riéng va 10 rang cho tirmg nguoi.

- Thay d6i nhiém vu ctia nhan vién theo ky.
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- Cép dic quyén tdi thiéu.

- Diéu khién truy cap.

- Theo ddi va kiém tra thong tin trong file log.

- C6 céc chinh sach hap dan.

- C6 céc chinh sach luu trir dit liéu hop ly.
6. Muc tiéu tiép can ciia Social Engineering:

- Nguoi tiép tan.

- Nguoi hd trg nhan sy.

- Céc chi nhanh cua t6 chirc muc tiéu.

- Nguoi dung va quan tri vién hé thong.
7. Cac nhan t6 din dén tin cong:

- Thiéu nhan thirc vé bao mat va cac thong tin bdo mat.

- C4 nhan héa cic cac don vi to chire.

- Thiéu céc chinh sach bao mat thich hop.

- D@ dang truy cép céc dia chi email va sb dién thoai.
8. Tai sao Social Engineering c6 thé dé thwc hién ?

- Céc chinh sach bao mat manh nhung van con nhitng diém yéu dé 1a: Con
ngudi 1a nhan t6 dé bi anh hudng nhat.

- Rat kho phat hién ra k¥ thuat Social Engineering.

- Khéng c6 phuong phap phong chdng hiéu qua.

- Khéng c6 phan mém hay phan ctng phat hién k¥ thuat Social Engineering.
9. Cac dau hiéu nhan dang Hacker:

Mot Hacker c6 nhitng biéu hién sau:

C6 nhiing yéu cau khac thuong.

Yeéu cau uy quyen.

C6 biéu hién voi va.

Khong thuong xuyén khen hodc ca ngoi mot ai d6 trong 6 chirc.

Biéu hién boi roi khi bi tham van.

Pe doa d6i phuong néu khéng cung cap thong tin.

10. Cac giai doan cua Social Engineering:
10.1.Nghién ctlru cong ty muc ti€u:

Pé nghién ctru cong ty muc tiéu, Hacker thuong dua vao cac thong tin thu thap
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nhu: Tai li€u rac, website, nhan vién hay trong qua trinh tham quan cong ty.
10.2.Chon lya nan nhan:

Trong Social Engineering , Hacker s& chon nan nhan 1a nhiing nhan vién rat “nhe
da ca tin”, tir nhitg nhan vién nay anh ta s& thu thap rat nhiéu thong tin.
10.3.Phat trién mbi quan hé:

Khi da chon lya nan nhan thich hop dé khai thac thong tin, Hacker s& phat trién
mdi quan hé nay ngay mot tot dep hon dé Social Engineering 1au dai.
10.4.T4n dung cac mdi quan hé:

Khi mbi quan hé da dat té1 muc t6t dep, Hacker s€ tan dung cac mbi quan hé tdt
dep nay dé khai thac cac thong tin nhur:

- Nhing thong tin vé tai khoan ngudi dung.

- Khai thac cac bao cao tai chinh.

- Khai thac cac thong tin k¥ thudt ctia muc tiéu.

11. Tham nhép vao diém yéu trong giao tiép:

Duya vao nhiing yéu diém trong giao tiép, Hacker thuc hi¢n cac hoat dong dya
vao tam ly ca nhan.
11.1. Sy tin nhiém:

Bang mot hinh thirc nao d6, Hacker tham nhap vao cong ty dbi thu qua con
duong tuyén dung. Lic nay, Hacker phat trién mbi quan hé va dan lay dugc su tin
nhiém ctia giam déc va long tin cta nhan vién. Hacker s& thuc hién tdn cong tir bén
trong qua cac mdi quan hé nay dé khai thac thong tin.

11.2. Su ngay ngo:

Nhimg nguoi khong c6 nhiéu hiéu biét vé bao mat va khong canh giac trong
trong giao tiép luén 13 muc tiéu ctia Social Engineering. Tir diém yéu nay, Hacker c6
thé d& dang tham nhap muc ticu.

11.3. Su s¢ hai cia nhan vién:

Khi 4p dung nhiéu phuong phap ma khong khai thac duoc cac thong tin can thiét,
Hacker s& thyc hién giai phap cudi cing d6 1a de doa. Pe doa chia 1am hai loai:

- Pe doa bao lyc: Pay 1a phuong phap ding bao luc dé ép 1iy thong tin. Phuong
phap nay rat hiém khi sir dung trong k¥ thuat Social Engineering vi n6 sé dé lai déu
vét va rat c6 thé sé nhanh chong bi phat hién.

- Dya vao thai d§ ciia nhan vién: Can ctr vao nhitng diém yéu trong tam ly ctia
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nhan vién, Hacker c6 thé khai thic cac thong tin. Diéu nay c6 nghia la: Hacker phat
hién thdy nhan vién hay déng nghiép cua minh thudng hay so diéu gi nhat, tir 46 anh
ta tién hanh de doa. Hodc Hacker phat hién théy nhan vién c¢6 hanh dong md am trong
cong viéc, diéu nay anh ta thuc hién de doa dé khai thac thong tin.

11.4. Sy tham lam:

Pay 13 yéu td co ban nhét cua con ngudi. Dya vao yéu diém nay, Hacker c6 thé
dua ra nhitng mdi nhir hip dan nhu: Tién, sy thing tién, qua ting, ... dé khai thac
thong tin.

11.5. Trach nhiém trong cong viéc:

Khi da chiém duoc sy tin nhiém cta giam dbe, lac nay, muc ti€u s€ bi tham nhap
dé dang hon. Vi tir dy, cin cit vao nhiing yéu cau trong cong viéc, anh ta ¢ thé hoi
nhiing thong tin can thiét phuc vu cho céng viéc cta anh ta trong cong ty nay.

12. Céc phwong phap doi pho:
12.1. Pao tao nhan vién:

Pé han ché nhiing cudc thim nhap kiéu Social Engineering, cong ty clia ban phai
¢6 chinh sach dao tao nhan vién tot, gitp nhan vién nhan ra cac phuong phap tan cong
cua Hacker theo phuong phap nay.

12.2. Chinh sach mat khau:

Pé han ché cac cudc tham nhap h¢ théng, nhan vién quan tri bdo mat phai cAu
hinh nhiing chinh sach bao mat mat khau thich hop nhu:

- Thudng xuyén thay doi mat khau.

- V06 hi¢u hoéa tai khoan Guest.

- Khoa tai khoan sau bao nhiéu 1an (S6 1an ding nhap) ding nhap khong thanh
cong.

- Do dai va do phirc tap ctia mat khau.

12.3. Puong 16i lanh dao:

Céc thong tin nhay cam phai dugc bao mat. Néu nhiing thong tin ndy mang ra str
dung thi phai dugc ty quyén truy cap.

12.4. Cac chinh sach bao mat & muc vat ly:

C6 dau hiéu nhan dién nhan vién nhu: phat hanh ID Card (Thé nhan di¢n nhan
vién), dong phuc, ...

Theo ddi va quéan 1y khach viéng tham.
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Tao ra nhitng khu vuc riéng biét han ché nguo1 vao.

Huy tai liéu bang nhimg phuwong phap bao mat khi khong con dung dén nita.

C6 chinh sach bao mat nhan su.
12.5. Phén loai thong tin:

Thong tin tuyét mat: Day 1a nhiing loai thong tin chi danh cho nhiing nguoi c6
trach nhiém cao nhat méi duoc xem va quan ly.

Thong tin ndi bo: Nhiing thong tin chi duge sir dung & mdi truong ndi by cong
ty.

Thong tin cong dong: Pay 1a nhitng loai thong tin c6 thé tuy ¥ st dung.
12.6. Pic quyén truy cap:

Tai khoan Administrator, User va Guest phai 0y quyén truy cip ding dan.

Tao ra cac chinh sach truy cap tai nguyén hop 1é va cip dic quyeén tbi thiéu cho
nhiing loai tai nguyén trén.
12.7. Kiém tra nhan vién:

Pit ra cac chinh sach giam sat nhan vién mot cach chat ché, thuong xuyén kiém

tra theo ddi va phat hién kip thoi nhitng thAm nhap bat hop phap.
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CHUONG |11: PHUONG PHAP PHAT HIEN XAM NHAP

Pé mot hé théng clia cong ty néi chung va may tinh ciia ban ndi riéng duoc an
toan trong moi tinh hudng thi ngoai viéc chon cho may tinh mdt chwong trinh diét
Virus di manh, mét tuong Itra hi€u qua thi ban can hai c6 mot chuong trinh gitp kiém
tra va phat hién xaAm nhap — Intrusion Detect System (Viét tat la: IDS).

I. TIM HIEU VE MOQT SO HE THONG IDS:
1. Giéi thi¢u:

Céc Hacker ludn tim nhitng mang may tinh c6 kha ning thoa hiép dé phat hién
nhiing 16 hong ma Hacker tim duoc.

Lura chon va diéu chinh céc thiét 1ap pht hop trong mang may tinh ctia ban c6 thé
dé dang ngan chin cac truy cap cta Hacker.

IDS, Firewall va Honeypot 1a cac k¥ thuat quan trong c6 thé gitip ngan chan hiéu
qua thAm nhap cua Hacker tir nhitng mang thoa hi¢p.

2. Mot so thuat ngir:

Intrusion Detect System (IDS): Pay 1a hé thong phat hién xAm nhap. Chiic ning
chinh cta no 1a kiém tra tat ca cac hoat dong clia mang: vao va ra, xac dinh nhimg
mau dang nghi ngd, tir d6 chi ra mdt cude tan cong co thé xay ra tir hé thong thoa hiép.

Firewall: La mot chuong trinh phan mém hodc mot thiét bi phan ctng c6 kha
nang bao v¢ tai nguyén ciia mang riéng tir nguodi dung hodc tir nhitng mang khac.

Honeypot: La mot hé théng tai nguyén thong tin duoc xy dung véi muc dich gia
dang, danh Itra nhitng nguoi stt dung va ké xam nhap khong hop phap, thu hut sy cha
¥ cta chung, ngin khong cho ching tiép xtc voi hé thdng that. Honeypot c6 thé gia
dang bét ctr loai may chi nao nhu: Mail Server, Domain Name Server, Web Server,
.... Honeypot s& truc tiép tuong tac véi tin tic va tim cach khai thac théng tin vé tin
tic nhu hinh thic tAn cong, cong cu tin cong hay cach thuc tién hanh.

Il. HE THONG PHAT HIEN XAM NHAP IDS:
1. Gi6i thiéu vé IDS:

IDS 12 mot hé théng giam sat luu thong mang dé tir d6 tim ra cac hoat dong kha

nghi va dua ra canh bao cho hé thong va ngudi quan tri. Ngoai ra, IDS ciing dam nhan
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viéc phan tng lai cac luu théng bat thuong hay co hai bang cac hanh dong di duoc
thiét 1ap tir trudc.

IDS con c6 thé phan biét giita nhitng tin cong tir bén trong (tir nhitng ngudi trong
cong ty) hay tin cong tir bén ngoai (tir cac Hacker). IDS phat hién dua trén cac dau
hiéu dic biét vé cac nguy co da biét (giéng nhu cic phan mém diét virus dya vao cac
dau hiéu dic biét dé phat hién va diét virus) hay dua trén so sanh luu thong mang hi¢n
tai v6i baseline (Thong s chuan dugc thiét 1ap sin trong hé thong) dé tim ra cac ddu
hiéu bat thuong. Cac IDS thuong cho phép nguoi quan tri tw dinh nghia cac dau hiéu
mau (Cac luat) cho viéc phat hién xam nhép, tan cong. Ngoai ra, mot phuong phap
dang duoc tap trung nghién ctru 14 phat hién dua trén mo hinh, dé lam cho IDS ¢6 kha
nang tu hoc va suy luan thong minh khi c6 céc tan cong moi.

2. Chirc nang cia IDS:
2.1. Chuc nang chinh:

Chtic nang chinh va quan trong nhét ctia mot hé théng IDS 1a giam sat, canh bao
va bao vé.

- Giam sat: Gidm sat cac luu lugng mang, cac hanh dong bat thuong va cac hoat
dong kha nghi.

- Canh bao: Khi da biét cac hoat dong bat thudng ctiia mot (hodc mot nhom) truy
cap nao do, IDS s& dua ra canh bao cho hé théng va ngudi quan tri.

- Bao vé&: Dung nhimg thiét 1ap mic dinh va nhimg cau hinh tir ngudi quan tri dé
c6 nhitng hanh dong chéng lai ké xam nhap va pha hoai.

2.2. Churc nang mo rong:

Phan biét tin cong tir bén trong va bén ngoai: Py 1a chic ning rat hay cta IDS,
n6 c6 thé phan biét duoc dau 1a nhimg truy cap hop 1¢ (Khong hop 18) tir bén trong va
dau 14 cudc tan cong tir bén ngoai vao hé thong.

Phat hién: Dua vao su so sanh luu lugng mang hién tai véi baseline, IDS co thé
phat hién ra nhitng dau hiéu bat thuong va dua ra canh béo va bao vé ban dau cho hé
thong.

3. Noi dat IDS:

Gia st ta c6 mot mod hinh mang nhu hinh 3.1 céc thanh ph?m chinh ctia mo hinh

nay nhu sau:

- Internal Network: Day 1a hé théng mang cuc bd, gom cac may tram
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- Firewall: Trong hinh nay, ta sir dung hai tuong Itra va dugc dat ¢ hai vi tri khac
nhau.

- IDS: Hé théng IDS dugc dat tai hai tuong Itra va hoat dong theo moé hinh mang
DMZ.

- Web Server, FTP Server, Mail Server: Cac Server nay dugc bao quanh béang
tuong lira va hé thong IDS dé ngin ngira va phét hién cac cudc tan cong ca bén trong
14n bén ngoai.

- Router: Hé théng dinh tuyén, dugc dung dé truy cap Internet.

- External Network 1,2: La hai hé théng mang doc 1ap va lién lac véi nhau thong
qua VPN (Virtal Private Network)

Internet External Network 1
Router VPN External Network 2

Firewall

Eéﬁ

\ Web Server FTP Server ~ Mail Server

DMZ

Firewall IDS

!@—

. Internal Network )

Hinh 3.1: Noi dat IDS.
4. Phan loai IDS:
1.1. Network Based IDS (NIDS):

NIDS dugc dat trén mang nhu mot thanh phan ciia duong truyén va thuong dit
sau Firewall dé phat hién xam nhép trai phép tir Internet cho toan bo hé thong mang
ndi bd. Hodc NIDS c6 thé dit tai cac phan ving mang c6 nguy co tan cong cao ma can
phai dugc bao v¢, Vi du nhu phan vung DMZ, hay phan vung dat co s& dit liéu va cac
phan ving quan trong. NIDS lam nhiém vu phan tich cac goi tin va kiém tra cac dau

hiéu tn cong dua trén mot tap cac dau hiéu mau. Néu phat hién tan cong, NIDS sé& ghi
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vao log file hodc gui di canh bao, cach thirc canh bao phu thudc vao timg hé théng
IDS hoic cach ciu hinh.

Uu diém ciia NIDS:Cho phép quan sat toan bo ca géi tin di qua mot mang hoic
mot phan ving mang. N6 hoan toan trong sudt v6i nguoi sir dung va khéng 1am anh
hudng dén hoat dong ctia mot may tinh cu thé nao; dé dang trong quan 1y, duy tri hoat
dong. Hoat dong phat hién cha yéu ¢ ting mang nén c6 thé doc lap voi cac ing dung
va cac hé diéu hanh sir dung tai may tinh trén mang.

Han ché ciia NIDS: Thuong c6 nhiéu bao dong nham. NIDS khong c6 kha ning
phat hién duoc cac tan cong trén cac dong dir liéu da dugc ma héa nhu VPN, SSL,
IPSec. Co thé xay ra hién tuong that c¢6 chai khi luu lvong mang hoat dong & murc cao.

IDS
Sensor

.- .
e

Internet

WWwW DNS
server server

Hinh 3.2: H¢ thong phdt hién xdam nhdp NIDS.

1.2. Host Based IDS (HIDS):

HIDS thuong dugc cai dat trén mdi may tinh can dugc bao vé, dé giam sat cac
hanh dong trén cac dich vu hodc cic may tinh c6 tai nguyén quan trong va dé bi tan
cong, Vi du, may chu chay cac ing dung quan trong nhu: Application Server, Web
Server, Mail Server. HIDS thuong phét hién cac tAn cong dwa trén cac hanh dong truy
cap bat thuong vao trong hé thong va giy ra cac thay doi trén hé thong nhu: tién trinh,
gia tri Registry, thoi gian st dung bo nhg, CPU, ...

U'u diém ctia HIDS:Phét hién cac tin cong mot cach chinh xac hon dbi véi timg
dich vu hodc timg may tinh. Cho phép ghi lai dién bién cac cudc tan cong. Co kha
nang phan tich cac dir liéu ma hoa.

Han cheé cia HIDS:Lam giam nang lyc xur 1y va ti€u ton cac tai nguyén cua may
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tinh, ton cong strc hon trong viée trién khai va duy tri, chi quan sat dugc cac tan cong
cuc bd va khong thé phat hién cac cudc do quét mang.

DS IDS
Agent ‘ Agent

Firewall

Internet

Ll
IDS IDS IDS IDS

Agent Agent Agent Agent IDS

IDS

Agent Agent
WWWwW DNS
server server

Hinh 3.3: Hé thong phat hién xam nhdp HIDS.

I11. PE XUAT SU DUNG GIAI PHAP HE THONG PHAT HIEN XAM NHAP

SNORT:

1. Giéi thi¢u:

Snort 1a mot IDS, nd 1a mdt chuong trinh dugce cai ddt trén mang (hay mot may
tinh), nhiém vu ctia Snort 14 giam sat nhiing goi tin vao ra hé thong cua ban.

Néu mét cudc tan cong dugc Snort phat hién thi n6 s€ phan ung lai bﬁng nhiéu
cach khac nhau phu thudc vao cAu hinh ma nguoi quan tri thiét 1ap, Vi du nhu n6 cé
thé guri thong diép canh bao dén nha quan tri hay loai bo goi tin phat hién co su cb bat
thuong trong cac goi tin do.

Tuy nhién, Snort chi c6 thé chéng lai cac cudc tin cong mot cach hi¢u qua néu
nhu nod biét duge dau hiéu (Tiéng anh 1a: Signature) cua cac cudc tan cong do. Dua
vao dic diém nay, cac Hacker c6 thé diéu chinh cac cudc tan cong dé thay doi dau
hiéu ctia cudc tin cong d6. Tir do, cac cudc tan cong ndy cb thé “qua mat” giam sat
cua Snort.

Nhu vay, dé Snort hoat dong hiéu qué thi mot trong nhiing yéu tot quan trong can
phai chti ¥ 1a cac luat viét cho Snort. Khi Snort hoat dong, no s& doc cac tap luat, giam
sat ludng dit liéu chay qua hé thdng va s& phan ung néu co bat ky ludng dit liéu nao
phu hgp véi tap luét cua no.

Tap luat co thé duoc tao ra dé giam sat cac cong viéc quét cong (Tiéng anh 1a:
Scanning), tim dau vét (Tiéng anh la: Footprinting) hodc nhiéu phuwong phap khac ma
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cac Hacker dung dé tim cach chiém quyén hé théng. Tap luat co thé dugc ra boi ngudi
ding hodc truy cap dén trang chu ctia Snort 1a: http://www.snort.org dé tai ve.
2. Cai dat Snort:

Str dung phién ban Snort: Snort2.8.6

Tai trang License Agreement, nhan nut I Agree dé chap nhan cac diéu khoan six
dung Snort.

Tai trang Installation Options, hdy xac dinh loai co s& dit lidu ma ban mudn
chuong trinh hd tro. Vi duy, chon I do not plan to log to a database, or I am planning to
log to one of the database listed above, sau d6 nhan nut dé Next tiép tuc.

{ N
{7 Snort 2.8.6 Setup =1 o
Installation Options o
Select which configuration options you want installed K‘ 7

All Windows versions of Snort already contain support for logging to MySQL and ODBC
databases. Please select any additional functionality that you desire.

o! do not plan to log to a database, or I am planning to log to one of the databases listed
= above.

I need support for logging to Microsoft SQL Server. Note that the SQL Server dlient
software must already be installed on this computer.

= I'need support for logging to Oracle. Note that the Orade dient software must already
be installed on this computer.

["]Enable 1Pv6 support.

( < Back }[ Next > I[ Cancel I

A

Hinh 3.4: Chon doi twong ma ban muon chuwong trinh hé tro.

Tai trang Choose Componets, danh dau chon céc thanh phﬁn can cai dat, sau do
nhan nat Next dé tiép tuc.
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s i 3
(77 Snort 2.8.6 Setup |£l_l£_hj
Choose Components e
Choose which features of Snort 2.8.6 you want to install. ( 4'7

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: @ | Desaription
Dynamic Modules
Documentation
Schemas
Space required: 12.6MB
l < Back “ Next > ] \ Cancel ]

Hinh 3.4: Chon cdc thanh phan can cai ddt.

Tai trang Choose Install Location, nhan niit Browse dé thay doi duong dan cai
dat chuong trinh, sau do nhén nit Next dé cai dit Snort. Trong muc nay dé mic dinh
la C:\Snort.

Sau khi cai dat Snort thanh cong, may tinh s& c6 thém thu muc Snort tai 6 C.
Trong thuc muc C:\Snort ¢6 1 s thu muyc:

¢ Bin: Bay la thu muc chura tap tin thyc thi Snort.exe va mot s6 tap tin DLL
duoc goi khi Snort chay.

e Contrib: Thu muc nay chira mot sO chuong trinh lién két va mot s6 Add-
ons cua Snort.

e Doc: Thu myc nay chira cac tuy chon ctia Snort va mot s6 mo ta vé cac
déu hiéu.

e Etc: Thu muc nay chua mét sd tap tin cAu hinh cua Snort nhu snort.conf.

e Log: Thu muc nay chira nhiing tap tin nhat ky cuia chuong trinh. Khi méi
cai dat va chua kich hoat thi thu muc nay chua c6 tap tin nao.

e Rules: Day la thu muc rat quan trong vi nd chura tat ca cac tap tin luat cua
Snort.

e Schemas: Thu muc nay chira cac mo hinh co s¢ dit liu.
3. Cai dat Rules cho Snort:

Str dung Rules cho Snort: snortrules-snapshot-2860.tar.gz
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Giai nén tap tin d6 va copy tat ca cac thu muc con vao C:\Snort (ghi dé 1én cac
tap tin d ton tai).

Kiém tra su hoat dong ctia Snort va WinPcap: Vao Command Prompt gd 1énh
Snort\bin\snort ~W . Néu WinPcap chua duoc cai hodc phién ban cai dat khong dung
thi thdng tin vé Driver card mang trong hé thong khéng duogc hién thi.

- )
B Administaatce: C\Windows'systemI 2 cmd exe | 1. vl

CiNEnortsbindsnort

Ua
By

Device \NPP_{(2796ABES-9D34-4D38-B2B6 -032815CE7?22) NUIDIA nForce NG
pter Driver

Hinh 3.5: Kiém tra hoat dong cua Snort.

4. Cau hinh tap tin Snort.conf:

Tap tin Snort.conf diéu khién moi thir vé Snort nhu: Snort s& giam sat cai gi,
chung tu bdo vé ra sao, cac luat nao dugc stir dung dé tim luu lugng nguy hiém, ...

Pé cau hinh Snort.conf can kiém tra thong s6 IP Address, DNS Servers (Trong
béo céo tot nghiép em sé& thir nghiém trén may tinh ctia minh).

r N
Administrator: C:\Windows\system32\cmd.exe Iﬂlﬁj

icrosoft Windows [Version 6.1.76081
Copyright {(c> 2809 Microsoft Corporation. All rights reserved.

:\Users\HauPD>ipconfig /all
Jindows IP Configuration

Host Name
Primary Dns Suffix
Node Type
IP Routing Enabhled
WINS Proxy Enabhled

thernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
Description : NUIDIA nForce 18,186,/1088 Mbps Ethernet
Physical Address. . . . . . . . . = BB-24-8C-C3-1C-1A
DHCP Enabled H
Autoconfiguration Enabled

e8A2:2929 d1c9:18chied42a%11 (Preferred)
:11192.168.1.58¢(Preferred)
- n

v

Link-local IPub Address . . . . . =

IPv4 Address. . . .
Subnet Mask . . . . R R 2
Default Gateway . . = 192.168.1.1
DHCPu6 IAID . . . . : 234889749

DHCPv6 Client DUID : PB-81-88-91-12-A7-F4-83-00-22-15-B6—-9A—85

DNS Servers :1208.67.222.222
8.67.220.220

NetBIOS over Tcpip

Hinh 3.6: Kiém tra théng sé IP va DNS.
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M@ tap tin Snort.conf trong thu muc C:\Snort\etc bing bat ki trinh soan thao
nao (Trong muc ndy em sur dung Notepad ++).

Khi tap tin Snort.conf dugc mé, tim dén dong var HOME_NET any va thay
tham s6 any béng dia chi IP trén may tinh can bao vé, Vi du: 192.168.1.50.

Nhu vay, sau khi doi tham s6 any, bién méi cua dong var HOME_NET anysé
thanhvar HOME_NET 192.168.1.50. Bién HOME_NET s& c6 chic ning bao cho
Snort biét 14 n6 s& bao vé cho hé thdng co dia chi IP 1a 192.168.1.50.

r7 “ CASnort\etc\snort.conf - Notepad++ Lﬂli_&J‘

File Edit Search View Format Language Settings Macro Run TextFX Plugins Window 7 X
IHR s hBldDbI2e/nl | BE|E B

[= snort.conf

22 R R RRRRRRRRRRIIINNITINNNIIINNNIIINNIAINRIRAA AR -

o

24 # Setup the network addresses you are protecting
25 | var HOME NET 192.168.1.5q

# Set up the external network addresses. A good start may be "any"
var EXTERNAL NET any

13736 chars 14104 Ln:25 Col:26 Sel:0 (0 bytes)in0ranges UNIX ANSI INS

A

Hinh 3.7: Nhdp dia chi IP cua hé tho”'ng can Snort bao vé.

Ban cling co thé khai bao mot mién dia chi IP b.%mg cach xac dinh dia chi mang
va sO bit cia Subnet Mask, Vi du muén bao vé tit ca cac dia chi IP cta 16p mang
192.168.1.0 va c6 Subnet Mask la 255.255.255.0 ban c6 thé khai bao var
HOME_NET 192.168.1.0/24.

Ngoai ra, ban cling co thé khai bao mot nhom cac dia chi IP cn bao vé thay vi
bao v¢ toan bd 16p mang b'img cach dat tit ca cac dia chi IP can bao vé thay vi bao vé
toan bo 16p mang bﬁng cach dat tat ca cac dia chi IP can bao vé vao trong dau ngoac
vudng ([ ) va phan cach nhau bang dau phay (,) khong c6 dau khoang trang. Vi du,
can bao vé 3 dja chi IP 1a: 192.138.1.50, 10.10.0.1 va 176.16.0.1 ban khai bao var
HOME_NET [192.168.1.50,10.10.0.1,176.16.0.1]

Trong tap tin Snort.conf, tim dén dong var EXTERNAL_NET anyva thay tham
s6 any bang ISHOME_NET.

Dau cham than (!) trong bién I$SHOME_NET 1a cach goi phu dinh, diéu nay c6
nghia Snort s& x4c dinh tat ca cac dia chi IP trir dia chi 192.168.1.50 1a dia chi bén

ngoai va khong thudc pham vi bao vé cia Snort.
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Khi goi bat ky mot bién ndo trong tap tin Snort.conf thi ban phai dat ky tu $ 1én
dau cua bién duoc gol.

T - B
|7 C\Snort\etc\snort.conf - Notepad++ lﬂ]ﬁ

File Edit Search View Format Language Settings Macro Run TextFX Plugins Window ? X
cHOHE s 8l4dhhjoc|itnl+s|BIEIER @ >

[=] snort.conf I

-

2 # Set up the external network addresses. A good start may be "any"
28| var EXTERNAL NET !SHOME_NE11 i
# List of DNS servers on your network

var DNS_SERVERS $HOME NET

# List of SMTP servers on your network

13743 chars 14111 Ln:28 Col:28 Sel:0 (0 bytes) in0ranges UNIX ANSI INS

Hinh 3.8: Khai bdo bién EXTERNAL NET.

Tiép theo, ban tim dong var DNS_SERVERS $HOME_NET, sau do thay tham
s6 SHOME_NET bing céc dia chi IP cia DNS Server.

Vi du, thay  bién  $HOME_NET bang dia chi 1P
[208.67.222.222,208.67.220.220]. Sau khi thay gia tri khai bao thi dong var
DNS_SERVERS $HOME_NET thanh var DNS_SERVERS
[208.67.222.222,208.67.220.220].

[ 3% CASnorBietc\snort.con - Notepad ++ E=EE)

File Edit Search View Format Language Settings Macro Run TextFX Plugins Window 7 X
OB E e 4DD e tel rs BRI BB 7

[l snort.conf ]

P

27 # Set up the external network addresses. A good start may be "any" 3
28 var EXTERNAL NET !SHOME NET 1l

50 # List of DNS servers on your network
51| var DNS_SERVERS [208.67.222.222,208.67.220.220]

# List of SMTP servers on your network

13765 chars 14133 Ln:31 Col:48 Sel:0 (0 bytes) in0ranges UNIX ANSI INS
\

Hinh 3.9: Khai bdo bién DNS_SERVERS.

Tim dong var SMTP_SERVERS $HOME _NETva thay tham s
$HOME_NET bang dja chi IP trén may tinh cua ban.

Vi du, thay bién $HOME_NET bing dia chi IP 192.168.1.50. Sau khi thay gia
tri khai bao thi dong var SMTP_SERVERS $HOME_NET thanh var
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SMTP_SERVERS 192.168.1.50.

r‘.. | C:\Snort\etc\snort.conf - Notepad++ [G—I@Jﬁ‘
File Edit Search View Format Language Settings Macro Run TextFX Plugins Window ? X
cHHE B4 hD|de |yl 2+ B3EE=2 @ >
=l snort.conf

# List of DNS servers on your network

var DNS_SERVERS [208.67.222.222,208.67.220.220]
3 % List of SMIF servers on your network
34 ‘ var SMTP_SERVERS 192.168.1.5({ |

# List of web servers on your network

13768 chars 14136 Ln:34 Col:30 Sel:0 (0 bytes) in0ranges UNIX ANSI INS

Hinh 3.10: Khai bdo bién SMTP_SERVERS.

Tim dong var HTTP_SERVERS $HOME _NET sau d6 thay tham sb
$HOME_NET bang dia chi IP trén may tinh cua ban.

Vi du, thay bién $HOME_NET bang dia chi IP 192.168.1.50. Sau khi thay gia
tri khai bao thi dong var HTTP_SERVERS $HOME_NET thanh var
HTTP_SERVERS 192.168.1.50.

a4 L l @ ” Y
|7 C:\Snort\etc\snort.conf - Notepad++ = ﬁ
File Edit Search View Format Language Settings Macro Run TextFX Plugins Window 7 X

cHHB B 4Dl ingl 2z BRI IEIERE >

[=] snort.conf ]

£ # List of web servers on your network ‘--‘

37 | var H'fTP_SERVERS 192.168.1.50
b |

# List of sgl servers on your network
var SQL SERVERS SHOME NET

# List of telnet servers on your network

13771 chars 14139 Ln:37 Col:30 Sel:0 (0 bytes) in0 ranges UNIX ANSI INS

\

Hinh 3.11: Khai béo biéen HTTP_SERVERS.

Tim dong var SQL_SERVERS $HOME_NET sau d6 thay tham s
$HOME_NET bang dja chi IP trén may tinh cua ban.

Vi du, thay bién $SHOME_NET bang dia chi IP 192.168.1.50. Sau khi thay gia
tri khai bao thi dong var SQL_SERVERS $HOME _NET thanh var
SQL_SERVERS 192.168.1.50.
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r = | N
|7 C:ASnort\etc\snort.conf - Notepad++ i@g

File Edit Search View Format Language Settings Macro Run TextFX Plugins Window 7 X
cHEB 3Bl 4hD|oecinn tx BREIED @ >

[=| snort.conf I

36 # List of web servers on your network I
var HTTP_SERVERS 192.168.1.50 B

39 # List of sqgl servers on your network
40 | var SQL _SERVERS 192.168.1.5( \

4z # List of telnet servers on your network

13774 chars 14142 Ln:40 Col:29 Sel:0 (0 bytes) in0 ranges UNIX ANSI INS

—
Hinh 3.12: Khai bdo bién SOL_SERVERS.

Tim dong var TELNET_SERVERS $HOME_NET sau d6 thay tham sb
$HOME_NET bang dia chi IP trén may tinh cua ban.

Vi du, thay bién $HOME_NET bang dia chi IP 192.168.1.50. Sau khi thay gia
tri khai bao thi dong var TELNET_SERVERS $HOME_NET thanh var
TELNET_SERVERS 192.168.1.50.

r'_. “| C:\Snort\etc\snort.conf - Notepad++ [EM‘

File Edit Search View Format Language Settings Macro Run TextFX Plugins Window 7 X
OB E HBl4DDIoeing 2| BREE2®

[= snort.conf I

# List of sgl servers on your network i
40 wvar SQL SERVERS 192.168.1.50
%2 % List of telnet servers on your network
43 ‘ var TELNET SERVERS 192.168.1.50

45 # List of ports you run web servers on

13777 chars 14145 Ln:43 Col:32 Sel:0 (0 bytes) in0ranges UNIX ANSI INS

Hinh 3.13: Khai bdo bién TELNET SERVERS.

5. Tim hiéu vé luat ciia Snort:
5.1. Gioi thi¢u:

Hau hét cac hanh vi xAm nhap déu c6 mot sé dic diém nhét dinh, nhitng dic
diém nay duoc goi la du hiéu. Thong tin vé cac diu hiéu nay dugc su dung dé tao ra
cac luat cho Snort.

Nguoi ta thuong dua vao viée phan tich nhitng thong tin cia cac cudc tin cong
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dé 1ay thong tin, nhung thong tin nay s& duoc st dung dé viét ra cac luat cho Snort.
Can ctr vao cac luat dugc mo ta, Snort s€ phat hi¢n ra nhiing ké tham nhap tir 46 dua
ra canh bao va guri thong tin dén nguoi quan tri.

Céc dau hiéu thudong luu trong header ciia cac géi tin nhung Snort lai phat hién
xam nhap dua trén cac luat. Cac luat cua cua Snort co thé duoc st dung dé kiém tra
nhiéu phan khac nhau cua géi tin ké ca Header.

Mot luat c6 thé duoc st dung dé tao ra mot thong di€p canh bao ghi lai thong
diép, ... Hau hét cac luat cia Snort duge viét theo tung dong don. Cac luat dugc phan
theo timg nhom cu thé, mdi nhom nay s& duge luu lai trong mot tap tin, mdi tap tin
ludt déu dugc chira trong thu muc Rules (C:\Snort\rules) va duoc goi (khai béo) trong
tap tin snort.conf.

5.2. Céau tric luat caa Snort:

Tat ca cac luat Snort déu co hai phan chinh d6 1a: Header va Options.

Phan Header chita cac thong tin vé hanh dong ma luat s& thuc hién va tiéu chuan
vé viéc so sanh mot luat trén mot g01 tin.

Phan Option thuong chita mdt thong diép canh béo va thong tin vé phan nao cta
goi tin duoc str dung dé tao canh bao. Mot luat c6 thé phat hién mot hodc nhiéu kiéu
xam nhap.

5.2.1. Cau tric ctia phan Header:

Action: Phan nay xac dinh kiéu hanh dong s& thyc hién khi mot tiéu chuan dugc
so sanh. Hanh dong dién hinh 13 viéc tao ra cac canh bao hodc ghi lai cac thong diép
log.

Protocol: Phan nay dugc sir dung dé ap dung luat trén goi tin cho mot giao thirc
cu thé. bay la tiéu chuan dau tién duoc dé cap trong luat. Mot ) giao thuc dugce su
dung: TCP, ICMP, UDP, ...

Address: Phan nay dung dé xac dinh dia chi nguon va dia chi dich. Dia chi c6 thé
1a ctia mot host, nhiéu host hodc 1a dia chi mang.

Port: Phan nay duoc ap dung trong truong hop TCP hay UDP, xac dinh cong
nguén va dich cua mot goi tin ma luat duoc ap dung.

Direction: Phan nay xac dinh dia chi va céng nao duoc st dung, Vi du dia chi
ngudn hay dich.

Vi du:Sau day 1a mot luat ding dé tao ra théng diép canh bao khi n6 phat hién
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mot géi tin ping ICMP véi TTL 1a 200:

alert icmp any any -> any any (msg:“Ping with TTL=220";ttl: 100).

Phan trudc diu ngodc don 13 phan Header cta luat, phan dau phia trong ngoic
don la Option.

Header cta luat trén chira cac thong tin nhu: Kiéu thuc thi cua luat 1 “alert”,
nghia 13 xuét ra canh béo khi tring v&i mot dau hiéu.

- Protocol: Giao thirc dugc sir dung 1la ICMP, nghia 1a luat nay chi duoc ap dung
trén céc goi tin ICMP.

- Pia chi ngudn va céng ngudn: Ca hai phan nay déu la “any”, nghia la luat
duoc ap dung cho tit ca cac goi tin dén tir mot ngudn bat ki.

- Direction: Trong vi du nay, direction dugc thiét 1ap tir trai sang phai va su
dung ky hiéu “->”. Piéu nay chi ra rang sb dia chi va cong & phia bén trai 1a nguon va
& phia bén phai 1a dich. N6 cling c6 nghia 1a luat nay s€ dugc ap dung trén cac goi tin
di chuyén tir ngudn t6i dich. Ban ciing ¢6 thé sir dung ky hiéu “<-” dé d4o lai ¥ nghia
ctia ngudn va dich. Luu ¥ rang ky hiéu <> ciing c6 thé st dung dé chi ra hai hudng cta
ngudn va dich.

- Pia chi dich va cong dich: Ca hai phan trong vi du nay déu la “any”, nghia la
ludt duoc 4p dung cho tit ca cac goi tin dén tir mot dich bat ky. Phan direction trong
phan nay khong dong mot vai tro gi ca vi ludt dugc ap dung trén tit ca cac goi tin
ICMP di chuyén theo bat hy hudng nao, vi tir khoa “any” & ca phan ngudn va dich.
5.2.2. Cau trac cta phan Options:

Phan Option theo sau phan Header va dugc dong goi trong ddu ngoic don. Co
thé c6 mot hodc nhiéu Option dugc cach nhau boi ddu phay. Tat ca cac Option dugc
dinh nghia bang tir khoa. Mot s6 Option ciing chira cac tham so.

Thong thudng, mot Option co thé c¢6 2 phan : Tir khoa va ddi s6. Cac ddi sd dugce
phana biét voi tir khoa bang dau hai cham.

Vidu : msg “ICMP ISS Pinger”;

Trong Option ndy thi msg 13 tir khéa va “ICMP ISS Pinger” 1a d6i s cua tir
khoa.

Mot s6 thanh phan khac ctia phan Option:
- Ack:

Cau trac: Ack: <number>.
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TCP Header chira mét truong Acknowledgment Number dai 32 bit. Truong nay
chi ra rang sb sequence (sequence number) ké tiép cua nguoi giri dang cho hdi dap.
Trudng ndy chi c6 c6 y nghia khi co flag trong trudng TCP duoc thiét 1ap.

- Content:

Céu trac: Content: <straight text>; content: <hex data>.

Snort c6 kha ning tim thdy mot mau dit liéu trong mot gbi tin. Mau do ¢ thé ton
tai dudi dang mot chudi ASCII hoic 1a cac ky tu thap luc phan.

- Offset:

Céu trac: Offset: <value>.

Tir khéo nay duoc sir dung két hop voi tir khoa content. Tir khoa nay duoc sir
dung dé tim kiém tir mot vi tri xac dinh so véi vi tri bat dau caa goi tin.

- Depth:

Céu trac: depth: <value>.

Tir khoa depth ciling duoc str dung két hop voi tir khoa content dé xac dinh gidi
han trén cta viéc so sanh mau. C6 thé sir dung tir khoa nay dé xac dinh mot vi tri so
véi vi tri bat dau. Dit liéu sau vi tri nay s€ khong duoc tim kiém dé so mau.

- Nocase:

Ttr khoa nocase dugc sir dung két hop véi tir khoa content. N6 khong c6 dbi sd.
Muc dich 14 thuc hién viéc tim kiém trong truong hop vo tinh.

- Content-list:

Céu trac: content_list: <filename>.

Tur khoa nay duoc sir dung cung véi tén cia mdt tap tin va xem tén tap tin nhu la
dbi sb cua no. Tap tin nay chira mot danh sach céac chudi s& duoc tim kiém trong mot
g6i tin. Moi chudi duoc dit trén cac dong khac nhau cua file.

- Dsize:

Céu truc: dsize: [<[>] <number>.

Tir khoa dsize duge st dung dé tim chiéu dai mot phan dir liéu ctia goi tin. Nhiéu
cach tin cong str dung 16 hong tran bd dém bang cach guri cac goi tin co kich thude
16n. Str dung tir khoa nay c6 thé tim thay cac goi tin c6 chiéu dai dit liéu 16n hodn nhod
hon mot sb cac dinh.

- Flags:

Céu trac: flags: <flags>.
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Tir khoa nay duge sir dung dé tim ra bit flag nao duogc thiét 1ap trong TCP Header
ctia goi tin. Mdi flag c6 thé dugc st dung nhu mot ddi sd cua tir khoa flags.
- Fragbits:

Céu truc: fragbits: <flag_settings>

St dung tir khéa nay dé xac dinh cac bits : RB (Reserved Bits), DF (Don’t
Fragment Bit), MF (More Fragments Bit) trong [P Header c6 dugc bat 1én hay khong.
- lemp_id:

Céu trac: icmp_id: <number>.

Thuong duogc st dung dé phathién mot ID cu thé trong gobi tin [CMP.

- lcmp_seq:

Céu trac: icmp_seq: <hex values>.

Gidng nhu tir khéa icmp_id
- ltype:

Céu trac: itype: <number>.

ICMP Header nam sau IP Header va chita truong Type. Tur khoa Itype duoc sir
dung dé phat hién cac cach tan cong sir dung truong type trong ICMP Header cua goi
tin.

- Icode:

Céu triic: icode: <number>.

Trong goi tin ICMP, ICMP Header di sau IP Header. Goi tin ndy chira mot
truong code va tir khoa icode dugce str dung dé phat hién trudng code trong header goi
tin ICMP,

- 1d:

Céu trac: id: <number>.

Tir khoa nay duoc sir dung dé ddi chiéu véi truong fragment ID trong header gbi
tin IP. Muc dich ctia n6 1a phat hién cac cach tan cong st dung mot s6 ID ¢b dinh.

- Ipopts:

Céu trac: ipopts: <ip_option>.

Header cta Ipv4 dai 20 byte. Ban c6 thé thém céc tiy chon vao Header nay &
cudi. Chiéu dai cua phén tiy chon ndy c6 thé 1én dén 40 byte. Cac tiiy chon duoc str
dung cho nhiing muc dich khac nhau, bao gom:

¢ Record Router (rr).
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e Time Stamps (ts).

¢ Loose Source Routing (Isrr).

e Strict Source Routing (ssrr).

- Ip_proto:

Cau tréic: ip_proto: [!] <name or number>.

Tir khoa ip_proto st dung plug-in IP Proto dé xac dinh s6 giao thiic trong Header
cua IP.

- Logto:

Cau triic: logto: <file_name>.

Tir khoa logto duoc sir dung dé ghi log cac goi tin vao mot tap tin duoc chi dinh.
- Msg:

Céu trac: msg: <sample message>.

Tir khoa msg duogce st dung dé thém mot chudi ky tu vao tap tin log va canh bao.
- Priority :

Céu truc : priority : <priority_integer>.

Tur khoa priority dung dé gan do uu tién cho mdt luat, mot s6 duoc gan cho do uu
tién phai 1a mot s6 nguyén duong.

- React:

Céu truc: react: <react_basic_modifier[react_additional_modifier,...]>.

Tur khoa react dugc sir dung dé két thuc mot phién, khéa mot vai vi tri hodc dich
vu.

- Reference:

Céu truc: reference: <id system>,<id>.

Tir khoa reference co thé thém mot su tham khao dén thong tin ton tai trén cac hé
thdng khac trén mang. N6 khong dong mét vai trd ndo trong co ché phat hién. Bang
viée sir dung tir khoa nay co thé két ndi dén cac thong tin thém trong thong diép canh
bao.

- Resp:

Tur khoa nay dugc sur dung dé danh bai cic hanh vi cua Hacker bﬁng cach guri cac
g01 tin trd 161 cho mdt host dé tao ra mot g01 tin thoa luat.
- Rev:

Cau triic: rev: <revision interger>.
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Tur khoa rev dung dé chi ra sb revision cua luat. Néu cap nhat luat ban c6 thé sir

dung nay dé phan biét giita cic phién ban.
- Rpc:

Céu trac: rpe: <sb tmg dung, s6 thi tuc, s6 phién ban>.

Tir khoa rpe duoc st dung dé phat hién cac yéu cau RPC co ban.
- Sameip:

Tr khoa sameip duogc str dung dé kiém tra dia chi ngudn va dia chi dich c6 gidng
nhau hay khéng. N6 khong c6 ddi so.

- SeQ:

Céu trac: seq: <hex_value>.

Tir khoa seq dugc sir dung dé kiém tra so thir ty sequence cta goi tin TCP.
- Flow:

Tt khoa flow duge dung dé ap dung mot ludt cua Snort 1€n céac goi tin di chuyén
theo mot hudng cu thé. Ban co thé st dung céc tuy chon sau két hop véi tir khoa flow
dé xac dinh hudng. Duéi dau 1a mot sb tiry chon két hop véi tir khoa flow:

e to_client.

e t0_server.

e from_client.

e from_server,

- Session:

Céu trac: session: [printablejall].

Tur khoa session ¢6 thé duoc st dung dé loai bo tat ca dit liéu cua mét phién TCP
nao do.

- Sid:

Céu trac: sid: <snort rule id>.

Tur khoa sid dugc sir dung dé tao ra mdt canh bao cu thé.
- Tag:

Céu tric: tag: <type>, <count>, <metric>[direction].

Day 1a mot tir khoa duoc sir dung dé ghi log céc dir li¢u thém vao tir (hodc dén)
mot host xam nhép khi mot luat dugce kich hoat.

- Tos:

Cau trac: tos: <number>.
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Tu khoéa tos dugc su dung dé phat hién mot gia tri cu thé trong truong TOS
(Type of Service) trén IP Header.

- Ttl:

Céu truc: ttl: <number>.

Tir khoa ttl duoc sir dung dé phat hién gi4 tri Time ti Live trong IP Header cua
g6i tin. Tir khoa ndy c6 thé duge sir dung cho tat ca cac kiéu giao thic xay dung trén
nén IP nhu: ICMP, UCP va TCP.

- Uricontent:

Céu trac: uricontent : [!] “content string”.

Tu khoa uricontent giéng véi tir khoa content ngoai trir viéc né duoc st dung dé

tim mot chudi trong phan URI (Uniform Resource Identifier) ctia goi tin.

Pham Pinh Hau_Lop CT1002 _Truong Pai hoc Dan lap Hai Phong Trang 64



Nghién ciru va dé xudt giai phdp ngén chdn viéc truy cdp trdi phép vdo cdc hé thong théng tin tin
hoc qua mang Internet

CHUONG IV: XAY DUNG PHAN MEM QUAN LY CAC IP
TU BEN NGOAI TRUY CAP VAO HE THONG

I. BAI TOAN :

Ngay nay, hé théng mang may tinh da tré nén rat phd bién trong hau hét cac
hoat dong xa hoi, tdc dong truc tiép dén nén ky thuat va kinh té cua ca nudc. Cung
v6i su phat trién d6, ngay cang xuit hién nhiéu hon nhitng cic nhan, nhém hoic
tham chi 1a ca nhiing td chirc hoat dong v6i1 nhitng muc dich xAu nham pha hoai cac
hé thdng mang may tinh, hé thong thong tin, gdy tic hai vo cung to 10n dén tinh an
toan va bao mat thong tin trén cac hé thong nay.

Qua qué trinh nghién ctru dé tai “Nghién ctru va dé xuét giai phap ngan chin
viéc truy cap trai phép vao cac hé thong thong tin tin hoc qua mang Internet” va tir
thuc té, viéc phat hién céc truy cap vao hé thong thudng dua vao cac thong tin ghi
trong file log ciia hé théng. Nhung viéc quan 1y file log ctia hé diéu hanh chua thyc
su “mém déo” nén cac hang thir 3 ludn phat trién thém cac tmg dung bao mat trong
tu.

Trong dd 4n nay, em viét mot ung dung c6 chiic ning tuong tu file log. Ung
dung s& ghi lai tat ca cac thong tin IP truy cap vao may tinh bao gom : Thoi gian truy

cap, dia chi IP, céng két ndi.

Il. THUAT TOAN :
PC1 PC2 PC3 PC4
A} Ar
\4 JV \ 4
Port Port Port Port
Log File :

| 1P Manager Write | Time Connect - IP PC1:Port
Server g Time Connect - IP PC3:Port
Time Connect - IP PC4:Port

Hinh 4.1: M6 ta hoat dong chuwong trinh.
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Begin

A 4

Packets

A 4

Analysing the Packets

A 4

Source IP Address
Destination IP Address

Source IP = Local IP

Check IP

Source IP != Local IP

Write log file

Hinh 4.2: So do gidi thudt.

111. MO TA CHUC NANG PHAN MEM :
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1. Chtrc ning quéan 1y IP truy cap vao hé thong :
Khoi dong chuong trinh, vao Menu chon IP Manager dé bat dau qua trinh kiém
tra IP két nbi vao may tinh.
Khi ¢ 1 két ndi dén may tinh, chuong trinh dén bit tat ca thong tin vé Source IP
Address, Destination IP Address va Port.
Ham kiém tra IP xem vao hay ra khoi hé thong :
I/ Code :
static bool check;
public void checklIP ()
{
DateTime dtIPConnect = new DateTime();
IPGlobalProperties properties =
IPGlobalProperties.GetIPGlobalProperties();
while (check)
{
TcpConnectioninformation[] connect =
properties.GetActiveTcpConnections();
dtIPConnect = DateTime.Now;
String strChuoi = null;
try
{
for (inti = 0; i < connect.Length; i++)
{
strChuoi = dtIPConnect.Hour
+ ":" + dtIPConnect.Minute
+ ":" + dtIPConnect.Second
+ ":" + dtIPConnect.Millisecond
+ "\t"
+ connect[i].RemoteEndPoint
+ "\n\n" + strChuoi;
WriteLogFile.WriteLog(
Convert.ToString(connect[i].RemoteEndPoint.Address),
Convert.ToString(connect[i].RemoteEndPoint.Port),
dtIPConnect.Hour + ":"
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+ dtIPConnect.Minute + ":"
+ dtIPConnect.Second + ":"
+ dtIPConnect.Millisecond);
}
setText(Convert. ToString(strChuoi));
Thread.Sleep(1000);
}

catch (Exception ex)

{

MessageBox.Show(ex.Message, "Manager IP Connect to PC",
MessageBoxButtons.OK, MessageBoxlcon.Error);

Khi biét duoc IP d6 1a vao hay ra, chuong trinh s& ghi thong tin vao log file:
Thoi gian két ndi (Thoi gian hién tai ciia hé théng) - Pia chi IP:Cong két ndi. Tén
log file c6 dang: 2010 _06_24 LOG.log.

Ham ghi thdng tin don bat dugc vao log file:

//Code:

public class WriteLogFile

{

static string m_baseDir = null;
static WriteLogFile()
{
m_baseDir = Directory.GetCurrentDirectory() + @"\Log\";
Directory.CreateDirectory(m_baseDir);

}
public static string GetFilenameYYYMMDD(string suffix, string extension)
{
return System.DateTime.Now.ToString(*"yyyy_MM_dd")
+ suffix
+ extension;
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}
public static void WriteLog(String _IP,String _Port, String _DateTime)
{
try
{
string filename = m_baseDir
+ GetFilenameYYYMMDD("_LOG", ".log");
StreamWriter sw = new StreamWriter(filename, true);
sw.WriteLine(_DateTime + "\t" + IP +":" + Port);
sw.Close();
}
catch (Exception)
{
}

Sau thoi gian 1 gidy, chuong trinh lai quét IP mot 1an va tiép tuc ghi théng tin
vao log file.

2. Chtic nang doc thong tin log file :

Khoi dong chuong trinh, vao Menu chon Read Log dé bét dau qua trinh doc céac
thong tin da ghi lai duoc.

Chon Browse dé dén noi luu trit cac Log File, Chuong trinh s& doc timg dong 1
trong log file va hién thi :

//Code :

Stream _Stream = null;

OpenFileDialog _openFile = new OpenFileDialog();

_openFile.InitialDirectory = Directory.GetCurrentDirectory() + @"\Log\";

_openFile.Filter = "Log files (*.log)|*.log";

_openFile.FilterIndex = 2;

_openFile.RestoreDirectory = true;

if (_openFile.ShowDialog() == DialogResult.OK)

{
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try
{
if ((_Stream = _openFile.OpenFile()) '= null)
{
using (_Stream)
{
txtLinkLog.Text = _openFile.FileName;
String _log ="";
String line ="";
StreamReader sr = new StreamReader( _openFile.FileName );
while ((line = sr.ReadLine()) '= null)
{
_log=_log+line+"\n";
}
rtfReadLog.Text = _log;
}
}
}
catch (Exception ex)
{

MessageBox.Show("Error: Could not read file from disk. Original error: "
+ ex.Message);
}

}
IV. MINH HQA GIAO DIEN CHUONG TRINH :
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,
m Demo Application - [Manager IP Connect to PC] sl
Menu
W
150 9001 : 2008
DPetai:
Nghién ctiu va d& xuat giai phap ngan chan viéc
truy c3p trai phép vao cac HTTT tin hoc qua
mang Intemet.
Ung dung :
Phan mém quan ly cac IP td bén ngoai truy cap
vao hé thdng.
Giao vién hudng dan -
TS. Phiing Van Gn
Sinh vién -
Pham Binh Hau
Start

Hinh 4.3: Giao dién chinh cia chuong trinh.

m

‘H’ﬁ Demo Application - [Manager IP Connect to PC]
Menu
0:59:15:936 74.125.175.96:80
0:59:15:936 74.125.127.101:80
0:59:15:936 74.125.127.83:443
0:59:15:936 208.67.216.231:443
0:59:15:936 74.125.127.132:443
0:59:15:936 74.125.127.189:443
0:59:15:936 74.125.127.83:443
0:59:15:936 74.125.127.83:443
0:59:15:936 74.125.127.83:443
0:59:15:936 74.125.127.83:443
0:59:15:936 208.67.216.231:443
0:59:15:936 74.125.127.83:80
0:59:15:936 74.125.127.83:80
0:59:15:936 98.137.130.28:443
0:59:15:936 68.180.217.20:23

Start

150 9001 : 2008

Petai:
Nghién ctiu va d& xuat giai phap ngan chan viéc
truy cap trdi phép vao cac HTTT tin hoc qua
mang Intemet.

Ung dung -
Phan m&m quan Iy céc IP tli bén ngoai truy cap
vao hé théng.

Gido vién hudng dan :
TS. Phiing Van On

Sinh vién :
Pham Binh Hau

e e

Hinh 4.4: Giao dién hién thi cdc IP hién tai dang truy cdp vao hé théng.
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-
'“'pi Demo Application - [Reader Logfile]

ﬂ Cpen

Organize v New folder fE=-cw

-

& Downloads Name Date modified

"] Recent Places

|| 2010 06 24 LOG.log 30/06/2010 12:47 SA

|| 2010_06_30_LOG.log 30/06/2010 12:47 SA

- Libraries : ) -
3o - [} 2010.07.02_L0G.log 02/07/2010 2:43 CH
a ocumen
5 ine 2| |22010.07.03 L0Glog 03/07/2010 4:07 CH
= p_::'c |} 2010.07.05_L0G.log 05/07/2010 3:12 CH
ictures
B Videos

+ Homegroup

18 Computer
& win(C)
é':, CD Drive (D:) QL _

< m |

File name: 2010_06_24_LOG.log v | Log files (*og) -

[ Open

1101 : 2008

i phap ngan chan viéc
HTTT tin hoc qua

| [P tii bén ngosi truy c3p

Hinh 4.5: Giao dién chon log file dé doc.

’
m Demo Application - [Reader Logfile] Nl e
Menu
C:\Users\HauPD\Desktop'\Project HAU\IPManager\IPManager\bin\Debug
\Log\2010_06_24_LOG log
0:49:30:216 127.0.0.1:54459 =
0:49:30:216 127.0.0.1:54458 E 150 9001 : 2008
0:49:30:216 127.0.0.1:54463
0:49:30:216 127.0.0.1:54462
0:49:30:216 127.0.0.1:58499 PE i -
0:49:30:216 127.0.0.1:58498
0:49:30:216 127.0.0.1:58521 Nghién ctiu va d& xust gidi phap ngan chan viée
0:49:30:216 127.0.0.1:58520 L
0:49:30:216 68.180.217.20:23 truy cép trdi phép vao cac HTTT tin hoc qua
0:49:30:216 98.137.130.28:443
0:49:30:216 74.125.127.83:443 mang Intemet.
0:49:30:216 74.125.127.83:443
0:49:30:216 74125.127.83:443 Ung dung :
Disaizn 12700184 Phén mm auén | odc Pt bén ngosi tuy cp
0:49:31:236 127.0.0.1:54463 vao hé théng.
0:49:31:236 127.0.0.1:54462 2
0:49:31:236 127.0.0.1:58499 S 5 =
0:49:31236 127,0.0.1:58498 ey o
0:49:31:236 127.0.0.1:58521 TS. Phiing Van On
0:49:31:236 127.0.0.1:58520
0:49:31:236 68.180.217.20:23 b e
0:49:;1:236 98.137.130%3:443 A Vich
0:49:31:236 74.125.127.83:443 nh Ha
0:49:31:236 74.125.127.83:443 e Ot
0:49:31:236 74.125.127.83:443
0:49:32:248 127.0.0.1:54459
0:49:32:248 127.0.0.1:54458 -

et

Hinh 4.6: Giao dién hién thi théng tin trong log file.
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KET LUAN

An toan hé thong thong tin va cac giai phap an toan dang 1a van dé duoc
quan tdm va ngay cang duoc chu trong hi¢n nay.Vi vay nghién ctu va dua ra
nhing giai phap giai quyét van dé nay hét sirc can thiét va phai duoc trién khai mot
cac manh mé va hi¢u qua.

Thoi gian 1am d6 an khong phai ngin va ciing khong du dai dé em tim hiéu
day du cac van dé vé an toan hé théng thong tin. Em da tim hiéu co ban vé hé théng
thong tin, cac nguy co mat an toan, mot sd kiéu tin cong co ban va cach phong
chéng. Qua qua trinh tim hiéu em dé xay dung duoc chuong trinh quan 1y cac IP tir
bén ngoai truy cap vao hé théng. Chuong trinh thuc hién diy du chirc ning da dé
ra : ghi lai thoi gian truy cap, dia chi IP, cong két nbi.

Hudng phat trién tiép theo ctia d6 an 12 :

- Tim hiéu sau thém vé cac k¥ thuét truy cdp trai phép va dua ra phuong
phap phong chong c6 hiéu qua.

- Phin mém em xay dung budc dau di thuc hién duoc chirc ning quan ly IP
tir bén ngoai truy cap vao hé théng, nhung chua dua ra dugc canh bao cu thé.

Trong qué trinh 1am do 4n khong tranh khoi thiéu sot, em kinh mong thay co
gitip d& cho bao cao tot nghiép ciia em hoan thién hon.

Em xin chan thanh cam on cac thay cac co!
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TAI LIEU THAM KHAO

Trang web http://vi.wikipedia.org
Trang web http://en.wikipedia.org
Trang web http://mww.oxid.it/cain.html
Trang web http://hvaonline.net

o bk wbd-

Tim hiéu cac kiéu tdn cong co ban va phuong phap phong chéng — Vil Pinh

Cuong.

6. Céch bao vé dir li€u quan trong va phuong phap phat hién tham nhap — Vi Pinh
Cuong.

7. Snort Users Manual 2.8.6 — The Snort Project
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